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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

e Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

¢ New chapters include coverage of important topics like VolP and EAP
e Coverage of cutting edge technologies like optical networking and storage
e Authored by Cisco Systems, worldwide leader in networking for the Internet.

Internetworking Technologies Handbook, Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.

Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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lcons Used in This Book

Cisco uses the following standard icons to represent different networking devices. You will
encounter several of these icons within this book.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in
the 10S Command Reference. The Command Reference describes these conventions as follows:
e Vertical bars (| ) separate alternative, mutually exclusive elements.
e Square brackets ([ ]) indicate an optional element.
e Braces ({ }) indicate a required choice.
e Braces within brackets ([{ }]) indicate a required choice within an optional element.

e Bold indicates commands and keywords that are entered literally as shown. In
configuration examples and output (not general command syntax), bold indicates
commands that are manually input by the user (such as a show command).

e Italic indicates arguments for which you supply actual values.



Introduction

Networking and the Internet have become one of the most influential forces in our lives today.
They continue to change the way we work, live, play, and learn. In less than ten years, the
entire world has become connected, making it easy and inexpensive to communicate around the
globe instantly. Few would argue that the Internet has changed every aspect of our lives. It's
improved education and made the world's information available to any student anywhere,
anytime; it's how we communicate with our relatives; it's how we plan our vacations. We now
have the world and its information at our fingertips—creating new opportunities for every
business, government, educational institution, and individual.

This book seeks to give you a fundamental understanding of the different concepts and
technologies used in the field of networking. This book is a comprehensive reference that surveys
a number of different networking technologies, protocols, and paradigms; legacy technologies
are included as well as the most current technologies. It is our hope at Cisco Press that you will
find the fourth edition of this book current, relevant, and useful, whether you are a networking
engineer or other networking professional or a business decision-maker. This book is also helpful
if you simply want to understand more about the Internet and the technologies on which it runs.



Objectives

This book provides basic technical information about the various technologies used in the field of
networking. It is designed for use with other Cisco Press books and as a standalone reference
tool.

This book is not intended to provide all possible information on the technologies covered; rather,
it seeks to provide a general overview highlighting the most relevant and important details of
each technology.



Updates to the Fourth Edition

For the publication of the fourth edition of this book, we have added new chapters on optical
networking, Voice over IP (VolP), DPT/SRT, EAP, storage networking, QoS, and I0S. There are
also many updates to existing chapters, and the most relevant and current information has been

included where appropriate.



Audience

The Internetworking Technologies Handbook is written for anyone who wants to understand
internetworking. We anticipate that the information in this book will help you assess the
applicability of specific technologies in your networking environments and give you a basic
understanding of the many internetworking technologies.



Organization

This book is organized into the following nine sections:

e Part I: Introduction to Internetworking— Provides introductory information about the
basic concepts and technologies of networking, including LAN and WAN technologies, Cisco
10S software, bridging and switching technologies, routing protocols, and network
management.

e Part 11: LAN Protocols— Covers LAN protocols and their technologies.

e Part 11l: WAN Technologies— Discusses WAN technologies, including Frame Relay,
HSSI, ISDN, PPP, SMDS, dialup, SDLC, X.25, and VPNs.

e Part 1V: Multiservice Access Technologies— Provides overview information on access
networking technologies, including voice/data integration, wireless, DSL, cable, optical,
VolP, DPT/SRT, and EAP.

e Part V: Bridging and Switching— Discusses bridging and switching technologies,
including transparent bridging, mixed-media bridging, source-route bridging, LAN
switching and VLANs, ATM, MPLS, and data link switching.

e Part VI: Network Protocols— Covers networking protocols, including OSIP, IP, IPv6,
NetWare, AppleTalk, IBM SNA, and DECnet.

e Part VII: Routing Protocols— Provides overview information on routing protocols,
including BGP, Enhanced IGRP, IBM SNA, IGRP, Internet Protocol Multicast, NetWare Link-
Services, OSPF, OSIRP, routing information, resource reservation, and SMRP.

e Part VIlI: Network Management— Discusses security technologies, directory-enabled
networking, network caching technologies, and storage networking.

e Appendixes:— These Appendixes provide answers to review questions and discussion of
early technologies.
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Chapter 1. Internetworking Basics

Objectives

Learn what makes up an internetwork.

Learn the basics of the OSI model.

Learn the differences between connection-oriented and connectionless services.

Learn about the different types of addresses used in an internetwork.
e Learn about flow control and error-checking basics.

This chapter works with the next six chapters to act as a foundation for the technology
discussions that follow. In this chapter, some fundamental concepts and terms used in the
evolving language of internetworking are addressed. In the same way that this book provides a
foundation for understanding modern networking, this chapter summarizes some common
themes presented throughout the remainder of this book. Topics include flow control, error
checking, and multiplexing, but this chapter focuses mainly on mapping the Open System
Interconnection (OSI) model to networking/internetworking functions, and also summarizing the
general nature of addressing schemes within the context of the OSI model. The OSI model
represents the building blocks for internetworks. Understanding the conceptual model helps you
understand the complex pieces that make up an internetwork.



What Is an Internetwork?

Aninternetwork is a collection of individual networks, connected by intermediate networking
devices, that functions as a single large network. Internetworking refers to the industry,
products, and procedures that meet the challenge of creating and administering internetworks.
Figure 1-1 illustrates some different kinds of network technologies that can be interconnected by
routers and other networking devices to create an internetwork.

Figure 1-1. Different Network Technologies Can Be Connected to Create
an Internetwork
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History of Internetworking

The first networks were time-sharing networks that used mainframes and attached terminals.
Such environments were implemented by both IBM's Systems Network Architecture (SNA) and
Digital's network architecture.

Local-area networks (LANs) evolved around the PC revolution. LANs enabled multiple users in a
relatively small geographical area to exchange files and messages, as well as access shared
resources such as file servers and printers.

Wide-area networks (WANSs) interconnect LANs with geographically dispersed users to create
connectivity. Some of the technologies used for connecting LANs include T1, T3, ATM, ISDN,

ADSL, Frame Relay, radio links, and others. New methods of connecting dispersed LANs are

appearing everyday.

Today, high-speed LANs and switched internetworks are becoming widely used, largely because
they operate at very high speeds and support such high-bandwidth applications as multimedia
and videoconferencing.



Internetworking evolved as a solution to three key problems: isolated LANs, duplication of
resources, and a lack of network management. Isolated LANs made electronic communication
between different offices or departments impossible. Duplication of resources meant that the
same hardware and software had to be supplied to each office or department, as did separate
support staff. This lack of network management meant that no centralized method of managing
and troubleshooting networks existed.

Internetworking Challenges

Implementing a functional internetwork is no simple task. Many challenges must be faced,
especially in the areas of connectivity, reliability, network management, and flexibility. Each
area is key in establishing an efficient and effective internetwork.

The challenge when connecting various systems is to support communication among disparate
technologies. Different sites, for example, may use different types of media operating at varying
speeds, or may even include different types of systems that need to communicate.

Because companies rely heavily on data communication, internetworks must provide a certain
level of reliability. This is an unpredictable world, so many large internetworks include
redundancy to allow for communication even when problems occur.

Furthermore, network management must provide centralized support and troubleshooting
capabilities in an internetwork. Configuration, security, performance, and other issues must be
adequately addressed for the internetwork to function smoothly. Security within an internetwork
is essential. Many people think of network security from the perspective of protecting the private
network from outside attacks. However, it is just as important to protect the network from
internal attacks, especially because most security breaches come from inside. Networks must
also be secured so that the internal network cannot be used as a tool to attack other external
sites.

Early in the year 2000, many major web sites were the victims of distributed denial of service
(DDOS) attacks. These attacks were possible because a great number of private networks
currently connected with the Internet were not properly secured. These private networks were
used as tools for the attackers.

Because nothing in this world is stagnant, internetworks must be flexible enough to change with
new demands.



Open System Interconnection Reference Model

TheOpen System Interconnection (OSI) reference model describes how information from a
software application in one computer moves through a network medium to a software
application in another computer. The OSI reference model is a conceptual model composed of
seven layers, each specifying particular network functions. The model was developed by the
International Organization for Standardization (ISO) in 1984, and it is now considered the
primary architectural model for intercomputer communications. The OSI model divides the tasks
involved with moving information between networked computers into seven smaller, more
manageable task groups. A task or group of tasks is then assigned to each of the seven OSI
layers. Each layer is reasonably self-contained so that the tasks assigned to each layer can be
implemented independently. This enables the solutions offered by one layer to be updated
without adversely affecting the other layers. The following list details the seven layers of the
Open System Interconnection (OSI) reference model:

e Layer 7— Application

e Layer 6— Presentation

e Layer 5— Session

e Layer 4— Transport

e Layer 3— Network

e Layer 2— Data link

e Layer 1— Physical

NOTE

A handy way to remember the seven layers is the sentence "All people seem to
need data processing." The beginning letter of each word corresponds to a layer.

e All— Application layer

e People— Presentation layer
e Seem— Session layer

e To— Transport layer

¢ Need— Network layer

e Data— Data link layer

e Processing— Physical layer

Figure 1-2 illustrates the seven-layer OSI reference model.



Figure 1-2. The OSI Reference Model Contains Seven Independent
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Characteristics of the OSI Layers

The seven layers of the OSI reference model can be divided into two categories: upper layers
and lower layers.

Theupper layers of the OSI model deal with application issues and generally are implemented
only in software. The highest layer, the application layer, is closest to the end user. Both users
and application layer processes interact with software applications that contain a
communications component. The term upper layer is sometimes used to refer to any layer above
another layer in the OSI model.

Thelower layers of the OSI model handle data transport issues. The physical layer and the data
link layer are implemented in hardware and software. The lowest layer, the physical layer, is
closest to the physical network medium (the network cabling, for example) and is responsible for
actually placing information on the medium.

Figure 1-3 illustrates the division between the upper and lower OSI layers.

Figure 1-3. Two Sets of Layers Make Up the OSI Layers
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Protocols

The OSI model provides a conceptual framework for communication between computers, but the
model itself is not a method of communication. Actual communication is made possible by using
communication protocols. In the context of data networking, a protocol is a formal set of rules
and conventions that governs how computers exchange information over a network medium. A
protocol implements the functions of one or more of the OSI layers.

A wide variety of communication protocols exist. Some of these protocols include LAN protocols,
WAN protocols, network protocols, and routing protocols. LANprotocols operate at the physical
and data link layers of the OSI model and define communication over the various LAN media.
WANprotocols operate at the lowest three layers of the OSI model and define communication
over the various wide-area media. Routing protocols are network layer protocols that are
responsible for exchanging information between routers so that the routers can select the proper
path for network traffic. Finally, network protocols are the various upper-layer protocols that
exist in a given protocol suite. Many protocols rely on others for operation. For example, many
routing protocols use network protocols to exchange information between routers. This concept
of building upon the layers already in existence is the foundation of the OSI model.

OSI Model and Communication Between Systems

Information being transferred from a software application in one computer system to a software
application in another must pass through the OSI layers. For example, if a software application
in System A has information to transmit to a software application in System B, the application
program in System A will pass its information to the application layer (Layer 7) of System A. The
application layer then passes the information to the presentation layer (Layer 6), which relays
the data to the session layer (Layer 5), and so on down to the physical layer (Layer 1). At the
physical layer, the information is placed on the physical network medium and is sent across the
medium to System B. The physical layer of System B removes the information from the physical
medium, and then its physical layer passes the information up to the data link layer (Layer 2),
which passes it to the network layer (Layer 3), and so on, until it reaches the application layer
(Layer 7) of System B. Finally, the application layer of System B passes the information to the
recipient application program to complete the communication process.



Interaction Between OSI Model Layers

A given layer in the OSI model generally communicates with three other OSI layers: the layer
directly above it, the layer directly below it, and its peer layer in other networked computer
systems. The data link layer in System A, for example, communicates with the network layer of
System A, the physical layer of System A, and the data link layer in System B. Figure 1-4
illustrates this example.

Figure 1-4. OS1 Model Layers Communicate with Other Layers
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OSI Layer Services

One OSI layer communicates with another layer to make use of the services provided by the
second layer. The services provided by adjacent layers help a given OSI layer communicate with
its peer layer in other computer systems. Three basic elements are involved in layer services:
the service user, the service provider, and the service access point (SAP).

In this context, the service user is the OSI layer that requests services from an adjacent OSI
layer. The service provider is the OSI layer that provides services to service users. OSI layers
can provide services to multiple service users. The SAP is a conceptual location at which one OSI
layer can request the services of another OSI layer.

Figure 1-5 illustrates how these three elements interact at the network and data link layers.

Figure 1-5. Service Users, Providers, and SAPs Interact at the Network
and Data Link Layers
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OSI Model Layers and Information Exchange

The seven OSI layers use various forms of control information to communicate with their peer
layers in other computer systems. This control information consists of specific requests and
instructions that are exchanged between peer OSI layers.

Control information typically takes one of two forms: headers and trailers. Headers are
prepended to data that has been passed down from upper layers. Trailers are appended to data
that has been passed down from upper layers. An OSI layer is not required to attach a header or
a trailer to data from upper layers.

Headers, trailers, and data are relative concepts, depending on the layer that analyzes the
information unit. At the network layer, for example, an information unit consists of a Layer 3
header and data. At the data link layer, however, all the information passed down by the
network layer (the Layer 3 header and the data) is treated as data.

In other words, the data portion of an information unit at a given OSI layer potentially can
contain headers, trailers, and data from all the higher layers. This is known as encapsulation.
Figure 1-6 shows how the header and data from one layer are encapsulated into the header of
the next lowest layer.

Figure 1-6. Headers and Data Can Be Encapsulated During Information
Exchange
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Information Exchange Process

The information exchange process occurs between peer OSI layers. Each layer in the source
system adds control information to data, and each layer in the destination system analyzes and
removes the control information from that data.

If System A has data from a software application to send to System B, the data is passed to the
application layer. The application layer in System A then communicates any control information
required by the application layer in System B by prepending a header to the data. The resulting
information unit (a header and the data) is passed to the presentation layer, which prepends its
own header containing control information intended for the presentation layer in System B. The
information unit grows in size as each layer prepends its own header (and, in some cases, a
trailer) that contains control information to be used by its peer layer in System B. At the physical
layer, the entire information unit is placed onto the network medium.

The physical layer in System B receives the information unit and passes it to the data link layer.
The data link layer in System B then reads the control information contained in the header
prepended by the data link layer in System A. The header is then removed, and the remainder of
the information unit is passed to the network layer. Each layer performs the same actions: The
layer reads the header from its peer layer, strips it off, and passes the remaining information
unit to the next highest layer. After the application layer performs these actions, the data is
passed to the recipient software application in System B, in exactly the form in which it was
transmitted by the application in System A.

OSI Model Physical Layer

The physical layer defines the electrical, mechanical, procedural, and functional specifications for
activating, maintaining, and deactivating the physical link between communicating network
systems. Physical layer specifications define characteristics such as voltage levels, timing of
voltage changes, physical data rates, maximum transmission distances, and physical connectors.
Physical layer implementations can be categorized as either LAN or WAN specifications. Figure 1-
7 illustrates some common LAN and WAN physical layer implementations.

Figure 1-7. Physical Layer Implementations Can Be LAN or WAN
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Physical layer implementations

OSI Model Data Link Layer

The data link layer provides reliable transit of data across a physical network link. Different data
link layer specifications define different network and protocol characteristics, including physical
addressing, network topology, error notification, sequencing of frames, and flow control. Physical
addressing (as opposed to network addressing) defines how devices are addressed at the data
link layer. Network topology consists of the data link layer specifications that often define how
devices are to be physically connected, such as in a bus or a ring topology. Error notification
alerts upper-layer protocols that a transmission error has occurred, and the sequencing of data
frames reorders frames that are transmitted out of sequence. Finally, flow control moderates the
transmission of data so that the receiving device is not overwhelmed with more traffic than it can
handle at one time.

The Institute of Electrical and Electronics Engineers (IEEE) has subdivided the data link layer into

two sublayers: Logical Link Control (LLC) and Media Access Control (MAC). Figure 1-8 illustrates
the IEEE sublayers of the data link layer.

Figure 1-8. The Data Link Layer Contains Two Sublayers
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ThelLogical Link Control (LLC) sublayer of the data link layer manages communications between
devices over a single link of a network. LLC is defined in the IEEE 802.2 specification and
supports both connectionless and connection-oriented services used by higher-layer protocols.
IEEE 802.2 defines a number of fields in data link layer frames that enable multiple higher-layer
protocols to share a single physical data link. The Media Access Control (MAC) sublayer of the
data link layer manages protocol access to the physical network medium. The IEEE MAC
specification defines MAC addresses, which enable multiple devices to uniquely identify one
another at the data link layer.

OSI Model Network Layer

The network layer defines the network address, which differs from the MAC address. Some
network layer implementations, such as the Internet Protocol (IP), define network addresses in a
way that route selection can be determined systematically by comparing the source network
address with the destination network address and applying the subnet mask. Because this layer
defines the logical network layout, routers can use this layer to determine how to forward
packets. Because of this, much of the design and configuration work for internetworks happens
at Layer 3, the network layer.

OSI Model Transport Layer

The transport layer accepts data from the session layer and segments the data for transport
across the network. Generally, the transport layer is responsible for making sure that the data is
delivered error-free and in the proper sequence. Flow control generally occurs at the transport
layer.

Flow control manages data transmission between devices so that the transmitting device does
not send more data than the receiving device can process. Multiplexing enables data from
several applications to be transmitted onto a single physical link. Virtual circuits are established,
maintained, and terminated by the transport layer. Error checking involves creating various
mechanisms for detecting transmission errors, while error recovery involves acting, such as
requesting that data be retransmitted, to resolve any errors that occur.

The transport protocols used on the Internet are TCP and UDP.



OSI Model Session Layer

The session layer establishes, manages, and terminates communication sessions.
Communication sessions consist of service requests and service responses that occur between
applications located in different network devices. These requests and responses are coordinated
by protocols implemented at the session layer. Some examples of session-layer implementations
include Zone Information Protocol (ZIP), the AppleTalk protocol that coordinates the name
binding process; and Session Control Protocol (SCP), the DECnet Phase IV session layer
protocol.

OSI Model Presentation Layer

The presentation layer provides a variety of coding and conversion functions that are applied to
application layer data. These functions ensure that information sent from the application layer of
one system would be readable by the application layer of another system. Some examples of
presentation layer coding and conversion schemes include common data representation formats,
conversion of character representation formats, common data compression schemes, and
common data encryption schemes.

Common data representation formats, or the use of standard image, sound, and video formats,
enable the interchange of application data between different types of computer systems.
Conversion schemes are used to exchange information with systems by using different text and
data representations, such as EBCDIC and ASCII. Standard data compression schemes enable
data that is compressed at the source device to be properly decompressed at the destination.
Standard data encryption schemes enable data encrypted at the source device to be properly
deciphered at the destination.

Presentation layer implementations are not typically associated with a particular protocol stack.
Some well-known standards for video include QuickTime and Motion Picture Experts Group
(MPEG). QuickTime is an Apple Computer specification for video and audio, and MPEG is a
standard for video compression and coding.

Among the well-known graphic image formats are Graphics Interchange Format (GIF), Joint
Photographic Experts Group (JPEG), and Tagged Image File Format (TIFF). GIF is a standard for
compressing and coding graphic images. JPEG is another compression and coding standard for
graphic images, and TIFF is a standard coding format for graphic images.

OSI Model Application Layer

The application layer is the OSI layer closest to the end user, which means that both the OSI
application layer and the user interact directly with the software application.

This layer interacts with software applications that implement a communicating component.
Such application programs fall outside the scope of the OSI model. Application layer functions
typically include identifying communication partners, determining resource availability, and
synchronizing communication.

When identifying communication partners, the application layer determines the identity and
availability of communication partners for an application with data to transmit. When
determining resource availability, the application layer must decide whether sufficient network
resources for the requested communication exist. In synchronizing communication, all
communication between applications requires cooperation that is managed by the application



layer.

Some examples of application layer implementations include Telnet, File Transfer Protocol (FTP),
and Simple Mail Transfer Protocol (SMTP).



Information Formats

The data and control information that is transmitted through internetworks takes a variety of
forms. The terms used to refer to these information formats are not used consistently in the
internetworking industry but sometimes are used interchangeably. Common information formats
include frames, packets, datagrams, segments, messages, cells, and data units.

A frame is an information unit whose source and destination are data link layer entities. A frame
is composed of the data link layer header (and possibly a trailer) and upper-layer data. The
header and trailer contain control information intended for the data link layer entity in the
destination system. Data from upper-layer entities is encapsulated in the data link layer header
and trailer. Figure 1-9 illustrates the basic components of a data link layer frame.

Figure 1-9. Data from Upper-Layer Entities Makes Up the Data Link
Layer Frame
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Apacket is an information unit whose source and destination are network layer entities. A packet
is composed of the network layer header (and possibly a trailer) and upper-layer data. The
header and trailer contain control information intended for the network layer entity in the
destination system. Data from upper-layer entities is encapsulated in the network layer header
and trailer. Figure 1-10 illustrates the basic components of a network layer packet.

Figure 1-10. Three Basic Components Make Up a Network Layer Packet
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The term datagram usually refers to an information unit whose source and destination are
network layer entities that use connectionless network service.

The term segment usually refers to an information unit whose source and destination are
transport layer entities.



Amessage is an information unit whose source and destination entities exist above the network
layer (often at the application layer).

Acell is an information unit of a fixed size whose source and destination are data link layer
entities. Cells are used in switched environments, such as Asynchronous Transfer Mode (ATM)
and Switched Multimegabit Data Service (SMDS) networks. A cell is composed of the header and
payload. The header contains control information intended for the destination data link layer
entity and is typically 5 bytes long. The payload contains upper-layer data that is encapsulated
in the cell header and is typically 48 bytes long.

The length of the header and the payload fields always are the same for each cell. Figure 1-11
depicts the components of a typical cell.

Figure 1-11. Two Components Make Up a Typical Cell
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Data unit is a generic term that refers to a variety of information units. Some common data units
are service data units (SDUs), protocol data units, and bridge protocol data units (BPDUs). SDUs
are information units from upper-layer protocols that define a service request to a lower-layer
protocol. PDU is OSI terminology for a packet. BPDUs are used by the spanning-tree algorithm
as hello messages.



ISO Hierarchy of Networks

Large networks typically are organized as hierarchies. A hierarchical organization provides such
advantages as ease of management, flexibility, and a reduction in unnecessary traffic. Thus, the
International Organization for Standardization (1SO) has adopted a number of terminology
conventions for addressing network entities. Key terms defined in this section include end system
(ES), intermediate system (IS), area, and autonomous system (AS).

ANES is a network device that does not perform routing or other traffic forwarding functions.
Typical ESs include such devices as terminals, personal computers, and printers. An IS is a
network device that performs routing or other traffic-forwarding functions. Typical ISs include
such devices as routers, switches, and bridges. Two types of IS networks exist: intradomain IS
and interdomain IS. An intradomain IS communicates within a single autonomous system, while
an interdomain IS communicates within and between autonomous systems. An area is a logical
group of network segments and their attached devices. Areas are subdivisions of autonomous
systems (AS's). An AS is a collection of networks under a common administration that share a
common routing strategy. Autonomous systems are subdivided into areas, and an AS is
sometimes called a domain. Figure 1-12 illustrates a hierarchical network and its components.

Figure 1-12. A Hierarchical Network Contains Numerous Components
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Connection-Oriented and Connectionless Network
Services

In general, transport protocols can be characterized as being either connection-oriented or
connectionless. Connection-oriented services must first establish a connection with the desired
service before passing any data. A connectionless service can send the data without any need to
establish a connection first. In general, connection-oriented services provide some level of
delivery guarantee, whereas connectionless services do not.

Connection-oriented service involves three phases: connection establishment, data transfer, and
connection termination.

During connection establishment, the end nodes may reserve resources for the connection. The
end nodes also may negotiate and establish certain criteria for the transfer, such as a window
size used in TCP connections. This resource reservation is one of the things exploited in some
denial of service (DOS) attacks. An attacking system will send many requests for establishing a
connection but then will never complete the connection. The attacked computer is then left with
resources allocated for many never-completed connections. Then, when an end node tries to
complete an actual connection, there are not enough resources for the valid connection.

The data transfer phase occurs when the actual data is transmitted over the connection. During
data transfer, most connection-oriented services will monitor for lost packets and handle
resending them. The protocol is generally also responsible for putting the packets in the right
sequence before passing the data up the protocol stack.

When the transfer of data is complete, the end nodes terminate the connection and release
resources reserved for the connection.

Connection-oriented network services have more overhead than connectionless ones.
Connection-oriented services must negotiate a connection, transfer data, and tear down the
connection, whereas a connectionless transfer can simply send the data without the added
overhead of creating and tearing down a connection. Each has its place in internetworks.



Internetw ork Addressing

Internetwork addresses identify devices separately or as members of a group. Addressing
schemes vary depending on the protocol family and the OSI layer. Three types of internetwork
addresses are commonly used: data link layer addresses, Media Access Control (MAC)
addresses, and network layer addresses.

DataLink Layer Addresses

Adata link layer address uniquely identifies each physical network connection of a network
device. Data-link addresses sometimes are referred to as physical or hardware addresses. Data-
link addresses usually exist within a flat address space and have a pre-established and typically
fixed relationship to a specific device.

End systems generally have only one physical network connection and thus have only one data-
link address. Routers and other internetworking devices typically have multiple physical network
connections and therefore have multiple data-link addresses. Figure 1-13 illustrates how each
interface on a device is uniquely identified by a data-link address.

Figure 1-13. Each Interface on a Device Is Uniquely Identified by a
Data-Link Address.

[View full size image]

Intarface
A

End systam

1 Interface

1 Data link layar
address

Interfaces
A B

4 Interaces
4 Dala Bnk layer

C D
- - -

MAC Addresses

Media Access Control (MAC) addresses consist of a subset of data link layer addresses. MAC
addresses identify network entities in LANs that implement the IEEE MAC addresses of the data
link layer. As with most data-link addresses, MAC addresses are unique for each LAN interface.



Figure 1-14 illustrates the relationship between MAC addresses, data-link addresses, and the
IEEE sublayers of the data link layer.

Figure 1-14. MAC Addresses, Data-Link Addresses, and the IEEE
Sublayers of the Data Link Layer Are All Related
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MAC addresses are 48 bits in length and are expressed as 12 hexadecimal digits. The first 6
hexadecimal digits, which are administered by the IEEE, identify the manufacturer or vendor and
thus comprise the Organizationally Unique Identifier (OUl). The last 6 hexadecimal digits
comprise the interface serial number, or another value administered by the specific vendor. MAC
addresses sometimes are called burned-in addresses (BIAs) because they are burned into read-
only memory (ROM) and are copied into random-access memory (RAM) when the interface card
initializes.Figure 1-15 illustrates the MAC address format.

Figure 1-15. The MAC Address Contains a Unique Format of
Hexadecimal Digits
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Mapping Addresses

Because internetworks generally use network addresses to route traffic around the network,
there is a need to map network addresses to MAC addresses. When the network layer has
determined the destination station's network address, it must forward the information over a
physical network using a MAC address. Different protocol suites use different methods to perform
this mapping, but the most popular is Address Resolution Protocol (ARP).

Different protocol suites use different methods for determining the MAC address of a device. The
following three methods are used most often. Address Resolution Protocol (ARP) maps network
addresses to MAC addresses. The Hello protocol enables network devices to learn the MAC
addresses of other network devices. MAC addresses either are embedded in the network layer
address or are generated by an algorithm.

Address Resolution Protocol (ARP) is the method used in the TCP/IP suite. When a network
device needs to send data to another device on the same network, it knows the source and
destination network addresses for the data transfer. It must somehow map the destination
address to a MAC address before forwarding the data. First, the sending station will check its
ARP table to see if it has already discovered this destination station's MAC address. If it has not,
it will send a broadcast on the network with the destination station's IP address contained in the
broadcast. Every station on the network receives the broadcast and compares the embedded IP
address to its own. Only the station with the matching IP address replies to the sending station
with a packet containing the MAC address for the station. The first station then adds this
information to its ARP table for future reference and proceeds to transfer the data.

When the destination device lies on a remote network, one beyond a router, the process is the
same except that the sending station sends the ARP request for the MAC address of its default
gateway. It then forwards the information to that device. The default gateway will then forward
the information over whatever networks necessary to deliver the packet to the network on which
the destination device resides. The router on the destination device's network then uses ARP to
obtain the MAC of the actual destination device and delivers the packet.

The Hello protocol is a network layer protocol that enables network devices to identify one
another and indicate that they are still functional. When a new end system powers up, for
example, it broadcasts hello messages onto the network. Devices on the network then return
hello replies, and hello messages are also sent at specific intervals to indicate that they are still
functional. Network devices can learn the MAC addresses of other devices by examining Hello
protocol packets.

Three protocols use predictable MAC addresses. In these protocol suites, MAC addresses are
predictable because the network layer either embeds the MAC address in the network layer
address or uses an algorithm to determine the MAC address. The three protocols are Xerox
Network Systems (XNS), Novell Internetwork Packet Exchange (IPX), and DECnet Phase IV.

Network Layer Addresses

Anetwork layer address identifies an entity at the network layer of the OSI layers. Network
addresses usually exist within a hierarchical address space and sometimes are called virtual or
logical addresses.

The relationship between a network address and a device is logical and unfixed; it typically is
based either on physical network characteristics (the device is on a particular network segment)



or on groupings that have no physical basis (the device is part of an AppleTalk zone). End
systems require one network layer address for each network layer protocol that they support.
(This assumes that the device has only one physical network connection.) Routers and other
internetworking devices require one network layer address per physical network connection for
each network layer protocol supported. For example, a router with three interfaces each running
AppleTalk, TCP/1P, and OSI must have three network layer addresses for each interface. The
router therefore has nine network layer addresses. Figure 1-16 illustrates how each network
interface must be assigned a network address for each protocol supported.

Figure 1-16. Each Network Interface Must Be Assigned a Network
Address for Each Protocol Supported
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Hierarchical Versus Flat Address Space

Internetwork address space typically takes one of two forms: hierarchical address space or flat
address space. A hierarchical address space is organized into numerous subgroups, each
successively narrowing an address until it points to a single device (in a manner similar to street
addresses). A flat address space is organized into a single group (in a manner similar to U.S.
Social Security numbers).

Hierarchical addressing offers certain advantages over flat-addressing schemes. Address sorting



and recall is simplified using comparison operations. For example, "lreland” in a street address
eliminates any other country as a possible location. Figure 1-17 illustrates the difference
between hierarchical and flat address spaces.

Figure 1-17. Hierarchical and Flat Address Spaces Differ in Comparison
Operations
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Address Assignments

Addresses are assigned to devices as one of two types: static and dynamic. Static addresses are
assigned by a network administrator according to a preconceived internetwork addressing plan.
A static address does not change until the network administrator manually changes it. Dynamic
addresses are obtained by devices when they attach to a network, by means of some protocol-
specific process. A device using a dynamic address often has a different address each time that it
connects to the network. Some networks use a server to assign addresses. Server-assigned
addresses are recycled for reuse as devices disconnect. A device is therefore likely to have a
different address each time that it connects to the network.

Addresses Versus Names

Internetwork devices usually have both a name and an address associated with them.
Internetwork names typically are location-independent and remain associated with a device
wherever that device moves (for example, from one building to another). Internetwork
addresses usually are location-dependent and change when a device is moved (although MAC
addresses are an exception to this rule). As with network addresses being mapped to MAC



addresses, names are usually mapped to network addresses through some protocol. The
Internet uses Domain Name System (DNS) to map the name of a device to its IP address. For
example, it's easier for you to remember www.cisco.com instead of some IP address. Therefore,
you type www.cisco.com into your browser when you want to access Cisco's web site. Your
computer performs a DNS lookup of the IP address for Cisco's web server and then
communicates with it using the network address.



Flow Control Basics

Flow control is a function that prevents network congestion by ensuring that transmitting devices
do not overwhelm receiving devices with data. A high-speed computer, for example, may
generate traffic faster than the network can transfer it, or faster than the destination device can
receive and process it. The three commonly used methods for handling network congestion are
buffering, transmitting source-quench messages, and windowing.

Buffering is used by network devices to temporarily store bursts of excess data in memory until
they can be processed. Occasional data bursts are easily handled by buffering. Excess data
bursts can exhaust memory, however, forcing the device to discard any additional datagrams
that arrive.

Source-quench messages are used by receiving devices to help prevent their buffers from
overflowing. The receiving device sends source-quench messages to request that the source
reduce its current rate of data transmission. First, the receiving device begins discarding
received data due to overflowing buffers. Second, the receiving device begins sending source-
quench messages to the transmitting device at the rate of one message for each packet dropped.
The source device receives the source-quench messages and lowers the data rate until it stops
receiving the messages. Finally, the source device then gradually increases the data rate as long
as no further source-quench requests are received.

Windowing is a flow-control scheme in which the source device requires an acknowledgment
from the destination after a certain number of packets have been transmitted. With a window
size of 3, the source requires an acknowledgment after sending three packets, as follows. First,
the source device sends three packets to the destination device. Then, after receiving the three
packets, the destination device sends an acknowledgment to the source. The source receives the
acknowledgment and sends three more packets. If the destination does not receive one or more
of the packets for some reason, such as overflowing buffers, it does not receive enough packets
to send an acknowledgment. The source then retransmits the packets at a reduced transmission
rate.



Error-Checking Basics

Error-checking schemes determine whether transmitted data has become corrupt or otherwise
damaged while traveling from the source to the destination. Error checking is implemented at
several of the OSI layers.

One common error-checking scheme is the cyclic redundancy check (CRC), which detects and
discards corrupted data. Error-correction functions (such as data retransmission) are left to
higher-layer protocols. A CRC value is generated by a calculation that is performed at the source
device. The destination device compares this value to its own calculation to determine whether
errors occurred during transmission. First, the source device performs a predetermined set of
calculations over the contents of the packet to be sent. Then, the source places the calculated
value in the packet and sends the packet to the destination. The destination performs the same
predetermined set of calculations over the contents of the packet and then compares its
computed value with that contained in the packet. If the values are equal, the packet is
considered valid. If the values are unequal, the packet contains errors and is discarded.



Multiplexing Basics

Multiplexing is a process in which multiple data channels are combined into a single data or
physical channel at the source. Multiplexing can be implemented at any of the OSI layers.
Conversely,demultiplexing is the process of separating multiplexed data channels at the
destination. One example of multiplexing is when data from multiple applications is multiplexed
into a single lower-layer data packet. Figure 1-18 illustrates this example.

Figure 1-18. Multiple Applications Can Be Multiplexed into a Single
Lower-Layer Data Packet
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Another example of multiplexing is when data from multiple devices is combined into a single
physical channel (using a device called a multiplexer). Figure 1-19 illustrates this example.

Figure 1-19. Multiple Devices Can Be Multiplexed into a Single Physical
Channel
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Amultiplexer is a physical layer device that combines multiple data streams into one or more
output channels at the source. Multiplexers demultiplex the channels into multiple data streams
at the remote end and thus maximize the use of the bandwidth of the physical medium by
enabling it to be shared by multiple traffic sources.



Some methods used for multiplexing data are time-division multiplexing (TDM), asynchronous
time-division multiplexing (ATDM), frequency-division multiplexing (FDM), and statistical
multiplexing.

In TDM, information from each data channel is allocated bandwidth based on preassigned time
slots, regardless of whether there is data to transmit. In ATDM, information from data channels
is allocated bandwidth as needed by using dynamically assigned time slots. In FDM, information
from each data channel is allocated bandwidth based on the signal frequency of the traffic. In
statistical multiplexing, bandwidth is dynamically allocated to any data channels that have
information to transmit.



Standards Organizations

A wide variety of organizations contribute to internetworking standards by providing forums for
discussion, turning informal discussion into formal specifications, and proliferating specifications
after they are standardized.

Most standards organizations create formal standards by using specific processes: organizing
ideas, discussing the approach, developing draft standards, voting on all or certain aspects of
the standards, and then formally releasing the completed standard to the public.

Some of the best-known standards organizations that contribute to internetworking standards
include these:

e International Organization for Standardization (1SO)— ISO is an international
standards organization responsible for a wide range of standards, including many that are
relevant to networking. Its best-known contribution is the development of the OSI
reference model and the OSI protocol suite.

¢ American National Standards Institute (ANSI)— ANSI, which is also a member of the
IS0, is the coordinating body for voluntary standards groups within the United States.
ANSI developed the Fiber Distributed Data Interface (FDDI) and other communications
standards.

e Electronic Industries Association (EI1A)— EIA specifies electrical transmission
standards, including those used in networking. The EIA developed the widely used EIA/TIA-
232 standard (formerly known as RS-232).

e Institute of Electrical and Electronic Engineers (IEEE)— IEEE is a professional
organization that defines networking and other standards. The IEEE developed the widely
used LAN standards IEEE 802.3 and IEEE 802.5.

e International Telecommunication Union Telecommunication Standardization
Sector (ITU-T)— Formerly called the Committee for International Telegraph and
Telephone (CCITT), ITU-T is now an international organization that develops
communication standards. The ITU-T developed X.25 and other communications standards.

¢ Internet Activities Board (IAB)— IAB is a group of internetwork researchers who discuss
issues pertinent to the Internet and set Internet policies through decisions and task forces.
The IAB designates some Request For Comments (RFC) documents as Internet standards,
including Transmission Control Protocol/Internet Protocol (TCP/IP) and the Simple Network
Management Protocol (SNMP).



Summary

This chapter introduced the building blocks on which internetworks are built. Understanding
where complex pieces of internetworks fit into the OSI model will help you understand the
concepts better. Internetworks are complex systems that, when viewed as a whole, are too much
to understand. Only by breaking the network down into the conceptual pieces can it be easily
understood. As you read and experience internetworks, try to think of them in terms of OSI
layers and conceptual pieces.

Understanding the interaction between various layers and protocols makes designing,
configuring, and diagnosing internetworks possible. Without understanding of the building
blocks, you cannot understand the interaction between them.



Review Questions

1: What are the layers of the OSI model?

2: Which layer determines path selection in an internetwork?

3: What types of things are defined at the physical layer?

4: What is one method of mapping network addresses to MAC addresses?

Which includes more overhead, connection-oriented or connectionless services?

|



For More Information

* Cisco's web site (www.cisco.com) is a wonderful source for more information about these
topics. The Documentation section includes in-depth discussions on many of the topics covered
in this chapter.

e Teare, Diane. Designing Cisco Networks. Indianapolis: Cisco Press, July 1999.



Chapter 2. Introduction to LAN Protocols

Objectives

e Learn about different LAN protocols.
e Understand the different methods used to deal with media contention.
e Learn about different LAN topologies.

This chapter introduces the various media-access methods, transmission methods, topologies,
and devices used in a local-area network (LAN). Topics addressed focus on the methods and
devices used in Ethernet/IEEE 802.3, Token Ring/IEEE 802.5, and Fiber Distributed Data
Interface (FDDI). Subsequent chapters in Part 11, "LAN Protocols,"” address specific protocols in
more detail. Figure 2-1 illustrates the basic layout of these three implementations.

Figure 2-1. Three LAN Implementations Are Used Most Commonly
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What Is a LAN?

ALAN is a high-speed data network that covers a relatively small geographic area. It typically
connects workstations, personal computers, printers, servers, and other devices. LANs offer
computer users many advantages, including shared access to devices and applications, file

exchange between connected users, and communication between users via electronic mail and
other applications.



LAN Protocols and the OSI Reference Model

LAN protocols function at the lowest two layers of the OSI reference model, as discussed in
Chapter 1, "Internetworking Basics," between the physical layer and the data link layer. Figure
2-2 illustrates how several popular LAN protocols map to the OSI reference model.

Figure 2-2. Popular LAN Protocols Mapped to the OSI1 Reference Model
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LAN Media-Access Methods

Media contention occurs when two or more network devices have data to send at the same time.
Because multiple devices cannot talk on the network simultaneously, some type of method must
be used to allow one device access to the network media at a time. This is done in two main
ways: carrier sense multiple access collision detect (CSMA/CD) and token passing.

In networks using CSMA/CD technology such as Ethernet, network devices contend for the
network media. When a device has data to send, it first listens to see if any other device is
currently using the network. If not, it starts sending its data. After finishing its transmission, it
listens again to see if a collision occurred. A collision occurs when two devices send data
simultaneously. When a collision happens, each device waits a random length of time before
resending its data. In most cases, a collision will not occur again between the two devices.
Because of this type of network contention, the busier a network becomes, the more collisions
occur. This is why performance of Ethernet degrades rapidly as the number of devices on a
single network increases.

Intoken-passing networks such as Token Ring and FDDI, a special network packet called a token
is passed around the network from device to device. When a device has data to send, it must
wait until it has the token and then sends its data. When the data transmission is complete, the
token is released so that other devices may use the network media. The main advantage of
token-passing networks is that they are deterministic. In other words, it is easy to calculate the
maximum time that will pass before a device has the opportunity to send data. This explains the
popularity of token-passing networks in some real-time environments such as factories, where
machinery must be capable of communicating at a determinable interval.

For CSMA/CD networks, switches segment the network into multiple collision domains. This
reduces the number of devices per network segment that must contend for the media. By
creating smaller collision domains, the performance of a network can be increased significantly
without requiring addressing changes.

Normally CSMA/CD networks are half-duplex, meaning that while a device sends information, it
cannot receive at the time. While that device is talking, it is incapable of also listening for other
traffic. This is much like a walkie-talkie. When one person wants to talk, he presses the transmit
button and begins speaking. While he is talking, no one else on the same frequency can talk.
When the sending person is finished, he releases the transmit button and the frequency is
available to others.

When switches are introduced, full-duplex operation is possible. Full-duplex works much like a
telephone—you can listen as well as talk at the same time. When a network device is attached
directly to the port of a network switch, the two devices may be capable of operating in full-
duplex mode. In full-duplex mode, performance can be increased, but not quite as much as
some like to claim. A 100-Mbps Ethernet segment is capable of transmitting 200 Mbps of data,
but only 100 Mbps can travel in one direction at a time. Because most data connections are
asymmetric (with more data traveling in one direction than the other), the gain is not as great
as many claim. However, full-duplex operation does increase the throughput of most
applications because the network media is no longer shared. Two devices on a full-duplex
connection can send data as soon as it is ready.

Token-passing networks such as Token Ring can also benefit from network switches. In large
networks, the delay between turns to transmit may be significant because the token is passed
around the network.



LAN Transmission Methods

LAN data transmissions fall into three classifications: unicast, multicast, and broadcast. In each
type of transmission, a single packet is sent to one or more nodes.

In a unicast transmission, a single packet is sent from the source to a destination on a network.
First, the source node addresses the packet by using the address of the destination node. The
package is then sent onto the network, and finally, the network passes the packet to its
destination.

Amulticast transmission consists of a single data packet that is copied and sent to a specific
subset of nodes on the network. First, the source node addresses the packet by using a multicast
address. The packet is then sent into the network, which makes copies of the packet and sends a
copy to each node that is part of the multicast address.

Abroadcast transmission consists of a single data packet that is copied and sent to all nodes on
the network. In these types of transmissions, the source node addresses the packet by using the
broadcast address. The packet is then sent on to the network, which makes copies of the packet
and sends a copy to every node on the network.



LAN Topologies

LAN topologies define the manner in which network devices are organized. Four common LAN
topologies exist: bus, ring, star, and tree. These topologies are logical architectures, but the
actual devices need not be physically organized in these configurations. Logical bus and ring
topologies, for example, are commonly organized physically as a star. A bus topology is a linear
LAN architecture in which transmissions from network stations propagate the length of the
medium and are received by all other stations. Of the three most widely used LAN
implementations, Ethernet/IEEE 802.3 networks—including 100BaseT—implement a bus
topology, which is illustrated in Figure 2-3.

Figure 2-3. Some Networks Implement a Local Bus Topology

Aring topology is a LAN architecture that consists of a series of devices connected to one another
by unidirectional transmission links to form a single closed loop. Both Token Ring/IEEE 802.5
and FDDI networks implement a ring topology. Figure 2-4 depicts a logical ring topology.

Figure 2-4. Some Networks Implement a Logical Ring Topology



Astar topology is a LAN architecture in which the endpoints on a network are connected to a
common central hub, or switch, by dedicated links. Logical bus and ring topologies are often
implemented physically in a star topology, which is illustrated in Figure 2-5.

Figure 2-5. A Logical Tree Topology Can Contain Multiple Nodes
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Atree topology is a LAN architecture that is identical to the bus topology, except that branches
with multiple nodes are possible in this case. Figure 2-5 illustrates a logical tree topology.



LAN Devices

Devices commonly used in LANs include repeaters, hubs, LAN extenders, bridges, LAN switches,
and routers.

NOTE

Repeaters, hubs, and LAN extenders are discussed briefly in this section. The function
and operation of bridges, switches, and routers are discussed generally in Chapter 4,
"Introduction to Cisco 10S Software,"” and Chapter 5, "Bridging and Switching Basics."

Arepeater is a physical layer device used to interconnect the media segments of an extended
network. A repeater essentially enables a series of cable segments to be treated as a single
cable. Repeaters receive signals from one network segment and amplify, retime, and retransmit
those signals to another network segment. These actions prevent signal deterioration caused by
long cable lengths and large numbers of connected devices. Repeaters are incapable of
performing complex filtering and other traffic processing. In addition, all electrical signals,
including electrical disturbances and other errors, are repeated and amplified. The total number
of repeaters and network segments that can be connected is limited due to timing and other
issues.Figure 2-6 illustrates a repeater connecting two network segments.

Figure 2-6. A Repeater Connects Two Network Segments
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Ahub is a physical layer device that connects multiple user stations, each via a dedicated cable.
Electrical interconnections are established inside the hub. Hubs are used to create a physical star
network while maintaining the logical bus or ring configuration of the LAN. In some respects, a
hub functions as a multiport repeater.

ALANextender is a remote-access multilayer switch that connects to a host router. LAN
extenders forward traffic from all the standard network layer protocols (such as IP, IPX, and
AppleTalk) and filter traffic based on the MAC address or network layer protocol type. LAN



extenders scale well because the host router filters out unwanted broadcasts and multicasts.
However, LAN extenders are not capable of segmenting traffic or creating security firewalls.
Figure 2-7 illustrates multiple LAN extenders connected to the host router through a WAN.

Figure 2-7. Multiple LAN Extenders Can Connect to the Host Router
Through a WAN
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Review Questions

1: Describe the type of media access used by Ethernet.

Describe the type of media access used by Token Ring.

N

Describe unicast, multicast, and broadcast transmissions.

w



For More Information

* Cisco's web site (www.cisco.com) is a wonderful source for more information about these
topics. The Documentation section includes in-depth discussions on many of the topics covered
in this chapter.

e Teare, Diane. Designing Cisco Networks. Indianapolis: Cisco Press, July 1999.



Chapter 3. Introduction to WAN
Technologies

Objectives

e Become familiar with WAN terminology.
e Learn about different types of WAN connections.
e Become familiar with different types of WAN equipment.

This chapter introduces the various protocols and technologies used in wide-area network (WAN)
environments. Topics summarized here include point-to-point links, circuit switching, packet
switching, virtual circuits, dialup services, and WAN devices. Chapters in Part 111, "WAN
Protocols," address specific technologies in more detail.



What Is a WAN?

AWAN is a data communications network that covers a relatively broad geographic area and
that often uses transmission facilities provided by common carriers, such as telephone
companies. WAN technologies generally function at the lower three layers of the OSI reference
model: the physical layer, the data link layer, and the network layer. Figure 3-1 illustrates the
relationship between the common WAN technologies and the OSI model.

Figure 3-1. WAN Technologies Operate at the Lowest Levels of the OSI
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Point-to-Point Links

Apoint-to-point link provides a single, pre-established WAN communications path from the
customer premises through a carrier network, such as a telephone company, to a remote
network. Point-to-point lines are usually leased from a carrier and thus are often called leased
lines. For a point-to-point line, the carrier allocates pairs of wire and facility hardware to your
line only. These circuits are generally priced based on bandwidth required and distance between
the two connected points. Point-to-point links are generally more expensive than shared services
such as Frame Relay. Figure 3-2 illustrates a typical point-to-point link through a WAN.

Figure 3-2. A Typical Point-to-Point Link Operates Through a WAN to a
Remote Network
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Circuit Switching

Switched circuits allow data connections that can be initiated when needed and terminated when
communication is complete. This works much like a normal telephone line works for voice
communication. Integrated Services Digital Network (ISDN) is a good example of circuit
switching. When a router has data for a remote site, the switched circuit is initiated with the
circuit number of the remote network. In the case of ISDN circuits, the device actually places a
call to the telephone number of the remote ISDN circuit. When the two networks are connected
and authenticated, they can transfer data. When the data transmission is complete, the call can
be terminated. Figure 3-3 illustrates an example of this type of circuit.

Figure 3-3. A Circuit-Switched WAN Undergoes a Process Similar to
That Used for a Telephone Call
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Packet Switching

Packet switching is a WAN technology in which users share common carrier resources. Because
this allows the carrier to make more efficient use of its infrastructure, the cost to the customer is
generally much better than with point-to-point lines. In a packet switching setup, networks have
connections into the carrier's network, and many customers share the carrier's network. The
carrier can then create virtual circuits between customers' sites by which packets of data are
delivered from one to the other through the network. The section of the carrier's network that is
shared is often referred to as a cloud.

Some examples of packet-switching networks include Asynchronous Transfer Mode (ATM), Frame
Relay, Switched Multimegabit Data Services (SMDS), and X.25. Figure 3-4 shows an example
packet-switched circuit.

Figure 3-4. Packet Switching Transfers Packets Across a Carrier
Network
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The virtual connections between customer sites are often referred to as a virtual circuit.



WAN Virtual Circuits

Avirtual circuit is a logical circuit created within a shared network between two network devices.
Two types of virtual circuits exist: switched virtual circuits (SVCs) and permanent virtual circuits
(PVCs).

SVCs are virtual circuits that are dynamically established on demand and terminated when
transmission is complete. Communication over an SVC consists of three phases: circuit
establishment, data transfer, and circuit termination. The establishment phase involves creating
the virtual circuit between the source and destination devices. Data transfer involves
transmitting data between the devices over the virtual circuit, and the circuit termination phase
involves tearing down the virtual circuit between the source and destination devices. SVCs are
used in situations in which data transmission between devices is sporadic, largely because SVCs
increase bandwidth used due to the circuit establishment and termination phases, but they
decrease the cost associated with constant virtual circuit availability.

PVC is a permanently established virtual circuit that consists of one mode: data transfer. PVCs
are used in situations in which data transfer between devices is constant. PVCs decrease the
bandwidth use associated with the establishment and termination of virtual circuits, but they
increase costs due to constant virtual circuit availability. PVCs are generally configured by the
service provider when an order is placed for service.



WAN Dialup Services

Dialup services offer cost-effective methods for connectivity across WANs. Two popular dialup
implementations are dial-on-demand routing (DDR) and dial backup.

DDR is a technique whereby a router can dynamically initiate a call on a switched circuit when it
needs to send data. In a DDR setup, the router is configured to initiate the call when certain
criteria are met, such as a particular type of network traffic needing to be transmitted. When the
connection is made, traffic passes over the line. The router configuration specifies an idle timer
that tells the router to drop the connection when the circuit has remained idle for a certain
period.

Dial backup is another way of configuring DDR. However, in dial backup, the switched circuit is
used to provide backup service for another type of circuit, such as point-to-point or packet
switching. The router is configured so that when a failure is detected on the primary circuit, the
dial backup line is initiated. The dial backup line then supports the WAN connection until the
primary circuit is restored. When this occurs, the dial backup connection is terminated.



WAN Devices

WANSs use numerous types of devices that are specific to WAN environments. WAN switches,
access servers, modems, CSU/DSUs, and ISDN terminal adapters are discussed in the following
sections. Other devices found in WAN environments that are used in WAN implementations
include routers, ATM switches, and multiplexers.

WAN Switch

AWANSswitch is a multiport internetworking device used in carrier networks. These devices
typically switch such traffic as Frame Relay, X.25, and SMDS, and operate at the data link layer
of the OSI reference model. Figure 3-5 illustrates two routers at remote ends of a WAN that are
connected by WAN switches.

Figure 3-5. Two Routers at Remote Ends of a WAN Can Be Connected
by WAN Switches

WAN switch

Access Server

Anaccess server acts as a concentration point for dial-in and dial-out connections. Figure 3-6
illustrates an access server concentrating dial-out connections into a WAN.

Figure 3-6. An Access Server Concentrates Dial-Out Connections into a



WAN

Access
server

Modem

Amodem is a device that interprets digital and analog signals, enabling data to be transmitted

over voice-grade telephone lines. At the source, digital signals are converted to a form suitable
for transmission over analog communication facilities. At the destination, these analog signals

are returned to their digital form. Figure 3-7 illustrates a simple modem-to-modem connection
through a WAN.

Figure 3-7. A Modem Connection Through a WAN Handles Analog and
Digital Signals

Modem

CSU/DSU

Achannel service unit/digital service unit (CSU/DSU) is a digital-interface device used to connect
a router to a digital circuit like a T1. The CSU/DSU also provides signal timing for communication
between these devices. Figure 3-8 illustrates the placement of the CSU/DSU in a WAN
implementation.

Figure 3-8. The CSU/DSU Stands Between the Switch and the Terminal



Csu/DsU

ISDN Terminal Adapter

AnISDNterminal adapter is a device used to connect ISDN Basic Rate Interface (BRI)
connections to other interfaces, such as EIA/TIA-232 on a router. A terminal adapter is
essentially an ISDN modem, although itis called a terminal adapter because it does not actually
convert analog to digital signals. Figure 3-9 illustrates the placement of the terminal adapter in

an ISDN environment.

Figure 3-9. The Terminal Adapter Connects the ISDN Terminal Adapter
to Other Interfaces

ISDN
terminal
adapter




Review Questions

1: What are some types of WAN circuits?
2: What is DDR, and how is it different from dial backup?
3: What is a CSU/DSU used for?

What is the difference between a modem and an ISDN terminal adapter?

[



For More Information

= Mahler, Kevin. CCNA Training Guide. Indianapolis: New Riders, 1999.
*Cisco 10S Dial Solutions. Indianapolis: Cisco Press, 1998.

=Cisco I0S Wide Area Networking Solutions. Indianapolis: Cisco Press, 1999.



Chapter 4. Introduction to Cisco 10S
Software

Objectives

Understand Cisco 10S system architecture components.

Work with the Cisco 1I0S Command Line Interface (CLI) and common commands.

Learn about Cisco 10S troubleshooting techniques.
e Understand upgrading and release information.

The Cisco 10S software is network system software that runs on Cisco routers and switches. It is
used to configure, monitor, and troubleshoot the system.



System Architecture

Like a computer, a router has a CPU that varies in performance and capabilities depending on
the router platform. Two examples of processors that Cisco uses are the Motorola 68030 and the
Orion/R4600. The Cisco 10S software running in the router requires the CPU or processor to
make routing and bridging decisions, maintain routing tables, and other system management
functions. The CPU must have access to data in memory to make decisions or to get instructions.

There are usually four types of memory on a Cisco router:

¢ ROM— ROM is generally the memory on a chip or multiple chips. It is available on a
router's processor board. It is read-only, which means that data cannot be written to it.
The initial software that runs on a Cisco router is called the bootstrap software and is
usually stored in ROM. The bootstrap software is invoked when the router boots up.

e Flash— Flash memory is located on a processor board SIMM but can be expanded using
PCMCIA (removable) cards. Flash memory is most commonly used to store one or more
Cisco 10S software images. Configuration files or system information can also be copied to
Flash. On some high-end systems, Flash memory is also used to hold bootstrap software.

¢ RAM— RAM is very fast memory that loses its information when the system is restarted. It
is used in PCs to store running applications and data. On a router, RAM is used to hold 10S
system tables and buffers. RAM memory is basically used for all system operational storage
requirements.

¢ NVRAM— On the router, NVRAM is used to store the startup configuration. This is the
configuration file that 10S reads when the router boots up. It is extremely fast memory and
is persistent across reboots.

Although CPU and memory are required components to run 10S, a router must also have various
interfaces to allow packet forwarding. Interfaces are input and output connections to the router
that carries data that needs to be routed or switched. The most common types of interfaces are
Ethernet and serial. Similar to the driver software on a computer with parallel ports and USB
ports, 10S has device drivers to support these various interface types.

All Cisco routers have a console port that provides an EIA/TIA-232 asynchronous serial
connection. The console port can be connected to a computer's serial connection to gain terminal
access to the router. Most routers also have an auxiliary port that is very similar to the console
port, but is typically used for modem connection for remote router management.

Example 4-1 shows the console output of a new Cisco 3640 router that has just been started.
Notice the processor, interface, and memory information that is listed.

Example 4-1. Cisco 3640 Router Console Output at Startup

System Bootstrap, Version 11.1(20)AA2, EARLY DEPLOYMENT RELEASE SOFTWARE (fc1)
Copyright (c) 1999 by Cisco Systens, Inc.

C3600 processor with 98304 Kbytes of main nenory



Main menmory is configured to 64 bit node with parity disabl ed

program | oad conplete, entry point: 0x80008000, size: 0xa8d168
Sel f deconpressing the inage : ##H#HABHHARHHARHHARHHARHHARHHARHHARHH AR HBRHH BRI

HUHHHBHHHBHHHBHHH AR HH BB BT R R H R R R R R [ OK]

Restricted Rights Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph
(c) of the Conmercial Conmputer Software - Restricted
Ri ghts clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Conputer

Sof tware cl ause at DFARS sec. 252.227-7013.

Cisco Systens, Inc.
170 West Tasman Drive

San Jose, California 95134-1706

Cisco Internetwork Operating System Software

0SS (tm) 3600 Software (C3640-1S-M, Version 12.2(10), RELEASE SOFTWARE (fc2)
Copyright (c) 1986-2002 by Cisco Systens, |nc.

Conpi | ed Mon 06- May-02 23:23 by pwade

| mage text-base: 0x60008930, data-base: 0x610D2000

cisco 3640 (R4700) processor (revision 0x00) with 94208K/ 4096K bytes of menory.
Processor board I D 17746964

R4700 CPU at 100Mhz, Inplenentation 33, Rev 1.0



Bri dgi ng software.

X. 25 software, Version 3.0.0.

Super LAT software (copyright 1990 by Meridi an Technol ogy Corp).
5 Ethernet/I| EEE 802. 3 interface(s)

1 Serial network interface(s)

DRAM configuration is 64 bits wide with parity di sabl ed.

125K bytes of non-volatile configuration nenory.

8192K bytes of processor board System flash (Read/ Wite)

16384K bytes of processor board PCMCIA Slot0O flash (Read/ Wite)

--- System Configuration Dialog ---

Whul d you like to enter the initial configuration dialog? [yes/no]:

When a new router is first started, 10S runs an autoinstall process wherein the user is prompted
to answer a few questions. 10S then configures the system based on the input provided. After
initial setup, the configuration is most commonly modified using the command-line interface
(CLI). Other ways of configuring the router include HTTP and network management applications.



Cisco I0S CLI

Cisco I10S has three command modes, each with access to different command sets:

¢ User mode— This is the first mode a user has access to after logging into the router. The
user mode can be identified by the > prompt following the router name. This mode allows
the user to execute only the basic commands, such as those that show the system's status.
The system cannot be configured or restarted from this mode.

e Privileged mode— This mode allows users to view the system configuration, restart the
system, and enter configuration mode. It also allows all the commands that are available in
user mode. Privileged mode can be identified by the # prompt following the router name.
The user mode enable command tells 10S that the user wants to enter privileged mode. If
an enable password or enable secret password has been set, the user needs to enter the
correct password or secret to be granted access to privileged mode. An enable secret
password uses stronger encryption when it is stored in the configuration and, therefore, is
safer. Privileged mode allows the user to do anything on the router, so it should be used
with caution. To exit privileged mode, the user executes the disable command.

e Configuration mode— This mode allows users to modify the running system
configuration. To enter configuration mode, enter the command configure terminal from
privileged mode. Configuration mode has various submodes, starting with global
configuration mode, which can be identified by the (config)# prompt following the router
name. As the configuration mode submodes change depending on what is being configured,
the words inside the parentheses change. For example, when you enter interface
configuration submode, the prompt changes to (config-if)# following the router name. To
exit configuration mode, the user can enter end or press Ctrl-Z.

Note that in these modes, entering the context-sensitive command ? at any point shows the
available commands at that level. The ? can also be used in the middle of a command to show
possible completion options. Example 4-2 shows the use of the ? command to display the
commands available within a given command mode.

Example 4-2. Using Context-Sensitive Help

Rout er >?

Exec commuands:
access-enabl e Create a tenporary Access-List entry
access-profile Apply user-profile to interface

cl ear Reset functions



The following steps introduce you to the commands used to change command mode, view
system information, and configure a password. Real CLI output from a Cisco 3640 router running
Cisco 10S software is shown.

Step 1. Enter enabled mode by entering enable and pressing Enter:

Rout er >enabl e

Rout er #

Step 2. To see which version of 10S is running on the system, enter the show version
command:

Rout er #show ver si on

Cisco Internetwork Operating System Software

0SS (tm) 3600 Software (C3640-1S-M, Version 12.2(10), RELEASE SOFTWARE (fc2)
Copyright (c) 1986-2002 by Cisco Systens, |nc.

Conpi | ed Mon 06- May-02 23:23 by pwade

| mage text-base: 0x60008930, data-base: 0x610D2000

ROM System Bootstrap, Version 11.1(20)AA2, EARLY DEPLOYMENT RELEASE SOFTWARE

(fcl)

Router uptine is 47 mnutes
Systemreturned to ROM by rel oad

Systeminmage file is "slot0:c3640-is-ne.122-10. bi n"



cisco 3640 (R4700) processor (revision 0x00) with 94208K/ 4096K bytes of nmenory.
Processor board | D 17746964

R4A700 CPU at 100Mhz, Inplenentation 33, Rev 1.0

Bri dgi ng software.

X. 25 software, Version 3.0.0.

Super LAT software (copyright 1990 by Meridian Technol ogy Corp).
5 Ethernet/| EEE 802.3 interface(s)

1 Serial network interface(s)

DRAM configuration is 64 bits wide with parity disabl ed.

125K bytes of non-volatile configuration nenory.

8192K bytes of processor board System flash (Read/ Wite)

16384K bytes of processor board PCMCIA Slot0 flash (Read/ Wite)

Configuration register is 0x2002

From the output, you can see that this is a Cisco 3640 router running Cisco 10S software,
Version 12.2(10) and the software image is located on the PCMCIA Flash card in slot O.

Step 3. Next, configure the router name to be "10S." To enter configuration mode, use the
commandconfigure terminal:

Rout er #confi gure term nal
Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #host nane | CS

| OS(config)#



Notice that the prompt changes to "IOS" immediately after you enter the hostname command.
All configuration changes in Cisco 10S take place immediately.

Step 4. Next, you need to set the enable password and the enable secret password. The

enable secret password is stored using stronger encryption and overrides the enable
password if it is configured. To set both passwords, you enter the following:

| OS(confi g) #enabl e password ci sco
| OS(confi g) #enabl e secret san-fran
I OS(config)#exit

| OS#

To get into enabled mode, you need to enter the password san-fran. The exit command takes
you up one level in the configuration, or out of the current submode.

Step 5. After configuring the router name and setting the enable and enable secret
passwords, you can examine the running configuration:

| OS#show runni ng-config

Bui | ding configuration...

Current configuration : 743 bytes

version 12.2
servi ce timestanps debug uptine
service tinmestanps | og uptinme

no service password-encryption



host name |1 OS

!

enabl e secret 5 $1$I P7a$HC Net | . hpRdox84d. FYU
enabl e password cisco

!

ip subnet-zero

!

call rsvp-sync

!

nterface Ethernet0/0

no i p address
shut down

hal f - dupl ex

nterface Serial 0/0

no i p address
shut down

no fair-queue

nterface Ethernet2/0

no i p address
shut down

hal f - dupl ex

nterface Ethernet2/1

no i p address

shut down



hal f - dupl ex

nterface Ethernet2/2

no i p address
shut down

hal f - dupl ex

nterface Ethernet2/3

no i p address
shut down

hal f - dupl ex

ip classless

ip http server

ip pimbidir-enable

!

di al - peer cor custom
!

line con O

line aux O

line vty 0 4

!

end

Step 6. Theshow running-config output shows the configuration that is currently active
in the system; however, this configuration is lost if the system is restarted. To save this
configuration to NVRAM, you must issue the following command:



| OS#copy runni ng-config startup-config

Destination filenane [startup-config]?

Bui | di ng configuration...

[ K]

Step 7. To view the startup configuration saved in NVRAM, use the command show

startup-config.

In the preceding step sequence, notice the Ethernet and serial interfaces that show up in the
configuration file. Each interface requires that certain parameters such as encapsulation and
address be set before the interface can be used properly. In addition, IP routing or bridging
might need to be configured. Refer to the Cisco 10S installation and configuration guides
available at www.cisco.com for your version of software to learn about all possible configuration

options and recommended guidelines.

Table 4-1 describes some of the more common commands used to monitor the system.

Table 4-1. Commands Used to Monitor Cisco 10S Devices

Cisco I0S
Command

Description

show interface

Displays current status and configuration details for all interfaces in the
system

show processes
cpu

Displays CPU utilization and the current processes running in the system

show buffers

Shows how system buffers are currently allocated and functioning for
packet forwarding

show memory

Shows how memory is allocated to various system functions and memory
utilization

show diag

Displays details on hardware cards in the system

show ip route

Displays the current active IP routing table

show arp

Displays the current active IP address-to-MAC address mapping in the
ARP table




Debugging and Logging

Cisco 10S software allows for detailed debugging for all protocols and processes running in the
system for troubleshooting purposes. More information on debugging can be obtained in the
Cisco 10S Debug Command Reference, available on www.cisco.com.

CAUTION

Only Cisco I0S experts should enable and disable debug commands, because they can
have a severe performance impact and should be used with care. Improper use might
leave the system inaccessible and in a frozen state in which no packet forwarding takes
place.

System messages are shown on the console and can be enabled for any session into the router.
Different levels of severity can be configured for different access methods into the router. The
eight message severity levels are as follows:

¢ Emergency (severity 0)— The system is unusable

e Alert (severity 1)— Immediate action is needed

e Critical (severity 2)— Critical condition

e Error (severity 3)— Error condition

e Warning (severity 4)— Warning condition

¢ Notification (severity 5)— Normal but significant condition

e Informational (severity 6)— Informational message

Debugging (severity 7)— Debugging message
Thelogging command directs the output to various terminals attached to the system or virtually

connected, such as Telnet sessions. Example 4-3 shows how the logging command can be used
to determine the severity level of the messages shown.

Example 4-3. logging Command

| OS(confi g) #l ogging ?
Hostnane or A.B.C. D | P address of the | oggi ng host
buf f er ed Set buffered | oggi ng paraneters

consol e Set consol e | ogging | evel



exception Limt size of exception flush output

facility Facility paraneter for syslog nessages
hi story Configure syslog history table
host Set syslog server host nane or |P address
noni t or Set terminal line (nmonitor) |ogging |evel
on Enabl e logging to all supported destinations
rate-limt Set nessages per second limt
source-interface Specify interface for source address in | ogging

transactions

trap Set syslog server |ogging |evel

| OS(confi g) #1 oggi ng console ?

<0-7> Loggi ng severity |evel

alerts | medi ate action needed (severity=1)
critical Critical conditions (severity=2)
debuggi ng Debuggi ng nessages (severity=7)
ener genci es System i s unusabl e (severity=0)
errors Error conditions (severity=3)
guar ant eed Guar ant ee consol e nessages

i nformational |nformational nessages (severity=6)

notifications Normal but significant conditions (severity=5)
war ni ngs War ni ng conditions (severity=4)

<Cr>

Enabling a higher level of messages shows all lower-level messages as well. The debugging
level, or level 7, shows all messages. System messages may also be buffered and seen using the
show logging command in privileged mode. A user may also send logging messages to a syslog
server using the logging host command in configuration mode. A syslog server can be
configured on a UNIX device or PC to accept these messages from a router and place them in a
file. This allows for large files containing system messages to be maintained, because you are



not restricted by the amount of memory on the router.



Reloading and Upgrading

A system restart on Cisco routers is called a reload. If the router needs to be reloaded for any
reason, the reload command needs to be entered from privileged mode, as shown in Example 4-
4. The reload command also allows a time to be set so that the system restarts after the
specified time expires.

Example 4-4. System Reload Options

| CSttr el oad ?
LI NE Reason for rel oad
at Rel oad at a specific tinme/date

cancel Cancel pending rel oad
in Rel oad after a tinme interval

<cr>

The system can also be reloaded by switching it off and then back on again.

The configuration register is used to specify the router's behavior during the reloading process.
It determines whether the 10S image should be loaded, determines whether terminal access
parameters are provided, and enables or disables the Esc key. The configuration register can be
modified in configuration mode using the config-register command.

CAUTION

Use the config-register command only if you completely understand its effects.
Incorrect use of this command can make the system inaccessible.

By default, the router first tries to boot from the first image in the onboard system Flash, if
available, and then it tries the PCMCIA Flash cards. The user may also specify which images or
locations to attempt booting from and the order using the boot system command in
configuration mode:



| OS(confi g) #boot system sl otO

This causes the system to attempt booting from an image in the Flash memory in PCMCIA slot O
before going to the onboard system Flash.

To upgrade the Cisco 10S software version running on a router, you must first determine the
right image to upgrade to using the upgrade planners available on www.cisco.com.

CAUTION

Attempting to load an incorrect image for your system might leave the system
inaccessible. Ensure that you have the correct software image and meet the RAM and
Flash memory requirements to run and store the image before installing.

Thecopy command copies an image into Flash memory. There are many ways to do this, as
demonstrated in Example 4-5.

Example 4-5. Options for Copying an 10S Image into Flash Memory

| OS#copy ?
/ erase Erase destination file system
flash: Copy fromflash: file system
ftp: Copy fromftp: file system
nul | : Copy fromnull: file system
nvram Copy fromnvram file system
pram Copy frompram file system
rcp: Copy fromrcp: file system

runni ng-config Copy from current system configuration
sl ot O: Copy fromslotO: file system
sl ot 1: Copy fromslotl: file system

startup-config Copy fromstartup configuration



system Copy fromsystem file system

tftp: Copy fromtftp: file system
xnmodem Copy from xnmodem file system
ynodem Copy fromynodem file system

The most common methods are TFTP and FTP. After the file has been placed on your TFTP or FTP
server, enter the copy command from privileged mode and answer the questions on server IP
address and source and destination filenames. After you specify which image the system should
load using the boot system command, a reload is required for the new version of 10S to be
booted.



Summary

This chapter introduced the fundamentals of Cisco 10S software, the operating system that runs
on Cisco routers and switches. Cisco 10S software runs on a CPU and requires several types of
memory to store the image, configuration, running applications, and data. The CLI is the most
common method used to configure, monitor, and troubleshoot a system running Cisco 10S
software. The software provides comprehensive debugging and logging capabilities. You can
upgrade the software image by downloading it using one of many options and then following a
series of simple steps.



Review Questions

1: What are the four main memory types in a router?

What are the three Cisco I0S command modes?

N

What is the process of restarting a Cisco 10S system called?

|®



For More Information

e Cisco I0S software Release 12.2 documentation: www.cisco.com/pcgi-
bin/Support/browse/psp view.pl?p=Software:10S:12.2&s=Documentation.

«Cisco 10S Configuration Fundamentals, Cisco Press, 1997, ISBN 0641049129.
*Cisco I0S in a Nutshell, O'Reilly & Associates, Inc., 2001, ISBN 15659294 2X.

eInside Cisco 10S Software Architecture, Pearson Education, 2000, ISBN 1578701813.



Chapter 5. Bridging and Switching Basics

Objectives

e Learn about different LAN protocols.
e Learn about the different methods used to deal with media contention.
e Learn about different LAN topologies.

This chapter introduces the technologies employed in devices loosely referred to as bridges and
switches. Topics summarized here include general link layer device operations, local and remote
bridging, ATM switching, and LAN switching. Chapters in Part V, "Bridging and Switching,”
address specific technologies in more detail.



What Are Bridges and Switches?

Bridges and switches are data communications devices that operate principally at Layer 2 of the
OSI reference model. As such, they are widely referred to as data link layer devices.

Bridges became commercially available in the early 1980s. At the time of their introduction,
bridges connected and enabled packet forwarding between homogeneous networks. More
recently, bridging between different networks has also been defined and standardized.

Several kinds of bridging have proven important as internetworking devices. Transparent
bridging is found primarily in Ethernet environments, while source-route bridging occurs
primarily in Token Ring environments. Translational bridging provides translation between the
formats and transit principles of different media types (usually Ethernet and Token RingQ).
Finally,source-route transparent bridging combines the algorithms of transparent bridging and
source-route bridging to enable communication in mixed Ethernet/Token Ring environments.

Today, switching technology has emerged as the evolutionary heir to bridging-based
internetworking solutions. Switching implementations now dominate applications in which
bridging technologies were implemented in prior network designs. Superior throughput
performance, higher port density, lower per-port cost, and greater flexibility have contributed to
the emergence of switches as replacement technology for bridges and as complements to routing
technology.



Link Layer Device Overview

Bridging and switching occur at the link layer, which controls data flow, handles transmission
errors, provides physical (as opposed to logical) addressing, and manages access to the physical
medium. Bridges provide these functions by using various link layer protocols that dictate
specific flow control, error handling, addressing, and media-access algorithms. Examples of
popular link layer protocols include Ethernet, Token Ring, and FDDI.

Bridges and switches are not complicated devices. They analyze incoming frames, make
forwarding decisions based on information contained in the frames, and forward the frames
toward the destination. In some cases, such as source-route bridging, the entire path to the
destination is contained in each frame. In other cases, such as transparent bridging, frames are
forwarded one hop at a time toward the destination.

Upper-layer protocol transparency is a primary advantage of both bridging and switching.
Because both device types operate at the link layer, they are not required to examine upper-
layer information. This means that they can rapidly forward traffic representing any network
layer protocol. It is not uncommon for a bridge to move AppleTalk, DECnet, TCP/IP, XNS, and
other traffic between two or more networks.

Bridges are capable of filtering frames based on any Layer 2 fields. For example, a bridge can be
programmed to reject (not forward) all frames sourced from a particular network. Because link
layer information often includes a reference to an upper-layer protocol, bridges usually can filter
on this parameter. Furthermore, filters can be helpful in dealing with unnecessary broadcast and
multicast packets.

By dividing large networks into self-contained units, bridges and switches provide several
advantages. Because only a certain percentage of traffic is forwarded, a bridge or switch
diminishes the traffic experienced by devices on all connected segments. The bridge or switch
will act as a firewall for some potentially damaging network errors and will accommodate
communication between a larger number of devices than would be supported on any single LAN
connected to the bridge. Bridges and switches extend the effective length of a LAN, permitting
the attachment of distant stations that was not previously permitted.

Although bridges and switches share most relevant attributes, several distinctions differentiate
these technologies. Bridges are generally used to segment a LAN into a couple of smaller
segments. Switches are generally used to segment a large LAN into many smaller segments.
Bridges generally have only a few ports for LAN connectivity, whereas switches generally have
many. Small switches such as the Cisco Catalyst 2924XL have 24 ports capable of creating 24
different network segments for a LAN. Larger switches such as the Cisco Catalyst 6500 can have
hundreds of ports. Switches can also be used to connect LANs with different media—for example,
a 10-Mbps Ethernet LAN and a 100-Mbps Ethernet LAN can be connected using a switch. Some
switches support cut-through switching, which reduces latency and delays in the network, while
bridges support only store-and-forward traffic switching. Finally, switches reduce collisions on
network segments because they provide dedicated bandwidth to each network segment.



Types of Bridges

Bridges can be grouped into categories based on various product characteristics. Using one
popular classification scheme, bridges are either local or remote. Local bridges provide a direct
connection between multiple LAN segments in the same area. Remote bridges connect multiple
LAN segments in different areas, usually over telecommunications lines. Figure 5-1 illustrates
these two configurations.

Figure 5-1. Local and Remote Bridges Connect LAN Segments in
Specific Areas

| Local
| bridging

‘ Ethernet

Tuke\r'u\l ; ; Remaote
Ring / Bridge Bridge bridging

Remote bridging presents several unique internetworking challenges, one of which is the
difference between LAN and WAN speeds. Although several fast WAN technologies now are
establishing a presence in geographically dispersed internetworks, LAN speeds are often much
faster than WAN speeds. Vast differences in LAN and WAN speeds can prevent users from
running delay-sensitive LAN applications over the WAN.

Bridge

Remote bridges cannot improve WAN speeds, but they can compensate for speed discrepancies
through a sufficient buffering capability. If a LAN device capable of a 3-Mbps transmission rate
wants to communicate with a device on a remote LAN, the local bridge must regulate the 3-Mbps
data stream so that it does not overwhelm the 64-kbps serial link. This is done by storing the
incoming data in onboard buffers and sending it over the serial link at a rate that the serial link
can accommodate. This buffering can be achieved only for short bursts of data that do not
overwhelm the bridge's buffering capability.

The Institute of Electrical and Electronic Engineers (IEEE) differentiates the OSI link layer into
two separate sublayers: the Media Access Control (MAC) sublayer and the Logical Link Control
(LLC) sublayer. The MAC sublayer permits and orchestrates media access, such as contention
and token passing, while the LLC sublayer deals with framing, flow control, error control, and
MAC sublayer addressing.

Some bridges are MAC-layer bridges, which bridge between homogeneous networks (for
example, IEEE 802.3 and IEEE 802.3), while other bridges can translate between different link
layer protocols (for example, IEEE 802.3 and IEEE 802.5). The basic mechanics of such a
translation are shown in Figure 5-2.



802.5 Networks

Figure 5-2. A MAC-Layer Bridge Connects the IEEE 802.3 and IEEE
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Figure 5-2 illustrates an IEEE 802.3 host (Host A) formulating a packet that contains application
information and encapsulating the packet in an IEEE 802.3-compatible frame for transit over the
IEEE 802.3 medium to the bridge. At the bridge, the frame is stripped of its IEEE 802.3 header
at the MAC sublayer of the link layer and is subsequently passed up to the LLC sublayer for
further processing. After this processing, the packet is passed back down to an IEEE 802.5
implementation, which encapsulates the packet in an IEEE 802.5 header for transmission on the
IEEE 802.5 network to the IEEE 802.5 host (Host B).

A bridge’'s translation between networks of different types is never perfect because one network
likely will support certain frame fields and protocol functions not supported by the other
network.



Types of Switches

Switches are data link layer devices that, like bridges, enable multiple physical LAN segments to
be interconnected into a single larger network. Similar to bridges, switches forward and flood
traffic based on MAC addresses. Any network device will create some latency. Switches can use
different forwarding techniques—two of these are store-and-forward switching and cut-through
switching.

Instore-and-forward switching, an entire frame must be received before it is forwarded. This
means that the latency through the switch is relative to the frame size—the larger the frame
size, the longer the delay through the switch. Cut-through switching allows the switch to begin
forwarding the frame when enough of the frame is received to make a forwarding decision. This
reduces the latency through the switch. Store-and-forward switching gives the switch the
opportunity to evaluate the frame for errors before forwarding it. This capability to not forward
frames containing errors is one of the advantages of switches over hubs. Cut-through switching
does not offer this advantage, so the switch might forward frames containing errors. Many types
of switches exist, including ATM switches, LAN switches, and various types of WAN switches.

ATM Switch

Asynchronous Transfer Mode (ATM) switches provide high-speed switching and scalable
bandwidths in the workgroup, the enterprise network backbone, and the wide area. ATM
switches support voice, video, and data applications, and are designed to switch fixed-size
information units called cells, which are used in ATM communications. Figure 5-3 illustrates an
enterprise network comprised of multiple LANs interconnected across an ATM backbone.

Figure 5-3. Multi-LAN Networks Can Use an ATM-Based Backbone When
Switching Cells
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LAN Switch

LANswitches are used to interconnect multiple LAN segments. LAN switching provides dedicated,
collision-free communication between network devices, with support for multiple simultaneous
conversations. LAN switches are designed to switch data frames at high speeds. Figure 5-4
illustrates a simple network in which a LAN switch interconnects a 10-Mbps and a 100-Mbps
Ethernet LAN.

Figure 5-4. A LAN Switch Can Link 10-Mbps and 100-Mbps Ethernet
Segments



10-Mbps
Ethernet

ok
oo

LAN switch

100-Mbps
Ethernet



Review Questions

1: What layer of the OSI reference model to bridges and switches operate.
2: What is controlled at the link layer?
3: Under one popular classification scheme what are bridges classified as?

What is a switch?

[



For More Information

* Cisco's web site (www.cisco.com) is a wonderful source for more information about these
topics. The Documentation section includes in-depth discussions on many of the topics covered

in this chapter.

e Clark, Kennedy, and Kevin Hamilton. Cisco LAN Switching. Indianapolis: Cisco Press, August
1999.

= Cisco Systems, Inc. Cisco 10S Bridging and IBM Network Solutions. Indianapolis: Cisco Press,
June 1998.



Chapter 6. Routing Basics

Objectives

Learn the basics of routing protocols.
e Learn the differences between link-state and distance vector routing protocols.
e Learn about the metrics used by routing protocols to determine path selection.

e Learn the basics of how data travels from end stations through intermediate stations and
on to the destination end station.

¢ Understand the difference between routed protocols and routing protocols.

This chapter introduces the underlying concepts widely used in routing protocols. Topics
summarized here include routing protocol components and algorithms. In addition, the role of
routing protocols is briefly contrasted with the role of routed or network protocols. Subsequent
chapters in Part V11, "Routing Protocols," address specific routing protocols in more detail, while
the network protocols that use routing protocols are discussed in Part VI, "Network Protocols."



What Is Routing?

Routing is the act of moving information across an internetwork from a source to a destination.
Along the way, at least one intermediate node typically is encountered. Routing is often
contrasted with bridging, which might seem to accomplish precisely the same thing to the casual
observer. The primary difference between the two is that bridging occurs at Layer 2 (the link
layer) of the OSI reference model, whereas routing occurs at Layer 3 (the network layer). This
distinction provides routing and bridging with different information to use in the process of
moving information from source to destination, so the two functions accomplish their tasks in
different ways.

The topic of routing has been covered in computer science literature for more than two decades,
but routing achieved commercial popularity as late as the mid-1980s. The primary reason for
this time lag is that networks in the 1970s were simple, homogeneous environments. Only
relatively recently has large-scale internetworking become popular.



Routing Components

Routing involves two basic activities: determining optimal routing paths and transporting
information groups (typically called packets) through an internetwork. In the context of the
routing process, the latter of these is referred to as packet switching. Although packet switching
is relatively straightforward, path determination can be very complex.

Path Determination

Routing protocols use metrics to evaluate what path will be the best for a packet to travel. A
metric is a standard of measurement, such as path bandwidth, that is used by routing
algorithms to determine the optimal path to a destination. To aid the process of path
determination, routing algorithms initialize and maintain routing tables, which contain route
information. Route information varies depending on the routing algorithm used.

Routing algorithms fill routing tables with a variety of information. Destination/next hop
associations tell a router that a particular destination can be reached optimally by sending the
packet to a particular router representing the "next hop" on the way to the final destination.
When a router receives an incoming packet, it checks the destination address and attempts to
associate this address with a next hop. Figure 6-1 depicts a sample destination/next hop routing
table.

Figure 6-1. Destination/Next Hop Associations Determine the Data’'s
Optimal Path
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Routing tables also can contain other information, such as data about the desirability of a path.
Routers compare metrics to determine optimal routes, and these metrics differ depending on the
design of the routing algorithm used. A variety of common metrics will be introduced and
described later in this chapter.

Routers communicate with one another and maintain their routing tables through the
transmission of a variety of messages. The routing update message is one such message that
generally consists of all or a portion of a routing table. By analyzing routing updates from all
other routers, a router can build a detailed picture of network topology. A link-state
advertisement, another example of a message sent between routers, informs other routers of the



state of the sender’s links. Link information also can be used to build a complete picture of
network topology to enable routers to determine optimal routes to network destinations.

Switching

Switching algorithms is relatively simple; it is the same for most routing protocols. In most
cases, a host determines that it must send a packet to another host. Having acquired a router's
address by some means, the source host sends a packet addressed specifically to a router's
physical (Media Access Control [MAC]-layer) address, this time with the protocol (network layer)
address of the destination host.

As it examines the packet's destination protocol address, the router determines that it either
knows or does not know how to forward the packet to the next hop. If the router does not know
how to forward the packet, it typically drops the packet. If the router knows how to forward the
packet, however, it changes the destination physical address to that of the next hop and
transmits the packet.

The next hop may be the ultimate destination host. If not, the next hop is usually another router,
which executes the same switching decision process. As the packet moves through the
internetwork, its physical address changes, but its protocol address remains constant, as
illustrated in Figure 6-2.

Figure 6-2. Numerous Routers May Come into Play During the
Switching Process
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The preceding discussion describes switching between a source and a destination end system.
The International Organization for Standardization (1SO) has developed a hierarchical
terminology that is useful in describing this process. Using this terminology, network devices
without the capability to forward packets between subnetworks are called end systems (ESs),
whereas network devices with these capabilities are called intermediate systems (ISs). ISs are
further divided into those that can communicate within routing domains (intradomain 1Ss) and
those that communicate both within and between routing domains (interdomain 1Ss). A routing
domain generally is considered a portion of an internetwork under common administrative
authority that is regulated by a particular set of administrative guidelines. Routing domains are
also called autonomous systems. With certain protocols, routing domains can be divided into
routing areas, but intradomain routing protocols are still used for switching both within and
between areas.



Routing Algorithms

Routing algorithms can be differentiated based on several key characteristics. First, the
particular goals of the algorithm designer affect the operation of the resulting routing protocol.
Second, various types of routing algorithms exist, and each algorithm has a different impact on
network and router resources. Finally, routing algorithms use a variety of metrics that affect
calculation of optimal routes. The following sections analyze these routing algorithm attributes.

Design Goals

Routing algorithms often have one or more of the following design goals:

Optimality

Simplicity and low overhead

Robustness and stability

Rapid convergence

Flexibility

Optimality refers to the capability of the routing algorithm to select the best route, which
depends on the metrics and metric weightings used to make the calculation. For example, one
routing algorithm may use a number of hops and delays, but it may weigh delay more heavily in
the calculation. Naturally, routing protocols must define their metric calculation algorithms
strictly.

Routing algorithms also are designed to be as simple as possible. In other words, the routing
algorithm must offer its functionality efficiently, with a minimum of software and utilization
overhead. Efficiency is particularly important when the software implementing the routing
algorithm must run on a computer with limited physical resources.

Routing algorithms must be robust, which means that they should perform correctly in the face
of unusual or unforeseen circumstances, such as hardware failures, high load conditions, and
incorrect implementations. Because routers are located at network junction points, they can
cause considerable problems when they fail. The best routing algorithms are often those that
have withstood the test of time and that have proven stable under a variety of network
conditions.

In addition, routing algorithms must converge rapidly. Convergence is the process of agreement,
by all routers, on optimal routes. When a network event causes routes to either go down or
become available, routers distribute routing update messages that permeate networks,
stimulating recalculation of optimal routes and eventually causing all routers to agree on these
routes. Routing algorithms that converge slowly can cause routing loops or network outages.

In the routing loop displayed in Figure 6-3, a packet arrives at Router 1 at time t1. Router 1
already has been updated and thus knows that the optimal route to the destination calls for
Router 2 to be the next stop. Router 1 therefore forwards the packet to Router 2, but because
this router has not yet been updated, it believes that the optimal next hop is Router 1. Router 2
therefore forwards the packet back to Router 1, and the packet continues to bounce back and
forth between the two routers until Router 2 receives its routing update or until the packet has



been switched the maximum number of times allowed.

Figure 6-3. Slow Convergence and Routing Loops Can Hinder Progress
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Routing algorithms should also be flexible, which means that they should quickly and accurately
adapt to a variety of network circumstances. Assume, for example, that a network segment has
gone down. As many routing algorithms become aware of the problem, they will quickly select
the next-best path for all routes normally using that segment. Routing algorithms can be
programmed to adapt to changes in network bandwidth, router queue size, and network delay,
among other variables.

Algorithm Types

Routing algorithms can be classified by type. Key differentiators include these:

Static versus dynamic

e Single-path versus multipath

e Flat versus hierarchical

e Host-intelligent versus router-intelligent
e Intradomain versus interdomain

e Link-state versus distance vector

Static Versus Dynamic



Static routing algorithms are hardly algorithms at all, but are table mappings established by the
network administrator before the beginning of routing. These mappings do not change unless the
network administrator alters them. Algorithms that use static routes are simple to design and
work well in environments where network traffic is relatively predictable and where network
design is relatively simple.

Because static routing systems cannot react to network changes, they generally are considered
unsuitable for today's large, constantly changing networks. Most of the dominant routing
algorithms today are dynamic routing algorithms, which adjust to changing network
circumstances by analyzing incoming routing update messages. If the message indicates that a
network change has occurred, the routing software recalculates routes and sends out new
routing update messages. These messages permeate the network, stimulating routers to rerun
their algorithms and change their routing tables accordingly.

Dynamic routing algorithms can be supplemented with static routes where appropriate. A router
of last resort (a router to which all unroutable packets are sent), for example, can be designhated
to act as a repository for all unroutable packets, ensuring that all messages are at least handled
in some way.

Single-Path Versus Multipath

Some sophisticated routing protocols support multiple paths to the same destination. Unlike
single-path algorithms, these multipath algorithms permit traffic multiplexing over multiple
lines. The advantages of multipath algorithms are obvious: They can provide substantially better
throughput and reliability. This is generally called load sharing.

Flat Versus Hierarchical

Some routing algorithms operate in a flat space, while others use routing hierarchies. In a flat
routing system, the routers are peers of all others. In a hierarchical routing system, some
routers form what amounts to a routing backbone. Packets from nonbackbone routers travel to
the backbone routers, where they are sent through the backbone until they reach the general
area of the destination. At this point, they travel from the last backbone router through one or
more nonbackbone routers to the final destination.

Routing systems often designate logical groups of nodes, called domains, autonomous systems,
or areas. In hierarchical systems, some routers in a domain can communicate with routers in
other domains, while others can communicate only with routers within their domain. In very
large networks, additional hierarchical levels may exist, with routers at the highest hierarchical
level forming the routing backbone.

The primary advantage of hierarchical routing is that it mimics the organization of most
companies and therefore supports their traffic patterns well. Most network communication occurs
within small company groups (domains). Because intradomain routers need to know only about
other routers within their domain, their routing algorithms can be simplified, and, depending on
the routing algorithm being used, routing update traffic can be reduced accordingly.

Host-Intelligent Versus Router-Intelligent

Some routing algorithms assume that the source end node will determine the entire route. This
is usually referred to as source routing. In source-routing systems, routers merely act as store-



and-forward devices, mindlessly sending the packet to the next stop.

Other algorithms assume that hosts know nothing about routes. In these algorithms, routers
determine the path through the internetwork based on their own calculations. In the first
system, the hosts have the routing intelligence. In the latter system, routers have the routing
intelligence.

Intradomain Versus Interdomain

Some routing algorithms work only within domains; others work within and between domains.
The nature of these two algorithm types is different. It stands to reason, therefore, that an
optimal intradomain-routing algorithm would not necessarily be an optimal interdomain-routing
algorithm.

Link-State Versus Distance Vector

Link-state algorithms (also known as shortest path first algorithms) flood routing information to
all nodes in the internetwork. Each router, however, sends only the portion of the routing table
that describes the state of its own links. In link-state algorithms, each router builds a picture of
the entire network in its routing tables. Distance vector algorithms (also known as Bellman-Ford
algorithms) call for each router to send all or some portion of its routing table, but only to its
neighbors. In essence, link-state algorithms send small updates everywhere, while distance
vector algorithms send larger updates only to neighboring routers. Distance vector algorithms
know only about their neighbors.

Because they converge more quickly, link-state algorithms are somewhat less prone to routing
loops than distance vector algorithms. On the other hand, link-state algorithms require more
CPU power and memory than distance vector algorithms. Link-state algorithms, therefore, can
be more expensive to implement and support. Link-state protocols are generally more scalable
than distance vector protocols.

Routing Metrics

Routing tables contain information used by switching software to select the best route. But how,
specifically, are routing tables built? What is the specific nature of the information that they
contain? How do routing algorithms determine that one route is preferable to others?

Routing algorithms have used many different metrics to determine the best route. Sophisticated
routing algorithms can base route selection on multiple metrics, combining them in a single
(hybrid) metric. All the following metrics have been used:

Path length
o Reliability
e Delay
e Bandwidth
e Load

e Communication cost



Path length is the most common routing metric. Some routing protocols allow network
administrators to assign arbitrary costs to each network link. In this case, path length is the sum
of the costs associated with each link traversed. Other routing protocols define hop count, a
metric that specifies the number of passes through internetworking products, such as routers,
that a packet must take en route from a source to a destination.

Reliability, in the context of routing algorithms, refers to the dependability (usually described in
terms of the bit-error rate) of each network link. Some network links might go down more often
than others. After a network fails, certain network links might be repaired more easily or more
quickly than other links. Any reliability factors can be taken into account in the assignment of the
reliability ratings, which are arbitrary numeric values usually assigned to network links by
network administrators.

Routing delay refers to the length of time required to move a packet from source to destination
through the internetwork. Delay depends on many factors, including the bandwidth of
intermediate network links, the port queues at each router along the way, network congestion on
all intermediate network links, and the physical distance to be traveled. Because delay is a
conglomeration of several important variables, itis a common and useful metric.

Bandwidth refers to the available traffic capacity of a link. All other things being equal, a 10-
Mbps Ethernet link would be preferable to a 64-kbps leased line. Although bandwidth is a rating
of the maximum attainable throughput on a link, routes through links with greater bandwidth do
not necessarily provide better routes than routes through slower links. For example, if a faster
link is busier, the actual time required to send a packet to the destination could be greater.

Load refers to the degree to which a network resource, such as a router, is busy. Load can be
calculated in a variety of ways, including CPU utilization and packets processed per second.
Monitoring these parameters on a continual basis can be resource-intensive itself.

Communication cost is another important metric, especially because some companies may not
care about performance as much as they care about operating expenditures. Although line delay
may be longer, they will send packets over their own lines rather than through the public lines
that cost money for usage time.



Network Protocols

Routed protocols are transported by routing protocols across an internetwork. In general, routed
protocols in this context also are referred to as network protocols. These network protocols
perform a variety of functions required for communication between user applications in source
and destination devices, and these functions can differ widely among protocol suites. Network
protocols occur at the upper five layers of the OSI reference model: the network layer, the
transport layer, the session layer, the presentation layer, and the application layer.

Confusion about the terms routed protocol and routing protocol is common. Routed protocols are
protocols that are routed over an internetwork. Examples of such protocols are the Internet
Protocol (IP), DECnet, AppleTalk, Novell NetWare, OSI, Banyan VINES, and Xerox Network
System (XNS). Routing protocols, on the other hand, are protocols that implement routing
algorithms. Put simply, routing protocols are used by intermediate systems to build tables used
in determining path selection of routed protocols. Examples of these protocols include Interior
Gateway Routing Protocol (IGRP), Enhanced Interior Gateway Routing Protocol (Enhanced
IGRP), Open Shortest Path First (OSPF), Exterior Gateway Protocol (EGP), Border Gateway
Protocol (BGP), Intermediate System-to-Intermediate System (1S-1S), and Routing Information
Protocol (RIP). Routed and routing protocols are discussed in detail later in this book.



Review Questions

1: Describe the process of routing packets.
2: What are some routing algorithm types?
3: Describe the difference between static and dynamic routing.

What are some of the metrics used by routing protocols?

[



Chapter 7. Network Management Basics

Objective

e Become familiar with the basic functions of a network management system.



Introduction

This chapter describes functions common to most network-management architectures and
protocols. It also presents the five conceptual areas of management as defined by the
International Organization for Standardization (ISO). Subsequent chapters in Part VIII,
"Network Management," address specific network management technologies, protocols, and
platforms in more detail.



What Is Network Management?

Network management means different things to different people. In some cases, it involves a
solitary network consultant monitoring network activity with an outdated protocol analyzer. In
other cases, network management involves a distributed database, autopolling of network
devices, and high-end workstations generating real-time graphical views of network topology
changes and traffic. In general, network management is a service that employs a variety of
tools, applications, and devices to assist human network managers in monitoring and
maintaining networks.

A Historical Perspective

The early 1980s saw tremendous expansion in the area of network deployment. As companies
realized the cost benefits and productivity gains created by network technology, they began to
add networks and expand existing networks almost as rapidly as new network technologies and
products were introduced. By the mid-1980s, certain companies were experiencing growing
pains from deploying many different (and sometimes incompatible) network technologies.

The problems associated with network expansion affect both day-to-day network operation
management and strategic network growth planning. Each new network technology requires its
own set of experts. In the early 1980s, the staffing requirements alone for managing large,
heterogeneous networks created a crisis for many organizations. An urgent need arose for
automated network management (including what is typically called network capacity planning)
integrated across diverse environments.



Network Management Architecture

Most network management architectures use the same basic structure and set of relationships.
End stations (managed devices), such as computer systems and other network devices, run
software that enables them to send alerts when they recognize problems (for example, when one
or more user-determined thresholds are exceeded). Upon receiving these alerts, management
entities are programmed to react by executing one, several, or a group of actions, including
operator notification, event logging, system shutdown, and automatic attempts at system repair.

Management entities also can poll end stations to check the values of certain variables. Polling
can be automatic or user-initiated, but agents in the managed devices respond to all polls.
Agents are software modules that first compile information about the managed devices in which
they reside, then store this information in a management database, and finally provide it
(proactively or reactively) to management entities within network management systems (NMSs)
via a network management protocol. Well-known network management protocols include the
Simple Network Management Protocol (SNMP) and Common Management Information Protocol
(CMIP). Management proxies are entities that provide management information on behalf of
other entities. Figure 7-1 depicts a typical network management architecture.

Figure 7-1. A Typical Network Management Architecture Maintains
Many Relationships
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ISO Network Management Model

The 1SO has contributed a great deal to network standardization. Its network management
model is the primary means for understanding the major functions of network management
systems. This model consists of five conceptual areas, as discussed in the next sections.

Performance Management

The goal of performance management is to measure and make available various aspects of
network performance so that internetwork performance can be maintained at an acceptable
level. Examples of performance variables that might be provided include network throughput,
user response times, and line utilization.

Performance management involves three main steps. First, performance data is gathered on
variables of interest to network administrators. Second, the data is analyzed to determine
normal (baseline) levels. Finally, appropriate performance thresholds are determined for each
important variable so that exceeding these thresholds indicates a network problem worthy of
attention.

Management entities continually monitor performance variables. When a performance threshold
is exceeded, an alert is generated and sent to the network management system.

Each of the steps just described is part of the process to set up a reactive system. When
performance becomes unacceptable because of an exceeded user-defined threshold, the system
reacts by sending a message. Performance management also permits proactive methods: For
example, network simulation can be used to project how network growth will affect performance
metrics. Such simulation can alert administrators to impending problems so that counteractive
measures can be taken.

Configuration Management

The goal of configuration management is to monitor network and system configuration
information so that the effects on network operation of various versions of hardware and
software elements can be tracked and managed.

Each network device has a variety of version information associated with it. An engineering
workstation, for example, may be configured as follows:

Operating system, Version 3.2
e Ethernet interface, Version 5.4
e TCP/IP software, Version 2.0

e NetWare software, Version 4.1
e NFS software, Version 5.1

e Serial communications controller, Version 1.1

X.25 software, Version 1.0



¢ SNMP software, Version 3.1

Configuration management subsystems store this information in a database for easy access.
When a problem occurs, this database can be searched for clues that may help solve the
problem.

Accounting Management

The goal of accounting management is to measure network utilization parameters so that
individual or group uses on the network can be regulated appropriately. Such regulation
minimizes network problems (because network resources can be apportioned based on resource
capacities) and maximizes the fairness of network access across all users.

As with performance management, the first step toward appropriate accounting management is
to measure utilization of all important network resources. Analysis of the results provides insight
into current usage patterns, and usage quotas can be set at this point. Some correction, of
course, will be required to reach optimal access practices. From this point, ongoing
measurement of resource use can yield billing information as well as information used to assess
continued fair and optimal resource utilization.

Fault Management

The goal of fault management is to detect, log, notify users of, and (to the extent possible)
automatically fix network problems to keep the network running effectively. Because faults can
cause downtime or unacceptable network degradation, fault management is perhaps the most
widely implemented of the SO network management elements.

Fault management involves first determining symptoms and isolating the problem. Then the
problem is fixed and the solution is tested on all-important subsystems. Finally, the detection
and resolution of the problem is recorded.

Security Management

The goal of security management is to control access to network resources according to local
guidelines so that the network cannot be sabotaged (intentionally or unintentionally) and
sensitive information cannot be accessed by those without appropriate authorization. A security
management subsystem, for example, can monitor users logging on to a network resource and
can refuse access to those who enter inappropriate access codes.

Security management subsystems work by partitioning network resources into authorized and
unauthorized areas. For some users, access to any network resource is inappropriate, mostly
because such users are usually company outsiders. For other (internal) network users, access to
information originating from a particular department is inappropriate. Access to Human
Resource files, for example, is inappropriate for most users outside the Human Resources
department.

Security management subsystems perform several functions. They identify sensitive network
resources (including systems, files, and other entities) and determine mappings between
sensitive network resources and user sets. They also monitor access points to sensitive network
resources and log inappropriate access to sensitive network resources.



Review Questions
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Name the different areas of network management.
What are the goals of performance management?
What are the goals of configuration management?
What are the goals of accounting management?
What are the goals of fault management?

What are the goals of security management?



Part II: LAN Protocols

Chapter 8 Ethernet Technologies
Chapter 9 Fiber Distributed Data Interface



Chapter 8. Ethernet Technologies

Objectives
e Understand the required and optional MAC frame formats, their purposes, and their
compatibility requirements.

e List the various Ethernet physical layers, signaling procedures, and link media
requirements/limitations.

e Describe the trade-offs associated with implementing or upgrading Ethernet
LANs—choosing data rates, operational modes, and network equipment.



Background

The term Ethernet refers to the family of local-area network (LAN) products covered by the IEEE
802.3 standard that defines what is commonly known as the CSMA/CD protocol. Three data
rates are currently defined for operation over optical fiber and twisted-pair cables:

e 10 Mbps— 10Base-T Ethernet

e 100 Mbps— Fast Ethernet

e 1000 Mbps— Gigabit Ethernet

10-Gigabit Ethernet is under development and will likely be published as the IEEE 802.3ae
supplement to the IEEE 802.3 base standard in late 2001 or early 2002.

Other technologies and protocols have been touted as likely replacements, but the market has
spoken. Ethernet has survived as the major LAN technology (it is currently used for
approximately 85 percent of the world's LAN-connected PCs and workstations) because its
protocol has the following characteristics:

e Is easy to understand, implement, manage, and maintain

¢ Allows low-cost network implementations

e Provides extensive topological flexibility for network installation

e Guarantees successful interconnection and operation of standards-compliant products,
regardless of manufacturer



Ethernet—A Brief History

The original Ethernet was developed as an experimental coaxial cable network in the 1970s by
Xerox Corporation to operate with a data rate of 3 Mbps using a carrier sense multiple access
collision detect (CSMA/CD) protocol for LANs with sporadic but occasionally heavy traffic
requirements. Success with that project attracted early attention and led to the 1980 joint
development of the 10-Mbps Ethernet Version 1.0 specification by the three-company
consortium: Digital Equipment Corporation, Intel Corporation, and Xerox Corporation.

The original IEEE 802.3 standard was based on, and was very similar to, the Ethernet Version
1.0 specification. The draft standard was approved by the 802.3 working group in 1983 and was
subsequently published as an official standard in 1985 (ANSI/IEEE Std. 802.3-1985). Since then,
a number of supplements to the standard have been defined to take advantage of improvements
in the technologies and to support additional network media and higher data rate capabilities,
plus several new optional network access control features.

Throughout the rest of this chapter, the terms Ethernet and 802.3 will refer exclusively to
network implementations compatible with the IEEE 802.3 standard.



Ethernet Network Elements

Ethernet LANs consist of network nodes and interconnecting media. The network nodes fall into
two major classes:

e Data terminal equipment (DTE)— Devices that are either the source or the destination
of data frames. DTEs are typically devices such as PCs, workstations, file servers, or print
servers that, as a group, are all often referred to as end stations.

e Data communication equipment (DCE)— Intermediate network devices that receive and
forward frames across the network. DCEs may be either standalone devices such as
repeaters, network switches, and routers, or communications interface units such as
interface cards and modems.

Throughout this chapter, standalone intermediate network devices will be referred to as either
intermediate nodes or DCEs. Network interface cards will be referred to as NICs.

The current Ethernet media options include two general types of copper cable: unshielded
twisted-pair (UTP) and shielded twisted-pair (STP), plus several types of optical fiber cable.



Ethernet Network Topologies and Structures

LANs take on many topological configurations, but regardless of their size or complexity, all will
be a combination of only three basic interconnection structures or network building blocks.

The simplest structure is the point-to-point interconnection, shown in Figure 8-1. Only two
network units are involved, and the connection may be DTE-to-DTE, DTE-to-DCE, or DCE-to-
DCE. The cable in point-to-point interconnections is known as a network link. The maximum
allowable length of the link depends on the type of cable and the transmission method that is
used.

Figure 8-1. Example Point-to-Point Interconnection
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The original Ethernet networks were implemented with a coaxial bus structure, as shown in
Figure 8-2. Segment lengths were limited to 500 meters, and up to 100 stations could be
connected to a single segment. Individual segments could be interconnected with repeaters, as
long as multiple paths did not exist between any two stations on the network and the number of
DTEs did not exceed 1024. The total path distance between the most-distant pair of stations was
also not allowed to exceed a maximum prescribed value.

Link

Figure 8-2. Example Coaxial Bus Topology
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Although new networks are no longer connected in a bus configuration, some older bus-



connected networks do still exist and are still useful.

Since the early 1990s, the network configuration of choice has been the star-connected topology,
shown in Figure 8-3. The central network unit is either a multiport repeater (also known as a
hub) or a network switch. All connections in a star network are point-to-point links implemented
with either twisted-pair or optical fiber cable.

Figure 8-3. Example Star-Connected Topology
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The IEEE 802.3 Logical Relationship to the ISO
Reference Model

Figure 8-4 shows the IEEE 802.3 logical layers and their relationship to the OSI reference model.
As with all IEEE 802 protocols, the 1SO data link layer is divided into two IEEE 802 sublayers,
the Media Access Control (MAC) sublayer and the MAC-client sublayer. The IEEE 802.3 physical
layer corresponds to the 1SO physical layer.

Figure 8-4. Ethernet's Logical Relationship to the 1SO Reference Model
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The MAC-client sublayer may be one of the following:

e Logical Link Control (LLC), if the unit is a DTE. This sublayer provides the interface between
the Ethernet MAC and the upper layers in the protocol stack of the end station. The LLC
sublayer is defined by IEEE 802.2 standards.

e Bridge entity, if the unit is a DCE. Bridge entities provide LAN-to-LAN interfaces between
LANs that use the same protocol (for example, Ethernet to Ethernet) and also between
different protocols (for example, Ethernet to Token Ring). Bridge entities are defined by
IEEE 802.1 standards.

Because specifications for LLC and bridge entities are common for all IEEE 802 LAN protocols,
network compatibility becomes the primary responsibility of the particular network protocol.
Figure 8-5 shows different compatibility requirements imposed by the MAC and physical levels
for basic data communication over an Ethernet link.



Figure 8-5. MAC and Physical Layer Compatibility Requirements for
Basic Data Communication
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The MAC layer controls the node's access to the network media and is specific to the individual
protocol. All IEEE 802.3 MACs must meet the same basic set of logical requirements, regardless
of whether they include one or more of the defined optional protocol extensions. The only
requirement for basic communication (communication that does not require optional protocol
extensions) between two network nodes is that both MACs must support the same transmission
rate.

The 802.3 physical layer is specific to the transmission data rate, the signal encoding, and the
type of media interconnecting the two nodes. Gigabit Ethernet, for example, is defined to
operate over either twisted-pair or optical fiber cable, but each specific type of cable or signal-
encoding procedure requires a different physical layer implementation.



The Ethernet MAC Sublayer

The MAC sublayer has two primary responsibilities:

e Data encapsulation, including frame assembly before transmission, and frame
parsing/error detection during and after reception

e Media access control, including initiation of frame transmission and recovery from
transmission failure

The Basic Ethernet Frame Format

The IEEE 802.3 standard defines a basic data frame format that is required for all MAC
implementations, plus several additional optional formats that are used to extend the protocol’s
basic capability. The basic data frame format contains the seven fields shown in Figure 8-6.

e Preamble (PRE)— Consists of 7 bytes. The PRE is an alternating pattern of ones and zeros
that tells receiving stations that a frame is coming, and that provides a means to
synchronize the frame-reception portions of receiving physical layers with the incoming bit
stream.

e Start-of-frame delimiter (SOF)— Consists of 1 byte. The SOF is an alternating pattern of
ones and zeros, ending with two consecutive 1-bits indicating that the next bit is the left-
most bit in the left-most byte of the destination address.

¢ Destination address (DA)— Consists of 6 bytes. The DA field identifies which station(s)
should receive the frame. The left-most bit in the DA field indicates whether the address is
an individual address (indicated by a 0) or a group address (indicated by a 1). The second
bit from the left indicates whether the DA is globally administered (indicated by a 0) or
locally administered (indicated by a 1). The remaining 46 bits are a uniquely assigned
value that identifies a single station, a defined group of stations, or all stations on the
network.

e Source addresses (SA)— Consists of 6 bytes. The SA field identifies the sending station.
The SA is always an individual address and the left-most bit in the SA field is always 0.

e Length/Type— Consists of 4 bytes. This field indicates either the number of MAC-client
data bytes that are contained in the data field of the frame, or the frame type ID if the
frame is assembled using an optional format. If the Length/Type field value is less than or
equal to 1500, the number of LLC bytes in the Data field is equal to the Length/Type field
value. If the Length/Type field value is greater than 1536, the frame is an optional type
frame, and the Length/Type field value identifies the particular type of frame being sent or
received.

e Data— Is a sequence of n bytes of any value, where n is less than or equal to 1500. If the
length of the Data field is less than 46, the Data field must be extended by adding a filler (a
pad) sufficient to bring the Data field length to 46 bytes.

¢ Frame check sequence (FCS)— Consists of 4 bytes. This sequence contains a 32-bit
cyclic redundancy check (CRC) value, which is created by the sending MAC and is
recalculated by the receiving MAC to check for damaged frames. The FCS is generated over



the DA, SA, Length/Type, and Data fields.

Figure 8-6. The Basic IEEE 802.3 MAC Data Frame Format
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NOTE

Individual addresses are also known as unicast addresses because they refer to a
single MAC and are assigned by the NIC manufacturer from a block of addresses
allocated by the IEEE. Group addresses (a.k.a. multicast addresses) identify the end
stations in a workgroup and are assigned by the network manager. A special group
address (all 1s—the broadcast address) indicates all stations on the network.

Frame Transmission

Whenever an end station MAC receives a transmit-frame request with the accompanying address
and data information from the LLC sublayer, the MAC begins the transmission sequence by
transferring the LLC information into the MAC frame buffer.

The preamble and start-of-frame delimiter are inserted in the PRE and SOF fields.
The destination and source addresses are inserted into the address fields.

The LLC data bytes are counted, and the number of bytes is inserted into the Length/Type
field.

The LLC data bytes are inserted into the Data field. If the number of LLC data bytes is less
than 46, a pad is added to bring the Data field length up to 46.



e An FCS value is generated over the DA, SA, Length/Type, and Data fields and is appended
to the end of the Data field.

After the frame is assembled, actual frame transmission will depend on whether the MAC is
operating in half-duplex or full-duplex mode.

The IEEE 802.3 standard currently requires that all Ethernet MACs support half-duplex
operation, in which the MAC can be either transmitting or receiving a frame, but it cannot be
doing both simultaneously. Full-duplex operation is an optional MAC capability that allows the
MAC to transmit and receive frames simultaneously.

Half-Duplex Transmission—The CSMA/CD Access Method

The CSMA/CD protocol was originally developed as a means by which two or more stations could
share a common media in a switch-less environment when the protocol does not require central
arbitration, access tokens, or assigned time slots to indicate when a station will be allowed to
transmit. Each Ethernet MAC determines for itself when it will be allowed to send a frame.

The CSMA/CD access rules are summarized by the protocol's acronym:

e Carrier sense— Each station continuously listens for traffic on the medium to determine
when gaps between frame transmissions occur.

e Multiple access— Stations may begin transmitting any time they detect that the network
is quiet (there is no traffic).

e Collision detect— If two or more stations in the same CSMA/CD network (collision
domain) begin transmitting at approximately the same time, the bit streams from the
transmitting stations will interfere (collide) with each other, and both transmissions will be
unreadable. If that happens, each transmitting station must be capable of detecting that a
collision has occurred before it has finished sending its frame.

Each must stop transmitting as soon as it has detected the collision and then must wait a
quasirandom length of time (determined by a back-off algorithm) before attempting to
retransmit the frame.

The worst-case situation occurs when the two most-distant stations on the network both need to
send a frame and when the second station does not begin transmitting until just before the
frame from the first station arrives. The collision will be detected almost immediately by the
second station, but it will not be detected by the first station until the corrupted signal has
propagated all the way back to that station. The maximum time that is required to detect a
collision (the collision window, or "slot time™) is approximately equal to twice the signal
propagation time between the two most-distant stations on the network.

This means that both the minimum frame length and the maximum collision diameter are
directly related to the slot time. Longer minimum frame lengths translate to longer slot times
and larger collision diameters; shorter minimum frame lengths correspond to shorter slot times
and smaller collision diameters.

The trade-off was between the need to reduce the impact of collision recovery and the need for
network diameters to be large enough to accommodate reasonable network sizes. The
compromise was to choose a maximum network diameter (about 2500 meters) and then to set
the minimum frame length long enough to ensure detection of all worst-case collisions.

The compromise worked well for 10 Mbps, but it was a problem for higher data-rate Ethernet



developers. Fast Ethernet was required to provide backward compatibility with earlier Ethernet
networks, including the existing IEEE 802.3 frame format and error-detection procedures, plus
all applications and networking software running on the 10-Mbps networks.

Although signal propagation velocity is essentially constant for all transmission rates, the time
required to transmit a frame is inversely related to the transmission rate. At 100 Mbps, a
minimum-length frame can be transmitted in approximately one-tenth of the defined slot time,
and any collision that occurred during the transmission would not likely be detected by the
transmitting stations. This, in turn, meant that the maximum network diameters specified for
10-Mbps networks could not be used for 100-Mbps networks. The solution for Fast Ethernet was
to reduce the maximum network diameter by approximately a factor of 10 (to a little more than
200 meters).

The same problem also arose during specification development for Gigabit Ethernet, but
decreasing network diameters by another factor of 10 (to approximately 20 meters) for 1000-
Mbps operation was simply not practical. This time, the developers elected to maintain
approximately the same maximum collision domain diameters as 100-Mbps networks and to
increase the apparent minimum frame size by adding a variable-length nondata extension field
to frames that are shorter than the minimum length (the extension field is removed during frame
reception).

Figure 8-7 shows the MAC frame format with the gigabit extension field, and Table 8-1 shows
the effect of the trade-off between the transmission data rate and the minimum frame size for
10-Mbps, 100-Mbps, and 1000-Mbps Ethernet.

Figure 8-7. MAC Frame with Gigabit Carrier Extension
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Table 8-1. Limits for Half-Duplex Operation



Parameter 10 Mbps 100 Mbps 1000 Mbps

Minimum frame size 64 bytes 64 bytes 520 bytes[ll (with extension
field added)
Maximum collision diameter, DTE | 100 meters | 100 meters 100 meters UTP
to DTE UTP UTP
316 meters fiber
412 meters
fiber

Maximum collision diameter with 2500 meters | 205 meters 200 meters
repeaters

Maximum number of repeatersin | 5 2 1
network path

[11 520 bytes applies to 1000Base-T implementations. The minimum frame size with extension field for
1000Base-X is reduced to 416 bytes because 1000Base-X encodes and transmits 10 bits for each byte.

Another change to the Ethernet CSMA/CD transmit specification was the addition of frame
bursting for gigabit operation. Burst mode is a feature that allows a MAC to send a short
sequence (a burst) of frames equal to approximately 5.4 maximum-length frames without
having to relinquish control of the medium. The transmitting MAC fills each interframe interval
with extension bits, as shown in Figure 8-8, so that other stations on the network will see that
the network is busy and will not attempt transmission until after the burst is complete.

Figure 8-8. A Gigabit Frame-Burst Sequence
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If the length of the first frame is less than the minimum frame length, an extension field is added
to extend the frame length to the value indicated in Table 8-1. Subsequent frames in a frame-
burst sequence do not need extension fields, and a frame burst may continue as long as the
burst limit has not been reached. If the burst limit is reached after a frame transmission has
begun, transmission is allowed to continue until that entire frame has been sent.

Frame extension fields are not defined, and burst mode is not allowed for 10 Mbps and 100 Mbps
transmission rates.

Full-Duplex Transmission—An Optional Approach to Higher Network Efficiency

Full-duplex operation is an optional MAC capability that allows simultaneous two-way



transmission over point-to-point links. Full duplex transmission is functionally much simpler than
half-duplex transmission because it involves no media contention, no collisions, no need to
schedule retransmissions, and no need for extension bits on the end of short frames. The result
is not only more time available for transmission, but also an effective doubling of the link
bandwidth because each link can now support full-rate, simultaneous, two-way transmission.

Transmission can usually begin as soon as frames are ready to send. The only restriction is that
there must be a minimum-length interframe gap between successive frames, as shown in Figure
8-9, and each frame must conform to Ethernet frame format standards.

Figure 8-9. Full Duplex Operation Allows Simultaneous Two-Way
Transmission on the Same Link
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Flow Control

Full-duplex operation requires concurrent implementation of the optional flow-control capability
that allows a receiving node (such as a network switch port) that is becoming congested to
request the sending node (such as a file server) to stop sending frames for a selected short
period of time. Control is MAC-to-MAC through the use of a pause frame that is automatically
generated by the receiving MAC. If the congestion is relieved before the requested wait has
expired, a second pause frame with a zero time-to-wait value can be sent to request resumption
of transmission. An overview of the flow control operation is shown in Figure 8-10.

Figure 8-10. An Overview of the I1EEE 802.3 Flow Control Sequence
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The full-duplex operation and its companion flow control capability are both options for all
Ethernet MACs and all transmission rates. Both options are enabled on a link-by-link basis,
assuming that the associated physical layers are also capable of supporting full-duplex
operation.

Pause frames are identified as MAC control frames by an exclusive assigned (reserved)
length/type value. They are also assigned a reserved destination address value to ensure that an
incoming pause frame is never forwarded to upper protocol layers or to other ports in a switch.

Frame Reception

Frame reception is essentially the same for both half-duplex and full-duplex operations, except
that full-duplex MACs must have separate frame buffers and data paths to allow for
simultaneous frame transmission and reception.

Frame reception is the reverse of frame transmission. The destination address of the received
frame is checked and matched against the station's address list (its MAC address, its group
addresses, and the broadcast address) to determine whether the frame is destined for that
station. If an address match is found, the frame length is checked and the received FCS is
compared to the FCS that was generated during frame reception. If the frame length is okay and
there is an FCS match, the frame type is determined by the contents of the Length/Type field.
The frame is then parsed and forwarded to the appropriate upper layer.

The VLAN Tagging Option

VLAN tagging is a MAC option that provides three important capabilities not previously available
to Ethernet network users and network managers:

e Provides a means to expedite time-critical network traffic by setting transmission priorities
for outgoing frames.

e Allows stations to be assigned to logical groups, to communicate across multiple LANs as
though they were on a single LAN. Bridges and switches filter destination addresses and



forward VLAN frames only to ports that serve the VLAN to which the traffic belongs.

e Simplifies network management and makes adds, moves, and changes easier to
administer.

A VLAN-tagged frame is simply a basic MAC data frame that has had a 4-byte VLAN header
inserted between the SA and Length/Type fields, as shown in Figure 8-11.

Figure 8-11. VLAN-Tagged Frames Are ldentified When the MAC Finds
the LAN Type Value in the Normal Length/Type Field Location
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The VLAN header consists of two fields:

e Areserved 2-byte type value, indicating that the frame is a VLAN frame

e A two-byte Tag-Control field that contains both the transmission priority (O to 7, where 7 is
the highest) and a VLAN ID that identifies the particular VLAN over which the frame is to be
sent

The receiving MAC reads the reserved type value, which is located in the normal Length/Type
field position, and interprets the received frame as a VLAN frame. Then the following occurs:

e If the MAC is installed in a switch port, the frame is forwarded according to its priority level
to all ports that are associated with the indicated VLAN identifier.

e If the MAC is installed in an end station, it removes the 4-byte VLAN header and processes
the frame in the same manner as a basic data frame.

VLAN tagging requires that all network nodes involved with a VLAN group be equipped with the
VLAN option.



The Ethernet Physical Layers

Because Ethernet devices implement only the bottom two layers of the OSI protocol stack, they
are typically implemented as network interface cards (NICs) that plug into the host device's
motherboard. The different NICs are identified by a three-part product name that is based on the
physical layer attributes.

The naming convention is a concatenation of three terms indicating the transmission rate, the
transmission method, and the media type/signal encoding. For example, consider this:

e 10Base-T = 10 Mbps, baseband, over two twisted-pair cables

e 100Base-T2 = 100 Mbps, baseband, over two twisted-pair cables

e 100Base-T4 = 100 Mbps, baseband, over four-twisted pair cables

e 1000Base-LX = 100 Mbps, baseband, long wavelength over optical fiber cable

A question sometimes arises as to why the middle term always seems to be "Base." Early
versions of the protocol also allowed for broadband transmission (for example, 10Broad), but
broadband implementations were not successful in the marketplace. All current Ethernet
implementations use baseband transmission.

Encoding for Signal Transmission

In baseband transmission, the frame information is directly impressed upon the link as a
sequence of pulses or data symbols that are typically attenuated (reduced in size) and distorted
(changed in shape) before they reach the other end of the link. The receiver’'s task is to detect
each pulse as it arrives and then to extract its correct value before transferring the reconstructed
information to the receiving MAC.

Filters and pulse-shaping circuits can help restore the size and shape of the received waveforms,
but additional measures must be taken to ensure that the received signals are sampled at the
correct time in the pulse period and at same rate as the transmit clock:

e The receive clock must be recovered from the incoming data stream to allow the receiving
physical layer to synchronize with the incoming pulses.

¢ Compensating measures must be taken for a transmission effect known as baseline
wander.

Clock recovery requires level transitions in the incoming signal to identify and synchronize on
pulse boundaries. The alternating 1s and Os of the frame preamble were designed both to
indicate that a frame was arriving and to aid in clock recovery. However, recovered clocks can
drift and possibly lose synchronization if pulse levels remain constant and there are no
transitions to detect (for example, during long strings of 0s).

Baseline wander results because Ethernet links are AC-coupled to the transceivers and because
AC coupling is incapable of maintaining voltage levels for more than a short time. As a result,

transmitted pulses are distorted by a droop effect similar to the exaggerated example shown in
Figure 8-12. In long strings of either 1s or 0s, the droop can become so severe that the voltage



level passes through the decision threshold, resulting in erroneous sampled values for the
affected pulses.

Figure 8-12. A Concept Example of Baseline Wander
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Fortunately, encoding the outgoing signal before transmission can significantly reduce the effect
of both these problems, as well as reduce the possibility of transmission errors. Early Ethernet
implementations, up to and including 10Base-T, all used the Manchester encoding method,
shown in Figure 8-13. Each pulse is clearly identified by the direction of the midpulse transition
rather than by its sampled level value.

Figure 8-13. Transition-Based Manchester Binary Encoding

0 0

EEEE S -
EEEE .-
LR T ETE FE
EEEE ..

Unfortunately, Manchester encoding introduces some difficult frequency-related problems that
make it unsuitable for use at higher data rates. Ethernet versions subsequent to 10Base-T all use
different encoding procedures that include some or all of the following techniques:

e Using data scrambling— A procedure that scrambles the bits in each byte in an orderly



(and recoverable) manner. Some Os are changed to 1s, some 1s are changed to Os, and
some bits are left the same. The result is reduced run-length of same-value bits, increased
transition density, and easier clock recovery.

¢ Expanding the code space— A technique that allows assignment of separate codes for
data and control symbols (such as start-of-stream and end-of-stream delimiters, extension
bits, and so on) and that assists in transmission error detection.

e Using forward error-correcting codes— An encoding in which redundant information is
added to the transmitted data stream so that some types of transmission errors can be
corrected during frame reception.

NOTE
Forward error-correcting codes are used in 1000Base-T to achieve an effective
reduction in the bit error rate. Ethernet protocol limits error handling to detection of bit

errors in the received frame. Recovery of frames received with uncorrectable errors or
missing frames is the responsibility of higher layers in the protocol stack.

The 802.3 Physical Layer Relationship to the ISO Reference Model

Although the specific logical model of the physical layer may vary from version to version, all
Ethernet NICs generally conform to the generic model shown in Figure 8-14.

Figure 8-14. The Generic Ethernet Physical Layer Reference Model
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The physical layer for each transmission rate is divided into sublayers that are independent of
the particular media type and sublayers that are specific to the media type or signal encoding.

e The reconciliation sublayer and the optional media-independent interface (MII in 10-Mbps
and 100-Mbps Ethernet, GMII in Gigabit Ethernet) provide the logical connection between
the MAC and the different sets of media-dependent layers. The MII and GMII are defined
with separate transmit and receive data paths that are bit-serial for 10-Mbps
implementations, nibble-serial (4 bits wide) for 100-Mbps implementations, and byte-serial
(8 bits wide) for 1000-Mbps implementations. The media-independent interfaces and the
reconciliation sublayer are common for their respective transmission rates and are
configured for full-duplex operation in 10Base-T and all subsequent Ethernet versions.

¢ The media-dependent physical coding sublayer (PCS) provides the logic for encoding,
multiplexing, and synchronization of the outgoing symbol streams as well symbol code
alignment, demultiplexing, and decoding of the incoming data.

e The physical medium attachment (PMA) sublayer contains the signal transmitters and
receivers (transceivers), as well as the clock recovery logic for the received data streams.

e The medium-dependent interface (MDI) is the cable connector between the signal
transceivers and the link.

e The Auto-negotiation sublayer allows the NICs at each end of the link to exchange
information about their individual capabilities, and then to negotiate and select the most
favorable operational mode that they both are capable of supporting. Auto-negotiation is
optional in early Ethernet implementations and is mandatory in later versions.



Depending on which type of signal encoding is used and how the links are configured, the PCS
and PMA may or may not be capable of supporting full-duplex operation.

10-Mbps Ethernet—10Base-T

10Base-T provides Manchester-encoded 10-Mbps bit-serial communication over two unshielded
twisted-pair cables. Although the standard was designed to support transmission over common
telephone cable, the more typical link configuration is to use two pair of a four-pair Category 3
or 5 cable, terminated at each NIC with an 8-pin RJ-45 connector (the MDI), as shown in Figure
8-15. Because each active pair is configured as a simplex link where transmission is in one
direction only, the 10Base-T physical layers can support either half-duplex or full-duplex
operation.

Figure 8-15. The Typical 10Base-T Link Is a Four-Pair UTP Cable in
Which Two Pairs Are Not Used
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Although 10Base-T may be considered essentially obsolete in some circles, it is included here
because there are still many 10Base-T Ethernet networks, and because full-duplex operation has
given 10BaseT an extended life.

10Base-T was also the first Ethernet version to include a link integrity test to determine the
health of the link. Immediately after powerup, the PMA transmits a normal link pulse (NLP) to
tell the NIC at the other end of the link that this NIC wants to establish an active link connection:



e If the NIC at the other end of the link is also powered up, it responds with its own NLP.

e If the NIC at the other end of the link is not powered up, this NIC continues sending an NLP
about once every 16 ms until it receives a response.

The link is activated only after both NICs are capable of exchanging valid NLPs.

100 Mbps—Fast Ethernet

Increasing the Ethernet transmission rate by a factor of ten over 10Base-T was not a simple
task, and the effort resulted in the development of three separate physical layer standards for
100 Mbps over UTP cable: 100Base-TX and 100Base-T4 in 1995, and 100Base-T2 in 1997. Each
was defined with different encoding requirements and a different set of media-dependent
sublayers, even though there is some overlap in the link cabling. Table 8-2 compares the
physical layer characteristics of 10Base-T to the various 100Base versions.

Table 8-2. Summary of 100Base-T Physical Layer Characteristics

Ethernet Transmit Symbol Full-Duplex
Version Ratelll Encoding | Cabling Operation
10Base-T 10 MBd Manchester | Two pairs of UTP Category | Supported
—3 or better
100Base-TX 125 MBd 4B/5B Two pairs of UTP Category | Supported
—5 or Type 1 STP
100Base-T4 33 MBd 8B/6T Four pairs of UTP Category | Not supported
—3 or better
100Base-T2 25 MBd PAM5x5 Two pairs of UTP Category | Supported
—3 or better

[1] One baud = one transmitted symbol per second, where the transmitted symbol may contain the equivalent
value of 1 or more binary bits.

Although not all three 100-Mbps versions were successful in the marketplace, all three have
been discussed in the literature, and all three did impact future designs. As such, all three are

important to consider here.

100Base-X

100Base-X was designed to support transmission over either two pairs of Category 5 UTP copper
wire or two strands of optical fiber. Although the encoding, decoding, and clock recovery
procedures are the same for both media, the signal transmission is different—electrical pulses in
copper and light pulses in optical fiber. The signal transceivers that were included as part of the
PMA function in the generic logical model of Figure 8-14 were redefined as the separate physical
media-dependent (PMD) sublayers shown in Figure 8-16.



Figure 8-16. The 100Base-X Logical Model
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The 100Base-X encoding procedure is based on the earlier FDDI optical fiber physical media-
dependent and FDDI/CDDI copper twisted-pair physical media-dependent signaling standards
developed by ISO and ANSI. The 100Base-TX physical media-dependent sublayer (TP-PMD) was
implemented with CDDI semiconductor transceivers and RJ-45 connectors; the fiber PMD was
implemented with FDDI optical transceivers and the Low Cost Fibre Interface Connector
(commonly called the duplex SC connector).

The 4B/5B encoding procedure is the same as the encoding procedure used by FDDI, with only
minor adaptations to accommodate Ethernet frame control. Each 4-bit data nibble (representing
half of a data byte) is mapped into a 5-bit binary code-group that is transmitted bit-serial over
the link. The expanded code space provided by the 32 5-bit code-groups allow separate
assighment for the following:

e The 16 possible values in a 4-bit data nibble (16 code-groups).

e Four control code-groups that are transmitted as code-group pairs to indicate the start-of-
stream delimiter (SSD) and the end-of-stream delimiter (ESD). Each MAC frame is
"encapsulated" to mark both the beginning and end of the frame. The first byte of preamble
is replaced with SSD code-group pair that precisely identifies the frame's code-group
boundaries. The ESD code-group pair is appended after the frame's FCS field.



e A special IDLE code-group that is continuously sent during interframe gaps to maintain
continuous synchronization between the NICs at each end of the link. The receipt of IDLE is
interpreted to mean that the link is quiet.

e Eleven invalid code-groups that are not intentionally transmitted by a NIC (although one is
used by a repeater to propagate receive errors). Receipt of any invalid code-group will
cause the incoming frame to be treated as an invalid frame.

Figure 8-17 shows how a MAC frame is encapsulated before being transmitted as a 100Base-X
code-group stream.

Figure 8-17. The 100Base-X Code-Group Stream with Frame
Encapsulation
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100Base-TX transmits and receives on the same link pairs and uses the same pin assignments
on the MDI as 10Base-T. 100Base-TX and 100Base-FX both support half-duplex and full-duplex
transmission.

100Base-T4

100Base-T4 was developed to allow 10BaseT networks to be upgraded to 100-Mbps operation
without requiring existing four-pair Category 3 UTP cables to be replaced with the newer
Category 5 cables. Two of the four pairs are configured for half-duplex operation and can
support transmission in either direction, but only in one direction at a time. The other two pairs
are configured as simplex pairs dedicated to transmission in one direction only. Frame
transmission uses both half-duplex pairs, plus the simplex pair that is appropriate for the
transmission direction, as shown in Figure 8-18. The simplex pair for the opposite direction
provides carrier sense and collision detection. Full-duplex operation cannot be supported on
100Base-T4.

Figure 8-18. The 100Base-T4 Wire-Pair Usage During Frame
Transmission
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100Base-T4 uses an 8B6T encoding scheme in which each 8-bit binary byte is mapped into a
pattern of six ternary (three-level: +1, 0, —1) symbols known as 6T code-groups. Separate 6T
code-groups are used for IDLE and for the control code-groups that are necessary for frame
transmission. IDLE received on the dedicated receive pair indicates that the link is quiet.

During frame transmission, 6T data code-groups are transmitted in a delayed round-robin
sequence over the three transmit wire—pairs, as shown in Figure 8-19. Each frame is
encapsulated with start-of-stream and end-of-packet 6T code-groups that mark both the
beginning and end of the frame, and the beginning and end of the 6T code-group stream on
each wire pair. Receipt of a non-1DLE code-group over the dedicated receive-pair any time
before the collision window expires indicates that a collision has occurred.

Figure 8-19. The 100Base-T4 Frame Transmission Sequence
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100Base-T2

The 100Base-T2 specification was developed as a better alternative for upgrading networks with

installed Category 3 cabling than was being provided by 100Base-T4. Two important new goals
were defined:

e To provide communication over two pairs of Category 3 or better cable
e To support both half-duplex and full-duplex operation

100Base-T2 uses a different signal transmission procedure than any previous twisted-pair
Ethernet implementations. Instead of using two simplex links to form one full-duplex link, the
100Base-T2 dual-duplex baseband transmission method sends encoded symbols simultaneously
in both directions on both wire pairs, as shown in Figure 8-20. The term "TDX<3:2>" indicates

the 2 most significant bits in the nibble before encoding and transmission. "RDX<3:2>" indicates
the same 2 bits after receipt and decoding.

Figure 8-20. The 100Base-T2 Link Topology
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Dual-duplex baseband transmission requires the NICs at each end of the link to be operated in a
master/slave loop-timing mode. Which NIC will be master and which will be slave is determined
by autonegotiation during link initiation. When the link is operational, synchronization is based



on the master NIC's internal transmit clock. The slave NIC uses the recovered clock for both
transmit and receive operations, as shown in Figure 8-21. Each transmitted frame is
encapsulated, and link synchronization is maintained with a continuous stream of IDLE symbols
during interframe gaps.

Figure 8-21. The 100Base-T2 Loop Timing Configuration
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The 100Base-T2 encoding process first scrambles the data frame nibbles to randomize the bit

sequence. It then maps the two upper bits and the two lower bits of each nibble into two five-
level (+2, +1, 0, -1, —2) pulse amplitude-modulated (PAM5) symbols that are simultaneously
transmitted over the two wire pairs (PAM5x5). Different scrambling procedures for master and
slave transmissions ensure that the data streams traveling in opposite directions on the same

wire pair are uncoordinated.

Signal reception is essentially the reverse of signal transmission. Because the signal on each wire
pair at the MDI is the sum of the transmitted signal and the received signal, each receiver
subtracts the transmitted symbols from the signal received at the MDI to recover the symbols in
the incoming data stream. The incoming symbol pair is then decoded, unscrambled, and
reconstituted as a data nibble for transfer to the MAC.

1000 Mbps—Gigabit Ethernet

The Gigabit Ethernet standards development resulted in two primary specifications: 1000Base-T
for UTP copper cable and 1000Base-X STP copper cable, as well as single and multimode optical

fiber (see Figure 8-22).

Figure 8-22. Gigabit Ethernet Variations
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1000Base-T

1000Base-T Ethernet provides full-duplex transmission over four-pair Category 5 or better UTP
cable. 1000Base-T is based largely on the findings and design approaches that led to the
development of the Fast Ethernet physical layer implementations:

e 100Base-TX proved that binary symbol streams could be successfully transmitted over
Category 5 UTP cable at 125 MBd.

e 100Base-T4 provided a basic understanding of the problems related to sending multilevel
signals over four wire pairs.

e 100Base-T2 proved that PAM5 encoding, coupled with digital signal processing, could
handle both simultaneous two-way data streams and potential crosstalk problems resulting
from alien signals on adjacent wire pairs.

1000Base-T scrambles each byte in the MAC frame to randomize the bit sequence before it is
encoded using a 4-D, 8-State Trellis Forward Error Correction (FEC) coding in which four PAM5
symbols are sent at the same time over four wire pairs. Four of the five levels in each PAM5
symbol represent 2 bits in the data byte. The fifth level is used for FEC coding, which enhances
symbol recovery in the presence of noise and crosstalk. Separate scramblers for the master and
slave PHYs create essentially uncorrelated data streams between the two opposite-travelling
symbol streams on each wire pair.

Thel000Base-T link topology is shown in Figure 8-23. The term "TDX<7:6>" indicates the 2
most significant bits in the data byte before encoding and transmission. "RDX<7:6>" indicates
the same 2 bits after receipt and decoding.

Figure 8-23. The 1000Base-T Link Topology
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The clock recovery and master/slave loop timing procedures are essentially the same as those
used in 100Base-T2 (see Figure 8-24). Which NIC will be master (typically the NIC in a multiport
intermediate network node) and which will be slave is determined during autonegotiation.

Figure 8-24. 1000Base-T Master/Slave Loop Timing Configuration
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Each transmitted frame is encapsulated with start-of-stream and end-of-stream delimiters, and
loop timing is maintained by continuous streams of IDLE symbols sent on each wire pair during
interframe gaps. 1000Base-T supports both half-duplex and full-duplex operation.

1000Base-X

All three 1000Base-X versions support full-duplex binary transmission at 1250 Mbps over two
strands of optical fiber or two STP copper wire—pairs, as shown in Figure 8-25. Transmission
coding is based on the ANSI Fibre Channel 8B/10B encoding scheme. Each 8-bit data byte is
mapped into a 10-bit code-group for bit-serial transmission. Like earlier Ethernet versions, each
data frame is encapsulated at the physical layer before transmission, and link synchronization is
maintained by sending a continuous stream of IDLE code-groups during interframe gaps. All
1000Base-X physical layers support both half-duplex and full-duplex operation.

Figure 8-25. 1000Base-X Link Configuration
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The principal differences among the 1000Base-X versions are the link media and connectors that
the particular versions will support and, in the case of optical media, the wavelength of the

optical signal (see Table 8-3).

Table 8-3. 1000Base-X Link Configuration Support

Link Configuration

1000Base-CX

1000Base-SX (850
nm Wavelength)

1000Base-LX (1300
nm Wavelength)

optical fiber

150W STP copper Supported Not supported Not supported
125/62.5mm Not supported Supported Supported
multimode optical

fiber[1l

125/50mMm multimode Not supported Supported Supported
optical fiber

125/10mm single mode | Not supported Not supported Supported

Allowed connectors

IEC style 1 or Fibre
Channel style 2

SFF MT-RJ or Duplex
SC

SFF MT-RJ or Duplex
SC

[11 The 125/62.5 nm specification refers to the cladding and core diameters of the optical fiber.

Network Cabling—Link Crossover Requirements

Link compatibility requires that the transmitters at each end of the link be connected to the

receivers at the other end of the link. However, because cable connectors at both ends of the link

are keyed the same, the conductors must cross over at some point to ensure that transmitter
outputs are always connected to receiver inputs.




Unfortunately, when this requirement first came up in the development of 10Base-T, IEEE 802.3
chose not to make a hard rule as to whether the crossover should be implemented in the cable
as shown in Figure 8-26a or whether it should be implemented internally as shown in Figure 8-
26b.

Figure 8-26. Alternative Ways for Implementing the Link Crossover
Requirement
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Instead, IEEE 802.3 defined two rules and made two recommendations:

e There must be an odd number of crossovers in all multiconductor links.

e If a PMD is equipped with an internal crossover, its MDI must be clearly labeled with the
graphical X symbol.

e Implementation of an internal crossover function is optional.

e When a DTE is connected to a repeater or switch (DCE) port, itis recommended that the
crossover be implemented within the DCE port.

The eventual result was that ports in most DCEs were equipped with PMDs that contained
internal crossover circuitry and that DTEs had PMDs without internal crossovers. This led to the
following oft-quoted de facto "installation rule™:



e Use a straight-through cable when connecting DTE to DCE. Use a crossover cable when
connecting DTE to DTE or DCE to DCE.

Unfortunately, the de facto rule does not apply to all Ethernet versions that have been developed
subsequent to 10Base-T. As things now stand, the following is true:
e All fiber-based systems use cables that have the crossover implemented within the cable.

¢ All 100Base systems using twisted-pair links use the same rules and recommendations as
10Base-T.

e 1000Base-T NICs may implement a selectable internal crossover option that can be
negotiated and enabled during autonegotiation. When the selectable crossover option is not
implemented, 10Base-T rules and recommendations apply.



System Considerations

Given all the choices discussed previously, it might seem that it would be no problem to upgrade
an existing network or to plan a new network. The problem is twofold. Not all the choices are
reasonable for all networks, and not all Ethernet versions and options are available in the
market, even though they may have been specified in the standard.

Choosing UTP-Based Components and Media Category

By now, it should be obvious that UTP-based NICs are available for 10-Mbps, 100-Mbps, and
1000-Mbps implementations. The choice is relatively simple for both 10-Mbps and 1000-Mbps
operation: 10Base-T and 1000Base-T. From the previous discussions, however, it would not
seem to be that simple for 100-Mbps implementations.

Although three UTP-based NICs are defined for 100 Mbps, the market has effectively narrowed
the choice to just 100Base-TX, which became widely available during the first half of 1995:

e By the time 100Base-T4 products first appeared on the market, 100Base-TX was well
entrenched, and development of the full-duplex option, which 100Base-T4 could not
support, was well underway.

e The 100Base-T2 standard was not approved until spring 1997, too late to interest the
marketplace. As a result, 100Base-T2 products were not even manufactured.

Several choices have also been specified for UTP media: Category 3, 4, 5, or 5E. The differences
are cable cost and transmission rate capability, both of which increase with the category
numbers. However, current transmission rate requirements and cable cost should not be the
deciding factors in choosing which cable category to install. To allow for future transmission rate
needs, cables lower than Category 5 should not even be considered, and if gigabit rates are a
possible future need, Category 5E should be seriously considered:

¢ Installation labor costs are essentially constant for all types of UTP four-pair cable.

e Labor costs for upgrading installed cable (removing the existing and installing new) are
typically greater than the cost of the original installation.

e UTP cable is backward-compatible. Higher-category cable will support lower-category NICs,
but not vice versa.

e The physical life of UTP cable (decades) is much longer than the useable life of the
connected equipment.

Auto-negotiation—An Optional Method for Automatically Configuring
Link Operational Modes

The purpose of autonegotiation is to find a way for two NICs that share a UTP link to
communicate with each other, regardless of whether they both implemented the same Ethernet
version or option set.



Autonegotiation is performed totally within the physical layers during link initiation, without any
additional overhead either to the MAC or to higher protocol layers. Autonegotiation allows UTP-
based NICs to do the following:

e Advertise their Ethernet version and any optional capabilities to the NIC at the other end of
the link
e Acknowledge receipt and understanding of the operational modes that both NICs share
¢ Reject any operational modes that are not shared
e Configure each NIC for highest-level operational mode that both NICs can support
Autonegotiation is specified as an option for 10Base-T, 100Base-TX, and 100Base-T4, but itis

required for 100Base-T2 and 1000Base-T implementations. Table 8-4 lists the defined selection
priority levels (highest level = top priority) for UTP-based Ethernet NICs.

Table 8-4. The Defined Autonegotiation Selection Levels for UTP NICs

Selection Level | Operational Mode Maximum Total Data Transfer Rate (Mbps)I1l
9 1000Base-T full-duplex | 2000

8 1000Base-T half-duplex | 1000

7 100Base-T2 full-duplex | 200

6 100Base-TX full-duplex | 200

5 100Base-T2 half-duplex | 100

4 100Base-T4 half-duplex | 100

3 100Base-TX half-duplex | 100

2 10Base-T full-duplex 20

1 10Base-T half-duplex 10

[1] Because full-duplex operation allows simultaneous two-way transmission, the maximum total transfer rate
for full-duplex operation is double the half-duplex transmission rate.

The autonegotiation function in UTP-based NICs uses a modified 10Base-T link integrity pulse
sequence in which the NLPs are replaced by bursts of fast link pulses (FLPs), as shown in Figure
8-27. Each FLP burst is an alternating clock/data sequence in which the data bits in the burst
identify the operational modes supported by the transmitting NIC and also provide information
used by the autonegotiation handshake mechanism. If the NIC at the other end of the link is a
compatible NIC but does not have autonegotiation capability, a parallel detection function still
allows it to be recognized. A NIC that fails to respond to FLP bursts and returns only NLPs is
treated as a 10Base-T half-duplex NIC.

Figure 8-27. Autonegotiation FLP Bursts Replace NLPs During Link
Initiation
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At first glance, it may appear that the autonegotiation process would always select the mode
supported by the NIC with the lessor capability, which would be the case if both NICs use the
same encoding procedures and link configuration. For example, if both NICs are 100Base-TX but
only one supports full-duplex operation, the negotiated operational mode will be half-duplex
100Base-TX. Unfortunately, the different 100Base versions are not compatible with each other at
100 Mbps, and a 100Base-TX full-duplex NIC would autonegotiate with a 100Base-T4 NIC to
operate in 10Base-T half-duplex mode.

Autonegotiation in 1000Base-X NICs is similar to autonegotiation in UTP-based systems, except
that it currently applies only to compatible 1000Base-X devices and is currently constrained to
negotiate only half-duplex or full-duplex operation and flow control direction.

Network Switches Provide a Second, and Often Better, Alternative to
Higher Link Speeds in CSMA/CD Network Upgrades

Competitively priced network switches became available on the market shortly after the mid-
1990s and essentially made network repeaters obsolete for large networks. Although repeaters
can accept only one frame at a time and then send it to all active ports (except the port on which
itis being received), switches are equipped with the following:

e MAC-based ports with 1/0 frame buffers that effectively isolate the port from traffic being
sent at the same time to or from other ports on the switch

e Multiple internal data paths that allow several frames to be transferred between different
ports at the same time

These may seem like small differences, but they produce a major effect in network operation.
Because each port provides access to a high-speed network bridge (the switch), the collision
domain in the network is reduced to a series of small domains in which the number of
participants is reduced to two—the switch port and the connected NIC (see Figure 8-28).
Furthermore, because each participant is now in a private collision domain, his or her available
bandwidth has not only been markedly increased, it was also done without having to change the
link speed.



Figure 8-28. Replacing the Network Repeaters with Switches Reduces
the Collision Domains to Two NICs Each
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(b) Switch-based CSMA/CD network

Consider, for example, a 48-station workgroup with a couple of large file servers and several
network printers on a 100-Mbps CSMA/CD network. The average available bandwidth, not
counting interframe gaps and collision recovery, would be 100 =+ 50 = 2 Mbps (network print
servers do not generate network traffic). On the other hand, if the same workgroup were still on
a 10Base-T network in which the repeaters had been replaced with network switches, the
bandwidth available to each user would be 10 Mbps.

Clearly, network configuration is as important as raw link speed.

NOTE

To ensure that each end station will be capable of communicating at full rate, the



network switches should be nonsaturating (be capable of accepting and transferring
data at the full rate from each port simultaneously).

Multispeed NICs

Auto-negotiation opened the door to the development of low-cost, multispeed NICs that, for
example, support both half- and full-duplex operation under either 100Base-TX or 10Base-T
signaling procedures. Multispeed NICs allow staged network upgrades in which the 10Base-T
half-duplex end stations can be connected to 100Base-TX full-duplex switch ports without
requiring the NIC in the PC to be changed. Then, as more bandwidth is needed for individual
PCs, the NICs in those PCs can be upgraded to 100Base-TX full-duplex mode.

Choosing 1000Base-X Components and Media

AlthoughTable 8-3 shows that there is considerable flexibility of choice in the 1000Base-X link
media, there is not total flexibility. Some choices are preferred over others:

NICs at both ends of the link must be the same 1000Base-X version (CX, LX, or SX), and
the link connectors must match the NIC connectors.

e The 1000Base-CX specification allows either style 1 or style 2 connectors, but style 2 is
preferred because some style 1 connectors are not suitable for operation at 1250 Mbps.
1000Base-CX links are intended for patch-cord use within a communications closet and are
limited to 25 meters.

e The 1000Base-LX and 1000Base-SX specifications allow either the small form factor SFF
MT-RJ or the larger duplex SC connectors. Because SFF MT-RJ connectors are only about
half as large as duplex SC connectors, and because space is a premium, it follows that SFF
MT-RJ connectors may become the predominant connector.

e 1000Base-LX transceivers generally cost more than 1000Base-SX transceivers.

e The maximum operating range for optical fibers depends on both the transmission
wavelength and the modal bandwidth (MHz.km) rating of the fiber. See Table 8-5.

Table 8-5. Maximum Operating Ranges for Common Optical Fibers



Fiber Core Diameter/Modal
Bandwidth

1000Base-SX (850 nm
Wavelength)

1000Base-LX (1300 nm
Wavelength)

(400/400) MHz.km

62 .5mm multimode fiber 275 meters 550 meters[il
(200/500) MHz.km
50nmm multimode fiber 500 meters 550 meters[il

50nmm multimode fiber
(500/500) MHz.km

550 meters

550 meters[il

10mm single-mode fiber

Not supported

5000 meters

[11 1000Base-LX transceivers may also require use of an offset-launch, mode-conditioning patch cord when
coupling to some existing multimode fibers.

The operating ranges shown in Table 8-5 are those specified in the IEEE 802.3 standard. In
practice, however, the maximum operating range for LX transceivers over 62.5 nm multimode
fiber is approximately 700 meters, and some LX transceivers have been qualified to support a
10,000-meter operating range over single-mode fiber.

Multiple-Rate Ethernet Networks

Given the opportunities shown by the example in the previous sections, it is not surprising that
most large Ethernet networks are now implemented with a mix of transmission rates and link
media, as shown in the cable model in Figure 8-29.

Figure 8-29. An Example Multirate Network Topology—the ISO/IEC
11801 Cable Model
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The ISO/IEC 11801 cable model is the network model on which the IEEE 802.3 standards are
based:

e Campus distributor— The term campus refers to a facility with two or more buildings in a
relatively small area. This is the central point of the campus backbone and the telecom
connection point with the outside world. In Ethernet LANs, the campus distributor would
typically be a gigabit switch with telecom interface capability.

e Building distributor— This is the building's connection point to the campus backbone. An
Ethernet building distributor would typically be a 1000/100- or 1000/100/10-Mbps switch.

e Floor distributor— This is the floor's connection point to the building distributor. 1SO/IEC
11801 recommends at least one floor distributor for every 1000 m? of floor space in office
environments, and, if possible, a separate distributor for each floor in the building. An
Ethernet floor distributor would typically be a 1000/100/10- or 100/10-Mbps switch.

e Telecom outlet— This is the network connection point for PCs, workstations, and print
servers. File servers are typically colocated with and directly connected to the campus,
building, or floor distributors, as appropriate for their intended use.



e Campus backbone cabling— This is typically single- or multimode cable that
interconnects the central campus distributor with each of the building distributors.

e Building backbone cabling— This is typically Category 5 or better UTP or multimode fiber
cable that interconnects the building distributor with each of the floor distributors in the
building.

e Horizontal cabling— This is predominantly Category 5 or better UTP cable, although a few
installations are using multimode fiber.

As with UTP cable selection, the choice of link media and intermediate network nodes should
always be made with an eye to future transmission rate needs and the life expectancy of the
network elements, unpredictable though they may be. In the 1990s, LAN transmission rates
increased 100 times and, by 2002, will increase yet another 10 times.

This does not mean that all—or even some—end stations and their interconnecting links will
require gigabit capability. It does mean, however, that more central network nodes (such as
most campus distributors and many building distributors) should be equipped with gigabit
capability, and that all floor distributors should have at least 100 Mbps capability. It also means
that all network switches should be nonblocking and that all ports should have full-duplex
capability, and that any new campus backbone links should be installed with single-mode fiber.

Link Aggregation—Establishing Higher-Speed Network Trunks

Link aggregation is a recent optional MAC capability that allows several physical links to be
combined into one logical higher-speed trunk. It provides the means to increase the effective
data rate between two network nodes in unit multiples of the individual link transmission rate
rather than in an order-of-magnitude step.

Link aggregation can be a cost-effective way to provide higher-speed connections in Ethernet
LANs that are reaching saturation with 100 Mbps transmission rates but that won't require
gigabit capability, at least in the short term. For example, the maximum length for 62.5 mm
multimode fiber links is 2000 meters at 100 Mbps, and multimode fiber has been often used for
campus backbone links. The logical upgrade would seem to be to reuse these links for 1000
Mbps operation, but the maximum supportable length for multimode fiber is only 700 meters
and only with 1000Base-LX. If the existing links are longer than 700 meters, aggregating n
existing links will support an effective transmission rate of (100 n) Mbps.

Link aggregation should be viewed as a network configuration option that is primarily used in
the few interconnections that require higher data rates than can be provided by single links, such
as switch-to-switch and in switch-to-file server. It can also be used to increase the reliability of
critical links. Aggregated links can be rapidly reconfigured (typically in about 1 second or less) in
case of link failure, with low risk of duplicated or reordered frames.

Link aggregation does not affect either the IEEE 802.3 data frame format(s) or any higher layers
in the protocol stack. It is backward-compatible with "aggregation-unaware" devices and can be
used with any Ethernet data rate (although it does not make sense for 10 Mbps because it would
likely cost less to procure a pair of 100-Mbps NICs). Link aggregation can be enabled only on
parallel point-to-point links and those that support full-duplex same-speed operation.

Network Management

All higher-speed Ethernet specifications include definitions for managed objects and control



agents that are compatible with Simple Network Management Protocol (SNMP) and that can be
used to gather statistics about the operation of the network nodes and to assist in network
management. Because user information is anecdotal at best and usually comes long after the
fact, all larger networks should at least be configured with managed switches and network
servers to ensure that potential problems and bottlenecks can be identified before they cause
serious network deterioration.

Migrating to Higher-Speed Networks

By now, it should be apparent that upgrading existing networks typically does not require
wholesale equipment or media changes, but it does require knowledge of the current network
configuration and the network location of potential problems. This means that a network
management system should be in place and that a cable plant database should be both available
and accurate. It is time-consuming and often difficult to determine link type and availability after
the cables have been pulled through conduit, buried in walls, and layered in cable trays.

Links are often the limiting factors in network upgrades. Existing Category 5 links should support
all current Ethernet rates from 10 Mbps to 1000 Mbps, although they should be tested to ensure
their capability to support gigabit rates. If the network is equipped with only Category 3 cable,
some links will have to be replaced before upgrading to 1000 Mbps. A similar situation exists
with single- and multimode fiber. Multimode fiber cannot be used for all backbone installations.
Single-mode fiber, on the other hand, not only can support all backbone lengths up to 10,000
meters at 1000 Mbps, but it also will be capable of supporting backbone use at 10-gigabit data
rates in the future.

Switch replacement can begin as soon as the necessary links are available. Existing switches at
the campus and building distributor levels can often be reused at the building or floor distributor
level. NICs can generally be replaced to extend the useful life of end stations. And so on.



Summary

The chapter began with an overview of the Ethernet technology, the network building blocks,
and Ethernet's relationship to the ISO seven-layer reference model. The requirements for MAC
and PHY compatibility also were introduced.

The basic MAC responsibilities were defined:

e Data encapsulation— Assembling the frame into the defined format before transmission
begins, and disassembling the frame after it has been received and checked for
transmission errors.

e Media access control— In the required CSMA/CD half-duplex mode, and in the optional
full-duplex mode.

Two optional MAC capability extensions and their associated frame formats were discussed. The
VLAN tagging option allows network nodes to be defined with logical as well as physical
addresses, and provides a means to assign transmission priorities on a frame-by-frame basis. A
specific format for the pause frame, which is used for short-term link flow control, is defined in
the standard but was not covered here because it is automatic MAC capability that is invoked as
needed to prevent input buffer overrun.

The PHY layer discussions included descriptions of the signaling procedures and media
requirements/limitations for the following:

e 10Base-T

e 100Base-TX, 100Base-T4, and 100Base-T2

e 1000Base-T, 1000Base-CX, 1000Base-LX, and 1000Base-SX

Although 100Base-FX was not specifically discussed, it uses the same signaling procedure as
100Base-TX, but over optical fiber media rather than UTP copper.

The remaining sections of the chapter were devoted to systems considerations for both twisted-
pair and optical fiber LAN implementations:

Link crossover requirements in UTP networks

Matching of PMDs and network media to ensure desired data rates

Use of link aggregation to create higher-speed logical trunks

Implementation of multispeed networks

After essentially finishing the chapter, you should have a reasonable working knowledge of the
Ethernet protocol and network technology. The next section should help determine whether you
need to go back and reread the chapter.



Review Questions
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Shouldn't all 10Base-T networks just be upgraded to 100 Mbps? Why or why not?
Which 100Base version(s) are recommended? Why?
Which 1000Base version(s) are recommended? Where would they be used?

What cable types should be used for new networks? For upgrading existing
networks? Why?

How do you know when a network needs to be upgraded? Where do you start?



Chapter 9. Fiber Distributed Data Interface

Objectives

e Provide background information about FDDI technology.
e Explain how FDDI works.
e Describe the differences between FDDI and Copper Distributed Data Interface (CDDI).

e Describe how CDDI works.



Introduction

TheFiber Distributed Data Interface (FDDI) specifies a 100-Mbps token-passing, dual-ring LAN
using fiber-optic cable. FDDI is frequently used as high-speed backbone technology because of
its support for high bandwidth and greater distances than copper. It should be noted that
relatively recently, a related copper specification, called Copper Distributed Data Interface
(CDDI), has emerged to provide 100-Mbps service over copper. CDDI is the implementation of
FDDI protocols over twisted-pair copper wire. This chapter focuses mainly on FDDI specifications
and operations, but it also provides a high-level overview of CDDI.

FDDI uses dual-ring architecture with traffic on each ring flowing in opposite directions (called
counter-rotating). The dual rings consist of a primary and a secondary ring. During normal
operation, the primary ring is used for data transmission, and the secondary ring remains idle.
As will be discussed in detail later in this chapter, the primary purpose of the dual rings is to
provide superior reliability and robustness. Figure 9-1 shows the counter-rotating primary and
secondary FDDI rings.

Figure 9-1. FDDI Uses Counter-Rotating Primary and Secondary Rings
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FDDI was developed by the American National Standards Institute (ANSI) X3T9.5 standards
committee in the mid-1980s. At the time, high-speed engineering workstations were beginning
to tax the bandwidth of existing local-area networks (LANs) based on Ethernet and Token Ring.
A new LAN media was needed that could easily support these workstations and their new
distributed applications. At the same time, network reliability had become an increasingly
important issue as system managers migrated mission-critical applications from large computers
to networks. FDDI was developed to fill these needs. After completing the FDDI specification,



ANSI submitted FDDI to the International Organization for Standardization (ISO), which created
an international version of FDDI that is completely compatible with the ANSI standard version.



FDDI Transmission Media

FDDI uses optical fiber as the primary transmission medium, but it also can run over copper
cabling. As mentioned earlier, FDDI over copper is referred to as Copper-Distributed Data
Interface (CDDI). Optical fiber has several advantages over copper media. In particular, security,
reliability, and performance all are enhanced with optical fiber media because fiber does not
emit electrical signals. A physical medium that does emit electrical signals (copper) can be
tapped and therefore would permit unauthorized access to the data that is transiting the
medium. In addition, fiber is immune to electrical interference from radio frequency interference
(RF1) and electromagnetic interference (EMI). Fiber historically has supported much higher
bandwidth (throughput potential) than copper, although recent technological advances have
made copper capable of transmitting at 100 Mbps. Finally, FDDI allows 2 km between stations
using multimode fiber, and even longer distances using a single mode.

FDDI defines two types of optical fiber: single-mode and multimode. A mode is a ray of light that
enters the fiber at a particular angle. Multimode fiber uses LED as the light-generating device,
whilesingle-mode fiber generally uses lasers.

Multimode fiber allows multiple modes of light to propagate through the fiber. Because these
modes of light enter the fiber at different angles, they will arrive at the end of the fiber at
different times. This characteristic is known as modal dispersion. Modal dispersion limits the
bandwidth and distances that can be accomplished using multimode fibers. For this reason,
multimode fiber is generally used for connectivity within a building or a relatively geographically
contained environment.

Single-mode fiber allows only one mode of light to propagate through the fiber. Because only a
single mode of light is used, modal dispersion is not present with single-mode fiber. Therefore,
single-mode fiber is capable of delivering considerably higher performance connectivity over
much larger distances, which is why it generally is used for connectivity between buildings and
within environments that are more geographically dispersed.

Figure 9-2 depicts single-mode fiber using a laser light source and multimode fiber using a light
emitting diode (LED) light source.

Figure 9-2. Light Sources Differ for Single-Mode and Multimode Fibers
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FDDI Specifications

FDDI specifies the physical and media-access portions of the OSI reference model. FDDI is not
actually a single specification, but it is a collection of four separate specifications, each with a
specific function. Combined, these specifications have the capability to provide high-speed
connectivity between upper-layer protocols such as TCP/IP and IPX, and media such as fiber-
optic cabling.

FDDI's four specifications are the Media Access Control (MAC), Physical Layer Protocol (PHY),
Physical-Medium Dependent (PMD), and Station Management (SMT) specifications. The MAC
specification defines how the medium is accessed, including frame format, token handling,
addressing, algorithms for calculating cyclic redundancy check (CRC) value, and error-recovery
mechanisms. The PHY specification defines data encoding/decoding procedures, clocking
requirements, and framing, among other functions. The PMD specification defines the
characteristics of the transmission medium, including fiber-optic links, power levels, bit-error
rates, optical components, and connectors. The SMT specification defines FDDI station
configuration, ring configuration, and ring control features, including station insertion and
removal, initialization, fault isolation and recovery, scheduling, and statistics collection.

FDDI is similar to IEEE 802.3 Ethernet and IEEE 802.5 Token Ring in its relationship with the
OSI model. Its primary purpose is to provide connectivity between upper OSI layers of common
protocols and the media used to connect network devices. Figure 9-3 illustrates the four FDDI
specifications and their relationship to each other and to the IEEE-defined Logical Link Control
(LLC) sublayer. The LLC sublayer is a component of Layer 2, the MAC layer, of the OSI reference
model.

Figure 9-3. FDDI Specifications Map to the OSI Hierarchical Model
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FDDI Station-Attachment Types

One of the unique characteristics of FDDI is that multiple ways actually exist by which to connect
FDDI devices. FDDI defines four types of devices: single-attachment station (SAS), dual-
attachment station (DAS), single-attached concentrator (SAC), and dual-attached concentrator
(DAC).

An SAS attaches to only one ring (the primary) through a concentrator. One of the primary
advantages of connecting devices with SAS attachments is that the devices will not have any
effect on the FDDI ring if they are disconnected or powered off. Concentrators will be covered in
more detail in the following discussion.

Each FDDI DAS has two ports, designated A and B. These ports connect the DAS to the dual
FDDI ring. Therefore, each port provides a connection for both the primary and the secondary
rings. As you will see in the next section, devices using DAS connections will affect the rings if
they are disconnected or powered off. Figure 9-4 shows FDDI DAS A and B ports with
attachments to the primary and secondary rings.

Figure 9-4. FDDI DAS Ports Attach to the Primary and Secondary Rings
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AnFDDIconcentrator (also called a dual-attachment concentrator [DAC]) is the building block of
an FDDI network. It attaches directly to both the primary and secondary rings and ensures that
the failure or power-down of any SAS does not bring down the ring. This is particularly useful
when PCs, or similar devices that are frequently powered on and off, connect to the ring. Figure
9-5 shows the ring attachments of an FDDI SAS, DAS, and concentrator.

Figure 9-5. A Concentrator Attaches to Both the Primary and Secondary
Rings
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FDDI Fault Tolerance

FDDI provides a number of fault-tolerant features. In particular, FDDI's dual-ring environment,
the implementation of the optical bypass switch, and dual-homing support make FDDI a resilient
media technology.

Dual Ring

FDDI's primary fault-tolerant feature is the dual ring. If a station on the dual ring fails or is
powered down, or if the cable is damaged, the dual ring is automatically wrapped (doubled back
onto itself) into a single ring. When the ring is wrapped, the dual-ring topology becomes a
single-ring topology. Data continues to be transmitted on the FDDI ring without performance
impact during the wrap condition. Figure 9-6 and Figure 9-7 illustrate the effect of a ring

wrapping in FDDI.

Figure 9-6. A Ring Recovers from a Station Failure by Wrapping
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Figure 9-7. A Ring also Wraps to Withstand a Cable Failure
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When a single station fails, as shown in Figure 9-6, devices on either side of the failed (or
powered-down) station wrap, forming a single ring. Network operation continues for the
remaining stations on the ring. When a cable failure occurs, as shown in Figure 9-7, devices on
either side of the cable fault wrap. Network operation continues for all stations.

It should be noted that FDDI truly provides fault tolerance against a single failure only. When
two or more failures occur, the FDDI ring segments into two or more independent rings that are
incapable of communicating with each other.

Optical Bypass Switch

Anoptical bypass switch provides continuous dual-ring operation if a device on the dual ring

fails. This is used both to prevent ring segmentation and to eliminate failed stations from the
ring. The optical bypass switch performs this function using optical mirrors that pass light from
the ring directly to the DAS device during normal operation. If a failure of the DAS device occurs,
such as a power-off, the optical bypass switch will pass the light through itself by using internal
mirrors and thereby will maintain the ring's integrity.



The benefit of this capability is that the ring will not enter a wrapped condition in case of a
device failure. Figure 9-8 shows the functionality of an optical bypass switch in an FDDI network.
When using the OB, you will notice a tremendous digression of your network as the packets are
sent through the OB unit.

Figure 9-8. The Optical Bypass Switch Uses Internal Mirrors to
Maintain a Network
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Dual Homing

Critical devices, such as routers or mainframe hosts, can use a fault-tolerant technique called
dual homing to provide additional redundancy and to help guarantee operation. In dual-homing
situations, the critical device is attached to two concentrators. Figure 9-9 shows a dual-homed
configuration for devices such as file servers and routers.

Figure 9-9. A Dual-Homed Configuration Guarantees Operation
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One pair of concentrator links is declared the active link; the other pair is declared passive. The
passive link stays in backup mode until the primary link (or the concentrator to which it is
attached) is determined to have failed. When this occurs, the passive link automatically
activates.



FDDI Frame Format

The FDDI frame format is similar to the format of a Token Ring frame. This is one of the areas in
which FDDI borrows heavily from earlier LAN technologies, such as Token Ring. FDDI frames can
be as large as 4,500 bytes. Figure 9-10 shows the frame format of an FDDI data frame and
token.

Figure 9-10. The FDDI Frame Is Similar to That of a Token Ring Frame
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FDDI Frame Fields

The following descriptions summarize the FDDI data frame and token fields illustrated in Eigure
9-10.

e Preamble— Gives a unique sequence that prepares each station for an upcoming frame.

e Start delimiter— Indicates the beginning of a frame by employing a signaling pattern that
differentiates it from the rest of the frame.

¢ Frame control— Indicates the size of the address fields and whether the frame contains
asynchronous or synchronous data, among other control information.

¢ Destination address— Contains a unicast (singular), multicast (group), or broadcast
(every station) address. As with Ethernet and Token Ring addresses, FDDI destination
addresses are 6 bytes long.

e Source address— ldentifies the single station that sent the frame. As with Ethernet and
Token Ring addresses, FDDI source addresses are 6 bytes long.

e Data— Contains either information destined for an upper-layer protocol or control
information.

¢ Frame check sequence (FCS)— Is filed by the source station with a calculated cyclic
redundancy check value dependent on frame contents (as with Token Ring and Ethernet).
The destination address recalculates the value to determine whether the frame was



damaged in transit. If so, the frame is discarded.

e End delimiter— Contains unique symbols; cannot be data symbols that indicate the end of
the frame.

e Frame status— Allows the source station to determine whether an error occurred;
identifies whether the frame was recognized and copied by a receiving station.



Copper Distributed Data Interface

Copper Distributed Data Interface (CDDI) is the implementation of FDDI protocols over twisted-
pair copper wire. Like FDDI, CDDI provides data rates of 100 Mbps and uses dual-ring
architecture to provide redundancy. CDDI supports distances of about 100 meters from desktop
to concentrator.

CDDI is defined by the ANSI X3T9.5 Committee. The CDDI standard is officially named the
Twisted-Pair Physical Medium-Dependent (TP-PMD) standard. It is also referred to as the
Twisted-Pair Distributed Data Interface (TP-DDI), consistent with the term Fiber Distributed
Data Interface (FDDI). CDDI is consistent with the physical and media-access control layers
defined by the ANSI standard.

The ANSI standard recognizes only two types of cables for CDDI: shielded twisted pair (STP) and
unshielded twisted pair (UTP). STP cabling has 150-ohm impedance and adheres to EIA/TIA 568
(IBM Type 1) specifications. UTP is data-grade cabling (Category 5) consisting of four unshielded
pairs using tight-pair twists and specially developed insulating polymers in plastic jackets
adhering to EIA/TIA 568B specifications.

Figure 9-11 illustrates the CDDI TP-PMD specification in relation to the remaining FDDI
specifications.

Figure 9-11. CDDI TP-PMD and FDDI Specifications Adhere to Different
Standards
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Summary

The Fiber Distributed Data Interface (FDDI) specifies a 100-Mbps token-passing, dual-ring LAN
architecture using fiber-optic cable. FDDI is frequently implemented as a high-speed backbone
technology because of its support for high bandwidth and greater distances than copper.



Review Questions

1: What are the benefits of using FDDI instead of CDDI?

2: What role does the DAC play in the FDDI network?
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Chapter 10. Frame Relay

Objectives

e Describe the history of Frame Relay.

e Describe how Frame Relay works.

e Describe the primary functionality traits of Frame Relay.
e Describe Frame Relay network implementation.

e Describe the format of Frame Relay frames.



Introduction

Frame Relay is a high-performance WAN protocol that operates at the physical and data link
layers of the OSI reference model. Frame Relay originally was designed for use across
Integrated Services Digital Network (ISDN) interfaces. Today, it is used over a variety of other
network interfaces as well. This chapter focuses on Frame Relay's specifications and applications
in the context of WAN services.

Frame Relay is an example of a packet-switched technology. Packet-switched networks enable
end stations to dynamically share the network medium and the available bandwidth. The
following two techniques are used in packet-switching technology:

e Variable-length packets
e Statistical multiplexing

Variable-length packets are used for more efficient and flexible data transfers. These packets are
switched between the various segments in the network until the destination is reached.

Statistical multiplexing techniques control network access in a packet-switched network. The
advantage of this technique is that it accommodates more flexibility and more efficient use of
bandwidth. Most of today's popular LANs, such as Ethernet and Token Ring, are packet-switched
networks.

Frame Relay often is described as a streamlined version of X.25, offering fewer of the robust
capabilities, such as windowing and retransmission of last data that are offered in X.25. This is
because Frame Relay typically operates over WAN facilities that offer more reliable connection
services and a higher degree of reliability than the facilities available during the late 1970s and
early 1980s that served as the common platforms for X.25 WANs. As mentioned earlier, Frame
Relay is strictly a Layer 2 protocol suite, whereas X.25 provides services at Layer 3 (the network
layer) as well. This enables Frame Relay to offer higher performance and greater transmission
efficiency than X.25, and makes Frame Relay suitable for current WAN applications, such as LAN
interconnection.

Frame Relay Standardization

Initial proposals for the standardization of Frame Relay were presented to the Consultative
Committee on International Telephone and Telegraph (CCITT) in 1984. Because of lack of
interoperability and lack of complete standardization, however, Frame Relay did not experience
significant deployment during the late 1980s.

A major development in Frame Relay's history occurred in 1990 when Cisco, Digital Equipment
Corporation (DEC), Northern Telecom, and StrataCom formed a consortium to focus on Frame
Relay technology development. This consortium developed a specification that conformed to the
basic Frame Relay protocol that was being discussed in CCITT, but it extended the protocol with
features that provide additional capabilities for complex internetworking environments. These
Frame Relay extensions are referred to collectively as the Local Management Interface (LMI).

Since the consortium's specification was developed and published, many vendors have
announced their support of this extended Frame Relay definition. ANSI and CCITT have
subsequently standardized their own variations of the original LMI specification, and these
standardized specifications now are more commonly used than the original version.



Internationally, Frame Relay was standardized by the International Telecommunication
Union—Telecommunications Standards Section (ITU-T). In the United States, Frame Relay is an
American National Standards Institute (ANSI) standard.



Frame Relay Devices

Devices attached to a Frame Relay WAN fall into the following two general categories:

e Data terminal equipment (DTE)
e Data circuit-terminating equipment (DCE)

DTEs generally are considered to be terminating equipment for a specific network and typically
are located on the premises of a customer. In fact, they may be owned by the customer.
Examples of DTE devices are terminals, personal computers, routers, and bridges.

DCEs are carrier-owned internetworking devices. The purpose of DCE equipment is to provide
clocking and switching services in a network, which are the devices that actually transmit data
through the WAN. In most cases, these are packet switches. Figure 10-1 shows the relationship
between the two categories of devices.

Figure 10-1. DCEs Generally Reside Within Carrier-Operated WANs
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The connection between a DTE device and a DCE device consists of both a physical layer
component and a link layer component. The physical component defines the mechanical,
electrical, functional, and procedural specifications for the connection between the devices. One
of the most commonly used physical layer interface specifications is the recommended standard
(RS)-232 specification. The link layer component defines the protocol that establishes the
connection between the DTE device, such as a router, and the DCE device, such as a switch. This
chapter examines a commonly utilized protocol specification used in WAN networking: the Frame
Relay protocol.



Frame Relay Virtual Circuits

Frame Relay provides connection-oriented data link layer communication. This means that a
defined communication exists between each pair of devices and that these connections are
associated with a connection identifier. This service is implemented by using a Frame Relay
virtual circuit, which is a logical connection created between two data terminal equipment (DTE)
devices across a Frame Relay packet-switched network (PSN).

Virtual circuits provide a bidirectional communication path from one DTE device to another and
are uniquely identified by a data-link connection identifier (DLCI). A number of virtual circuits
can be multiplexed into a single physical circuit for transmission across the network. This
capability often can reduce the equipment and network complexity required to connect multiple
DTE devices.

A virtual circuit can pass through any number of intermediate DCE devices (switches) located
within the Frame Relay PSN.

Frame Relay virtual circuits fall into two categories: switched virtual circuits (SVCs) and
permanent virtual circuits (PVCs).

Switched Virtual Circuits

Switched virtual circuits (SVCs) are temporary connections used in situations requiring only
sporadic data transfer between DTE devices across the Frame Relay network. A communication
session across an SVC consists of the following four operational states:

e Call setup— The virtual circuit between two Frame Relay DTE devices is established.

e Data transfer— Data is transmitted between the DTE devices over the virtual circuit.

e ldle— The connection between DTE devices is still active, but no data is transferred. If an
SVC remains in an idle state for a defined period of time, the call can be terminated.

e Call termination— The virtual circuit between DTE devices is terminated.

After the virtual circuit is terminated, the DTE devices must establish a new SVC if there is
additional data to be exchanged. It is expected that SVCs will be established, maintained, and
terminated using the same signaling protocols used in ISDN.

Few manufacturers of Frame Relay DCE equipment support switched virtual circuit connections.
Therefore, their actual deployment is minimal in today's Frame Relay networks.

Previously not widely supported by Frame Relay equipment, SVCs are now the norm. Companies
have found that SVCs save money in the end because the circuit is not open all the time.

Permanent Virtual Circuits

Permanent virtual circuits (PVCs) are permanently established connections that are used for
frequent and consistent data transfers between DTE devices across the Frame Relay network.
Communication across a PVC does not require the call setup and termination states that are



used with SVCs. PVCs always operate in one of the following two operational states:

e Data transfer— Data is transmitted between the DTE devices over the virtual circuit.

e ldle— The connection between DTE devices is active, but no data is transferred. Unlike
SVCs, PVCs will not be terminated under any circumstances when in an idle state.

DTE devices can begin transferring data whenever they are ready because the circuit is
permanently established.

Data-Link Connection Identifier

Frame Relay virtual circuits are identified by data-link connection identifiers (DLCIs). DLCI values
typically are assigned by the Frame Relay service provider (for example, the telephone
company).

Frame Relay DLCIs have local significance, which means that their values are unique in the LAN,
but not necessarily in the Frame Relay WAN.

Figure 10-2 illustrates how two different DTE devices can be assigned the same DLCI value
within one Frame Relay WAN.

Figure 10-2. A Single Frame Relay Virtual Circuit Can Be Assigned
Different DLCIs on Each End of a VC
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Congestion-Control Mechanisms

Frame Relay reduces network overhead by implementing simple congestion-notification
mechanisms rather than explicit, per-virtual-circuit flow control. Frame Relay typically is
implemented on reliable network media, so data integrity is not sacrificed because flow control
can be left to higher-layer protocols. Frame Relay implements two congestion-notification
mechanisms:

e Forward-explicit congestion notification (FECN)
e Backward-explicit congestion notification (BECN)

FECN and BECN each is controlled by a single bit contained in the Frame Relay frame header.
The Frame Relay frame header also contains a Discard Eligibility (DE) bit, which is used to
identify less important traffic that can be dropped during periods of congestion.

TheFECN bit is part of the Address field in the Frame Relay frame header. The FECN mechanism
is initiated when a DTE device sends Frame Relay frames into the network. If the network is
congested, DCE devices (switches) set the value of the frames' FECN bit to 1. When the frames
reach the destination DTE device, the Address field (with the FECN bit set) indicates that the
frame experienced congestion in the path from source to destination. The DTE device can relay
this information to a higher-layer protocol for processing. Depending on the implementation,
flow control may be initiated, or the indication may be ignored.

TheBECN bit is part of the Address field in the Frame Relay frame header. DCE devices set the
value of the BECN bit to 1 in frames traveling in the opposite direction of frames with their FECN
bit set. This informs the receiving DTE device that a particular path through the network is
congested. The DTE device then can relay this information to a higher-layer protocol for
processing. Depending on the implementation, flow-control may be initiated, or the indication
may be ignored.

Frame Relay Discard Eligibility

TheDiscard Eligibility (DE) bit is used to indicate that a frame has lower importance than other
frames. The DE bit is part of the Address field in the Frame Relay frame header.

DTE devices can set the value of the DE bit of a frame to 1 to indicate that the frame has lower
importance than other frames. When the network becomes congested, DCE devices will discard
frames with the DE bit set before discarding those that do not. This reduces the likelihood of
critical data being dropped by Frame Relay DCE devices during periods of congestion.

Frame Relay Error Checking

Frame Relay uses a common error-checking mechanism known as the cyclic redundancy check
(CRC). The CRC compares two calculated values to determine whether errors occurred during
the transmission from source to destination. Frame Relay reduces network overhead by
implementing error checking rather than error correction. Frame Relay typically is implemented
on reliable network media, so data integrity is not sacrificed because error correction can be left
to higher-layer protocols running on top of Frame Relay.



Frame Relay Local Management Interface

ThelLocal Management Interface (LMI) is a set of enhancements to the basic Frame Relay
specification. The LMI was developed in 1990 by Cisco Systems, StrataCom, Northern Telecom,
and Digital Equipment Corporation. It offers a number of features (called extensions) for
managing complex internetworks. Key Frame Relay LMI extensions include global addressing,
virtual circuit status messages, and multicasting.

The LMI global addressing extension gives Frame Relay data-link connection identifier (DLCI)
values global rather than local significance. DLCI values become DTE addresses that are unique
in the Frame Relay WAN. The global addressing extension adds functionality and manageability
to Frame Relay internetworks. Individual network interfaces and the end nodes attached to
them, for example, can be identified by using standard address-resolution and discovery
techniques. In addition, the entire Frame Relay network appears to be a typical LAN to routers
on its periphery.

LMI virtual circuit status messages provide communication and synchronization between Frame
Relay DTE and DCE devices. These messages are used to periodically report on the status of
PVCs, which prevents data from being sent into black holes (that is, over PVCs that no longer
exist).

The LMI multicasting extension allows multicast groups to be assigned. Multicasting saves
bandwidth by allowing routing updates and address-resolution messages to be sent only to
specific groups of routers. The extension also transmits reports on the status of multicast groups
in update messages.



Frame Relay Network Implementation

A common private Frame Relay network implementation is to equip a T1 multiplexer with both
Frame Relay and non-Frame Relay interfaces. Frame Relay traffic is forwarded out the Frame
Relay interface and onto the data network. Non-Frame Relay traffic is forwarded to the
appropriate application or service, such as a private branch exchange (PBX) for telephone
service or to a video-teleconferencing application.

A typical Frame Relay network consists of a number of DTE devices, such as routers, connected
to remote ports on multiplexer equipment via traditional point-to-point services such as T1,
fractional T1, or 56-Kb circuits. An example of a simple Frame Relay network is shown in Figure
10-3.

Figure 10-3. A Simple Frame Relay Network Connects Various Devices
to Different Services over a WAN
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The majority of Frame Relay networks deployed today are provisioned by service providers that
intend to offer transmission services to customers. This is often referred to as a public Frame
Relay service. Frame Relay is implemented in both public carrier-provided networks and in
private enterprise networks. The following section examines the two methodologies for deploying
Frame Relay.



Public Carrier-Provided Networks

In public carrier-provided Frame Relay networks, the Frame Relay switching equipment is
located in the central offices of a telecommunications carrier. Subscribers are charged based on
their network use but are relieved from administering and maintaining the Frame Relay network
equipment and service.

Generally, the DCE equipment also is owned by the telecommunications provider. DCE
equipment either will be customer-owned or perhaps will be owned by the telecommunications
provider as a service to the customer.

The majority of today's Frame Relay networks are public carrier-provided networks.

Private Enterprise Networks

More frequently, organizations worldwide are deploying private Frame Relay networks. In
private Frame Relay networks, the administration and maintenance of the network are the
responsibilities of the enterprise (a private company). All the equipment, including the switching
equipment, is owned by the customer.



Frame Relay Frame Formats

To understand much of the functionality of Frame Relay, it is helpful to understand the structure
of the Frame Relay frame. Figure 10-4 depicts the basic format of the Frame Relay frame, and
Figure 10-5 illustrates the LMI version of the Frame Relay frame.

Figure 10-4. Five Fields Comprise the Frame Relay Frame
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Flags indicate the beginning and end of the frame. Three primary components make up the
Frame Relay frame: the header and address area, the user-data portion, and the frame check
sequence (FCS). The address area, which is 2 bytes in length, is comprised of 10 bits
representing the actual circuit identifier and 6 bits of fields related to congestion management.
This identifier commonly is referred to as the data-link connection identifier (DLCI). Each of
these is discussed in the descriptions that follow.

Standard Frame Relay Frame

Standard Frame Relay frames consist of the fields illustrated in Figure 10-4.

The following descriptions summarize the basic Frame Relay frame fields illustrated in Figure 10-
4.

e Flags— Delimits the beginning and end of the frame. The value of this field is always the
same and is represented either as the hexadecimal number 7E or as the binary number



0l1111110.
e Address— Contains the following information:

-DLCI— The 10-bit DLCI is the essence of the Frame Relay header. This value
represents the virtual connection between the DTE device and the switch. Each virtual
connection that is multiplexed onto the physical channel will be represented by a
unique DLCI. The DLCI values have local significance only, which means that they are
unique only to the physical channel on which they reside. Therefore, devices at
opposite ends of a connection can use different DLCI values to refer to the same
virtual connection.

-Extended Address (EA)— The EA is used to indicate whether the byte in which

the EA value is 1 is the last addressing field. If the value is 1, then the current byte is
determined to be the last DLCI octet. Although current Frame Relay implementations
all use a two-octet DLCI, this capability does allow longer DLCIs to be used in the
future. The eighth bit of each byte of the Address field is used to indicate the EA.

-C/R— The C/R is the bit that follows the most significant DLCI byte in the Address
field. The C/R bit is not currently defined.

-Congestion Control— This consists of the 3 bits that control the Frame Relay
congestion-notification mechanisms. These are the FECN, BECN, and DE bits, which
are the last 3 bits in the Address field.

Forward-explicit congestion notification (FECN) is a single-bit field that can be set to a
value of 1 by a switch to indicate to an end DTE device, such as a router, that
congestion was experienced in the direction of the frame transmission from source to
destination. The primary benefit of the use of the FECN and BECN fields is the
capability of higher-layer protocols to react intelligently to these congestion
indicators. Today, DECnet and OSI are the only higher-layer protocols that
implement these capabilities.

Backward-explicit congestion notification (BECN) is a single-bit field that, when set to
a value of 1 by a switch, indicates that congestion was experienced in the network in
the direction opposite of the frame transmission from source to destination.

Discard eligibility (DE) is set by the DTE device, such as a router, to indicate that the
marked frame is of lesser importance relative to other frames being transmitted.
Frames that are marked as "discard eligible" should be discarded before other frames
in a congested network. This allows for a basic prioritization mechanism in Frame
Relay networks.

e Data— Contains encapsulated upper-layer data. Each frame in this variable-length field
includes a user data or payload field that will vary in length up to 16,000 octets. This field
serves to transport the higher-layer protocol packet (PDU) through a Frame Relay network.

e Frame Check Sequence— Ensures the integrity of transmitted data. This value is
computed by the source device and verified by the receiver to ensure integrity of
transmission.

LMI Frame Format

Frame Relay frames that conform to the LMI specifications consist of the fields illustrated in



Figure 10-5.

The following descriptions summarize the fields illustrated in Figure 10-5.

Flag— Delimits the beginning and end of the frame.

LMI DLCI— Identifies the frame as an LMI frame instead of a basic Frame Relay frame.
The LMI-specific DLCI value defined in the LMI consortium specification is DLCI = 1023.

Unnumbered Information Indicator— Sets the poll/final bit to zero.

Protocol Discriminator— Always contains a value indicating that the frame is an LMI
frame.

Call Reference— Always contains zeros. This field currently is not used for any purpose.
Message Type— Labels the frame as one of the following message types:

-Status-inquiry message— Allows a user device to inquire about the status of the
network.

-Status message— Responds to status-inquiry messages. Status messages include
keepalives and PVC status messages.

Information Elements— Contains a variable number of individual information elements
(IEs). IEs consist of the following fields:

-1E Identifier— Uniquely identifies the IE.
-1E Length— Indicates the length of the IE.

-Data— Consists of 1 or more bytes containing encapsulated upper-layer data.

Frame Check Sequence (FCS)— Ensures the integrity of transmitted data.



Summary

Frame Relay is a networking protocol that works at the bottom two levels of the OSI reference
model: the physical and data link layers. It is an example of packet-switching technology, which
enables end stations to dynamically share network resources.

Frame Relay devices fall into the following two general categories:
e Data terminal equipment (DTEs), which include terminals, personal computers, routers,
and bridges
e Data circuit-terminating equipment (DCEs), which transmit the data through the network
and are often carrier-owned devices (although, increasingly, enterprises are buying their
own DCEs and implementing them in their networks)
Frame Relay networks transfer data using one of the following two connection types:
e Switched virtual circuits (SVCs), which are temporary connections that are created for each
data transfer and then are terminated when the data transfer is complete (not a widely
used connection)

e Permanent virtual circuits (PVCs), which are permanent connections

The DLCI is a value assigned to each virtual circuit and DTE device connection point in the Frame
Relay WAN. Two different connections can be assignhed the same value within the same Frame
Relay WAN—one on each side of the virtual connection.

In 1990, Cisco Systems, StrataCom, Northern Telecom, and Digital Equipment Corporation
developed a set of Frame Relay enhancements called the Local Management Interface (LMI). The
LMI enhancements offer a number of features (referred to as extensions) for managing complex
internetworks, including the following:

e Global addressing

¢ Virtual circuit status messages

e Multicasting



Review Questions

1: What kind of technology is Frame Relay?

2: Name the two kinds of packet-switching techniques discussed in this chapter, and
briefly describe each.

3: Describe the difference between SVCs and PVCs.

4: What is the data-link connection identifier (DLCI)?

5: Describe how LMI Frame Relay differs from basic Frame Relay.



Chapter 11. High-Speed Serial Interface

Objectives

e Discuss the history and standards of HSSI.
e Explain the technical specifications of HSSI.
e Describe the benefits of employing HSSI technology.

e Discuss how HSSI operates.



Introduction

TheHigh-Speed Serial Interface (HSSI) is a DTE/DCE interface that was developed by Cisco
Systems and T3plus Networking to address the need for high-speed communication over WAN
links. The HSSI specification is available to any organization wanting to implement HSSI.



HSSI Interface Basics

HSSI defines both electrical and physical interfaces on DTE and DCE devices. It operates at the
physical layer of the OSI reference model.

HSSI technical characteristics are summarized in Table 11-1.

Table 11-1. HSSI1 Technical Characteristics

Characteristic Value

Maximum signaling rate 52 Mbps

Maximum cable length 50 feet

Number of connector points 50

Interface DTE-DCE

Electrical technology Differential ECL

Typical power consumption 610 mW

Topology Point-to-point

Cable type Shielded twisted-pair wire

The maximum signaling rate of HSSI is 52 Mbps. At this rate, HSSI can handle the T3 speeds
(45 Mbps) of many of today's fast WAN technologies, as well as the Office Channel-1 (OC-1)
speeds (52 Mbps) of the synchronous digital hierarchy (SDH). In addition, HSSI easily can
provide high-speed connectivity between LANs, such as Token Ring and Ethernet.

The use of differential emitter-coupled logic (ECL) helps HSSI achieve high data rates and low
noise levels. ECL has been used in Cray computer system interfaces for years and is specified by
the ANSI High-Performance Parallel Interface (HIPPI) communications standard for
supercomputer LAN communications. ECL is an off-the-shelf technology that permits excellent
retiming on the receiver, resulting in reliable timing margins.

HSSI uses a subminiature, FCC-approved 50-pin connector that is smaller than its V.35
counterpart. To reduce the need for male-male and female-female adapters, HSSI cable
connectors are specified as male. The HSSI cable uses the same number of pins and wires as the
Small Computer Systems Interface 2 (SCSI-2) cable, but the HSSI electrical specification is more
concise.



HSSI Operation

The flexibility of the HSSI clock and data-signaling protocol makes user (or vendor) bandwidth
allocation possible. The DCE controls the clock by changing its speed or by deleting clock pulses.
In this way, the DCE can allocate bandwidth between applications. For example, a PBX may
require a particular amount of bandwidth, a router another amount, and a channel extender a
third amount. Bandwidth allocation is key to making T3 and other broadband services affordable
and popular.

HSSI assumes a peer-to-peer intelligence in the DCE and DTE. The control protocol is simplified,
with just two control signals required ("DTE available™ and "DCE available™). Both signals must
be asserted before the data circuit can become valid. The DCE and DTE are expected to be
capable of managing the networks behind their interfaces. Reducing the number of control
signals improves circuit reliability by reducing the number of circuits that can fail.

Loopback Tests

HSSI provides four loopback tests, which are illustrated in Figure 11-1. The first provides a local
cable test as the signal loops back after it reaches the DTE port. The second test reaches the line
port of the local DCE. The third test reaches the line port of the remote DCE. Finally, the fourth
test is a DCE-initiated test of the DTE's DCE port.

Figure 11-1. HSSI1 Supports Four Loopback Tests
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Summary

HSSI is an interface technology that was developed by Cisco Systems and T3plus Networking in
the late 1990s to fill the need for a high-speed data communication solution over WAN links. It
uses differential emitter-coupled logic (ECL), which provides high-speed data transfer with low
noise levels. HSSI pin connectors are significantly smaller than pin connectors for competing
technologies. The HSSI cable uses the same number of pins and wires as the Small Computer
Systems Interface 2 (SCSI-2) cable, but its electrical specification is more concise. HSSI makes
bandwidth resources easy to allocate, making T3 and other broadband services available and
affordable. HSSI requires the presence of only two control signals, making it highly reliable
because there are fewer circuits that can fail. HSSI performs four loopback tests for reliability.



Review Questions

1: Name at least three benefits of implementing HSSI technology in a network.

2: Name the four loopback tests that HSSI performs.



Chapter 12. Integrated Services Digital
Network

Objectives

e Explain what ISDN is.
e Describe ISDN devices and how they operate.

¢ Describe the specifications for ISDN data transmittal for the three layers at which ISDN
transmits.



Introduction

Integrated Services Digital Network (ISDN) is comprised of digital telephony and data-transport
services offered by regional telephone carriers. ISDN involves the digitization of the telephone
network, which permits voice, data, text, graphics, music, video, and other source material to be
transmitted over existing telephone wires. The emergence of ISDN represents an effort to
standardize subscriber services, user/network interfaces, and network and internetwork
capabilities. ISDN applications include high-speed image applications (such as Group IV
facsimile), additional telephone lines in homes to serve the telecommuting industry, high-speed
file transfer, and videoconferencing. Voice service is also an application for ISDN. This chapter
summarizes the underlying technologies and services associated with ISDN.



ISDN Devices

ISDN devices include terminals, terminal adapters (TAs), network-termination devices, line-
termination equipment, and exchange-termination equipment. ISDN terminals come in two
types. Specialized ISDN terminals are referred to as terminal equipment type 1 (TE1). Non-1SDN
terminals, such as DTE, that predate the ISDN standards are referred to as terminal equipment
type 2 (TE2). TEls connect to the ISDN network through a four-wire, twisted-pair digital link.
TE2s connect to the ISDN network through a TA. The ISDN TA can be either a standalone device
or a board inside the TE2. If the TE2 is implemented as a standalone device, it connects to the
TA via a standard physical-layer interface. Examples include EIA/TIA-232-C (formerly RS-232-
C), V.24, and V.35.

Beyond the TE1 and TEZ2 devices, the next connection point in the ISDN network is the network
termination type 1 (NT1) or network termination type 2 (NT2) device. These are network-
termination devices that connect the four-wire subscriber wiring to the conventional two-wire
local loop. In North America, the NT1 is a customer premises equipment (CPE) device. In most
other parts of the world, the NT1 is part of the network provided by the carrier. The NT2 is a
more complicated device that typically is found in digital private branch exchanges (PBXs) and
that performs Layer 2 and 3 protocol functions and concentration services. An NT1/2 device also
exists as a single device that combines the functions of an NT1 and an NT2.

ISDN specifies a number of reference points that define logical interfaces between functional
groups, such as TAs and NT1s. ISDN reference points include the following:

e R— The reference point between non-1SDN equipment and a TA.
e S— The reference point between user terminals and the NT2.
e T— The reference point between NT1 and NT2 devices.

e U— The reference point between NT1 devices and line-termination equipment in the carrier
network. The U reference point is relevant only in North America, where the NT1 function is
not provided by the carrier network.

Figure 12-1 illustrates a sample ISDN configuration and shows three devices attached to an
ISDN switch at the central office. Two of these devices are ISDN-compatible, so they can be
attached through an S reference point to NT2 devices. The third device (a standard, non-1SDN
telephone) attaches through the reference point to a TA. Any of these devices also could attach
to an NT1/2 device, which would replace both the NT1 and the NT2. In addition, although they
are not shown, similar user stations are attached to the far-right ISDN switch.

Figure 12-1. Sample ISDN Configuration Illustrates Relationships
Between Devices and Reference Points
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Services

There are two types of services associated with ISDN:

e BRI

e PRI

ISDN BRI Service

The ISDN Basic Rate Interface (BRI) service offers two B channels and one D channel (2B+D).
BRI B-channel service operates at 64 kbps and is meant to carry user data; BRI D-channel
service operates at 16 kbps and is meant to carry control and signaling information, although it
can support user data transmission under certain circumstances. The D channel signaling
protocol comprises Layers 1 through 3 of the OSI reference model. BRI also provides for framing
control and other overhead, bringing its total bit rate to 192 kbps. The BRI physical layer
specification is International Telecommunication Union—Telecommunications Standards Section
(ITU-T) (formerly the Consultative Committee for International Telegraph and Telephone
[CCITT]) 1.430.

ISDN PRI Service

ISDN Primary Rate Interface (PRI) service offers 23 B channels and 1 D channel in North
America and Japan, yielding a total bit rate of 1.544 Mbps (the PRI D channel runs at 64 kbps).
ISDN PRI in Europe, Australia, and other parts of the world provides 30 B channels plus one 64-
kbps D channel and a total interface rate of 2.048 Mbps. The PRI physical layer specification is
ITU-T 1.431.



ISDN Specifications

This section describes the various ISDN specifications for Layer 1, Layer 2, and Layer 3.

Layer 1

ISDN physical layer (Layer 1) frame formats differ depending on whether the frame is outbound
(from terminal to network) or inbound (from network to terminal). Both physical layer interfaces

are shown in Figure 12-2.

Figure 12-2. ISDN Physical Layer Frame Formats Differ Depending on
Their Direction
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The frames are 48 bits long, of which 36 bits represent data. The bits of an ISDN physical layer
frame are used as follows:

e F— Provides synchronization

e L— Adjusts the average bit value

e E— Ensures contention resolution when several terminals on a passive bus contend for a
channel



e A— Activates devices
e S— Is unassigned
e B1, B2, andD— Handle user data

Multiple ISDN user devices can be physically attached to one circuit. In this configuration,
collisions can result if two terminals transmit simultaneously. Therefore, ISDN provides features
to determine link contention. When an NT receives a D bit from the TE, it echoes back the bit in
the next E-bit position. The TE expects the next E bit to be the same as its last transmitted D bit.

Terminals cannot transmit into the D channel unless they first detect a specific number of ones
(indicating "no signal™) corresponding to a pre-established priority. If the TE detects a bit in the
echo (E) channel that is different from its D bits, it must stop transmitting immediately. This
simple technique ensures that only one terminal can transmit its D message at one time. After
successful D-message transmission, the terminal has its priority reduced by requiring it to detect
more continuous ones before transmitting. Terminals cannot raise their priority until all other
devices on the same line have had an opportunity to send a D message. Telephone connections
have higher priority than all other services, and signaling information has a higher priority than
nonsignaling information.

Layer 2

Layer 2 of the ISDN signaling protocol is Link Access Procedure, D channel (LAPD). LAPD is
similar to High-Level Data Link Control (HDLC) and Link Access Procedure, Balanced (LAPB) (see
Chapter 16, "Synchronous Data Link Control and Derivatives,” and Chapter 17, "X.25," for more
information on these protocols). As the expansion of the LAPD acronym indicates, this layer is
used across the D channel to ensure that control and signaling information flows and is received
properly. The LAPD frame format (see Figure 12-3) is very similar to that of HDLC; like HDLC,
LAPD uses supervisory, information, and unnumbered frames. The LAPD protocol is formally
specified in ITU-T Q.920 and ITU-T Q.921.

Figure 12-3. LAPD Frame Format Is Similar to That of HDLC and LAPB
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The LAPD Flag and Control fields are identical to those of HDLC. The LAPD Address field can be
either 1 or 2 bytes long. If the extended address bit of the first byte is set, the address is 1 byte;
if itis not set, the address is 2 bytes. The first Address-field byte contains the service access
point identifier (SAPI), which identifies the portal at which LAPD services are provided to Layer
3. The C/R bit indicates whether the frame contains a command or a response. The Terminal
Endpoint Identifier (TEI) field identifies either a single terminal or multiple terminals. A TEI of all
ones indicates a broadcast.

Layer 3

Two Layer 3 specifications are used for ISDN signaling: ITU-T (formerly CCITT) 1.450 (also
known as ITU-T Q.930) and ITU-T 1.451 (also known as ITU-T Q.931). Together, these protocols
support user-to-user, circuit-switched, and packet-switched connections. A variety of call-
establishment, call-termination, information, and miscellaneous messages are specified,
including SETUP, CONNECT, RELEASE, USER INFORMATION, CANCEL, STATUS, and
DISCONNECT. These messages are functionally similar to those provided by the X.25 protocol
(seeChapter 17 for more information). Figure 12-4, from ITU-T 1.451, shows the typical stages
of an ISDN circuit-switched call.

Figure 12-4. An ISDN Circuit-Switched Call Moves Through Various
Stages to Its Destination
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Summary

ISDN is comprised of digital telephony and data-transport services offered by regional telephone
carriers. ISDN involves the digitization of the telephone network to transmit voice, data, text,
graphics, music, video, and other source material over existing telephone wires.

ISDN devices include the following:

e Terminals

e Terminal adapters (TAS)

¢ Network-termination devices

e Line-termination equipment

e Exchange-termination equipment

The ISDN specification references specific connection points that define logical interfaces
between devices.

ISDN uses the following two types of services:

e Basic Rate Interface (BRI, which offers two B channels and one D channel (2B+D)

e Primary Rate Interface (PRI), which offers 23 B channels and 1 D channel in North America
and Japan, and 30 B channels and 1 D channel in Europe and Australia

ISDN runs on the bottom three layers of the OSI reference model, and each layer uses a
different specification to transmit data.



Review Questions

1: Which reference point for ISDN logical devices is relevant only in North America?
2: What are the two speeds of ISDN PRI services?
3: Of the 48 bits in the ISDN physical layer frame formats, how many bits represent

data?



Chapter 13. Point-to-Point Protocol

Objectives

e Describe the development of PPP.
e Describe the components of PPP and how they operate.

e Provide a summary of the basic protocol elements and operations of PPP.



Introduction

ThePoint-to-Point Protocol (PPP) originally emerged as an encapsulation protocol for
transporting IP traffic over point-to-point links. PPP also established a standard for the
assighment and management of IP addresses, asynchronous (start/stop) and bit-oriented
synchronous encapsulation, network protocol multiplexing, link configuration, link quality
testing, error detection, and option negotiation for such capabilities as network layer address
negotiation and data-compression negotiation. PPP supports these functions by providing an
extensible Link Control Protocol (LCP) and a family of Network Control Protocols (NCPs) to
negotiate optional configuration parameters and facilities. In addition to IP, PPP supports other
protocols, including Novell's Internetwork Packet Exchange (IPX) and DECnet.



PPP Components

PPP provides a method for transmitting datagrams over serial point-to-point links. PPP contains
three main components:

¢ A method for encapsulating datagrams over serial links. PPP uses the High-Level Data Link
Control (HDLC) protocol as a basis for encapsulating datagrams over point-to-point links.
(SeeChapter 16, "Synchronous Data Link Control and Derivatives," for more information
on HDLC.)

e An extensible LCP to establish, configure, and test the data link connection.

e A family of NCPs for establishing and configuring different network layer protocols. PPP is
designed to allow the simultaneous use of multiple network layer protocols.



General Operation

To establish communications over a point-to-point link, the originating PPP first sends LCP
frames to configure and (optionally) test the data link. After the link has been established and
optional facilities have been negotiated as needed by the LCP, the originating PPP sends NCP
frames to choose and configure one or more network layer protocols. When each of the chosen
network layer protocols has been configured, packets from each network layer protocol can be
sent over the link. The link will remain configured for communications until explicit LCP or NCP
frames close the link, or until some external event occurs (for example, an inactivity timer
expires or a user intervenes).



Physical Layer Requirements

PPP is capable of operating across any DTE/DCE interface. Examples include EIA/TIA-232-C
(formerly RS-232-C),