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Cisco Connection Documentation
CD-ROM Help

Cisco Connection Documentation CD-ROM provides two forms of online help:

Verity Mosaic Help - provides help with the Verity Mosaic product. Refer to this help facility to find
out about viewing and printing documents and configuring the Verity Mosaic product. This help facility
Is accessed by clicking on the ? icon in the toolbar.

Cisco Connection Documentation CD-ROM Help - provides help with the unique features and
enhancements to Verity Mosaic. Refer to this help facility to find out about searching and navigating the
Cisco Connection Documentation CD-ROM product. Thisisthe help facility that you are presently
accessing.

Because the user interface differs slightly on each platform, this information does not include detailed
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Instructions on how to navigate through the search and display environment. Rather, it provides an
overview of Cisco Connection Documentation CD-ROM functionality.

What is Cisco Connection Documentation
CD-ROM?
Cisco Connection Documentation CD-ROM contains alibrary of product information from Cisco

Systems which is stored in Hypertext Markup Language (HTML). Y ou use Verity Mosaic to look at this
information. Y ou can also use Verity Mosaic to browse the World Wide Web.

Cisco Connection Documentation CD-ROM User
Interface

This section describes some of the important features of the Cisco Connection Documentation CD-ROM
user interface. These features include the toolbar, the navigation bar, the status message area, and the
document button bar. These features make it easy to find your way around Cisco Connection
Documentation CD-ROM.

Toolbar

Toolbar buttons provide quick access to frequently used menu commands:

s

lalicliel EEEE EE R E

For a description of atoolbar button, place the cursor over the button and note the description that is
displayed in the Status Message Area. To activate the function, click on the mouse button.

To turn off the toolbar, select Preferences from the Edit menu, then clear the Show Toolbar check box.

Document Button Bar
Y ou click on the document button bar, which is displayed at the top and bottom of all documents, to

navigate through Cisco Connection Documentation CD-ROM relative to the document that is currently
being viewed.
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The Cisco Connection Documentation CD-ROM Home button takes you to the home page for Cisco
Connection Documentation CD-ROM (the first page displayed when you launch Cisco Connection
Documentation CD-ROM).

The Table of Contents button displays the table of contents that contains a reference to the current
document. If you are in a chapter of abook, this button will transfer you to the table of contents for that
book. If you arein atable of contents, you will be transferred to a higher level table of contents.

The Previous Chapter and Next Chapter buttons transfer you to the previous or next chapter in the
document you are looking at.

The Cisco Connection Documentation CD-ROM Help button displays the context-sensitive help facility
for Cisco Connection Documentation CD-ROM.

The Cisco Connection Documentation CD-ROM Search button transfers you to the multidocument
search facility of Cisco Connection Documentation CD-ROM. (See the section " Searching Multiple

Documents' later in this document.)

The CCO Search button allows you to search the Cisco Connection Online (CCO) database for a
particular word or phrase.

Navigating Cisco Connection Documentation
CD-ROM

Cisco Connection Documentation CD-ROM is a series of interconnected documents that you navigate by
clicking on hypertext links and using the navigation tools---the toolbar, the navigation bar, and the
document button bar. In addition, Cisco Connection Documentation CD-ROM offers a powerful search
facility to allow you to jump directly to the information that interests you.

Cisco Connection Documentation CD-ROM also provides several ways to return to documents that you
have previously looked at. A history facility alows you to keep track of the documents that you have
looked at in the last 60 days and look at them again. Y ou can also save the location of documents that
you reference regularly through hypertext links in a hotlist.

Hypertext Links

When entriesin atable of contents or within adocument are underlined, they are hypertext links, which
means that clicking on the underlined text will display the linked text.
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Table of Contents

If you are viewing a document but the section you want is not displayed, select the Table of Contents
button from the document button bar (located at the top and bottom of each document) to look at an
outline of the document. Click on the title of interest, and jump to the information you need.

lllustrations

A small version of each illustration in documents is displayed within the text. If you have Adobe Acrobat
Reader installed and configured (see the section " Adobe Acrobat Reader" earlier in this booklet),
double-click on theillustration to see a higher resolution, scalable, version of theillustration in its own
window.

Tables

Tables are displayed as monospaced text within documents. If you have Adobe Acrobat Reader installed
and configured ( see the section "Adobe Acrobat Reader" earlier in this booklet), click on the table icon

that immediately precedes the table to see aformatted version of the table.

Searching Documents

Y ou can search the current document for aword or phrase, or you can search multiple documents.

Searching the Current Document

Use the Find command to search a document for a specific word or phrase, as follows:
1. Select Find from the Edit menu.

2. Enter the text you want to find in the Text to Find field.
To find text with specific capitalization, check the Match Case box. To start searching from the
beginning of the document, check the Start From Top box.

3. Click on the Find button. If the text isfound, it is highlighted. If the text is not found, an error
message is displayed.

4. Click on the Repeat Previous Find button in the toolbar to find the next occurrence of the same
text.

Searching Multiple Documents
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Y ou can also search for text in multiple documents.

Note Y ou must click on the Launch Topic WebAgents button in the toolbar to launch the Topic
WebA gents application before you can execute a search across multiple documents. The Topic
WebA gents application runsin the background and enables Verity Mosaic to search across multiple
documents.

1. Click on the Cisco Connection Documentation CD-ROM Search button on the document button
bar.

2. Enter the search string in the input area. The simplest search string is a single word consisting of
alphanumeric characters. If you wish to use special characters, then your word should be enclosed
in quotes. For example, if you wanted to search for information about the AGS+, you would type:
"AGSH+"

Searches can be performed on a single group of words or phrases. Groups of words must be
seperated by acomma (,). Thisworks similar to an AND function in the search engine. For
example, let's say you type:

7000,memory

Thiswill tell the search engine to look for the words "7000" AND "memory", regardless of where
they occur in a document. However, if you type:

7000 memory

Thiswill be interpreted as a phrase. The search engine will then look for the phrase 7000
memory". If these words are contained in a document but do not appear together, the document
will not be found in this type of search.

An example of using multiple keywords with special characters would be to type:

"AGS+", MCI

Boolean Commands

The search engine can accept arich set of commands, although in most cases, the examples
provided above will suffice. The search engine will aso accept boolean commands such as AND
and OR. These must be enclosed in angle brackets For example:

2500 <AND> RSRB

will look for documents containing both "2500" and "RSRB", but not necessarily together in the
same phrase. In addition:

2500 <OR> RSRB

will look for documents containing either "2500" or "RSRB".

Stemming

The search engine can also interpret stemming. Stemming is defined by using asingle quote. This
means that you can type aroot word such as:

‘config'

and the search engine will search for words beginning with "config," such as "configure”,
"configuring” and "configuration". Y ou can use stemming words in combinations with other words
and phrases to narrow your search in an intelligent manner. For example, by typing:

‘config’, Cisco 4000

you can tell the search engine to find all documents containing “configure”, "
"configuration" along with the phrase " Cisco 4000".

3. Check the appropriate boxes to define the scope of your search. Y ou can choose to search all of

configuring", or
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Cisco Connection Documentation CD-ROM or you can select subsets of the data from the list
displayed. Y ou can select multiple subsets for your search.

4. Click on the Search button to execute the search and display alist of hypertext links to the search
hits.

5. Click on anitemin the search hit list to display the document.

6. Click on the buttons at the right of the toolbar to move to the next or previous search hit in the
current document.

When you click on the "Search" button, the search engine will scan the data you have specified and
generate a weighted list of documents that include the words or phrases provided. The weighting isa
score of how close the engine thinks the document will fit your request. Thisis based on alarge number
of factors that include the number of times the words or phrases appeared in the document, if they
appeared in thetitle of the document, and how close they were to each other within the document.

The Search Results page also provides hyperlinks to the documents found, listed by title or subject. After
the subject, you will see the size of the document.

Adobe Acrobat Reader

In order to view the scalable Portable Document Format (PDF) versions of graphics and tables on Cisco
Connection Documentation CD-ROM, you need to have Adobe Acrobat Reader configured as a helper
application of Verity Mosaic. The Adobe Acrobat Reader installer is copied to the same location as the
Cisco Connection Documentation CD-ROM applications on the Macintosh, Windows, SunOS, and
Solaris platforms when you install Cisco Connection Documentation CD-ROM. Run the Adobe Acrobat
Reader installer to install the application and associated files onto your hard disk.

Configuring Adobe Acrobat Reader as a Helper Application

Verity Mosaic can display HTML and text documents, JPEG and GIF images, and AU and AlFF sound
files. Y ou can add support for other types of files by configuring a helper application. For instructions on
configuring a helper application, refer to the Verity Mosaic help facility by clicking on the Help button in
the toolbar. (See the section "Toolbar" later in this booklet.)

Each platform requires different information to configure helper applications. Some or all of the
information in the following table may be needed to configure Verity Mosaic to use Adobe Acrobat
Reader to read PDF files.

Type of Information [Data
Description PDF files
MIME type application/pdf
Suffix pdf

Encoding Binary
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Helper application  |Select the location of the Adobe Acrobat Reader application
Action Use a helper application
Type PDF
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Preface

Data communications technologies are evolving and expanding at an unparalleled rate. The growthin
demand for Internet access and intranet services continues to fuel rapid technical adaptation by both
implementers and developers. Unfortunately, creating an information resource such asthe
Internetworking Technology Overview requires a certain recognition by its authors that some
information is likely to be obsolete the day it appears in print.

The authors of Internetworking Technologies Handbook approached its devel opment with a commitment
to hel ping readers make informed technology decisions and develop a keen awareness of this dilemma.
We hope that thisfirst release is a step in the correct direction, and that, together with other books
planned for the Cisco Press program, you will be able to identify technologies that will accommodate
working network solutions as your requirements change.

This chapter discusses the objectives, intended audiences, and overall organization of the
Internetworking Technology Overview, Second Edition.

Document Objectives

This publication provides technical information addressing Cisco-supported internetworking
technologies. It is designed for use in conjunction with other Cisco documents or as a stand-alone
reference.

The Internetworking Technology Overview is not intended to provide all possible information on the
included technologies. Because a primary goal of this publication isto help network administrators
configure Cisco products, the publication emphasizes Cisco-supported technol ogies; however, inclusion
of atechnology in this publication does not necessarily imply Cisco support for that technology.
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Audience

The Inter networking Technology Overview is written for anyone who wants to understand
internetworking. Cisco anticipates that most readers will use the information in this publication to assess
the applicability of specific technologies for their environments.

Organization

This publication is divided into eight parts. Each part is concerned with introductory material or a magjor
area of internetworking technology and comprises chapters describing related tasks or functions.

« Part 1, "Introduction to Internetworking" presents concepts basic to the understanding of
internetworking and network management.

« Part 2,"LAN Protocols," describes standard protocols used for accessing network physical media.

o Part 3,"WAN Technologies" describes standard protocols used to implement wide-area
networking.

« Part 4, "Bridging and Switching," describes protocols and technologies used to provide Layer 2
connectivity between subnetworks.

o Part 5, "Network Protocols," describes standard networking protocol stacks that can be routed
through an internetwork.

« Part 6, "Routing Protocols," describes protocols used to route information through an internetwork.

o Part 7, "Internet Access Technologies' describes security network caching technologies and
directory services.

« Part 8, "Network Management,” describes the architecture and operation of common network
management implementations.

Acknowledgments

This book was written as a collaborative effort. It represents several years of information compilation and
the integration of information products developed by Cisco Documentation devel opers. Principal authors
for this publication were Merilee Ford, H. Kim Lew, Steve Spanier, and Tim Stevenson. During the last
process of consolidation, Kevin Downes contributed to integrating the material into this product.

The authors want to acknowledge the many contributions of Cisco subject-matter experts for their
participation in reviewing material and providing insights into the technologies presented here. Folks
who added to this compilation include Priscilla Oppenheimer, Aviva Garrett, Steve Lin, Mangj
Leelanivas, Kent Leung, Dave Stine, Ronnie Kon, Dino Farinacci, Fred Baker, Kris Thompson, Jeffrey
Johnson, George Abe, Y akov Rekhter, Abbas Masnavi, Alan Marcus, Laura Fay, Anthony Alles, David
Benham, Debra Gotelli, Ed Chapman, Bill Erdman, Tom Keenan, Soni Jiandani, and Derek Y eung,
among a number of other Cisco contributors. The authors appreciate the time and critical reviews each of
these participants provided in helping to devel op the source material for the Internetworking

Technol ogies Handbook, Second Edition.

This publication borrows liberally from publications and training products previously developed by
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Cisco Systems. In particular, the Internetworking Technology Overview publication and the Cisco
Connection Training multimedia CD-ROM provided the foundation from which this compilation was
derived.

Document Conventions

In this publication, the following conventions are used:
« Commands and keywords are in boldface.
« New, important terms are italicized when accompanied by a definition or discussion of the term.

Note Means reader take note. Notes contain helpful suggestions or references to materials not contained
in this manual.
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Standar ds Or ganizations

Internetworking Basics

This chapter works with the next six chapters to act as afoundation for the technology discussions that
follow. In this chapter, some fundamental concepts and terms used in the evolving language of
internetworking are addressed. In the same way that this book provides afoundation for understanding
modern networking, this chapter summarizes some common themes presented throughout the remainder
of this book. Topicsinclude flow control, error checking, and multiplexing, but this chapter focuses
mainly on mapping the Open Systems Interconnect (OS) model to networking/internetworking functions
and summarizing the genera nature of addressing schemes within the context of the OSI model.

What is an Internetwork?

Aninternetwork is a collection of individual networks, connected by intermediate networking devices,
that functions as a single large network. Internetworking refersto the industry, products, and procedures
that meet the challenge of creating and administering internetworks. Figure 1-1 illustrates some different
kinds of network technologies that can be interconnected by routers and other networking devices to
create an internetwork:

Figure 1-1: Different network technologies can be connected to create an inter networKk.

History of Internetworking

Thefirst networks were time-sharing networks that used mainframes and attached terminals. Such
environments were implemented by both IBM's System Network Architecture (SNA) and Digital's
network architecture.
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Local area networks (LANS) evolved around the PC revolution. LANSs enabled multiple usersin a
relatively small geographical areato exchange files and messages, as well as access shared resources
such asfile servers.

Wide- area networks (WANS) interconnect LANSs across normal telephone lines (and other media),
thereby interconnecting geographically dispersed users.

Today, high-speed LANSs and switched internetworks are becoming widely used, largely because they
operate at very high speeds and support such high-bandwidth applications as voice and
videoconferencing.

Internetworking evolved as a solution to three key problems: isolated L ANSs, duplication of resources,
and alack of network management. Isolated LANS made el ectronic communication between different
offices or departments impossible. Duplication of resources meant that the same hardware and software
had to be supplied to each office or department, as did a separate support staff. This lack of network
management meant that no centralized method of managing and troubleshooting networks existed.

Internetworking Challenges

Implementing a functional internetwork is no ssmple task. Many challenges must be faced, especially in
the areas of connectivity, reliability, network management, and flexibility. Each areaiskey in
establishing an efficient and effective internetwork.

The challenge when connecting various systems is to support communication between disparate
technologies. Different sites, for example, may use different types of media, or they might operate at
varying speeds.

Another essential consideration, reliable service, must be maintained in any internetwork. Individual
users and entire organizations depend on consistent, reliable access to network resources.

Furthermore, network management must provide centralized support and troubleshooting capabilitiesin
an internetwork. Configuration, security, performance, and other issues must be adequately addressed for
the internetwork to function smoothly.

Flexibility, the final concern, is necessary for network expansion and new applications and services,
among other factors.

Open Systems Interconnection (OSI) Reference
Model

The Open Systems Interconnection (OSl) reference model describes how information from a software
application in one computer moves through a network medium to a software application in another
computer. The OSI reference model is a conceptual model composed of seven layers, each specifying
particular network functions. The model was developed by the International Organization for
Standardization (1SO) in 1984, and it is now considered the primary architectural model for
intercomputer communications. The OSI model divides the tasks involved with moving information
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between networked computers into seven smaller, more manageable task groups. A task or group of tasks
Is then assigned to each of the seven OSI layers. Each layer is reasonably self-contained, so that the tasks
assigned to each layer can be implemented independently. This enables the solutions offered by one layer
to be updated without adversely affecting the other layers.

The following list details the seven layers of the Open System Interconnection (OSl) reference model:
o Layer 7—Application layer
o Layer 6—Presentation layer
o Layer 5—Session layer
o Layer 4—Transport layer
o Layer 3—Network layer
o Layer 2—DataLink layer
o Layer 1—Physical layer

Figure 1-2 illustrates the seven-layer OS| reference model.

Figure 1-2: The OSI reference model contains seven independent layers.
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Characteristics of the OSI Layers

The seven layers of the OS| reference model can be divided into two categories: upper layers and lower
layers.

The upper layers of the OSI model deal with application issues and generally are implemented only in
software. The highest layer, application, is closest to the end user. Both users and application-layer
processes interact with software applications that contain a communications component. The term upper
layer is sometimes used to refer to any layer above another layer in the OSI model.

The lower layers of the OSI model handle data transport issues. The physical layer and datalink layer are
implemented in hardware and software. The other lower layers generally are implemented only in
software. The lowest layer, the physical layer, is closest to the physical network medium (the network
cabling, for example) , and is responsible for actually placing information on the medium.

Figure 1-3 illustrates the division between the upper and lower OSl layers.
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Figure 1-3: Two setsof layersmake up the OSl layers.
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Protocols

The OSI model provides a conceptual framework for communication between computers, but the model
itself is not amethod of communication. Actual communication is made possible by using
communication protocols. In the context of data networking, a protocol is aformal set of rules and
conventions that governs how computers exchange information over a network medium. A protocol
implements the functions of one or more of the OSI layers. A wide variety of communication protocols
exist, but all tend to fall into one of the following groups. LAN protocols, WAN protocols, network
protocols, and routing protocols. LAN protocols operate at the network and data link layers of the OS|
model and define communication over the various LAN media. WAN protocols operate at the lowest
three layers of the OSI model and define communication over the various wide-area media. Routing
protocols are network-layer protocols that are responsible for path determination and traffic switching.
Finally, network protocols are the various upper-layer protocols that exist in a given protocol suite.

OSI| Model and Communication Between Systems

Information being transferred from a software application in one computer system to a software
application in another must pass through each of the OSl layers. If, for example, a software application in
System A has information to transmit to a software application in System B, the application program in
System A will passits information to the application layer (Layer 7) of System A. The application layer
then passes the information to the presentation layer (Layer 6), which relays the data to the session layer
(Layer 5), and so on down to the physical layer (Layer 1). At the physical layer, the information is placed
on the physical network medium and is sent across the medium to System B.The physical layer of
System B removes the information from the physical medium, and then its physical layer passes the
information up to the data link layer (Layer 2), which passesit to the network layer (Layer 3), and so on
until it reaches the application layer (Layer 7) of System B. Finally, the application layer of System B
passes the information to the recipient application program to compl ete the communication process.

Interaction Between OSI Model Layers
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A given layer in the OSI layers generally communicates with three other OSI layers: the layer directly
above it, the layer directly below it, and its peer layer in other networked computer systems. The data
link layer in System A, for example, communicates with the network layer of System A, the physical
layer of System A, and the data link layer in System B. Figure 1-4 illustrates this example.

Figure 1-4: OSl model layerscommunicate with other layers.
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OSl-Layer Services

One OSI layer communicates with another layer to make use of the services provided by the second
layer. The services provided by adjacent layers help a given OS| layer communicate with its peer layer in
other computer systems. Three basic elements are involved in layer services. the service user, the service
provider, and the service access point (SAP).

In this context, the service user isthe OSI layer that requests services from an adjacent OSl layer. The
service provider isthe OSl layer that provides servicesto service users. OSl layers can provide services
to multiple service users. The SAP is a conceptual location at which one OSI layer can request the
services of another OSI layer.

Figure 1-5 illustrates how these three elements interact at the network and data link layers.

Figure 1-5: Service users, providers, and SAPsinteract at the network and data link layers.
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OSI Model Layers and Information Exchange

The seven OSI layers use various forms of control information to communicate with their peer layersin
other computer systems. This control information consists of specific requests and instructions that are
exchanged between peer OS| layers.

Control information typically takes one of two forms: headers and trailers. Headers are prepended to data
that has been passed down from upper layers.Trailers are appended to data that has been passed down
from upper layers. An OSl layer isnot required to attach a header or trailer to data from upper layers.

Headers, trailers, and data are relative concepts, depending on the layer that analyzes the information
unit. At the network layer, an information unit, for example, consists of a Layer 3 header and data. At the
datalink layer, however, all the information passed down by the network layer (the Layer 3 header and
the data) is treated as data.

In other words, the data portion of an information unit at agiven OSI layer potentially can contain
headers, trailers, and datafrom all the higher layers. Thisis known as encapsulation.Figure 1-6 shows

how the header and data from one layer are encapsulated into the header of the next lowest layer.

Figure 1-6: Header s and data can be encapsulated during infor mation exchange.
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Information Exchange Process

The information exchange process occurs between peer OSl layers. Each layer in the source system adds
control information to data and each layer in the destination system analyzes and removes the control
information from that data.

If System A has data from a software application to send to System B, the data is passed to the
application layer. The application layer in System A then communicates any control information required
by the application layer in System B The prepending a header to the data. The resulting information unit
(aheader and the data) is passed to the presentation layer, which prepends its own header containing
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control information intended for the presentation layer in System B. The information unit growsin size
as each layer prepends its own header (and in some cases atrailer) that contains control information to be
used by its peer layer in System B. At the physical layer, the entire information unit is placed onto the
network medium.

The physical layer in System B receives the information unit and passes it to the data link layer. The data
link layer in System B then reads the control information contained in the header prepended by the data
link layer in System A. The header is then removed, and the remainder of the information unit is passed
to the network layer. Each layer performs the same actions: The layer reads the header from its peer
layer, stripsit off, and passes the remaining information unit to the next highest layer. After the
application layer performs these actions, the datais passed to the recipient software application in System
B, in exactly the form in which it was transmitted by the application in

System A.

OSI Model Physical Layer

The physical layer defines the electrical, mechanical, procedural, and functional specifications for
activating, maintaining, and deactivating the physical link between communicating network systems.
Physical layer specifications define characteristics such as voltage levels, timing of voltage changes,
physical data rates, maximum transmission distances, and physical connectors. Physical-layer
implementations can be categorized as either LAN or WAN specifications. Figure 1-7 illustrates some
common LAN and WAN physical-layer implementations.

Figure 1-7: Physical-layer implementations can be LAN or WAN specifications.
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OSI Model Data Link Layer

The datalink layer providesreliable transit of data across a physical network link. Different data link
layer specifications define different network and protocol characteristics, including physical addressing,
network topology, error notification, sequencing of frames, and flow control. Physical addressing (as
opposed to network addressing) defines how devices are addressed at the data link layer. Network
topology consists of the data link layer specifications that often define how devices are to be physically
connected, such asin abus or aring topology. Error notification alerts upper-layer protocols that a
transmission error has occurred, and the sequencing of data frames reorders frames that are transmitted
out of sequence. Finaly, flow control moderates the transmission of data so that the receiving deviceis
not overwhelmed with more traffic than it can handle at one time.

The Institute of Electrical and Electronics Engineers (IEEE) has subdivided the data link layer into two
sublayers. Logical Link Control (LLC) and Media Access Control (MAC). Figure 1-8 illustrates the

| EEE sublayers of the data link layer.

Figure 1-8: The data link layer containstwo sublayers.
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The Logical Link Control (LLC) sublayer of the data link layer manages communications between
devices over asingle link of anetwork. LLC is defined in the IEEE 802.2 specification and supports both
connectionless and connection-oriented services used by higher-layer protocols. |EEE 802.2 defines a
number of fieldsin datalink layer frames that enable multiple higher-layer protocols to share asingle
physical datalink. The Media Access Control (MAC) sublayer of the datalink layer manages protocol
access to the physical network medium. The IEEE MAC specification defines MAC addresses, which
enable multiple devices to uniquely identify one another at the data link layer.

OSI Model Network Layer

The network layer provides routing and related functions that enable multiple data links to be combined
into an internetwork. Thisis accomplished by the logical addressing (as opposed to the physical
addressing) of devices. The network layer supports both connection-oriented and connectionless service
from higher-layer protocols. Network-layer protocols typically are routing protocols, but other types of
protocols are implemented at the network layer as well. Some common routing protocols include Border
Gateway Protocol (BGP), an Internet interdomain routing protocol; Open Shortest Path First (OSPF), a
link-state, interior gateway protocol developed for use in TCP/IP networks; and Routing Information
Protocol (RIP), an Internet routing protocol that uses hop count as its metric.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/introint.htm (9 of 22) [12/13/2000 9:47:08 PM]



Introduction to Internet

OSI Model Transport Layer

The transport layer implements reliable internetwork data transport services that are transparent to upper
layers. Transport-layer functions typically include flow control, multiplexing, virtual circuit
management, and error checking and recovery.

Flow control manages data transmission between devices so that the transmitting device does not send
more data than the receiving device can process. Multiplexing enables data from several applications to
be transmitted onto a single physical link. Virtual circuits are established, maintained, and terminated by
the transport layer. Error checking involves creating various mechanisms for detecting transmission
errors, while error recovery involves taking an action, such as requesting that data be retransmitted, to
resolve any errors that occur.

Some transport-layer implementations include Transmission Control Protocol, Name Binding Protocol,
and OSI transport protocols. Transmission Control Protocol (TCP) is the protocol in the TCP/IP suite that
provides reliable transmission of data. Name Binding Protocol (NBP) is the protocol that associates
AppleTak names with addresses. OSI transport protocols are a series of transport protocolsin the OS|
protocol suite.

OSI Model Session Layer

The session layer establishes, manages, and terminates communication sessions between presentation
layer entities. Communication sessions consist of service requests and service responses that occur
between applications located in different network devices. These requests and responses are coordinated
by protocols implemented at the session layer. Some examples of session-layer implementations include
Zone Information Protocol (ZIP), the AppleTalk protocol that coordinates the name binding process; and
Session Control Protocol (SCP), the DECnet Phase |V session-layer protocol.

OSI Model Presentation Layer

The presentation layer provides avariety of coding and conversion functions that are applied to
application layer data. These functions ensure that information sent from the application layer of one
system will be readable by the application layer of another system. Some examples of presentation-layer
coding and conversion schemes include common data representation formats, conversion of character
representation formats, common data compression schemes, and common data encryption schemes.

Common data representation formats, or the use of standard image, sound, and video formats, enable the
interchange of application data between different types of computer systems. Conversion schemes are
used to exchange information with systems by using different text and data representations, such as
EBCDIC and ASCII. Standard data compression schemes enable data that is compressed at the source
device to be properly decompressed at the destination. Standard data encryption schemes enable data
encrypted at the source device to be properly deciphered at the destination.

Presentation-layer implementations are not typically associated with a particular protocol stack. Some
well-known standards for video include QuickTime and Mation Picture Experts Group (MPEG).
QuickTimeis an Apple Computer specification for video and audio, and MPEG is a standard for video
compression and coding.
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Among the well-known graphic image formats are Graphics Interchange Format (GIF), Joint
Photographic Experts Group (JPEG), and Tagged Image File Format (TIFF). GIF isastandard for
compressing and coding graphic images. JPEG is another compression and coding standard for graphic
Images, and TIFF is a standard coding format for graphic images.

OSI Model Application Layer

The application layer isthe OSI layer closest to the end user, which means that both the OSI application
layer and the user interact directly with the software application.

This layer interacts with software applications that implement a communicating component. Such
application programs fall outside the scope of the OSI model. Application-layer functions typically
include identifying communication partners, determining resource availability, and synchronizing
communication.

When identifying communication partners, the application layer determines the identity and availability
of communication partners for an application with data to transmit. When determining resource
availahility, the application layer must decide whether sufficient network resources for the requested
communication exist. In synchronizing communication, all communication between applications requires
cooperation that is managed by the application layer.

Two key types of application-layer implementations are TCP/IP applications and OSl applications.
TCP/IP applications are protocols, such as Telnet, File Transfer Protocol (FTP),and Simple Mail Transfer
Protocol (SMTP), that exist in the Internet Protocol suite. OSI applications are protocols, such as File
Transfer, Access, and Management (FTAM), Virtual Terminal Protocol (VTP), and Common
Management Information Protocol (CMIP), that exist in the OSI suite.

Information Formats

The data and control information that is transmitted through internetworks takes a wide variety of forms.
The terms used to refer to these information formats are not used consistently in the internetworking
industry but sometimes are used interchangeably. Common information formats include frame, packet,
datagram, segment, message, cell, and data unit.

A frameis an information unit whose source and destination are data link layer entities. A frameis
composed of the data-link layer header (and possibly atrailer) and upper-layer data. The header and
trailer contain control information intended for the data-link layer entity in the destination system. Data
from upper-layer entitiesis encapsulated in the data-link layer header and trailer. Figure 1-9 illustrates

the basic components of adata-link layer frame.

Figure 1-9: Data from upper-layer entities makes up the datalink layer frame.
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A packet is an information unit whose source and destination are network-layer entities. A packet is
composed of the network-layer header (and possibly atrailer) and upper-layer data. The header and
trailer contain control information intended for the network-layer entity in the destination system. Data
from upper-layer entitiesis encapsulated in the network-layer header and trailer. Figure 1-10 illustrates

the basic components of a network-layer packet.
Figure 1-10: Three basic components make up a network-layer packet.
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The term datagram usually refers to an information unit whose source and destination are network-layer
entities that use connectionless network service.

The term segment usually refers to an information unit whose source and destination are transport-layer
entities.

A message is an information unit whose source and destination entities exist above the network layer
(often the application layer).

A cdll isan information unit of afixed size whose source and destination are data-link layer entities.
Cells are used in switched environments, such as Asynchronous Transfer Mode (ATM) and Switched
Multimegabit Data Service (SMDS) networks. A cell is composed of the header and payload. The header
contains control information intended for the destination data-link layer entity and istypically 5 bytes
long. The payload contains upper-layer data that is encapsulated in the cell header and istypically 48
bytes long.

The length of the header and the payload fields always are exactly the same for each cell. Figure 1-11
depicts the components of atypical cell.

Figure 1-11: Two components make up a typical cell.
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Data unit isageneric term that refers to a variety of information units. Some common data units are
service data units (SDUSs), protocol data units, and bridge protocol data units (BPDUSs). SDUs are
information units from upper-layer protocols that define a service request to alower-layer protocol. PDU
is OSI terminology for a packet. BPDUs are used by the spanning-tree algorithm as hello messages.

ISO Hierarchy of Networks

Large networks typically are organized as hierarchies. A hierarchical organization provides such
advantages as ease of management, flexibility, and areduction in unnecessary traffic. Thus, the
International Organization for Standardization (1SO) has adopted a number of terminology conventions
for addressing network entities. Key terms, defined in this section, include end system (ES), intermediate
system (1S), area, and autonomous system (AYS).

An ESisanetwork device that does not perform routing or other traffic-forwarding functions. Typical
ESsinclude such devices as terminals, personal computers, and printers. An IS is a network device that
performs routing or other traffic-forwarding functions. Typical |Ss include such devices as routers,
switches, and bridges. Two types of IS networks exist: intradomain IS and interdomain IS. An
intradomain 1S communi cates within a single autonomous system, while an interdomain IS
communicates within and between autonomous systems. An area isalogica group of network segments
and their attached devices. Areas are subdivisions of autonomous systems (ASs). An ASisacollection of
networks under a common administration that share a common routing strategy. Autonomous systems
are subdivided into areas, and an AS is sometimes called a domain. Figure 1-12illustrates a hierarchical

network and its components.

Figure 1-12: A hierarchical network contains numer ous components.
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Connection-Oriented and Connectionless Network
Services

In general, networking protocols and the data traffic that they support can be characterized as being
either connection-oriented or connectionless. In brief, connection-oriented data handling involves using a
specific path that is established for the duration of a connection. Connectionless data handling involves
passing data through a permanently established connection.

Connection-oriented service involves three phases: connection establishment, data transfer, and
connection termination.

During the connection-establishment phase, a single path between the source and destination systemsis
determined. Network resources typically are reserved at this time to ensure a consistent grade of service,
such as a guaranteed throughput rate.

In the data-transfer phase, datais transmitted sequentially over the path that has been established. Data
always arrives at the destination system in the order in which it was sent.

During the connection-termination phase, an established connection that is no longer needed is
terminated. Further communication between the source and destination systems requires that a new
connection be established.

Connection-oriented network service carries two significant disadvantages over connectionless,
static-path selection and the static reservation of network resources. Static-path selection can create
difficulty because all traffic must travel along the same static path. A failure anywhere along that path
causes the connection to fail. Static reservation of network resources causes difficulty because it requires
a guaranteed rate of throughput and, thus, a commitment of resources that other network users cannot
share. Unless the connection uses full, uninterrupted throughput, bandwidth is not used efficiently.

Connection-oriented services, however, are useful for transmitting data from applications that don't
tolerate delays and packet resequencing. Voice and video applications are typically based on
connection-oriented services.

As another disadvantage, connectionless network service does not predetermine the path from the source
to the destination system, nor are packet sequencing, data throughput, and other network resources
guaranteed. Each packet must be completely addressed because different paths through the network may
be selected for different packets, based on a variety of influences. Each packet is transmitted
independently by the source system and is handled independently by intermediate network devices.

Connectionless service, however, offers two important advantages over connection-oriented service:
dynamic-path selection and dynamic-bandwidth allocation. Dynamic-path selection enables traffic to be
routed around network failures because paths are selected on a packet-by-packet basis. With
dynamic-bandwidth allocation, bandwidth is used more efficiently because network resources are not
allocated a bandwidth that they will not use.

Connectionless services are useful for transmitting data from applications that can tolerate some delay
and resequencing. Data-based applications typically are based on connectionless service.
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Internetwork Addressing

Internetwork addresses identify devices separately or as members of a group. Addressing schemes vary
depending on the protocol family and the OSI layer. Three types of internetwork addresses are
commonly used: datalink layer addresses, Media Access Control (MAC) addresses, and network-layer
addresses.

Data Link Layer

A datalink-layer address uniquely identifies each physical network connection of a network device.
Data-link addresses sometimes are referred to as physical or hardware addresses. Data-link addresses
usually exist within aflat address space and have a pre-established and typically fixed relationship to a
specific device.

End systems generally have only one physical network connection, and thus have only one data-link
address. Routers and other internetworking devices typically have multiple physical network connections
and therefore also have multiple data-link addresses. Figure 1-13 illustrates how each interface on a

deviceisuniquely identified by a data-link address.

Figure 1-13: Each interface on a deviceisuniquely identified by a data-link address.
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MAC Addresses

Media Access Control (MAC) addresses consist of a subset of data link-layer addresses. MAC addresses
identify network entitiesin LANSs that implement the IEEE MAC addresses of the datalink layer. As
with most data-link addresses, MAC addresses are unique for each LAN interface. Figure 1-14 illustrates

the relationship between MAC addresses, data-link addresses, and the | EEE sublayers of the data link
layer.
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Figure 1-14: MAC addresses, data-link addresses, and the | EEE sublayer s of the data-link layer
areall related.

L
Sublayar
....... Lrata Link
BOraEsas
MAC WA
Sublayer Addresses
1
— -

MAC addresses are 48 bitsin length and are expressed as 12 hexadecimal digits. The first 6 hexadecimal
digits, which are administered by the |EEE, identify the manufacturer or vendor and thus comprise the
Organizational Unique Identifier (OUI). The last 6 hexadecimal digits comprise the interface serial
number, or another value administered by the specific vendor. MAC addresses sometimes are called
burned-in addresses (Bl As) because they are burned into read-only memory (ROM) and are copied into
random-access memory (RAM) when the interface card initializes. Figure 1-15 illustrates the MAC

address format. .

Figure 1-15: The MAC address contains a unique format of hexadecimal digits.
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Different protocol suites use different methods for determining the MAC address of adevice. The
following three methods are used most often. Address Resolution Protocol (ARP) maps network
addresses to MAC addresses. Hello protocol enables network devices to learn the MA C addresses of
other network devices. MAC addresses are either embedded in the network-layer address or are
generated by an algorithm.

Address resolution is the process of mapping network addresses to Media Access Control (MAC)
addresses. This process is accomplished by using the ARP, which isimplemented by many protocol
suites.When a network address is successfully associated with aMAC address, the network device stores
the information in the ARP cache. The ARP cache enables devices to send traffic to a destination without
creating ARP traffic because the MAC address of the destination is already known.

The process of address resolution differs slightly, depending on the network environment. Address
resolution on asingle LAN begins when End System A broadcasts an ARP request onto the LAN in an
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attempt to learn the MAC address of End System B. The broadcast is received and processed by all
devices on the LAN, although only End System B replies to the ARP request by sending an ARP reply
containing its MAC address to End System A. End System A receives the reply and savesthe MAC
address of End System B in its ARP cache. (The ARP cache is where network addresses are associated
with MAC addresses.)Whenever End System A must communicate with End System B, it checks the
ARP cache, finds the MAC address of System B, and sends the frame directly without first having to use
an ARP request.

Address resolution works differently, however, when source and destination devices are attached to
different LANsthat are interconnected by arouter. End System Y broadcasts an ARP request onto the
LAN in an attempt to learn the MAC address of End System Z. The broadcast is received and processed
by all devices onthe LAN, including Router X, which acts as a proxy for End System Z by checking its
routing table to determine that End System Z is located on a different LAN. Router X then repliesto the
ARP request from End System Y, sending an ARP reply containing its own MAC address asiif it
belonged to End System Z. End System Y receives the ARP reply and saves the MAC address of Router
X inits ARP cachein the entry for End System Z. When End System Y must communicate with End
System Z, it checks the ARP cache, finds the MAC address of Router X, and sends the frame directly
without using ARP requests. Router X receives the traffic from End System Y and forwardsit to End
System Z on the other LAN.

The Hello protocoal is a network-layer protocol that enables network devices to identify one another and
indicate that they are still functional. When a new end system powers up, for example, it broadcasts
Hello messages onto the network. Devices on the network then return Hello replies, and Hello messages
are also sent at specific intervals to indicate that they are still functional. Network devices can learn the
MAC addresses of other devices by examining Hello-protocol packets.

Three protocols use predictable MAC addresses. In these protocol suites, MAC addresses are predictable
because the network layer either embeds the MAC address in the network-layer address or uses an
algorithm to determine the MAC address. The three protocols are Xerox Network Systems (XNS),
Novell Internetwork Packet Exchange (IPX), and DECnet Phase V.

Network-Layer Addresses

A network-layer address identifies an entity at the network layer of the OSI layers. Network addresses
usually exist within a hierarchical address space and sometimes are called virtual or logical addresses.

The relationship between a network address and adeviceislogical and unfixed; it typically is based
either on physical network characteristics (the device is on a particular network segment) or on groupings
that have no physical basis (the device is part of an AppleTalk zone). End systems require one
network-layer address for each network-layer protocol they support. (This assumes that the device has
only one physical network connection.) Routers and other internetworking devices require one
network-layer address per physical network connection for each network-layer protocol supported. A
router, for example, with three interfaces each running AppleTak, TCP/IP, and OSI must have three
network-layer addresses for each interface. The router therefore has nine network-layer addresses. Figure
1-16 illustrates how each network interface must be assigned a network address for each protocol

supported.
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Figure 1-16: Each network interface must be assigned a network addressfor each protocol
supported.
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Hierarchical Versus Flat Address Space

Internetwork address space typically takes one of two forms: hierarchical address space or flat address
space. A hierarchical address space is organized into numerous subgroups, each successively narrowing
an address until it points to asingle device (in amanner similar to street addresses). A flat address space
Is organized into asingle group (in amanner similar to U.S. Socia Security numbers).

Hierarchical addressing offers certain advantages over flat-addressing schemes. Address sorting and
recall is simplified through the use of comparison operations. Ireland, for example, in a street address
eliminates any other country as a possible location. Figure 1-17 illustrates the difference between

hierarchical and flat-address spaces.

Figure 1-17: Hierarchical and flat address spaces differ in comparison oper ations.
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Address Assignments

Addresses are assigned to devices as one of three types:. static, dynamic, or server addresses. Satic
addresses are assigned by a network administrator according to a preconceived internetwork addressing
plan. A static address does not change until the network administrator manually changesit. Dynamic
addresses are obtained by devices when they attach to a network, by means of some protocol-specific
process. A device using a dynamic address often has a different address each time it connectsto the
network. Addresses assigned by a server are given to devices as they connect to the network.
Server-assigned addresses are recycled for reuse as devices disconnect. A deviceistherefore likely to
have a different address each time it connects to the network.

Addresses Versus Names

Internetworkdevices usually have both a name and an address associated with them. Internetwork names
typically are location-independent and remain associated with a device wherever that device moves (for
example, from one building to another). Internetwork addresses usually are location-dependent and
change when a device is moved (although MAC addresses are an exception to this rule). Names and
addresses represent alogical identifier, which may be alocal system administrator or an organization,
such as the Internet Assigned Numbers Authority (IANA).

Flow-Control Basics

Flow control is afunction that prevents network congestion by ensuring that transmitting devices do not
overwhelm receiving devices with data. Countless possible causes of network congestion exist. A
high-speed computer, for example, may generate traffic faster than the network can transfer it, or faster
than the destination device can receive and process it. The three commonly used methods for handling
network congestion are buffering, transmitting source-quench messages, and windowing.

Buffering is used by network devices to temporarily store bursts of excess data in memory until they can
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be processed. Occasional data bursts are easily handled by buffering. Excess data bursts can exhaust
memory, however, forcing the device to discard any additional datagrams that arrive.

Source-guench messages are used by receiving devices to help prevent their buffers from overflowing.
The receiving device sends source-quench messages to request that the source reduce its current rate of
data transmission. First, the receiving device begins discarding received data due to overflowing buffers.
Second, the receiving device begins sending source-guench messages to the transmitting device at the
rate of one message for each packet dropped. The source device receives the source-quench messages
and lowers the data rate until it stops receiving the messages. Finally, the source device then gradually
Increases the data rate as long as no further source-quench requests are received.

Windowing is aflow-control scheme in which the source device requires an acknowledgment from the
destination after a certain number of packets have been transmitted. With awindow size of three, the
source requires an acknowledgment after sending three packets, as follows. First, the source device sends
three packets to the destination device. Then, after receiving the three packets, the destination device
sends an acknowledgment to the source. The source receives the acknowledgment and sends three more
packets. If the destination does not receive one or more of the packets for some reason, such as
overflowing buffers, it does not receive enough packets to send an acknowledgment. The source then
retransmits the packets at a reduced transmission rate.

Error-Checking Basics

Error-checking schemes determine whether transmitted data has become corrupt or otherwise damaged
while traveling from the source to the destination. Error-checking is implemented at a number of the OS|
layers.

One common error-checking scheme is the cyclic redundancy check (CRC), which detects and discards
corrupted data. Error-correction functions (such as data retransmission) are left to higher-layer protocols.
A CRC valueis generated by acalculation that is performed at the source device. The destination device
compares this value to its own calculation to determine whether errors occurred during transmission.
First, the source device performs a predetermined set of calculations over the contents of the packet to be
sent. Then, the source places the calculated value in the packet and sends the packet to the destination.
The destination performs the same predetermined set of calculations over the contents of the packet and
then compares its computed value with that contained in the packet. If the values are equal, the packet is
considered valid. If the values are unequal, the packet contains errors and is discarded.

Multiplexing Basics

Multiplexing is a process in which multiple data channels are combined into a single data or physical
channel at the source. Multiplexing can be implemented at any of the OS| layers. Conversely,
demultiplexing is the process of separating multiplexed data channels at the destination. One example of
multiplexing is when data from multiple applications is multiplexed into a single lower-layer data packet.
Figure 1-18 illustrates this example.

Figure 1-18: Multiple applications can be multiplexed into a single lower -layer data packet.
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Another example of multiplexing is when data from multiple devices is combined into a single physical
channel (using a device called a multiplexer). Figure 1-19 illustrates this example.

Figure 1-19: Multiple devices can be multiplexed into a single physical channdl.
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A multiplexer is aphysical-layer device that combines multiple data streams into one or more output
channels at the source. Multiplexers demultiplex the channels into multiple data streams at the remote
end and thus maximize the use of the bandwidth of the physical medium by enabling it to be shared by
multiple traffic sources.

Some methods used for multiplexing data are time-division multiplexing (TDM), asynchronous
time-division multiplexing (ATDM), frequency-division multiplexing (FDM), and statistical
multiplexing.

In TDM, information from each data channel is allocated bandwidth based on preassigned time slots,
regardless of whether there is datato transmit. In ATDM, information from data channelsis allocated
bandwidth as needed, by using dynamically assigned time slots. In FDM, information from each data
channel is allocated bandwidth based on the signal frequency of the traffic. In statistical multiplexing,
bandwidth is dynamically allocated to any data channels that have information to transmit.
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Standards Organizations

A wide variety of organizations contribute to internetworking standards by providing forums for
discussion, turning informal discussion into formal specifications, and proliferating specifications after
they are standardized.

Most standards organizations create formal standards by using specific processes. organizing ideas,
discussing the approach, developing draft standards, voting on all or certain aspects of the standards, and
then formally releasing the completed standard to the public.

Some of the best-known standards organizations that contribute to internetworking standards include:

« International Organization for Sandardization (1S0O)—ISO is an international standards
organization responsible for awide range of standards, including many that are relevant to
networking. Their best-known contribution is the development of the OSI reference model and the
OSl protocol suite.

« American National Sandards Institute (ANS)—ANSI, which is also a member of the |SO, isthe
coordinating body for voluntary standards groups within the United States. ANSI developed the
Fiber Distributed Data Interface (FDDI) and other communi cations standards.

« Electronic Industries Association (EIA)—EIA specifies electrical transmission standards,
including those used in networking. The EIA developed the widely used EIA/TIA-232 standard
(formerly known as RS-232).

« Institute of Electrical and Electronic Engineers (IEEE)—IEEE is a professional organization that
defines networking and other standards. The |EEE developed the widely used LAN standards
|EEE 802.3 and | EEE 802.5.

« International Telecommunication Union Telecommunication Standardization Sector
(ITU-T)—Formerly called the Committee for International Telegraph and Telephone (CCITT),
ITU-T isnow an international organization that develops communication standards. The ITU-T
developed X.25 and other communications standards.

« Internet Architecture Board (IAB)—IAB isagroup of internetwork researchers who discuss issues
pertinent to the Internet and set Internet policies through decisions and task forces. The IAB
designates some Request For Comments (RFC) documents as Internet standards, including
Transmission Control Protocol/Internet Protocol (TCP/IP) and the Simple Network Management
Protocol (SNMP).
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Introduction to LAN Protocols

This chapter introduces the various media-access methods, transmission methods, topologies, and
devices used in alocal area network (LAN). Topics addressed focus on the methods and devices used in
Ethernet/IEEE 802.3, Token Ring/IEEE 802.5, and Fiber Distributed Data Interface (FDDI). Subsequent
chaptersin Part 2, "Lan Protocols" of this book address specific protocols in more detail. Figure 2-1

illustrates the basic layout of these three implementations.

Figure 2-1: Three LAN implementations are used most commonly.
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What is a LAN?

A LAN

Is a high-speed, fault-tolerant data network that covers arelatively small geographic area. It typically
connects workstations, personal computers, printers, and other devices. LANSs offer computer users many
advantages, including shared access to devices and applications, file exchange between connected users,
and communication between users via el ectronic mail and other applications.

LAN Protocols and the OSI Reference Model

LAN protocols function at the lowest two layers of the OSI reference model, as discussed in
"Internetworking Basics," between the physical layer and the datalink layer. Figure 2-2 illustrates how
several popular LAN protocols map to the OS| reference model.

Figure 2-2: Popular L AN protocols mapped to the OSI reference model.
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LAN Media-Access Methods

LAN protocols typically use one of two methods to access the physical network medium: carrier sense
multiple access collision detect (CSMA/CD) and token passing.

In the CSMA/CD media-access scheme, network devices contend for use of the physical network
medium. CSMA/CD istherefore sometimes called contention access. Examples of LANs that use the
CSMA/CD media-access scheme are Ethernet/| EEE 802.3 networks, including 100BaseT.

In the token-passing media-access scheme, network devices access the physical medium based on
possession of atoken. Examples of LANSs that use the token-passing media-access scheme are Token
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Ring/IEEE 802.5 and FDDI.

LAN Transmission Methods

LAN datatransmissions fall into three classifications: unicast, multicast, and broadcast. In each type of
transmission, a single packet is sent to one or more nodes.

In aunicast transmission, a single packet is sent from the source to a destination on a network. First, the
source node addresses the packet by using the address of the destination node. The package is then sent
onto the network, and finally, the network passes the packet to its destination.

A multicast transmission consists of a single data packet that is copied and sent to a specific subset of
nodes on the network. First, the source node addresses the packet by using a multicast address. The
packet is then sent into the network, which makes copies of the packet and sends a copy to each node that
Is part of the multicast address.

A broadcast transmission consists of a single data packet that is copied and sent to all nodes on the
network. In these types of transmissions, the source node addresses the packet by using the broadcast
address. The packet is then sent into the network, which makes copies of the packet and sends a copy to
every node on the network.

LAN Topologies

LAN topologies define the manner in which network devices are organized. Four common LAN
topologies exist: bus, ring, star, and tree. These topologies are logical architectures, but the actual devices
need not be physically organized in these configurations. Logical bus and ring topologies, for example,
are commonly organized physically asastar. A bustopology isalinear LAN architecture in which
transmissions from network stations propagate the length of the medium and are received by all other
stations. Of the three most widely used LAN implementations, Ethernet/|EEE 802.3 networks— ,
including 100BaseT—, implement a bus topology, which isillustrated in Figure 2-3.

Figure 2-3: Some networksimplement alocal bustopology.

L N N

A ring topology isaLAN architecture that consists of a series of devices connected to one another by
unidirectional transmission links to form a single closed loop. Both Token Ring/IEEE 802.5 and FDDI
networks implement aring topology. Figure 2-4 depicts alogical ring topology.

A star topology isaLAN architecture in which the endpoints on a network are connected to a common
central hub, or switch, by dedicated links. Logical bus and ring topologies are often implemented
physically in astar topology, which isillustrated in Figure 2-5.

A treetopology isaLAN architecture that is identical to the bus topology, except that branches with
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multiple nodes are possible in this case. Figure 2-5 illustrates alogical tree topology.

Figure 2-4: Some networksimplement a logical ring topology.

LAN Devices

Devices commonly used in LANs include repeaters, hubs, LAN extenders, bridges, LAN switches, and
routers.

Note Repeaters, hubs, and LAN extenders are discussed briefly in this section. The function and
operation of bridges, switches, and routers are discussed generaly in "Bridging and Switching Basics,"
and "Routing Basics."

A repeater isaphysical layer device used to interconnect the media segments of an extended network. A
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repeater essentially enables a series of cable segments to be treated as a single cable. Repeaters receive
signals from one network segment and amplify, retime, and retransmit those signals to another network
segment. These actions prevent signal deterioration caused by long cable lengths and large numbers of
connected devices. Repesaters are incapable of performing complex filtering and other traffic processing.
In addition, all electrical signals, including electrical disturbances and other errors, are repeated and
amplified. The total number of repeaters and network segments that can be connected is limited due to
timing and other issues. Figure 2-6 illustrates a repeater connecting two network segments.

Figure 2-6: A repeater connectstwo network segments.

Aapeatar

i
A hub isaphysical-layer device that connects multiple user stations, each via a dedicated cable.
Electrical interconnections are established inside the hub. Hubs are used to create a physical star network

while maintaining the logical bus or ring configuration of the LAN. In some respects, a hub functions as
amultiport repeater.

A LAN extender is aremote-access multilayer switch that connectsto a host router. LAN extenders
forward traffic from al the standard network-layer protocols (such as IP, IPX, and AppleTalk), and filter
traffic based on the MAC address or network-layer protocol type. LAN extenders scale well because the
host router filters out unwanted broadcasts and multicasts. LAN extenders, however, are not capable of
segmenting traffic or creating security firewalls. Figure 2-7 illustrates multiple LAN extenders connected
to the host router through a WAN.

Figure 2-7: Multiple LAN extenders can connect to the host router through a WAN.
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Introduction to WAN Technologies

This chapter introduces the various protocols and technol ogies used in wide- area network (WAN)
environments. Topics summarized here include point-to-point links, circuit switching, packet switching,
virtual circuits, dialup services, and WAN devices. Later chaptersin this book discuss WAN
technologies in more detail.

What is a WAN?

A WAN is adata communications network that covers arelatively broad geographic area and often uses
transmission facilities provided by common carriers, such as telephone companies. WAN technologies
function at the lower three layers of the OSI reference model: the physical layer, the data link layer, and
the network layer. Figure 3-1 illustrates the relationship between the common WAN technologies and the

OS| moddl.

Figure 3-1: WAN technologies oper ate at the lowest levels of the OSI model.
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Point-to-Point Links

A point-to-point link provides a single, preestablished WAN communications path from the customer
premises through a carrier network, such as a telephone company, to a remote network. A point-to-point
link is also known as aleased line because its established path is permanent and fixed for each remote
network reached through the carrier facilities. The carrier company reserves point-to-point links for the
private use of the customer. These links accommodate two types of transmissions: datagram
transmissions, which are composed of individually addressed frames, and data-stream transmissions,
which are composed of a stream of data for which address checking occurs only once. Figure 3-2

illustrates atypical point-to-point link through a WAN.

Figure 3-2: A typical point-to-point link operatesthrough a WAN to a remote network.

WaN
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Circuit Switching

Circuit switching isaWAN switching method in which a dedicated physical circuit is established,
maintained, and terminated through a carrier network for each communication session. Circuit switching
accommodates two types of transmissions. datagram transmissions and data-stream transmissions. Used
extensively in telephone company networks, circuit switching operates much like anormal telephone
call. Integrated Services Digital Network (ISDN) is an example of a circuit-switched WAN technology,
andisillustrated in Figure 3-3.

Figure 3-3: A circuit- switched WAN undergoes a process similar to that used for atelephone call.
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Packet Switching

Packet switching isa WAN switching method in which network devices share a single point-to-point link
to transport packets from a source to a destination across a carrier network. Statistical multiplexing is
used to enable devicesto share these circuits. Asynchronous Transfer Mode (ATM), Frame Relay,
Switched Multimegabit Data Service (SMDS), and X.25 are examples of packet-switched WAN

technologies (see Figure 3-4).

Figure 3-4: Packet switching transfers packetsacrossa carrier network.
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WAN Virtual Circuits

A virtua circuitisalogical circuit created to ensure reliable communication between two network
devices. Two types of virtual circuits exist: switched virtual circuits (SVCs) and permanent virtual
circuits (PVCs).

SVCsare virtua circuits that are dynamically established on demand and terminated when transmission
is complete. Communication over an SV C consists of three phases: circuit establishment, data transfer,
and circuit termination. The establishment phase involves creating the virtual circuit between the source
and destination devices. Data transfer involves transmitting data between the devices over the virtual
circuit, and the circuit-termination phase involves tearing down the virtual circuit between the source and
destination devices. SVCs are used in situations in which data transmission between devicesis sporadic,
largely because SV Cs increase bandwidth used due to the circuit establishment and termination phases,
but decrease the cost associated with constant virtual circuit availability.

A PVC isapermanently established virtual circuit that consists of one mode: data transfer. PVCs are
used in situations in which data transfer between devices is constant. PV Cs decrease the bandwidth use
associated with the establishment and termination of virtual circuits, but increase costs due to constant
virtual circuit availability.

WAN Dialup Services

Dialup services offer cost-effective methods for connectivity across WANSs. Two popular dialup
implementations are dial-on-demand routing (DDR) and dial backup.

DDR is atechnique whereby arouter can dynamically initiate and close a circuit-switched session as
transmitting end station demand. A router is configured to consider certain traffic interesting (such as
traffic from a particular protocol) and other traffic uninteresting. When the router receives interesting
traffic destined for aremote network, a circuit is established and the traffic is transmitted normally. If the
router receives uninteresting traffic and acircuit is aready established, that traffic also is transmitted
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normally. The router maintains an idle timer that is reset only when interesting traffic is received. If the
router receives no interesting traffic before the idle timer expires, however, the circuit is terminated.
Likewise, if uninteresting traffic is received and no circuit exists, the router drops the traffic. Upon
receiving interesting traffic, the router initiates a new circuit. DDR can be used to replace point-to-point
links and switched multiaccess WAN services.

Dial backup isaservice that activates a backup serial line under certain conditions. The secondary serial
line can act as a backup link that is used when the primary link fails or as a source of additional
bandwidth when the load on the primary link reaches a certain threshold. Dia backup provides protection
against WAN performance degradation and downtime.

WAN Devices

WANSs use numerous types of devices that are specific to WAN environments. WAN switches, access
servers, modems, CSU/DSUs, and ISDN terminal adapters are discussed in the following sections. Other
devices found in WAN environments that are exclusive to WAN implementations include routers, ATM
switches, and multiplexers.

WAN Switch

A WAN switch is amultiport internetworking device used in carrier networks. These devices typically
switch such traffic as Frame Relay, X.25, and SMDS and operate at the data link layer of the OS|
reference model. Figure 3-5 illustrates two routers at remote ends of a WAN that are connected by WAN

switches.

Figure 3-5: Tworoutersat remote ends of a WAN can be connected by WAN switches.

Access Server

An access server acts as a concentration point for dial-in and dial-out connections. Figure 3-6 illustrates
an access server concentrating dial-out connections into a WAN.

Figure 3-6: An access server concentrates dial-out connectionsinto a WAN.
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Modem

A modem is adevice that interprets digital and analog signals, enabling data to be transmitted over
voice-grade telephone lines. At the source, digital signals are converted to aform suitable for

transmission over analog communication facilities. At the destination, these analog signals are returned
to their digital form. Figure 3-7 illustrates a simple modem-to-modem connection through a WAN.

Figure 3-7: A modem connection through a WAN handles analog and digital signals.
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A channel service unit/digital service unit (CSU/DSU) is adigita-interface device (or sometimes two
separate digital devices) that adapts the physical interface on a dataterminal equipment (DTE) device
(such asaterminal) to the interface of a data circuit-terminating (DCE) device (such asaswitch) ina
switched-carrier network. The CSU/DSU also provides signal timing for communication between these
devices. Figure 3-8 illustrates the placement of the CSU/DSU in a WAN implementation.

Figure 3-8: The CSU/DSU stands between the switch and the terminal.

CEUDSU Swich

-
- B, '
l\"\.

| 25D L

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/introwan.htm (6 of 7) [12/13/2000 9:47:14 PM]



Introduction to WAN Technologies

ISDN Terminal Adapter

An ISDN terminal adapter is a device used to connect ISDN Basic Rate Interface (BRI) connections to
other interfaces, such as EIA/TIA-232. A terminal adapter is essentially an ISDN modem. Figure 3-9

illustrates the placement of the terminal adapter in an ISDN environment.

Figure 3-9: Theterminal adapter connectsthe | SDN terminal adapter to other interfaces.
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Bridging and Switching Basics

This chapter introduces the technologies employed in devices loosely referred to as bridges and switches.
Topics summarized here include general link-layer device operations, local and remote bridging, ATM
switching, and LAN switching. Chaptersin Part 4, "Bridging and Switching," of this book address
specific technologies in more detail.

What are Bridges and Switches?

Bridges and switches are data communications devices that operate principally at Layer 2 of the OSI
reference model. As such, they are widely referred to as data link layer devices.

Bridges became commercially available in the early 1980s. At the time of their introduction, bridges
connected and enabled packet forwarding between homogeneous networks. More recently, bridging
between different networks has also been defined and standardized.

Several kinds of bridging have proven important as internetworking devices. Transparent bridging is
found primarily in Ethernet environments, while source-route bridging occurs primarily in Token Ring
environments. Trandational bridging provides translation between the formats and transit principles of
different mediatypes (usually Ethernet and Token Ring). Finally, source-route transparent bridging
combines the algorithms of transparent bridging and source-route bridging to enable communication in
mixed Ethernet/Token Ring environments.

Today, switching technology has emerged as the evolutionary heir to bridging based internetworking
solutions. Switching implementations now dominate applications in which bridging technologies were
implemented in prior network designs. Superior throughput performance, higher port density, lower
per-port cost, and greater flexibility have contributed to the emergence of switches as replacement
technology for bridges and as complements to routing technol ogy.
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Link-Layer Device Overview

Bridging and switching occur at the link layer, which controls data flow, handles transmission errors,
provides physical (as opposed to logical) addressing, and manages access to the physical medium.
Bridges provide these functions by using various link-layer protocols that dictate specific flow control,
error handling, addressing, and media-access algorithms. Examples of popular link-layer protocols
include Ethernet, Token Ring, and FDDI.

Bridges and switches are not complicated devices. They analyze incoming frames, make forwarding
decisions based on information contained in the frames, and forward the frames toward the destination.
In some cases, such as source-route bridging, the entire path to the destination is contained in each frame.
In other cases, such as transparent bridging, frames are forwarded one hop at atime toward the
destination.

Upper-layer protocol transparency is a primary advantage of both bridging and switching. Because both
device types operate at the link layer, they are not required to examine upper-layer information. This
means that they can rapidly forward traffic representing any network-layer protocol. It is not uncommon
for a bridge to move AppleTak, DECnet, TCP/IP, XNS, and other traffic between two or more networks.

Bridges are capable of filtering frames based on any Layer 2 fields. A bridge, for example, can be
programmed to reject (not forward) all frames sourced from a particular network. Because link-layer
information often includes a reference to an upper-layer protocol, bridges usually can filter on this
parameter. Furthermore, filters can be helpful in dealing with unnecessary broadcast and multicast
packets.

By dividing large networks into self-contained units, bridges and switches provide several advantages.
Because only a certain percentage of traffic is forwarded, a bridge or switch diminishes the traffic
experienced by devices on all connected segments. The bridge or switch will act as afirewall for some
potentially damaging network errors, and both accommodate communication between alarger number of
devices than would be supported on any single LAN connected to the bridge. Bridges and switches
extend the effective length of a LAN, permitting the attachment of distant stations that were not
previously permitted.

Although bridges and switches share most relevant attributes, several distinctions differentiate these
technologies. Switches are significantly faster because they switch in hardware, while bridges switch in
software and can interconnect LANSs of unlike bandwidth. A 10-Mbps Ethernet LAN and a 100-Mbps
Ethernet LAN, for example, can be connected using a switch. Switches also can support higher port
densities than bridges. Some switches support cut-through switching, which reduces latency and delays
in the network, while bridges support only store-and-forward traffic switching. Finally, switches reduce
collisions on network segments because they provide dedicated bandwidth to each network segment.
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Types of Bridges

Bridges can be grouped into categories based on various product characteristics. Using one popular
classification scheme, bridges are either local or remote. Local bridges provide a direct connection
between multiple LAN segments in the same area. Remote bridges connect multiple LAN segmentsin
different areas, usually over telecommunicationslines. Figure 4-1 illustrates these two configurations.

Figure4-1: Local and remote bridges connect L AN segmentsin specific areas.
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Remote bridging presents several unique internetworking challenges, one of which is the difference
between LAN and WAN speeds. Although several fast WAN technologies now are establishing a
presence in geographically dispersed internetworks, LAN speeds are often an order of magnitude faster
than WAN speeds. Vast differencesin LAN and WAN speeds can prevent users from running
delay-sensitive LAN applications over the WAN.

Remote bridges cannot improve WAN speeds, but they can compensate for speed discrepancies through
a sufficient buffering capability. If aLAN device capable of a 3-Mbps transmission rate wants to
communicate with a device on aremote LAN, the local bridge must regulate the 3-Mbps data stream so
that it does not overwhelm the 64-kbps serial link. Thisis done by storing the incoming data in on-board
buffers and sending it over the serial link at arate that the serial link can accommodate. This buffering
can be achieved only for short bursts of data that do not overwhelm the bridge's buffering capability.

The Institute of Electrical and Electronic Engineers (IEEE) differentiates the OSl link layer into two
separate sublayers: the Media Access Control (MAC) sublayer and the Logical Link Control (LLC)
sublayer. The MAC sublayer permits and orchestrates media access, such as contention and token
passing, while the LLC sublayer deals with framing, flow control, error control, and MA C-sublayer
addressing.

Some bridges are MAC-layer bridges, which bridge between homogeneous networks (for example, |IEEE
802.3 and |EEE 802.3), while other bridges can trand ate between different link-layer protocols (for
example, |[EEE 802.3 and IEEE 802.5). The basic mechanics of such atranglation are shown in Figure

4-2 .

Figure 4-2 illustrates an |EEE 802.3 host (Host A) formulating a packet that contains application

information and encapsulating the packet in an |EEE 802.3-compatible frame for transit over the IEEE
802.3 medium to the bridge. At the bridge, the frame is stripped of its IEEE 802.3 header at the MAC
sublayer of thelink layer and is subsequently passed up to the LL C sublayer for further processing. After
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this processing, the packet is passed back down to an IEEE 802.5 implementation, which encapsul ates
the packet in an IEEE 802.5 header for transmission on the |EEE 802.5 network to the IEEE 802.5 host
(Host B).

A bridge's translation between networks of different typesis never perfect because one network likely
will support certain frame fields and protocol functions not supported by the other network.

Figure4-2: A MAC-layer bridge connectsthe | EEE 802.3 and | EEE 802.5 networks.
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Switches are data link layer devices that, like bridges, enable multiple physical LAN segments to be
interconnected into a single larger network. Similar to bridges, switches forward and flood traffic based
on MAC addresses. Because switching is performed in hardware instead of in software, however, itis
significantly faster. Switches use either store-and-forward switching or cut-through switching when
forwarding traffic. Many types of switches exist, including ATM switches, LAN switches, and various
types of WAN switches.

ATM Switch

Asynchronous Transfer Mode (ATM) switches provide high-speed switching and scalable bandwidths in
the workgroup, the enterprise network backbone, and the wide area. ATM switches support voice, video,
and data applications and are designed to switch fixed-size information units called cells, which are used
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in ATM communications. Figure 4-3 illustrates an enterprise network comprised of multiple LANs
Interconnected across an ATM backbone.

Figure 4-3: Multi-L AN networks can use an ATM -based backbone when switching cells.
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LAN Switch

LAN switches are used to interconnect multiple LAN segments. LAN switching provides dedicated,
collision-free communication between network devices, with support for multiple simultaneous
conversations. LAN switches are designed to switch data frames at high speeds. Figure 4-4 illustrates a

simple network in which a LAN switch interconnects a 10-Mbps and a 100-Mbps Ethernet LAN.

Figure4-4: A LAN switch can link 10-M bps and 100-M bps Ether net segments.
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Routing Basics

This chapter introduces the underlying concepts widely used in routing protocols. Topics summarized
here include routing protocol components and algorithms. In addition, the role of routing protocolsis
briefly contrasted with the roles of routed or network protocols. Subsequent chaptersin Part 6, “Routing
Protocols,” of this book address specific routing protocols in more detail, while the network protocols
that use routing protocols are discussed in Part 5, "Network Protocols."

What is Routing?

Routing is the act of moving information across an internetwork from a source to a destination. Along the
way, at least one intermediate node typically is encountered. Routing is often contrasted with bridging,
which might seem to accomplish precisely the same thing to the casual observer. The primary difference
between the two is that bridging occurs at Layer 2 (the link layer) of the OSI reference model, whereas
routing occurs at Layer 3 (the network layer). This distinction provides routing and bridging with
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different information to use in the process of moving information from source to destination, so the two
functions accomplish their tasks in different ways.

The topic of routing has been covered in computer science literature for more than two decades, but
routing achieved commercial popularity as late as the mid-1980s. The primary reason for thistimelagis
that networks in the 1970s were fairly simple, homogeneous environments. Only relatively recently has
large-scale internetworking become popular.

Routing Components

Routing involves two basic activities: determining optimal routing paths and transporting information
groups (typically called packets) through an internetwork. In the context of the routing process, the latter
of theseisreferred to as switching. Although switching is relatively straightforward, path determination
can be very complex.

Path Determination

A metric is astandard of measurement, such as path length, that is used by routing algorithmsto
determine the optimal path to adestination. To aid the process of path determination, routing algorithms
initialize and maintain routing tables, which contain route information. Route information varies
depending on the routing algorithm used.

Routing algorithms fill routing tables with a variety of information. Destination/next hop associations tell
arouter that a particular destination can be gained optimally by sending the packet to a particular router
representing the "next hop" on the way to the final destination. WWhen a router receives an incoming
packet, it checks the destination address and attempts to associate this address with a next hop. Figure

5-1 depicts a sample destination/next hop routing table.

Figure 5-1: Destination/next hop associations deter mine the data's optimal path.
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Routing tables also can contain other information, such as data about the desirability of a path. Routers
compare metrics to determine optimal routes, and these metrics differ depending on the design of the
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routing algorithm used. A variety of common metrics will be introduced and described later in this
chapter.

Routers communicate with one another and maintain their routing tables through the transmission of a
variety of messages. The routing update message is one such message that generally consists of all or a
portion of arouting table. By analyzing routing updates from all other routers, arouter can build a
detailed picture of network topology. A link-state advertisement, another example of a message sent
between routers, informs other routers of the state of the sender's links. Link information also can be used
to build a complete picture of topology to enable routers to determine optimal routes to network
destinations.

Switching

Switching algorithms are relatively simple and are basically the same for most routing protocols. In most
cases, a host determines that it must send a packet to another host. Having acquired a router's address by
some means, the source host sends a packet addressed specifically to arouter's physical (Media Access
Control [MAC]-layer) address, this time with the protocol (network- layer) address of the destination
host.

As it examines the packet's destination protocol address, the router determines that it either knows or
does not know how to forward the packet to the next hop. If the router does not know how to forward the
packet, it typically drops the packet. If the router knows how to forward the packet, it changes the
destination physical address to that of the next hop and transmits the packet.

The next hop may, in fact, be the ultimate destination host. If not, the next hop is usually another router,
which executes the same switching decision process. As the packet moves through the internetwork, its
physical address changes, but its protocol address remains constant, asillustrated in Figure 5-2 .

The preceding discussion describes switching between a source and a destination end system. The
International Organization for Standardization (1SO) has developed a hierarchical terminology that is
useful in describing this process. Using this terminology, network devices without the capability to
forward packets between subnetworks are called end systems (ESs), whereas network devices with these
capabilities are called intermediate systems (1Ss). I1Ss are further divided into those that can communicate
within routing domains (intradomain 1Ss) and those that communicate both within and between routing
domains (interdomain 1Ss). A routing domain generally is considered to be a portion of an internetwork
under common administrative authority that is regulated by a particular set of administrative guidelines.
Routing domains are aso called autonomous systems. With certain protocols, routing domains can be
divided into routing areas, but intradomain routing protocols are still used for switching both within and
between areas.

Figure 5-2: Numerousrouters may come into play during the switching process.
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Routing Algorithms

Routing algorithms can be differentiated based on several key characteristics. First, the particular goals
of the algorithm designer affect the operation of the resulting routing protocol. Second, various types of
routing algorithms exist, and each algorithm has a different impact on network and router resources.
Finally, routing algorithms use a variety of metrics that affect calculation of optimal routes. The
following sections analyze these routing algorithm attributes.

Design Goals

Routing algorithms often have one or more of the following design goals.

o Optimality

o Simplicity and low overhead

« Robustness and stability

« Rapid convergence

« Flexibility
Optimality refersto the capability of the routing algorithm to select the best route, which depends on the
metrics and metric weightings used to make the calculation. One routing algorithm, for example, may use

anumber of hops and delays, but may weight delay more heavily in the calculation. Naturally, routing
protocols must define their metric calculation algorithms strictly.
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Routing algorithms also are designed to be as ssmple as possible. In other words, the routing algorithm
must offer its functionality efficiently, with a minimum of software and utilization overhead. Efficiency
is particularly important when the software implementing the routing algorithm must run on a computer
with limited physical resources.

Routing algorithms must be robust, which means that they should perform correctly in the face of
unusual or unforeseen circumstances, such as hardware failures, high load conditions, and incorrect
implementations. Because routers are located at network junction points, they can cause considerable
problems when they fail. The best routing algorithms are often those that have withstood the test of time
and have proven stable under a variety of network conditions.

In addition, routing algorithms must converge rapidly. Convergence is the process of agreement, by all
routers, on optimal routes. When a network event causes routes either to go down or become available,
routers distribute routing update messages that permeate networks, stimulating recal culation of optimal
routes and eventually causing all routers to agree on these routes. Routing algorithms that converge
slowly can cause routing loops or network outages.

In the routing loop displayed in Figure 5-3, a packet arrives at Router 1 at time t1. Router 1 already has

been updated and thus knows that the optimal route to the destination calls for Router 2 to be the next
stop. Router 1 therefore forwards the packet to Router 2, but because this router has not yet been
updated, it believes that the optimal next hop is Router 1. Router 2 therefore forwards the packet back to
Router 1, and the packet continues to bounce back and forth between the two routers until Router 2
receives its routing update or until the packet has been switched the maximum number of times allowed.

Figure 5-3: Slow convergence and routing loops can hinder progress.
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Routing algorithms should also be flexible, which means that they should quickly and accurately adapt to
avariety of network circumstances. Assume, for example, that a network segment has gone down. As
they become aware of the problem, many routing algorithms will quickly select the next-best path for all
routes normally using that segment. Routing algorithms can be programmed to adapt to changesin
network bandwidth, router queue size, and network delay, among other variables.

Algorithm Types

Routing algorithms can be classified by type. Key differentiators include:
 Static versus dynamic
« Single-path versus multi-path
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« Flat versus hierarchical

« Host-intelligent versus router-intelligent
« Intradomain versusinterdomain

« Link state versus distance vector

Static Versus Dynamic

Static routing algorithms are hardly algorithms at all, but are table mappings established by the network
administrator prior to the beginning of routing. These mappings do not change unless the network
administrator alters them. Algorithms that use static routes are ssmple to design and work well in
environments where network traffic is relatively predictable and where network design isrelatively
simple.

Because static routing systems cannot react to network changes, they generally are considered unsuitable
for today's large, changing networks. Most of the dominant routing algorithms in the 1990s are dynamic
routing algorithms, which adjust to changing network circumstances by analyzing incoming routing
update messages. If the message indicates that a network change has occurred, the routing software

recal culates routes and sends out new routing update messages. These messages permeate the network,
stimulating routers to rerun their algorithms and change their routing tables accordingly.

Dynamic routing algorithms can be supplemented with static routes where appropriate. A router of last
resort (arouter to which all unroutable packets are sent), for example, can be designated to act asa
repository for all unroutable packets, ensuring that all messages are at least handled in some way.

Single-Path Versus Multipath

Some sophisticated routing protocols support multiple paths to the same destination. Unlike single-path
algorithms, these multipath algorithms permit traffic multiplexing over multiple lines. The advantages of
multipath algorithms are obvious. They can provide substantially better throughput and reliability.

Flat Versus Hierarchical

Some routing algorithms operate in a flat space, while others use routing hierarchies. In aflat routing
system, the routers are peers of al others. In a hierarchical routing system, some routers form what
amounts to a routing backbone. Packets from non-backbone routers travel to the backbone routers, where
they are sent through the backbone until they reach the general area of the destination. At this point, they
travel from the last backbone router through one or more non-backbone routers to the final destination.

Routing systems often designate logical groups of nodes, called domains, autonomous systems, or areas.
In hierarchical systems, some routersin a domain can communicate with routers in other domains, while
others can communicate only with routers within their domain. In very large networks, additional

hierarchical levels may exist, with routers at the highest hierarchical level forming the routing backbone.

The primary advantage of hierarchical routing isthat it mimics the organization of most companies and
therefore supports their traffic patterns well. Most network communication occurs within small company
groups (domains). Because intradomain routers need to know only about other routers within their
domain, their routing algorithms can be simplified, and, depending on the routing algorithm being used,
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routing update traffic can be reduced accordingly.
Host-Intelligent Versus Router-Intelligent

Some routing algorithms assume that the source end-node will determine the entire route. Thisisusually
referred to as source routing. In source-routing systems, routers merely act as store-and-forward devices,
mindlessly sending the packet to the next stop.

Other algorithms assume that hosts know nothing about routes. In these algorithms, routers determine the
path through the internetwork based on their own calculations. In the first system, the hosts have the
routing intelligence. In the latter system, routers have the routing intelligence.

The trade-off between host-intelligent and router-intelligent routing is one of path optimality versus
traffic overhead. Host-intelligent systems choose the better routes more often, because they typically
discover all possible routes to the destination before the packet is actually sent. They then choose the best
path based on that particular system's definition of "optimal." The act of determining all routes, however,
often requires substantial discovery traffic and a significant amount of time.

Intradomain Versus Interdomain

Some routing algorithms work only within domains; others work within and between domains. The
nature of these two algorithm typesis different. It stands to reason, therefore, that an optimal
intradomain- routing algorithm would not necessarily be an optimal interdomain- routing algorithm.

Link State Versus Distance Vector

Link- state algorithms (also known as shortest path first algorithms) flood routing information to all
nodes in the internetwork. Each router, however, sends only the portion of the routing table that describes
the state of its own links. Distance- vector algorithms (also known as Bellman-Ford algorithms) call for
each router to send all or some portion of its routing table, but only to its neighbors. In essence, link-
state algorithms send small updates everywhere, while distance- vector algorithms send larger updates
only to neighboring routers.

Because they converge more quickly, link- state algorithms are somewhat |ess prone to routing loops
than distance- vector algorithms. On the other hand, link- state algorithms require more CPU power and
memory than distance- vector algorithms. Link-state algorithms, therefore, can be more expensive to
implement and support. Despite their differences, both algorithm types perform well in most
circumstances.

Routing Metrics

Routing tables contain information used by switching software to select the best route. But how,
specifically, are routing tables built? What is the specific nature of the information they contain? How do
routing algorithms determine that one route is preferable to others?

Routing algorithms have used many different metrics to determine the best route. Sophisticated routing
algorithms can base route selection on multiple metrics, combining them in asingle (hybrid) metric. All
the following metrics have been used:
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Path Length
Reliability

Delay

Bandwidth

Load
Communication Cost

Path length is the most common routing metric. Some routing protocols allow network administrators to
assign arbitrary costs to each network link. In this case, path length is the sum of the costs associated
with each link traversed. Other routing protocols define hop count, a metric that specifies the number of
passes through internetworking products, such as routers, that a packet must take en route from a source
to a destination.

Reliability, in the context of routing algorithms, refers to the dependability (usually described in terms of
the bit-error rate) of each network link. Some network links might go down more often than others. After
anetwork fails, certain network links might be repaired more easily or more quickly than other links.
Any reliability factors can be taken into account in the assignment of the reliability ratings, which are
arbitrary numeric values usually assigned to network links by network administrators.

Routing delay refers to the length of time required to move a packet from source to destination through
the internetwork. Delay depends on many factors, including the bandwidth of intermediate network links,
the port queues at each router along the way, network congestion on all intermediate network links, and
the physical distance to be travelled. Because delay is a conglomeration of several important variables, it
Isacommon and useful metric.

Bandwidth refers to the available traffic capacity of alink. All other things being equal, a 10-Mbps
Ethernet link would be preferable to a 64-kbps leased line. Although bandwidth is arating of the
maximum attai nable throughput on a link, routes through links with greater bandwidth do not necessarily
provide better routes than routes through slower links. If, for example, afaster link is busier, the actual
time required to send a packet to the destination could be greater.

Load refers to the degree to which a network resource, such as arouter, is busy. Load can be calculated
in avariety of ways, including CPU utilization and packets processed per second. Monitoring these
parameters on a continual basis can be resource-intensive itself.

Communication cost is another important metric, especially because some companies may not care about
performance as much as they care about operating expenditures. Even though line delay may be longer,
they will send packets over their own lines rather than through the public lines that cost money for usage
time.
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Network Protocols

Routed protocols are transported by routing protocols across an internetwork. In general, routed protocols
in this context also are referred to as network protocols. These network protocols perform avariety of
functions required for communication between user applications in source and destination devices, and
these functions can differ widely among protocol suites. Network protocols occur at the upper four layers
of the OSI reference model: the transport layer, the session layer, the presentation layer, and the
application layer.

Confusion about the terms routed protocol and routing protocol is common. Routed protocols are
protocols that are routed over an internetwork. Examples of such protocols are the Internet Protocol (1P),
DECnet, AppleTalk, Novell NetWare, OS, Banyan VINES, and Xerox Network System (XNS). Routing
protocols, on the other hand, are protocols that implement routing algorithms. Put ssmply, routing
protocols direct protocols through an internetwork. Examples of these protocols include Interior

Gateway Routing Protocol (IGRP), Enhanced Interior Gateway Routing Protocol (Enhanced IGRP),
Open Shortest Path First (OSPF), Exterior Gateway Protocol (EGP), Border Gateway Protocol (BGP),
Inter mediate System to Intermediate System (1S-1S), and Routing Information Protocol (RIP). Routed and
routing protocols are discussed in detail later in this book.
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Network Management Basics

This chapter describes functions common to most network management architectures and protocols. It
also presents the five conceptual areas of management as defined by the International Organization for
Standardization (1SO). Subsequent chaptersin Part 7, "Internet Access Technologies,” of this book

address specific network management technologies, protocols, and platforms in more detail.

What Is Network Management?

Network management means different things to different people. In some cases, it involves a solitary
network consultant monitoring network activity with an outdated protocol analyzer. In other cases,
network management involves a distributed database, auto-polling of network devices, and high-end
workstations generating real-time graphical views of network topology changes and traffic. In general,
network management is a service that employs a variety of tools, applications, and devices to assist
human network managers in monitoring and maintaining networks.

Background

The early 1980s saw tremendous expansion in the area of network deployment. As companies realized
the cost benefits and productivity gains created by network technology, they began to add networks and
expand existing networks almost as rapidly as new network technologies and products were introduced.
By the mid-1980s, certain companies were experiencing growing pains from deploying many different
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(and sometimes incompatible) network technologies.

The problems associated with network expansion affect both day-to-day network operation management
and strategic network growth planning. Each new network technology requires its own set of experts. In
the early 1980s, the staffing requirements alone for managing large, heterogeneous networks created a
crisisfor many organizations. An urgent need arose for automated network management (including what
istypically called network capacity planning) integrated across diverse environments.

Network Management Architecture

Most network management architectures use the same basic structure and set of relationships. End
stations (managed devices), such as computer systems and other network devices, run software that
enables them to send aerts when they recognize problems (for example, when one or more
user-determined thresholds are exceeded). Upon receiving these alerts, management entities are
programmed to react by executing one, several, or agroup of actions, including operator notification,
event logging, system shutdown, and automatic attempts at system repair.

Management entities also can poll end stations to check the values of certain variables. Polling can be
automatic or user-initiated, but agents in the managed devices respond to al polls. Agents are software
modules that first compile information about the managed devices in which they reside, then store this
information in a management database, and finally provide it (proactively or reactively) to management
entities within network management systems (NM Ss) via a networ k management protocol. Well-known
network management protocols include the Simple Network Management Protocol (SNMP) and
Common Management Information Protocol (CMIP). Management proxies are entities that provide
management information on behalf of other entities. Figure 6-1 depicts atypica network management

architecture.

Figure 6-1: A typical network management ar chitecture maintains many relationships.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/nmbasics.htm (2 of 5) [12/13/2000 9:47:22 PM]



Network Management Basics

Metwiork management syskam
(MBS

Mamagameant

e, enlily -
| A
Mk e, . )
managemant ’ !
prabacol '
I ptwanik ; 1
"
| » R 1 R 4| !
W
Apenl At Apanl -
................................. »
F oo o | - =
*
MManagemant database Manggpament databasza Manapament databasa 1! .
e e eesessessesseeees seeees e L N rrrer j::
e _— — ~ o
e
Managed devices

ISO Network Management Model

The 1SO has contributed a great deal to network standardization. Their network management model is the
primary means for understanding the major functions of network management systems. This model
consists of five conceptual areas:

« Performance management
Configuration management
Accounting management
Fault management
Security management

Performance Management

The goal of performance management is to measure and make available various aspects of network
performance so that internetwork performance can be maintained at an acceptable level. Examples of
performance variables that might be provided include network throughput, user response times, and line
utilization.

Performance management involves three main steps. First, performance data is gathered on variables of
interest to network administrators. Second, the datais analyzed to determine normal (baseline) levels.
Finally, appropriate performance thresholds are determined for each important variable so that exceeding
these thresholds indicates a network problem worthy of attention.

Management entities continually monitor performance variables. When a performance threshold is
exceeded, an alert is generated and sent to the network management system.
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Each of the steps just described is part of the process to set up areactive system. When performance
becomes unacceptabl e because of an exceeded user-defined threshold, the system reacts by sending a
message. Performance management also permits proactive methods: For example, network simulation
can be used to project how network growth will affect performance metrics. Such ssmulation can alert
administrators to impending problems so that counteractive measures can be taken.

Configuration Management

The goal of configuration management isto monitor network and system configuration information so
that the effects on network operation of various versions of hardware and software elements can be
tracked and managed.

Each network device has a variety of version information associated with it. An engineering workstation,
for example, may be configured as follows:

o Operating system, Version 3.2

« Ethernet interface, Version 5.4

o TCP/IP software, Version 2.0

« NetWare software, Version 4.1

o NFS software, Version 5.1

« Serial communications controller, Version 1.1
o X.25 software, Version 1.0

o SNMP software, Version 3.1

Configuration management subsystems store this information in a database for easy access. When a
problem occurs, this database can be searched for clues that may help solve the problem.

Accounting Management

The goal of accounting management is to measure network-utilization parameters so that individual or
group uses on the network can be regul ated appropriately. Such regulation minimizes network problems
(because network resources can be apportioned based on resource capacities) and maximizes the fairness
of network access across all users.

As with performance management, the first step toward appropriate accounting management is to
measure utilization of all important network resources. Analysis of the results providesinsight into
current usage patterns, and usage quotas can be set at this point. Some correction, of course, will be
required to reach optimal access practices. From this point, ongoing measurement of resource use can
yield billing information, as well as information used to assess continued fair and optimal resource
utilization.

Fault Management
The goal of fault management is to detect, log, notify users of, and (to the extent possible) automatically

fix network problemsto keep the network running effectively. Because faults can cause downtime or
unacceptable network degradation, fault management is perhaps the most widely implemented of the 1ISO
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network management elements.

Fault management involves first determining symptoms and isolating the problem. Then the problem is
fixed, and the solution is tested on all important subsystems. Finally, the detection and resolution of the
problem is recorded.

Security Management

The goal of security management is to control access to network resources according to local guidelines
so that the network cannot be sabotaged (intentionally or unintentionally) and sensitive information
cannot be accessed by those without appropriate authorization. A security management subsystem, for
example, can monitor userslogging on to a network resource, refusing access to those who enter

I nappropriate access codes.

Security management subsystems work by partitioning network resources into authorized and
unauthorized areas. For some users, access to any network resource is inappropriate, mostly because such
users are usually company outsiders. For other (internal) network users, access to information originating
from a particular department is inappropriate. Access to human resource files, for example, is
Inappropriate for most users outside the human resource department.

Security management subsystems perform several functions. They identify sensitive network resources
(including systems, files, and other entities) and determine mappings between sensitive network
resources and user sets. They also monitor access points to sensitive network resources and log
Inappropriate access to sensitive network resources.

HOME CONTENTS FREVIOUS NEXT GLOSSARY FEEDBACK SEARCH

Posted: Thu Jun 17 16:27:14 PDT 1999
Copyright 1989-1999©Cisco Systems Inc.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/nmbasics.htm (5 of 5) [12/13/2000 9:47:22 PM]



Ethernet

Documentation
HOME COMTENTS FREYIOUS MNEXT GLOSSARY FEEDBACK SEARCH

Table of Contents

Ethernet Technologies

Background
Ethernet and |EEE 802.3

Ethernet and |EEE 802.3 Operation
Ethernet and |EEE 802.3 Service Differences
Ethernet and |EEE 802.3 Frame Formats

100-M bps Ether net

100BaseT Overview
100BaseT Signaling
100BaseT Hardware
100BaseT Operation

100BaseT FL Ps
100BaseT Autonegotiation Option

100BaseT Media Types

100BaseT X
100BaseFX
100BaseT4
100VG-AnyL AN
100VG-AnyLAN Operation
Gigabit Ethernet
Gigabit Ethernet Protocol Architecture
The Physical Layer
Long-Wave and Short-Wave Lasers over Fiber-Optic Media
150-Ohm Balanced Shielded Copper Cable (1000BaseCX)
The Serializer/Deserializer

8B/10B Encoding
Gigabit Ethernet Interface Carrier (GBIC)

The MAC Layer

Half-Duplex Transmission
|EEE 802.3x Full-Duplex Transmission
Optional 802.3x Flow Control

The Logical Link Layer

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ethernet.htm (1 of 25) [12/13/2000 9:47:30 PM]




Ethernet

Migration to Gigabit Ethernet

Scaling Bandwidth with Fast EtherChannel and Gigabit EtherChannel
Scaling Router Backbones
Scaling Wiring Closets

Gigabit Ethernet Campus Applications

Ethernet Technologies

Background

The term Ethernet refers to the family of local area network (LAN) implementations that includes three
principal categories.
« Ethernet and IEEE 802.3---L AN specifications that operate at 10 Mbps over coaxial cable.

o 100-Mbps Ethernet---A single LAN specification, also known as Fast Ethernet, that operates at
100 Mbps over twisted-pair cable.

« 1000-Mbps Ethernet---A single LAN specification, also known as Gigabit Ethernet, that operates
at 1000 Mbps (1 Gbps) over fiber and twisted-pair cables.

This chapter provides a high-level overview of each technology variant.

Ethernet has survived as an essential media technology because of its tremendous flexibility and its
relative ssmplicity to implement and understand. Although other technologies have been touted as likely
replacements, network managers have turned to Ethernet and its derivatives as effective solutions for a
range of campus implementation requirements. To resolve Ethernet's limitations, innovators (and
standards bodies) have created progressively larger Ethernet pipes. Critics might dismiss Ethernet as a
technology that cannot scale, but its underlying transmission scheme continues to be one of the principal
means of transporting data for contemporary campus applications. This chapter outlines the various
Ethernet technol ogies that have evolved to date.

Ethernet and IEEE 802.3

Ethernet is a baseband LAN specification invented by Xerox Corporation that operates at 10 Mbps using
carrier sense multiple access collision detect (CSMA/CD) to run over coaxia cable. Ethernet was created
by Xerox in the 1970s, but the term is now often used to refer to all CSMA/CD LANS. Ethernet was
designed to serve in networks with sporadic, occasionally heavy traffic requirements, and the IEEE 802.3
specification was developed in 1980 based on the origina Ethernet technology. Ethernet Version 2.0 was
jointly developed by Digital Equipment Corporation, Intel Corporation, and Xerox Corporation. It is
compatible with IEEE 802.3. Figure 7-1 illustrates an Ethernet network.

Ethernet and |EEE 802.3 are usually implemented in either an interface card or in circuitry on a primary
circuit board. Ethernet cabling conventions specify the use of atransceiver to attach a cable to the
physical network medium. The transceiver performs many of the physical-layer functions, including

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ethernet.htm (2 of 25) [12/13/2000 9:47:30 PM]



Ethernet

collision detection. The transceiver cable connects end stations to a transceiver.

|EEE 802.3 provides for avariety of cabling options, one of which is a specification referred to as
10Baseb. This specification is the closest to Ethernet. The connecting cableisreferred to as an
attachment unit interface (AUI), and the network attachment deviceis called a media attachment unit
(MAU), instead of atransceiver.

Figure7-1: An Ethernet network runs CSMA/CD over coaxial cable.

Ethernet Segmeant

Ethernet and IEEE 802.3 Operation

In Ethernet's broadcast-based environment, all stations see all frames placed on the network. Following
any transmission, each station must examine every frame to determine whether that station is a
destination. Frames identified as intended for a given station are passed to a higher-layer protocol.

Under the Ethernet CSMA/CD media-access process, any station on a CSMA/CD LAN can access the
network at any time. Before sending data, CSMA/CD stations listen for traffic on the network. A station
wanting to send data waits until it detects no traffic before it transmits.

As a contention-based environment, Ethernet allows any station on the network to transmit whenever the
network is quiet. A collision occurs when two stations listen for traffic, hear none, and then transmit
simultaneousdly. In this situation, both transmissions are damaged, and the stations must retransmit at
some later time. Back-off algorithms determine when the colliding stations should retransmit.

Ethernet and IEEE 802.3 Service Differences

Although Ethernet and |EEE 802.3 are quite similar in many respects, certain service differences
distinguish the two specifications. Ethernet provides services corresponding to Layers 1 and 2 of the OSI
reference model, and | EEE 802.3 specifies the physical layer (Layer 1) and the channel-access portion of
the link layer (Layer 2). In addition, |EEE 802.3 does not define alogical link-control protocol but does
specify several different physical layers, whereas Ethernet defines only one. Figure 7-2 illustrates the

relationship of Ethernet and |EEE 802.3 to the general OSI reference model.

Figure 7-2: Ethernet and the IEEE 802.3 OSl reference model.
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Each |IEEE 802.3 physical-layer protocol has a three-part name that summarizes its characteristics. The
components specified in the naming convention correspond to LAN speed, signaling method, and
physical mediatype. Figure 7-3 illustrates how the naming convention is used to depict these

components.

Figure 7-3: |EEE 802.3 components are named accor ding to conventions,
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Table 7-1 summarizes the differences between Ethernet and |EEE 802.3, as well as the differences
between the various | EEE 802.3 physical-layer specifications.

Table 7-1: Comparison of Various | EEE 802.3 Physical-L ayer Specifications
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Characteristic | Ethernet |EEE 802.3 Values
Value [10Base5 [10Base2  |10BaseT 10BaseFL  |100BaseT
Datarate (Mbps) |10 10 10 10 10 100
Signaling method [Baseband |Baseband |Baseband [Baseband Baseband Baseband
Maximum 500 500 185 100 2,000 100
segment length
(m)
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Media 50-ohm 50-ohm 50-ohm Unshielded  |Fiber-optic |Unshielded
coax (thick) |coax (thick) [coax (thin) |twisted-pair twisted-pair
cable cable
Topology Bus Bus Bus Star Point-to-point |Bus

Ethernet and IEEE 802.3 Frame Formats

Figure 7-4 illustrates the frame fields associated with both Ethernet and |EEE 802.3 frames.

Figure7-4: Variousframefieldsexist for both Ethernet and |EEE 802.3.
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The Ethernet and |IEEE 802.3 frame fields illustrated in Figure 7-4 are as follows.

» Preamble---The aternating pattern of ones and zeros tells receiving stations that a frame is coming
(Ethernet or IEEE 802.3). The Ethernet frame includes an additional byte that is the equivalent of
the Start-of-Frame field specified in the IEEE 802.3 frame.

« Sart-of-Frame (SOF)---The |EEE 802.3 delimiter byte ends with two consecutive 1 bits, which
serve to synchronize the frame-reception portions of al stations on the LAN. SOF is explicitly
specified in Ethernet.

 Destination and Source Addresses---The first 3 bytes of the addresses are specified by the IEEE on
avendor-dependent basis. The last 3 bytes are specified by the Ethernet or IEEE 802.3 vendor.
The source address is always a unicast (single-node) address. The destination address can be
unicast, multicast (group), or broadcast (all nodes).

« Type (Ethernet)---The type specifies the upper-layer protocol to receive the data after Ethernet
processing is completed.
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« Length (IEEE 802.3)---The length indicates the number of bytes of datathat followsthisfield.

« Data (Ethernet)---After physical-layer and link-layer processing is complete, the data contained in
the frame is sent to an upper-layer protocol, which isidentified in the Type field. Although
Ethernet Version 2 does not specify any padding (in contrast to | EEE 802.3), Ethernet expects at
least 46 bytes of data.

» Data (IEEE 802.3)---After physical-layer and link-layer processing is complete, the datais sent to
an upper-layer protocol, which must be defined within the data portion of the frame, if at all. If
datain the frameisinsufficient to fill the frame to its minimum 64-byte size, padding bytes are
inserted to ensure at least a 64-byte frame.

« Frame Check Sequence (FCS)---This sequence contains a 4-byte cyclic redundancy check (CRC)
value, which is created by the sending device and is recalculated by the receiving device to check
for damaged frames.

100-Mbps Ethernet

100-Mbps Ethernet is a high-speed LAN technology that offers increased bandwidth to desktop usersin
the wiring center, as well asto servers and server clusters (sometimes called server farms) in data
centers.

The |EEE Higher Speed Ethernet Study Group was formed to assess the feasibility of running Ethernet at
speeds of 100 Mbps. The Study Group established severa objectives for this new higher-speed Ethernet
but disagreed on the access method. At issue was whether this new faster Ethernet would support
CSMA/CD to access the network medium or some other access method.

The study group divided into two camps over this access-method disagreement: the Fast Ethernet
Alliance and the 100V G-AnyLAN Forum. Each group produced a specification for running Ethernet
(and Token Ring for the latter specification) at higher speeds. 100BaseT and 100V G-AnyLAN,
respectively.

100BaseT isthe |EEE specification for the 100-M bps Ethernet implementation over unshielded
twisted-pair (UTP) and shielded twisted-pair (STP) cabling. The Media Access Control (MAC) layer is
compatible with the IEEE 802.3 MAC layer. Grand Junction, now a part of Cisco Systems Workgroup
Business Unit (WBU), developed Fast Ethernet, which was standardized by the IEEE in the 802.3u
specification.

100V G-AnyLAN isan |EEE specification for 100-Mbps Token Ring and Ethernet implementations over
4-pair UTP. The MAC layer is not compatible with the IEEE 802.3 MAC layer. 100V G-AnyLAN was
developed by Hewlett-Packard (HP) to support newer time-sensitive applications, such as multimedia. A
version of HP'simplementation is standardized in the IEEE 802.12 specification.

100BaseT Overview

100BaseT uses the existing IEEE 802.3 CSMA/CD specification. As aresult, 100BaseT retains the IEEE
802.3 frame format, size, and error-detection mechanism. In addition, it supports all applications and
networking software currently running on 802.3 networks. 100BaseT supports dual speeds of 10 and 100
Mbps using 100BaseT fast link pulses (FLPs). 100BaseT hubs must detect dual speeds much like Token
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Ring 4/16 hubs, but adapter cards can support 10 Mbps, 100 Mbps, or both. Figure 7-5 illustrates how the
802.3 MAC sublayer and higher layers run unchanged on 100BaseT.

Figure 7-5: 802.3 MAC and higher-layer protocols operate over 100BaseT .
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100BaseT Signaling

100BaseT supports two signaling types:
« 100BaseX
o AT+

Both signaling types are interoperable at the station and hub levels. The media-independent interface
(MI1), an AUI-like interface, provides interoperability at the station level. The hub provides
interoperability at the hub level.

The 100BaseX signaling scheme has a convergence sublayer that adapts the full-duplex continuous
signaling mechanism of the FDDI physical medium dependent (PMD) layer to the half-duplex, start-stop
signaling of the Ethernet MAC sublayer. 100BaseT X's use of the existing FDDI specification has
allowed quick delivery of products to market. 100BaseX is the signaling scheme used in the 100BaseTX
and the 100BaseFX mediatypes. Figure 7-6 illustrates how the 100BaseX convergence sublayer

interfaces between the two signaling schemes.

Figure 7-6: The 100BaseX conver gence sublayer interfaces two signaling schemes.
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The 4T+ signaling scheme uses one pair of wires for collision detection and the other three pairs to

transmit data. It allows 100BaseT to run over existing Category 3 cabling if all four pairsareinstalled to
the desktop. 4T+ is the signaling scheme used in the 100BaseT4 mediatype, and it supports half-duplex
operation only. Figure 7-7 shows how 4T+ signaling requires all four UTP pairs.

Figure7-7: 4T+ requiresfour UTP pairs.
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Components used for a 100BaseT physical connection include the following:
« Physical Medium---This device carries signals between computers and can be one of three

100BaseT mediatypes:

0 100BaseTX
0 100BaseFX
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0 100BaseT4

o Medium-Dependent Interface (MDI)---The MDI isamechanical and electrical interface between
the transmission medium and the physical-layer device.

« Physical-Layer Device (PHY)---The PHY provides either 10-or 100-Mbps operation and can be a
set of integrated circuits (or a daughter board) on an Ethernet port, or an external device supplied
with an M1l cable that plugsinto an MII port on a100BaseT device (similar to a 10-Mbps Ethernet
transceiver).

« Maedia-Independent Interface (MI1)---The MII is used with a 100-Mbps external transceiver to
connect a 100-Mbps Ethernet device to any of the three mediatypes. The MII has a 40-pin plug
and cable that stretches up to 0.5 meters.

Figure 7-8 depicts the 100BaseT hardware components.

Figure 7-8: 100BaseT requires several har dware components.
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100BaseT Operation

100BaseT and 10BaseT use the same |EEE 802.3 MAC access and collision detection methods, and they
also have the same frame format and length requirements. The main difference between 100BaseT and
10BaseT (other than the obvious speed differential) is the network diameter. The 100BaseT maximum
network diameter is 205 meters, which is approximately 10 times less than 10-Mbps Ethernet.

Reducing the 100BaseT network diameter is necessary because 100BaseT uses the same
collision-detection mechanism as 10BaseT. With 10BaseT, distance limitations are defined so that a
station knows while transmitting the smallest legal frame size (64 bytes) that a collision has taken place
with another sending station that islocated at the farthest point of the domain.

To achieve the increased throughput of 100BaseT, the size of the collision domain had to shrink. Thisis
because the propagation speed of the medium has not changed, so a station transmitting 10 times faster
must have a maximum distance that is 10 times less. As aresult, any station knows within the first 64
bytes whether a collision has occurred with any other station.

100BaseT FLPs

100BaseT uses pulses, caled FLPs, to check the link integrity between the hub and the 100BaseT device.
FL Ps are backward-compatible with 10BaseT normal-link pulses (NLPs). But FL Ps contain more
information than NL Ps and are used in the autonegotiation process between a hub and adevice on a
100BaseT network.
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100BaseT Autonegotiation Option

100BaseT networks support an optional feature, called autonegotiation, that enables a device and a hub
to exchange information (using 100BaseT FLPs) about their capabilities, thereby creating an optimal
communications environment.

Autonegotiaton supports a number of capabilities, including speed matching for devices that support both
10-and 100-Mbps operation, full-duplex mode of operation for devices that support such
communications, and an automatic signaling configuration for 100BaseT4 and 100BaseT X stations.

100BaseT Media Types

100BaseT supports three mediatypes at the OSl| physical layer (Layer 1): 100BaseT X, 100BaseFX, and
100BaseT4. The three mediatypes, which all interface with the IEEE 802.3 MAC layer, are shown in
Figure 7-9. Table 7-2 compares key characteristics of the three 100BaseT media types.

Figure 7-9: Three 100BaseT mediatypesexist at the physical layer.
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100BaseT X is based on the American National Standards Institutes (ANSI) Twisted Pair-Physical
Medium Dependent (TP-PMD) specification. The ANSI TP-PMD supports UTP and STP cabling.
100BaseT X uses the 100BaseX signaling scheme over 2-pair Category 5 UTP or STP.

Table 7-2: Characteristics of 100BaseT Media Types

Characteristics 100BaseT X 100BaseFX 100BaseT 4

Cable Category 5 UTP, or |62.5/125 micron multi-mode  |Category 3, 4, or 5
Typeland 2 STP |fiber UTP

Number of pairsor strands |2 pairs 2 strands 4 pairs

Connector |SO 8877 (RJ}45) |Duplex SCmedia-interface SO 8877 (RJ-45)
connector connector (MIC) ST connector
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'M aximum segment length '100 meters '400 meters '100 meters
M aximum network 200 meters 400 meters 200 meters
diameter

The |IEEE 802.3u specification for 100BaseT X networks allows a maximum of two repeater (hub)
networks and a total network diameter of approximately 200 meters. A link segment, which is defined as
a point-to-point connection between two Medium Independent Interface (MI1) devices, can be up to 100
meters. Figure 7-10 illustrates these configuration guidelines.

100BaseFX

100BaseFX isbased on the ANSI TP-PMD X3T9.5 specification for FDDI LANSs. 100BaseFX uses the
100BaseX signaling scheme over two-strand multimode fiber-optic (MMF) cable. The IEEE 802.3u
specification for 100BaseFX networks allows data terminal equipment (DTE)-to-DTE links of
approximately 400 meters, or one repeater network of approximately 300 metersin length. Figure 7-11
illustrates these configuration guidelines.

Figure 7-10: The 100BaseT X islimited to a link distance of 100 meters.
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Figure7-11: The 100BaseFX DTE-to-DTE limit is 400 meters.
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100BaseT4 allows 100BaseT to run over existing Category 3 wiring, provided that all four pairs of
cabling are installed to the desktop. 100BaseT4 uses the half-duplex 4T+ signaling scheme. The IEEE
802.3u specification for 100BaseT4 networks allows a maximum of two repeater (hub) networks and a
total network diameter of approximately 200 meters. A link segment, which is defined as a point-to-point
connection between two MII devices, can be up to 100 meters. Figure 7-12 illustrates these configuration
guidelines.

Figure 7-12: The 100BaseT 4 supportsa maximum link distance of 100 meters.
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100VG-AnyLAN

100V G-AnyLAN was developed by HP as an alternative to CSMA/CD for newer time-sensitive
applications, such as multimedia. The access method is based on station demand and was designed as an
upgrade path from Ethernet and 16-Mbps Token Ring. 100V G-AnyLAN supports the following cable

types:
e 4-pair Category 3UTP
o 2-pair Category 4 or 5UTP
« STP
o Fiber optic

12534

The IEEE 802.12 100V G-AnyL AN standard specifies the link-distance limitations, hub-configuration
limitations, and maximum network-distance limitations. Link distances from node to hub are 100 meters
(Category 3 UTP) or 150 meters (Category 5 UTP). Figure 7-13 illustrates the 100V G-AnyLAN link

distance limitations.

Figure 7-13: 100VG-AnyL AN link-distance limitations differ for Category 3and 5 UTP links.
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100V G-Any LAN hubs are arranged in a hierarchical fashion. Each hub has at least one uplink port, and
every other port can be a downlink port. Hubs can be cascaded three-deep if uplinked to other hubs, and
cascaded hubs can be 100 meters apart (Category 3 UTP) or 150 meters apart (Category 5 UTP). Figure
7-14 shows the 100V G-AnyL AN hub configuration.

Figure 7-14: 100VG-AnyL AN hubsare arranged hierarchically.
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End-to-end network-distance limitations are 600 meters (Category 3 UTP) or 900 meters (Category 5
UTP). If hubs are located in the same wiring closet, end-to-end distances shrink to 200 meters (Category
3 UTP) and 300 meters (Category 5 UTP). Figure 7-15 shows the 100V G-AnyLAN maximum network
distance limitations.

Figure 7-15: End-to-end distance limitations differ for 100V G-AnyL AN implementations.
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100VG-AnyLAN Operation

100V G-AnyLAN uses a demand-priority access method that eliminates collisions and can be more
heavily loaded than 100BaseT. The demand-priority access method is more deterministic than
CSMA/CD because the hub controls access to the network.

The 100V G-AnyLAN standard calls for alevel-one hub, or repeater, that acts as the root. This root
repeater controls the operation of the priority domain. Hubs can be cascaded three-deep in a star
topology. Interconnected hubs act as a single large repeater, with the root repeater polling each port in
port order.

In general, under 100V G-AnyLAN demand-priority operation, a node wanting to transmit signals its
request to the hub (or switch). If the network isidle, the hub immediately acknowledges the request and
the node begins transmitting a packet to the hub. If more than one request is recelved at the same time,
the hub uses a round-robin technique to acknowledge each request in turn. High-priority requests, such as
time-sensitive videoconferencing applications, are serviced ahead of normal-priority requests. To ensure
fairnessto all stations, a hub does not grant priority accessto a port more than twicein arow.

Gigabit Ethernet

Gigabit Ethernet is an extension of the IEEE 802.3 Ethernet standard. Gigabit Ethernet builds on the
Ethernet protocol but increases speed tenfold over Fast Ethernet, to 1000 Mbps, or 1 Gbps. ThisMAC
and PHY standard promises to be a dominant player in high-speed LAN backbones and server
connectivity. Because Gigabit Ethernet significantly leverages on Ethernet, network managers will be
able to leverage their existing knowledge base to manage and maintain Gigabit Ethernet networks.
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Gigabit Ethernet Protocol Architecture

To accelerate speeds from 100-Mbps Fast Ethernet to 1 Gbps, several changes need to be made to the
physical interface. It has been decided that Gigabit Ethernet will look identical to Ethernet from the data
link layer upward. The challenges involved in accelerating to 1 Gbps have been resolved by merging two
technologies: |IEEE 802.3 Ethernet and ANSI X3T11 Fibre Channel. Figure 7-16 shows how key

components from each technology have been leveraged to form Gigabit Ethernet.

Figure 7-16: The Gigabit Ethernet protocol stack was developed from a combination of the Fibre
Channel and | EEE 802.3 protocol stacks.
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L everaging these two technologies means that the standard can take advantage of the existing high-speed
physical interface technology of Fibre Channel while maintaining the |IEEE 802.3 Ethernet frame format,
backward compatibility for installed media, and use of full-or half-duplex (viaCSMA/CD).

A model of Gigabit Ethernet is shown in Figure 7-17.

Figure 7-17: Thisdiagram showsthe architectural model of |EEE 802.3z Gigabit Ethernet.
(Source: IEEE Media Access Control Parameters, Physical Layers, Repeater, and Management
Parametersfor 1000 M bps Operation.)
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The Physical Layer

The Gigabit Ethernet specification addresses three forms of transmission media: long-wave (LW) laser
over single-mode and multimode fiber (to be known as 1000Basel X), short-wave (SW) laser over
multimode fiber (to be known as 1000BaseSX), and the 1000BaseCX medium, which allows for
transmission over balanced shielded 150-ohm copper cable. The |IEEE 802.3ab committee is examining
the use of UTP cable for Gigabit Ethernet transmission (1000BaseT); that standard is expected sometime
in 1999. The 1000BaseT draft standard will enable Gigabit Ethernet to extend to distances up to 100
meters over Category 5 UTP copper wiring, which constitutes the majority of the cabling inside
buildings.

The Fibre Channel PMD specification currently allows for 1.062 gigabaud signaling in full-duplex.
Gigabit Ethernet will increase this signaling rate to 1.25 Gbps. The 8B/10B encoding (to be discussed
|ater) allows a data transmission rate of 1000 Mbps. The current connector type for Fibre Channel, and
therefore for Gigabit Ethernet, is the SC connector for both single-mode and multimode fiber. The
Gigabit Ethernet specification calls for media support for multimode fiber-optic cable, single-mode
fiber-optic cable, and a special balanced shielded 150-ohm copper cable.

Long-Wave and Short-Wave Lasers over Fiber-Optic Media

Two standards of laser will be supported over fiber:1000BaseSX (short-wave laser) and 1000Basel X
(long-wave laser). Short-wave and long-wave lasers will be supported over multimode fiber. There are
two available types of multimode fiber: 62.5-millimeter and 50-millimeter diameter fibers. Long-wave
lasers will be used for single-mode fiber because this fiber is optimized for long-wave laser transmission.
There is no support for short-wave laser over single-mode fiber.

The key differences between the use of long-wave and short-wave laser technologies are cost and
distance. Lasers over fiber-optic cable take advantage of variationsin attenuation in a cable. At different
wavelengths, "dips"’ in attenuation will be found over the cable. Short-wave and long-wave lasers take
advantage of those dips and illuminate the cable at different wavelengths. Short-wave lasers are readily
available because variations of these lasers are used in compact disc technology. Long-wave lasers take
advantage of attenuation dips at longer wavelengths in the cable. The net result is that short-wave lasers
will cost less, but transverse a shorter distance. In contrast, long-wave lasers will be more expensive but
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will transverse longer distances.

Single-mode fiber has traditionally been used in networking cable plants to achieve long distances. In
Ethernet, for example, single-mode cable ranges reach up to 10 kilometers. Single-mode fiber, using a
9-micron core and 1300-nanometer laser, demonstrate the highest-distance technology. The small core
and lower-energy laser elongate the wavelength of the laser and allow it to transverse greater distances.
This enables single-mode fiber to reach the greatest distances of al mediawith the least reduction in
noise.

Gigabit Ethernet will be supported over two types of multimode fiber: 62.5-micron and 50-micron
diameter fibers. The 62.5-millimeter fiber istypically seen in vertical campus and building cable plants
and has been used for Ethernet, Fast Ethernet, and FDDI backbone traffic. This type of fiber, however,
has alower modal bandwidth (the ability of the cable to transmit light), especially with short-wave lasers.
This means that short-wave lasers over 62.5-micron fibers will be able to transverse shorter distances
than long-wave lasers. The 50-micron fiber has significantly better modal bandwidth characteristics and
will be able to transverse longer distances with short-wave lasers relative to 62.5-micron fiber.

150-Ohm Balanced Shielded Copper Cable (1000BaseCX)

For shorter cable runs (of 25 meters or less), Gigabit Ethernet will allow transmission over a special
balanced 150-ohm cable. Thisis anew type of shielded cable; itisnot UTP or IBM Typel or Il. In order
to minimize safety and interference concerns caused by voltage differences, transmitters and receivers
will share acommon ground. The return loss for each connector islimited to 20 dB to minimize
transmission distortions. The connector type for 1000BaseCX will be a DB-9 connector. A new
connector is being developed by Aero-Marine Products called the HSSDC (High-Speed Serial Data
Connector), which will be included in the next revision of the draft.

The application for thistype of cabling will be short-haul data-center interconnections and inter-or
intrarack connections. Because of the distance limitation of 25 meters, this cable will not work for
interconnecting data centersto riser closets.

The distances for the media supported under the | EEE 802.3z standard are shown in Figure 7-18.

Figure 7-18: The Gigabit Ethernet draft specifies these distance specifications for Gigabit
Ethernet.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ethernet.htm (17 of 25) [12/13/2000 9:47:30 PM]



Ethernet

Single-mode
1000Basel X i
1300 frm 50 um BMuimods
LT '
| 62,5 um Multimode |
1 ! 1
. |
— ! : :
1000BasasSK e S S o S S e e S e W PR R S50 um Muflimods :
—a50 o oy ' |
~ | 62,5 um Multimode |
i 1 !
a ! ! |
i 1 H :
1000BasalCX 2-pair 5TP : : i !
Copper ' ! '
I T T I I I
Zam 200 m 44l m=550 m - Km
Machinge Boom E'!-,_Jllrllr“'g Backbonas Lrampus Backbome

ME: Destances and drall targets; may .
change in fmal specilication.

PR

The Serializer/Deserializer

The physical media attachment (PMA) sublayer for Gigabit Ethernet isidentical to the PMA for Fibre
Channel. The serializer/deserializer is responsible for supporting multiple encoding schemes and
allowing presentation of those encoding schemes to the upper layers. Data entering the PHY will enter
through the PMD and will need to support the encoding scheme appropriate to that medium. The
encoding scheme for Fibre Channel is 8B/10B, designed specifically for fiber-optic cable transmission.
Gigabit Ethernet will use asimilar encoding scheme. The difference between Fibre Channel and Gigabit
Ethernet, however, isthat Fibre Channel utilizes a 1.062 gigabaud signaling, whereas Gigabit Ethernet
will utilize 1.25 gigabaud signaling. A different encoding scheme will be required for transmission over
UTP. This encoding will be performed by the UTP or 1000BaseT PHY .

8B/10B Encoding

The Fibre Channel FC1 layer describes the synchronization and the 8B/10B encoding scheme. FC1
defines the transmission protocol, including serial encoding and decoding to and from the physical layer,
specia characters, and error control. Gigabit Ethernet will use the same encoding/decoding as specified
in the FC1 layer of Fibre Channel. The scheme used is the 8B/10B encoding. Thisis similar to the 4B/5B
encoding used in FDDI; however, 4B/5B encoding was rejected for Fibre Channel because it lacks DC
balance. The lack of DC balance can potentially result in data-dependent heating of lasers dueto a
transmitter sending more 1s than Os, resulting in higher error rates.

Encoding data transmitted at high speeds provides some advantages:

« Encoding limits the effective transmission characteristics, such asratio of 1sto 0s, on the error
rate.

« Bit-level clock recovery of the receiver can be greatly improved by using data encoding.

« Encoding increases the possibility that the receiving station can detect and correct transmission or
reception errors.
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« Encoding can help distinguish data bits from control bits.
All these features have been incorporated into the Fibre Channel FC1 specification.

In Gigabit Ethernet, the FC1 layer will take decoded data from the FC2 layer, 8 bits at atime from the
reconciliation sublayer (RS), which "bridges" the Fibre Channel physical interface to the IEEE 802.3
Ethernet upper layers. Encoding takes place via an 8-bit to 10-bit character mapping. Decoded data
comprises 8 bits with a control variable. Thisinformation is, in turn, encoded into a 10-bit transmission
character.

Encoding is accomplished by providing each transmission character with a name, denoted as Zxx.y. Z is
the control variable that can have two values: D for data and K for special character. The xx designation
IS the decimal value of the binary number composed of a subset of the decoded bits. They designation is
the decimal value of the binary number of remaining decoded bits. Thisimplies that there are 256
possibilities for data (D designation) and 256 possibilities for special characters (K designation).
However, only 12 Kxx.y values are valid transmission characters in Fibre Channel. When datais
received, the transmission character is decoded into one of the 256 8-bit combinations.

Gigabit Ethernet Interface Carrier (GBIC)

The GBIC interface allows network managers to configure each Gigabit port on a port-by-port basis for
short-wave and long-wave lasers, as well as for copper physical interfaces. This configuration allows
switch vendors to build a single physical switch or switch module that the customer can configure for the
required laser/fiber topology. As stated earlier, Gigabit Ethernet initially supports three key media:
short-wave laser, long-wave laser, and short copper. In addition, fiber-optic cable comesin three types:
multimode (62.5 um), multimode (50 um) and single-mode. A diagram for the GBIC function is provided

in Figure 7-19.

Figure 7-19: Thisdiagram displaysthe function of the GBI C interface.
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In contrast, Gigabit Ethernet switches without GBICs either cannot support other lasers or need to be
ordered customized to the laser types required. Note that the IEEE 802.3z committee provides the only
GBIC specification. The 802.3ab committee may provide for GBICs as well.
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The MAC Layer

The MAC layer of Gigabit Ethernet is similar to those of standard Ethernet and Fast Ethernet. The MAC
layer of Gigabit Ethernet will support both full-duplex and half-duplex transmission. The characteristics
of Ethernet, such as collision detection, maximum network diameter, repeater rules, and so forth, will be
the same for Gigabit Ethernet. Support for half-duplex Ethernet adds frame bursting and carrier
extension, two functions not found in Ethernet and Fast Ethernet.

Half-Duplex Transmission

For half-duplex transmission, CSMA/CD will be utilized to ensure that stations can communicate over a
single wire and that collision recovery can take place. Implementation of CSMA/CD for Gigabit Ethernet
will be the same as for Ethernet and Fast Ethernet and will allow the creation of shared Gigabit Ethernet
via hubs or half-duplex point-to-point connections.

Because the CSMA/CD protocol is delay sensitive, a bit-budget per-collision domain must be created.
Note that delay sensitivity is of concern only when CSMA/CD is utilized; full-duplex operation has no
such concerns. A collision domain is defined by the time of avalid minimum-length frame transmission.
This transmission, in turn, governs the maximum separation between two end stations on a shared
segment. Asthe speed of network operation increases, the minimum frame transmission time decreases,
as does the maximum diameter of a collision domain. The bit budget of a collision domain is made up of
the maximum signal delay time of the various networking components, such as repeaters, the MAC layer
of the station, and the medium itself.

Acceleration of Ethernet to Gigabit speeds has created some challenges in terms of the implementation of
CSMA/CD. At speeds greater than 100 Mbps, smaller packet sizes are smaller than the length of the
slot-time in bits. (Sot-time is defined as the unit of time for Ethernet MAC to handle collisions.) To
remedy the slot-time problem, carrier extension has been added to the Ethernet specification. Carrier
extension adds bits to the frame until the frame meets the minimum slot-time required. In this way, the
smaller packet sizes can coincide with the minimum slot-time and allow seamless operation with current
Ethernet CSMA/CD.

Another change to the Ethernet specification is the addition of frame bursting. Frame bursting is an
optional feature in which, in a CSMA/CD environment, an end station can transmit a burst of frames
over the wire without having to relinquish control. Other stations on the wire defer to the burst
transmission as long as there is no idle time on the wire. The transmitting station that is bursting onto the
wire fillsthe interframe interval with extension bits such that the wire never appears free to any other end
station.

It isimportant to point out that the issues surrounding half-duplex Gigabit Ethernet, such asframe size
inefficiency (which in turn drives the need for carrier extension) as well as the signal round-trip time at
Gigabit speeds, indicate that, in reality, half-duplex is not effective for Gigabit Ethernet.

IEEE 802.3x Full-Duplex Transmission

Full-duplex provides the means of transmitting and receiving simultaneously on asingle wire.
Full-duplex istypically used between two endpoints, such as between switches, between switches and
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servers, between switches and routers, and so on. Full-duplex has alowed bandwidth on Ethernet and
Fast Ethernet networksto be easily and cost-effectively doubled from 10 Mbpsto 20 Mbps and 100
Mbps to 200 Mbps, respectively. By using features such as Fast EtherChannel, "bundles’ of Fast
Ethernet connections can be grouped together to increase bandwidth up to 400%.

Full-duplex transmission will be utilized in Gigabit Ethernet to increase aggregate bandwidth from 1
Gbps to 2 Gbps for point-to-point links as well as to increase the distances possible for the particular
media. Additionally, Gigabit EtherChannel "bundles’ will alow creation of 8 Gbps connecting between
switches. The use of full-duplex Ethernet eliminates collisions on the wire; therefore, CSMA/CD need
not be utilized as aflow control or access medium. However, afull-duplex flow control method has been
put forward in the standards committee with flow control as on optional clause. That standard is referred
to as |EEE 802.3x; it formalizes full-duplex technology and is expected to be supported in future Gigabit
Ethernet products. Because of the volume of full-duplex 100-Mbps network interface cards (NICs), it is
unlikely that this standard will realistically apply to Fast Ethernet.

Optional 802.3x Flow Control

The optional flow control mechanism is set up between the two stations on the point-to-point link. If the
receiving station at the end becomes congested, it can send back aframe called a pause frame to the
source at the opposite end of the connection; the pause frame instructs that station to stop sending
packets for a specific period of time. The sending station waits the requested time before sending more
data. The receiving station can also send aframe back to the source with atime-to-wait of zero and
instruct the source to begin sending data again. Figure 7-20 shows how |EEE 802.3x will work.

Figure 7-20: Thisfigure presents an overview of the operation of the | EEE 802.3 flow control
pr ocess.
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This flow control mechanism was devel oped to match the sending and receiving device throughput. For
example, a server can transmit to aclient at arate of 3000 pps. The client, however, may not be able to
accept packets at that rate because of CPU interrupts, excessive network broadcasts, or multitasking
within the system. In this example, the client would send a pause frame and request that the server hold
transmission for a certain period. This mechanism, although separate from the |EEE 802.3z work, will
complement Gigabit Ethernet by allowing Gigabit devices to participate in this flow-control mechanism.
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The Logical Link Layer

Gigabit Ethernet has been designed to adhere to the standard Ethernet frame format, which maintains
compatibility with the installed base of Ethernet and Fast Ethernet products and requires no frame
trandlation. Figure 7-21 describes the |EEE 802.3/Ethernet frame format.

The original Xerox specification identified a Type field, which was utilized for protocol identification.
The |IEEE 802.3 specification eliminated the Type field, replacing it with the Length field. The Length
field is used to identify the length in bytes of the data field. The protocol typein 802.3 frames are left to
the data portion of the packet. The LLC isresponsible for providing services to the network layer
regardless of mediatype, such as FDDI, Ethernet, Token Ring, and so on.

Figure 7-21: Thisfigure showsthefields of the | EEE 802.3/Ethernet frame format.
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In order to communicate between the MAC layer and the upper layers of the protocol stack, the Logical
Link Control (LLC) layer of LLC protocol data units (or PDUs) makes use of three variable addresses to
determine access into the upper layers viathe LLC/PDU. Those addresses are the destination service
access point (DSAP), source service access point (SSAP), and control variable. The DSAP address
specifies a unique identifier within the station that provides protocol information for the upper layer. The
SSAP provides the same information for the source address.

The LLC defines service access for protocols that conform to the Open System Interconnection (OSI)
model for network protocols. Unfortunately, many protocols do not obey the rules for those layers.
Therefore, additional information must be added to the LL C to provide information regarding those
protocols. Protocols falling into this category include Internet Protocol (IP) and Internetwork Packet
Exchange (1PX).

The method used to provide this additional protocol information is called a Subnetwork Access Protocol
(SNAP) frame. A SNAP encapsulation isindicated by the SSAP and DSAP addresses being set to OXAA.
This address indicates that a SNAP header follows. The SNAP header is5 byteslong: Thefirst 3 bytes
consist of the organization code, which is assigned by the | EEE; the second 2 bytes use the Type value
set from the original Ethernet specifications.

Migration to Gigabit Ethernet

Several means can be used to deploy Gigabit Ethernet to increase bandwidth and capacity within the
network. First, Gigabit Ethernet can be used to improve Layer 2 performance. Here, the throughput of
Gigabit Ethernet is used to eliminate Layer 2 bottlenecks.
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Scaling Bandwidth with Fast EtherChannel and Gigabit
EtherChannel

Bandwidth requirements within the network core and between the network core and the wiring closet
have placed significant demands on the network. Fast EtherChannel allows multiple Fast Ethernet ports
to be bundled together and seen logically by the switches as afat pipe. Fast EtherChannel allows the
bundling of up to four ports, for an aggregate bandwidth of 800 Mbps. With support from NIC
manufacturers such as Sun Microsystems, Intel, SGI, Compaq, and Adaptec, Fast EtherChannel can now
be provided directly to high-end file servers. Figure 7-22 provides a possible Fast EtherChannel

topology.

Figure 7-22: Ether Channdl allowsthe bundling of up to four ports, for an aggregate bandwidth of
800 M bps.
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Many large-scale networks use a meshed core of routers to form a redundant network backbone. This
backbone typically consists of FDDI, Fast Ethernet, or ATM. However, as newer network designs
heavily utilize switching with 100-Mbps links to these routers, a potential design bottleneck can be
created. Although thisis not currently a problem, the migration of services away from the workgroup and
toward the enterprise can potentially lead to slower network performance.

The solution demonstrated in Figure 7-23 uses Gigabit Ethernet switches that provide aggregation

between routers in arouted backbone. Gigabit Ethernet and Gigabit switching are used to improve speed
and capacity between the routers. Gigabit Ethernet switches are placed between the routers for improved
throughput performance. By implementing this design, afast Layer 2 aggregation is utilized, creating a
high-speed core.

Figure 7-23: Thisdesign provides a scalable switching solution that increasesthroughput in a
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Scaling Wiring Closets

Gigabit Ethernet can aso be used to aggregate traffic from wiring closets to the network core (see Figure
7-24). Gigabit Ethernet and Gigabit switching are used to aggregate traffic from multiple low-speed

switches as a front end to the router. Low-speed switches can be connected either via Fast Ethernet or by
a Gigabit Ethernet uplink while the switches provide dedicated 10-Mbps switching or group switching to
individual users. The file servers are connected via Gigabit Ethernet for improved throughput
performance. Keep in mind that as bandwidth requirements to the core or within the core increase,
Gigabit EtherChannel can produce afourfold increase in performance.

Figure 7-24: Thisdesign demonstratesthe use of Gigabit Ethernet switching to improve data
center applications.
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Gigabit Ethernet can also improve Layer 3 performance. This essentially means coupling Layer 2
performance with the benefits of Layer 3 routing. By using the switching paradigm as a road map,
Gigabit switching and distributed Layer 3 services can improve the scalability and performance of
campus intranets.
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Gigabit Ethernet Campus Applications

The key application of Gigabit Ethernet is expected to be use in the building backbone for
interconnection of wiring closets. A Gigabit multilayer switch in the building data center aggregates the
building's traffic and provides connection to servers via Gigabit Ethernet or Fast Ethernet. WAN
connectivity can be provided by traditional routers or viaATM switching. Gigabit Ethernet can aso be
used for connecting buildings on the campus to a central multilayer Gigabit switch located at the campus
data center. Serverslocated at the campus data center are also connected to the Gigabit multilayer switch
that provides connectivity to the entire campus. Once again, Gigabit EtherChannel can be utilized to
significantly increase the bandwidth avail able within the campus backbone, to high-end wiring closets, or
to high-end routers. Figure 7-25 illustrates potential multilayer Gigabit switching designs.

Figure 7-25: Thisdesign provides an example of a multilayer Gigabit switching environment.
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Fiber Distributed Data Interface (FDDI)

Background

The Fiber Distributed Data Interface (FDDI) specifies a 100-Mbps token-passing, dual-ring LAN using
fiber-optic cable. FDDI is frequently used as high-speed backbone technology because of its support for
high bandwidth and greater distances than copper. It should be noted that relatively recently, arelated
copper specification, called Copper Distributed Data Interface (CDDI) has emerged to provide 100-Mbps
service over copper. CDDI isthe implementation of FDDI protocols over twisted-pair copper wire. This
chapter focuses mainly on FDDI specifications and operations, but it also provides a high-level overview
of CDDI.

FDDI uses a dual-ring architecture with traffic on each ring flowing in opposite directions (called
counter-rotating). The dual-rings consist of aprimary and a secondary ring. During normal operation, the
primary ring is used for data transmission, and the secondary ring remainsidle. The primary purpose of
the dual rings, as will be discussed in detail later in this chapter, isto provide superior reliability and
robustness. Figure 8-1 shows the counter-rotating primary and secondary FDDI rings.
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Figure 8-1: FDDI uses counter-rotating primary and secondary rings.
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FDDI was developed by the American National Standards Institute (ANSI) X3T9.5 standards committee
in the mid-1980s. At the time, high-speed engineering workstations were beginning to tax the bandwidth
of existing local area networks (LANS) based on Ethernet and Token Ring). A new LAN mediawas
needed that could easily support these workstations and their new distributed applications. At the same
time, network reliability had become an increasingly important issue as system managers migrated
mission-critical applications from large computers to networks. FDDI was developed to fill these needs.
After completing the FDDI specification, ANSI submitted FDDI to the International Organization for
Standardization (1SO), which created an international version of FDDI that is completely compatible
with the ANSI standard version.

FDDI Transmission Media

FDDI uses optical fiber asthe primary transmission medium, but it also can run over copper cabling. As
mentioned earlier, FDDI over copper isreferred to as Copper-Distributed Data Interface (CDDI).
Optical fiber has several advantages over copper media. In particular, security, reliability, and
performance all are enhanced with optical fiber media because fiber does not emit electrical signals. A
physical medium that does emit electrical signals (copper) can be tapped and therefore would permit
unauthorized access to the data that is transiting the medium. In addition, fiber isimmune to electrical
interference from radio frequency interference (RFI) and electromagnetic interference (EMI). Fiber
historically has supported much higher bandwidth (throughput potential) than copper, although recent
technological advances have made copper capable of transmitting at 100 Mbps. Finally, FDDI allows
two kilometers between stations using multi-mode fiber, and even longer distances using a single mode.

FDDI defines two types of optical fiber: single-mode and multi-mode. A modeisaray of light that enters
the fiber at a particular angle. Multi-mode fiber uses LED as the light-generating devices, while
single-mode fiber generally uses lasers.
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Multi-mode fiber allows multiple modes of light to propagate through the fiber. Because these modes of
light enter the fiber at different angles, they will arrive at the end of the fiber at different times. This
characteristic is known as modal dispersion. Modal dispersion limits the bandwidth and distances that
can be accomplished using multi-mode fibers. For this reason, multi-mode fiber is generally used for
connectivity within a building or within arelatively geographically contained environment.

Single-mode fiber allows only one mode of light to propagate through the fiber. Because only asingle
mode of light is used, modal dispersion is not present with single-mode fiber. Therefore, single-modeis
capable of delivering considerably higher performance connectivity and over much larger distances,
which iswhy it generally is used for connectivity between buildings and within environments that are
more geographically dispersed.

Figure 8-2 depicts single-mode fiber using a laser light source and multi-mode fiber using a
light-emitting diode (LED) light source.

Figure 8-2: Light sourcesdiffer for single-mode and multi-mode fibers.
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FDDI Specifications

FDDI specifies the physical and media-access portions of the OSI reference model. FDDI is not actually
asingle specification, but it is a collection of four separate specifications each with a specific function.
Combined, these specifications have the capability to provide high-speed connectivity between
upper-layer protocols such as TCP/IP and I1PX, and media such as fiber-optic cabling.

FDDI'sfour specifications are the Media Access Control (MAC), Physical Layer Protocol (PHY),
Physical-Medium Dependent (PMD), and Station Management (SMT). The MAC specification defines
how the medium is accessed, including frame format, token handling, addressing, algorithms for
calculating cyclic redundancy check (CRC) value, and error-recovery mechanisms. The PHY
specification defines data encoding/decoding procedures, clocking requirements, and framing, among
other functions. The PMD specification defines the characteristics of the transmission medium, including
fiber-optic links, power levels, bit-error rates, optical components, and connectors. The SMT
specification defines FDDI station configuration, ring configuration, and ring control features, including
station insertion and removal, initialization, fault isolation and recovery, scheduling, and statistics
collection.
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FDDI issimilar to IEEE 802.3 Ethernet and |EEE 802.5 Token Ring in its relationship with the OSI
model. Its primary purpose isto provide connectivity between upper OSI layers of common protocols
and the media used to connect network devices. Figure 8-3 illustrates the four FDDI specifications and

their relationship to each other and to the |EEE-defined Logical-Link Control (LLC) sublayer. The LLC
sublayer is a component of Layer 2, the MAC layer, of the OSI reference model.

Figure 8-3: FDDI gpecifications map to the OSI hierarchical model.
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FDDI Station-Attachment Types

One of the unique characteristics of FDDI is that multiple ways actually exist by which to connect FDDI
devices. FDDI defines three types of devices. single-attachment station (SAS), dual -attachment station
(DAS), and a concentrator.

An SAS attaches to only one ring (the primary) through a concentrator. One of the primary advantages of
connecting devices with SAS attachments is that the devices will not have any effect on the FDDI ring if
they are disconnected or powered off. Concentrators will be discussed in more detail in the following
discussion.

Each FDDI DAS has two ports, designated A and B. These ports connect the DAS to the dual FDDI ring.
Therefore, each port provides a connection for both the primary and the secondary ring. Asyou will see
in the next section, devices using DAS connections will affect thering if they are disconnected or
powered off. Figure 8-4 shows FDDI DAS A and B ports with attachments to the primary and secondary

rings.

Figure 8-4: FDDI DAS portsattach to the primary and secondary rings.
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An FDDI concentrator (also called a dual-attachment concentrator [DAC]) is the building block of an
FDDI network. It attaches directly to both the primary and secondary rings and ensures that the failure or
power-down of any SAS does not bring down the ring. Thisis particularly useful when PCs, or similar
devices that are frequently powered on and off, connect to the ring. Figure 8-5 shows the ring

attachments of an FDDI SAS, DAS, and concentrator.

Figure 8-5: A concentrator attachesto both the primary and secondary rings.

FDDI provides a number of fault-tolerant features. In particular, FDDI's dual-ring environment, the
implementation of the optical bypass switch, and dual-homing support make FDDI aresilient media
technology.

Dual Ring

FDDI's primary fault-tolerant feature is the dual ring. If a station on the dual ring fails or is powered
down, or if the cable is damaged, the dual ring is automatically wrapped (doubled back onto itself) into a
single ring. When the ring is wrapped, the dual-ring topology becomes a single-ring topology. Data
continues to be transmitted on the FDDI ring without performance impact during the wrap condition.
Figure 8-6 and Figure 8-7 illustrate the effect of aring wrapping in FDDI.

Figure 8-6: A ring recoversfrom a station failure by wrapping.
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When asingle station fails, as shown in Figure 8-6, devices on either side of the failed (or powered

down) station wrap, forming a single ring. Network operation continues for the remaining stations on the
ring. When a cable failure occurs, as shown in Figure 8-7, devices on either side of the cable fault wrap.

Network operation continues for all stations.

It should be noted that FDDI truly provides fault-tolerance against a single failure only. When two or
more failures occur, the FDDI ring segments into two or more independent rings that are unable to
communicate with each other.

Optical Bypass Switch

An optical bypass switch provides continuous dual-ring operation if a device on the dual ring fails. This
Is used both to prevent ring segmentation and to eliminate failed stations from the ring. The optical
bypass switch performs this function through the use of optical mirrorsthat pass light from the ring
directly to the DAS device during normal operation. In the event of afailure of the DAS device, such asa
power-off, the optical bypass switch will pass the light through itself by using internal mirrors and
thereby maintain the ring's integrity. The benefit of this capability isthat the ring will not enter a
wrapped condition in the event of a device failure. Figure 8-8 shows the functionality of an optical

bypass switch in an FDDI network.

Figure 8-8: The optical bypass switch usesinternal mirrorsto maintain a network.
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Dual Homing

Critical devices, such as routers or mainframe hosts, can use a fault-tolerant technique called dual
homing to provide additional redundancy and to help guarantee operation. In dual-homing situations, the
critical deviceis attached to two concentrators. Figure 8-9 shows a dual-homed configuration for devices

such asfile servers and routers.

Figure 8-9: A dual-homed configuration guar antees oper ation.

Concentrator
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One pair of concentrator linksis declared the active link; the other pair is declared passive. The passive
link stays in back-up mode until the primary link (or the concentrator to which it is attached) is
determined to have failed. When this occurs, the passive link automatically activates.

FDDI Frame Format

The FDDI frame format is similar to the format of a Token Ring frame. Thisis one of the areas where
FDDI borrows heavily from earlier LAN technologies, such as Token Ring. FDDI frames can be as large
as 4,500 bytes. Figure 8-10 shows the frame format of an FDDI data frame and token.

Figure 8-10: The FDDI frameissimilar to that of a Token Ring frame.
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FDDI Frame Fields

The following descriptions summarize the FDDI data frame and token fields illustrated in Figure 8-10.

« Preamble---A unigue sequence that prepares each station for an upcoming frame.

« Sart Delimiter---Indicates the beginning of aframe by employing a signaling pattern that
differentiates it from the rest of the frame.

o Frame Control---Indicates the size of the address fields and whether the frame contains
asynchronous or synchronous data, among other control information.

 Destination Address---Contains a unicast (singular), multicast (group), or broadcast (every station)
address. Aswith Ethernet and Token Ring addresses, FDDI destination addresses are 6 bytes long.

« Source Address---l1dentifies the single station that sent the frame. Aswith Ethernet and Token Ring
addresses, FDDI source addresses are 6 bytes long.

« Data---Contains either information destined for an upper-layer protocol or control information.

« Frame Check Sequence (FCS)---Filed by the source station with a calculated cyclic redundancy
check value dependent on frame contents (as with Token Ring and Ethernet). The destination
address recal cul ates the value to determine whether the frame was damaged in transit. If so, the
frameis discarded.

« End Delimiter---Contains unique symbols, which cannot be data symbols, that indicate the end of
the frame.

o Frame Satus---Allows the source station to determine whether an error occurred and whether the
frame was recognized and copied by areceiving station.

Copper Distributed Data Interface (CDDI)

Copper Distributed Data Interface (CDDI) is the implementation of FDDI protocols over twisted-pair
copper wire. Like FDDI, CDDI provides datarates of 100 Mbps and uses a dual-ring architecture to
provide redundancy. CDDI supports distances of about 100 meters from desktop to concentrator.

CDDI isdefined by the ANSI X3T9.5 Committee. The CDDI standard is officially named the
Twisted-Pair Physical Medium Dependent (TP-PMD) standard. It is also referred to as the Twisted-Pair
Distributed Data Interface (TP-DDI), consistent with the term Fiber-Distributed Data Interface (FDDI).
CDDI is consistent with the physical and media-access control layers defined by the ANSI standard.
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The ANSI standard recognizes only two types of cables for CDDI: shielded twisted pair (STP) and
unshielded twisted pair (UTP). STP cabling has a 150-ohm impedance and adheres to EIA/TIA 568
(IBM Type 1) specifications. UTP is data-grade cabling (Category 5) consisting of four unshielded pairs
using tight-pair twists and specially developed insulating polymersin plastic jackets adhering to
EIA/TIA 568B specifications.

Figure 8-11 illustrates the CDDI TP-PMD specification in relation to the remaining FDDI specifications.

Figure 8-11: CDDI TP-PMD and FDDI specifications adhereto different standards.
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Background

The Token Ring network was originally developed by IBM in the 1970s. It is still IBM's primary local
area network (LAN) technology and is second only to Ethernet/| EEE 802.3 in general LAN popularity.
The related |EEE 802.5 specification is amost identical to and completely compatible with IBM's Token
Ring network. In fact, the IEEE 802.5 specification was modeled after IBM Token Ring, and it continues
to shadow IBM's Token Ring development. The term Token Ring generally is used to refer to both IBM's
Token Ring network and |EEE 802.5 networks. This chapter addresses both Token Ring and |EEE 802.5.

Token Ring and |EEE 802.5 networks are basically compatible, although the specifications differ in
minor ways. IBM's Token Ring network specifies a star, with al end stations attached to a device called
amultistation access unit (MSAU). In contrast, IEEE 802.5 does not specify atopology, although
virtually all IEEE 802.5 implementations are based on a star. Other differences exist, including media
type (IEEE 802.5 does not specify a mediatype, although IBM Token Ring networks use twisted-pair
wire) and routing information field size. Figure 9-1 summarizes IBM Token Ring network and |EEE

802.5 specifications.

Figure 9-1: Although dissimilar in somerespects, IBM's Token Ring Network and |EEE 802.5 are
generally compatible.
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Physical Connections

IBM Token Ring network stations are directly connected to MSAUS, which can be wired together to
form one large ring (see Figure 9-2). Patch cables connect MSAUs to adjacent MSAUS, while lobe

cables connect MSAUs to stations. MSAUs include bypass relays for removing stations from the ring.

Figure 9-2: MSAUs can be wired together to form onelargeringin an IBM Token Ring network.
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Token Ring Operation

Eiduia

Token Ring and |EEE 802.5 are two principal examples of token-passing networks (FDDI being the
other). Token-passing networks move a small frame, called atoken, around the network. Possession of
the token grants the right to transmit. If a node receiving the token has no information to send, it passes
the token to the next end station. Each station can hold the token for a maximum period of time.

If a station possessing the token does have information to transmit, it seizes the token, alters one bit of
the token, which turns the token into a start-of-frame sequence, appends the information it wants to
transmit, and sends this information to the next station on the ring. While the information frameis
circling the ring, no token is on the network (unless the ring supports early token release), which means
that other stations wanting to transmit must wait. Therefore, collisions cannot occur in Token Ring
networks. If early token release is supported, a new token can be released when frame transmission is
compl ete.

The information frame circulates the ring until it reaches the intended destination station, which copies
the information for further processing. The information frame continuesto circle the ring and is finally
removed when it reaches the sending station. The sending station can check the returning frame to see

whether the frame was seen and subsequently copied by the destination.

Unlike CSMA/CD networks (such as Ethernet), token-passing networks are deterministic, which means
that it is possible to calculate the maximum time that will pass before any end station will be ableto
transmit. This feature and several reliability features, which are discussed in the section
"Fault-Management Mechanisms” later in this chapter, make Token Ring networks ideal for applications

where delay must be predictable and robust network operation isimportant. Factory automation
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environments are examples of such applications.

Priority System

Token Ring networks use a sophisticated priority system that permits certain user-designated,
high-priority stationsto use the network more frequently. Token Ring frames have two fields that control
priority: the priority field and the reservation field.

Only stations with a priority equal to or higher than the priority value contained in atoken can seize that
token. After the token is seized and changed to an information frame, only stations with a priority value
higher than that of the transmitting station can reserve the token for the next pass around the network.
When the next token is generated, it includes the higher priority of the reserving station. Stations that
raise atoken's priority level must reinstate the previous priority after their transmission is complete.

Fault-Management Mechanisms

Token Ring networks employ several mechanisms for detecting and compensating for network faults.
One station in the Token Ring network, for example, is selected to be the active monitor. This station,
which potentially can be any station on the network, acts as a centralized source of timing information
for other ring stations and performs a variety of ring- maintenance functions. One of these functionsis
the removal of continuously circulating frames from the ring. When a sending device fails, its frame may
continue to circle thering. This can prevent other stations from transmitting their own frames and
essentially can lock up the network. The active monitor can detect such frames, remove them from the
ring, and generate a new token.

The IBM Token Ring network's star topology also contributes to overall network reliability. Because all
information in a Token Ring network is seen by active MSAUS, these devices can be programmed to
check for problems and selectively remove stations from the ring if necessary.

A Token Ring algorithm called beaconing detects and tries to repair certain network faults. Whenever a
station detects a serious problem with the network (such as a cable break), it sends a beacon frame, which
defines afailure domain. This domain includes the station reporting the failure, its nearest active
upstream neighbor (NAUN), and everything in between. Beaconing initiates a process called
autoreconfiguration, where nodes within the failure domain automatically perform diagnosticsin an
attempt to reconfigure the network around the failed areas. Physically, the MSAU can accomplish this
through electrical reconfiguration.

Frame Format

Token Ring and |EEE 802.5 support two basic frame types: tokens and data/command frames. Tokens
are 3 bytesin length and consist of a start delimiter, an access control byte, and an end delimiter.
Data/command frames vary in size, depending on the size of the Information field. Data frames carry
information for upper-layer protocols, while command frames contain control information and have no
datafor upper-layer protocols. Both formats are shown in Figure 9-3.
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Figure 9-3: IEEE 802.5 and Token Ring specify tokens and data/command frames.
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Token Frame Fields

The three token frame fieldsillustrated in Figure 9-3 are summarized in the descriptions that follow:

Sart Delimiter---Alerts each station of the arrival of atoken (or data/command frame). Thisfield
includes signals that distinguish the byte from the rest of the frame by violating the encoding
scheme used elsewhere in the frame.

Access-Control Byte---Contains the Priority field (the most significant 3 bits) and Reservation field
(the least significant 3 bits), aswell as atoken bit (used to differentiate a token from a
data/lcommand frame) and a monitor bit (used by the active monitor to determine whether aframe
is circling the ring endlessly).

End Delimiter---Signals the end of the token or data/command frame. This field also contains bits
to indicate a damaged frame and identify the frame that isthe last in alogical sequence.

Data/Command Frame Fields

Data/lCommand frames have the same three fields as Token Frames, plus several others. The
Data/lCommand frame fieldsillustrated in Figure 9-3 are described in the following summaries:

Sart Delimiter---Alerts each station of the arrival of atoken (or data/command frame). Thisfield
includes signals that distinguish the byte from the rest of the frame by violating the encoding
scheme used elsewhere in the frame.

Access-Control Byte---Contains the Priority field (the most significant 3 bits) and Reservation field
(the least significant 3 bits), aswell as atoken bit (used to differentiate a token from a
data/command frame) and a monitor bit (used by the active monitor to determine whether aframe
Is circling the ring endlessly).

Frame-Control Bytes---Indicates whether the frame contains data or control information. In control
frames, this byte specifies the type of control information.

Destination and Source Addresses---Two 6-byte address fields identify the destination and source
station addresses.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/tokenrng.htm (5 of 6) [12/13/2000 9:47:37 PM]



Token Ring/IEEE 802.5

« Data---Length of field is limited by the ring token holding time, which defines the maximum time
a station can hold the token.

« Frame-Check Sequence (FCS)---Filed by the source station with a calculated value dependent on
the frame contents. The destination station recal cul ates the value to determine whether the frame
was damaged in transit. If so, the frame is discarded.

« End Delimiter---Signals the end of the token or data/command frame. The end delimiter also
contains bits to indicate a damaged frame and identify the frame that is the last in alogical
sequence.

« Frame Satus---A 1-byte field terminating a command/data frame. The Frame Status field includes
the address-recognized indicator and frame-copied indicator.
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Background

Frame Relay is a high-performance WAN protocol that operates at the physical and data link layers of
the OSl reference model. Frame Relay originally was designed for use across Integrated Services Digital
Network (ISDN) interfaces. Today, it isused over avariety of other network interfaces aswell. This
chapter focuses on Frame Relay's specifications and applications in the context of WAN services.

Frame Relay is an example of a packet-switched technology. Packet-switched networks enable end
stations to dynamically share the network medium and the available bandwidth. Variable-length packets
are used for more efficient and flexible transfers. These packets then are switched between the various
network segments until the destination is reached. Statistical multiplexing techniques control network
access in a packet-switched network. The advantage of this technique is that it accommodates more
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flexibility and more efficient use of bandwidth. Most of today's popular LANS, such as Ethernet and
Token Ring, are packet-switched networks.

Frame Relay often is described as a streamlined version of X.25, offering fewer of the robust capabilities,
such as windowing and retransmission of lost data, that are offered in X.25. This is because Frame Relay
typically operates over WAN facilities that offer more reliable connection services and a higher degree of
reliability than the facilities available during the late 1970s and early 1980s that served as the common
platformsfor X.25 WANs. As mentioned earlier, Frame Relay is strictly a Layer 2 protocol suite,
whereas X.25 provides services at Layer 3 (the network layer) aswell. This enables Frame Relay to offer
higher performance and greater transmission efficiency than X.25 and makes Frame Relay suitable for
current WAN applications, such as LAN interconnection.

Initial proposals for the standardization of Frame Relay were presented to the Consultative Committee on
International Telephone and Telegraph (CCITT) in 1984. Due to lack of interoperability and lack of
complete standardization, however, Frame Relay did not experience significant deployment during the
late 1980s.

A major development in Frame Relay's history occurred in 1990 when Cisco Systems, Digital
Equipment, Northern Telecom, and StrataCom formed a consortium to focus on Frame Relay technol ogy
development. This consortium developed a specification that conformed to the basic Frame Relay
protocol that was being discussed in CCITT but extended the protocol with features that provide
additional capabilities for complex internetworking environments. These Frame Relay extensions are
referred to collectively asthe Local Management Interface (LMI).

Since the consortium's specification was devel oped and published, many vendors have announced their
support of this extended Frame Relay definition. ANSI and CCITT have subsequently standardized their
own variations of the original LMI specification, and these standardized specifications now are more
commonly used than the original version.

Internationally, Frame Relay was standardized by the International Telecommunications Union -
Telecommunications Sector (ITU-T). In the United States, Frame Relay is an American National
Standards Institute (ANSI) standard.

Frame Relay Devices

Devices attached to a Frame Relay WAN fall into two general categories. data terminal equipment
(DTE) and data circuit-terminating equipment (DCE). DTEs generally are considered to be terminating
equipment for a specific network and typically are located on the premises of a customer. In fact, they
may be owned by the customer. Examples of DTE devices are terminals, personal computers, routers,
and bridges.

DCEs are carrier-owned internetworking devices. The purpose of DCE equipment isto provide clocking
and switching services in a network, which are the devices that actually transmit data through the WAN.
In most cases, these are packet switches. Figure 10-1 shows the relationship between the two categories

of devices.

Figure 10-1: DCEsgenerally reside within carrier-operated WANS.
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The connection between a DTE device and a DCE device consists of both a physical-layer component
and alink-layer component. The physical component defines the mechanical, electrical, functional, and
procedural specifications for the connection between the devices. One of the most commonly used
physical-layer interface specifications is the recommended standard (RS)-232 specification. The
link-layer component defines the protocol that establishes the connection between the DTE device, such
as arouter, and the DCE device, such as a switch. This chapter examines acommonly utilized protocol
specification used in WAN networking---the Frame Relay protocol.

Frame Relay Virtual Circuits

Frame Relay provides connection-oriented data link layer communication. This means that a defined
communication exists between each pair of devices and that these connections are associated with a
connection identifier. This service isimplemented by using a Frame Relay virtual circuit, whichisa
logical connection created between two data terminal equipment (DTE) devices across a Frame Relay
packet-switched network (PSN).

Virtual circuits provide a bi-directional communications path from one DTE device to another and are
uniquely identified by a data-link connection identifier (DLCI). A number of virtual circuits can be
multiplexed into a single physical circuit for transmission across the network. This capability often can
reduce the equipment and network complexity required to connect multiple DTE devices.

A virtua circuit can pass through any number of intermediate DCE devices (switches) located within the
Frame Relay PSN.

Frame Relay virtual circuits fall into two categories. switched virtual circuits (SVCs) and permanent
virtual circuits (PVCs).

Switched Virtual Circuits (SVCs)

Switched virtual circuits (SVCs) are temporary connections used in situations requiring only sporadic
datatransfer between DTE devices across the Frame Relay network. A communication session across an
SV C consists of four operational states:

o Call Setup---The virtua circuit between two Frame Relay DTE devicesis established.
o Data Transfer---Datais transmitted between the DTE devices over the virtual circuit.
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« ldle---The connection between DTE devicesis still active, but no datais transferred. If an SVC
remainsin an idle state for a defined period of time, the call can be terminated.

o Call Termination---The virtual circuit between DTE devicesisterminated.

After the virtual circuit is terminated, the DTE devices must establish anew SV C if there is additional
datato be exchanged. It is expected that SV Cs will be established, maintained, and terminated using the
same signaling protocols used in ISDN. Few manufacturers of Frame Relay DCE equipment, however,
support Switched Virtual Connections. Therefore, their actual deployment is minimal in today's Frame
Relay networks.

Permanent Virtual Circuits (PVCs)

Permanent virtual circuits (PVCs) are permanently established connections that are used for frequent and
consistent data transfers between DTE devices across the Frame Relay network. Communication across a
PV C does not require the call setup and termination states that are used with SV Cs. PV Cs always operate
in one of the following two operationa states:

o Data Transfer---Datais transmitted between the DTE devices over the virtual circuit.

o ldle---The connection between DTE devicesis active, but no datais transferred. Unlike SVCs,
PV Cswill not be terminated under any circumstances due to being in an idle state.

DTE devices can begin transferring data whenever they are ready because the circuit is permanently
established.

Data-Link Connection Identifier (DLCI)

Frame Relay virtual circuits are identified by data-link connection identifiers (DLCIs). DLCI values
typically are assigned by the Frame Relay service provider (for example, the telephone company). Frame
Relay DLCls have local significance, which means that the values themselves are not unique in the
Frame Relay WAN. Two DTE devices connected by avirtual circuit, for example, may use adifferent
DLCI valueto refer to the same connection. Figure 10-2 illustrates how a single virtual circuit may be

assigned a different DL CI value on each end of the connection.

Figure 10-2: A single Frame Relay virtual circuit can be assigned different DL Cls on each end of a
VC.

Virtual Circuils

o

Frame Relay
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Congestion-Control Mechanisms

Frame Relay reduces network overhead by implementing simple congestion-notification mechanisms
rather than explicit, per-virtual-circuit flow control. Frame Relay typically isimplemented on reliable
network media, so dataintegrity is not sacrificed because flow control can be left to higher-layer
protocols. Frame Relay implements two congestion-notification mechanisms:

« Forward-explicit congestion notification (FECN)
« Backward-explicit congestion notification (BECN)

FECN and BECN each are controlled by a single bit contained in the Frame Relay frame header. The
Frame Relay frame header also contains a Discard Eligibility (DE) bit, which is used to identify less
important traffic that can be dropped during periods of congestion.

The FECN bit is part of the Address field in the Frame Relay frame header. The FECN mechanism s
initiated when a DTE device sends Frame Relay frames into the network. If the network is congested,
DCE devices (switches) set the value of the frames FECN bit to 1. When the frames reach the
destination DTE device, the Address field (with the FECN bit set) indicates that the frame experienced
congestion in the path from source to destination. The DTE device can relay thisinformation to a
higher-layer protocol for processing. Depending on the implementation, flow-control may be initiated, or
the indication may be ignored.

The BECN bit is part of the Address field in the Frame Relay frame header. DCE devices set the value of
the BECN bit to 1 in frames traveling in the opposite direction of frames with their FECN bit set. This
informs the receiving DTE device that a particular path through the network is congested. The DTE
device then can relay thisinformation to a higher-layer protocol for processing. Depending on the
implementation, flow-control may be initiated, or the indication may be ignored.

Frame Relay Discard Eligibility (DE)

The Discard Eligibility (DE) bit is used to indicate that a frame has lower importance than other frames.
The DE bit is part of the Addressfield in the Frame Relay frame header.

DTE devices can set the value of the DE bit of aframeto 1 to indicate that the frame has lower
Importance than other frames. When the network becomes congested, DCE devices will discard frames
with the DE bit set before discarding those that do not. This reduces the likelihood of critical data being
dropped by Frame Relay DCE devices during periods of congestion.

Frame Relay Error Checking

Frame Relay uses a common error-checking mechanism known as the cyclic redundancy check (CRC).
The CRC compares two calculated values to determine whether errors occurred during the transmission
from source to destination. Frame Relay reduces network overhead by implementing error checking
rather than error correction. Frame Relay typically isimplemented on reliable network media, so data
integrity is not sacrificed because error correction can be left to higher-layer protocols running on top of
Frame Relay.
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Frame Relay Local Management Interface (LMI)

The Local Management Interface (LMI) is a set of enhancements to the basic Frame Relay specification.
The LMI was developed in 1990 by Cisco Systems, StrataCom, Northern Telecom, and Digital
Equipment Corporation. It offers a number of features (called extensions) for managing complex
internetworks. Key Frame Relay LMI extensions include global addressing, virtual-circuit status
messages, and multicasting.

The LMI global addressing extension gives Frame Relay data-link connection identifier (DLCI) values
global rather than local significance. DLCI values become DTE addresses that are unique in the Frame
Relay WAN. The global addressing extension adds functionality and manageability to Frame Relay
internetworks. Individual network interfaces and the end nodes attached to them, for example, can be
identified by using standard address-resolution and discovery techniques. In addition, the entire Frame
Relay network appearsto be atypical LAN to routers on its periphery.

LMI virtual circuit status messages provide communication and synchronization between Frame Relay
DTE and DCE devices. These messages are used to periodically report on the status of PV Cs, which
prevents data from being sent into black holes (that is, over PV Cs that no longer exist).

The LMI multicasting extension allows multicast groups to be assigned. Multicasting saves bandwidth by
allowing routing updates and address-resol ution messages to be sent only to specific groups of routers.
The extension aso transmits reports on the status of multicast groups in update messages.

Frame Relay Network Implementation

A common private Frame Relay network implementation is to equip a T1 multiplexer with both Frame
Relay and non-Frame Relay interfaces. Frame Relay traffic is forwarded out the Frame Relay interface
and onto the data network. Non-Frame Relay traffic is forwarded to the appropriate application or
service, such as a private branch exchange (PBX) for telephone service or to a video-teleconferencing
application.

A typical Frame Relay network consists of a number of DTE devices, such as routers, connected to
remote ports on multiplexer equipment viatraditional point-to-point services such as T1, fractional T1, or
56 K circuits. An example of asimple Frame Relay network is shown in Figure 10-3.

Figure 10-3: A simple Frame Relay network connects various devicesto different servicesover a
WAN.
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The majority of Frame Relay networks deployed today are provisioned by service providers who intend
to offer transmission services to customers. Thisis often referred to as a public Frame Relay service.
Frame Relay isimplemented in both public carrier-provided networks and in private enterprise networks.
The following section examines the two methodologies for deploying Frame Relay.

Public Carrier-Provided Networks

In public carrier-provided Frame Relay networks, the Frame Relay switching equipment is located in the
central offices of atelecommunications carrier. Subscribers are charged based on their network use but
are relieved from administering and maintaining the Frame Relay network equipment and service.

Generally, the DCE equipment also is owned by the telecommunications provider. DCE equipment either
will be customer-owned or perhaps owned by the telecommunications provider as a service to the
customer.

The majority of today's Frame Relay networks are public carrier-provided networks.

Private Enterprise Networks

More frequently, organizations worldwide are deploying private Frame Relay networks. In private Frame
Relay networks, the administration and maintenance of the network are the responsibilities of the
enterprise (a private company). All the equipment, including the switching equipment, is owned by the
customer.
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Frame Relay Frame Formats

To understand much of the functionality of Frame Relay, it is helpful to understand the structure of the
Frame Relay frame. Figure 10-4 depicts the basic format of the Frame Relay frame, and Figure 10-5
illustrates the LMI version of the Frame Relay frame.

Flags indicate the beginning and end of the frame. Three primary components make up the Frame Relay
frame: the header and address area, the user-data portion, and the frame-check sequence (FCS). The
address area, which is 2 bytesin length, is comprised of 10 bits representing the actual circuit identifier
and 6 bits of fields related to congestion management. This identifier commonly isreferred to asthe
data-link connection identifier (DLCI). Each of these is discussed in the descriptions that follow.

Standard Frame Relay Frame

Standard Frame Relay frames consist of the fieldsillustrated in Figure 10-4.

Figure 10-4: Fivefields comprisethe Frame Relay frame.
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The following descriptions summarize the basic Frame Relay frame fields illustrated in Figure 10-4.

« Flags---Delimits the beginning and end of the frame. The value of thisfield is aways the same
and is represented either as the hexadecimal number 7E or the binary number 01111110.

 Address---Contains the following information:

o DLCI: The 10-bit DLCI isthe essence of the Frame Relay header. This value represents the
virtual connection between the DTE device and the switch. Each virtual connection that is
multiplexed onto the physical channel will be represented by aunique DLCI. The DLCI
values have local significance only, which means that they are unique only to the physical
channel on which they reside. Therefore, devices at opposite ends of a connection can use
different DLCI valuesto refer to the same virtual connection.

0 Extended Address (EA): The EA isused to indicate whether the byte in which the EA value
Islisthelast addressing field. If the valueis 1, then the current byte is determined to be the
last DLCI octet. Although current Frame Relay implementations all use atwo-octet DLCI,
this capability does allow for longer DLCIs to be used in the future. The eighth bit of each
byte of the Address field is used to indicate the EA.

0 C/R: The C/R isthe bit that follows the most significant DLCI byte in the Addressfield. The
C/R bit is not currently defined.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/frame.htm (8 of 10) [12/13/2000 9:47:40 PM]



Frame Relay

0 Congestion Control: This consists of the three bits that control the Frame Relay
congestion-notification mechanisms. These are the FECN, BECN, and DE bits, which are
the last three bitsin the Address field.

Forward-explicit congestion notification (FECN) isasingle bit field that can be set to a
value of 1 by a switch to indicate to an end DTE device, such as arouter, that congestion
was experienced in the direction of the frame transmission from source to destination. The
primary benefit of the use of the FECN and BECN fieldsisthe ability of higher-layer
protocolsto react intelligently to these congestion indicators. Today, DECnet and OSl| are
the only higher-layer protocols that implement these capabilities.

Backward-explicit congestion notification (BECN) isasingle bit field that, when set to a
value of 1 by aswitch, indicates that congestion was experienced in the network in the
direction opposite of the frame transmission from source to destination.

Discard eligibility (DE) is set by the DTE device, such as arouter, to indicate that the
marked frame is of lesser importance relative to other frames being transmitted. Frames that
are marked as "discard eligible" should be discarded before other frames in a congested
network. This allows for afairly basic prioritization mechanism in Frame Relay networks.

« Data---Contains encapsulated upper-layer data. Each frame in this variable-length field includes a
user data or payload field that will vary in length up to 16,000 octets. Thisfield servesto transport
the higher-layer protocol packet (PDU) through a Frame Relay network.

« Frame Check Sequence---Ensures the integrity of transmitted data. This value is computed by the
source device and verified by the receiver to ensure integrity of transmission.

LMI Frame Format

Frame Relay frames that conform to the LM specifications consist of the fieldsillustrated in Figure
10-5.

Figure 10-5: Ninefields comprise the Frame Relay that conformstothe LMI format.
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The following descriptions summarize the fieldsillustrated in Figure 10-5.

« Flag---Delimits the beginning and end of the frame.

e LMI DLCI---ldentifies the frame as an LMI frame instead of a basic Frame Relay frame. The
LMI-specific DLCI value defined in the LMI consortium specification is DLCI = 1023.

« Unnumbered Information Indicator---Sets the poll/final bit to zero.
« Protocol Discriminator---Always contains a value indicating that the frameisan LMI frame.
« Call Reference---Always contains zeros. Thisfield currently is not used for any purpose.
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» Message Type---Labels the frame as one of the following message types:
o Status-inquiry message: Allows a user device to inquire about the status of the network.

0 Status message: Responds to status-inquiry messages. Status messages include keep-alives
and PV C status messages.

« Information Elements---Contains a variable number of individual information elements (IEs). IEs
consist of the following fields:

o |E Identifier: Uniquely identifiesthe |E.

0 |E Length: Indicates the length of the |E.

o Data: Consists of one or more bytes containing encapsul ated upper-layer data.
« Frame Check Sequence (FCS)---Ensures the integrity of transmitted data.
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High-Speed Serial Interface

Background

The High-Speed Serial Interface (HSSI) isa DTE/DCE interface developed by Cisco Systems and
T3plus Networking to address the need for high-speed communication over WAN links. The HSSI
specification is available to any organization wanting to implement HSSI.

HSSI is now in the American National Standards Institute (ANSI) Electronic Industries Association
(EIA)/TIA TR30.2 committee for formal standardization. It has recently moved into the International
Telecommunication Union Telecommunication Standardization Sector (ITU-T) (formerly the
Consultative Committee for International Telegraph and Telephone [CCITT]) and the International
Organization for Standardization (1SO), and is expected to be standardized by these bodies.

HSSI Interface Basics

HSSI defines both the electrical and the physical DTE/DCE interfaces. It therefore corresponds to the
physical layer of the OS| reference model. HSSI technical characteristics are summarized in Table 11-1.

Table 11-1: HSSI technical characteristics.

Characteristic Value
Maximum signaling rate |52 Mbps
Maximum cable length 50 feet

Number of connector pins (50

Interface DTE-DCE
Electrical technology Differential ECL

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/hssi.htm (1 of 3) [12/13/2000 9:47:43 PM]



High-Speed Serial Interface (HSSI)

Typical power consumption|610 mW
Topology Poi nt-to-point
Cable type Shielded twisted-pair wire

The maximum signaling rate of HSSI is 52 Mbps. At thisrate, HSSI can handle the T3 speeds (45 Mbps)
of many of today's fast WAN technologies, as well as the Office Channel -1 (OC-1) speeds (52 Mbps) of
the synchronous digital hierarchy (SDH). In addition, HSSI easily can provide high-speed connectivity
between LANS, such as Token Ring and Ethernet.

The use of differential emitter-coupled logic (ECL) helps HSSI achieve high data rates and low noise
levels. ECL has been used in Cray interfaces for years and is specified by the ANSI High-Performance
Parallel Interface (HIPPI) communications standard for supercomputer LAN communications. ECL is
off-the-shelf technology that permits excellent retiming on the receiver, resulting in reliable timing
margins.

HSSI uses a subminiature, FCC-approved 50-pin connector that is smaller than its V.35 counterpart. To
reduce the need for male-male and female-femal e adapters, HSSI cable connectors are specified as male.
The HSSI cable uses the same number of pins and wires as the Small Computer Systems Interface 2
(SCSI-2) cable, but the HSSI electrical specification istighter.

HSSI Operation

Theflexibility of the HSSI clock and data-signaling protocol makes user (or vendor) bandwidth
allocation possible. The DCE controls the clock by changing its speed or by deleting clock pulses. In this
way, the DCE can allocate bandwidth between applications. A PBX, for example, may require a
particular amount of bandwidth, a router another amount, and a channel extender a third amount.
Bandwidth allocation is key to making T3 and other broadband services affordable and popular.

HSSI assumes a peer-to-peer intelligence in the DCE and DTE. The control protocol is simplified, with
just two control signalsrequired ("DTE available" and "DCE available"). Both signals must be asserted
before the data circuit can beisvalid. The DCE and DTE are expected to be able to manage the networks
behind their interfaces. Reducing the number of control signalsimproves circuit reliability by reducing
the number of circuits that can fail.

Loopback Tests

HSSI provides four loopback tests, which areillustrated in Figure 11-1. The first provides alocal cable

test as the signal 1oops back after it reaches the DTE port. The second test reaches the line port of the
local DCE. The third test reaches the line port of the remote DCE. Finally, the fourth test isa
DCE-initiated test of the DTE's DCE port.

Figure 11-1: HSSI supportsfour loopback tests.
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Integrated Services Digital Network
(ISDN)

Background

Integrated Services Digital Network (ISDN) is comprised of digital telephony and data-transport services
offered by regional telephone carriers. ISDN involves the digitalization of the telephone network, which
permits voice, data, text, graphics, music, video, and other source material to be transmitted over existing
telephone. The emergence of ISDN represents an effort to standardize subscriber services, user/network
interfaces, and network and internetwork capabilities. ISDN applications include high-speed image
applications (such as Group IV facsimile), additional telephone linesin homes to serve the
telecommuting industry, high-speed file transfer, and video conferencing. Voice serviceis also an
application for ISDN. This chapter summarizes the underlying technologies and services associated with
ISDN.

ISDN Components

|SDN components include terminals, terminal adapters (TAS), network-termination devices,
line-termination equipment, and exchange-termination equipment. ISDN terminals come in two types.
Speciaized ISDN terminals are referred to as terminal equipment type 1 (TEL). Non-ISDN terminals,
such as DTE, that predate the ISDN standards are referred to as terminal equipment type 2 (TE2). TE1s
connect to the ISDN network through afour-wire, twisted-pair digital link. TE2s connect to the ISDN
network through a TA. The ISDN TA can be either a standalone device or aboard inside the TE2. If the
TEZ2 isimplemented as a standal one device, it connects to the TA via a standard physical-layer interface.
Examplesinclude EIA/TIA-232-C (formerly RS-232-C), V.24, and V.35.
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Beyond the TEL and TE2 devices, the next connection point in the ISDN network is the network
termination type 1 (NT1) or network termination type 2 (NT2) device. These are network-termination
devices that connect the four-wire subscriber wiring to the conventional two-wire local loop. In North
America, the NT1 isacustomer premises equipment (CPE) device. In most other parts of the world, the
NT1ispart of the network provided by the carrier. The NT2 isamore complicated device that typically
isfound in digital private branch exchanges (PBXs) and that performs Layer 2 and 3 protocol functions
and concentration services. An NT1/2 device also exists as a single device that combines the functions of
anNT1and an NT2.

ISDN specifies anumber of reference points that define logical interfaces between functional groupings,
such as TAsand NT1s. ISDN reference points include the following:

o R---Thereference point between non-ISDN equipment and a TA.
o S--The reference point between user terminals and the NT2.
o T---The reference point between NT1 and NT2 devices.

« U---Thereference point between NT1 devices and line-termination equipment in the carrier
network. The U reference point isrelevant only in North America, where the NT1 function is not
provided by the carrier network.

Figure 12-1 illustrates a sample ISDN configuration and shows three devices attached to an ISDN switch

at the central office. Two of these devices are ISDN-compatible, so they can be attached through an S
reference point to NT2 devices. The third device (a standard, non-ISDN telephone) attaches through the
reference point to a TA. Any of these devices also could attach to an NT1/2 device, which would replace
both the NT1 and the NT2. In addition, although they are not shown, similar user stations are attached to
the far right ISDN switch.

Figure 12-1: Sample I SDN configuration illustratesrelationships between devices and reference
points.
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Services

The ISDN Basic Rate Interface (BRI) service offerstwo B channels and one D channel (2B+D). BRI
B-channel service operates at 64 kbps and is meant to carry user data; BRI D-channel service operates at
16 kbps and is meant to carry control and signaling information, although it can support user data
transmission under certain circumstances. The D channel signaling protocol comprises Layers 1 through
3 of the OSI reference model. BRI also provides for framing control and other overhead, bringing its
total bit rate to 192 kbps. The BRI physical-layer specification is International Telecommunication Union
Telecommunication Standardization Sector (ITU-T) (formerly the Consultative Committee for
International Telegraph and Telephone [CCITT]) 1.430.

ISDN Primary Rate Interface (PRI) service offers 23 B channels and one D channel in North America
and Japan, yielding atotal bit rate of 1.544 Mbps (the PRI D channel runs at 64 Kbps). ISDN PRI in
Europe, Australia, and other parts of the world provides 30 B channels plus one 64-Kbps D channel and a
total interface rate of 2.048 Mbps. The PRI physical-layer specification is I TU-T 1.431.

Layer 1

ISDN physical-layer (Layer 1) frame formats differ depending on whether the frame is outbound (from
terminal to network) or inbound (from network to terminal). Both physical-layer interfaces are shownin

Figure 12-2).
The frames are 48 bitslong, of which 36 bits represent data. The bits of an ISDN physical-layer frame
are used as follows:
o F---Provides synchronization
o L---Adjuststhe average bit value
« E---Ensures contention resolution when several terminals on a passive bus contend for a channel
« A---Activates devices
e S--Unassigned
« B1, B2, and D---Handles user data

Figure 12-2: ISDN Physical-layer frame formats differ depending on their direction.
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Multiple ISDN user devices can be physically attached to one circuit. In this configuration, collisions can
result if two terminals transmit simultaneously. ISDN therefore provides features to determine link
contention. When an NT receives a D bit from the TE, it echoes back the bit in the next E-bit position.

The TE expects the next E bit to be the same asitslast transmitted D bit.

Terminals cannot transmit into the D channel unless they first detect a specific number of ones
(indicating "no signal™) corresponding to a pre-established priority. If the TE detects abit in the echo (E)
channel that is different from its D bits, it must stop transmitting immediately. This simple technique
ensures that only one terminal can transmit its D message at one time. After successful D- message
transmission, the terminal hasits priority reduced by requiring it to detect more continuous ones before
transmitting. Terminals cannot raise their priority until all other devices on the same line have had an
opportunity to send a D message. Telephone connections have higher priority than all other services, and
signaling information has a higher priority than non-signaling information.

Layer 2

Layer 2 of the ISDN signaling protocol is Link Access Procedure, D channel (LAPD). LAPD issimilar to
High-Level Data Link Control (HDLC) and Link Access Procedure, Balanced (LAPB) (see
"Synchronous Data Link Control and Derivatives," and "X.25," for more information on these protocols).
Asthe expansion of the LAPD acronym indicates, this layer it is used across the D channel to ensure that
control and signaling information flows and is received properly. The LAPD frame format (see Figure
12-3) isvery similar to that of HDLC and, like HDLC, LAPD uses supervisory, information, and
unnumbered frames. The LAPD protocol isformally specified in ITU-T Q.920 and ITU-T Q.921.

The LAPD Flag and Control fields are identical to those of HDLC. The LAPD Addressfield can be
either 1 or 2 byteslong. If the extended address bit of the first byte is set, the addressis 1 byte; if it is not
set, the address is 2 bytes. The first Address-field byte contains identifier service access point identifier
(SAPI), which identifies the portal at which LAPD services are provided to Layer 3.
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Figure 12-3: LAPD frameformat issimilar to HDLC and LAPB.
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The C/R bit indicates whether the frame contains a command or a response. The terminal end-point
identifier (TEI) field identifies either asingle terminal or multiple terminals. A TEI of all onesindicates a
broadcast.

Layer 3

Two Layer 3 specifications are used for ISDN signaling: ITU-T (formerly CCITT) 1.450 (also known as
ITU-T Q.930) and ITU-T 1.451 (also known as ITU-T Q.931). Together, these protocols support
user-to-user, circuit-switched, and packet-switched connections. A variety of call-establishment,
call-termination, information, and miscellaneous messages are specified, including SETUP, CONNECT,
RELEASE, USER INFORMATION, CANCEL, STATUS, and DISCONNECT. These messages are
functionally similar to those provided by the X.25 protocol (see"X.25," for more information). Figure

12-4 , from ITU-T 1.451, shows the typical stages of an ISDN circuit-switched call.

Figure 12-4: An ISDN circuit-switched call moves through various stagesto its destination.
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Point-to-Point Protocol

Background

The Point-to-Point Protocol (PPP) originally emerged as an encapsulation protocol for transporting |P
traffic over point-to-point links. PPP also established a standard for the assignment and management of
| P addresses, asynchronous (start/stop) and bit-oriented synchronous encapsulation, network protocol
multiplexing, link configuration, link quality testing, error detection, and option negotiation for such
capabilities as network-layer address negotiation and data-compression negotiation. PPP supports these
functions by providing an extensible Link Control Protocol (LCP) and afamily of Network Control
Protocols (NCPs) to negotiate optional configuration parameters and facilities. In addition to | P, PPP
supports other protocols, including Novell's Internetwork Packet Exchange (1PX) and DECnet. This
chapter provides a summary of PPP's basic protocol elements and operations.

PPP Components

PPP provides a method for transmitting datagrams over seria point-to-point links. PPP contains three
main components:

« A method for encapsulating datagrams over serial links---PPP uses the High-Level Data Link
Control (HDLC) protocol as abasis for encapsul ating datagrams over point-to-point links. (See
"Synchronous Data Link Control and Derivatives,” for more information on HDLC.)

« An extensible LCP to establish, configure, and test the data-link connection.

« A family of NCPsfor establishing and configuring different network-layer protocols---PPPis
designed to allow the simultaneous use of multiple network-layer protocols.
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General Operation

To establish communications over a point-to-point link, the originating PPP first sends LCP frames to
configure and (optionally) test the data-link. After the link has been established and optional facilities
have been negotiated as needed by the L CP, the originating PPP sends NCP frames to choose and
configure one or more network-layer protocols. When each of the chosen network-layer protocols has
been configured, packets from each network-layer protocol can be sent over the link. The link will
remain configured for communications until explicit LCP or NCP frames close the link, or until some
external event occurs (for example, an inactivity timer expires or a user intervenes).

Physical-Layer Requirements

PPP is capable of operating across any DTE/DCE interface. Examplesinclude EIA/TIA-232-C (formerly
RS-232-C), EIA/TIA-422 (formerly RS-422), EIA/TIA-423 (formerly RS-423),) and International
Telecommunication Union Telecommunication Standardization Sector (ITU-T) (formerly CCITT) V.35.
The only absolute requirement imposed by PPP is the provision of a duplex circuit, either dedicated or
switched, that can operate in either an asynchronous or synchronous bit-serial mode, transparent to PPP
link-layer frames. PPP does not impose any restrictions regarding transmission rate other than those
imposed by the particular DTE/DCE interface in use.

PPP Link Layer

PPP uses the principles, terminology, and frame structure of the International Organization for
Standardization (1SO) HDL C procedures (1SO 3309-1979), as modified by 1SO 3309:1984/PDAD1
"Addendum 1: Start/stop transmission." SO 3309-1979 specifies the HDL C frame structure for use in
synchronous environments. 1SO 3309:1984/PDAD1 specifies proposed modifications to 1 SO 3309-1979
to allow its use in asynchronous environments. The PPP control procedures use the definitions and
control field encodings standardized in SO 4335-1979/Addendum 1-1979. The PPP frame format

appearsin Figure 13-1.

Figure 13-1: Six fields make up the PPP frame.
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The following descriptions summarize the PPP frame fields illustrated in Figure 13-1 :

« Flag---A single byte that indicates the beginning or end of aframe. The flag field consists of the
binary sequence 01111110.

« Address---A single byte that contains the binary sequence 11111111, the standard broadcast
address. PPP does not assign individual station addresses.
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« Control---A single byte that contains the binary sequence 00000011, which calls for transmission
of user datain an unsequenced frame. A connectionless link service similar to that of Logical Link
Control (LLC) Type 1is provided. (For more information about LL C types and frame types, refer
to "Synchronous Data Link Control and Derivatives,")

« Protocol---Two bytes that identify the protocol encapsulated in the information field of the frame.
The most up-to-date values of the protocol field are specified in the most recent Assigned Numbers
Request for Comments (RFC).

« Data---Zero or more bytes that contain the datagram for the protocol specified in the protocol
field. The end of the information field is found by locating the closing flag sequence and allowing
2 bytes for the FCS field. The default maximum length of the information field is 1,500 bytes. By
prior agreement, consenting PPP implementations can use other values for the maximum
information field length.

« Frame Check Sequence (FCS)---Normally 16 bits (2 bytes). By prior agreement, consenting PPP
implementations can use a 32-bit (4-byte) FCS for improved error detection.

The LCP can negotiate modifications to the standard PPP frame structure. Modified frames, however,
always will be clearly distinguishable from standard frames.

PPP Link-Control Protocol

The PPP LCP provides a method of establishing, configuring, maintaining, and terminating the
point-to-point connection. L CP goes through four distinct phases:

« First, link establishment and configuration negotiation occurs. Before any network-layer
datagrams (for example, |P) can be exchanged, L CP first must open the connection and negotiate
configuration parameters. This phase is complete when a configuration-acknowledgment frame
has been both sent and received.

« Thisisfollowed by link-quality determination. LCP alows an optional link-quality determination
phase following the link-establishment and configuration-negotiation phase. In this phase, the link
IS tested to determine whether the link quality is sufficient to bring up network-layer protocols.
This phase is optional. LCP can delay transmission of network-layer protocol information until
this phase is compl ete.

« At this point, network-layer protocol configuration negotiation occurs. After LCP has finished the
link-quality determination phase, network-layer protocols can be configured separately by the
appropriate NCP and can be brought up and taken down at any time. If LCP closesthe link, it
informs the network-layer protocols so that they can take appropriate action.

« Findly, link termination occurs. LCP can terminate the link at any time. This usually will be done
at the request of a user but can happen because of aphysical event, such asthe loss of carrier or the
expiration of an idle-period timer.

Three classes of LCP frames exist. Link-establishment frames are used to establish and configure alink.
Link-termination frames are used to terminate a link, while link-maintenance frames are used to manage
and debug alink.

These frames are used to accomplish the work of each of the LCP phases.
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Switched Multimegabit Data Service
(SMDS)

Background

Switched Multimegabit Data Service (SMDYS) is a high-speed, packet-switched, datagram-based WAN
networking technology used for communication over public data networks (PDNs). SMDS can use fiber-
or copper-based media and supports speeds of 1.544 Mbps over Digital Signal level 1 (DS-1)
transmission facilities, or 44.736 Mbps over Digital Signal level 3 (DS-3) transmission facilities. In
addition, SMDS data units are large enough to encapsulate entire IEEE 802.3, IEEE 802.5, and
Fiber-Distributed Data Interface (FDDI) frames. This chapter summarizes the operational elements of the
SMDS environment and outlines the underlying protocol. A discussion of related technologies, such as
Distributed Queue Dual Bus (DQDB) is aso provided. The chapter closes with discussions of SMDS
access classes and cell formats.

SMDS Network Components

SMDS networks feature several underlying entities to provide high-speed data service. These include
customer premises equipment (CPE), carrier equipment, and the subscriber network interface (SNI).
CPE isterminal equipment typically owned and maintained by the customer. CPE includes end devices,
such as terminals and personal computers, and intermediate nodes, such as routers, modems, and
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multiplexers. Intermediate nodes, however, sometimes are provided by the SMDS carrier. Carrier
equipment generally consists of high-speed WAN switches that must conform to certain network
equipment specifications, such as those outlined by Bell Communications Research (Bellcore). These
specifications define network operations, the interface between alocal carrier network and a
long-distance carrier network, and the interface between two switches inside a single carrier network.

The SNI is the interface between CPE and carrier equipment. Thisinterface isthe point at which the
customer network ends and the carrier network begins. The function of the SNI isto render the
technology and operation of the carrier SMDS network transparent to the customer. Figure 14-1

Illustrates the relationship between these three components of an SMDS network.

Figure 14-1: The SNI providesan interface between the CPE and the carrier equipment in SMDS.
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SMDS Interface Protocol (SIP)

The SMDS Interface Protocol (SIP) is used for communications between CPE and SMDS carrier
equipment. SIP provides connectionless service across the subscriber-network interface (SNI), allowing
the CPE to access the SMDS network. SIP is based on the IEEE 802.6 Distributed Queue Dual Bus
(DQDB) standard for cell relay across metropolitan-area networks (MANS). The DQDB was chosen as
the basis for SIP because it is an open standard that supports all the SMDS service features. In addition,
DQDB was designed for compatibility with current carrier transmission standards, and it is aligned with
emerging standards for Broadband ISDN (BISDN), which will alow it to interoperate with broadband
video and voice services. Figure 14-2 illustrates where SIP is used in an SMDS network.

Figure 14-2: SIP provides connectionless service between the CPE and carrier equipment.
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SIP Levels

SIP consists of three levels. SP Level 3 operates at the Media Access Control (MAC) sublayer of the
datalink layer of the OSI reference model. SP Level 2 operates at the MAC sublayer of the data link
layer. P Level 1 operates at the physical layer of the OSI reference model. Figure 14-3 illustrates how

SIP maps to the OSI reference model, including the IEEE data link sublayers.

Figure 14-3: SIP provides services associated with the physical and data link layers of the OS|
model.
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SIP Level 3 begins operation when user information is passed to SIP Level 3in the form of SMDS
service data units (SDUs). SMDS SDUs then are encapsulated in a SIP Level 3 header and trailer. The
resulting frameis called aLevel 3 protocol data unit (PDU). SIP Level 3 PDUs then are subsequently
passed to SIP Level 2.

SIP Leve 2, which operates at the Media Access Control (MAC) sublayer of the data Level layer, begins
operating when it receives SIP Level 3 PDUs. The PDUs then are segmented into uniformly sized
(53-octet) Level 2 PDUS, called cells. The cells are passed to SIP Level 1 for placement on the physical
medium.

SIP Level 1 operates at the physical layer and provides the physical-link protocol that operatesat DS-1 or
DS-3 rates between CPE devices and the network. SIP Level 1 consists of the transmission system and
Physical Layer Convergency Protocol (PLCP) sublayers. The transmission system sublayer defines the
characteristics and method of attachment to aDS-1 or DS-3 transmission link. The PL CP specifies how
SIP Leve 2 cellsareto be arranged relative to the DS-1 or DS-3 frame. PLCP also defines other
management information.
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Distributed Queue Dual Bus (DQDB)

The Distributed Queue Dual Bus (DQDB) isadata link layer communication protocol designed for use
in metropolitan-area networks (MANSs). DQDB specifies a network topology composed of two
unidirectional logical buses that interconnect multiple systems. It is defined in the IEEE 802.6 DQDB
standard.

An access DQDB describes just the operation of the DQDB protocol (in SMDS, SIP) across a
user-network interface (in SMDS, across the SNI). Such operation is distinguished from the operation of
aDQDB protocoal in any other environment (for example, between carrier equipment within the SMDS
PDN).
The access DQDB is composed of the basic SMDS network components:

o Carrier equipment---A switch in the SMDS network operates as one station on the bus.

« CPE---One or more CPE devices operate as stations on the bus.

« NI---The SNI acts as the interface between the CPE and the carrier equipment.

Figure 14-4 depicts a basic access DQDB, with two CPE devices and one switch (carrier equipment)
attached to the dual bus.

Figure 14-4: A basic access DQDB may consist of an end node, router, and a switch.

Switch
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SMI
An SMDS access DQDB typically is arranged in a single-CPE configuration or a multi-CPE
configuration.

A single-CPE access DQDB configuration consists of one switch in the carrier SMDS network and one
CPE station at the subscriber site. Single-CPE DQDB configurations create a two-node DQDB
subnetwork. Communication occurs only between the switch and the one CPE device across the SNI. No
contention is on the bus because no other CPE devices attempt to accessiit.

A multi-CPE configuration consists of one switch in the carrier SMDS network and a number of
interconnected CPE devices at the subscriber site (all belonging to the same subscriber). In multi-CPE
configurations, local communication between CPE devicesis possible. Some local communication will
be visible to the switch serving the SNI, and some will not.

Contention for the bus by multiple devices requires the use of the DQDB distributed queuing algorithm,
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which makes implementing a multi-CPE configuration more complicated than implementing a
single-CPE configuration.

SMDS Access Classes

SMDS access classes enable SMDS networks to accommodate a broad range of traffic requirements and
equipment capabilities. Access classes constrain CPE devices to a sustained or average rate of data
transfer by establishing a maximum sustained information transfer rate and a maximum allowed degree
of traffic burstiness. (Burstinessin this context is the propensity of a network to experience sudden
increases in bandwidth demand.) SMDS access classes sometimes are implemented using a
credit-management scheme. In this case, a credit-management algorithm creates and tracks a credit
balance for each customer interface. As packets are sent into the network, the credit balanceis
decremented. New credits are allocated periodically, up to an established maximum. Credit management
isused only on DS-3 rate SMDS interfaces, not on DS-1 rate interfaces.

Five access classes are supported for DS-3-rate access (corresponding to sustained information rates).
Data rates supported are 4, 10, 16, 25, and 34 Mbps.

SMDS Addressing Overview

SMDS protocol data units (PDUSs) carry both a source and a destination address. SMDS addresses are
10-digit values resembling conventional telephone numbers.

The SMDS addressing implementation offers group addressing and security features.

SMDS group addresses alow a single address to refer to multiple CPE stations, which specify the group
addressin the Destination Address field of the PDU. The network makes multiple copies of the PDU,
which are delivered to all members of the group. Group addresses reduce the amount of network
resources required for distributing routing information, resolving addresses, and dynamically discovering
network resources. SMDS group addressing is analogous to multicasting on LANS.

SMDS implements two security features. source address validation and address screening. Source
address validation ensures that the PDU source address is legitimately assigned to the SNI from which it
originated. Source address validation prevents address spoofing, in which illegal traffic assumes the
source address of alegitimate device. Address screening allows a subscriber to establish a private virtual
network that excludes unwanted traffic. If an addressis disallowed, the data unit is not delivered.

SMDS Reference: SIP Level 3 PDU Format

Figure 14-5 illustrates the format of the SMDS Interface Protocol (SIP) Level 3 protocol data unit
(PDU).

The following descriptions briefly summarize the function of the SIP Level 3 PDU fieldsillustrated in
Figure 14-5:
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Figure 14-5: SIP Level 3 protocol data unit consists of 15 fields.
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The following descriptions briefly summarize the function of the SIP Level 3 PDU fieldsillustrated in

Figure 14-5:

o X+---Ensuresthat the SIP PDU format aligns with the DQDB protocol format. SMDS does not
process or change the valuesin these fields, which may be used by systems connected to the

SMDS network.
e« RSVD---Consists of zeros.

« BEtag---Forms an association between the first and last segments of a segmented SIP Level 3
PDU. Both fields contain identical values and are used to detect a condition in which the last
segment of one PDU and the first segment of the next PDU are both lost, which resultsin the

receipt of aninvalid Level 3 PDU.
« BAsize---Contains the buffer alocation size.
 Destination Address (DA)---Consists of two parts:

o Address Type: Occupies the four most significant bits of the field. The Address Type can be
either 1100 or 1110. The former indicates a 60-bit individual address, while the latter

indicates a 60-bit group address.

0 Address: Theindividual or group SMDS address for the destination. SMDS address formats
are consistent with the North American Numbering Plan (NANP).
The four most significant bits of the Destination Address subfield contain the value 0001
(the internationally defined country code for North America). The next 40 bits contain the
binary-encoded value of the 10-digit SMDS address. The final 16 (least-significant) bits are

populated with ones for padding.
« Source Address (SA)---Consists of two parts:

0 Address type: Occupies the four most significant bits of the field. The Source Address Type

field can indicate only an individual address.

0 Address: Occupiestheindividual SMDS address of the source. Thisfield follows the same
format as the Address subfield of the Destination Address field.
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o Higher Layer Protocol Identifier (HLPI)---Indicates the type of protocol encapsulated in the
Information field. The value is not important to SMDS but can be used by certain systems
connected to the network.

« Header Extension Length (HEL)---Indicates the number of 32-bit words in the Header Extension
(HE) field. Currently, the field size for SMDSisfixed at 12 bytes. (Thus, the HEL valueis aways
0011.)

» Header Extension (HE)---Contains the SMDS version number. Thisfield al'so conveysthe
carrier-selection value, which is used to select the particular interexchange carrier to carry SMDS
traffic from one local carrier network to another.

« Information and Padding (Info + Pad)---Contains an encapsulated SMDS service data unit (SDU)
and padding that ensures that the field ends on a 32-bit boundary.

« Cyclic Redundancy Check (CRC)---Contains a value used for error checking.
 Length---Indicates the length of the PDU.

SMDS Reference: SIP Level 2 Cell Format

Figure 14-6 illustrates the format of the SMDS Interface Protocol (SIP) Level 2 cell format.

Figure 14-6: Seven fields comprisethe SMDS SIP Level 2 cell.
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The following descriptions briefly summarize the function of the SIP Level 2 PDU fieldsillustrated in
Figure 14-6:
« Access Control---Contains different values, depending on the direction of information flow. If the
cell was sent from a switch to a CPE device, only the indication of whether the Level 3 protocol
data unit (PDU) contains information is important. If the cell was sent from a CPE deviceto a
switch, and if the CPE configuration is multi-CPE, thisfield can carry request bits that indicate
bids for cells on the bus going from the switch to the CPE device.

« Network Control Information---Contains a value indicating whether the PDU contains information.

« Segment Type---Indicates whether the cell isthefirst, last, or amiddle cell from a segmented
Level 3 PDU. Four possible Segment Type values exist:

o 00: Continuation of message
o 01: End of message

0 10: Beginning of message

o 11: Single-segment message
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Message | D---Associates Level 2 cellswith aLevel 3 PDU. The Message ID isthe samefor al of the
segments of agiven Level 3 PDU. In amulti-CPE configuration, Level 3 PDUs originating from
different CPE devices must have a different Message ID. This alows the SMDS network receiving
interleaved cells from different Level 3 PDUsto associate each Level 2 cell with the correct Level 3
PDU.

Segmentation Unit---Contains the data portion of the cell. If the Level 2 cell isempty, thisfieldis
popul ated with zeros.

Payload Length---Indicates how many bytes of aLevel 3 PDU actually are contained in the
Segmentation Unit field. If the Level 2 cell is empty, thisfield is popul ated with zeros.

« Payload Cyclic Redundancy Check (CRC)---Contains a CRC value used to detect errorsin the
following fields:

Segment Type
Message ID
Segmentation Unit
Payload Length
Payload CRC

The Payload CRC value does not cover the Access Control or the Network Control Information fields.
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Digital Subscriber Line

Background

Digital Subscriber Line (DSL) technology is a modem technology that uses existing twisted-pair
telephone lines to transport high-bandwidth data, such as multimedia and video, to service subscribers.
The term xDSL covers a number of similar yet competing forms of DSL, including ADSL, SDSL, HDSL,
RADSL, and VDSL. xDSL is drawing significant attention from implementers and service providers
because it promises to deliver high-bandwidth data rates to dispersed locations with relatively small
changes to the existing telco infrastructure. xDSL services are dedicated, point-to-point, public network
access over twisted-pair copper wire on the local loop ("last mile") between a network service provider
(NSP's) central office and the customer site, or on local loops created either intra-building or
intra-campus. Currently the primary focusin xDSL is the development and deployment of ADSL and
VDSL technologies and architectures. This chapter covers the characteristics and operations of ADSL

and VDSL.
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Asymmetric Digital Subscriber Line (ADSL)

ADSL technology is asymmetric. It allows more bandwidth downstream---from an NSP's central office
to the customer site---than upstream from the subscriber to the central office. This asymmetry, combined
with always-on access (which eliminates call setup), makes ADSL ideal for Internet/intranet surfing,
video-on-demand, and remote LAN access. Users of these applications typically download much more
information than they send.

ADSL transmits more than 6 Mbps to a subscriber, and as much as 640 kbps more in both directions
(shown in Figure 15-1). Such rates expand existing access capacity by afactor of 50 or more without
new cabling. ADSL can literally transform the existing public information network from one limited to
voice, text, and low-resolution graphics to a powerful, ubiquitous system capable of bringing multimedia,
including full motion video, to every home this century.
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ADSL will play acrucial role over the next decade or more as telephone companies enter new markets
for delivering information in video and multimedia formats. New broadband cabling will take decades to
reach all prospective subscribers. Success of these new services will depend on reaching as many
subscribers as possible during the first few years. By bringing movies, television, video catal ogs, remote
CD-ROMSs, corporate LANS, and the Internet into homes and small businesses, ADSL will make the