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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the /0S
Command Reference. The Command Reference describes these conventions as follows:

Boldface indicates commands and keywords that are entered literally as shown. In actual con-
figuration examples and output (not general command syntax), boldface indicates commands
that are manually input by the user (such as a show command).

Italics indicate arguments for which you supply actual values.
Vertical bars (I) separate alternative, mutually exclusive elements.
Square brackets [ ] indicate optional elements.

Braces { } indicate a required choice.

Braces within brackets [{ }] indicate a required choice within an optional element.
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Introduction

Almost every contemporary corporation and organization has acquired and deployed security solutions
or mechanisms to keep its networks and data secure. Hardware and software tools such as firewalls,
network-based intrusion prevention systems, antivirus and antispam packages, host-based intrusion
prevention solutions, and vulnerability scanners have proven effective to a certain degree, but only if
they are kept up to date. For example, classic virus attacks sent via e-mail attachments, such as netsky
and MyDoom, can easily be detected and prevented by any up-to-date antivirus and antispam software
package. The key to stopping host attacks is being able to proactively enforce security policies that
ensure all hosts must be fully patched and have up-to-date security software running before allowing
them full network access. Existing security solutions do not proactively stop a PC from entering the
network if its security software and operating system software are not current. Frequently, users will
manually disable their host security software because it either reduces the overall performance of their
PC or prevents an application from installing. When antivirus and antispam packages are out of date or
not running, the likelihood of PC virus infections increases. This in turn increases the overall security
risk to the organization.

The same principle applies to OS hotfixes. Take Microsoft Windows as an example. If you fail to imple-
ment new Windows security hotfixes in a timely manner to address newly discovered vulnerabilities,
the probability of those unpatched hosts being compromised, or “owned,” greatly increases. This can
result in a loss of productivity due to system downtime, theft of company and personal confidential
information, or unauthorized access to sensitive information. Unfortunately, loss of a client’s
confidential information usually leads to financial losses for affected individuals and the organization.

Data security laws and regulations such as the Health Insurance Portability and Accountability Act,
the Sarbanes-Oxley Act, and the Peripheral Component Interconnect (PCI) standard are forcing
organizations to implement and enforce tougher data security protection measures. Compliance
regulations such as PCI speak directly to the antivirus and OS hotfix issues discussed previously. They
make it mandatory that relevant hosts are kept up to date and run antivirus software, among other things.
Increasingly, organizations are being forced by various data security laws and regulations to decrease
their data security risk. Gone are the days when organizations had the flexibility to decide what their
own data security risk tolerance and policy was. Given that many organizations used to choose to save
money and time at the expense of data security, mandated security compliance is a welcome change
for all.

The motivation for writing this book is to introduce the latest Cisco security technology, called Network
Admission Control (NAC) Appliance. This security solution has proven to help minimize the chronic hard
and soft dollar losses that corporations are experiencing due to security-related incidents. Additionally,
it helps organizations enforce the use of already existing security investments such as antivirus software
and patch management solutions. NAC brings to the table an innovative and proactive technique for
improving the overall security posture of an organization’s hosts and networks.

NAC allows organizations to enforce, for the first time, their previously unenforceable corporate host
security policy. It works by authenticating users and posture assessing hosts before allowing them full
network access. Hosts that fail the security posture checks (for example, if their OS or antivirus package
is not up to date) are network quarantined and given remediation options. After the host is certified, it is
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allowed on the network. A user, based on a successful authentication, is granted the level of network
access privileges appropriate for that user’s role.

The objectives of this book are to provide IT and security teams all the information needed to under-
stand, design, configure, deploy, and troubleshoot the Cisco NAC Appliance solution.

Who Should Read This Book?

This book will be of interest to the following professionals:
e IT directors and managers
*  Network administrators
e Network and security engineers
e Security analysts and consultants
e Operating systems administrators

e Application developers

How This Book Is Organized

This book is divided into six parts with 15 chapters and an appendix.

Part I, “The Host Security Landscape,” discusses the security landscape and challenges faced by
corporations and organizations today. It discusses how Cisco Network Admission Control solutions can
help and includes the following chapters:

*  Chapter 1, “The Weakest Link: Internal Network Security,” provides an explanation of
why network attacks and intellectual property losses are originating from the internal network.

e Chapter 2, “Introducing Cisco Network Admission Control Appliance,” provides an
overview of Cisco NAC offerings and how NAC can help to minimize network outages. NAC’s
return on investment is covered.

Part II, “The Blueprint: Designing a Cisco NAC Appliance Solution,” covers the building blocks
and components that make up NAC and how each component works to build a NAC design. Part II
includes the following chapters:

e Chapter 3, “The Building Blocks in a Cisco NAC Appliance Design,” explains the
requirements to deploy NAC and the components involved.

e Chapter 4, “Making Sense of All the Cisco NAC Appliance Design Options,” explains the
various NAC designs, such as out-of-band versus in-band, and discusses the advantages and
disadvantages of each one.

e Chapter 5, “Advanced Cisco NAC Appliance Design Topics,” discusses the user authentica-
tion methods including MAC address authentication, active directory single sign-on (AD SSO),
virtual private network SSO, and wireless SSO. Best practices for VoIP integration and
redundancy considerations are covered.
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Part III, “The Foundation: Building a Host Security Policy,” covers a very important fundamental
step of developing a robust security policy. It explains the foundation of building a host security policy
and how to assign the appropriate network access privileges for various user roles. Part III includes the
following chapter:

¢ Chapter 6, “Building a Cisco NAC Appliance Host Security Policy,” explains what makes
up a NAC host security policy; the types of antivirus, antispam, and OS checks required to
perform a posture assessment; and the user roles assigned to users. User roles define which
access privileges are given to each user.

Part IV, “Cisco NAC Appliance Configuration,” provides details of how to set up and configure the
NAC appliance solution. Part IV includes the following chapters:

e Chapter 7, “The Basics: Principal Configuration Tasks for the NAM and NAS,” provides
detailed instructions on how to set up and configure NAC Appliance Manager and NAC
Appliance Server for a new deployment.

e Chapter 8, “The Building Blocks: Roles, Authentication, Traffic Policies, and User
Pages,” explains what and why roles are created and how to manage each role effectively.

¢ Chapter 9, “Host Posture Validation and Remediation: Cisco Clean Access Agent and
Network Scanner,” explains the checks and rules that the NAC agent uses for posture
validation and remediation. For non-agent devices, Nessus scanning is used to assess the
vulnerability of each machine. In addition, reports can be produced.

e Chapter 10, “Configuring Out-of-Band,” explains how to configure out-of-band deployment
for Layer 2 and Layer 3 networks.

¢ Chapter 11, “Configuring Single Sign-On,” provides step-by-step instructions on how to
configure AD SSO, VPN SSO, and wireless SSO.

e Chapter 12, “Configuring High Availability,” explains how high availability works and how
to deploy it.
Part V, “Cisco NAC Appliance Deployment Best Practices,” focuses on the roll-out phases of the
NAC appliance solution. Part V includes the following chapter:

e Chapter 13, “Deploying Cisco NAC Appliance,” discusses the testing, pilot, and deployment
phases of NAC.

Part VI, “Cisco NAC Appliance Monitoring and Troubleshooting,” focuses on common monitoring,
maintenance, and troubleshooting tasks and procedures. Part VI includes the following chapters:

¢ Chapter 14, “Understanding Cisco NAC Appliance Monitoring,” explains how to read the
summary, online users, event logs, SNMP, and other user event pages. Detailed information on
NAM and NAS monitoring is also provided.

¢ Chapter 15, “Troubleshooting Cisco NAC Appliance,” provides information on how to
troubleshoot common issues related to licensing, agents not connecting, DNS, policy, design
(in-band and out-of-band), certificates, high availability, and so on. This is especially useful for
support during the first 30 days of NAC appliance deployment.
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The Appendix, “Sample User Community Deployment Messaging Material,” provides sample
NAC appliance deployment templates (e-mails, posters, bulletin board signs, and letters) for customers
preparing to deploy NAC. The sample messages are tailored for education institutions but can be
modified for any other business.
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® Hard Outer Shell with a Chewy Inside: Dealing with Internal Security Risks
® The Software Update Race: Staying Ahead of Viruses, Worms, and Spyware



CHAPTER

The Weakest Link: Internal
Network Security

The rapid spread of e-commerce, e-learning, and e-business coupled with the growing
reliance on information technology (IT) as a business enabler brings new information
security challenges to organizations, including the following:

® Increased vulnerability-based attacks, which can cause large-scale business
disruptions and directly result in productivity loss.

® Diminished security boundaries resulting in an increase in unauthorized access
and internal attacks. The lack of an established security boundary increases an
organization’s risk of suffering the loss of intellectual property and disclosure of
confidential information.

® Regulatory and compliance laws requiring specific security policies and procedures.

® Security policy enforcement challenges for clients connecting to the internal
networks.

® Limited IT security budget and resources to counter the growing and complex security
threats.

With today’s security challenges and threats growing more sophisticated, perimeter defense
alone is no longer sufficient. Organizations need to have internal security systems that are
more comprehensive, pervasive, and tightly integrated than in the past. The purpose of this
chapter is to make clear the internal security risks and challenges that drive the need for a
solution such as Cisco Network Admission Control (NAC) Appliance.

Cisco NAC Appliance, formerly known as Cisco Clean Access, provides a powerful host
security policy inspection and enforcement mechanism designed to meet these new
challenges. Cisco NAC Appliance allows organizations to enforce their host security
policies on all hosts (managed and unmanaged) as they enter the interior of the network,
regardless of their access method, ownership, device type, application set, or operating
system. Cisco NAC Appliance provides proactive protection at the network entry point. It
allows for pervasive and in-depth security defenses throughout an organization’s internal
infrastructure with multiple points of protection. Cisco NAC Appliance integrates with
current and advanced security products and technologies and serves as a critical component
in an organization’s overall security strategy.
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Security Is a Weakest-Link Problem

NOTE

Information security is commonly characterized as a weakest-link problem. The
information you are trying to protect is only as secure as the weakest entry point to that
information. Today’s networks provide multiple access points to users in the form of
virtual private network (VPN), wireless, dial-in, business-to-business (B2B) connections,
web portals, and traditional onsite access to name but a few. Hardly any organizations
today are closed entities with well-defined security perimeters. This leads to the concepts
of ubiquitous access and perimeterless networks. Gone are the days when we had a
nicely defined network security perimeter made up of a firewall that guarded against
unauthorized access from the Internet. The rapid spread and adoption of e-commerce,
B2B commerce, outsourcing, wireless, and VPN remote access have all helped to bring
about the transformation of how we look at defending our networks and the information
they contain. The demand to make network resources and information easily accessible
will result in exposure to higher security risks. Security architecture is changing from a
point defense perimeter approach to a defense-in-depth self-defending network design.
Although this architecture change is happening, most networks are currently in the
transition or adoption stage.

Today, networks are most secure at their traditional network perimeter: the Internet-facing
access points. However, the security of the internal networks behind those impressive
perimeter fortress walls is sorely lacking. By and large, after users gain access to the
internal networks, they have free and unrestricted network access. In addition, a robust
trust model usually exists between internal resources such as servers, applications, and
databases. The model typically exists to make it easier to share information between
systems and users.

The problem is that the trust model does not take into account who or what actually
needs to be trusted; it defaults to trusting everything. Yes, these resources are located
internally, but the same internal network that has very limited security in place has
seen a dramatic increase in the number of entry points into it, and it gives everyone who
connects free and unrestricted access. This is certainly a cause for concern. Internal
network security is the weakest link in most organizations’ network security
architecture. IBM recently reported in a survey of 600 IT managers that 75 percent of
respondents believed that threats to corporate security now come from within their own
organizations.

You can find information on the IBM survey at http://www.networkworld.com/news/2006/
031406-ibm-survey-cybercrime.html.
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NOTE

The results from the 2006 CSI/FBI Computer Crime and Security Survey show the risks
and damages that result from a breach of internal network security. The survey shows
that 68 percent of respondents reported losses caused by insider threats. It also shows
that insider abuse of the network takes third place in the most reported attack type.
Unauthorized access to information takes fourth place in the survey. Viruses and theft of
laptops took the first and second spots, respectively. The results of this survey draw
attention to the pervasive lack of internal network security controls in today’s organizations.
This chapter provides an overview of the security threats and enforcement challenges
common in the internal networks of today’s organizations.

You can find the 2006 CSI/FBI Computer Crime and Security Survey at http://
i.cmpnet.com/gocsi/db_area/pdfs/fbi/FBI2006.pdf.

Hard Outer Shell with a Chewy Inside: Dealing with
Internal Security Risks

Ninety-nine percent of all networks today have a firewall in place to filter traffic coming
from the Internet. In fact, most organizations have a robust set of outer defenses. These
typically include one or more demilitarized zones, intrusion detection system or intrusion
prevention system, spam filters, VPN concentrators, and antivirus scanners. These outer
defenses are in place to protect the organization from very high-risk environments such as
the Internet. The problem is that these defenses are virtually no help if an attacker, virus, or
worm gains access to the internal networks behind the outer defenses.

Most organizations have extremely limited security on their internal networks. The same
robust outer defenses just do not exist internally. The reasons for this deficiency vary, but
typically include the following:

® Itis seemingly too expensive, lacks scalability, and is overly complex.
® The perceived threat risk to the internal network is low.
® Too much internal security could impede business continuity requirements.

What organizations are starting to discover, however, is that the risk associated with
having little or no security controls on their internal networks is becoming unacceptable.
The previous reasons given to justify the lack of internal security are not holding up anymore.
Because organizations have invested so heavily over the past several years in beefing up the
security of their outer perimeters, the number of viruses and worms getting through from
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the Internet has greatly decreased. Given that security is a weakest-link problem, it comes
as no surprise that organizations are increasingly finding that most of their virus or worm
outbreaks originate from an internal or remote access source. Due to the proliferation of
mobile, contract, and guest users needing access to the internal networks of organizations,
it is very common for an outbreak to spread from a nonemployee or noncorporate PC.
Additionally, most corporations are moving from desktop PCs to laptop PCs for their
employees. This increase in mobile devices elevates the risk that hosts will become infected
while offsite and introduce that virus back into the corporate network.

The vast majority of internal networks have no mechanisms in place that would allow an
organization to control who can gain access to the internal network, what the security
posture of the host they are using is, and based on these results determine what network
rights the user will be granted. These three security controls are essential for properly locking
down a network. They have existed for years on the network perimeter, but they are just
now starting to make their way into the internal networks. It is startling that you can walk
into almost any organization, sit down in an empty cube or office, plug into an Ethernet jack
with your PC, and gain complete unrestricted access to the network. In too many cases this
is true for wireless access as well, either because of lack of awareness or because an
employee set up a rogue access point.

To proactively defend the internal networks from malicious users and virus and worm
outbreaks, any security controls implemented must be able to do the following:

® Control who is allowed access This is typically done by forcing the user to log in or
authenticate before network access is granted. This authentication could be in the
form of a username and password or a unique MAC address.

® Determine whether the connecting client meets your host security
requirements The goal is to reduce your exposure to viruses and worms by
checking the host’s security posture. This typically involves making sure that the
host has up-to-date operating system patches, antivirus software, antispyware
software, and that a virus or worm is not actively infecting it.

® Quarantine any host that does not meet the host security requirements While
in network quarantine, the host is given only the minimum network access required
to patch and come up to compliance.

®  Control the amount of network access given to a connecting client The goal is
to restrict network access, as much as is practical, to only those resources that the
user truly needs. The amount of network access is typically determined based on the
user’s identity and the security posture of the user’s host.

You must implement these network admission controls pervasively throughout your
internal network for them to be effective. All clients trying to gain access to the internal
network resources, by whatever means, must first be authenticated, authorized, and have
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their posture assessed as described earlier. Hardening your internal network in this way
gives you ultimate control over who, how, when, where, and what connects to your internal
resources. It also allows for the enforcement and verification of any endpoint security
compliance regulations your organization must adhere to. These may include government
regulations such as the Health Insurance Portability and Accountability Act and the
Sarbanes-Oxley Act, or industry compliance regulations such as the Peripheral Component
Interconnect (PCI) standard.

The Software Update Race: Staying Ahead of Viruses,
Worms, and Spyware

How much more secure would your network be if every PC on it had the latest operating
system patches, ran an up-to-date antivirus and antispyware client, and scanned for the top
20 known worms and viruses every time it reconnected? The answer is obvious, of course:
It would be much more secure. But to find out just how much more secure, you would have
to know how many security incidents would be mitigated by having the protections in place.
If everything is up to date, the remaining risks are day zero attacks and misconfigured hosts.
Day zero attacks are those released into the wild before a patch or signature is available to
catch them. Most security studies indicate that day zero attacks, which actively propagate
in the wild, make up only 1-2 percent of active attacks. So, just by patching, you are
stopping 98 percent of what’s out there.

Fortunately, the good guys discover most software vulnerabilities. This means that the
vulnerability information is not disclosed publicly, which gives the affected company time
to create a fix. After the company announces the fix or patch, the black hats get to work
trying to create an exploit for the fixed vulnerability. At this point the exploit can infect only
the weakest links: those systems that have not applied the patch. Unfortunately, many users
do not keep their systems up to date and become easy prey for these attacks. In addition,
the time between the public release of a software vulnerability notice and the release of the
exploit that takes advantage of the vulnerability is rapidly shrinking. This is driving the
need for organizations to make sure that only up-to-date systems are allowed full internal
network access.

After the compromise or infection of a system, it needs cleaning or rebuilding. The cost
incurred by an organization that needs to rebuild thousands of PCs can be staggering. Even
though case study after case study proves that keeping PCs up to date results in decreased
productivity loss and decreased IT expenditures, most organizations do not do a good job
of it. In addition, it is not much use deploying a robust patch management system, such as
Microsoft’s Windows Server Update Services, if you cannot guarantee that it is enabled
while users are connected to your network. This brings us back to the weakest-link
problem: Your data is only as secure as the weakest access point to it. Any clients that
disable their patch management software become glaring targets themselves and greatly
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increase the security risk to data in the organization as a whole. Add to this the enormous
diversity present in today’s networks, and the challenge gets even greater. Almost all
organizations today have no way to dynamically and pervasively enforce a comprehensive
host security policy on all hosts that connect to their network. The following are some of
the challenges an organization faces when trying to keep all systems compliant with a host
security policy and official regulations, and up to date:

Summary

Supporting the myriad of operating system types and host security software available.
For example, there are more than 20 antivirus software vendors.

Detecting that an out-of-date system is on or attempting to gain access to the network.
After detection, there must be a way to network quarantine that system until it is current.

Dealing with mobile PCs. You must check to make sure that a system occasionally
connecting via VPN is up to date before allowing it access to your network.

Dealing with guest users. Guest users pose a unique problem. In general, the only
thing guest users should be allowed to do while on the internal network is go to the
Internet. They should be restricted from accessing all internal machines. If this
enforcement is possible, there is no need to check and maintain the patch levels of a
guest system.

Dealing with PCs that are not owned or maintained by your organization but need
access to your internal network resources. The machines of contract and temporary
workers typically fall under this category.

Enforcing—preferably at the network layer—that all systems have to be up to date
before allowing them access.

Enforcing—preferably at the network layer—that no host runs any applications that
violate the corporate host security policy guidelines.

Ensuring that all PCs are running the required security, backup, and encryption
software necessary to satisfy compliance with official regulations (such as PCI) and
your corporate host security policy guidelines.

Distributing updates and patches to systems in a timely and scalable manner. Most
organizations have patch management systems in place for their systems but provide
no update services for the student, guest, and nonmanaged PCs that connect to their
internal networks.

This chapter examined why, with today’s security challenges and threats growing
more sophisticated, perimeter defense alone is no longer sufficient. It discussed why
organizations need to have internal security systems that are more comprehensive,
pervasive, and tightly integrated than in the past. Cisco NAC Appliance is such a security
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system. It allows for pervasive and in-depth host security defenses throughout an
organization’s internal infrastructure with multiple points of protection. The chapter
covered network security as a weakest-link problem and offered that the internal networks
constitute the weakest link today. The internal networks are typically lacking the proper
amount of security measures. This results in an increased likelihood of compromise to
internal hosts and data by another internal host, not by an external source.

Also examined were the myriad of issues and challenges regarding the patch management
update race of hosts. The chapter discussed that the time between the public release of a
software vulnerability notice and the release of the exploit that takes advantage of the
vulnerability is rapidly shrinking. This is driving the need for organizations to enforce that
they allow full internal network access only to up-to-date systems.
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CHAPTER 2

Introducing Cisco Network
Admission Control Appliance

The primary goal of Cisco Network Admission Control (NAC) Appliance is to proactively
enforce corporate host security policies on users and hosts accessing the network. A
primary advantage of this solution is enabling ubiquitous user authentication at the network
layer, and then using that information to grant network access based on the user’s identity and
characteristics of the device. For example, all guest users receive only limited Internet
access and no internal access. Cisco NAC can leverage existing security technologies, such
as antivirus, antispam, and operating system updaters to ensure that user machines are
current with the latest patches. Cisco NAC can also collaborate with the network
infrastructure to identify, assess, and authorize users according to the compliance status
of the user’s PC.

Cisco NAC Approaches

Cisco offers NAC as an appliance or as an embedded solution for an 802.1x-enabled
infrastructure. This book focuses strictly on the appliance-based approach, but it may be
helpful for the reader to understand the high-level differences between the two approaches.

NAC as an Appliance

Cisco NAC Appliance (formerly known as Cisco Clean Access) comes from the Cisco 2004
acquisition of Perfigo. NAC Appliance was designed as a self-contained NAC solution, able
to authenticate, posture assess, quarantine, and remediate without the need to tie in multiple
products from various certified vendors. Due to its rapid and flexible deployment
capabilities, NAC Appliance has attained a 45 percent market share, according to a
November 2006 Frost & Sullivan report. See Figure 2-1 for the components and
architecture of NAC Appliance.
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Figure 2-1
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A NAC Appliance solution consists of NAC Appliance Manager (NAM), NAC Appliance
Server (NAS), and NAC Agent (also known as Cisco Clean Access [CCA] Agent). This
book provides more detail on each of these components throughout later chapters. For now,
simply keep in mind that NAC Manager is the back-end central policy server hosting the
user credentials and NAC policies. NAC Server is the workhorse of the NAC Appliance
solution because it performs all authentication activities and enforces the user policies. You
can think of NAC Server as a policy firewall. The free NAC Agent gathers username and
password, antivirus, antispyware, and operating systems hotfix information from the user’s
machine and delivers it to NAC Server and NAC Manager.

User authentication occurs in two ways: agent and agentless (via web browser). The agent
is the ideal and most effective use of NAC Appliance because the installed agent can easily
read the details of the antivirus, antispyware, and operating system information via the
registry. The agentless or web browser redirect authentication process can authenticate a
user and scan the user’s machine via the built-in Nessus scanner in NAC Server. Assuming
that agentless machines do not have personal firewalls enabled, the Nessus scanner is
effective in checking for current vulnerabilities.
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Many customers see the primary strength of NAC Appliance as its off-the-shelf packaging
with little customization required for deployment. NAC Appliance’s proven flexibility in a
myriad of network environments has led a majority of Cisco customers to quickly and
successfully deploy a Cisco NAC Appliance solution.

NAC as an Embedded Solution

The initial Cisco vision of NAC, first introduced in 2003, leverages the Cisco IOS in Cisco
routers and switches to deliver the NAC functionality. Also referred to as NAC Framework,
it comprises Cisco Access Control Server (ACS), Cisco routers and switches, and an end
point software agent called Cisco Trust Agent (CTA). To assist with posture assessment,
device auditing, and software remediation, the embedded NAC solution relies on third-
party software via application program interfaces (API). Third-party security software,
such as antivirus and antispam programs from Symantec, McAfee, TrendMicro, and so on,
is installed to protect the end points. These security applications use APIs to report their
software version and status to Cisco Trust Agent. Cisco Trust Agent, acting as an
application broker, collects the required software information regarding the machine and
reports to Cisco ACS, which is the back-end authentication and policy server. See Figure 2-2
for components of the embedded NAC approach.

Figure 2-2 Embedded NAC Components
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NOTE

Based on the posture information provided by CTA, ACS compares the received
information against its configured policies and informs the appropriate network device,
such as a router or switch, to quarantine, permit, or deny network access. This process
works well for PCs capable of running CTA. For devices incapable of running CTA
(considered non-NAC-responsive devices), such as IP phones or network printers, NAC
Framework allows for third-party auditing servers (that is, Qualys or Foundstone, now
McAfee) to perform an audit of non-NAC responsive devices to determine the device type
and its appropriate network access privileges. After the third-party auditing servers
determine which devices on the network are printers, they can inform the routers or
switches through ACS to assign those printers into the appropriate printer access role. For
further details about the Cisco embedded approach to NAC, refer to http://www.cisco.com/
go/nac/framework or Cisco Network Admission Control Volume 1: NAC Framework
Architecture and Design from Cisco Press.

The embedded NAC approach is an elegant and deeply customizable technology, but
the appliance-based approach is faster to deploy. Cisco recently introduced an integrated
implementation strategy that combines the benefits of both approaches.

This book does not cover the embedded (framework) NAC solution.

Cisco NAC Integrated Implementation

Cisco recently finalized a roadmap for an integrated implementation that enables both the
NAC Appliance and embedded NAC approaches to interoperate within the same network.
An existing example of this model is the Cisco firewall offering in both Cisco IOS routers and
switches and dedicated appliances. Some customers deploy both 10S firewalls and
dedicated firewall appliances as part of their defense-in-depth strategy. The integrated NAC
implementation allows existing NAC appliance or embedded NAC customers to preserve
their existing investments without having to worry about the long-term longevity of either
NAC approach. The goal of Cisco is to provide interoperability and coexistence of either NAC
approach where required. This integrated implementation is slated for availability in 2008.
Contact your local Cisco account team for the latest developments.

Cisco NAC Appliance Overview

The leading Cisco NAC offering is Cisco NAC Appliance (formerly known as Cisco Clean
Access). Cisco NAC Appliance is the focus of this book. Cisco NAC Appliance is an easily
deployable NAC solution that leverages the existing Cisco network infrastructure to
enforce network security policies and software compliance. NAC Appliance can
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authenticate a user or device and perform posture assessment before granting access to the
network. Devices such as PCs found to be missing the latest required OS patch or antivirus
and antispyware definition can be quarantined and remediated through the self-remediation
process before assigning them an appropriate user access role. A key strength of NAC
Appliance is its ability to dynamically assign user roles based on the posture of the PC or
device. If an employee PC complies with corporate software policies, that PC can be placed
in an employee role with full network access. If a guest user joins the network, that guest
user is placed in the guest role with only limited guest access privileges such as web access
only. Devices such as printers or IP phones typically do not respond to NAC and thus can
bypass NAC and be placed in their appropriate network roles.

NAC can be applied to the following networks:
® High-speed LANs (optimized with out-of-band deployment)
® Hub-spoke networks across the WAN
® Remote-access [Psec and Secure Socket Layer Virtual Private Networks (SSL. VPNs)
® Intranets and extranets
®  Wireless networks

Cisco NAC provides the following benefits:

® Minimize unauthorized access and potential breach of sensitive data By
identifying users and PCs as they access the network and assigning access roles, users
can access only data allowed in their access role.

® Minimize network outages By ensuring that all end hosts have the latest antivirus
and antispyware definitions and OS patches, the total number of virus and worm
outbreaks is reduced.

® Reduce the overall endpoint support cost Through the self-healing and remediation
process, antivirus, antispyware, and OS updates are performed automatically or with
little to no help from the IT help desk.

Cisco NAC Return on Investment

Many Cisco customers who have deployed the NAC appliance solution have quickly
realized the immediate return on investment (ROI) of the NAC appliance. There are many
references listed on the Cisco website at http://www.cisco.com/go/nac/appliance under
Case Studies. The following four case studies give you an example of how a higher-
education institute, healthcare medical center, clinical research lab, and local city agency
are using the Cisco NAC solution to improve their overall endpoint security:

® Arizona State University (ASU) With more than 58,000 users on campus, ASU is
faced with unregulated laptops entering the residence halls and public access areas


http://www.cisco.com/go/nac/appliance

18 Chapter 2: Introducing Cisco Network Admission Control Appliance

daily and potentially spreading viruses and worms. With Cisco NAC Appliance, the
number of security incidents during the first six weeks of the fall semester of 2005
dramatically reduced from 1800 infected machines (2004) to 400 infected machines
trying to access the network.

® UK National Health Service NAC Appliance has been implemented at a new
children’s medical center based in southeast London. This new center hosts
approximately 3500 employees and deployed a multilayer security model that
included biometric fingerprint readers and Cisco NAC Appliance. The center uses
Cisco NAC Appliance to authenticate users to the network based on fingerprint, and
then checks the status of PCs and laptops for the latest antivirus and security software
before granting them access to the network.

® Charles River Labs (CRL) CRL isbased in Wilmington, Massachusetts, and provides
research models, preclinical services, and clinical services to the pharmaceutical and
biotech markets. Its key IT driver was the construction of new research buildings known
as Centers of Excellence. CRL relies on Cisco security products, including Cisco NAC
Appliance, to make sure that it could meet and exceed the strict information security
requirements mandated by the Food and Drug Administration, and to ensure that
customers could trust CRL with their critical clinical data.

® The City of Dublin, Ohio This city is home to more than 3000 businesses and
continually strives to create an attractive economic environment by investing in
information technology. The city implemented a Cisco secure wireless solution that
uses Cisco NAC Appliance to enforce security policy compliance on every device
accessing the wireless network. Doing so improves overall network health and
maintains network availability for the public and private services that depend on it.

Summary

The main purpose of Network Admission Control is to enforce endhost policies. Example
endhost policies are antivirus and antispam updates and operating system patches that must
be current to mitigate potential virus and worm outbreaks and PC exploits. PCs that comply
with corporate software policies are assigned a role and given appropriate network access.
Devices that don’t comply are quarantined and placed through the self-guided remediation
process. Non-NAC-responsive devices, such as IP phones, printers, fax servers, and so on,
can be configured to bypass NAC through exceptions. In general, NAC ensures that all PCs
joining the network are compliant with corporate software policies, and it improves the
overall network quality and availability.
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The primary Cisco NAC offering is the NAC Appliance solution. NAC Appliance is
prepackaged with minimal software customization and can be quickly deployed by any
customer. NAC can apply to every component of the network such as high-speed Layer 2
and 3 LANSs, across the WAN, remote-access IPsec and Secure Socket Layer virtual private
networks, and wireless networks. Benefits of the Cisco NAC Appliance solution are
minimized network outages due to virus and worm outbreaks, minimized unauthorized data
access and sensitive data breach, and reduced overall endpoint support cost through its self-
guided remediation process.
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This chapter covers the following topics:
® Cisco NAC Appliance Solution Components
® Cisco NAC Appliance Minimum Requirements

® Scalability and Performance of Cisco NAC Appliance



CHAPTER 3

The Building Blocks in a Cisco
NAC Appliance Design

Knowledge of how to properly design security solutions is what separates the professional
from the amateur. Without a proper design, the eventual implementation will most likely
be a disaster. One of the keys to success when designing a security solution is to first
understand all the pieces you have to work with. I like to call these building blocks. After
you achieve understanding, you then need to become skilled at manipulating the pieces in
ways that best fit your environment. This chapter focuses on the building blocks available
with the Cisco NAC Appliance solution. The purpose and function of each piece is covered.
The requirements, scalability, and performance of these building blocks are also discussed.
The next chapter discusses your options for manipulating these building blocks.

Cisco NAC Appliance Solution Components

NOTE

A NAC Appliance solution is made up of the following components:

® Mandatory components:
— Cisco NAC Appliance Manager (Clean Access Manager)
— Cisco NAC Appliance Server (Clean Access Server)
® Optional components:
— Cisco Clean Access Agent
— Cisco NAC Appliance Network Scanner

Each piece has a distinct role to play in the solution. In this section, you examine the roles
of each in more detail.

Cisco NAC Appliance was formerly known as Cisco Clean Access. The legacy name
Clean Access is still widely used in the industry, but this book will use the new name: Cisco
NAC Appliance.
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Cisco NAC Appliance Manager
The roles of NAC Appliance Manager are as follows:

® Central administration and monitoring

® Management of up to 40 NAC Appliance Server pairs

® Central configuration of security policy and requirements

® Performing automatic download of the latest Clean Access policies and updates
® Centrally controlling network devices

® Central user authentication to back-end authentication sources such as Lightweight
Directory Access Protocol (LDAP), RADIUS, and Kerberos

NAC Appliance Manager is the administration server. It allows you to centrally manage
and monitor your deployment of NAC Appliance Servers and Agents. It is here that you
configure your security policies that define the checks your hosts will have to pass to be
considered clean or up to date. The NAC Appliance allows you to build your own customized
checks, but it also comes with many preconfigured checks. It is a big job to manually maintain
and track all the new updates that come out for antivirus, antispyware, Microsoft Windows,
and so on. That is why the NAC Appliance Manager is also responsible for receiving
regular version and policy updates from Cisco. These policy updates contain information
on the latest operating system patches, antivirus versions, and antispyware versions. The
prepackaged software checks and security policies are automatically updated with this new
version information. Using the policy update feature makes it easier to ensure your hosts
are always checked for the latest versions before they are allowed network access.

NAC Appliance Manager is configured using a web console after a minimal bootstrapping
process. NAC Appliance Manager is capable of scaling to administer up to 40 NAC
Appliance Server pairs. NAC Appliance Manager’s web console allows you to configure
both global security policies and per-server local policies. Global security policies save
time and are much easier to manage. For example, you could create a global policy that
says all hosts connecting to the network through any NAC Appliance Server must have
an up-to-date antivirus program installed. NAC Appliance Manager then pushes this policy
out to all the NAC Appliance Servers for local checking and enforcement. If you have
some specific local security policies that pertain to only a single NAC Appliance Server,
you can use NAC Appliance Manager’s web console to configure those as well. Figure 3-1
shows NAC Appliance Manager’s web console.

NAC Appliance Manager is responsible for authenticating all users in the NAC Appliance
deployment with the exception of single sign-on (SSO) users. SSO users are authenticated
by the local NAC Appliance Server. NAC Appliance Manager can use either its local user
database or an external user database such as LDAP or RADIUS as an authentication
source.
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Figure 3-1
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Cisco NAC Appliance Server

The roles of the NAC Appliance Server are as follows:

® Security policy assessment
® Security policy enforcement

NAC Appliance Server is the policy enforcer, or the policy firewall, between the untrusted
networks and the trusted networks. NAC Appliance Server’s job is to enforce the security
policies created in NAC Appliance Manager. NAC Appliance Server, in conjunction with
NAC Appliance Manager, actively checks the identity of users and the security posture of
their host when they try to obtain access to the network. Based on the results of the check,
NAC Appliance Server enforces the proper network access policy. It is important to note
that NAC Appliance Server and NAC Appliance Manager act as a team in this process.
NAC Appliance Server is mostly responsible for asking for authentication and posture
information from the clients. This information is then forwarded to NAC Appliance
Manager for checking. Based on the results, NAC Appliance Manager instructs the
server to start enforcing a particular policy for that client.

For NAC Appliance Server to work, it must be physically or logically inline between the
clients and their destinations during the initial posture assessment and remediation. After
the clients pass the posture assessment, NAC Appliance Server can be removed from the
dataflow (out of band) or remain in the dataflow (in band). The next chapter will discuss

these different options in detail.
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Clients can use either the Clean Access Agent or web login to trigger NAC Appliance
posture assessment. Figure 3-2 illustrates the steps that trigger inspection of a client with a
Clean Access Agent preinstalled.

Figure 3-2  Steps to Trigger Assessment Using a Clean Access Agent
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The following is an explanation of the numbered process in Figure 3-2.

Step 1 The host plugs into a switch port and requests a DHCP address. Acting
as the DHCP server, NAC Appliance Server replies to the host’s DHCP
request. Clean Access Agent detects the new network connection.

Step 2 To find NAC Appliance Server, Clean Access Agent sends out discovery
packets to all the default gateways present in the host’s routing table. In
Figure 3-2, NAC Appliance Server is the host’s default gateway and
receives the discovery packets.

Step 3 The discovery packets trigger NAC Appliance Server to perform
assessment of the new host. First it checks to see whether the host MAC
address is already permitted. If so, the host is allowed to pass through
NAC Appliance Server. If not, NAC Appliance Server sends back a login
request to Clean Access Agent.

Step 4 Clean Access Agent pops up the agent log in a dialog box and waits for
the user to enter a username and password.

NOTE Clean Access Agent uses a proprietary discovery protocol called SWISS. SWISS runs on
UDP port 8905 for Layer 2 users and 8906 for Layer 3 users. Clean Access Agent performs
discovery every 5 seconds. The NAC Appliance Server listens on UDP 8905/8906 for the
SWISS packets being sent from the agents.
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Figure 3-3 illustrates the steps that trigger inspection of a client using the web login.

Figure 3-3  Steps to Trigger Assessment Using Web Login
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The following is an explanation of the numbered process in Figure 3-3.

Step 1 The host plugs into a switch port and requests a DHCP address. Acting
as the DHCP server, NAC Appliance Server replies to the host’s DHCP
request.

Step 2 The user launches a web browser and requests a website. NAC Appliance
Server sees this request. It checks the MAC address or IP address of the
host to see whether it is already permitted. If so, the host is allowed on
the network. If not, NAC Appliance Server intercepts the web request.

Step 3 The web page request triggers NAC Appliance Server to perform
assessment of the host. The intercepted web page request is stopped, and
a redirect to NAC Appliance Server’s web login page is sent back to the
user’s web browser.

Step 4 The user is redirected and presented with the web login page. NAC
Appliance Server waits for the client to log in or click on guest access.

Before a successful login, all clients are in the Unauthenticated role. Client traffic in this
role will by default be dropped by NAC Appliance Server. The exceptions are DHCP and
DNS queries, which are allowed through. Therefore, if other traffic types and services
are required, you will have to customize the traffic filters. A common example of this is
allowing clients to log in to the Windows Active Directory (AD) domain when they first
boot up.
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NAC Appliance Manager’s web console is used to centrally manage NAC Appliance
Servers. However, each server does have a local web console and supports Secure
Shell (SSH). These can be useful for troubleshooting purposes but are not

generally used for local configuration after NAC Appliance Server’s initial setup
script is run.

Cisco Clean Access Agent

CAUTION

Technically, Clean Access Agent and Network Scanner are optional components. However,
in most cases, you will use the Clean Access Agent and Network Scanner in your
deployment.

If you choose not to use either the Clean Access Agent or the Network Scanner, then you
cannot perform any host security assessment checks (for example, checking for up-to-date
antivirus definitions). You will, however, be able to perform user authentication checking
via web login.

Clean Access Agent is a free software program that resides on client PCs. It is a read-only
agent whose job is to gather information about the user and the host it is installed on. It
then matches that against the requirements received for that user, role, or OS from NAC
Appliance Server and sends back a report to NAC Appliance Manager via NAC
Appliance Server. If the requirements are met, the host is allowed on the network. If the
host fails, Clean Access Agent presents the user, via a dialog box, with the remediation
instructions received from NAC Appliance Manager. The information it checks for is
configured by you at the NAC Appliance Manager level and then pushed out to each NAC
Appliance Server. The information that can be checked by Clean Access Agent includes
applications, files, registry keys, and services. For example, Clean Access Agent could
check for the presence of a Windows hotfix or check to see whether an antivirus program
is current.

Hosts that fail a system check are then put into a Clean Access Agent Temporary role.
This role is configured to restrict network access to only those resources they will need to
remediate their host. This may include access to websites, such as update.microsoft.com,
or access to antivirus vendor update servers (local or on the Internet). These restrictions are
enforced at the closest NAC Appliance Server in the traffic path of Clean Access Agent. No
enforcement is done locally at the Clean Access Agent level. Clean Access Agent will then
help the user fix up, or remediate, the host. It uses pop-up dialog boxes to notify the user of
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security policy violations that have occurred. It also provides a remediation button to fix the
violation. See Figure 3-4 for an example.

Figure 3-4 Clean Access Agent Remediation Example
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Cisco NAC Appliance Network Scanner

Network Scanner allows you to scan hosts to check for known vulnerabilities. Network
Scanner is integrated into the NAC Appliance Manager and NAC Appliance Server
software and is not a standalone piece. Network Scanner uses Nessus to scan hosts. You add
in the Nessus plug-ins of your choice. For example, you can add the plug-ins that check to
see whether music file-sharing applications are running on the host. If such programs are
running, you could notify the end users that they must disable or uninstall the offending
software before they are allowed on the network. Network Scanner can also be used to
posture assess hosts that run operating systems not supported by Clean Access Agent, such
as Linux.

TIP For more information about the Nessus tool and its plug-ins, visit http://www.nessus.org or
http://www.nessus.org/plugins.

The following simple example illustrates where the pieces of a Cisco NAC Appliance
design are placed in a network. Figure 3-5 shows a NAC Appliance deployment using
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Layer 2 in-band. Layer 2 means that NAC Appliance Server is Layer 2 adjacent to the
clients it will control. In-band means that data traffic always flows through NAC Appliance
Server.

Figure 3-5 Cisco NAC Appliance Deployment Example (Layer 2 In-Band)
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Cisco NAC Appliance Minimum Requirements

Cisco NAC Appliance Manager and NAC Appliance Server can be purchased two ways.
You can buy only the software from Cisco and buy the hardware somewhere else, or you
can buy the hardware and the software together in one of several appliance models available
from Cisco. Typically, the term appliance means that the hardware and software come as a
unit and you don’t have the flexibility to buy your own hardware.

That is not the case with NAC Appliance. The NAC Appliance software-only option is
packaged on a bootable CD or DVD in such a way that it completely self-installs
everything you need on the hardware of your choice. There are no install scripts to run
or questions to answer; just pop in the CD or DVD, boot up the system, wait a few
minutes, and then you have NAC Appliance Manager or NAC Appliance Server ready
to be configured.

However, the recommended path is to purchase the hardware and software NAC Appliance
from Cisco. This is a true appliance and comes preinstalled and ready to go. It makes for a
cleaner solution. There are three NAC Appliance hardware and software models. Table 3-1
shows the mapping of licenses to appliance models. A 3310 or 3350 appliance can be
purchased as either NAC Appliance Manager or NAC Appliance Server—the hardware
supports both. A 3390 supports only NAC Appliance Manager.
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Table 3-1

Cisco NAC Appliance 3300 Series

Cisco NAC Cisco NAC Cisco NAC

Appliance 3310 Appliance 3350 Appliance 3390
CiscoNAC | Supported User Supported User
Appliance | Licenses: 100, 250,500 | Licenses: 1500, 2500,
Server 3500

NAC Appliance NAC Appliance NAC Appliance Super
CiscoNAC | Manager Lite—supports | Manager—supports up Manager—supports up
Appliance | up to three NAC to 20 NAC Appliance to 40 NAC Appliance
Manager Appliance Server pairs Server pairs Server pairs

The 3350 and 3390 appliances both include an SSL accelerator card and a hard disk array.
The sections that follow describe the requirements for each component of the solution.

Cisco NAC Appliance Manager and Server Requirements

Cisco NAC Appliance is sold as software only or as an appliance with hardware and
software preinstalled. If you go the software-only route, you have to provide your own
hardware. This hardware must be on the current supported server configurations list.
Hardware not on the list will not be supported by Cisco Technical Assistance Center. To
obtain the current supported server list, go to http://www.cisco.com and search for
“supported server configurations nac.” After you select a supported server vendor and
model, make sure that it meets the NAC Appliance minimum requirements listed in
Table 3-2. Of course, if you go with the Appliance-packaged version of NAC Appliance,
you do not need to worry about any of this; it is already optimized.

Table 3-2

NAC Appliance Manager and Server Minimum Requirements

the Recommended minimum Requirements”). Intel or
Broadcom recommended.

Component Minimum Requirement

CPU Single 2.4 GHz or greater.

RAM memory 1 GB or greater (see “Reasons to Exceed the Recommended
minimum Requirements”).

Hard disk space 10 GB or greater.

NICs! Dual Fast or Gigabit Ethernet ports (see “Reasons to Exceed

console

Web browser for web admin

Internet Explorer 6.0 or above is required.

1. network interface cards
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CAUTION

Always check the latest NAC Appliance Release Notes at Cisco.com for the most up-to-
date details about hardware and software requirements.

Reasons to Exceed the Recommended Minimum Requirements

It is generally a good idea to exceed the minimum requirement’s but here are some specific

reasons.
RAM Memory:

® Consider 2 GB of memory or greater if you plan to deploy NAC Appliance Manager

with a large number of device filters, traffic policies, local users, or multiple NAC
Appliance Servers fully loaded with more than 1000 users

® Consider 2 GB of memory or greater if you are deploying NAC Appliance Server as

a DHCP server, configuring /30 subnets, or supporting close to 1500 users.

Network Interface Cards:

® If running NAC Appliance Servers in High Availability mode, it is recommended to

configure a third NIC card. That NIC will be dedicated for high availability purposes.

®  You should have 2 GB of memory if you have more than 500 users.

Cisco Clean Access Agent Requirements

The Cisco Clean Access Agent currently runs on Windows and Macintosh operating

Table 3-3

systems. Table 3-3 provides details as to the host requirements needed to run the Agent. Be
sure to check Cisco.com to see whether additional operating systems or requirements have

been added.

Clean Access Agent Requirements

Host

Requirement

Supported operating
systems

Microsoft Vista (all versions, including Japanese), Windows XP
Professional, Windows XP Home, Windows XP MCE, Windows
XP Tablet PC, Windows 2000, Windows 98, Windows SE, Windows
Me, Japanese and simplified Chinese Windows XP SP2

Mac 0OS X!

Hard drive space

Minimum of 10 MB free

Hardware

No minimum requirements

1. Mac OS X agent currently supports only user authentication. No host posture assessment checks are
supported. This is a roadmapped feature; check with Cisco for availability.
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Scalability and Performance of Cisco NAC Appliance

To ensure a good design, understanding the scalability and performance limits of NAC
Appliance is important. Table 3-4 depicts the scalability and performance numbers that are
relevant to properly designing a NAC Appliance solution.

Table 3-4  Scalability and Performance of NAC Appliance

NAC Appliance Manager Maximum Managed Server Pairs/Manager 20

NAC Appliance Super Manager | Maximum Managed Server Pairs/Manager 40

Data Throughput/Server ~950 Mbps
NAC Appliance Server Maximum Users/Server 3500
Maximum MAC Addresses/Server 8000

Summary

This chapter examined the various building blocks that make up the Cisco NAC Appliance
solution. Those building blocks are as follows:

Cisco NAC Appliance Manager
Cisco NAC Appliance Server
Cisco Clean Access Agent

Cisco NAC Appliance Network Scanner

The purpose and function of each piece was covered and can be summarized as follows:

NAC Appliance Manager is the administration server. It allows you to centrally manage
and monitor your deployment of NAC Appliance Servers and Clean Access Agents.

NAC Appliance Server is the policy enforcer, or the policy firewall, between the
untrusted networks and the trusted networks. NAC Appliance Server’s job is to
enforce the security policies created in NAC Appliance Manager.

Clean Access Agent is a free software program that resides on client PCs. It is a read-
only agent whose job is to gather information about the user and host it is installed on.

NAC Appliance Network Scanner allows you to scan hosts to check for known
vulnerabilities. It uses the embedded Nessus vulnerability scanning software for this
function.

The chapter finished with an overview of the minimum hardware and software
requirements and performance metrics of the different building blocks. It was
recommended that the newer appliance form factors be used for the NAC Appliance
Manager and NAC Appliance Server pieces.




This chapter covers the following topics:
® NAC Design Considerations
® Deployment Options
® In-Band Mode
®  OQOut-of-Band Mode

® Clean Access Agent and Web Login with Network Scanner



CHAPTER 4

Making Sense of All the Cisco
NAC Appliance Design Options

In the previous chapter, you explored all the pieces, or building blocks, that can make up
a Cisco NAC Appliance deployment. Now you will learn the multiple ways you can
manipulate these building blocks so that they best fit into your environment. Given the
complexity of today’s networks, you need a Network Admission Control (NAC) solution
that has options. Cisco NAC Appliance definitely has options. It has so many, in fact, that
sometimes it can get confusing as to what to use where and why. The purpose of this chapter
is to guide you through the different modes of operation and deployment that are available
to you. Along the way, you receive explanations of the criteria you can use to make a
use-case decision for various features.

This chapter starts with a brief explanation of the different Cisco NAC Appliance design
decisions you will have to make. Then it moves into explaining, in detail, what each design
element has to offer (depending on where you use it). Finally, it covers several traffic and
work flow examples of common NAC Appliance deployment types.

NAC Design Considerations

When working through the design process for Cisco NAC Appliance, you will come up
against multiple choices. Understanding what choices are available and how they work is
incredibly important. Your environment will most likely use a few different deployment
options, not a single one throughout. For example, you might choose to use Single-Sign-
On (SSO) for your virtual private network (VPN) users but not for your wireless guest user
and public space areas. Knowing how to best match the flexibility of NAC Appliance to
your environment will make the deployment and adoption go smoothly.

These are some of the design decisions you will have to make in your environment:
® User Single-Sign-On versus dedicated NAC Appliance login
® In-Band versus Out-of-Band modes
® Layer 2 versus Layer 3 client adjacency
® Virtual Gateway versus Real IP Gateway modes

® C(Clean Access Agent versus Web Login with Network Scanner
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Before explaining the specifics of each of the preceding features, it is useful to first describe
the purpose of each new term or technology that will be relevant to subsequent discussions.

Single-Sign-On Capabilities
Single-Sign-On, or SSO, gives users the convenience of only having to log in to the network
once. The way this works in a Cisco NAC Appliance solution is based on a trust model. For
example, if a VPN concentrator has validated your login credentials successfully, NAC
Appliance will trust these same credentials for its own user validation. This prevents the
user from having to log in once to the VPN concentrator and a second time to NAC
Appliance. Whenever possible, you should use SSO. Using SSO will greatly increase the
satisfaction of the users’ experience with NAC Appliance.

NAC Appliance has SSO integration support with the following platforms:

® Microsoft Active Directory (AD).
® (isco VPN.

® Any VPN solution that can send a RADIUS accounting packet in an RFC-compliant
format. (Microsoft’s Internet Authentication Service is an example of this.)

® Cisco Wireless using lightweight access point technology.

In-Band Versus Out-of-Band Overview

In-Band (IB) and Out-of-Band (OOB) are modes of operation you choose for your NAC
Appliance Servers. NAC Appliance Server can run in only one mode, not both
simultaneously. However, a single NAC Appliance Manager can control servers of both
mode types. NAC Appliance Server is similar in function, placement, and operation to a
traditional stateless packet-filtering firewall. Like a firewall, NAC Appliance Server must
be logically or physically in the traffic flow to work. Resembling a firewall, NAC Appliance
Server’s job is to regulate who and what can pass from the untrusted networks to the trusted
networks. But unlike a firewall, you can choose to remove NAC Appliance Server from the
traffic flow after its work—that is, posture assessment—is complete. This means NAC
Appliance Server is now out-of-band. If you choose not to remove NAC Appliance Server
after the host is certified, it is said to be in-band.

Configuring NAC Appliance Server for In-Band mode means that it is always in the flow
of traffic between the untrusted networks and the trusted networks. This is regardless of
whether or not the host on the untrusted side has passed assessment.

Configuring NAC Appliance Server for Out-of-Band mode means that it is not always in
the flow of traffic. NAC Appliance Server remains in the flow of traffic between the
untrusted networks and trusted networks until the host passes authentication and
assessment. After a host is considered “clean,” or certified, NAC Appliance reconfigures
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the host’s switch port to be on a new VLAN. The new VLAN no longer has NAC Appliance
Server in its path. Given that NAC Appliance Server is no longer in the path, network
traffic to and from the certified host is routed and switched normally.

The choice of which mode to use, In-Band or Out-of-Band, will vary based on your
environment and network. Like most of the choices you will make, this one is both function
and location dependent. It is possible, even likely, that you will end up with both In-Band
and Out-of-Band mode NAC Appliance Servers running in your deployment.

Layer 2 Versus Layer 3 Client Adjacency Overview

Layer 2 Adjacency means that NAC Appliance Server is a Layer 2 hop from hosts on its
untrusted networks side. This allows NAC Appliance Server to see the real MAC address
of every client it is controlling. In Layer 2 mode, a host’s unique identity is defined
using its MAC address only.

Layer 3 Adjacency means NAC Appliance Server is one or more Layer 3 network hops from
the hosts on its untrusted networks side. In this mode, NAC Appliance Server cannot see
the real MAC address of the host. In Layer 3 mode, a host’s unique identity is defined using
its IP address only. When using OOB mode, the client’s MAC address is forwarded to NAC
Appliance Server using either Clean Access Agent or the ActiveX or Java web login applet.
However, this MAC address is not used by NAC Appliance to determine a host s identity;
it is used only to determine the switch port a client resides on. Layer 3 OOB mode will be
discussed in more detail later.

Using Layer 3 mode allows you more flexibility in your placement of NAC Appliance
Servers. The drawback is it can be more complex to deploy. Deploying in Layer 3 mode
behind a VPN device or wireless controller is simple and straightforward. However,
deploying in a nontunneled environment, such as T1 attached branch offices, can add
complexity. For some network areas, having a NAC Appliance Server be Layer 2 adjacent
to the hosts it is controlling would not be possible. Some examples include VPN tunnel
clients and clients coming from networks you don’t control, such as business partner
extranet clients. In some cases, it is not cost effective to deploy NAC Appliance Server in
Layer 2 mode. In Layer 2 mode, if you have 80 small branch offices with only ten people
each, you would have 80 NAC Appliance Servers—one NAC Appliance Server located at
each site. In Layer 3 mode, you could have one NAC Appliance Server at the central site
that posture assesses all hosts at the 80 branch offices.

Virtual Gateway Versus Real IP Gateway Overview

NAC Appliance Server can act as a network bridge or a router between its untrusted and
trusted networks. When acting as a bridge between untrusted and trusted networks, it is in
Virtual Gateway mode. When NAC Appliance Server is routing between untrusted and
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trusted networks, it is in Real IP Gateway mode. Virtual Gateway mode acts like a bump in
the wire. NAC Appliance Server’s presence is transparent to hosts.

In Real IP Gateway mode, NAC Appliance Server looks to hosts just like any other router
would. In Layer 2 adjacent Real IP Gateway mode, NAC Appliance Server is the default
router for the hosts on its untrusted side.

Deployment Options

Always keep in mind that every NAC Appliance Server must have three distinct deployment
modes defined before it will operate. Together, these three modes define how NAC
Appliance Server interacts with hosts and the rest of the network. The first mode is Client/
Server Adjacency. This mode defines whether NAC Appliance Server and the clients on the
untrusted interface are on the same network or multiple Layer 3 hops from each other.

The second mode is Post—Client Certification mode. This mode defines whether client
traffic continues to flow through NAC Appliance even after a client is certified. There are
never any network changes with In-Band mode, so client traffic always flows through NAC
Appliance. With Out-of-Band mode, a certified client is moved to a new VLAN that
removes NAC Appliance from the traffic path. Network mode, the last of the three modes,
determines whether NAC Appliance Server acts as a bridge (Virtual Gateway) or a router
(Real TP Gateway) between its untrusted and trusted interfaces. Table 4-1 presents the
distinct modes and their options. Every NAC Appliance Server must have one option from
each mode type defined.

Table 4-1 Deployment Modes Required on NAC Appliance Servers
Post-Client
Client/Server Adjacency Modes Certification Modes Network Modes
Layer 2 Layer 3 Layer2and 3 | In-Band Out-of-Band Virtual Gateway Real IP Gateway
NOTE It is possible to combine a mode option with any option from the other mode types. There
are no restrictions on the combinations you can have across mode types. However, you can
choose only one option within each mode type.
NOTE In NAC Appliance, you will see a third network mode option called Real IP NAT Gateway.

Due mostly to performance reasons, this mode is not supported for production use.
Therefore, this book does not discuss Real IP NAT Gateway mode.
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The flowchart in Figure 4-1 is designed to help you select the appropriate features for your
environment. This chart gives you a general idea of the dependencies each mode of operation
has and the order you should make your choices in. The detailed information needed to make
informed choices as you navigate this flowchart will be covered in this section.

Figure 4-1  Design Selection Flowchart
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How to Choose a Client/Server Adjacency Mode

NOTE

A NAC Appliance solution can be deployed in two ways: central and edge. It is possible, even
likely, that most environments will end up with a design that uses both types. Central
deployment means that you will position your NAC Appliance Servers in the core or hub sites
of your networks. For example, if you have several remote sites coming into a hub site, you
would position NAC Appliance Server at the hub site and not at each remote site. Usually this
means that NAC Appliance Server is Layer 3 adjacent to the clients it is controlling. Edge
deployment is the opposite of central deployment; so, using edge, you position your NAC
Appliance Server as close as possible to the clients it is controlling. For example, if you have
several remote sites coming into a hub site, you would position NAC Appliance Server at every
remote site. Usually this means that NAC Appliance Server is Layer 2 adjacent to the clients.

The preceding terms central and edge are used to describe the logical placement of the NAC
Appliance Servers. To avoid confusion, you should be aware that the terms central and edge
can also be used to describe the physical deployment method of NAC Appliance Servers.
That is not how the terms are used here.
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As discussed, the chosen deployment type influences the adjacency mode used in the
design. Keep in mind that like most other security technologies, the closer you can get to
the clients you want to control, the more secure your design will be. However, the tradeoff
for pushing security to the client edge is usually higher costs and scalability issues. If an
environment has a pure client edge deployment, NAC Appliance Servers are always Layer
2 adjacent to all clients everywhere. This is highly secure and allows you the ultimate
control over your clients. However, to accomplish this task might mean deploying 30, 50,
or more NAC Appliance Servers. This many servers drives up the overall cost and increases
the burden of configuration, management, and maintenance.

There are three choices for client/server adjacency:

® Layer 2 (L2) This is the default setting. All clients are expected to be Layer 2
adjacent to NAC Appliance Server’s untrusted interface.

® Layer 3 (L3) When you enable L3 support, you also get L2 support. In this mode,
NAC Appliance Server listens to all clients from any number of network hops away.

® Layer 2 Strict mode for Clean Access Agent This mode ensures that the clients
are L2 adjacent to NAC Appliance Server. No network address translation (NAT)
routers are allowed. This L2 enforcement requires the Clean Access Agent to be
loaded on the client machine.

Layer 2 Mode

This mode is the default network setting for NAC Appliance Server. As such, it is the most
commonly deployed as well. Layer 2 mode means that the clients are Layer 2 adjacent to
the untrusted interface on NAC Appliance Server. In most LAN environments, L2 works
just fine. If you have Layer 2 trunks between your access and distribution layer switches
and your access switches do not use L3, you can usually use Layer 2 mode.

The most common reason to use Layer 2 mode in your environment is because of its ease
of use. This is the most common and best understood deployment mode. It is the easiest
to configure and troubleshoot. L2 mode adds the least amount of complexity to your
network environment.

Layer 3 Mode

As mentioned, by enabling Layer 3 mode, you also get to use Layer 2 mode. Clean Access
Agent always tries Layer 2 mode first and then tries Layer 3 mode. When NAC Appliance
Server is in In-Band L3 mode, the client’s MAC address is not needed because only the
client’s IP address is used to determine a host’s identity. When NAC Appliance Server is in
Out-of-Band L3 mode, the client’s MAC address and IP address are used to determine a
host’s identity. For detailed information on Layer 3 mode’s operations when used with Out-
of-Band mode, see the section “Out-of-Band Mode.”
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Layer 3 In-Band mode is required if you use NAC Appliance to control clients coming
in through a Cisco VPN on the concentrator, Adaptive Service Appliance, or Private
Internet Exchange.

Here are some common reasons to use Layer 3 mode in your environment:

® C(lients are coming in through a Cisco VPN.

® Access layer switches use L3 trunks to distribution switches.

® Cost of NAC Appliance Server at every remote office is prohibitive; instead, use a

central NAC Appliance Server at headquarters.

Protect sensitive network areas that are accessible only via a VPN, such as
management and process control networks, by forcing clients to authenticate and
certify before gaining entry.

Need to authenticate and posture assess all clients accessing your network through
third-party WAN connections. Common examples include business partners, vendors,
and consultants that have direct routed connections into your network.

Layer 2 Strict Mode for Clean Access Agent

NOTE

This mode was originally created for the universities that use NAC Appliance, but it is now
being adopted by businesses as well. Many students were using wireless or wired NAT
gateways in their dorm rooms. A NAT gateway causes NAC Appliance to authenticate and
inspect only the first client and no subsequent clients. This is because the NAT device hides
everyone behind a single IP and MAC address. This is also known as port address translation
(PAT) or NAT overload. Therefore, regardless of how many clients are really behind the NAT
gateway, NAC Appliance sees only a single MAC and IP pair. After this pair is certified, the
gates are open to allowing subsequent—and potentially infected—hosts onto the network
with no checking. Layer 2 Strict mode thwarts this problem by checking whether the client
is behind a NAT or PAT device and denying the client access if it finds one.

Layer 3 and Layer 2 Strict mode are mutually exclusive and cannot be used together.

L2 Strict mode can be used to combat the problem of users connecting rogue wireless
access points or routers to the network. It is designed to sniff out the use of NAT gateways.
Here is how it works:

1 Client’s Clean Access Agent sends a login request to NAC Appliance Server. This
request also sends the MAC addresses of all interfaces on the host.

2 NAC Appliance Server compares the MAC address in the packet header of the login
request against the MAC addresses found inside the packet payload of the login request.
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3 If there is no NAT gateway between the client and server, there will be a match of the
MAC address in the header with one of those in the payload.

4 If there is a NAT gateway between the client and server, the match will fail and NAC
Appliance will reject the login request. The reason the match fails is because the
NAT gateway replaced the MAC in the packet header with a MAC of its own before
sending it on to NAC Appliance. The user is forced to remove the NAT gateway to
gain access to the network.

Here are some common reasons to use L2 Strict Mode for Clean Access Agent:

®  Prevent the infection or compromise of your network through the use of multiuser
NAT gateways.

Prevent the spread and use of wireless NAT gateways. This is one way of stopping
users from setting up their own wireless networks.

If you charge for network access by the user, you can ensure that nobody sets up a
wireless NAT gateway for freeloaders.

®  Prevent NAT gateways from impeding the effectiveness of the network scanner.

NOTE Layer 2 Strict mode requires the use of the Clean Access Agent. It does not currently
support web login.

How to Choose a Network Mode

Cisco NAC Appliance supports two network modes: Virtual Gateway and Real IP Gateway.
Network mode determines whether NAC Appliance Server bridges or routes traffic from its
untrusted to trusted interfaces. Virtual Gateway is bridging, whereas Real IP Gateway is
routing.

Virtual Gateway Mode

In Virtual Gateway mode, NAC Appliance acts like a Layer 2 transparent bridge or bump
in the wire. This means it has no IP addresses on its interfaces and is essentially transparent
to clients. It does, however, have one IP address for the management of NAC Appliance
Server itself. In this mode, it acts much like a traditional Ethernet bridge does. Traffic is
bridged as it flows from the untrusted to trusted side and vice versa. All the NAC Appliance
security features will work in this mode. Virtual Gateway mode is the preferred method of
deployment in most environments. This is because it does not require a re-architecture of
the network and IP addressing.

For example, you have a Layer 2 802.1Q trunk between your access switch and your
distribution switch. Your L3 distribution switch is configured to be the default router for
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clients on the access switch. You would like to have NAC Appliance posture assess the
clients on the access switch. If you break the 802.1Q trunk by placing NAC Appliance
Server between the two switches and use Virtual Gateway mode, you will not have to
change anything on your clients’ or network topology. The clients continue to use the same
default gateway, and NAC Appliance is transparent to clients. If you use the same example
but instead use Real IP Gateway mode on NAC Appliance Server, you will have to make
changes. The default gateway of clients has to be changed to be NAC Appliance Server, not
the distribution switch as before. In addition, a new subnet is needed for the trusted side of
the NAC Appliance Server.

Here are some common reasons to use Virtual Gateway mode in your environment:

® Ease of use. It does not require a redesign of the network topology.
® No changes to subnets or client IP addresses are required.

® Routing protocols such as Enhanced Interior Gateway Routing Protocol (EIGRP) and
Open Shortest Path First (OSPF) can flow through NAC Appliance uninhibited.

® Static routes are not required.

Real IP Gateway Mode

In Real IP Gateway mode, NAC Appliance Server acts just like a router. Traffic flowing
from the untrusted side is routed to the trusted side. In this mode, NAC Appliance Server
acts as the default gateway and, typically, as the DHCP server for clients on the untrusted
networks.

Here are some common reasons to use Real IP Gateway mode in your environment:

® Guest or new network segments where you do not have a router already.

®  You want NAC Appliance to be the DHCP server for your untrusted networks. The
DHCEP server embedded in NAC Appliance Server works only in Real IP Gateway
mode. Given a Class C IP subnet, this feature can auto-generate /30 micro-subnets
within that class C address space, allowing you to further segment your client traffic.

® You want NAC Appliance to be the default gateway for clients on the untrusted side.

In-Band Mode

In-Band has strengths and weaknesses. The purpose of this section is to bring those to light.

In-Band and Out-of-Band refer to the post client certification mode NAC Appliance Server
is in. NAC Appliance Manager is used to centrally configure this mode on the servers. The
first method to configure NAC Appliance is In-Band. In-Band means that NAC Appliance
Server is always in the flow of traffic between the untrusted networks and trusted networks.
This is regardless of whether or not the host on the untrusted side has passed assessment.
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Figure 4-2

Figure 4-2 depicts an In-Band NAC Appliance Server design. As you can see, all traffic
from the client machine must flow through NAC Appliance Server before it can leave the
subnet.
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The Certification Process in In-Band Mode

This section will give an example of the Clean Access Agent certification process and the
web login certification process. Certification, in the NAC Appliance world, is the process
of user authentication and host security checks that a client must go through before it is
allowed on the network. For a client to become certified, it must have properly
authenticated with username and password and passed all the host security policies defined
by the user’s role. A host security policy is made up of all the checks and vulnerability scans
configured for a given user role. A user’s role is typically determined by some Active
Directory or RADIUS attribute, such as group membership. Host security policies could
include checking to make sure that antivirus definitions and Windows XP are up-to-date
and using Network Scanner to check whether the machine is infected with a worm.

Certification Steps for Host with Clean Access Agent

These certification steps are based on the perspective of the host in Figure 4-2. The host has
the Clean Access Agent installed.

Steps for Client to Acquire an IP Address

The steps for the client to acquire an IP address are as follows:

1 The host plugs into an Ethernet switch port. The switch port is a member of VLAN 100.
2 The host sends out a DHCP request to obtain an IP address.

3 NAC Appliance Server, also on VLAN 100, sees the DHCP request come into its
untrusted network interface.
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4

NAC Appliance Server, configured to be a DHCP server, replies to the host with a free
IP address of 192.168.1.100/24 and a default gateway address of 192.168.1.1.

Clean Access Agent Authentication Steps

The Clean Access Agent authentication steps are as follows:

1

The host is now a member of the NAC Appliance Unauthenticated role. By default,
hosts in this role will not be allowed to send any traffic, except DHCP and Domain
Name System (DNS) queries, through their local NAC Appliance Server. You can
modify the allowed traffic list as necessary for your environment.

Clean Access Agent, noticing the network connectivity, begins to send SWISS
discovery packets to its default gateway. The SWISS discovery packets are sent first
on UDP port 8905 (L2). If that fails, Clean Access Agent tries UDP 8906 (L3). Clean
Access Agent is trying to locate a NAC Appliance Server in the network.

NAC Appliance Server, listening on the SWISS ports, hears the request and checks to
see whether the host is already authenticated. Because it is not, NAC Appliance Server
responds with the equivalent of an “I’m here; you need to log in” message.

NAC Appliance Server’s reply message prompts the host’s Clean Access Agent to pop
up its login dialog box on the user’s screen (see Chapter 3’s Figure 3-2).

The user enters a username (Liam), password, and optionally an authentication
provider, and then clicks Log In. An authentication provider defines the user database
NAC Appliance will use to verify authentication. In this example, the local user
database will be used.

Liam’s login credentials are forwarded by NAC Appliance Server to NAC Appliance
Manager for verification.

Clean Access Agent Host Security Posture Assessment Steps

The Clean Access Agent host security posture assessment steps are as follows:

1

After user authentication succeeds, NAC Appliance Manager moves to stage two: host
security posture assessment. The user group that Liam is a member of determines his
login role. The user’s login role establishes what host security checks will be
performed.

NAC Appliance Manager tells Clean Access Agent what security checks to perform
on the host.

Clean Access Agent performs these checks and sends the results back to NAC
Appliance Server, which forwards them to NAC Appliance Manager for certification.

If the host passes all Clean Access Agent security checks, skip Steps 5—7 and go to the
“Clean Access Agent Network Scanner Steps” section.
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5 For any failed checks, NAC Appliance Manager instructs NAC Appliance Server to

tell Clean Access Agent to pop up a remediation dialog box on the user’s screen. This
dialog explains the issue found and gives details on how to repair it. See Figure 3-4
for a sample remediation dialog box.

NAC Appliance Manager then moves the user’s role from Unauthenticated to Clean
Access Temporary. This Temporary role is typically configured to allow the host
access to only those networks or services from which it might need to obtain
remediation patches or fixes.

The user then takes any necessary actions to fix the issues found. Failed checks are
presented for remediation one at a time. If multiple failed checks occur, they must be
repaired in the order presented. Skipping remediation of a failed check is an option
only if the requirement was configured as optional.

Clean Access Agent Network Scanner Steps

The Clean Access Agent network scanner steps are as follows:

1 If no network scans are configured for the user’s role, skip this section and go to the

“Agent Post-Certification Steps” section.

If network scans (Nessus scans) are configured for the user’s role, they are now
performed. The host’s local NAC Appliance Server is responsible for performing the
network Nessus scans.

If any vulnerabilities are found on the host, Clean Access Agent displays them. This
informs the user of the vulnerabilities found and alerts that user that he is in Quarantine
mode. Figure 4-3 shows Clean Access Agent’s vulnerability dialog box.

Figure 4-3  Clean Access Agent Scanning Vulnerability Dialog Box
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4 NAC Appliance Manager moves the user from the current role to the temporary role.

The temporary role restricts the host’s capability to talk freely on the network.
Figure 4-4 shows Clean Access Agent’s temporary access user notification dialog box.

5 After all the vulnerabilities are patched, the user has to log out and log back in again

to be rescanned.

6 The network vulnerability scan is performed again, but this time the client passes.

Figure 4-4  Clean Access Agent Temporary Access User Notification Example
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Agent Post-Certification Steps

The Clean Access Agent post-certification steps are as follows:

1

The host is now considered certified or “clean’ and is put into its proper normal login
role.

Optionally, the user is shown the acceptable use policy for the normal login role.

After the policy is accepted, NAC Appliance Manager adds the user and host to the
certified devices list.

Any network bandwidth limits or network access lists configured for this normal login
role take effect on the host traffic as it flows through NAC Appliance Server.

Login Steps for Host Using Web Login (No Clean Access Agent)

These login steps are based on the perspective of the host in Figure 4-2. The web login steps
will be shown. This host does not have the Clean Access Agent installed.
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Web Login Authentication Steps

The web login authentication steps are as follows:

1
2

3

10

The host plugs into an Ethernet switch port. The switch port is a member of VLAN 100.
The host sends out a DHCP request to obtain an IP address.

NAC Appliance Server, also on VLAN 100, sees the DHCP request come into its
untrusted network interface.

NAC Appliance Server is configured to be a DHCP server, so it replies to the host with
a free IP address of 192.168.1.100/24 and a default gateway address of 192.168.1.1.

At this point, NAC Appliance Manager checks to see whether the host is already
authenticated. If not, the host is put into the Unauthenticated user role. Hosts in this
role are not allowed to send any traffic, except DHCP and DNS queries, through their
local NAC Appliance Server.

If the host is already authenticated, it is put back into its final normal user login role
(for example, Employees).

NAC Appliance Server now waits for the user to open a web browser. It will drop any
through traffic, except DHCP and DNS queries, sent from the unauthenticated host.

The user launches a web browser and requests a website. NAC Appliance Server
intercepts the web page request.

The web page request triggers NAC Appliance Server to perform certification of the
host. The original web page request is replaced with a redirect to NAC Appliance
Server’s web login page. This starts the authentication process, the first step toward
becoming certified.

The user’s web browser is redirected to the NAC Appliance web login page. The user
must enter a username and password. NAC Appliance Server forwards the user’s login
credentials to NAC Appliance Manager for verification. See Figure 3-3 for a sample
web login page.

Web Login Network Scanning Steps

The web login network scanning steps are as follows:

1

2

After user authentication succeeds, NAC Appliance Manager moves to stage two:
network scanning. The user group that the user is a member of determines the login
role he is in.

The web login process also sends the host’s operating system type to NAC Appliance.
The host’s operating system type and user role are used to decide which Nessus plug-
ins will be used for the network scan.
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3 NAC Appliance Manager instructs NAC Appliance Server which Nessus plug-ins to
use for the network scan.

4 After performing the network scan, NAC Appliance Server sends the results to NAC
Appliance Manager. Each plug-in will return no value if nothing was found, or will
result in a security hole, warning, or info alert.

5 NAC Appliance Manager then matches the plug-in alert results (hole, warning, or
info) against the alert results considered necessary for the specific plug-in to be
considered a vulnerability. For example, plug-in XYZ is a vulnerability if the alert
result is a security hole. This criterion is specific to the host’s role and operating
system.

6 Any matches result in the host being put into a quarantine role or blocked from the
network completely.

7 If set to block network access, the user is shown the blocked access web page. No
further steps are performed. This is a rather harsh way to treat users and is not
frequently used.

8 If set to quarantine, the user is shown a user agreement page that must be
acknowledged in order to complete the login.

9 Typically, the network vulnerability scan report web page is opened for the user. This
report contains a description of the vulnerabilities found, and instructions and URL
links to facilitate patching them. See Figure 4-5 for a scan report example.

Figure 4-5  Sample Vulnerability Scan Report
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10 Hosts in the quarantine role have a configurable amount of time to patch or fix
themselves. After the session timer runs out, the host is automatically logged out.

11 After the user patches all the vulnerabilities, that user has to be rescanned. The
expiration of a relogin or session timer triggers a new network scan.

12 The network vulnerability scan is performed again, but this time the host passes.

Post-Web Login Steps

The post—web login steps are as follows:

1 The host is now considered clean and is put into its proper normal login role.

2 Optionally, the user is shown the user agreement page for the normal login role.

3 After the agreement page is accepted, NAC Appliance Manager adds the user and host

to the online user list.

4 Any bandwidth limits or network access lists configured for the normal login role take

effect on traffic as it flows through NAC Appliance Server.

Advantages of Using In-Band Mode

When designing any security solution, it is important to understand the advantages and
disadvantages of the various product features and modes of operation. There are several

compelling reasons to use In-Band instead of Out-of-Band mode. The following is a list of

the major advantages In-Band has to offer:

® It is the easiest mode to design, configure, deploy, and troubleshoot.

® Itis less intrusive in environments with IP phones.

® Tt is the only mode that allows you to use bandwidth rate-limiting and traffic control

(access lists) on certified clients.

® It allows for the use of the heartbeat timer to automatically log off users who have
been inactive for a set time.

® Itis required for VPN and wireless clients.

® In-Band mode works regardless of the type of Ethernet switches in your network.

® In-Band mode works even if your hosts are connected to Ethernet switches that you

do not control, such as switches controlled by another department or another
company.
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Disadvantages of Using In-Band Mode

In-Band mode has a few disadvantages when compared to Out-of-Band mode. You should
check these disadvantages against your security policy and network environment
requirements for relevancy. The following is a list of the major disadvantages of using
In-Band mode:

® In-Band does not provide true switch port—level host control. In certain situations, it
is possible for an unauthenticated host to talk to other hosts in the same Layer 2
domain (VLAN) without first passing NAC Appliance assessment.

® Because the traffic from hosts always flows through NAC Appliance in this mode,
the server is another possible point of failure in the network. If the server dies in
In-Band mode, all host traffic stops flowing. Using NAC Appliance Server high
availability and failover decreases the risk of that occurring.

® A NAC Appliance Server in In-Band mode that loses communication with its NAC
Appliance Manager could affect traffic. If set to fail closed, existing certified hosts
will not be affected but any new hosts will be denied access. If set to Fallback mode,
NAC Appliance Server will fail open, allowing all traffic to flow through unchecked.

® In-Band mode could adversely affect the performance of your network. Each server has
a maximum throughput of approximately 950 Mbps. If your network infrastructure
(uplinks) is faster than 950 Mbps, NAC Appliance could theoretically be a bottleneck.

® In-Band mode, unlike Out-of-Band mode, does not give you the ability to set
which switch ports you want to be posture assessed and which you do not. It can only
posture assesses whole subnets or VLANs. MAC address exceptions must be made
for those hosts in a VLAN that you do not want to posture assess.

® Ifyou use In-Band in Real IP Gateway Layer 3 adjacency mode, NAC Appliance will
not support any routing protocols and relies solely on static routing. If you put NAC
Appliance in the middle of a routed topology, it will break any routing protocols
trying to flow through NAC Appliance Server. When designing for this mode, think of
NAC Appliance Server as a router that supports only static routing.

Where You Can Use In-Band Mode

In-Band mode is by far the most flexible deployment mode available. It can be used almost
anywhere. It is the only mode that can be used behind VPN and wireless networks. And, of
course, it can be used in a LAN. It is great for protecting guest networks and conference
rooms. These areas can really take advantage of In-Band mode’s always-available bandwidth
rate limiting, session timeout, and traffic control (access control list or ACL) features. There
are currently no known areas of a network where In-Band mode does not work.
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Out-of-Band Mode

TIP

Out-of-Band mode was created to fill some of the perceived gaps of In-Band mode
operating in a LAN environment. OOB is designed for one purpose: to control hosts that
connect directly to Cisco LAN switches. It is not capable of operating in wireless or VPN
environments or those with non-Cisco switches. Businesses wanted true switch port—level
network admission control, and they did not want the appliance to be a bottleneck on their
high speed LANSs.

To accomplish this, OOB uses switch port-level VLANs—two VLAN types, in fact. The
first type is the authentication VLAN, and the second type is the access VLAN. While
clients are in the authentication VLAN, all their traffic passes through NAC Appliance just
as in In-Band mode. However, after the client is authenticated and certified, it is moved into
the access VLAN where all the client traffic bypasses NAC Appliance completely. The
effect of this behavior is that NAC Appliance is In-Band with the client traffic only during
the process of authentication, certification, and remediation. After that process completes,
client traffic no longer flows through NAC Appliance.

OOB works by changing the VLAN of the host’s switch port. OOB mode provides the
ability to communicate with and reconfigure Cisco Catalyst switches real-time via
Simple Network Management Protocol (SNMP). It is the job of NAC Appliance Manager
to reconfigure switch ports using SNMP write commands. For this to work, NAC
Appliance must be told when and where new hosts connect to the network. This is
accomplished by configuring the LAN switches to send SNMP traps when new hosts
connect to the network.

SNMP is critical to the operation of Out-of-Band mode. When using Layer 3 Out-of-Band
to control clients across WAN links (for example, remote site clients controlled by a
central NAC Appliance Server), it is highly recommended that priority quality of service
(QoS) for SNMP traffic be configured on the relevant WAN routers.

When a new host connects to a switch port, NAC Appliance is notified using one of the
following trap types:

® MAC-Notification Trap This type of SNMP trap is triggered and sent anytime a
new MAC address is detected on a switch port. It includes the MAC address and port
number of the new host. This trap triggers even if there are multiple clients or a hub
on a single switch port. This is the preferred notification method, but it is not supported
by all Cisco switches. See the “Switches Supported by NAC Appliance Out-of-Band”
section in this chapter for details. Example 4-1 shows a MAC-notification trap
message.
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Example 4-1 MAC Notification Message

Internet Protocol, Src: 192.168.1.250 (192.168.1.250), Dst: 192.168.3.20
(192.168.3.20)
User Datagram Protocol, Src Port: 51493 (51493), Dst Port: snmptrap (162)
Simple Network Management Protocol

Version: 1 (0)

Community: public

PDU type: TRAP-V1 (4)

Enterprise: 1.3.6.1.4.1.9.9.215.2 (SNMPv2-SMI::enterprises.9.9.215.2)

Agent address: 192.168.1.250 (192.168.1.250)

Trap type: ENTERPRISE SPECIFIC (6)

Object identifier 1: 1.3.6.1.4.1.9.9.215.1.1.8.1.2.0 (SNMPv2-
SMI::enterprises.9.9.215.1.1.8.1.2.0)

Value: Hex-STRING: 01 00 C8 00 @C 29 42 DF C1 00 08 00

This captured SNMP MAC-Notification trap message shows the client’s
MAC address as 000C-2942-DFC1.

® SNMP Linkup Trap This trap is triggered and sent anytime a switch port changes
its state to operational. This occurs only when a port goes from not being used
(disconnected) to being used (connected). Because of this, only the first client on a
port is ever detected. This trap includes the port number but does not include the MAC
address of the client. To obtain the vital client MAC address, NAC Appliance Manager
issues an SNMP query or get request to the switch. The query looks up the MAC
address for the port sent by the linkup trap. It is because of the extra query that linkup
traps are not the preferred method. Example 4-2 shows a linkup trap.

Example 4-2 Linkup Trap

Internet Protocol, Src: 192.168.1.250 (192.168.1.250), Dst: 192.168.3.10
(192.168.3.10)
User Datagram Protocol, Src Port: 52464 (52464), Dst Port: snmptrap (162)
Simple Network Management Protocol
Version: 3 (3)
PDU type: TRAP-V2 (7)
Object identifier 2: 1.3.6.1.6.3.1.1.4.1.0 (SNMPv2-MIB::snmpTrapOID.0Q)
Value: OID: IF-MIB::linkUp
Object identifier 3: 1.3.6.1.2.1.2.2.1.1.10006 (IF-MIB::ifIndex.10006)
Value: INTEGER: 10006
Object identifier 4: 1.3.6.1.2.1.2.2.1.2.10006 (IF-MIB::ifDescr.10006)
Value: STRING: FastEthernet1/0/6
Object identifier 6: 1.3.6.1.4.1.9.2.2.1.1.20.10006 (SNMPv2-
SMI::enterprises.9.2.2.1.1.20.10006)

Value: STRING: "up"

When a host disconnects, the switch sends a linkdown SNMP trap message to NAC
Appliance. The linkdown trap message includes the switch port number that disconnected.
Example 4-3 shows a captured linkdown SNMP trap message.



54 Chapter 4: Making Sense of All the Cisco NAC Appliance Design Options

Example 4-3 Linkdown SNMP Trap Message

Internet Protocol, Src: 192.168.1.250 (192.168.1.250), Dst: 192.168.3.20
(192.168.3.20)

User Datagram Protocol, Src Port: 51493 (51493), Dst Port: snmptrap (162)
Simple Network Management Protocol
Version: 1 (0)
Community: public
PDU type: TRAP-V1 (4)
Agent address: 192.168.1.250 (192.168.1.250)
Trap type: LINK DOWN (2)
Object identifier 1: 1.3.6.1.2.1.2.2.1.1.10006 (IF-MIB::ifIndex.10006)
Value: INTEGER: 10006
Object identifier 2: 1.3.6.1.2.1.2.2.1.2.10006 (IF-MIB::ifDescr.10006)
Value: STRING: FastEthernet1/0/6

Object identifier 4: 1.3.6.1.4.1.9.2.2.1.1.20.10006 (SNMPv2-
SMI::enterprises.9.2.2.1.1.20.10006)

Value: STRING: "down"

Notice that the trap message has the interface number as well as the “down” message.
This is all the information NAC Appliance needs to reset the switch port’s security
policy.

The big advantage of OOB is that hosts are within the control of NAC Appliance only
during authentication, assessment, and remediation. After the host is authenticated and
certified, its switch port moves to the access VLAN, which is external to NAC Appliance.
At this point, the host never interacts with NAC Appliance again until it logs out or
disconnects from the network.

All OOB designs have the following two VLAN types:

® Authentication (Auth) VLAN When a host first connects to the switch, this is the
VLAN type it is placed into. While in an authentication VLAN, the host is always In-
Band with NAC Appliance Server. All client traffic is forced to pass through NAC
Appliance Server. Client authentication, posture assessment, and remediation are
performed in this VLAN.

® Access VLAN After a host completes authentication and certification, it moves into
the access VLAN type. A client in this VLAN never interacts with NAC Appliance
and is considered Out-of-Band. While on the access VLAN, no client traffic flows
through NAC Appliance Server.

NAC Appliance uses port profiles to define the VLAN name or number these VLAN
types are set to. The host’s switch port location is used to determine which port profile
to use. For example, a port profile for switch IDF2 port 3/1 assigns VLAN 30 for
authentication and VLAN 100 for access. A port profile is used to determine whether a
particular switch port is controlled or uncontrolled by NAC Appliance. If a port is
controlled, the port profile will define what authentication and access VLANSs should be
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used, as well as other port behavior. The following are the four types of port profiles for
switch ports:

Unmanaged/Uncontrolled Ports of this type will not be controlled by NAC
Appliance. Common uses of this type include any nonclient switch ports, such as
printers, servers, and other network devices.

Managed/Controlled Port with Auth VLAN and Default Access VLAN This
managed port profile type defines the auth VLAN and the access VLAN explicitly and
statically. If a port is a member of a profile of this type, both the auth and access
VLANSs will be the same for all other ports in this profile. This is regardless of their
user role, location, or any other criteria.

Managed/Controlled Port with Auth VLAN and Switch Initial VLAN This type
statically defines the auth VLAN but not the access VLAN. The access VLAN value
is always set to whatever the switch port VLAN was before the user moved to the auth
VLAN. The initial VLAN value is learned and stored by NAC Appliance Manager
during the initial discovery of the LAN switch. If necessary, the original initial VLAN
can be changed or updated later in NAC Appliance Manager.

Managed/Controlled Port with Auth VLAN and User Role VLAN The auth VLAN
is statically configured for this type, but the access VLAN changes depending on the
user’s ultimate role. The access VLAN is defined in the user’s role. The access VLAN
will, therefore, change depending on who authenticates and what user role they are put
into. Each user role has a field that defines that role’s access VLAN name or number.

Figure 4-6 shows the port profile configuration screen.

Figure 4-6  Port Profile Configuration Screen
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How the Adjacency Mode Affects Out-of-Band Operation

Out-of-Band mode supports both Layer 2 and Layer 3 Adjacency modes on the NAC Appliance
Server. The adjacency mode you choose will change the flow of operations for OOB.

In Layer 2 OOB mode, all clients in the authentication VLAN are Layer 2 adjacent to NAC
Appliance Server. This means that NAC Appliance Server is in the same IP subnet as the
clients and is able to see the real MAC address of all its clients. As described earlier, after
certification finishes and the client moves to its access VLAN, NAC Appliance Server is no
longer in-band. If possible, using Layer 2 OOB instead of L3 OOB is recommended.
Layer 2 OOB mode is much easier to design, configure, deploy, and support.

In Layer 3 OOB mode, all clients are one or more routed L3 hops away from the NAC
Appliance Server. This means that for the client to reach the NAC Appliance Server, it must
pass through one or more routers. Layer 3 mode also supports Layer 2 adjacent clients, so
when you turn on Layer 3 mode, you also get Layer 2 mode as well. L3 OOB was designed
for customers with routed links to their campus access layer switches.

Traditionally, the link between access and distribution switches was an 802.1q or Inter-
Switch Link Layer 2 trunk. It is becoming increasing popular to enable L3 routing on uplink
trunks between the access and distribution layer switches. This means that there is an L3
hop between clients and NAC Appliance Server. The most common use case for L3 OOB
is campus networks with routed uplinks to the access layer. You can also use L3 OOB to
centralize the NAC Appliance Servers at your network core or hub site, and use those NAC
Appliance Servers to control hosts at WAN remote sites.

The biggest benefit of using L3 OOB for remote site NAC is that it allows you to centralize
your NAC Appliance Servers at the core and saves you the expense of having NAC Appliance
Server at every WAN remote site. Nevertheless, you must weight this benefit against the
added complexities and issues that using L3 OOB for remote site NAC creates. Typically, you
will find that positioning either an L2 In-Band or L2 OOB mode NAC Appliance Server at
every WAN remote site is the best solution. If L3 OOB turns out to be the best solution for
your environment, you must consider the following to ensure a successful design:

®  Will Clean Access Agent be deployed using the WAN? If so, allow for an
approximately 8 MB initial per client full download and approximately 4 MB for
subsequent client updates thereafter.

® Consider using a file-caching technology at each client remote site to optimize WAN
bandwidth utilization.

® [s the Network Scanning engine being used across the WAN? If so, how much
bandwidth will it use per client?

® If you choose policy-based routing (PBR), are all the WAN routers and every L3
device between the client switch and the central NAC Appliance Server capable of
running PBR? What performance hit will your router model take when PBR is
enabled? Do you have the rights or control necessary to ensure that PBR is enabled
on these L3 devices?
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®  How much additional traffic will be created over the WAN for remediation
downloads, authentication, SNMP traffic, and other auth VLAN-type activities?

® QoS should be configured on all WAN routers to prioritize SNMP traffic from NAC
switches. SNMP traffic is critical to the operation of NAC Appliance and must be
given priority over the WAN.

® Consider using QoS in WAN routers to prefer access VLAN traffic over authentication
VLAN traffic. This will ensure that business-critical traffic is not affected by spikes in
client-remediation traffic.

® The first few weeks of NAC Appliance deployment will create a large spike in WAN
traffic as clients download required patches and updates. Make sure that your WAN
can accommodate the traffic loads during this initial deployment stage. Consider
using the bandwidth control feature of NAC Appliance to help with this.

® Each time a new security check or requirement is enforced, you will see a temporary
spike in WAN traffic as clients download the files necessary to pass the new check.
Consider how often you anticipate these updates to occur and the WAN bandwidth
necessary during these times.

The following are some common reasons to use Layer 3 Out-of-Band mode:

® L3 OO0B is for wired LAN deployments only. Wireless and VPN deployments are not
currently supported.

® L3 OOB is best used in routed access or campus deployments where port-level NAC
is desired.

® L3 OOB can also be used for remote WAN sites, but other deployment types should
be considered as well.

® L3 OOB should be used in environments that use Layer 3 switch trunks instead of L.2
trunks.

® In most cases, using Layer 3 Out-of-Band mode results in having to deploy fewer
NAC Appliance Servers throughout your network.

Because the client is not Layer 2 adjacent, NAC Appliance Server cannot view the real MAC
address of its clients. Due to normal network behavior, each router along the path replaces the
MAC address of the client’s packets with its own MAC Address before forwarding them. This
causes a problem for NAC Appliance. NAC Appliance needs the MAC address of the client
in order to match it with a switch’s MAC notification message. This matching process is how
the NAC Appliance determines which switch port a particular client is connected to. The
following are two ways for NAC Appliance to learn the client’s real MAC address:

® Using the Clean Access Agent v4.0 or greater.
— Clean Access Agent sends the client’s MAC address to NAC Appliance.

— Clean Access Agent is the preferred method for detecting the client MAC
address when using L3 OOB mode.
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® Using the ActiveX or Java applet with web login.

— The web login page downloads the ActiveX control or Java applet. The
control or applet then discovers and sends the MAC address of the client to
the NAC Appliance.

— The control or applet is downloaded only to detect the client MAC address
when Clean Access Agent cannot detect the MAC address.

— For Internet Explorer browsers, the ActiveX control is preferred and faster
than the Java applet.

The following is an example of the MAC address discovery process in L3 OOB mode:

1 Host A connects to switch A.

2 Switch A sends MAC-notification and linkup SNMP traps to NAC Appliance. The
MAC-notification trap includes the MAC address of the host and the switch port it is
located on.

3 NAC Appliance Manager records and stores these traps.

4 Clean Access Agent sends the client’s MAC address, along with a login request, to
NAC Appliance.

5 NAC Appliance Manager then performs a lookup to match the MAC address from
Clean Access Agent with a MAC address it received via a switch MAC-notification
trap. When it finds a match, it knows exactly what switch and port the Clean Access
Agent login request is originating from.

6 NAC Appliance Manager now has a complete IP-MAC-port mapping.

After the location is known, NAC Appliance Manager then looks up the port profile for the
switch port and goes from there.

Layer 3 Out-of-Band Traffic Control Methods

Another important design requirement of using Layer 3 Out-of-Band is traffic control.
While in the authentication VLAN, no client traffic should be allowed to roam freely
throughout the network: It must be controlled. Because NAC Appliance Server is not Layer 2
adjacent to the client, the client’s traffic is not forced through NAC Appliance Server. If
you do not implement controls on the authentication VLAN traffic, it can route to anywhere
the local default router allows it to go. Of course, this defeats the purpose of NAC, which
is controlling clients until they are authenticated and certified. The following are the
methods you can use to control the traffic of clients in the authentication VLAN:

® Policy-based routing

® Access control lists
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® VPN routing and forwarding (VRF)
® Virtual private networks

The recommended methods are PBR and ACLs. PBR and ACL methods will be discussed
in detail, but first a brief overview of the VRF and VPN methods is necessary. VRF and
VPN are tunneling technologies that you can use to tunnel the client auth VLAN traffic
back to a central NAC Appliance Server. VRF and VPN are typically used for WAN remote
sites configured for L3 OOB. To properly capture the client traffic, you would configure a
tunnel with one endpoint being the remote site’s auth VLAN router and the other endpoint
being the central NAC Appliance Server’s untrusted network router. This tunnel ensures
that all auth VLAN client traffic is forced to flow through the central NAC Appliance for
authentication, certification, and remediation. You might consider these technologies for
your design if you are already using them on your WAN and you own or manage the tunnel
endpoint routers. VPN and VRF design is out of the scope of this book.

When deciding which traffic control method to use, PBR and ACLs should be at the top of
your list. It is also likely that you will end up using both in some environments. Policy-
based routing works by forcing defined traffic to follow a set path through the network. In
this case, you would define the auth VLAN traffic and force it to always go through a central
NAC Appliance Server. PBR overrides the normal routing path traffic would normally take
with its own predetermined path that leads to NAC Appliance Server. This requires that a
PBR policy be configured in every L3 device along the set path.

ACLs work by filtering traffic based on a set of rules, just like a firewall. In this case, you
would configure inbound ACLs on each remote site router. You want to use the router or
L3 switch interface that is closest to the clients you are going to filter. The closest L3 device
to auth VLAN clients would be the default router for the auth VLAN. Given that each
remote site will typically have only one authentication VLAN, the ACL method can scale
fairly well in a large remote site topology. It works out to a 1:1 ratio; you have to configure
one router ACL for each remote site being protected with NAC. For large networks, the
ACL method will be easier to deploy than the PBR method. This is mainly because with the
PBR method, you still have the 1:1 ratio of one PBR policy on every remote site router. In
addition, you will have to add or modify the PBR policy of each router in the path from the
remote client to the central NAC Appliance Server.

The ACLs you configure on the remote site routers allow only the traffic types that you
determine clients need while they are in the authentication VLAN. Remember the auth
VLAN is used for authentication, certification, and remediation. So, your allowed traffic
would typically include access to NAC Appliance Server, remediation servers, DNS,
limited ping, and AD demilitarized zone servers if AD SSO is being used.

When using the ACL method, client traffic is not forced to go through NAC Appliance

Server at any time. This is why web login does not automatically redirect users with only
the ACL method. A workaround for guest users is to print out for them the URL address for
web login. They can then put that in their browser to gain access to web login. Clean Access
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Table 4-2

Agent works just fine because it is preconfigured with the IP address of NAC Appliance
Server or a device behind NAC Appliance Server. This allows Clean Access Agent

to discover, communicate with, and receive instructions from NAC Appliance Server.
Table 4-2 shows the strengths of PBR and ACL traffic control methods.

PBR and ACL Traffic Control

All L3
Devices
Client Is Client Is Between
Two or More Client and
Clean Fewer L3 ThanTwo | NAC Server
Traffic Access Client Web Hops from | L3 Hops Are Not
Control Agent Login NAC from NAC | Manageable
Method Support | Support Server Server by You
Policy-Based Strong Strong Strong Weak Not Supported
Routing
Access Strong Limited Average Strong Strong
Control Lists support;
requires URL
or limited PBR
implementation

Policy-based routing makes an excellent control method for routed campus networks and
WAN remote sites with only one or two hops between the clients and the NAC Appliance
Server. Remember that the more L3 hops there are between clients and the NAC Appliance
Server, the greater the number of devices you have to configure for PBR. This is why PBR
becomes a less and less attractive option as the hop number increases. Another strong
benefit PBR has is its support for both Clean Access Agents and web login, or Clean Access
Agent-less, clients. Web login requires that auth VLAN web traffic must flow through NAC
Appliance Server. Because PBR does exactly that, it can support web login.

A routed campus network typically has tens or hundreds of L2 access switches collapsing
via L3 uplinks to the distribution layer. In that campus topology, you would position NAC
Appliance Server in the distribution layer. The topology gives you a natural PBR traffic
choke point: the distribution routers or L3 switches. All auth VLAN traffic coming from the
access switches passes through the distribution switches. By configuring policy route
statements at the distribution layer, you can force any traffic coming from the access
switches’ auth VLAN to go to NAC Appliance Server’s untrusted IP address or interface
number. Using PBR in this way allows you to control the auth VLAN client traffic with
minimal effort and complexity. PBR typically doesn’t work well for WAN remote sites.

The ACL method works well for remote sites. This is especially true when the remote clients
are several L3 hops away from the central NAC Appliance Server. The ACL method is the
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TIP

preferred method if the L3 devices in your network don’t support PBR or all are not
managed by you. This method is popular in environments where the ISP owns the routers at
each remote site or where the remote site device is a firewall not capable of running PBR.

The biggest disadvantage of using ACLs is that doing so requires the use of Clean Access
Agent and provides limited support for web login. As stated previously, this is because in
order for web login to work, client web traffic must be forced to flow through the central
NAC Appliance Server. The ACL method, by itself, has no way of forcing traffic to follow
a set path through to NAC Appliance Server. Not being able to support the web login service
is a big problem. The web login service will be needed in most environments because rarely
will Clean Access Agent be supported by and deployed to everyone’s PC at all times. In
addition, it is a common practice to use the web login service to distribute clean access
agents to new users. The following are some of your options for using the ACL method but
still supporting web login:

® Distribute an authentication URL to Clean Access Agent—less users that points to or
goes through NAC Appliance Server. This causes the redirect to happen and the login
page to display.

® Implement a limited deployment of PBR.

The first option is straightforward. When new users arrive at your site, they are given a
username and password in addition to the URL they must go to for authentication. If NAC
Appliance Server were running in Real IP Gateway mode, the URL could point to either
NAC Appliance Server’s trusted interface or a web server reachable only by going through
NAC Appliance. It might look something like this: http://guest.companyxyz.com. Your
DNS would resolve this to the IP address of the trusted interface of the NAC Appliance
Server or the web server.

If you use the trusted interface of your NAC Appliance Server as the destination for your
authentication URL, be sure to send users to a prespecified web page after they successfully
log in. By default, NAC Appliance sends the user to the previously or originally requested
URL. If left unchanged, that URL will point to the trusted interface of NAC Appliance
and will result in the user receiving a 404 page not found error in the web browser. This
would not be pleasant for the user. To change the URL, edit the user role page. Specify a
specific URL, such as a company welcome page, in the appropriate field next to the option
After Successful Login Redirect To.

A user going to that page is redirected to the web login page. Normal web login procedures
would then be followed. If NAC Appliance Server were in Virtual Gateway mode, you
would hand out a URL of a web server that was on the trusted side of NAC Appliance
Server. This web server must be reachable only by going through NAC Appliance Server.
When the user attempts to go to this web server, NAC Appliance Server redirects him to
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the web login page. Handing out URLs is not the most efficient method and could result
in additional help desk calls from those users who were not given a URL to use. However,
it is the simplest and easiest method by far and should work efficiently in environments that
require guests to sign in at a front desk. The front desk personnel could be assigned the
task of handing out the necessary information. Figure 4-7 shows a workflow example of
how this could work.

Figure 4-7  ACL Traffic Control Method Using Authenti