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Overview
Protect your network with self-regulating network security solutions that combat both internal and external threats.
® provides an overview of the security components used to design proactive network security
® Helps network security professionals understand what the latest tools and techniques can do and how they interact

® presents detailed information on how to use integrated management to increase security

® |ncludes a design guide with step-by-step implementation instructions

Self-Defending Networks: The Next Generation of Network Security helps networking professionals understand how to deploy an
end-to-end, integrated network security solution. It presents a clear view of the various components that can be used throughout the
network to not only monitor traffic but to allow the network itself to become more proactive in preventing and mitigating network attacks.
This security primer provides unigue insight into the entire range of Cisco security solutions, showing what each element is capable of
doing and how all of the pieces work together to form an end-to-end Self-Defending Network. While other books tend to focus on
individual security components, providing in-depth configuration guidelines for various devices and technologies, Self-Defending
Networks instead presents a high-level overview of the entire range of technologies and techniques that comprise the latest thinking in
proactive network security defenses. This book arms network security professionals with the latest information on the comprehensive
suite of Cisco security tools and techniques. Network Admission Control, Network Infection Containment, Dynamic Attack Mitigation,
DDoS Mitigation, Host Intrusion Prevention, and Integrated Security Management are all covered, providing the most complete
overview of various security systems. It focuses on leveraging integrated management, rather than including a device-by-device manual
to implement self-defending networks.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the IOS Command Reference. The
Command Reference describes these conventions as follows:

® poldface indicates commands and keywords that are entered literally as shown. In actual configuration examples and output
(not general command syntax), boldface indicates commands that are manually input by the user (such as a show
command).

® talics indicate arguments for which you supply actual values.

® \ertical bars () separate alternative, mutually exclusive elements.
® Square brackets [ ] indicate optional elements.

® Braces {} indicate a required choice.

® Braces within brackets [{ }] indicate a required choice within an optional element.
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Foreword

At Cisco, we strive to turn security from a silo and reactive approach to a proactive and holistic system that provides adaptive layers of
defense-in-depth. Increasingly, network attacks are not just "outside-in" at the perimeter but "inside-out," necessitating threat protection
and mitigation at every layer. Threats are taking vile and virulent forms and have turned from mere annoyances to menacing and
significant losses of millions of dollars to businesses.

In this book, Self Defending Networks: The Next Generation of Network Security, the author Duane De Capite reviews not only the
different forms of threats and protection, but he also examines the importance of architecting systematic network and information
security. The need for risk mitigation, integrating innovative network security technologies such as unified threat management,
behavioral day-zero protection, and application security with appropriate monitoring and control, is what makes networks truly
self-defending. Such an architecture is not possible with point-products only. It calls for dramatic change from the band-aid approach to a
thoughtful combination of policy, process, and technology. The author highlights the paramount importance of bridging the gap between
classical desktop antivirus options and network security. Network administrators must have plans to integrate security seamlessly into
their networks and build more collaborative trust models with Network Admission Control (NAC) across Cisco internetworks and
industrywide coalitions and standards.

As we build networks of the 21st century deploying mobile devices, real-time video interactions, Internet telephony, and web
applications, it is clear that security can no longer be an afterthought but is at the forefront of all new deployments. | do hope you will
enjoy reading and learning the various attributes of security products and technologies that transform self-defending networks to the
reality of securing information assets, applications, and networks.

Jayshree Ullal
Senior Vice President, Security, Switching and Datacenter Technologies
Cisco Systems
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Introduction

Security is one of the fastest-growing areas in the networking and IT industries today. Security is often the top concern of Chief
Information Officers (ClOs) and one of the top technology initiatives of many organizations. However, security projects often do not get
the focus needed to be approved and deployed. Perhaps, this reticence can be explained by the complexity of security. Cisco has
reduced the cost to deploy and manage security by creating a self-defending network. The self-defending network can enable the
network to detect and defend itself against certain attacks. This book provides an overview of the attacks that a self-defending network
can protect against, introduces the components of a self-defending network, and details how an organization can manage its
self-defending network in a centralized and integrated fashion.

This book provides an overview of the components of a self-defending network, including distributed denial-of-service (DDoS) mitigation,
Adaptive Security Appliances (ASA), Cisco Incident Control Service (Cisco ICS), NAC framework, NAC appliances (Cisco Clean
Access), IEEE 802.1x, Cisco Security Agent (CSA), and integrated, centralized management.

Management is the glue that enables the components of a self-defending network to integrate and share a common defensive plan to
thwart network attacks. The Cisco Security Manager and Cisco Security MARS are the bedrock of the Cisco centralized management
strategy.

Goals and Methods

The goal of this book is to familiarize you with concepts, benefits, and implementation details of a Cisco self-defending network. This
book endeavors to make you more comfortable with the following topics:

® Security threats and risks to IP networks

® Baseline security components of a traditional security network

° Concepts and benefits of a Cisco self-defending network

® Advanced topics in network security, including DDoS mitigation, NAC, and 802.1x

® In-depth coverage of the Cisco centralized management suite, including the Cisco Security Manager and Cisco Security
MARS.

This book is not intended to be a one-stop shopping destination or a step-by-step guide to deploy each component of a self-defending
network; instead, this book is a first-step to introduce you to the components of the Cisco self-defending network. If this book were a
menu item in a restaurant, it would be a sampler platter, not an all-you-can buffet or a complete five-course meal. You can read this book
in a day and, in that time, gain the ability to discuss the philosophy and components of a self-defending network at a high-level.

This book is heavily focused on device management and centralized management to show how you can manage a self-defending
network. Many chapters of this book contain screenshots from beta or alpha software to get this book to market shortly after the products
are released. There may be changes in the device manager and centralized management GUIs from alpha/beta software. There may
also be changes in the device managers and centralized management GUIs between the versions used in the book and subsequent
versions that are released to the market after the publication of this book.



Who Should Read This Book?

This book is intended for everyone learning about security and next-generation security networks, including Chief Security Officers
(CSOs) and CIOs, network engineers and architects, and engineering students. This book is written to enable quick overview coverage
of topics like DDoS, while creating a quick reference to enable deep-dives into specific implementation details, like how to deploy an
802.1x network.

How This Book Is Organized

This book is designed to be read as a beginning-to-intermediate overview of Cisco self-defending networks. The chapters cover the
following topics:

hapter 1|, "Understanding Types of Network Attacks and Defenses"Starts with an overview of network security threats
and then details specific components of a self-defending network.

, "Mitigating Distributed Denial-of-Service Attacks" Discusses the DDoS attack threats to an IP network and the
components to mitigate this DDoS thread, including the DDoS service module for the Catalyst 6500/7600 family and the
DDoS Device Manager.

=
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N

hapter 3, "Cisco Adaptive Security Appliance Overview"Discusses the Cisco security appliance for firewall, IPS, VPN,
antivirus, antispam, antiphishing, and URL filtering. This chapter also details how you can use the Adaptive Security
Appliance Device Manager (ASDM) to help create a self-defending network.

hapter 4, "Cisco Incident Control Service"Examines the Cisco ICS product, developed with Trend Micro, that enables
10S routers, IPS Sensors, and the IPS module (AIP-SSM) of the Adaptive Security Appliance to update virus-related IPS

hapter §, "Demystifying 802.1x" Examines the underlying technology of the IEEE 802.1x standard, which enables
networks to identify, authenticate, and authorize users to the desired VLANs and applications. This chapter also details how
802.1x can be a component of NAC.

hapter g, "Implementing Network Admission Control" Provides an overview of the component of a self-defending
network that authenticates and quarantines rogue users and users with down-level versions of OS patches and
virus-protecting software. This chapter is dedicated to NAC framework, or a NAC solution that uses existing routers and
switches.

hapter 7, "Network Admission Control Appliance" Covers the fundamentals of and configuration of the NAC appliance
(Cisco Clean Access) product line. Specifically, this chapter covers how this NAC appliance can provide an alternative to the
embedded components of NAC framework that may be attractive to several target markets, including the education market.
This chapter also details how 802.1x is not required to implement NAC with the NAC appliance.
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g, "Managing the Cisco Security Agent"Covers the fundamentals and configuration of the end-point or desktop
self-defending component. It also discusses the product to provide end-point or desktop protection for up to 100,000 PCs or
laptops with a single management center.

, "Cisco Security Manager" Covers the centralized management product (Cisco Security Manager), which can
configure the self-defending network for routers, switches, ASA, and IPS devices. This chapter also details how a
management station can manage a self-defending network.

, "Cisco Security Monitoring, Analysis, and Response System'Details how Cisco Security MARS can
centrally monitor and provide mitigation for a self-defending network. Cisco Security MARS received monitoring input from
many components in the selfdefending network, including routers, switches, ASA devices, IPS devices, databases, hosts, and
Cisco Security Agents.
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Chapter 1. Understanding Types of Network Attacks
and Defenses

Reports of network security attacks have been increasing at an alarming rate. These network attacks fall into a variety of categories,
none of them being attractive things that you want on your network. Network uptime, online orders, and productivity from networked
applications are your offense, or networked assets. Network security is your defense, or protection of your networked assets, from these
ever-increasing network attacks. A self-defending network is the next generation of network security, which introduces a new, innovative
security architecture that can provide an additional layer of protection against network attacks.
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Categorizing Network Attacks

Network attacks can be categorized based upon the nature of the attack. Categories of network attacks include the following:

.
¢ bod
benial of service gDoSl

bistributed denial of service (DDOSJ

The next sections describe each of these categories in more detail.

Virus

When | was a software developer for a large systems company in the early 1990s, one of my coworkers liked to tell a story about how his
grandmother called him up one day at the office and told him that she was worried about his health because she was concerned that he
would catch a computer virus and become sick! A tremendous amount of education and socialization about computer viruses has
occurred since the early 1990s. Even television and radio advertisements talk about how Internet services come bundled with antivirus

protection to thwart these dastardly viruses. As my coworker had to explain to his grandmother, only computers, not people, can catch
these particular viruses.

The term virus is credited to University of Southern California professor Frederick Cohen in his 1984 research pape€omputer Viruses:
Theory and Experiments. A computer virus is designed to attack a computer and often to wreak havoc on other computers and network
devices. A virus can often be an attachment in an e-mail, and selecting the attachment can cause the executable code to run and
replicate the virus. Other examples of executable code that can contain a virus include spreadsheet macros, JavaScript, or a macro in a
Microsoft Word document.

Simple text files and .JPG pictures for example do not spread viruses because they are treated as a data form to be viewed and are not
executed by the target computer. A virus must be executed or run in memory in order to run and search for other programs or hosts to
infect and replicate. As the name implies, a virus needs a host such as a spreadsheet or e-mail in order to attach, infect, and replicate.

There are several common effects of a virus. Some viruses are benign, and simply notify their victim that they have been infected.
Viruses can also be malignant and create destruction by deleting files and otherwise wreaking havoc on the infected computer that
contains digital assets, such as pictures, documents, passwords, and financial records.

Worm



In this case, worm doesn't refer to a hole in the space-time continuum. Avormis a destructive software program that scans for
vulnerabilities or security holes on other computers in order to exploit the weakness and replicate.

Worms can replicate independently and very quickly. For example, in 2001, the Code Red worm replicated itself over 250,000 times in
less than 12 hours. Worms can also be relatively small in size. The SQL Slammer worm from 2003, for example, was only around 400

bytes. Worms can also atfﬂmmwmmwmmm‘ an alert from Trend Micro on the Bropia worm, which you
can read about at ZDNet (http:/news.zdnet.com/2100-1009 22-5562129.html).

Note

Two researchers at Xerox Parc are credited with developing the first computer worm in 1978.

Worms differ from viruses in two major ways:

® \Viruses require a host to attach and execute, and worms do not require a host.

® \Viruses and worms typically cause different types of destruction.

Viruses, once they are resident in memory, often delete and modify important files on the infected computer. Worms, however, tend to be
more network-centric than computer-centric. Worms can replicate quickly by initiating network connections to replicate and send massive
amounts of data. Worms, such as SQL Slammer, brought many unsuspecting networks to their knees by initiating large numbers of
network connections and data transfers. This type of network attack is also called a distributed denial-of-service (DDoS) attack, which is
discussed in more detail later in this chapter.

Worms can also contain a piggybacked passenger, or data payload, which can relegate a target computer to the status of a zombie. A
zombie is a computer that has been compromised and is now under control by the network attacker. Zombies are often used to launch
additional network attacks. A large collection of zombies under the control of an attacker is referred to as a "botnet." Botnets can grow to
be quite large. Botnets have been identified that were larger than 100,000 zombie computers.

Trojan Horse

A Trojan horse, or Trojan, is pernicious software that attempts to masquerade itself as a trusted application such as a game or screen
saver. Once the unsuspecting user attempts to access what appears to be an innocuous game or screen saver, the Trojan can initiate
damaging activities such as deleting files or reformatting a hard drive. Trojans are typically not self-replicating.

Network attackers attempt to use popular applications, such as Apple's iTunes, to deploy a Trojan. For example, a network attack sends
an e-mail with a purported link to download a free iTunes song. This Trojan would then initiate a connection to an external web server
and initiate an attack once the user attempted to download the apparent free song.

Denial-of-Service

A denial-of-service (DoS) attack is a network attack that results in the denial of service by a requested application such as a web server.
There are several mechanisms to generate a DoS attack. The simplest method is to generate large amounts of what appears to be valid
network traffic. This type of network DoS attack attempts to clog the network pipe so that valid user traffic cannot get through the network
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connection. However, this type of DoS typically needs to be distributed because it usually requires more than one source to generate the
attack (more on distributed DoS, or DDoS, attacks in the following section).

A DoS attack takes advantage of the fact that target systems such as servers must maintain state information and may have expected
buffer sizes and network packet contents for specific applications. A DoS can exploit this vulnerability by sending packet sizes and data
values that are not expected by the receiving application.

Several types of DoS attacks exist, including Teardrop attacks and the Ping of Death, which send handcrafted network packets that are
different from those the application expects and may provoke the application and server to crash. These DoS attacks on an unprotected
server, such as an ecommerce server, can cause the server to crash and prevent users from adding items to their shopping cart.

Distributed Denial-of-Service

A DDoS is similar in intent of a DoS attack, except that a DDoS attack originates from multiple source attack points. In addition to

increasing the amount of network traffic from multiple, distributed attackers, a DDoS attack also presents the challenge of requiring the
etwork defense to identify and stop each of the distributed attackers. You learn more about DDoS attacks in the section '‘PDoS
itigatior]."

Several years ago, | was on a customer site visit to a very large online retailer at the very same time they were under a DDoS attack.
They were able to stop the DDoS attack without dedicated DDoS mitigation products, but a significant amount of time was involved to
identify the sources of the attack. This investigation, as well as the eventual remediation of the attack, involved communication and
cooperation from the customer's Internet service provider (ISP). The intended victim was able to stop the attack after several hours, but
they also had to stop the flow of valid traffic (in this case sales orders) in order to stop the DDoS attack.

Spyware

Spyware is a class of software applications that can participate in a network attack. Spyware is an application that attempts to install and
remain hidden on a target PC or laptop. Once the spyware application has been surreptitiously installed, the spyware captures
information about what users are doing with their computers. Some of this captured information includes websites visited, e-mails sent,
and passwords used. Attackers can use the captured passwords and information to gain entry to a network to launch a network attack.

In addition to being used to directly participate in a network attack, Spyware can also be used to gather information that can be sold
underground. This information, once purchased, can be used by another attacker that is "harvesting data" to be used in planning another
network attack.

Phishing

Phishing is a type of network attack that typically starts by sending an e-mail to an unsuspecting user. The phishing e-mail attempts to
look like a legitimate e-mail from a known and trusted institution such as a bank or ecommerce site. This false e-mail attempts to
convince users that something has happened, such as suspicious activity on their account, and that the user must follow the link in the
e-mail and logon to the site to view their user information. The link in this e-mail is often a false copy of the real bank or ecommerce site
and features a similar look-and-feel to the real site. The phishing attack is designed to trick users into providing valuable information such
as their username and password.
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Understanding Traditional Network Defenses

Traditional security networks rely heavily on router access lists, firewalls, and intrusion detection to protect the network against attacks.
These products provide a good baseline for network security; however, you can supplement them with other security products to increase

network security. These traditional network security products are also typically manually configured, often with different administrators and
different graphical user interfaces (GUIs).

The remainder of this chapter discusses traditional network defenses and provides an overview of a self-defending network. This chapter
also describes how integrated, centralized management can help to increase network security. shows a network with traditional
network defense components.

Figure 1-1. Traditional Network Defense
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Traditional network defenses are composed of the following products, which you will learn more about in the next sections:

® Router access listd

® Firewalls

® Intrusion Detection Systems (IDSi

® L/irtual Private Networks (VPNsi

® |ntivirus programs

Router Access Lists

The access list, or access control list (ACL), is the cornerstone of network security. Access lists permit or deny network traffic based
upon parameters including source IP address, destination IP address, and network service or port number. Router access lists are typically
stateless, meaning that the router does not a maintain TCP connection state for each connection. Router access lists offer perimeter
protection and a base defense because routers are typically both edge devices for perimeter networks and core devices for large
networks. In addition to protecting edge and core networks, access lists are also often used to protect the network device itself.

Firewalls

Firewalls are prevalent in perimeter networks and data centers. Firewalls are often found in the perimeter to protect remote sites or edge
networks. Network firewalls take their name from the traditional firewalls that can exist on trains and buildings to quarantine or block a fire
from spreading from one area to another.

Network firewalls often follow a similar approach by protecting parts of the network from other parts of the network in the event of an
attack. Firewalls maintain a TCP state for each connection that passes through the firewall. Firewalls can prevent attacked web servers or
zombies from attacking other parts of the network. Network firewalls can also implement a demilitarized zone (DMZ) functionality. Portions
or areas of the network can be classified as either outside the network, typically toward the Internet, or inside the network, typically toward
the users or servers, or a DMZ. DMZs enable a layer of protection between the untrusted, in this case the outside of the network, and the
trusted, or inside, part of the network. Router access lists and firewalls combine to compose the bedrock of traditional network security
defenses.

Intrusion Detection Systems

Router access lists and firewalls have been pervasive since the early 1990s. Intrusion detection systems (IDSs) started to become widely

deployed toward the end of the 1990s. IDSs are passive devices that monitor a copy of network traffic as it flows through the system. IDSs
are often deployed in data centers near critical servers. As the name implies, these IDSs can detect a network attack based upon network
traffic signatures or patterns of data in the network traffic.

IDSs typically detect rather than prevent the network attack because they are not inline, as they are operating on a copy of the network
traffic. IDSs are highly valuable to network security defense, because they can provide an early warning that a network attack has been
initiated.



Virtual Private Networks

VPNs are commonplace in most corporate networks. VPNs are essentially a security layer applied to a public or private network to
make the network connection secure. VPNs are also considered to be leased-line or ISDN replacements. VPNs use authentication
mechanisms including one-time passwords and encryption such as 3DES (Triple DES, pronounced "dez") or Advanced Encryption
Standard (AES) to provide a secure layer on top of a network connection. Because VPNs often replace leased-lines like T1s or ISDN
connections, they are often managed by the Network Operations group, or NetOps, rather than the Security Operations, or SecOPs,
group. VPNs are not a major focus of this book as they are often managed by the NetOps group for a site-to-site connection or a remote
access connection to the corporate data center.

Antivirus Programs

Many organizations have implemented an antivirus program to combat the frequent virus attacks against their network. Antivirus programs
often scan received e-mail to identify and remove known virus attacks. While antivirus scanning components are valuable additions to the
security of a network, antivirus components are traditionally standalone and not integrated into the network fabric. The ability to embed the
antivirus functionality directly into a network enables the network to be self-defending as the security components can be integrated and
centrally managed and provides a mechanism for the network to be self-healing and automatically defend itself against certain viruses or
viral attacks.
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Introducing Cisco Self-Defending Networks

Self-defending networks augment and complement the traditional network defense components outlined in the previous section.
Self-defending networks differ from traditional network defenses in that self-defending networks have the capability to provide some
amount of automatic protection of the network components and end-user workstations in the event of a network attack.

Self-defending networks can also be implemented in layers, in a manner similar to defensive layers of a football or soccer team. The
layered self-defending network includes components that can protect the network connections in the data center, at the remote or branch
location, and at the desktop. Self-defending networks can either recommend a configuration or automatically apply a configuration to
prevent certain network attacks. Self-defending network components include the following:

® bDoS mitigation, including DDoS Guard and DDoS Traffic Anomaly Detectol

® lgdagtive Security Appliances gASAI

Incident Control Service (ICSJ

® '\letwork Admission Control (NACJ
.

l—iost intrusion prevention: Cisco Security Agent (CSAJ

® hisco Security Centralized manaqemen{

displays an example of a network diagram with self-defending components. The next sections describe the components in more
detail.

Figure 1-2. Self-Defending Network
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DDoS Mitigation

DDosS attacks can often be among the toughest to defend because they involve large amounts of what appears to be legitimate source
traffic and multiple, distributed senders of this source traffic. Automatic or self-defending DDoS mitigation involves the automatic rerouting
of the DDoS traffic while maintaining the valid network traffic connections. Cisco Guard and Detector appliances and Catalyst 6500/7600
DDosS service modules can provide  this automatic DDoS mitigation by creating a baseline of normal network activity, detecting DDoS
attacks and then automatically rerouting the DDoS traffic away from the target servers by updating the routing tables.

In addition to customer-managed DDoS mitigation solutions, there are also ISP-managed DDoS mitigation or clean-pipe solutions. These
ISP-managed solutions are implemented with Cisco DDoS mitigation appliances and service modules. The ISP-managed solutions often
contain partner products from Arbor Networks, which complement the Cisco DDoS mitigation appliance and linecard products.

Intrusion Prevention Systems



Intrusion Prevention Systems (IPSs) are the successor to IDS products. IDS operates on a copy of network traffic, from a source such as a
span port on a LAN switch, so it can detect, but typically cannot prevent, an attack because the original network traffic has already
propagated through the network.

IPS operates inline and processes the actual network packet, not a copy of the network traffic. IPSs can detect a network attack based
upon network traffic signatures or patterns of data in the network traffic. Since IPS operates inline, IPS has the ability to drop the packets
of the attack and prevent a network attack rather than detect a network attack. IPS is an important part of the self-defending network,
rather than a traditional network defense, since IPS has the ability to be self-defending and prevent a network attack without manual
operator intervention during the attack.

IPS can be implemented as a standalone IPS appliance or service module. IPS can also be implemented as an integrated component with
the Adaptive Security Appliance (ASA). This book focuses on IPS as an integrated component with ASA rather than as a standalone
product.

Adaptive Security Appliance

ASA is an integrated and extensible security appliance product line from Cisco. ASA is an integration of the PIX firewall, Network IDS/IPS
system, and VPN 3000 concentrator. This ASA appliance contains many self-defending characteristics including inline IPS support,
application layer inspection/enforcement, and SYN Cookie capabilities. These self-defending features can enable the ASA appliance to
drop network attack connections and protect end servers and users from attacks by monitoring, inspecting, and restricting the network
connection attempts to target devices. For example, the HTTP application inspection engine in ASA can inspect a specific HTTP
connection flow and can drop an HTTP packet that does not conform to the proper packet format. The ASA IPS engine also allows specific
IPS signatures to be applied to specific traffic flows. The inline IPS signature engine in ASA can be configured to automatically drop any
packets in the traffic flow that match the IPS signature.

The SYN Cookie feature in ASA can prevent a TCP connection attack against a host by creating a cookie for each TCP connection
request. This cookie can be used to protect the host by preventing the host from allocating a buffer for each TCP connection attempt.
Features like SYN Cookie can be very powerful self-defending mechanisms since many host computers can be crashed or compromised
when they run out of buffer spaces like the ones used for each TCP connection.

Incident Control Service

Cisco also offers the ability to contain a worm infection within the network. The Cisco Incident Control Service (ICS) is developed in
partnership with Trend Micro. The Cisco ICS provides automatic updates of new vulnerability updates from Trend Micro. The Cisco ICS
also provides the ability to automatically update these Outbreak Prevention Signatures on ASA, 10S router, and IPS platforms. In addition
to Outbreak Prevention Signature update, Cisco ICS also provides Outbreak Prevention ACL (access list) updates, which can recommend
or automatically apply a new ACL to an 10S router or ASA device in the event that a network infection has been identified to the Cisco ICS.

Network Admission Control

Network Admission Control (NAC) can help to create a self-defending network by preventing a rouge or vulnerable user from entering the
network, thus reducing the attack risk before the user enters the network. NAC allows network components to check the operating system
(OS) service pack (SP) updates, antivirus updates, and Cisco Security Agent (CSA) updates before the user is granted access to the
network. Any down-level or at-risk users are quarantined to a safe part of the network until they can be remediated or upgraded with the
proper OS, antivirus, or CSA updates required to safely participate on the network.

NAC components can be embedded directly into the framework of routers and switches, or NAC components can be deployed as
dedicated, standalone appliances.



The NAC components that are embedded directly in routers and switches require client or agent software on the user computer. This client
is known as Cisco Trust Agent (CTA). The standalone NAC framework solution supports an optional software client or agent for the
end-station. Both the framework and appliance NAC solution support an audit mode for agentless devices. Audit mode allows information
to be gathered about unknown endpoints without an agent and to be used to influence the amount of network access that is granted to
these agentless machines. The NAC appliance also leverages an integrated scanner. The scanner probes the network to identify hosts
and information about hosts including IP address and OS. In addition to being a dedicated standalone solution, the NAC appliances also
do not require IEEE 802.1x authentication.

IEEE 802.1x

IEEE 802.1x is a standard for machine authentication and user authentication. IEEE 802.1x is widely deployed today in wireless LAN
environments and can leverage a supplicant that resides on the end-device or host. Cisco's embedded NAC framework solution can
leverage |IEEE 802.1x to provide the basic authentication prior to more advanced authentication including OS SP patches, antivirus
patches, and CSA updates.

Cisco's framework NAC solution leverages a unique end-device supplicant, the Cisco Trust Agent (CTA), to provide the ad ed
authentication features. CTA includes a base 802.1x supplicant. Many people are confused about exactly what 802.1x is. ,
"Demystifying 802.1x," reduces the confusion about 802.1x and identity management.

Host Intrusion Prevention: CSA

CSA provides host intrusion protection for users or hosts on the network. CSA can be considered the last line of the layered self-defending
network defense because CSA can prevent malicious behavior on a host, including attacks such as buffer overflow. CSA can be
automatically and centrally updated with new policies to help protect against new network attacks.

CSA is end-device or host software that monitors the behavior and critical resources of the end-device or host. CSA also contains an
option that can implement a personal firewall service. CSA provides "day-zero" protection, which is a fancy way of saying that it can
protect against certain attacks before the attack is known. CSA does not require signatures like legacy Host Intrusion Prevention and
antivirus products. CSA provides this day-zero protection capability by detecting the symptoms of an attack, rather than the unique
identifier of the attack. For example, CSA can prevent the modification of registry keys and can detect a buffer overflow. The ability to
detect and prevent the symptom of an attack enables CSA to protect against certain attacks prior to the identification and naming of the
attack.

Cisco Security Centralized Management

A good defense is typically a layered defense. This layered defense can be composed of router access lists and firewall service modules
to protect the core network and data center, ASA to protect DMZs and the perimeter, NAC to provide secure network access at the
perimeter, and CSAs to protect the server, workstations, and laptops. This defense is similar to that of a football team, starting with the
front line to protect the servers, all the way to the safeties, or CSAs, as a last line of defense on the workstation or desktop. Like any
layered defense, it is imperative to provide coordination and integration among the different layers of defense. This coordination, or
coaching, can be implemented in an integrated fashion with centralized management products.

Cisco Security Centralized management can be divided into two main functional areas:

® Configuration

® Monitoring



Components from each of these functional areas are marketed under the Cisco Security Management product suite. The Cisco Security
product for centralized configuration is the Cisco Security Manager (CS-Manager), and the centralized monitoring product is the Cisco
Security Monitoring, Analysis, and Response System (CS-MARS).

Centralized configuration management products, like the Cisco Security Manager, enable hundreds or thousands of routers and security
appliances to be configured with a consistent or coordinated security policy.

Centralized monitoring products, like the Cisco Security MARS, receive monitoring events like syslog, SNMP Traps, IPS Secure Device
Event Exchange (SDEE), and Remote Data Exchange Protocol (RDEP) events and can create an end-to-end picture of what is happening
in the network based upon the monitoring events from the devices in the network. The Cisco centralized monitoring Cisco Security MARS
product also adds a response or self-defending feature where Cisco Security MARS can create a recommendation on how to stop a
network attack as well as enable IPS signatures on |OS routers with the Distributed Threat Mitigation (DTM) feature. Cisco Security MARS
also includes support for NetFlow to establish a baseline of what network traffic should look like prior to a potential network attack. Network
traffic that is far in excess of this baseline can be used to determine that the network is under an attack.
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Summary

There are several types of network attacks. Some of the most popular network attacks include viruses, worms, Trojans, DoS, DDoS,
spyware, and phishing. Viruses are executable software that attack a host by attaching to a program or file such as an e-mail or
spreadsheet. Viruses can wreak havoc on the target PC if the virus executes on the user's machine. Worms are more network-centric
than viruses and do not require a host to replicate. Worms look for vulnerabilities to attack and initiate other network connections.
Trojans attack by attempting to masquerade as something innocuous, such as a screen-saver or game. DoS attacks prevent legitimate
network activity by attacking a vulnerability such as an expected packet size or buffer size for an application. A DDoS attack prevents
legitimate network traffic by flooding the network with traffic from multiple or distributed sources, such as from zombies or botnets.
Spyware is a network attack that monitors or spies on a user's activity, including keystrokes such as usernames or passwords. Phishing
is a type of network attack that often sends an e-mail to an unsuspecting user and attempts to trick the user into logging on to a fake
website, such as a bank or ecommerce site, through a link in the phishing e-mail. When the user logs on to the fake website, the
phishing attack gathers the username and password.

Traditional network security is composed of router access lists, firewalls, and IDS appliances. Self-defending networks complement
traditional network security by providing additional layers of security on the network. Self-defending networks have the ability to
recommend configurations to stop certain network attacks. Self-defending networks also have the ability to automatically stop certain
network attacks, including the automatic update of new configurations to the security devices within the self-defending network.

Components within the self-defending network include DDoS mitigation with Cisco Guard and Detector, the Cisco Adaptive Security
Appliance (ASA), Cisco Incident Control Service (Cisco ICS), Network Admission Control (NAC) framework in routers and switches, NAC
appliances, 802.1x identity, Cisco Security Agent (CSA), and centralized management. Cisco's core centralized security management
products are the Cisco Security Manager (CS-Manager) and Cisco Security Monitoring, Analysis, and Response System (CS-MARS).
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Chapter 2. Mitigating Distributed Denial-of-Service
Attacks

The Cisco distributed denial-of-service (DDoS) mitigation solution is composed of two key components: Cisco Traffic Anomaly Detector,
which is responsible for detecting a DDoS attack, and Cisco Guard, which is responsible for mitigating the attack. Customers can
implement a DDoS solution with the Cisco Guard and the Cisco Traffic Anomaly Detector, or they can purchase the DDoS solution from
a service provider. The solution from a service provider is often called a clean pipes solution. A clean pipes solution is implemented with
a variety of products, including the Cisco Guard, Cisco Traffic Anomaly Detector, and partner products from vendors like Arbor Networks.

The Cisco Guard and the Cisco Traffic Anomaly Detector are based upon the patented Multi-Verification Process (MVP) architecture.
This MVP architecture enables the Cisco Guard and Cisco Traffic Anomaly Detector to leverage the latest analysis and attack
recognition techniques to detect and remove network attack traffic while scrubbing and reinjecting valid network traffic to its proper
destination. Before describing the functions and configuration processes for these products, this chapter summarizes various DDoS
attacks.

e prey wExT


file:///m:/Temp/Cisco.Press.Self.Defending.Networks.The.Next.Generation.of.Network.Security.Aug.2006.chm/1587052539/19041536.html

e prey wEXT

Understanding Types of DDoS Attacks

describes several varieties of generic DDoS attacks.
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Table 2-1. Generic DDoS Attacks

Name of Attack

Flooding Capability

Short Description

Land TCP SYN Source and destination IP addresses are the same, causing the
TCP response to loop.

SYN TCP Sends large numbers of TCP connection initiation requests to the
target. The target system must consume resources to keep track
of these partially opened connections.

Teardrop TCP fragments Sends overlapping IP fragments.

Smurf Internet Control Message Sends ICMP ping requests to a directed broadcast address. The

Protocol (ICMP)

forged source address of the request is the target of the attack.
The recipients of the directed broadcast ping request respond to
the request and flood the target's network.

Ping of death

ICMP

Brings down a system by sending out more than 65536 ICMP
packets.

Openlclose

TCP, UDP

Opens and closes connections at a high rate to any port serviced
by an external service through inetd. The number of connections
allowed is hard coded inside inetd (Internet super daemon, often
used to run other services like FTP).

ICMP Unreachable

ICMP

The attacker sends ICMP unreachable packets from a spoofed
address to a host. This causes all legitimate TCP connections on
the host to be torn down to the spoofed address. This causes the
TCP session to retry, and as more ICMP unreachables are sent,
a denial-of-service (DoS) condition occurs.

ICMP redirect

ICMP

Causes data overload to the system being targeted.

ICMP Router Discovery
Protocol (IRDP)

ICMP

Spoofing IRDP causes fake routing entries to be entered into a
Windows machine. IRDP has no authentication. Upon startup, a
system running MS Windows 95/98 will always send 3 ICMP
Router Solicitation packets to the 224.0.0.2 multicast address. If
the machine is NOT configured as a DHCP client, it ignores any
Router Advertisements sent back to the host. However, if the
Windows machine is configured as a DHCP client, any Router
Advertisements sent to the machine will be accepted and
processed.

ARP redirect

ARP

Attacks local subnets.

Looping User Datagram
Protocol (UDP) ports

UDP

Spoofs two UDP serviceschargen (port 19) and echo (port 7)to
send data to each other.

Fraggle

UDP

Same as Smurf, but uses UDP rather than ICMP to broadcast
address for amplification.

UDP flood

UDP

Sends large numbers of UDP packets to the target system, thus
tying up network resources.

TCP flood

TCP

Repeatedly establishes and abandons TCP connections,
enabling a malicious host to tie up significant resources on a
server.

UDP reflectors

UDP

All web servers, Domain Name System (DNS) servers, and
routers are reflectors, because they will return SYN ACKs or
RSTs in response to SYN or other TCP packets; query replies in
response to query requests; or ICMP Time Exceeded or Host
Unreachable in response to particular IP packets. By spoofing IP
addresses from slaves, a massive DDoS attack can be arranged.




Name of Attack

Flooding Capability

Short Description

URL attacks

TCP

Attempts to overload an HTTP server with HTTP bombing
(continuous requests for the same homepage or large web page)
or by requesting the page with REFRESH to bypass any proxy
server. Many of these attacks are not zombie attacks but rather
human executedby hundreds simultaneously.

Virtual Private Network (VPN)
attacks

TCP

Using specially crafted Generic Routing Encapsulation (GRE) or
IP in IP tunnel (IPIP) packets to attack the destination address of
a VPN.

Source: Cisco Systems, Inc.
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DDoS Mitigation Overview

To mitigate DDoS attacks, Cisco offers the Traffic Anomaly Detector and the Guard.

The Traffic Anomaly Detector learns what is a normal traffic pattern for a protected network area, or zone. After the Traffic Anomaly
Detector establishes a network traffic baseline, DDoS mitigation policies are constructed and thresholds are tuned in order to configure
the Traffic Anomaly Detector to react to various DDoS attack scenarios. In the event of a DDoS attack, the Traffic Anomaly Detector
informs the Guard of the DDoS attack. The Guard diverts the traffic from the DDoS attack to the Guard. This DDoS attack diversion is
typically implemented by updating the Border Gateway Protocol (BGP) routing table or by other mechanisms including static routes
(manual IP routes) and policy-based routes (specific traffic forwarding based upon parameters including application and packet size).

The Guard's ability to update routing tables in the event of an attack allows the Guard to automatically scrub the DDoS attack traffic,
while still forwarding or tunneling valid network traffic to the destination zone. The Traffic Anomaly Detector is often deployed upstream
from the servers that are being protected in the data center. ‘ shows the Traffic Anomaly Detector and Guard appliances.

Figure 2-1. Traffic Anomaly Detector and Guard Appliances

Cisco Guard XT 5650 Appliance

Cisco Traffic Anomaly Detector XT 5600
Apboliance

Source: Cisco Systems, Inc.
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Using Cisco Traffic Anomaly Detector

The two main product options for the Cisco Traffic Anomaly Detector are the appliance and the Traffic Anomaly Detector service module
on the Catalyst 6500 and Catalyst 7600 product lines. fFigure 2-4 shows the Traffic Anomaly Detector service module.

Figure 2-2. Catalyst 6500/7600 Traffic Anomaly Detector Service Module

Source: Cisco Systems, Inc.

In addition to the Traffic Anomaly Detector, there are several others mechanisms to detect a DDoS attack and inform the Guard of the
attack. Some of these mechanisms that detect a DDoS attack and inform the Guard include the DDoS signatures on the intrusion
prevention system (IPS) appliances and modules. However, this section focuses on the Traffic Anomaly Detector because this component
is frequently deployed and is a very feature-rich component for DDoS mitigation.

The Traffic Anomaly Detector is capable of monitoring gigabit speeds and operates on a copy of the network traffic. This copy of the
network traffic is often obtained by using a span port of the Catalyst LAN switch to create a copy of the network traffic. The Traffic Anomaly
Detector is designed to monitor the traffic destined to one of more zones. A Zone is a particular server, group of servers, subnet, network,
or Internet service provider (ISP) that is being protected from a DDoS attack. The Traffic Anomaly Detector protects a zone by learning the
baseline traffic destined to the zone, and then applies policy configuration and threshold tuning to protect the zone from a DDoS attack.
The Traffic Anomaly Detector can be configured with command-line interface (CLI) or an easy-to-use web-based device manager (WBM).
However, the Traffic Anomaly Detector WBM supports only a subset of the CLI of the Traffic Anomaly Detector.

Configuring the Traffic Anomaly Detector

The Traffic Anomaly Detector must be bootstrapped or configured to allow web-based access to the device. The following CLI commands
allow web-based access:

service wbm

permit wbm ip-addr [ip-mask]
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ip-addr [ip-mask] is the IP address of the host the launches the web browser.
Launch the web browser and type the following:

https:// detector-ip-addr

detector-ip-addr is the IP address of the Detector.

Enter the username and password for the administrative rights to configure the Traffic Anomaly Detector, and you will see the homepage
of the Traffic Anomaly Detector WBM, as shown in . The Traffic Anomaly Detector WBM features a Detector Summary, which
displays the average, minimum, maximum, and current level of network traffic through the Traffic Anomaly Detector in bits per second

(bps).

Figure 2-3. Traffic Anomaly Detector WBM Homepage
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Zone Creation

The Traffic Anomaly Dej mpts to detect a DDoS attack against a particular zone. You can create a zone under the Zones tab
by selecting Create Zone. figure 2-4 shows an example of the Create Zone configuration panel.

Figure 2-4. Create Zone Configuration
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You can give a zone a name and template, which contains a list of default DDoS mitigation policies templates to be constructed and tuned
for the zone. Default templates are provided to create a base DDoS protection coverage. You can copy and edit these default
configuration policies to provide customized configuration policies for more advanced attack protection.

Zones can be created with either a DETECTOR_zone template or a GUARD_zone template. A zone that is created with GUARD_zone
template has the ability to be automatically synchronized with the Guard. DETECTOR_zone templates are designed for use when zone
information does not need to be synchronized with the Guard.

The Traffic Anomaly Detector can inform the admin of a potential DDoS attack, or a Traffic Anomaly Detector can automatically inform or
trigger the Guard to mitigate the attack. Select the automatic operation mode for the Traffic Anomaly Detector to inform the Guard to
trigger or automatically protect against the known attack so that the network can be self-defending against a DDoS attack without user



intervention.

Caution

A self-defending network is a very powerful concept. However, be aware that a self-defending network can automatically

configure network devices, reroute and deny network traffic, and may result in false positives. Afalse positive is valid

network traffic that was dropped, delayed, or otherwise affected due to an incorrect classification that the valid network

traffic was in fact part of a network attack.

To configure the IP address of the remote Guard that will protect the Traffic Anomaly Detector's zone, you must use CLI.
shows an example of a base Traffic Anomaly Detector configuration file that details how to configure the IP address of the remote Guard
for the Traffic Anomaly Detector. Network connections between the Traffic Anomaly Detector and the remote Guard are secured with
Secure Shell (SSH) or Secure Socket Layer (SSL). SSH keys must be generated and applied to both devices to complete the SSH
connection. The Traffic Anomaly Detector can generate a private-public SSH key pair and distribute its public key to every Guard listed in
the remote-guards list. Multiple Cisco Traffic Anomaly Detectors can report to the same Cisco Guard for a distributed architecture.

Example 2-1. CLI Configuration of the Cisco Traffic Anomaly Detector Service Module

hostname ce-detector
timezone America/Los_Angeles

history logs 7

history reports 30

no export packet-dump

boot reactivate-zones

tacacs-server timeout 0

tacacs-server key (null)

no tacacs-server first-hit

aaa authentication login local

aaa authentication enable local

no aaa authorization exec tacacs+

username riverhead dynamic encrypted $1$LVZopVja$8kSY10uykJaSYT325wDDk/
username cleanpipes adm1n09 encrypted 18KLWZvgODP02
enable password level admin encrypted 18xVodWfkJfOk
enable password level config encrypted 84QiLbAV5gfOA
enable password level dynamic encrypted 161R6GsPelPWs

snmp community public

snmp trap-dest 172.28.198.22 public debugging
interface ethO
ip address 172.28.198.35 255.255.255.0
mtu 1500
no shutdown
exit
interface giga0
mtu 1500
no shutdown




exit
interface gigal
mtu 1500
no shutdown
exit

default-gateway 172.28.198.1
service ntp

service wbm

service internode-comm
service snmp-trap

permit wbm 17.28.198.100
permit ssh 17.28.198.100
permit internode-comm 172.28.198.34

ntp server 171.68.10.150

logging host 172.28.198.22
logging trap informational
logging facility local7

zone Zone_20_ 41 2 GUARD_DEFAULT interactive

no learning-params periodic-action

learning-params threshold-selection max-thresholds
learning-params threshold-tuned

learning-params sync accept

learning-params sync remote-activate

no packet-dump auto-capture

packet-dump disk-space 2048

ip address 20.41.2.0 255.255.255.0

remote-guard ssl 172.28.198.34
protect-ip-state entire-zone

no bypass-filter *

no flex-content-filter *

admin@ce-detector-conf#conf t
admin@ce-detector-conf#remote-guard
ssh : Secure shell
ssl . Secure socket layer

admin@ce-detector-conf#remote-guard ssl
<remote-guard-address>: IP address in dotted-decimal notation (A.B.C.D)

Traffic Anomaly Detector Zone Filters

Zone filters enable mirrored network traffic to be managed by the Detector. Zone filters enable the Traffic Anomaly Detector to drop
traffic prior to inspection by the Traffic Anomaly Detector. Zone filters also enable the Traffic Anomaly Detector to analyze network traffic



for spikes or anomalies and notify the Guard of these network traffic abnormalities. There are four types of filters:

®  User User filters are assigned to a Zone that is created with the GUARD_zone template. User filters are used to provide a first
layer of defense against the attack until the Guard has analyzed the attack and until the Guard can create custom, dynamic
filters for the network attack.

® Bypass Bypass filters restrict certain network traffic flows from being directed to the Detector.
® [lex Flex filters support the ability to count a specific traffic flow.

® Dynamic The Detector creates dynamic filters as the result of an analysis of a traffic flow. The dynamic filter is the mechanism
to activate a remote Guard to protect a zone, or an IP address in a zone, in the event of a detected DDoS attack for a specific
IP traffic flow. Dynamic filters are temporary and are expected to expire at the end of a DDoS attack.

You can configure user, bypass, and flex filters with the Traffic Anomaly Detector WBM. You can create these filters by selecting the
Configuration tab for a specific Zone.

Policy Template

A policy template is a collection of information that is leveraged during the learning phase of the zone. The policy template provides the
basis for creating the zone's detection policies after the normal traffic baseline_i jshed during the learning phase. To configure a
policy template for a zone, go to Configuration > Policy template as shown in Figure 2-9.

Figure 2-5. Policy Template Configuration
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You can select and edit the policy templates. The primary parameters or options for each policy template are

® Siate State allows the user to enable or disable/turn-off a policy template. It is strongly cautioned that disabling/turning-off a
default policy template can compromise the DDoS protection of a zone because there may be no policies to protect the
network traffic that would have been specified in the policy template.

® \inimum threshold Minimum threshold refers to packets-per-second (pps) or total number of network connections. The
Guard will not create a dynamic filter to mitigate an attack until the traffic flow exceeds the minimum threshold.

® \Maximum services Maximum services refers to the number of port numbers or service ports that are protected by the Guard
for that policy template. Additional memory on the Traffic Anomaly Detector is required for each additional service in the policy
templates for each Zone.

Learning Phase

A zone must enter a learning phase in order to establish a baseline of normal network traffic and to provide a mechanism to construct the
zone's active policies from the base policy template. The learning phase consists of two processes:

® Policy construction

® Threshold tuning



In the policy construction phase, zone policies are created from the base template. It is recommended that the policy construction phase
run for at least two hours to ensure a proper baseline.

The second phase is the threshold-tuning phase. During this tuning phase, the Traffic Anomaly Detector creates a minimum threshold
value for the relevant zone policies. This threshold value is used to indicate the minimum level of network traffic for specific network flows
that would indicate a potential DDoS attack on the zone. It is recommended that the threshold-tuning phase run for at least 24 hours to
improve the computation of the minimum threshold values for each service that will constitute a possible DDoS attack. Zones that were
created with the GUARD_zone template cannot initiate the policy construction phase from the Traffic Anomaly Detector. You can initiate

the policy copstruction and the phases for zones created with the DETECTER_zone template through the Traffic Anomaly Detector WBM,
as shown in figure 2-6.

Figure 2-6. Initiating the Learning Phase
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Detecting and Reporting Traffic Anomalies

After you have completed the learning phase, constructe

d zone policies, and tuned the threshold values, you can enable the zone to
detect a traffic anomaly or potential DDoS attack. [Figure 2-1

shows an example of the Detection tab in the Traffic Anomaly Detector WBM.




also displays the location to view any generated dynamic filters. Dynamic filters are created by the Traffic Anomaly Detector
during the detection of a potential DDoS attack. These dynamic filters created by the Traffic Anomaly Detector are used to create a syslog
or are used as a trigger to activate the remote Guard to scrub the network traffic.

Figure 2-7. Zone Detection
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The Traffic Anomaly Detector WBM also offers extensive diagnostic information, including counters and attack reports. shows
an example of an attack report, which indicates what attacks were detected and when they were detected. Attack reports can also be
exported in text and XML format.

Figure 2-8. Attack Reports
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shows an example of the diagnostic event log with details on Traffic Anomaly Detector activity, warnings, and pending
dynamic filters.

Figure 2-9. Event Logs
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Configuring Cisco Guard

The Cisco Guard is the component of the DDoS mitigation solution that receives the network attack traffic for a zone from the Traffic

Anomaly Detector. The Guard scrubs or removes the attack traffic and forwards or reinjects the good (nonattack) traffic back to the

destination zone. The Guard is often deployed upstream at the ISP/backbone layer and can protect large network segments. A single

Guard can protect more than one zone simultaneously as long as there are no overlapping IP addresses in multiple zones. A native

self-protection mechanism is also contained in the Guard to protect the Guard itself from becoming the target of a DDoS attack.

The Guar

shown in

is available as both an appliance and a Catalyst 6500/7600 service module. A picture of the Anomaly Guard service module is

igure 2-1d. The Anomaly Guard service module, unlike the appliance, contains no onboard interfaces. A single Catalyst chassis

can house both the Anomaly Guard and Traffic Anomaly Detector service module.

Figure 2-10. Catalyst 6500/7600 Anomaly Guard Service Module

T\ e e £

Source: Cisco Systems, Inc.

Like the Traffic Anomaly Detector, the Guard also features an easy-to-use WBM. The Guard's WBM is similar in philosophy to that of
the Traffic Anomaly Detector's WBM in that the Guard WBM supports only a subset of the CLI that is implemented on the Guard. The
Guard WBM features focus around the areas of zone configuration, status, and reports. Other Guard features, including zone traffic
diversion, must be configured with the CLI since they are not supported in the Guard WBM.

Configuring and using the Guard includes the following:

Bootstrapping
Zones creation and synchronization
Zone filters
Zone traffic diversion
Learning Phase
- Policy construction

- Threshold tuning



® Activating zone protection

® Attack reports

Bootstrapping

The process to bootstrap and initialize the Guard is similar to the process described previously for the Traffic Anomaly Detector in the
Configuring the Traffic Anomaly Detector section. The Guard must have an interface configured, and the WBM service should be started
and permitted with the Guard CLI in order to be managed by the Guard WBM.

Zone Creation and Synchronization

The zone that is to be protected must be either configured on the Guard or synchronized from the Traffic Anomaly Detector. Zones
that are configured on the Guard can be configured in a manner similar to that described previously in the Zone Creation section for the
Traffic Anomaly Detector. However, many users will instead want to synchronize the zones that were already created on the Traffic
Anomaly Detector using the GUARD_zone template. This process to synchronize the zones from the Traffic Anomaly Detector must be
performed with Guard CLI because the zone synchronization feature is not supported in the Guard WBM.

Cisco Guard Zone Filters

Tll_Je Guard features user, bypass tgxf and dynamic filters. These filter types were described previously in this chapter in the section
"I[Traffic Anomaly Detector Zone Filterg" In the event of a suspected DDoS attack, the Guard generates dynamic filters. These dynamic
filters are temporary and expire after the end of the DDoS attack. These dynamic filters instruct the Traffic Anomaly Detector on what
action to perform on the suspected network attack traffic.

The Guard can also create a default set of user filters to provide g hase of protection until additional dynamic filters are created after the
analysis of network attack traffic. The user filters are displayed in Eigure 2-11, which illustrates the user filters for a specific zone on the
Guard.

Figure 2-11. Guard User Filter
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User filters can also be created manually on the Guard for a user to customize how the Guard should process a specific network

traffic flow. figure 2-14 provides an example of the options available when configuring a User Filter. The options for the User Filter include
the following:

® Source IP Includes any wildcard (*)

® Source Subnet Select from drop-down

® protocol Includes any wildcard (*)

® Dst Port Refers to the Destination Port *)
® Fragments Includes With, Without, or *
® Rate Limits traffic to specified rate

® pyrst Refers to the Burst traffic limit

® Action Includes parameters to permit traffic flow to avoid Guard antispoofing and antizombie protection, authenticate, and drop
traffic

Figure 2-12. User Filter Creation
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Zone Traffic Diversion

Zone traffic diversion is composed of two phases:

® Divert potential DDOS traffic destined to the zone.

® Inject the scrubbed or good network traffic back from the Guard to the zone.

In the first phase, BGP routing updates are one of the most common mechanisms used to divert attack traffic from the router to the Guard
for scrubbing. The Guard achieves this traffic diversion by sending a BGP update to the router to indicate that the next-hop for the zone is
the Guard itself. This BGP announcement from the Guard contains a more specific prefix to ensure that the Guard is the best path for the
next-hop to the zone. This BGP announcement from the Guard is often sent with a no export and no community string option to ensure
that this BGP announcement is not propagated to other routes within the network.

For the second phase of traffic diversion, several traffic forwarding mechanisms, including next-hop router discovery, policy-based routing,
VPN routing and forwarding (VRF), VLANs and GRE/IPIP tunnels, can be used to inject the scrubbed traffic back to the destination zone.
Both the process to divert the network attack traffic to the Guard and reinject the scrubbed traffic back to the zone must be configured with
CLI as they are not supported by the Guard WBM. Zone traffic diversion must be configured with CLI prior to initiating the learning phase
for policy creation and threshold tuning.

Learning Phase



The Guard undergoes a learning phase similar to the learning phase described previ [ the Traffic Anomaly Detector. The learning
phase is composed of a policy construction phase and a threshold-tuning phase. Ei:ure 2-13 displays the policies for the dns_tcp and
dns_udp services for a specific zone on the Guard WBM. Both the Traffic Anomaly Detector and the Guard WBM feature the ability to
cross-launch the policy display in the Guard and Traffic Anomaly Detector WBM for additional comparison purposes.

Figure 2-13. Display of Policy for a Zone on the Guard
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Activating Zone Protection

A zone must be placed into protect mode after the zone configuration, policy construction, threshold tuning, and traffic diversion
configuration has been completed. A zone can be automatically placed into protect mode by a trigger from the Traffic Anomaly Detector
during a DDoS attack. The trigger from the Traffic Anomaly Detector can indicate whether the entire zone should be placed into protect
mode or if a specific IP address in a zone should be placed into protect mode by the creation of a subzone. You can also manually place a
zone in protect mode through the Protection tab in the Guard WBM, as shown in fFigure 2-14.

Figure 2-14. Placing a Zone in Protect Mode
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Generating Attack Reports

You can generate an extensive list of attack reports from the Guard WMB. These attack reports include meirics on the number of
mitigated attacks and a per-attack summary with a breakdown of legitimate versus malicious network traffic. figure 2-1§ displays the
beginning of an attack report with total attack statistics.

Figure 2-15. Total Attack Statistics
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Like the Traffic Anomaly Detector, these attack reports on the Guard are also exportable in both text and XML format.
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Summary

DDosS attacks are an attempt to prevent valid users from using network resources by flooding the network. This flooding of the network is
often performed by hundreds or thousands of compromised zombie computers. Cisco DDoS mitigation is composed of two key
components: the Traffic Anomaly Detector and the Guard. Both the Traffic Anomaly Detector and the Guard have a subset of their CLI
that is managed by a Traffic Anomaly Detector WBM and a Guard WBM.

The Traffic Anomaly Detector and Guard combine to form a comprehensive solution that protects a zone. A zone can be an IP address,
subnet, network, or ISP. The Traffic Anomaly Detector and Guard participate in a learning phase that creates a baseline of valid network
traffic for each zone. This learning phase is composed of a policy creation phase to create policies to protect the zone and a
threshold-tuning phase. The threshold-tuning phase creates minimum threshold values for each configured protocol that are based on
the sample network traffic observed during the learning phase. Once network traffic for a specific application exceeds the tuned
threshold, the Guard can create a dynamic filter or leverage a user filter to attempt to protect the zone against the DDoS attack. The
specific DDoS attack traffic for that zone is diverted to the Guard, often with a BGP routing update mechanism. This DDoS traffic is then
scrubbed by the Guard and reinjected back to the zone, often with a tunneling or VLAN mechanism. Both the Traffic Anomaly Detector
and the Guard WBM features a rich-set of status and attack reports to visualize the DDoS attack and mitigation process for the protected
zone.
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Chapter 3. Cisco Adaptive Security Appliance
Overview

The Cisco Adaptive Security Appliance (ASA) line combines the functions of a firewall, Virtual Private Network (VPN), and intrusion
prevention system (IPS) in a single appliance. This product line is adaptive, which means that it provides several mechanisms that enable
the network to be self-defending. The ASA product line is also built to be extensible to add new self-defending capabilities like antivirus,
antispam, antiphishing, and antispyware protection, which are supported in the Content Security and Control Security Services Module
(CSC-SSM) on the ASA product line.

The ASA product line contains several models, including the Cisco ASA 5505, Cisco ASA 5510, Cisco ASA 5520, Cisco ASA 5540, and
the Cisco ASA 5550. Each of these ASA models has a different capacity and price point. The ASA is managed by an easy-to-use Adaptive
Security Device Manager (ASDM). ASDM is a follow-on release to the popular PIX Device Manager (PDM). ASDM features several
enhancements over PDM, including a near real-time syslog viewer. Figure 3-1 shows the ASDM main screen.

Figure 3-1. ASDM Main Screen
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This chapter, which is similar in scope to the other chapters in this book, provides an overview of some of the self-defending
components of the ASA product line, with an emphasis on how to manage the device using management products such as the device
manager. This chapter is intended to be an overview and a pointer to more detailed or advanced publications, as provided in the
References section. In this chapter, you will learn about the antispoofing, IPS, application or protocol inspection, antivirus, antispam,
antiphishing, and antispyware protection on the ASA product line.
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Antispoofing

Cisco ASA contains several features to enhance the ability of the network to be self-defending. One example of these features is the ability
for the ASA to implement an antispoofing function. Antispoofing helps to protect an interface of the ASA by verifying that the source of
network traffic is valid.

The antispoofing feature protects an individual interface from IP address spoofing by creating filters to confirm both source address and
route integrity. The antispoofing feature creates an ip verify reverse-path command-line interface (CLI) command. The antispoofing
feature verifies route integrity by performing a route lookup on the source address of an incoming packet. This packet is dropped if a route
does not exist back to the source address or if the route does not match the interface of the incoming packet. The inability to have a route
back to the source address for an interface is considered to be suspect for a denial-of-service (DoS) attack because many attacks use IP
spoofing to disguise the true source IP address of the attacker.

displays an example of where to enable antispoofing on an interface by selecting the interface and selecting the Enable button
under Antispoofing in ASDM. This antispoofing feature is also called Unicast Reverse Path Forwarding (URPF).

Figure 3-2. Antispoofing/uRPF Configuration
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Intrusion Prevention Service

Cisco ASA supports an inline Intrusion Prevention Security Service on the Advanced Inspection and Protection Security Services
Module (AIP-SSM). The Intrusion Prevention module provides the ability to identify and drop the IP packets of an active network attack.
The actual configuration of the IPS signatures is not shown in the base ASA configuration file, which can be displayed with telnet/SSH or
ASDM. The existence of an AIPSSM module is indicated in the show module telnet/SSH CLI command as shown i.

Example 3-1. The show module Command

asdm-89/admin# show module

Mod Card Type Model Serial No.

0 ASA 5520 Adaptive Security Appliance ASA5520 P3000000192
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 JAB0818067A

Mod MAC Address Range Hw Version Fw Version Sw Version

0 000b.fcf8.c623 to 000b.fcf8.c627 1.0 1.0(10)0  7.2(0)47
1 000b.fcf8.0156 to 000b.fcf8.0156 1.0 1.0(10)0  6.0(0.51)S212.0

Mod SSM Application Name Status SSM Application Version
1 IPS Up 6.0(0.51)S212.0
Mod Status Data Plane Status  Compatibility
O Up Sys Not Applicable
1Up Up

The process to configure IPS inspection of network traffic with the AIP-SSM with ASDM includes the following:

® Launch ASDM for IPS Confiquratiorl

® k:onfiqure service policy rules to specify a class of traffic for IPS inspectiorl

® befine the IPS signature set for inspection of network traﬁid

Launch ASDM for IPS Configuration
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IPS Configuration is simple and intuitive with ASDM. You initiate IPS Configuration by selecting Configuration from the top panel andIPS
from the left panel. The AIP-SSM module can be separately managed from the ASA chassis and has its own IP address. In addition to
ASDM, you can also manage the AIP module by telnet/SSH directly to the IP address of the IPS module. You can also centrally manage
the ASA AIP-SSM with the Cisco Security Manager.

Cisco Security Manager is Cisco's centralized security manager that you can use to manage or configure security components on ASA,

IPS, and router device jsco Security Manager is a very strategic element in the Cisco security portfolio. Cisco Security Manager is
discussed in detail in , "Cisco Security Manager."

You can display or view the CLI file of the AIP-SSM, which can be created with ASDM, by issuing the session module slot command from

the base ASA platform. ASDM will indicate the IP address of the AIP-SSM automatically after you select Configure and IPS from the main
ASDM homepage. The AIP-SSM module also supports a separate username and password. shows an example of how to
access the GUI display of the AIPSSM module configuration from ASDM.

Figure 3-3. Connecting to IPS Configuration in ASDM

lView full size image|

§% Connecting to IPS... E =]

ASDM will make a new connection to the IPS software running on the SEM module in
this ASA system. ASDM connects to this using a separate connection to the IP address
of the management port on the S5 module. In the below fields, specify the IP Address
and port to be used to connectto the IPS subsystem. You will then be prompted for an
IPS username and password. You will also be presented with a security cedificate far
the IPS subsystem.

" Other IP Address or Hostname: | Port [443

Continue | Cancel

Configure Service Policy Rules

ASA also provides the ability to specify which subset of network traffic will be sent from the ASA chassis to the AIP-SSM module for IPS
inspection, The definition of network traffic to send to the AIP-SSM module is configured under the Service Policy Rules section as shown
in Eigure 3-4.

Figure 3-4. Service Policy Rules
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The steps to configure a specific traffic flow in a service policy rule include the following:

Step 1. Select Service Policy Rule Table Configuration

Step 2. Configure a service policy

Step 3. Configure or select the traffic class that will be managed

Step 4. Configure the action, for example, send to AIP-SSM module for inspection, for the service policy rule

The next step, as indicated in , is configuration of the individual interface or global list of interfaces for the service policy rule.
There can be only one service policy rule that is applied to an interface.

Figure 3-5. Interface for Service Policy Rule
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Next, configure the traffic class name and network traffic to be matched in the service policy rule. shows the Traffic
Classification Class window.

Figure 3-6. Create Traffic Class
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This example created a new traffic class in order to process or match network traffic for Real-Time Protocol (RTP) packets. RTP is used for
voice and multimedia network traffic. figure 3-7 displays how to define the RTP port range of 4000 to 5000 in the new traffic class for the
interface.

Figure 3-7. Define Network Traffic for Traffic Class
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defines how to configure IPS inspection for this traffic flow. Configuring IPS prevention for this traffic flow in the service
policy rule sends the matched traffic class from the ASA chassis to the AIP-SSM module for IPS inspection. This example defines IPS to
be inline. Inline IPS means that this traffic can be dropped for a match of an IPS signature for packets that match the network traffic class.
This example also defines IPS to fail-open, which means that, in the event of a failure of the AIP-SSM module, this traffic class for the
specified interface will not be dropped and will continue to flow through the ASA.

Figure 3-8. Enable IPS for Traffic Flow
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displays the resulting service policy rule in the service policy table for the new traffic class to send RTP packets from the inside
interface to the AIP-SSM module for inline IPS inspection.

Figure 3-9. Service Policy Rule Table Entry
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displays the resultingclass-map, policy-map, and service-policy CLI commands on the base ASA platform.

Example 3-2. CLI for Service Policy Rule

class-map sales-class
match rtp 4000 1000
!
!
policy-map sales-policy
class sales-class
ips inline fail-open
|

service-policy sales-policy interface inside

Define IPS Signatures



After configuring any specific service policy rules, you next configure the specific IPS signatures that will be used to inspect the network
traffic for a potential network attack. IPS can be inline, which means that the ASA product deals with the real network packet of a possible
attack in real time, as opposed to a copy of the network traffic from a span port on a Catalyst LAN switch as typically implemented with an
intrusion detection system (IDS) solution. IPS signature configuration is initiated by selecting the Signature Configuration option in ASDM
as shown in figure 3-1d.

Figure 3-10. IPS Signature Configuration
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IPS signatures are divided into several subcategories, including Layer 2/Layer 3/Layer 4 (L2/L3/L4) protocql. attack. and operating system
(OS) platforms. Target OS platform signatures include Linux, Windows, MacOS, Netware, and Cisco 10S. ‘ displays the

signatures subcategories.

Figure 3-11. IPS Signature Subcategories
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The attack signatyres are composed of several attack subcategories including adware/ spyware, distributed denial of service (DDoS),
DosS, and file access.shows an example of these attack subcategories.

Figure 3-12. Attack Signature Subcategories
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Let's say that a user wants to deploy the attack signatures to detect spyware. The process to deploy the attack signature is as simple as

selecting the spyware category, highlighting the spyware signature, and then selecting the Enable and Apply buttgns. The location in
ASDM to select a spyware signature and to select the Enable and Apply buttons in ASDM is shown in

Figure 3-13. Applying Spyware Detection Signatures
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Protocol Inspection Services

Cisco ASA features the ability to perform application or protocol inspection on specific Layer 4Layer 7 protocols. Many network attacks
attempt to exploit a vulnerability in the handling of a network protocol. The ability for the ASA to inspect the contents of network packets
for certain protocols can enable the ASA to identify a potential attack and be self-defending. Protocol inspection can also verify dynamic
port assignments and rewrite embedded network addresses within the protocol data packets. The protocols that are supported for
protocol inspection in ASA include the following:

Computer Telephone Interface Quick Buffer Encoding (CTIQBE) CTIQBE is used by Cisco IP SoftPhone and Cisco
CallManager.

Domain Name System (DNS) DNS translates a name to an IP address.
Enhanced Simple Mail Transport protocol (ESMTP) ESMTP adds Extended Hello to SMTP.
File Transfer Protocol (FTP) Use FTP to transfer files across a network using PUT and GET.

GPRS Tunneling Protocol (GTP) GPRS is a 3G data service for GSM mobile phones. A separate license is required to
enable GTP protocol inspection on ASA.

H.323 and H.225 H.323 are endpoints that participate in a Voice over IP (VolP) call, and H.225 is the ITU call control
signaling protocol.

H.323 Registration, Admission, and Status (RAS) This is the H.323 gatekeeper discovery and registration protocol.
Hypertext Transfer Protocol (HTTP) This protocol enables web browsing.

Internet Control Message Protocol (ICMP) ICMP ping is used to determine if there is connectivity to an IP address across
the network.

ICMP Error Ping error codes.

Internet Locator Service (ILS) ILS is used in Microsoft NetMeeting.

Media Gateway Control Protocol (MGCP) MGCP controls media gateways from controllers and call agent.

Network Basic Input/Output System (NetBIOS) NetBIOS is used for Windows print sharing.

Point-to-Point Tunneling Protocol (PPTP) PPTP was the first VPN protocol supported by Microsoft dial-up networking.
Remote Shell (RSH) RSH is the UNIX utility to remotely execute commands.

Real Time Streaming Protocol (RTSP) RTSP is the IETF protocol for streaming media such as video on a network.
Session Initialization Protocol (SIP) SIP is the IETF protocol for voice over IP (VoIP).

Skinny Call Control Protocol (SCCP) SCCP is the voice communication protocol between Cisco CallManager and VolP
phones.

Simple Network Management Protocol (SNMP) SNMP is used for network monitoring and management by reading and
writing to Message Information Blocks (MIBs).

SQLNET This is the SQL*NET protocol for Oracle database.

Sun Remote Procedure Call (SunRPC) This is the Sun client/server protocol for distributed computing. Network File
System (NFS) also uses this protocol.



® Trivial File Transfer Protocol (TFTP) TFTP is the protocol to transfer a file accross a network or boot a network device.

® X Display Manager Control Protocol (XDMCP) This is the protocol for communication between a display manager and X
server.

e prcy | NEXT B
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HTTP Inspection Engine

HTTP or web traffic is one of the most popular types of traffic on networks today. ASA includes the ability to inspect HTTP traffic
flows to detect possible network attacks. You can initiate the process to configure the inspection of an HTTP traffic flow under the Service
Policy Rules section. This process to initiate the creation of a traffic flow for HTTP 'nspegl’gn( is similar to the process to define a traffic flow
with Service Policy Rules for IPS inspection as described in the "Intrusion Prevention Servicd" section earlier in this chapter. The
configuration to inspect a certain HTTP traffic flow results in a class-map and policymap statement, similar to the CLI output for the IPS
Service Policy Rule configuration.

The HTTP inspection engine allows the ASA to mitigate potential network attacks that are tunneled over TCP port 80, the HTTP port. The
HTTP inspection engine also verifies that the network traffic is RFC-compliant and not a series of malformed or handcrafted packets
designed to potentially launch a network attack. URL length is also inspected to help detect any handcrafted large URLSs that can be
designed to create a network attack.

ASDM features an easy-to-use wizard to walk you through the Service Policy Rule definition process. You can configure HTTP inspection
globally for all traffic through the ASA, or you can configure protocol inspection for a single interface. In the Add Service Policy Rule
Wizard, as shown in , you can configure a rule to be global, which applies to all interfaces on the ASA.

Figure 3-14. Global Rule to Inspect HTTP
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ion of what traffic or ports will be inspected displays an example of how to select the inspection of

is_specifica
TCP packets, and configures the HTTP/web service to inspect HTTP/WWW, or TCP port 80.

Figure 3-15. Inspect TCP
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Figure 3-16. Inspect HTTP/Web Service
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éle_im‘tep in the wizard enables you to configure protocol inspection. HTTP inspection can be selected for inspection, as shown in
igure 3-17

Figure 3-17. Select HTTP for Protocol Inspection
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Several DDoS attacks send only part of the TCP handshake to initiate but never complete a TCP connection. This DDoS attack can
result in a large TCP connection table that can consume resources that would otherwise go to servicing legitimate network traffic. The ASA
supports the ability to configure a threshold for the maximum number of embryonic, or developing, connections that are allowed at one
time by the appliance. Maximum connection parameters can provide protection against DDoS attacks on the ASA. The Maximum TCP and
User Datagram Protocol (UDP) Connections field allows the ASA to configure a threshold of how many connections are active through the
appliance at one time. The Maximum Embryonic Connections field controls the size of the internal state table for TCP connections.

The Randomize Sequence Number feature allows the ASA to create random, nonpredictable sequence numbers for TCP connections.
The ability to randomize sequence numbers creates an additional layer of abstraction and protection against network attackers who
endeavor to predict sequence numbers and masquerade as legitimate network connections. The Randomize Sequence Number feature is
on by default.

As mentioned in the previous chapters, the DDoS Guard is typically deployed upstream close to the protected zone or servers. The ASA
and DDoS Guard can provide a layered defense against DoS and DDoS attacks. Max Embryonic Connections and Randomize Sequence
Number protection on the ASA can be the first line of defense, and the DDoS Guard can be second line of defense against the network
attack.

A TCP Map is used to configure the customized inspection and protection for TCP connections. A TCP Map can be configured as part of
the HTTP inspection to provide TCP and HTTP protection for web traffic. A TCP Map can also be configured separately and independent
of HTTP inspection.

TCP Map

Cisco ASA features the ability to tailor how TCP connections should be policed and normalized. TCP maps dictate how TCP sessions



should be managed for a specific traffic flow. You can configure TCP maps as part of application protocol inspection, as evidenced by the
ability to create a TCP map while defining protocol inspection for HTTP.

To create a new TCP map that can be used as part of HTTP protocol inspection, select the connection settings and the Use TCP Map
option under TCP Normalization as shown in figure 3-1§. You can use TCP maps to police the behavior of a connection to reduce
vulnerabilities and to minimize the chance of a network attack through the specified TCP connection.

Figure 3-18. Use TCP Map
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TCP normalization is the process of inspecting TCP flows for traffic that may not be normal and could possibly be used to implement a
network attack. TCP maps determine what part of the TCP flow will be inspected to identify fields in TCP packets that may not be normal
or standard.

displays an example of TCP Map configuration options.

Figure 3-19. TCP Map Options
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HTTP Map

displays an example of selecting protocol inspection for HTTP and the location to configure or select a customized HTTP
map. An HTTP map is used to define the parameters of the inspection for HTTP. Multiple HTTP maps are allowed in order to have
different HTTP normalization and enforcement rules for different traffic flows on different interfaces.

Figure 3-20. Configure HTTP Map
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An HTTP map can be configured to allow customized or specific processing for an HTTP protocol violation. displays an
example of how to select an HTTP Map and the location of how to initiate the customization process for an HTTP map.

Figure 3-21. Select HTTP Map
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An HTTP connection can be allowed, reset, or dropped, depending on conformance to the RFC standard. A syslog can also be generated
for an HTTP connection that triggers the defined condition. ASDM can reset any HTTP connection that does not conform to the HTTP
protocol. This stance to reset an HTTP connection in an HTTP Map enables the ASA to be sel ing by automatically resetting the
nonconforming or suspect HTTP connection that could be used for a potential network attack. ‘Fijgsure 3—22 displays an example of the
customizable options under the basic view of an HTTP Map and the basic protocol violation parameters in an HTTP map.

Figure 3-22. HTTP Map Protocol Violation Customization
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The advanced view of an HTTP Map allows additiona
types in an HTTP connection. For example,
MP3 download through an HTTP connection.

ustomization features, including the ability to restrict certain content or application
displays an example of how an HTTP Map can be customized to prevent or block

Figure 3-23. HTTP Content Type Inspection
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provides an example of a configured service policy rule to inspect TCP and HTTP traffic and references the corresponding
TCP and HTTP maps.

Figure 3-24. Service Policy Rule for TCP and HTTP Protocol Inspection
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Configuring Content Security and Control Security

The partnership between Cisco Systems and Trend Micro has enabled the creation of the Content Security and Control Security Module
for the ASA product line. This Content Security and Control Security Service Module (CSC-SSM) implements many of the advanced virus,
phishing, spam, and spyware control functions on the ASA platform. The functions that are implemented on the CSC-SSM Module include
the following:

® Antivirus

e Antiphishing

L Antispam

® Antispyware

® URL filtering/blocking
® Content filtering

® rile blocking

The base CSC-SSM license contains support for the antivirus, antispyware, and fileblocking features. An additional plus license is required
to enable the antiphishing, antispam, URL filtering/blocking, and content filtering features. You can implement these base and plus
functions on the following network protocol types that are supported by the CSC-SSM module:

® pop3
® svTP
® HTTP

® rp

The CSC-SSM module can be managed with ASDM, The CSC-SSM module management through ASDM uses the IP address, username,
and password for the CSC-SSM module. displays the Trend Micro Content Security icon in ASDM and the initial logon to the
Content Security SSM. In addition to ASDM management, the CSC-SSM modules can also be centrally managed by Trend Micro's Trend
Micro Control Manager (TMCM) centralized management product.

Figure 3-25. Content Security Ilcon and CSC-SSM Logon in ASDM

iView full size imaqei
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The main Content Security tab on the ASDM homepage features a near real-time update of the security threats that have been
detected by the Content Security module. These security threats are divided into the following categories:

® virus
® Spyware
® URL filtered/blocked

® Spam

displays the graphs in ASDM for virus detection. Similar threat graphs are also available for spyware detection, spam

detection, and URL filtering/blocking protection. The threat graphs can be accessed from the Monitoring area in ASDM by selecting the
Threat option under the Trend Micro Content Security icon.

Figure 3-26. Threat Graphs
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The CSC-SSM configuration process to send network traffic from the ASA chassis to the CSC-SSM is similar to that ri other features in
ASA. including the IPS-SSM module. CSCSSM, like IPS-SSM, uses the service policy rules described earlier in the “|ntrusion Prevention
“ and "Protocol Inspection” sections of this chapter to specify what network traffic should be sent from the ASA chassis to the
CSC-SSM module. The user can initiate configuration of the CSC-SSM module by selecting Configuration from the top of the ASDM GUI
and then selecting the Trend Micro Content Security option from the left side of the ASDM GUI. Selecting the Configuration option for
Trend Micro Content Security will result in the display of the items that can be configured on the CSC-SSM module including Content
Security and Control Services Module (CSC-SSM) setup, web (URL filtering/blocking), mail (scanning, content filtering, antispam), file
transfers (scanning, blocking), and updates.




Content Security and Control Services Module (CSC-SSM) Setup

CSC Setup options include the following:

Activation/license

IP configuration

Host/notification settings
Management access host/networks
Password

Setup Wizard

The CSC-SSM Setup Wizard walks the user through each of the CSC-SSM setup steps. displays CSC Setup options in the
GUI and the launch point for the Setup Wizard screen of the CSC-SSM Setup Wizard.

Figure 3-27. CSC-SSM Setup Wizard
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Web

The CSC-SSM module features the following web or HTTP functions:

® URL blocking (antiphishing and antispyware)
® URL filtering
® LTTP/web scanning

® rile blocking

The configuration of these web features requires ASDM to launch the integrated Trend Micro InterScan for Cisco CSC-SSM management.

Trend Micro InterScan requjres an additional password to be entered to log on. displa
CSC-SSM, and Eigure 3-29 provides the resulting logon screen to Trend Micro InterScan
Micro InterScan, which can be displayed after logon to Trend Micro InterScan from ASDM.

the web options in ASDM for
displays the Summary page in Trend

Figure 3-28. Trend Micro Content Security Options
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Figure 3-29. Log on to Trend Micro InterScan for Cisco CSC-SSM
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Figure 3-30. Trend Micro InterScan Summary

lyiew full size imagel




» Ml EHTE)
W m;-::;a.m:. ;
Wk [HTTR)

Fis Transies FTR)
Upate

|.I:1l

B ‘li.'rlrlfl.rm

Ease Lkrssno Expiratics Nobior
ﬂ Vair ewdlkishian perekd ssded &n 88/ T8 B, Haig nfr

Flos Lisesse Expiratios Motice

B Your swshuation perid seded sn 81710 00, Marg i

Btatus | Mel gaeTE) mad (Fora) wak (1e1ry [ e Treeler (rIP)

5 Producienreiiss Trasd Micr dvin-Boen far Shrde GG SN 44 (Badd@ 1243 )

= LICamEm Wasn Liamie wajiind wn D0 S0 o0

Phas Licasas doprid ss G300 DI

URL Blocking

URL Blocking allows a specific URL to be blocked, thus preventing a user from accessing a specific website or webpage. ASDM,
through the launch of the integrated Trend Micro InterScan Device Manager, allows the URL blocking feature to be configured including
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blocking on wildcards and the ability to always allow a specific list of URLSs.

displays the location to select web URL blocking configuration and the resulting configuration options that are displayed in
Trend Micro InterScan.

Figure 3-31. URL Blocking in Trend Micro InterScan
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Phishing is a type of malware with which an e-mail is sent to an unsuspecting user with a link to a fake website. These phishing e-mails
can attempt to trick the user to log on to what appears to be a valid banking or e-commerce site. However, what the user is really logging
on to is a fake website, and the attacker's purpose is the gathering of the user's account information.

Trend Micro collects and maintains a list of these phishing or fake websites. The CSC-SSM module can block the HTTP connection and
protect the user from accessing one of these known phishing websites. Trend Micro also collects a list of known websites that harbor
spyware. Network attackers often plant spyware on more vulnerable websites and attempt to download spyware to unsuspecting users that
frequent these websites. The CSC-SSM module also features the ability to block URL access to prevent users from accessing one of
these known websites that are rife with spyware.

jgure 3-32 provides an example of how antiphishing and antispyware can be enabled for URL inspection through the ASA CSC-SSM.
Figure 3-32 also displays how you can identify a specific phishing site and update Trend Micro's phishing sites list.

Figure 3-32. Antiphishing and Antispyware
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URL Filtering

CSC-SSM supports the use of predefined types of websites that can be filtered, including entertainment, gambling, job search, and
so on. The websites within these categories are updated and maintained through Trend Micro. These categories of websites can also be
filtered based upon the time of day to permit certain sites during leisure time but not during standard work hours.

Scanning

Scanning enables the CSC-SSM module to scan HTTP traffic, including that for web mail, and to detect and remove certain viruses or
spyware that could be used to implement a network attack. CSC-SSM also features the ability to clean an infected file or to delete the
infected file before it is transported to the user over the scanned HTTP or web connection.

File Blocking

File blocking enables certain file types or file extensions to be blocked so they are not transported over an HTTP or web download



connection. File types that can be blocked include MP3, JPG, EXE, java, and Microsoft Office applications.

Mail

CSC-SSM can provide protection for the POP3 and SMTP mail protocols. The CSC-SSM module supports the following mail security
functions for incoming and outgoing POP3 and SMTP network traffic:

® Scanning
® Spam protection

® Content filtering

Scanning

Scanning allows incoming and outgoing e-mail to be scanned for viruses, spyware, and other malware. Infected attachments can be either
cleaned or deleted before they are delivered to the user.

displays an example of configuring virus and other malware scanning for incoming SMTP mail.

Figure 3-33. Scanning Configuration for Incoming SMTP Mail
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Antispam

The Mail configuration option in Trend Micro InterScan for CSC-SSM also contains the ability to protect e-mail users from spam. Spam
messages can contain a potential network threat, in addition to being a nuisance. The antispam capability in ASA CSC-SSM can both
reduce the exposure to spam-based network attacks and increase productivity by reducing spam to users of a network.

The antispam capability enables the administrator to define spam threshold buckets of high, medium, or low. The easy-to-use

configuration of Antispam through the integration of ASDM
e-mail sources or block specific e-mail sources/spammers.

nd Trend

Micro InterScan also enables the administrator to permit specific

Figure 3-34 displays the Antispam configuration options of ASA CSC-SSM.

Figure 3-34. Antispam Configuration
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Content Filtering

The CSC-SSM module can filter mail based upon the type of content in the e-mail. For example, mail that exceeds a certain size can be
filtered. Mail with a certain filename on an attachment or_an attachment of a certain file type, like MP3, JPG, or EXE, can also be filtered
or removed from an e-mail before delivery to the user. displays an example of the content filtering options.

Figure 3-35. Content Filtering Configuration
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File Transfer

CSC-SSM provides protection for file transfers using FTP. CSC-SSM allows both the scanning of FTP network traffic for viruses and other
malware and the blocking of file transfers based upon file types. File types that can be blocked include MP3, JPG, EXE, Java, and
Microsoft Office file extensions. The file transfer, or FTP, scanning, and blocking configuration options are very similar to the web scanning
and file blocking features described in the "web" section for CSC-SSM in this chapter.
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Summary

The Cisco ASA product line offers an extensive list of security features in a single appliance, including firewall, antispoofing, protocol
inspection, VPN, IPS, content security, and control security. IPS, content security, and control security are implemented as a hardware
security services module (AIP-SSM and CSC-SSM). The CSC-SSM module implements advanced security functions, including antivirus,
antispam, antiphishing, URL filtering and blocking, and file transfer scanning and blocking. The extensible architecture of the ASA
product line, combined with the partnership with Trend Micro on the Content Security and Control Security Service Module (CSC-SSM),
enable the ASA product to be the platform for future security innovations.

The different footprint, capacity, and price points of the ASA product line enable the ASA to be used in both remote branches and the
data center. ASA features an easy-to-use device manager, ASDM, that allows new users to get up-to-speed quickly on configuring the
ASA. ASA is also centrally managed by the Cisco Security Manager, which enables hundreds of ASA appliances to be managed with
thousands of routers for a single view of security configuration, integration, and enforcement between these two platforms. The Cisco
Security Manager can also centrally manage the IPS signature configuration on the ASA AIP-SSM module along with other Cisco IPS
devices.
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Chapter 4. Cisco Incident Control Service

Cisco and Trend Micro have partnered to create several security components. One component of the partnership is the antivirus
signatures in Cisco Intrusion Prevention System (IPS) products. Another component of the partnership is the Content Security and
Control Security Services Module for the Adaptive Security Appliance (ASA) as discussed in , "Cisco Adaptive Security
Appliance Overview." A third component of the partnership is the automatic download of access lists and new incident signatures for
attacks such as worms and viruses from Trend Micro to Cisco router, ASA, and IPS devices. The download of access lists and
signatures for new security incidents from Trend Micro helps to enable Cisco networks to be self-defending against new network attacks.
Cisco Incident Control Service (Cisco ICS) manages the worm and virus access list and signature download service from Trend Micro.

Cisco ICS enables the automatic or manual download of access lists and IPS signatures to security devices. The download of access
lists from Trend Micro can enable a new attack to be identified and stopped or slowed in less than one hour. Trend Micro maintains a
database of new attacks, such as worms. Trend Micro, through the Cisco ICS and the service with Trend Micro, attempts to define an
access list that will stop the new network worm within one hour of the discovery of the worm. This access list provides the broad
protection against the worm, while Trend Micro creates a specific, custom signature to stop the worm. Trend Micro attempts to define a
custom signature to stop the incident within several hours of identifying the incident or worm. This signature can also be either
automatically or manually downloaded to the IPS device to stop the newly identified network incident.

discusses the ASA appliance with support for IPS signatures, access lists, and antivirus protection. Cisco ICS, with the update
service from Trend Micro, provides an extra layer of protection in the self-defending network by deploying or recommending access lists
and IPS signatures when a new network outbreak such as a worm is identified. In addition to using TrendLabs to identify a new network
attack, Cisco ICS also is a product in the self-defending network that focuses on worm mitigation.

Note

In this chapter, as with many other chapters in this book, some of the text and figures were created while the
Cisco ICS product was being developed in order to get this book to you as soon as possible once the products are
released. You may see some minor differences in the graphical user interface (GUI) and functionality between the
figures in this chapter and the released products. GUIs also often change between different released versions of the
product, so you may also see some differences between the text and figures in this book and products released after
this book's publication date.

This chapter describes the role of Cisco ICS in controlling network incidents and explains the different options, including outbreak
prevention access control lists (OPACLSs), outbreak prevention signatures (OPSigs), outbreak prevention reports, and logs.
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Implementing Outbreak Management with Cisco ICS

Cisco ICS is a centralized management product from Cisco that manages the automated IPS signature update service with Trend Micro
for new security incidents. Cisco ICS can deploy a broad access control lists (ACLSs) to stop the spread of a newly identified infection
through the network. These ACLs are known as OPACLs.

After analysis of the new network incident by Trend Micro, Cisco ICS can also deploy a specific signature to mitigate a new network
infection outbreak such as a worm. These signatures are known as OPSigs. OPSigs can be deployed to 10S routers with IPS signatures
and other Cisco IPS systems.

The first step in the ICS system is the identification of a new network threat. After a network threat is identified, Trend Micro will post on its
website the information required to mitigate or reduce the impact of the network attack. The typical list of events that transpires to control
the network incident includes the following items:

1. Trend Micro's TrendLabs identifies a new network threat or attack.

2. Trend Micro's TrendLabs creates an outbreak management task file. This outbreak management task file contains a broad
OPACL that will prevent the outbreak from spreading throughout the network.

3. Cisco ICS can automatically download this outbreak management task file for the new network threat.

4. The OPACL in the task file can be either automatically deployed or manually deployed after human intervention. There is also
an exception list that will prevent Cisco ICS from applying an ACL for a specific port for common network traffic, such as HTTP
(TCP Port 80).

5. TrendLabs releases an OPSig to enable IPS devices to detect the new network threat. Typically the OPSig is released within a
few hours of the release of the outbreak management task file with the OPACL.

6. Cisco ICS downloads the OPSig, either automatically or manually.
7. The original OPACL expires after the download of the OPSig.
8. Cisco ICS uses IPS events to determine if a host is sending network traffic that is considered to be a network threat and could

possibly be infected. If a host is determined to be infected, the infected host is added to the watch list in Cisco ICS.

Cisco ICS is a Windows server application, and the client GUI is a web browser. Internet Explorer is required as the web browser since
ActiveX is used as part of the client GUI. The logon screen for the Cisco ICS is displayed in

Figure 4-1. Cisco ICS Logon
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Outbreak Management Summary

The Cisco ICS summary page shown in provides a summary of the tasks to manage a network outbreak. The Outbreak
Management Summary page is divided into the following areas:

® Active Outbreak Management Tasks
® Automatic Outbreak Management Tasks
® opACL

® Opsigs

Figure 4-2. Cisco ICS Summary Page
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Any new outbreak management tasks are

ghlighted at the top of the Active Outbreak Management Tasks. The location to select a new
outbreak management task is displayed in ‘.

Figure 4-3. Selecting a New Outbreak Management Task
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Selecting a new outbreak management t;
management task selected, as shown in

in the display of network threats with the new threat or corresponding outbreak
_i ure 4-4.

Figure 4-4. Selecting Name of Threat
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Information and Statistics on Network Threats from Trend Micro

Each threat name contains a link to information about that threat from Trend Micr provides an overview of the network
threat from Trend Micro. The network threat information is displayed by selecting the name of the threat or incident.

Figure 4-5. Overview of Threat
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The overview can also contain a behavior diagram of the network threat. A behavior diagram can contain actions, implications, and
countermeasures for the network threat. M provides an example of a behavior diagram from Trend Micro.

Figure 4-6. Behavior Diagram of Threat
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The security information about the threat from Trend Micro can also contain technical details of the network threa shows a
technical details sample.

Figure 4-7. Technical Details of Threat
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Statistics of the threat are also provided in the security information from Trend Micro. Info
by the network threat and a one-day trend of how many computers are infected by the threaj
These statistics tend to be global and based upon aggregate information from Trend Micro. |
a network threat.

Figure 4-8. Statistics of Threat
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New Outbreak Management Task

Selecting Next from the New Outbreak Management Task list i displays information about the recommended OPACL
deployment to stop the network attack. OPACL information includes the time or end date at which the OPACL should expire, the ability to

configure a custom OPACL, and the abilit i
igure 4-4.

outbreak management task is provided in

he OPACL configuration. An example of a display of this OPACL information for a new

Figure 4-9. OPACL Information for Threat
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The next step in setting up a new outbreak management task is defining the target devices that will receive the OPACL. The wizard, by

default, will select a default set of devices with an option to change the set of target devices. An example of the target device configuration
for the OPACL is provided in .

Figure 4-10. Select Target Device for OPACL

lVieW full size image|
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Selecting the target devices and then clicking Finish will result in the running of a new outbreak management tas displays an

example of a summary that indicates that a New Outbreak Management Task is now running.

Figure 4-11. New Outbreak Management Task Running
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The network threat that was identified in the New Outbreak Management Task list should now be listed in the Outbreak Management
Task List. Information for each network threat in the Outbreak Management Task List includes the following:

® Task name

® osts in watch list

® |nitiated date/time

® OPACL end date/time

® Action to stop task

You can stop an outbreak management task by clicking the Stop button in the Action column, as shown in .

Figure 4-12. Stop Management Task
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Cisco ICS features the ability to recommend an OPACL or to automatically deploy an OPACL in the event of a detected network threat.
Cisco ICS enables the automatic deployment option to be configured by type of alert. These alerts can be divided into two classes: red and
yellow. Red alerts are more mission-critical, whereas yellow alerts are less impactful.

displays how the task automation default status per red and yellow alert class is shown to the user.

Figure 4-13. Automated Outbreak Management Alert Level
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Outbreak Settings

Specific parameters for outbreak settings include the following:

® Automatically stop OPACL when OPSig has been deployed

® Automatically overwrite OPACL settings for new OPACL

® Enable automated outbreak management task for red and yellow alerts
® E£nd OPACL after a specific number of days

® Default target devices for OPACL deployment

provides an example of the configurable outbreak settings for automated task deployment.

Figure 4-14. Automatic Outbreak Management Tasks Outbreak Settings
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Displaying Outbreak Reports

The Outbreak Management tab provides a drop-down link to outbreak reports, as shown in .

Figure 4-15. Select Outbreak Reports
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The selection of the incident or worm from the Outbreak Management Task from this list will display the outbreak report for that outbreak
management task. Information in outbreak reports includes the following:

® Executive summary

® |nitiated date and time



® OPACL end date and time
® OPACL mode

® Threat name

® Alert type

® Threat information

® Risk index graph

® Hosts on watch list

® |nfected hosts

® |ps virus incident status
® opACL matching status
® Accumulated log incident
® OPACL status

® Service component status

An example of the beginning of an outbreak report is provided in .

Figure 4-16. Sample of Outbreak Report
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Cisco ICS includes configurable settings to manage the self-defending characteristics of the network to contain a network incident. To

F outbreak settings that are a part of Cisco ICS, select Outbreak Settings from the Outbreak Management list, as shown in
Eigure 4-17. Components of outbreak settings include the following:

OPACL Settings Use for blocking or logging

Exception List Define ports that will not receive OPACLs

Report Settings Define how automatic reports are generated

Watch List Settings Indicate which hosts or networks will be watched for attack

Automatic Outbreak Management Task Define whether OPACLs and OPSigs will be automatically deployed for alert classes

Figure 4-17. Outbreak Global Settings
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The following sections describe the outbreak settings in more detail.

OPACL Settings

The primary purpose of OPACL Settings is configuration of Cisco ICS in blocking or logging mode for OPACLs. Blocking mode will enable
Cisco ICS to deploy the OPACL to the network device in order to automatically block the spread of the infection through the network.

Logging mode will notify the operator of what OPACL should be applied, but will leave the actual configuration a
OPACL to the network operator. An example of how to configure OPACL for blocking or logging is provided in

Figure 4-18. OPACL Settings

l‘\/iew full size imaqei
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Exception List

The Exception List provides a mechanism to exclude service fields or ports from OPACL deployment. Cisco ICS provides a default list of
commonly used ports, for example HTTP (80), to be excluded from OPACL deployment. Cisco ICS also provides a way to exclude a port
range or both TCP and User Datagram Protocol (UDP) parts. The ability to exclude Internet Control Message Protocol (ICMP), or ping, is
also provided. An example of how to exclude ports from OPACL deployment is provided in Eigure 4-19.

Figure 4-19. Exception List
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Report Settings
As indicated in , Report Settings provides a mechanism to configure the automatic generation or reports and the frequency of

report generation.

Figure 4-20. Report Settings
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Watch List Settings

The watch list is intended to indicate which hosts in the network may have been infected by a network attac shows that you

can configure the watch list for an IP address or a range of IP addresses. Cisco ICS will use the IPS signatures to determine if a host is

sending network traffic that could be due to an infection and will add this host to the watch list.

Figure 4-21. Watch List

lView full size image|
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The Outbreak Settings link under Outbreak Management provides a way to access the Automatic Outbreak Management Task
configuration. This Automatic Outbreak Management Task configuration specifies whether yellow and red alerts can receive automatic
OPACL and OPSig deployment by Cisco ICS or if an operations person must manually review and deploy the OPACLs and OPSigs. The

Automatic Outbrea
displayed earlier in

vianadge
Figure 4-1.

ment Task configuration is identical to Automatic Outbreak Management Task configuration that was

NEXT W



Displaying Devices

The Devices drop-down list provides a way to display the list of devices that are mana

also provides a mechanism to add a device to the list of devices under management.
view the device list and to add a device.

Figure 4-22. Devices
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The following sections describe the Device List and Add Device options.
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Device List

The Device List contains a list of devices that will be managed by Cisco ICS. These devices in the list can receive OPACLs and OPSigs
and can be self-defending against a network incident. An example of a Device List is shown in .

Figure 4-23. Device List
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Add Device

The Add Device function enables a Cisco IPS, router, or switch to be added to the Cisco ICS server. There is also an Add Device link
from the Device List in addition to the link from the main Device tab. Figure 4-24 displays the parameters related to how to add a device to
the Cisco ICS server.




Figure 4-24. Add Device
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Viewing Logs

Cisco ICS provides a variety of log functions including the following:

® |ncident Log Query
® Fyent Log Query
® Outbreak Log Query

® | og Maintenance

An example of the log functions from the Logs drop-down list is provided in .

Figure 4-25. Logs
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The following sections describe each log function in more detail.

Incident Log Query

The Incident Log Query function provides a way to display the logs from IPS Virus Detection or an OPACL Matching during a specific
range of dates. displays an example of the configuration parameters for an Incident Log Query.

Figure 4-26. Incident Log Query
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Event Log Query



The logs in Cisco ICS can be queried based upon event type and date range. An example of the types of event logs includes the
following:

L] System Events

® Outbreak Events

® Server Update Events

® Deployment Events

® Connection Status Event

® ost Event

provides a sample of the result from an Event Log Query.

Figure 4-27. Event Logs
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Outbreak Log Query

The Outbreak Log Query provides a way to display all logs that relate to a certain outbreak management task, as shown in .

Outbreak log query can be considered a subset of the event log query.

Figure 4-28. Outbreak Log Query
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Log Maintenance

Log Maintenance provides a way to manually purge logs of certain types of to define ]

Cisco ICS. Logs can also be exported in commaseparated value (CSV) format. Eigure 4-2

under Log Maintenance.

me periods to automatically purge logs from
displays some of the options to purge logs



Figure 4-29. Log Maintenance
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Note

Cisco ICS also features Update and Global Setting tabs in the main GUI. This chapter does not focus on the update
global setting feature because this tends to be more generic and related to product maintenance and less specific to the
self-defending characteristics of the Cisco ICS product.
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Summary

NEXT B

The Cisco ICS is created by the partnership between Cisco and Trend Micro. Cisco ICS provides an additional layer of self-defense that

can contain network incidents with a focus on preventing networkwide virus and worm outbreaks. Cisco ICS works in concert with a

subscription service from Trend Micro where Trend Micro monitors and identifies new network threats. Trend Micro first creates a broad

access list, or OPACL, to stop the network outbreak. Trend Micro further investigates the new network threat and then creates an IPS

signature, or OPSig, as a very specific mechanism to stop the outbreak or worm.

Cisco ICS can deploy OPACLs and OPSigs either automatically, without user intervention, or manually, with user approval. OPACLs and

OPSigs can also be applied automatically or manually, based upon classes of events, as
Cisco ICS complements the base level of access lists and IPS protection as described in

designa

d by the red and yellow alert levels.
. In addition to the ASA platform,

Cisco ICS can also apply OPACLs to routers and switches and OPSigs to IPS devices, including routers, appliances, and Catalyst

6500/7600 IPS service modules.

MNEXT B
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Chapter 5. Demystifying 802.1x

802.1x is a public standard that defines port-based user authentication. 802.1x is also a mechanism for user identity and authentication
over both wired and wireless network infrastructures. 802.1x is considered by many to be fairly complex, with several Extensible
Authorization Protocol (EAP) types that define how authentication is implemented on the network. This chapter attempts to demystify
802.1x, provide an overview of Cisco Identity-Based Networking Services (IBNS) and machine authentication, and discuss how 802.1x
can complement Network Admission Control (NAC). In this chapter, you also learn the basics of some of the most popular EAP types
and how 802.1x can participate in an EzZVPN network for telecommuting and remote branch offices.
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Fundamentals of 802.1x

The IEEE 802.1x standard is designed to provide port-based user authentication onto a network. Prior to the 802.1x standard, many
mechanisms existed to determine if a user was authorized to join the network. However, these mechanisms were often proprietary and
typically were often independent of the port or entrance point in to the network. The ability to define port or link-layer authentication to the
network allows the ability to assign a user or group of users network access policy attributes including virtual LAN (VLAN) and access
control lists (ACLs) when the user authenticates and logs on to the network. IEEE 802.1x provides a standard mechanism for port or
link-level user authentication and works in concert with traditional port-level security.

An example of traditional port-level security is the ability to specify what MAC addresses, or layer 2 addresses, are allowed through a
particular Catalyst LAN switch port. In addition to user-based authentication, IEEE 802.1x can also support device-based authentication to
authenticate a device name to a certificate authority or to a Windows Active Directory system prior to user authentication. The IEEE 802.1x
standard was designed to provide an open, secure, and scalable mechanism for port-based or link-layer user authentication.

802.1x comprises the following three major components:

® Authentication server The authentication server is an 802.1x server and often contains other user authentication services like
Remote Authentication Dial-In User Service (RADIUS). The authentication server often provides user authentication services
for both 802.1x and other access methods like remote access IPSec VPNs. Cisco Secure Access Control Server (ACS) is an
example of an authentication server.

® Authenticator The authentication client, or authenticator, is the network component that receives the initial request for
port-based user authentication. The authenticator is typically a switch or wireless access-point.

® sy pplicant The supplicant resides on the end-device, like a laptop, desktop computer, or PDA. Some end-device platforms,
including the pervasive Microsoft XP, contain a native 802.1x supplicant. Full-featured 802.1x supplicants can also be
purchased from third parties for Windows and other platforms, including Linux and MacOS.

IEEE 802.1x defines a PPP connection between the end-device supplicant (for example, PC) and authenticator (for example, Catalyst LAN
switch). IEEE 802.1x allows EAP messages to be transported between the supplicant and the authentication server. Communication
between the authenticator and authentication server (for example, Cisco Access Control Server [ACS]) is performed with the RADIUS
protocol. displays an example of the 802.1x components in a network.

Figure 5-1. 802.1x Network
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Introducing Cisco Identity-Based Networking Services

Cisco Identity-Based Networking Services (IBNS) is the product suite that implements 802.1x identity-based networking on Cisco
networks. Cisco IBNS implements the capabilities defined in the IEEE 802.1x standard, which acts as a foundation for identity-based
networking. For example, a Cisco switch can be an authenticator, and a Cisco ACS can be an authentication server in an IBNS/802.1x
Cisco network.

IBNS also adds a layer of additional functionality that is not contained in the IEEE 802.1x standard. Cisco IBNS networks allow a user to
be placed in a specific VLAN and apply specific ACLs after 802.1x port-based user authentication. Cisco IBNS also implements the
advanced functionality including the Wake-on-LAN (WoL), Guest VLAN, and MAC authentication bypass features. WolL enables a
remote server within the trusted network to reboot or initiate a connection to a remote 802.1x client that is not currently connected to the
LAN in order to remotely install software updates. Guest VLAN allows unknown users to be placed into a Guest VLAN with restricted
network permissions. MAC authentication bypass features allow devices that do not have an 802.1x supplicant (for example printers) to
be granted or denied network access based upon MAC address.

Prior to IBNS with 802.1x, Cisco offered a proprietary identity management solution. This proprietary solution leveraged VLAN
Management Policy Server (VMPS) as a VLAN distribution and assignment mechanism with the User Registration Tool (URT) for
management. The introduction of the open 802.1x standard has enabled Cisco to implement an identity network solution, or IBNS, on the
open 802.1x and RADIUS standards.
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Machine Authentication

802.1x features the ability to authenticate a machine during the system boot of that machine. This machine authentication happens prior
to dynamic IP address assignment and prior to port-based user authentication. Machine-based authentication supports only Windows
machines because the machine name is authenticated against an Active Directory server. Microsoft's support for specific EAP types
enables 802.1x to support machine authentication for multiple EAP types. An overview and details about the variety of EAP types that are
supported in Cisco 802.1x are provided later in this chapter in the "EAP" section.
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802.1. x and NAC

802.1x can use information including the machine name, client-side digital certificate, and username and password to identify and
authenticate a user onto a port in the network. The authentication process can include any of the identity credentials or even a
combination of these credentials. For instance, digital certificates can be used for device authentication, and username and password
can be used for user authentication.

Network Admission Control (NAC) is also a form of authentication and can be considered a superset of the authentication of 802.1x.
NAC can use 802.1x as a base for identity authentication. NAC then extends the authentication process to check the security posture or
other posture credentials to ensure that the device has the latest operating system (OS) service pack (SP), hot-fix, and antivirus updates.
The additional security checks that are performed by NAC are often referred to as a security posture or posture credential check of the
endpoint or device.

NAC also offers the ability to quarantine a machine for remediation. Remediation involves the process of allowing the machine to join a
quarantined part of the network, such as a specific VLAN or quarantine VLAN. NAC can also enable the display of instructions of how to
:_‘ff: fg the required OS SP and antivirus updates to join the network safely and be removed from the guest or quarantine VLAN.
Chapter g, "Implementing Network Admission Control," provides a detailed overview of the NAC framework that is implemented with
routers, switches, and Cisco ACS. The integration between 802.1x and NAC enables the identity and posture credential check to occur in
a single 802.1x transaction. NAC can use 802.1x as a base for identify authentication, but then extend the authentication process to
include other posture credentials such as OS patches and antivirus updates.
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Using EAP Types

EAP is a component of an 802.1x network. EAP is designed to create a mechanism to provide authentication types that leverage existing
authentication, authorization, and accounting (AAA) solutions. EAP messages can be transferred from the 802.1x supplicant to the
authenticator or authentication server. The communication between the authenticator to the authentication server, such as Cisco ACS, is
performed with RADIUS messages. These RADIUS messages are often transported over User Datagram Protocol (UDP). EAP is
defined in RFC 2284, "PPP Extensible Authentication Protocol (EAP)." Examples of EAP types include the following:

® AP MD5EAP MD5 supports one-way authentication, similar to Challenge Handshake Authentication Protocol (CHAP).
CHAP is defined in RFC 1994 and uses a shared secret for authentication. The authenticator can receive an MD5 hash
derived from the shared secret in order to verify the validity of the authentication request.

® tap Transport Layer Security (TLS) EAP TLS uses digital certificates
® | EAP Wireless EAP supports mutual authentication

® protected EAP (PEAP) PEAP was coauthored by Microsoft and Cisco. Microsoft Windows also includes a native PEAP
supplicant. PEAP can also be used for Layer 3 NAC, or NAC with the authentication client on an 10S router. PEAP also
supports both MSCHAPV2 and Generic Token Card (GTC). MSCHAPV2 is Microsoft CHAP version 2 and implements
addition support for changing passwords. Microsoft's Active Directory is an example of a directory that supports the
MSCHAPV2 protocol for authentication. GTC allows authentication to be based upon one-time passwords and logon
passwords and does not require a directory to support MSCHAPV2.

® AP FAST EAP FAST is the EAP type for Layer 2 NAC (authentication client on a Catalyst LAN switch) with 802.1x
(NAC-L2-802.1x). EAP FAST is also good on wireless networks since EAP FAST is tunneled LEAP.

The following sections describe each type of EAP in more detail.

EAP MD5

EAP MDS5 is one of the simplest authentication mechanisms. EAP MD5 uses one-way authentication, which means that only the
supplicant has to provide authentication to the authenticator. In other words, the supplicant is not protected from a rogue authenticator.
EAP MDS5 is not the best choice for wireless LANs because it is a one-way authentication protocol. EAP MD5 uses the MD5 hash that
was originally defined in 1992. Microsoft Windows XP contains a native EAP MD5 802.1x supplicant and uses a password on the
end-user workstation.

EAP TLS

EAP Transport Layer Security (TLS) uses digital certificates for user authentication and key generation. TLS uses both the certificate of
the client and authentication server to implement mutual authentication. EAP TLS verifies that the user possesses an RSA key pair that
is signed in the certificate. EAP TLS generates a unique key per session for each user. EAP TLS is defined in RFC 2716, "PPP EAP TLS
Authentication Protocol."”

LEAP



LEAP is an EAP type designed to authenticate users attempting gain access to a wireless network. LEAP can use Cisco ACS as the
authentication server. LEAP provides a secure wireless connection and promotes a unigque session key for encryption for each user. The
Cisco Aironet Client contains a LEAP supplicant for 802.1x wireless networks.

PEAP

PEAP was designed to provide a more secure or protected form of EAP as an alternative to EAP MD5. PEAP is supported by Microsoft
and provides a protected EAP for authentication on both wireless networks and LANs. PEAP uses digital certificates on the server-side
to provide secure and encrypted authentication. PEAP can use EAP GTC to provide two-factor user authentication with one-time
passwords. PEAP can also use MSCHAPV2 to provide a unique session key without the overhead of a client-side digital certificate
solution.

PEAP is a popular EAP type on 802.1x networks today because it enables a Microsoft machine with an 802.1x supplicant to
authenticate on both wireless and wired (Ethernet LAN) networks. The popularity of PEAP can also be attributed to the fact that
Microsoft XP contains a native PEAP 802.1x supplicant. PEAP MSCHAPV2 in addition to EAP TLS described earlier are two EAP types
that support Windows machine authentication.

EAP FAST

EAP FAST is a technology that can use Cisco ACS as the authentication server. EAP FAST allows the EAP protocol to be transmitted
over a secure, encrypted TLS tunnel. EAP FAST is also highly secure through the use of strong secrets, or Protected Access
Credentials (PAC). Cisco ACS uses a master key to generate these credentials. PACs can be provisioned both in-band and out-of-band
for the authentication process.

In addition to being a strong security solution, EAP FAST can be a higher-performing solution than some of the other EAP protocols
because EAP FAST can use shared secrets rather than more resource-intensive mechanisms, like digital certificates or public key
infrastructure (PKI). EAP FAST can be an attractive candidate for embedded devices with low processor power since it does not have to
process digital certificates. EAP FAST can be used in Layer 2 or LAN switch NAC deployment. EAP FAST can also be used for 802.1x
authentication to both wired and wireless networks.
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VPN and 802.1x

Port-based user authentication is very useful in a remote-access or teleworker environment. The ability for people to work at home after
hours or on weekends can provide a major boost in productivity. However, the ability for people to work from home also has risks because
the home network is typically not controlled by the IT staff of the employer. Due to security risks, the IT staff of the employer would like
only the employee to access the corporate network, and not the PCs or PDA of that employee's spouse or kids. For example, the
employee's daughter takes her laptop to college and downloads MP3s. Unfortunately, in this process she also downloads the latest virus
in addition to the latest tune from her favorite band. She goes home for the weekend to get her laundry done and uses the wireless
network at home to IM with her college friends. In this process, she inadvertently places the virus on the employer's network through the
tunneled connection from the employee's house that first goes through the employer's corporate network prior to the Internet.

802.1x authentication can be used to allow only the employee's laptop to join the VPN connection to the corporate network, while allowing
the college student at home to use the Internet through the home network. An 802.1x authenticator is embedded or included in the home
router as an |OS feature. In this example, the home router receives information from the 802.1x supplicant on the laptop. The home router,
or 802.1x authenticator, sends the authentication request to the authentication server at the corporate network. The authentication server
in many Cisco self-defending networks is the Cisco Secure ACS.

shows an example of a teleworker network with a VPN to the corporate network using 802.1x authentication. I, the

at-home college student can access the Internet through the same home network router that the employee uses to access the corporate
network. She does not risk infection to the corporate network because her network traffic goes directly to the Internet rather than going first
to the corporate network and then to the Internet.

Figure 5-2. Teleworker VPN with 802.1x
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This teleworker network supports the ability for the VPN tunnel to remain active between the home network router and the access router at
the corporate network. The IT staff at the employer's network can define an IP pool for valid employee devices that need to connect to the
corporate network and a separate IP pool for nonemployee machines. The dual IP pool solution has the advantage that the employee
machines can use the corporate DNS server and the nonemployee machines can use the ISP DNS server.
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Summary

802.1x is an IEEE standard that defines how to identify a user and grant a user access to a network. 802.1x is a link layer, or Layer 2,
authorization protocol that defines how a user is granted port-based access to a network. 802.1x is composed of three major
components: supplicant, authenticator, and authentication server. The supplicant resides on the enddevice to identify the user. The
authenticator can exist in a Catalyst LAN switch, wireless access point, or router and forwards authentication requests from the
supplicant device to the authentication server. The authentication server contains knowledge of the authorized users and the network
privileges that should be granted to a user for network access. The Cisco ACS server is an example of an authentication server.

802.1x communication occurs between the supplicant and the authenticator. Communication between the authenticator and
authenticator server is in the form of RADIUS records. EAP types are used to communicate between the supplicant and the
authentication server. Many EAP types exist for different network scenarios, including oneway authentication (supplicant authenticates to
authenticator), two-way authentication (protects supplicant devices against rouge authenticators), support for both wired (Ethernet) and
wireless (WiFi) networks, and support for either passwords or digital certificates.

802.1x is a good base for user authentication. Other functionality can complement 802.1x user authentication. 802.1x also supports
device or machine authentication. Machine authentication uses Microsoft's Active Directory, so machine authentication is only supported
for Microsoft Windows PCs. Cisco IBNS layers additional functionality on to an 802.1x network, including the ability to bypass
authentication based upon MAC address and the WolL feature to activate and reboot an idle computer in order to remotely install
software applications, patches, and updates. NAC can also leverage an 802.1x network to provide additional checks of the security
posture on the authenticating device to ensure that the device has the proper antivirus, service packs, and hotfix updates to safely join
the network. 802.1x is also supported in Cisco's 10S routers and can implement additional security for remote employees and
teleworkers by using 802.1x to allow the employee to safely access the corporate network while allowing other users on the home
network to access the Internet without connecting through the corporate network.
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Chapter 6. Implementing Network Admission
Control

This chapter covers the following topics:

I\letwork admission control overvievsl

® |\1AC Framework benefitsl

I\IAC Framework components]

® bgerational overvieml
® Deployment modeld

Network Admission Control (NAC) is a technology initiative led by Cisco Systems working in collaboration with many leading security
vendors, including antivirus and desktop management. Their focus is the creation of solutions that limit security threats, such as worms
and viruses.

This technology provides a framework using existing Cisco infrastructure to enforce network admission policies on NAC-enabled
endpoint devices, guaranteeing software compliance before network access is granted. If an endpoint device is determined
noncompliant, a variety of admission actions are available to administrators, and how the actions are implemented is at the discretion of
the network administrator. For example, a noncompliant endpoint may be placed in a quarantine area of the network and redirected to a
remediation server to load the necessary software or patches. A naotification is displayed to the user warning that their device is not
compliant or, in the worse case, that they are denied network access entirely.

This chapter describes the Cisco NAC Framework, identifies benefits, describes the solution components and how they interoperate, and
describes common deployment models.
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Network Admission Control Overview

Worms and viruses continue to be disruptive, even though many businesses have significantly invested in antivirus and traditional
security solutions. Not all users stay up to date with the many needed software security patches of antivirus files. Noncompliant
endpoints are frequent and the reasons vary; for example:

® A user might choose to wait and install a new update later because they don't have the time
® A contractor, partner, or guest needs network access; however, the business may not control the endpoint
® The endpoints are not managed

® The business lacks the capability to monitor the endpoints and determine whether they are updated to conform to the
business's security policy

When infected endpoints connect to the network, they unsuspectingly spread their infections to other improperly protected devices.
This has caused businesses to examine how they should implement endpoint compliance enforcement besides user authentication
before granting access to their networks.

Cisco Systems provides two network admission control solution choices:

® NAC Appliance

® NAC Framework

, "Cisco Clean Access," describes NAC Appliance, which was originally marketed as Cisco Clean Access (CCA). NAC
Appliance is a turnkey self-sufficient package that does not rely on third-party products for determining and enforcing software
compliance. This chapter focuses on NAC Framework.

NAC Framework is an integrated solution that enables businesses to leverage many of their existing Cisco network products, along with
many third-party vendor products such as antivirus, security, and identity-based software. Vendor products must be NAC-enabled in
order to communicate with the NAC-enabled network access devices. NAC Framework is extremely flexible because it can enforce more
features available from gther vendors' products. A comparison of customer preferences for choosing the NAC Appliance and NAC
Framework is shown in w.-

Table 6-1. NAC Customer Profile

NAC Framework NAC Appliance
Uses an integrated framework approach, leveraging existing Prefers bundled, out-of-the-box functionality with preinstalled
security solutions from other vendors support for antivirus and Microsoft updates

Complex network environment, leveraging many types of Cisco Heterogeneous network infrastructure
network access products

Longer, phased-in deployment model Rapid deployment model

Can integrate with 802.1x Independent of 802.1x

Source: Cisco Systems, Inc.1
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NAC Framework Benefits

Following are some benefits that can be recognized by businesses that have implemented NAC Framework:

® protects corporate assets Enforces the corporate security software compliance policy for endpoints.

® provides comprehensive span of control  All the access methods that endpoints use to connect to the network are
covered, including campus switching, wireless, router WAN links, IP Security (IPSec), and remote access.

® cControls endpoint admission Validates all endpoints regardless of their operating system, and it doesn't matter which
agents are running. Also provides the ability to exempt certain endpoints from having to be authenticated or checked.

® Offers a multivendor solution NAC is the result of a multivendor collaboration between leading security vendors, including
antivirus, desktop management, and other market leaders. NAC supports multiple security and patch software vendors
through APlIs.

® Leverages existing technologies and standards NAC extends the use of existing communications protocols and security
technologies, such as Extensible Authentication Protocol (EAP), 802.1x, and RADIUS services.

® Leverages existing network and antivirus investments NAC combines existing investments in network infrastructure and
security technology to provide a secure admission control solution.
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NAC Framework Components

The initial release of the Cisco NAC Framework became available in June 2004 and continues to evolve in phases. The functions of the
solution architecture remain consistent; however, as each phase is introduced, more capabilities apd deeper integration are added to the
NAC Framework architecture. To stay up to date with NAC and partner products, refer to the URL .cisco.com/go/nag.

NAC Framework includes the following main components, as shown in :

Figure 6-1. NAC Framework Components
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® Network access devices
® Cisco Policy server
® Optional servers that operate as policy server decision points and audit servers

® Optional management and reporting tools are highly recommended (not shown)

The next sections describe the main components in more detail.

Endpoint Security Application

An endpoint security application is security software that resides on a host computer. Depending on the application, it can provide
host-based intrusion prevention system (HIPS), antivirus scanning, personal firewall, and other host security functions. Cisco Security
Agent is a HIPS example.

NAC partners provide NAC-enabled security applications that use a posture plug-in that communicates their credentials and state with a

posture agent, both residing on the same endpoint. Many endpoint securj jcations provide antivirus capabilities, and some provide

additional identity-based services. For a list of NAC partners, refer to .Nww.cisco.coﬁ and search for "Network Admission Control Current
Participants."

Posture Agent

A posture agent is middleware or broker software that collects security state information from multiple NAC-enabled endpoint
security applications, such as antivirus clients. It communicates the endpoint device's compliance condition. This condition is referred to as
the posture of an endpoint. The posture information is sent to Cisco Secure Access Control Server (ACS) by way of the Cisco network
access device.

The Cisco Trust Agentis Cisco's implementation of the posture agent. Cisco has licensed the trust-agent technology to its NAC partners so
that it can be integrated with their security software client products. The trust agent is free and is also integrated with the Cisco Security
Agent. Cisco Trust Agent can work with Layer 3 Extensible Authentication Protocol over User Datagram Protocol (EAPoUDP), and Cisco
Trust Agent (CTA) version 2 can also work with Layer 2 with Extensible Authentication Protocol over 802.1x (EAP0802.1x) or Extensible
Authentication Protocol over LAN (EAPOLAN).

Network Access Devices

Network access devices that enforce admission control policy include Cisco routers, switches, wireless access points, and security
appliances. These devices demand endpoint security credentials and relay this information to policy servers, where network admission
control decisions are made. Based on customer-defined policy, the network will enforce the appropriate admission control decisionpermit,
deny, quarantine, or restrict. Another term for this device is security policy enforcement point (PEP).

Policy Server

A policy server evaluates the endpoint security information relayed from network access devices (NADs) and determines the appropriate
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admission policy for enforcement. The Cisco Secure ACS, an authentication, authorization, and accounting (AAA) RADIUS server, is the
foundation of the policy server system and is a requirement for NAC. Cisco Secure ACS is where the admission security policy is created
and evaluated to determine the endpoint device's compliance condition or posture.

Optionally, Cisco Secure ACS may work in concert with other policy and audit servers to provide the following additional admission
validations:

® Identity User authentication can be validated with an external directory server and the result is communicated to Cisco Secure
ACS. Examples include Microsoft Active Directory and one-time password (OTP) servers.

® posture Third-party, vendor-specific credentials such as antivirus and spyware can be forwarded using the Host Credential
Authorization Protocol (HCAP) to NACenabled Policy Validation Servers (PVS) for further evaluation. This enables
businesses to leverage existing policies maintained in their PVS to validate and forward the software compliance result
to Cisco Secure ACS, ensuring that a consistent policy is applied across the entire organization.

® Audit Determines the posture for a NAC Agentless Host (NAH), which is a host without the presence of a posture agent such
as Cisco Trust Agent. The Audit server works out of band and performs several functions:

- Collects posture information from an endpoint.

- Acts as a posture validation server to determine compliance of an endpoint and determine the appropriate
compliance result in the form of a posture.

- Communicates the result to Cisco Secure ACS using Generic Authorization Message Exchange (GAME) over an
HTTPS session. GAME uses an extension of Security Assertion Markup Language (SAML), a vendorneutral
language enabling Web services to exchange authentication and authorization information.

The optional validation policy servers communicate the user authentication status or compliance status or both to Cisco Secure ACS,
which makes the final determination as to the admission policy for the endpoint. Policy decision pointis a term used to describe the
function Cisco Secure ACS performs.

Management and Reporting Tools

In addition to the required NAC components, a management system is recommended to manage and monitor the various devices.
Reporting tools are available to operation personnel to identify which endpoints are compliant and, most importantly, which endpoints are
not compliant. Examples include Cisco Security MARS and CiscoWorks Security Information Manager Solution (SIMS).
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Operational Overview

This section describes how NAC determines admission compliance and how it then uses the network to enforce the policy to endpoints.

Network Admission for NAC-enabled Endpoints

This section describes the process in which a noncompliant endpoint device is discovered and is denied full access until it is compliant
with the admission policy. This scenario is shown in .

Figure 6-2. Admission Process for Noncompliant Endpoint

iView full size imaqei
Host Attempting Metwork Access Cisco Policy Partner Policy
Network Access Devices (NAD) Server Servers

(Optional)

@Entuumunl I

(VLAM, ACL, '
(&) cunmaNTINE! U redoch) |
I@mum -
CLAAANTIME
. T
Cisco Trust Agent I I i i
: : Policy Server
- - = Optional
— Kandatary

The following list is a summary of the admission process for a noncompliant endpoint shown in :
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1. An endpoint attempts to access the network.

2. The NAD notifies the policy server (Cisco Secure ACS) that an endpoint is requesting network access.
3. Cisco Secure ACS checks the NAC policy to determine whether the endpoint is compliant.
4. Cisco Secure ACS forwards specific information to other partner policy servers.

a. ldentity information is sent to a directory server for authentication validation.

b. Host credentials are sent to an antivirus policy server for posture determination.

5. Cisco Secure Access uses information from the all-policy servers and decides the endpoints authorization. In this example, the
endpoint is not compliant and is assigned a quarantine posture.

6. Quarantine enforcement actions are sent from Cisco Secure ACS to the NAD servicing the endpoint.
7. NAD enforces admission actions and communicates posture to Posture Agent.
8. Posture Agent notifies the user that the endpoint is quarantined.

The following sections explain each step in more detail.

Endpoint Attempts to Access the Network

In step 1, the admissions process begins when an endpoint attempts to access the network. What triggers the process is dependent upon
the NAD's capabilities and configuration. The NAD initiates posture validation with Cisco Trust Agent using one of the following protocols:

® EAPOUDP

® EAP0802.1x

The protocol used is dependent upon the NAD to which the endpoint connects. Both of these protocols serve as a communication method
between the endpoints using Cisco Trust Agent and the NAD. Cisco Trust Agent gathers credentials from NAC-enabled security
applications such as antivirus.

NAD Notifies Policy Server

In step 2, the NAD notifies the policy server (Cisco Secure ACS) that an endpoint is requesting network access. A protected tunnel is set
up between the policy server and the endpoints posture agent. Once communication is established, the credentials from each of the
posture plug-ins are sent to Cisco Secure ACS.

Cisco Secure ACS Compares Endpoint to NAC Policy



In step 3, Cisco Secure ACS looks at the admission control policy and compares the endpoint credentials to the policy to determine
whether it is compliant. It determines which of the following posture states to assign to the endpoint:

® Healthy Endpoint is compliant; no network access restrictions.

® Checkup Endpoint is within policy, but an update is available. This state is typically used to proactively remediate a host to the
Healthy state or to notify a user that a more recent update is available and recommend remediation.

® Transition This state became available in NAC phase 2. The endpoint posturing is in process; provide an interim access,
pending full posture validation. This state is applicable during an endpoint boot in which all services may not be running or audit
results are not yet available.

® Quarantine Endpoint is out of compliance; restrict network access to a quarantine network for remediation. The endpoint is not
an active threat but is vulnerable to a known attack or infection.

® |nfected Endpoint is an active threat to other endpoint devices; network access should be severely restricted or totally
denied all network access.

® Unknown Endpoint posture cannot be determined. Quarantine the host and audit or remediate until a definitive posture can be
determined.

Cisco Secure ACS Forwards Information to Partner Policy Servers

In step 4, Cisco Secure ACS can optionally send user login (4a) and credentials (4b) to other policy decision servers. When this is done,
Cisco Secure ACS expects to receive authentication status and a posture state from each of the policy decision servers.

In step 4a when NAC L2-802.1x is used, Cisco Secure ACS can send identity information to an authentication server. It confirms that the
username and password are valid and returns a passed authentication message to Cisco Secure ACS. If identity authentication fails, no
posture is checked and the endpoint fails authentication, resulting in no network access.

In step 4b in this example, an antivirus policy server determines that the device is out of compliance and returns a quarantine posture
token to Cisco Secure ACS.

Keep in mind that NAC partner policy servers vary and offer a variety of compliance checks besides antivirus. For example, some vendors
offer checking for spyware and patch management.

Cisco Secure ACS Makes a Decision

In step 5, Cisco Secure ACS compares all the posture states and determines which posture is the worst; infected is the worst and healthy
is the best. It always assigns the worst state and takes the action for that posture. In this example, the user has passed authentication but
the endpoint has been assigned a quarantine posture.

Cisco Secure ACS Sends Enforcement Actions

Cisco Secure ACS takes the actions assigned to a quarantine state. In this quarantine example, they can include the following:

® Enforce quarantine access; this varies based on the NAD.



- For NADs using NAC-L3-IP, the enforcement actions include a quarantine Access Control List (ACL) being applied
to the endpoint.

- For NADs using NAC-L2-IP, the enforcement actions include a quarantine ACL being applied to the endpoint.

- For NADs using NAC-L2-802.1x, the enforcement action includes a quarantine virtual LAN (VLAN) being applied
to the endpoint device.

Optionally, the endpoint device may be assigned a URL redirect to the remediation server.

® Optionally, a notification message can be sent to the user, indicating that their device is not compliant and is being redirected

for remediation.

NAD Enforces Actions

In step 7, the NAD receives the quarantine policy enforcement from Cisco Secure ACS and responds accordingly. In this example, such a

response would be to quarantine the endpoint, enforce an endpoint URL redirect to the remediation server, and send a quarantine
message to the posture agent.

Posture Agent Actions

In step 8, the posture agent displays the quarantine message, and the user is redirected to the remediation server.

Actions available vary by NAC partner products. Cisco Secure ACS is capable of sending different application actions from

HCAP-compliant policy servers to their specific application plug-ins. This can trigger actions such as the following:

Force an auto-remediation to a designated remediation server
Force an auto-patch by instructing the host to download and apply a patch automatically

Restart a stopped application service

In this example, the endpoint is now quarantined, and the user has been notified by a message. The user can elect to do nothing and
remain quarantined, or comply and allow their computer to be updated.

The admission control process can take very little time, as little as milliseconds. The time varies and is based on many factors, including:

Where the endpoint is located in relation to the policy server and optional partner policy servers
Where the remediation server is located

NADs performance capability

Network bandwidth

How busy the policy servers are

As shown in , an endpoint is changing from quarantine to healthy posture state.

Figure 6-3. Admission Process for Endpoint Changing from Quarantine to Healthy State



iView full size imaqei

Host Attempting Network Access Cisco Policy  Partner Policy
Metwork Access Devices (NAD) Server Servers
(Optional)

Status Cuary

@ Haalthey!

Cisco Trust Agent
(CTA)

@upmewq

=== Oplional
— Mandatory

The following list explains the process shown in :

9. Endpoint remediated.

10. Endpoint polled for change of compliance.

11. Host credentials gathered from endpoint.

12. Host credentials passed to Cisco Secure ACS.

13. Cisco Secure ACS rechecks the NAC policy to determine whether the endpoint is compliant.
14. Cisco Secure ACS forwards specific information to other partner policy servers.

a. ldentity information is sent to a directory server for authentication validation.

b. Host credentials are sent to an antivirus policy server for posture determination.

15. Cisco Secure Access uses information from all policy servers and decides the endpoints authorization. In this example, the
endpoint is compliant and is assigned a healthy posture.

16. Healthy enforcement actions are sent from Cisco Secure ACS to the NAD servicing the endpoint.

17. NAD enforces admission actions and communicates healthy posture to Posture Agent.



18. Posture Agent can notify the user that the endpoint is healthy. Many businesses prefer that a healthy posture be transparent to
the user with no message notification displayed.

Endpoint Polled for Change of Compliance

Once an endpoint has been assigned a posture, it stays in effect and is not checked again until a NAC timer has expired or a posture
agent trigger occurs.

The following are configurable timers for NAC:

® Status Query Ensures that an endpoint remains compliant with the admission policy. The timer begins at policy enforcement
for the endpoint; compliance is rechecked after the timer expires. Different Status Query timers can exist for different posture
states. A shorter amount of time is beneficial for noncompliant states such as quarantine; the device can be rechecked sooner
than a healthy device, in order to regain full network access.

® Revalidation A time in which the posture remains valid. It can be set lower when an outbreak occurs, to force all endpoints to
go through the admission policy process again. This enables endpoints to timeout at different intervals depending on where
their timers are, versus forcing all endpoints to go through the validation process at the same time.

In phase 2 with NAC-L2-802.1x, there is no capability to send a status query from the NAD by way of 802.1x. To overcome
this, beginning with version 2 of Cisco Trust Agent, an asynchronous status query capability exists. Cisco Trust Agent can send
an Extensible Authentication Protocol Over Lan (EAPOL)-Start to the NAD, or CTA can frequently poll all registered NAC
application posture plug-ins looking for a change in credentials. If a change exists, it will trigger an EAPOL-Start signaling for a
new posture validation.

In step 10 of , the quarantine status query timer has expired.

The NAD is aware that the timer has expired for the endpoint, so it begins rechecking for compliance. The posture agent gathers
credentials from the posture plug-ins of NACenabled security applications such as antivirus.

Revalidation Process

From step 11 through step 18, the process is the same as the example described in . The NAD notifies the policy server (Cisco
Secure ACS) that an endpoint requests network access. This time, the Cisco Secure ACS determines that the posture is healthy for  all
admission checks and that the user login is valid. Authentication is successful, and Cisco Secure ACS assigns the healthy policy.

The NAD receives the healthy policy enforcement from Cisco Secure ACS and responds accordingly by allowing full network access. The
timers begin for the healthy state.

The NAD informs the posture agent of the healthy status, but no message is sent to the user this time. The user can now resume normal
network activity.

Network Admission for NAC Agentless Hosts

The previous example described the admission process for a NAC-enabled endpoint running a posture agent, such as Cisco Trust Agent.
This section describes the process for endpoints that do not have a posture agent.

NAC agentless hosts (NAH) can be accommodated by several methods, as shown in . A NAH exception list and whitelist can be



created to identify known endpoints that do not have a posture agent installed and running. The option chosen is dependent upon the NAC

Framework component and the NAD enforcement method used.

Table 6-2. NAC Agentless Host Exceptions and Whitelistin

Component

Administration Model

NAC-L2 IP

NAC-L3 IP

NAC-L2 802.1x

NAD

® Distributed,
managed at
the device
level

® Does not
scale

Device Type, IP, or MAC

Enforcement by
intercept ACL (IP/MAC)

Device Type, IP, or MAC

Enforcement by
intercept ACL (IP)

MAC-Auth-Bypass
(identity + posture)

Cisco Secure ACS
whitelist

® Centralized

® Scales

MAC(posture only)

MAC(posture only)

MAC-Auth-Bypass
(identity + posture)

Audit

® Centralized

® Scales

Active network scan,
remote login, browser
object,
hardware/software
inventory

Active network scan,
remote login, browser
object,
hardware/software
inventory

Not supported at the
time of this writing

Source: Cisco Systems, Inc.2

The audit server can be used for NAH in all enforcement methods and is a single centrally managed server. As shown in , an
audit server can be included as a decision policy server for NAH. The audit server can determine the posture credentials of an endpoint

without relying on the presence of a posture agent.

Figure 6-4. Admission Control for NAC Agentless Host
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The following list explains the process shown in :
1. An endpoint attempts to access the network. The trigger mechanism is dependent upon the NAD's capabilities and configuration.

The NAD attempts to initiate posture validation with the posture agent, but no posture agent (Cisco Trust Agent) exists.

2. The NAD notifies the policy server (Cisco Secure ACS) that an endpoint is requesting network access with no Cisco Trust Agent
(CTA) present.

3. Cisco Secure ACS cannot determine whether the NAH is compliant because no posture agent exists. Cisco Secure ACS
performs the following:

a. Assign a transition posture to grant a temporary, limited network access to the agentless host while the audit server is
determining the full posture validation. The NAD enforces the transition admission policy.

b. Notify the external audit server that the NAH is requesting admission.

4. Cisco Secure ACS cannot determine whether the NAH is compliant, so it notifies the audit server using GAME to conduct a scan
on the endpoint.

a. The audit server scans the endpoint. It evaluates the endpoint's software information against the audit server's
compliance policy. It determines that the operating system patch level is compliant or healthy, but the posture agent is
missing, so it is considered noncompliant.

b. Quarantine is the application posture token (APT) assigned by the audit server for this NAH and is communicated to
Cisco Secure ACS.

5. Cisco Secure ACS uses quarantine as the final posture, which is referred to as the system posture token (SPT), and takes
the actions assigned to a quarantine state. The actions can include the following:

- Enforce quarantine access This varies based on the NAD. For NAC-L3-IP, the enforcement actions include a
quarantine ACL being applied to the endpoint.



For NADs using NAC-L2-IP, the enforcement actions include a quarantine ACL being applied to the endpoint.
For NADs using NAC-L2-802.1x, the enforcement action includes a quarantine VLAN.

- Enforce Redirection (optional) In this example, the endpoint device is assigned a URL redirect to the remediation
server.

6. The NAD receives the quarantine policy enforcement from Cisco Secure ACS. It quarantines the endpoint and sends the
endpoint a redirect URL to go to the remediation server.

7. The endpoint is now quarantined and redirected to a remediation server. With NAH, the URL redirect is the only way to provide
feedback to the user because there is no posture agent present. At this point, the user can elect to do nothing and remain
quarantined, or comply and allow their host to remediate by installing Cisco Trust Agent.

From this pojnt, the NAC Framework process is the same as the example in which the endpoint state changed from quarantine to healthy
as shown in Eigure 6-3.
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Deployment Models

Ci Framework is a flexible solution providing protection to connected endpoints regardless of network connectivity. As shown in
FFigure 6-4, it operates across all access methods including campus switching, wired and wireless, WAN and LAN links, IP Security

(IPSec) connections, and remote access links.

Figure 6-5. NAC Deployment Scenarios
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The first NAC Framework deployment rule of thumb is to use the NAC-enabled NAD closest to the endpoints for checking compliance,
helping enforce a least-privilege principle. The second rule is that compliance checking for an endpoint should occur at one NAD (closest
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to the endpoint), not throughout the network. The NAD might not be capable of performing compliance checks or enforcing the admission
policy. Examples include non-Cisco devices or an older NAD that does not support NAC. As a result, NAC deployments will vary.

The following sections describe common NAC deployment scenarios.

LAN Access Compliance

NAC monitors desktops and servers within the office, helping to ensure that these endpoints comply with corporate antivirus and
operating system patch policies before granting them LAN access. This reduces the risk of worm and virus infections spreading within an
organization by expanding admission control to Layer 2 switches.

NAC Framework can also check wireless hosts connecting to the network to ensure that they are properly patched. The 802.1x protocol
can be used in combination with device and user authentication to perform this validation using the NAC-L2-802.1x method. Some
businesses might not want to use the 802.1x supplicant, so instead they may choose to use the NAC-L2-IP method using either IP or
MAC.

NAC can be used to check the compliance of every endpoint trying to obtain network access, not just those managed by IT. Managed and
unmanaged endpoints, including contractor and partner systems, may be checked for compliance with antivirus and operating system

policy. If the posture agent is not present on the interrogated endpoint, a default access policy can be enforced limiting the endpoint to a
specific subnet, thus limiting its ability to infect other devices on the entire network.

WAN Access Compliance

NAC Framework can be deployed at branch or home offices to ensure that endpoints comply with the latest antivirus and operating system
patches before allowing them access to WAN or Internet connections to the corporate network. Alternatively, compliance checks can be
performed at the main office before access is granted to the main corporate network.

Remote Access Compliance

NAC Framework helps to ensure that remote and mobile worker endpoints have the latest antivirus and operating system patches before
allowing them to access company resources through IP Security (IPsec) and other virtual private network (VPN) connections.
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Summary

The Cisco Network Admission Control is a framework comprising Cisco networking infrastructure along with a variety of partner products
to enforce network admission policies on NAC-enabled endpoint devices, guaranteeing software compliance before granting network
access.

The Cisco NAC Framework consists of the following components:

® NAC-enabled security applications such as antivirus and host intrusion protection systems such as Cisco Security Agent
® posture agents such as Cisco Trust Agent

® Network access devices such as routers, switches, and wireless access points

® Cisco Secure ACS, which is the Cisco Policy Server

® Optional third-party validation policy servers

® Optional management and reporting tools

NAC allows the appropriate level of network access only to compliant and trusted endpoint devices such as PCs, servers, and PDAs.
NAC can also identify noncompliant endpoints, deny them access, and place them in a quarantined area or give them restricted access
to computing resources.

NAC agentless hosts can be identified by exception lists, whitelisting, or audit servers and can be evaluated before granting network
access.

NAC Framework operates across all network access methods including campus switching, wired and wireless, router WAN and LAN
links, IPSec connections, remote access, and dial-up links.
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Chapter 7. Network Admission Control Appliance

In you learned about the Network Admission Control (NAC) framework that is implemented with Cisco 10S routers and
Catalyst LAN switches. Because NAC Framework is implemented with routers and switches, it leverages the existing network
infrastructure.

This chapter describes the NAC appliance, which is also marketed as Cisco Clean Access (CCA). The NAC appliance offers a dedicated
NAC deployment option that provides admission control functions including authentication, posture validation, and remediation. The NAC
appliance is composed of a server and manager component. The NAC appliance server implements the admission control features,
whereas the NAC appliance manager configures the policies on the NAC appliance servers. The NAC appliance also features an
optional client agent for the Windows end stations within the network. The client agent provides additional security posture validation
options, including Windows registry value, file, service, and application checks. The client agent can also assist the remediation process
to help the end station download the necessary software updates to authenticate and safely join the network.

There are several deployment options for the NAC appliance. The NAC appliance server can be deployed in-band or out-of-band. An
in-band deployment ensures that all data from the authenticated client flows through the NAC appliance server. An out-of-band
deployment allows the NAC appliance server to be removed from data flow from the client after a successful authentication and
subsequent network scans for posture validation.

e prcy | NEXT B
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NAC Appliance Features

NAC appliance is a dedicated, or turnkey, NAC deployment option that is implemented with dedicated server and management
appliances. The option of a dedicated NAC appliance provides the ability to have a turnkey NAC deployment that does not use
resources from existing network components like routers or switches. NAC appliance may also be considered to be a simpler NAC
deployment option as a dedicated, self-contained appliance suite. For example, NAC appliance does not use a router or switch as the
authentication client. NAC appliance also does not require 802.1x as a port-based user authentication mechanism and does not require
an 802.1x authentication server. NAC appliance also does not require the customer to purchase third party vendor servers for policy
validation, audit, and remediation.

NAC appliance offers several features, including the following:

® Authenticates device attributes and users for network admission.

® provides an all-in-one NAC deployment option with a dedicated server appliance, manager appliance, and optional appliance
agent for Windows PCs and laptops.

® Scans PCs, servers, and laptops on the network to identify infected or vulnerable hosts.

® |dentifies vulnerabilities and views registry key values with an optional client agent. At the time of this writing, the client agent
is offered at no additional cost.

® Quarantines vulnerable machines and facilitates remediation.

® provides DHCP, DHCP Relay, and Network Address Translation (NAT) services to users on untrusted networks.

® Supports floating devices like public kiosks that require each new user to authenticate after the logoff of the previous user.
® Terminates VLANS between trusted and untrusted networks.

® Supports "bump-in-the-wire" and acts like an Ethernet bridge in addition to IP gateway scenarios. Bump-in-the-wire means
that the NAC appliance server acts in a pass-through mode and does not require IP readdressing. IP gateway provides a
routed option for the NAC appliance deployment.

® Alows IP Security (IPSec), Layer 2 Transport Protocol (L2TP), and Point-to-Point Tunneling Protocol (PPTP) encryption from
PCs and laptops to be terminated on NAC appliance server between untrusted and trusted networks. The IPSec/L2TP/PPTP
functionality requires specific software on the client system.

® provides exemption or filters so that certain devices (based upon Layer 2 MAC address) and users do not have to be
authenticated.

® Deniesa specific device (MAC address), user, IP address or subnet from authenticating to the network.

® Allows the enforcement of bandwidth restriction for certain user classes.

® Incorporates a native high availability (HA) solution between two servers.

® provides NAC Message Information Block (MIB) to integrate with Hewlett-Packard Open View (HP OV) SNMP systems.
® Offers a subscription service for automatic Microsoft OS, antivirus, and antispyware updates.

® Allows single sign-on with remote-access VPN.
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NAC Appliance Manager

The NAC appliance servers are managed by the NAC appliance manager. NAC appliance also offers optional subscription services for
automatic OS, antivirus, and antispyware updates.

A web browser is used as the client GUI to the NAC appliance manager. Configuration from the web GUI client is secured by using HTTPS
between the client web browser and the NAC appliance manager. Users must provide a username and password to log on to the NAC
appliance manager. Usernames and passwords can be stored in an external LDAP database or can be stored locally on the NAC
appliance manager server. In addition to LDAP, Kerberos is also supported as an external administrator authentication method.

The NAC appliance manager can be ordered as an appliance or as standalone Linux software. The NAC Appliance (CCA) Manager
contains a monitoring summary page that contains information about product version and online users. This monitoring summary is

displayed in ‘.

Figure 7-1. NAC Appliance Manager Monitoring Summary

lView full size imagel

Coage Srsnems

Cisco Clean Access Manager
Momitorineg > Buiinimearsy

oy — Cuirere Claam Aol AQore Varion: 1.

- FiMirs Currerk Clegn S&ooess agerk Patch Verson: S A

. Roaming Chsae Arrave Sarvers cnrigorsst 1

+ Clean hoogss Global MAC S330asied configunsd; o

filndnal ciphnets ool 1]

Dl Uy Cl-diad J Cnr-m-fasea]

Total:

Lingui oflsr BT S Names!

Lireii ORle naes’ HAG addrasses
Oring ubsrt i Unautheribostesd Fole:
Orina uzers i Agent Juars-ine Aoa:
Crlna USars 1 NEDWorT SLaN UM antrs Rk
CrEng usss i Sigw &

user esraemen | TR T

< Lignr Aok DFang Uit  Cord e

- Wikh Sarea g USATS i ScanTedE:

R ) Crlng users i TAG:

Crna ussrs m Dormetory Bhadent:
OFlfia USars @ Ennbe:

Orling usars @ Cracago_usar:
P | I
BT Crne vsers o sk

- Oelme Liars Db USars @ San_Jode_sarg:

- Evsrt Lofs
- BRMP

ER T D RRERERRE R RR SR
ER R ERRERERERER SRR RRE R EQ



The main functional areas of the manager homepage are organized under the five categories, as follows:

® Device Management
- Configure network and local settings for each server
- Configure filters for device names, MAC addresses, IP addresses, and subnets
- Configure agent scanning parameter
® Syitch Management
- Is enabled for out-of-band (OOB) deployments only
- Profile to add OOB LAN switches including Simple Network Management Protocol (SNMP) configuration
- Receive SNMP traps from the OOB switches when configured to do so
- Include list of OOB switches
- Include discovered clients behind the OOB switches
® User Management
- Define types of user roles, including quarantined and temporary users
- Define authentication parameters for user groups

- Specify external authentication servers including Lightweight Directory Access Protocol (LDAP), Remote
Authentication Dial-In User Service (RADIUS), Windows NT LAN Manager (NTLM), Kerberos, and transparent
802.1x

- Associate assigned VLANs with user groups
- Configure RADIUS accounting
- Define local users for authenticating directly on NAC appliance server
® Monitoring
- View summary of recent policy deployment and quarantines
- View status of user categories and specific users
- Display event naotification and warning logs
® Administration
- Configure manager settings, failover, digital certificates, and license key
- Define the logon page that is presented to user groups during authentication
- Specify admin privilege roles for managing the manager

- Back up the manager database

Device Management



Device Management is the first item displayed in the manager. Device Management features are configured in the following categories:

J
.
® [lean Accesq

CCA Servers

The CCA Servers option displays a list of managed servers and_also allows the ability to define a new server to be managed. The process
to add a new server and select the server mode is displayed in .

Figure 7-2. Add New CCA Server with Server Type
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The Cisco Clean Access Server can be configured in the following modes:



® Real IP Gateway (in-band_)

® virtual IP Gateway (in-band)

® NAT Gateway (in-band)demo only
® Out-of-band (OOB) Real IP Gateway
® (OOB virtual IP Gateway

® 0OO0BIP NAT Gatewaydemo only

The next sections describe each mode in detail.

Real IP Gateway

In the Real IP Gateway mode, the server sits between an untrusted subnet and a trusted subnet. The IP addresses for the server
interfaces must be configured. Static routes must be configured since the server is not a router and does not broadcast routes. Both DHCP
server and DHCP relay functions are supported in this mode. The server can either assign authenticated users an IP address from a
DHCP pool or allow the DHCP-assigned process to relay through the server from the internal DHCP server on the trusted network to the
end point on the untrusted network. Architecturally, this is similar to the functionality of a router.

Virtual IP Gateway

The Virtual IP Gateway mode is essentially a bump-in-the-wire deployment. In this mode, the server is inserted inline into an existing
network segment. No readdressing of subnets or IP addresses is required for the Virtual IP Gateway, or bump-in-the-wire, deployment. In
this mode, both interfaces on the server can share the same IP address. Only DHCP relay is supported because the Virtual IP Gateway
does not allow a native DHCP server. VLAN termination also is not supported in Virtual mode. The manager must reside on a different
subnet from the server, even in Virtual IP Gateway mode.

NAT Gateway

The NAT Gateway includes a NAT function that enables the user IP address on the untrusted network to be translated to a new IP address
on the trusted network. If you select NAT Gateway, you will be presented with a pop-up window that indicates that NAT Gateway is
recommended only for testing/demo purposes. The CCA (NAC Appliance) 3.6 documentation takes this idea a step further and indicates
that NAT Gateway mode is not supported for production network deployment.

OOB Real IP Gateway, OOB Virtual IP Gateway, and OOB NAT Gateway

Cisco introduced support for out-of-band (OOB) deployments with the CCA 3.5 release. Prior to OOB support, the server was always inline
with all user traffic from the client. This user traffic includes the initial authentication traffic and all of the actual data traffic from the client.
OOB support allows the server to participate only in the authentication, scanning, and remediation flows for the user client and not the data
traffic from the client for web browsing, e-mail, and so on. OOB support enables the implementation of a NAC deployment with fewer



servers and can result in a more scalable solution, as all data traffic does not have to travel through a server after authentication. The
OOB solution requires a separate license key. A server can be deployed in OOB Real IP Gateway, or OOB Virtual IP Gateway modes.

An OOB deployment can remove the bottleneck of the processing power of the server for data traffic. OOB deployment enables greater
than 1 Gbps, because all data traffic does not have to flow through the server after successful authentication. In an OOB deployment, only
network traffic for authentication, security posture validation, and any required remediation flow through the NAC appliance server. OOB is
an option only for wired (LAN) networks because OOB is not supported on wireless networks. It is also not recommended to enable
802.1x on a LAN switch interface that will participate in an OOB NAC appliance deployment due to potential conflicts with VLAN
assignments.

The OOB deployment modes work in concert with the supported line of Layer 2 LAN switches. The manager defines which VLAN on the
LAN switch will be assigned to the authenticating device. The manager uses SNMP v2c and v3 to obtain MAC address table information
and to assign VLANS to authentication devices. The out-of-band modes also support VLAN guarantine because the server performs device
remediation and can reside on the quarantine VLAN. Supported Catalyst LAN switches for OOB deployments include the following device
models:

® Cisco Catalyst Express Series 500 (3.6.1+ only)
® Cisco Catalyst 2900 XL (3.5.4+ only)
® Cisco Catalyst 2940 (3.5.4+ only)

® Cisco Catalyst 2950

® Cisco Catalyst 2950 LRE

® Cisco Catalyst 2960 (3.5.7+ only)

® Cisco Catalyst 3500 XL (3.5.4+ only)
® Cisco Catalyst 3550

® Cisco Catalyst 3560 (3.5.1+ only)

® Cisco Catalyst 3750

® Cisco Catalyst 4000 (3.5.8+ only)

® Cisco Catalyst 4500

® Cisco Catalyst 6500

Filters

Filters provide the ability to exclude devices or subnets from the authentication process. Many security operators will want to provide
filters to nonPC devices like printers and IP phones in order to ensure easy access to the network without going through the authentication
process. Filters can be configured based upon device MAC address. A filter enables the ability to automatically allow or deny a device on
to the network. ice filters also enable the ability to put a machine into a specific user role, such as employee or consultant, based upon
MAC address. Ei;ure 7-4 provides an example of device filters.

Figure 7-3. Device Filters
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In addition to MAC address device filters, the manager also supports the configuration of filters based upon subnet or IP address. The
Device Management area of the manager allows the configuration of a user to bypass authentication based upon the user's IP address.
This subnet filter capability also supports the mechanism to permit or deny a user access to the network based upon IP address. Similar to
device filters, a user can also be assigned a U ch as employee or consultant based upon the source IP address. An example of
how to configure a subnet filter is provided in Fi:ure 7-1

Figure 7-4. Subnet Filters
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Note

Previous versions of the NAC appliance managed wireless access points and allowed mobile users to roam between
different access points and maintain an authenticated connection. Roaming and wireless access point management is
now performed by the wireless LAN controller (WLC) management product and is no longer configured by the NAC
appliance manager.

Clean Access

The Clean Access area under Device Management in the manager allows the display and configuration of exempt devices, floating
device, general setup, network scanning, and agent configuration. Exempt devices are devices that are exempt based upon MAC address
as discussed earlier in this chapter. Floating devices are designed for public places like online kiosks. Floating devices are authenticated
during the user session. Once the user logs off, the next user on that deviceeven if it is the same usermust be reauthenticated. Floating
devices are defined by their L2 MAC address. An example of the location to configure a floating device by adding its MAC address is

displayed in ‘.




Figure 7-5. Floating Device
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General setup involves configuring the logon or restriction information that_is displayed for the users in the various user roles. General
. displays an example of the General setup

setup also specifies whether the agent is required for a specific user role
configuration parameters for a particular user role.

Figure 7-6. General Setup
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The NAC appliance contains an embedded Nessus network scanner. The NAC appliance server supports Nessus plug-ins and provides a
mechanism for users to download new Nessus plug-ins. re 7-1 provides the configuration options for the user-agreement that is
displayed to the user to access a network, based upon a network scan.

Figure 7-7. User Agreement
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The optional agent provides an extra dimension of scanning and authentication to Windows clients. The agents can be distributed to
Windows clients directly from the server. Agents allow registry checks to determine if OS hotfixes are applied. These registry checks can
also be used to determine the existence of a specific software application and the inspection for a potential worm or virus infection.

In addition to registry checks, rules can also be defined in the manager to check if a
machine, or if a specific service or application is active on the Windows end station.
determine if specific Windows hotfixes have been applied to a client with the agent.
to inspect a client for a specific registry key.
clients with the agent installed.

end station with the agent has a specific file on the
M displays some of the rules check list to
shows the parameters used to create a rule
displays rules for checking the presence of specific antispyware products on

Figure 7-8. Rules Check List
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Figure 7-9. Registry Check
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Figure 7-10. Antispyware Check
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Switch Management

The switch management function is designed to configure LAN switches that will be used in an OOB NAC appliance deployment. The
NAC appliance manager uses SNMP to manage the OOB LAN switches. Switch management is composed of the profiles and devi
categories. A profile defines the type of LAN switch and the SNMP parameters that are used to manage the LAN switch.
displays an example of the location and settings to configure a LAN switch profile.

Figure 7-11. Profile
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The device option under switch management enables the user to define or discover LAN switches that can be used for an OOB
deployment. The IP address of a LAN switch can be defined, or the user can enter a range of IP addresses to search and discover LAN
switches that can be used for OOB. The device option also displays the discovered clients or end stations of the OOB LAN switch. The
clients are discovered based upon SNMP MAC noatification updates or Link-up/Link-down SNMP traps from the LAN switch to the NAC
appliance manager.

User Management

Each user is classified to participate in a specific user role. User roles are both predefined and customized. User roles are used to
determine what an authenticated user can do on a network. Some of the parameters associated with user roles include the following:

® viANID

® ajlowed networks and ports
® pandwidth permission

® session timeout

® host registry key restrictions

By default all user traffic is denied unless explicitly permitted by a global or local policy for authenticated users. displays a
sample list of user roles.

Figure 7-12. List of Roles
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NAC appliance has a quarantine role for Windows users with the agent and a quarantine role for users with a vulnerability that was
discovered during a network scan by the NAC appliance. The vulnerable user is placed in the quarantine role until they update their device
to remove the identified vulnerability. Users will be moved from the quarantine role after remediation and a successful logon. One of the
main drivers behind the different user roles is the definition of what a specific type of user is allowed to do on the network. The quarantine
role allows users to access only a part of the network in order to download the required software updates to address the identified
vulnerability in order to be remediated and be removed from the quarantine role.

displays an example of how the quarantine role is allowed permission to access only the remediation server. Users who are
placed in the quarantine role must be remediated before they can join one of the other user roles that are designed for successful
authentication and certification.

Figure 7-13. Traffic Control of Agent Quarantine Role
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Several mechanisms can associate, or map, a user to a user role during the authentication process. One example is the ability to map a
user to a role based upon their VLAN ID.



The NAC appliance can authenticate users who are locally defined on the NAC appliance or leverage an external LDAP, RADIUS, or
NTLM (Windows NT LAN Manager) database for user authentication. The NAC appliance manager allows the ability to define a local user,
a user's logon password, and mapping to a specific user role that will define what the user can do once authenticated into the network.
Eigure 7-14 displays an example of defining a new user on the local user database and mapping that user to the consultant user role.

Figure 7-14. Create a Local User and Map to User Role

lView full size imagel

Cisco Sraems i
N Cisco Clean Access Manager vo.is.

Usor Manaqoomeaend > Locod Lisars

[ Gisabin this oot

« DCA Servars
- Flds
~ BT

- Clean Rooann

Linsr Mames John Doa
Patsword T
Corfirm Passwerd T
Dmscription John Dionis & Congulant with )2
Fike T -
[Liser Managemest | [ CosaUsee | [ Resm |

- s Ridet
LA ——

Leveraging of an external authentication server offers several advantages over using the local user database on the NAC appliance. The
benefits of the external authentication server include scalability and the ability to deploy the NAC appliance without having to manually
redefine each user. The NAC appliance manager allows mapping rules to be defined to determine which role a user is assigned to after
authentication and certification by the NAC appliance. displays how you can use an external LDAP database for authentication
and mapping rules of user roles, based upon VLAN ID and group name.

Figure 7-15. Mapping Rules with External User Authentication Server

iView full size imaqei




Cisco Clean Access Manager e is:

AFwur r‘lﬂllﬁylll"lll = A Bervars

Lt o Srviars i S wapping Rilos

Cisco_lgap » | ¥iow

Akw [l § Growm egqudid Emp ri k.

Gt [ WLAM 1D wquads 39] el b

e AN [ § wiserOvoagp codilias gimplages 1 ARD [ VLAN 1D sceiade L0 J 5 B F
Monitoring

The NAC appliance manager provides excellent monitoring capabilities that can be used to identify what is going on in the network. With
the Monitoring feature of the manager, you can display all online users with specific details, including the following:

® ser's IP address
® \AC address

® vLAN

® logon time

® yserrole

displays a summary of the monitoring statistics, an shows the specific user characteristics or parameters that can

be displayed for each online user.

Figure 7-16. Monitoring Summary
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Figure 7-17. Online User Information
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The NAC appliance manager also features the display of event logs as an option under Monitoring
including admin logon, rule creation, policy deployment, and antivirus/antispyware updates.
event log.

ent logs can contain items
displays a sample of events in the

Figure 7-18. Event Log
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The Monitoring function also provides the ability to configure SNMP parameters. SNMP parameters that you can configure under

Monitoring include community strings and thre d values. The SNMP area under Monitoring also provides the ability to download
updated SNMP MIBs for the NAC appliance. . displays a sample of the configurable SNMP parameters for Monitoring.

Figure 7-19. SNMP
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Administration

The NAC appliance manager also contains an Administration option in the manager GUI. The functions contained under the
Administrative option include the traditional IP addressing, the manager, SSL certificates, definition of admin users, and the ability to back
up the NAC appliance manager. These administrative features are not described in detail because they are conventional and not the focus
of this chapter on the security features of the NAC appliance.
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Summary

NAC is the process of identifying, authorizing, and verifying the security posture to determine that the user or device does not impose a
security risk and can join the network safely. NAC can be implemented as a function of Cisco router/switches as NAC Framework, or
NAC, can be implemented as a turn-key NAC appliance. NAC can be deployed in-band, where all data traffic from the user goes through
the server, or OOB, where the server is involved only in the authentication, scanning, and remediation process and is removed from the
normal data traffic flow of the user. OOB offers higher-scalability deployments because the data throughput is not limited by the capacity
of the NAC appliance server.

The NAC appliance is also marketed as CCA. The NAC appliance architecture is composed of a server, manager, and optional access
agent. The NAC appliance server is managed by the NAC appliance manager because NAC appliance servers do not have an exposed
command-line interface (CLI) for all functions, and there is not a device manager. The optional access agent at the time of this
publication is offered as a no-cost option and is designed for Windows end stations. The presence of the agent enables advanced
security posture validation on the end station, including the ability to check for specific files, services and applications, and to inspect
Windows registry values for specific values or vulnerabilities.
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Chapter 8. Managing the Cisco Security Agent

The Cisco Security Agent represents the last line of defense in a layered self-defending network. The Cisco Security Agent operates
directly on the end station by monitoring the OS kernel and requests to the file system, network resources, and registry keys. The Cisco
Security Agent can reside directly on the PC, laptop, or server in the network. Cisco Security Agent is supported on Windows, Solaris,
and Linux machines.

Cisco Security Agent can provide a day-zero defense against new network attacks since the Cisco Security Agent is looking for
malicious behavior directly on a workstation instead of known worms and viruses that can participate in a network attack. Day-zero is a
fancy way of saying that an attack can be stopped by looking at the symptoms of an attack, rather than a unique identifier or signature of
the attack. For example, a virus may delete a specific system file, but day-zero protection would notify the user that something was trying
to delete any system file rather than looking for a specific virus. Day-zero protection does not require any host signatures and is a good
complement to other signature-based defenses, such as network IPS.

The Cisco Security Agents are centrally managed by the Management Center. The Management Center features an easy-to-use web
GUI and uses HTTPS between the Management Center and the Cisco Security Agent on the end station to ensure security during the
configuration process. The Cisco Security Agent Management Center includes support for the following features:

o Day-zero protection against certain attacks

® ost intrusion prevention

® potection against buffer overflows

® port scan detection

® Distributed personal firewall protection

® potection against spyware/adware

L Application inventory

® | ocation-based polices depending upon whether the machine is on a home network or the corporate network
® pojicies to restrict access to removable media, including USB devices

L Support for International Windows

® \ative end-station Cisco Security Agent Panel support for French, German, Japanese (Kaniji), Chinese, Italian, Spanish, and
Korean

® Application inventory and use-tracking

® ot fix and Service Pack (SP) checking

® rje and directory protection

® Enforcing security policies for data on Clipboard

® Antivirus DAT checking

® \windows XP Home Edition support

® Embedded Cisco Trust Agent in Cisco Security Agent

® Auto-enroliment group for Windows, Solaris, and Linux



L4 QoS marking of applications from Cisco Security Agent
® \/Mware qualification
® Taplet PC qualification

® Solaris 9

Cisco Security Agent also contains an optional component known as the network shim. The network shim provides additional protection
on end stations, including protection against attacks by detecting SYN floods, port scans, and malformed packets at shim layer on the
OS at the end station.
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Management Center for Cisco Security Agents

Cisco Security Agents are configured and deployed from the Management Center to the end-station desktop. The Cisco Security Agent
Management Center can manage up to 100,000 Cisco Security Agents. The Management Center for Cisco Security Agents is a
standalone management product and, like Cisco Incident Control Server (Cisco ICS), is not included in the Cisco Security Manager.

A web browser is used as the GUI to the Management Center. Configuration between the Management Center and the Cisco Secyrity
Agent is secured with HTTPS/SSL. The homepage for the Management Center for Cisco Security Agents is displayed in

Figure 8-1. Management Center for Cisco Security Agent Homepage
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The Management Center allows the configuration of security policy rules for device groups. The Management Center provides default
device groups, such as Linux servers. Hosts or end stations that contain a Cisco Security Agent are included in at least one device group.
Security policies are composed of individual rules and are applied to hosts in a device group. Managing the security policies on the Cisco
Security Agents can involve the following processes, which are discussed in the following sections:

® beployinq the Cisco Security Agent kit to the end statiorl

® bisglaying the end-station hostname in the device groud




® Eeviewing the security policy for a device groud
® lﬁttaching rules to the security QO|iCJ

® lSeneratinq rules and deploying to device qroups]
® LJsing event monitor and viewing the event Iod
® Eunning application analysd

Deploying Cisco Secure Agent Kits

The Management Center can create a Cisco Security Agent Kit for a device or device groups. These agent kits are deployed onto end
stations and install the Cisco Security Agent directly on the desktop. The agent kits create a deployment URL, and a user at the end
station can type this URL into a web browser to install the Cisco Secure Agent on the endstation desktop. You can create an agent kit by
selecting Systems > Agent Kits from the Management Center homepage, as shown i . Agent kits can also be installed on an
end station with the agent kit zip file on a USB key or CD-ROM. Agent kits can also be bundled and distributed by patch management and
application distribution products like SMS or Altiris.

Figure 8-2. Cisco Security Agent Kits
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Displaying the End-Station Hostname in the Device Groups

The hostname of the end station must be associated with a device group. A hostname is automatically associated with a device group as
indicated in the Cisco Security Agent kit. A hostname can also be added to additional device groups. The ability to associate a hostname,
such as a Windows workstation name, with a device group enables common security policies to be deployed to different end stations,
including Solaris Web Server, SAP Servers, teleworkers, and so on. For example, a Linux web server in New York City for
business-to-business (B2B) can be part of the Linux device group, Web Server device group, New York City data center device group, and
the B2B server device group.

The ability to include a host in a device group and apply a security policy to a device group enables common configurations to multiple end
stations to be deployed with a common security policy for the device group. A device group_can have multiple security policies applied to
the device group. The same security policy can also be applied to multiple device groups. figure 8-3 displays an example of several of the
device groups including the auto-enrollment group for Linux and the default group for systems that install the Desktop agent kit.

Figure 8-3. Device Groups
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Reviewing Policies

Policies contain the set of security rules that will be attached to a device group. Several default policies are provided to help get users
started. These default policies contain a baseline that protects end stations against many day-zero attacks. You can copy and modify
default policies or customize your own. Examples of these default policies include a Common Security Module and the Cisco VPN Client
Module. The Management Center for Cisco Security Agent also includes support for the following default policy groups:

® Generic Server

®  Generic Desktop

® \icrosoft 1IS v4.0 and v5.0

® Apache v1.3

® \icrosoft SQL Server

® \icrosoft Exchange

® sendmail

® Domain Name Server (DNS) servers
® DHCP servers

® Network Time Protocol (NTP) servers
® Domain Controllers

® Distributed Firewall

® Browser protection

® |nstant Messenger control

® \jicrosoft Office protection

® Data theft prevention

displays the Management Center with a sample of default policies.

Figure 8-4. Policies
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Attaching Rules to a Policy

A policy is composed of individual rules. A collection of rules is named a rule module. Rule modules are generally specific to a particular
OS. Rules define each component of the specific security posture in the rule module, which can be attached to a security policy. Rules
can also refer to an application class to indicate which applications or processes are policed by the rule. Rules can also be composed with
variables, so common information between rules can be defined once and referenced multiple times. Example of variables in rules include:
event sets, query settings, file sets, network address sets, network services, registry sets, COM component sets, and data sets. .
displays some the rules that compose the Common Web Server Security Module default policy.

Figure 8-5. Rules of the Common Web Server Security Module Policy
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Generating and Deploying Rules

Updating the security policy on an end station requires that the new rules be generated and distributed to the end station. The
Management Center for Cisco Security Agents GUI displays the option to Generate Rules at the bottom of the screen and informs the user
of the number of new rules that have been configured, but have not yet been generated into a deployable security policy. The Generate
Rules process also informs the user of any policies that have been configured but are not associated or attached to any device group.

The Cisco Security Agent on the end station will automatically receive the new security policy from the Generate Rules process during the
next automated or manual update cycle. An example of how to initiate the Generate Rules process is provided in ‘. The end
station can elect to poll the Management Center to manually receive the new security policy by selecting the update option directly from
the Cisco Security Agent icon on the end-station desktop.

Figure 8-6. Generate Rules
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The Management Center for Cisco Security Agents also features the ability to force connected workstations to poll in and get the latest
policy using the "send polling hint" capability. If the user configures the send polling hint on the Management Center for Cisco Security
Agents, a User Datagram Protocol (UDP) message can be sent from the Management Center to the host when there is a change in the
policy for the host. This UDP message instructs the Cisco Security Agent on the host to download the new security policy prior to the next
scheduled polling period.

Using Event Monitor

The Management Center provides an event monitor and event log to view and record significant events that occur at the end-station
Cisco Security Agents. It is often advantageous to filter out some of these event logs to reduce false positives and provide_a quick
mechanism to view a specific event log of interest. displays the event monitor in the Management Center, and
displays the window to configure an event filter to restrict the number of Event Logs that are viewed in the Event Monitor and Event Log.

Figure 8-7. Event Monitor
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Figure 8-8. Event Filter
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Running Cisco Security Agent Analysis

Cisco Security Agent contains support for an optional application profiler known as Cisco Security Agent Analysis. This application
profiler is enabled with a separate license for the Cisco Security Agent Management Center. This feature enables the Management Center
and the Cisco Security Agent to determine what applications are deployed on a PC, laptop, or server with the Cisco Security Agent
installed on that end station. This feature also enables the Management Center to determine the use pattern of these detected
applications on the end stations.

Application analysis is enabled on a per-device group basis and will analyze all hosts in that device group. Application analysis is initiated
by selecting the Application Deployment Investigation option under Analysis in the Management Center. Application Deployment
Investigation includes a list of reports to display information gained from the application profiling process. The information in the reports
that are generated by the Profiler contains statistics about how often an application is used. The reports generated from the analysis also
contain network data statistics, including network source, destination, and service traffic patterns. Information in the reports about how
applications are used on an end system can provide valuable input into the construction of effective rules and security policies for device
groups. Reports that are generated by the application analysis include the following:

®  Anti-Virus Installations Report (Norton and McAfee)

® |nstalled Products Report

® Unprotected Hosts Report (No associated Policy Groups)
® Unprotected Products Report (No Policy to protect that Product)

® product Usage Report



® Network Data Flows Report, which includes the following information:
- Number of unique source/destination combinations
- Number of client hosts
- Number of server hosts
- Filter report by source, destination, protocol
® Network Server Application Report, which includes the following information:
- Associates the application with open service ports

- Identifies which service ports are not used or are lightly used

Application Deployment Investigation is an optional feature of the Management Center for Cisco Security Agents. The Management
Center also contains a feature called Learn Mode. Learn Mode is used as a mechanism to eliminate query-responses for common
application and service use on the desktop with the Cisco Security Agent. The Cisco Security Agent will often query the user when a new
application is running and ask the user if this is the expected behavior. Learn Mode enables the Cisco Security Agent to learn the normal
application and service use on a desktop without having a query-response pop up to the user for each application or service. The Cisco
Security Agent is placed in Learn Mode during the first 72 hours of deployment of the Cisco Security Agent on the desktop.

In addition to Learn Mode, there is also an optional Test Mode for a security policy. Test Mode is designed for policies and will log any
activity from the policy but will not query or deny network activity, based upon a policy in Test Mode. Test Mode is designed to inform what
the effect of a new security policy would be on a host before actually enforcing the new security policy on the end station.

The Analysis module also contains an Application Behavior Investigation feature in addition to Application Deployment Investigation. The
user must select the specific application, the time to end the analysis, the application, and the specific host in the Management Center to
investigate the behavior of that application. The Management Center will allow the selection of an application class for analysis on a
particular host. However, it is recommended that analysis only occur for one specific application at a time on a particular host. The
Application Behavior Investigation feature can create a recommended rule module to increase security, based upon the analyzed
application behavior on the end station. This rule module generation feature of Application Behavior Investigation will create a new
application class in the created rule module for the analyzed application.

K==a wexT
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Cisco Security Agent

The Cisco Security Agent sits directly on the end station. The Cisco Security Agent is often identified by an icon of a red flag at the
bottom of the desktop. A waving red flag notifies the user of suspicious behavior that could be indicative of an attack.

The Cisco Security Agent Panel is composed of the following categories:

®  Siatus

® System Security

provides an example of the Cisco Security Agent Panel.

Figure 8-9. Cisco Security Agent Panel
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Status

The Status area of the Cisco Security Agent panel provides information to the end user on what the Cisco Security Agent is doing. This
status feedback on the Cisco Security Agent Panel is important because the end user typically does not have any direct access to the
Management Center for Cisco Security Agents.

The main Status area provides several items of important information about the Cisco Security Agent including the following:

® Host name

® Management Center

® Registration date

® | ast poll time (to check for a new policy configuration)

® | ast download time (to download a new policy configuration)
® Software update

® Network Admission Control posture results

® Pyl button (to poll Management Center to download a new policy configuration)
The following subcategories are available in the Status category:

® Messages The Messages subcategory provides information to the user about what important events have been detected by
the Cisco Security Agent.

® User Query Response The User Query Response subpanel provides details on what permissions were asked to the user (for
example, application x attempted to modify memory in processy; the user was queried and the response was "Yes").

® Contact Information Optional information, including name, phone number, location, and e-mail address to contact the end
user on the desktop with the Cisco Security Agent.

System Security

The System Security area provides a mechanism where certain users can specify a default security policy (high, medium, low) if this
option is allowed by the Management Center. The System Security area also provides an option to restrict new network connections after
a certain network inactivity timeout.

The System Security area also provides a vehicle to display to the user which applications are natively untrusted by the Cisco Security
Agent. These untrusted applications can result in the user being queried about permission to use the application if the application attempts
to modify critical system resources. The Cisco Security Agent panel also provides an option to remove applications for the untrusted list, if
this option is enabled by the Management Center. figure 8-1( displays a sample of the display of a few of the untrusted applications on
the Cisco Security Agent Panel.

Figure 8-10. Untrusted Applications
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Summary

The Cisco Security Agent is often the last line of defense in a self-defending network. The Cisco Security Agent sits on the user's
desktop and monitors OS kernel activity for suspicious behavior. The Cisco Security Agent can be self-defending, as the Cisco Security
Agent can ask user permission or block suspicious activity on the desktop and defend against a network attack. The Cisco Security
Agent can prevent "day-zero" attacks because it looks for symptoms of an attack rather than a unique signature of the attack. Cisco
Security Agents are a good complement to other signature-based defenses, such as IPS, in a layered self-defending network. The Cisco
Security Agent is considered to be a Host IPS (HIPS) product that complements Network IPS and other self-defending components
within the network fabric.

The Management Center for Cisco Security Agents is the centralized management product to manage the agents. A Management
Center can manage up to 100,000 agents. A host that contains a Cisco Security Agent is placed into a device group in the Management
Center. A host can belong to more than one device group. Security policies are attached to device groups and contain a definition of the
security policy that is monitored or enforced on the end station. Multiple security policies can be attached to a single device group, and a
single security policy can be attached to multiple device groups. Security policies or policy groups are composed of rule modules. A rule
module can be applied to multiple security policies. A rule module is fundamentally a named collection or container of individual rules.
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Chapter 9. Cisco Security Manager

This book details how a layered defense is the best defense to protect a network against attacks. A layered defense as part of a
self-defending network is similar to layered defenses in sports such as football and soccer. These sports have an initial defense against
the opposition followed by additional layers of defense closer to the critical resource of the team. In a soccer or football analogy, the
critical resource is the goal, and in a network environment, the critical resource is often a server or remote PC. In the sports analogy, a
layered defense is only effective if the different layers are implementing a consistent strategy and are on the same page as to what they
are trying to accomplish. For example, a football defense in which the cornerbacks are playing zone defense while the safeties think that
everyone is playing man defense is probably not going to be very effective because the layered defense is not coordinated and is
inconsistent.

In the network environment, centralized management is an effective way to ensure that the layered defenses are all executing the same
plan. Centralized management is also an effective tool to let the security operations manager know when part of the layered defense is
behaving incorrectly or is being ineffective.

Centralized management is composed of two main functional areas:

o Configuration

® Monitoring/mitigation

Cisco offers a centralized management product line called the Cisco Security Management Suite. The Cisco Security Management Suite
is composed of the Cisco Security Manager and Cisco Security MARS. Cisco Security Manager and Cisco Security MARS are the
follow-on products to the CiscoWorks VPN and Security Management Solution (VMS) product.
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Getting Started

Cisco Security Manager can centrally manage many of the individual components of the Cisco Self-Defending Network. Examples of
devices that can be managed by the Cisco Security Manager include 10S routers, Adaptive Security Appliances (ASA), Intrusion
Prevention Systems (IPS), PIX Firewalls, and Catalyst 6500/7600 LAN switches.

The Cisco Security Manager has three main views to manage a :

®  Device view
L Map view

® Policy view

Cisco Security Manager is an integrated application because all supported device platforms are managed together. For example, the
process to configure an access control list (ACL) is the same for a Cisco 10S router as an ASA security appliance. The process to
configure a VPN is also independent of platform type and allows a single VPN with multiple platform types. For example, a single VPN can
be created with IOS routers as the hub devices and PIX Firewalls as the spoke devices.

The integrated approach based upon service or function like firewall or VPN is a contrast to the previous product, CiscoWorks VMS.
CiscoWorks VMS was platform-based, with a separate Management Center for each platform like 10S routers or PIX firewalls.
CiscoWorks VMS also used a separate GUI or web browser for each Management Center or platform while the Cisco Security Manager
features a single, integrated GUI. New features in the Cisco Security Manager that were not present in the CiscoWorks VMS product
include the following:

® Single client GUI to manage multiple platforms

e Single access control list (ACLSs) rule table for PIX, FWSM, I0S CBAC, and 10S ACL
L Catalyst 6500/7600 chassis management

® Topology map view to graphically manage the network

e Ability to import command-line interface (CLI) that has been modified by telnet/ Device Managers
® Coexist with multiple Java Runtime Environments (JRES) on a server

® \ine or filter audit reports based upon admin, date, string

e Flex-config template for nonsecurity 10S features

® \ultithreaded backend server for performance increase

® Support up to 5000 devices with a single server

e Manage ASA 7.x

L Import device list from CiscoWorks Resource Management Essentials (RME)

® ierarchical virtual private network (VPN)

e Apply access control lists (ACLs) to a group of interfaces

® Define access control lists (ACLs) for a specific time-range

® access control list (ACLSs) hit count information



®  Scheduled configuration deployment at specific date and time
® ASA device status
® Dynamic Multiple VPN (DMVPN)

® Aswan 2.0 (MPLS to IP Security (IPSec) VPN)

Cisco Security Manager provides a JumpStart menu so that new security operations users can quickly learn how to import, configure, and
deploy configuration to security devices.

displays the JumpStart menu of the Cisco Security Manager.

Figure 9-1. JumpStart

lVieW full size imagel

Cisco Security Manager includes several features to enable the integrated management of 5000 devices of separate platform types. One
of these features is the ability to filter a list of devices by platform type. Another integrated feature is the ability to create a single device
group with mixed device platforms. These device groups can be used to apply security and VPN configuration settings to a group of
devices. Device groups can be based upon categories such as data center locations (for example, Los Angeles, San Francisco) or
functional groups (for example, Engineering, Finance, ACME Corp, and so on).
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Device View

This section describes how to add a device in Device View. You also learn how to configure access control lists (ACLs) from Device View.

Add Device

Cisco Security Manager can add a new device in several ways. The most common way is to import a device and its existing configuration
from a live device on a network. Cisco Security Manager can also import a list of devices from other CiscoWorks applications through a
Device Credentials Repository (DCR). Cisco Security Manager can also "hotstage" a new device and then deploy the configuration for that
new device once the device in activated and placed in the network with its bootstrap configuration.

displays an example of initiating the process to create a new ASA device, an indicates how to place this new device

into a device group. It is common practice to place a device into a device group based upon device location or functional group. However,
any type of device group based upon function, asset cost, and so on can be created and used.

Figure 9-2. Add New ASA Device
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Figure 9-3. Place New Device in Device Group
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Each device in the Cisco Security Manager contains the set of management credentials shown in . Some of the most used
primary credentials include the username, password, and enable password. These primary device credentials can also be stored in a
separate device identity server like Cisco ACS. Cisco Security Manager can natively store primary credentials for a device or retrieve
these primary credentials from an external Cisco ACS server.

Figure 9-4. Device Credentials

iView full size imaqei




|

Device credentials are required for the Cisco Security Manager to communicate with the device. Many Cisco security products that use
device managers also use HTTPS for centralized management with the Cisco Security Manager.

Configure Access Conrol Lists (ACLs) from Device View

One of the most popular tasks in security operations or security management is configuration and deployment of access control list (ACLS)
rules. The selection of a device in Cisco Security Manager from the device list will by default display the access control list (ACLs) rule
table for that device. Users can initiate the process to add an access control list (ACLs) to that device by right-clicking on the access
control list (ACLs) rule table as displayed in fFigure 9-§.

Figure 9-5. Add an Access Control List (ACLs) to a Device
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This process to add an access control list (ACLs) results in the display of the Add Firewall Rule wizard. This wizard includes fields for
permit/deny, source, destination, service, interfaces, and logging. The Firewall Rule wizard also supplies default values for these
parameters. These parameters can be modified, deleted, or added directly in the wizard. You also have the option to select the OK button
to create the access control list (ACLs) with the default values.

Cisco Security Manager enables the user to right-click and edit a specific column in the access control list (ACLS) to create the new access
control list (ACLs), as shown in . This figure shows a modification to the destination field in the access control list (ACLS) rule.

Figure 9-6. Right-Click and Edit a Column in the Rule Table
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Alternately, you alect the rule number and then edit the fields of the access control list (ACLSs) rule with the Edit Firewall Rule
!i ure 9-

| The Edit Firewall Rule wizard contains the same fields as the Add Firewall Rule wizard. The Edit Firewall Rule

wizard enables the user to manually edit the fields or to add predefined objects for source, destination, and service fields in the access

control list (ACLSs) rule.

Figure 9-7. Edit Firewall Rule Wizard

iView full size imaqei




View FPolicy Map Todh el
R a2 a5 7

';:lui

Lo LoeE
e PR - R [_seea !
= L]
Ty
3“’"‘" e | p— |
-
Servicea:® I St I
[y s-rterfacm:
rentoces:
] Eraabis Logueg
Ly L [t w]
Damscyiphaore

e || ceed || Hew |

F ¥ |

(G ] [inats| (o] (8 # [ [A B

Configuring Interface Roles

Cisco Security Manager introduces a feature that enables you to configure an access control list (ACLs) rule for multiple interfaces. The
ability to configure an access control list (ACLs) rule for multiple interfaces reduces the administrative burden on security groups and
increases security because rules can now be defined for a group of interfaces rather than a single interface. Interface groups or roles are
created by matching a name pattern in the interface name. For example, the External interface group or role includes any interface that
contains the name "Outside."

Cisco Security Manager creates many default interface groups or roles. In addition to the default roles, users can also manually create any
customized interface role. An example of the interface roles that are provided by default includes the following:

® Al Interfaces
® Exiernal

® |nternal

provides an example of how to select the External interfaces in the definition of an access control list (ACL) rule. Be sure to
examine all the name patterns that are included in any default interface role prior to deploying access control list (ACLs) rules that
reference a default interface role. For example, the External interface role group may include Ethernetl by default, while the Internal
interface role may include Ethernet0. Any customized interface role can be created in the Interface Role object in the Policy Object
Manager. Interface roles that are created in the Policy Object Manager can be selected in the access control list (ACL) rule table.




Figure 9-8. Apply an Access Control List (ACL) Rule to External Interfaces
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Apply Access Control List (ACL) Rules to Multiple Devices

Cisco Security Manager offers several mechanisms to apply a list of access rules to a group of devices. Once you are satisfied with the
access control lists (ACLs) that are configured for one device, you can share and copy the access control lists (ACLs) to multiple devices
from the Device View. The ability to share policy between multiple devices types is a powerful feature because you can apply this firewall
access-rule table policy to a wide variety of devices, including a Cisco 10S router without the 10S firewall feature set. The I0S firewall
feature set is also known as Context-Based Access-Control (CBAC). The security policy contained in the access control list (ACL) rule
table will be configured with  plain access control lists (ACLs) (TCP state information is not maintained for the connection) if the CBAC
firewall feature set is not installed on the 10S router.

To share or apply firewall rules to multiple devices from the Device View, you can select a rule table and then initiate the share policy
process. The process to share an access control list (ACL) rule policy from one device in_the device view to multiple devices is initiated by
right-clicking on the access-rule tab for the device and selecting the share policy option. displays an example of how to define a
policy to be shared or applied to multiple devices. The shared policy must be given a name in order to be referenced and applied to
multiple devices.




Figure 9-9. Mark an Access Control List (ACLs) Rule Table to Be Shared
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The shared policy in the example shown in is named NYCWeb Policy and is composed of all access control list (ACL) rules in
the rule table for a particular device. To apply NYCWeb Policy to multiple devices, select the policy assignment option and select the
devices, group of devices, or all device options.

Figure 9-10. Assign Shared Access Control List (ACLs) Rule Policy to Multiple Devices
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Invoking the Policy Query

As you have learned in this chapter, the Cisco Security Manager product provides the flexibility to apply a policy from one device to a
group of devices. The end configuration of a device can be the result of several applied security polices. The access control list (ACLSs) rule
table for a device will display all the applied policies to that device. Cisco Security Manager contains a policy query function to indicate
what specific policies have been applied to a device. The policy query function is invoked from the bottom of the firewall access control list
(ACLs) rule table. Invocation of the policy query function enables the user to interactively display any particular rule combinations that have
been configured for the device. Examples of the rule types that can be used in a policy query include the following:

® AAA rules The AAA rules determine what traffic will be sent to the AAA server for authentication.
®  Access rulesaccess control list (ACLs) rules have been discussed in this chapter and previously in this book.

® Inspection rules Inspection rules are protocol or application inspection rules like the kind you learned about i, "Cisco
Adaptive Security Appliance Overview," for HTTP protocol inspection.

® \web filter rules Web filter rules determine what traffic will be sent from the device to an external web filter URL server.

provides an example of the type of information that can be used in a policy query for a device. A policy query is initiated by
selecting the Query button at the bottom of the rule table for a device. This example is for a policy query of the access control lists (ACLS)
that match a particular source, destination, service, and intfiiff fﬂr Wildcards can also be used for the fields in a policy query. Both
full-matches and partial matches of a query are displayed. Figure 9-13 displays the result of the policy query and the matching access
control list (ACL). In addition to Policy Query, there is also the rule analysis and hit count functions available in the access control list




(ACL) rule table for a device.

Figure 9-11. Policy Query Definition
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Figure 9-12. Policy Query Results
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Using Analysis and Hit Count Functions

The Analysis and Hit Count buttons are located next to the Query button at the bottom of the access control list (ACL) rule table for a
device. The Analysis function performs an analysis on the access control list (ACL) rules in the rule table for the device. The rule Analysis
function will display access control list (ACL) rules that conflict or overlap. For example, say that someone has configured a rule to permit
any traffic to the web server destination object for web service (in other words, permit source of any destination of "web server" object for
service of HTTP). Let's also say that several weeks later another admin added a rule to deny any traffic to the web server destination
object for web service further down in the rule table. The Analysis function would display that thﬁif f,u ff f,e in mutual conflict. An example
of how Analysis would display a conflict for these access control list (ACLSs) rules is provided in figure 9-13

Figure 9-13. Analysis
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The Hit Count function displays how many times the access control list (ACLs) has been "hit" or triggered on the device. Hit Count
statistics are very valuable in debugging scenarios because the user can see which access control list (ACLSs) rules are being used on the
device to determine which access control list (ACLs) rule is affecting network traffic. The Hit Count functionality is reset to zero when the
device is rebooted. The Hit Count utility in the Cisco Security Manager also displays a delta or the number of times that the access control
list (ACLs) rule has been triggered on the device since the last time the Hit Count utility was used for that device. In the previous example

of the analysis of an access control list (ACLs) rule conflict, one rule would never receive any hits or be triggered on the device because it
would be in conflict or superseded by the other conflicting and higher-priority rule.

=2 ExT



file:///m:/Temp/Cisco.Press.Self.Defending.Networks.The.Next.Generation.of.Network.Security.Aug.2006.chm/1587052539/19041536.html

=2 ExT

Map View

Cisco Security Manager features an easy-to-use topology map to manage a network, including networks that are self-defending. Several
default background maps are provided, and a customization feature enables users to create their own background map on the topology by

importing a JPG, BMP, or GIF file. To access a topology map, click the Map View icon, which is the second icon on the left and next to the
Device View icon on the main homepage. displays an example of how to launch the map view.

Figure 9-14. Launch Map View
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displays a sample topology map background. Cisco Security Manager uses a right-click methodology like many other
Windows applications. The drop-down list that appears by right-clicking directly on the topology map enables you to add a device or
change the background map.



Figure 9-15. Topology Map Background
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As you learn in the next sections, devices and other nodes like networks and hosts can be added to the topology map. You also learn
how to configure a firewall from the topology map.

Showing Devices on the Topology Map

Cisco Security Manager provides a mechanism to easily add devices from device groups to the topology map. Users can right-click on the
topology map to show a device to the topology map by using the Device Selector option from the drop-down menu after the right-click
select. The show device feature for a topology map involves displaying a device that is already imported into the Cisco Security Manager.
The New Device option is designed to add or import a new device into Cisco Security Manager directly through a topology map.

displays an example of showing a device on the topology map by selecting the Show Devices on Map option. The user may
manually place the device at the desired location on the map, for example a security appliance at the Wall Street office may be placed in
the NYC region on the map. The show device option will also add the networks that are directly connected to each interface on the device
to the topology map.



Figure 9-16. Show Device on the Topology Map
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Adding Cloud Networks and Hosts to the Topology Map

he Ciscq Security Manager examines the interface IP addresses to determine if devices are located on the same subnet. As shown in
, the Cisco Security Manager features the Add Link icon on the right side of the map to draw the connections between devices
on the map. If the user tries to add a link between two managed devices on the map that are not on the same subnet, the Cisco Security
Manager will create a cloud network between the devices to indicate that the devices are not on the same subnet.

Figure 9-17. Create a Link Between Devices on the Topology Map
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The process to manually add additional networks and hosts to the topology map is initiated by selecting the Add Map Objects to Map icon
on the right-hand side of the topology map. Networks and hosts can be manually defined, or they can be selected from existing network
objects. Network objects can be used in the access control list (ACLs) rule table and in other configuration options in the Cisco Security
Manager. Hosts are typically nonmanaged devices to the Cisco Security Manager and can be added to a topology map to help create a
visual picture of the management and critical resources in the self-defending network.

Configuring Firewall Access Control List (ACLs) Rules from Topology Map

The "Device View" section of this chapter detailed how to add an access control list (ACLs) to a device from the device view. You can
also configure access control list (ACLs) rules on a firewall device from a topology map in the map view. The topology map view is a good
fit for smaller networks or for security or network operators who prefer to view their network graphically with a topology map. In addition to
smaller networks, topology maps can also be a good fit for the commercial or smallmedium business customers.

From the topology map, a user can select a firewall by right-clicking it and then select the firewall access control list (ACLs) option for it.
Eigure 9-1§ provides an example of how right-clicking the ASA-NYC-WallStreet1 firewall icon enables the user to select the access-rules
configuration option for that device. ‘ displays an example of the rule table for that firewall. The access control list (ACLS) rule
table for the device that is launched from the topology map is identical to the access control list (ACLS) rule table that is displayed for the
device in the device view, as discussed previously in this chapter. Users can display, add, edit, or delete access control list (ACLS) rules for
a device directly from the topology map. Users can also access the advanced functions of the access control list (ACLs) rule table,
including policy query, rule analysis, and access control list (ACLs) hit count.




Figure 9-18. Configure Access Control List (ACLs) Rules from the Topology Map
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Figure 9-19. Access Control List (ACL) Rule Table for Device from the Topology Map
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Policy View

The Policy View, the Map View, and the Device View are the three main areas in the Cisco Security Manager to define and enforce the
security configuration of a device in a Cisco Self-Defending Network. The previous example in the Device View detailed how a security
policy or access control list (ACL) to permit HTTP or web traffic could be copied, or shared between multiple devices. Any shared policies
that are created in the device view are also displayed in the Policy View.

Some users will want to select a device from either the device view or map view and configure a security policy for that device. Other users
may want to start by selecting a security policy and then applying this security policy to multiple devices. The Policy View allows the user to
first select or create the security policy and then apply the policy to the multiple devices.

The icon to launch the Policy View is located next to the Device View and Map View icons. Policy View, in addition to the Device View and
Map View, can also be launched from the view drop-down tab on the main Cisco Security Manager homepage.

displays the policy types that can be configured in the Policy View. Policy types include Firewall (access rules, inspection
rules, and so on), Network Address Translation (NAT), remote-access VPN, PIX/ASA/FWSM platform (bridging, routing, and so on),
site-to-site VPN, router platform (802.1x, NAC, QoS, and so on), and FlexConfigs. FlexConfigs is a CLI template that enables a user to
manually define CLI to be deployed to a device or group of devices. There are also predefined FlexConfig templates for common
deployments that involve nonsecurity features, including how to configure voice over IP (VolP) on I0S routers. FlexConfig also supports
network and service objects, which can also use the Cisco Security Manager rule tables and VPN components.

Figure 9-20. Policy View Feature Set

lView full size image|



file:///m:/Temp/Cisco.Press.Self.Defending.Networks.The.Next.Generation.of.Network.Security.Aug.2006.chm/1587052539/19041536.html

v EBrE DD D 7
B

Access Control List (ACL) Rules Security Policy

Let's say that a security operator wants to define a security policy to block the nasty Sasser virus on all devices in the . This operator can
simply create a firewall access control list (ACL) rules policy from the Policy View to block Sasser and apply this policy to all interfaces of

all devices with a single rule.

Figure 9-21f displays how a rule to block the Sasser virus can be configured from the Policy View.

Figure 9-21. Policy Rule to Block the Sasser Virus
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Policy Inheritance and Mandatory Security Policies

Security policies can be applied to all devices, a group of devices, or a single device. Security policies can also be implemented in a
hierarchy. For example, say that a user wants to define a security policy to protect an SQL server in a data center in San Jose. The user
may want to construct a common high-level security policy and then have the security policy for the San Jose SQL server inherit all the
access control list (ACLs) rules defined for the common high-level security policy. The advantage of a policy hierarchy is that the common,
course-grained security policy can be defined once and leveraged many times while being maintained or managed in a single, common
policy. An example of how to create a policy hierarchy by allowing a policy type to inherit the security policy from a parent policy type is

Al
displayed in .

Figure 9-22. Policy Inheritance
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A security policy created from the Policy View can be either mandatory or default. Mandatory security policies take precedence over
default security policies. Mandatory security policies can also be applied to specific administrative privileges. The ability to have mandatory
security policies allows for multiple security operations and the network operations group to view and configure the same set of devices.
For example, a senior security operator may define the security policy to deny IPSec VPN traffic received on an inside interface as
mandatory because it may be required by corporate policy. Another security operator may have the ability to add default security policies
to that device but cannot delete or modify the mandatory security policy.

k=1
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IPS Management

Cisco Security Manager also provides centralized IPS management. Cisco Security Manager allows you to add an IPS System device
to the centralized device list. Cisco Security Manager also supports the ability to select an IPS device, including the AIP-SSM 0,? Ilfi fﬁA
r the IPS feature set on IOS and then select the IPS signatures, like the JPS antispyware signatures that you learned about in Chapter
E. IPS signatures can be applied to a device as demonstrated inChapter J, or IPS signatures can be copied to a group of devices. The
Cisco Security Manager can also import the IPS signatures that were deployed by the Cisco Incident Control Service (Cisco ICS)
product discussed in., "Cisco Incident Control Service," on worm mitigation.
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Object Manager

Cisco Security Manager enables a wide variety of objects to be created and configured for any supported platform. For example, a single
network object can be used in the rule table for a Firewall Services Module (FWSM), ASA, and for the remote-access VPN configuration
on an I0S router. The types of reusable objects that are supported in Cisco Security Manager include the following:

® Networks/hosts Objects for source/destination fields

® Service objects Objects for service fields

® Service groups Combination of service objects (for example, IPSec)

® |nterface roles (groups) Combine interfaces from a device into a group

® Authentication, authorization, and accounting (AAA) server groups List of AAA servers for failover, and so on

® AAA server objects AAA server details including RADIUS/ TACACS+, and IP

® Access control lists (ACLs) Reuse ACL between components including quality of service (QoS)

® AsA group policy Define system policy/preferences for ASA

® Certificate authority (CA) servers CA configuration

® Dynamic Host Configuration Protocol (DHCP) servers DHCP parameters including IP address, timeout, and so on
® rTp Map Deep packet protocol inspection of FTP parameters

® HTTP Map Deep packet protocol inspection of HTTP parameters (for example, GET)

® |psec transform sets Define AES/3DES, SHA, and so on, for IPSec VPN

® TCcp Map Deep packet inspection of TCP, including Checksum

® GpRs Tunneling Protocol (GTP) map Deep packet inspection of tunneled network packets over 3G phone networks
® Time range objects Define ACLs for a specific time range

® Domain name rules matching Configuration domain name matching for digital certificates

® User group Group configuration for remote-access VPN

® Traffic flow objects Define packet matching for deep packet inspection

® ysertem plates Templates for CLI tokens

L Categories Apply colors to rules and objects to find/filter

provides an example of launching the object manager, an shows the resulting object management homepage it is

displayed in. Note the object manager supports the ability to find and filter objects based upon fields including name, group, and
description.

Figure 9-23. Manage Objects
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Figure 9-24. Object Homepage
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Network and service objects can be created directly from the access control list (ACLs) rule table, or they can be created directly from the
Policy Object Manager. Objects can be nested and contain other objects. Network objects can be a single IP address, a single network,
multiple IP addresses, multiple networks, or a collection of objects, or a combination of IP addresses, networks, and objects.
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Value Override Per Device

Cisco Security Manager contains an object management feature called value override per device. Value override allows the same object
name to have different values or contents for different devices. For example, say that the user wants to have a common security policy to
allow HTTP from all inside networks to all destinations. A single network object with the entire list of inside networks could be a very large
object. A more attractive and more secure approach would be to have a single security policy with a source object named "inside
networks" and then have the contents of "inside networks" be a variable that contains only the inside networks that are protected by each
device. The per-device object override features allow a single access control list (ACLs) rule with a network object to be defined for
multiple devices, but with the contents or value of the network object, such as the "inside network" example, to be defined uniquely for
each device. A display of the value override per device check box is displayed in

Figure 9-25. Value Override Per Device
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Summary

The Cisco Security Management Suite provides configuration and monitoring of a . The Cisco Security Manager product is the
configuration component of the Cisco Security Management Suite, and the Cisco Security MARS product is the monitoring component of
the security management suite. Cisco Security Manager is a centralized management product that can configure up to 5000 security
devices. Cisco Security Manager supports many of the products previously discussed in this book, including the ASA, 10S routers, and
IPS sensors. Cisco Security Manager also supports Catalyst 6500/7600 chassis configuration and security linecard modules, including
the FWSM, VPN SPA, and the IPS services linecard module (IPSM).

Cisco Security Manager features three main views: Device View, Map View, and Policy View. The Device View is similar in ease-of-use
and scope to that of a device manager, such as the ASA Device Manager (ASDM). The Device View also features the ability to share or
copy policies from one device to another. The Map View allows users to place devices and hosts on to a topology map and graphically
configure their . The Map View enables a user to select a device from the topology map and configure the device directly from the
topology map. The Map View can be advantageous for smaller networks. The Policy View enables the user to select or configure the
policy first and then apply the policy to multiple devices. The Policy View is designed to enable the user to configure and apply a single
security policy to hundreds or thousands of security devices.
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Chapter 10. Cisco Security Monitoring, Analysis,
and Response System

discussed Cisco Security Manager in detail. Cisco Security Manager is the centralized configuration management product for
a self-defending network. The Cisco Security Monitoring, Analysis, and Response System (Cisco Security MARS) product is the
monitoring and mitigation platform for a self-defending network. Cisco Security Manager creates and deploys configurations to
self-defending network devices including Cisco I0S routers, Catalyst 6500/7600 Firewall Services Modules, and Adaptive Security
Appliances. Cisco Security MARS complements the Cisco Security Manager by providing best-of-breed monitoring of the self-defending
network.

This chapter provides an overview of Cisco Security MARS. You learn about Cisco Security MARS features, the dashboard, how Cisco
Security MARS displays a security incident, and how Cisco Security MARS can mitigate an attack or allow a network to be
self-defending. This chapter also provides details on Cisco Security MARS integration with Cisco Security Manager, including how to
select a syslog from an incident in Cisco Security MARS and receive a display of the access control list (ACL) rule in Cisco Security
Manager that created the syslog.

e prcy wEXT



Understanding Cisco Security MARS Features

NEXT B

Cisco Security MARS is different from the conventional Security Information Management Solution (SIMS) or other traditional security

monitoring products. Cisco Security MARS offers several advantages based upon the following features:

Import Netflow data

Create baseline of normal network traffic

Import configurations of monitored devices

Understand traffic flow across Network Address Translation (NAT) boundaries
Integrated Nessus Vulnerability Scanner input

Display topology map of network and attack vectors

Reduce false positives by reporting incidents

Provide mitigation by deploying configuration to shut specific ports to stop an attack

Provide mitigation by displaying an access list to stop an attack close the source of the attack

Cisco Security MARS is offered as a turnkey appliance. Cisco Security MARS includes an integrated Oracle database and can handle
up to 10,000 events per second. The Cisco Security MARS product line also features different appliance form-factors including a lowend
model that supports 500 events per second, excluding Netflow data. A turnkey appliance allows the Cisco Security MARS product to be
up-and-running quickly without an extensive installation or tuning process. Cisco Security MARS displays a security incident during an
attack, based upon input and events from devices within the selfdefending network. A partial list of the sources from which Cisco

Security MARS can accept input and events includes the following:

Cisco I0S routers

Cisco Catalyst LAN Switches (Catalyst 0S 6.x)

Cisco PIX Firewalls
Checkpoint Firewalls

Cisco VPN Concentrators
Netscreen Firewalls

Cisco IPS Sensors

Enterasys Dragon IPS Sensors
Snort IPS Sensors

ISS IPS Sensors

eEye REM

Foundstone

Cisco Security Agent



L4 Symantec Anti-Virus

® Cisco ACS

® \indows Host Log

®  Solaris Host Log

® | inhux Host Log

® ||s web Server Log

° Apache Web Server Log
® Oracle Audit Logs

® NetApp Logs

Cisco Security MARS has the ability to see the entire self-defending network based upon input and events from the preceding sources.
This diverse selection of input, combined with the network configurations and baseline traffic, allows Cisco Security MARS to report on
specific, high-level, actionable security incidents rather than displaying and reporting based upon individual and voluminous firewall
syslog and IPS Sensor events. Cisco Security MARS also supports a global controller functionality. The global controller provides a
centralized management station for multiple Cisco Security MARS local controllers.

e prcy wEXT
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Summary Dashboard

NEXT B

Cisco Security MARS uses a web browser for the client GUI. Cisco Security MARS also facilitates the download of Adobe SVG to display
the topology graphs. Cisco Security MARS requires Internet Explorer for the web browser and uses HTTPS to enﬂ_ monitoring.
igure 10-1

After a successful logon to Cisco Security MARS, you are presented with the dashboard under the Summary tab.
example of the top of the Cisco Security MARS dashboard.

Figure 10-1. Cisco Security MARS Dashboard
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The dashboard includes a summary of security incidents, or a high-level indication of a possible network attack or vulnerability based upon
input from devices and hosts in the self-defending network. In addition to incidents, the dashboard also includes information on events
within the last 24 hours, false positives that are detected, a hotspot, and an attack diagram including source and destination of the attack.
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Incidents

NEXT B

The focal point of the Cisco Security MARS dashboard is a list of recent incidents. In addition to the dashboard, incident information is
also available by selecting the Incident tab at t Cisco Security MARS GUI. All incidents are supplied with an incident ID, event
_

type, matched rule, time, and path information.
(highlighted). In addition to selecting an inci
top of the Cisco Security MARS GUI. |

n incident from the Summary Dashboard, incidents can also be selected f,

displays the resulting information from the incident selection ifgigure 10-2.

gure 10-4 provides an example of an incident ID selected from the dashboard

enttab at t

ne

igure 10-3

also provides an example of how an incident is displayed with the matching rule that triggered the incident and the subcomponents of the
incident. Subcomponents of the incident include the following fields:

Event Type
Source IP/Port
Destination IP/Port
Protocol

Time

Reporting Device
Reported User
Path/Mitigate

False Positive

Figure 10-2. Select Incident from Dashboard
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Figure 10-3. Incident Details
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Cisco Security MARS displays security incidents to the user that may require action as opposed to simply providing a real-time viewer of
IDS and firewall events. In addition to providing high-level security incidents to the user, another powerful feature of Cisco Security MARS

is the ability to recommend or apply a mitigation action to stop the incident or attack.

Displaying Path of Incident and Mitigating the Attack

displayed details of the security incident for a Nimda worm. Selecting the red icon in the Path/Mitigate field for this incident
results in the display of the path of the network attack. provides the resulting display of the path of the security incident

through the network.

Figure 10-4. Path of Incident
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In addition to displaying the path of the network attack, Cisco Security MARS can also generate the command-line interface (CLI)
commands to mitigate or stop the network attack. The CLI commands used to mitigate an attack are displayed with the path by selecting
the path/mitigate option in the incident. Cisco Security MARS has the ability to automatically shut a LAN port to mitigate the attack. Cisco
Security MARS will generate the CLI for an access control list (ACL) rule to stop an attack, but will not deploy the CLI. The suggested CLI
recommendation is typically based upon the device closest to the source of the attack. This choice may not be the optimal mitigation point
based upon the user's point of view. Cisco Security MARS allows the selection of alternate devices within the patrork attack in

_

case the user does not wish to mitigate the attack at the device that is closest to the source of the network attack. figure 10-§ displays the
suggested CLI to configure an access list to stop the Nimda attack.

Figure 10-5. Suggested CLI to Mitigate the Attack
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Hotspot Graph and Attack Diagram

Cisco Security MARS relies heavily on SNMP to gain topological awareness of the network. Cisco Security MARS requires SNMP read
access to construct a Layer 3 and Layer 2 topological map of the network. Cisco Security MARS uses Simple Network Management
Protocol (SNMP) to gather information about the device. Cisco Security MARS also uses SNMP and a seed device to discover the
neighboring devices for each known device in the network. A seed device is a starting device to discover the network by attempting to
discover every device known by the seed device and then attempting to discover every device known by each newly discovered device.

SNMP allows Cisco Security MARS to create the hotspot graph and the attack diagrams. Use of SNMP by Cisco Security MARS is
complemented by the integrated network scanner. The integrated network scanner is used to gain information about the hosts and
applications that exist on the network. Cisco Security MARS combines the device discovery of SNMP with the scanning information about
the hosts and applications to construct the hotspot graph. Cisco Security MARS uses the host scanning for OS and application
fingerprinting. OS and application fingerprinting is used to assist in ensuring that an incident is relative to the target and valid. For example,
a detected Windows exploit attack against a Linux server | id incident. Both the hotspot graph and the attack diagram can be
displayed on the main Cisco Security MARS dashboard. Ei;ure 10-4 provides a sample of a hotspot topology graph. In our example, the
hotspot diagram displays the network for the Nimda incident on the dashboard.

Figure 10-6. Hotspot Graph

HotSpot Graph
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The hotspot graph displays the path of the incident or attack across the network. An attack diagram allows the user to highlight a
vulnerable path between two points in the network and receive a display of the session IDs of the events that are incorporated into the
security incident. ‘m provides an example of an attack diagram for the Nimda incident. Both the hotspot graph and the attack
diagram are launched from the icons next to the incident ID from the details on the incident. The hotspot graph and attack diagram on the
dashboard typically correspond with the latest incident listed on the dashboard.

Figure 10-7. Attack Diagram

iView full size imaqei




Atbas b [Hagrass

Seasbnm I B:0P453704

it 1 L LS OO0
a2 Pl L B
Event Tipied
HER widibe [orele
A Urapcde Chrebary H;
tra R Lo

DT DT EXECUTE 5 ~

Dol Dot Crash

WA WirNT or -:.:E.ﬂ.' = %
‘Q"‘- aidal

Hirssbom (0 ;TR U4 -

LT2. 29,590 L5000

D L5 05 L)
Ewvard Typwi
T Sarew

15 CE1 Doubls D ocde
Wi |5 Urecisis D ahory

Cisin Srriamis, [ng

=1 ExT


file:///m:/Temp/Cisco.Press.Self.Defending.Networks.The.Next.Generation.of.Network.Security.Aug.2006.chm/1587052539/19041536.html

=2 ExT

Rules

To display an incident, a matching rule was used to trigger that a possible security incident or attack was in progress. Cis i
MARS includes a set of system rules that are automatically configured and applied to detect security incidents or attacks. .Fi:ure 10-3
displays a system rule to detect an active backdoor connection. An active backdoor connection typically signifies that a host has been
attacked and that a connection is open for someone to remotely access and control this host, perhaps for use in a botnet.

Figure 10-8. System Inspection Rule to Detect an Active Backdoor Connection
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In addition to the active backdoor system rule, some of the automatic or system inspection rules include detection of client exploits, firewall
configuration issues, password attacks, scans, viruses found, viruses cleaned, worm propagation, and sudden traffic increases to a port.

In addition to the canned or predefined system inspection rules, Cisco Security MARS also features the ability to create customized or user
inspection rules. User inspection rules can be ideal for homegrown or custom applications. These customized rules are created with the
following parameters or fields:



® Source IP

® Destination IP
® senvice

® Fyent

® Device

® User

® Keyword

® Count

L Operation

Rule information for a specific incident is available by selecting the incident details from the dashboard. General rule information is also
available by selecting the Rules tab from the top of the Cisco Security MARS GUI. Cisco Security MARS was one of the first security
monitoring products on the market to incorporate Netflow data. Netflow is a feature of Cisco 10S routers and Catalyst LAN switches.
Netflow is essentially a record of a traffic flow between a particular source and destination through the I0S router. Netflow contains a
high-level record of the source IP address, destination IP address, the time of the connection, and the duration of the connection.

Cisco 10S routers and Catalyst LAN switches running 10S periodically send a Netflow record to a Netflow collector such as Cisco Security
MARS. This Netflow record is sent over User Datagram Protocol (UDP) and is highly efficient because it is merely a record of a traffic flow
as opposed to a packet-by-packet dump of the traffic flow. Netflow contains the following information:

® Source IP address

® Destination IP address
® Ports/protocol

® Total packets

® Total bytes

Netflow is used by Cisco Security MARS to create a baseline of normal network traffic. This baseline is used to identify anomalous
network behavior that can be indicative of several types of network attacks, including distributed denial-of-service (DDoS) attacks and
worms that are sending large amounts of network traffic. Cisco Security MARS also contains integrated system inspection rules for IPS
(Intrusion Prevention Service) that leverage Netflow information to signify a security incident or network attack, thus reducing the false
positives that are sometimes associated with IPS. Netflow information, including the number of Netflow events received in the last 24
hours, is available on the dashboard.
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Query/Reports

Cisco Security MARS features a collection of predefined reports in addition to the ability to create a custom report. Reports are generated
from the event data in Cisco Security MARS that is collected from the devices in the self-defendinT zfn_ufflj 'fncluding routers, LAN
switches, firewalls, IPS sensors, and hosts. Cisco Security MARS also features groups of reports. Eigure 10-4 displays a sample of the
report groups in Cisco Security MARS.

Figure 10-9. Report Groups
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There are several report groups in Cisco Security MARS for topics that you have previously learned about in this book. For example,
there are report groups for attacks and DoS, firewall control, malware outbreak (Cisco ICS), and security posture compliance (Cisco NAC).
In addition to the topics previously discussed in this book, Cisco Security MARS also features a report group for Distributed Threat
Mitigation (DTM).
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DTM is designed to enable branch 10S routers, specifically Integrated Services Routers (ISRs), to dynamically configure themselves with
the necessary IPS signatures to reduce the risk of an attack at the branch office in an automated, self-defending fashion. DTM is an
emerging technology, and it is strongly recommended that DTM be tested in a small pilot network to verify scalability prior to any
deployments in production networks.

In addition to the DTM report group, Cisco Security MARS also includes the option to be a DTM controller. The DTM controller is
essentially the brains behind the DTM battlefield. The DTM controller in Cisco Security MARS receives input in the form of IPS Security
Device Event Exchange (SDEE) events and syslogs to help to determine what specific attack is occurring in the branch network. Cisco
Security MARS can then automatically enable the identified and necessary IPS signature on the branch 10S ISR. fFigure 10-1( provides an
example of the reports that are available as part of the DTM report group.

Figure 10-10. DTM Reports
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Cisco I0S ISRs can implement many features, including voice, routing, and security in a single device at a very cost-effective price point.
The combination of feature-richness and low price point enables ISR routers to be deployed in remote branch offices in environments
where an organization may have thousands of remote branches. To keep the price point of the ISRs attractive, their memory footprint, or
capacity, is often substantially less than that of a dedicated security appliance such as an ASA (Advanced Security Appliance). The
reduced memory footprint of the ISR creates a situation in which the entire IPS signature set cannot be simultaneously enabled on the
ISR. The branch environment is often remote, and there may be no security or IT professionals resident at the remote branch to manage
these devices. The combination of the remoteness of the branch and the limited memory capacity of the ISR can be addressed in certain,
small-scale situations by managing the IPS signatures on the ISR with a DTM in Cisco Security MARS. DTM is currently not scalable to



large networks, and DTM should be implemented only on select remote ISRs with Cisco Security MARS.

ISRs contain a file called named attack-drop.sdf. This attack-drop.sdf file lists all the IPS signatures that are enabled on that ISR device.
In addition to the attack-drop.sdf file, some of the larger ISR routers may also run the 128MB.sdf or 256MB.sdf signature files if they have
enough memory. These attack-drop.sdf, 128MB.sdf, and 256MB.sdf files are frequently updated on Cisco.com to contain the latest, most
relevant IPS signatures.

DTM can automatically enable the desired IPS signature on the ISR by monitoring network events that originate from networks around the
ISR and updating the attack.sdf file on the ISR with the desired IPS signature. The monitored network events that are used by Cisco
Security MARS to apply dynamically apply IPS signatures to ISR to mitigate a threat can originate from an IPS appliance, ASA IPS
(AIP-SSM), a Catalyst 6500/7600 IPS service module, or an ISR router.

Cisco Security MARS cannot create the initial attack-drop.sdf file on the router. This attack-drop.sdf file must be initially created by CLI,
Security Device Manager (SDM), or Cisco Security Manager.
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Management

The Management tab in the Cisco Security MARS graphical user interface (GUI) enables the user to view events and create IP addresses,
services (ports or protocols), and admin accounts in Cisco Security MARS through the following tabs:

® Event Management displays the network events that are seen by Cisco Security MARS that can be used to trigger an incident.
The event management tab is one of the more commonly used management tabs in Cisco Security MARS. An example of the
event display in event management is provided in Eigure 10-11.

Figure 10-11. Event Management
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® |P Management displays what IP addresses or networks are known by Cisco Security MARS.
® Service Management displays what ports or protocols can be used in rules.

® User Management tab enables the creation or modification of a user account in Cisco Security MARS.
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Admin

NEXT B

The Admin tab of the Cisco Security MARS GUI enables the configuration of administrative functions like system setup, maintenance,

user management, system parameters, and custom_setup em setup is a critical step because system setup controls how devices are
discovered or imported into Cisco Security MARS. provides a display of the system setup options.

Figure 10-12. System Setup
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Cisco Security Manager Linkages

Cisco Security MARS supports integration or “linkages" with Cisco Security Manager. The ability to directly integrate between Cisco
Security MARS and Cisco Security Manager enables security operators to cross-launch between the monitoring and configuration
components. The ability to correlate or cross-launch between monitoring and configuration components can be especially useful in
debugging or trouble-ticket situations.

Cisco Security MARS contains a feature that directly links an incident with a security policy in Cisco Security Manager. Specifically, Cisco
Security MARS enables the user to select a syslog from a security incident and display the access control list (ACL) rule in Cisco Security
Manager that generated the syslog.

Cisco Security MARS provides an incident to signify to the security operator that something of significance is occurring within the network.
The incident is composed of various events that are reported by the devices within the self-defending network. Cisco Security MARS
contains an entry under Reporting Devices in the Event entries for the incident. Eigure 10-13 displays an example of how an incident can
indicate that a reporting device has a policy link to Cisco Security Manager.

Figure 10-13. Incident with Cisco Security Manager Policy Entry
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This policy entry is supported only for Cisco devices that are configured by Cisco Security Manager to deploy access list rules to these
devices. Selecting this policy entry displays the access list configured by the Cisco Security Manager that generated the syslog in the



security event. The ability to display the access list rules from the security event in Cisco Security MARS allows for quick debugging of

many security situations and can allow the user to quickly address and rectify the security event that is reported by Cisco Security MARS.

The policy link in Cisco Security MARS displays a copy of the desired access list rules configured in Cisco Wager.
dEigure 10-15

displays an example of how to launch the policy link from the reporting device in Cisco Security MARS, an
resulting access control list (ACL) rule table from Cisco Security Manager.

Figure 10-14. Launch Policy Link from Cisco Security MARS
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Figure 10-15. Access Control List (ACL) Rule Table Display
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The linkages between Cisco Security MARS and Cisco Security Manager provide another example of how centralized management is the
"coach" that allows the self-defending network to be deployed and managed in an integrated and holistic fashion.
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Summary

Cisco Security MARS is a monitoring and reporting component of a self-defending network. Cisco Security MARS can also mitigate or
generate configurations that can stop certain attacks and can allow the network to be self-defending. Some of the configurations that can
be generated by Cisco Security MARS include the CLI to shut a LAN port, enable an IPS signature on an IOS ISR or an access control
list (ACL) rule. Cisco Security MARS can automatically generate CLI to reduce the risk of an attack, or Cisco Security MARS can
recommend the CLI to be manually deployed by SSH (Secure Shell) or the Cisco Security Manager. Cisco Security MARS will only
recommend and will not deploy the CLI to configure an access control list (ACL) rule.

Cisco Security MARS contains a high-level summary dashboard that includes incidents, hotspot graphs, and attack diagrams. An
incident can be an indication that a high-level security attack, such as a Nimda attack, has been detected on the network. An incident is
composed of security events and monitoring data that is received from known devices in the self-defending network, including routers,
LAN switches, firewalls, IPS devices, hosts, databases, and storage appliances. Netflow data can be used to establish a baseline of
normal traffic on a network. Netflow can be used to identify and filter false positives from valid security incidents. Rules are used to
trigger a security incident. Cisco Security MARS contains many default or system inspection rules. Cisco Security MARS also features
the ability to create custom or user-defined rules.

The dashboard lists actionable, high-level security incidents. A hotspot graph and attack diagram are also created for a significant
security incident. A hotspot graph contains the path of the network attack, including the source, destination, and known devices within the
attack path. The attack diagram displays the session IDs reported by devices for the incident. Cisco Security MARS and Cisco Security
Manager are components of the Cisco Security Management suite. Cisco Security MARS contains linkages with Cisco Security
Manager. For example, a user can select a syslog from an incident and see the access control list (ACL) rule policy in Cisco Security
Manager that generated the syslog.
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Under detection (1)
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[ Zone_z0_41_2 i

2q

o

08:50 09:00 09:10 09:20 09:30 09:40 09:50 10:00 10:10 10:20 10:30 10
Time
B Received rate: Min: 0.0 Max: 00 Avg:00 Cur: 00

Fones Under Detection

Activation time Attack start time # # Receive rate

Zone 20 41 2 Jun 27, 07:01:19  N/A 0 0 0
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& | 2| iS5
.EI https:ff172,28.198, 35/mamt) operatorfvickims. jsp é & Internst




2} Cisco Detector, Wehb Management - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit \View Favorites Tools Help

@Back - J @ @ ,_;\J /:j Search H::IZ" Favorites @'{ [z

Address @ hktps: /172,268,198, 35/ momtf operator/riverhead_view jsp vl E
LISCO SYSTEMS

Home L

ce-detector
U

June 09, 2006 06:40 F

Diagnostics Detection L earning Configuration

Zone Zone 20 41 2 finteractive) - Under Detection &

Home = 2one = Paolicy Templates

Detector
& Detector Summary

Under detection (1)

7 Zone_20_41_2 Add Seru'ice| Remaove senrice|
All Zones (1) Policy Template State Min Threshold Max Senvices
& zone_20 41 7 tcp_services 10,0 5
tcp_services_ns 10,0 3
udp_services 10,0 5

tcp_connections

dns_udp

dns_tcp

http 10,0
tcp_outgoing

ip_scan disabled

port_scan disabled

tcp_not_auth

fragments
other_protocols 10,0 5
tcp_ratio
< | 3|
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a
aad
04:50 05:00 05:10 05:20 05:30 05:40 05:50 06:00 06:10 06:20 06:30 06:40
Tima
B Received rate: Win: 0.0 Max.: 0.0 Awg: 00 Cur: 00

Zone status

Active Dynamic fitters: 0 Last attack time: Feb 17, 11:56:21
Pending Dynamic fiters: 0 Activation time: May 20, 08:10:08

Recent Events

Time Severity Twpe Details
Jun 09 06:46:33 2006 MakiFy threshold-tuning-stop  Zone is no longer in Threshold Tuning mode
Jun 09 D6:46:32 2006 Motify rEmote-sync Zone was successfully synchronized From local to 172,28, 198,34

Jun 09 06:46:31 2006 MakiFy

A e e e e e -

threshold-tuning-acc... Accepted Threshold Tuning learning results
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o 7,500,000

5,000,000
2,500,000
0
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Time
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Zone status

Active Dynamic filters: ] Last attack time; Feb 17, 13:07:56
Pending Dynamic filters: 5 Activation time: Jan 26, 16:31:00

Recent Events

Time Severity Type Details

Jan 27 11:48:46 2006 Matify protection-start Zone has been successfully remote-activated,
Jan 26 16:35:52 2006 Makify proteckion-stark Zone has been successfully remote-ackivated.,
Jan 26 16:33144 2006 Matify attack-start attack started,

il | _’I Jan 26 16;31:00 2006 Motify detection-start Zone is under detection
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ce-detector

June 08, 2006 08:59
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Detection Learning Configuration
Detector
& Detector summary 2202 ZOne 20 41 2 (interactive) - Under Detection 3
Home = Zone = Events
Under detection (1)
7 Zone_20_41_2 Euentiing
All Zones (1) ) Shaw all Events.
¥ zone_z0_41_2 .
@' Show events with everity lewel: Emergency Alert Critical Error Wiarning Motitfy Info |:| Diebuig m
First events << Previous events Mext everts == Latest events

Time Severity Type Details
Jun 09 06:46:33 2006 MokiFy threshold-tuning-stop  Zone is no longer in Threshold Tuning mode
Jun 09 06:46:32 2006 Maokify remote-sync Zone was successfully synchronized from local to 172,28,198.34
Jun 09 06:46:31 2006 Mokify threshold-tuning-acc... Accepted Threshald Tuning learning results
Jun 09 06:45:50 2006 Mokify threshold-tuning-start  Zone is now in Threshold Tuning mode
May 20 08;10:08 2006 Mokify detection-start Zone is under detection
Mar 22 07:04:47 2006 Info Pending-Dynamic-Filker  filter-id=2054, filker-type=remote-activate, policy=dns_udp/53/analysisfin_pkks/glot
Mar 22 07:04:47 2006 Info Pending-Dynamic-Filter  filter-id=2053, filter-type=remote-activate, policy=dns_udp/53/analysisfin_pkksfdst,
Mar 22 05:53:14 2006 Info Pending-Dynamic-Filter  filker-id=2052, fiker-type=remote-activate, policy=dns_udp/53/analysisfin_pkks/glot
Mar 22 05:53:14 2006 Info Pending-Dynamic-Filker filter-id=2051, filker-type=remote-activate, policv=dns_udp/S3/analysisfin_pkksfdst
Mar 22 04:41:40 2006 Info Pending-Dynamic-Filker  filter-id=2050, filter-type=remote-activate, policy=dns_udp/53/analysisfin_pkks/glot
Mar 22 04:41:40 2006 Info Pending-Dynamic-Filker filter-id=2043, filter-type=remote-activate, policy=dns_udp/S3/analysisfin_pkksfdst
Mar 22 03:30:07 2006 Info Pending-Dynamic-Filker  filter-id=2048, filter-type=remote-activate, policy=dns_udp/53/analysisfin_pkks/glot
Mar 22 03:30:07 2006 Info Pending-Dynamic-Filker  filker-id=2047, filter-type=remote-activate, policy=dns_udp/53{analysisfin_pkks/dst,
Mar 22 02:18:33 2006 Infa Pending-Dynamic-Filker  filter-id=2046, filter-type=remote-activate, policy=dns_udp/53/analysisfin_pkks/glot
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Diagnostics Protection Learning
Guard
& Guard summary Zone Zone 20 4".1' 2 (Interactive) - Protected @
Home = Zone = Uzer fiters
Prutct:d 202:54{1“2 I | SrcipP Protocol Dst Port | Fragments Rate Burst | Action Rate (pps)i
e St r * 6 80 without basic/redirect 0,00
All Zones i4) r " g 8080 withouk basic/redirect 0.00
2 Dummy r * 6 8000 without basicredirect 0.00
@ Zone_20_40_2 - " 6 8008  without basic redirect 0.00
@ Zone_20_d41_2 I i 6 8081  without basic/redirect 0.00
2 Zone_20_50_2 r * 6 3128  without basicfredirect 0.00
r » 6 53  without basic/tcp-dns 0.00
r H 6 25 without basic/safe-reset 0,00
r » 6 110 without basic/safe-reset 0.00
r w & 143 without basic/safe-reset 0.00
r » 6 A667  without basic/safe-reset 0.00
- W 6 % 443 without basicfsafe-reset 0.00 I
r » 6 * without basic/reset 0.00
r " 17 * | without basicjdefault 0.00
r * 1 *  without 300 pps 300p  permit 0.00
| * * # ik k=it AP le nnn -
Add Delete
Rl | 2




isco Guard Weh Management - Netscape

.~ Fle Edt Wew Go Bookmarks Tools MWindow Help

@ @ @ Q |%‘ https:fi172.26.197, 1SD,I'mgmt,l'operator,l'rlverhead view,jsp | [Q.Sr_-ardr ]

) ,-’ ERAY EMaﬂ ﬁAIM 43 Home Q Radm [M¥] Metscape QSearch EjBnoI-:marks

1

&} | % Cisco Guard Web Management ]
1SC0 SYSTEMS Homs
TME_Lab_Guard1 | Hom

February 25, 2006 0717

Diagnastics Protaction Configuration
Guard Add User Filter
& Guard Summary Home = Zone = User filters = Add fiter - step 2
Protected Zones (0) User Filter Form
WAl Zones (16)
@ benlai
@ BenZone Source [P |
o Csw Source Subret | 256.255.255.265 ¥|
2 darrel
@ Darrel? Pratocal: I
2 DNS_UPD_53 D=t Part: I
2 lifeng
2 martin Fragments: |WithDu1 'I
2 paul - g
Rate: unlimit =
@ paultest | I J
2 snapl Burst: I
2 snap2 ) " T
Action: ermit e
2 sub_a fpemit ...
@ Lterr !
: basic/default
2 Lerry2 :
2 Web_ Server - basig/reset
7 hasicfredirect
basictcp-dns
basic/safe-reset
strang
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sp-guard-2

February 22, 2006 17:43
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Guari

Diagrostics Protection Learning Configuration

& Guard Summary

Protected Zones (1)

Zonhe Zone 20 41 2 (interactive) - Protected @
Home = Zone = Policies

Zone 20 41 2

All Zones (4)

Screen filter:
Path: *j*j*j*j* State: Al Action: Al

Policies: Current configuration Device: Guard

2 Dummy

@ Zone_20_40_2
@ Zone_20_d41_2
2 Zone_20_50_2

Config selection| Add service| Remove serice| View Detectur|

(i | Policy Templ | Service | Lewvel Action . | Time,
I~ dns_kep 53 analysis pkks dst_ip D'? to-user-filters 40,0 0.0 i} 600
[~ dns_kep 53 analysis phts global D‘? to-user-Filters 40.0 0.0 - 600
I~ dns_kep 53 analysis pkks src_ip D', to-user-filters 10.0 0.0 - 600
[~ dns_kep 53 analysis SYNS dst_ip I>'° to-user-filters i0.0 0.0 0 600
[T dns_kep 53 analysis  syns global D’? to-user-filters 10.0 0.0 - &00
[~ dns_kep 53 analysis SYNS src_ip B; to-user-Filters 10.0 0.0 - 600
[T dns_kep 53 basic phts dst_ip D'? nokify 100.0 0.0 0 600
[~ dns_kep 53 basic phks global D'? nokify 20,0 0.0 - 600
[T dns_kep 53 basic pkts src_ip D'? Filker /drop 10.0 0.0 i} 600
[T dns_kcp 53 basic syns dst_ip D‘? nokify 100.0 0.0 i] &00
[T dns_kep 53 basic SYNs global D‘? nakify 100.0 0.0 - 600
[T dns_kcp 53 basic SYNS sSrC_ip D"? Filker [drop 10.0 0.0 0 600
T dns udp 53 analysis in_pkts dst_ip D? to-user-filters 50.0 0.0 0 600
[~ dns_udp 53 analysis in_pkts global b? to-user-Filters 50.0 0.0 - 600
[T dns_udp 53 analysis  in_pkts src_ip Di to-user-filkers 5.0 0.0 - &00
— . L s N Rl 2 S Sik s S
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Home = Zone = Attacks
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@ benlai 3
@ BenZone cn" 125,000
o Csw & 100,000
@ darrel g 75,000
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2 paul Time
2 paultest
@ snapl Total Attack Statistics
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o terry? 2] 210:53 296,697 .68 74 916505 ¥4,533 085
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A B |

EaStart”J I@Eiscu Guard Web ... ®]chapo2aria.dac - Mi-:...l [}acrabat Reader - [cc... | @Snaglt Capture Previ., | |5<EI—F 6 0V B DD agima
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Home Configuration hdonitoring Back Forward Search Refresh Save Help
Device Information Interface Status
General ] License ] Interface | IP AddressiMask | Line | Link |Current Kbps
S rnamt 172.23.62.88/24 7nia @up
Host Mame: ASAA0-88.default.domain.invalid outside 10.10.20.88/24 ? nia ©up
ASAVersion.  7.0{0)104 Device Uptime: 1d 19h 34m 57s sales 23.4.5/24 ?nia @ down
7
ASDM Yersion: 5.0(0)60 Device Type:  ASAG540 ek Taha 2 Railg Wi
Firewall Mode: Routed Context Mode:  Single
Total Flagh: 128 MB Total Memony: 1024 MB e G i
YPH Status Traffic Status
IKE Tunnels: IPSec Tunnels: Connections Per Second Usage
System Resources Status
CrU CFPU Usage (percent)

araB

nfa

War04 2005 13:13:10
War04 2005 13:13:09
War04 2005 13:13:07
WMar04 2005 13:13:05
Mar04 2005 13:13:04
War04 2005131204
War04 2005131302

L5 R PR R 5 R P R L R

4

-

710003
710003
710003
710003
710002
710003
710003

M Output iKbps:

Configure ASDM Svyslog Filters

IDF o 1 10 NP dentity (6117 137
CUDP access denied by ACL from 172.23.62.1 28137 to NP Identity Ifc:172.23.62.255M1 37
JUDP access denied by ACL from 172.23.62.128M137 to NP Identity Ifc:172.23.62.2551 37
:UDP access denied by ACL from 172.23.62.14/1 37 to NP |dentity Ifc:172.23.62.265/137
JUDP access denied by ACL from 172.23.82.128/137 to NP Identity Ifc:172.23.62.2551 37
:UDP access denied by ACL from 172.23.62.128M 37 to NP ldentity Ifei172.23.62.2551 37
:UDP access denied by ACL from 172.23.62.1281 37 to NP ldentity fo:172.23.62.2551 37
:UDP access denied by ACL from 172.23.62.1 281 37 to NP ldentity Ifc:172.23.62.2551 37

-

[EafSi

Device configuration loaded successiul

Iy,
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= ---Eﬁ'Auth. Prormpt Specifywhich interfaces to protectfram an IP spoofing attack.

Security Policy H-Advanced '
‘ﬁg el nti-Spoofing Interface Anti-Spoofing Enabled [___E_na_bLl
NM’ - @ Fragpment M

- SITCP Options outside Mo Disghle |
@ - F3Timeouts sales Mo
o s ARP Static Table test Mo
- B ato Update
E:) 2 ' DHCP Services
s - (B'DHCP Server
L{B'DHCP Relay
4§g - =DNS Client
Routing - gl Failover
- 3] History Metrics
% "B HTTPIHTTPS
Building Blocks || B8y 1P Audit
L IIIP Audit Policy
= CIRRIP Audit Signatures
acriistration =&l Looging
ey ~fEhLogging Setup
E;!) Event Lists
Properties -fae| ngging Filtars
-[E)Syslog Setup
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- ELE-Mail Setup
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ﬁf Connecting to IPS...

ASDM will make a newy connection to the IPS software running on the S5 module in
this ASA system. ASDM connects to this using a separate connection to the IP address
ofthe management port on the S5M module. Inthe below fields, specify the |P Address
and portto he used to connectto the IPS subsystem. You will then be prompted far an

IPS username and passward. You will also be presented with a security cetificate for
the IPS subsystem.

fedrenitiredt - St o e et e e e e e e e

" Other IP Address or Hostname: I FPort, [443

Caontinue | cancel




Cortguration = Securmy

Policy = SEnIEE Palicy RUlES

| Access Rules | A4 Rules | Fiter Rules | Servios Polisy Rules

o Add -~ [ Edic - Delete | a Movelp w Move Down x, Cut By copy @@Paste - | @ Find | B .
Traffic Classification
Rule Actions Dezcription
Marne | Mo I Enaliled I Match | Source I Destination I Service | Tirme:




B Add Service Policy Rule Wizard - Service Policy

Adding & new zervice policy rule requires three steps:

Step1: Configure a service policy.

Step 2 Configure the traffic classification criteria for the service policy rule,
Step 3 Configure actions on the traffic classitied by the service policy rule.

riCreate a service policy and apply to;

Only one service policy can be configured per interface or at global level. If a service policy already exists, then
you can add a newy rule inta the existing service policy, Ctherwize, you can create & new service palicy.

'E} Irtertace: |inside - [create newy service policy) W | |
|
Paolicy Marme: | zales-policy !
Description: | |

{:} Global - applies to all irterfaces

= Bach [ Mext = ] [ Cancel ] [ Help ]




B= Add Service Policy Rule Wizard - Traffic Classification Criteria

(%) Create & new traffic class; ! zales-class

Description (optionsal):

rTraffic match criteria -
|:| Cefault Inspection Traffic
|:| Source and Destingtion [P Address (uses ACL)
|:| TCP or UDP Destination Port

[]1P DifiServ CodePairts (DSCP)
[1IP Precedence
|:| Any traffic

If tratfic does not match a existing traffic class, then it will match the class-default traffic clazs. Class-default can be
uzed in catch all stustion.

t’:} Uze class-default as the tratfic class.

[ = Back ][ Mext = ] [ Cancel ] [ Help ]




#* Add Service Policy Rule Wizard - Traffic Match - RTP Ports

RTP Port Range: ‘ 4000 |t:- | 5000 |

RTP port numbers should be betwesn 2000 and 65535, Maxitmum number of RTP ports in range is
16383,

[ = Back ][ Mext = J [ Cancel J [ Help ]




B Add Service Policy Rule Wizard - Rule Actions

| Pratocol Inspection | Irtrusion Prevertion | Connection Settings |

Enahle IPS for this traffic flow

~Mode

(%} Inline Mode

I this mode, & packet is directed to [PS and the packet may be dropped as a result
of IPS operation.

O Prarizcous Mode

In this mode, a packet iz duplicated for IPS and the original packet cannot be
cropped by IPS.

~If IPS card fails, then

{E} FPermit traffic

G' Cloze traffic

[ = Back J[ Finizh ] [ Cancel ] [ Help ]




curlty Policy » Semvice Policy Rules

| Access Rules || AAA Rules | Fiter Rules | Service Policy Rules

& add - @ Edit Jif Delete | & MoveUp w Move Dowri | # Cut B Copy B@Paste - | @ Find | R

Traffic Classification
Name | Mo | Erabled | match | Source | Destination | service | Time
= Interface: inside; Policy: sales-palicy
L seles-class EE Match & any @ any 4000-5000 $ ips inling, permit tr...

Rule Actions Description




[ Cisco ASDM 5.0 for ASA - 172.23.62.88
File Fules =earch Options Tools Wizards Help

@ [ & @ |
Home Configuration Wonitoring

O O

Back Forward

K

Search

o @ 2

Refresh Save Help

Configul

tion = Faatures = IFS =

Signature Dafinition = Signature Canfiguration

& ¢ EIM SRR RR
= @ Sensor Setup =1 — Signature Caonfiguration
Interfaces '"@NEM’DI’R
2 ---@Allawed Hosts Select By: Select Criteria; |——NIA—— '|
"_—'% = Q 55H
Security Palicy & Q Cetlificates SigID | SubSigID Mame Enabled Action Saverity =
&, ---@Time —— R By roduce Ala nfarmatio
E%? ---@Users 1000 | IP options-Bad Option List Froduce Alert Infarmatio... -
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Rovting ---@Signature Yariahles 1007 0 IPvG over IPvd Mo FProduce Alert Infarmatio... =
8-S iunatu Mg 1101 0 | Unknowr [P Pratocol Yes | ProduceAlert | Informatio.. =
% -TRlCustorn Signature Wiza T i - i T -
Bebr s ks - EMiscellanaous 1102 | 0 Impossible IP Packet ves | Produce Alert High &
L% =+ Q Event Action Rules 1104 I |IP Localhost Source Spoof TeS Produce Alert High
o ; | | | |
il ~FEvent Variables 1107 0 | RFC 1918 Addresses Seen No  ProduceAlertt | Informatio.. E
Aciministration "'@Target Yalue Rating T I - T T i
---@Evenmction Ovetrddas 1108 _ 0 . IP Packetwith Proto 11 Tes . FProduce Alert High 5
[:"':2; ---@Eventﬁ\ctiun Filters 1109 1 Cisco |08 Interface DoS Mo Produce Alert Medium
opetet ~RGeneral Settings 1109 3 | CiscolOS Interface Do Mo | Produce Alert Medium
& Q. Blocking i — i :
---@Blucking Froperies 1109 . 2 . Cisco 108 Interface Dos Ma IPdeuce Alert Medium | &
_®Device Login Profilas e R e ——— . _*l_‘
- #)BIocking Devices
- PRIRouter Blocking Device Apply Reset
F. 1 R
Wizards -~ |4 f 3
| sisco | NA (15) B | | & e




ﬂ'"s Cisco ASDM 5.0 for ASA - 172.23.62.88
File Fules =earch Options Tools Wizards Help

@

Home Configuration hdonitoring

% B0 O Qe & 2

Back Forward Search Refresh Save Help

Features

Interfaces

&

Security Policy

o

Routing

&

Building Blocks

3,

Device
Administration

)

Properties

Wizards -

Configuration = Features = [PS = Signature Definition = Signature Configuration

¢ EF KM BRRRE S

B G, Sensar Setup | — Signature Configuration

---@Nelwurk
- Sallowed Hosts SelectBy: |Siy ID ~] EntersigiD: | Flndl

B4 55H Fid

; ; Attac ;
i SiglD 5 Mame Enahled Action Sever =
EHQ Certificates 2 L2/L3/L4 Protacal ¥ | Rai

- SITime as
~filUsers Release =
= G Interface Configuration Senice s

---@Interfaces S!g ID r
Sig Mame b
= NIEL k
- B8ITraffic Flow Notifications
B 'Q Analysis Engine -
E—---@Vinual Sensor
L BGInhal Variables =
B G Signature Definition
- BISignature Variables =
ature Configuration
---@Custnm Signature YWiza
---@Miscellaneaus L
B QL Event Action Rules
---@Evem Yariables =
---@Targewalue Rating
---@Evem Action Overrides
- B8IEvent Action Filters
-T)General Setings
B Q. Blocking
---@Bmcking Properties
---@Device Login Profiles 1] | vl
---@Blucking Devices
- $8IRouter Blocking Device Apply Reset |
iy

-

cisco [NA(15) Bl @ & van




isco ASDM 5.0 for ASA - 172.23.62.88

Fules  =earch Options  Tools Wizards Help

@ (4 @ (0 0/Q (e o 2

Home Configuration hdonitoring Back Forward Search Refresh Save Help

Features Configuration = Features = [P35 ignature Definitioh = Signature

+2FENBORE S
D Q, Sensar Setup | — Signature Configuration
Interfaces @Nelwurk
a - Sallowed Hosts Select By |Attack =| SelectAttack: |AdwareiSpyware
—b B G 55H : -
Security Policy B Q Corificates SigID | SubSigID Narrie ggf:;:g;ﬁfef‘wmn Severlty | | -
'E{%jg i 12000 0| G { QoS Lo
e -MlUsers st ol (R i DoS =
= G Interface Configuration Bonzi Buddy Spyware BeacgFiles Access
e | | General Attack =
&3 %gjs:::es 12002 | 0 | SaveNowAdRequest  |ps Fyasion | low |
WEN =
s ---@Trafﬂc Flaowe Mofific ations 12002 _ 1 _ SaveMow Ad Reqguest | Mo _ Froduce Alert _ Lowy _
@D EI-QAnaIvSiS Engine 12003 1] Ezula Spyware Mo Produce Alert Loy =
IPS -~ §virual Gensor 12004 0 | Cydoor Spyware Mo | Produce Alert Low
L BGInhal Variables [ — — [ [ [ =
q§g & Q Signature Definition 12006 . 0 . Linkarabber9d Activity . Mo .PruduceAIert . Low
Routing @Slgnature\fanables 12007 0 | GameSpy Activity Mo Produce Alert Loy =
' WEUTShGE 12008 0 | 180solutions Adware Mo | Produce Alert Law [}
& @Custnm Signature YWiza T T . i T T T
Building Blocks @Mmcellaneaus 12009 _ 0 _ MarketScore Activity . Mo _ Produce Alert _ Low &
Lig B QL Event Action Rules 12010 0 | GAIN Adware Activity Mo Froduce Alert Loy
& 2 1 1 T 1 1
Sl ~BREvent Variables 12011 0 | TOPicks Activity No | Produce Alert Low E
Administration - §8Target Value Rating || 1 T : o T 1 T T
---@Evenmction Overrides 12012 | o _ Purityscan Activity . Mo _PrnduceAIert _ Lowy _ =
E;!) ---@Evenmctiun Filters 12013 0 | ISThar Toolbar Activity Mo Produce Alert Low
bEppeles. Q;'QGE”BVE' Settings 12014 1 | Keenvalue Spyware Mo Produce Alert Low
B4 Blocking T T T T T
---@Bmcking Praperties 12014 _ a _ KeenYalue Spyware | Mo _Prnduce Alert _ Loy | &
Doics LoginProfies praw TP RSoe IS BTV EVWP RS RO
---@Blucking Devices
- §8IRouter Blocking Device' Apply Reset |
M . . e .
Wizards < ] [ |

|cisco |NA (15) BEE @ |l




isco ASDM 5.0 for ASA - 172.23.62.88
Fules  =earch Options  Tools Wizards Help
i 42 e Q e ' i
@ L L 0 O @ o ?
Home Configuration hdonitoring Back Forward Search Refresh Save Help
Features Configuration = Features = [P35 ignature Definition = Signature Configuration
+2FENBORE S
D Q,SensurSetup | — Signature Configuration
Interfaces @Nelwurk
a - Sallowed Hosts Select By |Attack »| SelectAttack: |AdwareiSpyware |
%1'%9 B+ Q 55H -
Security Policy B Q Cerificates SigID | SubSigID Mame Enabled Action Severity F_ =
! - galTime
Ef%% "'%Users 12000 0 _ Gatar Spyware Beac Praduce &lert Low k
B 'Q Interface Configuration 12001 0 | Bonzi Buddy Spyware Beacon Mo Produce Alert Loy
gg ~Plinterfaces 12002 0 | SaveMNow Ad Reguest Mo Produce &lert Low
5 - PRBypass [ - - - | - A
s ---@Trafﬂc Flaowe Mofific ations 12002 _ 1 _ SaveMow Ad Reqguest . Mo _F'mduceAIert _ Lowy _ ;
@D B Q. Analysis Engine 12003 1] Ezula Spyware Mo Produce Alert Loy k2
IPS -~ §virual Gensor 12004 0 | Cydoor Spyware Mo | Produce Alert Low
L BGInhal Variables [ — — [ [ [ =
q§g & Q Signature Definition 12006 . 0 . Linkarabber9d Activity . Mo .PruduceAIert . Low
Routing @Slgnature\fanables 12007 0 | GameSpy Activity Mo Produce Alert Loy =
' WEUTShGE 12008 0 | 180solutions Adware Mo | Produce Alert Law [}
& @Custnm Signature YWiza T T . i T T T
Building Blocks @hﬂlscellaneuus 12009 _ 0 _ MarketScare Activity . Mo _PdeuceAIen _ Low &
Lig B G Event Action Rules 12010 0 | GAIN Adware Activity Mo Froduce Alert Low
Sl ~BREvent Variables 12011 0 | TOPicks Activity No | Produce Alert Low E
Adiiristration ~Wraretvalue Raton. g 12012 | 0 Pur Activi Mo |Producemet | L -
---@Evenmction Overrides | _ urityscan Activity . ] _ roduce Ale _ oW _ 5
E;!) ---@Evem Action Filters 12013 0 | ISThar Toolbar Activity Mo Produce Alert Low
bEppeles. ~§aGeneral Settings 12014 1 | Keenvalue Spyware Mo Produce Alert Low
£ Q. Blocking i i i i i
---@Bmcking Praperties 12014 _ a _ KeenYalue Spyware | Mo _PrnduceAIen _ Loy | &
Doics LoginProfies praw TP RSoe IS BTV EVWP RS RO
---@Blucking Devices
- §8IRouter Blocking Device' Apply | Reset |
M . . e .
Wizards | [ | v b
|cisca |NA (15 B/28 @ & amn




= Cisco ASDM 5.2 for ASA - 172.23.62.89 | active context: admin (Preview Release)

File Fules Search  Options  Tools  VWizards  Help

%

Configuration  Monitoring

[ [ule[%

|E admin

2N

Forward

Qe a@ 2
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@) | psses I Sery
Interfaces: Hd - [ E
= Adding & hew service policy rule requires three steps: E—
E.—;}_, Step 1: Configure a service policy. @ Al
Sectinty Policy —Nﬂr Step 20 Configure the traffic classification criteria for the service policy rule. I
‘-ﬁ% Step 3 Configure actions on the traffic classified by the service policy rule. Address Ob
@@ any
MAT ~Creste a service policy and apply to: @110
Only one service policy can be configured per interface or at glokal level. If a service policy already exists, then E@ 1100
@ yiou can add a nevy rule into the existing service policy. Otherwise, you can creste & new service policy. o 2 2 D
e 222
- mBh 55 55 :
¢§5 ' Intertface: Idmz - (creste new service policy) LI Mames
~Bokkirky-y
Routing Palicy, Matne: |dmZ-pc-licv ~dirt ;
& Besotiptiarn: | utlidal
Global Chjects
(* Global - spplies to all interfaces
Pm[penlhs Palicy Nams. IInsped-HTTP
Description; |In3pe=l:1 HTTP
& Back | Ment = Cancel | Help |
N | i | I

Apply | Reset |

|FB1I-:|var !mdminh |‘IS | & | | | | | @ |3f'
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Interfaces: Hd - [ E
fﬁ" ¥ Creste a new traffic class: Iglobal-class | ————c—
B @ 2l
E= — Descri ] .
Security Policy Mar =scHEhon (optona) I =
~Tratfic match criteria —_—
‘ﬁ% : Address Ob
T I Defaut Inspection Traffic @ any
[~ Saurce and Destination IP Address (uses ACL) ~mBh 1140
@ I¥ TCP or UDP Destination Port “af1100
PS ~mfh2220
I~ RTP Range 5l 55 55
qég [ IP DitfSery CodePaints (DSCP) Mames
Routing " Ip Precedence ~Bakkirky-¥
~dirt
& I Any traffic etk Okjer
Global Ohjects
El, It traffic does not match a existing traffic class, then it will match the clazs-default traffic class. Class-default can be
Properties: used in catch all situstion.
" Use class-default as the traffic class.
= Back | Ment = Cancel | Help |
« I 0 | I

Apply | Reset |

|FB1I-:|var !mdminh |‘IS | & | | | | | @ |3f'
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B Add Service Policy Rule Wizard - Rule Actions

| Protocol Inspection | Intrusion Prevention | Connection Settings |

rMaximum Connections - Randomize Sequence Mumber
: ; | Rahdomize the sequence number of TCPAP
Maximum TCP & UDP Connections: Detault (00 e |
L packets. Dizable this feature only it another
inline A54 is also randomizing sequence
numbers and the result is scrambling the
) ) ! I data. Disahling this feature may leave
: Default (0 v |
Nimsimir Empyotia Sonpecons: ik (o systems with weak TCP Sequence number
randomization vulnerable.
i~ TCP Timeout - - TCP Normalization i
[
Ernbryonic Connection Timeowt: Detault (0:00:20) bt | []use TCP Map |
[
Half Clozed Connection Timeout: iDefaurt (0:10:00) w | I
! TCP Map: iz |
Connection TimeoLt: IIZflefaurt (1:00:00 W |
|:| Zend reset to TCP endpoints before timeout
ey Ecii |
|:| Dead Connection Detection: |
TimeoLt |' faylt (0, 15:00 [
S | |

[ = Back ][ Finizh ] [Cancel ] [ Help ]




dd Service Policy Rule Wizard - Rule Actions:

| Protocal Inspection | Intrusion Prevention | Connection Settings |

[-Maximum Connections | Randomize Seguence Number ———————————————

Randaomize the sequence numhber of TCPAP

packets, Dizable this feature only if anather

inline ASA iz also randomizing sequence
numbers and the result is scrambling the

BE Add TCP Map

TCP Map Narme : TCP-Test Gueue Limit ; ul data. Disabling this feature may leave
systems with weak TCP Sequence number
randomization vulherakble.
Clear urgert flag |:| Drop SYM packets with data
|:| Drop connection on vyindow varistion Enzble TTL evasion protection o
~TCP Mormalization
Drop packets that exceed maximum segment size [ werity TCP checksum [] Use TCP Map
|:| Check if retransmitted data iz the same az original i
TCP Map: i
~Reserved Eits
() Clear and allowe (=) Allow only ) Drop
Mew Eclit
~TCP Options
|:| Clear selective ack |:| Clear TCP timestamp |:| Clear window scale
~Range
Canfigure the hehavior of packets with TCP option range value configured. The default action is to [ < Brick J[ Fifigh ] [ FErGal ] [ Help ]
:

clear the options and alloww the packets.

Lowwer Upper Action

Range : ta

Action: oo P

| ) =




#* Add Service Policy Rule Wizard - Rule Actions

Protocol if"SIE'E'Z'ﬂ':'ﬂ | Intrusion Prevention " Connection Settings
[]cTiaes e
Clocesec
Cons
Deswr
Crr
[JH323H225
Doz as
CDiewp
[ ] ICMP Error B
(s
i
Cwece
[ MeTBRIOS
C1rrTR &
[ = Back J[ Finizh J [ Cancel J [ Help J




| Trattic Classification | TCPAUDP Destination Port | Rule Actions

i i

Protacal Inspection | ngrusion Prevertion | Connection Settings | i -
Jlions Description
[l cTieee SelectHITTR: Map
T
[Joceree Configure... (") No HTTP map for inspection.
D DS @ Select a HTTP map for fine contral over inspection.
CJeswre
MName Acld
Ol
HTTPMapExample
Cer
: &= Add http policy map
IEEES
|:| H323RAS Add the basic settings for the HTTP map in the Basic View. Make advanced changes for the HTTP mes
- Addvanced Yiew.

I £ |
] ichp Al
[ ichp Ervar Descriaton: |
s
Cm [
Cmece rSecurty Level
CIMETEIOS OK Move the slider to change the security level
C1perTR High
Claeu - Drop connections and log for protocol wiolations.

- Drop connections if content-length header count is greater than one.

- Drop connections for methods that are not GET or HEAD.
= - Drop connections for requests with non-A=CH headers.

LRI F
[ Ok } [ Cancel J [ Help J




B Add HTTP Inspect X]

“Match Critetia —————————— — — — -

() Single Match
Match Type: (%) Match ) Mo Match
Criterion: Request Header Contert Type by
“Yalue
G} Content Type: application/msword e
applicationf-gzip ]
3 Unknowr applicationts-java-archive
applicationf-java-vm =
) Violation applicationtz-msn-messenger
applicationszip
{:} Regular Expressiol,, diothasic
—|audiomidi
audio/mpen

Manage

{:} Multiple matches

Actions
Action: 'E_:' Drop Connection O Re=et C} Log
Liogy: @ Enahle C}' Dizakle

Ok | | Cancel | | Help




Access Rules | A48 Rules | Filter Rules | Service Policy Rules

g Add - g Edit ﬂ Delete | & MoveUp w Move Down

j, cut B Copy .F‘-‘:sti.— - @ Find

Traffic Classification

Narme | Mo | Enakled | Mateh |

Source I
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Rule Actions
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1= Global; Policy: glakal-policy
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Global Objects

Z

Properties

o )

Etherne
Etherne
Etherne

Manage

<

i ERRE S

Add

B Connecting to CSC...

ASDM will make a new connection to the CSC software running on the S5M module in
this ASA system. ASDM connects to this using a separate connection to the IP address

Edit

ofthe management port on the S5M module. In the below fields, specify the I[P Address M
to he usedto cannectto the CSC subsystermn. You will then be prompted fora CSC
management passwoard. ' I
18
(* iManagement IP Address - 172.23.62.15
Rl
" Other IP Address or Hostname: I Port:
Continue ‘ Cancel Help

I Enable traffic hetween two or maore interfaces which are configured with same security [evels

| e |

<admin=  |NA(15) EY ‘& 3/29/06 8:24:01 F
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Print
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B Cisco ASDM 5.1 for ASA - 172.23.62.18

File FHules Eearch Options Tools Wizards Help
| @ @ c " Q & Gisco SysTeMs
@ % © e I ?
Haomme | Configuration Monitaring Back Forward Search Refresh Save Help g

W £ F | HM S RRBE S
Interfaces EHEZCSC Setup —Wizard Setup

@Activatium’ucense

glF Configuration Click on the Launch Setup wizard button below to start the wizard.

- @gHostiNotfication Se

: %Management Acces Setup wizard assists vou in getling your CSC configured and running, Use this wizard
- B Password to activate features and configure IP address notification and password settings.

=,

Security Policy

MAT
(78 ---@Web . Activation codes are required to enable features on CSC. Ifyou have not received
; ---ﬂrﬂail activation codes, you may use the following URL.
WP
---[aFiIe Transfer www.cisco.comigolicense
@ (& Updates
CSD Manhager Launch Setup Wizard

Trend Micro
Content Security

oz

Rauting

&

Global Ohjects

Z

Properties

<adrin= [ MNA (16) B 1| 3/30/06 6:26:45 PM UTC
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Security Policy

AT

=

)

WPN

>

CED Manager

Trend Micro
Content Security

oz

Rauting

&

Global Ohjects

Z

Properties

@Activatium’ucense

P Configuration

i BgHostMNotification S

%Management Acces

- B Password
E----@h"di:{ard Setup

Sl

[ Mall

---[aFiIe Transfer

(& Updates

IURL Blocking:

URL Filtering:

File Blocking -

File Blocking:

Scanning

HTTP Scannina:

URL Blocking And Filtering

Enabled

Configure URL Blocking

Dizabled

Configure URL Filtering Rules

Configure URL Filtering Settings

Enabled

Configure File Blocking

Enabled
Configure Web Scanning
=admin= | NA(1E)

File Rules Options  Tools Wizards Help
o2 = @ & L1sco SysTEMS
@ % 2 O O Q & & ?
Haomme | Configuration Monitaring Back Forward Search Refresh Save Help g
L + 2 F DM RBRE S
Interfaces EI-CSC Setup ek

B &

[E-i:'] 3/30/06 B:17:46 PM LITC




#% TREND MICRO" InterScarfor Cisco CSC SSM

TREND MICRO
InterScan for Cisco CSCS5M

Please type your password to access the product console.

Password: [ Log an |

@ Copyright 139&-20068 Trend Micro Incorporated. All rights reserved,




‘TREND MICRO"InterScan-for Cisco CSC SSM

Sumnary @

Summary:
> Mail (SMTP) Base License Expiration Notice
b Mail (FOP3) a Your evaluation period ended on 02/20,/2006. More info ...
¥ Web (HTTF)
¥ File Transfer (FTF) Plus License Expiration Notice
} Update '@ Your evaluation period ended on 02/20,/2006. More info ...
¥ Logs
b Administration

Status | Mail (SMTRP) | Mail (POoP3) [ web (HTTP) [ File Transfer (FTF)

* Productwersiomi  Trend Micro InterScan for Cisce CSC SSM &0 (Build#1342)
> License: Base License expired on 02/20/2006

Plus License aupired an 02/20/2006

Component Current Wersion Last Update

Wirus Pattern File 3.219.00 02/17/2006 15:58:19
Virus Scan Engine 2.100.1002 01/10/2006 17110008
Spuware/Grayware pattern 0.339.00 02/1&/2006 08:58:12
PhishTrap pattarn 235 02/17/2006 09:58:11

Anti-spam rules and engine
> Anti-spam rules 14274 02/17/2006 20: 00:07F

* Anti-spam engine 3.52,1006 01/25/2006 06158113




" InterScan™for Cisco CSC SSM

Surnmary

URL EBlocking

¥ Mail (SMTP)

b Mail (POP3)

~ Web (HTTP)

¥Yia Local List Wia Pattern File (PhishTrap) | MNotification

URL Blocking: Disabled | Erable

URLs to Block

Scanning

File Blocking Match:l

URL Blocking @ web sive (erample: "mumcom' matches all URLs starting with "mun.com”)
URL Filtering O URL keyword (example: 'vyy' string matches all URLs containing 'yyy'l

Filtering Rules
Settings

O String/IP address (exact-match, erample: zzz.comffile matches only 'zzz.comifile?)
[ Black ][ Do Not Black ]

¥ File Transfer (FTP)

b Update

b Logs

Import block list and exceptions: | |[ Browse... J Import

b Adrinistration

Block List

Users are never allowed to access URLs included in this list,

[ Remouve _”_ Remouve All ]

Block List Exceptions

Access to these URLs is always allowed,

[ Remove _”_ Ramouve All ]

Save Cancel




"TREND MICRO™InterScan™for Cisco CSC SSM

i_ng off | |He|p

URL Blocking @
Surmmary
F Mail (SMTP) Wia Local List ¥ia Pattern File {PhishTrap) | Motification
P Mail (POP3) Block URLs Using Following PhishTrap Categories: @

v Web (HTTP)

Phizshing sites: fraudulent collection of confidential information

Seanning Spyware sites: hidden but legal program that secretly collacts confidential infarmation
File Blockin
; L] Wirus accomplice sites: outhound HTTP accesszes due to known behavior of malicious code
URL Blocking
x s Dizease vector sites: a Web site that exists for malicious purpose

URL Filtering

Filtering Rules Submit the Potential Phishing URL to TrendLabs =":

Settings Phishing URL: | |
b File Transfer (FTF) FPhishing categories: | Fhishing e |
* Update Sender's email address: |StEUE@CiSC0-C0m |
b Logs

b Administration

Mote:

Save Cancel




: -TREND MICRO™InterScan"for Cisco CSC SSM

Summary

SMTP Incoming Message Scan

-+ Mail (SMTP)

Scanning

Target \l action | Motification

Incoming

Ziutgaing

SMTP Incoming Message Scan Disabled Erzblez

Default Scanning

Anti-spam

Content Filtering

Incoming

2utgoing

Configuration

Select a method:

O all scannabla files

@ IntelliScant uses "trua file type" identification L;J

O Specified file eutensions..

r Mail (POP3) Compressed File Handling

P Web (HTTF) Action on password-protected files: @ Deliver O Delete |1_5A

b File Transfer (FTP)

} lindate Do not scan compressed file if: B

X ioas Dacomprassed fils couptenceads) @(1-400)
O R Size of a decompressed file enceads: 20 |(1-30IME

Mumber of layers of compression excesds:

Size of decompressed files is """ times the zize of comprassed file:

&ction on unscanned compressed files: @ Deliver D Celete

e |ez-2m)
100 (2-200)

Scan for Spyware/Grayware

D Select all

l:l Spyware
D Dialars

D Hacking Tools

D Pazsword Cracking Applications

I:l Adware

|:| Joke Pragrams

D Remote Access Teols

|:| Others LE_‘

Save Cancel




,EFREND MICRO InterScan™for Cisco CSC SSM

Summary

SMTP Incoming Ant-spam

+ Mail (SMTP)

Scanning

Target | action

Incoming

Citgaing

SMTP Anti-spam: Disabled Enakble

Filter Threshold

Anti-spam

Content Filtering

Incoming

Ciutgaing

Configuration

Setthe anti-spam filter threshald,
{:‘n High: Rigorous filtering-catches the most spam-greater chance of false positives,
D Medium: Filtering-high rate of spam detection-moderate chance of false positives.

r,'r:} Low: Lenient filtering-catches only obvious spam-lowest chance of falze positives.

b Mail (POP3)

Approved Senders

b Web (HTTP)

b File Transfer (FTP)

¥ Update

¥ Logs

b Adrinistration

The approved senders list applies to both SMTP and POP3 protocals,

Add approved senders' email addresses or domain names:
[For example: trend.com.tw, Frank@hotmail.com, or @trend.com.tw.)

| |[Ladd ]

Approved senders:

Blocked Senders

The blocked senders list applies to both SMTP and POP3 protocols.

Add blocked senders' email addresses or demain names:

[e=rm

Thesze iterns will always be treated as zpam.

Save Cance




_TREND MICRO"InterScan~for Cisco CSC SSM

Summary

Message Size

-

Mail (SMTP)

Scanning

Filter messages based an their size (including message body and attachment):

D Message size is| larger » |than |5 || MB W

Incaming

Cutgoing

Message Subject and Body

Anti-spam

Content Filtering

Cutgaing

Configuration

Mail (POP3)

Web (HTTP)

File Transfer (FTP)

Update

Logs

3

Administration

Filter messages with words in their subject and bady that meet the following criteria:

Add words to subject filter:

| [(add ]

Subject contains:

Delate

I:l Match case

Add words to body filter:

| [add |

Body contains!

Delete

D Match case

Message Attachment

Filtar attachments with file names that cantain characters or a word inthe list bou, For example, if "¥abc®"
i= added, an attachment named "Financial_abc.doc" is matched.

Add wordsfcharacters to the attachment filter

| Cadd_]

Attachment file name contains:

Delete




2 Cisco Incident Control Server Management Console - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit Wiew Faworites Tools Help

@Back b4 \_}J @ @ f;j /":1 Search ‘\;'Il?Favorites @ E-" h:‘; ﬂ J ﬂ ‘:‘i
Address !@ https: /67,122,107, 1641434 3/CICS fconsolefhtmlf cgifcgichkMasterPwd.exe

C1sco SYSTEMS

Cisco Incident Control Server

Cisco Incident Control Server

Please type your administrative username and password to
access the product console.

Username: | |

Password: | | Log on

Copyright @ 2005 Cisco Systerns, Inc,  All Rights Reserved,




File Edit ‘ew Favorites Tools Help

@Back = \_,) @ @ -i:j /_ﬁ Search ‘-3:'3 Favorites e’! E

Address |@ https: /67,122,107 . 164: 4343/ CICS consolefhtmlfcgifcgiChkMasterPwd. exe

C1sco SYSTEMS

Cisco Incident Control Server

- Logs Updates | Global Settings

. Outbreak Manag Devices

Outbreak Management Summary

2]

Last updated: 5/4/2006 11136127

New task

‘?J-Refresh
Running Outbreak Management Tasks
Task Mame Hosts In Watch List Initiated Date/Time QOPACL End Date/Time Action
g:; CustornPolicyl Task 0 4/4/2006 14:01:52 4/4f2006 15:01:52

[ Stop Running Task J

Star‘t.u"Custom Cutbreak Management Task

Automatic Outhrealk Management Tasks

Autornatic Red Alert Guthreak Management Tasks  [(Status: Enabled)

Autornatic Yellow Alert Outbreak Management Tasks (Status: Enabled)

Enable Cisco ICS to deploy outbreak management tasks automatically for red and vellow alerts,

OPACL (3 OPsig i}

Current version: izg Current version: 1.2

Lazt updated: 21/ 2/ 2006 Laszt updated: 21/2/2006
Metwark viruses in policy: 2 Mumber of devices: 2

Cutdated devices:

2




ntrol Center - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit \Mew Favorites Tools Help

SBack + = - @ fat | @5&3rch [3] Favorites @Medlﬂ G:S | I%v = = Eﬂg

Address @ http:ff210,241.235,31:8181 /CICC fconsole/htmljcgi/cgiChkMasterPwd. exe

Loa OFf | |Help = t@
] -Upl:l.;es__” Gll_:lhal Settings )

Outbreak Management Summary (2]

Last updated: 7/5/2005 2:02:19 %Reﬂ*esh

Active Outbreak Management Tasks

Mew Cutbreak Management Ta

Qutbreak Management Task Hosts In Watch List Initiated Dates/Time QOPACL End Date/Time Action
_ WORM FAFL.D Task 0 2/5/2005 16:33:20 4/5/2005 16:33:20 Stop |
'___' WORM BAGLE AU Task 0 3/5/2003 16:18:51 3¢3/2003 16:18:51 Stop |

© C WORM SOBER.I Task
i

=

4/5/2005 3:33:10 6/5/2005 15:33:10 Etupl

Automatic Dutbreak Management Task

Set Outbreak Management to autarnatically deplaoy Outbreak Prevention Policies to netwark devices,

Automatic Red Alert Outbreak Management Tasks  [Status: Enabled)

Autormnatic Yellow Alert Quthreak Management Tasks (Status: Disabled)

oOPACL 0OP&ig

Current version! 201 Current version:

Last updated: 297472005 Last updated: -

Metwark wiruzes in polioy: 28 Murnber of devices: o
Outdated dewvicas: o

| &] javascript:jshiewOMT(12560); [ [ [ [@int




sco Incident Control Server - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit Wew Favorites Tools Help

@Back b \_3) @ @ i;j /":1 Search H:IE{Favorites @ E_ﬂ'_,v .,:;,. )| ._.I ﬁ .‘:'i

Address i@ https:/ 67,122,107, 164:434 3/ CICS console/htmlfcgifcgiChkMasterPwd. exe

C15c0o SYSTEMS

Cisco Incident Control Server

Logs Updates Global Settings
Task @

an your netwark,

Outhreak Management Summary

Mew Cutbreak Managerment Task

Outbreak Reports
outhbreak Global Settings y ipecify Qutbreak Managerment Task => Step 3. Specify mitigation devices

Select a threat

4 4 page=|1 |0F1 b oM

Threat Mame Last Updated Alert Type Risk Req'd OPACL Req'd OPSig

CustormnPolicyl - - — — —
CustormPolicy2 - - = — e
CustornPolicy2 — i — i %
CustomPolicy 4 = — = 2L i
CustomPolicy 3 = - — - —
CustomPalicye = — = = =
WORM MYTOR, MK 2441172005 10:36:52 Yellow Alert Low is88 1.2

WORM SOBER.AG 21/11/2005 21:02:02 Yellow Alart Low izg 1.1

00000000 ®| |

ICS TEST FILE 17/10/2005 2:07:48 vellow alert Low igs 1.0




2 WORM_MYTOB.MX - Description and solution - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit Wiew Faworites Tools Help

_,J \_,J \ﬂ @ _;‘] j'._‘Searu:h ‘\:::-'Favorites @E .‘v k_‘; E - _] ﬁ ﬁ

|G_Iuha| Sites v| ]Searl:h

G‘TREN X A#E B WP OEES
MICRO

! Products E
Services

Home :

Purchase Sl Security Info Partners About Us Find a product

\irus EHCYC|D|JBE“EI Home * Security Informmation > Yirus Encyclopedia > WORM_MYTOB. MK

Security Advisaories

Scams & Hoaxes WD RM_MYTOB- MX

Joke Programs

Spyware/Grayware

Phishing Encyclopedia

Virus Map J Overview || Solution || Technical Details || Statistics

Subscriptions
weekly Virus Report

QUICK LINKS Understanding Mew Pattern Format | Printer Friendly Paage

General Wirus

) ! i ng: = l
FoEnFatag M‘.alware type: Warm Cwerall risk rating [ Medium
b Aliases: W3Z.Mytoh@rmm, W32/ Mytab,
JehicerRanars Winzz/Mytab KU IWarm Reported infections: =" Low
Test Files In the wild: Yes Damaage potential: High
|Webmaster Toals | Destructive: No Distribution potential: E====s High

| Language: English

Platform: Windows 98, ME, 2000, %P,
Advanced Server 2000, Server 2003

Encrypted: Mo

|TrendLabs - R&aD

Infection Channel 1 : Propagates via email

Infection Channel 2 : Propagates via network shares
Description:

As of Novernber 24, 2005 at 2:34 am (Pacific Standard Timne, GMT -&:00), TrendLabs has
declared a Mediurm risk alert in order to control the spread of WORM_MYTOR. MK,
TrendLabs has received several infection reports indicating that this malware is currently
spreading in Eastern Europe, Germany, France, Spain, and Austria.




WORM_MYTOB.MX Behavior Diagram

ACTIONS I IMPLICATIONS l COUNTERMEASURES I
b

) rrrvaL

Aftachment
:---'of @a mass-malled emailfg -0

~ Block emall or do not
open attachment

gl Propagates
via metwork shares

: tk CONDITIONS

; windows 98, ME,
: -~ 2000, ¥P, Server 2003,
i i Advanced Server 2003

Internet/network
connecton

A Drops the file Trojan connects to
SYST.EXE, detected as ---o-ocsrrmitteee -*-a Web site to download §-,
TRO1_MONURL.DY antially malicious filg .
e ———————{ " .
Modifies systam Enables the worm
registry et " to run at startup :

3 Gathers emai Aechdsysrem
e --- becomes propagation
launch pad
=

Spreads worm to

Sends email = [reeeeeeecemsssanacan e mtaiie

Apply Trand Micro
clean solution

Uses sodal Users may ' For product-specific
engineering techniquasf """~ """ Tttt --- unsuspectingly open |1 solutions, refer to
waorm attachment | Sglution 2713

Connects to an
IRC server/channel bo §.................... = Gives the worm i
recelve commands other functionalities :

Uses aown Simple

Mall Transfer Protocol .. Consumes network

SMTP) Engine bandwidth

Attempts to transform Remote user can '
system Inte a [ rosttionnnnneasnned **" upload and download |
FTF sarver | filas
U

i

Comments fSuggestions

We would like to know what you think about the Behavior Diagram, our latest Wirus
Encyclopedia feature. Please click here to send us your comments, suggestions, or

feedbacks,




. Products £ :
Services

Home :

[ Wirus Encyclopedia
Security Advisaries
Scams & Hoaxes
Joke brogr-érns
SpywarE/-f-Sravware
Phishing Encyclapedia
'n.ﬁrus Map

Subscriptions

_.\-.I-‘L.feel-dy :\.;'-i.rus ﬁ-epo;ﬁ
Generél Yirus )
Information

W-NH-ife Pa.pers

| Test Files
Webrmaster Tools

| TrendLabs - R&D

y'ps poll

*1 am a home PC
user

* I am an IT
professional

» Other

: Purchase

:-Gic;l:;a;l--Sites v| [search II]

AFE T Eo HEDZ

Nl Security Info  EEE e =18 About Us : Find a product

Horne = Security Informiation > Virds Encvclopedia > WORM_MYTOR. MX

WORM_MYTOB.MX

| Overview || Solution || Technical Details || Statistics

File type: PE

Mermory resident: ves

Size of malware: 53,760 Bytes

Ports used: Random

Initial samples received on: Mov 23, 2005
Compression type: PESpIn

Related to: TRCJ MOMNURL.D

Payload 1: Compromises system security

Payload 2: Drops another malware

Details:
Installation and Autostart Technique

Upon execution, this mermory-resident worrm drops the file SYST.EXE, which Trend Micro
detects as TROJ MONURL.D, in the wWindows system folder,

It creates the following reaistry entries:

HFEY LOCAL MACHINE\SOFTWARE\Microsofth
Windowsh CurrentWersion Run
Debugger = "\dbhg3z. exe™

HFEY LOCAL MACHINE)\Z0FTWARE\Microsofth
Windows\CurrentVersiontFunServices
Debugoger = "ydhy3z, exe”




: ProductsE |
Home * “seryices

:"u'ir;us Encvclopeﬂi'a
"Securit\,r F\dvi-sories
"Scams & Hoaxes
"Jo.l;:e Programs
"Spyware,;’Grayware
"Ph-i.sl-ll%ing“Enc;r-clulalpe;jia
:.'u'i'rus Map

[ subscriptions

| Weekly Wirus Report
| General wirus
Information

"Wﬁze Papers

| Test Files
[webrnaster Tools

| TrendLabs - R&D

i Purchase

| Global Sites

A% % mo o

0|

ul]

v__- |Search

=

[+]

Security Info TGOS About Us

Support

Find a product

Home = Security Information = Virus Enceclopedia > WORM_MYTOR, MK

WORM_MYTOB.MX

| Overview || Solution || Technical Details || Statistics

Time Period: 1d | 7d | 1rm | 1v | &l

120

110+

100 4

a0

infected computers
h o =] o
2 2 = B
| 1 | 1

=

30+

20

104

0

4r4 445

Computers infected since November 24, 2005

| P P e ERPET Y JFPY PO e ] P S I o s R (T R e R
121214151617 181820212223 0 1 2 3 4 5 6 7 &8 8 1011

MNaorth Armerica 1,023
fsia 301
Europe 167
Australia and New Zealand 22
africa f
South America 1
{unknown) 36

Total

1,556




Cisco SysTEMS

Cisco Incident Control Server

Logs Updates Global Settings

Mew Outbreak Management Task

Z

& WORM_MYTOB.MX threat information:
This memory-resident worrm propagates by sending a copy of itself as an attachrnent to an email message, which it sends to target recipients,

uzing its own Simple Mail Transfer Protocol (SMTP) engine,

Step 1, Select a threat >> Step 2. Specify Dutbreak Management Task >> Step 3, Specify mitigation devices

Specify Outbreak Management Task

Task name: [WORM_MYTOR.MX Task
Outbreals Prevention Access Control List Settings
QPAGL d date: =z
Eifd:date [ossoarzone [EE] [15 v [48 ]
dd/rmm/yyyy L] i
OPACL configuration: @ Default policy

TCP Ports: 6667

O Custor policy

ICMP

TCP Ports; |65
Faor example: 21; 81-65535

UDP Ports: | |
For exarnple: 21; 81-65535

[ View ACL Configuration J

[ < Back ] [ Mext = J [ Cancel ]




G1sco SYSTEMS i )
Cisco Incident Control Server

Mew Outbreak Management Task (2]

Step 1, Select a threat => Step 2. Specfy Outbreak Management Task >> Step 2. Specify mitigation devices

Specify the Mitigation Devices to Receive the OPACL
@ All devices

C} Specific mibigation devices:

B8 cisco 108
[z Network Device

|_ < Back ] [t =7 [ Cancel ]




Cisco SysTEMS

Cisco Incident Control Server

Logs Updates Global Settings

Outbreak Management Task

A new outbreak management task is active.




£i5C0 SYSTEMS

Cisco Incident Control Server

utbreak Managemen Devices Logs Updates Global Settings
Outbreak Management Task > WORM_MYTOB .MX Task (7]
@‘Jiewadit Qutbreak Policy Generate Repart ‘:}F{efresh
_ WORM_MYTOB.MX Task
Initiated date ftime: S/4/2006 11148136 OPACL end date ftime: S/4/2006 12:48:36
OPACL mode: Blocking o Internet threat name:  WORM MYTOB.MX
More info >>
watch List {Risk Index: 0) Accumulated Logged Incident or Event
Active Hosts on the Watch List OPSig matching: 0 log entries
Infected hosts: 0 hosts OPACL matching: 0 log entries
Task tracking event: 5 log entries
OPACL Status
Cownload ﬁ Deploy to Network Devices
Active dewices: 1 Total devices: 5
Inactive devices: 4
Component Status
Download ﬁ Deploy to Metwork Devices
Component Deployed Version Required Yersion Deployed Mot Deployed Total
OPSig 1.2 1.z a = Kl

[ Remove opacL |




C1sco SYSTEMS

Cisco Incident Control Server

Devic Logs Updat

Outbreak Management Summary

Global Settings

®

Last updated: 5/4/2006 11:51:21

rd

Refresh

Running Dutbreak Management Tasks

Task Name Hosts In Wwatch List Initiated

Date/Time

OPACL End Date/Time

Action

~_ WORM MYTOB.Mx Task

New task

0 5/4/2006 11:48:36

S5/4/2006 12:48:136

[ Rernoue opacL

]

Starb"Custom Outbreak Management Task

Automatic Outhreal: Management Tasks

Autornatic Red Alert Outbreak Managernent Tasks  (Status: Enabled)

Autornatic YWellow Alert Outhreak Management Tasks (Status: Enabled)

Enable Cisco ICS to deploy cutbreak management tasks autornatically for red and yellow alerts,

Cutdated devices:

OPACL (j 0OPSig )

Current versiont 13g Currant varsion! 1.2

Lazt updatad: 21/2/2006 Last updatad: 21/2/2006
Metwark wiruses in policy: 3 Murmber of dewvices: 3

2




C1sco SYSTEMS

Cisco Incident Control Server
n Devices f Logs Updates . Global Settings

Outbreak Global Settings > Automatic Outbreak Management Task

Autornatically stop the OPACL when Cizea ICS deplovs the ©OPSig to online IPS davices,

Automnatically overwrite the OPACL after Cisco ICS downloads a new OPACL,

OPACL Settings .| Mitigation Devices

Enable automatic red alert outhreak management task

End OPACL after: | w4 | days | 04 Vl hours | oo ¥ | minutes

Enable automatic yellow alert outhreak management task

Emd OPACL after: | 0 M | days | 04 Vl haurs | 00 v | rminutes

Save




Cisco SYSTEMS

Cisco Incident Control Server

Outbreak Reports

Logs

Updates

Global Settings

2

H 4 page: DFSD L]

[] Task Mame

Status

Erorm*

Task Duration

Report Generated

WORM_MYTOB MK Taszk
CustomPaolicyl Task
MALWARE Tashk

BOGUS Task

MALWARE Tashk
MALWARE Task

BOGUS Task

MALMARE Task

BOSUS Task

) |

MALWARE Task

Active

Inactive
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive

Inactive

S/4/2006 11:48:36
4/4/2006 14:01:52
14/2/2006 16:59:04
13/2/2006 15:10:157
13/2/2006 14:34:32
13/2/2006 14:18:49
3272006 15:34:52
3/2/2006 15:31:53
1/2/2006 11:40:04

25/1/2006 13:32:47

S/4/2006 11:37:24
15/2/2006 12:56144
13/2/2006 15:13:04
13/2/2008 15:09:53
13/2/2006 14:34112
3/2/2006 15:36:04
3/2/2006 15:35:58
1/2/2006 11:51:07

1/2/2006 11:51:16

5/4/2006 11:37:42
15/2/2006 12:57:15
13/2/2006 15:13:24
13/2/2006 15:10:22
13/2/2006 14:34:37
3/2/2006 15:36:34
3/2/2006 15:36:27
1/2/2006 11:51:15

1/2/2006 11:51:24




Outbreak Management Task Report Report generation date:
15/02/2006 12:57:10

On 14/02/2006 15:50:04 Citcs Outbresk Mansgament initistad an oulbreak mansgamant task For MALWARE to monitor its
influencas on your natwork. Deteiled information regarding that task is in this repart.

Tnitisted deteftime: 14/02/2006 15:59:04 OPACL end date/time: 15/02/2006 11:56:43
OPACL mode: Stopped Internet threat name: MALWARE

Alart typl Yelow Aart

Threal infarmation: This I8 & test OPACI that would biock connection t tep port 52643,

Risk Index Graph
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Cisco Incident Control Server

anagement De

Outbreak Management Summary

New Outbreak Management Task

Logs Updates

Global Settings

2

Outhreak Reports

Outbrealk Global Settings

OPACL Settings

M 4 page: |1 of 3k H

sk Duration

[ 1Td5K NdITe

W ORM_MYTOR, MK Task

CustomPolicyd Task

BOGUS Task

[ALWARE Tash
MALWARE Task
BOGUS Task
MALWARE Task
BOGUS Task

MALWARE Task

] i

Exception List

Report Settings

Monitored Network

Automatic Outbrealk Management Task

Inactive 13/2/2006 15:10:57
Inactive 13/2/2006 14134133
Inactive 13/2/2006 14118149
Inactive 3722006 15:34:52
Inactive 2/2/2006 15:31:53
Inactive 1/2/2006 11:40:04
Inactive 25/1/2006 13:32:47

Ta

Report Generated

5/4/2008 11:37:24
15/2/2006 12:56:44
13/2/2006 15:13:04
13/2/2006 15:09:53
13/2/2006 14:34:112
322006 15:36:04
3/2/2006 15:35:58
1/2/2006 11:51:07

1/2/2006 11:51:16

S5/4/2008 11:37:42
15/2/2006 12:57:115
13/2/2006 15:13:24
13/2/2006 15:10:22
13/2/2006 14134137
3/2/2006 15:36:34
3/2/2008 15:36:27
1/2/2006 11:51:15

1/2/2006 11:51:24
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Cisco Incident Control Server

threak Managem Devices Logs 3 Updates . Global Settings

Outbreak Global Settings > OPACL Settings ]

Specify Outbreak Management Task Mode:
OPACL Mode

Mode: Blocking rmode

Lagging mode




Cisco SysTEMS

Cisco Incident Control Server

Logs Updates Global Settings

Outbreak Global Settings > Exception List ©

Specify which ports to exclude frorm all QPACL blacking settings.

D Commonly Used Ports

[TCP Port:d343] Cizsco ICS Managemant Consola
[TCP Port:21] File Transfer Protacal (FTP)

[TCP Part:22] SSH

[TCP Port:23] Telnet

[TCP Porti25] Send Email Transfer Protocol (SMTP]
[TCP Port:30] Web (HTTR)

[TCP Pork:443] Secure Web (HTTPS)

[UDP Port:514] Syslag

[TCP Port:1503, 1720] NetMeating

OO000OMEEEOE

[TCP PortiS5&31, UDP PortiSE32] poANYWHERE

Specified Port Range

DTCP port nurnbers: | |
For exarmple: 192; 234-255

[JuDP port numbers: | |
For example; 192; 234-255

ICMP

[] internet Control Message Protocol

Save




Cisco SysTEMS

Cisco Incident Control Server

threak Managem Devices Logs Updates Global Settings

Outbreak Global Settings > Report Settings

Report Settings

Automatically generate reports for all outbreak management tasks
Generate the report every: | 1 Vl days

Save




C1seo SYSTEMS

Cisco Incident Control Server

Dutbreak Manageme Devices Logs Updates Global Settings

Outbreak Global Settings > Monitored Network

Specify hosts to add to a watch list

M ﬁ Delete

[] 1P address / IP Range

Subnet Mask




Cisco SysTEMS

Cisco Incident Control Server

utbreak Managemen Devices Logs Updates Global Settings
A 2 Dewvice List
Device List il -2 @
add Device
Last Updated: 05/04/2006 15:09 ‘:ilRe'Fresh
pSearch | “opy Settings ﬁ‘u‘erifg Connaction ﬁDeglog | fedd Group @Add Davice EA‘J Lacator i Rermave
.Y CiscoICs Logical Name = | Tvpe |

= Metwork Device =1 Netwark Device Folder




Cisco Incident Control Center - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit Wew Favorites Tools  Help

Back » = - (D) 7t | Qsearch [igFavorites @FMeda 4 | B S 2 - o}

Address IE] http:ff210,241.235,31:8181 /CICC fconsale /hkmljcgi/cgiChkMasterPwd. exe

Lea OFFf | |Help

Global S'Ett_ings

Device List @
Last Updatad: 09/05/2005 16:55 qJRe'Fresh
pSearch | o Configure | #|Copy Settings E_ﬁ\ferifl,l Conneckion ﬁl}eph:w | h_—jiﬂdd Group @Add Ciavice A\u" Locator FRermouve

-.;} CICC Server Logical Mame I Tvpe | IP address I Connection I Wersion | Q
1 Wetwark Device 5w Cisco switch 10,10,10,10 OFfline

A [
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Cisco Incident Control Server

utbreak Managemen Devices Logs Updates Global Settings

Add Device @

Select the device type and enter the zettings for each device. Mote: ¥ou must import a device certificate and register the device to Cizco ICS befare you
can manage it

Cammunication Settings

Device Type: |Cisco IPS dewicefCisca 105 IPS Vl

License! ACL license (28 licenses available)

@IDS licenze (97 licenses available)

Logical Mame: |
IP Address:

Cornrmunication: HTTRS %

Port: |443 |

Username:
Password:
Passward Cornfirrmation:

Public Key Deployment Settings

If vou are adding an I0S IPS device, specify the settings Cisco ICS will use to deploy the Trend Micro public key to the device, Do not specify settings
if you are adding an IPS device.

Communication:
Port: 2z

Click Save to save the communication settings, So to the Device Certificates window to import the certificate to complete device registration,

Click Save & Verify to zave and automatically verify the communication settings and import the cedificata.

[Saue ] [ Save & Verify J [ Cancel ]
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Cisco Incident Control Server

utbreak Managem Devices Logs Updates .

Incident Log Query @

Add Device

Event Log Query

Select the device type and enter the setting u must import a device certificate and register the device to Cisco ICS before you

can manage it

Outhreak Log Query

Log Maintenance

Communication Settings

Device Type: [ cisca 1P$ devica/Cisco 105 1P5 v |

Licanse: ACL license (28 licenses available)

@IPS license (97 licenses available)

Logical Mame:
IP Address:

Cormrmunication: HTTRS V|

Port 443 |

Usernarme:
Password:

Password Confirmation: I:l

Public Key Deployment Settings

If you are adding an I0S IPS device, specify the settings Cisco ICS will uze to deploy the Trend Micro public key to the device. Do not specify settings
if you are adding an IPS device,

Cormmunication: |SSH W
Port: 22

Click Save to save the cormnmunication settings, Go to the Device Certificates window to import the certificate to complete device registration.

Click Save & Verify to save and autornatically verify the cornmunication settings and import the certificate.

[Saue ] l_ Save & Warify ] [ Cancel ]
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Cisco Incident Control Server

utbreak Managemen Devices Logs Updates

Incident Log Query

Global Settings

Select the log criteria on which to search.

Incident

@ QPSig matching

) OPACL matching

Time Period

(&) | Al dates v

O From: |29/03/ 2006
ddfrnimyyyyy hh mm
ddfmmyyypy hh mm

Display Logs
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Cisco Incident Control Server

Updates Global Settings

Logs

utbreak Managemen Devices

Event Log Query > All Events

©

Results from 15/12/2005 12:23:50 to 5/4/2006 12:08:25
#7|Export ko CSW total 1 423 logs | M 4 Page: |l |of43 b M | [10logs perpage (¥
Device
Date/Time» Sewerity Event Type Task Mame Event Details Account  Logical Device IP Result
| _ MName

Daployed OPACL update to
A4/ 201E, Infa Deployment — an individual device for a .Sl,!s.tem HEADEND 10,10, 20,10 Successful
11:42:46 42 initiated

new or modified task,

Deployed SPACL update to Device receiving
5/4/2006 Motice Deployment — an individual device for a lSl,:sltem SWITCH 192,168,201.40 deployment is
11:48:37 i initiated :

rnew or modified tazk. affline,

Deplayed OPACL update to Device recaiving
3/4/2006 Motice Deploymeant — an individual device for a lS!,:sltem GPS1751 192.1£8,201.40 deployment is
11:48:37 e initiated =

new or modified task, affline,

Deployed OPACL update to Device recaiving
{42006 Motice Deployrant — an individual device for a .S't,:s.tem BRAMCH 192.168.201.40 deployment iz
11:48:37 3 initiated i

new or modified task, offline,

Outbreak Management Tazk
a4/ 2006 Metice Cuthreak WORM_MYTOB MR | yorted, oPACL will be cies o 3 Successful
11:48:36 Task

deployed.
S5/4/2006 ! CustomPolicyl Sustem 1 _
11:37:142 Motice Cutbreak T Report generated, initiated Successful

Deployed OPACL update to
Si4/20086 Infa Deplayment — an individual device for a .Sl,!s.tem HEADEND 10.10.20.10 Successful
11:37:32 2 initiated

new or modified task,

Deployed OPACL update to
BhA00s Infa Deplayment — an individual device for a .Sl,!s.tem SENSOR 10.10,20,20 Successful
11:37:26 =3 imitiated

new of modified task,

Daplayed OPACL updata to Device recaiving
3/4/2006 Motice Deployment — an individual device for a .S',:s.tem SWITCH 1582,168,201.40 deploymentis
11:37:25 2k initiated f

new or modified task, offline,

Deployed OPACL update to Device recaiving
STa el Motice Deployment — an individual device for a .S":S.tem OP81751 192,1£2,201.40 deploymentis
1143725 e initiated :

new or modified task, offline,
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Cisco Incident Control Server

i Outbreak Manageme Devices Logs Updates Global Settings

Outbreak Log Query

Select the log criterion on which to search.

Outbhreals Management Task

Task Mame: T 1

MALWARE Task(15/2/2006 12:57:116]
BOGUS Task(1l3/2/2006 15:113:125)
MALWARE Task(13/2/2006 15:10:23)
MALWARE Task(13/2/2006 14:34:138)
BOGUS Task(3/2/2006 15:36:35)
MALWARE Tashk(3/2/2006 15:36:28)

| MALWARE Task(1/2/200& 11:51:25)

|

<

Yiew Logs

(¥} OPsig matching
() opAcLmatching

() Task tracking event

Dizplay Logs
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Cisco Incident Control Server

Outbreak Managemen Devices Logs Updates Global Settings

Log Maintenance @
Manual Deletion | Auto Deletion | Outbreak Deletion
Log Type First Lag Entry Most Recent Log Entry Delete Logs Older Than

Systern event
Qutbreak event
Sarver update event

Deployment event

Host event

CPSig matching

CPACL matching

Connection status event

&/3/2008 2100103
4/4/2006 14:01:52
4/4/2006 14:01:54

&/3/2006 23:30:14

Sfd/ 2006 2:00:10
S/4/2006 11:48:36
S/4/2006 12:08:39

4/4/2006 23:30:31

i30 days
E days
E days
(30 | days
[30 | days
[30 | days
days
IE days

Delete
Delete
Delete
Delete
Celete
Delete

Delete

Delete

|_5al.leJ I_ Reset to Default J




LAN Switch 4 _
(Authenticator) R 1
Core " "

=

Cisco ACS

Catalyst  (Authentication
Router
Wirelocs Core 6500/7600 Server)
: Router
Access Point
(Authenticator)

St

Authentication
Supplicant Authenticator Server



Unencrypled
Internat Trafiic

Ho

802.1x Supplicant
Home Office

me Router

CS-Manager

Cisco ACS

802.1x Authentication

Server

P i

Corporate
Houter

Catalyst 6500



Partner Policy and

Cisco Network  Cisco Policy Audit Servers
Access Device Server (Optional)
T N L e "
! Lo | | (a)identity
. [ : | AD, OTP, etc.
i —— '. 1 | ,
Hosts : || L wegiony
Attempting n ., - L Behe
| |
BN Lo
Network Access i - i i i iﬁ%ﬁ ;Lge i
I ' 1 Security | |
: : I Credential : l Policy
| i | Checking | | Validation
| ! | e : : Server (PVS)
B mmmd huid -
| . L1 (@9) Audit
, Cisco 11 GAME:HTTPS
| Secure ACS | |
l o Audit Server
|
o | - I U . N
Security T T T
Applications
Security Policy Security Policy Policy

Enforcement Creation Evaluation




Host Attempting
Network Access

' @ Cradentials

Network Access Cisco Policy Partner Policy
Devices (NAD) Server Servers
| | (Optional)
! ! Identity .
=
I ;uﬂa_nﬁc;tgn- 4
! @ Compliant? Pass Directory
|
> Secure

(8) QUARANTINE!

Cisco Trust Agent

- —— Opficnal
———» Mandatory

A Acs

@ Nolifil:ation‘

Enforcement |

(VLAN, ACL,

URL redirect) |
@' Posture

I
4 i
Cisco | Server
1
!
i (&) Authorization: ———————3
L}
i
i

CIUARANTINE g

v Antivirus
Outdated N

| Antivirus

i

i

Policy Server



Host Attempting Network Access Cisco Policy  Partner Policy
Network Access Devices (NAD) Server Servers
(Optional)

Revalidation/ ] Lot >
Status Cuary | @ i Authentication
< l Compliant? Pass ,
@Gmdenﬁals ! . Cradentials = Cisco ! DISreEIF:::?
" | > Secure |
|@Nmiﬂnaﬁnn Erisasmai | g ACS |
' (VLAM, ACL) , i
Healthy! | | Authnrizatir:-n: | Posture
Cisco Trust Agent ! - :
(CTA) ! ! ! Antivirus
Compliant o
@ Update AV <€ | | | > Fﬂ?ntlg rus
i i i ICY oarvear
=== 3= (ptional

—» Mandatory




Host Attempting Network Access Cisco Policy Audit Server
Network Access Devices (NAD) Server (Optional)

@ Traffic Triggers
Challenges

L}
| .'Mndnws XP 5P2

Enforcement 5
@ Authorization: Vilkidoriva Flrewli

(VLAN, ACL, '
(7) QuARANTINE! "(_!— = URL Redirect)] — QUARANTINE ! No Vulnerabilities
[ N
Cisco Trust Agent l == | | Cisco Trust Agent
{CTA) Missing | | Missing



LAN

WAN

Remote




Cisco SYSTEMS

Dewvice Management

[- cca servers
[ - Filters
|.
-

Roaming

Clean Access

itch Management

- Profiles

[- Devices

User Management
- User Roles

|— futh Servers

| - Local Users

Monitoring

| - Online Users

- Event Logs
- SNMP

Monitoring > Summary

Cisco Clean Access Man

Current Clean Access Agent Version:
Current Clean Access Agent Patch Version:
Clean &ccess Servers configured:
Global MaC addresses configured:
Global subnets configured:
Online users:
Total:
Unigue online users' names:
Unigue onling users' MAC addresses:
Online users in Unauthenticated Role:

Online users in Agent Quarantine Role:

Onling users in Metwaork Scan Quarantine Rale:

Online users in allow all:

Online users in Guest:

Online users in Consultant:

Online users in ScanTest:

Online users in TAC:

Onling users in Dormitory Student:
Online users in printer;

Orline users in Chicago_users:
Online users in Mowhera:

Online users in alok:

Online users in San_lose_Users:

3.6.1.0
3.6.2.0
1

1]

]
{In-fand /

= o e e e oo o

=T =T =]

L= == T = | = (=

1=

Out-of-Band)

=22 E e e oo o

=2 =2 1=

=22 e e e

1=




Cisco SysTEMS

M Cisco Clean Access Manage

Device Management > Clean Access Servers

Device Management

= LLA-BEEdas List of Servers New Server
- Filters

- Roaming
F Clean Access

Server IP Address | |

Server Location | |

Server Type “irtual Gateway w
- Profiles ReaHP Gatewsay ]
Doy oes MAT Gatewsay

Out-of-Band Yirtual Gatewany
Out-of-Band ReaHF Gateway
Out-of-Band MNAT Gateway

User Management

- User Roles

- Auth Servers

- Local Users

Monitoring

| - Summary

- Online Users
F Event Logs
- SNMP

F-CCA M_anager




2} Cisco Clean Access Manager - Microsoft Internet Explorer, provided by Cisco Systems, Inc.

File Edit Yiew Favorites Tools Help

@Back ' J IE @ :j pSaarch H‘;‘? Favarites {“'T r':' :,;; |-J‘_-f-| | J ﬂ ﬁ
fddress | €7 htps: /172,19, 106. 12/ admin/main. sp v e Lnks *
Cisco SysTEMS

Device Manageme

[- cca servers By default, Cisco Clean Access forces user devices on the untrusted side of the CAS

to authenticate to access the network. To allow devices to bypass authentication and
- certification, configure device filter policies here.

Cisco Clean Access Manager vesionss.

MNew

;— Roaming

1B options are: alfow=bypass loginsaliow access) deny=block acress, use role=bypass

= -C"iean .ﬁ.-c:n-:e;s : A ; i
foginszssign rofe, If bandwidth management is enabled, devices allowed without

Switch Management specifying a rale will use the bandwidth of the Unauthenticated Rale.
:.' mef.l.?s For OOB, you must enable use of device filters in the Port Profile (Switch Management
|- Devices = Profiles = Port), O0B options are: allow=bypass login/assign Default Access |/LAN,
deny=biock access/assign Auth VLAY, use rofe=bypass login/assign User Role VLAN,
User Management
|- User Raoles MAC Address/IP Address Description
L= Autly Servers Description
|- Local Users |
T (all
Monitoring antries)
[- summary

> access @ allow O deny

M Type one entry per line using format: Type

=MACH <optional_IP> <optional_sntry_description>

{@x:00:16:21:11:4D:67/10.1.12.9 pocket_pc O use role:
00:16:21:12:*% groupl |_ In .o Bole

|- Online Users

:.— Event Logs

[- snmP

o = 00:16:21:13:4D:12-00:16:21:13:E4:04 group2)
Administration

|- CCA Mananer st i l

|

.@I é D Internet




2} Cisco Clean Access Manager - Microsoft Internet Explorer, provided by Cisco Systems, Inc.

File Edit Yiew Favorites Tools Help

@Back ' \.__) IE] @ ‘_:j pSaarch k?':jz-‘Favc'rilzes {‘:T [_:’:- ::; |£-| b _,J ﬂ ﬁ

Address | 8 hitpe: 1172.19,106. 12 fadminmain,jsp v e Lnks *
Cisco SysTEMS

- N l
Device Manageme — —

[- CCA Servers Dauil:es. Suhnets

E_'_.R._D.am"f'_? — = By default, managed clients must log in to access the network. Set up alkernate

|- Clean Access access policies by subnet here, You can permit access without authentication, block
= access, or permit access without authentication with a role, If bandwidth

Switch Management management is enahled, devices allowed without specifying a rale will use the
—— - 7 bandwidth of the Unauthenticated Role,

Cisco Clean Access Manager vesionss.

| - Profiles
|- Devices

Subnet Address/Netmask 10160103 R
User Management
[CIDR format, ex: 192,168.128.0/22)

e -
|- User Roles

Description |ASA_Mgm1

!.- Auth Servers

[- Local Users =

Accmss Type
|- summary

[- online Users Chuse role:

[- Event Logs | Unauthenticated Role v
[- smmP

& allow  Crdeny

Add

A Mananer

[%
%

é D Internet




2} Cisco Clean Access Manager - Microsoft Internet Explorer, provided by Cisco Systems, Inc.

File Edit Wew Favorites Tools Help

@Back - __J IE] @ ‘_;j pSaarch H':Z-‘ Favarites {“'T [_':- :;_. wl - ._,J ﬂ 'ﬁ

Address | & hitpe: 1172.19,106. 12 fadminmain,jsp v e Lnks *
Cisco SysTEMS

Cisco Clean Access Manager vesionsc.

Deuu:e Management

- CCA Servers
[5 Filters

Certified ‘Network Clean Access
Devices Scanner Agent
Certified List - Add Exempt Device -+ Add Floating Device - Timer

General Setup

;— Roaming

- Clean Access

Floating Device MAC Address:

Management Enter a device with type set to 0 to allow
: it to be certified only for the duration of
- Profiles the user session. After logout, the device
- Devices will need to be certfied again.

User Management Settype to 1 to never exempt the device

from certification. This is useful for non-

- User Roles : 1
T - user devices that channel traffic from
:. u Balp : (Forrnat: <MAC> <typas <descriphons multiple users to the netwark, such as
|- Local Users exi 00:16:21i11:4D:67 0O laptopl) dial-up routers or VPN concentrators,
Munlturlng Add Device
- Summar\,r
- online Users 4R
- SHMP 00:13:C4:80:70:A5 GLOBAL

&

Administration

|

|- CCA Mananer s i - l

I.@I Done é D Internet




sco Clean Access Manager - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit Yiew Favorites

@Back w -__,) @ @ ,_:j )_F\] Search ‘i:l” Favorites @1 [___:-r .,::,:; IJ_.;I L ._.J ﬁ ‘3

Tools  Help

Address €] https:/172.19.106.12fadmin/main.jsp v Bco |lnks >

Cisco SysTEMS

A
Device Management : B
- 4 User Role | Unauthenticated Role (not commaon) V|
Operating System |ALL v|
|- Roaming [By default, "ALL' settings apply to all client cperating systems if no ©S-specific settings are specified, )
—_—_— - -o0-o-oe e e e,
Switch Management Clean AC.I:BSS Agent:
hranan 2 [ Require use of Clean Access Agent
- Davi Clean Access Agent Download Page Message (or URL):
|- Devices i - - -
<h>Network Security Notice:</b> This network is protected ~
hy the Clean Access Agent, a component of the Cisco Clean =
USEI‘ Management 2 Locess 3uite. The Clean Access Agent ensures that your
|- User Roles computer meets the reguirements for acecessing this i
|- Auth Servers [ show MNetwark Policy to Clean Access Agent users
|- Local L g
i b Metwork Policy Link:
R [] Logoff Clean Access Agent users from network on their machine logoff or shutdown
Monitoring
|- Summary Web Login:
|- Online Users [] show Metwork Scanner User Agreement page to web login users
|- Event Loas Enahle pop-up scan vulnerahility reports from User Agreement page
|- SNMP ] Require users to be certified at every weh login
[] Exempt certified devices from web login requirement by adding to MaC filters
Administration [ Block/Quarantine users with vulnerabilities in rale:
CCA Manager ) | MNetwork Scan Guarantine Fole (15 minutes) ¥
|- User P ! —
5N ERIE Show guarantined users User Agreement Page of; | ariginal role (deprecated) V|
|- admin Users
[- Back
il [ Update ] ’ Cancel ] L4
bl

Cisco Clean Access Manager vesionas.

I.@ Daone

é ‘ Internet




o Clean Access Manager - Microsoft Internet Explorer provided b

File Edit View Favortes Tools Help L

@Back - ‘x‘_) @ @ fh pSearch ‘iIJFavorites E:} E:::' :\ﬁ |£] - J ﬁ %
Address |@ https: ff172,19.106. 12/ adminfmain. jsp
Cisco SYSTEMS

Cisco Clean Access Manager vesions.s.:

Clean Access

. Certified Devices I General Setup I Network Sl::annerl
Device Management Agent

i.—_CC.ﬁ. Feriars Scan Setup -+ Plugin Updates - Reports

i 3 Pluging | Options | Yulnerabilities | User Agreement | Test
- Roaming -
; User Role |Unauthentlcated Fole (not commaon) V|
Operating System |ALL V|
Switch Management (By default, 'ALL' zettings apply to all client operating systems if no OS5-specific settings are specified, )

| - Profiles
|- Devices
The User &greement page contains user agreement text, security information, or any information

T ™ T you want users to acknowledge to be certified for network access. Use the Information Page
SR Andyemen configured below to include information in the User Agreement page specifically for users with the

selected role and operating system in your network,

!— User Roles
|- auth Servers

- Local Users

Information Page

Monitoring Message (or URL)

!— Summary

| e
|- Online Users

(the web server hosting this page must be accessible to the user role by
traffic control policy)

acknowledgement
Instructions

= = this text appears next to the Accept(Continue) and Decline(Logout) buttans at the
Administration E‘D&Dm PP Pl J {Logout)

!_ CCA Manager of the User Agreernent page. The variable #tirme# will be replaced with the quarantine

t S time. )
|- User Pages =
T Accept{Continue
!- admin Users E.uttu?n(LabeI ! |Accept | (uze "HIDDEN" to hide thiz buttan)
DeclinelLogout I :
Button Eabgel ) |Decline | {use "HIDDEM" to hide this button)

<

S & mternet




o Clean Access Manager - Microsoft Internet Explorer provided b
Edit

File Tools

Q- © X3¢

View  Favorites Help

_f : A B \
'ﬁj Search HVI* Favorites {f] E_;v o

Address |@ https: ff172,19.106. 12/ adminfmain. jsp
Cisco SYSTEMS

Dew 2 Management

Device Management > Clean Access

Cisco Clean Access Manager vesions.s.:

Links

(Y

= CC.ﬁ. Server's
- Filters

- Roaming

Certified Devices General Setup

Distribution Rules - Requirements

Network Scanner

Role-Requirements

Clean Access

Agent

Reports

Updates

Check List | New Check | Rule List New Rule | New A¥Y Rule | New AS Rule |
Switch Mana ement AY¥/AS Support Info
| F‘ro les
- Devices category|  Type | 05 [Copy|EditDel
pc_Hotfix828035 REE'StLY Reqgistry Key wing =P ) Ex) _r’-
User Management ?C
| Hotfix823182 Registry  pogistry K Wing %P3 By P
|- User Roles pc_riotnx Check EQIstry mey n &
i— futh Servers s Registry i : » o
pc_Hotfix824146 Registry Key Wing WP 53
- Local Users Check
pc_Haotfix825119 REBSt  Registry Key Wing X ) B P
pc_Hotfix835732 RepIsty  Registry Key Winf %P ) B P
- online Users pc_Hotfix8z8741 RSE::ELY Reqgistry Key wing =P ) E; ,-::
|- Event Logs 3 1 =
anmp pc_Hotfix823559 RSE::ELY Registry Key wing =P ) CE R S
pe_Hotfix329390 Rgﬁ::él:‘f Registry Key Wing P ) By 2
Administration Regi -
- qistry : . =
pc_Hotfix323255 Registry Key Wing WP 53
|- CCA Manager Check
T Y ; . Registry : : Er E
|- User Pages pc_Symantec_Client_Firewall Check Registry Walue wing ®P ) 83 -
!— admin Users Service » ¥
T c_AutoUpdateCheck Service Status win( ®P,2000 -
| ackup e A Check ( ) 53 s
pe_HotFizKBE23192 Rgﬁ:ép’ Registry Key Whin 2000 ) B3 P

>

<

S & mternet




Cisco Clean ficcess Manager - Microsoft Internet Explorer. provided by

Help F'E
eBack L I\_}J B @ :’_h /':j Search i%Favorites @- L;I:v L__;_ |i}] b4 |_,J ﬂ 3

File Edit View Favorites

Address |@https:m?z.w.105.12;adminfmain.jsp v By Unks

Cisco SYSTEMS
Device Management

'C Servers
| - Filters
|— Roaming

- Clean Access

Switch Management

|- Profiles

|- Devices

User Management

|- User Roles

|- Lacal Users

Monitoring

|- Summary

[- online Users

[- Event Logs
|- SHMP

Administration

|- CCA Manager

i— User Pages
!— Admin Users

i- Backup

Cisco Clean Access Manager vesionss.2

Device Management > Clean Access 8

Clean Access

Certified Devices General Setup MNetwork Scanner

Agent
Role-Requirements Reports Updates

Check List | New Check | Rule List | New Rule | MNew A¥ Rule | New AS Rule |
AYfAS Support Info

Distribution Rules

Requirements

Check Category
| Reqistry Check

vl Check Type | Begistryy Key v

Check Name |

[HKLM ~ |y, |

Reqgistry Key

Operataor

Check Description | |

Operating System  [Iwindows all  [windows P [windows 2000

Owindows ME  [windows 28
Add Check

Ol automatically create rule based on this check

S 4 nternet




sco Clean ficcess Manager - Microsoft Internet Explorer provided by Cisco Systems, Inc.
Edit

Fil= View Favorites Tools  Help

@Back - ‘x‘__) @ @ :_;j pSearch H‘:IJ Favorites {-_":I [_:}:v :;,,

- E S

fddress |@ https:i172.19.106. 12 adminfmain.isp v Bl Lrks
Cisco SYSTEMS R
Cisco Clean Access Manager vesions.s.:
Device Management Device Management > Clean Access L

—_CC .ﬁ.- SE r\: ers

IT_Fi'Ite rs i

= Roarning

Clean Access

Certified Devices General Setup Network Scanner

Agent

Distribution Rules Requirements Role-Requirements Reports Updates
Check List | MNew Check | Rule List | New Rule | New AY Rule | New AS Rule |

Switch Management AY¥/AS Support Info
| - Profiles
| iinyioes Rule Name | |

1- W
User Management AH-Spywears \.-"endnrl |
[~ User Rol ] Type '
I=eonT e _ AhnLah, Inc.
|- Auth Servers Operating System America Online, Inc.
|- Local Users Rule Description Bullet Proof Soft _|

Computer Associates International. Inc. B

i e
Hanito g Javacool Software LLC

ry i

|- Online U's;ers
i- Event Logs

[- snump

Administration

[- cca manager ]

i - User Pages

!-.—_P.dmin_LTs_ers i

i- Backup

*Mate: The service of praw
AS Spyware Definition rule
system date, Once the ser

AT

Lavasoft. Inc.
hMcAfee, Inc
MicraSmans LLC
Microsoft Corp.

FC Tools Software
Prews Lid.

Sater Netwarking Lid.
Sunbelt Software
Trend Micro, Inc.
“Wabroot Software, Inc.
“ahoo!, Inc.

ionis not available on the Cisco server yet, For
e definition file to be ¥ days older then the current

»»

S @ mternet




Cisco SYSTEMS

Cisco Clean Access Manage

Switch Management > Profiles

Device Management

Group Switch SNMP Receiver

List - New

(These settings must match the switch setup to ensure that the Clean Access Manager can read/write to the switch carrectly

Profile Name |BranchWiringCIDset |
Switch Model | Cisco Catalyst 2950 series v
SNMP Port 161 |
: Description | |
|=Devicas SNMP Read Settings
SHMP Version IWEC M
Cormmunity String |bwc12 |

User Management SNMP Write Settings
- User Roles SHMP Wersion SHMPVEC v

|- Auth Servers Community String |bwc1 23 |
- Local Users

[ Add




User Management > User Roles

List of Roles New Role Traffic Control Bandwidth

[ RoleName | __IPSec | __Roam [ wiaN [ Description |

Unauthenticated Raole deny deny Role for unauthenticated users
Agent Quarantine Role deny deny Role for users to download requirements
Metwork Scan Quarantine Role deny deny Role for quarantined users
Allow All deny deny Allaw All
Guest deny deny Guest
Consultant deny deny Consultant
SoanTest deny deny Test role for network scanner
TRC deny deny TAC Access
Dormitory Student deny deny Dorm
printer deny deny
Chicago_users deny deny chicago
Mowhere deny deny
alak deny deny

San_Jose_lsers deny deny San Jose




Cisco Clean Access Manager vesionss.

User Management > User Roles

List of Roles MNew Role Traffic Control
IF - Host

Bandwidth

|Agent Cuarantine Role V” Untrusted -» Trusted V| [ Select ]

Agent Quarantine Role

| Action [ Protocol | Untrusted | Trusted | Enal
Allaw TCP ey 172.19.106.12 /255,255 255,255 * E
Allow upp s %53
Block aLL

[T DMS in Real-IP and MAT Gateway; DHS/DHCP in Virtual Gateway.)




Cisco Systems .
Cisco Clean Access Manage

User Management > Local Users

Device Management

[-cca servers
| - Filters

New Local User

List of Local Users

- Roaming

- Clean Access

[] pisable this account

Lzer Name John Doe |
Password i.---.- |

- Profiles Confirm Password i""" |

i' Devices Description |J0hn Dioe is & Consultant with XYZl
Role

User Management

|- User Roles
|- auth Seruer




User Management > Auth Servers

Cisco Clean Access Manager vewionz.s.2

Lizt of Servers

|Ci5n:c|_ldap VH Siew ]

Cisco_ldap

allow all
Guest

Allaw all

MNew Server Mapping Rules Auth Test

( Group equals Emp )
{ WLAN ID equals 20 )

{ { userGroup contains employee ) AND { WLAN ID equals 100 ) )




Cisco Clean Access Manager vewionz.s.

Monitoring > Summary

Current Clean &ccess Agent Version: 3.6.1.0

Current Clean Access Agent Patch Version: 3.6.2.0

Clean &ccess Servers configured: 1

Global MAC addresses configured: 0

Global subnets configured: 2

Online users: (In-Band [ Out-of-Band)
Total: o

Unigue online users' names:

Unigue online users' MAC addresses:
Online users in Unauthenticated Role:
Online users in Agent Quarantine Role:
Online users in Metwaork Scan Quarantine Role:
Online users in Allow All:

Online users in Guest:

Online users in Consultant:

Online users in ScanTest:

Online users in TAC:

Online users in Dormitory Student:
Online users in printer;

Online users in Chicago_users:

Online users in Nowhere:

Online users in alok:

e e T e e e e T e Y e Y e O e e e e Y e Y e Y
e T e T e e e e T e T e Y e O e e e T e T e Y e Y e Y =

Online users in San_Jose_Users:




Cisco SYSTEMS

Device Managem

[- cca servers
| - Filters

- Roaming

|- Clean Access

Swritch Management

- Profiles

- Devices

User Management

|- User Roles

- Auth Servers

|- Lacal Users

Monitoring

- Sumrmary

[- cca manager

Monitoring > Online Users

Cisco Clean Access Manage

In-Band

VYiew Online Lsers
Out-of-Band

Display Settings

Select the online user information to be displayed:

P

MAC

] Provider
Role

[] cca server
VLAN

0Ss

Login Time
(] 1PSec Key
] 1psec Type

] Foreign CCA Server

IP address of the user

MaC address (ethernet address) of the user

Provider that authenticated the user

Role of the user

IP address of the Clean Access Server to which the user originally logged in
The user's WVLAN ID

Operating system of the user

Time when the user logged in

IPSec key for the user

IPSec type for the user

IP address of the Clean Access Server whose domain the user has roamed ir

Green shading denotes a Clean Access quarantined user




A Cisco Clean Access Manager - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Fle  Edit

View  Favorites

@Back - =.L‘__.) @ @ ,_:] pSearch sz* Favorites {_‘] |: |

Tools  Help 1

fddress |@ https:i172.19.106. 12 adminfmain.isp v | Go  Links

»»

Cisco SYSTEMS

Cisco Clean Access Manager vesions.s.:

A
Device Management Monitoring > Event Logs &
|- CCHA Servers
| - Filters
~ Roaming Wiew Logs Logs Setting Syslog Settings
Clean Access
SR nMananament |AnyType V”AnyCategDry VHWlthm one day VH—SearchlnIDgtext— |
|- Profiles [ Yiew H Reset Wiew H Delete ]
|- Devices
Events 1-25 of 280 | First | Previous | Next | Last
User Management Chtaury -
|- User Roles ‘P- P T, PR B 2006-04-26 D0:10:03 admin - admin user session expired, automatically logged
Biieon . . |
[ TrdeariEar Admin user session is created, login succeeded.
= - . e vae.mq Mamesadmin, Group:Full-Control admin, IP;10.21.123.126,
= Administration  2006-04-25 23:46:04 | it e. 04/25/06 23:46:04, Last access time: 04/25/06
— 23:46:04
M“"'t"""g J T Administration  2006-04-25 23:45:47 Updated policy to 172.19.106.13
- Summary = s
e : : vmmeme Dverwrote 8 logs in the past 50 minutes to keep the event
[-online Leare "p—" Miscellaneous 2006-04-25 23:30:03 lng-limit,
172.,19,106.13 Systerm Stats: Load factor 0 ({max since
=TT i i \(‘—" CleanAccessServer 2006-04-25 23:20:03 reboot: 2) MemFree: 191064 kB cpu 8212 144 18426
11826882 1340 427 4250
Automatic host policy update scheduled at 04/25/06
: ‘P‘ Cleanfccess 2006-04-25 23:19:57 23:19:57 is successful, Latest version {Wer, 5) of default
Administration i .
— ' host policies already installed
= _(_:C'ﬁ' Hanager Automnatic OS detection update scheduled at 04/25/06
f_ User Pages ‘P‘ CleanAccess 2006-04-25 23:19:57 23:19:57 i; succe;sful. Latest version (Wer. 2) of OS
r e detection fingerprint already installed
[EIL USTES def Drifebau def HBEDV dified, all
—_— - : pr v1g.cc av_def ver Drive , av_def_wer_| are modified,
S T Administration  2006-04-25 23:19:55 JH="FCE 0 S
P.. Eles s 2006-04-25 23:19:55 i.llf:ﬁ;:iié:ﬁ rules update scheduled at 04,/25/06 23:19:55 is P

I-a Daone

S & mternet




o Clean Access Manager - Microsoft Internet Explorer provided b co Systems, Inc.

Fle Edit View Favorites Tools  Help i
— 3 - il - ~ L0 ~ ”,

@ Back - ‘x‘__) \ﬂ @ lj pSearch H;_I* Favorites €‘] r':v L‘; Iﬁ-l - J ﬁ '3

fddress |@ https:i172.19.106. 12 adminfmain.isp v|Gu Links **

Cisco SYSTEMS

Cisco Clean Access Manager vesions.s.:

Device Management Monitoring > SNMP

—-CC.ﬁ. Servers
| - Filters
- Roaming SNMP Traps Add New Trapsink...

|- Clean Access

- Trapsink 1P
Switch Management

©

[ Profiles

[- Devices i

. Read-Only Community String |pub|ic: |

[Leave blank to dizable SHMP polling of Clean Acces: Manager)

[Fuserraies ] Disk Trap Threshold 50 (%

-—--.f\-Lll-ﬂl‘l_éé.r-\-'ét:s- (Trap will be zent when root partition free space fallz below specified parcantage)
|- Lacal Users One-Minute Load Average Threshald 30

Five-Minute Load Average Threshold ED
Summary 7 Fifteen-Minute Load Average Threshold

,—Onlmeusers . (Load averages as per skandard unix definition, leave blank to disable)

|- Event Logs SMMP configuration with new thresholds
SNMP MIBs archive
Administration

[- cca manager ]

Monitoring

i— User Pages
i— admin Users

i- Backup

S & mternet




/Z Management Center for Cisco Security Agents ¥5.0 - Microsoft Internet Explorer =

File Edit “ew Fawortes Tools  Help

SBack » = - i at | fQhsearch  GEfFavortes SMedia % | By Sb

Address |E| https:/fcsame fesamcs0webadmin

Cisco SYSTEMS Management Center for Cisco Security Agents ¥5.0

Events Systems Configuration Analysizs Maintenance Reports Search Help

Events

-Menu Options

s Status Summary

Use this option to view overall systemn status information including a surnrmary of recorded events, agent configuration and activity.

e Event Log

Use this option to view event log records based on filtering criteria such as time and severity,

e« Event Monitor
IJse this option to see a continuously refreshed view of the most recently logged event records,

s Event Log Management
Use this option ta schedule tasks for managing the size of the event database by puraing event records.

s Event Seis
Use this option to create and manage event filtering criteria that can be used to select event records for wiewing, reporting or alerting purposes.

e Alerts
Use this option to configure Management Center for Cisco Security Agents to issue alerts for various events through various notification mechanisms
E-mail or SMMP.,

Management Center for Cisco Security Agenks V5.0




; Management Center for Cisco Security Agents ¥5.0 - Microsoft Internet Explorer

File Edit Miew Favorites Tools Help

EBack ~ = - (@ at | Qsearch (EjFavorites @veda (% | BN Sh

Address I’gll https:ffesamce fesameS0 fwebadmin

Cisco SYSTEMS Management Center for Cisco Security Agents ¥5.0
Events Systems Configuration Analysis Maintenance Reports Search Help

Systems » AgentKits

Tterns: 9 | All -

[ Mame Status Description A
[T Test Mode Desktop WS.0.0,176 Ready  Cisco Security Agent vS.0.0,176 installation kit for desktops running in test mode Lir
[T Test Mode Server WS.0.0.176 Ready  Cisco Security AgentWS.0.0.176 installation kit for servers running in test mode Lir
[T Test Mode Server WS.0.0.176 Ready  Cisco Security Agent WS.0.0,176 installation kit for servers running in test mode =1n
[T attacker Ready  Attacker Wi
[T Ciscoworks vMS vS5.0.0.176 Ready  Cisco Security AgentWwS.0.0.176 installation kit for systems running the Management W]

Center for Cisco Security Agents

[T Test Mode Desktop WS.0.0.176 Ready Cisco Security Agent v5.0.0.176 installation kit for desktops running in test mode W]
[T Test Mode Server ¥5.0.0.176 RFeady  Cisco Security Agentws.0.0,176 installation kit for servers running in test mode W]
M wW2K3-5erver Ready  Agent kit for Wak3-Server W]
T waK-Desktop Ready  Agent kit for W2K-Desktop W

Now | Delee [ BCYTORTITAIEITN  coneratecuee

[ e




; Management Center for Cisco Security Agents ¥5.0 - Microsoft Internet Explorer

File Edit Miew Favorites Tools Help

EBack ~ = - (@ at | Qsearch (EjFavorites @veda (% | BN Sh

Address I’gll https:ffesamce fesameS0 fwebadmin

Cisco SYSTEMS Management Center for Cisco Security Agents ¥5.0

Systems » Groups

Events Systems Configuration Analysis Maintenance Reports Search Help

Iterns: 40 | All -
[ Marme ‘fersion  Description Architecture
C zall Linugs Auto-enrollment group for Linuyg hosts Linus
[T Desktops - &l types 5.0rl76 Default group for systems that install the Desktop agent kit Linux
[T servers - &l types IR LT ) Default group for systems that install the Server agent kit Liris
7 servers - Apache Web Servers 5.0rl76 Apache weh server systems Lirnug
[T Servers - Externally deploved 5.0rl76 Default group for servers deployved on public networks Lirs
[T Servers - File Servers 5.0rl78 Systems running File Servers Linu
[T gervers - Internally deployed 5.0rl76 Default group for servers deployed on private networks Linus
[T sSystems - Learn Mode [learn] 5.0r176 Systems operating in Learn mode Linug
[T systems - Mission Critical 5.0rl76 Systems that need to be monitored at a higher priority Linug
[T Systems - Restricked Metworking 5.0rl76 Systems which are under network lockdown Lirus
[T Systems - Test Mode [test] 5.0rl76 Systems operating in test mode Linus
[T <all Solaris> Auto-enrollment group for Solaris hosts Salaris
[T servers - all types 5.0 B Default group for systems that install the Server agent kit Solaris
[T sServers - Apache Web Servers 5.0r176 Apache weh server systems Solaris
I Servers - Externally deployed 5.0rl76 Default group for servers deploved on public networks Solaris
[ Servers - File Servers 5.0rl78 Systems running File Servers Solaris
[T Servers - Internally deployed 5.0rl76 Default group for servers deployved on private networks Solaris
" servers - iPlanet Web Servers 5.0rl76 iPlanet weh server systems Solaris
- s, L Dolmad o EL 2 = 4 e i R = !
New | Delete Clone Compare . No rule changes pending

[ e




3 Management Center for Cisco Security Agents ¥5.0 - Microsoft Internet Explorer

File  Edit

Wiew  Favorites Tools Help

‘Back » = - (D 4t | Qsearch [gFavortes @FMedia 4 | B S

Address

|-EL| https:/fesamccsamcS0webadmin

Cisco SYSTEMS

Configuration » Policies

Management Center for Cisco Security Agents ¥5.0

Ewents Systems Configuration Analysis Maintenance Reports Search Help

Itemns: 47
" Name Wersion Rule Modules Description
[T Agent UI control 5.0r176 3 modules Policy which governs Agent User Interface
T Application Behavior 5.0r176 2 modules Base policy for behavaorial maonitoring of applications.
[T Application Classification 5.0rli76 6 modules Base policy for behavioral classification of applications.,
[T Cisco Trust sgent - Windows 5.0rl176 1 module Base policy for Cisco Trust Agent and Network Admission
[T Cisco VPN Client - Windows 5.0r176 3 modules Base policy for Cisco ¥PM Client and remote access
[T CSCO Data Theft Prevention 1 module CSCO Data Theft Prevention
[T C5CO Demonstration 3 modules CSCO Demonstration
[T DHCP Server - Windows 5.0r178 1 module Application enfarcement policy for DHCP server.,
[T DNS Server - Windows 5.0r176 1 module A&pplication enforcement policy for DMNS server,
I Document Security - Windows 5.0r176 1 module Policy to protect user documents
[T Email Client - Basic Security - Windows 3.0r176 3 modules Basic application enforcement policy for email client softw.
I Email dient - Linux 5.0rl76 1 module Evolution 1.4 email client rules
[T Email Client - Multi-level Security - Windows 5.0r176 5 modules User controlled application enforcement policy for email cl
software,
[T File Server 5.0r178 2 modules Application enforcement palicy for File servers.
[T General application - Basic Security - Linux 5.0r176 2 modules Basic, &pplication independent security policy for Linuy
I General application - Basic Security - Solaris 5.0r176 1 module Basic, Application independent security policy for Solaris
[T General application - Basic Security - Windows 5.0rl176 3 modules Basic, Application independent securty policy for Window
[T General application - Multi-level Security - Linug 5.0r176 4 modules User controlled security policy for Linux
[T General annlication - Molbi-leyel Socirity - S 0rl176 Z module L=er controlled securty nolicy: for Wnd o
New | Delete Clone Compare Mo rule changes pending Ty

Y




5 Management Center for Cisco Security Agents ¥5.0 - Microsoft Internet Explorer

File Edit View Favorites Tools Help

Gpack - = - D 2] 4| Qoearch [EiFavortes iMedia (4| BN B

Address |&L| https:fjcsamccsamcS0fwebadmin

Cisco SYSTEMS Management Center for Cisco Security Agents ¥5.0

Events Systems Configuration Analysis Maintenance Reports Search Help

Rules: 16 [16 enforce; 0 detect]

I ID Type Events Status Action Log Description

[T 323 Dats access control Enabled o FE IS and Apache Web Servers, Comman Windows file exploits

[T 308 Data access control Disabled €3 FE 1S and Apache Web Servers, Common Windows command exploits
I 209 Data sccess control Enabled @ FE 115 and dpache Web Servers, Common Apache exploits

I 310 Data access control Enabled @ §E 115 and Apache \Weh Servers, Common SQL Server command injection
T 311 Data access control Enabled @ §*E 115 and Apache Web Servers, Cormmon log file exploits

[T 312 Data access control Disabled @ FE 115 and spache Web Servers, Common encoding fingerprints

I 313 Data sccess control Enabled @ FE 115 and épache Web Servers, Common configuration file explaits

T 314 Data access control Disabled 8 §E 115 and Apache Web Servers, Common command execution

[T 315 Connection rate limit Disabled @ gE IS and Apache Web Servers, accept 100 connections in 5 minutes
I 316 Data access control Enabled (<] FE 1S and Apache Web Servers, Comman attack fingerprints

[T 317 System API control Disabled &9 FE 15 and Apache Webh Servers, Access system functions from a buffer
T 318 Data access control Disabled 8 FE 1S and Apache Web Servers, Common XS5 exploits

T 319 Data access control Enabled @ ;7?_: 115 and Apache Wehb Servers, Common IS exploits

I 320 Data sccess control Enabled @ FE 115 and Apache Web Servers, Common password file exploits

I 321 Data sccess control Disabled g FE 115 and épache Web Servers, Common 551 insertion exploits

[T 322 Data access control Disabled e FE IS and &pache Web Servers, Common command arguments

#Add rulesl [to =] rule module [Common Web Server Security Module [v5.0 r176] |

Delete | Enahle Disahle . Mo rule changes pending {5
.@_‘] Management Center for Cisco Security Agents ¥5.0 E i:g'l_'.' Lot




File Edit \View Fawvorites Tools Help

; Management Center for Cisco Security Agents ¥5.0 - Microsoft Internet Explorer

EBack » = - &) &t | Dsearch [EdFavorites @edia (| B S

Address |§| https:{fcsamcfcsamcS0hwebadmin

Generate Rule Programs

Cisco SYSTEMS Management Center for Cisco Security Agents ¥5.0

Events Systems Configuration Analysis Maintenance Reports Search Help

Warning :

The following policies are not attached to any hosts or groups:

Application Behavior
Email client - Linux

Email Client - Multi-level Security - Windows
General application - Multi-level Security - Linug
General application - Multi-level Security - Windows

Insecure hoot - sample only
Instant Messenger - Windows
Metwork Quarantine

Pilot Test

Samba Server - Linux

Security Classification
User Controlled Desktop

" Debug (will be removed)

2 changes since the last rule program generation:

# Action

2 Modify File Access Control rule in rule module A Pilot Test [W, ¥5.0 r176] [Details]
1 Add File access control rule to rule module A Pilot Test [W, ¥5.0 r176]

Time Al
6/12/2006 5:20:58 PM ar
6/12/2006 5:30:10 PM ar

Press the Generate button to create and distribute rule programs based on the current configuration.

Generate

Lot

€]

[T 8 e




; Management Center for Cisco Security Agents ¥5.0 - Microsoft Internet Explorer

File Edit View

Favarites

Tools  Help

Back v = - () ) | fQ5earch [EFavorites fiMedia ¢4 | B S

Address I@ https: }lesamc/csames0/webadmin

Cisco SYSTEMS Management Center for Cisco Security Agents ¥5.0 .
Events Systems Configuration Analysis Maintenance Reports Search Help
Events » Event Monitor
Monitoring filter
Displaying: last 1 events
Severity: Information - Emergency
Host: All
Rule Module: All
Sort by Order received
Filtar out similar events:  Yes
Show suppressed events: Mo [1 event suppression filter defined]
Next refresh: in @ seconds
Refresh interval: |15 seconds "I
# Date Host  Severity Event
1 6/12/2006 1:08:40 PM = Motice The following hosts are not actively polling: Attacker, CSAMC, W2K-PRO-SP0
Current inactive hosts
Refresh Pause . Mo rule changes pending ir

@ Management Cenker For Cisco Security Agents ¥5,0 (refreshing events in 9 seconds)




¥ Filter Events

" Filter by eventset I.':'.ll events [VW5.0 r17a]

¥ pefine filter :

Start date

End date

Minimum Severity
Maximum Severity
Host

Fule Module

| 2.0.! 24 hours ago

IIan:urrnatil:un vI
IEmergency "I

|-=:.CI.II:=- -change -

|{.ﬂ.II:=-

Rule ID

Events per page

Filter text

—
[ =
|

Filter out similar events " po ™ ves

Soart by

IOr'u:Ier received (fastest) ;I

= Include  Exclude




Cisco Security Agent

[=- Status
Messages

Iser Query Responses (1)
Contact Information

Syskem Securitby

IUntrusted Applications (543

Security level:
A

Pl

. J
Ff Low Medium

Prewvent new nebwark connections:

[ ] metwork Lock
Enable Metwork. Lock after the specified network inactivity time:
[0 2]

Install/Uninstall detected:

minutes

When install/uninskall is finished, click Resume ta restore
normal securiky.,

High

[

Resume

[ Cancel

]
-

Security: Medium




Cisco Security Agent @

[=- Status These applications are initially lisked as untrusted by current security policies. They may

Messages execuke with restrictions, Delete an application From this list ko rernove these restrictions,

Iser Query Responses (1)
Contact Information
[=)- Systern Security

Untrusked Applications (543 obe ~

.,.ﬁ.ppllcatlun Data'l,Mau:ru:umedla'l,FIash F‘Iayer\,#Sharedoh]ects'l,SNEYTCLIE-'I,statu: Espn.go.

|.ﬁ.ppllcatu:|n DataiMacromedialFlash Playverimacromedia, comsupportiflashplayerisysi# —

Application Data\MagneticTimelsummarydatalFw_ Cisco §77W ISR in krustedreviews.c

|,P.p|:u|||:at||:|n DataiMicrosoftiMedia Player 00114582, wpl

| Application DatalsuntJavalDeploymenticacheljavapiivl, 0jar\Chooser  jar-42bag30-5¢

!,.ﬁ.pplicatiun Datalsunt JavalDeplovmenticacheljavapiivl . 0jarl Chooser, jar-78e80a19-t

| Application DatalSunJavalDeplovment!cacheljavapiivl . 0jariMeetingServer jar-3acl:

| Spplication DatalsumJava\Deploymenticacheljavapiivl . 0ljariMestingServer. jar-4604

i,LDcaI Settings\ Temporary Inkernet Files\OLKIDY Case Study in The Health Care Industr s
£ | >

]
-

[ oK ] [ Cancel

Security: Medium




JumpStart provides an overview of Overview
guidelines for using it to simplify security management.

e Details links in the Jum)

|
e
configure

- ( rity Manager, th
- 1gs and po and then dep
o your dey

:-';'




151 New Device - Device Credentials (Step 3 of 4)

Primary Credentials
Username: | asawallstrast1 |
Password: | sesbetestebenkskbeskek | Confrm: | shesbeskshesksbespotestok |
Enable Password: | A e | Confirm: | e |
SDEE Credentials
Username: | |
Passwaord; | | Confirm:
HTTP Credentials
HTTP Part; | 80 |
HTTPS Port: | 443 |
Certificate Common Mame: | | Confirm: i
Mode: |HTTRS v |
| Rs-BootMod.. || SHMP, .,
Back. ] [ ek ] [ Finish ] [ Cancel ] [ Help




= New Device - Device Grouping (Step 4 of 4)

Select the groups that this device belongs to:

americas:
Department:
Geography:

Location:

[]5et walues as Default

|N0ne b |
|N0ne W |
|Nnne v |
|[:| Mew York v |
Back, J | Me ] | Finish ] | Cancel J | Help




= Device Properties

| § G _ ; & Streetl  Property: Credentials

|| | Credentials
~Primary Credentials
Usernarme: |
Password: I Confirm:
Enable Password: | Confirm:
~SDEE Credentials
Username: |
Passward: I | Confirrn:
~HTTP Credentials
HTTP Part: fsn
HTTPS Port: j443
Certificate Common Mame: I Canfirm:
o e 5l




File Edit View Policy Map Tools Help
PEE REE EBR S ?

Devices [@] Devics: ASA-NYCWalStrest]  Policy: Access Rules

B Filter {none
o)
(5 Department = Local {1 Rule}
£ Location 1 v B any =8 any £ HTTP [®) All-Irterfaces in
w M
2 501-01 [ 5
| Add Row,..
52 asa-NYCWallstreet 1 e

| 1
g.ﬂll . ﬂ Paste... Thr -y ‘

@ s01-0 -

. (TR

E2

B Firewall

(] aaaRues
B Access Rules
B Inspection Rules
[ Setkings
g ‘Web Filter Rules

@ NAT
{7 site to Site VPN

@ Remote Access VPN
5] Interfaces

‘& Platform

] FlexConfigs.

[~

[Query| [analysis| [HitCoure| @




File Edt View Policy Map Tools Help
@B el g B BL?
E Device: ASA-MNYCWallStreetl  Policy: Access Rules

b Filter {nane)
o
£5J Department.

Devices

w Local {2 Rules

[>]

£5 Location 1 v Bl any Rl any S HTTP (@ Al-Inkerfaces in
w CNvVC = z ) B8 any E@ any 217 o @] All-Interfaces in
) 501-01 ' Edit Destinations. .. |
2 asa-NYCWaliStrest | Show Destination Contents
=
= Al 24l add Row... Ch+R
@ 501-01 -l | !
S i | | Edit Row... crl+E
£ L | Delete Row Chrl+D
= cut Chrl+
BF\M e | Copy Chrl+C
B fArccess Rules I Pasts
| Inspection Rules l | Move Row Up Chrl+Up
R Mowe Row Down Tkrl
1§ web Filter Rules ==
. Disable

|~

[query ] [nalysis| [HitCount | b




I g E @é P
Devices

Filter + | -- none - w

(=J Department
=9 Location
w [NV

2 501-01

2 asa-NyCWallstrest]

Sl
3 501-01
[

}j AAL Rules
_g Access Rules
B Inspection Rules
Settings

g Web Filter Rules
@ NAT

[T Site ta Sike VPN

H Remote Access YPM
Interfaces
E Platform
1§ FlexConfigs

Fle Edit Wiew Policy Map Tools Help

Action:

Sources:*

Destinations :*

Services: ™

Interfaces:*

Logging Level:

Description:

OP‘ermit

{@)Deny

any

Select...

any

Select...

Select...

All-Interfaces

Edit...

Enable Logging

Default v

[Query] [Analysis] [HitCUunt] @ k-




All-Interfaces

Interfaces:

Lo ][

Interfaces:™

Logging Level:

Description:

E:I Interfaces Selector

#vailable Interfaces:

Filker : | -- Mone -

@] All-Interfaces

Enable Logging

Default il

8] All-Interfaces

[|_“!| Internal

Selected Inkerfaces:

[§] External

Eook [ Cancel




File Edit Wiew Policy Map Tooks Help
W @ 5 @ P S

Devices E Device! ASA-MY
b Filter {none}

Fier Mo, | Pem | souce | Desthston | sevks | tefscs | O |

~ Local {1 Rule)

1 (o] JE any dﬂl any ﬁ? HTTP @ All-Inkerfaces in

treetl  Policy: Access Rules

£ Department:
w [ Location
- [TV
@ 501-01

£2 AsA-NYCWallstrest!

b Al

B Firewall
7 aaa Rules
Lilae o N
::::tg ~ Share Palicy...
B Settings Assign Shared Policy. ..
B Web Flltg. Unassign Palicy. ..
B MAT . | Inherit Rules, .. |
{Jstetoskzven 1 '
B Remote Access VPN
E-intarfacas
B Flatform
B FJ&:CE:rﬁ;s

[Query] [.ﬁ.nalysis] [HitCount] & g




Devices

Fiter: |- none - W

File Edit Yiew Policy Map Tools Help

| 0 Bl & @ % 9

£ Department
w 3 Location
- CNYC

& s01-01

52 asa-hYCWalStrest]

b Al

B Firewal
Ty AAA Rules
‘% Access Rules
D Inspection Rules
Settings
I T web Filter Rules
B HAT
7] site ta Site WPN
(&3} KEI’I:IGICB:QCEESS WP
Interfaces
& Platfarm
BF'Iaaéténﬁgs

b Filter {none)

~ NYCWeb - Mandatory (1 Rule)

1 e J_qJ_EL any

afl arry

Shared Policy Assignments for: NYCWeb

fvvailable Devices

Filter | -- none -- w

- Q Device Groups
5 Department

4 E_‘ Location

v g Al
%2 501-01
@ A5A-Firewall kestdomain, com
ﬁ ASA-Test_ASA-TestContexkl
5% ASh-Test_Testz
2 fenris
2 loki

S HTTP

Assigned Devices

(52 asa-NYCualstreet]

] [ Cancel

l [ Help

] ()

| RSl




@5 e B RAE D ?

Devices

Filter : |- none -- w

=3 Department
- ‘:—_j Location
- [ NvC

2 501-01

2 ASA-NYCWallStreet

Flle Edt View Policy Map Tools Help

F Filter (none)

~w NYCWeb - Mandatory {1 Rule)
1 o i any Rule Types
[(]aan Rules Access Rules [ ] Inspection Rules [] web Filter Rules

W NECWED = DefaulL {Emply) Enabled and/or Disabled Rules

=T Enabled Rules [ |Disabled Rules

Mandatory and/or Default Rules
Mandatory Rules Default Rules

Actions

Permit Deny

H Firewall
D AAA Rules
g Access Rules
[ ] Inspection Rules
Settings
] Weh Filter Rules
B NAT
8 Site to Site VPN
[E Remote Access VRN
=] Interfaces
& Platform
[ Flexconfis

10.0.0.1
Saource Addresses:

any
Destination Addresses:

All-Inkerfaces

Interfaces:

HTTF|
Services:

[ oK ][ Cancel ][ Help

!

[query ] [Analysis ] [HitCount |

| |




i May 16, 2006 11:36:09 AM Policy Ouery Results for Device: ASA-NYCWallStreet1
Policy Query Results

Query Scope Device ASA-NYCWallStreet 1

Rule Tvpes Access Rules

Enabled or Disabled Enabled Rules F Edi qQu...
andatory or Default Mandatory Rules, Default Rules i y

actions Deny, Permit e

Trkaef Al |1|

Display: | Access Fule Results ~ |

W-M-WHW | Service |

Complete ... WYCWeb- .., 1 &8 any @ any SHre Ogialm., in Defal... R
< | i (>
Details

P (1 Sources [ H 4 |:|
b [ Destinations 10,0.0.1 cortained by il any =
b [ Services

P [ Interfaces




rBase Rules
Local- 1 i Base Rule (1 Rule)
roeel : il any any HTTP AlInter.., in

Qverlapping Rules (1 Rule)
Local 2 e any any HTTFP Al-Inter.., in

~Owerlap Details

1of1 > Type: Conflict

Base Rule tep1-65535/50

Conflick Rule o any any tecpf1-65535/80 o

[ ok ][ Hebp |




File Edt Wiew Policy Map Taols Help
WwE ez B BE B ?

‘ = Department

wv: fAccess Rules

= i MNYCWeb - Mandatory (1 Rule)
. Location w NYCWeb - Default (1 Rule)

v [ MvC 1 v i arey =B any £ HTTP @] All-Interfaces in
% s01-01

2 AsA-NYCWalStreett
=T

Firewall
D Ann Rules
:% Access Rules
|} Inspection Rules
Settings
B Web Fiter Rules
NAT
Site to Site WPN
Remote Access YPN
Interfaces
Platform
E Bridging
B Device Admin
] ana
_g Banner

B Baot Image/Configuration

[ Clock [v|

ad

[Query | [analysis] [HitCount] 4

<




File Edt Wiew Policy Map Tools Help

Show Devices on M;
Show YPMs on Map,
Add Map Object...
&dd Link...

New Device...

Mew WPN

Find Map Node...

1
Open Map...
I Save Map
W | Hide Mavigation Wir
i Map Propertiss. ..
Hierarchical Layaout
I Radial Layout
1

Circular Layaout

Undock Map




i SR it Ul SR

% @5 0 &> B

22 Show Devices on Map

Awvailable Devices: Selected Devices:

22 asA-NYCWallstrest |

w —j Device Groups [
3§ Department
[ 3 L—_." Location
- Sl

@ s01-01

@ ASA-Firewall testdomai =

5P asa-Test

5% ASA-Test_ASA-TestCo

5% ASA-Test_Testz

@ greenSensor

@ loki |
| ALl Ei

oK ] ’ Cancel ] [ Hel




v FE Rl B BB B ?

. : B
- J3H
o} : _ L
[@H | - Ne.t~1|:|.u.
het-1,1.1,0 rE o mSA-NYCwalstrest

Met-61.1.21.0

111




=]
=]

L -
= \ =] =
ot ; : Net-10.0.%
WA - ASAMYCHE Edit Firewall Settings
(%) - Edit YPM Peers...

loki Nl ' Edit ¥PM Policies. .,
I3 i
MNet-61.1.21.0

Inspection Rules, ..
web Filker Rules...

Device Properties. ..
: Clone Device, ..
Copy Policies Between Devices., .,
Share Device Palicies...
Access Rules
Device Status, .,
-Shuw Y¥PN Peers...
Maode Properties...
l Preview Configuration...
l Move To Center
. Set Linked Map...
Open Linked Map
i bﬂleta Devﬁ:ﬂ...,
Discover F’I;lnd'ﬂs on Device...

Remove from Map




=

£ ASA-YCWallStreet ]

b NYCWeb - Mandatory (1 Rule)
= NYCWeb - Default {1 Rule)

1 v llﬂ any ﬂ any 9 HTTP E@ all-Irterfaces

AL

[Query] [Analysls] [I—ﬁtCnuntJ 5 S8k 4




v @@ BB EH B ?

Palicy Types vpe! Router Platform  Palicy: - no pe

Router Platform -




file Edit View Poicy Map Tools Help
wEERE® BE B ?

Policy Type: Access Rules

Palic

Policy Types

Add Firewall Rule
5§ Aan Rules
I J Aiccess Rules Enable Rule
I § Inspection Rules =
: ackion: Permit Den
B Settings ‘ O @ ¥
1§ Transparent Rules Py
Sources:*
{ ] wieb Filter Rules (PIX{FWSM ey i
1§ weh Filter Rules (105}
- any
Destinations:™
Sasser
Services:*
All-Interfaces
£ s ” i ;
‘g Interfaces:
E nvcweb
}S5)
‘g Al Enable Logging
= Pz
Logging Level! Default v
g Sasser
:%f, temp2
Description:
‘:% kestInh

Z walistrestsal
w EL West Coast Data Centers

| Advanced |

g San Jose SOL Server

[ oK, J[ Cancel ”_ Help J

[Query] [Analysis] [HitCUunt] | |




Policy Types

Fie €8 Vew Poley o Tooh Feb

v 36 CE0 D2

D Access Rules
1] Inspection Rules
Settings

{1 Transparent Rules

Details Assignments

b Filter {none)

ib San Jose SCQL Server - M
= 9an Jose SQL Server

Filer : | --none -- v

G s

Z NvCuveb

S

= 2

‘% San Jose SQL Server
= tempz

:% testInh

= Wallstrestsal

.%J, West Coast Data Centers

Inherit Rules - San Jose SOL Server

Select the policy that will be the parent of the current policy.

Available Policies:

© -- Mo Inheritance --
B

Z nycureb

Zrt

& 2

‘:% San Jose SCL Server

‘:% temp2

ég testInh

Z wallstrestsol

& West Coast Data Cantars

Selected Parent Policy: West Coast Data Centers

[ oK ” Cancel ”

[Query] [Analvsis] [HitCount]




TEEET ) EE—

F T

Policy Types : :
.. pE—

Deployment Manager...
Policy Discovery Status...
”Shc-w Containment ...
Device Status, .
Catalyst Device Manager..,,
IPS Manager...
| Preview Configuration .
Audit Report...
Configuration &rchive. ..
e
Security Manager Diagnostics.. .

Security Manager Administration...




Cisco Security Manager - admin connected to 192 168.64.21"

Policy Object Manager

1sthost 1.1.1.1
2ndhast 2222
any

netl ret2
10.10.0,0/16
net2 100,100,0.0/16

net0iGl 12.34.45.67

ifistart ||| % cisco .| @tinksy...| @Dcisco... | DMapq... | Bchapo...| Gpcisco ... || dppolicy-.. L ERe | P LER DS %




Fie Edi Wiew Policy Map Tools Help

wEERere B B ?

E; ACME Web Server

g Anotherhetd NetE
1.2.3.7
1.5.6.7
B8 any 0,0,0,0/0 =
L nestedany 0.0.0,0/0
EL‘ nets NetB
1.2.3.7
e [E] Edit Network/Host
11,11,11,99
£ NetB1_011 10,77.212.120 Mame:* |NetB |
45,45,45.0/24 E
£ NetBEZ_D11 10,77.213.11 Description: =
56.,5.0,0/16 b
E over? 4.3.43.9
22.22,22.22,33.33.33.33, 111111, [ 4|
i g 7.7.2.2/31 Mebworks/Hosts:* igg | Select...
7.7.2.4/30 ]
7.7.2.8/29
g a2 8.8.5.0/24
8.8.6.0/23 |:| Allow Yalue Override per Device
8.8.8.0/21
Overrides; Nore Edit. ..
B oro.l 7.7.8.0/24
7.7.7.0/24
[_ oK ][ Cancel H Help

(2 2



Cisco SysTems

[smuf” INCIDENTS || QUERY / REPORTS H RULES H MANAGEMENT

[ Dashboard |[ Network Status || My Reports ||

Jun 27, 2006 12

msumnv | GCS5-MARS Standalone: demo?2 v4.1

Login: sales, usa (usasales) i1 | Logout

Select Case! iNo Case Selected. ..

v_. View Caszes

|Page Refresh Rate |

|15 rinutes ¥

Recent Incidents

|24 T | Al Severities v | fall Rules v|
B netflow o |In|:i|:|ent 1D |Euent Type |Matl:he|:| Rule |m:tinn T
W coents 2,675,711 1:2627717794&" Deny packet due to dbz[d] J
- : security policy z
Sessions BH7, 757 T
Data B3% A
Reduction '
2
|24 Hour Incidents 1
W High 63 57% &
Medium 0 0% 1:2627717784&" Deny packet dus to Metwork ConfigError[d) mailandlog J
B Low 47 429 security palicy i
1
Tatal 110 100% o
|A|I False Positives '2
B Tobe 89,997 95% 1
confirmed A
] Systemn 0 0% 1:262771777F 115 DOT DOT Mirmda RUIE@ 1
determined EXECUTE@, 7
Logged 272 0% 115 Dot Dot CrashlaJ B
B Dropped 0 EA WWW@WinNT crnd.exe A
0 Exec|q],
g;:frirmed T [ WWW 115 Unicade
. Directory traversal@,
Tatal 94 449 100% 1IS CGI Double
[To-do List | Decode
C:1435323 (New) Server & ;262771776 11S Dot Dot Crash@J System Rule: Server Attack: web - P.ttemptla il
i 2
C:1435182 (Resolved) Mew :ﬁxv;rzu@wm'r Emd.axe 1
I
Cassad WWW 1S Lnicade 4
C:1434981 (Mew) Hernan & Directary traversal@,
C:1433709 (Mew) top of my 115 CG1 Douhle
rind &F Decode
11430454 (Assigned! Cinco 11262771775&0 Builtfteard_ow%permitted System Rule: Client Exploit - Sasser Worm@ ]

L 4




L4

B Netflow 0 Incident ID |Euent Type |Matched Rule Action M
B Events 5 675 711 1:262771779&" Deny packet due to dbz[g] I
Sessions QJB? ?JS? Hecitiy ooy il
El g
Data 63% &
Reduction 2
|
|Z4 Hour Incidents i
B High 63 57% &
Mediurm O 0% 1:262771778& Deny packet due to MetworkConfigError[d] mailandlog T
B Low 47 42% security palicy 2
1.
Tatal 1in 100% I
|HII False Positives | '
e
B Tobe 89,997 95% 1
confirmed A
M system 0 0%  [iges7dii7igE 11 DOT DOT Mimda Rule[d] il
determined EHECUTE@J 2
Logged 272 0% 115 Dot Dot Crash[a], +
B oropped 0o 0% WWW@WinNT crnd.exe A
Exec
o 1
lélsanrirmed R WWW 115 Unicads
. Directory traversal@,
Tatal 94,449 100%: 115 CGI Double
|Tu—du List | Decade[d]
11435323 (New) Server & 11262771776 IIS Dot Dot Crash@, Systemn Rule: Server Attack: web - nttempt@ i
i 2l
C11435162 (Resalved) Mew E‘;”:E“EW'”NT cnd.exe s
]
sase A WU IIS Unicode A
C:1434981 (New) Hernan & Directory traversal[d],
C11433709 (Mew) top of my 115 CGI Double
mind & Decode
C:11430454 (Assigned) Cinco 112627717754  Builtteardown/permitted System Rule: Clisnt Exploit - Sasser Worm 4] i
de Mayo &' IP connection 2|
1
C:1430119 (Mew) USA-TEST Fil
2 139248695 &
C:1429473 (Assigned) New HotSpot Graph Attack Diagram
Case & I Full Topo Graph I | Large Graph ||He|p | Large

Ci1429125 (Mew) We Like
mars case &F

Ci1428705 (Assigned)
Todays case X i %
11427331 (Assigned) man
another case &
C:142A881 (Assigned)
Escalation de Privil... &

My Reports

Activity: all - Top Event .




LISTO SYSTEMS

-‘ QUERY / REPORTS ” RULES H MANAGEMENT

| Logout

Select Case! | o Case Selected. ., @

Wiew Cases

Incident 1D [2g2771777
Session 1DV [

Action: Mone Time Rant
Description: Rule to capture Nimda virus )
tﬂf‘fsﬂtll]i:lﬂ'n { lSuur{:E_ iP|[.‘[B§f:ii‘|afiun ip |5&Fuicﬂ Name |Event |[.'rﬂ.uil:n|Rﬂi:|ui{ad_l.l53r' |ICafw:|r1:| |Seuar'rty |E-|:|'Un'_tl ycl
il ANY AN BN

Penetrate/Nimdawarm  ANY Mone ANy ANY 5

Incident ID: 2627717776 (S

Expand All |:

Offset|Session / Event Type |Source IPfPort |Destination Protocol[Time Reporting |Reported [Path
Incident ID - - IP/Port Device N
1 5:292006592,

User Mitig.
1262771777
262771776k

1 s CGI Double Groups: 4,
Decode[d], Total: 5




Cisco SysTEMmS

[ Jin 28, 2006 12:20:5

Standalone: demo2 v .1 Login: sales, usa {usasales)

Static information utilizes discovered Layer 3 and 2 network topology information to determine the optimal mitigation point,
¢

Static Info Dynamic Info

Enforcement Devices| |S:294841851 Path

Suggested
T
BR-ZW-1 HEehita
Alternate

BR-Head-End-Router
HQ-Hub-Router
HOQ-Sh -2

___,f-{-':Eﬁ'ml

EETYETIT

EER-L

Enforcement Device: BR-SW-1[d), Suggested
Default gateway: 10.4.1.1

L3 Enforcement Device Information

Device |Type Manager Children Log To Collects From
BR-SW-l@ Cisco Switch-105 12.2 PH-MARS on demo2 Cisco IDS 3.1 on BR-SW-1-idsm PN-MARS on demo2




Enforcement Device: BR-SW-1[3], Suggested
Default gateway: 104.1.1

L3 Enforcement Device Information

|Deuice |Type Manager

Children

Log To

Collects From

BR-SW-1[d] Cisco Switch-10% 12.2 PN-MARS on demoZ

Interface Information

Cisco IDS 3.1 on BR-SW-1-idsm

PH-MARS on demoZ

[MAC update Time

|Direction Interface Name |MAE Address
Inbound FastEthernetz/0 SR MAR
Cutbound FastEthernetl/ 0 M/ A [r)

Recommended L3 Policies /Commands

i ip access-list extended CSH-acl-FastEthernetz/0
deny tcp host 10.1.5.2 host 10.10.1.243 eq 50

deny tcp host 10.1.5.2 any

L8 ip access-list extended C8M-acl-FastEthernetZ/0

Copyright @ 2003, 2005 Cisco Systems, Inc,
all rights reserved,




Attack Diagram

1uu.1.!ﬂ¢4

1615141

H-lﬂ.t.%.:n g
%  ADOERE-

H-10.10.1.21 -

R
SRV H-10.101.32

-2 Info - Microsoft Int... B@|®
s

Session ID: $:299453394 I~

Src: 172.29,99,21,/5000
Dest: 172,29,35.32/8080
Event Types:

112 CGI Double Cecode
woww 115 Unicode Directory
traversal

IIS DOT DOT EXECUTE

11S Dot Dot Crash

Www winiT crnd.exe Exec

Session ID: 5:299537594

Src: 172,29,99.21,/5000
Dest: 172,29,35.32/8080
Event Types:

11= i3I Double Decode
Wt 115 Unicode Directory
traversal

II= Dot Dot Crash

W WinNT cmd exe Exec
I1S DOT DOT EXECUTE

Cisco Systemns, Inc, ==

B ——
R: —
20.20.3.45 -

o

b1
ey
Branch-hostl
==
HQ-hastt
Q-web-1 G
i
E-1523




‘ SUMMARY ” INCIDENTS ” QUERY / REFORTS

[ Inspection Rules || Drop Rules ||

é RULES | GCS-MARS Standalone: demo?2 v4.1

Select Case: | Mo Case Selected...

Inspection Rules:

Group: |Systern Rules

Login: sales, usa |

b View: | active v

Description:

| Edit | | Change Status | | Duplicate | | |
|l Rule Name: System Rule: Backdoor: Active
Action: Mone

This correlation rule detects a connection to a backdoor server or a response from a backdoor server in your network accompa
server hosting the backdoor - this may indicate that a malicious backdoor service is likely running in vour network, Malicious fol
denied packets, installation of malicious services, local buffer overflow attacks etc, Backdoors such as Unix rootkits or Trojan he
extensive remote control of a host and may be left by an attacker on a comprormised host to maintain future remote access.

Fy

Offset|0Open { |Source IP |Destination IP|Service Name Event Device Reported|Keyuo
User
1 { AMNY SAME, AN Penetrate/Backdoor/Rootkit/Connect, AMY Mone ANY
$TARGETO1, Penetrate/Backdoor/Trojan/Connect,
ANY Penetrate/Backdoor/Trojans/STN,
Penetrate/Backdoor/Commandshell,
Penetrate/Backdoor/Remote ContralApp/Connect
z SAME, ANY any Penetrate/Backdoor/RemoteControlapp/Response, ANT Mone ANY
$TARGETOL, Penetrate/Backdoor/Trojan/Response,
AMY Penetrate/Backdoor/Trojan/STH-ACK
3 i SAME, DISTINCT, SAME_ANY DEST PORT  AttacksProtected, ANY MNone ANY
$TARGETO1, ANY FirewallPolicy Violation/&CL,
AMNYT FirewallPolicy Violation/MAT
4 SAME, AMT BT DoS/Metwork,/TCF, ART Mone AMT
$THRGETOL, DoS/Metwork/UDF,
AMY DoS/Metwork/TCMP,
DoS/Metwork,/Misc,
DoS/Distributed,
ProbesHostInfo/oll,
Propagate/CopyFiles,
Propagate/worm,
Penetrate/Backdoor/CovertChannel
7] AMNT SAME, &Y Persist/all, AT Mone AMNY
$TARGETOL, Penetrate/Backdoor/CovertChannel
ANY




Cisco SysTems

|SUMM&RY || INCIDENTS ”QUER.‘I’IREFQRI‘S H RULES H MANAGEMENT HE

[ query || Batch Query || Report ||

Jun 29, 2006 8:04

% QUERY [ REPORTS | CS-MARS Standalone: demo?2 v4.1

Login: sales, usa (usasales) :: H

Select Case: |No Case Selacted. .

> |

Load Report as On-Demand Query with Filter

--Report Groups--

Incident ID: | |

System: Access

System: All Events - Aggregate View

Systam: All Exploits - Aggregate View

Systerm: COBIT DS3.3 - Monitoring and Reporting

Systerm: COBIT DS5.10: Security Violations

System: COBIT DSS5.19: Malicious software

System: COBIT DSS.20: Firewall control

Systerm; COBIT DS5.2; Authentication and Access

Systern: COBIT DS54 User Account Changes

Systerm: COBRIT DES.7! Security Surveillance

Systerm: COBIT DS94 Configuraton Contral

Systerm: COBIT DS9.5: Unauthorized Software

System: CS-MARS Distributed Threat Mitigation (Cisco DTM)

System: CS-MARS Incident Responsa

System! CS-MARS Issue

System: Client Exploits, Wirus, Worm and Malware

Systerm: Configuration Changes

Systern: Configuration Issue

Syskem; Database Server Activity

System: Host Ackivity

Systemn! Networl Attacks and DoS
b

System: Operational Issue

System: Reconnaissance

System: Resource [ssue

System: Resource Usage

Systerm: Restricted Metwark Traffic

Systerm: SOX 302(a)(d4)(a)

Systerm: SOR 302(a)(4)(D)

System: Security Posture Compliance (Cisco NAC)

Session ID: | |

om [Ex] [Gier]

|E'uents |Deui|:e Reported User |Keyword |Operation |Ru|e|A|

ANY ARY AN AR Mone ANY Al
e
| Save As Report | | Save As Rule | | Submit In

Summary ¢ Incidents @ Query / Feports i@ Rules 1§ Management :: Adrmin ¢ Help ;.

é ‘:J Loca




[ Query |[ Batch Query |[ Report ||

Cisco SYsTEmS

| SUMMARY || INCIDENTS “QI.!EIt‘I"fIIEPOR!S.“ RULES H MANAGEMENT |E

Jun 30, 2006 8:57

@. QUERY / REPORTS | GCS-MARS Standalone: demo?2 v4.1

Select Case: |N0 Case Selected. ..

Load Report as On-Demand Query with Filter
| Systermn: CS-MARS Distributed Threat Mitigation {Cisco DTM) v|

Activity: 105 IPS DTM Successful Signature Tuning - All Events (Total Yiew) W
Select Report

Ac S IPS S ful Signature Tuning - All Eve
Connectivity Issue; 105 IPS DTM - all Events (Total View)
Resource Issues: I0S IPS DTM - all Events (Total Wigw)
Resource Issues: [0S IPS DTM - Top Devices (Total Wiew)

Query type: Custom Columns ranked by Time, 0d-1h:00m

Login: sales, usa {usasales) 11 :

Incident ID:

Session 1D

View Cases |

Source |Destination |Service|Events Device|Reported Keyword|Operation|Rule|.
IP IP User
ANY ANY ANY CS5-MARS DTM Action A4dd Success Sig Details, C5-MARS ANY AMY

DTM Action Delete Success Sig Details

Query Results

[Destination 1P

AMY Mone ANY

| Save As Report

| | Save As Rule | IE

| Expand All || Collaps

Event Type

|Time

|Raw Message

Copyright @ 2003, 2005 Cisco Systems, Inc.
&l rights reserved.
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Cisco SysTemS

‘ SUMMARY H INCIDENTS ”QUER\’ / REPORTS H RULES H MAMNAGEMENT |E

Jun 30, 2006 10;20

Login: sales, usa (usasales) @ B

| Event Management || IP Management H Service Management || User Management ||

@ MANAGEMENT | C5-MARS Standalone: demo2 v4.1

Wiew Cases |

Select Gase! | yg Case Selected... v |

cait oronp ] | | [

Description / CVE; | | [ alr v ||L all v &l
Event Description CYE Severity (Device Event ID Groups
ID Mame
1000001 Sudden increase of trafficto a port[d] Bl PN-MARS: MARS-1-100001 Dos/all[d),
Das/Netwark/Misc(d]
1000021 Inactive CS-MARS reporting device[d] 0 FH-MARS: MARS-1-100021 Info/Misc[d]
1000022 CS-MARS imported Wulnerable host from i PM-MARS: MARS-3-200001 Info/VulnerableHostFound|[4]
Wh scanner
1000023 CS-MARS updated Wulnerable host from & PH-MARS: MARS-3-200002 Info/UuInerabIeHostFound@
Wh scanner&
1000024 CS-MARS deleted Vulnerable host via WA () PH-MARS: MARS-3-200003 Info/Misc[a]
scanner input@
1001011 CPU Utilization Higher Than 50% [d] i PH-MARS: MARS-1-100002 Info/Misc[d]
1001012 CPU Utilization Higher Than ?5%@ & PM-MARS: MARS-1-100003 InfuinghLlsagefNetworkDeviceEl
1001013 CPU Utilization Higher Than 903 4] X PH-MARS: MARS-1-100004 Info/HighUsage/MetworkDevice [d]
1001017 CPU Utilization Abnormally High@ E PM-MARS: MARS-1-100005 InfoinghLlsage;’NetworkDevice@
1001021 Memory Utilization Higher Than 50%[d) My PH-MARS: MARS-1-100006 Info/Misc[a)
1001022 Memory Utilization Higher Than 75%[d] | PH-MARS: MARS-1-100007 Info/Mise[d]
1001023 Memary Utilization Higher Than 20%[d] il PH-MARS: MARS-1-100008 Info/HighUsage/MetworkDevice[d]
1001027 Memory Utilization Abnormally High[d] 5| PH-MARS: MARS-1-100009 Info/HighUsage/MetworkDevice[d]
1001037 Number of Firewall Connections E PH-MARS: MARS-1-100010 Infu/HighLlsage;’NetworkDevice@
Abnormally High
1001041 Interface Ingress Bandwidth Utilization oy FM-MARS: MARS-1-100011 Info/HighUsage/MetwarkDevice[q]
Higher Than 50%
1001042 Interface Ingress Bandwidth Utilization E PH-MARS: MARS-1-100012 Info/HighUsagef’NetworkDevice@
Higher Than 75%[3]
1001043 Interface Ingress Bandwidth Utilization P Pr-MARS: MARS-1-101043 Info/HighUsage/NetwarkDevice[d)

Higher Than 90%

€
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Cisco SySTEMS

‘SUMMARY H INCIDENTS HQUER"I" { REPORTS H RULES H MAMNAGEMENT ‘E

| System Setup || System Maintenance || User Management || System Parameters || Custom Setup || Jun 30, 2006 10:28
@ ADMIN | CS-MARS Standalone: demo2 v4.1 Lagin: sales, usa (usasales) i i
Select Case: iND Case Selected. .. V_i [

CS-MARS Setup
Configuration Information
Metworks for Dynaric Yulnerability Scanning ( optional )
Device Configuration and Discovery Information
Security and Monitor Devices
MetFlow Config Info ( optional )
Topology Discovery Information ( optional )
Community String and Networks
Valid Metworks
Topology/Monitored Device Update Scheduler
Copyright @ 2003, 2005 Cisco Systems, Inc, Summary : Incidents it Query / Reports :: Rules ) Management @ Admin i Help

&ll rights reserved.
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g | [mit] Incident Details - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit View Favorites Tools Help

@Back - J \ﬂ @ ,_:\] ):\' Search H::li'sf Favorites {_21

Address -El https:if172.25.95.92 8443/ Incdents) IncidentDetails jsprincident_Id=53752004 V] | G
Rule Name: NewWormOutBreak Status: Active
Action: Mone Time Range: 0h:10
Description: Demo Rule for C5M
|l:lffset|l:lpen { |Suurce IP|Destination IP  |Service Name |E'.-ent|[)e'.-ice Reported User |Keyword Seuerityll:nuntl ) Elnse|l:lper
1 AMY ANY AMY AN hub-fu, ANY AN AN b
hub-protego-fin,
mypix,
demo
Incident ID: 5375200480 Expand All | | Collapse
Dffset|Session f Event Type Source IPfPort Destination IP/Port Protocol|Time Reporting|Rep
Incident ID Device Use
o Deny packet dus ta [ Total: @
security policy
1 Built/teardown/permitted [—] Groups: 3, Total: 4
IP connection
1 $:53552018, Built/teardown/permitted 10.1.1.3 [3] 5141 [9) 10.1.1.2 [q) 4005 [9] UDP [4] Oct 7, 2005 10:04:25 AM POT mypix cisce
;537520047 1P connection [4].&7
1 5:53552015, Built/teardown/permitted 10.1.10.1 [4] 8921 [4] 66.1.1.1 [4) 2039 [d] Top [d)  Oct 7, 2005 10[04:25 AM PDT mypix cisce
[:5375200447 1P connection [4].67 '
1 Built/teardown/permitted 172,30,1.3 [q] 5141 [3] 199.20,70.50 [d] 4005 [3] UDF [9] [F] Total: 2
IP connection
Copyright ©@ 2003, 2005 Cisco Systemns, Inc, Summary ;; Incidents :: Query / Reports @ Rules ;@ Managerment ;: Admin ;@ Help i: | Fe

all rights reserved,
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mit] Incident Details - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Tools  Help
address v G
575 Active
Standalone: mit v0.0 Login: Adrinistrator {pradmin) @ Range: 0h:10
Offs There are multiple events found. Please click on the policy query of the interested event to display policies I:UDBF
1 related to it.
Event f Reporting |Time Policy |Raw Message
Session f Device
Incident ID
. E:53552015, My i Oct 7, 2005 $ 12.,12.3.4 %PIxX-6-302013: Built inbound TCP connection 101 for
Incidg s:53552015, 10:04:25 AM interface1:10.1,10,1/8991 {10,1.,10,1/8991) ta ] Collaps
15375200487 POT interface2:66.1,1.1/2039 (66.1.1.1/2039) (cisco_user)
Offse E:53552016, Iy P Qct 7, 20085 $ 12,12.3.4 %PIx-6-302014: Teardown TCP conneckion 101 for Reporting |Rep
5:53552015 10:04:25 AM interface1:10.1,10,1/8991 to interface2:66.1.1.1/2039 duration Device Use
1 POT 01_10_1Z bytes 6587 timeout (cisco_user)
1 Copyright @ 2003, 2005 Cisco Systems, Inc,
All rights reserved,
at iy pic Cisce
£] Dore ) ® Intermet P
B STOISZUTS BT TE At QUM DETTIET TU L T0.L (3] B9oL (0] BB L (] 2097 (O] TCF @] (00 74 2005 10709Tes R PO mypix [ms  cisos
[:5375200447 1P connection [4]&7 e e e ; : % i
1 Built/teardown/permitted 172,30,1.3 [q] 5141 [3] 199.20,70.50 [d] 4005 [3] UDF [9] [F] Total: 2
IP connection
Copyright @ 2003, 2005 Cisco Systemns, Inc, Summary ;; Incidents :: Query / Reports @ Rules ;@ Managerment ;: Admin ;@ Help i | Fe
all rights reserved,
Fal m |
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A https:/#A172.25.95.92: B443 - [mit] CSM4 Policy Query - Microsoft Internet Explorer provided by Cisen Sys. .. EJ@@

Cisco SYSTEMS
[ _Oct 7, 2005 4:48:23 PM PDT |
Standalone: mit vo.0 Login: Adrimistrator (pnadming &
Total policies returned: 4, Mumber of rmatched policies: 1, Jurnp to ratch: first | lasd
|No.|Permit|Snurce |Destination|Seruice |Interface|[!ir.|tlptinns |Eategury|Descriptinn| |
Mandatory - usa { 4 Rules)
1 hiosts mlany 9udpdemg E@Internal in  Default/Z00 Mone
A . 10.1.1.1/24 gllany ?udpdemg ﬁi‘;ntemm in  Default/300 Mone
3 10.1.10.1/24 gllany 9[;: E@Inter’nal in  Default/300 Mone &
4 (] Eﬂany E@an'ﬁr @[P % E@Interna| in  Default/300 None
Default - usa { 0 Rules)
Copyright @ 2003, 2005 Cisco Systems, Ine,
All rights reserved.
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