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e Index

A systems analysis approach to enterprise network design

e Master techniques for checking the health of an existing network
to develop a baseline for measuring performance of a new
network design

e Explore solutions for meeting QoS requirements, including ATM
traffic management, IETF controlled-load and guaranteed
services, IP multicast, and advanced switching, queuing, and
routing algorithms

« Develop network designs that provide the high bandwidth and
low delay required for real-time applications such as multimedia,
distance learning, and videoconferencing

e Identify the advantages and disadvantages of various switching
and routing protocols, including transparent bridging, Inter-
Switch Link (ISL), IEEE 802.1Q, IGRP, EIGRP, OSPF, and BGP4

e Effectively incorporate new technologies into enterprise network
designs, including VPNs, wireless networking, and IP Telephony

Top-Down Network Design, Second Edition, is a practical and
comprehensive guide to designing enterprise networks that are reliable,
secure, and manageable. Using illustrations and real-world examples, it
teaches a systematic method for network design that can be applied to
campus LANs, remote-access networks, WAN links, and large-scale
internetworks.

You will learn to analyze business and technical requirements, examine
traffic flow and QoS requirements, and select protocols and technologies
based on performance goals. You will also develop an understanding of
network performance factors such as network utilization, throughput,
accuracy, efficiency, delay, and jitter. Several charts and job aids will
help you apply a top-down approach to network design.

This Second Edition has been revised to include new and updated
material on wireless networks, virtual private networks (VPNs), network
security, network redundancy, modularity in network designs, dynamic
addressing for IPv4 and IPv6, new network design and management



tools, Ethernet scalability options (including 10-Gbps Ethernet, Metro
Ethernet, and Long-Reach Ethernet), and networks that carry voice and
data traffic.

Top-Down Network Design, Second Edition, has a companion website at
http://www.topdownbook.com, which includes updates to the book,
links to white papers, and supplemental information about design
resources.

This book is part of the Networking Technology Series from Cisco Press,
which offers networking professionals valuable information for
constructing efficient networks, understanding new technologies, and
building successful careers.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same
conventions used in the I0OS Command Reference. The Command Reference
describes these conventions as follows:

« Boldface indicates commands and keywords that are entered literally as
shown. In actual configuration examples and output (not general command
syntax), boldface indicates commands that are manually input by the user
(such as a show command).

e Italics indicate arguments for which you supply actual values.

e Vertical bars (|) separate alternative, mutually exclusive elements.

e Square brackets [ ] indicate optional elements.

e Braces { } indicate a required choice.

e Braces within brackets [{ }] indicate a required choice within an optional
element.
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Introduction

New business practices are driving changes in enterprise networks. The transition
from an industrial to an information economy has changed how employees do their
jobs, and the emergence of a global economy of unprecedented competitiveness has
accelerated the speed at which companies must adapt to technological and financial
changes.

To reduce the time to develop and market products, companies are empowering
employees to make strategic decisions that require access to sales, marketing,
financial, and engineering data. Employees at corporate headquarters and in
worldwide field offices, as well as telecommuters in home offices, need immediate
access to data, regardless of whether the data is on centralized or departmental
servers.

To develop, sell, and distribute products into domestic and foreign markets,
businesses are forming alliances with local and international partners. Businesses are
carefully planning their network designs to meet security goals while also offering
network access to resellers, vendors, customers, prospective customers, and
contract workers located all over the world.

To accommodate increasing requirements for remote access, security, bandwidth,
scalability, and reliability, vendors and standards bodies introduce new protocols and
technologies at a rapid rate. Network designers are challenged to develop state-of-
the-art networks even though the state of the art is continually changing.

Whether you are a novice network designer or a seasoned network architect, you
probably have concerns about how to design a network that can keep pace with the
accelerating changes in the internetworking industry. The goal of this book is to
teach a systematic design methodology that can help you meet an organization's
requirements, regardless of the newness or complexity of applications and
technologies.
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Changes for the Second Edition

The first edition of Top-Down Network Design taught a classic method for network
design that is still relevant today. A top-down process focuses on requirements
analysis and architectural design, which should be completed before the selection of
specific network components. A top-down process can be applied to networks of all
sorts, including old-fashioned networks with 10-Mbps Ethernet or Token Ring, as well
as modern networks with Gigabit Ethernet, Synchronous Optical Network (SONET),
and wireless networking.

Despite the timeless nature of the top-down process, some adjustments must be
made to accommodate modern business practices. Business goals fluctuate with
political and economic changes. Business goals also evolve as Human Resources
(HR) policies change. Network design must evolve with these changes.

In the past few years, the following business goals and concerns have emerged or
re-emerged as top-priority requirements for network designs:

e« A need to support mobile and remote users

« An increased need for network security

e Anincreased need for resilient networks

e An increased need for manageable networks

¢ A renewed recognition that network projects must be prioritized based on
fiscal goals

e« A renewed focus on the economic benefits of merging voice and data
networks

To address these business requirements, the second edition of Top-Down Network
Design has new and updated material on the following topics:

e Wireless networks

e Virtual private networks (VPNSs)

e Network security

e« Network redundancy

e Modularity in network designs

e Dynamic addressing for IPv4 and IPv6

¢ New network design and management tools

e Ethernet scalability options, including 10-Gbps Ethernet, Metro Ethernet, and
Long-Reach Ethernet

« Designing networks that can carry voice and data traffic

[ @mPREV |  NExT e |
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Objectives

The purpose of Top-Down Network Design, Second Edition is to help you design
networks that meet a customer's business and technical goals. Whether your
customer is another department within your own company or an external client, this
book provides you with tested processes and tools to help you understand traffic
flow, protocol behavior, and internetworking technologies. After completing this
book, you will be equipped to design enterprise networks that meet a customer's
requirements for functionality, capacity, performance, availability, scalability,
affordability, security, and manageability.
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Audience

This book is for you if you are an internetworking professional responsible for
designing and maintaining medium- to large-sized enterprise networks. If you are a
network engineer, architect, or technician who has a working knowledge of network
protocols and technologies, this book will provide you with practical advice on
applying your knowledge to internetwork design.

This book also includes useful information for consultants, systems engineers, and
sales engineers who design corporate networks for clients. In the fast-paced presales
environment of many systems engineers, it often is difficult to slow down and insist
on a top-down, structured systems analysis approach. Wherever possible, this book
includes shortcuts and assumptions that can be made to speed up the network
design process.

Finally, this book is useful for undergraduate and graduate students in computer
science and information technology disciplines. Students who have taken one or two
courses in networking theory will find Top-Down Network Design, Second Edition an
approachable introduction to the engineering and business issues related to
developing real-world networks that solve typical business problems. _
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Organization

This book is built around the steps for top-down network design. It is organized into
four parts that correspond to the major phases of network design. _ _
| @ PREV | . NEXT W |
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Part | : Identifying Your Customer's Needs and
Goals

Part I covers the requirements analysis phase. This phase starts with identifying
business goals and technical requirements. The task of characterizing the existing
network, including the architecture and performance of major network segments and
devices, follows. The last step in this phase is to analyze network traffic, including
traffic flow and load, protocol behavior, and quality of service (QoS) requirements.
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Part Il: Logical Network Design

During the logical network design phase, the network designer develops a network
topology. Depending on the size of the network and traffic characteristics, the
topology can range from simple to complex, requiring hierarchy and modularity.
During this phase, the network designer also devises a network layer addressing
model, and selects switching and routing protocols. Logical design also includes
security planning, network management design, and the initial investigation into
which service providers can meet wide-area networking (WAN) and remote-access
requirements. _
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Part Ill: Physical Network Design

During the physical design phase, specific technologies and products to realize the
logical design are selected. Physical network design starts with the selection of
technologies and devices for campus networks, including cabling, Ethernet switches,
wireless access points, wireless bridges, and routers. Selecting technologies and
devices for remote-access and WAN needs follows. Also, the investigation into
service providers, which began during the logical design phase, must be completed

during this phase.
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Part IV : Testing, Optimizing, and Documenting
Your Network Design

The final steps in top-down network design are to write and implement a test plan,
build a prototype or pilot, optimize the network design, and document your work
with a network design proposal. If your test results indicate any performance
problems, then during this phase you should update your design to include such
optimization features as traffic shaping and advanced router queuing and switching
mechanisms.

Appendix A characterizes network traffic when network stations boot. It provides
information for IP, AppleTalk, NetWare, NetBIOS, and Systems Network Architecture
(SNA) sessions. Appendix B is a list of references and recommended reading. A
glossary of networking terms follows Appendix B. _
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Companion Website

Top-Down Network Design, Second Edition has a companion website at
www.topdownbook.com. The companion website includes updates to the book, links
to white papers, and supplemental information about design resources. B
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Part I. Identifying Your Customer's
Needs and Goals

Chapter 1 Analyzing Business Goals and Constraints
Chapter 2 Analyzing Technical Goals and Tradeoffs
Chapter 3 Characterizing the Existing Internetwork
Chapter 4 Characterizing Network Traffic

- =
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Chapter 1. Analyzing Business Goals
and Constraints

This chapter serves as an introduction to the rest of the book by describing top-down
network design. The first section explains how to use a systematic, top-down process
when designing computer networks for your customers. Depending on your job, your
customers might be other departments within your company, those to whom you are
trying to sell products, or clients of your consulting business.

After describing the methodology, this chapter focuses on the first step in top-down
network design: analyzing your customer's business goals. Business goals include
the capability to run network applications to meet corporate business objectives, and
the need to work within business constraints, such as budgets, limited networking
personnel, and tight timeframes.

This chapter also covers an important business constraint that some people call the
eighth layer of the Open Systems Interconnection (OSI) reference model: workplace
politics. To ensure the success of your network design project, you should gain an
understanding of any corporate politics and policies at your customer's site that
could affect your project.

The chapter concludes with a checklist to help you determine if you have addressed
the business issues in a network design project. )
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Using a Top-Down Network Design Methodology

According to Albert Einstein:

The world we've made as a result of the level of thinking we have done thus far
creates problems that we cannot solve at the same level at which we created them.

To paraphrase Einstein, networking professionals have the ability to create networks
that are so complex that when problems arise they can't be solved using the same
sort of thinking that was used to create the networks. Add to this the fact that each
upgrade, patch, and modification to a network can also be created using complex
and sometimes convoluted thinking, and you realize that the result is networks that
are hard to understand and troubleshoot. The networks created with this complexity
often don't perform as well as expected, don't scale as the need for growth arises (as
it almost always does), and don't match a customer's requirements. A solution to
this problem is to use a streamlined, systematic methodology in which the network
or upgrade is designed in a top-down fashion.

Many network design tools and methodologies in use today resemble the "connect-
the-dots" game that some of us played as children. These tools let you place
internetworking devices on a palette and connect them with local-area network
(LAN) or wide-area network (WAN) media. The problem with this methodology is
that it skips the steps of analyzing a customer's requirements and selecting devices
and media based on those requirements.

Good network design must recognize that a customer's requirements embody many
business and technical goals including requirements for availability, scalability,
affordability, security, and manageability. Many customers also want to specify a
required level of network performance, often called a service level. To meet these
needs, difficult network design choices and tradeoffs must be made when designing
the logical network before any physical devices or media are selected.

When a customer expects a quick response to a network design request, a bottom-
up (connect-the-dots) network design methodology can be used, if the customer's
applications and goals are well known. However, network designers often think they
understand a customer's applications and requirements only to discover, after a
network is installed, that they did not capture the customer's most important needs.
Unexpected scalability and performance problems appear as the number of network
users increases. These problems can be avoided if the network designer uses top-
down methods that perform requirements analysis before technology selection.

Top-down network design is a methodology for designing networks that begins at the
upper layers of the OSI reference model before moving to the lower layers. It
focuses on applications, sessions, and data transport before the selection of routers,
switches, and media that operate at the lower layers.

The top-down network design process includes exploring divisional and group



structures to find the people for whom the network will provide services and from
whom you should get valuable information to make the design succeed.

Top-down network design is also iterative. To avoid getting bogged down in details
too quickly, it is important to first get an overall view of a customer's requirements.
Later, more detail can be gathered on protocol behavior, scalability requirements,
technology preferences, and so on. Top-down network design recognizes that the
logical model and the physical design may change as more information is gathered.

Because top-down methodology is iterative, some topics are covered more than once
in this book. For example, this chapter discusses network applications. Network
applications are discussed again in Chapter 4, "Characterizing Network Traffic,"
which covers network traffic caused by application- and protocol-usage patterns. A
top-down approach lets a network designer get "the big picture" first and then spiral
downward into detailed technical requirements and specifications.

Using a Structured Network Design Process

Top-down network design is a discipline that grew out of the success of structured
software programming and structured systems analysis. The main goal of structured
systems analysis is to more accurately represent users' needs, which are
unfortunately often ignored or misrepresented. Another goal is to make the project
manageable by dividing it into modules that can be more easily maintained and
changed.

Structured systems analysis has the following characteristics:

e The system is designed in a top-down sequence.

« During the design project, several techniques and models can be used to
characterize the existing system, new user requirements, and a structure for
the future system.

e A focus is placed on understanding data flow, data types, and processes that
access or change the data.

e A focus is placed on understanding the location and needs of user
communities that access or change data and processes.

e Alogical model is developed before the physical model. The logical model
represents the basic building blocks, divided by function, and the structure of
the system. The physical model represents devices and specific technologies
and implementations.

With large network design projects, modularity is essential. The design should be
split functionally to make the project more manageable. For example, the functions
carried out in campus LANs can be analyzed separately from the functions carried
out in remote-access networks, virtual private networks (VPNs), and WANSs.

Cisco Systems recommends a modular approach with its three-layer hierarchical
model. This model divides networks into core, distribution, and access layers. Cisco's
Secure Architecture for Enterprises (SAFE) and Enterprise Composite Network Model
(ECNM), which are discussed in Part II of this book, "Logical Network Design," are
also modular approaches to network design.




With a structured approach to network design, each module is designed separately,
yet in relation to other modules. All the modules are designed using a top-down
approach that focuses on requirements, applications, and a logical structure before
the selection of physical devices and products to implement the design.

Systems Development Life Cycles

Systems analysis students are familiar with the concept that typical systems are
developed and continue to exist over a period of time, often called a systems
development life cycle. Many systems analysis books use the acronym SDLC to refer
to the life cycle, which may sound strange to networking students who know SDLC
as Synchronous Data Link Control, a bit-oriented, full-duplex protocol used on
synchronous serial links, often found in a legacy Systems Network Architecture
(SNA) environment. Nevertheless, it's important to realize that most systems,
including network systems, follow a cyclical set of phases, where the system is
planned, created, tested, and optimized.

Feedback from the users of the system causes the system to then be re-created or
modified, tested, and optimized again. New requirements arise as the network opens
the door to new uses. As people get used to the new network and take advantage of
the services it offers, they soon take it for granted and expect it to do more.

In this book, network design is divided into four major phases that are carried out in
a cyclical fashion:

« Analyze requirements. In this phase, the network analyst interviews users
and technical personnel to gain an understanding of the business and
technical goals for a new or enhanced system. The task of characterizing the
existing network, including the logical and physical topology and network
performance, follows. The last step in this phase is to analyze current and
future network traffic, including traffic flow and load, protocol behavior, and
quality of service (QoS) requirements.

« Develop the logical design. This phase deals with a logical topology for the
new or enhanced network, network layer addressing, naming, and switching
and routing protocols. Logical design also includes security planning, network
management design, and the initial investigation into which service providers
can meet WAN and remote access requirements.

« Develop the physical design. During the physical design phase, specific
technologies and products to realize the logical design are selected. Also, the
investigation into service providers, which began during the logical design
phase, must be completed during this phase.

e Test, optimize, and document the design. The final steps in top-down
network design are to write and implement a test plan, build a prototype or
pilot, optimize the network design, and document your work with a network
design proposal.

These major phases of network design repeat themselves as user feedback and
network monitoring suggest enhancements or the need for new applications. Figure
1-1 shows the network design and implementation cycle.



Figure 1-1. Network Design and Implementation Cycle
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Cisco Systems teaches the Plan Design Implement Operate Optimize (PDIOO) set of
phases for the life cycle of a network. It doesn't matter exactly which life cycle you
use, as long as you realize that network design should be accomplished in a
structured, planned, modular fashion, and that feedback from the users of the
operational network should be fed back into new network projects to enhance or
redesign the network. Learning the Cisco steps is important if you are studying for a
Cisco design certification. For that reason, the steps are listed here:

« Plan. Network requirements are identified in this phase. This phase also
includes an analysis of areas where the network will be installed and an
identification of users who will require network services.

« Design. In this phase, the network designers accomplish the bulk of the
logical and physical design, according to requirements gathered during the
plan phase.

« Implement. After the design has been approved, implementation begins.
The network is built according to the design specifications. Implementation
also serves to verify the design.

« Operate. Operation is the final test of the effectiveness of the design. The
network is monitored during this phase for performance problems and any
faults, to provide input into the optimize phase of the network life cycle.

e« Optimize. The optimize phase is based on proactive network management
which identifies and resolves problems before network disruptions arise. The
optimize phase may lead to a network redesign if too many problems arise
due to design errors or as network performance degrades over time as actual
use and capabilities diverge. Redesign may also be required when



requirements change significantly.

« Retire. When the network, or a part of the network, is out-of-date, it may be
taken out of production. Although Retire is not incorporated into the name of
the life cycle (PDIOOQ), it is nonetheless an important phase.

Figure 1-2 shows a graphical representation of the Cisco PDIOO network life cycle.

Figure 1-2. PDIOO Network Life Cycle
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Analyzing Business Goals

Understanding your customer's business goals and constraints is a critical aspect of
network design. Armed with a thorough analysis of your customer's business
objectives, you can propose a network design that will meet with your customer's
approval.

It is tempting to overlook the step of analyzing business goals, because analyzing
such technical goals as capacity, performance, security, and so on is more
interesting to many network engineers. Analyzing technical goals is covered in the
next chapter. In this chapter, you will learn the importance of analyzing business
goals, and you will pick up some techniques for matching a network design proposal
to a customer's business objectives.

Working with Your Client

Before meeting with your customer to discuss business goals for the network design
project, it is a good idea to research your client's business. Find out what industry
the client is in. Learn something about the client's market, suppliers, products,
services, and competitive advantages. With the knowledge of your customer's
business and its external relations, you can position technologies and products to
help strengthen the customer's status in the customer's own industry.

In your first meeting with your customers, ask them to explain the organizational
structure of the company. Your final internetwork design will probably reflect the
corporate structure, so it is a good idea to gain an understanding of how the
company is structured in departments, lines of business, vendors, partners, and field
or remote offices. Understanding the corporate structure will help you locate major
user communities and characterize traffic flow. Characterizing traffic flow is covered

in Chapter 4.

NOTE

Understanding the corporate structure will also help you recognize the
management hierarchy. One of your primary goals in the early stages of a
network design project should be to determine who the decision-makers
are. Who will have the authority to accept or reject your network design
proposal? Sometimes, this can be a rather complicated issue, as discussed
in the section "Politics and Policies," later in this chapter.

Ask your customer to state an overall goal of the network design project. Explain
that you want a short, business-oriented statement that highlights the business
purpose of the new network. Why is the customer embarking on this new network
design project? For what will the new network be used? How will the new network



help the customer be more successful in the customer's business?

After discussing the overall business goals of the network design project, ask your
customer to help you understand the customer's criteria for success. What goals
must be met for the customer to be satisfied? Sometimes success is based on
operational savings because the new network allows employees to be more
productive. Sometimes success is based on the ability to increase revenue or build
partnerships with other companies. Make sure you know up-front how "success" is
defined by executives, managers, end users, network engineers, and any other
stakeholders. Also, determine whether the customer's definition of success will
change as yearly fiscal goals change.

In addition to determining the criteria for success, you should ascertain the
consequences of failure:

« What will happen if the network design project fails or if the network, once
installed, does not perform to specification?

e How visible is the project to upper-level management?

e Will the success (or possible failure) of the project be visible to executives?

e To what extent could unforeseen behavior of the new network disrupt
business operations? In general, gather enough information to feel
comfortable that you understand the extent and visibility of the network
design project.

You should try to get an overall view of whether the new network is critical to the
business's mission. Investigate the ramifications of the network failing or
experiencing problems. Chapter 2, "Analyzing Technical Goals and Tradeoffs,"
discusses the details of performance and reliability analysis, but at this point in the
design process, you should start addressing these issues. (Remember that top-down
network design is iterative. Many network design requirements are addressed more
than once.)

Changes in Enterprise Networks

Enterprise networks at many corporations have been undergoing major changes. The
value of making vast amounts of data available to employees, customers, and
business partners has been recognized. Corporate employees, field employees,
contract employees, and telecommuters need access to sales, marketing,
engineering, and financial data, regardless of whether the data is stored on
centralized or distributed servers or mainframes. Suppliers, vendors, and customers
also need access to many types of data.

A network that is used by only internal users is no longer the norm at many
companies. Companies are seeking ways to build networks that more closely
resemble modern organizations. Many modern organizations are based on an open,
collaborative environment that provides access to information and services for many
different constituents, including customers, prospective customers, vendors,
suppliers, and employees. Cisco Systems uses the term network organizational
model to define a network model that mirrors modern organizations that have
expanded from traditional boundaries to include access for various constituents.



To remain competitive, companies need ways to reduce product development time
and take advantage of just-in-time manufacturing principles. A lot of companies
achieve these goals by partnering with suppliers and by fostering an online,
interactive relationship with their suppliers. An example is automobile
manufacturing. Instead of producing every automobile component in-house, many
manufacturers contract with partners who specialize in specific components and
technologies. For example, one partner might produce the engine while another
produces the body. If all the partners can access data and services on the
manufacturer's network, production costs are reduced, just-in-time manufacturing
can be accomplished, and it is easier to plan around component shortages. The
ability to share information saves time and money for the automobile manufacturer
and for its partners.

A network designer must consider requirements to extend the network to outside
users very carefully. For security reasons, external access should not mean full
network access. Using a modular approach to network design is important here so
that there is a clear boundary between the enterprise's private networks and the
portions of the internetwork that partners can access.

Networks Must Make Business Sense

With the economic downturn that followed the Internet boom, there is an increased
need to choose technologies that solve business problems. Although many
companies made "technology for technology's sake" choices during the boom, this is
no longer the case. Business leaders are more involved in Information Technology
(IT) decisions than they once were, and IT managers rely on business managers to
help them prioritize and fund IT projects. Network upgrades are made not because
some new technology sounds interesting to the engineers, but because it will help an
enterprise increase profits, productivity, market share, and cash flow. Network
designers must choose solutions that solve a business manager's problem.

Network applications have become mission critical. Despite this trend, large budgets
for networking and telecommunications operations have been reduced at some
companies. Many companies have gone through difficult reengineering projects to
reduce operational costs, and are still looking for ways to manage networks with
fewer people and reduce the recurring costs of WAN circuits.

As the head count at many corporations remains flat or shrinks, there's a renewed
focus on using network applications to increase individual productivity in all
departments, not just within the networking and IT departments. One result has
been the emergence of web-based productivity tools. Most enterprises streamline
their business processes, applications, and protocols, and standardize on
Transmission Control Protocol/Internet Protocol (TCP/IP). TCP/IP and web-based
applications for selling products and supporting customers have risen in popularity,
as have web-based applications for supporting employees and suppliers.

Streamlining processes and protocols has also led to an increased use of IP
telephony and to the continued convergence of voice and data networks. To save
money and to reduce the need for specialized data or voice engineers, companies
continue to adopt IP telephony technologies.

Until recently, telecommunications and voice networks were separate.



Telecommunications engineers knew little about data networks, and networking
engineers didn't know the difference between a TDM and a Tandem Switching
System (TSS). In today's environment, voice, data, and video networks are merging.

In traditional voice and data terminal/mainframe networks, data flow and throughput
were predictable. Closed communications systems were the norm, and data sources
were well known. In today's networks, Internet surfing is ubiquitous. It is hard to
predict data flow and the timing of bursts of data when users are jumping from one
website to another, possibly downloading videos or animation files. In addition to
web surfing, the move to a network organizational model where the network is used
by both inside and outside users affects network data flow. Network design practices
must keep pace with these changes in business practices.

The Need to Support Mobile Users

Notebook computers have finally become small enough to carry around, and workers
now expect to get work done at home, on the train, in hotels, in meeting rooms, at
customer sites, and even while having their morning latte at the local coffee shop.
These days almost every notebook computer ships with wireless networking built in
to facilitate users getting work done outside the office.

It shouldn't matter (to the user anyway) where data is and in what format. Network
users expect network performance to be uniform, regardless of where the user or
data resides. A user should be able to read e-mail on a cell phone, for example, and
read voice mail from a web browser while sipping coffee in an Internet cafe. Users
should have secure and reliable access to tools and data wherever they are. The
challenge for network designers is to build networks that allow data to travel in and
out of the enterprise network from various wired and wireless portals without picking
up any viruses and without being read by parties for whom it was not intended.

One of the biggest trends in network design is virtual private networking, where
private networks make use of public service networks to get to remote locations or
possibly other organizations. Customers getting involved in VPN projects have
concerns about security, reliable and predictable performance, and data throughput
requirements. VPNs are covered in Chapter 5, "Designing a Network Topology."

Network architectures are taking on a virtual and ubiquitous form for users, while
remaining highly structured and managed from the network engineers' point of view.
The designer is challenged to develop secure, resilient, and manageable solutions
that allow users to work efficiently, wherever they are physically located.

The Importance of Network Security and Resiliency

Network security has filtered to the top of the list of business goals at many
companies. Although security was always important, it has become even more
important as networks become indispensable and as tools for breaking into networks
become ubiquitous. Enterprises must protect their networks from both the
unsophisticated "script kiddies" and from more advanced attacks launched by
criminals or political enemies. There is also a continued requirement to protect
networks from Trojan horses and viruses.



Many enterprise managers now report that the network must be available 99.999
percent of the time. Although this goal may not be achievable without expensive
redundancy in staff and equipment, it may be a reasonable goal for companies that
would experience a severe loss of revenue or credibility if the network were down for
even very short periods of time. This goal is linked to goals for security, as the
network can't be available if security breaches and viruses are disabling network
devices and applications. When security and operational problems occur, networks
must recover quickly. Networks must be resilient. More than ever, IT and business
managers require high-availability and resiliency features for their network
equipment and protocols, as they realize the extent to which network downtime can
jeopardize business success.

In addition to security, another goal that has filtered to the top of the list of business
goals is the need for business continuity during and after a disaster. Companies have
learned from the attacks on the World Trade Center on September 11th, 2001, the
importance of resiliency for network designs and applications. Many companies,
including Lehman Brothers and the Wall Street Journal, managed to resume
operations immediately following the attack. They were able to continue business
operations because of a well-planned disaster recovery strategy and because of the
redundancy built in to their networks.

Companies that have survived hurricanes, earthquakes, and fires have also learned
the importance of a disaster recovery plan that promotes business continuity, despite
the loss of critical network devices and services. Many companies have not had the
misfortune of learning these lessons the hard way, but are nonetheless embarking on
network design projects with the goal of developing a network that will recover
quickly in the event of a natural or unnatural disaster.

One aspect of analyzing a customer's business goals is the process of analyzing
vulnerabilities related to disasters and the impact on business operations. Help your
customer determine which network capabilities are critical and which facilities
provide them. Consider how much of the network could be damaged without
completely disrupting the company's mission. Determine whether other locations in
the company are prepared to take on mission-critical functions.

In the last few years, networks have become more interconnected and complex,
which can make meeting goals for network resiliency more difficult. Many enterprise
networks are linked to telecommuter home networks, branch-office networks,
extranets that offer access to business partners and customers, and the Internet.
The diversity and quantity of portals into the enterprise network pose many security
and stability risks. On the other hand, geographical diversity of mission-critical
capabilities has turned out to be a lifesaver for some companies hit with disaster.
One reason that the Wall Street Journal was able to publish its newspaper the day
after the 9/11 attacks was because it had learned from 1990 power outages about
the need to disperse critical functions across many different sites.

These days, security and disaster recovery should be considered with every network
design choice, and the network designer must propose solutions that provide
resiliency and stability. A systematic and modular design process, as taught in this
book, is even more important than it once was, as networks become increasingly
complex and vital to an organization's success.



Typical Network Design Business Goals

If you keep in mind the changes in business strategies and enterprise networking
discussed in the previous sections, it becomes possible to list some typical network
design business goals:

e Increase revenue and profit

e Increase market share

e« Expand into new markets

e Increase competitive advantages over companies in the same market

e Reduce costs

e Increase employee productivity

e Shorten product-development cycles

e Use just-in-time manufacturing

e Plan around component shortages

e Offer new customer services

e Offer better customer support

e Open the network to key constituents (prospects, investors, customers,
business partners, suppliers, and employees)

e Build relationships and information accessibility to a new level, as a basis for
the network organizational model

e Avoid business disruption caused by network security problems

e Avoid business disruption caused by natural and unnatural disasters

e Modernize outdated technologies

e Reduce telecommunications and network costs, including overhead associated
with separate networks for voice, data, and video

Identifying the Scope of a Network Design Project

One of the first steps in starting a network design project is to determine its scope.
Some of the most common network design projects these days are small in scope—
for example, projects to allow a few people in a sales office to access the enterprise
network via a VPN. On the other hand, some design projects are large in scope. Ask
your customer to help you understand if the design is for a single network segment,
a set of LANs, a set of WAN or remote-access networks, or the entire enterprise
network. Also ask your customer if the design is for a new network or a modification
to an existing one.

Explain to your customer any concerns you have about the scope of the project,
including technical and business concerns. Subsequent sections in this chapter
discuss politics and scheduling, which are tightly linked to the scope of a network
design project. (Many network designers have learned the hard way what happens
when you don't help your customers match the schedules of their projects to the
scope.)

Make sure your customers tell you everything they can about the network and the
design project. You may want to poke around outside the stated scope of the project,
just to make sure nothing essential has been omitted. Double-check that you have
gathered all the requirements and that you have accurate information about sites,
links, and devices. If the project addresses network security, make sure you know



about all external links, including dial-in access.

NOTE

Designers rarely get a chance to design a network from scratch. Usually a
network design project involves an upgrade to an existing network.
However, this is not always the case. Some senior network designers have
developed completely new next-generation networks to replace old
networks. Other designers have designed networks for a new building or
new campus. Even in these cases, however, the new network usually has to
fit into an existing infrastructure—for example, a new campus network that
has to communicate with an existing WAN. Where there is an existing
network, the design project must include plans for migrating to the new
design with minimal disruption and risk.

When analyzing the scope of a network design, you can refer to the seven layers of
the OSI reference model to specify the types of functionality the new network design
must address. For example, you might decide that the design project is concerned
only with network layer concerns such as routing and IP addressing. Or you might
decide that the design also concerns the application layer because the focus is on
voice applications, such as Interactive Voice Response (IVR), which directs
customers to the correct location in a call center, or unified messaging, where e-mail
can be retrieved via voice mail and text messages can be converted into speech.
Figure 1-3 shows the OSI reference model.

Figure 1-3. The Open Systems Interconnection (OSI) Reference

Model
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Layer 4 Transport
Layer 3 Network
Layer 2 Data Link
Layer 1 Physical

In addition to using the OSI reference model, this book also uses the following terms
to define the scope of a network and the scope of a network design project:



« Segment. A single network based on a particular Layer 2 protocol. May
include Ethernet hubs and repeaters, and multistation access units (MAUs) if
Token Ring is still in use.

e« LAN. A set of switched segments, usually based on a particular Layer 2
protocol (although mixed LANs are possible). May have one or more Layer 3
protocols associated with it, although most networks are standardizing on IP.

e Building network. Multiple LANs within a building, usually connected to a
building-backbone network.

« Campus network. Multiple buildings within a local geographical area (within
a few miles), usually connected to a campus-backbone network.

« Remote access. Networking solutions that support individual remote users
or small remote branch offices accessing the network.

e WAN. A geographically dispersed network including point-to-point, Frame
Relay, ATM, and other long-distance connections.

« Enterprise network. A large and diverse network, consisting of campuses,
remote-access services, and one or more WANs or long-range LANs. An
enterprise network is also called an internetwork.

Identifying a Customer's Network Applications

At this point in the design process, you have identified your customer's business
goals and the scope of the project. It is now time to focus on the real reason
networks exist: applications. The identification of your customer's applications should
include both current applications and new applications. Ask your customer to help
you fill out a chart, such as the one in Table 1-1.

Table 1-1. Network Applications

Name of Type of New Application?
Application Application (Yes or No) Criticality | Comments
NOTE

Table 1-1 identifies network applications. In Chapters 2 and 4, it will be
enhanced to include technical requirements and network-traffic
characteristics. At this point, your goal is simply to identify network
applications.

For "Name of Application," simply use a name that your customer gives you. This
could be an industry-standard name, such as Lotus Notes, or it could be an
application name that means something only to the customer (especially for a home-



grown application). For new applications, the name might be a code name for a
software-development project.

For Type of Application, you can use any appropriate text that describes the type of
application, or you can classify the application as one of the following standard
network applications:

e Electronic mail

e File transfer, sharing, and access
- Database access and updating

e Groupware

e Web browsing

e Network game

 Remote terminal

e Calendar

e Medical imaging

e Videoconferencing

« Video on demand (VoD)

e Scheduled multicast video

e Surveillance and security camera video
e Internet or intranet voice (IP telephony)
e Internet or intranet fax

e Sales order entry
 Management reporting

e Sales tracking

e« Computer-aided design
 Document imaging

e Inventory control and shipping

e Telemetry

e Interactive Voice Response (IVR)
e Unified messaging

e Desktop publishing

e Web publishing

e Electronic whiteboard

e« Terminal emulation

e Online directory (phone book)

e Distance learning

e Point of sales (retail store)

e Electronic commerce

e Financial modeling

e« Human resources management

e Computer-aided manufacturing

e Process control and factory floor

The preceding list includes user applications. The Network Applications chart should
also include system applications (or, if you prefer, you can do a separate chart for
system applications). System applications include the following types of network
services:

e User authentication and authorization
¢ Host naming and name resolution
e« Dynamic host addressing



 Remote booting

e« Remote configuration download
» Directory services

« Network backup

¢« Network management

e Software distribution

In the Criticality column of the Network Applications chart, you can give each
application a ranking from 1 to 3 with the following meanings:

e Extremely critical
« Somewhat critical
 Not critical

Later, you can gather more specific information on mission criticality, including
precisely how much downtime is acceptable (if the customer can quantify availability
requirements).

In the Comments column, add any observations relevant to the network design. For
example, include any information you have about corporate directions, such as plans
to stop using an application in the future, or specific rollout schedules and regional-
use plans. )
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Analyzing Business Constraints

In addition to analyzing business goals and determining your customer's need to
support new and existing applications, it is important to analyze any business
constraints that will affect your network design.

Politics and Policies

It has been said that there are two things not to talk about with friends: politics and
religion. It would be nice if you could escape discussing office politics and
technological religion (technology preferences) with a network design customer, but
avoiding these topics puts your project at risk.

In the case of office politics, your best bet is to listen rather than talk. Your goal is to
learn about any hidden agendas, turf wars, biases, group relations, or history behind
the project that could cause it to fail. In some cases, a similar project was already
tried and didn't work. You should determine if this has happened in your case and, if
it has, the reasons why the project failed or never had a chance to come to fruition.

Pay attention to personnel issues that could affect the project. Which manager or
managers started the project and how much do they have at stake? Are there any
managers, network engineers, or users who want the project to fail for any reason?
Find out who your advocates and opponents are. In some cases, no matter how
technically sound your network design is, there will be people who have a negative
reaction to it.

Be sure to find out if your project will cause any jobs to be eliminated. Some network
design projects involve automating tasks that were once done by highly paid
workers. These workers will obviously have reasons to want the project to fail.

Be prepared for the possibility of formidable office politics if your network design
project involves the merging of voice and data networks. Voice experts and data
experts have traditionally lived in their own worlds. They may face each other with
some mistrust and fear for the future. You can often reduce the uncertainty by
running short IP telephony seminars for voice technicians and traditional telephony
seminars for the data network administrators.

While working with a client, you will gain a feeling for the client's business style. One
aspect of style that is important to understand is tolerance to risk. Is risk taking
rewarded in the company, or are most people afraid of change? Knowing the
employment history of the decision-makers will help you select appropriate
technologies. The employment history of the decision-makers affects their tolerance
to risk and their biases toward certain technologies. Understanding these issues will
help you determine if your network design should be conservative or if it can include
new, state-of-the art technologies and processes.

Another aspect of the client's business style has to do with testing the design. At



some companies, the testers might claim they have carefully tested a new Voice over
IP (VoIP) implementation, for example, when what they really did was get a VoIP call
to complete. Your idea of testing, on the other hand, might be to make numerous
calls under various load conditions. See Chapter 12, "Testing Your Network Design,"
for more information on testing.

It is important that you discuss with your customer any policies (religion) regarding
protocols, standards, and vendors. Try to learn of any "forbidden technologies"
where the users or network engineers have decided, possibly for the wrong reasons,
that a particular protocol is slow or unstable.

Find out if the company has standardized on any transport, routing, desktop, or
other protocols. Determine if there is any doctrine regarding open versus proprietary
solutions. Find out if there are any policies on approved vendors or platforms. In
many cases, a company has already chosen technologies and products for the new
network and your design must fit into the plans. Ask your customer if there are any
policies regarding distributed authority for network design and implementation. For
example, are there departments that control their own internetworking purchases?
Find out if departments and end users are involved in choosing their own
applications. Make sure you know who the decision-makers are for your network
design project.

A lot of organizations need to implement policies in response to legal, regulatory, or
contractual requirements. In the United States, Generally Accepted Accounting
Principles (GAAPs) drive many accounting policies. In the medical profession,
network designs may be affected by security and privacy policies that are regulated
by the Health Insurance Portability and Accountability Act (HIPAA) of 1996. In other
parts of the world, network equipment choices may be regulated by governmental
Postal, Telegraph, and Telephone (PTT) organizations.

In the rush to get to technical requirements, network designers sometimes ignore
nontechnical issues, which is a mistake. Many brilliant network designs have been
rejected by a customer because the designer focused on the lower layers of the OSI
reference model and forgot about company politics and technical religion.

Budgetary and Staffing Constraints

Your network design must fit the customer's budget. The budget should include
allocations for equipment purchases, software licenses, maintenance and support
agreements, testing, training, and staffing. The budget might also include consulting
fees (including your fees) and outsourcing expenses.

Throughout the project, work with your customer to identify requirements for new
personnel, such as additional network managers. Point out the need for personnel
training, which will affect the budget for the project.

In general, it is a good idea to analyze the abilities of the networking staff. How
much in-house expertise is there? Should you recommend any training or
outsourcing for network operations and management? The technologies and
protocols that you recommend will depend on the abilities of internal staff. It is not a
good idea to recommend a complex routing protocol, such as Open Shortest Path



First (OSPF), for example, if the engineering staff is just starting to learn
internetworking concepts (unless you also recommend a comprehensive training

plan).

Analyzing in-house expertise is especially important and challenging for companies
that merge their voice and data networks. Consider the need to train the traditional
voice experts on data technologies and the data experts on voice technologies. Also,
implementing voice and video often requires advanced QoS knowledge that may
necessitate training.

To ensure the success of your project, determine who controls the network budget—
the Information Systems (IS) department, network managers, or users'
departments? How much control do users and groups have over network
expenditures? Are there any departmental charge-back schemes?

Regardless of who controls the budget, one common network design goal is to
contain costs. Reduced budgets or limited resources often force network designers to
select the most affordable solution instead of the best solution. It is useful to know
the areas in which the network design can be changed with the least effect on
performance to meet budget requirements. Chapter 2 discusses typical tradeoffs that
must be made to meet the goal of affordability while achieving good performance
and reliability.

If possible, work with your customer to develop a return on investment (ROI)
analysis for the network design. Make a business case to the customer that explains
how quickly the new network will pay for itself, due to reduced operational costs,
improved employee productivity, or the enabling of higher revenue potential and
market expansion.

Project Scheduling

An additional business-oriented topic that you should review with your customer is
the timeframe for the network design project. When is the final due date and what
are the intermediate and major milestones? In most cases, management of the
project schedule is the customer's obligation, not yours, but you should ask the
customer to give you a copy of the schedule and to keep you informed about any
slips in the schedule.

NOTE

It's important to include intermediate milestones in the project schedule.
They give you and your client a way to detect slips in the schedule.

Be sure to include circuit disconnect or circuit capacity changes in the project
schedule. There is often a long lead time for these changes. Plan to document when
the circuit changes and other major changes take place so that if problems occur,
you can analyze what has changed to help you troubleshoot.



Many tools exist for developing a schedule that includes milestones, resource
assignments, critical-path analysis, and so on. Take a look at these aspects of the
schedule and voice your view on whether the schedule is practical, considering what
you have learned about the scope of the project. During the technical-analysis stage
and the logical- and physical-design phases of the project, be sure to keep the
schedule in mind. As you iteratively develop a concrete understanding of the
technical scope of the network design project, point out any concerns you have
about the schedule. ~ B
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Business Goals Checklist

You can use the following checklist to determine if you have addressed your client's
business-oriented objectives and concerns. If you can't gather every piece of data
mentioned in the checklist, make sure you document what is missing in case it
becomes critical, but don't stall the project to gather every last detail. This book
teaches an ideal network design methodology that you should try to follow, but if
real-world constraints, such as uncooperative network design customers, budget
cuts, and time constraints, hamper your ability to follow the methodology precisely,
just follow it as much as you can. In general, the methodology still works even if
some data is missing after you do your analysis.

[J I have researched the customer's industry and competition.

[J I understand the customer's corporate structure.

[J I have compiled a list of the customer's business goals, starting with one overall
business goal that explains the primary purpose of the network design project.

The customer has identified any mission-critical operations.
I understand the customer's criteria for success and the ramifications of failure.

I understand the scope of the network design project.

0 O 0O 0O

I have identified the customer's network applications (using the Network
Applications chart).

a

The customer has explained policies regarding approved vendors, protocols, or
platforms.

[0 The customer has explained any policies regarding open versus proprietary
solutions.

[J The customer has explained any policies regarding distributed authority for
network design and implementation.

[J I know the budget for this project.

[J I know the schedule for this project, including the final due date and major
milestones, and I believe it is practical.

[J I have a good understanding of the technical expertise of my clients and any
relevant internal or external staff.

[J I have discussed a staff-education plan with the customer.

[J I am aware of any office politics that might affect the network design.
@mrREv | T NexT e |
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Summary

This chapter covered typical network design business goals and constraints. It also
talked about the top-down process for gathering information on goals, and the
importance of using systematic methods for network design. Using systematic
methods will help you keep pace with changing technologies and customer
requirements. The next chapter covers analyzing technical goals and constraints.

This chapter also talked about the importance of analyzing your customer's business
style, tolerance to risk, biases, and technical expertise. You should also work with
your customer to understand the budget and schedule for the network design project
to make sure the deadlines and milestones are practical.

Finally, it is important to start gaining an understanding of your client's corporate
structure. Understanding the corporate structure will help you analyze data flow and
develop a network topology, which usually parallels the corporate structure. It will
also help you identify the managers who will have the authority to accept or reject
your network design, which will help you prepare and present your network design
appropriately. )
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Chapter 2. Analyzing Technical Goals
and Tradeoffs

This chapter provides techniques for analyzing a customer's technical goals for a new
network design or network upgrade. Analyzing your customer's technical goals can
help you confidently recommend technologies that will perform to your customer's
expectations.

Typical technical goals include scalability, availability, network performance, security,
manageability, usability, adaptability, and affordability. Of course, there are tradeoffs
associated with these goals. For example, meeting strict requirements for
performance can make it hard to meet a goal of affordability. The section "Making
Network Design Tradeoffs" later in this chapter discusses tradeoffs in more detail.

One of the objectives of this chapter is to give you terminology that will help you
discuss technical goals with your customer. Network designers and users have many
terms for technical goals, and, unfortunately, many different meanings for the terms.
This chapter can help you use the same terms as your customer and mean the same
things by the terms.

This chapter concludes with a checklist to help you determine whether you have
addressed all of your customer's technical goals and constraints.
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Scalability

Scalability refers to how much growth a network design must support. For many
enterprise network design customers, scalability is a primary goal. Many large
companies add users, applications, additional sites, and external network
connections at a rapid rate. The network design you propose to a customer should be
able to adapt to increases in network usage and scope.

Planning for Expansion

Your customer should be able to help you understand how much the network will

expand in the next year and in the next two years. (Ask your customer to analyze
goals for growth in the next 5 years also, but be aware that not many companies

have a clear 5-year vision.)

You can use the following list of questions to analyze your customer's short-term
goals for expansion:

¢ How many more sites will be added in the next year? The next 2 years?

e« How extensive will the networks be at each new site?

¢ How many more users will access the corporate internetwork in the next
year? The next 2 years?

¢ How many more servers will be added to the internetwork in the next year?
The next 2 years?

Expanding Access to Data

Chapter 1, "Analyzing Business Goals and Constraints," talked about a common
business goal of expanding access to data for employees who use enterprise
networks. Managers empower employees to make strategic decisions that require
access to sales, marketing, engineering, and financial data. Traditionally this data
was stored on departmental LANs. Today this data is often stored on centralized
servers.

For years, networking books and training classes taught the 80/20 rule for capacity
planning: 80 percent of traffic stays local in departmental LANs, and 20 percent of
traffic is destined for other departments or external networks. This rule is no longer
universal and is rapidly moving to the other side of the scale. Many companies have
centralized servers residing on server farms located on building or campus backbone
networks. In addition, corporations increasingly implement intranets that enable
employees to access centralized World Wide Web servers using Internet Protocol (IP)
technologies.

At some companies, employees can access intranet web servers to arrange business
travel, search online phone directories, order equipment, and attend distance-
learning training classes. The web servers are centrally located, which breaks the



classic 80/20 rule.

As Chapter 1 also mentioned, there has been a trend of companies connecting
internetworks with other companies to collaborate with partners, resellers, suppliers,
and strategic customers. The term extranet is sometimes used to describe an
internal internetwork that is accessible by outside parties. Cisco Systems also uses
the term network organizational model to define a network that provides access for
various outside constituents. If your customer has plans to implement an extranet,
you should document this in your list of technical goals so you can design a topology
and provision bandwidth appropriately.

In the 1980s and 1990s, mainframes running Systems Network Architecture (SNA)
protocols stored most of a company's financial and sales data. In recent years, the
value of making this data available to more than just financial analysts has been
recognized. The business goal of making data available to more departments often
results in a technical goal of being able to use the mainframe as an incredibly
powerful database server.

The business goal of making more data available to users results in the following
technical goals for scaling and upgrading corporate enterprise networks:

e Connect separated departmental LANs into the corporate internetwork

e Solve LAN/WAN bottleneck problems caused by large increases in
internetwork traffic

e Provide centralized servers that reside on server farms or an intranet

e« Merge an independent SNA network with the enterprise IP network

e Add new sites to support field offices and telecommuters

« Add new sites and services to support secure communication with customers,
suppliers, resellers, and other business partners

Constraints on Scalability

When analyzing a customer's scalability goals, it is important to keep in mind that

there are impediments to scalability inherent in networking technologies. Selecting
technologies that can meet a customer's scalability goals is a complex process with
significant ramifications if not done correctly. For example, selecting a flat network
topology with Layer 2 switches can cause problems as the number of users scales,
especially if the users' applications or network protocols send numerous broadcast

frames. (Switches forward broadcast frames to all connected segments.)

Subsequent chapters in this book consider scalability again. Chapter 4,
"Characterizing Network Traffic," discusses the fact that network traffic—for
example, broadcast traffic—affects the scalability of a network. Part II, "Logical
Network Design," provides details on the scalability of routing and switching
protocols. Part III, "Physical Network Design," provides information on the scalability
of LAN and WAN technologies and internetworking devices. Remember that top-down
network design is an iterative process. Scalability goals and solutions are revisited
during many phases of the network design process. i .
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Availability

Availability refers to the amount of time a network is available to users and is often a
critical goal for network design customers. Availability can be expressed as a percent
uptime per year, month, week, day, or hour, compared to the total time in that
period. For example, in a network that offers 24-hour, seven-days-a-week service, if
the network is up 165 hours in the 168-hour week, availability is 98.21 percent.

Network design customers don't use the word availability in everyday English and
have a tendency to think it means more than it does. In general, availability means
how much time the network is operational. Availability is linked to reliability, but has
a more specific meaning (percent uptime) than reliability. Reliability refers to a
variety of issues, including accuracy, error rates, stability, and the amount of time
between failures.

NOTE

Sometimes network engineers classify capacity as part of availability. The
thinking is that even if a network is available at Layer 1 (the physical
layer), it is not available from a user's point of view if there is not enough
capacity to send the user's traffic.

For example, Asynchronous Transfer Mode (ATM) has a connection
admission control function that regulates the number of cells allowed into
an ATM network. If the capacity and quality of service requested for a
connection are not available, cells for the connection are not allowed to
enter the network. This problem could be considered an availability issue.
However, this book classifies capacity with performance goals. Availability
is considered simply a goal for percent uptime.

Availability is also linked to redundancy, but redundancy is not a network goal.
Redundancy is a solution to a goal of high availability. Redundancy means adding
duplicate links or devices to a network to avoid downtime. Redundant network
topologies are becoming increasingly important for many network design customers
who want to ensure business continuity after a major fault or disaster. Designing
redundant network topologies is discussed in more detail in Chapter 5, "Designing a
Network Topology."

Availability is also associated with resiliency, which is a word that is becoming more
popular in the networking field. Resiliency means how much stress a network can
handle and how quickly the network can rebound from problems including security
breaches, natural and unnatural disasters, human error, and catastrophic software or
hardware failures. A network that has good resiliency usually has good availability.



Disaster Recovery

Most large institutions have recognized the need for a plan to sustain business and
technical operations after natural disasters, such as floods, fires, hurricanes, and
earthquakes. Also, some large enterprises (especially service providers) must plan
how to recover from satellite outages. Satellite outages can be caused by meteorite
storms, collisions with space debris, solar flares, or system failures. Unfortunately,
institutions have also found the need to specify a recovery plan for unnatural
disasters, such as bombs, terrorist attacks, riots, or hostage situations. A disaster
recovery plan includes a process for keeping data backed up in one or more places
that are unlikely to be hit by disaster, as well as a process for switching to backup
technologies if the main technologies are affected by a disaster.

NOTE

Disaster recovery planning is a complex topic that requires an entire book
to cover effectively. See Appendix B, "References and Recommended
Reading," for some good books on this topic.

Although this book doesn't cover the details of disaster recovery planning, the
concepts in this book can be applied to the process of planning for a disaster. Not
surprisingly, a top-down approach is recommended with an emphasis on planning
before implementing. One goal of the planning process should be to recognize which
parts of the network are critical and must be backed up. A good understanding of the
organization's business purpose is needed to understand which devices, network
links, applications, and people are critical. As is the case with top-down network
design, business goals must be analyzed before selecting technologies and devices
that will be one component of the implementation.

NOTE

Don't underestimate the importance of having enough staff to activate a
disaster recovery plan. Have you figured out what to do if the disaster
involves a serious disease where the server and network administrators
need to be quarantined? This could be a justification for providing high-
speed VPN access from workers' homes and testing that capability before a
disaster strikes.

One of the most important steps in disaster recovery planning is testing. Not only
must the technology be tested, but employees must be drilled on the actions they
should take in a disaster. If the people don't survive, then the technology won't help
much. Also, people should practice working with the network in the configuration it
will likely have after a disaster when redundant servers or sites are in use. Although
employees may object to emergency drills, especially if they are too frequent,
periodic practice is a necessary part of achieving business continuity when a real



disaster hits. The drills should be taken seriously and should be designed to include
time and stress pressures to simulate the real thing.

Specifying Availability Requirements

You should encourage your customers to specify availability requirements with
precision. Consider the difference between an uptime of 99.70 percent and an
uptime of 99.95 percent. An uptime of 99.70 percent means the network is down 30
minutes per week, which is not acceptable to many customers. An uptime of 99.95
percent means the network is down 5 minutes per week, which may be acceptable,
depending on the type of business. Availability requirements should be specified with
at least two digits following the decimal point.

It is also important to specify a timeframe with percent uptime requirements. Go
back to the example of 99.70 percent uptime, which equated to 30 minutes of
downtime per week. A downtime of 30 minutes in the middle of a working day is
probably not acceptable. But a downtime of 30 minutes every Saturday evening for
regularly scheduled maintenance might be fine.

Not only should your customers specify a timeframe with percent uptime
requirements, they should also specify a time unit. Availability requirements should
be specified as uptime per year, month, week, day, or hour. Consider an uptime of
99.70 percent again. This uptime means 30 minutes of downtime during a week. The
downtime could be all at once, which could be a problem if it's not during a regularly
scheduled maintenance window, or it could be spread out over the week. An uptime
of 99.70 percent could mean that approximately every hour the network is down for
10.70 seconds. Will users notice a downtime of 10.70 seconds? Certainly some users
will, but for some applications, a downtime of 10.70 seconds every hour is tolerable.
Availability goals must be based on output from the first network design step of
analyzing business goals, where you gained an understanding of the customer's
applications.

Try doing the math yourself for a goal of 99.80 percent uptime. How much downtime
is permitted in hours per week? How much downtime is permitted in minutes per day
and seconds per hour? Which values are acceptable in which circumstances?

Five Nines Availability

Although the examples cited so far use numbers in the 99.70 to 99.95 percent
range, many companies require higher availability, especially during critical time
periods. Some customers may insist on a network uptime of 99.999 percent, which is
sometimes referred to as five nines availability. For some customers, this
requirement may be linked to a particular business process or timeframe. For
example, the requirement may refer to the monthly closing of financial records or to
the holiday season for a company that sells holiday gifts via catalog and web orders.
On the other hand, some design customers may need, or think they need, five nines
availability all the time.

Five nines availability is extremely hard to achieve. You should explain to a network
design customer that to achieve such a level, redundant equipment and links will be
necessary, as will extra staffing possibly, and extremely reliable hardware and



software. Some managers will back down from such a requirement once they hear
the cost, but, for others, the goal may be appropriate. If a company would
experience a severe loss of revenue or reputation if the network were not operational
for even very short periods of time, five nines availability is a reasonable goal.

Many hardware manufacturers specify 99.999 percent uptime for their devices and
operating systems and have real customer examples where this level of uptime was
achieved. This may lead a naive network design customer to assume that a complex
internetwork can also have 99.999 percent uptime without too much extra effort or
cost. However, achieving such a high level on a complex internetwork is much more
difficult than achieving it for particular components of the internetwork. Potential
failures include carrier outages, faulty software in routers and switches, an
unexpected and sudden increase in bandwidth or server usage, configuration
problems, human errors, power failures, security breaches, and software glitches in
network applications.

NOTE

Some networking experts say that 80 to 90 percent of failures are due to
human errors, either errors made my local administrators or errors made
by service provider employees (or the infamous backhoe operator).
Avoiding and recovering from human errors requires skill and good
processes. You need smart people thinking about availability all the time
and processes that are precise without stifling thought. Good network
management and troubleshooting play a role. Network management tools
should provide immediate alerts upon failures and enough information for a
network administrator to make a quick fix.

Consider a network that is used 24 hours a day for 365 days per year. This equates
to 8760 hours. If the network can be down only 00.001 percent of the time, it can be
down for only 0.0876th of an hour or about 5 minutes per year. If the customer says
the network must be available 99.999 percent of the time, you better make it clear
that this doesn't include regularly scheduled maintenance time or you better make
sure that the network will have the capability to support in-service upgrades. In-
service upgrades refer to mechanisms for upgrading network equipment and services
without disrupting operations. Most internetworking vendors sell high-end
internetworking devices that include hot-swappable components for in-service
upgrading.

For situations where hot-swapping is not practical, it may be necessary to have extra
equipment so there's never a need to disable services for maintenance. In some
networks, each critical component has triple redundancy, with one being active, one
in hot standby ready to be used immediately, and one in standby or maintenance.
With triple redundancy, you can bring a standby router down to upgrade or
reconfigure it. After it is upgraded, you can then designate it as the hot standby, and
take the previous hot standby down and upgrade it. You can then switch from the
active to the hot standby and upgrade the active.

Depending on the network design, you may load share among the redundant



components during normal operations. The key design decision is whether your users
can accept degraded performance when some of the components are unusable. If all
this sounds too complicated or expensive, another possibility is not to do it all
yourself, but put resources at collocation centers that can amortize the highly
redundant equipment over many customers.

The Cost of Downtime

In general, a customer's goal for availability is to keep mission-critical applications
running smoothly, with little or no downtime. A method to help you, the network
designer, and your customer understand availability requirements is to specify a cost
of downtime. For each critical application, document how much money the company
loses per hour of downtime. (For some applications, such as order processing,
specifying money lost per minute might have more impact.) If network operations
will be outsourced to a third-party network management firm, explaining the cost of
downtime can help the firm understand the criticality of applications to a business's
mission. Specifying the cost of downtime can also help clarify whether in-service
upgrades or triple redundancy must be supported.

Mean Time Between Failure and Mean Time to Repair

In addition to expressing availability as the percent of uptime, you can define
availability as a mean time between failure (MTBF) and mean time to repair (MTTR).
You can use MTBF and MTTR to calculate availability goals when the customer wants
to specify explicit periods of uptime and downtime, rather than a simple percent
uptime value.

MTBF is a term that comes from the computer industry and is best suited to
specifying how long a computer or computer component will last before it fails. When
specifying availability requirements in the networking field, MTBF is sometimes
designated with the more cumbersome phrase mean time between service outage
(MTBSO), to account for the fact that a network is a service, not a component.
Similarly, MTTR can be replaced with the phrase mean time to service repair
(MTTSR). This book uses the simpler and better-known terms MTBF and MTTR.

A typical MTBF goal for a network that is highly relied upon is 4000 hours. In other
words, the network should not fail more often than once every 4000 hours or 166.67
days. A typical MTTR goal is 1 hour. In other words, the network failure should be
fixed within 1 hour. In this case, the mean availability goal is as follows:
4000 / 4001 = 99.98 percent
A goal of 99.98 percent is typical for many companies.
When specifying availability using MTBF and MTTR, the equation to use is as follows:
Availability = MTBF / (MTBF + MTTR)

Using this availability equation allows a customer to clearly state the acceptable
frequency and length of network outages.



Remember that what is calculated is the mean. The variation in failure and repair
times can be high and must be considered as well. It is not enough to just consider
mean rates, especially if you depend on external service agents (vendors or
contractors) who are not under your tight control. Also, be aware that customers
might need to specify different MTBF and MTTR goals for different parts of a network.
For example, the goals for the core of the enterprise network are probably much
more stringent than the goals for a switch port that affects only one user.

Although not all customers can specify detailed application requirements, it is a good
idea to identify availability goals for specific applications, in addition to the network
as a whole. Application availability goals can vary widely depending on the cost of
downtime. For each application that has a high cost of downtime, you should
document the acceptable MTBF and MTTR.

For MTBF values for specific networking components, you can generally use data
supplied by the vendor of the component. Most router, switch, and hub
manufacturers can provide MTBF and MTTR figures for their products. You should
also investigate other sources of information, such as trade publications, to avoid
any credibility problems with figures published by manufacturers. Search for
variability figures as well as mean figures. Also, try to get written commitments for
MTBF, MTTR, and variability values from the providers of equipment and services.
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Network Performance

When analyzing technical requirements for a network design, you should isolate your
customer's criteria for accepting the performance of a network, including throughput,
accuracy, efficiency, delay, and response time.

Many mathematical treatises have been written on network performance. This book
approaches network performance in a practical and mostly nonmathematical way,
avoiding the daunting equations that appear in mathematical treatments of
performance. Although the equations are much simpler than they seem, they are
usually not necessary for understanding a customer's goals. The objective of this
section is to offer an uncomplicated view of network performance, including real-
world conclusions you can draw when there is no time to do a mathematical analysis.

Analyzing a customer's network performance goals is tightly tied to analyzing the
existing network, which is covered in Chapter 3, "Characterizing the Existing
Internetwork." Analyzing the existing network will help you determine what changes
need to be made to meet performance goals. Network performance goals are also
tightly linked to scalability goals. You should gain an understanding of plans for
network growth before analyzing performance goals.

Network Performance Definitions

Many network design customers cannot quantify their performance goals beyond, "It
has to work with no complaints from users." If this is the case, you can make
assumptions regarding throughput, response time, and so on. On the other hand,
some customers have specific performance requirements, based on a service level
that has been agreed upon with network users.

The following list provides definitions for network performance goals that you can
use when analyzing precise requirements:

e Capacity (bandwidth). The data-carrying capability of a circuit or network,
usually measured in bits per second (bps)

- Utilization. The percent of total available capacity in use

e Optimum utilization. Maximum average utilization before the network is
considered saturated

e« Throughput. Quantity of error-free data successfully transferred between
nodes per unit of time, usually seconds

« Offered load. Sum of all the data all network nodes have ready to send at a
particular time

e« Accuracy. The amount of useful traffic that is correctly transmitted, relative
to total traffic

- Efficiency. A measurement of how much effort is required to produce a
certain amount of data throughput

« Delay (latency). Time between a frame being ready for transmission from a
node and delivery of the frame elsewhere in the network



« Delay variation. The amount of time average delay varies
e Response time. The amount of time between a request for some network
service and a response to the request

Optimum Network Utilization

Network utilization is a measurement of how much bandwidth is used during a

specific time period. Utilization is commonly specified as a percentage of capacity.
For example, a network-monitoring tool might state that network utilization on an
Ethernet segment is 30 percent, meaning that 30 percent of the capacity is in use.

Network analysis tools use varying methods for measuring bandwidth usage and
averaging the usage over elapsed time. Usage can be averaged every millisecond,
every second, every minute, every hour, and so on. Some tools use a weighted
average whereby more recent values are weighted more prominently than older
values. Chapter 3 discusses measuring network utilization in more depth.

Your customer might have a network design goal for the maximum average network
utilization allowed on a segment. Actually, this is a design constraint more than a
design goal. The design constraint states that if utilization on a segment is more than
a predefined threshold, then extra segments or bandwidth must be added.

For wide-area networks (WANs), optimum average network utilization is about 70
percent. A 70 percent threshold for average utilization means that peaks in network
traffic can probably be handled without obvious performance degradation. Most
WANSs have less capacity than LANs, so more care is needed in selecting bandwidth
that can cover actual, reasonable variations. Customers have many options for
technologies that can reduce bandwidth utilization on WANSs, including advanced
routing-protocol features and compression. Optimizing bandwidth utilization is
covered in more detail in Chapter 13, "Optimizing Your Network Design."

A typical "rule" for a shared, hub-based Ethernet LAN is that average utilization
should not exceed 37 percent, because beyond this limit, the collision rate allegedly
becomes excessive. This is not a hard-and-fast rule. The 37 percent number comes
from the early 1980s when the Institute of Electrical and Electronics Engineers
(IEEE) was still trying to decide which LAN technologies to standardize. Members of
an IEEE subcommittee reported the 37 percent number to the IEEE 802 committee
when describing traffic-handling studies they conducted to compare carrier sense
multiple access collision detection (CSMA/CD) with token passing.

Token passing makes a node wait for a token before sending. According to the IEEE
study, at modest loads, this wait means that token passing causes more delay
(latency) than Ethernet. If more stations are added to a token ring, then the latency
is even worse because the token must pass through each station.

However, at around 37 percent utilization on a medium shared by 50 stations,
Ethernet frames experience more delay than token ring frames, because the rate of
Ethernet collisions becomes significant. (The study used 128-byte frames and
compared 10-Mbps Ethernet to 10-Mbps token passing. The results are only slightly
different if 4-Mbps or 16-Mbps token ring is used.)



The key point of the IEEE study was that token passing extracts a higher toll for each
station added. For 100 stations, Ethernet frames start experiencing more delay than
token ring frames at 49 percent load, instead of the 37 percent load for 50 stations.
Armed with this knowledge about the IEEE study, you can help your customer
understand which, if any, maximum network-utilization goals for shared Ethernet are
appropriate.

Consider the case of an Ethernet segment that is shared by only two stations: a
client that sends requests and a server that responds after receiving requests. In this
case, is it a problem if network utilization exceeds 37 percent? There are no collisions
because the server and client never try to send at the same time, so the 37 percent
rule, which is concerned with collisions, does not apply. The load should be almost
100 percent unless the client or server is slow.

NOTE

For an interesting discussion of how inappropriate it is to insist on a 37
percent rule for shared Ethernet utilization, refer to "Measured Capacity of
an Ethernet: Myths and Reality," by David R. Boggs, Jeffrey C. Mogul, and
Christopher A. Kent. This paper shows that "for a wide class of applications,
Ethernet is capable of carrying its nominal bandwidth of useful traffic, and
allocates bandwidth fairly." The paper is online at
ftp://gatekeeper.research.compaq.com/pub/DEC/WRL/research-
reports/WRL-TR-88.4.pdf.

If configured for full-duplex operations, a point-to-point Ethernet link supports
simultaneous transmitting and receiving. However, bandwidth in both directions isn't
used all the time, in most cases. You may hear vendors or even other network
engineers proclaim that full-duplex Fast Ethernet means that there's 200 Mbps
available and that full-duplex Gigabit Ethernet means that there's 2000 Mbps
available, and that 100 percent of this bandwidth can be utilized. Although this is
theoretically true, 100 percent utilization doesn't occur in most cases. Consider the
client talking to a server again. The client sends requests and the server responds, in
lock step. The client doesn't try to send at the same time as the server, so the
bandwidth usage does not double on the client's link to the Ethernet switch.

A point-to-point link that connects a switch to a server or to another switch, on the
other hand, could use all the bandwidth, depending on traffic patterns. If the
utilization exceeds about 70 percent, then it's probably time to upgrade to more
bandwidth. Network traffic is bursty. You should provision both LAN and WAN
capacity with the assumption that the average utilization will be exceeded during
bursts.

Full-duplex Ethernet is becoming the standard method for connecting servers,
switches, and even end users' machines. It's an essential performance boost for
servers, in particular. With full-duplex Ethernet, a switch can transmit the next
client's request at the same time the server is sending a response to a previous
request.



Upgrading from half to full duplex and replacing hubs with switches is a common
technical goal for customers who haven't already made the change. Switches have
some disadvantages, due to their complexity, and can make protocol analysis more
difficult, but the performance advantages almost always outweigh the disadvantages.
Moving to a switched full-duplex network is usually straightforward, although the
autonegotiation of half versus full duplex has been notoriously buggy in the past, and
servers have been known to crash when they are suddenly hit with many more
transactions than had been possible before, when the rate was limited by medium
contention. Nonetheless, switched versus hub-based Ethernet networks have become
the de facto standard. Switches and full-duplex Ethernet are revisited in Chapter 3
and Chapter 10, "Selecting Technologies and Devices for Campus Networks."

Throughput

Throughput is defined as the quantity of error-free data that is transmitted per unit
of time. Throughput is often defined for a specific connection or session, but in some
cases the total throughput of a network is specified. Network novices consistently
misuse the words throughput and bandwidth. Remember, bandwidth means capacity
and is generally fixed. Throughput is an assessment of the amount of data that can
be transmitted per unit of time. You measure throughput, which can vary depending
on network performance characteristics and how you make the measurement.
Bandwidth is a given.

Ideally, throughput should be the same as capacity. However, this is not the case on
real networks. Capacity depends on the physical layer technologies in use. The
capacity of a network should be adequate to handle the offered load, even when
there are peaks in network traffic. (Offered load is the data that all nodes have to
send at a particular moment in time.) Theoretically, throughput should increase as
offered load increases, up to a maximum of the full capacity of the network.
However, network throughput depends on the access method (for example, token
passing or carrier sensing), the load on the network, and the error rate.

Figure 2-1 shows the ideal situation, where throughput increases linearly with the
offered load, and the real world, where actual throughput tapers off as the offered
load reaches a certain maximum.

Figure 2-1. Offered Load and Throughput
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Throughput of Internetworking Devices

Some customers specify throughput goals in terms of the number of packets per
second (PPS) an internetworking device must process. (In the case of an ATM device,
the goal is cells per second, or CPS.) The throughput for an internetworking device is
the maximum rate at which the device can forward packets without dropping any
packets.

Most internetworking vendors publish PPS ratings for their products, based on their
own tests and independent tests. To test an internetworking device, engineers place
the device between traffic generators and a traffic checker. The traffic generators
send packets ranging in size from 64 bytes to 1518 bytes for Ethernet. By running
multiple generators, the investigation can test devices with multiple ports.

The generators send bursts of traffic through the device at an initial rate that is half
of what is theoretically possible for test conditions. If all packets are received, the
rate is increased. If all packets are not received, the rate is decreased. This process
is repeated until the highest rate at which packets can be forwarded without loss is
determined. PPS values for small frames are much higher than PPS values for large
frames, so be sure you understand which value you are looking at when reading
vendor test results for an internetworking device.

Many internetworking devices can forward packets at the theoretical maximum,
which is also called wire speed. The theoretical maximum is calculated by dividing
bandwidth by packet size, including any headers, preambles, and interframe gaps.
Table 2-1 shows the theoretical maximum PPS for one 100-Mbps Ethernet stream,
based on frame size.

Table 2-1. Theoretical Maximum Packets per Second (PPS)
Frame Size (in Bytes) 100-Mbps Ethernet Maximum PPS

64 148,800

128 84,450

256 45,280

512 23,490

768 15,860

1024 11,970

1280 9610

1518 8120

To rate the PPS value for a multiport device, testers send multiple streams of data
through the device, to multiple output ports. The extreme numbers that you



Cisco's Catalyst 6500 switch—come from measurements made with multiple Gigabit
Ethernet data flows, each using 64-byte packets. To understand the maximum
number of packets per second on a single Gigabit Ethernet, simply multiply the
numbers in Table 2-1 by 10.

Application Layer Throughput

Most end users are concerned about the throughput for applications. Marketing
materials from some networking vendors refer to application layer throughput as
goodput. Calling it goodput sheds light on the fact that it is a measurement of good
and relevant application layer data transmitted per unit of time.

It is possible to improve throughput such that more data per second is transmitted,
but not increase goodput, because the extra data transmitted is overhead or
retransmissions. It is also possible to increase throughput by not using compression.
More data is transmitted per unit of time, but the user sees worse performance.

A simple goal for throughput based on data-per-second rates between stations does
not identify the requirements for specific applications. When specifying throughput
goals for applications, make it clear that the goal specifies good (error-free)
application layer data per unit of time. Application layer throughput is usually
measured in kilobytes or megabytes per second.

Work with your customer to identify throughput requirements for all applications that
can benefit from maximized application layer throughput, such as file transfer and
database applications. (Throughput is not important for all applications; for example,
some interactive character-based applications don't need large screen updates.)
Explain to your customer the factors that constrain application layer throughput,
which include the following:

e End-to-end error rates

e Protocol functions, such as handshaking, windows, and acknowledgments
e Protocol parameters, such as frame size and retransmission timers

e The PPS or CPS rate of internetworking devices

e Lost packets or cells at internetworking devices

« Workstation and server performance factors:

- Disk-access speed

- Disk-caching size

- Device driver performance

- Computer bus performance (capacity and arbitration methods)
- Processor (CPU) performance

- Memory performance (access time for real and virtual memory)

- Operating system inefficiencies



- Application inefficiencies or bugs

If necessary, work with your customer to identify application throughput problems
caused by errors or inefficiencies in protocols, operating systems, and applications.
Protocol analyzers are important tools for this. Chapter 3 discusses isolating
performance problems in more detail.

Accuracy

The overall goal for accuracy is that the data received at the destination must be the
same as the data sent by the source. Typical causes of data errors include power
surges or spikes, impedance mismatch problems, poor physical connections, failing
devices, and noise caused by electrical machinery. Sometimes software bugs can
cause data errors also, although software problems are a less common cause of
errors than physical layer problems. Frames that have an error must be
retransmitted, which has a negative effect on throughput. In the case of IP networks,
the Transmission Control Protocol (TCP) provides retransmission of data.

For WAN links, accuracy goals can be specified as a bit error rate (BER) threshold. If
the error rate goes above the specified BER, then the accuracy is considered
unacceptable. Analog links have a typical BER threshold of about 1 in 10°. Digital
circuits have a much lower error rate than analog circuits, especially if fiber-optic
cable is used. Fiber-optic links have an error rate of about 1 in 10*!. Copper links
have an error rate of about 1 in 10°.

For LANs, a BER is not usually specified, mainly because measuring tools such as
protocol analyzers focus on frames, not bits. But you can approximate a BER by
comparing the number of frames with errors in them to the total number of bytes
seen by the measuring tool. A good threshold to use is that there should not be more
than one bad frame per 10° bytes of data.

On shared Ethernet, errors are often the result of collisions. Two stations try to send
a frame at the same time and the resulting collision damages the frames, causing
cyclic redundancy check (CRC) errors. Depending on the size of the Ethernet
network, many of these collisions happen in the 8-byte preamble of the frames and
are not registered by troubleshooting tools. If the collision happens past the
preamble and somewhere in the first 64 bytes of the data frame, then this is
registered as a legal collision and the frame is called a runt frame. A general goal for
Ethernet collisions is that less than 0.1 percent of the frames should be affected by a
legal collision (not counting the collisions that happen in the preamble).

A collision that happens beyond the first 64 bytes of a frame is a /ate collision. Late
collisions are illegal and should never happen. Ethernet networks that are too large
experience late collisions because stations sending minimum-sized frames cannot
hear other stations within the allowed timeframe. The extra propagation delay
caused by the excessive size of the network causes late collisions between the most
widely separated nodes. Faulty repeaters and network interface cards can also cause
late collisions.

Collisions should never occur on full-duplex Ethernet links. If they do, there's
probably a duplex mismatch. Collisions on a properly configured full-duplex link have



no meaning. Both stations sending at the same time is normal. Receiving while
sending is normal. So, there is no need for collision detection and collisions shouldn't
occur. Chapter 3 has more to say about duplex mismatch problems and how to
recognize if they cause errors on your networks.

Collisions also never occur on WAN links. Unfortunately, the output of the show
interface serial command on Cisco routers includes a collision count. It should be
ignored. Cisco programmers used a template for this part of the output. The
template is based on the output from the show interface ethernet command.
There are no collisions on a serial interface, regardless of the encapsulation or
technology. Collisions occur only on CSMA networks including Ethernet, 802.3,
LocalTalk, Aloha, and 802.11 networks. Collisions are a normal part of the
"management-by-contention" approach that defines CSMA. (Although LocalTalk and
802.11 use CSMA with collision avoidance, collisions can still occur.)

Accuracy usually refers to the amount of error-free frames transmitted, relative to
the total number of frames. Accuracy can also characterize how often the network
reorders sequences of packets. Packet reordering occurs in many situations,
including the use of parallel switching fabrics within a single network device and the
use of parallel links between routers. Although upper-layer protocols, such as TCP
and Real-Time Transport Protocol (RTP), correct for the reordering of packets, the
problem can cause minor performance degradation. Some applications also don't use
a protocol that corrects the problem and may be more severely affected. Because
the problem is often corrected, it can be hard to detect. IP routers are not typically
designed to detect, let alone correct, packet reordering and because they do not
detect this condition, they cannot report the problem to network management
software. Measurements must be made at end hosts. For example, you could use a
protocol analyzer on an end-station host to detect the reordering of packets.

Efficiency

Efficiency is a term borrowed from engineering and scientific fields. It is a
measurement of how effective an operation is in comparison to the cost in effort,
energy, time, or money. Efficiency specifies how much overhead is required to
produce a required outcome. For example, you could measure the efficiency of a
method for boiling water. Does most of the energy go to actually boiling the water or
does a lot of the energy get wasted heating the electrical wiring, the pot the water is
in, and the air around it? How much overhead is required to produce the desired
outcome?

Efficiency also provides a useful way to talk about network performance. For
example, shared Ethernet, as previously discussed, is inefficient when the collision
rate is high. (The amount of effort to successfully send a frame becomes
considerable because so many frames experience collisions.) Network efficiency
specifies how much overhead is required to send traffic, whether that overhead is
caused by collisions, token passing, error reporting, rerouting, acknowledgments,
large frame headers, a bad network design, and so on.

Large frame headers are one cause for inefficiency. We worry a lot less about frame
headers than we used to when bandwidth was scarcer. Nonetheless, for networks
where bandwidth is still (or may become) scarce, a good network performance goal
is applications that send bulk data should minimize the amount of bandwidth used by



headers by using the largest possible frame the MAC layer allows. Using a large
frame maximizes the amount of useful application data compared to header data and
improves application layer throughput.

Figure 2-2 shows a bandwidth pipe used by small frames and the same pipe used by
large frames. The header of each frame is shaded. Note that there is an interframe
gap between each frame in addition to the headers. From the graphic, you can see
that large frames use bandwidth more efficiently than small frames.

Figure 2-2. Bandwidth Utilization Efficiency for Small Versus
Large Frames

Small Frames (Less Efficient)

Large Frames (Mare Efficient)

The maximum frame size is a tradeoff with the BER discussed in the previous
section. Bigger frames have more bits and hence are more likely to be hit by an
error. If there were no errors, an infinitely big frame would be the most efficient
(although not the most fair to other senders). If a frame is hit by an error, then it
must be retransmitted, which wastes time and effort and reduces efficiency. The
bigger the frame, the more bandwidth is wasted retransmitting. So, because
networks experience errors, frame sizes are limited to maximize efficiency (and
provide fairness), as shown in Table 2-2.

Table 2-2. Maximum Frame Sizes

Technology Maximum Valid Frame

Ethernet 1522 bytes per IEEE, including the
header, CRC and an 802.1Q VLAN
tag™

4-Mbps Token Ring 4500 bytes

16-Mbps Token Ring 18,000 bytes

FDDI 4500 bytes

ATM with ATM Adaptation Layer 5 (AAL5S) 65,535 bytes (AAL5 payload size)

ISDN Basic Rate Interface (BRI) and Primary 1500 bytes

Rate Interface (PRI) using the Point-to-Point

Protocol (PPP)




Frame Relay 9000 bytes

) The Ethernet frame size can be larger than the IEEE maximum when tunneling or labeling
technologies, such as Multiprotocol Label Switching (MPLS), are used.

As is the case with many network design goals, there are tradeoffs associated with a
goal of improving efficiency by using large frame sizes. On slow WAN links, the time
to output a large frame is significant. The time to output a frame is called
serialization delay. Serialization delay becomes an issue when applications that send
large frames, such as file transfer, share a WAN link with applications that are delay
sensitive, such as voice and video. One solution is to use ATM, which divides frames
into cells. Other solutions include the use of link-layer fragmentation and interleaving
options, for example, Frame Relay FRF.12, Multilink Frame Relay (FRF.16), and
Multilink PPP.

Delay and Delay Variation

Users of interactive applications expect minimal delay in receiving feedback from the
network. In addition, users of multimedia applications require a minimal variation in
the amount of delay that packets experience. Delay must be constant for voice and
video applications. Variations in delay, called jitter, cause disruptions in voice quality
and jumpiness in video streams.

Older applications, such as SNA-based applications, are also sensitive to delay. In
traditional SNA environments, delay could be carefully planned and measured. When
SNA is migrated to a multiprotocol network, however, it is harder to predict delay.
Unexpected delays can occur because of bursty LAN traffic and routing protocols
taking a long time to converge after a link outage. Long delays cause SNA sessions
to timeout.

NOTE

In a multiprotocol internetwork, SNA runs above the connection-oriented
(Type 2) Logical Link Control protocol, also known as LLC2. With LLC2,
when a station sends a frame, it expects a response within a timeframe
defined by the T1 timer. If the station does not receive a response, it
resends the frame. The number of times to resend is set by the retries
counter. The default settings are 2 seconds for T1 and 6 for the number of
retries. In complex multiprotocol networks, you might have to increase the
T1 timer or retries counter to guarantee that delay does not exceed:

T1 + (T1 * retries)

You can also avoid timeouts by configuring a local router to respond to
LLC2 frames.



Applications that use the Telnet protocol are also sensitive to delay because the user
expects quick feedback when typing characters. With the Telnet remote echo option,
the character typed by a user doesn't appear on the screen until it has been
acknowledged and echoed by the far end, and the near end has sent an
acknowledgment for the echo. To help you recognize the need to design a network
with low delay, you should determine if your customer plans to run any applications
based on delay-sensitive protocols, such as Telnet or SNA. Digital Equipment
Corporation's Local Area Transport (LAT) protocol is also sensitive to delay and
supports few adjustments for improving its behavior on networks with high delay.
LAT is becoming obsolete, but it hasn't disappeared yet.

Causes of Delay

Any goals regarding delay must take into account fundamental physics. Despite
science fiction stories that say differently, any signal experiences a propagation delay
resulting from the finite speed of light, which is about 300,000 kilometers per second
(or 186,000 miles per second for metric-challenged readers in the United States).
Network designers can also remember 1 nanosecond per foot. These values are for
light traveling in @ vacuum. A signal in a cable or optical fiber travels approximately
2/3 the speed of light in a vacuum.

Delay is relevant for all data transmission technologies, but especially for satellite
links and long terrestrial cables. Geostationary satellites are in orbit above the earth
at a height of about 36,000 kilometers, or 24,000 miles. This long distance leads to a
propagation delay of about 270 milliseconds (ms) for an intercontinental satellite
hop. In the case of terrestrial cable connections, propagation delay is about 1 ms for
every 200 kilometers (120 miles).

Another fundamental cause for delay is serialization delay, the time to put digital
data onto a transmission line, which depends on the data volume and the speed of
the line. For example, to transmit a 1024-byte packet on a 1.544-Mbps T1 line takes
about 5 ms.

An additional fundamental delay is packet-switching delay. Packet-switching delay
refers to the latency accrued when switches and routers forward data. The latency
depends on the speed of the internal circuitry and CPU, and the switching
architecture of the internetworking device. Latency also depends on the type of RAM
that the device uses. Dynamic RAM (DRAM) needs to be refreshed thousands of
times per second. Static RAM (SRAM) doesn't need to be refreshed, which makes it
faster, but it is also more expensive than DRAM. Low-end internetworking devices
often use DRAM to keep the cost low.

Packet-switching delay can be quite small on high-end switches, in the 5- to 20-
microsecond range for 64-byte Ethernet frames. Routers tend to introduce more
latency than switches. The amount of latency that a router causes for packet
switching depends on many variables including the router architecture, configuration,
and software features that optimize the forwarding of packets. Despite marketing
claims by switch salespeople, you should not assume that a router has higher latency
than a switch. A high-end router with a fast CPU, SRAM, optimized software, and a
highly evolved switching fabric can outperform many low-end or medium-end
switches.



Of course, a router has a more complicated job than a switch. In general terms,
when a packet comes into a router, the router checks its routing table, decides which
interface should send the packet, and encapsulates the packet with the correct data
link layer header and trailer. Routing vendors, such as Cisco Systems, have
advanced caching mechanisms so that a frame destined for a known destination can
receive its new encapsulation very quickly without requiring the CPU to do any table
lookup or other processing. These mechanisms minimize packet-switching delay.

Packet-switching speed depends on the type and number of advanced features that
are enabled on a packet-switching device. When designing an internetwork fabric,
consider the power that you will need to incorporate into the design to implement
QoS, Network Address Translation (NAT), IPSec, filtering, and so on. Consider the

policies that your design customer wishes to enforce and the effect they will have on
packet-switching delay.

Packet-switching delay can also include queuing delay. The average number of
packets in a queue on a packet-switching device increases exponentially as utilization
increases, as you can see from Figure 2-3. If utilization is 50 percent, the average
queue depth is one packet. If utilization is 90 percent, the average queue depth is
nine packets. Without going into mathematical queuing theory, the general rule of
thumb for queue depth is as follows:

Queue depth = Utilization / (1 - Utilization)

Figure 2-3. Queue Depth and Bandwidth Utilization
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Consider the following example. A packet switch has five users, each offering packets
at a rate of ten packets per second. The average length of the packets is 1024 bits.
The packet switch needs to transmit this data over a 56-Kbps WAN circuit. Putting all
this together, you have the following equations:

Load =5 * 10 * 1,024 = 51,200 bps

Utilization = 51,200 / 56,000 = 91.4 percent



Average number of packets in the queue = (0.914) / (1 - 0.914) =
10.63 packets

By increasing bandwidth on a WAN circuit, you can decrease queue depth and hence
decrease delay. Alternatively, to improve performance, you can use an advanced
queuing algorithm that outputs certain types of packets first—for example, voice or
video packets. Advanced router queuing techniques are discussed in more detail in

Chapter 13.

Delay Variation

As customers implement new digital voice and video applications, they are becoming
concerned about delay and delay variation. Additionally, customers are becoming
more aware of the issues associated with supporting bursty traffic on the same
network that carries delay-sensitive traffic. If bursts in traffic cause jitter, audio and
video streams experience problems that disrupt communications.

Desktop audio/video applications can minimize jitter by providing a buffer that the
network puts data into. Display software or hardware pulls data from the buffer. The
insulating buffer reduces the effect of jitter because variations on the input side are
smaller than the total buffer size and therefore not obvious on the output side. The
data is smoothed on the output, and the user experiences no ill effects from the
input jitter.

If possible, you should gather exact requirements for delay variation from a
customer. For customers who cannot provide exact goals, a good rule of thumb is
that the variation should be less than 1 or 2 percent of the delay. For example, for a
goal of an average delay of 40 ms, the variation should not be more than 400 or 800
microseconds.

Short fixed-length cells, for example ATM 53-byte cells, are inherently better than
frames for meeting delay and delay-variance goals. To help understand this concept,
consider the analogy of people trying to get onto an escalator. The escalator is like a
bandwidth pipe. At first, each person gets onto the escalator in an orderly fashion
and the delay is predictable. Then a school class arrives and the children are all
holding hands, expecting to get onto the escalator all at once! What happens to your
delay if you happen to be behind the children?

A gaggle of school children holding hands is analogous to a large frame causing extra
delay for small frames. Consider the case of a user starting a file transfer using
1518-byte frames. This user's data affects bandwidth usage and queuing
mechanisms at internetworking devices, causing unexpected delay for other traffic.
Good throughput for one application causes delay problems for another application.

Cell-relay technologies—for example, ATM—were designed to support traffic that is
sensitive to delay and jitter. Depending on the class of service, ATM lets a session
specify a maximum cell transfer delay (MCTD) and cell delay variation (MCDV).
Chapter 4 describes ATM service classes in more detail.

Response Time



Response time is the network performance goal that users care about most. Users
don't know about propagation delay and jitter. They don't understand throughput in
packets per second or in megabytes per second. They aren't concerned about BERs,
although perhaps they should be! Users recognize the amount of time to receive a
response from the network system. They also recognize small changes in the
expected response time and become frustrated when the response time is long.

Users begin to get frustrated when response time is more than about 100 ms or
1/10th of a second. Beyond 100 ms, users notice they are waiting for the network to
display a web page, echo a typed character, start downloading e-mail, and so on. If
the response happens within 100 ms, most users do not notice any delay.

The 100-ms threshold is often used as a timer value for protocols that offer reliable
transport of data. For example, many TCP implementations retransmit
unacknowledged data after 100 ms by default. (Good TCP implementations also
adjust the retransmit timer based on network conditions. TCP should keep track of
the average amount of time to receive a response and dynamically adjust the
retransmit timer based on the expected delay.)

The 100-ms response time threshold applies to interactive applications. For bulk
applications, such as transferring large files or graphical web pages, users are willing
to wait at least 10 to 20 seconds. Technically savvy users expect to wait even longer
if they know the file is large and the transmission medium is slow. If your network
users are not technically savvy, you should provide some guidelines on how long to
wait, depending on the size of files and the technologies in use (modems, high-speed
digital networks, geostationary satellites, and so on). )
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Security

Security design is one of the most important aspects of enterprise network design.
Increased threats from both inside and outside the enterprise network require the
most up-to-date security rules and technologies. An overall goal that most
companies have is that security problems should not disrupt the company's ability to
conduct business. Network design customers need assurances that a design offers
protection against business data and other assets getting damaged or accessed
inappropriately. Every company has trade secrets, business operations, and
equipment to protect.

The first task in security design is planning. Planning involves identifying network
assets that must be protected, analyzing risks, and developing requirements. This
chapter briefly discusses security planning. Chapter 8, "Developing Network Security
Strategies," covers planning for secure networks in more detail.

As is the case with most technical design requirements, achieving security goals
means making tradeoffs. Security implementations can add to the cost of deploying
and operating a network. Strict security policies can also affect the productivity of
users, especially if some ease of use must be sacrificed to protect resources and
data. Poor security implementations can annoy users, causing them to think of ways
to get around security policies. Security can also affect the redundancy of a network
design if all traffic must pass through encryption devices, for example.

It is common practice to build systems with just enough security to bring potential
losses from a security breach down to a desired level. A practical goal is to ensure
that the cost to implement security does not exceed the cost to recover from security
incidents.

Alternatively, some organizations may want to implement stronger measures to
mitigate unforeseen risks. As you work with your customer, you should analyze the
cost associated with security incidents disrupting business, and whether the
customer wants to try to address unexpected problems.

Identifying Network Assets

The first step in security design is identifying the assets that must be protected, the
value of the assets, and the expected cost associated with losing these assets if a
security breach occurs. Network assets include hardware, software, applications, and
data. Less obvious, but still important, are intellectual property, trade secrets, and a
company's reputation.

Consider the possibility of a hacker damaging an enterprise's reputation by changing
the enterprise's public web pages. You may have read about some of the cases of
hackers changing U.S. government web pages. These security breaches affected the
government's reputation in two ways: The changed web pages had silly graphics and
text, and the government lost credibility because it appeared that it was easy to



hack into government networks.

The data that a company uses to achieve its mission is an often-overlooked asset.
Data can include engineering blueprints, financial planning documents, customer
relations information, competitive analysis documents, configuration information for
hardware and software, employee Social Security numbers, employee badge
information, and so on. The integrity and confidentiality of this data must be
protected from hackers.

Some of the most important network assets are the networking devices themselves,
including servers, switches and routers, and especially the firewalls and intrusion
detection systems (IDSs) that provide security services to network users. These
devices are attractive targets to hackers and must be hardened (strengthened)
against intrusions. As Chapter 8 discusses in more detail, hardening network devices
involves running only the minimal necessary services, establishing trust only with
authenticated partners, using secure device management channels, and patching the
device software to install fixes for known security problems.

You should consider more than just data and devices when identifying assets. The
network user's time can be considered an asset. Whenever a virus attacks a system,
it takes time to get rid of it, even if it's innocuous. The fact that this time is wasted is
similar to a denial-of-service attack. An asset may also be the capability to offer
services to customers. This is especially true for Internet service providers (ISPs),
but also true for many other companies that offer medical, educational, financial, and
other types of services.

Every design customer has different business assets and varying needs regarding the
importance of assets. As a network designer, you should work with technical and
business managers to identify which assets are critical to a business' mission. A
financial services business, for example, has different assets than a health
organization or a biomedical research com pany. As part of the first step of network
design, analyzing business requirements, you should have developed a good
understanding of your network design customer's overall business mission (which
may be different from the corporate mission statement, by the way, which is often
written in a lofty manner to motivate employees and impress shareholders).

Analyzing Security Risks

In addition to identifying assets, an important step in security planning is analyzing
potential threats and gaining an understanding of their likelihood and severity. Risk
management and the consequent building of a security policy and secure network
design is a continuous process, as risks change in their severity and probability on a
regular basis. For example, a company's encryption algorithm and the length of the
encryption key may need to be reconsidered if a relatively inexpensive and
exceptionally fast code-cracking computer becomes available, which allows easier
decryption of valuable secrets.

Risk assessment includes an analysis of the danger of not taking any action. Ask
your customer to help you understand the risks associated with not implementing a
secure network. How sensitive is the customer's data? What would be the financial
cost of someone accessing the data and stealing trade secrets? What would be the



financial cost of someone changing the data? What would be the financial cost
associated with the network being down due to a security breach, causing employees
to be unable to do their jobs?

As mentioned earlier, one of the biggest risks that must be managed is the risk that
a hacker can undermine the security of a network device, such as a switch, router,
server, firewall, or IDS. When a network device is compromised, the following
threats arise:

e Data flowing through the network can be intercepted, analyzed, altered, or
deleted, compromising integrity and confidentiality.

e Additional, related network services, which rely on trust among network
devices, can be compromised. For example, bad routing data or incorrect
authentication information could be injected into the network.

e User passwords can be compromised and used for further intrusions and
perhaps to reach out and attack other networks.

e The configuration of the device can be altered to allow connections that
shouldn't be allowed or to disallow connections that should be allowed.

Some customers worry about hackers using protocol analyzers to sniff packets to see
passwords, credit cards numbers, or other private data. This is not as big a risk as it
appears. Credit card numbers are almost always sent encrypted, using technologies
such as the Secure Sockets Layer (SSL) protocol. Passwords are also sent encrypted
and are often good for only one use anyway, if one-time passwords (OTP) are used.
Even when passwords or credit cards are not encrypted, it is extremely difficult to
find these minute pieces of data in the midst of millions of sniffed packets. Also, to
sniff relevant packets, a hacker needs physical access to a link that carries relevant
traffic or needs to have compromised a switch that supports port monitoring.

Hackers get more creative, though. Hackers disguised as customers, repair
technicians, and contractors have been known to walk into many organizations and
gain network access via a network connection in an empty cubicle or a conference
room. Sometimes companies have demo rooms, where they showcase their
products. For ease of use of the people who configure the products, these rooms
sometimes have access to the company's intranet and to the Internet. Hackers love
that sort of setup. Hackers who are less brazen, and don't want to walk into an
organization's building, often sit outside in the parking lot with a wireless 802.11-
enabled notebook computer or wireless handheld device and access many corporate
networks where the security is not well planned.

In addition to considering outside hackers as a security risk, companies should heed
problems caused by inept or malicious internal network users. Attacks may come
from inadvertent user errors, including the downloading of software from untrusted
sites that introduce Trojan horses. Attacks may also come from malicious acts by
internal users, including employees disgruntled by cost cuts, employees who become
greedy during tough economic times, and employees with a political agenda.
Organizations should have information security training and awareness programs to
mitigate the risk of internal user attacks.

Reconnaissance Attacks

A set of security risks fall into the category of a reconnaissance attack. A



reconnaissance attack provides information about potential targets and their
weaknesses and is usually carried out in preparation for a more focused attack
against a particular target. Reconnaissance attackers use tools to discover the
reachability of hosts, subnets, services, and applications. In some cases the tools are
relatively sophisticated and can break through firewalls. A less-sophisticated hacker
could convince users to download a file from an alleged music, video, pornographic,
or game website. The file could actually be a Trojan horse that gathers
reconnaissance data.

During a reconnaissance attack, the attacker may make the following attempts to
learn more about the network:

e Gather information about the network's configuration and management from
Domain Name System (DNS) registries.

e Discover access possibilities using "war dialing" (attempts to discover and
connect to dialup access points) and "war driving" (attempts to discover and
connect to misconfigured wireless access points).

e Gather information about a network's topology and addressing using network
mapping tools. Some tools, such as traceroute and Simple Network
Management Protocol (SNMP) queries are primitive. Others are very
sophisticated and can send seemingly legitimate packets to map a network.

e Discover the reachability of hosts, services, and applications using ping scans
and port scans.

e Discover operating system and application versions and probe for well-known
security holes in the software.

e Discover temporary holes created while systems, configurations, and software
releases are being upgraded.

Denial-of-Service Attacks

Denial-of-service (DoS) attacks target the availability of a network, host, or
application, making it impossible for legitimate users to gain access. DoS attacks are
a major risk because they can easily interrupt business processes and they are
relatively simple to conduct, even by an unskilled attacker. DoS attacks include the
flooding of public servers with enormous numbers of connection requests, rendering
the server unresponsive to legitimate users, and the flooding of network connections
with random traffic, in an attempt to consume as much bandwidth as possible.

DoS attacks are usually the consequence of a network's, host's, or application's
inability to handle an enormous quantity of data, which crashes the system or halts
services on the system. DoS attacks also take advantage of a host's or application's
failure to handle unexpected conditions, such as maliciously formatted input data or
a buffer overflow. DoS attacks are one of the most significant risks that a company
must recognize and manage, because they have the capability to cause significant
downtime.

Developing Security Requirements

Security problems should not disrupt an organization's ability to conduct business.
That's the most basic security requirement that every organization has. A secondary
security requirement is to protect assets from being incapacitated, stolen, altered, or



harmed. Although every design customer has different detailed security
requirements, basic requirements boil down to the need to develop and select
procedures and technologies that ensure the following:

« Confidentiality of data so that only authorized users can view sensitive
information

e Integrity of data so that only authorized users can change sensitive
information and so that authorized users of data can depend on its
authenticity

e System and data availability, which should provide uninterrupted access to
important computing resources

Other more specific requirements could include one or more of the following goals:

« Let outsiders (customers, vendors, suppliers) access data on public web or
File Transfer Protocol (FTP) servers but not access internal data

 Authorize and authenticate branch-office users, mobile users, and
telecommuters

e Detect intruders and isolate the amount of damage they do

e Authenticate routing-table updates received from internal or external routers

e Protect data transmitted to remote sites across a VPN

e Physically secure hosts and internetworking devices (for example, keep
devices in a locked room)

e Logically secure hosts and internetworking devices with user accounts and
access rights for directories and files

e Protect applications and data from software viruses

e Train network users and network managers on security risks and how to avoid
security problems

e Implement copyright or other legal methods of protecting products and
intellectual property
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Manageability

Every customer has different objectives regarding the manageability of a network.
Some customers have precise goals, such as a plan to use SNMP to record the
number of bytes each router receives and sends. Other clients have less-specific
goals. If your client has definite plans, be sure to document them, because you will
need to refer to the plans when selecting equipment. In some cases, equipment has
to be ruled out because it does not support the management functions a customer
requires.

Network management is discussed in more detail in Chapter 9, "Developing Network
Management Strategies," but it's also important to consider management at the
onset of a design project. Network management should be simplified. Simplified sets
of management functions are more easily understood and used by network
managers. During the initial gathering of technical requirements for a network design
or upgrade, you can use International Organization for Standardization (ISO)
terminology to simplify the discussion of network management goals with your
design customer, as follows:

e Performance management. Analyzing traffic and application behavior to
optimize a network, meet service-level agreements, and plan for expansion

« Fault management. Detecting, isolating, and correcting problems; reporting
problems to end users and managers; tracking trends related to problems

- Configuration management. Controlling, operating, identifying, and
collecting data from managed devices

« Security management. Monitoring and testing security and protection
policies, maintaining and distributing passwords and other authentication and
authorization information, managing encryption keys, and auditing adherence
to security policies

« Accounting management. Accounting of network usage to allocate costs to
network users and/or plan for changes in capacity requirements
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Usability

A goal that is related to manageability, but is not exactly the same as manageability,
is usability. Usability refers to the ease of use with which network users can access
the network and services. Whereas manageability focuses on making network
managers' jobs easier, usability focuses on making network users' jobs easier.

It is important to gain an understanding of how important usability is to your
network design customer, because some network design components can have a
negative affect on usability. For example, strict security policies can have a negative
affect on usability (which is a tradeoff that most customers are willing to make, but
not all customers). You can plan to maximize usability by deploying user-friendly,
host-naming schemes and easy-to-use configuration methods that make use of
dynamic protocols, such as the Dynamic Host Configuration Protocol (DHCP).

Usability might also include a need for mobility. As mentioned in Chapter 1,
"Analyzing Business Goals and Constraints," users expect to get their jobs done
regardless of their physical location. They expect to have network access in
conference rooms, at home, at a customer's site, and so on. Documenting this
requirement as part of the technical requirements will help you recognize the need to
select wireless and VPN solutions during the logical and physical design phases of the
network design project. It will also help you recognize the need to conduct a site
survey to prepare for a wireless infrastructure, as discussed in the "Checking
Architectural and Environmental Constraints" section of Chapter 3. i i
fﬁ PREV |  NEXT wp |
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Adaptability

When designing a network, you should try to avoid incorporating any elements that
would make it hard to implement new technologies in the future. A good network
design can adapt to new technologies and changes. Changes can come in the form of
new protocols, new business practices, new fiscal goals, new legislation, and a
myriad of other possibilities. For example, some states have enacted environmental
laws that require a reduction in the number of employees driving to work. To meet
the legal requirement to reduce automobile emissions, companies need their remote-
access designs to be flexible enough to adapt to increasing numbers of employees
working at home. The adaptability of a network affects its availability. For example,
some networks must operate in environments that change drastically from day to
night or from winter to summer. Extreme changes in temperature can affect the
behavior of electronic components of a network. A network that cannot adapt cannot
offer good availability.

A flexible network design is also able to adapt to changing traffic patterns and quality
of service (QoS) requirements. For some customers, the selected WAN or LAN
technology must adapt to new users randomly joining the network to use
applications that require a constant-bit-rate service. Chapter 4 discusses QoS
requirements in more detail.

One other aspect of adaptability is how quickly internetworking devices must adapt
to problems and to upgrades. For example, how quickly do switches and bridges
adapt to another switch failing, causing a change in the spanning-tree topology? How
quickly do routers adapt to new networks joining the topology? How quickly do
routing protocols adapt to link failures? These issues are discussed in more detail in
Chapter 7, "Selecting Switching and Routing Protocols."

| @PrREV | | NEXT @ |



i:‘F‘FtE'v' J . NEXT W |

Affordability

The final technical goal this chapter covers is affordability. Affordability is sometimes
called cost-effectiveness. Most customers have a goal for affordability, although
sometimes other goals such as performance and availability are more important.
Affordability is partly a business goal, and, in fact, was discussed in Chapter 1. It is
covered again in this chapter because of the technical issues involved.

For a network design to be affordable, it should carry the maximum amount of traffic
for a given financial cost. Financial costs include nonrecurring equipment costs and
recurring network operation costs. As mentioned in Chapter 1, you should learn
about your customer's budget so that you can recommend solutions that are
affordable.

In campus networks, low cost is often a primary goal. Customers expect to be able
to purchase affordable switches that have numerous ports and a low cost per port.
They expect cabling costs to be minimal and service provider charges to be minimal
or nonexistent. They also expect network interface cards (NICs) for end systems and
servers to be inexpensive. Depending on the applications running on end systems,
low cost is often more important than availability and performance in campus
network designs. For enterprise networks, availability is usually more important than
low cost. Nonetheless, customers are looking for ways to contain costs for enterprise
networks. Recurring monthly charges for WAN circuits are the most expensive aspect
of running a large network.

To reduce the cost of operating a WAN, customers often have one or more of the
following technical goals to achieve affordability:

e Use a routing protocol that minimizes WAN traffic

e Consolidate parallel leased lines carrying voice and data into fewer WAN
trunks

e Select technologies that dynamically allocate WAN bandwidth—for example,
ATM rather than time-division multiplexing (TDM)

e Improve efficiency on WAN circuits by using such features as compression

e Eliminate underutilized trunks from the internetwork and save money by
eliminating both circuit costs and trunk hardware

e Use technologies that support oversubscription

With old-style TDM networks, the core backbone capacity had to be at least the sum
of the speeds of the incoming access networks. With cell and frame switching,
oversubscription is common. Because of the bursty nature of frame-based traffic,
access port speeds can add up to more than the speed of a backbone network, within
reason. Enterprise network managers who have a goal of reducing operational costs
are especially interested in solutions that will let them oversubscribe their trunks,
while still maintaining service guarantees they have offered their users.

The second most expensive aspect of running a network, following the cost of WAN
circuits, is the cost of hiring, training, and maintaining personnel to operate and



manage the network. To reduce this aspect of operational costs, customers may
require you to do the following as you develop the network design:

e Select internetworking equipment that is easy to configure, operate,
maintain, and manage

e Select a network design that is easy to understand and troubleshoot

e Develop good network documentation that can help reduce troubleshooting
time

« Select network applications and protocols that are easy to use so that users
can support themselves to some extent
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Making Network Design Tradeoffs

Despite what politicians tell us about state and federal budgets during an election
year, in the real world meeting goals requires making tradeoffs. This section
describes some typical network design tradeoffs.

To meet high expectations for availability, redundant components are often
necessary, which raises the cost of a network implementation. To meet rigorous
performance requirements, high-cost circuits and equipment are required. To enforce
strict security policies, expensive monitoring might be required and users must forgo
some ease of use. To implement a scalable network, availability might suffer,
because a scalable network is always in flux as new users and sites are added.
Implementing good throughput for one application might cause delay problems for
another application. Lack of qualified personnel may suggest the need for expensive
training or the need to drop certain features. The network design that you develop
must take these tradeoffs into consideration.

One cause of network problems can be inadequate staffing and reduced training due
to overzealous cost cutting. The tradeoff with cutting costs may be a network that
isn't robust or has substandard performance until the problem is recognized, which
often takes a year or two. If the in-house network staff was cut, outsourcing may
become a necessity, which could end up being more costly than it would have been
to keep the in-house staff.

The network design process is usually progressive. This means that legacy
equipment must coexist with new equipment. Your design may not be as elegant as
you would like because you may need for it to support old devices as well as old
applications. If the new network is not being introduced at the same time as new
applications, the design must provide compatibility with old applications. Also, be
aware that insufficient bandwidth in parts of the network, where the bandwidth
cannot be increased due to technical or business constraints, must be resolved by
other means.

To help you analyze tradeoffs, ask your customer to identify a single driving network
design goal. This goal can be the same overall business goal for the network design
project that was identified in Chapter 1, or it can be a rephrasing of that goal to
include technical issues. In addition, ask your customer to prioritize the rest of the
goals. Prioritizing will help the customer get through the process of making tradeoffs.

One analogy that helps with prioritizing goals is the "kid in the candy store with a
dollar bill" analogy. Using the dollar bill analogy, explain to the customer that he or
she is like a child in a candy store who has exactly one dollar to spend. The dollar
can be spent on different types of candy: chocolates, licorice, jelly beans, and so on.
But each time more money is spent on one type of candy, less money is available to
spend on other types. Ask customers to add up how much they want to spend on
scalability, availability, network performance, security, manageability, usability,
adaptability, and affordability. For example, a customer could make the following



selections:

Scalability 20
Availability 30
Network performance 15
Security 5
Manageability 5
Usability 5
Adaptability 5
Affordability 15

Total (must add up to 100) 100

Keep in mind that sometimes making tradeoffs is more complex than what has been
described because goals can differ for various parts of an internetwork. One group of
users might value availability more than affordability. Another group might deploy
state-of-the-art applications and value performance more than availability. In
addition, sometimes a particular group's goals are different than the overall goals for
the internetwork as a whole. If this is the case, document individual group goals as
well as goals for the network as a whole. Later when selecting network technologies,
you might see some opportunities to meet both types of goals—for example,
choosing LAN technologies that meet individual group goals and WAN technologies
that meet overall goals. )
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Technical Goals Checklist

You can use the following checklist to determine if you have addressed all your
client's technical objectives and concerns:

[J I have documented the customer's plans for expanding the number of sites,
users, and servers for the next 1 year and the next 2 years.

[J The customer has told me about any plans to migrate departmental servers to
server farms or intranets.

[J The customer has told me about any plans to integrate SNA or other
mainframes into the multiprotocol internetwork.

[J The customer has told me about any plans to implement an extranet to
communicate with partners or other companies.

[J I have documented a goal for network availability in percent uptime and/or
MTBF and MTTR.

[J I have documented any goals for maximum average network utilization.

[J I have documented goals for network throughput.

[J I have documented goals for PPS throughput of internetworking devices.

[J I have documented goals for accuracy and acceptable BERs.

[J I have discussed with the customer the importance of using large frame sizes to
maximize efficiency.

[J I have discussed with the customer the tradeoffs associated with large frame

sizes and serialization delay.

[J I have identified any applications that have a more restrictive response-time
requirement than the industry standard of less than 100 ms.

[J I have discussed network security risks and requirements with the customer.

[J I have gathered manageability requirements, including goals for performance,
fault, configuration, security, and accounting management.

[J Working with my customer, I have developed a list of network design goals,
including both business and technical goals. The list starts with one overall goal
and includes the rest of the goals in priority order. Critical goals are marked as
such.

[J I have updated the Network Applications chart to include the technical
application goals shown in Table 2-3.

Table 2-3. Network Applications Technical Requirements




New
Name of Type of Application? Cost of Acceptable
Application |Application |(Yes or No) Criticality | Downtime | MTBF

Chapter 1 provided a Network Applications chart. At this point in the design process,
you can expand the chart to include technical application requirements, such as
MTBF, MTTR, and throughput and delay goals, as shown in Table 2-3.
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Summary

This chapter covered technical requirements for a network design, including
scalability, availability, network performance, security, manageability, usability,
adaptability, and affordability. It also covered typical tradeoffs that must be made to
meet these goals.

Analyzing your customer's technical and business goals prepares you to carry out the
next steps in the top-down network design process, including making decisions
regarding network technologies to recommend to a customer. Researchers who
study decision models say that one of the most important aspects of making a sound
decision is having a good list of goals.

At this point in the network design process, you have gathered both business and
technical goals. You should make a list of your customer's most important technical
goals and merge this list with the list of business goals you made in Chapter 1. You
should put the goals in the list in priority order, starting with the overall most
important business and technical goal, and following with critical goals and then less
critical goals. Later, you can make a list of options and correlate options with goals.
Any options that do not meet critical goals can be eliminated. Other options can be
ranked by how well they meet a goal. This process can help you select network
components that meet a customer's requirements.

Acceptable Throughput Delay Must Delay Variation
MTTR Goal Be Less Than | Must Be Less Than |Comments
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Chapter 3. Characterizing the
Existing Internetwork

According to Abraham Lincoln:

If we could first know where we are and whither we are tending, we could better
judge what to do and how to do it.

An important step in top-down network design is to examine a customer's existing
network to better judge how to meet expectations for network scalability,
performance, and availability. Examining the existing network includes learning
about the topology and physical structure and assessing the network's performance.

By developing an understanding of the existing network's structure, uses, and
behavior, you can determine whether a customer's design goals are realistic. You can
document any bottlenecks or network performance problems, and identify
internetworking devices and links that will need to be replaced because the number
of ports or capacity is insufficient for the new design. Identifying performance
problems can help you select solutions to solve problems as well as develop a
baseline for future measurements of performance.

Most network designers do not design networks from scratch. Instead, they design
enhancements to existing networks. Being able to develop a successful network
design requires that you develop skills in characterizing an incumbent network to
ensure interoperability between the existing and anticipated networks. This chapter
describes techniques and tools to help you develop those skills. This chapter
concludes with a Network Health checklist that documents typical thresholds for
diagnosing a network as "healthy." )
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Characterizing the Network Infrastructure

Characterizing the infrastructure of a network means developing a set of network
maps and learning the location of major internetworking devices and network
segments. It also includes documenting the names and addresses of major devices
and segments, and identifying any standard methods for addressing and naming.
Documenting the types and lengths of physical cabling and investigating architectural
and environmental constraints are also important aspects of characterizing the
network infrastructure. Architectural and environmental constraints are becoming
increasingly important in modern network designs that must accommodate wireless
networking, which may not work if the signal is blocked by cement walls, for
example.

Developing a Network Map

Learning the location of major hosts, interconnection devices, and network segments
is a good way to start developing an understanding of traffic flow. Coupled with data
on the performance characteristics of network segments, location information gives
you insight into where users are concentrated and the level of traffic a network
design must support.

At this point in the network design process, your goal is to obtain a map (or set of
maps) of the already-implemented network. Some design customers may have maps
for the new network design as well. If that is the case, then you may be one step
ahead, but be careful of any assumptions that are not based on your detailed
analysis of business and technical requirements.

Tools for Developing Network Maps

Many customers can't provide detailed and up-to-date maps of the existing network.
In many cases, you need to develop the maps yourself. Companies that are
constantly working in "fire-fighting" mode don't have time to proactively document
the existing network.

To develop a network drawing, you should invest in a good network-diagramming
tool. You can use Cisco Works to map a network and collect other types of network
audit information, including hardware and software versions, configurations, and so
on. Other tools include HP OpenView, IBM's Tivoli products, Whatsup Gold from
Ipswitch, and LANSurveyor from Neon Software. The Microsoft Visio product line is
highly recommended for network diagramming. The product line includes Visio
Standard, Visio Professional, and Visio Enterprise Network Tools.

Many network engineers recommend the netViz products from netViz Corporation.
netViz is an information-management tool that allows you to visualize and work with
complex data systems such as internetworks. Designed to deal with large amounts of
information, netViz integrates graphics and data to create a visual database, making
it easy to see system components, their unique characteristics, and their



relationships to each other.

For large campus networks and service providers, Visionael Corporation offers
client/server network documentation products that have network inventory,
troubleshooting, and change-management features. Visionael products support
network planning, design, deployment, provisioning, validation, and daily operations.
Visionael products provide detailed data about the physical topology as well as the
logical topology.

Characterizing Large Internetworks

Developing a single network map may not be possible for large internetworks. There
are many approaches to solving this problem, including simply developing many
maps, one for each location. Another approach is to apply a top-down method. Start
with a map or set of maps that shows the following high-level information:

e Geographical information, such as countries, states or provinces, cities, and
campuses

« WAN connections between countries, states, and cities

¢ WAN and LAN connections between buildings and between campuses

For each campus network, you can develop more precise maps that show the
following more detailed information:

e Buildings and floors, and possibly rooms or cubicles

e The location of major servers or server farms

e The location of routers and switches

e The location of mainframes

e The location of major network-management stations

e The location and reach of virtual LANs (VLANSs). (If the drawing is in color,
you can draw all devices and segments within a particular VLAN in a specific
color.)

e« Some indication of where workstations reside, although not necessarily the
explicit location of each workstation

Another method for characterizing large, complex networks is to use a top-down
approach that is influenced by the OSI model. First develop a logical map that shows
applications and services used by network users. This map can call out internal web,
e-mail, File Transfer Protocol (FTP), and print and file-sharing servers. It can also
include external web, e-mail, and FTP servers.

NOTE

Be sure to show web caching servers on your network maps because they
can affect traffic flow. Documenting the location of web caching servers will
make it easier to troubleshoot any problems reaching web servers during
the implementation and operation phases of the network design cycle.



Next develop a map that shows network services. This map might depict the location
of security servers, for example, TACACS and RADIUS servers. Other network
services include Dynamic Host Configuration Protocol (DHCP), Domain Name System
(DNS), and Network Address Translation (NAT), as well as Simple Network
Management Protocol (SNMP) and other management services. The location and
reach of any virtual private networks (VPNs) that connect corporate sites via a
service provider's WAN or the Internet can be depicted, including major VPN devices,
such as VPN concentrators. Dial-in and dial-out servers can be shown on this map as
well.

You may also want to develop a map that depicts the Layer 3 topology of the
internetwork. This map can leave out switches and hubs, but should depict routers,
logical links between the routers, and high-level routing protocol configuration
information (for example, the location of the desired designated router [DR] if Open
Shortest Path First [OSPF] is being used).

Layer 3 drawings should also include router interface names in Cisco shorthand
nomenclature (such as s0/0) if Cisco routers are used. Other useful information
includes Hot Standby Router Protocol (HSRP) router groupings, redistribution points
between routing protocols, and demarcation points where route filters occur.

A map or set of maps that shows detailed information regarding data link layer links
and devices is often extremely helpful. This map reveals LAN devices as well as
interfaces connected to public or private WANs. This map may hide the logical Layer
3 routing topology, which is shown in the previous map, but it should provide a good
characterization of the physical topology. A data link layer map includes the following
information:

e An indication of the data link layer technology for WANs and LANs (Frame
Relay, ISDN, 100-Mbps or 1000-Mbps Ethernet, Token Ring, and so on)

e The name of the service provider for WANs

WAN circuit IDs

e The location and high-level configuration information for LAN switches (for
example, the location of the desired root bridge if the Spanning Tree Protocol
[STP] is used)

e The location and reach of any VLANSs.

e The location and high-level configuration of trunks between LAN switches

Characterizing the Logical Architecture

While documenting the network infrastructure, take a step back from the diagrams
you develop and try to characterize the logical topology of the network as well as the
physical components. The logical topology illustrates the architecture of the network,
which can be hierarchical or flat, structured or unstructured, layered or not, and
other possibilities. The logical topology also describes methods for connecting
devices in a geometric shape (for example, a star, ring, bus, hub and spoke, or
mesh).

When characterizing the logical topology, look for "ticking time bombs" or
implementations that might hinder scalability. Check for large Layer 2 STP domains
that will take a long time to converge. Also check for overly complex or oversized



networks that might lead to EIGRP stuck-in-active (SIA) problems and other routing
problems. If the customer has fully redundant network equipment and cabling but
the servers are all single-homed (attached to a single switch), keep this in mind as
you plan your redesign of the network.

The logical topology can affect your ability to upgrade a network. For example, a flat
topology does not scale as well as a hierarchical topology. A typical hierarchical
topology that does scale is a core layer of high-end routers and switches that are
optimized for availability and performance, a distribution layer of routers and
switches that implement policies, and an access layer that connects users via hubs,
switches, and other devices. Logical topologies are discussed in more detail in
Chapter 5, "Designing a Network Topology."

Figure 3-1 shows a high-level network diagram for an electronics manufacturing
company. The drawing shows a physical topology, but it is not hard to step back and
visualize that the logical topology is a hub-and-spoke shape with three layers. The
core layer of the network is a Gigabit Ethernet network. The distribution layer
includes routers and switches, and Frame Relay and T1 links. The access layer
comprises 10-Mbps and 100-Mbps Ethernet and one Token Ring network. An
Ethernet network hosts the company's World Wide Web server. As you can see from
the figure, the network included some rather old design components. The company
required design consultation to select new technologies and to meet new goals for
high availability and security.

Figure 3-1. Network Diagram for an Electronics Manufacturing
Company
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Developing a Modular Block Diagram

In addition to developing a set of detailed maps, it is often helpful to draw a
simplified block diagram of t