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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in
the Cisco IOS Command Reference. The Command Reference describes these conventions as
follows:

m  Boldface indicates commands and keywords that are entered literally as shown. In actual
configuration examples and output (not general command syntax), boldface indicates
commands that are manually input by the user (such as a show command).

m  [talics indicate arguments for which you supply actual values.

m  Vertical bars (I) separate alternative, mutually exclusive elements.

m  Square brackets [ ] indicate optional elements.

m  Braces { } indicate a required choice.

m  Braces within brackets [{ }] indicate a required choice within an optional element.
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Introduction

As an escalation engineer, I experienced the boom of Multiprotocol Label Switching (MPLS)
networking first hand. I saw the first trials of MPLS in service provider networks and saw MPLS
successfully expanding further into enterprise networks. In addition, I witnessed new MPLS
technologies coming into existence, which the networking industry embraced quickly. The first
deployments of these new MPLS technologies were not always flawless, but they were always
interesting.

The success of MPLS is undoubtedly a result of the fact that it enables the network to carry all
kinds of traffic, ranging from IP traffic to Voice over IP (VoIP) traffic to Layer 2 traffic. MPLS is
the means for an IP network to consolidate many networks into one. MPLS can consolidate the
ATM, Frame Relay, Voice, and IP networks into one unified network infrastructure, thereby
generating a huge cost advantage.

MPLS has matured a lot and is a stable technology, seeing many new deployments and new
features. Given the fact that MPLS is based on IP, and the Internet is based on IP technology, it
seems that the future of MPLS is ensured for quite a while to come.

Configuring MPLS on Cisco IOS is relatively simple, but much knowledge is needed to
understand what to configure and how to troubleshoot when the MPLS network has problems.
This book gives you this knowledge and highlights things from my own experience to warn you
of pitfalls.

Goals and Methods

The purpose of this book is to make a network engineer a qualified MPLS network engineer. To
accomplish this goal, this book starts by explaining the fundamentals of MPLS. It covers the
principles and theory of MPLS thoroughly. It continues by explaining the MPLS applications that
made MPLS so popular, including MPLS VPN, MPLS traffic engineering (TE), Any Transport
over MPLS (AToM), and Virtual Private LAN Service (VPLS). The theory is accompanied by
configuration examples, detailing how to implement and troubleshoot MPLS and its applications
in Cisco IOS. When you have finished reading this book, you will have a comprehensive and
useable MPLS knowledge. This book contains theory, Cisco IOS commands, and troubleshooting
information so that you can deploy, administrate, design, and troubleshoot any MPLS network.

This book was written in a progressive manner, so if in doubt, read this book from beginning to
end. That is the logical way of reading this book. Only the reader who already has some MPLS
background should jump to any chapter and start reading it.
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Who Should Read This Book?

This book lays down the fundamentals of the operation of MPLS and its deployment. As such, it
introduces the networking professional to all facets of MPLS. I also tried to cover many MPLS
applications and write down the things I learned and experienced the hard way. The aim of this
book is to be both an introduction to MPLS for people who have had some networking experience
but have not mastered MPLS yet and an opportunity to explain some of the more difficult and
lesser-known aspects of MPLS. As such, this book can be used by network engineers, network
administrators, network analysts, students, teachers, network managers, and network designers
alike.

I tried to find a balance between theory and practical examples. The book was written with Cisco
IOS in mind, and there are many configuration examples of Cisco I0OS. However, even for the
people who are not familiar with Cisco IOS, this book can be a great help in getting to understand
MPLS thoroughly.

The reader should be familiar with IP and IP routing, because having a basic knowledge of those
is a prerequisite to this book.

Finally, this book is especially useful to people who are preparing for the CCIE Service Provider
written exam and the CCIE Service Provider lab exam, because they have a heavy emphasis on
MPLS.

How This Book Is Organized

This book has 15 chapters and one appendix and is organized in two parts. Also available are
online supplemental materials that you can find on the website, including an appendix on static
MPLS labels.

Although each chapter has its own topic and stands alone, it is best to read this book in sequential
order. Only if you are an MPLS-experienced reader will you be able to jump to any chapter from
Part II without problem. Even if you fit into that category, you might want to browse through the
chapters of Part I to refresh your memory and then proceed to Part II, which holds the chapters
that require a thorough understanding of the MPLS fundamentals. If you cannot get enough of
MPLS, you can find online supplements of Chapters 4, 7, 8, 9, and 10 at http://
www.ciscopress.com/title/1587051974. Make sure you read the corresponding chapter in this
book before reading the online chapter supplement. Appendix B, “Static MPLS Labels,” is
available only on this website.
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Part I, “Fundamentals of MPLS,” discusses how MPLS came about and explains its fundamentals.

Chapter 1, “The Evolution of MPLS”—This chapter is an introduction to MPLS and how
it came about. It also covers a brief overview of the most important applications of MPLS.

Chapters 2 through 6, on the fundamentals of MPLS, cover the following topics:

Chapter 2, “MPLS Architecture”—This chapter focuses on the basic building blocks of
MPLS.

Chapter 3, “Forwarding Labeled Packets”—This chapter describes the label forwarding
and the usage of the reserved MPLS labels.

Chapter 4, “Label Distribution Protocol”—This chapter describes the Label Distribution
Protocol (LDP) and how a router uses it to advertise MPLS labels.

Chapter 5, “MPLS and ATM Architecture”—This chapter describes all the specifics of
having an MPLS-enabled ATM network.

Chapter 6, “Cisco Express Forwarding”—This chapter describes the Cisco Express
Forwarding (CEF) architecture, which is a packet forwarding or switching method that Cisco
IOS uses and MPLS needs.

Part II, “Advanced MPLS Topics,” covers the MPLS applications, quality of service (QoS), and
troubleshooting:

Chapter 7, “MPLS VPN”—This chapter discusses the most popular of all MPLS
appications: MPLS VPN. It explains the complete architecture of MPLS VPN.

Chapter 8, “MPLS Traffic Engineering”—This chapter looks at how traffic engineering
(TE) is implemented with the MPLS technology.

Chapter 9, “IPv6 over MPLS”—This chapter looks at how the IPv6 protocol can be
transported across an MPLS backbone network.

Chapter 10, “Any Transport over MPLS”’—This chapter discusses how the MPLS network
can transport Layer 2 services.

Chapter 11, “Virtual Private LAN Service”—This chapter describes how an Ethernet LAN
can be emulated across an MPLS backbone network.

Chapter 12, “MPLS and Quality of Service”—This chapter discusses how the MPLS
network can provide QoS and how the QoS information is propagated in MPLS networks.

Chapter 13, “Troubleshooting MPLS Networks”—This chapter looks at various
troubleshooting techniques and tools that you can use in MPLS networks.
Chapter 14, “MPLS Operation and Maintenance”—This chapter focuses on MPLS

Operation and Maintenance (OAM) and how it is used to detect operational failures,
accounting, and performance measurement in the MPLS network.



xxiv

Chapter 15, “The Future of MPLS”—This chapter provides a brief insight into the future
of MPLS and likely enhancements and developments that could be made to MPLS.

Appendix A, “Answers to the Chapter Review Questions”—This appendix provides the
answers to the questions at the end of each chapter.
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What You Will Learn

After completing this chapter, you will be
able to do the following:

m  Explain the driving factors behind MPLS

m  List the benefits of forwarding labeled
packets instead of forwarding IP packets

m  Explain the applications of MPLS that
have received widespread acceptance



CHAPTER 1

The Evolution of VIPLS

Multiprotocol Label Switching (MPLS) has been around for several years. It is a popular
networking technology that uses labels attached to packets to forward them through the
network. This chapter explains why MPLS became so popular in such a short time.

This chapter starts with a definition of MPLS. It also provides a short overview of pre-MPLS
network solutions. The benefits of MPLS are listed, and the end of the chapter explains briefly
the history of MPLS in Cisco 10S.

Definition of MIPLS

The MPLS labels are advertised between routers so that they can build a label-to-label mapping.
These labels are attached to the IP packets, enabling the routers to forward the traffic by looking
at the label and not the destination IP address. The packets are forwarded by label switching
instead of by IP switching.

The label switching technique is not new. Frame Relay and ATM use it to move frames or cells
throughout a network. In Frame Relay, the frame can be any length, whereas in ATM, a fixed-
length cell consists of a header of 5 bytes and a payload of 48 bytes. The header of the ATM cell
and the Frame Relay frame refer to the virtual circuit that the cell or frame resides on. The
similarity between Frame Relay and ATM is that at each hop throughout the network, the “label”
value in the header is changed. This is different from the forwarding of IP packets. When a
router forwards an IP packet, it does not change a value that pertains to the destination of the
packet; that is, it does not change the destination IP address of the packet. The fact that the
MPLS labels are used to forward the packets and no longer the destination IP address have led
to the popularity of MPLS. These benefits—such as the better integration of IP over ATM and
the popular MPLS virtual private network (VPN) application—are explained in the “Benefits of
MPLS” section of this chapter.

Pre-MPLS Protocols

Before MPLS, the most popular WAN protocols were ATM and Frame Relay. Cost-effective
WAN networks were built to carry various protocols. With the popularity of the Internet, IP

became the most popular protocol. IP was everywhere. VPNs were created over these WAN
protocols. Customers leased ATM links and Frame Relay links or used leased lines and built
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their own private network over it. Because the routers of the provider supplied a Layer 2 service
toward the Layer 3 customer routers, the separation and isolation between different customer
networks were guaranteed. These kinds of networks are referred to as overlay networks.

Overlay networks are still used today, but many customers are now using the MPLS VPN service.
The next section details the benefits of MPLS. It will help you understand why MPLS is a great
benefit to the service providers that deploy it and to their customers.

Benefits of MPLS

This section explains briefly the benefits of running MPLS in your network. These benefits include
the following:

m  The use of one unified network infrastructure
m  Better IP over ATM integration

m  Border Gateway Protocol (BGP)-free core

m  The peer-to-peer model for MPLS VPN

m  Optimal traffic flow

m Traffic engineering

Consider first a bogus reason to run MPLS. This is a reason that might look reasonable initially,
but it is not a good reason to deploy MPLS.

Bogus Benefit
One of the early reasons for a label-swapping protocol was the need for speed. Switching IP
packets on a CPU was considered to be slower than switching labeled packets by looking up just
the label on top of a packet. A router forwards an IP packet by looking up the destination IP
address in the IP header and finding the best match in the routing table. This lookup depends on
the implementation of the specific vendor of that router. However, because IP addresses can be
unicast or multicast and have four octets, the lookup can be complex. A complex lookup means
that a forwarding decision for an IP packet can take some time.

Although some people thought that looking up a simple label value in a table rather than looking
up the IP address would be a faster way of switching packets, the progress made in switching IP
packets in hardware made this argument a moot one. These days, the links on routers can have a
bandwidth up to 40 Gbps. A router that has several high-speed links would not be able to switch
all the IP packets just by using the CPU to make the forwarding decision. The CPU exists mainly
to handle the control plane.
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The control plane is the set of protocols that helps to set up the data or forwarding plane. The main
components of the control plane are the routing protocols, the routing table, and other control or
signaling protocols used to provision the data plane. The data plane is the packet forwarding path
through a router or switch. The switching of the packets—or the forwarding plane—these days is
done on specifically built hardware, or application-specific integrated circuits (ASIC). The use of
ASICs in the forwarding plane of a router has led to IP packets being switched as fast as labeled
packets. Therefore, if your sole reason for implementing MPLS in your network is to pursue the
faster switching of packets through the network, it is a bogus reason.

The Use of One Unified Network Infrastructure
With MPLS, the idea is to label ingress packets based on their destination address or other
preconfigured criteria and switch all the traffic over a common infrastructure. This is the great
advantage of MPLS. One of the reasons that IP became the only protocol to dominate the
networking world is because many technologies can be transported over it. Not only is data
transported over IP, but also telephony.

By using MPLS with IP, you can extend the possibilities of what you can transport. Adding labels
to the packet enables you to carry other protocols than just IP over an MPLS-enabled Layer 3 IP
backbone, similarly to what was previously possible only with Frame Relay or ATM Layer 2
networks. MPLS can transport IPv4, IPv6, Ethernet, High-Level Data Link Control (HDLC), PPP,
and other Layer 2 technologies.

The feature whereby any Layer 2 frame is carried across the MPLS backbone is called Any
Transport over MPLS (AToM). The routers that are switching the AToM traffic do not need to be
aware of the MPLS payload; they just need to be able to switch the labeled traffic by looking at
the label on top of it. In essence, MPLS label switching is a simple method of switching multiple
protocols in one network. You need to have a forwarding table consisting of incoming labels to be
swapped by outgoing labels and a next hop. Refer to Chapter 3, “Forwarding Labeled Packets,”
for further details on forwarding labeled traffic.

In short, AToM enables the service provider to provide the same Layer 2 service toward the
customers as with any specific non-MPLS network. At the same time, the service provider needs
only one unified network infrastructure to carry all kinds of customer traffic.

Better IP over ATM Integration
In the previous decade, IP won the battle over all other networking Layer 3 protocols, such as
AppleTalk, Internetwork Packet Exchange (IPX), and DECnet. IP is relatively simple and
omnipresent. A much-hyped Layer 2 protocol at the time was ATM. Although ATM as an end-to-
end protocol—or desktop-to-desktop protocol—as some predicted, never happened, ATM did
have plenty of success, but the success was limited to its use as a WAN protocol in the core of
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service provider networks. Many of these service providers also deployed IP backbones. The
integration of IP over ATM was not trivial. To better integrate IP over ATM, the networking
community came up with a few solutions.

One solution was to implement IP over ATM according to the well-known RFC 1483,
“Multiprotocol Encapsulation over ATM Adaptation Layer 5,” which specifies how to encapsulate
multiple routed and bridged protocols over ATM adaptation Layer (AAL) 5. In this solution, all
ATM circuits had to be manually established, and all mappings between IP next hops and ATM
endpoints had to be manually configured on every ATM-attached router in the network.

NOTE RFC 1483 became obsolete by RFC 2684.

You can find all RFCs online at http://www.ietf.org/rfc/rffcNNNN.txt, where NNNN is the RFC
number prefixed with zeroes as necessary to make a four-digit number. If you do not know the
number of the RFC, you can find it at the IETF RFC index at http://www.ietf.org/iesg/
Irfc_index.txt.

Another method was to implement LAN Emulation (LANE). Ethernet had become a popular
Layer 2 technology at the edge of the network, but it never achieved the scalability or reliability
requirements of large service provider networks. LANE basically makes your network look like
an emulated Ethernet network. This means that several Ethernet segments were bridged together
as if the ATM WAN network in the middle were an Ethernet switch.

Finally, Multiprotocol over ATM (MPOA), which is a specification by the ATM Forum, gives you
the tightest integration of IP over ATM but also the most complex solution.

All these methods were cumbersome to implement and troubleshoot. A better solution for
integrating IP over ATM was one of the driving reasons for the invention of MPLS. The
prerequisites for MPLS on ATM switches were that the ATM switches had to become more
intelligent. The ATM switches had to run an IP routing protocol and implement a label distribution
protocol. Refer to Chapter 5, “MPLS and ATM Architecture,” for more details on MPLS on ATM
switches.

BGP-Free Core

When the IP network of a service provider must forward traffic, each router must look up the
destination IP address of the packet. If the packets are sent to destinations that are external to the
service provider network, those external IP prefixes must be present in the routing table of each
router. BGP carries external prefixes, such as the customer prefixes or the Internet prefixes. This
means that all routers in the service provider network must run BGP.


http://www.ietf.org/rfc/rfcNNNN.txt
http://www.ietf.org/iesg/1rfc_index.txt
http://www.ietf.org/iesg/1rfc_index.txt
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MPLS, however, enables the forwarding of packets based on a label lookup rather than a lookup
of the IP addresses. MPLS enables a label to be associated with an egress router rather than with
the destination IP address of the packet. The label is the information attached to the packet that
tells every intermediate router to which egress edge router it must be forwarded. The core routers
no longer need to have the information to forward the packets based on the destination IP address.
Thus, the core routers in the service provider network no longer need to run BGP.

The router at the edge of the MPLS network still needs to look at the destination IP address of the
packet and hence still needs to run BGP. Each BGP prefix on the ingress MPLS routers has a BGP
next-hop IP address associated with it. This BGP next-hop IP address is an IP address of an egress
MPLS router. The label that is associated with an IP packet is the label that is associated with this
BGP next-hop IP address. Because every core router forwards a packet based on the attached
MPLS label that is associated with the BGP next-hop IP address, each BGP next-hop IP address
of an egress MPLS router must be known to all core routers. Any interior gateway routing
protocol, such as OSPF or ISIS, can accomplish this task.

Figure 1-1 shows the MPLS network with BGP on the edge routers only.

Figure 1-1 BGP-Free MPLS Network
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An Internet service provider (ISP) that has 200 routers in its core network needs to have BGP
running on all 200 routers. If MPLS is implemented on the network, only the edge routers—which
might be 50 or so routers—need to run BGP.

All routers in the core of the network are now forwarding labeled packets, without doing an IP
lookup, so they are now relieved from the burden of running BGP. Because the full Internet routing
table is well above 150,000 routes, not having to run BGP on all routers is a serious consideration.
Routers without the full Internet routing table need a lot less memory. You can run the core routers
without the complexity of having to run BGP on them.

Peer-to-Peer VPN Model Versus Overlay VPN Model

A VPN is a network that emulates a private network over a common infrastructure. The private
network requires all customer sites to be able to interconnect and be completely separate from
other VPNs. The VPN usually belongs to one company and has several sites interconnected across
the common service provider infrastructure.

Service providers can deploy two major VPN models to provide VPN services to their customers:

m  Overlay VPN model

m  Peer-to-peer VPN model

Overlay VPN Model

In the overlay model, the service provider supplies a service of point-to-point links or virtual
circuits across his network between the routers of the customer. The customer routers form routing
peering between them directly across the links or virtual circuits from the service provider. The
routers or switches from the service provider carry the customer data across the service provider
network, but no routing peering occurs between a customer and a service provider router. The
result of this is that the service provider routers never see the customer routes.

These point-to-point services could be of Layer 1, 2, or even 3. Examples of Layer 1 are time-
division multiplexing (TDM), E1, E3, SONET, and SDH links. Examples of Layer 2 are virtual
circuits created by X.25, ATM, or Frame Relay.

Figure 1-2 shows an example of an overlay network build on Frame Relay. In the service provider
network are Frame Relay switches that set up the virtual circuits between the customer routers on
the edge of the Frame Relay network.



Figure 1-2 Overlay Network on Frame Relay
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Considering the Layer 3 routing (IP) and peering from the customer viewpoint, the customer

routers appear to be directly connected. Figure 1-3 shows this.

Figure 1-3 Overlay Network: Customer Routing Peering
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The overlay service can also be provided over the IP Layer 3 protocol. Most commonly used
tunnels to build the overlay network on IP are generic routing encapsulation (GRE) tunnels. These
tunnels encapsulate the traffic with a GRE header and an IP header. The GRE header, among other
things, indicates what the transported protocol is. The IP header is used to route the packet through
the service provider network. Figure 1-4 shows an example of an overlay network with GRE
tunnels. One advantage of GRE tunnels is that they can route traffic other than IP traffic.

Figure 1-4 Overlay Network on GRE Tunnels
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It is possible to use IPsec on the GRE tunnels and thus provide security as the data is encrypted.

Peer-to-Peer VPN Model

In the peer-to-peer VPN model, the service provider routers carry the customer data across the
network, but they also participate in the customer routing. In other words, the service provider
routers peer directly with the customer routers at Layer 3. The result is that one routing protocol
neighborship or adjacency exists between the customer and the service provider router. Figure
1-5 shows the concept of the peer-to-peer VPN model.
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Figure 1-5 Peer-to-Peer VPN Model
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Before MPLS existed, the peer-to-peer VPN model could be achieved by creating the IP routing
peering between the customer and service provider routers. The VPN model also requires
privateness or isolation between the different customers. You can achieve this by configuring
packet filters (access lists) to control the data to and from the customer routers. Another way to
achieve a form of privateness is to configure route filters to advertise routes or stop routes from
being advertised to the customer routes. Or, you can deploy both methods at the same time.

Before MPLS came into being, the overlay VPN model was deployed much more commonly than
the peer-to-peer VPN model. The peer-to-peer VPN model demanded a lot from provisioning
because adding one customer site demanded many configuration changes at many sites. MPLS
VPN is one application of MPLS that made the peer-to-peer VPN model much easier to
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implement. Adding or removing a customer site is now easier to configure and thus demands much
less time and effort. With MPLS VPN, one customer router, called the customer edge (CE) router,
peers at the IP Layer with at least one service provider router, called the provider edge (PE) router.

The privateness in MPLS VPN networks is achieved by using the concept of virtual routing/
forwarding (VRF) and the fact that the data is forwarded in the backbone as labeled packets. The
VREFs ensure that the routing information from the different customers is kept separate, and the
MPLS in the backbone ensures that the packets are forwarding based on the label information and
not the information in the IP header. Figure 1-6 shows the concept of VRFs and forwarding labeled
packets in the backbone of a network that is running MPLS VPN.

Figure 1-6 MPLS VPN with VRF
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Figure 1-7 shows the concept of the peer-to-peer VPN model applied to MPLS VPN.



Figure 1-7 Peer-to-Peer MPLS VPN Model
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Adding one customer site means that on the PE router, only the peering with the CE router must
be added. You do not have to hassle with creating many virtual circuits as with the overlay model

or with configuring packet filters or route filters with the peer-to-peer VPN model over an IP
network. This is the benefit of MPLS VPN for the service provider.

Most service provider customers have a hub-and-spoke network, whereas some have a fully

meshed network around the service provider backbone. Others have something in between. The

benefit of MPLS VPN for the customer is at its greatest when the customer has a fully meshed

network. Refer to Figure 1-2 to see a fully meshed customer network around a Frame Relay
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network, and compare that to the same customer network with MPLS VPN in Figure 1-7. In Figure
1-2, each customer edge router peers with n—1 other customer edge routers—where 7 is the total
number of customer edge routers. In Figure 1-7, each customer edge router peers with only one
service provider edge router.

Another benefit for the service provider is that it only needs to provision the link between the PE
and CE routers. With the overlay model, the service provider needs to provision the links or virtual
circuits between the sites. It is much easier to predict the traffic and thus the bandwidth

requirement of one site than to predict the complete traffic model between all the customer sites.

Itis only fair to list the disadvantages of the peer-to-peer VPN model compared to the overlay VPN
model:

m  The customer must share the routing responsibility with the service provider.
m  The edge devices of the service provider have an added burden.

The first disadvantage is that the customer must have a routing peer with the service provider. The
customer does not control its network end to end anymore on Layer 3 and regarding the IP routing,
as with the overlay model. The second disadvantage is for the service provider. The burden for the
service provider is the added task of the edge device—the PE router. The service provider is
responsible for the scalability and routing convergence of the customer networks because the PE
routers must be able to carry all the routes of the many customers while providing timely routing
convergence.

Optimal Traffic Flow
Because the ATM or Frame Relay switches are purely Layer 2 devices, the routers interconnect
through them by means of virtual circuits created between them. For any router to send traffic
directly to any other router at the edge, a virtual circuit must be created between them directly.
Creating the virtual circuits manually is tedious. In any case, if the requirement is the any-to-any
connection between sites, it is necessary to have a full mesh of virtual circuits between the sites,
which is cumbersome and costly. If the sites are only interconnected as in Figure 1-8, the traffic
from CEI to CE3 must first go through CE2.
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Figure 1-8 Non-Fully Meshed Overlay ATM Network
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The result is that the traffic crosses the ATM backbone twice and takes a detour through the router
CE2. When using MPLS VPN as discussed in the previous section, the traffic flows directly—thus
optimally—between all customer sites. For the traffic to flow optimally between the sites in the
case of an overlay VPN model, all sites must be interconnected, thus demanding a fully meshed
design of links or virtual circuits.

Traffic Engineering

The basic idea behind traffic engineering is to optimally use the network infrastructure, including
links that are underutilized, because they do not lie on the preferred path. This means that traffic
engineering must provide the possibility to steer traffic through the network on paths different
from the preferred path, which is the least-cost path provided by IP routing. The least-cost path
is the shortest path as computed by the dynamic routing protocol. With traffic engineering
implemented in the MPLS network, you could have the traffic that is destined for a particular
prefix or with a particular quality of service flow from point A to point B along a path that is
different from the least-cost path. The result is that the traffic can be spread more evenly over the
available links in the network and make more use of underutilized links in the network. Figure
1-9 shows an example of this.
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Figure 1-9 Traffic Engineering Example 1

As the operator of the MPLS-with-traffic-engineering-enabled network, you can steer the traffic
from A to B over the bottom path, which is not the shortest path between A and B (four hops versus
three hops on the top path). As such, you can send the traffic over links that might otherwise not
be used much. You can guide the traffic in this network onto the bottom path by changing the
routing protocols metrics. Examine Figure 1-10.

Figure 1-10 Traffic Engineering Example 2
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If this network is an IP-only network, you cannot have router C send the traffic along the bottom
path by configuring something on router A. The router C decision to send traffic on the top or
bottom path is solely its own decision. If you enable MPLS traffic engineering in this network, you
can have router A send the traffic toward router B along the bottom path. The MPLS traffic
engineering forces router C to forward the traffic A-B onto the bottom path. This can be done in
MPLS because of the label forwarding mechanism. The head end router of a traffic-engineered
path—here router A—is the router that specifies the complete path that the traffic will take through
the MPLS network. Because it is the head end router that specifies the path, traffic engineering is
also referred to as a form of source-based routing. The label that is attached to the packet by the
head end router makes the packet flow along the path as specified by the head end router. No
intermediate router forwards the packet onto another path.

An extra advantage of running MPLS traffic engineering is the possibility of Fast ReRouting
(FRR). FRR allows you to reroute labeled traffic around a link or router that has become
unavailable. The rerouting of traffic happens in less than 50 ms, which is fast even for standards
of today.

History of MPLS in Cisco I0S

This section gives you a brief chronological overview of the MPLS implementation in Cisco IOS
from its start in 1998.

Tag Switching to MPLS

Cisco Systems started off with putting labels on top of IP packets in what was then called rag
switching. The first implementation was released in Cisco IOS 11.1(17)CT in 1998. A tag was the
name for what is now known as a label. This implementation could assign tags to networks from
the routing table and put those tags on top of the packet that was destined for that network. Tag
switching built a Tag Forwarding Information Base (TFIB), which is, in essence, a table that stores
input-to-output label mappings. Each tag-switching router had to match the tag on the incoming
packet, swap it with the outgoing tag, and forward the packet.
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Later on, the IETF standardized tag switching into MPLS. The IETF released the first RFC on
MPLS—REFC 2547, “BGP/MPLS VPNs”—in 1999. The result of this was that much of the
terminology changed. Table 1-1 shows an overview of the old and new terminology.

Table 1-1 Old and New Terminology for Tag Switching/MPLS

Old Terminology New Terminology
Tag switching MPLS

Tag Label

TDP! LDP?

TFIB? LFIB*

TSR® LSR®

TSC’ Lsc?

TSP’ Lspl0

' TDP = Tag Distribution Protocol

2 LDP = Label Distribution Protocol

3 TFIB = tag forwarding information base
4 LFIB = label forwarding information base
STSR = tag switching router

6 LSR = label switching router

7TSC = tag switch controller

8 LSC = label switch controller

9 TSP = tag switched path

101SP = label switched path

NOTE Most of the tag switching technology was adopted into MPLS standards. TDP was used
as the basis for LDP. LDP has the same functionality as TDP, but they are different protocols.

The purpose of Table 1-1 is to make you aware of the change in terminology. At this point, you do
not need to be aware what each acronym means. The acronyms are explained further in the
following chapters.

This book uses the new terminology. However, you might still come across the old terminology
from time to time, especially in the output taken from the routers.
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MPLS Applications

The first release of tag switching in Cisco IOS allowed for traffic engineering, but it was first called
Routing with Resource Reservation (RRR or R?). The first implementation of traffic engineering
in Cisco IOS was static. This meant that you as the operator of the router had to configure all the
hops that a certain flow of traffic had to follow through the network. A later implementation made
traffic engineering more dynamic by using extensions to the link state routing protocols. The
operator no longer had to statically configure the traffic engineering tunnels hop by hop. The link
state routing protocol carried extra information, so that the tunnels could be created in a more
dynamic way. This greatly reduced the amount of work the operator had to do, which made MPLS
traffic engineering more popular.

Until the coming of MPLS VPN, tag switching or MPLS was not widespread. When Cisco came
out with Cisco IOS Software Release 12.0(5)T, the first Cisco IOS release containing support for
MPLS VPN in 1999, it became an instant success because many service providers immediately
started to implement MPLS VPN. To date, the MPLS VPN application is still the most popular of
all the MPLS applications.

The next big addition to the family of MPLS applications was AToM. Cisco implemented AToM
in Cisco IOS Release 12.0(10)ST, released in 2000, to carry ATM AAL 5 over an MPLS backbone.
Later, many more encapsulation types were added to AToM in Cisco IOS. Examples of Layer 2
encapsulation types that can be carried over an AToM network today are Frame Relay, ATM, PPP,
HDLC, Ethernet, and 802.1Q. Particularly, the transport of Ethernet across the MPLS backbone
has seen a growing success today. However, AToM is restricted in that it carries these Ethernet
frames across the MPLS backbone in a point-to-point fashion only. Virtual Private LAN Service
(VPLS) enables the forwarding of the Ethernet frames in a point-to-multipoint fashion. In essence,
VPLS is the Layer 2 service that emulates a LAN across an MPLS-enabled network. The first
implementation of VPLS in Cisco I0S was released in early 2004 on the 7600 platform in Cisco
10S release 12.2(17d)SXB. VPLS is explained in detail in Chapter 11, “Virtual Private LAN
Service.”

Summary

This chapter introduced you to the world of MPLS and gave you an overview of the history of
MPLS in Cisco IOS. The forwarding of labeled packets has advantages over the forwarding of IP
packets because it combines the benefits of label switching that are well established in Frame
Relay and ATM technologies with the ease of deployment of IP networks. This new method of
forwarding packets fueled the invention of successful new applications using the forwarding based
on labels: MPLS VPN, traffic engineering, AToM, and VPLS.
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Chapter Review Questions

1.
2.

w

o o »

What are the MPLS applications mentioned in this chapter?
Name three advantages of running MPLS in a service provider network.

What are the advantages of the MPLS VPN solution for the service provider over all the other
VPN solutions?

Name the four technologies that can be used to carry IP over ATM.
Name two pre-MPLS protocols that use label switching.
What do the ATM switches need to run so that they can operate MPLS?

How do you ensure optimal traffic flow between all the customer sites in an ATM or Frame
Relay overlay network?
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What You Will Learn

After completing this chapter, you will be
able to do the following:

Explain the format of an MPLS label

Describe a stack of MPLS labels and
explain where it resides in the frame

Tell what a label switch router is and
what functions it needs to perform

Describe what a label switched path and
a Forwarding Equivalence Class are

Explain the difference between LIB and
LFIB and how they are used in MPLS
networks

Determine how labels are distributed in
an MPLS network



CHAPTER 2

MPLS Architecture

This chapter helps you to understand how MPLS operates. By the time you finish this chapter,
you will have a solid understanding of the building blocks of MPLS and an excellent start for
the other chapters in this book.

MPLS stands for Multiprotocol Label Switching. The multiprotocol aspect of MPLS was
fulfilled after the initial implementation of MPLS in Cisco IOS. Although at first only IPv4 was
being label switched, later on more protocols followed. In Cisco I0S, you can now label IPv6
packets, too, as described in Chapter 9, “IPv6 over MPLS.” Chapter 10, “Any Transport over
MPLS,” describes how to label and transport Layer 2 frames over an MPLS backbone.

Label switching indicates that the packets switched are no longer IPv4 packets, I[Pv6 packets, or
even Layer 2 frames when switched, but they are labeled. The most important item to MPLS is
the label. This chapter explains what the label is used for, how it is used, and how it is distributed
in a network.

Introducing MPLS Labels

One MPLS label is a field of 32 bits with a certain structure. Figure 2-1 shows the syntax of one
MPLS label.

Figure 2-1 Syntax of One MPLS Label

0 1 2 3
012345678901234567890123456789201

Label EXP |BoS TTL

The first 20 bits are the label value. This value can be between 0 and 22—1, or 1,048,575.
However, the first 16 values are exempted from normal use; that is, they have a special meaning.
The bits 20 to 22 are the three experimental (EXP) bits. These bits are used solely for quality of
service (QoS).
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NOTE These bits are named “experimental” for historical reasons. At one time, nobody
knew what they were going to be used for. Chapter 12, “MPLS and Quality of Service,” is
devoted to ways you can use these three experimental bits.

Bit 23 is the Bottom of Stack (BoS) bit. It is 0, unless this is the bottom label in the stack. If so,
the BoS bit is set to 1. The stack is the collection of labels that are found on top of the packet. The
stack can consist of just one label, or it might have more. The number of labels (that is, the 32-bit
field) that you can find in the stack is limitless, although you should seldom see a stack that
consists of four or more labels.

Bits 24 to 31 are the eight bits used for Time To Live (TTL). This TTL has the same function as
the TTL found in the IP header. It is simply decreased by 1 at each hop, and its main function is
to avoid a packet being stuck in a routing loop. If a routing loop occurs and no TTL is present, the
packet loops forever. If the TTL of the label reaches 0, the packet is discarded.

The next sections describe label stacking and the placement of the label stack in a frame.

Label Stacking

MPLS-capable routers might need more than one label on top of the packet to route that packet
through the MPLS network. This is done by packing the labels into a stack. The first label in the
stack is called the fop label, and the last label is called the bottom label. In between, you can have
any number of labels. Figure 2-2 shows you the structure of the label stack.

Figure 2-2 Label Stack

Label EXP 0 TTL

Label EXP 0 TTL

Label EXP 1 TTL




Introducing MPLS Labels 27

Notice that the label stack in Figure 2-2 shows that the BoS bit is O for all the labels, except the
bottom label. For the bottom label, the BoS bit is set to 1.

Some MPLS applications actually need more than one label in the label stack to forward the
labeled packets. Two examples of such MPLS applications are MPLS VPN and AToM. Both
MPLS VPN and AToM put two labels in the label stack. The reason for doing so is explained in
Chapters 7, “MPLS VPN,” and 10.

Encoding of MPLS

Where does this label stack reside? The label stack sits in front of the Layer 3 packet—that is,
before the header of the transported protocol, but after the Layer 2 header. Often, the MPLS label
stack is called the shim header because of its placement.

Figure 2-3 shows you the placement of the label stack for labeled packets.

Figure 2-3 Encapsulation for Labeled Packet

Layer 2 Header | MPLS Label Stack Transported Protocol

Layer 2 Frame

The Layer 2 encapsulation of the link can be almost any encapsulation that Cisco IOS supports:
PPP, High-Level Data Link Control (HDLC), Ethernet, and so on. Assuming that the transported
protocol is IPv4, and the encapsulation of a link is PPP, the label stack is present after the PPP
header but before the IPv4 header. Because the label stack in the Layer 2 frame is placed before
the Layer 3 header or other transported protocol, you must have new values for the Data Link
Layer Protocol field, indicating that what follows the Layer 2 header is an MPLS labeled packet.
The Data Link Layer Protocol field is a value indicating what payload type the Layer 2 frame is
carrying. Table 2-1 shows you what the names and values are for the Protocol Identifier field in
the Layer 2 header for the different Layer 2 encapsulation types.

Table 2-1 MPLS Protocol Identifier Values for Layer 2 Encapsulation Types

Layer 2 Protocol Identifier
Layer 2 Encapsulation Type |Name Value (hex)
PPP PPP Protocol field 0281
Ethernet/802.3 LLC/SNAP Ethertype value 8847
encapsulation
HDLC Protocol 8847
Frame Relay NLPID (Network Level 80

Protocol ID)
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ATM is absent from Table 2-1 because it uses a unique way of encapsulating the label. Refer to
Chapter 5, “MPLS and ATM Architecture,” for the encapsulation of a labeled packet in ATM. For
Frame Relay, the NLPID is 0x80, indicating that an IEEE Subnetwork Access Protocol (SNAP)
header is used. The SNAP header is used here in Frame Relay to tell the receiver what protocol
Frame Relay carries. The SNAP header contains an Organizationally Unique Identifier (OUI) of
0x000000 and an Ethertype of 0x8847, indicating that the transported protocol is MPLS.

The transported protocol can theoretically be anything; Cisco I0S supports IPv4 and IPv6. In the
case of AToM (Chapter 10), you will see that the transported protocol can be any of the most
popular Layer 2 protocols, such as Frame Relay, PPP, HDLC, ATM, and Ethernet.

MPLS and the OSI Reference Model

The OSI reference model consists of seven layers. Refer to Figure 2-4 for the OSI reference model.

Figure 2-4 OSI Reference Model

Application

Presentation

Session

Transport

Network

Data Link

Physical

The bottom layer is Layer 1, or the physical layer, and the top layer is Layer 7, or the application
layer. Whereas the physical layer concerns the cabling, mechanical, and electrical characteristics,
Layer 2, the data link layer, is concerned with the formatting of the frames. Examples of the data
link layer are Ethernet, PPP, HDLC, and Frame Relay. The significance of the data link layer is
only on one link between two machines, but not beyond. This means that the data link layer header
is always replaced by the machine at the other end of the link. Layer 3, the network layer, is
concerned with the formatting of packets end to end. It has significance beyond the data link. The
most well-known example of a protocol operating at Layer 3 is IP.

Where does MPLS fit in? MPLS is not a Layer 2 protocol because the Layer 2 encapsulation is
still present with labeled packets. MPLS also is not really a Layer 3 protocol because the Layer 3
protocol is still present, too. Therefore, MPLS does not fit in the OSI layering too well. Perhaps
the easiest thing to do is to view MPLS as the 2.5 layer and be done with it.
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Label Switch Router

A label switch router (LSR) is a router that supports MPLS. It is capable of understanding MPLS
labels and of receiving and transmitting a labeled packet on a data link. Three kinds of LSRs exist
in an MPLS network:

m Ingress LSRs—Ingress LSRs receive a packet that is not labeled yet, insert a label (stack) in
front of the packet, and send it on a data link.

m  Egress LSRs—Egress LSRs receive labeled packets, remove the label(s), and send them on
a data link. Ingress and egress LSRs are edge LSRs.

m Intermediate LSRs—Intermediate LSRs receive an incoming labeled packet, perform an
operation on it, switch the packet, and send the packet on the correct data link.

An LSR can do the three operations: pop, push, or swap.

It must be able to pop one or more labels (remove one or more labels from the top of the label
stack) before switching the packet out. An LSR must also be able to push one or more labels onto
the received packet. If the received packet is already labeled, the LSR pushes one or more labels
onto the label stack and switches out the packet. If the packet is not labeled yet, the LSR creates
a label stack and pushes it onto the packet. An LSR must also be able to swap a label. This simply
means that when a labeled packet is received, the top label of the label stack is swapped with a
new label and the packet is switched on the outgoing data link.

An LSR that pushes labels onto a packet that was not labeled yet is called an imposing LSR
because it is the first LSR to impose labels onto the packet. One that is doing imposition is an
ingress LSR. An LSR that removes all labels from the labeled packet before switching out the
packet is a disposing LSR. One that does disposition is an egress LSR.

In the case of MPLS VPN (see Chapter 7), the ingress and egress LSRs are referred to as provider
edge (PE) routers. Intermediate LSRs are referred to as provider (P) routers. The terms PE and P
routers have become so popular that they are also used when the MPLS network does not run
MPLS VPN.

Label Switched Path

A label switched path (LSP) is a sequence of LSRs that switch a labeled packet through an MPLS
network or part of an MPLS network. Basically, the LSP is the path through the MPLS network
or a part of it that packets take. The first LSR of an LSP is the ingress LSR for that LSP, whereas
the last LSR of the LSP is the egress LSR. All the LSRs in between the ingress and egress LSRs
are the intermediate LSRs.
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In Figure 2-5, the arrow at the top indicates the direction, because an LSP is unidirectional. The
flow of labeled packets in the other direction—right to left—between the same edge LSRs would
be another LSP.

Figure 2-5 An LSP Through an MPLS Network
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The ingress LSR of an LSP is not necessarily the first router to label the packet. The packet might
have already been labeled by a preceding LSR. Such a case would be a nested LSP—that is, an
LSP inside another LSP. In Figure 2-6, you can see an LSP spanning the whole width of the MPLS
network. Another LSP starts at the third LSR and ends on the next-to-last LSR. Therefore, when
the packet enters the second LSP on its ingress LSR (this means the third LSR), it is already
labeled. This ingress LSR of the nested LSP then pushes a second label onto the packet. The label
stack of the packet on the second LSP has two labels now. The top label belongs to the nested LSP,
and the bottom label belongs to the LSP that spans the entire MPLS network. In Chapter 8, “MPLS
Traffic Engineering,” you will see an example of a nested LSP. A backup traffic engineering (TE)
tunnel is an example of such a nested LSP.

Figure 2-6 Nested LSP
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Forwarding Equivalence Class

A Forwarding Equivalence Class (FEC) is a group or flow of packets that are forwarded along the
same path and are treated the same with regard to the forwarding treatment. All packets belonging
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to the same FEC have the same label. However, not all packets that have the same label belong to
the same FEC, because their EXP values might differ; the forwarding treatment could be different,
and they could belong to a different FEC. The router that decides which packets belong to which
FEC is the ingress LSR. This is logical because the ingress LSR classifies and labels the packets.
Following are some examples of FECs:

m  Packets with Layer 3 destination IP addresses matching a certain prefix
m  Multicast packets belonging to a certain group

m  Packets with the same forwarding treatment, based on the precedence or IP DiffServ Code
Point (DSCP) field

m Layer 2 frames carried across an MPLS network received on one VC or (sub)interface on the
ingress LSR and transmitted on one VC or (sub)interface on the egress LSR

m  Packets with Layer 3 destination IP addresses that belong to a set of Border Gateway Protocol
(BGP) prefixes, all with the same BGP next hop

This last example of a FEC is a particularly interesting one. All packets on the ingress LSR for
which the destination IP address points to a set of BGP routes in the routing table—all with the
same BGP next-hop address—belong to one FEC. It means that all packets that enter the MPLS
network get a label depending on what the BGP next hop is. Figure 2-7 shows an MPLS network
in which all the edge LSRs run internal BGP (iBGP).

Figure 2-7 An MPLS Network Running iBGP
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The destination IP address of all IP packets entering the ingress LSR will be looked up in the IP
forwarding table. All these addresses belong to a set of prefixes that are known in the routing table
as BGP prefixes. Many BGP prefixes in the routing table have the same BGP next-hop address,
namely one egress LSR. All packets with a destination IP address for which the IP lookup in the
routing table recurses to the same BGP next-hop address will be mapped to the same FEC. As
already mentioned, all packets that belong to the same FEC get the same label imposed by the
ingress LSR.

Label Distribution

The first label is imposed on the ingress LSR and the label belongs to one LSP. The path of the
packet through the MPLS network is bound to that one LSP. All that changes is that the top label
in the label stack is swapped at each hop. The ingress LSR imposes one or more labels on the
packet. The intermediate LSRs swap the top label (the incoming label) of the received labeled
packet with another label (the outgoing label) and transmit the packet on the outgoing link. The
egress LSR of the LSP strips off the labels of this LSP and forwards the packet.

Consider the example of plain IPv4-over-MPLS, which is the simplest example of an MPLS
network. Plain IPv4-over-MPLS is a network that consists of LSRs that run an IPv4 Interior
Gateway Protocol (IGP) (for example, Open Shortest Path First [OSPF], Intermediate System-to-
Intermediate System [IS-IS], and Enhanced Interior Gateway Routing Protocol [EIGRP]). The
ingress LSR looks up the destination IPv4 address of the packet, imposes a label, and forwards
the packet. The next LSR (and any other intermediate LSR) receives the labeled packet, swaps the
incoming label with an outgoing label, and forwards the packet. The egress LSR pops the label
and forwards the IPv4 packet without labels on the outgoing link. For this to work, adjacent LSRs
must agree on which label to use for each IGP prefix. Therefore, each intermediate LSR must be
able to figure out with which outgoing label the incoming label should be swapped. This means
that you need a mechanism to tell the routers which labels to use when forwarding a packet. Labels
are local to each pair of adjacent routers. Labels have no global meaning across the network. For
adjacent routers to agree which label to use for which prefix, they need some form of
communication between them; otherwise, the routers do not know which outgoing label needs to
match which incoming label. A label distribution protocol is needed.

You can distribute labels in two ways:

m  Piggyback the labels on an existing IP routing protocol

m  Have a separate protocol distribute labels
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Piggyback the Labels on an Existing IP Routing Protocol

The first method has the advantage that a new protocol is not needed to run on the LSRs, but every
existing IP routing protocol needs to be extended to carry the labels. This is not always an easy
thing to do. The big advantage of having the routing protocol carry the labels is that the routing
and label distribution are always in sync, which means that you cannot have a label if the prefix is
missing or vice versa. It also eliminates the need of another protocol running on the LSR to do the
label distribution. The implementation for distance vector routing protocols (such as EIGRP) is
straightforward, because each router originates a prefix from its routing table. The router then just
binds a label to that prefix.

Link state routing protocols (such as IS-IS and OSPF) do not function in this way. Each router
originates link state updates that are then forwarded unchanged by all routers inside one area. The
problem is that for MPLS to work, each router needs to distribute a label for each IGP prefix—
even the routers that are not originators of that prefix. Link state routing protocols need to be
enhanced in an intrusive way to be able to do this. The fact that a router needs to advertise a label
for a prefix it does not originate is counterintuitive to the way link state routing protocols work
anyway. Therefore, for link state routing protocols, a separate protocol is preferred to distribute
the labels.

None of the IGPs has been changed to deploy the first method. However, BGP is a routing protocol
that can carry prefixes and distribute labels at the same time. However, BGP is not an IGP; it is
used to carry external prefixes. BGP is used primarily for label distribution in MPLS VPN
networks; you can read about it in Chapter 7.

Running a Separate Protocol for Label Distribution

The second method—running a separate protocol for label distribution—has the advantage of
being routing protocol independent. Whatever the IP routing protocol is, whether it is capable of
distributing labels or not, a separate protocol distributes the labels and lets the routing protocol
distribute the prefixes. The disadvantage of this method is that a new protocol is needed on the
LSRs.

The choice of all router vendors was to have a new label distribution protocol distribute the labels
for IGP prefixes. This is the Label Distribution Protocol (LDP). LDP, however, is not the only
protocol that can distribute MPLS labels.

Several varieties of protocols distribute labels:

m  Tag Distribution Protocol (TDP)
m Label Distribution Protocol (LDP)

m  Resource Reservation Protocol (RSVP)
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TDP, which predates LDP, was the first protocol for label distribution developed and implemented
by Cisco. However, TDP is proprietary to Cisco. The IETF later formalized LDP. LDP and TDP
are similar in the way they operate, but LDP has more functionality than TDP. With the widespread
availability of LDP in general-deployment Cisco IOS releases, TDP was quickly replaced by LDP.
The result is that TDP is becoming obsolete. Therefore, the remainder of this book refers to LDP
only.

Label distribution by RSVP is used for MPLS TE only. Refer to Chapter 8 for more information
about MPLS TE and to find out how RSVP does the label distribution. LDP is explained in detail
in Chapter 4, “Label Distribution Protocol.”

Label Distribution with LDP

For every IGP IP prefix in its IP routing table, each LSR creates a local binding—that is, it binds
a label to the IPv4 prefix. The LSR then distributes this binding to all its LDP neighbors. These
received bindings become remote bindings. The neighbors then store these remote and local
bindings in a special table, the label information base (LIB). Each LSR has only one local binding
per prefix, at least when the label space is per platform. If the label space is per interface, one local
label binding can exist per prefix per interface. Therefore, you can have one label per prefix or one
label per prefix per interface, but the LSR gets more than one remote binding because it usually
has more than one adjacent LSR.

NOTE The difference between per-platform and per-interface label space is explained in the
later section “MPLS Label Spaces.”

Out of all the remote bindings for one prefix, the LSR needs to pick only one and use that one to
determine the outgoing label for that IP prefix. The routing table (sometimes called the routing
instance base, or RIB) determines what the next hop of the IPv4 prefix is. The LSR chooses the
remote binding received from the downstream LSR, which is the next hop in the routing table for
that prefix. It uses this information to set up its label forwarding information base (LFIB) where
the label from the local binding serves as the incoming label and the label from the one remote
binding chosen via the routing table serves as the outgoing label. Therefore, when an LSR receives
a labeled packet, it is now capable of swapping the incoming label it assigned, with the outgoing
label assigned by the adjacent next-hop LSR. Figure 2-8 shows the advertisement by LDP of the
bindings between the LSRs for the IPv4 prefix 10.0.0.0/8. Each LSR allocates one label per [Pv4
prefix. The local binding is this one prefix and its associated label.
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Figure 2-8 An IPv4-over-MPLS Network Running LDP
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Figure 2-9 shows the IPv4 packet—destined for 10.0.0.0/8—entering the MPLS network on the
ingress LSR, where it is imposed with the label 129 and switched toward the next LSR. The second
LSR swaps the incoming label 129 with the outgoing label 17 and forwards the packet toward the
third LSR. The third LSR swaps the incoming label 17 with the outgoing label 33 and forwards
the packet to the next LSR and so on.

Figure 2-9 An IPv4-over-MPLS Network Running LDP: Packet Switching

Label 129

Label 17

Label 33

IPv4 Packet

IPv4 Packet

IPv4 Packet

IPv4 Packet

S
N
| 1-/<'

Ingress

LSR

’\_}C\
7
l 1-/('

LSR

'\.}C\
%
=J

s
7
l 1-/('

NOTE In Cisco IOS, LDP does not bind labels to BGP IPv4 prefixes.

Label Forwarding Instance Base

The LFIB is the table used to forward labeled packets. It is populated with the incoming and
outgoing labels for the LSPs. The incoming label is the label from the local binding on the
particular LSR. The outgoing label is the label from the remote binding chosen by the LSR from
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all possible remote bindings. All these remote bindings are found in the LIB. The LFIB chooses
only one of the possible outgoing labels from all the possible remote bindings in the LIB and
installs it in the LFIB. The remote label chosen depends on which path is the best path found in
the routing table.

In the example of IPv4-over-MPLS, the label is bound to an IPv4 prefix. However, the LFIB can
be populated with labels that LDP does not assign. In the case of MPLS traffic engineering, the
labels are distributed by RSVP. In the case of MPLS VPN, the VPN label is distributed by BGP.
In any case, the LFIB is always used to forward an incoming labeled packet.

MPLS Payload

The MPLS label has no Network Level Protocol identifier field. This field is present in all Layer
2 frames to indicate what the Layer 3 protocol is. How does the LSR know what the protocol is
behind the label stack? Or, in other words, how does the LSR know what the MPLS payload is?
Most LSRs do not need to know, because they will receive a labeled packet, swap the top label,
and send the packet on the outgoing link. This is the case for intermediate LSRs or P routers.

Intermediate LSRs do not need to know what the MPLS payload is because all the information
needed to switch the packet is known by looking at the top label only. If the label stack consists of
more than one label, the labels below the top label might not be assigned by the LSR and thus the
intermediate LSR might have no knowledge what they are. Furthermore, the LSR might not know
what the transported MPLS payload is. Because intermediate LSRs look only at the top label to
make a forwarding decision, this is not a problem. For the forwarding based on the top label to be
correct, the intermediate LSR must have a local and remote binding for the top label.

An egress LSR that is removing all labels on top of the packet must know what the MPLS payload
is, because it must forward the MPLS payload further on. The egress LSR must know what value
to use for the Network Level Protocol identifier field in the outgoing frame. That egress LSR is the
one that made the local binding, which means that that LSR assigned a local label to that FEC, and
it is that label that is used as an incoming label on the packet. Therefore, the egress LSR knows
what the MPLS payload is by looking at the label, because it is the egress LSR that created the
label binding for that FEC, and it knows what that FEC is.

MPLS Label Spaces

In Figure 2-10, LSR A can advertise label L1 for FEC 1 to LSR B and label L1 for FEC 2 to LSR
C, but only if LSR A can later distinguish from which LSR the packet with label L1 was received.
In the case that LSR B and LSR C are directly connected to LSR A via point-to-point links, this
can easily be achieved by the MPLS implementation on the LSR. The fact that the label L1 is only
unique per interface lends its name to this label scope: per-interface label space. If per-interface
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label space is used, the packet is not forwarded solely based on the label, but based on both the

incoming interface and the label.

Figure 2-10 Per-Interface Label Space
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The other possibility is that the label is not unique per interface, but over the LSR assigning the
label. This is called per-platform label space. In that case, LSR A distributes FEC 1 with label L1
to LSRs B and C, as you can see in Figure 2-11. When LSR A distributes a label for FEC 2, this
label must be a different label than label L1. If per-platform label space is used, the packet is
forwarded solely based on the label, independently from the incoming interface.

Figure 2-11  Per-Platform Label Space
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In Cisco 10S, all Label Switching Controlled-ATM (LC-ATM) interfaces have a per-interface
label space, whereas all ATM frame-based and non-ATM interfaces have a per-platform label

space. Refer to Chapter 5 for more details on LC-ATM interfaces.
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Different MPLS Modes

An LSR can use different modes when distributing labels to other LSRs. This section covers three
distinct modes, as follows:

m Label distribution mode
m  Label retention mode
m  LSP control mode

Each mode has its own characteristics. This section explains the advantages of each.

Label Distribution Modes
The MPLS architecture has two modes to distribute label bindings:

m  Downstream-on-Demand (DoD) label distribution mode
m  Unsolicited Downstream (UD) label distribution mode

In the DoD mode, each LSR requests its next-hop (that is, downstream) LSR on an LSP, a label
binding for that FEC. Each LSR receives one binding per FEC only from its downstream LSR on
that FEC. The downstream LSR is the next-hop router indicated by the IP routing table.

In the UD mode, each LSR distributes a binding to its adjacent LSRs, without those LSRs
requesting a label. In the UD mode, an LSR receives a remote label binding from each
adjacent LSR.

In the case of DoD, the LIB shows only one remote binding, whereas in the case of UD, you are
likely to see more than one. The label distribution mode used depends on the interface and the
implementation. In Cisco IOS, all interfaces—except LC-ATM interfaces—use the UD label
distribution mode. All LC-ATM interfaces use the DoD label distribution mode.

Label Retention Modes

Two label retention modes are possible:

m Liberal Label Retention (LLR) mode
m  Conservative Label Retention (CLR) mode

In LLR mode, an LSR keeps all received remote bindings in the LIB. One of these bindings is the
remote binding received from the downstream or next hop for that FEC. The label from that remote
binding is used in the LFIB, but none of the labels from the other remote bindings are put in the
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LFIB; therefore, not all are used to forward packets. Why keep the labels around that are not used?
Routing is dynamic in a network. At any time, the routing topology can change—for example, due
to a link going down or a router being removed—therefore, the next-hop router for a particular
FEC can change. At that time, the label for the new next-hop router is already in the LIB and the
LFIB can be quickly updated with the new outgoing label.

The second label retention mode is CLR mode. An LSR that is running this mode does not store
all remote bindings in the LIB, but it stores only the remote binding that is associated with the
next-hop LSR for a particular FEC.

In short, the LLR mode gives you quicker adaptation to routing changes, whereas CLR mode gives
you fewer labels to store and a better usage of the available memory on the router. In Cisco 10S,
the retention mode for LC-ATM interfaces is the CLR mode. It is the LLR mode for all other types
of interfaces.

LSP Control Modes

LSRs can create a local binding for a FEC in two ways:

m Independent LSP Control mode
m  Ordered LSP Control mode

The LSR can create a local binding for a FEC independently from the other LSRs. This is called
Independent LSP Control mode. In this control mode, each LSR creates a local binding for a
particular FEC as soon as it recognizes the FEC. Usually, this means that the prefix for the FEC is
in its routing table.

In Ordered LSP Control mode, an LSR only creates a local binding for a FEC if it recognizes that
it is the egress LSR for the FEC or if the LSR has received a label binding from the next hop for
this FEC.

The disadvantage of Independent LSP Control is that some LSRs begin to label switch packets
before the complete LSP is set up end to end; therefore, the packet is not forwarded in the manner
it should be. If the LSP is not completely set up, the packet might not receive the correct
forwarding treatment everywhere or it might even be dropped. As an example for both control
methods, you can look at LDP as the distribution method for label bindings of IGP prefixes. If the
LSR were running in Independent LSP Control mode, it would assign a local binding for each IGP
prefix in the routing table. If the LSR were running in Ordered LSP Control mode, this LSR would
only assign a local label binding for the IGP prefixes that are marked as connected in its routing
table and also for the IGP prefixes for which it has already received a label binding from the next-
hop router (as noted in the routing table). Cisco IOS uses Independent LSP Control mode. ATM
switches that are running Cisco IOS use Ordered LSP Control mode by default.
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Summary

In this chapter, you have seen what a label is and that labels can be stacked in a label stack. The
label stack sits in front of the transported packet. If the transported packet is an IP packet, the label
stack is behind the Layer 2 header but before the IP header.

You have seen how the labels are switched at each LSR in the MPLS network, thus providing label
switching. An ordered sequence of LSRs is a label switched path (LSP). A Forwarding
Equivalence Class (FEC) is a group or flow of packets that receive the same forwarding treatment
throughout the MPLS network. The FEC is thus determined by the label stack and the EXP bits in
the label. A distribution protocol is needed to distribute the labels between LSRs in the MPLS
network.

This chapter briefly explained the difference between the label information base (LIB) and the
label forwarding information base (LFIB) and what they are used for. The LIB is the table that
stores the label bindings, whereas the LFIB is the lookup table that forwards labeled packets.

This chapter explained the different MPLS modes: Unsolicited Downstream (UD) and
Downstream-on-Demand (DoD) label distribution, Liberal Label Retention (LLR) and
Conservative Label Retention (CLR), and finally, Independent LSP Control and Ordered LSP
Control.

Chapter Review Questions

1. Name the four fields that are part of a label.

2. How many labels can reside in a label stack?

3. In which layer does MPLS fit in the OSI reference model?
4. Which table does an LSR use to forward labeled packets?
5

What type of interfaces in Cisco IOS uses the Downstream-on-Demand label distribution
mode and the per-interface label space?

6. Why does the MPLS label have a Time To Live (TTL) field?



This page intentionally left blank



What You Will Learn

After completing this chapter, you will be
able to do the following:

Explain how labeled packets are
forwarded

Name the reserved MPLS labels and
know what they are used for

Determine the importance of MPLS
MTU in MPLS networks

Explain what happens to labeled packets
that have TTL expiring

Explain what happens with labeled
packets that need to be fragmented



CHAPTER 3

Forwarding Labeled Packets

Chapter 2, “MPLS Architecture,” focused on what an MPLS label is and how it is used. This
chapter specifically focuses on how labeled packets are forwarded. Forwarding labeled packets
is quite different from forwarding IP packets. Not only is the IP lookup replaced with a lookup
of the label in the label forwarding information base (LFIB), but different label operations are
also possible. These operations refer to the pop, push, and swap operations of MPLS labels in
the label stack.

When reading this chapter, note the existence of the reserved MPLS labels that have a special
function. These reserved labels are already introduced here, because they are mentioned
throughout the book.

Forwarding of Labeled Packets

This section looks at how labeled packets are forwarded in MPLS networks, how forwarding
labeled packets is different from forwarding IP packets, how labeled packets are load-balanced,
and what a label switching router (LSR) does with a packet with an unknown label.

Label Operation
The possible label operations are swap, push, and pop. Look at Figure 3-1 to see the possible
operations on labels.
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Figure 3-1 Operations on Labels
SWAP PUSH

POP
| 16 | | 16
IP IP
o

By looking at the top label of the received labeled packet and the corresponding entry in the LFIB,
the LSR knows how to forward the packet. The LSR determines what label operation needs to be
performed—swap, push, or pop—and what the next hop is to which the packet needs to be
forwarded. The swap operation means that the top label in the label stack is replaced with another,
and the push operation means that the top label is replaced with another and then one or more
additional labels are pushed onto the label stack. The pop operation means that the top label is
removed.

NOTE The LSR sees the 20-bit field in the top label, looks up this value in the LFIB, and tries
to match it with a value in the local labels list.

IP Lookup Versus Label Lookup

When a router receives an IP packet, the lookup done is an IP lookup. In Cisco 10S, this means
that the packet is looked up in the CEF table. When a router receives a labeled packet, the lookup
is done in the LFIB of the router. The router knows that it receives a labeled packet or an IP packet
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by looking at the protocol field in the Layer 2 header. If a packet is forwarded by either Cisco
Express Forwarding (CEF) (IP lookup) or by LFIB (label lookup), the packet can leave the router
either labeled or unlabeled. Look at Figure 3-2 to see the difference between a lookup in the CEF
table and in the LFIB.

Figure 3-2 CEF or LFIB Lookup
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If an ingress LSR receives an IP packet and forwards it as labeled, it is called the IP-to-label
forwarding case. If an LSR receives a labeled packet, it can strip off the labels and forward it as
an IP packet, or it can forward it as a labeled packet. The first case is referred to as the label-to-IP
forwarding case; the second is referred to as the label-to-label forwarding case.

NOTE For more information on CEF and its interaction with MPLS, refer to Chapter 6,
“Cisco Express Forwarding.”

Example 3-1 shows an IP-to-label forwarding case—that is, the forwarding of an IP packet by the
CEF table.

Example 3-1 Example of an Entry in the CEF table

lactometer#show ip cef 10.200.254.4
10.200.254.4/32, version 44, epoch 0, cached adjacency 10.200.200.2
0 packets, 0 bytes

tag information set, all rewrites owned .
continues



46 Chapter 3: Forwarding Labeled Packets

Example 3-1 Example of an Entry in the CEF table (Continued)

local tag: 20

fast tag rewrite with Et0/0/0, 10.200.200.2, tags imposed {18}
via 10.200.200.2, Ethernet@/0/0, @ dependencies
next hop 10.200.200.2, Ethernet0/0/0
valid cached adjacency

tag rewrite with Et0/0/0,

10.200.200.2, tags imposed {18}

IP packets that enter the LSR destined for 10.200.254.4/32 go out on interface Ethernet0/0/0 after
being imposed with the label 18. The next hop of this packet is 10.200.200.2. The IP-to-label
forwarding is done at the imposing LSR. In Cisco I0S, CEF switching is the only IP switching
mode that you can use to label packets. Other IP switching modes, such as fast switching, cannot
be used, because the fast switching cache does not hold information on labels. Because CEF
switching is the only IP switching mode that is supported in conjunction with MPLS, you must

turn on CEF when you enable MPLS on the router.

In Example 3-2, you can see an extract from the LFIB, by issuing the command show mpls
forwarding-table.

Example 3-2 Extract of the LFIB

tag
16
17
18
19
20
21
22
24

tag or VC
Untagged
16

Pop tag
Pop tag
18

Pop tag
17
Untagged

Prefix

or Tunnel I
10.1.1.0/24
10.200.202.
10.200.203.
10.200.201
10.200.254.
10.200.254.
10.200.254.
l2ckt(100)

lactometer#show mpls forwarding-table
Local Outgoing

d

0/24
0/24

.0/24

4/32
2/32
3/32

Bytes tag
switched

0
0
0
0
0
0
0

4771050

Outgoing
interface
Et0/0/0
Et0/0/0
Et0/0/0
Et0/0/0
Et0/0/0
Et0/0/0
Et0/0/0
Fa9/0/0

Next Hop

10.200.200.
10.200.200.
10.200.200.
10.200.200.
10.200.200.
10.200.200.
10.200.200.
point2point

NI \CREN \CRE \C R \C T \CI V)

The local label (or tag) is the label that this LSR assigns and distributes to the other LSRs. As such,
this LSR expects labeled packets to come to it with these labels as the top ones in the label stack.
If this LSR were to receive a labeled packet with the top label 22, it would swap the label with

label 17 and then forward it on the Ethernet0/0/0 interface. This is an example of the label-to-label
forwarding case.
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If this LSR receives a packet with top label 16, it removes all labels and forwards the packet as an
IP packet, because the outgoing label (tag) is Untagged. This is an example of the label-to-IP case.
If the LSR receives a packet with top label 18, it removes the top label (pop one label) and
forwards the packet as a labeled packet or as an IP packet. You can see in this output some
examples of the swap and pop operation. Example 3-3 shows an example of a push operation. The
incoming label 23 is swapped with label 20, and label 16 is pushed onto label 20.

Example 3-3 Example of Show MPLS Forwarding-Table (Detail)

lactometer#show mpls forwarding-table 10.200.254.4

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface

23 16 [T] 10.200.254.4/32 0 Tui point2point
[T] Forwarding through a TSP tunnel.

View additional tagging info with the 'detail' option

lactometer#show mpls forwarding-table 10.200.254.4 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
23 16 10.200.254.4/32 0 Tul point2point

MAC/Encaps=14/22, MRU=1496, Tag Stack{20 16}, via Et0/0/0
00604700881D00024A4008008847 0001400000010000
No output feature configured

To see all the labels that change on an already labeled packet, you must use the show mpls
forwarding-table [network {mask | length}] [detail] command. In Example 3-3, you can see the
difference between the output of this command with and without the detail keyword. If the detail
keyword is specified, you can see all the labels that change in the label stack. From left to right
between { }, you see the first label, which is the swapped label (20), and then the pushed label (16)
onto the swapped label. Without the detail keyword, you see only the pushed label (16).

The aggregate operation remains. When you perform an aggregation (or summarization) on an
LSR, it advertises a specific label for the aggregated prefix, but the outgoing label in the LFIB
shows “Aggregate.” Because this LSR is aggregating a range of prefixes, it cannot forward an
incoming labeled packet by label-swapping the top label. The outgoing label entry showing
“Aggregate” means that the aggregating LSR needs to remove the label of the incoming packet
and must do an IP lookup to determine the more specific prefix to use for forwarding this IP
packet. Example 3-4 shows an entry in the LFIB on an egress PE router in an MPLS VPN network.
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The egress LSR receiving a packet with label 23 would remove that label and perform an IP lookup
on the destination IP address in the IP header.

Example 3-4 Example of an Entry in the LFIB for an MPLS VPN Prefix

singularity#show mpls forwarding-tablevrf cust-one

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface

23 Aggregate 10.10.1.0/24[V] 0

You know now how the labeled packet is forwarded to a specific next hop after a label operation.
The CEF adjacency table, however, determines the outgoing data link encapsulation. The
adjacency table provides the necessary Layer 2 information to forward the packet to the next-hop
LSR. This is explained in greater detail in Chapter 6.

Example 3-5 shows an adjacency table on an LSR. The adjacency table holds the Layer 2
information needed to switch out a frame on the outgoing data link.

Example 3-5 Example of an Adjacency Table

lactometer#show adjacency detail

Protocol Interface Address

IP Ethernet0/0/0 10.200.200.2(13)
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 4
Encap length 14
00604700881D00024A4008000800

ARP

TAG Ethernet0/0/0 10.200.200.2(9)
231 packets, 22062 bytes
epoch 0

sourced in sev-epoch 4
Encap length 14
00604700881D00024A4008008847
ARP

IP Serial®/1/0 point2point(10)
258 packets, 35612 bytes
epoch @
sourced in sev-epoch 4
Encap length 4
0F000800
P2P -ADJ




Example 3-5 Example of an Adjacency Table (Continued)

TAG Serialo/1/0
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point2point(5)
0 packets, 0 bytes

epoch 0@

sourced in sev-epoch 4

Encap length 4

0F008847
P2P -ADJ

To recap the label operations:

m  Pop—The top label is removed. The packet is forwarded with the remaining label stack or as

an unlabeled packet.

m  Swap—The top label is removed and replaced with a new label.

m  Push—The top label is replaced with a new label (swapped), and one or more labels are added
(pushed) on top of the swapped label.

m  Untagged/No Label—The stack is removed, and the packet is forwarded unlabeled.

m  Aggregate—The label stack is removed, and an IP lookup is done on the IP packet.

Load Balancing Labeled Packets

If multiple equal-cost paths exist for an IPv4 prefix, the Cisco IOS can load-balance labeled
packets, as illustrated in the Cisco IOS output of Example 3-6. You can see that the incoming/local
labels 17 and 18 have two outgoing interfaces. If labeled packets are load-balanced, they can have
the same outgoing labels, but they can also be different. The outgoing labels are the same if the
two links are between a pair of routers and both links belong to the platform label space. If
multiple next-hop LSRs exist, the outgoing label for each path is usually different, because the
next-hop LSRs assign labels independently.

Example 3-6 Example of Load Balancing Labeled Packets

horizon#show mpls forwarding-table

Local Outgoing Prefix

tag tag or VC or Tunnel Id

17 Pop tag 10.200.254.3/32
Pop tag 10.200.254.3/32

18 16 10.200.254.4/32
16 10.200.254.4/32

Bytes tag
switched
252

0
10431273
238

Outgoing
interface
Et1/3
Et1/2
Et1/2
Et1/3

Next Hop

10.200.203.2
10.200.201.2
10.200.201.2
10.200.203.2
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If a prefix is reachable via a mix of labeled and unlabeled (IP) paths, Cisco IOS does not consider
the unlabeled paths for load-balancing labeled packets. That is because in some cases, the traffic
going over the unlabeled path does not reach its destination. In the case of plain IPv4-over-MPLS
(MPLS running on an IPv4 network), the packets reach the destination even if they become
unlabeled. The packets become unlabeled at the link where MPLS is not enabled, and become
labeled again at the next link where MPLS is enabled. At the place where the packets become
unlabeled, an IP lookup has to occur. Because the network is running IPv4 everywhere, it should
be able to deliver the packet to its destination without a label. However, in some scenarios, as with
MPLS VPN or Any Transport over MPLS (AToM), a packet that becomes unlabeled in the MPLS
network at a certain link does not make it to its final destination.

In the example of MPLS VPN, the MPLS payload is an IPv4 packet, but the P routers do not
normally have the VPN routing tables, so they cannot route the packet to its destination. In the case
of AToM, the MPLS payload is a Layer 2 frame; therefore, if the packet loses its label stack on a
P router, the P router does not have the Layer 2 forwarding tables present to forward the frame
further. This is why in an MPLS network labeled packets are not load-balanced over an IP and a
labeled path. In general, the intelligence to forward the MPLS payload is on the edge LSRs (or
PEs) only. Therefore, a P router cannot—in most cases—forward a packet that becomes unlabeled.

Example 3-7 shows load balancing via two labeled paths. Then Label Distribution Protocol (LDP)
is disabled over one of the two outgoing links, and that link is removed as a next hop in the LFIB.
The command no mpls ip on an interface disables LDP on that interface.

Example 3-7 Changing One Path to Unlabeled

horizon#show mpls forwarding-table 10.200.254.4

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC or Tunnel Id switched interface

18 18 10.200.254.4/32 56818 Et1/2 10.200.201.2
18 10.200.254.4/32 160 Et1/3 10.200.203.2

horizon#conf t

Enter configuration commands, one per line. End with CNTL/Z.
horizon(config)#interface ethernet 1/3

horizon(config-if)#no mpls ip

horizon(config-if)#"Z

horizon#horizon#show mpls forwarding-table 10.200.254.4

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC or Tunnel Id switched interface

18 18 10.200.254.4/32 57270 Et1/2 10.200.201.2
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Unknown Label
In normal operation, an LSR should receive only a labeled packet with a label at the top of the
stack that is known to the LSR, because the LSR should have previously advertised that label.
However, it is possible for something to go wrong in the MPLS network and the LSR to start
receiving labeled packets with a top label that the LSR does not find in its LFIB. The LSR can
theoretically try two things: strip off the labels and try to forward the packet, or drop the packet.
The Cisco LSR drops the packet. This is the right thing to do, because this LSR did not assign the
top label, and it does not know what kind of packet is behind the label stack. Is it an IPv4, IPv6
packet, a Layer 2 frame, or something else? The LSR can try to figure that out by performing an
inspection of the MPLS payload. But then the same problem as described in the previous section
occurs: The LSR on which the packet or frame becomes unlabeled is likely not able to look up the
destination of the packet or frame. Even if the LSR tries to forward the packet, it is not guaranteed
that the packet will not get dropped at a router downstream. The only right thing to do is to drop
an incoming packet with an unknown top label.

Reserved Labels

Labels O through 15 are reserved labels. An LSR cannot use them in the normal case for
forwarding packets. An LSR assigns a specific function to each of these labels. Label 0 is the
explicit NULL label, whereas label 3 is the implicit NULL label. Label 1 is the router alert label,
whereas label 14 is the OAM alert label. The other reserved labels between 0 and 15 have not been
assigned yet.

Implicit NULL Label
The implicit NULL label is the label that has a value of 3. An egress LSR assigns the implicit
NULL label to a FEC if it does not want to assign a label to that FEC, thus requesting the upstream
LSR to perform a pop operation. In the case of a plain IPv4-over-MPLS network, such as an IPv4
network in which LDP distributes labels between the LSRs, the egress LSR—running Cisco
[0S—assigns the implicit NULL label to its connected and summarized prefixes. The benefit of
this is that if the egress LSR were to assign a label for these FECs, it would receive the packets
with one label on top of it. It would then have to do two lookups. First, it would have to look up
the label in the LFIB, just to figure out that the label needs to be removed; then it would have to
perform an IP lookup. These are two lookups, and the first is unnecessary.

The solution for this double lookup is to have the egress LSR signal the last but one (or
penultimate) LSR in the label switched path (LSP) to send the packets without a label. The egress
LSR signals the penultimate LSR to use implicit NULL by not sending a regular label, but by
sending the special label with value 3. The result is that the egress LSR receives an IP packet and
only needs to perform an IP lookup to be able to forward the packet. This enhances the
performance on the egress LSR.
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The use of implicit NULL at the end of an LSP is called penultimate hop popping (PHP). The
LFIB entry for the LSP on the PHP router shows a “Pop Label” as the outgoing label. Figure 3-3
shows penultimate hop popping.

Figure 3-3 Penultimate Hop Popping
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NOTE PHP is the default mode in Cisco IOS. In the case of IPv4-over-MPLS, Cisco IOS only
advertises the implicit NULL label for directly connected routes and summarized routes.

The use of implicit NULL is widespread and not confined only to the example in Figure 3-3. It
could be that the packets have two or three or more labels in the label stack. Then the implicit
NULL label used at the egress LSR would signal the penultimate hop router to pop one label and
send the labeled packet with one label less to the egress LSR. Then the egress LSR does not have
to perform two label lookups. The use of the implicit NULL label does not mean that all labels of
the label stack must be removed. Only one label is popped off. In any case, the use of the implicit
NULL label prevents the egress LSR from having to perform two lookups. Although the label
value 3 signals the use of the implicit NULL label, the label 3 will never be seen as a label in the
label stack of an MPLS packet. That is why it is called the implicit NULL label.
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Explicit NULL Label

The use of implicit NULL adds efficiency when forwarding packets. However, it has one
downside: The packet is forwarded with one label less than it was received by the penultimate LSR
or unlabeled if it was received with only one label. Besides the label value, the label also holds the
Experimental (EXP) bits. When a label is removed, the EXP bits are also removed. Because the
EXP bits are exclusively used for quality of service (QoS), the QoS part of the packet is lost when
the top label is removed. In some cases, you might want to keep this QoS information and have it
delivered to the egress LSR. Implicit NULL cannot be used in that case.

The explicit NULL label is the solution to this problem, because the egress LSR signals the IPv4
explicit NULL label (value 0) to the penultimate hop router. The egress LSR then receives labeled
packets with a label of value O as the top label. The LSR cannot forward the packet by looking up
the value O in the LFIB because it can be assigned to multiple FECs. The LSR just removes the
explicit NULL label. After the LSR removes the explicit NULL label, another lookup has to occur,
but the advantage is that the router can derive the QoS information of the received packet by
looking at the EXP bits of the explicit NULL label.

NOTE The explicit NULL label for IPv6 has the value 2.

You can copy the EXP bits value to the precedence or DiffServ bits when performing PHP and
thus preserve the QoS information. Or, if the label stack has multiple labels and the top label is
popped off, you can copy the EXP bits value to the EXP field of the new top label. However,
Chapter 12, “MPLS and Quality of Service,” gives you two examples where this is not wanted;
thus, the use of the explicit NULL label is warranted.

Router Alert Label
The Router Alert label is the one with value 1. This label can be present anywhere in the label stack
except at the bottom. When the Router Alert label is the top label, it alerts the LSR that the packet
needs a closer look. Therefore, the packet is not forwarded in hardware, but it is looked at by a
software process. When the packet is forwarded, the label 1 is removed. Then a lookup of the next
label in the label stack is performed in the LFIB to decide where the packet needs to be switched
to. Next, a label action (pop, swap, push) is performed, the label 1 is pushed back on top of the
label stack, and the packet is forwarded. Refer to Chapter 14, “MPLS Operation and
Maintenance,” for more details on the Router Alert label.
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Example 3-8 shows the output of debug mpls packet on a router for a labeled packet with the
Router Alert label on it.

Example 3-8 Debug MPLS Packet Showing Label 1

00:39:14: MPLS: Et1/1: recvd: CoS=6, TTL=255, Label(s)=1/21
00:39:14: MPLS: Et1/3: xmit: CoS=6, TTL=254, Label(s)=1/18

00:38:13: MPLS turbo: Se4/0: rx: Len 76 Stack {1 6 255} {20 6 255} - ipv4 data
00:38:13: MPLS les: Se4/0: rx: Len 76 Stack {1 6 255} {20 6 255} - ipv4 data

Example 3-8 shows two possible formats in the output. Both formats have the labels sorted from
left to right or topmost label to bottommost label. The first format is the old format, with the slash
separating the labels. The second format is the new format with the {label EXP TTL} format.

OAM Alert Label

The label with value 14 is the Operation and Maintenance (OAM) Alert label as described by the
ITU-T Recommendation Y.1711 and RFC 3429. OAM is basically used for failure detection,
localization, and performance monitoring. This label differentiates OAM packets from normal
user data packets. Cisco IOS does not use label 14. It does perform MPLS OAM, but not by using
label 14. Chapter 14 covers MPLS OAM in greater detail.

Unreserved Labels

Except for the reserved labels of O through 15, you can use all the label values for normal packet
forwarding. Because the label value has 20 bits, the labels from 16 through 1,048,575 (220 —1)are
used for normal packet forwarding. In Cisco 1OS, the default range is 16 through 100,000. This is
more than enough for labeling all the IGP prefixes you have, but if you want to label the BGP
prefixes, this number might be insufficient. You can change the label range with the mpls label
range min max command. Example 3-9 shows how to change the default mpls label range.

Example 3-9 Changing the MPLS Label Range

event#show mpls label range
Downstream Generic label region: Min/Max label: 16/100000

event#conf t
Enter configuration commands, one per line. End with CNTL/Z.
event(config)#mpls label range ?
<16-1048575> Minimum label value
event(config)#mpls label range 16 ?
<16-1048575> Maximum label value
event(config)#mpls label range 16 1048575

event#show mpls label range
Downstream Generic label region: Min/Max label: 16/1048575
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TTL Behavior of Labeled Packets

Time To Live (TTL) is a well-known mechanism thanks to IP. In the IP header is a field of 8 bits
that signifies the time that a packet still has before its life ends and is dropped. When an IP packet
is sent, its TTL is usually 255 and is then decremented by 1 at each hop. If the TTL reaches 0, the
packet is dropped. In such a case, the router that dropped the IP packet for which the TTL reached
0 sends an Internet Control Message Protocol (ICMP) message type 11 and code O (time
exceeded) to the originator of the IP packet.

With the introduction of MPLS, labels are added to IP packets. This calls for a mechanism in which
the TTL is propagated from the IP header into the label stack and vice versa. This ensures that
packets do not live forever when entering and leaving the MPLS cloud, if there is a routing loop.

TTL Behavior in the Case of IP-to-Label or Label-to-IP
In MPLS, the usage of the TTL field in the label is the same as the TTL in the IP header. When an
IP packet enters the MPLS cloud—such as on the ingress LSR—the IP TTL value is copied (after
being decremented by 1) to the MPLS TTL values of the pushed label(s). At the egress LSR, the label
is removed, and the IP header is exposed again. The IP TTL value is copied from the MPLS TTL
value in the received top label after decrementing it by 1. In Cisco IOS, however, a safeguard guards
against possible routing loops by not copying the MPLS TTL to the IP TTL if the MPLS TTL is
greater than the IP TTL of the received labeled packet. If the MPLS TTL would be copied to the IP
header, the smaller IP TLL value would be overwritten by a newer but higher value. If the IP packet
would be injected into the MPLS cloud again—such as the result of a routing loop—the packet could
live forever because the TTL would never reach 0. Figure 3-4 shows the default behavior of copying
or propagating the TTL between the IP header and the MPLS labels and vice versa.

Figure 3-4 Propagation Behavior of TTL Between IP Header and MPLS Labels
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TTL Behavior in the Case of Label-to-Label

If the operation that is performed on the labeled packet is a swap, the TTL of incoming label —1 is
copied to the swapped label. If the operation that is performed on the labeled packet is to push one
or more labels, the received MPLS TTL of the top label —1 is copied to the swapped label and all
pushed labels. If the operation is pop, the TTL of the incoming label —1 is copied to the newly
exposed label unless that value is greater than the TTL of the newly exposed label, in which case
the copy does not happen. Figure 3-5 shows examples of TTL propagation in the case of Label-
to-Label operation for a swap, push, and pop operation.

Figure 3-5 TTL Propagation in Label-to-Label Operation in the Case of a Swap, Push, and Pop Operation
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The intermediate LSR does not change the TTL field in underlying labels or the TTL field in the
IP header. An LSR only looks at or only changes the top label in the label stack of a packet.

NOTE The TTL behavior of labeled packets described here refers to the TTL operation in
Cisco IOS.
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TTL Expiration
When a labeled packet is received with a TTL of 1, the receiving LSR drops the packet and sends
an [CMP message “time exceeded” (type 11, code 0) to the originator of the IP packet. This is the
same behavior that a router would exhibit with an IP packet that had an expiring TTL. However,
the ICMP message is not immediately sent back to the originator of the packet because an interim
LSR might not have an IP path toward the source of the packet. The ICMP message is forwarded
along the LSP the original packet was following.

Figure 3-6 shows a router sending the ICMP message “time exceeded” to the originator of the
packet in the case of an IP network.

Figure 3-6 [ICMP “Time Exceeded” Sent Back by a Router in an IP Network

TTL Expired

TTL=2 TTL=1

ICMP ICMP
Time Time
Exceeded Exceeded
TTL =254 TTL =255

Figure 3-7 shows an LSR forwarding the ICMP “time exceeded” message along the LSP of the

original packet.
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Figure 3-7 ICMP “Time Exceeded” Sent by a Router in an MPLS Network
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The reason for this forwarding of the ICMP message along the LSP that the original packet with
the expiring TTL was following is that in some cases the LSR that is generating the ICMP message
has no knowledge of how to reach the originator of the original packet. Equally so, an intermediate
LSR closer to the originator of the packet might not have that knowledge. One such case is a
network with MPLS VPN. In this scenario, the P router does not have the knowledge to send back
the ICMP messages to the originator of the VPN packet, because the P router does not have a route
to directly return the ICMP message. (In general, the P routers do not hold the VPN routing tables.)
Hence, the P router builds the ICMP message and forwards the packet along the LSP, in the hope
that the ICMP message reaches a router at the end of the LSP that can return the packet to the
originating routing. In the case of MPLS VPN, the ICMP message is returned by the egress PE or
the CE that is attached to that PE, because these routers certainly have the route to correctly return
the packet.
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It is important that the P router—where the TTL expires—notes what the MPLS payload is. The
P router checks whether the payload is an IPv4 (or IPv6) packet. If it is, it can generate the ICMP
“time exceeded” message and forward it along the LSP. However, if the payload is not an IPv4 (or
IPv6) packet, the P router cannot generate the ICMP message. Therefore, the P router drops the
packet in all cases, except if it is an IPv4 (or IPv6) packet. A case in which the LSR drops a packet
with the TTL expiring is AToM. The MPLS payload in the case of AToM is a Layer 2 frame and
not an IP packet. Hence, if the TTL in the top label of an AToM packet expires at a P router, the
only action that the P router can undertake is to drop the packet, because an IP lookup is not
possible. The packet is also dropped if the payload is an IPv6 packet. However, if the P router runs
newer Cisco IOS code—which understands the IPv6 protocol—that router can generate the ICMP
IPv6 time exceeded packet. Whether the P router actually has an IPv6 route pointing to the
originator of the packet is irrelevant. This is so because the ICMP message is always forwarded
along the LSP of the packet with the expiring TTL.

NOTE Chapter 13, “Troubleshooting MPLS Networks,” has a more detailed description of
what happens when the TTL expires. Tracerouting—which relies on expiring TTL to function
properly—in an MPLS network is explained there, too.

MPLS MTU

Maximum transmission unit (MTU) is a well-known parameter in the IP world. It indicates the
maximum size of the IP packet that can still be sent on a data link, without fragmenting the packet.
Data links in MPLS networks also have a specific MTU, but for labeled packets. Take the case of
an IPv4 network implementing MPLS. All IPv4 packets have one or more labels. This does imply
that the labeled packets are slightly bigger than the IP packets, because for every label, four bytes
are added to the packet. So, if n is the number of labels, n * 4 bytes are added to the size of the
packet when the packet is labeled.

This section explains that an MPLS MTU parameter pertains to labeled packets. Furthermore, it
explains what giant and baby giant frames are and how to ensure that Ethernet switches can handle
them. Finally, a new parameter is introduced: MPLS Maximum Receive Unit. This parameter is
used in the LFIB to keep track of how big labeled packets can be and still be forwarded without
needing to fragment them.
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MPLS MTU Command

The interface MTU command in Cisco IOS specifies how big a Layer 3 packet can be without
having to fragment it when sending it on a data link. For the Ethernet encapsulation, for example,
MTU is by default set to 1500. However, when n labels are added, n * 4 bytes are added to an
already maximum sized IP packet of 1500 bytes. This would lead to the need to fragment the
packet.

Cisco IOS has the mpls mtu command that lets you specify how big a labeled packet can be on a
data link. If, for example, you know that all packets that are sent on the link have a maximum of
two labels and the MTU is 1500 bytes, you can set the MPLS MTU to 1508 (1500 + 2 * 4). Thus,
all labeled packets of size 1508 bytes (labels included) can be sent on the link without fragmenting
them. The default MPLS MTU value of a link equals the MTU value. Look at Example 3-10 to
see how you can change the MPLS MTU on an interface in Cisco IOS.

Example 3-10 Changing MPLS MTU

london#show mpls interfaces fastEthernet 2/6 detail
Interface FastEthernet2/6:

IP labeling enabled

LSP Tunnel labeling not enabled

BGP labeling not enabled

MPLS not operational

MTU = 1500
london#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
london(config)#interface FastEthernet2/6
london(config-if)#mpls mtu 1508
london(config-if)#"Z
london#
london#show mpls interfaces fastEthernet 2/6 detail
Interface FastEthernet2/6:

IP labeling enabled

LSP Tunnel labeling not enabled

BGP labeling not enabled

MPLS not operational

MTU = 1508

Giant and Baby Giant Frames
When a packet becomes labeled, the size increases slightly. If the IP packet was already at the
maximum size possible for a certain data link (full MTU), it becomes too big to be sent on that
data link because of the added labels. Therefore, the frame at Layer 2 becomes a giant frame.
Because the frame is only slightly bigger than the maximum allowed, it is called a baby giant
frame.
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Take the example of Ethernet: The payload can be a maximum of 1500 bytes. However, if the
packet is a maximum sized packet and labels are added, the packet becomes slightly too big to be
sent on the Ethernet link. It is possible to close one eye and allow frames that are bigger (perhaps
by just a few bytes) to be sent on the Ethernet link, even though it is not the correct thing according
to the Ethernet specifications, which say that such frames should be dropped. This is, of course,
possible only if the Ethernet hardware in the router and all switches in the Ethernet network
support receiving and sending baby giant frames.

On Ethernet data links on LSRs, you can set the MPLS MTU to 1508 bytes to allow IP packets
with a size of 1500 bytes with two labels to be received and forwarded. If, however, the hardware
of the router does not support this, or if an Ethernet switch exists in between, dropping baby giant
frames, you can lower the MPLS MTU parameter on the LSRs. When you set the MPLS MTU to
1500, all the IP packets with a size of 1492 bytes are still forwarded, because the size of the labeled
packet then becomes 1500 (1492 plus 8) bytes at Layer 3. However, all IP packets sized between
1493 through 1500 bytes (or more) are fragmented. Because of the performance impact of
fragmentation, you should use methods to avoid it, such as path MTU discovery.

NOTE In some Cisco IOS releases, you cannot configure the MPLS MTU to be bigger than
the interface MTU.

Giant Frames on Switches
You can also see giant and baby giant frames on Layer 2 switches because the maximum Ethernet
frame has increased by as many bytes as are in the label stack. Configuration might be needed on
the Ethernet switches to allow them to switch giant and baby giant frames. Example 3-11 shows
examples on how to enable jumbo Ethernet frames on an Ethernet switch.

Example 3-11 Allowing Jumbo Frames on Ethernet Switches

Cluster#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Cluster(config)#system jumbomtu ?

<1500-9216> Jumbo mtu size in Bytes, default is 9216

donquijote-msfc#conf t
Enter configuration commands, one per line. End with CNTL/Z.
donquijote-msfc(config)#int vlan 1
donquijote-msfc(config-if)#mtu ?

<64-9216> MTU size in bytes

Lander#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Lander(config)#system mtu ?

<1500-2000> MTU size in bytes
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MPLS Maximum Receive Unit

Maximum receive unit (MRU) is a parameter that Cisco IOS uses. It informs the LSR how big a
received labeled packet of a certain FEC can be that can still be forwarded out of this LSR without
fragmenting it. This value is actually a value per FEC (or prefix) and not just per interface. The
reason for this is that labels can be added to or removed from a packet on an LSR.

Think of the example of a router in which all the interfaces have an MTU of 1500 bytes. This means
that the biggest IP packet that can be received and transmitted on all interfaces is 1500 bytes. Imagine
that the packets can be labeled by adding a maximum of two labels. (Typically, MPLS VPN and
AToM networks label the packets respectively the frames with two labels.) Also assume that the
MPLS MTU is set to 1508 on all links to accommodate for the extra 8 bytes (2 times 4 bytes) for the
labels. A labeled packet that is transmitted on any of the links can now be 1508 bytes. If, however,
the operation on the incoming packet were POP, the packet could have been 4 bytes or 1 label bigger
(thus 1512 bytes) when it was received, because one label would have been popped off before
transmitting the packet. If the label operation were a push, however, and one label was added, the
incoming packet could only have been 1504 bytes, because 4 bytes or one label would have been
added—making the packet 1508 bytes—before switching the packet out.

As you can see, the label operation plays a role in determining the MRU. Because the label
operation is determined per FEC or prefix, the MRU can change per FEC or prefix. Notice how in
Example 3-12, the MRU changes per prefix according to the specific label operation performed on
the packets. The LFIB shows you the value of the MRU per prefix.

Example 3-12 Example of MRU

lactometer#show mpls forwarding-table 10.200.254.2 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
21 Pop tag 10.200.254.2/32 0 Eto/0/0 10.200.200.2

MAC/Encaps=14/14, MRU=1512, Tag Stack{}
00604700881D00024A4008008847
No output feature configured

lactometer#show mpls forwarding-table 10.200.254.3 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
19 17 10.200.254.3/32 0 Et0/0/0 10.200.200.2

MAC/Encaps=14/18, MRU=1508, Tag Stack{17}
00604700881D00024A4008008847 00011000
No output feature configured

lactometer#show mpls forwarding-table 10.200.254.4 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
20 18 10.200.254.4/32 [0} Tui point2point

MAC/Encaps=14/22, MRU=1504, Tag Stack{20 18}, via Et0/0/0
00604700881D00024A4008008847 0001400000012000
No output feature configured
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The MRU for the prefix 10.200.254.2/32 is 1512. The packet received can be 1512 bytes, because
one label is popped off before it is forwarded. The MRU for prefix 10.200.254.3/32 is 1508. The
size of the packet does not change, because only the top label is swapped. The MRU for prefix
10.200.254.4/32 is 1504. The packet received can be only 1504 bytes because one extra label is
pushed onto the label stack before the packet is forwarded; therefore, the packet size increases by
4 bytes. The “Tag Stack” shows that one label is pushed onto the label stack after the incoming
label is swapped.

Fragmentation of MPLS Packets

If an LSR receives a labeled packet that is too big to be sent out on a data link, the packet should
be fragmented. This is similar to fragmenting an IP packet. If a labeled packet is received and the
LSR notices that the outgoing MTU is not big enough for this packet, the LSR strips off the label
stack, fragments the IP packet, puts the label stack (after the pop, swap, or push operation) onto
all fragments, and forwards the fragments. Only if the IP header has the Don’t Fragment (DF) bit
set does the LSR not fragment the IP packet, but it drops the packet and returns an ICMP error
message “Fragmentation needed and do not fragment bit set” (ICMP type 3, code 4) to the
originator of the IP packet. As with the ICMP message “time exceeded” (type 11, code 0), which
is sent when the TTL expires of a labeled packet, the “Fragmentation needed and do not fragment
bit set” ICMP message is sent, using a label stack that is the outgoing label stack for the packet
that caused the ICMP message to be created. This means that the ICMP message travels further
down the LSP until it reaches the egress LSR of that LSP. Then it is returned to the originator of
the packet with the DF bit set.

In general, fragmentation causes a performance impact and should be avoided. A good method to
avoid fragmentation is using the Path MTU Discovery method as described in the next section.

Path MTU Discovery

One method to avoid fragmentation is Path MTU Discovery, which most modern IP hosts perform
automatically. In that case, the IP packets sent out have the “Don’t Fragment” (DF) bit set. When
a packet encounters a router that cannot forward the packet without fragmenting it, the router
notices that the DF bit is set, drops the packet, and sends an ICMP error message “Fragmentation
needed and do not fragment bit set” (ICMP type 3, code 4) to the originator of the IP packet. The
originator of the IP packet then lowers the size of the packet and retransmits the packet. If a
problem still exists, the host can lower the size of the packet again. This continues until no ICMP
message is received for the IP packet. The size of the last IP packet successfully sent is then used
as maximum packet size for all subsequent IP traffic between the specific source and destination;
hence, it is the MTU of the path.
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NOTE Path MTU Discovery is not guaranteed to work in all cases; sometimes the ICMP
message does not make it back to the originator. Possible causes for the ICMP message not
making it to the originator of the packet are firewalls, access lists, and routing problems.

Summary

In this chapter, you have learned how a packet is forwarded in an MPLS network. You have seen
that CEF can label an incoming IP packet. An incoming labeled packet is forwarded by looking
up the top label value in the LFIB and finding the label operation and next hop to forward the
packet to. You have learned that several specially reserved labels (implicit NULL label, explicit
NULL label, and Router Alert label) exist and what their function is. MPLS has its own MTU,
which is important because the labeled packet is slightly bigger than the unlabeled one. That is
because only a few labels add to the packet. You have seen that MPLS has a TTL field in the labels
that is used in the same way as it is used for IP packets, but there is a specific behavior in copying
the IP TTL to the label TTL fields and vice versa. Finally, you have seen that MPLS also supports
fragmenting labeled packets.

Chapter Review Questions
1.  What does the push operation do on a labeled packet?

2.  Which Cisco IOS command do you use to see what the swapped label is and which labels are
pushed onto a received packet for a certain prefix?

What does the outgoing label entry of “Aggregate” in the LFIB of a Cisco IOS LSR mean?
What label value signals the penultimate LSR to use penultimate hop popping (PHP)?

‘What are the value and the function of the Router Alert label?

o g A~ W

Why does an LSR forward the ICMP message “time exceeded” along the LSP of the original
packet with the TTL expiring instead of returning it directly?

7. Is using Path MTU Discovery a guarantee that there will be no MTU problems in the MPLS
network?

8. Why is MTU or MRU such an important parameter in MPLS networks?
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What You Will Learn

By the end of this chapter, you should know
and be able to explain the following:

m  The need for LDP
m  The operation of LDP
m  Specific Cisco IOS LDP features

In addition, this chapter gives you an
overview of the Cisco IOS LDP commands
and how to use them. Some examples are
given to better illustrate the use of these
commands.




CHAPTER 4

Label Distribution Protocol

The fundamental story on MPLS is that packets are labeled, and each label switching router
(LSR) must perform label swapping to forward the packet. This means that in all cases, labels
need to be distributed. You can achieve this in two ways: piggyback the labels on an existing
routing protocol, or develop a new protocol to do just that. If you want to adjust the Interior
Gateway Protocol (IGP)—such as Open Shortest Path First (OSPF), Intermediate System-to-
Intermediate System (IS-IS), Enhanced Interior Gateway Routing Protocol (EIGRP), and
Routing Information Protocol (RIP)—to carry the labels, you must do it for all IGPs, because
all of them are being used as routing protocols in the networks today. If you write a new protocol
from the ground up, you could make it routing independent and able to work with any IGP. That
is exactly the reason why Label Distribution Protocol (LDP) was invented: It carries the label
bindings for the Forwarding Equivalence Classes (FECs) in the MPLS network. One exception
is Border Gateway Protocol (BGP). Because BGP carries exterior routes, it is deemed more
efficient if it carries the labels, too, next to the prefixes. Because BGP is already multiprotocol
anyway, it can be made to carry label information with little effort. A second reason for choosing
BGP to carry the label information is the fact that BGP is the only protocol distributing prefixes
between autonomous systems; as such, it is a trusted protocol to function between different
companies.

NOTE Multiprotocol BGP (MP-BGP) is defined in RFC 2283.

That is why the label bindings for all IGP prefixes in the routing table are distributed by LDP
and all label bindings for BGP routes in the routing table are distributed by BGP in Cisco IOS.
Chapter 2, “MPLS Architecture,” briefly touched on LDP and exchanging label bindings. It
explained why the label information base (LIB) and label forwarding information base (LFIB)
are necessary and how they are created. Other basics like label operations have already been
explained; this means it is necessary to explain the function and operation of LDP more in depth.

NOTE The full specification of LDP is quite lengthy. Please refer to REC 3036, “LDP
Specification,” to learn the complete protocol specification, specifically the packet encodings
and the procedures for advertising and processing the LDP messages.
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Look at Figure 4-1, which is the network used throughout this chapter.

Figure 4-1 Network Used Throughout Chapter 4
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LDP Overview

To get packets across a label switched path (LSP) through the MPLS network, all LSRs must run
a label distribution protocol and exchange label bindings. When all the LSRs have the labels for a
particular Forwarding Equivalence Class (FEC), the packets can be forwarded on the LSP by
means of label switching the packets at each LSR. The label operation (swap, push, pop) is known
to each LSR by looking into the LFIB. The LFIB—which is the table that forwards labeled
packets—is fed by the label bindings found in the LIB. The LIB is fed by the label bindings
received by LDP, Resource Reservation Protocol (RSVP), MP-BGP, or statically assigned label
bindings. Because RSVP distributes the labels only for MPLS traffic engineering and MP-BGP
distributes the labels only for BGP routes, you are left with LDP for distributing all the labels for
interior routes. Therefore, all directly connected LSRs must establish an LDP peer relationship or
LDP session between them. The LDP peers exchange the label mapping messages across this LDP
session. A label mapping or binding is a label that is bound to a FEC. The FEC is the set of packets
that are mapped to a certain LSP and are forwarded over that LSP through the MPLS network. For
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now, this chapter will look at label bindings only for IGP IPv4 prefixes. Other possibilities exist
(Chapter 10, “Any Transport over MPLS,” deals with labels that are bound to pseudowires), but it
is easier to explain the functioning of LDP with IGP IPv4 prefixes only. LDP has four major

functions:

The discovery of LSRs that are running LDP
Session establishment and maintenance
Adpvertising of label mappings

Housekeeping by means of notification

When two LSRs are running LDP and they share one or more links between them, they should
discover each other by means of Hello messages. The second step is for them to establish a session
across a TCP connection. Across this TCP connection, LDP advertises the label mapping
messages between the two LDP peers. These label mapping messages are used to advertise,
change, or retract label bindings. LDP provides the means to notify the LDP neighbor of some
advisory and error messages by sending notification messages.

LDP Operation

This section explains the four major functions of LDP in more detail.

The Discovery of LSRs That Are Running LDP
LSRs that are running LDP send LDP Hello messages on all links that are LDP enabled. These are
all the interfaces with mpls ip configured on them. First, however, you must enable CEF with the
global ip cef command. Then you must enable LDP globally with the mpls ip command. Example
4-1 shows you the basic global and interface commands to enable LDP.

Example 4-1 Basic MPLS LDP Configuration

hostname london
ip cef

mpls 1ldp router-id Loopback® force
mpls label protocol ldp

interface Loopback@
ip address 10.200.254.2 255.255.255.255

interface Ethernet0/1/3

ip address 10.200.210.2 255.255.255.0
mpls ip

!
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NOTE Some Cisco IOS commands still have the old “tag-switching” instead of “mpls” in
them. They are functionally the same. In the same way, there are still Tag Distribution Protocol
(TDP) references in the commands, although the command can refer to LDP, too.

LDP Hello messages are UDP messages that are sent on the links to the “all routers on this subnet”
multicast IP address—in other words, to the 224.0.0.2 group IP multicast address. The UDP port
used for LDP is 646. The LSR that is receiving this LDP Hello message on a certain interface is
then aware of the presence of this LDP router on that interface. The Hello message contains a Hold
time. If no Hello message is received from that LSR before the Hold time expires, the LSR
removes that LSR from the list of discovered LDP neighbors. To discover whether the LSR sends
and receives LDP Hellos, the Hello interval, and the Hold time, use the show mpls ldp discovery
[detail] command. If LDP Hello messages are sent and received on an interface, there is an LDP
adjacency across the link between two LSRs that are running LDP. Example 4-2 shows the

LDP discovery on links.

Example 4-2 LDP Discovery

london#show mpls ldp discovery detail
Local LDP Identifier:
10.200.254.2:0
Discovery Sources:
Interfaces:
Ethernet@/1/2 (ldp): xmit/recv
Enabled: Interface config
Hello interval: 5000 ms; Transport IP addr: 10.200.254.2
LDP Id: 10.200.254.5:0
Src IP addr: 10.200.215.2; Transport IP addr: 10.200.254.5
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.254.5/32
Ethernet@/1/3 (1dp): xmit/recv
Enabled: Interface config
Hello interval: 5000 ms; Transport IP addr: 10.200.254.2
LDP Id: 10.200.254.1:0
Src IP addr: 10.200.210.1; Transport IP addr: 10.200.254.1
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.254.1/32
Ethernet0/1/4 (1ldp): xmit/recv
Enabled: Interface config
Hello interval: 5000 ms; Transport IP addr: 10.200.254.2
LDP Id: 10.200.254.1:0
Src IP addr: 10.200.218.1; Transport IP addr: 10.200.254.1
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.254.1/32
P0OS5/0/0 (ldp): xmit/recv
Enabled: Interface config
Hello interval: 5000 ms; Transport IP addr: 10.200.254.2
LDP Id: 10.200.254.3:0
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Example 4-2 LDP Discovery (Continued)

Src IP addr: 10.200.211.2; Transport IP addr: 10.200.254.3
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.254.3/32

The show mpls interfaces command allows you to quickly see which interfaces are running LDP.
Look at Example 4-3 to view the output of the show mpls interfaces command.

Example 4-3 show mpls interfaces

london#show mpls interfaces

Interface IP Tunnel Operational
Ethernet@/1/2 Yes (1ldp) Yes Yes
Ethernet@/1/3 Yes (1ldp) Yes Yes
Ethernet0/1/4 Yes (1dp) No Yes
P0S5/0/0 Yes (1ldp) Yes Yes

To change the interval between sending Hello messages or to change the LDP Hold time, you can
use the command mpls ldp discovery {hello {holdtime | interval} seconds.

The default value for the holdtime keyword is 15 seconds for link Hello messages, and the default
value for the interval keyword is 5 seconds. Example 4-2 has three discovered LDP neighbors:
10.200.254.1, 10.200.254.3, and 10.200.254.5. As you can see, the LSR 10.200.254.1 is
discovered on two interfaces: Ethernet 0/1/3 and Ethernet 0/1/4. The Hello interval and Hold time
are set to the defaults of 5 and 15 seconds. If the two LDP peers have different LDP Hold times
configured, the smaller of the two values is used as the Hold time for that LDP discovery source.
Cisco IOS might overwrite the configured LDP Hello interval. It will choose a smaller LDP Hello
interval than configured so that it can send at least three LDP Hellos before the Hold time expires.
(At least nine Hellos are sent in the case of a targeted LDP session; see the section “Targeted LDP
Session” for more information on targeted LDP sessions.) If the Hold time expires for one link,
that link is removed from the LDP discovery sources list. If the last link from the LDP discovery
sources is removed for one LDP neighbor, the LDP session is torn down. If you do change the
Hello interval and Hold time for LDP discovery sources, make sure you do not set the Hold time
too small or too big. If the Hold time is too small, the session can be lost immediately even when
only a few packets are lost, for example due to congestion on the link. If the Hold time is set too
big, the LDP session might be up too long in the case of a serious problem, and the reaction might
be too slow. As a result, too many labeled packets are lost.

Notice that LSRs that are running LDP have an LDP Identifier, or LDP ID. This LDP ID is a 6-
byte field that consists of 4 bytes identifying the LSR uniquely and 2 bytes identifying the label
space that the LSR is using. If the last two bytes are 0, the label space is the platform-wide or per-
platform label space. If they are non-zero, a per-interface label space is used. If that is the case,
multiple LDP IDs are used, where the first 4 bytes are the same value, but the last two bytes
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indicate a different label space. Per-interface label space is used for LC-ATM links. Refer to
Chapter 5, “MPLS and ATM Architecture,” for an example depicting per-interface label spaces.
The first 4 bytes of the LDP ID are an IP address taken from an operational interface on the router.
If loopback interfaces exist, the highest IP address of the loopback interfaces is taken for the LDP
ID or LDP router ID. If no loopback interfaces exist, the highest IP address of an interface is taken.
In Example 4-2, the local LDP ID or LDP router ID of the router is 10.200.254.2:0, where
10.200.254.2 happens to be the highest IP address of any loopback interface and :0 refers to the
platform-wide label space. You can change the LDP router ID manually by using the command
mpls ldp router-id interface [force]. If you use the force keyword, the LDP router ID is changed
immediately. Without this keyword, the LDP router ID is changed only the next time it is necessary
to select the router ID after configuring this command. This happens when the interface that
determines the current LDP router ID is shut down.

In Cisco 10S, the MPLS LDP router ID needs to be present in the routing table of the LDP
neighboring routers. If it is not, the LDP session is not formed. Therefore, the IP address that is
the LDP router ID on the router must be included in the routing protocol of the LSR. If for that IP
address there is no route in the routing table, the LDP session is not established. In Example 4-4,
the route to the IP address 10.200.254.3 is not in the routing table of the router london. The result
is that the LSR london does not form an LDP neighborship/session with the LSR rome, which has
10.200.254.3 as the LDP router ID.

Example 4-4 “No Route” Problem

london#show mpls ldp discovery
Local LDP Identifier:
10.200.254.2:0
Discovery Sources:
Interfaces:
Ethernet@/1/2 (1ldp): xmit/recv
LDP Id: 10.200.254.5:0
Ethernet@/1/3 (ldp): xmit/recv
LDP Id: 10.200.254.1:0
Ethernet@/1/4 (1ldp): xmit/recv
LDP Id: 10.200.254.1:0
P0OS5/0/0 (ldp): xmit/recv
LDP Id: 10.200.254.3:0; no route

london#show mpls ldp discovery detail
Local LDP Identifier:

10.200.254.2:0

Discovery Sources:

Interfaces:

P0OS5/0/0 (ldp): xmit/recv
Enabled: Interface config
Hello interval: 5000 ms; Transport IP addr: 10.200.254.2

LDP Id: 10.200.254.3:0; no route to transport addr
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Example 4-4 “No Route” Problem (Continued)
Src IP addr: 10.200.211.2; Transport IP addr: 10.200.254.3

Hold time: 15 sec; Proposed local/peer: 15/15 sec

london#show ip route 10.200.254.3 255.255.255.255
% Subnet not in table

LDP Session Establishment and Maintenance
If two LSRs have discovered each other by means of the LDP Hellos, they attempt to establish an
LDP session between them. One LSR tries to open a TCP connection—to TCP port 646—to the
other LSR. If the TCP connection is set up, both LSRs negotiate LDP session parameters by
exchanging LDP Initialization messages. These parameters include such things as the following:

m  Timer values
m Label distribution method

m  Virtual path identifier (VPI)/virtual channel identifier (VCI) ranges for Label Controlled ATM
(LC-ATM)

m  Data-link connection identifier (DLCI) ranges for LC-Frame Relay

If the LDP peers agree on the session parameters, they keep the TCP connection between them. If
not, they retry to create the LDP session between them, but at a throttled rate. In Cisco 10S, the
LDP backoff command controls this throttling rate:

mpls 1ldp backoff initial-backoff maximum-backoff

The initial-backoff parameter is a value between 5 and 2,147,483, with a default of 15 seconds.
The maximum-backoff is a value between 5 and 2,147,483, with a default of 120 seconds. This
command slows down the LDP session setup attempts of two LDP LSRs, when the two
neighboring LDP peers are incompatible in terms of the parameters they exchange. If the session
setup attempt fails, the next attempts are undertaken at an exponentially increased time, until the
maximum backoff time is reached. One example in which the two LDP peers might disagree on
the parameters and not form an LDP session is the case of LC-ATM, where the two peers are using
different ranges of VPI/VCI values for the labels.

After the LDP session has been set up, it is maintained by either the receipt of LDP packets or a
periodic keepalive message. Each time the LDP peer receives an LDP packet or a keepalive
message, the keepalive timer is reset for that peer. The keepalive timer or Hold time for the LDP
session can be configured, too. The command to change the LDP session keepalive timer is mpls
1dp holdtime seconds. You can configure the value of the Hold time to be between 15 and
2,147,483 seconds, with a default of 180 seconds.
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Example 4-5 shows an LDP peer with LDP router ID 10.200.254.2. The local TCP port used is
646, and the remote TCP port used is 11537. The session Hold time is 180 seconds, and the
keepalive (KA) messages are sent with a 60-second interval.

Example 4-5 LDP Neighbor Hold Time and KA Interval

london#show mpls ldp neighbor 10.200.254.5 detail
Peer LDP Ident: 10.200.254.5:0; Local LDP Ident 10.200.254.2:0

TCP connection: 10.200.254.5.11537 - 10.200.254.2.646
State: Oper; Msgs sent/rcvd: 16/19; Downstream; Last TIB rev sent 50
Up time: 00:00:36; UID: 9; Peer Id 1;
LDP discovery sources:

Ethernet@/1/2; Src IP addr: 10.200.215.2

holdtime: 15000 ms, hello interval: 5000 ms

Addresses bound to peer LDP Ident:

10.200.254.5 10.200.215.2 10.200.216.1
Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab

You can also see the discovery and session timers with the command show mpls ldp parameters,
as in Example 4-6.

Example 4-6 show mpls ldp parameters

london#show mpls ldp parameters

Protocol version: 1

Downstream label generic region: min label: 16; max label: 100000
Session hold time: 180 sec; keep alive interval: 60 sec

Discovery hello: holdtime: 15 sec; interval: 5 sec

Discovery targeted hello: holdtime: 90 sec; interval: 10 sec
Downstream on Demand max hop count: 255

LDP for targeted sessions

LDP initial/maximum backoff: 15/120 sec

LDP loop detection: off

The LDP session is a TCP connection that is established between two IP addresses of the LSRs.
Usually these IP addresses are used to create the LDP router Identifier on each router. However, if
you do not want to use this IP address to create the LDP session, you can change it. To change the
IP address, configure the command mpls ldp discovery transport-address {interface | ip-
address} on the interface of the router and specify an interface or IP address to be used to create
the LDP session. This transport IP address is advertised in the LDP Hellos that are sent on the
LDP-enabled interfaces.

NOTE When a router has multiple links toward another LDP router, the same transport
address must be advertised on all the parallel links that use the same label space.
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In Figure 4-2, two routers are connected via two Ethernet links. On router new-york, the transport-
address is changed to the loopback 1000 IP address. Notice in Example 4-7 that the used address
for the TCP connection has changed from the IP address found in the LDP router ID to the IP
address 10.200.255.1 of loopback 1000.

Figure 4-2 Changing the Default LDP Transport Address

LDP Hello

Transport IP Address =
10.200.255.1

Loopback 0 Loopback 0
10.200.254.1/32 10.200. 254 2/32

Loopback 1000 <y / Eth 1/1 Eth 0/1/3
10.200.255.1/32 10.200.210.1 10.200.210.2
| (' Eth 1/2 Eth 0/1/4 I
102002181 102002182‘ I-
new-york london

LDP Hello

Transport IP Address =
10.200.255.1

Example 4-7 Changing the Default LDP Transport Address

!

hostname new-york

!

interface Ethernet1/1
ip address 10.200.210.1 255.255.255.0
mpls 1ldp discovery transport-address 10.200.255.1
mpls ip

!

interface Etherneti/2
ip address 10.200.218.1 255.255.255.0
mpls ldp discovery transport-address 10.200.255.1
mpls ip

!

london#show mpls ldp discovery detail
Local LDP Identifier:
10.200.254.2:0
Discovery Sources:
Interfaces:
Ethernet@/1/3 (1ldp): xmit/recv
Enabled: Interface config
Hello interval: 5000 ms; Transport IP addr: 10.200.254.2

continues
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Example 4-7 Changing the Default LDP Transport Address (Continued)

LDP Id: 10.200.254.1:0
Src IP addr: 10.200.210.1; Transport IP addr: 10.200.255.1
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.255.1/32

Ethernet0/1/4 (1ldp): xmit/recv

Enabled: Interface config

Hello interval: 5000 ms; Transport IP addr: 10.200.254.2

LDP Id: 10.200.254.1:0
Src IP addr: 10.200.218.1; Transport IP addr: 10.200.255.1
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.255.1/32

NOTE When a router has multiple links toward another LDP router and a different transport
address is advertised on those links, the TCP session is still formed, but there is a missing link
from the LDP “discovery sources’ on the other router. In the previous example, the LDP session
is formed, but Ethernet 0/1/3 or Ethernet 0/1/4 is missing from the LDP discovery sources in the
output of router london. As such, the traffic from router london toward router new-york is not
load-balanced but uses only one outgoing Ethernet link.

Number of LDP Sessions

You might think that one LDP session between a pair of LSRs is enough to do the job. You might
be right in most cases! When the per-platform label space is the only label space used between a
pair of LSRs, one LDP session suffices. This is so because only one set of label bindings is
exchanged between the two LSRs, no matter how many links are between them. Basically, the
interfaces can share the same set of labels when the per-platform label space is used. The reason
for this is that all the label bindings are relevant to all the links between the two LSRs, because
they all belong to the same label space. Interfaces belong to the per-platform label space when they
are frame-mode interfaces. Interfaces that are not frame-mode interfaces—such as LC-ATM
interfaces—have a per-interface label space. With per-interface label space, each label binding has
relevance only to that interface. Therefore, for each interface that has a per-interface label space,
one LDP session must exist between the pair of routers. Look at Figure 4-3 to see some examples
of the number of LDP sessions between a pair of LSRs.
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Figure 4-3 Examples of the Number of LDP Sessions Between a Pair of LSRs
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For all frame-mode links, only one LDP session should exchange the labels in per-platform label
space. For each LC-ATM link, an LDP session should exchange the labels in the per-interface
label space. In (1) of Figure 4-3, you see three frame links, so only one LDP session is required
between the two LSRs. In (2), you see one frame link and one LC-ATM link. Because each LC-
ATM link requires its own LDP session, there are two LDP sessions. (3) shows three LC-ATM
links—therefore, the number of LDP sessions is three. (4) shows two frame links and three LC-
ATM links. The two frame links have one LDP session, and the LC-ATM links have three LDP
sessions.

Advertising of Label Mappings

Adpvertising label mappings or label bindings is the main purpose of LDP. Chapter 2 explains the
three different modes in which the LSRs can behave: advertisement, label retention, and LSP
control mode. Each of the three modes has two possibilities, which leads to the following six
modes:

m  Unsolicited Downstream (UD) versus Downstream-on-Demand (DoD) advertisement mode
m Liberal Label Retention (LLR) versus Conservative Label Retention (CLR) mode

m  Independent LSP Control versus Ordered LSP Control mode
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No matter what mode the LDP peers operate in, the purpose is to advertise label bindings. In UD
advertisement mode, the LDP peer distributes the label bindings unsolicited to its LDP peers.
However, the label bindings are a set of (LDP Identifier, label) per prefix. An LDP router receives
multiple label bindings for each prefix—namely, one per LDP peer. All these label bindings are
stored in the LIB of the router. However, only one LDP peer is the downstream LSR for that
particular prefix. Of course, if load balancing exists, it is possible to have more than one
downstream LSR.

The downstream LSR is found by looking up the next hop for that prefix in the routing table. Only
the remote binding associated with that next-hop LSR should be used to populate the LFIB. This
means that only one label from all the advertised label bindings from all the LDP neighbors of this
LSR should be used as outgoing label in the LFIB for that prefix. The problem is that the label
bindings are advertised as (LDP Identifier, label) without the IP addresses of the interfaces. This
means that to find the outgoing label for a particular prefix, you must map to the LDP Identifier
the IP address of the interface—pointing back to this LSR—on the downstream LSR. You can only
do this if each LDP peer advertises all its IP addresses. These IP addresses are advertised by the
LDP peer with Address messages and withdrawn with Withdraw Address messages. You can find
these addresses when you are looking at the LDP peer. They are called the bound addresses for
the LDP peer. Example 4-8 shows the bound addresses to peer 10.200.254.2 (london) on LSR
new-york.

Example 4-8 LDP Bound IP Addresses

new-york#show mpls 1ldp neighbor detail
Peer LDP Ident: 10.200.254.2:0; Local LDP Ident 10.200.254.1:0
TCP connection: 10.200.254.2.646 - 10.200.255.1.64481
State: Oper; Msgs sent/rcvd: 1303/1289; Downstream; Last TIB rev sent 743
Up time: 17:20:24; UID: 101; Peer Id 0;
LDP discovery sources:
Ethernet1/1; Src IP addr: 10.200.210.2
holdtime: 15000 ms, hello interval: 5000 ms
Ethernet1/2; Src IP addr: 10.200.218.2
holdtime: 15000 ms, hello interval: 5000 ms
Addresses bound to peer LDP Ident:
10.200.254.2 10.200.210.2 10.200.218.2 10.200.211.1
10.200.215.1
Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab

Each LSR assigns one local label to each IGP prefix in the routing table. This is the local label
binding. These local bindings are stored in the LIB on the router. Each of these labels and the
prefixes they are assigned to are advertised via LDP to all the LDP peers. These label bindings are
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the remote bindings on the LDP peers and are stored in the LIB. Example 4-9 shows the LIB on
an LSR.

Example 4-9 Example of a LIB

london#show mpls ldp bindings

lib entry: 10.200.210.0/24, rev 4
local binding: label: imp-null
remote binding: 1sr: 10.200.254.5:0, label: 16
remote binding: 1lsr: 10.200.254.1:0, label: imp-null
remote binding: 1lsr: 10.200.254.3:0, label: 19

lib entry: 10.200.211.0/24, rev 12
local binding: 1label: imp-null
remote binding: 1lsr: 10.200.254.5:0, label: 18
remote binding: 1sr: 10.200.254.1:0, label: 32
remote binding: 1lsr: 10.200.254.3:0, label: imp-null

lib entry: 10.200.254.1/32, rev 31
local binding: label: 24
remote binding: 1lsr: 10.200.254.5:0, label: 22
remote binding: 1lsr: 10.200.254.1:0, label: imp-null
remote binding: 1sr: 10.200.254.3:0, label: 26

As you can see, for each prefix, the LSR always has one local binding and one remote binding per
LDP peer.

Example 4-10 shows another command to have a look at the LIB on the LSR. The one “in label”
entry refers to the local binding. The “out label” entries refer to the remote bindings. Each time,
you can see the label and the LDP Identifier of the LSR that sent the remote binding.

Example 4-10 Example of a LIB

london#show mpls ip binding
10.200.210.0/24
in label: imp-null
out label: 16 lsr: 10.200.254.5:0
out label: imp-null 1sr: 10.200.254.1:0
out label: 19 Isr: 10.200.254.3:0
10.200.211.0/24
in label: imp-null
out label: 18 Isr: 10.200.254.5:0
out label: 32 Isr: 10.200.254.1:0
out label: imp-null 1sr: 10.200.254.3:0
10.200.254.1/32
in label: 24
out label: 22 lsr: 10.200.254.5:0
out label: imp-null 1sr: 10.200.254.1:0 inuse
out label: 26 Isr: 10.200.254.3:0
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The advantage of the command show mpls ip binding is that it also shows which label from all
possible remote bindings is used to forward traffic by indicating inuse. Inuse indicates the
outgoing label in the LFIB for that prefix.

Look at Figure 4-4 to see the association among the RIB, the bound addresses from the LDP peers,
the LIB, and the LFIB.

Figure 4-4 Relationship Among Bound Addresses, RIB, LIB, and LFIB
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Figure 4-4 shows the example of building the LFIB entry for one FEC bound to the prefix
10.200.254.4/32. The incoming/local label for the prefix is found directly in the LIB, but the
outgoing label is found through the RIB, the bound addresses of the LDP peers, and the LIB.

Note that LDP assigns local labels to all IGP prefixes and advertises the bindings to all LDP peers.
The concept of split horizon does not exist; an LDP peer assigns its own local label to a prefix and
advertises that back to the other LDP peer, even though that other LDP peer owns the prefix (it is
a connected prefix) or that other LDP peer is the downstream LSR. Look at Figure 4-5, which
shows a simple network with two LSRs. Router london owns the prefix 10.200.254.2/32 because
it is the prefix on the loopback 0. This router advertises its binding for the prefix to rome. The
advertised label is label implicit NULL. In turn, router london receives the remote binding for the
prefix 10.200.254.2/32 from router rome, even though the router london owns the prefix.
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Figure 4-5 No LDP Split Horizon

LDP Label Mapping Message

<10.200.254.2/32, imp-null> 24 is the local

label for
10.200.254.2/32

Loopback 0 Loopback 0

10.200. 254 2/32 10.200. 254 3/32
POS 5/0 POS 0/1
<_ 10.200.211.1 10.200.211.2 <_
london rome

LDP Label Mapping Message
<10.200.254.2/32,24>

Look at Example 4-11 for the label bindings for that prefix on routers london and rome.

Example 4-11 Bindings for 10.200.254.2/32 for Figure 4-5

london#show interfaces loopback 0
Loopback® is up, line protocol is up
Hardware is Loopback
Internet address is 10.200.254.2/32

london#show mpls ldp bindings 10.200.254.2 255.255.255.255
lib entry: 10.200.254.2/32, rev 8
local binding: label: imp-null
remote binding: 1lsr: 10.200.254.5:0, label: 21
remote binding: 1lsr: 10.200.254.1:0, label: 25
remote binding: 1sr: 10.200.254.3:0, label: 24

rome#show mpls 1ldp bindings 10.200.254.2 255.255.255.255
lib entry: 10.200.254.2/32, rev 787
local binding: 1label: 24
remote binding: 1lsr: 10.200.254.4:0, label: 23
remote binding: 1lsr: 10.200.254.2:0, label: imp-null

Label Withdrawing

When an LDP peer advertises a label binding, the receiving LDP peers keep it until the LDP
session goes down or until the label is withdrawn. The label might be withdrawn if the local label
changes. The local label might change if, for example, the interface with a certain prefix on it goes
down, but another LSR still advertises the prefix. Therefore, the local label for that prefix changes
from implicit NULL to a non-reserved label. If this happens, the implicit NULL label is
immediately withdrawn by sending a Label Withdraw message to the LDP peers. The new label
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is advertised in a Label Mapping message. In Example 4-12, the Ethernet interface with IP prefix
10.200.210.0/24 goes down on the LSR london. That is why london withdraws the prefix with the
label implicit NULL. The LSR new-york still announces the prefix, though, assuming that there is
a Layer 2 switch between new-york and london, so that the new-york side of the Ethernet link
remains up. LSR london assigns a new local label (27) to the prefix and announces that new label
in a label mapping message to the LSR madrid.

Example 4-12 Label Withdraw

madrid#debug mpls ldp messages received
LDP received messages, excluding periodic Keep Alives debugging is on
madrid#debug mpls ldp bindings
LDP Label Information Base (LIB) changes debugging is on
madrid#show debugging
MPLS 1dp:
LDP Label Information Base (LIB) changes debugging is on
LDP received messages, excluding periodic Keep Alives debugging is on

madrid#
00:06:29: 1ldp: Rcvd address withdraw msg from 10.200.254.2:0 (pp Ox63E3C128)
00:06:29: tagcon: 10.200.254.2:0: 10.200.210.2 removed from addr<->1dp ident map

00:06:34: tagcon: rib change: 10.200.210.0/24; event 0x4; ndb attrflags 0x1000000; ndb-
>pdb_index 0x2

00:06:34: tagcon: rib change: 10.200.210.0/255.255.255.0; event 0x4; ndb attrflags
0x1000000; ndb->pdb_index 0x2/undef

00:06:36: 1ldp: Rcvd label withdraw msg from 10.200.254.2:0 (pp Ox63E3C128)
00:06:36: tagcon: tibent(10.200.210.0/24): label imp-null from 10.200.254.2:0 removed
00:06:36: tib: get path labels: 10.200.210.0/24, tableid: @0, Et3/1, nh 10.200.215.1

00:06:36: tagcon: announce labels for: 10.200.210.0/24; nh 10.200.215.1, Et3/1, inlabel 17,
outlabel unknown (from 10.200.254.2:0), get path labels

00:06:36: 1ldp: Rcvd label mapping msg from 10.200.254.2:0 (pp Ox63E3C128)
00:06:36: tagcon: tibent(10.200.210.0/24): label 27 from 10.200.254.2:0 added
00:06:36: tib: get path labels: 10.200.210.0/24, tableid: 0, Et3/1, nh 10.200.215.1

00:06:36: tagcon: announce labels for: 10.200.210.0/24; nh 10.200.215.1, Et3/1, inlabel 17,
outlabel 27 (from 10.200.254.2:0), get path labels

In older Cisco 10S software (pre 12.0(21)ST), the default behavior was not to send a Label
Withdraw message to withdraw the label before advertising the new label for the FEC. The new
label advertisement was also an implicit label withdraw. If you want to keep the old behavior, you
must configure the command mpls Idp neighbor neighbor implicit-withdraw. Example 4-13
shows what happens when a new label is advertised for the prefix 10.200.210.0/24 with implicit-
withdraw configured on the LDP peer london. The label withdraw message is missing from the
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debug output. The advantage of this command is the avoidance of sending the Label Withdraw
messages, which equates to less overhead.

Example 4-13 Label Implicit-Withdraw

1

hostname london

!

mpls 1ldp neighbor 10.200.254.5 implicit-withdraw
mpls 1ldp router-id Loopback® force

mpls label protocol 1ldp
!

madrid#

00:15:03: 1ldp: Rcvd address withdraw msg from 10.200.254.2:0 (pp Ox63E3C128)
00:15:03: tagcon: 10.200.254.2:0: 10.200.210.2 removed from addr<->1dp ident map
00:15:06: 1dp: Rcvd label mapping msg from 10.200.254.2:0 (pp Ox63E3C128)

00:15:06: tagcon: tibent(10.200.210.0/24): label imp-null from 10.200.254.2:0 impl
withdraw

00:15:06: tagcon: tibent(10.200.210.0/24): label 27 from 10.200.254.2:0 added

00:15:06: tib: get path labels: 10.200.210.0/24, tableid: @0, Et3/1, nh 10.200.215.1
00:15:06: tagcon: announce labels for: 10.200.210.0/24; nh 10.200.215.1, Et3/1, inlabel
17, outlabel 27 (from 10.200.254.2:0), get path labels

00:15:08: tagcon: rib change: 10.200.210.0/24; event 0x4; ndb attrflags 0x1000000; ndb-
>pdb_index 0x2

00:15:08: tagcon: rib change: 10.200.210.0/255.255.255.0; event 0x4; ndb attrflags
0x1000000; ndb->pdb_index 0x2/undef

Housekeeping by Means of Notification
Notification messages are needed for the housekeeping of LDP sessions. The notification
messages signal significant events to the LDP peer. These events might be fatal errors (Error
Notifications) or simple advisory information (Advisory Notifications). If a fatal error occurs, the
sending LSR and receiving LSR should terminate the LDP session immediately. Advisory
Notifications are used to send information about the LDP session or a message received from the
peer. The following events can be signaled by sending notification messages:

m  Malformed protocol data unit (PDU) or message
m  Unknown or malformed type-length-value (TLV)
m  Session keepalive timer expiration

m  Unilateral session shutdown
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m Initialization message events

m  Events resulting from other messages
m Internal errors

m  Loop detection

m  Miscellaneous events

Targeted LDP Session

Normally, LDP sessions are set up between directly connected LSRs. In a network in which the
IGP routes need to be labeled, this is sufficient, because the label switching of packets is hop per
hop. Therefore, if the label bindings are advertised hop per hop for the IGP routes, the LSPs are
set up. However, in some cases, a remote or targeted LDP session is needed. This is an LDP
session between LSRs that are not directly connected. Examples in which the targeted LDP
session is needed are AToM networks and TE tunnels in an MPLS VPN network. In the case of
AToM, an LDP session must exist between each pair of PE routers. The remote LDP session is set
up when configuring the xconnect command on the PE routers of the AToM network. In the case
of TE tunnels in an MPLS VPN network, with the TE tunnels ending on a P router, the head-end
and the tail-end LSR of the TE tunnel need a targeted LDP session between them to get the MPLS
VPN traffic correctly label-switched through the MPLS VPN network. Refer to Chapter 8, “MPLS
Traffic Engineering,” for a detailed explanation on this. For directly connected neighbors, you only
need to enable mpls ip on the interface; the LDP peers discover each other and create the LDP
TCP session between them. For LDP neighbors that are not directly connected, the LDP
neighborship needs to be configured manually on both the routers with the mpls ldp neighbor
targeted command.

The syntax of the command is as follows:

mpls ldp neighbor [vrf vpn-name] ip-addr targeted [ldp | tdp]

The vrf refers to the Carrier’s Carrier (CsC) scenarios in which the LDP sessions are established
across VRF interfaces.

A targeted LDP neighbor can improve the label convergence time compared to the convergence
time with directly connected LDP peers when there are flapping links. That is because when the
link between two LSRs goes down, the LDP session is lost. With a targeted LDP session and an
alternative path to get the LDP TCP packets from one LSR to the other, the LDP session stays up
when the link between the two LSRs goes down. If the LDP session stays up, the labels are
retained, improving the installment of the labels from the LIB into the LFIB when the link comes
back up. Refer to the section “MPLS LDP Session Protection” later in this chapter to configure
targeted LDP sessions with one command to protect the LDP sessions.
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To change the LDP Hello interval and the Hold time for targeted LDP sessions, you can use the
following command:

mpls ldp discovery {hello {holdtime | interval} seconds | targeted-hello {holdtime |

interval} seconds | accept [from acl]}
Look at Figure 4-6. The routers new-york and sydney are not directly connected; however, you
want them to have an LDP session between them. You can configure on both routers the LDP
neighbor as targeted. Another way of achieving the same result is to configure the targeted LDP
neighbor on one router only and to configure the other router to accept targeted LDP sessions from
specific LDP routers. You do this by configuring the mpls ldp discovery targeted-hello accept
[from acl/] command. To prevent just any router from setting up an LDP session with this router,
you can use the command with an access list so that you can specify which routers are allowed to
set up a targeted LDP session.

Figure 4-6 Targeted Hello Accept Example Network
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Examples 4-14 and 4-15 show the configuration needed on the new-york and sydney routers to set
up a targeted LDP session between them.

Example 4-14 Sydney Configuration for Targeted LDP

!

hostname sydney

!

mpls label protocol 1ldp

mpls 1ldp neighbor 10.200.254.1 targeted 1ldp
mpls 1ldp router-id Loopback® force

!
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Example 4-15 New-York Configuration for Targeted LDP

new-york#conf t

new-york(config)#mpls ldp discovery targeted-hello accept from accept-ldp
new-york(config)#ip access-list standard accept-1ldp
new-york(config-std-nacl)#permit host 10.200.254.4
new-york(config-std-nacl)#~Z

new-york#

!

mpls 1ldp discovery targeted-hello accept from accept-1ldp
mpls 1ldp router-id Loopback® force

mpls label protocol 1ldp

!

!

ip access-list standard accept-1ldp
permit 10.200.254.4

!

Example 4-16 shows the output of the show mpls ldp neighbor command for the targeted LDP
session.

Example 4-16 Targeted LDP Session on Router New-York

new-york#show mpls 1ldp neighbor 10.200.254.4 detail
Peer LDP Ident: 10.200.254.4:0; Local LDP Ident 10.200.254.1:0

TCP connection: 10.200.254.4.22262 - 10.200.254.1.646
State: Oper; Msgs sent/rcvd: 20/20; Downstream; Last TIB rev sent 120
Up time: 00:03:10; UID: 5; Peer Id 1;
LDP discovery sources:

Targeted Hello 10.200.254.1 -> 10.200.254.4, passive;

holdtime: 90000 ms, hello interval: 10000 ms

Addresses bound to peer LDP Ident:

10.200.254.4 10.200.214.2 10.200.217.1 10.200.216.2
Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab

LDP Authentication

LDP sessions are TCP sessions. TCP sessions can be attacked by spoofed TCP segments. To
protect LDP against such attacks, you can use Message Digest 5 (MDS5) authentication. MDS5 adds
a signature—called the MD5 digest—to the TCP segments. The MDS5 digest is calculated for the
particular TCP segment using the configured password on both ends of the connection. The
configured MDS5 password is never transmitted. This would leave a potential hacker having to
guess the TCP sequence numbers and the MD5 password. In Cisco IOS, you can configure MD5
for LDP by configuring a password for the LDP peer with the following command:

mpls 1ldp neighbor [vrf vpn-name] ip-addr password [@-7] pswd-string
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MD?5 adds a digest to every TCP segment sent out. This digest can be verified only by both LDP
peers that are configured with the correct password. If one LSR has MD5 configured for LDP and
the other not, the following message is logged:

%TCP-6-BADAUTH: No MD5 digest from 10.200.254.4(11092) to 10.200.254.3(646)

If both LDP peers have a password configured for MDS5 but the passwords do not match, the
following message is logged:

%TCP-6-BADAUTH: Invalid MD5 digest from 10.200.254.4(11093) to 10.200.254.3(646)

Controlling the Advertisement of Labels via LDP

LDP lets you control the advertisement of labels. You can configure LDP to advertise or not to
advertise certain labels to certain LDP peers. You can then use the locally assigned labels that are
advertised to the LDP peers as outgoing label on those LSRs. The syntax for this command is as
follows:

mpls ldp advertise-labels [vrf vpn-name] [interface interface |

for prefix-access-1list [to peer-access-1ist]]

The prefix-access-list is a standard numbered access list (1-99) or named access list that lets you
specify which prefixes should have a label advertised. The peer-access-list is a standard numbered
access list (1-99) or named access list that lets you specify which LDP peers should receive the
label advertisements. The LDP peers are matched by this access list if the first 4 bytes of the LDP
router ID are covered by the prefixes listed in that access list. The usage of this command is to
restrict in many cases the number of labels advertised to the prefixes that are really used for
forwarding traffic through the MPLS network. For instance, in the case of MPLS VPN, the
important prefixes to get the customer VPN traffic through the MPLS network are the BGP next-
hop prefixes, which are usually the loopback interfaces on the PE routers. In that case, you can
choose not to advertise the label bindings for the prefixes belonging to the other interfaces on the
PE or P routers.

NOTE You do not have to clear the LDP neighbor to which you apply the mpls 1dp
advertise-labels command for it to take effect.

You cannot control the LDP advertisement of labels for LC-ATM networks with LDP deployed
with the mpls ldp advertise-labels command. That is because LC-ATM networks use DoD
instead of UD label advertisement mode. DoD has its own command to limit LDP label
advertisement. The command mpls ldp request-labels is used instead of mpls ldp advertise-
labels for LC-ATM interfaces.
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In Figure 4-7, you can see the sample network again. Router sydney only advertises its own
loopback 0 prefix and the one from router rome (prefixes 10.200.254.4/32 and 10.200.254.3/32)
toward LDP peer madrid (LDP router ID 10.200.254.5).

Figure 4-7 Controlling LDP Advertisement
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The needed configuration for this is printed in Example 4-17. Do not forget to configure no mpls
l1dp advertise-labels, too. If you forget this command and only configure the mpls ldp advertise-
labels for prefix-access-list to peer-access-list command, the LSR sydney still sends labels for all
prefixes via LDP.

Example 4-17 Controlling LDP Advertisement: Configuration

!

hostname sydney

1

mpls 1ldp router-id Loopback® force
no mpls ldp advertise-labels

mpls 1ldp advertise-labels for 1 to 2
mpls label protocol 1ldp

!

access-list 1 permit 10.200.254.4
access-list 1 permit 10.200.254.3
access-list 1 deny any
access-list 2 permit 10.200.254.5
access-list 2 deny any

!




Controlling the Advertisement of Labels via LDP 89

Only prefixes 10.200.254.3/32 and 10.200.254.4/32 are advertised to LDP peer 10.200.254.5
(router madrid). Example 4-18 shows the bindings on router sydney as a result of this filtering on
label bindings.

Example 4-18 Controlling LDP Advertisement

sydney#show mpls ldp bindings advertisement-acls
Advertisement spec:
Prefix acl = 1; Peer acl = 2

lib entry: 10.10.100.33/32, rev 28
lib entry: 10.200.211.0/24, rev 15
lib entry: 10.200.254.3/32, rev 21

Advert acl(s): Prefix acl 1; Peer acl 2
lib entry: 10.200.254.4/32, rev 2

Advert acl(s): Prefix acl 1; Peer acl 2
lib entry: 10.200.254.5/32, rev 23
lib entry: 10.200.254.6/32, rev 25

Notice in Example 4-19 that all the other prefixes advertised from the router sydney to the router
madrid have no more remote binding associated with them.

Example 4-19 Bindings on LSR Madrid for Neighbor 10.200.254.4

madrid#show mpls ldp bindings neighbor 10.200.254.4 detail
lib entry: 10.200.210.0/24, rev 34
lib entry: 10.200.211.0/24, rev 14
1lib entry: 10.200.254.3/32, rev 24, chkpt: none
remote binding: 1sr: 10.200.254.4:0, label: 21
lib entry: 10.200.254.4/32, rev 26, chkpt: none
remote binding: 1sr: 10.200.254.4:0, label: imp-null
lib entry: 10.200.254.5/32, rev 7
lib entry: 10.200.254.6/32, rev 28

In the LFIB of router madrid, the two prefixes 10.200.254.3/32 and 10.200.254.4/32 have a valid
outgoing label, whereas the other prefixes have ‘No label’ associated with them as outgoing labels.
You can see the LFIB on router madrid in Example 4-20.

Example 4-20 LFIB on LSR Madrid

madrid#show mpls forwarding-table

Local Outgoing Prefix Bytes Label Outgoing Next Hop
Label Label or VC or Tunnel Id Switched interface

16 No Label 10.200.218.0/24 0 Se4/0 point2point
17 No Label 10.200.211.0/24 0 Se4/0 point2point

continues




90 Chapter 4: Label Distribution Protocol

Example 4-20 LFIB on LSR Madrid (Continued)

20 No Label 10.200.254.1/32 0 Se4/0 point2point
21 No Label 10.200.254.2/32 0 Se4/0 point2point
22 21 10.200.254.3/32 0 Se4/0 point2point
23 Pop Label 10.200.254.4/32 73537 Se4/0 point2point
24 No Label 10.200.254.6/32 0 Se4/0 point2point

The Cisco I0OS LDP implementation allows you to specify more than one mpls ldp advertise-
labels for prefix-access-list to peer-access-list command. This brings greater flexibility when you
are deciding which label bindings to send to which LDP peers.

Example 4-21 is the same as the previous one, with the addition of another mpls ldp advertise-
labels for prefix-access-list to peer-access-list command in the configuration of the router. Now
the router sydney advertises only the label bindings for the two prefixes to 10.200.254.5 and all
label bindings for all prefixes to all the other LDP peers.

Example 4-21 Controlling LDP Advertisement: Example 2

1

hostname sydney

1

mpls 1ldp router-id Loopback® force

no mpls ldp advertise-labels

mpls 1ldp advertise-labels for 1 to 2

mpls 1ldp advertise-labels for other-prefixes to other-1ldp-peers

mpls label protocol 1ldp

1

ip access-list standard other-ldp-peers
deny 10.200.254.5
permit any

ip access-list standard other-prefixes
permit any

access-list 1 permit 10.200.254.4

access-list 1 permit 10.200.254.3

access-list 1 deny any

access-list 2 permit 10.200.254.5

access-list 2 deny any

1

MPLS LDP Inbound Label Binding Filtering

You can filter out incoming label bindings from an LDP neighbor. In effect, this is the opposite of
the feature that prevents the advertising of label bindings. You can use the inbound label binding
filtering on the receiving LDP peer if you cannot apply the outbound filtering of label bindings, as
described in the previous section. This feature can limit the number of label bindings stored in the
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LIB of the router. For instance, you can filter out all received label bindings from the LDP peers,
except for the label bindings of the loopback interfaces of PE routers in an MPLS VPN network.
Usually, these loopback interfaces have the BGP next-hop IP addresses, and the LSRs can use the
label associated with that prefix to forward the labeled customer VPN traffic.

Following is the command to enable the inbound label binding filtering:

mpls 1ldp neighbor [vrf vpn-name] nbr-address labels accept acl

Example 4-22 shows the madrid LSR that applies this LDP inbound label binding filtering to LDP
peer 10.200.254.4. It limits the accepted label bindings to 10.200.254.3/32 and 10.200.254.4/32,
the loopback prefixes of PE routers. You can verify that the LSR has remote label bindings only

from the specified LDP peer for the prefixes permitted by the access list with the command show
mpls ldp bindings. The effect of this inbound label binding filtering is the same as the outbound
label binding filtering in Example 4-17.

Example 4-22 Example of LDP Inbound Label Binding Filtering

!

hostname madrid

!

mpls 1ldp neighbor 10.200.254.4 labels accept 1

mpls 1ldp router-id Loopback® force

mpls label protocol 1ldp

!

access-list 1 permit 10.200.254.4

access-list 1 permit 10.200.254.3

!

madrid#show mpls 1ldp bindings
lib entry: 10.200.211.0/24,
local binding: 1label:

entry: 10.200.254.2/32,
local binding: 1label:

entry: 10.200.254.3/32, rev 71
local binding: 1label: 19
remote binding: 1lsr: 10.200.254.4:0, label: 21

entry: 10.200.254.4/32, rev 28

rev 61
26
rev 69
27

lib

lib

lib

local binding:

remote binding:
entry: 10.200.254.

local binding:

lib

label: 24

1sr: 10.200.254.4:0, label: imp-null
5/32, rev 7

label: imp-null
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LDP Autoconfiguration

LDP is enabled on an interface by configuring the interface command mpls ip. On an LSR, LDP
is usually enabled on all the interfaces on which the IGP is enabled. Much easier than configuring
mpls ip on every interface separately is enabling LDP Autoconfiguration for the IGP. Every
interface on which the IGP is running then has LDP enabled. The OSPF router command to enable
LDP Autoconfiguration is this:

mpls ldp autoconfig [area area-id]

As you can see, it can be enabled for just a specific OSPF area. You can also disable it from specific
interfaces if you want to. The interface command to disable LDP Autoconfiguration on an
interface is as follows:

no mpls 1ldp igp autoconfig

Look at Example 4-23. “Interface config” indicates that LDP is enabled through the interface mpls
ip command. “IGP config” indicates that LDP is enabled through the router mpls ldp autoconfig
command.

Example 4-23 Configuration Example of LDP Autoconfiguration

1
hostname madrid
!
router ospf 1
mpls 1ldp autoconfig area 0
router-id 10.200.254.5
log-adjacency-changes
network 10.200.254.0 0.0.0.255 area 0
network 10.200.0.0 0.0.255.255 area 0
1
madrid#show mpls interfaces detail
Interface Ethernet3/1:
IP labeling enabled (1ldp):
Interface config
IGP config
LSP Tunnel labeling enabled
BGP labeling not enabled
MPLS operational

Interface Serial4/0:
IP labeling enabled (ldp):
Interface config
IGP config
LSP Tunnel labeling enabled
BGP labeling not enabled
MPLS operational
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Example 4-23 Configuration Example of LDP Autoconfiguration (Continued)

madrid#show mpls ldp discovery detail
Local LDP Identifier:
10.200.254.5:0
Discovery Sources:
Interfaces:
Ethernet3/1 (1ldp): xmit/recv
Enabled: Interface config, IGP config;
Hello interval: 5000 ms; Transport IP addr: 10.200.254.5
LDP Id: 10.200.254.2:0
Src IP addr: 10.200.215.1; Transport IP addr: 10.200.254.2
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.254.2/32
Serial4/0 (ldp): xmit/recv
Enabled: Interface config; IGP config;
Hello interval: 5000 ms; Transport IP addr: 10.200.254.5
LDP Id: 10.200.254.4:0
Src IP addr: 10.200.216.2; Transport IP addr: 10.200.254.4
Hold time: 15 sec; Proposed local/peer: 15/15 sec
Reachable via 10.200.254.4/32

MPLS LDP-IGP Synchronization

A problem with MPLS networks is that LDP and the IGP of the network are not synchronized.
Synchronization means that the packet forwarding out of an interface happens only if both the IGP
and LDP agree that this is the outgoing link to be used. A common problem with MPLS networks
that are running LDP is that when the LDP session is broken on a link, the IGP still has that link
as outgoing; thus, packets are still forwarded out of that link. This happens because the IGP installs
the best path in the routing table for any prefix. Therefore, traffic for prefixes with a next hop out
of a link where LDP is broken becomes unlabeled. This is not a big problem for networks that are
running IPv4-over-MPLS only. At the point where LDP is broken, the packets become unlabeled.
The packets are forwarded as [Pv4 packets until they become labeled again on the next LSR.
However, this is a problem for more than just the [Pv4-over-MPLS case. With MPLS VPN, AToM,
Virtual Private LAN Switching (VPLS), or IPv6 over MPLS, the packets must not become
unlabeled in the MPLS network. If they do become unlabeled, the LSR does not have the
intelligence to forward the packets anymore and drops them.

In the case of MPLS VPN, the packets are IPv4 packets, but they should be forwarded according
to a VRF routing table. This table is private for one customer and is present only on the edge LSRs
or PE routers. Therefore, when the MPLS VPN packets become unlabeled on the core LSRs—the
P routers—they are dropped. The same is true for AToM and IPv6 traffic. The core LSRs cannot
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forward them unlabeled. One LDP session being down while the IGP adjacency is up between two
LSRs can result in major problems because much traffic can be lost. Figure 4-8 illustrates an LDP
session being down between two LSRs in the MPLS core and labeled packets being dropped.

Figure 4-8 LDP Session Down Between LSRs

LSP
................................................................................... >
IGP Adjacency UP
LDP Session DOWN
I
- e
—> .
ar
' |L,< X
Ingress Egress
LSR

LSR /
Outgoing
Label for LSP: A
“No Label” &

The same problem can occur when LSRs restart. The IGP can be quicker in establishing the
adjacencies than LDP can establish its sessions. This means that the IGP forwarding is already
happening before the LFIB has the necessary information to start the correct label forwarding. The
packets are incorrectly forwarded (unlabeled) or dropped until the LDP session is established.

The solution is MPLS LDP-IGP Synchronization. This feature ensures that the link is not used to
forward (unlabeled) traffic when the LDP session across the link is down. Rather, the traffic is
forwarded out another link where the LDP session is still established.

NOTE At the time of writing this book, the only IGP that is supported with MPLS LDP-IGP
Synchronization is OSPF.

The problem that LDP-IGP Synchronization solves cannot happen with BGP and label
distribution. Because BGP takes care of the binding advertisement and the control plane for IP
routing, the before-mentioned problem cannot happen. Although it is possible for the IGP
adjacency to be up while LDP is down on a link, BGP is either up or down, meaning that the
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installation of the IP prefix in the routing table by BGP is linked to the advertisement of the label
binding for that prefix by BGP.

How MPLS LDP-IGP Synchronization Works

When the MPLS LDP-IGP synchronization is active for an interface, the IGP announces that link
with maximum metric until the synchronization is achieved, or until the LDP session is running
across that interface. The maximum link metric for OSPF is 65536 (hex OxFFFF). No path through
the interface where LDP is down is used unless it is the only path. (No other paths have a better
metric.) After the LDP session is established and label bindings have been exchanged, the IGP
advertises the link with its normal IGP metric. At that point, the traffic is label-switched across that
interface. Basically, OSPF does not form an adjacency across a link if the LDP session is not
established first across that link. (OSPF does not send out Hellos on the link.)

Until the LDP session is established or until the synchronization Holddown timer has expired, the
OSPF adjacency is not established. Synchronized here means that the local label bindings have
been sent over the LDP session to the LDP peer. However, when the synchronization is turned on
at router A and that router has only one link to router B and no other IP connectivity to router B
via another path (this means via other routers), the OSPF adjacency never comes up. OSPF waits
for the LDP session to come up, but the LDP session cannot come up because router A cannot have
the route for the LDP router ID of router B in its routing table. The OSPF and LDP adjacency can
stay down forever in this situation! If router A has only router B as a neighbor, the LDP router ID
of router B is not reachable; this means that no route exists for it in the routing table of router A.
In that case, the LDP-IGP synchronization detects that the peer is not reachable and lets OSPF
bring up the adjacency anyway. In this case, the link is advertised with maximum metric until the
synchronization occurs. This makes the path through that link a path of last resort.

In some cases, the problem with the LDP session might be a persistent one; therefore, it might not
be desirable to keep waiting for the IGP adjacency to be established. The solution for this is to
configure a Holddown timer for the synchronization. If the timer expires before the LDP session
is established, the OSPF adjacency is built anyway. If everything is fine with LDP across that link,
LDP also forms a session across the link. While OSPF is waiting to bring up its adjacency until
LDP synchronizes, the OSPF interface state is down and OSPF does not send Hellos onto that link.

MPLS LDP-IGP Synchronization Configuration

MPLS LDP-IGP Synchronization is enabled for the IGP process. This means that it is configured
for an IGP, and it applies to all the interfaces on which the IGP is running. The command to enable
it for the IGP is mpls ldp sync, and it is configured under the router process. You can disable
MPLS LDP-IGP Synchronization on one particular interface with the command no mpls ldp igp
sync. By default, if synchronization is not achieved, the IGP waits indefinitely to bring up the
adjacency. You can change this with the global command mpls Idp igp sync holddown msecs,
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which instructs the IGP to wait only for the configured time. After the synchronization Holddown
timer expires, the IGP forms an adjacency across the link. As long as the IGP adjacency is up,
while the LDP session is not synchronized, the IGP advertises the link with maximum metric.

When OSPF is waiting for LDP to synchronize, it says “Interface is down and pending LDP.” In
that state, OSPF does not form an adjacency. When the OSPF adjacency is up but the LDP session
is not, OSPF says “Interface is up and sending maximum metric.” The interface is not used to
forward traffic in this case unless it is the only path out of the LSR. Example 4-24 shows the
configuration for MPLS LDP-IGP Synchronization.

Example 4-24 Configuration Example of MPLS LDP-IGP Synchronization

1
hostname madrid

!

router ospf 1

mpls 1ldp sync

router-id 10.200.254.5

log-adjacency-changes

network 10.200.254.0 0.0.0.255 area 0

network 10.200.0.0 0.0.255.255 area 0

1
madrid#show ip ospf mpls ldp interface serial 4/0
Serial4/0

Process ID 1, Area 0

LDP is not configured through LDP autoconfig

LDP-IGP Synchronization : Required

Holddown timer is not configured

Interface is up

Example 4-25 shows the output of the command show ip ospf mpls ldp interface when the
interface is back up after it went down, but LDP has a problem, and the LDP session does not come
up. As a result, OSPF does not form an adjacency. In fact, the OSPF state of the interface is
DOWN.

Example 4-25 MPLS LDP-IGP Synchronization

madrid#show ip ospf mpls 1ldp interface serial 4/0
Serial4/0
Process ID 1, Area 0
LDP is not configured through LDP autoconfig
LDP-IGP Synchronization : Required
Holddown timer is not configured
Interface is down and pending LDP




MPLS LDP-IGP Synchronization 97

Example 4-25 MPLS LDP-IGP Synchronization (Continued)

madrid#show ip ospf interface serial 4/0
Serial4/@ is up, line protocol is up
Internet Address 10.200.216.1/24, Area 0
Process ID 1, Router ID 10.200.254.5, Network Type POINT_TO_POINT, Cost: 10
Transmit Delay is 1 sec, State DOWN,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

madrid#show interfaces serial 4/0
Serial4/0 is up, line protocol is up
Hardware is M4T
Internet address is 10.200.216.1/24

To prevent OSPF from waiting indefinitely for LDP to come up, you can configure a Holddown
timer as in Example 4-26. After the Holddown timer expires, OSPF forms an adjacency, even

when LDP is not synchronized yet.

Example 4-26 Example of MPLS LDP-IGP Synchronization with Holddown Timer

!

hostname madrid

!

mpls label protocol 1ldp

mpls 1ldp igp sync holddown 30000

!

madrid#show ip ospf mpls 1ldp interface serial 4/0

Serial4/0
Process ID 1, Area 0
LDP is not configured through LDP autoconfig
LDP-IGP Synchronization : Required
Holddown timer is configured : 30000 msecs
Holddown timer is running and is expiring in 1708 msecs
Interface is down and pending LDP

madrid#
22:21:00: %0SPF-5-ADJCHG: Process 1, Nbr 10.200.254.4 on Serial4/0 from LOADING to FULL,

Loading Done

After the Holddown timer expires, the OSPF adjacency is formed, but the LDP session is still
down because of a persisting LDP problem on the link. As long as this state remains, OSPF is
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advertising the link with the maximum OSPF metric of 65535. Look at Example 4-27 to see this.
The sync status is “sync not achieved.”

Example 4-27 MPLS LDP-IGP Synchronization: Advertising Maximum Metric

madrid#show ip ospf mpls ldp interface serial 4/0
Serial4/0
Process ID 1, Area 0
LDP is not configured through LDP autoconfig
LDP-IGP Synchronization : Required
Holddown timer is configured : 30000 msecs
Holddown timer is not running
Interface is up and sending maximum metric

madrid#show ip ospf database router 10.200.254.5
OSPF Router with ID (10.200.254.5) (Process ID 1)
Router Link States (Area 0)

LS age: 276

Options: (No TOS-capability, DC)
LS Type: Router Links

Link State ID: 10.200.254.5
Advertising Router: 10.200.254.5
LS Seq Number: 800000CA
Checksum: ©x43D7

Length: 72

Number of Links: 4

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 10.200.254.4
(Link Data) Router Interface address: 10.200.216.1

Number of TOS metrics: @
TOS @ Metrics: 65535

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.200.216.0
(Link Data) Network Mask: 255.255.255.0
Number of TOS metrics: 0
TOS @ Metrics: 10

madrid#show mpls ldp igp sync serial 4/0
Serial4/0:
LDP configured; LDP-IGP Synchronization enabled.
Sync status: sync not achieved; peer reachable.
IGP holddown time: 30000 milliseconds.
IGP enabled: OSPF 1
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The result of advertising the link with a maximum metric is that the LSR cannot use the link to
forward packets. If an MPLS AToM, IPv6, VPLS packet, or any labeled packet with two or more
labels were to arrive on router madrid and need to be forwarded on interface serial 4/0 while LDP
is down and LDP-IGP Synchronization does not exist, those packets would be dropped. With
LDP-IGP synchronization, these packets would be routed onto another interface, where the LDP
session is established.

The following debug command provides debug information on the LDP synchronization.

debug mpls ldp sync [interface <name>] [peer-acl <acl>]

Example 4-28 shows the output of the debug mpls ldp igp sync command.

Example 4-28 MPLS LDP-IGP Debug Information

madrid#debug mpls ldp igp sync interface serial 4/0

LDP-IGP Synchronization debugging is on for interface Serial4/0

madrid#

22:42:34: %LINK-3-UPDOWN: Interface Serial4/@, changed state to up

22:42:34: LDP-SYNC: Se4/0: queue swif_updown, set INTFADDR_PENDING.

22:42:34: LDP-SYNC: Se4/0: process swif_updown, clear INTFADDR_PENDING.

22:42:35: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial4/@, changed state to up

22:43:14: %0SPF-5-ADJCHG: Process 1, Nbr 10.200.254.4 on Serial4/0@ from LOADING to FULL,
Loading Done

madrid#

22:44:31: LDP-SYNC: Se4/0: No session or session has not send initial update, ignore adj
joining event.

22:44:31: %LDP-5-NBRCHG: LDP Neighbor 10.200.254.4:0 is UP

22:44:31: LDP-SYNC: Se4/0: session 10.200.254.4:0 came up, sync_achieved up

22:44:31: LDP-SYNC: Se4/0, OSPF 1: notify status (required, achieved, no delay, holddown
30000)

22:44:31: OSPF: schedule to build router LSA after notification from LDP

If the peer is not reachable, as in Example 4-29, the IGP forms an adjacency anyway to give LDP
the opportunity to build an LDP session across that link. This happens when this link is the only
path (still working) to the peer router.

Example 4-29 Peer Not Reachable

madrid#show mpls 1ldp igp sync interface serial 4/0
Serial4/0:
LDP configured; LDP-IGP Synchronization enabled.
Sync status: sync not achieved; peer not reachable.
IGP holddown time: infinite.
IGP enabled: OSPF 1
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MPLS LDP Session Protection

A common problem in networks is flapping links. The flapping of links can have several causes,
but it is not the goal of this book to look deeper into this. Flapping links do have an important
impact on the convergence of the network. Because the IGP adjacency and the LDP session are
running across the link, they go down when the link goes down. This is unfortunate, especially
because the link is usually not down for long. The impact is pretty severe though, because the
routing protocol and LDP can take time to rebuild the neighborship. LDP has to rebuild the LDP
session and must exchange the label bindings again. To avoid having to rebuild the LDP session
altogether, you can protect it. When the LDP session between two directly connected LSRs is
protected, a targeted LDP session is built between the two LSRs. When the directly connected link
does go down between the two LSRs, the targeted LDP session is kept up as long as an alternative
path exists between the two LSRs. The LDP link adjacency is removed when the link goes down,
but the targeted adjacency keeps the LDP session up. When the link comes back up, the LSR does
not need to re-establish the LDP session; therefore, the convergence is better. The global command
to enable LDP Session Protection is this:

mpls 1ldp session protection [vrf vpn-name] [for acl] [duration seconds]

The access list (acl) you can configure lets you specify the LDP peers that should be protected. It
should hold the LDP Router Identifier of the LDP neighbors that need protection. The duration is
the time that the protection (the targeted LDP session) should remain in place after the LDP link
adjacency has gone down. The default value is infinite.

For the protection to work, you need to enable it on both the LSRs. If this is not possible, you can
enable it on one LSR, and the other LSR can accept the targeted LDP Hellos by configuring the
command mpls ldp discovery targeted-hello accept.

Look at Figure 4-9 to see an example. LDP Session Protection is enabled on all four routers. The
LSR madrid has two LDP sessions: one with london and one with sydney. When the link madrid-
sydney fails, the targeted LDP session is held up as it reroutes over the path madrid-london-rome-
sydney. Example 4-30 shows the LDP session on madrid to router sydney before the link went
down. The link madrid-sydney then goes down. You can see a logging message for the LDP
session when the link goes down and when the link comes back up. The first logging message
indicates that the LDP session has gone into protecting state; the second indicates that the LDP
session has been recovered successfully.
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Figure 4-9 LDP Session Protection
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Example 4-30 Example of LDP Session Protection
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madrid#show mpls ldp neighbor serial 4/0 detail
Peer LDP Ident: 10.200.254.4:0; Local LDP Ident 10.200.254.5:0
TCP connection: 10.200.254.4.646 - 10.200.254.5.21396
State: Oper; Msgs sent/rcvd: 43/42; Downstream; Last TIB rev sent 63
Up time: 00:15:32; UID: 18; Peer Id 0;
LDP discovery sources:
Targeted Hello 10.200.254.5 -> 10.200.254.4, active, passive;
holdtime: infinite, hello interval: 10000 ms
Serial4/0; Src IP addr: 10.200.216.2
holdtime: 15000 ms, hello interval: 5000 ms

continues
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Example 4-30 Example of LDP Session Protection (Continued)

Addresses bound to peer LDP Ident:
10.200.254.4 10.200.214.2 10.200.217.1 10.200.216.2
Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab
Clients: Dir Adj Client
LDP Session Protection enabled, state: Ready
duration: infinite

madrid#show mpls ldp discovery
Local LDP Identifier:
10.200.254.5:0
Discovery Sources:
Interfaces:
Ethernet3/1 (ldp): xmit/recv
LDP Id: 10.200.254.2:0
Serial4/0 (1ldp): xmit/recv
LDP Id: 10.200.254.4:0
Targeted Hellos:
10.200.254.5 -> 10.200.254.4 (ldp): active/passive, xmit/recv
LDP Id: 10.200.254.4:0
10.200.254.5 -> 10.200.254.2 (1ldp): active/passive, xmit/recv
LDP Id: 10.200.254.2:0
madrid#

02:48:38: %0SPF-5-ADJCHG: Process 1, Nbr 10.200.254.4 on Serial4/0 from FULL to DOWN,
Neighbor Down: Interface down or detached

02:48:39: %LINK-3-UPDOWN: Interface Serial4/@, changed state to down
02:48:39: %LDP-5-SP: 10.200.254.4:0: session hold up initiated
02:48:40: SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial4/@, changed state to down
madrid#show mpls ldp neighbor 10.200.254.4 detail
Peer LDP Ident: 10.200.254.4:0; Local LDP Ident 10.200.254.5:0
TCP connection: 10.200.254.4.646 - 10.200.254.5.21396
State: Oper; Msgs sent/rcvd: 55/51; Downstream; Last TIB rev sent 69
Up time: 00:17:18; UID: 18; Peer Id 0;
LDP discovery sources:
Targeted Hello 10.200.254.5 -> 10.200.254.4, active, passive;
holdtime: infinite, hello interval: 10000 ms
Addresses bound to peer LDP Ident:
10.200.254.4 10.200.214.2 10.200.217.1 10.200.216.2
Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab
Clients: Dir Adj Client
LDP Session Protection enabled, state: Protecting
duration: infinite

madrid#

02:49:10: %LINK-3-UPDOWN: Interface Serial4/@, changed state to up

02:49:11: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial4/@, changed state to up
02:49:15: %LDP-5-SP: 10.200.254.4:0: session recovery succeeded
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Finally, a useful LDP feature is LDP Graceful Restart. It specifies a mechanism for LDP peers to
preserve the MPLS forwarding state when the LDP session goes down. As such, traffic can
continue to be forwarded without interruption, even when the LDP session restarts. You can find
more information on LDP Graceful Restart in “Chapter 4 Supplement” at http://
www.ciscopress.com/title/1587051974.

Summary

In this chapter, you have seen what the purpose of the Label Distribution Protocol (LDP) is. This
chapter included an in-depth look at the four main functions of LDP:

m  The discovery of LSRs that are running LDP
m  Session establishment and maintenance

m  Advertising of label mappings

m  Housekeeping by means of notification

Some LDP-specific features were covered. You learned about the controlling of label
advertisements with LDP, the inbound filtering of label bindings, LDP Autoconfiguration, MPLS
LDP-IGP Synchronization, and LDP Session Protection. The functions of LDP and the LDP
features were illustrated with configuration examples and the commands to troubleshoot and
verify the correct operation of LDP.

Chapter Review Questions

You can find answers to the following questions in Appendix A, “Answers to the Chapter Review
Questions.”

1.  What is the fundamental purpose of LDP?

Name the four main functions that LDP takes care of.

How can you reduce the number of label bindings on an LSR?

What problem does MPLS LDP-IGP synchronization solve?

e &~ w b

How many LDP sessions are established between two LSRs that have six links between them,
of which two links are LC-ATM links and four are frame links?

o

What do you need to configure to protect the LDP sessions against attacks?

7. What trick does MPLS LDP-IGP Synchronization employ to ensure that the link is not used
to forward traffic while the LDP session is unsynchronized?

8. What does LDP Session Protection use to protect an LDP session?


http://www.ciscopress.com/title/1587051974
http://www.ciscopress.com/title/1587051974

What You Will Learn

By the end of this chapter, you should know
and be able to explain the following:

m  The difference between MPLS operating
in Frame mode and Cell mode

m  How LDP advertises label bindings in an
ATM network

m  How the Label Virtual Circuits are set up

m  How LDP behaves differently with ATM
LSRs

m  How LDP can provide loop detection

m  What VC-Merge is, and what its benefit
is for ATM LSRs

m  How to deal with ATM switches that are
not aware of MPLS

m  What a label switch controller is

m  How to provide CoS with Label Virtual
Circuits

The chapter ends with an important note on
how to keep the number of Label Virtual
Circuits to a minimum.
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MPLS and ATM Architecture

ATM is a connection-oriented protocol that the ITU-T developed. It is connection-oriented
because virtual circuits are signaled that carry the ATM traffic. The ATM traffic consists of fixed-
sized cells of 53 bytes. Of those 53 bytes, 5 are the cell header and 48 are the cell data. The
success of ATM was predominantly in the WAN network. Many vendors built ATM switches
that could set up virtual circuits in the WAN network. The advantages of ATM are the following:

m A fixed packet size, resulting in a transmission with low jitter
m  Guaranteed quality of service (QoS)
m  Great flexibility

The success of ATM was limited to its use in the WAN network. As IP became the de facto
standard networking protocol that almost everyone used, much effort was spent on getting IP
traffic across the ATM core network. Several schemes were devised:

m  Encapsulation according to RFC 1483
m  Lane Emulation (LANE)
m  Multiprotocol over ATM (MPOA)

RFC 1483 (made obsolete by RFC 2684) specified how to encapsulate multiple routed and
bridged protocols over ATM adaptation layer (AAL) 5. LANE specified how to carry Ethernet
frames across the ATM cloud. MPOA provided a tight integration of IP over ATM, but it was a
complex solution. None of these solutions was perfect in providing a better fit between IP and
ATM. One of the driving reasons for MPLS was just that: a better integration between IP and
ATM. With MPLS, the ATM switches would need to run an IP routing protocol and a label
distribution protocol to exchange IP prefixes and labels between themselves and to the routers.
The result would be that the overlay model of IP over ATM would no longer be needed. With
MPLS, it became a peer model.
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Brief Introduction to ATM
An ATM cell is 5 bytes of header and 48 bytes of data. Look at Figure 5-1 to see the ATM UNI

cell format.

Figure 5-1 ATM UNI Cell Format

Header (5 bytes)

Payload (48 bytes)

GFC VPI
VPI VCI
VCI VCI
VCI PT CLP
HEC
< 8 bits >

The cell format depicted in Figure 5-1 is the User-Network Interface (UNI) cell. The Network-
Node Interface (NNI) header is almost identical to this one, except for the GFC field, which has
been omitted. Instead, the VPI field occupies the first 12 bits and is thus 4 bits longer, which allows
the ATM switches to assign a larger number of virtual path identifiers (VPI).

Table 5-1 shows the name and meaning of each field of the ATM cell header.

Table 5-1 ATM Cell Header Fields

Length
Field |[Name (bits) Meaning
GFC Generic Flow Control 4 Provides local functions
VPI Virtual path identifier 8 Identifies the next destination of the cell
VCI Virtual channel identifier |16 Identifies the next destination of the cell
PT Payload type 3 Indicates user data or control data
CLP Cell Loss Priority 1 Indicates whether the cell should be discarded in
the event of congestion
HEC Header Error Control 8 Provides a checksum calculated on the header
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The GFC field provides local functions for the ATM cell. Local means that it is not end to end, and
the intermediate switches override the field. Local functions might mean flow control and
identification of multiple stations on a single ATM interface.

The VPI and VCI fields are used together and identify the next destination of the ATM cell.
The three bits of the PT field are defined as follows:

m  The first bit indicates whether the cell contains user data or control data.
m  The second bit indicates whether congestion is present.
m  The third bit indicates whether the cell is the last cell of an AALS frame (PDU).

ATM can have statically defined PVCs, or private network-network interface (PNNI) can assign
the virtual circuits dynamically. PNNI is a hierarchical link-state routing protocol that lays out the
virtual circuits throughout the ATM network. For the cells to be interpreted correctly and used by
upper layer protocols, ITU-T specified a layer between the ATM layer and the upper layer
protocols. This layer is called AAL, and it has five categories. AAL1 is connection-oriented and
used for delay-sensitive services and circuit emulation. AAL?2 is also connection-oriented, but it
is used for variable rate services. AAL3/4 is connectionless and used mainly for the older SMDS.
AALS can be connection-oriented or connectionless and is used for varying bit rate demands. It is
used mostly for IP and LANE.

To carry IP traffic across the ATM cloud, the routers on the edge of the ATM WAN cloud are
interconnected across ATM PVCs. To connect the routers in the most efficient way, you need to
connect them directly to each other across PVCs. This is needed so that the IP traffic does not cross
the ATM cloud twice. Therefore, the routers need to be interconnected in a fully meshed way. This
is called the overlay model because all the routers have an Interior Gateway Protocol (IGP)
adjacency (a peering) with each other across the ATM cloud. Look at Figure 5-2 to see an overlay
network of routers across the ATM cloud.
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Figure 5-2 ATM Overlay Network
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The result is that there is (n—1)/2 number of virtual circuits (VCs) needed for n routers that are
connected to the ATM cloud. MPLS solves this problem. When the ATM switches are made aware
of routing, they can form an IGP adjacency among themselves and toward the routers. No longer
does each router need to form an IGP adjacency to all other routers, but just to the nearest ATM
switch(es). Look at Figure 5-3 to see the ATM network where the ATM switches have become
label switching routers (LSRs); this means they have become aware of MPLS. This is called the
peer model because the routers—which are now edge LSRs—only peer to the nearest ATM
switches—which are now LSRs.
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Figure 5-3 ATM LSR Peer Network
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For the traffic to be forwarded correctly through the ATM LSRs, the traffic must be MPLS
encapsulated, and the MPLS label value must be mapped to VPI/VCI values. That is because the
ATM switches are still switching ATM cells on virtual circuits. Because the ATM switches need
to be able to map the MPLS label value to a VC, they must first learn those label values. Hence,
the ATM switches must run a label distribution protocol. An ATM LSR consists of the following:

"""" IGP Adjacency

® A routing protocol in the control plane
m A label distribution protocol in the control plane

m  Switching ATM cells in the data plane
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The Cisco ATM switches support Open Shortest Path First (OSPF) as the routing protocol and
LDP as the label distribution protocol. The Cisco ATM LSRs distribute the routes in OSPF and the
label bindings associated with the routes with LDP. The incoming and outgoing labels are mapped
to incoming and outgoing VPI/VCI pairs. The result is that in the data plane, the ATM switch just
needs to switch cells from the incoming virtual circuit to the outgoing virtual circuit, just like
regular ATM forwarding. The ATM switch never forwards IP packets. If this is needed, the ATM
switch would need to reassemble all incoming ATM cells into frames first. Every ATM switch
along the path would need to do this. This is undesirable for performance reasons.

Label Encoding

ATM switches that are running MPLS are still switching ATM cells. As such, they cannot forward
labeled frames. Because the MPLS labels are mapped to VCs in the ATM cloud, the MPLS label
value is mapped to the VPI/VCI pair. If the labeled packet has a label stack with more than one
label, only the value of the top label is mapped to the VPI/VCI fields. Figure 5-4 shows the MPLS
label mapped to the VPI/VCI values.

Figure 5-4 Label Encoding

ATM Cell

GFC VPI VCI PT CLP | HEC DATA

MPLS Label

When the edge ATM LSR receives a frame, the frame is chopped up into cells. Only the top label
value is encoded as a VPI/VCI value. The rest of the labels in the label stack are not needed to
forward the cells. Nevertheless, the complete label stack is present in the frame (now chopped up).
These labels will be needed again when the ATM cells are reassembled into a frame and the frame
needs further MPLS forwarding outside the ATM network. The label value of the top label is
encoded in the VPI/VCI field and changes at every ATM LSR, and the label value of the top label
in the label stack is set to 0. The label is kept, however, for the three other fields: TTL, EXP, and
End-of-Stack bit. The TTL sets the outgoing TTL when the packet is reassembled on the egress
edge ATM LSR. The EXP bits set the QoS of the packet on the egress edge ATM LSR. Even if the
label stack consists of only one label, it is still carried across the ATM cloud in the first cell. This
enables the egress ATM LSR to figure out whether the packet actually had a label stack or not.

Because the VCI value is 16 bits, there can be 216 op 65,536 labels. Considering that the number
of VCs is limited on the ATM switch, this value alone should be enough for all the labels needed
on one interface. The VPI value is 12 bits, so there can be 212 51 4096 1abels there.
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Label Advertisement

The IGP and LDP on the ATM LSRs cannot run directly over the ATM interface and establish a
neighborship. A control VC is needed for the IGP and LDP to run on between two adjacent ATM
LSRs. When the IGP adjacency is built, the IGP can exchange IP prefixes which are put in the
routing table. After LDP forms a session across the control VC, it can exchange label bindings.
This in turn enables the ATM LSRs to populate the LIB with bindings. As you recall, a binding is
a prefix and an associated label. Each IGP prefix in the routing table must be assigned a label. Each
label value is mapped to a VPI/VCI value, and a virtual circuit is built for each label. Such a virtual
circuit is called a label switched controlled virtual circuit (LVC) or tag switching controlled virtual
circuit (TVC). To create these LVCs, you must configure the ATM interfaces on the ATM switches
and routers to be Label Switching Controlled-ATM (LC-ATM) interfaces. Each such LC-ATM
interface must have the control virtual circuit. On routers and ATM switches that are running Cisco
IOS, this is by default the virtual circuit 0/32. The encapsulation for it must be LLC/SNAP. Figure
5-5 shows a typical MPLS network with ATM LSRs in the core.

Figure 5-5 ATM LSR Network
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Note the three ATM LSRs: washington-atm, denver-atm, and brussels-atm. Each ATM LSR has
one router attached to it via an ATM interface. All six devices are in one OSPF area. The ATM
interfaces between the ATM switches are enabled for MPLS with the mpls ip command, and they
are IP unnumbered to the loopback 0 interface. LDP is running on the ATM interfaces, and LDP
sessions are formed between the ATM LSRs over the control VC. On the three interfaces of the
routers toward the ATM LSRs are subinterfaces with MPLS enabled and IP unnumbered to their
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loopback interface 0. Example 5-1 shows the configuration on the ATM LSR denver-atm and the
edge LSR denver.

Example 5-1 Configuration of Denver LSRs

|
hostname denver-atm
!
mpls label protocol ldp
tag-switching tdp router-id Loopback® force
!
interface Loopback0
ip address 10.200.253.1 255.255.255.255
!
interface ATM2/0/0
ip unnumbered Loopback®
tag-switching ip
|
interface ATM2/0/1
ip unnumbered Loopback®
tag-switching ip
!
interface ATM2/0/2
ip unnumbered Loopback®
tag-switching ip
!
router ospf 1
log-adjacency-changes
network 10.200.0.0 0.0.255.255 area 0
|

!
hostname denver
!
interface Loopback0
ip address 10.200.253.5 255.255.255.255
!
interface ATM1/0/0
no ip address
!
interface ATM1/0/0.10 mpls
ip unnumbered Loopback®
mpls ip
!
router ospf 1
log-adjacency-changes
network 10.200.0.0 0.0.255.255 area 0
!
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NOTE The ATM subinterface with the mpls keyword at the end indicates that this is an LC-
ATM subinterface on a router LSR.

Look at Example 5-2 to see how to verify that LDP runs over the ATM interfaces and how it uses
the control VC 0/32.

Example 5-2 show mpls interfaces

denver-atm#show mpls interfaces

Interface IP Tunnel Operational

ATM2/0/0 Yes (1ldp) No Yes (ATM labels)
ATM2/0/1 Yes (1ldp) No Yes (ATM labels)
ATM2/0/2 Yes (1ldp) No Yes (ATM labels)

denver-atm#show mpls interfaces detail
Interface ATM2/0/0:
IP labeling enabled (1ldp)
LSP Tunnel labeling not enabled
MPLS operational
MTU = 4470
ATM tagging: Label VPI = 1
Label VCI range = 33 - 16383
Control VC = 0/32
Interface ATM2/0/1:
IP labeling enabled (1ldp)
LSP Tunnel labeling not enabled
MPLS operational
MTU = 4470
ATM tagging: Label VPI = 1
Label VCI range = 33 - 16383
Control VC = 0/32
Interface ATM2/0/2:
IP labeling enabled (1ldp)
LSP Tunnel labeling not enabled
MPLS operational
MTU = 4470
ATM tagging: Label VPI = 1
Label VCI range = 33 - 16383
Control VC = 0/32

OSPF is running on the ATM LSRs and the edge LSRs. OSPF neighborships are formed on the
ATM links, and a routing table is built with the prefixes. Because all LSRs have only the loopback
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0 configured with an IP address, the routing table shows one prefix per LSR in the MPLS network.
Example 5-3 shows how to verify the OSPF neighborships and IP routing table.

Example 5-3 OSPF Neighbors and IP Routing Table

denver-atm#show ip ospf neighbor

Neighbor ID Pri State Dead Time  Address Interface
10.200.253.2 1 FULL/ - 00:00:31 10.200.253.2 ATM2/0/0
10.200.253.3 1 FULL/ - 00:00:37 10.200.253.3 ATM2/0/1
10.200.253.5 1 FULL/ - 00:00:34 10.200.253.5 ATM2/0/2

denver-atm#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 6 subnets
10.200.253.6 [110/3] via 10.200.253.3, 00:14:15, ATM2/0/1
10.200.253.5 [110/2] via 10.200.253.5, 00:14:15, ATM2/0/2
10.200.253.4 [110/3] via 10.200.253.2, 00:14:15, ATM2/0/0
10.200.253.3 [110/2] via 10.200.253.3, 00:14:15, ATM2/0/1
10.200.253.2 [110/2] via 10.200.253.2, 00:14:15, ATM2/0/0
10.200.253.1 is directly connected, Loopback®

O O O O o o

The control VC 0/32 is set up between all devices. OSPF and LDP are running on this control VC
on all ATM interfaces between the devices. Example 5-4 shows how to verify the existence of the
control VC on the interfaces.

Example 5-4 Verifying the Control VC

denver-atm#show atm vc interface ATM 2/0/0

Interface VPI VCI Type X-Interface X-VPI X-VCI Encap Status
ATM2/0/0 0 5 PVC ATMO 0 48 QSAAL UP
ATM2/0/0 0 16 PVC ATMO 0 35 ILMI up
ATM2/0/0 0 18 PVC ATMO 0 203 PNNI Up
ATM2/0/0 0 32 PVC ATMO 0 230 SNAP UP
ATM2/0/0 1 33 TVC(I) ATMO 0 231 MUX Uup
ATM2/0/0 1 35 TVC(0) ATM2/0/2 1 39 up
ATM2/0/0 1 36 TVC(0) ATM2/0/2 1 41 UP
ATM2/0/0 1 67 TVC(I) ATM2/0/2 1 34 up
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Example 5-4 Verifying the Control VC (Continued)

denver-atm#show atm vc interface ATM 2/0/1

Interface VPI VCI Type X-Interface X-VPI X-VCI Encap Status
ATM2/0/1 0 5 PVC ATMO 0 49 QSAAL UP
ATM2/0/1 0 16 PVC ATMO 0 36 ILMI ~ UP
ATM2/0/1 0 18 PVC ATMO 0 204 PNNI  UP
ATM2/0/1 0 32 PVC ATMO 0 221 SNAP  UP
ATM2/0/1 1 33 TVC(I) ATMO 0 223  MUX up
ATM2/0/1 1 35 TVC(0) ATM2/0/2 1 40 UupP
ATM2/0/1 1 36 TVC(0) ATM2/0/2 1 42 UP
ATM2/0/1 1 75 TVC(I) ATM2/0/2 1 34 up

To change the LDP control VC from 0/32 to another VPI/VCI pair, you can use the following
interface command:

mpls atm control-vc vpi vci

Example 5-5 shows an example of how to change the control VC for LDP. Obviously, this must
be configured on both LDP peers.

Example 5-5 Changing the Control VC

denver-atm#conf t
Enter configuration commands, one per line. End with CNTL/Z.
denver-atm(config)#int atm 2/0/2
denver-atm(config-if)#mpls atm control-vc 0 1000
denver-atm(config-if)#"*Z
denver-atm#
denver-atm#show mpls interfaces ATM 2/0/2 detail
Interface ATM2/0/2:
IP labeling enabled (1ldp)
LSP Tunnel labeling not enabled
MPLS operational
MTU = 4470
ATM tagging: Label VPI = 1
Label VCI range = 33 - 16383
Control VC = 0/1000

On the ATM LSR, you can change the VPI/VCI range that MPLS uses for the LVCs per ATM
interface. The default VPI used for MPLS is 1. The Cisco IOS interface command to change the
VPI/VCI range is as follows:

mpls atm vpi vpi [- vpi] [vci-range low - high]
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Example 5-6 shows that the VPI range is changed to 2 and the VCI range is changed to 33-2000.

Example 5-6 Changing the VPI/VCI Range for LVCs

1
interface ATM2/0/0
ip unnumbered Loopback@®
mpls label protocol ldp
tag-switching atm vpi 2 vci-range 33-2000
tag-switching ip
1

brussels-atm#show mpls interfaces ATM 2/0/0 detail
Interface ATM2/0/0:
IP labeling enabled (1ldp)
LSP Tunnel labeling not enabled
MPLS not operational
MTU = 4470
ATM tagging: Label VPI = 2
Label VCI range = 33 - 2000
Control VC = 0/32

Remember that each prefix that is present in the routing table creates a virtual circuit through the
network. Therefore, in the interest of scalability, it is better to limit the number of prefixes in the
routing table. One way of doing this, which is highly advisable, is to have the ATM interfaces as
IP unnumbered interfaces. You need a loopback interface anyway as LDP router ID and IGP router
ID, and the IP unnumbered interfaces can point to the loopback interface. When you do not use IP
unnumbered interfaces, you allocate a label and a virtual circuit to each IP prefix that is configured
on a link. These unimportant prefixes do not forward traffic through the ATM network, so unused
LVCs are set up.

Downstream-on-Demand Label Advertisement

To avoid unnecessary label advertisement for prefixes in the routing table, the ATM LSR does not
operate in Unsolicited Downstream (UD) label advertisement mode. Rather, it operates in
Downstream-on-Demand (DoD) label advertisement mode. This means that an ATM LSR only
advertises a label (binding) when it is requested to. The upstream LSR requests the downstream
LSR for a label for a particular prefix. The upstream ATM LSR knows who the downstream LSR
is by looking up the next hop for the prefix in the routing table. ATM LSRs (and routers with LC-
ATM interfaces) use the Ordered LSP Control mode (as discussed in Chapter 2, “MPLS
Architecture”) by default, whereas routers (non-LC-ATM interfaces) use the Independent LSP
Control mode.

With Ordered LSP Control mode, the downstream ATM LSR only replies with a label if it has
received a label for the prefix from its downstream LSR. The egress LSR at the end of the LSP is
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the first to allocate a (local) label to the prefix, and it sends this label to the upstream LSR. In turn,
this LSR allocates a (local) label and sends it to the upstream LSR. Figure 5-6 shows an example
of ATM LSRs and DoD Label Advertisement mode with Ordered LSP Control mode.

Figure 5-6 DoD Label Advertisement with Ordered LSP Control Mode
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When a new prefix is learned throughout the network via the router brussels, the routers denver
and washington send an LDP Label Request message to their downstream ATM LSR neighbor,
requesting a label for the prefix. They in turn send an LDP Label Request message to the
downstream LSRs. This continues until the Label Request reaches the edge ATM LSR brussels.
This router returns an LDP Label Mapping message to its upstream neighbor. The upstream
neighbor sends an LDP Label Mapping message upstream and so on, until the edge ATM LSR is
reached. At that point, every ATM LSR has the label binding for the destination. Because the ATM
LSRs run in DoD mode, they only request a label from the next-hop LSR as indicated by the
routing table. Thus, the label retention mode is conservative for LSRs that are running DoD label
advertisement mode.

When the routing adjacencies are up, the IP prefixes are propagated, the routing table is built on
the LSRs, and LDP forms the LDP neighborships and advertises the label bindings for the
prefixes, the ATM LSRs can build the LVCs between them.



118 Chapter 5: MPLS and ATM Architecture

NOTE LVCs and ATM Forum virtual circuits can exist on the same ATM switches and the
same ATM interfaces.

Look at Example 5-7. If IP traffic needs to go from the denver edge LSR to the brussels edge LSR
(destination 10.200.253.6), it takes the following LVCs (TVCs):

m 1/42 out on denver

m 1/42in and 1/36 out on denver-atm
m  1/36in and 1/33 out on brussels-atm
m 1/33 in on brussels (tail end router)

To see the ATM LDP bindings, use the show mpls atm-ldp bindings command. Example 5-7
shows you how to use that command to track the LVCs through the ATM LSRs.

Example 5-7 Checking the LVCs

denver#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface

17 1/38 10.200.253.1/32 0 AT1/0/0.10 point2point
18 1/39 10.200.253.2/32 0 AT1/0/0.10 point2point
19 1/40 10.200.253.3/32 0 AT1/0/0.10 point2point
20 1/41 10.200.253.4/32 0 AT1/0/0.10 point2point
21 1/42 10.200.253.6/32 0 AT1/0/0.10 point2point

denver#show atm vc interface ATM 1/0/0.10

VCD / Peak Avg/Min Burst
Interface Name VPI VCI Type Encaps Kbps Kbps Cells Sts
1/0/0.10 56 0 32 PVC SNAP 149760 N/A UupP
1/0/0.10 62 1 34 TVC MUX 149760 N/A UupP
1/0/0.10 63 1 38 TVC MUX 149760 N/A UP
1/0/0.10 66 1 39 TVC MUX 149760 N/A UupP
1/0/0.10 64 1 40 TVC MUX 149760 N/A UupP
1/0/0.10 67 1 41 TVC MUX 149760 N/A UpP
1/0/0.10 65 1 42 TVC MUX 149760 N/A UupP

denver#show mpls forwarding-table 10.200.253.6 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
21 1/42 10.200.253.6/32 0 AT1/0/0.10 point2point

MAC/Encaps=4/8, MRU=4470, Tag Stack{1/42(vcd=65)}
00418847 00041000
No output feature configured
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Example 5-7 Checking the LVCs (Continued)

denver#show mpls atm-1ldp bindings 10.200.253.6 32
Destination: 10.200.253.6/32
Headend Router ATM1/0/0.10 (3 hops) 1/42 Active, VCD=65

denver-atm#show mpls atm-1ldp bindings 10.200.253.6 32
Destination: 10.200.253.6/32
Transit ATM2/0/2 1/42 Active -> ATM2/0/1 1/36 Active

denver-atm#show atm vc interface ATM 2/0/2 1 42

Interface: ATM2/0/2, Type: oc3suni

VPI = 1 VCI = 42

Status: UP
Time-since-last-status-change: 00:18:52
Connection-type: TVC(I)

Cast-type: multipoint-to-point-input

Cross-connect-interface: ATM2/0/1, Type: oc3suni
Cross-connect-VPI = 1

Cross-connect-VCI = 36

Cross-connect-UPC: pass

brussels-atm#show mpls atm-1ldp bindings 10.200.253.6 32
Destination: 10.200.253.6/32
Transit ATM2/0/0 1/36 Active -> ATM2/0/2 1/33 Active
Transit ATM2/0/1 1/36 Active -> ATM2/0/2 1/33 Active

brussels-atm#show atm vc interface ATM 2/0/1 1 36

Interface: ATM2/0/1, Type: oc3suni

VPI = 1 VCI = 36

Status: UP
Time-since-last-status-change: 00:20:00
Connection-type: TVC(I)

Cast-type: multipoint-to-point-input
Packet-discard-option: enabled
Usage-Parameter-Control (UPC): pass

Wrr weight: 2

Number of OAM-configured connections: @
OAM-configuration: disabled

OAM-states: Not-applicable
Cross-connect-interface: ATM2/0/2, Type: oc3suni
Cross-connect-VPI = 1

Cross-connect-VCI = 33
Cross-connect-UPC: pass

continues
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Example 5-7 Checking the LVCs (Continued)

brussels#ishow mpls atm-1ldp bindings 10.200.253.6 32

Destination: 10.200.253.6/32

Tailend Router ATM3/0.10 1/33 Active, VCD=597

Look at Example 5-8 to see the complete label information base (LIB) for the ATM LSR denver.
You can see one entry per IP prefix in the routing table. An ATM switch can be in three positions
regarding the LSPs (LVCs): tail end switch, transit, or head end switch. A head end switch means
that the ATM LSR is the ingress LSR, and a tail end switch means that the ATM LSR is the egress
LSR. A transit LSR is the ATM LSR between the ingress and egress LSR on the LSP. The Tailend
Switch entries in Example 5-8 are the entries for the prefix 10.200.253.1/32 because this prefix is
directly connected on the LSR denver-atm. Three entries exist because the ATM LSR denver-atm
has three upstream ATM LSR neighbors for that prefix: denver, washington-atm, and brussels-atm.
These LDP label bindings lead to the LVCs (TVCs) set up as in Example 5-4.

Example 5-8 ATM Label Bindings

denver-atm#show mpls atm-1ldp bindings
Destination: 10.200.253.1/32

Destination: 10.200.253.5/32
Transit ATM2/0/1 1/75 Active -
Transit ATM2/0/@ 1/67 Active -

Destination: 10.200.253.2/32
Transit ATM2/0/2 1/39 Active -

Destination: 10.200.253.3/32
Transit ATM2/0/2 1/40 Active -

Destination: 10.200.253.4/32
Transit ATM2/0/2 1/41 Active -

Destination: 10.200.253.6/32
Transit ATM2/0/2 1/42 Active -

\

ATM2/0/2
ATM2/0/2

\

\

ATM2/0/0

v

ATM2/0/1

\

ATM2/0/0

\

ATM2/0/1

Tailend Switch ATM2/0/1 1/33 Active -> Terminating Active, VCD=223
Tailend Switch ATM2/0/0 1/33 Active -> Terminating Active, VCD=231
Tailend Switch ATM2/0/2 1/38 Active -> Terminating Active, VCD=240

1/34 Active
1/34 Active

1/35 Active

1/35 Active

1/36 Active

1/36 Active

You can see that the LDP-learned labels are VPI/VCI values, and the VCs have been set up in the
data plane as a result of the learned MPLS labels. The command show mpls ip binding gives




another nice overview of the label bindings per prefix. Example 5-9 shows the output of this

command.

Example 5-9 Show MPLS IP Binding
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denver-atm#show mpls ip binding
10.200.253.1/32

in label: imp-null
in vc label: 1/33
Active
in vc label: 1/38
Active
in vc label: 1/33
Active

10.200.253.2/32

in label: 16
in vc label: 1/39
Active
out vc label: 1/35
Active
10.200.253.3/32
in label: 17
in vc label: 1/91
Active
out vc label: 1/33
Active
10.200.253.4/32
in label: 18
in vc label: 1/41
Active
out vc label: 1/36
Active
10.200.253.5/32
in label: 25
in vc label: 1/67
Active
in vc label: 1/34
Active
out vc label: 1/34
Active
10.200.253.6/32
in label: 19
in vc label: 1/92
Active

out vc label: 1/36
Active
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LDP Control Mode for ATM

Chapter 2 mentioned two possible control modes for label advertisement: Ordered and
Independent Control mode. The Independent Control mode means that an LSR immediately
responds to a Label Request message from the upstream LSR. Ordered means that the LSR only
responds to the Label Request message from the upstream LSR when it received a response to its
Label Request message from its downstream LSR. In Figure 5-6, the Control mode was Ordered.
Look at Figure 5-7 to see the two different Control modes side by side.

Figure 5-7 LDP Control Modes
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The default Control mode in Cisco IOS on ATM switches is Ordered Control. To change the
Control mode, use the following global Cisco IOS command:

mpls 1ldp atm control-mode {ordered | independent}

The disadvantage of Ordered Control mode is the delay in receiving a label binding. The
advantage is that no packets are lost, because the ingress ATM LSR only has an outgoing label
(and hence an outgoing LVC) if all ATM LSRs along the path have one. Packets can be lost in
Independent Control mode until all ATM LSRs have the label bindings for that LSP. An ATM LSR
that does not have an outgoing LVC must perform an expensive operation—namely, it must
reassemble the cells into a packet and then discard the packet.
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Look at Example 5-10 to see Label Request and Label Mapping messages received and sent out
on the denver-atm LSR running Independent Control mode for a new prefix learned downstream
from denver-atm. (The downstream LSR is brussels-atm.)

Example 5-10 [ndependent Control Mode

denver-atm#

denver-atm#conf t

Enter configuration commands, one per line. End with CNTL/Z.
denver-atm(config)#mpls ldp atm control-mode independent
denver-atm(config)#~Z

denver-atm#

denver-atm#deb mpls 1ldp messages sent

LDP sent PDUs, excluding periodic Keep Alives debugging is on
denver-atm#deb mpls 1ldp messages received

LDP received messages, excluding periodic Keep Alives debugging is on
denver-atm#show debugging

MPLS 1dp:
LDP received messages, excluding periodic Keep Alives debugging is on
LDP sent PDUs, excluding periodic Keep Alives debugging is on

ldp: Rcvd label request msg from 10.200.253.
ldp: Sent label mapping msg to 10.200.253.5:
ldp: Sent label request msg to 10.200.253.3:
1dp: Rcvd label mapping msg from 10.200.253.
ldp: Rcvd label mapping msg from 10.200.253.
ldp: Sent label mapping msg to 10.200.253.5:

1 (pp 0x6302D8C4)
(pp 0x6302D8C4)
(pp Ox6302E47C)

12 (pp 0x6302E47C)

12 (pp 0x6302E47C)
(pp 0x6302D8C4)

- W wWw NN =o

You can see that the LSR denver-atm sends a Label Mapping message immediately in response to
the Label request message from the LSR denver (10.200.253.5). In Ordered Control mode, the
LSR denver-atm sends a Label Request message to the downstream LSR brussels-atm
(10.200.253.3) and awaits the receipt of the Label Mapping message from it before sending a
Label Mapping message back to the denver LSR. This is depicted in Example 5-11.

Example 5-11 Ordered Control Mode

denver-atm#

1dp: Rcvd label request msg from 10.200.253.5:1 (pp 0x6302D8C4)
1ldp: Sent label request msg to 10.200.253.3:2 (pp 0x6302E47C)
1dp: Rcvd label mapping msg from 10.200.253.3:2 (pp 0x6302E47C)
1ldp: Sent label mapping msg to 10.200.253.5:1 (pp 0x6302D8C4)
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LDP for LC-ATM

This section covers some specifics on LDP when running on an LC-ATM interface.

Label Space
Per-interface label space is used for LC-ATM interfaces. As you can see in Example 5-12, it means
that the peer LDP is not identified with router-id:0 as in the non-LC-ATM case. The number
following the peer LDP router Identifier is now non-zero. If you have multiple links between a pair
of ATM LSRs, multiple label spaces will exist between them. Look at Example 5-12 to see that
the ATM LSRs washington-atm and brussels-atm have two ATM links between them and two label
spaces.

Example 5-12 Per-Interface Label Space

washington-atm#show mpls ldp discovery
Local LDP Identifier:
10.200.253.2:0
Discovery Sources:
Interfaces:
ATMO/0/0 (1ldp): xmit/recv
LDP Id: 10.200.253.3:1
ATMO/0/1 (1dp): xmit/recv
LDP Id: 10.200.253.1:1
ATMO/0/2 (1ldp): xmit/recv
LDP Id: 10.200.253.4:1
ATMO/0/3 (1ldp): xmit/recv
LDP Id: 10.200.253.3:4

washington-atm#show mpls ldp neighbor 10.200.253.3
Peer LDP Ident: 10.200.253.3:1; Local LDP Ident 10.200.253.2:3
TCP connection: 10.200.253.3.11215 - 10.200.253.2.646
State: Oper; Msgs sent/rcvd: 471/450; Downstream on demand
Up time: 04:46:55
LDP discovery sources:
ATMO/0/0, Src IP addr: 10.200.253.3
Peer LDP Ident: 10.200.253.3:4; Local LDP Ident 10.200.253.2:4
TCP connection: 10.200.253.3.11225 - 10.200.253.2.646
State: Oper; Msgs sent/rcvd: 4/4; Downstream on demand
Up time: 00:02:02
LDP discovery sources:
ATMO/0/3, Src IP addr: 10.200.253.3
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Loop Detection by LDP

Loop detection in LDP is optional. It consists of the usage of a Hop Count TLV and a Path Vector
TLV to find out if an LSP is looping or if Label Request messages are looping. Routing loops can
be permanent, but these are rather rare or are the result of a configuration error. Transient loops do
occur more often and can be short in nature. They are often the result of the routing protocol
converging and one LSR converging faster than the other. If labeled packets are looping, the label
TTL eventually reaches 0, and the packet is dropped. However, ATM LSRs forward cells instead
of frames. The ATM cells do not have a TTL value, so ATM LSRs cannot use this mechanism.
Because an LSP is a VC on ATM LSRs, a mechanism is needed to make sure that the VCs do not
loop. Cisco ATM LSRs use both the Hop Count TLV and Path Vector TLV to prevent a looped LSP
from being signaled in the first place. When a loop is detected in Cisco IOS, the LSR periodically
resends Label Request messages to try to set up the LSP.

Loop Detection by Hop Count TLV

A Hop Count TLV holds the number of LSRs that the LDP message has traversed. Every LSR that
sees this TLV must increment the hop count by 1. A loop is detected when a configured maximum
hop count value is reached. Following is the command to enable loop detection by means of the
Hop Count TLV in Cisco I0S:

mpls 1ldp maxhops number

The default value for the maximum hop count argument (number) is 254.

You can configure the maximum hop count to be n. The ingress LSR of a FEC sends an LDP Label
Request message with a hop count of 1. The next LSR that receives this request must increase the
hop count by 1 in its request, and so on. The same is true for Label Mapping messages. There, the
egress LSR must send the first LDP Label Mapping message with a hop count of 1. Subsequent
LSRs increase the hop count value by 1. If the MPLS network consists of a part with ATM LSRs
and a part with router LSRs, the LSRs at the edge of the ATM domain reset the hop count value to
1, because the ATM LSRs are not “hop count-capable.” When an ATM LSR detects that the hop
count has reached the maximum configured value n, it returns a Loop Detected Notification
message to the source of the Label Request or Label Mapping message. The Label Request or
Label Mapping message is not answered with a Label Mapping message. It also is not propagated
or used.
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Figure 5-8 shows how to use the mpls ldp maxhops command. If the routing protocol is in a
looped status around the network, the Label Request message can also be looping.

Figure 5-8 Usage of ldp maxhops Command
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Example 5-13 shows the ATM LSR brussels, which detected a hop count that exceeded the
maximum hop count configured. The LSR learns this as soon as it receives an LDP Notification
message indicating that the hop count was exceeded.

Example 5-13 Hop Count Exceeded

brussels#show mpls atm-ldp bindings

Destination: 10.200.253.4/32

Headend Router ATM3/0.10 (3 hops) 1/36 Active, VCD=748
Destination: 10.200.253.5/32

Headend Router ATM3/0.10 (hop count exceeded) -/- BindWait

%TDP -4 -HOPCOUNT_EXCEEDED: Peer = 10.200.253.3:3 Label Mapping(10.200.253.5/32) Maxhop=10
hopcount=10 ATM3/0.10
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If the ATM LSRs are running LDP in Independent Control mode, the initial hop count value is set
to 0. A hop count of 0 indicates that the real hop count is unknown. If an ATM LSR later receives
a Label Mapping message from a downstream neighbor with a non-zero hop count, it sends a new
Label Mapping message to the upstream neighbor with an updated hop count. This continues until
the ingress ATM LSR receives the Label Mapping message with the real hop count through the
ATM network.

Example 5-14 shows the prefix 10.200.253.6/32 with an unknown hop count as a result of the
Independent Control mode. The correct hop count is learned later from a downstream LSR.

Example 5-14 Unknown Hop Count

denver#show mpls atm-1ldp bindings
Destination: 10.200.253.1/32

Headend Router ATM1/0/@.10 (1 hop) 1/33 Active, VCD=189
Destination: 10.200.253.2/32

Headend Router ATM1/0/0.10 (2 hops) 1/34 Active, VCD=190
Destination: 10.200.253.3/32

Headend Router ATM1/0/0.10 (2 hops) 1/35 Active, VCD=191
Destination: 10.200.253.4/32

Headend Router ATM1/0/0.10 (3 hops) 1/36 Active, VCD=192
Destination: 10.200.253.6/32

Headend Router ATM1/@/0.1@ (hop count unknown) 1/44 Active, VCD=200
Destination: 10.200.253.5/32

Tailend Router ATM1/0/0.10 1/33 Active, VCD=189

TTL Manipulation

ATM LSRs cannot decrement the TTL value at each hop. You can use the mechanism described
in the previous section by means of the hop count propagated by LDP to set the TTL value of a
labeled packet before it enters the ATM domain. As you can see in Example 5-14, the hop count
is present for each binding that is received. You can determine the incoming TTL of a packet on
the ingress ATM LSR either from the IP TLL if the packet is received as an IP packet or from the
TTL in the top label if the packet is received as a labeled packet. This incoming TLL is
decremented by 1 to arrive at the new TTL. Then two things are possible: You can use this TTL on
the ingress ATM LSR to send the packet, or you can use this TTL minus the reported hop count in
the label binding for the prefix to send the packet. The result of the latter is that the TTL set on the
packet when it leaves the ingress ATM LSR already has the number of hops through the ATM
domain calculated in. If, however, the result of that subtraction is O or less, the packet is discarded
on the ingress ATM LSR. Look at Figure 5-9. If a packet arrives with a TTL of 3, the ingress ATM
LSR does not forward it, because the hop count through the ATM domain is deemed too large. If,
however, a packet that has a TTL of 200 arrives on the ingress ATM LSR, it is forwarded with a
TTL of 197. The egress ATM LSR then sees an incoming packet with a TTL of 197.
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Figure 5-9 TTL Through ATM Domain
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Cisco IOS uses the first possible method. The ingress ATM LSR only decrements the TTL by 1
before sending the packet—as ATM cells—into the ATM cloud. This method has the advantage of
a clean traceroute output. If Cisco IOS were to use the second method, the ingress ATM LSR
would have to reply to multiple traceroute probes, as many as there are ATM LSRs on the path.
That would cause the ingress ATM LSR to show up in multiple lines of the traceroute output.

A traceroute through the MPLS network does not show the ATM part of the network. The ATM part
is missing from the traceroute output. The ATM LSRs have the same affect on traceroute as if you
were to configure no mpls ip propagate-ttl on the edge LSRs of an MPLS network without ATM.
Example 5-15 shows a traceroute from the router LSR san-francisco (connected to the LSR denver)
to the LSR brussels. As you can see, the ATM switches are not reported in the traceroute output.

Example 5-15 Traceroute Example

san-francisco#traceroute 10.200.253.6

Type escape sequence to abort.
Tracing the route to 10.200.253.6

1 10.200.200.2 [MPLS: Label 21 Exp @] 4 msec @ msec @ msec (LSR denver)
2 10.200.253.6 4 msec * @ msec (LSR brussels)
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NOTE Refer to Chapter 13, “Troubleshooting MPLS Networks,” to see how tracerouting
through an MPLS network operates and what the command mpls ip propagate-ttl does.

Loop Detection by Path Vector TLV

A Path Vector TLV holds the list of the LSRs that an LDP message has traversed. The list holds
the LSR Identifier—the first four bytes of the LDP Identifier—of the traversed LSRs. Each LSR
that propagates the LDP message containing the Path Vector TLV must add its own LSR Identifier
to the TLV. A loop is detected when an LSR receives an LDP message with a Path Vector TLV
containing its own LSR Identifier. In Cisco IOS, the command to enable loop detection by means

of the Path Vector TLV is this:

mpls 1ldp loop-detection

When an LSR detects a loop in the received Label Request message or in the Label Mapping
message, it must send a Loop Detected Notification message to the source of that LDP message.
Example 5-16 shows the result of turning on loop detection with the Path Vector TLV. The path
information of the label bindings lists the LSR Identifier of the traversed LSRs.

Example 5-16 Bindings with Path Information

denver#show mpls atm-1ldp bindings path
Destination: 10.200.253.1/32

Path: 10.200.253.5*
Destination: 10.200.253.2/32
Headend Router ATM1/0/0.10 (2 hops) 1/52
Path: 10.200.253.5* 10.200.253.1

Destination: 10.200.253.3/32
Headend Router ATM1/0/0.10 (2 hops) 1/44
Path: 10.200.253.5* 10.200.253.1

Destination: 10.200.253.4/32
Headend Router ATM1/0/0.10 (3 hops) 1/53
Path: 10.200.253.5* 10.200.253.1

10.200.253.1

Headend Router ATM1/0/0.10 (1 hop) 1/33 Active, VCD=254

Active, VCD=263
10.200.253.2

Active, VCD=260
10.200.253.3

Active, VCD=264

10.200.253.2 10.200.253.4

When the LSRs are running in Independent Control mode, they might need to send multiple Label
Mapping messages when either method of loop detection is turned on. As an LSR receives a Label
Mapping message from a downstream neighbor with either an updated Hop Count TLV or Path

Vector TLV present, it must send a Label Mapping message upstream with that updated TLV. That
means many Label Mapping messages might be sent for one LSP. You can avoid this when running
Ordered Control mode on the ATM LSRs because the LSRs send only one Label Request and one

Label Mapping message per LSP.
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For either loop detection method to properly function, it must be turned on for all LSRs that are
running LDP. Otherwise, inconsistencies can occur.

LDP Address Messages

An LSR that is running LDP can advertise its IP addresses via LDP. As mentioned in Chapter 2,
labels can be advertised in two modes: UD and DoD. LDP can run in both modes. Chapter 4,
“Label Distribution Protocol,” deals with LDP and explains a bit more the differences in the two
modes. It covers why LDP in UD mode must advertise the IP addresses of the LSRs. Without it,
the LSRs cannot build the LFIB needed to forward labeled packets, because they need to associate
a next hop from the routing table with a peer LDP Router Identifier.

ATM LSRs run in DoD mode and only need to request a label from their downstream neighbor.
Furthermore, only one LDP peer exists per LC-ATM interface. Therefore, mapping the received
label to the downstream LDP peer is straightforward, and as a result, ATM LSRs really do not need
to send their IP addresses to their LDP neighbors. Cisco ATM LSRs run label advertisement in
DoD mode and do not advertise their IP addresses. However, you can enable them to advertise
their IP addresses anyway. The advantage of doing this is that other vendor ATM LSRs might
require the IP addresses to be sent. The Cisco IOS interface command to enable the advertisement
of the IP addresses to LC-ATM LDP peers is this:

mpls ldp address-message

‘When this command is enabled on the brussels-atm LSR, it advertises its IP addresses to its
neighbors. Example 5-17 shows that the neighboring LSR brussels has the one IP address of
brussels-atm as a bound IP address to that LDP peer.

Example 5-17 Advertised Addresses

brussels#show mpls 1ldp neighbor
Peer LDP Ident: 10.200.253.3:3; Local LDP Ident 10.200.253.6:1
TCP connection: 10.200.253.3.646 - 10.200.253.6.47852
State: Oper; Msgs sent/rcvd: 75/93; Downstream on demand
Up time: 00:53:41
LDP discovery sources:
ATM3/0.10, Src IP addr: 10.200.253.3
Addresses bound to peer LDP Ident:
10.200.253.3

Blocking Label Requests

The command mpls ldp request-labels is used for LC-ATM interfaces instead of the command
mpls ldp advertise-labels to block label advertisements.

mpls 1ldp request-labels for acl
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You can configure this command on the ATM LSRs to stop them from sending Label Requests for
IP prefixes that do not need an LSP to be set up. Example 5-18 shows the edge ATM LSR denver
with this command and 1 stopping it from sending Label Requests for anything other than IP
addresses from the range 10.200.253.0/24.

Example 5-18 Blocking Label Requests on Edge ATM LSR

!

hostname denver

!

mpls label protocol 1ldp

mpls 1ldp router-id Loopback® force

mpls 1ldp request-labels for 1

!

!

access-list 1 permit 10.200.253.0 0.0.0.255

access-list 1 deny any
!

In general, you want to block LVCs from being set up for IP prefixes that are not important—IP
prefixes that do not carry customer or through traffic. In the example of MPLS VPN, the important
prefixes in the MPLS network are the PE loopback IP addresses because they are the BGP next-
hop IP addresses. These IP addresses carry the VPN customer traffic across the MPLS cloud. Refer
to Chapter 7, “MPLS VPN,” to understand why the BGP next-hop IP addresses are important
prefixes in MPLS VPN networks.

Aggregate Labels

Aggregate labels can be the result of aggregation or summarization of IP prefixes in the network.
You can aggregate multiple IPv4 prefixes into one prefix with a smaller mask capturing all the
component prefixes with longer masks. You can do this in an MPLS network, but it might not be
a good idea. When the labeled packets arrive at the aggregation router, it removes the label and
performs an IP lookup, and then it labels them again and forwards them. Do not aggregate on ATM
LSRs for that reason. The aggregation label entails that the labeled packets must become unlabeled
on the ATM LSR. For this to happen, the aggregating ATM LSR first reassembles the cells into a
frame. When the aggregating ATM LSR forwards the packet by doing an IP lookup, it chops the
frame into cells again. This is an expensive operation and has a serious performance impact. That
is why you should always avoid aggregation on ATM LSRs.
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VC-Merge

As mentioned, the upstream LSR requests a label for a prefix from its downstream LSR and so on,
until it reaches the egress LSR. However, without VC-merge, the label requests are propagated
from the ingress LSR to the egress LSR, even if an intermediate LSR has already received an
outgoing label from its downstream LSR for that prefix. Look at Figure 5-10, where the ATM LSR
brussels-atm has already received a label for the prefix 10.200.253.6/32 from its downstream LSR
brussels. This first label was outgoing label 1/34 from brussels-atm to brussels. For the traffic from
washington-atm to brussels, a second label will be requested from brussels by brussels-atm. This
is the label 1/33.

Figure 5-10 Two Upstream LSRs
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Why does the same destination 10.200.253.6/32 on brussels-atm have a second outgoing label?
One VC is from denver-atm to brussels, and the second VC is from washington-atm to brussels.
What if the LSR brussels-atm does not request a second label for the second upstream LSR
washington-atm but uses the label that it already received from LSR brussels? There would be a
problem. Look at Figure 5-11 to see the interleaving of cells problem.
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Figure 5-11 [Interleaving of Cells
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LSR brussels-atm has two incoming labels—one for each upstream LSR and only one outgoing
label toward LSR brussels. Therefore, cells from both the LSR denver-atm and the LSR
washington-atm are interleaved onto the same LVC; this means they have the same VPI/VCI value
toward the LSR brussels. The egress LSR brussels—which needs to reassemble the ATM cells into
frames—does not know which cells belong to which of the two streams. That is not a good idea.
It might work, however, if the cells forming one frame are not interleaved with cells from another
frame from a different upstream LSR. You can do this if the merging LSR (here LSR brussels-atm)
buffers the cells until it detects that it has received the last cell from the frame. This detection can
be accomplished by looking at the end-of-frame bit in the cell header. The merging LSR can then
send the cells without interleaving the cells with cells from another upstream LSR. The cells do
need to be buffered, which requires extra memory on the ATM LSR. The procedure of buffering
the cells and only using one outgoing label per prefix for all upstream ATM LSRs is called VC-
Merge. Different incoming LVCs are merged into one outgoing LVC. Look at Figure 5-12 to see
VC-Merge.
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Figure 5-12 VC-Merge
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VC-Merge

The obvious advantage of VC-Merge is that the number of needed VCs is reduced. If the router
brussels-atm had five upstream LSRs for a set of 50 prefixes, there would already be (5 — 1) * 50
=200 LVCs less in this simple example.

Following is the global Cisco IOS command to enable VC-Merge:

mpls 1ldp atm vc-merge

VC-Merge is on by default on Cisco ATM Switches.

Look at Example 5-19 to see the LVCs before disabling VC-Merge on the LSR brussels-atm. Two
LVCs are incoming, but only one LVC is outgoing for the prefix 10.200.253.6/32.

Example 5-19 LVCs Before Disabling VC-Merge

brussels-atm#show mpls atm-1ldp bindings 10.200.253.6 32
Destination: 10.200.253.6/32
Transit ATM2/0/0 1/36 Active -> ATM2/0/2 1/33 Active
Transit ATM2/0/1 1/36 Active -> ATM2/0/2 1/33 Active
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Examine Example 5-20. Notice the VCs after disabling VC-Merge on the LSR brussels-atm. You
can see two outgoing LVCs for the prefix 10.200.253.6/32.

Example 5-20 LVCs After Disabling VC-Merge

brussels-atm#conf t

Enter configuration commands, one per line. End with CNTL/Z.
brussels-atm(config)#no mpls ldp atm vc-merge
brussels-atm(config)#°Z

brussels-atm#

brussels-atm#show mpls atm-1ldp bindings 10.200.253.6 32
Destination: 10.200.253.6/32
Transit ATM2/0/1 1/34 Active -> ATM2/0/2 1/33 Active
Transit ATM2/0/0 1/33 Active -> ATM2/0/2 1/34 Active

Non MPLS-Aware ATM Switches

Some ATM switches in the network might not run MPLS. The solution to this problem is to run
Virtual Path (VP) tunnels across the non-MPLS-aware ATM switches. Figure 5-13 shows a
network with ATM switches that are not MPLS-aware. A VP tunnel is created across those ATM
switches to carry the LVCs, which are created as needed on the VP tunnel. The VClIs are mapped
to the MPLS labels and carry the “labeled” ATM cells.

Figure 5-13 MPLS over VP Tunnels
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In the example network, the ATM LSR denver-atm is now non-MPLS-aware. Figure 5-14 shows
the VP tunnel across the LSR denver-atm.

Figure 5-14 VP Tunnels Across denver-atm
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A VP tunnel is created from the LSR washington-atm to the LSR brussels-atm that carries the
LVCs across the non-MPLS-aware ATM switch. Look at Example 5-21 to see the configuration
needed on the LSRs. An ATM subinterface is created for the VP tunnel.

Example 5-21 Configuration for MPLS over VP Tunnel

1
hostname washington-atm
!
mpls label protocol ldp
tag-switching tdp router-id Loopback® force
!
interface Loopback0
ip address 10.200.253.2 255.255.255.255
!
interface ATMO/0/1
ip unnumbered Loopback®
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Example 5-21 Configuration for MPLS over VP Tunnel (Continued)

atm pvp 12

tag-switching ip

!
interface ATMO/@/1.12 point-to-point
ip unnumbered Loopback®
tag-switching ip

!

!
hostname denver-atm
!
interface ATM2/0/0
ip unnumbered Loopback®
!
interface ATM2/0/1
ip unnumbered Loopback®

atm pvp 20 interface ATM2/0/0 12
!

]

hostname brussels-atm

!

interface ATM2/0/1
ip unnumbered Loopback®
atm pvp 20

!

interface ATM2/0/1.20 point-to-point
ip unnumbered Loopback®
tag-switching ip

!

NOTE PVP stands for permanent virtual path.

The PVP 12 is switched to PVP 20 on the ATM switch denver-atm. The LSR washington-atm now
forms an OSPF adjacency and LDP neighborship directly with the LSR brussels-atm across the
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VP tunnel. The LVCs (TVCs) are created onto the VP tunnel as they are mapped onto the created
subinterface. Example 5-22 shows this.

Example 5-22 Verifying MPLS over VP Tunnel

denver-atm#show atm vp

Interface VPI Type X-Interface X-VPI Status
ATM2/0/0 12 PVP ATM2/0/1 20 UupP
ATM2/0/1 20 PVP ATM2/0/0 12 upP

washington-atm#show ip ospf neighbor

Neighbor ID Pri State Dead Time  Address Interface
10.200.253.3 1 FULL/ - 00:00:32 10.200.253.3 ATMO/0/1.12
10.200.253.4 1 FULL/ - 00:00:37 10.200.253.4 ATMO/0/2

washington-atm#show mpls 1ldp neighbor
Peer LDP Ident: 10.200.253.4:1; Local LDP Ident 10.200.253.2:2
TCP connection: 10.200.253.4.48103 - 10.200.253.2.646
State: Oper; Msgs sent/rcvd: 123/122; Downstream on demand
Up time: 01:13:07
LDP discovery sources:
ATMO/0@/2, Src IP addr: 10.200.253.4
Peer LDP Ident: 10.200.253.3:2; Local LDP Ident 10.200.253.2:3
TCP connection: 10.200.253.3.11316 - 10.200.253.2.646
State: Oper; Msgs sent/rcvd: 29/29; Downstream on demand
Up time: 00:18:44
LDP discovery sources:
ATMO/0@/1.12, Src IP addr: 10.200.253.3

washington-atm#show atm vc interface ATM 0/0/1.12

Interface VPI VCI Type  X-Interface X-VPI X-VCI Encap Status
ATMO/0/1.12 12 3 PVC ATMO 0 169  SNAP  UP
ATMO/0/1.12 12 4 PVC ATMO 0 170 SNAP  UP
ATMO/0/1.12 12 5 PVC ATMO 0 168  QSAAL UP
ATMO/0/1.12 12 16 PVC ATMO 0 167 ILMI up
ATMO/0/1.12 12 18 PVC ATMO 0 213 PNNI UpP
ATMO/0/1.12 12 32 PVC ATMO 0 197  SNAP  UP
ATMO/0/1.12 12 33 TVC(I) ATMO 0 218  MUX upP
ATMO/0/1.12 12 33 TVC(0) ATMO/0@/2 1 47 UpP
ATMO/0/1.12 12 34 TVC(I) ATMO/0Q/2 1 39 UupP
ATMO/0/1.12 12 34 TVC(0) ATMO/0@/2 1 48 up

Label Switch Controller

The label switch controller (LSC) is a piece of hardware designed to perform the control plane

functions needed to make the ATM switch an ATM LSR. The Cisco BPX is an ATM switch that
needs an LSC to become an ATM LSR. The LSC takes care of the control plane functions like the
IGP, the routing table, and LDP. The PBX still performs the switching of the ATM cells in the data
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plane. In the case of the BPX, the LSC is a Cisco 7200 router. The LSC controls the BPX through
an ATM interface over which the Virtual Switch Interface (VSI) protocol is running. VSI allows
the router to control the ports, trunks, or virtual trunks on the BPX. The result is the same as if the
LSC were internal to the ATM switch. When a PBX has an LSC attached to it, it becomes an ATM
LSR for all intents and purposes. The LSC creates cross-connects in the switching fabric of the
BPX for the LVCs. The interfaces are presented to Cisco IOS as XTagATM (extended label ATM)
interfaces on the LSC.

Multi-Virtual Circuit Tagged Bit Rate

With Multi-Virtual Circuit Tagged Bit Rate (Multi-VC TBR), multiple VCs are set up for the same
destination to provide different class of service (CoS). Up to four parallel LVCs can go toward the
same destination. The switches can then treat the cells differently based on which LVC they are
on. The incoming IP packets are mapped with their IP precedence/DiffServ bits to the
corresponding outgoing LVC. The labeled packets are mapped based on the EXP bits value of the
top label onto the corresponding LVCs. On the ingress edge ATM LSRs are multiple outgoing VCs
out of the LC-ATM interface. All of these VCs take the same path, which the least-cost route of
the IGP determines.

Multiple VCs out of an interface are enabled with the interface mpls atm multi-ve command. This
is configured on the edge ATM LSR so that it requests four LVCs set up per prefix. The default
mapping of incoming packets onto the parallel outgoing LVCs is depicted in Table 5-2.

Table 5-2 Multi-VC Default Mapping

LVC Type CoS IP Precedence/MPLS EXP
Available 0 0 and 4
Standard 1 land5
Premium 2 2 and 6
Control 3 3and 7

You can change the IP precedence/DiffServ of the incoming IP packets or the EXP bits value of
the incoming labeled packets through Modular QoS Command Line Interface (MQC). MQC is a
flexible and feature-rich component of Cisco IOS that controls QoS. Here it is used to set or
change the QoS of the packets before they are sent into the ATM core. Besides classifying the
packets, MQC can police and shape the traffic at ingress.
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To support the Multi-VC TBR LVCs on the ATM switches, four classes of CoS have been defined.
These four TBR classes are best-effort, which means that bandwidth is not guaranteed. These four
TBR service classes are depicted in Table 5-3.

Table 5-3 TBR Classes

ATM Forum
Service Class

CoS

Relative Class Weight

LVC Type

CBR

VBR-RT

VBR-nRT

UBR

ABR

[ B S RS I B ST ]

TBR_I
(WRR_1)

Available

TBR_2
(WRR_2)

Standard

TBR_3
(WRR_3)

Premium

TBR_4
(WRR_4)

Control

NOTE No connection admission control (CAC) exists for LVCs because they are best-effort
virtual circuits and have no bandwidth guarantees.

You can see that the LVCs do not share the same CoS as the ATM Forum VCs (VBR-RT, VBR-

nRT, ABR, and UBR). Each TBR class indicates the CoS treatment that the ATM cells will get at
each ATM LSR. Because the cells are on different VCs, they end up in different queues. The ATM
cells receive the CoS treatment in two ways:

m  Scheduling based on the relative class weight

m  Discard treatment according to Weighted Early Packet Discard (WEPD)

The command to change the relative class weight for a particular service class is as follows:

atm service-class service-class wrr-weight weight
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You can assign each service class (1-8) a weight of 1 to 15. Example 5-23 shows the configuration
needed on the edge ATM LSR brussels for Multi-VC TBR. The output shows four LVCs set up for
the prefix 10.200.253.5/32. Four LVCs are set up for all prefixes.

Example 5-23 Multi-VC TBR Configuration

1

hostname brussels

!

interface ATM3/0.10 mpls

ip unnumbered Loopback@®

mpls atm multi-vc

mpls ip

!

brussels#ishow mpls atm-1ldp bindings 10.200.253.5 32

Destination: 10.200.253.5/32
Headend Router ATM3/0.10 (3 hops) 1/53 Active, VCD=289, CoS=available
Headend Router ATM3/0.10 (3 hops) 1/54 Active, VCD=290, CoS=standard
Headend Router ATM3/0.10 (3 hops) 1/55 Active, VCD=291, CoS=premium
Headend Router ATM3/0.10 (3 hops) 1/56 Active, VCD=292, CoS=control

brussels#show ip cef 10.200.253.5 255.255.255.255
10.200.253.5/32, version 50, epoch @, cached adjacency to ATM3/0.10
0 packets, @ bytes
tag information set
local tag: 29
fast tag rewrite with AT3/0.10, point2point, tags imposed:
available 1/53(289), standard 1/54(290),
premium 1/55(291), control 1/56(292)
{Multi-VC}
via 10.200.253.3, ATM3/0.10, @ dependencies
next hop 10.200.253.3, ATM3/0.10
valid cached adjacency
tag rewrite with AT3/0.10, point2point, tags imposed:
available 1/53(289), standard 1/54(290),
premium 1/55(291), control 1/56(292)
{Multi-VC}

brussels#show mpls forwarding-table 10.200.253.5 32 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
29 Multi-VC 10.200.253.5/32 0 AT3/0.10  point2point

available 1/53(289), standard 1/54(290),
premium 1/55(291), control 1/56(292)
MAC/Encaps=4/8, MRU=4470, Tag Stack{Multi-VC}
00008847 00000000
Feature Quick flag set

Per-packet load-sharing
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Example 5-24 shows that the outgoing VCD 289 matches the VPI/VCI 1/53 on the downstream
neighbor—the ATM switch brussels-atm—and that this LVC has service class WRR_1.

Example 5-24 Service Class of LVC

brussels-atm#show atm vc interface ATM 2/0/2 1 53

Interface: ATM2/0/2, Type: oc3suni

VPI =1 VCI = 53

Status: UP
Time-since-last-status-change: 00:19:31
Connection-type: TVC(I)

Rx service-category: WRR_1 (WRR Bit Rate)

Tx service-category: WRR_1 (WRR Bit Rate)

Unless you use Multi-VC TBR, each prefix has only one LVC, and you cannot use WEPD.
However, you can use weighted random early detection (WRED) on the edge LSRs.

MPLS CoS

You can map CoS classes to LVCs. When using Multi-VC TBR, you might want to map the CoS
classes in a different way from the LVCs set up by the Multi-VC TBR feature. Mapping the CoS
classes can reduce the VCs set up through the network. You just need to map several classes to one
Multi-VC TBR LVC type: available, standard, premium, and control. In Example 5-25, each of
the two LVC types—available and premium—get two classes assigned. This reduces the number
of LVCs set up from four to two per prefix. With an access list, you can specify for which prefixes
the cos-map is applicable.

Example 5-25 Configuration of MPLS COS

1

hostname washington

!
mpls label protocol ldp
mpls 1ldp router-id Loopback® force
mpls prefix-map 1 access-list 10 cos-map 1
mpls cos-map 1

class @ available

class 1 available

class 2 premium

class 3 premium

!

access-list 10 permit any

!
washington#show mpls atm-1ldp bindings 10.200.253.2 32
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Example 5-25 Configuration of MPLS COS (Continued)

Destination: 10.200.253.2/32
Headend Router ATM1/0.10 (1 hop) 1/47 Active, VCD=323, CoS=available
Headend Router ATM1/0.10 (1 hop) 1/48 Active, VCD=324, CoS=premium

washington#show mpls forwarding-table 10.200.253.2 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
17 Multi-VC 10.200.253.2/32 0 AT1/0.10 point2point

available 1/47(823), standard 1/47(323),
premium 1/48(324), control 1/48(324)
MAC/Encaps=4/8, MRU=4470, Tag Stack{Multi-VC}
00078847 00007000
Feature Quick flag set

Per-packet load-sharing

Frame Mode ATM

You can also use ATM in Frame mode on the edge routers. In that case, a PVC is configured
between the edge routers. The configuration on the router consists of an ATM subinterface with
PVC. LDP is enabled on the subinterface with the command mpls ip. The ATM switches in this
case are not MPLS-aware. The routers on the edge peer with each other—both for OSPF and
LDP—instead of with the ATM switches. This is the overlay model. The label space used on the
ATM subinterface is the platform-wide label space instead of the per-interface label space used on
the LC-ATM interface. The configuration needed on the edge routers is shown in Example 5-26.
A PVC is created between the edge ATM routers washington and brussels.

Example 5-26 Frame Mode ATM Configuration

1
hostname washington
!
mpls label protocol ldp
mpls 1ldp router-id Loopback® force
!
interface ATM1/0
no ip address
!
interface ATM1/0.100 point-to-point
ip unnumbered Loopback®
atm pvc 200 10 200 aal5snap
mpls ip
!
router ospf 1
log-adjacency-changes
network 10.0.0.0 0.255.255.255 area 0
!
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The OSPF peering and LDP peering is between the two edge routers. The label space used is per-
platform. The :0 output in the LDP Identifier indicates this, as you can see in Example 5-27.

Example 5-27 OSPF and LDP Peering

washington#show ip ospf neighbor

Neighbor ID Pri State Dead Time  Address Interface
10.200.253.6 ® FULL/ - 00:00:35 10.200.253.6 ATM1/0.100

washington#show mpls ldp neighbor
Peer LDP Ident: 10.200.253.6:0; Local LDP Ident 10.200.253.4:0
TCP connection: 10.200.253.6.22594 - 10.200.253.4.646
State: Oper; Msgs sent/rcvd: 9/9; Downstream
Up time: 00:02:36
LDP discovery sources:
ATM1/0.100, Src IP addr: 10.200.253.6
Addresses bound to peer LDP Ident:
10.200.253.6

Reducing the Number of LVCs

You can take the following actions to decrease the number of LVCs:

m  Reduce the number of IP prefixes

m  Use VC-Merge

m  Map CoS classes to LVCs

m  Disable head end VCs on an LSC

m  Block Label Request messages for IP prefixes

You can reduce the number of IP prefixes by using a loopback IP address for the IGP and LDP.
Configure all links as IP unnumbered to the loopback interface IP address. Note that IP prefixes
that are not configured on the ATM LSR but are still in the same routing domain cause LVCs to be
set up. You can also reduce these IP prefixes by using unnumbered interfaces.

VC-Merge causes VCs to be merged at an ATM LSR. Without VC-Merge, one VC is set up per
upstream neighbor and per destination. With VC-Merge, this is reduced to one VC per destination,
regardless of the number of upstream neighbors on the ATM LSR.

In the case of Multi-VC TBR, four LVCs are set up per destination. You can reduce this by
configuring a mapping of CoS classes to LVCs.
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When you use an LSC for the BPX/MGX switch, disabling the head end VCs can reduce the
number of LVCs. This disables the ATM LSR functioning as an edge ATM LSR. To stop the ATM
LSR from acting as an edge ATM LSR, use the command mpls disable headend-vc.

You can block Label Request messages from an LSR. This blocks the signaling of the VCs. The
command to block the Label Request messages is mpls ldp request-labels for acl.

Summary

The most important items to remember from this chapter are all the differences between an MPLS
network that is running in Frame mode and an MPLS network that is running in Cell mode. An
MPLS network with ATM LSRs has LDP functioning differently than in a Frame mode. The
Control mode is usually ordered, the Label Advertisement mode is Downstream-on-Demand
(DoD), and the Label Retention mode is conservative. Furthermore, each prefix has at least one
MPLS label associated with it and leads to at least one LVC set up. Because the number of VCs
can grow quite large, it is important to reduce the number of LVCs whenever possible. Possible
techniques to reduce the number of prefixes and LVCs were provided in this chapter. They include
using IP unnumbered interfaces, blocking the Label Request messages, and using VC-Merge.
Multi-Virtual Circuit Tagged Bit Rate (Multi-VC TBR) was explained as a feature that can provide
CoS for LVCs on ATM LSRs.

Chapter Review Questions
1. In what ways is an ATM LSR different from a frame-based LSR?
What is the default control VC for LDP?
What is the preferred control mode for LDP on the ATM LSRs?

2

3

4. Name two ways that LDP can detect loops.

5.  Which two features must an ATM switch have in the control plane to become an ATM LSR?
6. Which label space is used on an LC-ATM interface?

7

What IP precedence values are by default mapped to the standard LVC type with
Multi-VC TBR?

8. What would be the reason to disable the head end VCs on an LSC?

9. Why does the Cisco equipment not advertise bound IP addresses of the LSR on LC-ATM
interfaces with LDP?

10. What is the advantage and disadvantage of VC-Merge?



What You Will Learn

By the end of this chapter, you should know
and be able to explain the following:

m  What kind of switching method CEF is

m  Why CEF is needed for the forwarding
of packets in MPLS networks

m  How CEF load balancing works
m  How to troubleshoot CEF problems

Being able to answer these basic questions on
CEF helps you to understand how one of the
building blocks of MPLS in Cisco I0S
works. By the time you finish this chapter,
you will have a solid understanding of CEF
and why it is essential to the operation of
MPLS networks.




CHAPTER

Cisco Express Forwarding

Cisco Express Forwarding (CEF) is a packet forwarding or switching method that Cisco IOS
uses. It is the latest IP switching method developed in Cisco IOS, and it is the default packet
forwarding method being used now. CEF is needed in MPLS networks, which is why this book
devotes a chapter to it. This chapter explains the basics of CEF so that you can understand its
role in MPLS networks.

Overview of Cisco I0S Switching Methods

The basic function of a router is to move packets through the network. For a router to forward
packets, it needs to look up the destination address of the packet in a table and decide which
route to use to switch or forward the packet. Each protocol that the router can forward packets
for must have a separate forwarding table. Such protocols might include DECnet, Internetwork
Packet Exchange (IPX), AppleTalk, IP, and MPLS.

Packets can be forwarded through the router in three basic ways: process switching, interrupt
switching, or through an application-specific integrated circuit (ASIC).

In process switching, a special Cisco IOS process that is scheduled to run when the router
receives packets is what performs the switching of packets.

A Cisco IOS process does not perform the switching of packets in Interrupt mode. Rather, when
packets arrive to the router, the interface processor interrupts the central CPU and asks it to
switch the packet according to a route cache or switching table. That cache or table can be built
in several ways. Fast switching and CEF switching build such a cache or table.

Finally, the router can program the switching table into an ASIC so that the packets can be
switched in hardware. Several Cisco platforms can program the CEF table into ASICs.
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Process Switching

Process switching is the slowest of all switching methods. When switching a packet through the
router, a Cisco IOS process copies the packet to the CPU memory and looks up the destination IP
address in the IP routing table. Based on the outcome of this lookup, the process switches out the
packet on a particular interface after it does some housekeeping on the IP header. This
housekeeping includes the lowering of the Time To Live (TTL) field and the recalculation of the
cyclic redundancy check (CRC) of the IP header. The central CPU of the router always looks at
the packet; no other intelligent hardware decides how the packet is forwarded. The opposite to
process switching is the switching of packets in Interrupt mode, in which the central CPU might
be involved, but the switching decision is performed within the interrupt context, not by a
dedicated Cisco IOS process.

Fast Switching
Fast switching is a switching method that builds an on-demand forwarding table. The first packet
for a destination that arrives is process switched. The switching of the first packet by the central
CPU gives the CPU the opportunity to build a cache. This cache is called the IP fast switching
route cache and is used by the interrupt code to switch subsequent packets for the same
destination. This cache is not permanent. Some timers govern the fast switching route cache, and
from time to time, some entries are deleted, freeing memory. As long as packets are switched for
certain destinations, these destinations remain in the route cache. However, if for some time, no
more packets for a certain destination are switched, the entry for that destination in the route cache
is deleted. With fast switching, a change in the routing table has an intrusive effect: If a prefix
changes in the routing table, the entry in the fast switching cache is invalidated, and the first packet
for a destination has to be process-switched again to build the new entry in the route cache.

Each IP prefix entry in the route cache has an outgoing interface, next hop, and Layer 2 rewrite
field. This Layer 2 rewrite (or MAC rewrite) is the information that the router needs to change in
the Layer 2 frame header when the frame is rebuilt so that it can be sent on the outgoing interface.
The command to enable fast switching on the interface is ip route-cache. Example 6-1 shows the
IP fast switching route cache of a router.

Example 6-1 [P Fast Switching Route Cache

new-york#show ip cache verbose

IP routing cache 3 entries, 492 bytes
3 adds, 0 invalidates, @ refcounts

Cache aged by 1/3 every 600 seconds (1/2 when memory is low).

Minimum invalidation interval 2 seconds, maximum interval 5 seconds,
quiet interval 3 seconds, threshold @ requests

Invalidation rate @ in last second, @ in last 3 seconds

Last full cache invalidation occurred 00:02:57 ago
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Example 6-1 [P Fast Switching Route Cache (Continued)

Prefix/Length Age Interface Next Hop

10.200.202.2/32-24 00:00:46 Serial4/0 10.200.202.2
4 0F000800

10.200.254.1/32-32 00:01:54 Ethernet3/3 10.200.203 .1
14 00604700881F00036CC898570800

10.200.254.4/32-32 00:01:54 Serial4/0 10.200.202.2
4 0F000800

In Example 6-1, you see for each prefix in the fast switching cache the following parameters: age,
interface, next hop, and the Layer 2 rewrite. For the serial interface, you see a Layer 2 rewrite of
0F00800, where OF00 indicates the High-Level Data Link Control (HDLC) encapsulation and
0800 is the IPv4 protocol number. For the Ethernet interface, the Layer 2 rewrite consists of 48
bits for the destination MAC address, 48 bits for the source MAC address, and 16 bits for the
protocol number (0800).

CEF Switching

A compelling reason for a new and better switching method was that the fast switching cache was
only built on demand. Therefore, to fast-switch packets, the first packet to a destination had to be
process-switched, which is inherently time consuming, especially on routers that have a huge
number of potential destinations, such as routers with the Internet routing table. To avoid this, a
pre-built switching table was needed. Out of the need of such a pre-built switching table, CEF was
born.

In short, the switching table is no longer built on demand, but it is built in advance. As such, each
prefix in the routing table has an entry in the CEF switching table at the same time. Only when the
routing table changes does the CEF switching table change. However, in some cases, the other
switching methods might still be needed. One example of this is packets that have IP options. If
an IP packet has IP options trailing the IP header, the packet is process—switched. That is because
the treatment of IP options is not straightforward and cannot be done easily in Interrupt mode or
in hardware and is thus handled by the central CPU.

Why Is CEF Needed in MPLS Networks?

Concerning MPLS, CEF is special for a certain reason; otherwise, this book would not explicitly
cover it. Labeled packets that enter the router are switched according to the label forwarding

information base (LFIB) on the router. IP packets that enter the router are switched according to
the CEF table on the router. Regardless of whether the packet is switched according to the LFIB
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or the CEF table, the outgoing packet can be a labeled packet or an IP packet. Figure 6-1 shows
the difference between a lookup in the CEF table and in the LFIB.

Figure 6-1 Lookup in CEF Table Versus Lookup in LFIB
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When an IP packet enters the router and the packet is forwarded out of the router labeled, CEF
needs to label the packet with a label stack. That label stack can have any number of labels in it.
CEF is the only switching method in Cisco IOS that can label an incoming IP packet and forward
it. (This is the IP-to-label forwarding case.)

What Are the Components of CEF?

CEF has two main data structures: the Forwarding Information Base (FIB) and the adjacency
table. The FIB is also referred to as just the CEF table. Look at Figure 6-2 to see an overview of
CEF and its components.
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Figure 6-2 Overview of CEF
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The Adjacency Table

The adjacency table is the CEF component that is responsible for the MAC or Layer 2 rewrite.
When routers and hosts are adjacent, they learn about each other by some means. They can
discover each other dynamically or by means of configuration. If routers are adjacent across a
point-to-point connection, they discover each other trivially. However, on a multiaccess medium
such as Ethernet, it is necessary for the routers to use a dynamic mechanism to discover each other.
This mechanism is ARP, which maps Layer 2 (for example, Ethernet MAC) addresses to IP
addresses.

Because routers usually run routing protocols among each other, the ARP table is built with the
MAC addresses of the connecting routers on the Ethernet interfaces. If the interface is Frame
Relay or ATM, it can be point-to-point or multipoint. In the first case, only one adjacency exists
per interface; in the second case, multiple adjacencies can exist per interface. The adjacency table
holds one adjacency or Layer 2 rewrite structure per router that is connected to that multipoint
interface. This adjacency can be built from information learned from Address Resolution Protocol
(ARP), ATM, or Frame Relay map statements, and inverse ARP on ATM or Frame Relay.
Although the FIB decides where to forward the packet, the Layer 2 rewrite of the frame is done
with the information found in the adjacency table. The Layer 2 rewrite string contains the new
Layer 2 header that is used on the forwarded frame. For Ethernet, this is the new destination and
source MAC address and the Ethertype (the protocol number for the Layer 3 payload). For PPP,
the Layer 2 header is the complete PPP header, including the Layer 3 protocol ID. Example 6-2
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shows an adjacency table holding one adjacency for a point-to-point interface and one for a
multipoint interface (Ethernet). The highlighted section shows the Layer 2 rewrite string and how
it was learned.

Example 6-2 CEF Adjacency Table

new-york#show adjacency

Protocol Interface Address
IP Ethernet3/3 10.200.203.1(12)
IP Serial4/0 point2point(11)

new-york#show adjacency detail

Protocol Interface Address

IP Ethernet3/3 10.200.203.1(12)
48 packets, 3673 bytes
epoch 0

sourced in sev-epoch 6
Encap length 14
00604700881F00036CC898570800
ARP

IP Serial4/0 point2point (11)
41 packets, 2637 bytes
epoch 0
sourced in sev-epoch 6
Encap length 4
0F000800
P2P -ADJ

The CEF Table

The CEF table or FIB is the CEF component that is responsible for the Layer 3 forwarding
decision that is made. The CEF table looks similar to the IP routing table on the router. In fact,
each prefix in the routing table has the same prefix in the CEF table. The CEF table holds the
essential information—taken from the routing table—to be able to make a forwarding decision for
areceived IP packet. This information is the IP prefix, the recursively evaluated next hop, and the
outgoing interface. Information such as distance and metric of the protocol that put the prefix in
the routing table are used to decide which paths are put into the routing table. However, they are
not essential to forward a packet, so they are omitted from the CEF table. Example 6-3 shows the
FIB on a router.

Example 6-3 CEF Table or FIB

new-york#show ip cef

Prefix Next Hop Interface
0.0.0.0/32 receive

10.200.200.0/24 10.200.203.1 Ethernet3/3
10.200.201.0/24 10.200.203.1 Ethernet3/3

10.200.203.0/24 attached Ethernet3/3
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Example 6-3 CEF Table or FIB (Continued)

10.200.203.0/32 receive

10.200.203.1/32 attached Ethernet3/3
10.200.203.2/32 receive

10.200.203.255/32 receive

10.200.254.1/32 10.200.203.1 Ethernet3/3
10.200.254.2/32 10.200.203.1 Ethernet3/3
10.200.254.3/32 receive

224.0.0.0/4 drop

224.0.0.0/24 receive

255.255.255.255/32 receive

An important aspect of the CEF table is that recursive prefixes are immediately resolved. If, for
instance, a Border Gateway Protocol (BGP) prefix is in the routing table, and it points to a BGP
next hop—which is learned via an Interior Gateway Protocol (IGP)—the BGP prefix is inserted
into the CEF table with a next hop that is learned from recursing to the BGP next hop. In Example
6-4, a BGP prefix 10.99.1.1/32 with a next hop of 10.200.254.4 recurses to the IGP prefix
10.200.254.4. Therefore, the prefix 10.99.1.1/32 inherits the next-hop 10.200.200.2 from the IGP
prefix 10.200.254.4. The CEF table immediately shows that the next hop of 10.99.1.1/32 is
10.200.200.2. This recursion is not done in the routing table. The next hop of the BGP prefix
10.99.1.1/32 is 10.200.254.4 in the routing table.

Example 6-4 Example of Recursion

london#show ip bgp 10.99.1.1
BGP routing table entry for 10.99.1.1/32, version 13
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
Local
10.200.254.4 (metric 85) from 10.200.254.4 (10.200.254.4)
Origin IGP, metric @, localpref 100, valid, internal, best

london#show ip cef 10.99.1.1
10.99.1.1/32
nexthop 10.200.200.2 Ethernet0/0/0 label 23

london#show ip cef 10.200.254.4
10.200.254.4/32
nexthop 10.200.200.2 Ethernet0/0/0 label 23

Operation of CEF

When a packet enters the router, the router strips off the Layer 2 information. The router looks up
the destination IP address in the CEF table (FIB), and it makes a forwarding decision. The result
of this forwarding decision points to one adjacency entry in the adjacency table. The information
retrieved from the adjacency table is the Layer 2 rewrite string, which enables the router to put a
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new Layer 2 header onto the frame, just before switching the packet out onto the outgoing
interface toward the next hop. Figure 6-3 shows CEF forwarding an IP packet and the role of both
the Layer 3 lookup of the destination IP address and the Layer 2 rewrite on the frame.

Figure 6-3 Layer 3 Lookup and Layer 2 Rewrite When Forwarding an IP Packet
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Distributed CEF (DCEF)

One of the main advantages of CEF is that it can be used in a distributed manner. Some Cisco
routers use a central CPU without any form of decentralized or distributed intelligence. An
example of such a router is the 7200 series router. CEF in this platform can only use the central
CPU and as such can forward traffic by the CPU or in interrupt mode. Other hardware—such as
the 7500 or GSR 12000 series router—has distributed intelligence and CPUs. Therefore, the router
can distribute the burden of forwarding traffic through CEF by using the distributed CPUs to
forward traffic without interrupting the central CPU. To achieve the distributed forwarding, both
the CEF and adjacency table have to be distributed to these distributed CPUs. For the 7500 series
router, the distributed intelligence is present on a Versatile Interface Processor (VIP), and for the
GSR 12000 series router, the distributed intelligence is present on the line cards. Figure 6-4 shows
a diagram depicting the main CPU of a router with the distributed intelligence on VIPs/line cards.
They are all interconnected by means of a bus or switching fabric architecture, which can
distribute the CEF and adjacency table.
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Figure 6-4 Distributed Architectures
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To enable distributed CEF on a router, configure the command ip cef distributed.

The router only uses the CEF table to forward IP packets. The router forwards labeled packets
through a lookup in the LFIB. In addition, the router can distribute the LFIB. However, no specific
command makes the LFIB distributed or not. Rather, if you use CEF in the Distributed mode,
LFIB is also distributed. If you do not distribute CEF, LFIB is not distributed either. You can use
the command show mpls forwarding-table to view the LFIB.

CEF Switching Packets in Hardware

To achieve high rate packet forwarding, the router can use ASICs on the boards or line cards. These
ASICs are specially built chips that can forward packets at the highest rate. To have the ASICs

forward the packets per the routing table, the router distills the CEF table into the ASIC so that it
is correctly programmed to forward the packets. Example 6-5 shows the Packet Switching ASIC
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(PSA) on an engine 2 line card of the GSR 12000 series, programmed to switch packets. You see
the forwarding entry for the prefix 10.1.2.5/32.

Example 6-5 CEF Tuble (FIB) in ASIC

berlin#execute-on slot 7 show ip psa-cef 10.1.2.5 255.255.255.255 detail
========= | ine Card (Slot 7) =======

Leaf FCR 7 0x7006F1EQ@ found 3 deepFast Tag Rewrite for Prefix 10.1.2.5

[0-7] loq 8800 mtu 4470 oq 4000 ai 13 oi 04019110 oacl FFFF (encaps size 4)
gather 6B1 (bufhdr size @ ip to tag profile 53) 1 tag 12312
counters 0, 0 reported 0, 0.

Local OutputQ (Unicast): Slot:2 Port:0 RED queue:® COS queue:0

Output Q (Unicast): Channel: @ RED queue:@ COS queue:0

NOTE The generalized command to see the CEF table in hardware for any ASIC is show ip
hardware-cef.

The router can also distribute the LFIB and load it into ASICs. The command to see the LFIB in
the ASIC is show tag-switching hardware-tag.

Load Balancing in CEF

CEF allows for load balancing or load sharing of traffic among multiple outgoing links. CEF needs
multiple outgoing links as next hops in the routing table to perform load balancing. The command
maximum-paths specifies how many paths or next hops are allowed per prefix in the routing table
for the specific routing protocol. For instance, if you configure maximum-path 2 under the
routing protocol Open Shortest Path First (OSPF), only two OSPF paths per prefix are allowed in
the routing table. Those two paths are then shown in the CEF table as outgoing paths.

In CEF, the two main load balancing schemes are per-packet or per-destination. If you configure
the per-packet load balancing scheme, the load balancing of all packets is round-robin packet per
packet on the outgoing links. The per-packet load balancing is configured with the interface
command ip load-sharing per-packet. You need to configure this command on all the outbound
interfaces if you want to configure per-packet CEF load balancing.

The default CEF load balancing scheme is per-destination. This terminology is a bit misleading,
though, because the CEF per-destination load balancing is done by hashing the destination and
source IP address. In contrast, the per-destination load balancing that fast switching does is strictly
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by looking at the destination IP address. Per-destination load sharing is the default load sharing
scheme for CEF. It is the default load sharing method for CEF because the per-packet load sharing
scheme can send consecutive packets of the same flow (this means the same source/destination IP
address pair) across different paths and hence might lead to a reordering problem of the IP packets
at the destination. This can lead to problems for traffic such as VoIP because a performance hit or
quality degradation can occur if the packets arrive out of sequence, as packets might be considered
lost. In addition, it adds jitter.

Per-packet load sharing, however, gives a perfect load sharing distribution on the outgoing paths,
whereas the per-destination load sharing is only a statistical method of distributing flows per pairs
of (source IP address, destination IP address). Therefore, the load sharing of traffic with the per-
destination method can only give a good result (a good distribution among all possible outgoing
links) if enough different pairs of source and destination addresses make up the traffic toward the
different destinations that are outbound on the outgoing links. Even then, if some flows are
present, with considerably more traffic on than some others, which are on one path, the distribution
might still be uneven. Look at Example 6-6 to see how to change the CEF load balancing scheme.

Example 6-6 Per-Destination Versus Per-Packet CEF Load Sharing Example

paris#show cef interface ethernet 1/2
Ethernet1/2 is up (if_number 5)
Corresponding hwidb fast_if_number 5
Corresponding hwidb firstsw->if_number 5
Internet address is 10.200.201.1/24
ICMP redirects are always sent
Per packet load-sharing is disabled
IP unicast RPF check is disabled

paris#conf t
Enter configuration commands, one per line. End with CNTL/Z.
paris(config)#int et 1/2
paris(config-if)#ip load-sharing per-packet
paris(config-if)#~Z
paris#
paris#show cef interface ethernet 1/2
Ethernet1/2 is up (if_number 5)
Corresponding hwidb fast_if_number 5
Corresponding hwidb firstsw->if_number 5
Internet address is 10.200.201.1/24
ICMP redirects are always sent
Per packet load-sharing is enabled
IP unicast RPF check is disabled
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NOTE To restore the CEF default load balancing mode (per-destination load balancing),
configure the command ip load-sharing per-destination.

Cisco IOS can load-balance in CEF by hashing the source and destination IP address and pointing
the result of that hash to a load sharing table. This table holds 16 hash buckets. Each of the 16 hash
buckets points to one adjacency, and multiple buckets can point to the same adjacency. Example
6-7 shows that you can verify the hash buckets for the per-destination load sharing scheme with

the show ip cef [network [mask]] internal command.

Example 6-7 CEF Load Balancing Example

paris#show ip cef 10.200.254.4 detail
10.200.254.4/32, epoch 0, per-destination sharing
nexthop 10.200.201.2 Ethernet1/2
nexthop 10.200.203.2 Ethernet1/3

paris#show ip cef 10.200.254.4 internal
10.200.254.4/32, version 26, epoch @, RIB, refcount 5, per-destination sharing
sources: RIB

output chain:
loadinfo 6327D930, per-session, flags 0003, 6 locks
flags: Per-session, for-rx-IPv4
16 hash buckets

<@ > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<1 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<2 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<3 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<4 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<5 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<6 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<7 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<8 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<9 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<10 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<11 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<12 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<13 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<14 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<15 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
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To verify which outgoing interface a particular flow of traffic is taking in the case of per-
destination load sharing, use the command show ip cef exact-route source-address destination-
address. Example 6-7 shows that prefix 10.200.254.4/32 has two outgoing interfaces in the CEF
table: Ethernet 1/2 and Ethernet1/3. Example 6-8 shows that the outgoing interface is Ethernet 1/
2 for traffic destined for that IP address 10.200.254.4 and with a source IP address of 10.200.254.1.

Example 6-8 show ip cef exact-route Example

paris#show ip cef exact-route 10.200.254.1 10.200.254.4

10.200.254.1 -> 10.200.254.4 => IP adj out of Ethernet1/2, addr 10.200.201.2
paris#show ip cef exact-route 10.200.1.2 10.200.254.4

10.200.1.2 -> 10.200.254.4 => IP adj out of Ethernet1/3, addr 10.200.203.2

As you can see in Example 6-8, the traffic that is destined to the same destination IP address can
take a different output interface if the source IP address is different.

Sixteen hash buckets exist. These hash buckets distribute the load of traffic among all possible
outgoing paths in the best possible way. For example, in the case of two outgoing paths, eight hash
buckets are assigned to each outgoing path. In the case of three outgoing paths, five hash buckets
are assigned to each outgoing path, and one hash bucket is unassigned. In short, if 16 is not
divisible by the number of paths, the remainder hash buckets are not used and are disabled.

Unequal Cost Load Balancing

It is possible to have unequal cost load balancing in CEF. In that case, the 16 hash buckets are not
evenly distributed among all possible paths. Example 6-9 shows a router running Enhanced
Interior Gateway Routing Protocol (EIGRP) as the routing protocol and variance being configured
for EIGRP. Variance allows EIGRP to perform unequal cost load balancing because it enables
routes to be installed in the routing table that are not the best. (These routes do not have the lowest
metric.) In short, the variance number allows all routes that have a metric that is smaller than that
of the best route multiplied by the variance to be installed in the routing table. One additional
check is needed: The reported distance (metric of the route as reported by the EIGRP neighbor) of
a route has to be smaller than the feasible distance (FD) in EIGRP for it to be eligible for
installation in the routing table.

In Example 6-9, the best route for prefix 10.200.254.4/32 has a metric of 2323456, and the second
best route has a metric of 8697856. This latter metric is 3.74 times bigger than the metric of the
best route, and this is reflected in the number of hash buckets assigned to each of the two paths.
This ratio is also seen in the traffic share count in the routing table for the prefix (15/4). The best
path pointing to Ethernet 1/2 has 13 hash buckets, whereas the path pointing to Ethernet 1/3 has 3
hash buckets. Obviously, 16 is a small number; as a result, a perfect distribution of the hash
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buckets according to the metric is not always possible. The distribution will always be
approximate.

Example 6-9 Unequal Cost Load Balancing Example

paris#show running-config | begin router eigrp 1
router eigrp 1
variance 6
network 10.0.0.0
auto-summary
!
paris#show ip route 10.200.254.4
Routing entry for 10.200.254.4/32
Known via "eigrp 1", distance 90, metric 2323456, type internal
Redistributing via eigrp 1
Last update from 10.200.203.2 on Ethernet1/3, 00:00:59 ago
Routing Descriptor Blocks:
10.200.203.2, from 10.200.203.2, 00:00:59 ago, via Etherneti1/3
Route metric is 8697856, traffic share count is 4
Total delay is 275000 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 2
* 10.200.201.2, from 10.200.201.2, 00:00:59 ago, via Etherneti/2
Route metric is 2323456, traffic share count is 15
Total delay is 26000 microseconds, minimum bandwidth is 1544 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 2

paris#show ip eigrp topology 10.200.254.4 255.255.255.255
IP-EIGRP (AS 1): Topology entry for 10.200.254.4/32
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 2323456
Routing Descriptor Blocks:
10.200.201.2 (Ethernet1/2), from 10.200.201.2, Send flag is 0x0
Composite metric is (2323456/2297856), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 26000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 2
10.200.203.2 (Ethernet1/3), from 10.200.203.2, Send flag is 0x0
Composite metric is (8697856/2297856), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 275000 microseconds
Reliability is 255/255
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Example 6-9 Unequal Cost Load Balancing Example (Continued)

Load is 1/255
Minimum MTU is 1500
Hop count is 2

paris#show ip cef 10.200.254.4 internal
10.200.254.4/32, version 31, epoch @, RIB, refcount 5, per-destination sharing

output chain:
loadinfo 6327D850, per-session, flags 0003, 4 locks
flags: Per-session, for-rx-IPv4
16 hash buckets

<@ > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<1 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<2 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<8 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<4 > IP adj out of Ethernet1/3, addr 10.200.203.2 6346C640
<56 > IP adj out of Etherneti/2, addr 10.200.201.2 6346B8C0
<6 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<7 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<8 > IP adj out of Etherneti/2, addr 10.200.201.2 6346B8C0
<9 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<10 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<11 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<12 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<13 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0
<14 > IP adj out of Etherneti/2, addr 10.200.201.2 6346B8C0
<15 > IP adj out of Ethernet1/2, addr 10.200.201.2 6346B8C0

Labeling IP Packets by CEF

At the edge of the MPLS network, a router needs to label the IP packets. A stack of at least one
label is imposed on the IP packet on the ingress LSR. The imposed label stack is not limited by
the number of labels, so the IP packet can receive one, two, three, or more labels at the ingress PE
router. When you look at the CEF table on the ingress PE router, you can see for each prefix what
the imposed label stack is. Example 6-10 shows an example of labeling the packets that are
destined for the prefix 10.200.254.4/32 with one label.

Example 6-10 CEF Imposing One Label

london#show ip cef 10.200.254.4 detail
10.200.254.4/32, epoch 5

local label info: global/21

nexthop 10.200.200.2 Ethernet0/0/0 label 23
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Example 6-11 shows that the packets destined for a VPN prefix 10.100.103.2/32 in the VRF table
cust-one are imposed with two labels. The labels are top label to bottom label when read from left
to right. In this case, 23 is the top label and 21 is the bottom label. This VPN prefix is an MPLS
VPN prefix. Usually two labels are imposed on the ingress PE router for it. Refer to Chapter 7,
“MPLS VPN,” to learn more about MPLS VPN.

Example 6-11 CEF Imposing Two Labels

london#show ip cef vrf cust-one 10.100.103.2
10.100.103.2/32
nexthop 10.200.200.2 Ethernet®/0/0 label 23 21

london#show ip cef vrf cust-one 10.100.103.2 detail
10.100.103.2/32, epoch 5
recursive via 10.200.254.4 label 21
nexthop 10.200.200.2 Ethernet0/0/@ label 23

An LSR can add labels to an already labeled packet along the LSP, but the LSR performs that
function according to the LFIB and not the CEF table. CEF labels only the packets that are initially
on the ingress PE router; CEF labels only IP packets.

The LSR can use various means to assign each label in the label stack to the IP prefix. The LSR
can use Label Distribution Protocol (LDP), BGP, or Resource Reservation Protocol (RSVP).
Recursion can also be used to assign the label to a prefix. In Example 6-4, the label 23 is assigned
to the BGP prefix 10.99.1.1/32, although a label signaling protocol did not assign it directly to that
prefix. The label 23 is assigned to the IGP prefix 10.200.254.4. When the recursion of the BGP
prefix 10.99.1.1/32 to the IGP prefix 10.200.254.4 (the BGP next hop) is done, the label 23 is
inherited from the IGP prefix and shows up in the CEF table as the imposed label for the BGP
prefix 10.99.1.1/32. This is an extremely important feature of MPLS. All the packets that are
flowing along the same LSP (in this case, all the packets that are destined for prefixes with the
same BGP next hop) are imposed with the same label. Remember this when you reach Chapter 7,
which deals with MPLS VPN, because it uses this feature.
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Load Balancing Labeled Packets

Chapter 3, “Forwarding Labeled Packets,” explained that labeled packets can be load-balanced. If
the MPLS payload is an IPv4 or IPv6 packet, Cisco 10S uses the CEF hashing algorithm to
determine the outgoing interface, in the case of per-destination load balancing. The load balancing
is done only between labeled paths. This means that if an IP (unlabeled) and a labeled path have
the same cost, only the labeled path is used to forward the packets. The reason for that was
explained in Chapter 3.

As you can see in Example 6-12, show mpls forwarding-table shows the possible load balancing
done for labeled packets.

Example 6-12 Load Balancing Labeled Packets

horizon#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC or Tunnel Id switched interface

17 Pop tag 10.200.254.3/32 252 Et1/3 10.200.203.2
Pop tag 10.200.254.3/32 0 Et1/2 10.200.201.2

18 16 10.200.254.4/32 10431273 Et1/2 10.200.201.2
16 10.200.254.4/32 238 Et1/3 10.200.203.2

The command to verify which path a labeled IPv4 packet will take in the case of per-destination
load balancing is show mpls forwarding-table labels label exact-path ipv4 source-address
destination-address.

Following are the general rules for load balancing labeled packets on a non-IPv6-capable Cisco
10OS router:

m If the MPLS payload is an IPv4 packet, the load balancing is done by hashing the source and
destination IP address of the IPv4 header.

m [f the MPLS payload is not an IPv4 packet, the load balancing is done by looking at the value
of the bottom label.

How does an MPLS-enabled router know what the MPLS payload is? The router that assigned the
label can figure this out by looking at the label, because this router assigned a label to the particular
FEC that the packet belongs to. However, if the stack holds more than one label, the P router in

the MPLS network did not assign the bottom label. Because MPLS does not yet have a protocol
identifier field in the label stack, the P router cannot easily identify what the MPLS payload is. In
Cisco IOS, the router can look at the first nibble following the MPLS label stack. If the first nibble
has the value 4, Cisco IOS considers this an IPv4 packet and performs IPv4 CEF hashing. Newer
Cisco 10S software that is also capable of running IPv6 can check whether the first nibble is 6. If
so, the MPLS payload is considered IPv6, and the router performs IPv6 CEF hashing. The load
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balancing is then based on the source and destination address in the IPv6 header. The algorithm
for load balancing the MPLS packets becomes as follows:

m If the MPLS payload is an IPv4 packet, the load balancing is done by hashing the source and
destination IP address of the IPv4 header.

m If the MPLS payload is an IPv6 packet, the load balancing is done by hashing the source and
destination IP address of the IPv6 header.

m  If the MPLS payload is not an IPv4 or IPv6 packet, the load balancing is done by looking at
the value of the bottom label.

Troubleshooting CEF

When packets do not get to their destination in an MPLS network, it might be because CEF failed
to label the packets correctly on the ingress PE router or forwarded them to the wrong adjacent
router. You should have some technical troubleshooting skills to debug such CEF problems.

You can disable and enable CEF on the interface by using the command ip route-cache cef.
Toggling CEF on the interface can often indicate whether the problem is with CEF. If the problem
lies with the Layer 2 rewrite of the packets, you can check the adjacency information with the
show adjacency command or clear the adjacency with the clear adjacency command. The debug
command debug ip cef drops [access-list] tells you if IP packets are dropped on the ingress PE
router. You can specify an access list 1 to 99 to help narrow the debug output to one or more
specific prefixes. In Example 6-13, you see the possible debug commands for CEF.

Example 6-13 debug ip cef and debug cef

london#debug ip cef ?
accounting Accounting events
drops Packets dropped by CEF
events IP CEF table events
fragmentation IP CEF fragmentation
hash IP CEF hash events
ipc IP CEF IPC events
packet Packets seen by IP CEF
prefix-ipc IP-prefixes related IPC
receive Packets received by IP CEF
subblock IP CEF subblock events
table IP CEF table changes
london#debug cef ?
all All CEF events
assert CEF assert events
background CEF background events




Example 6-13 debug ip cef and debug cef (Continued)

Troubleshooting CEF

broker CEF broker events
consistency-check CEF consistency checker events
elog CEF enable elog points

epoch CEF epoch events

fib CEF fib entry events

filter Configure filter

hardware CEF hardware api debugging
high-availability CEF high availability events
interest CEF interest list events
interface CEF interface events
loadinfo CEF loadinfo events

memory CEF memory events

non-ip CEF non ip entry events

path CEF path events

switching Switching infrastructure
table CEF table events

xdr CEF XDR events
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Example 6-14 shows the interesting command show ip cef switching statistics, which tells where

packets possibly have been dropped and why.

Example 6-14 show ip cef switching statistics

london#show ip cef switching statistics

Path Reason Drop
RP RIB Packet destined for us 0
RP RIB Total 0
RP LES Packet destined for us 0
RP LES TTL expired 0
RP LES Total 0
RP RSP Packet destined for us 0
RP RSP No adjacency 0
RP RSP IP redirects 0
RP RSP Total 0
Slot @ Packet destined for us 0
Slot @ No adjacency 0
Slot @ TTL expired (1}
Slot @ IP redirects 0
Slot 0 Total 1)

All Total 0

Punt Punt2Host

86654 0
86654 0
39003 0
0 101049
39003 101049
19491 0
0 1
0 4743
19491 4744
19491 0
0 1
0 3
0 4743
19491 4747
164639 110540
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Example 6-15 presents an overview of the most interesting show CEF commands in Cisco 10S.
Notice that the router london has three routing tables and three CEF tables: the global routing table
or Default routing table and the two VRF routing tables cust-one and cust-one-ipv4. A VRF
routing table is a routing table used for one virtual private network (VPN) in a network that is
running MPLS VPN. See Chapter 7 for a detailed explanation on MPLS VPN.

Example 6-15 show cef Commands

london#show cef table
Global information:
MTRIE information:
TAL: node pools:
pool[C/8 bits]: 45 allocated (@ failed), 46800 bytes {3 refcount}

3 active IPv4 tables out of a maximum of 2048

VRF Prefixes Memory Flags
Default 38 23620
cust-one 11 14680 LCS
cust-one-ipv4 11 14680 LCS

1 active IPv6 table out of a maximum of 1

VRF Prefixes Memory Flags
Default 0 60

london#show cef table IPv4 cust-one

Table: IPv4:cust-one (id 1)
ref count: 3
reset count: 1
flags (0x01): LCS
smp allowed: yes
default network: none
route count: 11
route count (fwd): 11

route count (non-fwd): 0

Database epoch: 8 (11 entries at this epoch)
Subblocks:

None

london#show cef table IPv4 Default

Table: IPv4:Default (id 0)

ref count: 17

reset count: 1

flags (0x00): none

smp allowed: yes
default network: 0.0.0.0/0
route count: 38

route count (fwd): 38
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Example 6-15 show cef Commands

route count (non-fwd): 0

Database epoch: 7 (38 entries at this epoch)
Subblocks:

None

The clear cef table {IPv4 | IPv6 {vrf {vif-name I*}}} command rebuilds the CEF table. On a
12000 series router, you could use the command clear cef linecard [slot-number] [adjacency |
interface | prefix | events] to resend the CEF table from the Router Processor board to the line
cards, as shown in Example 6-16.

Example 6-16 clear cef Commands

london#clear cef ?
interface CEF interface information
linecard CEF information related to linecard
table CEF forwarding table

london#clear cef table IPv4 vrf ?
* All VRFs
Default
cust-one
cust-one-ipv4

london#clear cef linecard ?
<0-37> linecard slot number
Adjacency Clear adjacency information
Interface Clear interface related information

Prefix Clear Cisco Express Forwarding table
events Clear the linecard event log
<cr>

Summary

Although this chapter could have covered more about CEF, this book is about MPLS, not CEF.
You did learn the basics of CEF so that you understand how it is used in the context of MPLS. You
also learned the differences among process switching, fast switching, and CEF switching. You
should understand the functioning of CEF and its two main components: the adjacency table and
the CEF table. You discovered how CEF performs equal cost load balancing and unequal cost load
balancing on IP packets. Finally, you found out why CEF is needed for MPLS and how load
balancing of labeled packets is performed.
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Chapter Review Questions

1.

2
3
4.,
5
6

N

10.

Name the two components of CEF.

Name the three most common packet switching methods in Cisco IOS.
Why does MPLS use CEF?

What is the adjacency table used for?

What fields of the IP header does CEF use to load-balance IP packets?
How does CEF perform equal and unequal cost load balancing?

How does a prefix in the CEF table get the imposed label stack?

How is load balancing of labeled packets performed in Cisco I0S?
Name two reasons not to use CEF per-packet load balancing.

Name two huge differences between the fast switching and the CEF switching methods.
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CHAPTER 7

MPLS VPN

MPLS VPN, or MPLS Virtual Private Networks, is the most popular and widespread
implementation of MPLS technology. Its popularity has grown exponentially since it was
invented, and it is still growing steadily. Although most service providers have implemented it
as a replacement for the Frame Relay and ATM services that were popular before it, MPLS VPN
is now seeing a growing interest from large enterprise companies who view it as the next step
in their network design. MPLS VPN can provide scalability and divide the network into separate
smaller networks, which is often necessary in the larger enterprise networks, where the common
IT infrastructure has to offer isolated networks to individual departments. Many service
providers that have run MPLS VPN for years are now looking at interconnecting their network
to the MPLS VPN networks of other service providers to improve the scalability and ease of
operation of their network. This is where Inter-Autonomous MPLS VPN and Carrier’s Carrier
(CsC) come into the picture.

Before reading this chapter, make sure you have read the sections “Peer-to-Peer VPN Model
Versus Overlay VPN Model” and “Optimal Traffic Flow” from Chapter 1, “The Evolution of
MPLS.” It is imperative that you understand what the peer-to-peer VPN model entails, because
it is the most important concept of MPLS VPN.

Introduction to MPLS VPN

This section introduces virtual private networks (VPN) in general and MPLS VPN specifically.

Definition of a VPN

A VPN is a network that emulates a private network over a common infrastructure. The VPN
might provide communication at OSI Layer 2 or 3. The VPN usually belongs to one company
and has several sites interconnected across the common service provider infrastructure. The
private network requires that all customer sites are able to interconnect and are completely
separate from other VPNs. That is the minimum connectivity requirement. However, VPN
models at the IP layer might require more than that. They can provide connectivity between
different VPNs when that is wanted and even provide connectivity to the Internet. MPLS VPN
offers all of this. MPLS VPNs are made possible because the service provider runs MPLS in the
backbone network, which supplies a decoupling of forwarding plane and control plane that IP
does not.
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VPN Models

VPN did exist before the arrival of MPLS. Most popular were Frame Relay or ATM technologies,
providing VPN service at Layer 2. The provider had a Frame Relay or ATM backbone and supplied
Layer 2 connectivity to the customer routers. This was commonly referred to as the overlay model.
The service provider might have actually owned or managed the edge routers that were connected
to the customer network. The point is that the routers were physically at the customer premises.
Refer to the section “Peer-to-Peer VPN Model Versus Overlay VPN Model” in Chapter 1 for more
information on this. Peer-to-peer VPN networks existed, but they were not popular. The main
reason is that they were not easy to deploy and maintain because they needed distribute lists, IP
packet filters, or GRE tunnels. As explained in Chapter 1, MPLS VPN is an example of a highly
scalable peer-to-peer VPN model.

MPLS VPN Model

It is important to become familiar with the terminology concerning MPLS VPN. Look at Figure
7-1 for a schematic overview of the MPLS VPN model. A service provider is providing the
common public infrastructure that customers use.

Figure 7-1 MPLS VPN Schematic Overview
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A PE router is a provider edge (PE) router. It has a direct connection with the customer edge (CE)
router at Layer 3. A provider (P) router is a router without the direct connection to the routers of
the customer. In the MPLS VPN implementation, both P and PE routers run MPLS. This means
that they must be able to distribute labels between them and forward labeled packets.

A CE router has a direct Layer 3 connection with the PE router. A customer (C) router is a router
without a direct connection with the PE router. A CE router does not need to run MPLS.
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Because the CE and PE routers interact at Layer 3, they must run a routing protocol (or static
routing) between them. The CE router has only one peer outside of its own site: the PE router. If
the CE router is multihomed, it can peer with multiple PE routers. The CE router does not peer
with any of the CE routers from the other sites across the service provider network, as with the
overlay model. The name peer-to-peer model is derived from the fact that the CE and PE form a
peer at Layer 3.

The P in VPN stands for private. As such, the customers of the service provider are allowed to have
their own IP addressing scheme. This means that they can use registered IP addresses but also
private IP addresses (see RFC 1918) or even IP addresses that are also used by other customers
who are connecting to the same service provider (referred to as overlapping IP addressing). If the
packets were to be forwarded as IP packets within the service provider network, this would cause
problems, because the P routers would be confused. If the private and overlapping IP addressing
scheme is not allowed, then every customer must be using a unique address range. In that case, the
packets can be forwarded by looking up the destination IP address on every router in the service
provider network. This means that all P and PE routers must have the complete routing table of
every customer. This would be a lar