BGP Peer-Groups &

Peer-Templates




The Problem To Be Solved

All my outbound BGP Updates will be
identical...but | still have to create

TWENTY of them!!

New BGP Prefixes!!

A LOT of replicated
outbound configuration =
policy! High chance of
error!

Router BGP 100
— neighbor 1.1.1.1 remote-as 100
neighbor 1.1.1.1 route-map INE out
neighbor 1.1.1.1 filter-list 1 out
neighbor 1.1.1.2 remote-as 100
neighbor 1.1.1.2 route-map INE out
neighbor 1.1.1.2 filter-list 1 out
neighbor 1.1.1.3 remote-as 100
neighbor 1.1.1.3 route-map INE out
neighbor 1.1.1.3 filter-list 1 out

neighbor 1.1.1.20 remote-as 100

neighbor 1.1.1.20 route-map INE out
e neighbor 1.1.1.20 filter-list 1 out




Peer-Group Overview

1

BGP neighbors with common outbound policy can be placed into the
same Peer-Group

All members within the same Peer-Group MUST share a common
outbound policy

Members of a peer group may have different inbound policies (applied
on a per-neighbor basis)

Members within a shared peer-group may all be iBGP peers or eBGP
peers...but not both.

“Remote-AS" for IBGP peers configured within the Peer-Group
“Remote-AS" for eBGP peers (in different ASNs) configured per peer
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iBGP BGP Peer-Groups

| only need to create ONE outbound
update for this entire group! ASN 100 \

New BGP Prefixes!!

Router BGP 100
neighbor INE peer-group
neighbor INE remote-as 100

neighbor INE route-map INE out
neighbor INE filter-list 1 out

neighbor 1.1.1.1 peer-group INE
neighbor 1.1.1.2 peer-group INE
neighbor 1.1.1.3 peer-group INE
neighbor 1.1.1.4 peer-group INE
neighbor 1.1.1.4 route-map Local-Only in

Héighbor 1.1.1.20 peer-group INE
neighbor 1.1.1.20 route-map Test in




eBGP BGP Peer-Groups

| only need to create ONE outbound

update for this entire group!

New BGP Prefixes!! ' ﬁ
m ASN 3 ]

Router BGP 100

neighbor INE peer-group
neighbor INE route-map INE out
neighbor INE filter-list 1 out
neighbor 1.1.1.1 remote-as 12

Multiple eBGP peers sharing the
same ASN can reside within their
own peer-group:

router bgp 100

neighbor ebgp peer-group neighbor 1.1.1.1 peer-group INE
neighbor ebgp remote-as 12 neighbor 1.1.1.2 remote-as 12
neighbor 1.1.1.1 peer-group ebgp neighbor 1.1.1.2 peer-group INE
neighbor 1.1.1.2 peer-group ebgp neighbor 3.1.1.3 remote-as 3 o
neighbor 3.1.1.3 peer-group INE Mﬁe\

neighbor 3.1.1.3 route-map Local-Only in

- When the “remote-as” keyword will be configured OUTSIDE of the Peer-Group,
then the neighbor statement (with remote-as) must be configured BEFORE that
neighbor is added to the Peer-Group.




The Problem With Peer-Groups

Router BGP 3
neighbor Payroll peer-group

- neighbor Payroll remote-as 64513
Hmm...it's 6-months later. M helahbor Pavroll bassword

We should change our BGP [[_neighbor Payrofl local-as 333 |

passwords as well as our neighbor Marketing peer-group

local-as statements. How neighbor Marketing remote-as 64514
' neighbor Marketing password IN
many BGP statements am | neanbor Marketng locaras

going to need to delete and neighbor Engineering peer-group
rewrite?

9
neighbor Execs remote-as 64516
neighbor Execs password IN
neighbor 1.1.1.1 peer-group Payroll
| wish these commands were neighbor 1.1.1.2 peer-group Payroll

' neighbor 1.1.1.3 peer-group Payroll
only in ONE place! neighbor 1.1.1.4 peer-group Marketing

neighbor 1.1.1.4 route-map Local-Only in




Another Problem With Peer-Groups

Router BGP 3
neighbor Payroll peer-group
neighbor Payroll remote-as 64513

Each of my Peer-Groups has
the same three lines of
outbound BGP policy.

| need to create TEN more neighbor Marketing peer-group

, neighbor Marketing remote-as 64514
Peer'grouPs' That's another neighbor Marketing password INE111

30-LINES of Policy!! neighbor Marketingffilter-list 1 ou
neighbor Marketing distribute-list 1 out
neighbor Marketing\route-map INE o
neighbor Engineering peer-group

’ neighbor Engineering remote-as 64515
| wish these commands were neighbor Engineering password INE111

only in ONE place! neighbor Engineeringffilter-list 1 ou
neighbor Engineeringldistribute-list 1 out
neighbor Engineeringiroute-map INE out




BGP Template Overview

Cisco routers provide two kinds of BGP Templates
+ Session Templates
+ Policy Templates

R3(config-router)#template ?
peer-policy Template configuration for policy parameters

peer-session Template configuration for session parameters

Session templates provide a single place to configure BGP session
characteristics that will be applied across a group of peers.

Policy templates provide a single place to configure BGP routing policy
characteristics that will be applied across a group of peers.

Like Peer-Groups, both types of Templates are identified by a

meaningful, descriptive name. INE-




BGP Session Templates

One template can

“inherit® _|

characteristics from a
different template.

. Descriptive Name

R3(config-router)#template peer-session Payroll-Sessions

R3{conTig- rou stnp)#7

BGP peer configuration com s!
bmp-activate Activate the BMP monitaring to
cluster-id Configure Roule-Ref Ltor Clus

detault é oemand to its defaults

description ighbor specific description
g ) ng looph

nol on direclly con

cenfiguration mode
peer route lost
lability mode i

Inheril a Lenplale = Session T
Specify a local- Characteristics
Log n ar up
Negate command or
Set a sword
BGP oplional altribule
Specify
Administr
BGP per n

updates
to match a neighbor

R3{config-router-stmp)sf




BGP Policy Templates

One template can
“inherit" _1,
characteristics from a

different template. S— Policy

Characteristics




Applying Templates To Peers

BGP peers are associated with templates using the “inherit”

command;
Neighbor <ip-addr> inherit <peer-policy | peer-session> <name>

Peer-groups can also utilize templates because peer-groups
support the “inherit” command.




Comparison

Router BGP 3
neighbor Payroll peer-group
neighbor Payroll remote-as 64513

route E t
filter-List 1 out
exit-peer-policy

neighbor Payroll password INE111 --..
neighbor Payrollffilter-list 1 out
neighbor Payrolljdistribute-list 1 out
neighbor Payrolligoute-map INE out
neighbor Marketing peer-group
neighbor Marketing remote-as 64514 |
neighbor Marketing password INE111 *°

neighbor Engineering peer-group
neighbor Engineering remote-as 64515
neighbor Engineering password INE111 *

template peer
re 2 -

Conmen

1 Marketing

1 Conmen-Sessions

exit-peer-s
!

Engineering
te-a

- Atfirst glance it doesn’t appear that you've saved yourself much configuration work

here, but consider the following benefits:

- This sample configuration is only showing three Peer-Groups...what if there

were 23 groups?

- This sample configuration is only showing three lines of BGP routing policy

per Peer-group...what if there were SEVEN lines of policy?

- Also considering that if you need to change something in the future (like the BGP
Password) now you only have to do it in ONE place (template peer-session

Common Sessions).




Verifying BGP Session-Templates

R3#show _ip bgp template peer-session
Template:Common-Sessions, index:l

Local policies:0x10, Inherited polices:0x0
*Inherited by Template Payroll, index= 2
*Inherited by Template Marketing, index= 3
*Inherited by Template Engineering, index= 4

Locally configured session commands:
password is configured

Inherited session commands:

Template:Payroll, index:2
Local policies:0x1, Inherited polices:0x10
This template inherits:
Common-Sessions index:1 flags:0x0
Locally configured session commands:
remote-as 64513
Inherited session commands:

password is configured /ir(ﬂEE\




Verifying BGP Policy-Templates

Template:Common-Policy, index:1.
Local policies:0Ox2A nherited polices:0x0

Inherited disable policies:0x0

Local disable policies:0x0

Locally configured policies:
distribute-1list 1 out
filter-1list 1 out
route-map INE out

Inherited policies:

INE




INE




BGP Dynamic Neighbors




What Problem Is Solved?

Under some circumstances, having static BGP neighbor

statements can prove problematic;
+ BGP neighbors with dynamic addresses (DHCP or PPP/IPCP)

+ A router with a great quantity of neighbors
+ A hub router for which additional spokes will be added in the future.

The BGP Dynamic Neighbor feature alleviates the need to
configure multiple neighbor statements
Only configured on ONE side of the BGP connection

+ The opposite side still requires a static neighbor command.
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BGP Dynamic Neighbor Use-Case

Client-4 Client-5
Client-3 . . Client-6
2.1.2.4/24 2.1.2.5/24 O
2.1.1.3/124
2.1.2.6/24
Client-2
C That's a LOT of clients t -
at's a of clients to
R configure...with more in the futurel! .
2.1.3.7124

Client-1 Route
. Reflector
Client-8

2.1.1.1/24 .

2.1.3.8/24

Client-9

Client-10 .
. 2.1.4.9/24 .
2.1.4.10/24 m




General Principles of BGP Dynamic Neighbors

Dynamic neighbors can be eBGP or iBGP peers

Local router configured to “listen” to incoming BGP TCP
“SYN” messages only from allowed subnet ranges
Approved, incoming BGP session requests are paired with
a Peer-Group

One may exclude certain |IP addresses from the subnet
range when static peering is required

One may limit the quantity of dynamic neighbors allowed

ANE




BGP Dynamic Neighbors Configuration Example

router bgp 12345
Log-neighbor-chan
listen range 22 /8 peer-group eBGP-Peers
isten range 2. ‘8 peer-qroup Internal-Nbrs
Listen range 1.2.1.0/24 peer-group Internal-Nbrs

hbor Internal-Nbrs peer-g

hbor
neighbor ternal-Nbrs route-reflector-client
neighbor ¢BGP-Peers peer-group
neighbor eBGP-Peers remote-as 6 alternate-as 7 8 9 16 11
s
- 212.622.024 = 23733434 -
e G0 Gine é Giors w’a /
" / ”
2 oen alternate-as” allows one to add up to
five (5) acceptable Remote ASNs for
2424 . .
" incoming peers.
BGP ASN 6 ém‘“ a BGP ASN 7
BGP ASN 12345

- Although in the output of “show running-config” the command “bgp listen range”
appears first, it's probably advisable to configure your BGP Peer-Groups first
before configuring the “listen range” commands.

- The “alternate-as” keyword can be especially useful when peering to neighbors in
different Confederations.




Verification of BGP Dynamic Neighbors

*Oct 11 15:48:40.971: %BGP-5-ADJCHANGE: neighbor *2.4.2.4 Up
*0ct 11 15:48:41.082: %BGP-5-ADJCHANGE: neighbor *1.2.1.1 Up
*Oct 11 15:48:41.336: %BGP-5-ADJCHANGE: neighbor *2.5.2.5 Up
*0ct 11 15:48:47.009: %BGP-5-ADJCHANGE: neighbor *2.3.2.3 Up

R2#show ip bgp neighbor
BGP neighbor is ll 2.1.1, remote AS 12345, internal link
Member of peer-group Internal- Nbrs for session parameters

BGP version 4, remote router ID 1 2.1.1.
BGP state = Established, up for 00:06:11
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Dynamic Neighbor Caveats

Create static BGP peers prior to implementing bgp "listen”
command.

Once a peer has been learned dynamically, BGP will not
allow you to configure it as a static BGP peer.

Once a dynamic neighbor has been formed, one cannot
apply most of the BGP “neighbor” keywords against that

neighbor.

R2(config-router)#neighbor 1.2.1.1 additional-paths send
% Cannot configure for dynamically created neighbor

R2(config-router)#neighbor 1.2.1.1 allowas-in
% Cannot configure for dynamically created neighbor

- Some flavors of I0S (such as I0S-XE) provide a “bgp listen block” command so
that (prior to the creation of dynamic neighbors) you can exclude certain IP
addresses from the listen range...thus allowing you to create static peering
statements for those addresses. However mainline IOS does not provide that

command.
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