


● Quote taken from https://www.cloudflare.com/learning/security/glossary/bgp-
hijacking





● When eBGP-Multihop is configured, a BGP peer can send you a prefix with 
any spoofed next-hop and your router will accept it as long as you have a 
route to that next-hop.











● With MD5 authentication, the MD5 Hash Digest is created using the password 
that was supplied in the IOS command as well as the contents of the BGP 
message (including the BGP Marker field).



● This feature is not currently available in mainline IOS.  You must be using a 
specialized version of IOS such as IOS-XE.

● The Send-ID and Recv-ID must match on both sides. Although you won’t see 
these values in any Sniffer output, they are used in conjunction with the key-
string to create the hashed digest of the key as well as verify the hashed 
digest of received keys.

● In the most secure environment, you’d have separate key-chains for each 
BGP peer, each using a different “send” and “recv” ID.  However you CAN use 
one key-chain and share it among all your BGP peers as long as they are 
using the same sets of send and recv-ids.









● In this case, the “Malicous Actor” has some kind of traffic generator on his PC 
that is capable of creating a BGP Notification message and spoofing the 
source IP address.

● -
● Router-1 only accepts BGP packets from Router-2 under the condition they 

have a TTL of “1” because Router-2 is an eBGP peer.
● -
● Ebgp-multihop wouldn’t enforce any security either. It doesn’t care about the 

TTL of incoming BGP packets from a peer as long as the TTL is one (1) or 
greater.





● TTL-Security is a feature that was designed to protect your router from 
malicious DoS attacks coming from OUTSIDE of your Autonomous System.

● -
● It is assumed that you have control over your own Autonomous-System and 

people from within your own company aren’t trying to bring down your routers.



● TTL-Security (like ebgp-multihop) affects the TTL of outbound BGP packets by 
setting them to 255.  Normally, when connected to a directly-connected eBGP 
peer the TTL is set to 1 in transmitted packets.

● -
● Cisco Configuration Guides state that TTL-Security should be configured on 

both BGP peers.
● -
● In this situation, that would be mandatory.
● -
● If this feature were only to be configured on Router-1 and not Router-2:
● ---Router-2 would see Router-1 as a directly-connected peer and generate 

BGP packets with the default TTL of 1.
● ---Router-1 would drop those packets from Router-2 because of TTL-Security 

(they don’t have a TTL of 254, or 255).
● -
● If the attacker were directly-connected to Router-2 then conceivably he could 

thwart TTL security. However that would imply that the attacker resided within 
the ISPs Autonomous System (possibly as an employee) which 
means…you’ve got much bigger problems to worry about.



This feature cannot be used along with eBGP-Multihop feature.  They are mutually 
exclusive.
● -





● Although TTL-Security is described in Cisco documentation as a security 
mechanism for checking received packets, we’ve already seen that it also 
influences outbound packets (by setting their TTL to 255).

● -
● If the TTL-Security feature is given a hopcount of “1” it automatically assumes 

the peer must be directly-connected (even though it will STILL cause egress 
BGP packets to be transmitted with a TTL of 255). In this case, if the IP 
address the router is trying to peer with (Loopback of remote router) is NOT 
directly-connected TTL-Security (with a hopcount of “1”) will prevent the router 
from even starting the BGP process.

● -
● For the reason stated above, in this topology the additional command of 

“disable-connected-check” is needed.  Recall that TTL-Security is mutually 
exclusive of the command “ebgp-multihop” so those two commands cannot be 
used together for the same peer.









● By default, if you don’t specify a “restart-interval” BGP will just stay down after 
maximum-prefixes has been triggered and will never automatically re-initialize 
the peer.



● The default value at which a warning will be generated is when you receive 
75% of the maximum-configured value.













● View the notes in the slide titled, “Viewing RPKI Table” for more information 
about the “Invalid” state.

● By default, a prefix that is marked Invalid is not advertised to any peer, will be 
withdrawn from the routing table if it was already advertised, and will not be 
flagged as a bestpath or considered as a candidate for multipath (unless a 
BGP bestpath command indicates otherwise). 

● Unless a BGP bestpath command is configured indicating otherwise, the 
bestpath computation prefers Valid prefixes over Not Found prefixes, and both 
types of prefixes are advertised.

● By default, a prefix marked as Not Found is installed in the BGP routing table







● A Trust Anchor Locator (TAL) is a file used to allow Relying Parties to retrieve 
RPKI data from a repository. Each Regional Internet Registry (RIR) has a TAL 
needed to access its RPKI repository.

● ARIN’s TAL contains the URL of ARIN’s published RPKI repository and 
ARIN’s encrypted public key. The public key is used to cryptographically verify 
that ARIN has signed the artifacts within the repository.





● Because the RPKI Repo owned and managed by the RIRs frequently change, 
one must configure their local RPKI Validator software to periodically re-
download the repository from the RIR.

● Point-4 is variable depending on the application selected to perform the RPKI 
Validator process.  Some RPKI validators will not authenticate ROAs until a 
router specifically asks about it.



● Because the RPKI Repo owned and managed by the RIRs frequently change, 
one must configure their local RPKI Validator software to periodically re-
download the repository from the RIR.

● Point-4 is variable depending on the application selected to perform the RPKI 
Validator process.  Some RPKI validators will not authenticate ROAs until a 
router specifically asks about it.







● Notice that the subnet mask and “MaxLen” in this table match on most entries.  
So for one of these prefixes (such as 1.0.0.0/24) this means that if anyone 
advertised this prefix with GREATER than a /24 mask (like /27 or /30) it would 
automatically be classified as “Invalid”.

● Look at the last prefix of 1.6.0.0/22.  The MaxLen on this one is /24 which 
means that any prefix of 1.6.0.x from a /22 up to a /24 will be valid IF the 
originating ASN is 9583.  Any prefix of 1.6.0.x that is GREATER than /24 will 
be Invalid.



● SOVC = Source of Value object Collection





● ROV = Route Origin Validation








