




















● “show running-config | format” works with both IOSv and IOS-XE routers.















● ”Instructor” is the object here
● “name”, “employer” and “salary” are all “properties” of the object.





● More good information about Protobufs can be found here: 
https://www.adaptiv.nz/protobuf-what-is-it-why-you-should-care-and-when-
should-you-use-it/









● HTTP/2 leaves all of HTTP/1.1's high-level semantics, such 
as methods, status codes, header fields, and URIs, the same. What is new is 
how the data is framed and transported between the client and the server.

https://en.wikipedia.org/wiki/HTTP_method
https://en.wikipedia.org/wiki/HTTP_status_code
https://en.wikipedia.org/wiki/List_of_HTTP_header_fields
https://en.wikipedia.org/wiki/URI
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● In this context, a ”transaction” is the ability to start a TCP session with a 
device and maintain that session with back-and-forth communications 
occurring the entire time. So a ”transaction” allows an Orchestrator to push 
some configuration information into a Candidate datastore, validate that the 
push was successful and that the commands and syntax are understood by 
the target device, and then commit that action once verification has been 
achieved and terminate the TCP connection.

● A “network-wide” transaction is the idea of initiating multiple, simultaneous 
transactions to different devices in order to achieve a common goal, like 
implement some concept (like a new leg for a L3VPN). With a network-wide 
transaction, configurations are not pushed from the Candidate to the Running 
datastores until all devices have reported back that the changes are supported 
without error.

● RESTCONF doesn’t support the idea of transactions because even though it 
is TCP-based (uses HTTPS) it is stateless so it’s only a one-two exchange…it 
wasn’t designed to maintain a lengthy connection or exchange multiple back-
and-forth messages like NETCONF.









● This image is courtesy of https://en.wikipedia.org/wiki/YANG

https://en.wikipedia.org/wiki/YANG


One of the earliest data modeling languages was known as Abstract Syntax Notation 
One (ASN.1).  It was from this that the “Structure of Management Information” (SMI) 
was derived as another data modeling language which was used with SNMP. The 
structure of the SNMP MIB (Management Information Base) is based on SMI data 
modeling.

SMI was then upgraded to SMIv2 in 1999

Just prior to SMIv2 becoming standardized another effort was underway to upgrade 
it…YET AGAIN…and that effort was called SMIng (SMI Next Generation).

SMIng did not succeed in the IETF.  However, later on the NETCONF (NETwork
CONFiguration) Protocol was developed as a means of securely connecting with 
network devices for the purposes of managing and configuring them.  “Yet Another 
Generation” of a Data Modeling Language was needed to go with NETCONF, so the 
principles behind SMIng were borrowed to create YANG.





Models submitted from private companies are also sometimes called, “Vendor 
Models”.









● Legacy methods of collecting data from devices (such as SNMP and CLI 
scripts) utilized a “Pull” model. This wasn’t scalable

● Telemetry by definition uses a “push” model in which the telemetry source (i.e. 
router, switch, virtual appliance, etc) will “push” data to a telemetry receiver 
(eg server).



● Cadence-based telemetry strictly refers to telemetry data being sent at regular 
intervals…sometimes as quickly as to be perceived as real-time. It does NOT 
refer to WHAT type of data is selected for streaming.

● Cadence-based telemetry paired with Policy-based telemetry means you are 
not only configuring the cadence (frequency) of the telemetry publication but 
also the specific data that is to be published, which has been defined in some 
kind of policy.





● gRPC is “Google Remote Procedure Call”.  An alternative to NETCONF 
or RESTCONF.

● gRPC was designed to encode data using their own method called 
“Protocol Buffers” rather than XML or JSON.  But gRPC CAN work 
with JSON.

● gRPC is inherently more secure than RESTCONF because it 
incorporates TLS along with HTTP.

● REST APIs generally use JSON or XML message formats, while gRPC
uses protocol buffers. 

● To signal errors, REST APIs use HTTP status codes, while gRPC uses 
error codes. 

● gRPC’s message sizes tend to be dramatically smaller than those of 
REST APIs.



● NETCONF or gRPC is used to exchange the RPCs that allow one to 
subscribe to requested YANG models on the network device.

● Some platforms (such as Nexus-OS) support sending telemetry using UDP 
and secure UDP (DTLS)





● A Telemetry subscription is defined as a combination of the specific YANG 
group or leaf requested as well as its cadence (or on-demand if that is 
appropriate).

● For each new pair of cadence and YANG model item…this is considered as a 
new subscription.

● Maximum number of subscriptions is platform-dependent: IOS-XE currently 
supports up to 100-subscriptions per networking device.





● With periodic publications, although you can set the cadence using increments 
of centiseconds you CANNOT set this to LESS than one second.  The 
minimum configurable value is “100” (100 centiseconds = 1 second).

● The Smallest cadence is platform dependent (IOS-XE = 1-second, NX-OS = 
5-seconds)





● In a dial-out configuration, the subscription number is manually configured. In 
a dial-in session this would be dynamically derived. The number of “501” has 
no special significance.

● The encoding method of “KVGPB” (Key-Value Google Protocol Buffers) 
specifies the use of Google Protocol Buffers.  This is required because the 
“protocol grpc-tcp” has been selected in the “receiver IP address” line.

● The update-policy is set in “centiseconds” or 1/100th of a second.  In this 
example, telemetry info matching the YANG module selected in “filter xpath” 
statement will be sent from the router every 5-seconds.



● Telemetry is a rather new and evolving feature.  Here we can see that 
between two different software releases there was a change between the 
stream-types that were supported with gRPC and dial-out Telemetry.









● FYI…there is no standard pronunciation for “S.I.E.M”.  Some pronounce is as 
“SIM” (like “simple”) and others pronounce it like “Seem”















● The moral of the story here is that Cisco is admitting in their documentation 
that you basically must experiment with different YANG modules to see which 
one's support on-demand publications.



● The NX-OS Telemetry configuration guide states that telemetry can consume 
up to 20% of CPU resources!





● The moral of the story here is that Cisco is admitting in their documentation 
that you basically must experiment with different YANG modules to see which 
one's support on-demand publications.



● A “network-wide” transaction is the idea of initiating multiple, simultaneous 
transactions (TCP stateful connections) to different devices in order to achieve 
a common goal, like implement some concept (like a new leg for a L3VPN). 
With a network-wide transaction, configurations are not pushed from the 
Candidate to the Running datastores until all devices have reported back that 
the changes are supported without error.








