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Quiz 7-7: Design Options for Multihoming
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Quiz
Scoring
Lesson Assessment Answer Key
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7-172

Vi

Building Scalable Cisco Internetworks (BSCI) v2.1

Copyright © 2004, Cisco Systems, Inc.



BSCI

Course Introduction

Overview

Outline

Building Scalable Cisco Internetworks (BSCI) v2.1 is recommended training for individuals
seeking Cisco CCNP® certification. The course instructs network administrators of medium-to-
large network sites on the use of advanced IP addressing and routing in implementing
scalability for Cisco routers that are connected to LANs and WANSs. The goal is to train
network administrators to dramatically increase the number of routers and sites using these
techniques instead of redesigning the network when additional sites or wiring configurations
are added.

The Course Introduction includes these topics:
m  Course Objectives

m  Cisco Certifications

m  Learner Skills and Knowledge

m Learner Responsibilities

m  General Administration

m  Course Flow Diagram

m  Icons and Symbols

m  Learner Introductions



Course Objectives

This topic lists the course objectives.

Course Objectives
ﬂ

Upon completing this course, you will be
able to:

* Describe advanced IP addressing to include
variable-length subnet masking, route
summarization, classless interdomain
routing, basic IP version 6, and use of
Network Address Translation with route maps

* Identify advanced IP routing principles,
including static and dynamic routing
characteristics and the concepts of classless
routing and network boundary summarization

2004 Cisco Systerns, Inc. All rights reserved BSCI24 3

Upon completing this course, you will be able to:

m  Describe advanced IP addressing to include variable-length subnet masking, route
summarization, classless interdomain routing, basic IP version 6, and use of Network
Address Translation with route maps

m  Identify advanced IP routing principles, including static and dynamic routing
characteristics and the concepts of classless routing and network boundary summarization
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Course Objectives (Cont.)

Upon completing this course, you will be
able to:

- Configure Enhanced Interior Gateway Routing
Protocol for a scalable network

» Configure Open Shortest Path First for a
scalable multiarea network

« Configure Intermediate System-to-
Intermediate System for a scalable multiarea
network

BSCI21 4

Upon completing this course, you will be able to:
m  Configure Enhanced Interior Gateway Routing Protocol for a scalable network
m  Configure Open Shortest Path First for a scalable multiarea network

m  Configure Intermediate System-to-Intermediate System for a scalable multiarea network

Copyright © 2004, Cisco Systems, Inc. Course Introduction



Course Objectives (Cont.)

Upon completing this course, you will be
able to:

* Manipulate routing updates and packet flow
using redistribution, distribution lists,
administrative distance, route maps, and
policy-based routing

- Configure basic Border Gateway Protocol for
internal and external Border Gateway
Protocol connections

Inc. Allrights reserved BSCI21 5

Upon completing this course, you will be able to:

m  Manipulate routing updates and packet flow using redistribution, distribution lists,
administrative distance, route maps, and policy-based routing

m  Configure basic Border Gateway Protocol for internal and external Border Gateway
Protocol connections

Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Cisco Certifications

This topic lists the certification requirements of this course.

Cisco Certifications

Cisco Certifications

|_c

www.cisco.com/go/certifications

©2004 Cisco Systems, Inc. All rights reserved. BSCI21 6

Cisco provides three levels of general career certifications for IT professionals with several
different tracks to meet individual needs. Cisco also provides focused Cisco Qualified
Specialist (CQS) certifications for designated areas such as cable communications, voice, and
security.

There are many paths to Cisco certification, but only one requirement—passing one or more
exams demonstrating knowledge and skill. For details, go to

http://www.cisco.com/go/certifications.

Copyright © 2004, Cisco Systems, Inc. Course Introduction
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Learner Skills and Knowledge

This topic lists the course prerequisites.

ﬂ

©2004 Cisco Systems, Inc. All rights reserve

Prerequisite Learner Skills
and Knowledge

Internetworking
Fundamentals

0S| Reference Model

Operating/Configuring
Cisco Routers

TCP/IP Stack

Configuring IP e

Addresses

IP Subnetting and
VLSM

RIP, IGRP, EIGRP,
and OSPF

Static/Default Routes

>

BSCI24 7

To fully benefit from this course, you must have these prerequisite skills and knowledge:

CCNA certification

Networking terms, numbering schemes, and topologies
Open Systems Interconnection (OSI) reference model
Operating and configuring a Cisco router

TCP/IP stack and configuration of IP addresses

IP subnetting to include complex subnetting and variable-length subnet masking (VLSM)

Routing protocol operation and configuration for Routing Information Protocol (RIP),

Interior Gateway Routing Protocol (IGRP), Enhanced IGRP (EIGRP), and Open Shortest

Path First (OSPF) single-area networks

Using, implementing, and configuring static and default routes

Building Scalable Cisco Internetworks (BSCI) v2.1
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Prerequisite Learner Skills
and Knowledge (Cont.)

Interpreting a Cisco
Routing Table

Standard/Extended
Access Lists

Basic Router
Configurations
Using show and BSCI

debug commands

Configuring WANs
with HDLC and PPP

Configuring WANs
Using Frame Relay
PVCs

To fully benefit from this course, you must have these prerequisite skills and knowledge:

Interpreting the contents, entries, and indicators from a Cisco routing table

Filtering traffic with standard and extended access lists

Verifying basic router configurations using show and debug command output

Verifying basic switch configurations using show command output

Configuring a WAN serial interface using High-Level Data Link Control (HDLC) and PPP

Configuring a WAN serial interface using Frame Relay permanent virtual circuits (PVCs)
and subinterfaces

Copyright © 2004, Cisco Systems, Inc. Course Introduction 7



Learner Responsibilities

This topic discusses the responsibilities of the learners.

Learner Responsibilities

* Complete
prerequisites

¢ Introduce
yourself

* Ask questions

BSCI24 9

To take full advantage of the information presented in this course, you must have completed the
prerequisite requirements.

In class, you are expected to participate in all lesson exercises and assessments.
In addition, you are encouraged to ask any questions relevant to the course materials.

If you have pertinent information or questions concerning future Cisco product releases and
product features, please discuss these topics during breaks or after class. The instructor will
answer your questions or direct you to an appropriate information source.

8 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



General Administration

This topic lists the administrative issues for the course.

General Administration
ﬂ

Class-Related Facilities-Related
+ Sign-in sheet - Site emergency

- Length and times procedures

. Attire * Rest rooms

- Course materials * Telephones/faxes

* Break and lunchroom
locations

2004 Cisco Systemns, Inc. All rights reserved BSCI21 10

The instructor will discuss the administrative issues noted here so you know exactly what to
expect from the class.

m  Sign-in process

m  Starting and anticipated ending times of each class day
m  Class breaks and lunch facilities

B Appropriate attire during class

m  Materials you can expect to receive during class

m  What to do in the event of an emergency

m  Location of the rest rooms

m  How to send and receive telephone and fax messages

Copyright © 2004, Cisco Systems, Inc. Course Introduction



Course Flow Diagram

This topic covers the suggested flow of the course materials.

Course Flow Diagram
R L
DEVA DEN Day 3 Day 4 Day 5
Course Manipulating
i Routing
A Introduction Configuring | Configuring | Configuring Updates
M EIGRP OSPF the IS-IS
Advanced Protocol Configuring
IP Addressing Basic BGP
Lunch
Advanced Configuring | Configuring
p IP Addressing EIGRP OSPF Manipulating | Configuring
M Routing Basic BGP
Routing Configuring | Configuring Updates
Principles OSPF the IS-IS
Protocol

The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the
laboratory exercises. The exact timing of the subject materials and labs depends on the pace of
your specific class.

10
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Icons and Symbols

This topic shows the Cisco icons and symbols used in this course.

Cisco Icons and Symbols

Router Cell
Phone PDA

==

Network
Cloud Web
D Server

|:| pC 1 || File Serial Link
Server

Circuit-Switched Link

D D D D D -
2-------
£
% Ethernet

End User End User

Laptop

U
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Learner Introductions

This is the point in the course where you introduce yourself.

Learner Introductions

* Your name

* Your
company

- Skills and
knowledge

* Brief history
* Objective

BSCI21 13

Prepare to share the following information:

B Your name

B Your company

m [fyou have most or all of the prerequisite skills
m A profile of your experience

m  What you would like to learn from this course

12 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Module 1

Advanced |IP Addressing

Overview

Scalable, well-behaved networks are not accidental; they are the result of good network
design and effective implementation planning. A key element for effective scalable network
implementation is a well-conceived and scalable advanced IP addressing plan. The purpose of
an advanced IP addressing plan is to maximize the shrinking amount of IP address space
available in deployed networks and minimize the size of routing tables.

As a network grows, the number of subnets and the volume of network addresses increase
proportionally. Without advanced IP addressing technique, such as summarization and classless
interdomain routing (CIDR), the size of the routing table is increased, which causes a variety of
problems; for example, the network requires more CPU resources to acknowledge each
internetwork topology change in a larger routing table. In addition, larger routing tables have
greater potential for delays when the CPU resources sort and search for a match to a destination
address. Both of these problems are solved by summarization and CIDR.

In order to effectively use summarization and CIDR to control the size of routing tables,
network administrators employ advanced IP addressing techniques, such as Network Address
Translation (NAT) and variable-length subnet masking (VLSM).

NAT uses globally unique addresses for routing across the Internet and between independent
divisions within an organization. NAT uses different address pools for tracking groups of users,
which makes it easier to manage interconnectivity.

VLSM is a type of subnet masking used for hierarchical addressing. This advanced IP
addressing technique allows the network administrator to subnet a previously subnetted address
to make the best use of the available address space.

Another long-standing problem that network administrators must overcome is the exhaustion of
available IP addresses caused by the increase in Internet use. Although the current solution is to
use NAT, the long-term solution is to migrate from the IP version 4 (IPv4) 32-bit address space
to the IP version 6 (IPv6) 128-bit address space. Gaining an insight into IPv6 functionality and
deployment will prove valuable for network administrators in the not-too-distant future.



Module Objectives

Upon completing this module, you will be able to maximize the shrinking amount of IP address
space available in deployed networks and minimize the size of routing tables to provide a well-
conceived and scalable advanced IP addressing plan.

Module Objectives
ﬂ

- Explain the benefits and characteristics of an effective
scalable IP-addressing plan

Describe the role of variable-length subnet masking
hierarchical addressing in a scalable network and
calculate variable-length subnet masking

- Demonstrate the principles of route summarization and
CIDR by summarizing a given range of network
addresses into larger IP address blocks

Describe the features and benefits of using IPv6, given
the increasingly complex requirements of hierarchical
addressing

» Configure NAT for multiple address pools using access
lists and route maps

Inc. Allrights reserved BSCI21 12

Module Outline

The outline lists the components of this module.

Module Outline
ﬂ

* Purpose of Address Planning

» Hierarchical Addressing Using Variable-Length
Subnet Masks

* Route Summarization and Classless Interdomain
Routing

* Understanding IP Version 6
* Network Address Translation
* Lesson Assessments

Inc. Allrights reserved BSCI21 13
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Purpose of Address Planning

Overview

A well-designed large-scale internetwork with an effective scalable IP addressing plan has
many benefits. These benefits include a network that is scalable, flexible, predictable, and able
to hide information through summarization.

Relevance

You must execute a detailed IP addressing plan to increase the scale of a network in an optimal
manner and take advantage of the advanced features of current IP routing protocols.

Objectives
Upon completing this lesson, you will be able to meet these objectives:

m  Explain the access, distribution, and core layer elements of network design in a scalable
network

m List the advantages of effective network design principles

m  Describe scalability, predictability, flexibility, and the ability to perform summarization as
criteria of effective IP address planning



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  Cisco CCNA® certification or equivalent knowledge and experience

Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview

Scalable Network Design

- Benefits of Good Network Design

- Benefits of an Optimized IP Addressing Plan
* Summary

* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCI21 13
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Scalable Network Design

This topic covers the scalable network design concepts that are imperative for understanding 1P

address planning.

Scalable Network Design

Distribution Distribution
Layer N

Access layer
 Entry point for users into the internetwork
Distribution layer

Core layer
* Quick and efficient transit between divisions

2004 Cisco Systems, Inc. All rights reserved.

- Consolidation point for traffic and location of corporate resources

BSCI21 1-4

Corporate organizational structure affects the design of a network. The structure of scalable
network design reflects the information flow of a corporation. These design structures are

referred to as hierarchical network designs.

Two types of hierarchical network design are as follows:
m  Functional

m  Geographical

Within the context of these hierarchical networks, you must implement a scalable design at
three network layers: the core layer, the access layer, and the distribution layer.

Copyright © 2004, Cisco Systems, Inc.
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Functional Structured Design

Pickups

Vroom, Inc.
Automobile
Manufacturer

. =

Utility Vehicles RECIOR
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% Motorcycles

Corporate networks may be organized by product divisions.
Network architecture can follow corporate organizational charts.

Daea 03
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Some corporations have independent divisions that are responsible for their own operations,
including networking. These divisions interact with one another and share resources; however,

each division has an independent chain of command.

This type of corporate structure is reflected in a functional network design. A functional design
internetworks various divisions according to their functional purpose within the corporate

structure.

1-6
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Geographical Structured Design
PA OH
NY p @ @ﬁﬂ_

NJ Deep Discount @TX
Pharmacy, Inc.

AL @ Retail Discount @IL

Drugstore Chain

&
TN "j@? Q@CA

Networks are organized along geographical boundaries such as
countries or states.
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Many interstate retail corporations are organized by geographical location of retail stores.
Within the corporate structure, each local retail store reports to a district consolidation point.
These district consolidation points report to regional consolidation points. The regional
consolidation points then report to corporate headquarters.

This type of corporate structure is reflected in a geographical network design. A geographical
design internetworks divisions according to their location.

Note From a networking point of view, a geographical network structure is cost-effective because
fewer network links require long-haul carriers, often a considerable added expense.

Within the functional or geographical networks, three primary layer elements are involved in a
scalable network design:

m  Core layer: The circuits with the largest bandwidth are in the core layer of the network.
Redundancy occurs more frequently at this layer than at the other layers.

m  Access layer: The access layer is the entry point into the network for end users and
customers. VLANS, firewalls, and access lists maintain security for this layer.

m  Distribution layer: The distribution layer is the consolidation point for access-layer
devices. Host services with multiple access-layer devices are assigned to this layer.

Copyright © 2004, Cisco Systems, Inc. Advanced IP Addressing 1-7



Core Layer—Fully Meshed

Division
B &

Division
C

Division Division
F E g

» The core layer is designed to provide quick and efficient access
to headquarters and other divisions within the company.
* Redundancy is often found in the core network.

- Compared to other layers, the core generally has the circuits
with the largest bandwidth.
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In the fully meshed core-layer design, each division has redundant routers at the core layer. The
core sites are fully meshed together. For a small core with a limited number of divisions, this
core-layer design provides robust connectivity. However, a fully meshed core-layer design is
very expensive for a corporation with many divisions.

Note In a fully meshed core-layer design, all routers have direct connections to all other nodes.
This connectivity allows the network to react quickly when it must route data flow from a
downed link to another pathway.

1-8 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Core Layer—Hub-and-Spoke

Division
B

Division
c
Division
A

Division
D

Division
G

As the network grows, fully meshing all the core routers can
become difficult. At that point, consolidation into
geographically separate data centers is appropriate.

2004 Cisco Systems, Inc. All rights reserved.
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The hub-and-spoke design configuration supports the traffic flow through the corporation. In

many companies, the data travels to a centralized headquarters, where the corporate databases

and network services reside. To reflect this corporate centralization, the core-layer hub-and-
spoke configuration establishes the focal point of the data flow as a key site.

Copyright © 2004, Cisco Systems, Inc. Advanced IP Addressing
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Access and Distribution Layers

Distribution
Layer

Access Layer

Access Layer

Access layer
+ Entry point for end users and customers into the network
+ Security—VLANSs, firewalls, access lists
+ Addressing—DHCP
Distribution layer
+ Consolidation point for access-layer devices

+ Hosts services that must be accessed by multiple
access-layer devices
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Remote sites are points of entry to the network for end users and customers. Within the
network, remote sites gain access to network services through the access layer. The distribution
layer consolidates the services and devices that the access layer needs to process the activity
that is generated by the remote sites.

Place duplicating services at the distribution layer when there is no benefit in having
duplicating services at the remote sites. These services may include Dynamic Host
Configuration Protocol (DHCP), Domain Name System (DNS), human resources, and
accounting servers. One or more distribution layers report to each entry point at the core layer.

You can fully mesh connectivity between remote sites at the access layer. However, the hub-
and-spoke configuration for remote sites reports to at least two corporate sites for
administrative redundancy.

Note Frame Relay is the access protocol commonly used to interconnect geographically
dispersed sites.

1-10
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Benefits of Good Network Design

This topic describes the benefits of an effective IP addressing plan implemented within a good
network design.

Benefits of an Optimized IP Addressing

Plan and Design
ﬂ

Scalability
Predictability
Flexibility

2004 Cisco Systems, Inc. All rights reserved. BSCI21 1-10

An effective network design accommodates unexpected growth and quick changes in the
corporate environment. The network responds to mergers with other companies, corporate
restructuring, and downsizing with minimal impact on the portions of the network that do not
change.

The following are characteristics of good IP address plan implemented in a well-designed
network:

m  Scalability: A well-designed network allows for large increases in the number of supported
sites.

m  Predictability: A well-designed network exhibits predictable behavior and performance.

m  Flexibility: A well-designed network minimizes the impact of routers, additions, changes,
or removals within the network.

Copyright © 2004, Cisco Systems, Inc. Advanced IP Addressing 1-11



Scalability with Good Design

Division A

Division B

+ If one company merges with another company, where do
you attach the additional routers?

+ If both companies were using network 10.0.0.0 for
addressing, how would you overcome this obstacle and
where would you implement the solution?

2004 Cisco Systems, Inc. All rights reserved. BSCI2A 111

The current proliferation of corporate mergers emphasizes the design issues inherent in private
IP addressing (RFC 1918). A scalable network that integrates private addressing with a good IP
addressing plan minimizes the impact of additions or reorganizations of divisions within a
network.

A scalable network enables companies that merge to connect at the core layer. Implementation
of NAT on routers allows you to overlap network numbers and translate them to unused
address space as a temporary solution. Then, overlapping network numbers can be changed on
the PC or DHCP server.

RFC 1918 has set aside the following IP address space for private use:

m  Class A network: 10.0.0.0 to 10.255.255.255

m  Class B network: 172.16.0.0 to 172.31.255.255

m  Class C network: 192.168.0.0 to 192.168.255.255

Note Private addressing is used exclusively for the examples in this course.

Good network design facilitates the process of adding routers to an existing network. In the
example configuration, you can perform the following changes:

m  Attach routers P and Q to the other routers in the core layer of the network

m  Change the IP address space of the new company from network 10.0.0.0 to network
172.16.0.0 and configure NAT on routers P and Q

m  Change the DHCP servers to reflect the newly assigned address space
m  Remove NAT from routers P and Q

1-12 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Predictability with Good Design

Division A

Division B

* The users behind routers B, C, and H are downloading 200
kbps per router from a server behind X. How much
bandwidth do you need, and where do you place it to
support this network?

* If router D fails, which pathways handle the new load?

2004 Cisco Systems, Inc. All rights reserved. BSCI21 1-12

The behavior of a scalable network is predictable. To gain predictability, bandwidth in a
scalable network is equal to the higher-level site at each layer. For example, router C in the
figure has the same bandwidth as routers B and E, so that router C fulfills load balancing. This
load balancing allows access to networks behind routers B and E. Routers B and E are
consolidation points for the access-layer routers (G, C, and F in the example).

The pathways between routers B and E and routers A and D need larger-bandwidth pipes to
consolidate the traffic between corporate divisions. Because routers A and D consolidate
multiple distribution points for this division, the connections for these routers to other divisions
in the company need the largest bandwidth.

Use equal-cost paths for both hop count and bandwidth between any two routers in the
internetwork; the packets load-balance across the internetwork. When a circuit or router fails,
an alternate equal-cost path to the destination exists in every routing table. This alternate path
limits convergence times and route recalculation to less than 1 second once a router discovers
the failed circuit or router.

Routing Information Protocol (RIP) is an effective tool for implementing predictability in a
well-designed scalable network. For example, consider a network where router C uses equal-
cost hops to arrive at router X. The routing table for C has two best pathways to X: three hops
through B and three hops through E.

If router D fails, the routing table for router C does not change. Router B and router E each
have two best pathways to the networks behind router X: both have two hops through either
router A or router D. These routers do not discover alternate routes because the preferred route
exists in the routing table.

The result is a predictable traffic pattern. This level of network behavior predictability is a
direct benefit of a scalable network design.
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Flexibility with Good Design

Division A

Division B

- Division B is sold and merged with another company,
except for remote site H, which becomes part of Division A.
How do you manage the transition?

* What is the impact on the other divisions in the company?
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Corporate reorganizations have little impact on the rest of the network when implemented in a
scalable network. For example, assume an example network that uses Frame Relay at the
remote sites.

The network administrator in the example network would accommodate a corporate
reorganization with the following process:

m Install two additional virtual circuits from router H to routers B and E.

m  Following a successful installation, remove the virtual circuits to routers M and L.

m  Perform NAT on the router H interfaces to routers E and B to use the address space of
Division A.

m  Remove the circuits from routers J and K to the other core routers A, D, P, Q, X, and Y.

m  Change the user addresses for router H to the new block of addresses.
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Benefits of an Optimized IP Addressing Plan

This topic describes the benefits of a scalable network that can be realized when you implement
an optimized IP addressing plan.

Benefits of Hierarchical Addressing

* Reduced number of route table entries:

—Summarize multiple addresses into route
summaries

- Efficient allocation of addresses:

— Contiguous address assignment allows you to use
all possible addresses

s, Inc. Allrights reserved BSCI21 1-14

The benefits of hierarchical addressing include the following:

m  Reduced number of routing table entries: With Internet routers and internal routers,
routing tables are as small as possible because of route summarization. In a hierarchical
addressing plan, route summarization allows an IP address to represent a collection of IP
addresses. Route summarization makes routing table entries manageable and provides the
following benefits:

—  More efficient routing

—  Reduced number of CPU cycles when recalculating a routing table or sorting
through the routing table entries to find a match

—  Reduced router memory requirements
—  Faster convergence after a change in the network
—  Easier troubleshooting

m Efficient allocation of addresses: Hierarchical addressing allows you to take advantage of
all available addresses by grouping the addresses contiguously. With random address
assignment, addressing conflicts waste address groups. For example, classful routing
protocols automatically create summary routes at a network boundary. These protocols do
not support discontiguous addressing, which makes some addresses unusable if they are not
assigned contiguously.
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Within the context of hierarchical addressing, the IP network addressing plan must include
provisions for summarization at key points. Summarization, or information hiding, is not a new
concept. When a router announces a route to a given network, the route is a summarization of
the addresses in the routing table for all the host devices and individual addresses that reside on
that network.

Summarization helps reduce routing table size. The use of summarization to reduce the size of
the routing table helps localize topology changes, a benefit that promotes network stability.
Network stability occurs because a reduced routing table size means reduced bandwidth use. It
also reduces memory use and the number of CPU cycles that are required to calculate the best
path selection.
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Scalable Network Addressing
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« Each of the 50 divisions has 200 /24 subnets.

« Each division summarizes its networks to 10.x.0.0 /16 on its
core routers.

« The routing table for any router has 200 /24 subnets plus 49 /16
summarized routers for a total of 249 entries in the IP routing table.
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Example

For this example, assume the following:

®m A national drug store chain plans to have a retail outlet in every city in the United States
with a population greater than 10,000.

m  Each state has up to 100 stores, with two Ethernets in each store as follows:

—  One Ethernet tracks customer prescriptions, pharmacy inventory, and reordering
stock.

—  The second Ethernet stocks the rest of the store and ties the cash registers into a
corporate-wide, instantaneous point-of-sale evaluation tool.

The total number of Ethernet networks is 10,000 because there are 100 stores in 50 states, each
with two Ethernets (50 * 100 * 2 = 10,000). This total does not include an equal number of
serial links that interconnect these stores.

Using network address 10.0.0.0 and assigning a /24 subnet for each Ethernet creates an IP
routing table of more than 10,000 subnets on each of the 5000 routers.

On the other hand, by using a scalable design and creating 51 divisions (one for each state and
one for the backbone interconnecting the division), the drugstore chain can assign each division
a block of 10.x.0.0 /16. Each Ethernet has a /24 subnet of network 10.0.0.0, and each division
has 200 subnets in the IP routing table of each router.

When each division summarizes the block of network 10.x.0.0 /16 at the entry point to the core
network, any router in a division can see the 200 /24 networks that represent the subnets for
that division and 49 10.x.0.0 /16 summarizations that represent each additional division. This
provides a total of 249 networks in each IP routing table.
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Poor addressing scheme does not use summarization.

Fifty divisions with 200 subnets each equals 10,000 entries in every
routing table.

Which design—a scalable network with 249 entries or a nonscalable
network with 10,000 entries—uses less CPU resources, memory, and
bandwidth to announce its routing table?
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When you do not use summarization to assign IP addresses, problems occur. As shown in this
figure, a network with 50 divisions in a scalable network with summarization has 249 routes in
every routing table. The same network without summarization has 10,000 routes in every
routing table. Why is the large number of routes a problem? The problems relate to the
frequency and size of routing table updates and the way that topology changes are processed in
summarized and unsummarized networks.

Update Size

Routing protocols such as RIP and Interior Gateway Routing Protocol (IGRP), which send a
periodic update every 30 and 90 seconds, respectively, use valuable bandwidth to maintain a
table without summarization. RIP can fit 25 networks in each update; therefore, 10,000
networks can have RIP on every router creating and sending 400 packets every 30 seconds.
When these routes summarize, the table of 249 networks sends only 10 packets every 30
seconds, compared to the 400 packets from the unsummarized routing table.

Unsummarized Internetwork Topology Changes

A routing table with 10,000 entries constantly changes. To illustrate this constant change,
consider a network that has more than 5000 routers, with at least one at 5000 different sites.
Something changes somewhere in the network every day, for example, a power outage occurs
at site A; a backhoe digs a trench at site B; a newly hired system administrator begins work at
site C; a Cisco I0S software upgrade is in progress at site D; and a newly added router is being
installed at site E.

There are other examples of this negative impact as well. For example, when you are using a
routing protocol such as Open Shortest Path First (OSPF), an upgrade or topology change on
the internetwork causes a shortest path first (SPF) calculation. The SPF calculations are large,
because each router needs to calculate all known pathways to each of the 10,000 networks.
Each change that a router receives requires time and CPU resources.
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Summarized Network Topology Changes

In contrast to an unsummarized network, a summarized network responds efficiently to
network changes. For example, in a network with 200 routers for a corporate division, the
routers see all the subnets for that division. When a change occurs to one of the 200 routers in
the division, all other routers in the division recalculate to reflect the topology change of those
affected networks.

The core routers of that division pass a summarized /16 route and suppress only the /24
networks from advertisement to the core routers of other divisions. The summarized route is
announced as long as a portion of the summarized block is reachable from that core router. The
more specific routes are suppressed, so that changes from this division are not propagated to
other divisions.

In this scenario, each router recognizes only 200 /24 networks and not the 10,000 /24 networks
in an unsummarized environment. Obviously, the CPU resources, memory, and bandwidth
required for the 200 networks is less than for the 10,000 networks. With summarization, each
division hides more specific information from the other divisions and passes only the
summarized route that represents that overall division.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* Networks must be designed to support the benefits
found in advanced IP routing protocols.

* Well-designed networks allow corporations to
react quickly to changes in their networking
requirements. These changes can be mergers,
reorganizations, or downsizing.

A hierarchical design approach and good IP
address planning give scalable networks the
capability to grow and to be broken up into
autonomous operating units.
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q)

Q2)

Q3)

Q4)

Q5)

At which layer are you most likely to see large bandwidth, redundant equipment, and

redundant circuits?
A) access layer
B) core layer

C) distribution layer
At which layer is consolidation performed?
A) access layer

B) core layer

C) distribution layer

At which layer would you find PCs and print servers?
A) access layer
B) core layer

C) distribution layer

Which three of the following statements are benefits of good network design? (Choose

three.)

A) the ability to manage the network as it grows to a large size

B) the ability to predict the behavior of network

C) the ability to adapt to topology changes quickly and efficiently

D) detailed knowledge of all networks and subnetworks

Which four benefits are reasons to reduce the size of the routing table by using route
summarization? (Choose four.)

A) more efficient routing

B) reduced number of CPU cycles when recalculating or sorting through the
routing table entries to find a match

O) reduced router memory requirements
D) job security
E) faster convergence after a change in the network

F) easier troubleshooting
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

Q5)

B

Relates to:

C

Relates to:

A

Relates to:

A,B,C

Relates to:

A,B,C,E

Relates to:

Scalable Network Design

Scalable Network Design

Scalable Network Design

Benefits of Good Network Design

Benefits of an Optimized IP Addressing Plan
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Hierarchical Addressing Using
Variable-Length Subnet Masks

Overview

Variable-length subnet masking (VLSM) is a crucial component of an effective IP-addressing
plan for a scalable network. This lesson introduces VLSM, provides examples, and discusses
methods of determining the best subnet mask for a given address requirement.

Relevance

Calculating a large-enough subnet and determining the range of addresses for a given set of
devices are imperative for implementing a scalable network. Understanding VLSM and how to
implement it are fundamental to understanding route summarization and CIDR. Once
implemented, VLSM is essential for configuring and troubleshooting advanced IP routing
protocols and related routing tables.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Define the purpose of VLSM
m  Explain how to use VLSM to maximize the use of the limited number of IP addresses

m  Explain the steps involved in VLSM calculation



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:
B CCNA certification or equivalent knowledge and experience

B An understanding of IP subnetting, including complex subnetting

Outline

The outline lists the topics included in this lesson.

Outline

* Prefix Length and Network Mask

* Implementing VLSM in a Scalable Network
* Calculating VLSM

* Summary

* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCI21 13
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Prefix Length and Network Mask

The concept of a network mask and the prefix length field specifically relate to hierarchically
addressed network implementation. This topic discusses the purpose of the network mask and
the prefix length field and describes their use within a network.

Prefix Length and Network Mask

Range of addresses: 192.168.1.64 through 192.168.1.79  Fourth Octet
+ Have the first 28 bits in common, which is 64 | 01000000

represented by a /28 prefix length 65 | 01000001
* 28 bits in common can also be represented in dotted 66 | 01000010
decimal as 255.255.255.240 67 | 01000011

68 | 01000100

69 | 01000101
Binary ones in the network mask represent network bits in the 7501000110

accompanying IP address; binary zeros represent host bits 71 01000117

11000000.10101000.00000001.0100xxxx IP address |72 [01001000
1111111.11111111.11111111.11110000 Network 73 | 01001001
mask 74 | 01001010

. 75 | 01001011
In the IP network number that accompanies the network 7¢ Tor001100

mask, when the host bits of the IP network number are: —To1001101

+ All binary zeros—That address is the bottom of the 78 | 01001110
address range 79 | 01001111

+ All binary ones—That address is the top of the
address range

2004 Cisco Systerns, Inc. All rights reserved BSCI21 1-4

The network mask and the prefix length field inform a device of the range of addresses
associated with a corresponding IP address.

A series of contiguous ones from left to right in a routing mask defines how many bits in the
corresponding IP address belong to the network number. The series of contiguous zeros that
follows represents the host bits in the corresponding IP number. When you add bits to the
network part of an address to make the all-ones field longer, the number of bits in the host part
of the address decreases. You create additional networks (subnets) at the expense of the number
of host devices that can occupy each network segment.

The number of bits that you add to the default routing mask creates a counting range for
subnets. Each count is a unique binary pattern. The number of subnetworks created is
calculated by the 2" formula, where 7 is the number of bits by which the default routing mask is
extended. You must use the configuration commands in Cisco 10S software releases earlier
than Software Release 12.0 to explicitly allow subnetwork 0. In Cisco IOS Software Release
12.0 and later, subnetwork 0 is enabled by default.

The bits that are not allocated as the network part or the subnetwork part of the address form a
counting range for hosts. Host addresses are selected from these remaining bits and must also
be numerically unique from all other hosts on the network.
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Note The number of hosts created is calculated by the formula 2" — 2, where n is the number of
bits available in the host portion. In the host counting range, the all-zeros pattern is reserved
as the subnet identifier, and the all-ones pattern is reserved as a broadcast address to reach
all hosts.

Both the IP address and the associated routing mask contain 32 bits. Routing devices are
similar to computers in that they both use the binary numbering scheme to represent addresses.
Working with 32-bit binary numbers is the standard operational mode for a routing device.
However, network administrators do not use binary numbers on a daily basis and have adopted
other formats to represent 32-bit IP addresses. Some common formats include decimal

(base 10) and hexadecimal (base 16) notation.

The generally accepted method of representing IP address and routing masks is to break the
32-bit field into four groups of 8 bits and to represent those 8-bit fields in a decimal format
separated by decimal points. This method of representing IP address and routing mask is called
32-bit dotted-decimal notation.

Although dotted decimal notation is commonly accepted practice , the routing device internally
uses the 32-bit binary string as an address identifier. All routing decisions are based on the 32-
bit binary field.

Example

If a PC has an IP address of 192.168.1.67 with a mask of 255.255.255.240 or a prefix length of
/28, it uses this value to determine which other devices with host addresses on the local
connection have the first 28 bits in their IP address in common. The PC uses Address
Resolution Protocol (ARP) to find the corresponding MAC address if communication with any
of these devices is necessary. The range of these local devices is 192.168.1.64 through
192.168.1.79. If a PC sends information to an IP device that is not in the range, the IP forwards
the information to its default gateway.

A router behaves in a similar manner when it makes a routing decision. A packet arrives on the
router and is passed to the routing table. The router compares the destination IP of the packet
address to network entries in the routing table. These network entries have a prefix length
associated with them. The router uses the prefix length to determine how many destination
address bits must match to take the corresponding outbound interface that is associated with
that network number in the routing table.

Consider the following scenario in which an IP packet with a destination address of
192.168.1.67 is sent to the IP routing table of a router:

m  192.168.1.0 is subnetted, four subnets

m 0192.168.1.16/28 [110/1800] via 172.16.1.1, 00:05:17, serial 0

m  C192.168.1.32/28 is directly connected, Ethernet 0

m 0192.168.1.64/28 [110/10] via 192.168.1.33, 00:05:17, Ethernet 0

m 0192.168.1.80/28 [110/1800] via 172.16.2.1, 00:05:17, serial 1

In this example, the router determines where to send a packet that is destined for 192.168.1.67.
The routing table has four entries for network 192.168.1.0. The router compares the destination

address to each of the four entries for this network. The destination address matches the first 24
bits of each of these entries.
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Notice that, in the list that follows, the number 67 matches the first 25 bits of each network
number. The number 67 does not match the first 26 bits for networks 16 and 32, but it does
match the first 26 bits for 64 and 80. Address 192.168.1.67 matches all 28 bits of network
address 192.168.1.64. To use this network, the destination address needs to match the first 28
bits in the network number, so the router forwards this packet to the next router (192.168.1.33)
on the Ethernet 0 interface.

The destination address of 192.168.1.67 has the first three octets in common with all four
entries in the routing table, but it is not clear by looking at the decimal representation which of
those entries is the best match to route this packet. A router handles all packets in binary, not
dotted decimal, notation.

Following is the binary representation of the last octet for destination address 192.168.1.67 and
the binary representation of the last octet for the four entries in the IP routing table. Since the
prefix length is 28 and all four entries match to at least the first 24 bits of 192.168.1, the object
is to find the routing table entry that matches the first four bits of the number 67. It is not
important whether the last four bits match, so the target is 0100xxxx. (Note that the routing
entry of 64, which has a value of 0100 in the first four bits, is the only one that matches this
requirement.)

m 67:01000011
m  16: 00010000
m  32:00100000
m  64: 01000000
m  80: 01010000
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Implementing VLSM in a Scalable Network

This topic discusses the importance of VLSM in a scalable network and explains the process to
calculate the appropriate network mask for a given number of host devices.

Implementing VLSM

Corporate Address
Space
172.16.0.0/16

Division A
Headquarters

A corporation is using 172.16.0.0 /16 for its address space.
172.16.12.0 /22 has been assigned to Division A.
Range of addresses: 172.16.12.0 to 171.16.15.255.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 1-5

VLSM allows more than one subnet mask within a network and enables the subnetting of a
previously subnetted network address. Characteristics that permit VLSM to conserve IP
addresses include the following:

Reduced number of routing table entries: For both Internet routers and internal routers,
use route summarization to keep routing tables as small as possible. In a hierarchical
addressing plan, route summarization allows a single IP address to represent a collection of
IP addresses. Route summarization keeps routing table entries manageable and provides the
following benefits:

—  More efficient routing

—  Reduction in the number of CPU cycles needed to sort through the routing table
entries to find a match and recalculate a routing table

—  Reduction in router memory requirements
—  Faster convergence after a change in the network
—  Easier troubleshooting

Greater capability to use route summarization: VLSM allows more hierarchical levels
within an addressing plan. More hierarchical levels result in better route summarization
within the routing tables. For example, subnet 172.16.12.0/22 in the figure summarizes all
the addresses that are further subnets of 172.16.12.0/22, including those from subnet
172.16.14.0/27 and 172.16.14.128/30.

Efficient use of IP addresses: Hierarchical addressing provides the advantage of using all
possible addresses because the addresses are grouped contiguously. With random address
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assignment, addressing conflicts can waste groups of addresses. For example, recall that
classful routing protocols automatically create summary routes at a network boundary.
These protocols do not support discontiguous addressing, so some addresses are unusable if
you do not assign then contiguously.

Companies that do not use VLSM must implement a single subnet mask within an entire
Class A, B, or C network number, as follows:

— A network architect decides to use the 172.16.0.0/16 network address space to
design a corporate network. The architect divides it into blocks of 4 /24 networks.
The resulting 256 networks, divided by 4, create 64 blocks of addresses with up to
1024 hosts in each block.

—  The network architect assigns Division A to address block 172.16.12.0/22. The
prefix mask of /22 indicates that all addresses within that range have the first 22 bits
in common when reading from left to right. The prefix mask provides Division A
with a range of addresses from 172.16.12.0 through 172.16.15.255.
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Example

Range Of Addresses for VLSM
Subnetted Address: 172.16.12.0 /22
Dotted Decimal Notation |Binary Notation
172.16.11.0 10101100. 00010000.00001011.00000000
({Text omitted for continuation of bit/number pattern)
172.16.12.0 10101100. 00010000.00001100.00000000
172.16.12.1 10101100. 00010000.00001100.00000001
172.16.12.255 10101100. 00010000.00001100.11111111
172.16.13.0 10101100. 00010000.00001101.00000000
172.16.13.1 10101100. 00010000.00001101.00000001
172.16.13.255 10101100. 00010000.00001101.11111111
172.16.14.0 10101100. 00010000.00001110.00000000
172.16.14.1 10101100. 00010000.00001110.00000001
172.16.14.255 10101100. 00010000.00001110.11111111
172.16.15.0 10101100. 00010000.00001111.00000000
172.16.15.1 10101100. 00010000.00001111.00000001
172.16.15.255 10101100. 00010000.00001111.11111111
(Text omitted for continuation of bit/number pattern) -
| 172.16.16.0 10101100. 00010000.00010000.00000000 é

The figure displays the binary representation of networks 172.16.11.0 through 172.16.16.0.
Notice that networks 172.16.12.0 through 172.16.15.255 all have the first 22 bits in common.
Network 172.16.11.0 and network 172.16.16.0 do not have these first 22 bits in common.

Compare these two addresses to those used by Division A in the previous figure, and note that
neither address is part of the address space that Division A can use. These networks are outside
the range of addresses that are part of the VLSM block because they do not share the same 22
bits that are common to networks 172.16.12.0 through 172.16.15.255.

1-30 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Calculating VLSM

You can best understand the design and implementation of a scalable IP address plan if you

study a detailed example of how a VLSM network is laid out. This topic discusses the steps to

design and implement a scalable IP address plan.

Breakdown Address Space for Largest

Subnet
ﬂ

Router D has two VLANs with 200 users each.
Subnet the address range into largest block of addresses needed for the division.

Division A
Address Space
172.16.12.0/22

172.16.12.0/24

Headquarters

172.16.13.0/24

172.16.12.0 /24 Range: 172.16.12.0 to 172.16.12.255
172.16.13.0 /24 Range: 172.16.13.0 to 172.16.13.255
172.16.14.0 /24 Range: 172.16.14.0 to 172.16.14.255
172.16.15.0 /24 Range: 172.16.15.0 to 172.16.15.255

Inc. Allrights reserved. BSCI21 1.7

The steps for designing and implementing a scalable IP address plan are as follows:

Step 1

Step 2

Step 3

Assign a summarized block of addresses to create a portion of a corporate network
and subnet for the 200-user VLANS.

Resubnet the remaining address space for three 24-port Ethernet switches.

Subnet a portion of the remaining address space a third time to address three point-
to-point serial links.

With VLSM, you can subnet the 172.16.12.0/22 address to provide more network addresses
and fewer hosts per network. For example, if you subnet address 172.16.12.0/22 to
172.16.12.0/24, you gain 4 (2%) subnets, each of which supports 254 (2°~?) hosts.

To start the VLSM process, determine the largest subnet necessary for the networks to which
you assign [P addresses. Determine the number of hosts necessary per subnetwork by
completing the following steps:

Step 1
Step 2

Step 3

Check corporate policy to see if a limit is set per segment or VLAN.
Check the physical number of ports on a switch.

Check the current size of the network or networks at other sites that fulfill the
same role.
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To determine the size of the block of addresses to assign to a network, complete the following
steps:

Step 1 Calculate the maximum number of hosts on that wire.
Step 2 Add 2 to that number to account for the broadcast and network numbers.

Step 3 Round up to the next higher power of 2.

Because IP addresses are binary, you must divide them into powers of 2. A block of addresses
is 2,4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, and so on. Perform subnetting with blocks of 4,
8,16, 32, 64, 128, and 256. You lose two addresses each time you create a subnet: one for the
network number and the other for the broadcast address.

The bottom address of the range, where the host bits are all zeros, is the network number. The
top of the address range, where the host bits are all ones, is the broadcast address. The number
of addresses in a block that are assignable to devicesis: 4—2=2;8-2=6;16—2=14;32-2
=30; 64 -2=62; 128 —2=126; and 256 — 2 = 254.

In the example, the network administrator subnets the 172.16.12.0 /22 into 4 /24 subnets on
router D; one of the subnets is for VLAN 1 and another for VLAN 2. This subnetting leaves
two /24 subnets to use for the 24-port switches at the three remote sites and the three serial
point-to-point links. After you establish the VLANS, you must assign Ethernets for the remote
site. The purchasing agent buys 24-port Cisco Catalyst 2924 10/100 Ethernet switches.
Company policy does not allow hubs; rather, you assign each device its own port on an
Ethernet switch. Corporate management guarantees that the number of users at each remote site
does not exceed 20. The calculation for a maximum of 20 users is as follows:

Step 1 Add 2 to 20 and round up to the next higher power of 2, which is 32.
Step 2 Calculate 5 host bits for 30 hosts per subnetwork, because 32 is 2 to the power of 5.

Step 3 Subtract 5 host bits from a total of 32 bits (in an IP address) to give a network
mask of /27.

You cannot use the 172.16.12.0/24 or 172.16.13.0/24 networks because they are assigned to
VLANSs 1 and 2 on router D. Networks 172.16.14.0/24 and 172.16.15.0/24 are available for

resubnetting.

If you resubnet 172.16.14.0/24 into /27 subnets, you will achieve the subnets in the diagram.
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Breakdown Address Space for Ethernets
at Remote Sites
Division A

Address Space
172.16.12.0/22

172.16.14.0 /27

172.16.12.0 /24

172.16.14.32 /27
Headquarters

172.16.14.64 /27

Networks 172.16.14.0 /24 172.16.14.0 /24 is subnetted
and 172.16.15.0 /124 into blocks of 32 addresses.

remain after the first
i 172.16.14.00 /27 172.16.14.128 127
round of subnetting. 172.16.14.32 /27 172.16.14.160 /27
172.16.14.64 /27 172.16.14.192 127
The next-largest blocks are
24-port switches at remote sites. 172.16.14.96 /27 172.16.14.224 /27

2004 Cisco Systems, Inc. All rights reserved. BSCI21 18

Administrators commonly use VLSM to maximize the number of possible addresses available
for a network. For example, because point-to-point serial lines require only two host addresses,
using a /30 subnet conserves scarce IP addresses.

In the figure, subdividing the 172.16.14.0/24 subnet into multiple /27 subnets generates the
subnet addresses on the Ethernets. The figure illustrates where the subnet addresses are applied,
depending on the number of host requirements.

Once you establish the Ethernet switches at the remote sites, you must address the wire serial
links between the remote sites and router D. The serial links are point-to-point Frame Relay and
need an IP address for each side. Because the serial links require two addresses, add two more
addresses for the network number and the broadcast address. Then, if necessary, round up to
the next higher power of 2.

In this case, there is no need to round up because the sum of the numbers is 4, and 4 is 2 to the
power of 2. Therefore, 2 host bits allow for two hosts per subnetwork number. Subtracting 2
host bits from the total of 32 bits in an IP address results in a network mask of

/30 (32 — 2 =30). In the example, the WAN links use subnet addresses with a prefix of /30.
This prefix allows for two hosts only—just enough hosts for a point-to-point connection
between a pair of routers.

To calculate the subnet addresses for the WAN links, further subnet one of the unused /27
subnets. In this example, 172.16.14.224/27 is further subnetted with a prefix of /30. If you
subnet these subnets, it provides three more subnet bits. Therefore, eight (2°) subnets for the
WANS are available.

Note It is important to remember that only unused subnets can be further subnetted. In other
words, if you use any addresses from a subnet, that subnet cannot be further subnetted. In
the example, three subnet numbers are used on the LANs. Another unused subnet,
172.16.14.224/27, is further subnetted for use on the WANSs.
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The 172.16.15.0/24 block for these /30 subnets can be used, but only three subnets are currently
needed. In this example, a good use of address space would be to address a division with 40
remote sites by dividing a /24 network into 64 /30 subnets. Since you need only three subnets,
you can take one of the leftover /27 subnets of 172.16.14.x and resubnet it to /30, which
provides eight subnets. The outcome is three serial links that have addresses, with five /30
subnets left over for possible expansion.

To provide the most flexibility for future growth, select the 172.16.14.224/27 subnet instead of
the next available subnet of 172.16.14.96. If the company purchases more switches, the next
switch is assigned the 172.16.14.96/27 subnet, and the new remote site is connected to router D
with the 172.16.14.236/30 serial subnet.

Another solution is to add three more /27 subnets and three /30 serial links before the company
needs to use the 172.16.15.0/24 subnet. The 172.16.15.0/24 subnet can be reserved for another

VLAN or more remote sites.
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Break Down Remaining Address Space
for Serial Subnets

Division A
~an172.16.14.224 /30 Address Space
- 172.16.12.0 /22

172.16.12.0 /24

172.16.14.0 127 |

172.16.14.32 127 baciant
Headquarters

172.16.13.0 /24
172.16.14.232 /30

172.16.14.64 127 |auiiae

Networks 172.16.14.0 /24 have The next-largest blocks are the three
the following subnets left over: serial links to each remote site.

Each site needs a block of four addresses.
172.16.14.96 /27

172.16.14.128 /27 172.16.14.224 /27 is subnetted to /30.
172.16.14.160 /27 172.16.14.224 /30
172.16.14.192 /27 172.16.14.228 /30

172.16.14.224 /27 172.16.14.232 /30
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When you subnet the 172.16.14.224/27 subnet into multiple subnets with a /30 mask, it results
in eight /30 subnets. Notice that all eight subnet addresses have the first 27 bits in common and
are part of the 172.16.14.224 /27 subnet. If you use the first three /30 subnets, then five /30
subnets remain.

Assignments of subnets, serial links, and routers in the figure are as follows:

m 172.16.14.224/30 network for the serial link between router A and router D

m  172.16.14.228/30 subnet for the serial link between router B and router D

m  172.16.14.232/30 subnet for the serial link between router C and router D

Address information for router A to router D is as follows:

®  Network number: 172.16.14.224

®  Router A serial interface: 172.16.14.225

®  Router D serial interface: 172.16.14.226

m  Broadcast address for network 172.16.14.224/30: 172.16.14.227

Address information for router B to router D is as follows:

®  Network number: 172.16.14.228

®  Router B serial interface: 172.16.14.229

®  Router D serial interface: 172.16.14.230

®  Broadcast address for network 172.16.14.228/30: 172.16.14.231
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Address information for router C to router D is as follows:

®  Network number: 172.16.14.232

®  Router C serial interface: 172.16.14.233

®  Router D serial interface: 172.16.14.234

m  Broadcast address for network 172.16.14.232/30: 172.16.14.235
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Example

Calculating VLSM: Binary

2004 Cisco S

Syst

tem;

VLSM Addresses for /24 for 172.16.12.0 — 172.16.15.255 :

172.16.14.0

172.16.14.32

10101100,

172.16.12.0 10101100. 00010000.000011 00 .00000000 | VLAN 1
172.16.13.0 10101100. 00010000.000011 01 .00000000 | VLAN 2
172.16.14.0 10101100. 00010000.000011 10 .00000000 | Nodes
172.16.15.0 10101100. 00010000.000011_ 11 .00000000 | Not used

VLSM Addresses for /27 for 172.16.14.0 - 172.16.14.255:

10101100. 00010000.000011 105[1[1) 00000 | Nodes Site A
. 00010000.000011 10[15] 00000 | Nodes Site B

172.16.14.64

10101100. 00010000.000011 1081411 00000 | Nodes Site C
VLSM Addresses for /30 for 172.16.14.224 - 172.16.14.255:

172.16.14.224 | 10101100. 00010000.000011 A-D Serial
172.16.14.228 | 10101100. 00010000.000011 J B-D Serial
172.16.14.232 | 10101100. 00010000.000011 2 84001000) C-D Serial
172.16.14.236 | 10101100. 00010000.000011 2840011 00| Not used
172.16.14.240 | 10101100. 00010000.000011 ki 810000| Not used
172.16.14.244 | 10101100. 00010000.000011 Not used
172.16.14.248 | 10101100. 00010000.000011 Not used

172.16.14.252

s. Inc. All rights reserved.

(VLAN) (Nodes) (Serial Links)
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The figure shows an example of the calculation.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

VLSM:

* Provides the capability for route summarization to reduce
required routing table entries and reduce CPU resources

* Helps an administrator maximize the number of IP addresses
available (example: use of a /30 subnet mask on a point-to-point
serial line using only two host addresses)

» Can calculate and use a hierarchical address plan by taking the
number of addresses required plus two, then rounded up to the
next higher power of two

2004 Cisco Systems, Inc. All rights reserved. BSCI2A 111
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are

found in the Quiz Answer Key.

Q1)  Given the host address of 192.168.145.172/27, what is the range of addresses for
this subnet?

A) 192.168.145.128 through 192.168.145.191
B) 192.168.145.160 through 192.168.145.175
(@) 192.168.145.160 through 192.168.145.191
D) 192.168.145.150 through 192.168.145.199

Q2)  Which three are benefits of using VLSM? (Choose three.)
A) allows efficient use of IP address space
B) is supported by all classful and classless IP routing protocols
C) reduces the number of entries in the routing table

D) enables the creation of a hierarchical network design with route summarization
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Quiz Answer Key
Q) ¢
Relates to: Prefix Length and Network Mask
Q2) A,C,D

Relates to: Implementing VLSM in a Scalable Network
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Route Summarization and
Classless Interdomain Routing

Overview

As the result of corporate expansions and mergers, the number of subnets and network
addresses in routing tables can increase rapidly. Route summarization and classless interdomain
routing (CIDR) techniques can manage this corporate growth, much as Internet growth has
been managed.

This lesson examines how route summarization uses VLSM. In VLSM, you break a block of
addresses into smaller subnets. In route summarization, a group of subnets is rolled up into a
summarized entry. In addition, this lesson demonstrates the technical similarities and
differences between CIDR and route summarization.

Relevance

The size of most networks continues to grow. This growth taxes the CPU, memory, and
bandwidth resources used to maintain the routing table. Route summarization has direct
benefits for network performance. This concept applies directly to the advanced features found
in scalable IP routing protocols, such as Enhanced Interior Gateway Routing Protocol (EIGRP),
OSPF, Intermediate System-to-Intermediate System (IS-IS) Protocol, and Border Gateway
Protocol (BGP). A thorough understanding of route summarization and CIDR makes it possible
to implement a scalable network.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Describe route summarization implementation
m  Calculate route summarization

m  Explain CIDR



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:
B CCNA certification or equivalent knowledge and experience

B An understanding of IP subnetting, including complex subnetting and VLSM

Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview

* Route Summarization

+ Calculating Route Summarization
* Classless Interdomain Routing

* Summary

* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCI21 13
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Route Summarization

This topic discusses route summarization and, by example, outlines the benefits of using route
summarization to conserve address space.

What Is Route Summarization?

172.16.12.0 /124 pr—

summarized block of

| will announce the
172.16.12.0 /22

172.16.13.0 /124

172.16.14.0 /24

172.16.15.0 /24 172.16.12.0 /22

Routing Table for D
172.16.12.0 124
172.16.13.0 /24
172.16.14.0 /24
172.16.15.0 /24

Routing protocols can summarize addresses of several networks P
into one address range. P,

s. Inc. All rights reserved. BSCI21 14

Large internetworks must maintain hundreds, or even thousands, of network addresses. It is
often problematic for routers to maintain this volume of network address routes in the routing
tables. Route summarization, also known as route aggregation or supernetting, reduces the
number of routes that a router must maintain by representing a series of network numbers in a
single summary address.

In the figure, router D can send four routing update entries or summarize the addresses into a
single network number. By summarizing the information into a single network number entry,
router B maintains only one route and saves memory. Router D advertises this single route,
which saves on bandwidth between routers D and E. Router E saves on CPU resources because
it evaluates packets against fewer entries in the routing table.

Note In the example network, router D can route to network 172.16.12.0/22 and all subnets of that
network. However, if there were other subnets of 172.16.12.0/22 elsewhere in the network
(for example, if 172.16.15.0 were discontiguous), this summarization might not be valid.

Another advantage of using route summarization in a large, complex network is that it can
isolate topology changes in one area of the network from other routers. That is, if a specific link
(such as 172.16.13.0/24 in the example network) cycles up and down rapidly, the summary
route (such as 172.16.12.0/22 in the example network) does not change on router E. Therefore,
router E does not need to continually modify its routing table as the result of this flapping.

Note “Flapping” is a term commonly used to describe intermittent interface failure.
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Route summarization is most effective within a subnetted environment when the network
addresses are stored in contiguous blocks in powers of 2. For example, a single routing entry
can represent 4, 6, or 512 addresses because summary masks are binary masks. Summarization
must take place on binary boundaries (powers of 2), much like subnet masks.

Routing protocols summarize routes based on shared network numbers within the network.
Classless routing protocols, such as Routing Information Protocol version 2 (RIPv2), OSPF,
IS-IS, and EIGRP, support route summarization based on subnet addresses, including VLSM
addressing. Classful routing protocols, such as Routing Information Protocol version 1 (RIPv1)
and IGRP, automatically summarize routes on the classful network boundary and do not
support summarization on any other boundaries.

Note Summarization is described in RFC 1518, An Architecture for IP Address Allocation with
CIDR.

Example

One way to understand the power of summarization is to imagine a company that operates a
series of pizza shops, with 200 stores in every state in the United States. Each store has a router
with an Ethernet and a Frame Relay link connected to headquarters. Without route
summarization, the routing table on any of those routers would have 10,000 networks.

If each state has a central site to connect it with all the other states, and each of these routes is
summarized before being announced to other states, then every router sees its local 200 subnets
plus 49 summarized entries representing the other states. Which is less CPU-intensive: a
routing table with 249 entries or one with 10,000 entries? Which uses less memory? Which
uses less bandwidth to advertise its routing table?
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Calculating Route Summarization

This topic demonstrates how to calculate route summarization.

Summarizing Within an Octet

Common Bits = 22 Noncommon

Summary: 172.16.12.0 /22 Bits = 10
172.16.11.0  {10101100. 00010000.00001011.00000000

172.16.12.0 {10101100. 00010000.00001100.00000000
172.16.13.0  {10101100. 00010000.00001101.00000000
172.16.14.0  {10101100. 00010000.00001110.00000000
172.16.15.0  {10101100. 00010000.00001111.00000000
172.16.15.255|10101100. 00010000.00001111.11111111

172.16.16.0 {10101100. 00010000.00010000.00000000 |

2004 Cisco Systems, Inc. All rights reserved BSCI21 1-5

The example router has the following networks in its routing table (you must summarize the
networks before forwarding them):

m 172.16.12.0/24
m 172.16.13.0/24
m 172.16.14.0/24
m 172.16.15.0/24

The summary route equates to the number of common bits shared among the IP addresses. To
calculate the summary route, complete the following steps:

Step 1 Find the number of highest-order bits that match in all the addresses, convert the
addresses to binary format, and align them in a list.

Step 2 Locate where the common pattern of digits ends. (It might be helpful to draw a
vertical line marking the last matching bit in the common pattern.)

Step 3 Count the number of common bits. This number is the summary route number. It is
represented at the end of the first IP address in the block and preceded by a slash. In
the figure, the first 22 bits of the IP addresses from 172.16.12.0 through
172.16.15.255 are the same. Therefore, the best summary route is 172.16.12.0/22.
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Follow these guidelines to calculate route summarization:

B Addresses that do not share the same number of bits as the prefix length field of the
summary route are not included in the summarization block. The IP addressing plan is
hierarchical in nature to allow the router to aggregate the largest number of IP addresses
into a single route summary. This approach is particularly important for VLSM use.

m  An IP address can be summarized if the IP address number is a power of 2. If the address
number is not a power of 2, you can divide the IP addresses into groups and summarize the
groups separately.
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Example

Summarizing Addresses in a VLSM-
Designed Network

10.1.128.0 /20

10.1.32.64 /26

% —| 10.1.32.0 /24

Corporate
Network

_—| 10.1.0.0 16

10.1.32.128 /26

10.1.64.0 /20

2004 Cisco Systems, Inc. All rights reserved BSCI21 1-6

A VLSM design enables maximum use of IP addresses and more efficient routing update
communication when hierarchical IP addressing is used. In the figure, route summarization
occurs at the following two levels:

m  Router C summarizes two routing updates from networks 10.1.32.64/26 and 10.1.32.128/26
into a single update: 10.1.32.0/24.

m  Router A receives three different routing updates; however, router A summarizes them into
a single routing update before propagating it to the corporate network.

Route summarization reduces memory use on routers and reduces routing protocol network

traffic. The following are the requirements for summarization to work correctly:

m  Multiple IP addresses must share the same highest-order bits.

m  Routing protocols must base their routing decisions on a 32-bit [P address and a prefix
length that can be up to 32 bits.

m  Routing protocols must carry the prefix length (subnet mask) with the 32-bit IP address.
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Classless Interdomain Routing

This topic explains the purpose and benefits of implementing CIDR.

Classless Interdomain Routing

- CIDR is a mechanism developed to alleviate
exhaustion of addresses and reduce routing table
size.

- Block addresses can be summarized into single
entries without regard to the classful boundary of the
network number.

+ Summarized blocks are installed in routing tables.

2004 Cisco Systerns, Inc. All rights reserved BSCI21 1.7

CIDR alleviates IP address exhaustion and routing table growth. CIDR allows the combination
of multiple address blocks with contiguous address space. This approach expands the set of IP
addresses, regardless of whether the block violates the Class A, B, or C default network
numbers in classful routing.

CIDR allocates blocks of network numbers to each network service provider. In addition, CIDR
provides and subsets service provider address space to organizations that use the network
service provider for Internet connectivity, when necessary.

Multiple contiguous blocks are summarized in routing tables, resulting in fewer route
advertisements.

Note RFCs 1518 and 1519 further explain CIDR. RFC 2050, Internet Registry IP Allocation
Guidelines, specifies guidelines for the allocation of IP addresses.

Most CIDR debates revolve around summarizing blocks of Class C networks into large blocks
of addresses. As a general rule, Internet service providers (ISPs) implement a minimum route
advertisement standard of /19 address blocks. (A /19 address block equals a block of 32 Class C
networks.)

Addressing is now so limited that networks such as 12.0.0.0/8 are being divided into blocks of
/19 that are assigned to major ISPs, which allows further allocation to customers.

CIDR combines blocks of addresses regardless of whether they fall within a single classful
boundary or encompass many classful boundaries.
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What Is CIDR?

I will announce the
summarized block of
192.16.12.0 /22.

192.16.12.0 /24 —
192.16.13.0 /24

192.16.14.0 /24

Routing Table for E
192.16.15.0 /24 — 192.16.12.0 /22

Routing Table for D
192.16.12.0 /24
192.16.13.0 /24
192.16.14.0 /24
192.16.15.0 /24

- Addresses are the same as in the route summarization figure, except that
Class B network 172 has been replaced by Class C network 192.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 18

In this example, the ISP router (router D) uses and advertises the Class C network IP addresses
192.16.12.0/24 through 192.16.15.0/24. When the ISP router advertises the networks as
available, it summarizes them into one route. It does not advertise the four Class C networks.
The ISP router advertises 192.16.12.0/22 so that it can reach all destination addresses that have
the first 22 bits the same as the first 22 bits of the address 192.16.12.0.

Note The summary route number and CIDR route summary number both equate to the number of
common bits shared among the IP addresses. To find the number of highest-order bits that
match in all the addresses, convert the addresses to binary format and align them in a list.
Locate where the common pattern of digits ends. (It is helpful to draw a vertical line marking
the last matching bit in the common pattern.) Count the number of common bits. This
number is the summary route number. It is represented at the end of the first IP address in
the block and preceded by a slash. For example, the first 22 bits of the IP addresses from
192.16.12.0 through 192.16.15.255 are the same. Therefore, the best summary route is
192.16.12.0/22.
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Example

CIDR Example

192.168.8.0 /24
192.168.9.0 /24
_—1| 192.168.8.0 121
L
L ]
L]

192.168.15.0 /24

Networks 192.168.8.0 /24 through 192.168.15.0 /24 are summarized by the
ISP in one advertisement: 192.168.8.0 /21,

2004 Cisco Systems, Inc. All rights reserved. BSCI21 1.9

In the figure, the first octet is 192, which identifies the networks as Class C networks.
Combining these Class C networks into a block of addresses with a mask of less than /24 (the
default Class C network mask), indicates that CIDR, not route summarization, is being
performed. The difference between CIDR and route summarization is that route summarization
is generally done within, or up to, a classful boundary, whereas CIDR combines several classful
networks. In the figure, the eight separate 192.168.x.0 Class C networks that have the prefix /24
are combined into a single summarized block of 192.168.8.0/21. At some other point in the
network, this summarized block can be further combined into 192.16.0.0/16.

Consider another example: A company that uses four Class B networks has the IP addresses
172.16.0.0/16 for Division A, 172.17.0.0/16 for Division B, 172.18.0.0/16 for Division C, and
172.19.0.0/16 for Division D. They can all be summarized as a single block: 172.16.0.0/14.
This one entry represents the whole block of four Class B networks. This summarization
process is CIDR; the summarization is going beyond the Class B boundaries.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* Route summarization reduces the number of routes
maintained by representing a series of networks as a single
summary address

- Determine the summary route number by counting the
number of common bits shared among the addresses of the
networks to be summarized

» CIDR reduces IP address exhaustion by allowing combination
of multiple address blocks that have contiguous address
space but do not need to fall within a single classful
boundary

tems, Inc. All rights reserved BSCI21 1-10
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.
Q1)  Which benefit is NOT a result of route summarization?

A) Local topology changes are hidden from the routers to which the summarized
route was announced.

B) Memory utilization is lowered.
C) Bandwidth use is reduced.
D) Details of all subnets in the internetwork are provided.
E) CPU usage is reduced.
Q2)  How can you summarize the IP range of addresses from 10.1.32.0 through
10.1.35.255?
A) 10.1.32.0/23
B) 10.1.32.0/22
(@) 10.1.32.0/21
D) 10.1.32.0/20
Q3)  You must summarize 192.168.12.0/24 and 192.168.13.0/24 into a single block. Which
is the proper summarization and type of summarization for these networks?
A) 192.168.12.0/23; route summarization
B) 192.168.12.0/23; CIDR
(@) 192.168.12.0/22; CIDR
D) 192.168.12.0/22; route summarization
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Quiz Answer Key

Q) D

Relates to: Route Summarization
Q2) B

Relates to: Calculating Route Summarization
Q3) B

Relates to: Classless Interdomain Routing
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Understanding IP Version 6

Overview

IP version 6 (IPv6) satisfies the increasingly complex requirements of hierarchical addressing
that IP version 4 (IPv4) does not provide. Transitions to IPv6 from IPv4 deployments occur
frequently. This lesson describes the functionality and benefits of IPv6. Cisco currently
supports IPv6 in Cisco IOS Software Release 12.2(2)T and later.

Relevance

The ability to scale networks for future demands requires a new generation of IP addresses.
IPv6 combines expanded addressing with a more efficient and feature-rich header to meet the
demands for scalable networks in the future.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Identify the purpose and benefits of IPv6
m  Describe [Pv6 addressing
m  List the fields in the header of an IPv6 address

m  Explain how a 6to4 tunnel works

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

B CCNA certification or equivalent knowledge and experience



Outline

The outline lists the topics included in this lesson.

Outline

* Overview

- Benefits of IP Version 6

* IPv6 Addressing

* IPv6 Frame Format

* IPv6-to-IPv4 Interoperability
* Summary

* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCIv21 13
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Benefits of IP Version 6

This topic describes features and benefits of IPv6.

IPv6 Advanced Features
ﬂ

» Larger address space: * Mobility and security
— Global reachability, flexibility — Mobile IP RFC-compliant
— Aggregation — IPSec a mandatory
— Multihoming (or native) part of IPv6

_ Autoconfiguration * Transition richness

— Plug and play
— Renumbering

— Dual stack
— 6to4 tunnels

- Simpler header: — Translation

— Routing efficiency

— Performance and forwarding
rate scalability

Multicast rather than broadcast

No checksum calculation
— Extension headers
— Flow labels

s, Inc. Allrights reserved BSCIv21 14

IPv6 is a powerful enhancement to IPv4. The primary features of IPv6 are as follows:

m Larger address space provides new global reachability, flexibility, aggregation,
multihoming, autoconfiguration, "plug and play," and renumbering.

m  Simpler header enables better routing efficiency, performance, and forwarding rate
scalability.

m  Mobility and security ensure compliance with Mobile IP and IPSec standards functionality.

m  Transition richness incorporates existing IPv4 capabilities with the added features of IPv6.

Mobility is an important feature in networks. Mobile IP is an Internet Engineering Task Force
(IETF) standard available for both IPv4 and IPv6. The standard enables mobile devices to move
without breaks in current connections. In IPv6, mobility is built in, which means that any IPv6
node can use it when necessary. However, mobility is not provided in IPv4; you must add it.
The routing headers of IPv6 make mobile IPv6 much more efficient for end nodes than
mobile [Pv4.

IPSec is the IETF standard for IP network security. It enables integrity, authentication, and
confidentiality. IPSec is available for both IPv4 and IPv6. Although the functionalities are
essentially identical in both environments, IPSec is mandatory in [Pv6.

IPSec is enabled on every IPv6 node and is available for use. The availability of IPSec on all
nodes makes the IPv6 Internet more secure. IPSec also requires keys for each party, which
implies a global key deployment and distribution.

Note RFC 2460, Internet Protocol, Version 6 (IPv6) Specification, defines the IPv6 standard.
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IPv6 Addressing

This topic describes the features of [Pv6 addressing.

Larger Address Space

IPv4 = 32 bits

l’ \\
7/ ~
L4 ~

» 4

IPv6 = 128 bits H
B

IPv4
» 32 bits or 4 bytes long
— £4,200,000,000 possible addressable nodes

IPv6
+ 128 bits or 16 bytes: four times the bits of IPv4
— 3.4 * 1038 possible addressable nodes
— £340,282,366,920,938,463,374,607,432,768,211,456
— =5*1028 address

2004 Cisco Systems, Inc. All rights reserved. BSCIv21 15

[Pv6 increases the number of address bits by a factor of 4, from 32 to 128. During the IPv6
design specification, factoring to 64, 128, and 160 bits was considered. Ultimately, the design
team selected 128 bits as the most appropriate factoring choice. This factor enables a very large
number of addressable nodes. However, as in any addressing scheme, there is a drawback: not
all the addresses are used.

Increasing the number of bits for the address also increases the header size. Because each IP
header contains a source and a destination address, the size of the header fields that contains the
addresses is 64 bits for IPv4 and 256 bits for IPv6.
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IPv6 Address Representation

Format
o xixix:x:x:x:x:x where x is a 16-bit hexadecimal field
— Case-insensitive
» Leading zeros in a field are optional:
— 2031:0:130F:0:0:9C0:876A:130B

» Successive fields of 0 are represented as ::, but only once in an
address:

—2031:0000:130F:0000:0000:09C0:876A:130B
—2031:0:130F::9C0:876A:130B

— 2031::130F::9C0:876A:130B—incorrect

~ FF01:0:0:0:0:0:0:1 => FF01::1

— 0:0:0:0:0:0:0:1 => ::1

— 0:0:0:0:0:0:0:0 => ::

Inc. Allrights reserved BSCIv21 16

Colons separate entries in a series of 16-bit hexadecimal fields that represent IPv6 addresses.
The A, B, C, D, E, and F in the hexadecimal fields are case-insensitive.

IPv6 does not require explicit address string notation. Use the following guidelines concerning
IPv6 address string notations:

m  The leading zeros in a field are optional, so that 09C0 = 9C0 and 0000 = 0.

m  Successive fields of zeros can be represented as “::” only once in an address.

B Anunspecified address is written as “::” because it contains only zeros.

Using the “::” notation greatly reduces the size of most addresses. For example,
FF01:0:0:0:0:0:1 becomes FFO01::1.

Note An address parser identifies the number of missing zeros by separating the two parts and
entering 0 until the 128 bits are complete. If two “::” notations are placed in the address,
there is no way to identify the size of each block of zeros.
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Multicast Use
ﬂ

- Broadcasts in IPv4

— Interrupt all computers on the LAN even if the intent of the
request was for one or two computers

— Can completely hang up a network (broadcast storm)
* Broadcasts in IPv6
— Are not used; replaced by multicast and anycast
* Multicast
— Enables efficient use of the network
— Multicast address range much larger
* Anycast
— Multiple devices share the same address
— Source devices send packets to anycast address
— Routers decide on closest device to reach that destination

Inc. Allrights reserved BSCIv21 17

Broadcasting in IPv4 results in a number of problems. Broadcasting generates a number of
interrupts in every computer on the network, and in some cases, completely halts an entire
network. This event is known as a “broadcast storm.”

In IPv6, broadcasting does not exist. Broadcasts are replaced by multicasts and anycasts.
Multicast enables efficient network operation by using a number of functionally specific
multicast groups to send requests to a limited number of computers on the network. The
multicast groups prevent the majority of problems related to broadcast storms in IPv4.

The range of multicast addresses in IPv6 is larger than in IPv4. For the foreseeable future,
allocation of multicast groups is not being limited.

[Pv6 defines a new type of address called an anycast address. The anycast address identifies a
list of devices or nodes. You assign the same IPv6 unicast address to multiple devices that have
a common function, such as the entry point to another autonomous system or the entry point to
a distant subnet or network. You route a packet sent to an anycast address to the closest device
or interface that shares this address. A sender creates a packet with the anycast as the
destination address and forwards it to its nearest router. You send the anycast packet to the
closest device or interface that the anycast address identifies according to the routing protocol.
The source can use the anycast addresses to control the pathway across which traffic flows.

The unicast address space allocates the anycast addresses. To devices that are not configured
for anycast, these addresses appear as unicast addresses. When a unicast address is assigned to
more than one interface, thus turning it into an anycast address, the nodes to which the address
is assigned must be explicitly configured to know that it is an anycast address.

An example of anycast use in a BGP multihomed network is when a customer has multiple
ISPs with multiple connections to one another. You use a different anycast address for each
ISP. Each router for that ISP has the same configured anycast address. The source device can
choose which ISP to send the packet to. However, the routers along the path determine the
closest router to reach that ISP using the anycast address.

1-60 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Another use for an anycast is when a LAN is attached to multiple routers. These routers can
have the same anycast address so that distant devices need to identify only the anycast address.
Intermediate devices can choose the best pathway to reach the closest entry point to

that subnet.

Copyright © 2004, Cisco Systems, Inc. Advanced IP Addressing 1-61



Address Aggregation

Customer
No. 1
Announces
2001:0410:0001:/48 only the /35 prefix

2001:0410::/35

\ IPv6
Customer Internet
No. 2 2001::116 ol
-}

2001:0410:0002:/48

Larger address space enables:

- Aggregation of prefixes announced in the global
routing table

- Efficient and scalable routing
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Larger address spaces make room for large address allocations to ISPs and organizations. An
ISP aggregates all the prefixes of its customers into a single prefix and announces the single
prefix to the IPv6 Internet. The increased address space is sufficient to allow organizations to
define a single prefix for the entire network as well.

Aggregation of customer prefixes results in an efficient and scalable routing table. Scalable
routing is necessary to connect to various devices and networks on the Internet in the future.
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Autoconfiguration

MAC address:
00:2¢:04:00:FE:56 1

P
|

RS RA-Sends network-type
information (prefix, default
route, ...)

Host autoconfigured address is: B
prefix received + link-layer address H

Larger address space enables:
* The use of link-layer addresses inside the address space
+ Autoconfiguration with no duplicate addresses
* Plug and play
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A much larger address space allows [Pv6 engineers to design a better way to enable
autoconfiguration of the addresses and maintain their global uniqueness. For example, a router
on the local link sends network-type information, such as the prefix of the local link and the
default route, to all its nodes. An IPv6-enabled host appends its 64-bit link-layer address to the
64-bit local link prefix to autoconfigure itself. This autoconfiguration produces a full 128-bit
address that is usable on the local link and guarantees global uniqueness.

Note IPv6 detects duplicate addresses in special circumstances to avoid address collision.

Autoconfiguration enables plug and play, which connects devices (such as DHCP servers) to
the network without configuration. Plug and play is a key feature to deploy new devices on the
Internet, including cell phones, wireless devices, home appliances, and networks.

Autoconfiguration is accomplished via a handshake between the host and the router. The router
sends a router advertisement (RA) immediately after the host sends a router solicitation (RS).
The host sends an RS at boot time to request a router to send an immediate RA on the local
link. The host then receives the autoconfiguration information without waiting for the next
scheduled RA.

Routers also send RAs periodically, upon request, on all their configured interfaces. The router
sends an RA to the “all nodes” multicast address. Information contained in the message
includes:

®  One or more prefixes to use on the link

The lifetime of a prefix

Flags that indicate the kind of autoconfiguration that hosts perform

Default router information, including existence and lifetime

Other types of host information

An RA sends prefixes to enable the autoconfiguration of hosts. The RA also assigns lifetimes to
prefixes. Assigning prefixes enables the renumbering of hosts, because the lifetime of an old
prefix decreases to zero and the new prefix has a normal lifetime. RA timing and other
parameters can be configured on the routers.
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IPv6 Renumbering

RA packet definitions:
Src = Router link-local address
Dst = All-nodes multicast address
Data = Two prefixes:

new prefix.

2004 Cisco Systems, Inc. All rights reserved.

Current prefix (to be deprecated) with short lifetimez
New prefix (to be used) with normal lifetime

Renumbering is achieved by modifying the RA to
announce the old prefix with a short lifetime and the

g
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RAs are message transmissions that announce the pending retirement of an old node prefix and
the use of a new node prefix. Decreasing the lifetime of the old prefix tells the nodes to begin
using the new prefix and, at the same time, to continue maintaining connections opened with
the old prefix. During that period, nodes have two unicast addresses that they can use. When
the old node prefix is retired, the RA announces only the new node prefix.

If you do not use stateless autoconfiguration, use one of the other renumbering methods.

Autoconfiguration greatly helps the renumbering process.

If you are renumbering an entire site, then you must also renumber the routers. A router
renumbering protocol is currently under review by the IETF. When you renumber an entire site,
you will need to make changes to the DNS entries. The introduction of new DNS records

facilitates this process.
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IPv6 Frame Format

This topic describes the IPv6 frame format.

Simple and Efficient Header
ﬂ
IPv4 Header IPvé Header

| |
[

Imimimlimininl

* A simpler and more efficient header means:
— 64-bit aligned fields and fewer fields
— Hardware-based, efficient processing
— Improved routing efficiency, performance and forwarding rate
scalability
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The new IPv6 header is less complicated than the IPv4 header in the following ways:

m [t contains half of the previous IPv4 header fields. Fewer fields means easier packet
processing, enhanced performance, and routing efficiency.

m [t enables direct routing data storage and faster routing data retrieval with 64-bit aligned
fields.

IPv6 header enhancements enable hardware-based processing that provides forwarding-rate
scalability for the next generation of high-speed lines. In the long term, it is clear that IPv6
improves routing efficiency. In the short term, however, the impact of the larger, 128-bit
addressing remains unclear.
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IPv4 Header Format

I

G Type of Service Total Length
Identification Flags Frag. Off
Time to Live Protocol Header Checksum 20
Octets
Source Address
Destination Address

Options Variable

Length
Data Portion :
]
< 32 Bits > H
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The IPv4 header contains 12 basic header fields, followed by an options field and a data portion
(usually the transport-layer packet). The basic IPv4 header has a fixed size of 20 octets. The
variable-length options field increases the size of the total IP header.

IPv6 contains 5 of the 12 IPv4 basic header fields. The IPv6 header does not require the other 7
fields for the following reasons:

m  Routers handle fragmentation in IPv4, which causes a variety of processing issues. IPv6
routers no longer perform fragmentation. Instead, a discovery process is used to determine
the most optimum maximum transmission unit (MTU) to use during a given session.

— In the discovery process, the source IPv6 device attempts to send a packet at the size
specified by the upper IP layers, for example, the transport and application layers. If
the device receives an “ICMP packet too big” message, it informs the upper layer to
discard the packet and to use the new MTU. The “ICMP packet too big” message
contains the proper MTU size for the pathway. Each source device needs to track the
MTU size for each session. Generally, the tracking is done by creating a cache based
on the destination address; however, it also can be done by using the flow label. If
source-based routing is performed, the tracking of the MTU size can be done by
using the source address.

—  The discovery process is beneficial because as routing pathways change, a new
MTU can be more appropriate. When a device receives an “ICMP packet too big”
message, it decreases its MTU size if the ICMP message contains a recommended
MTU less than the current MTU of the device. A device can perform an MTU
discovery every 5 minutes to see if the MTU has increased along the pathway.

—  Application and transport layers for IPv6 accept MTU reduction notifications from
the IPv6 layer. If they do not, IPv6 has a mechanism to fragment packets that are too
large. However, upper layers are encouraged to avoid sending messages that require
fragmentation.
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m  Most currently implemented link-layer technologies already do checksum and error control.
Because link-layer technologies are relatively reliable, an IP header checksum is considered
to be redundant. Without the IP header checksum, the upper-layer optional checksums,
such as UDP, are now mandatory.
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IPv6 Header Format

| |
Traffic Class | Flow Label

Payload Length | Next Header Hop Limit

= Source Address . 40
B Octets

- Destination Address n

Next Header | Extension Header Info }Variable

Length

' Data Portion !
32 Bits >

F Y

2004 Cisco Systems, Inc. All rights reserved. BSCIv21 113

The IPv6 header has 40 octets in contrast to the 20 octets in [Pv4. IPv6 has a smaller number of
fields, and the header is 64-bit aligned to enable fast processing by current processors. Address
fields are four times larger than in IPv4.

The IPv6 header contains these fields:

m  Version: A 4-bit field, the same as in IPv4. It contains the number 6 instead of the number
4 for IPv4.

m  Traffic class: An 8-bit field similar to the type of service (ToS) field in IPv4. It tags the
packet with a traffic class that it uses in differentiated services. These functionalities are the
same for IPv6 and IPv4.

m  Flow label: A completely new 20-bit field. It tags a flow for the IP packets. It can be used
for multilayer switching techniques and faster packet-switching performance.

m  Payload length: Similar to the total length field of IPv4.

m  Next header: The value of this field determines the type of information following the basic
IPv6 header. It can be a transport-layer packet, such as TCP or UDP, or it can be an
extension header, as shown in the graphic. The next header field is similar to the protocol
field of IPv4.

IPv6 also uses the Stream Control Transmission Protocol (SCTP) at the transport layer. SCTP
is a reliable transport service like TCP and supports sequence and acknowledgement functions.
SCTP was designed to overcome some limitations of TCP, for example, the TCP requirement
for a strict order of transmission that can cause head-of-line blocking.

The main difference between the two protocols lies in the purpose of SCTP. SCTP is used for
multihomed nodes and for combining several streams within a single data connection. TCP
sends a stream of bytes, while SCTP sends a stream of messages. In TCP, the application has to
know how to divide the stream of bytes into usable segments. SCTP is designed to provide a
general-purpose transport protocol for message-oriented applications, such as the signaling
used in the public telephone network. If multiple streams are integrated into one connection and
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one of these streams has reliability problems, then all the streams in TCP have difficulty. SCTP
is aware of the messages in the connection, and functionality is provided with SCTP to
selectively acknowledge SCTP packets.

In multihoming, clients and servers can have multiple network interface cards (NICs), and each
can be reached by a variety of different physical pathways. During SCTP setup, the client
informs the server of all its IP addresses. The client needs to know a single address only for the
server, because when the server responds to the client, it has in its acknowledgment a list of
addresses to use to reach it. SCTP monitors all pathways between the devices with a heartbeat
function and identifies one pathway as the primary. You can use secondary pathways for
retransmissions or in case the primary pathway fails.

SCTP has greater security than TCP, because SCTP uses a cookie function for each session and
is immune to a TCP SYN attack.

m  Hop limit: This field specifies the maximum number of hops that an IP packet can
traverse. Each hop or router decreases this field by one. Since there is no checksum in the
IPv6 header, the router can decrease the field without recomputing the checksum. On IPv4
routers the recomputation costs processing time.

m  Source address: This field has 16 octets or 128 bits. It identifies the source of the packet.
m  Destination address: This field has 16 octets or 128 bits. It identifies the destination of
the packet.

The extension headers, if any, and the data portion of the packet follow the eight fields. The
number of extension headers is not fixed, so the total length of the extension header chain is
variable.
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IPv6 Extension Headers

? IPv6 Basic Header
_____________ IPv6

rm—p— Any Number of
Exler"lfsion Headers Packet
o Data (e.g. TCP or UDP) :

- Simpler and more efficient header means:
— IPv6 has extension headers
— It handles the options more efficiently
— It enables faster forwarding rate and end nodes processing
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There are many types of extension headers. When multiple extension headers are used in the
same packet, the order of the headers should be:

1. IPv6 header

2. Hop-by-hop options header

3. Destination options header (when using the routing header)
4. Routing header

5. Fragment header

Authentication header

Encapsulating Security Payload (ESP) header

Destination options header

S

Upper-layer header
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IPv6-to-IPv4 Interoperability

This topic describes the process for making the transition from IPv4 to IPv6.

IPv4-to-IPv6 Transition

IPv6 IPv6
Host Host
| ‘ IPv4 IPv6 _| ||
y 7] Network Network - 7]
== 7

IPv6 Traffic g,

Transition richness means:
— No fixed day to convert, no need to convert all at once
— Different transition mechanisms are available
+ Smooth integration of IPv4 and IPv6
+ Use of dual stack or 6to4 tunnels
— Different compatibility mechanisms
* IPv4 and IPv6 nodes can communicate
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The transition from IPv4 does not require upgrades on all nodes at the same time. Many
transition mechanisms enable smooth integration of IPv4 and IPv6. Other mechanisms that
allow IPv4 nodes to communicate with [Pv6 nodes are available. All these mechanisms are
applied to different situations.

The two most common techniques to transition from IPv4 to IPv6 are:
m  Dual stack
m  [Pv6-to-1Pv4 (6to4) tunnels

A third method is to use an extension of IP NAT to translate the IPv4 address to an IPv6
address and IPv6 to IPv4.

The figure shows an example of a transition and integration mechanism. The 6to4 routers
automatically encapsulate the IPv6 traffic inside IPv4 packets.
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Cisco I0S Dual Stack

Dual-Stack
Router! [ _o.r ¢

ipvé unicast-routing

IPv6 and IPv4
Network

interface ethernet0
ip address 1%2.168.9%.1 255.255.255.0
ipv6 address 3ffe:b00:cl8:1::3/127

IPv4: 192.168.99.1
IPv6: 3ffe:b00:800:1::3 g

Cisco I0S is IPv6-ready:
If both IPv4 and IPv6 are configured on an
interface, this interface is dual-stacked.
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Cisco IOS software is IPv6-ready. As soon as IPv4 and IPv6 basic configurations are complete
on the interface, the interface is dual-stacked, and it forwards IPv4 and IPv6 traffic.

Using IPv6 on a Cisco I0S router requires that you use the global configuration command ipvé
unicast routing. This command enables the forwarding of IPv6 datagrams. All interfaces that
forward IPv6 traffic must have an IPv6 address. The interface command is:

ipv6 address /Pv6-address [/prefix length]

This command specifies an IPv6 network assigned to the interface and enables IPv6 processing
on the interface.
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Overlay Tunnels

1Pv6 Header |1Pv6 Data
IPv6 Dual-Stack Dual-Stack IPv6
Host Router Pud Router Host
f IPv6 - <~ IPv6 f
/_L— Network Network I,._ll #
&= s

3
Tunnel: IPv6 in IPv4 Packet
[ 1Pv4 Header | IPv6 Header [IPv6 Data

4G o

Tunneling encapsulates the IPv6 packet in the IPv4 packet.
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Networking often uses tunnels to overlay an incompatible functionality over an existing
network. Tunneling IPv6 traffic over an IPv4 network requires one edge router to encapsulate
the IPv6 packet inside an IPv4 packet and another router to de-encapsulate it. This process
enables you to connect the IPv6 islands without converting the entire network to IPv6.

When you tunnel, remember the following two issues:

m [fthe IPv4 header does not contain an optional field, the MTU effectively decreases by 20
octets.

m A tunneled network is often difficult to troubleshoot. Tunneling is a transition technique
that should be used only where it is appropriate; do not consider it a final architecture.
Native IPv6 architecture is still the target architecture.
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Configured Tunnel

Dual-Stack Dual-Stack

Router Router
. IPv4 .

IPv6 = IPv6
Network Network
IPv4: 192.168.99.1 IPv4: 192.168.30.1 -
IPv6: 3ffe:b00:c18:1::3 IPv6: 3ffe:b00:c18:1::25

 Configured tunnels require:
— Dual-stack endpoints
— IPv4 and IPv6 addresses configured at each end
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In a manually configured tunnel, you configure both the IPv4 and IPv6 addresses statically.

Perform this configuration on the routers at each end of the tunnel. These end routers must be
dual-stacked, and the configuration cannot change dynamically as network and routing needs
change. Routing must be set up properly to forward a packet between the two IPv6 networks.

Tunnel endpoints can be unnumbered, but unnumbered endpoints make troubleshooting
difficult. The IPv4 practice of saving addresses for tunnel endpoints is no longer an issue.
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6to4 Tunneling
ﬂ

6to4 Router 6to4 Router
IPvé IPv6
Network Network
Network Prefix: 192.168.99.1 192.168.30.1 Network Prefix:
2002:c0a8:6301::/48 2002:c0a8:1e01::/48
* 6tod:

— Is an automatic tunnel method
— Gives a prefix to the attached IPv6 network
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The 6to4 tunneling method automatically establishes the connection of IPv6 islands through an
[Pv4 network. The 6to4 tunneling method applies a valid IPv6 prefix to each IPv6 island, which
enables the fast deployment of IPv6 in a corporate network without address retrieval from the
ISPs or registries.

The 6to4 tunneling method requires a special code on the edge routers, but the IPv6 hosts and
routers inside the 6to4 site do not require new features to support 6to4. Each 6to4 site receives
a /48 prefix, which is the concatenation of 2002 and the IPv4 address of the edge router.

For example, if the [Pv4 address of the edge router is 192.168.99.1, the prefix of its IPv6
network is 2002:c0a8:6301::/48, because c0a86301 is the hexadecimal representation of
192.168.99.1. The IPv6 network can substitute any IP address in the space after the first 16-bit
section (0x2002).

When an IPv6 packet with a destination address in the range of 2002::/16 reaches the 6to4 edge
router, the 6to4 edge router extracts the [Pv4 address embedded in the 2002:: destination
address (inserted between the third and sixth octets inclusively). The 6to4 router then
encapsulates the IPv6 packet in an IPv4 packet with the destination IPv4 address extracted from
inside the IPv6 destination address. This IPv4 address represents the address of the other 6to4
edge router of the destination 6to4 site. The destination edge router de-encapsulates the IPv6
packet in the IPv4 packet and then forwards the native packet toward its final destination.

Note 2002::/16 is the address range specifically assigned to 6to4.
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IPv6 Routing Protocols

IPv6 IPvd IPv6
BGP4 Extensions for IPv6 RIPvi/v2 BGP4 Extensions for IPv6
RIP for IPv6 -2 OSPFv2 S RIP for IPv6
IS-IS for IPv6 1S-1S IS-IS for IPv6
Static Routes EIGRP/IIGRP Static Routes
BGP4

014G_302

IP routing protocols supporting IPv6 and their Cisco 10S
release:

—Integrated IS-IS for IPv6 Release 12.0(22)S and 12.2(8)T
—BGP extensions for IPv6 Release 12.0(22)S and 12.2(2)T
—RIP for IPvé Release 12.0(22)S and 12.2(2)T

—Static routes—Release 12.0(22)S and 12.2(2)T
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If the IPv6 clouds in either a 6to4 tunnel or a dual stack have multiple IPv6 routers, then an
[Pv6 routing protocol must be enabled on those routers. In the Cisco 12000 Series Internet
router, IPv6 routing is supported in the Cisco IOS Software Release 12.0(22)S configuration
and later. In all other platforms, the IPv6 routing protocols are supported in Cisco IOS Release
12.2(2)T and later. If multiple IPv6 routing protocols are used, only the listed IPv6 protocols in
the figure support redistribution. Redistribution is not supported between IPv4 routing
protocols and IPv6 routing protocols.

The largest use of IPv6 is across the Internet, using BGP extensions for IPv6.

OSPF version 3 supports IPv6 and is part of the Cisco IOS software released at the end of 2002
as part of the Cisco 10S software IPv6 Phase III implementation.

Cisco EIGRP for IPv6 is also part of the Cisco IOS software released at the end of 2002.
EIGRP for IPv6 is also part of the Cisco IOS software IPv6 Phase III implementation.

1-76

Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Summary

This topic summarizes the key points discussed in this lesson.

Summary
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl‘IIIIIIIIIIEE:!E:EIIIIII

* The new address space is the most significant
feature of IPv6. The address has been increased
from 32 bits in IPv4 to 128 bits in IPv6.

* Also important to IPv6 is the new header format—
64-bit alignment means faster processing speeds
for packets. Unnecessary fields have been
removed, and a new extension header has been
added for optional fields.

Summary (Cont.)

+ IP address numbering and renumbering issues
have been solved through a new autoconfiguration
technique. This scheme will eliminate the need for
DHCP and manual IP addressing.

+ Security and mobility are built into the
specification.

* Making the transition from an IPv4 network to an
IPv6 network is complex. However, making the
transition schemes have been carefully
considered. Two of the most common are dual
stack and 6to4 tunneling.
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q)

Q2)

Q3)

Q4)

Q5)

Qo)

Q7

The only difference between IPv6 and IPv4 headers is the address format.
A) true
B) false

What three features does an extended address space will provide: (List three features.)
A)
B)
0

The IPv6 header will have a 128-bit addressing format. How many bytes is 128 bits?

A) 4
B) 8

c 16
D) 32

Write out the following address completely. Make sure that you include all bytes.

2101:0:A::45:1234

While IPv4 uses /prefix notation to describe address aggregation blocks, IPv6 will not
use this technique.

A) true

B) false

In the autoconfiguration technique of IPv6, a client station will automatically learn its
network address. Which part of the address is sent from the router to the host?

A) MAC address

B) network prefix

O) entire network address

A host address is made up of a network prefix, sent by the router, plus the Layer 2
address of the host.

A) true
B) false
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Q8)

Q9)

Q10)

Q1)

Ql12)

Ql13)

If an IPv4 header is typically 20 bytes long, how long will an IPv6 header be (assuming

no Option fields)?
A) 20 bytes as well

B) 40 bytes
O) 60 bytes
D) 80 bytes

The IPv6 header does not use several of the IPv4 fields.
Name two fields no longer defined in the IPv6 header.

A)
B)

An IPv6 header is 32-bit aligned for faster CPU processing.
A) true
B) false

Name two transition strategies from IPv4 to IPv6.
A)
B)

Define a dual-stack approach.

Which two features are advantages of a 6to4 tunnel? (Choose two.)
A) The tunnel must be manually configured.

B) The tunnel is automatically established on demand.

C) The IPv4-formatted packet rides inside an IPv6-packet.

D) The IPv6-formatted packet rides inside an IPv4-packet.
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Quiz Answer Key
Ql) B

Relates to: Benefits of IP Version 6

Q2) global reachability
aggregation
autoconfiguration

Relates to: Benefits of IP Version 6

Q3) ¢
Relates to: [IPv6 Addressing

Q4) 2101:0000:000A:0000:0000:0000:0045:1234
Relates to: [IPv6 Addressing

Q5) B

Relates to: [IPv6 Addressing
Q6) B

Relates to: [IPv6 Addressing
Q7)) A

Relates to: [IPv6 Addressing
Q8) B

Relates to: [IPv6 Frame Format
Q9) Fragmentation
header checksum
Relates to: [IPv6 Frame Format
Q10) B
Relates to: [IPv6 Frame Format
QI11)  dual stack
6to4 tunnel, manual tunnel
Relates to: [Pv6-to-IPv4 Interoperability

Q12) Dual stack means that a router interface has both an IPv4 and an IPv6 address defined simultaneously. This
allows the router interface to support both formats so that a packet from either format can be routed.

Relates to: IPv6-to-IPv4 Interoperability

QI13) B,D

Relates to: IPv6-to-IPv Interoperability
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Network Address Translation

Overview

Network Address Translation (NAT) is an important function in most scalable networks. NAT
is mandatory for the majority of companies that have Internet connections. ISPs have hundreds
of users accessing the Internet, yet commonly they are assigned only 8 or 16 individual
addresses. The ISPs use NAT to map the hundreds of inside addresses to the few globally
unique addresses assigned to that company. This lesson demonstrates by example:

m  How to use basic NAT and a standard access list to assign separate address space to
different users.

m  How to use an extended access list to check the destination address of a packet and assign
different source addresses based on the destination address of the packet.

m  How to use a Cisco 10S software tool called a route map to create a fully extended address
translation in an IP NAT table. The IP NAT table tracks the original address and its
translation as well as the destination address and the TCP and User Datagram Protocol
(UDP) ports for each.

Relevance

Corporations use NAT in a variety of ways. Troubleshooting a network translation router is
often complicated and time-consuming. In practice, configuring basic NAT, setting up alternate
address pools for different groups of users, and creating fully extended translation tables
enhances and simplifies troubleshooting tasks.

Objectives

Upon completing this lesson, you will be able to meet these objectives:

Configure IP NAT for multiple address pools using access lists
Identify the results of using a route map for NAT
Explain the basic structure of a route map

Describe the commands to configure NAT with route maps



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:
B CCNA certification or equivalent knowledge and experience

B An understanding of filtering traffic with standard and extended access lists

Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview

» Configuring IP NAT with Access Lists
- Defining the Route Map Tool for NAT
» Using Basic route-map Commands

+ Configuring IP NAT with Route Maps
* Summary

* Quiz

Inc. Allrights reserved BSCI21 #3
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Configuring IP NAT with Access Lists

This topic explains the IP NAT commands to configure I[P NAT with access lists. It provides a
sample IP NAT configuration and two specific examples to configure IP NAT with access lists.
The first example demonstrates how to use access lists to qualify whether an IP address needs
translation based on the original source address. The second example demonstrates how to use
an access list to assign a NAT source IP address based on the source and destination addresses
of the original packet.

NAT with Access List—Multiple Address

Pools
ﬂ

Inside

Internet

ip nat pool sale_pool 192.168.2.1 182.168,2.254 prefix-length 24
ip nat pool acct pool 182.168.3.1 192.168.3.254 prefix-length 24
'

ip nat inside scurce list 2 pool sale_pool
Ip nat inside seurce list 3 pool acct pool
'

interface Ethecnet 0
ip address 10.1.1.1 255.2585 2550

I ip nat inside
l— '

—— interface Serial 0
— ip address 172.16.2.1 255.255.255.0
10.1.3.67

ip nat outside
]

a‘lccass—list 2 permit 10.1.2.0 0.0.0.255
access-list 3 permit 10.1.3.0 0.0, 5

NAT Table
Inside Local Inside Global

IP Address IP Address

10.1.2.100 192.168.2.2
10.1.3.67 192.168.3.2

2004 Cisco Systems, Inc. All rights reserved. BSCI21 #4

Following is NAT-related terminology for interfaces that exist inside and outside networks:

m IP NAT inside: Interfaces that are part of the network address space inside the company
and that have the set of networks that are subject to translation

m IP NAT outside: Interfaces connected to routers that are outside the corporate network or
that do not carry the IP NAT inside address space in their routing tables

NAT is performed when a packet is routed between the following interfaces:
m  An IP NAT inside interface to an IP NAT outside interface
m  An IP NAT outside interface to an IP NAT inside interface

NAT builds an entry in the IP NAT table as the packet goes from an I[P NAT inside interface. A
NAT entry usually changes the source IP address from an inside address to an outside address.
When an IP NAT outside interface responds to the packet, the destination IP address of the
returning packet is compared to the entries in the I[P NAT table.

If a match is found, the destination IP address is translated to the correct inside address and sent
to the routing table to be routed to the correct IP NAT inside interface. If no match is found, the
packet is discarded.
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Address overloading is a common occurrence in many Internet connections. Overloading
occurs when many inside addresses are mapped to one or a few globally unique addresses using
NAT. NAT includes TCP and UDP ports in the mapping process to uniquely identify each
session.

When the router determines that the path of a packet is from an IP NAT inside interface to an
IP NAT outside interface, an entry is created to include both the original source IP address and
the original TCP for UDP port number.

Each of these devices is assigned a unique TCP or UDP source port number to distinguish it
from the others. When a packet returns to the IP NAT outside interface, it is compared to the IP
NAT table. Although the packet destination address could match thousands of entries, NAT
checks the destination TCP or UDP port for the correct entry for the returning packet. Once the
correct entry is found, the current destination address and port number change to the
appropriate IP NAT inside destination address and port number.

A NAT table contains the following information:
m  Protocol: Either IP, TCP, or UDP.

m Inside local IP address: Port—The IP address of an inside host before any translations.
The inside local IP address is usually the private addressing found in RFC 1918.

m  Inside global IP address: Port—The IP address of an inside host as it appears to the
outside network, or the translated IP address. Addresses are allocated from a globally
unique address space, typically provided by the ISP if the enterprise connects to the global
Internet.

m  Outside global IP address: Port—The configured ISP IP address assigned to a host in the
outside network.

m  Qutside local IP address: Port—The IP address of an outside host as it appears to the
inside network. Outside local IP addresses can be allocated from the RFC 1918 space, if
desired.

The following commands are used to configure IP NAT with access lists:

m ip nat {inside | outside}: This interface command marks the IP devices behind that
interface as either internal or external to the controlled network. Only packets arriving on
an interface marked as IP NAT inside or outside are subject to translation.

®m ip nat inside source list <access-list number> pool <address pool name>: When a
packet comes in on an interface marked as IP NAT inside, this command informs the router
to compare the source IP address to the access list number in the command. Then the
access list tells the router whether or not to translate that source IP address to the next
available address in the address pool name listed. An address that is permitted in the access
list will be translated by NAT.

®  ip nat pool <address_pool_name> <starting ip_address> <ending_ip_address>
{prefix-length <prefix-length> | netmask <netmask>}: This command creates the
translation pool by assigning the same name to the I[P NAT pool as the ip nat inside source
list <access-list-number> pool command. The command needs to include the starting and
ending addresses for translation and either the prefix length or network mask associated
with this range of addresses.

In the preceding figure, when an IP packet comes in on Ethernet O and has a source address of
10.1.2.x, the router translates it from the NAT pool of addresses defined by the name sale_pool.
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If the packet has a source address of 10.1.3.x, the router translates it from the NAT pool of
addresses defined by the name acct pool.

Use the configuration from the figure if your company needs to map groups of users to
different blocks of NAT addresses. Information services departments can determine what
percentage of users per division or department use the interface that is configured with NAT.
(The percentage of users is typically determined using accounting or security software for the
charge-back system.)
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Example

NAT with Extended Access List

Configuration
IlIllIllIIllIlllllllllllllllllllllllllllllllll‘IIIIIIIIIIE!!!E::IIIIII

ip nat pool trusted pool 192.168.2.1 192.168.2.254 prefix-length 24
ip nat pool untrusted pool 192.168.3.1 192.168.3.254 prefix-length 24
1
ip nat inside source list 102 pool trusted pool
ip nat inside source list 103 pool untrusted pool

1
interface ethermet 0

ip address 10.1.1.1 255.255.0.0

ip nat inside

1

interface sgerial 0

ip address 172.16.2.1 255.255.255.0

ip nat outside

1
access-list 102 permit ip 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
access-list 102 permit ip 10.1.1.0 0.0.0.255 192.168.200.0 0.0.0.255
access-list 103 permit ip 10.1.1.0 0.0.0

Inc. Allrights reserved BSCI21 #5

In this configuration example of NAT, the extended access lists 102 and 103 are used to control
NAT decisions. Instead of making the decision based only on the source address, an extended
access list makes the decision based on the source and destination addresses of all packets
coming in on interface Ethernet 0.

If the packet is not from the 10.1.1.0/24 subnet, the source IP address of the packet is not
translated. If the packet is from the 10.1.1.0/24 subnet and the destination address matches
either part of 172.16.1.0/24 or 192.168.200.0/24, the source IP address is translated to the next
available address in the trusted pool, which is the 192.168.2.0/24 network.

If the packet is from the 10.1.1.0/24 subnet and the destination address does not match either
172.16.1.0/24 or 192.168.200.0/24, the source IP address is translated to the next available
address in the untrusted pool, which is the 192.168.3.0/24 network.

Use the type of configuration in the figure only if the outside NAT environment has both
trusted and untrusted sites. The company can be attached to an industry internetwork where it
exchanges information with corporate partners and competitors. The 172.16.1.0/24 and the
192.168.200.0/24 can be addresses of trusted networks on the industry internetwork, but all
other destination addresses are considered untrusted. You can configure the firewall system to
allow greater latitude to the trusted sites to determine what they can access and the applications
that they can use.
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Defining the Route Map Tool for NAT

A route map is a Cisco IOS software function that serves a variety of purposes. This topic
explains the route map tool and compares the results of using a route map tool to the results of
using only an access list with NAT.

Benefits of Route Maps with NAT
ﬂ

NAT Table with Access List Only

Protocol Inside Local IP Inside Global IP Outside Global

Address: Port  Address: Port IP Address: Port

- 10.1.1.1 192.168.2.1 —_
- 10.1.1.2 192.168.3.1 -
- 10.1.1.3 192.168.2.2 -

NAT Table Using Route Maps and Access Lists
Protocol Inside Local IP Inside Global IP  QOutside Global

Address: Port Address: Port IP Address: Port
UDP 10.1.1.1:1024 | 192.168.2.1:1024 172.16.1.20:69
TCP 10.1.1.1:4097 | 192.168.2.1:4097 172.16.1.20:21
TCP 10.1.1.1:1084 | 192.168.2.1:1084 172.16.1.20:20
TCP 10.1.1.2:1024 | 192.168.3.1:1024 172.20.7.3:80
TCP 10.1.1.3:5553 | 192.168.2.2:5553 | 192.168.200.25:23
TCP 10.1.1.3:6554 | 192,168.2.2:5554 | 192.168.200.25:80 3
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When you use only access lists for NAT, the result is the ability to identify only which inside
local address is being translated to which inside global address. One-for-one NAT mapping and
an access list provide a simple translation entry, as shown in the top part of the figure. The
simple translation entry contains local and global IP address entries for only the inside
translation and does not include any TCP or UDP port information or the destination address of
an outbound packet.

The entries in the IP NAT translation table are called simple entries because they track only the
original source address (inside local) and the address to which it is translated (inside global).
The other fields are left blank. It is difficult to troubleshoot connectivity using simple NAT
translations because you do not see the destination address or the application associated with
each NAT translation. This inability to see destination address or associated application also
prevents proper translation among multiple address pools. The first address pool matched
creates a simple NAT entry. A second session initiated to a different host already matches the
simple entry, thereby preventing proper translation to the second address pool.

To get a fully extended translation entry, you need to configure NAT for overloading or use a
Cisco IOS software tool called a route map. If you configure a route map to use in conjunction
with an access list for NAT, it generates an extended translation entry, as shown in the bottom
part of the figure. The extended translation entry identifies the source and destination addresses
with the appropriate translation, that transport layer that is used, and the port or application that
is used throughout the session. The extended translation entry also contains the local and global
address entries.
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Route Maps
ﬂ
Route maps are complex access lists:
* Lines in access lists = statements in route maps
* Access list number = route map name

+ Addresses and masks in access lists = match
statements in route maps

- Statements in route map can be optionally
numbered

* Route map statements can modify matched route
with set command

Inc. Allrights reserved BSCI21 #7

Route maps are complex access lists that allow conditions to be tested against a packet or route
using match commands. If the conditions match, specific actions are taken to modify attributes
of the packet or route.

A collection of route map statements with the same route map name is considered one route
map. Within a route map, each route map statement is numbered and editable.

The statements in a route map correspond to the lines in an access list. Specifying the match
conditions in a route map is similar to specifying the source and destination addresses and
masks in an access list.

A major difference between route maps and access lists is that route maps can modify the route
by using set commands.
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Using Basic route-map Commands

This topic describes the basic commands used to create a route map.

route-map Configuration Commands

router (config) #

|route-map map-tag [permit | deny] [sequence-number] |

 Defines the conditions for policy routing

router (config-route-map) #

| match {conditions}

- Defines the conditions to match

router (config-route-map) #

| set {actions}

- Defines the action to be taken on a match

s, Inc. Allrights reserved BSCI21 #8

The route-map command is used to define the conditions for policy routing.

route-map Command Description

map-tag Name of the route map

permit | deny Action taken if the route map match conditions are met

sequence-number Sequence number that indicates the position that a new
route map will have in the list of route map statements
already configured with the same name

A route map consists of multiple route map statements. The router processes the statements
from top to bottom, like an access list. The first matching statement found for a route is applied.
Use the sequence number to insert or delete specific route map statements in a specific place in
the route map. The match route map configuration commands define the conditions to be
checked. The set route map configuration commands define the actions to be followed if there
is a match.

A single match statement can contain multiple conditions. At least one condition in the match
statement must be true in order to consider that match statement a match. A route map
statement can contain multiple match statements. All match statements in the route map
statement must be true in order to consider the route map statement a match.

The sequence number specifies the order in which to check conditions. For example, if there
are two statements in a route map named MYMAP, one with sequence 10 and the other with
sequence 20, sequence 10 is checked first. If the match conditions in sequence 10 are not met,
then sequence 20 is checked. As with an access list, there is an implicit deny any at the end of a
route map. The consequences of this deny depend on the function of the route map.
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Configuring IP NAT with Route Maps

This topic provides a detailed example to help you understand the benefits of using route maps
with NAT. The example shows the configuration and IP NAT translation table with route maps.

Route Map Configuration
ﬂ

ip nat pool sales poecl 192.168.2.1 192.168.2.254 prefix-length 24
ip nat pool acct_pool 192.168.3.1 192.168.3.254 prefix-length 24
1

ip nat inside source route-map what is_sales_doing pool sales_pool
ip nat inside source route-map what is_acct_deoing pool acct_pool
1

interface ethernet 0

ip address 10.1.1.1 255.255.0.0

ip nat inside

1

interface serial 0

ip address 172.16.2.1 255,255.255.0

ip nat cutside

1

route-map what_is sales_doing permit 10

match ip address 2

1

route-map what_is_acct doing permit 10

match ip address 3

access-list 2 permit 10.1.2.0 0.0.0. 2
access-list 3 permit 10.1.3.0 0.0.0.2585
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The extended translation table in the figure is the result of adding two route maps to the
configuration from the first example. In this example, the what _is_sales doing route map is
linked to sales_pool using the ip nat inside source route-map what_is_sales_doing pool
sales_pool command.

An IP packet with a source IP address of 10.1.2.100 arrives on interface Ethernet 0, which is an
IP NAT inside interface. The ip nat inside source route-map what_is_sales_doing pool
sales_pool command informs the router to send the packet to the what _is_sales_doing route
map. Sequence 10 of this route map matches the source IP address of the packet, 10.1.2.100,
against access list 2, which permits the packet and match. Next, the router queries the NAT
pool, called sales_pool, and gets the next address to which to translate the 10.1.2.100 packet.

When you are using a route map, the router creates a fully extended translation entry in the IP
NAT translation table, which includes the source and destination TCP or UDP port numbers.

When you are using only an access list, the router creates only a simple translation entry, one
entry per application, without the TCP or UDP ports.

The what_is_acct _doing route map, together with the ip nat inside source route-map
what_is_acct_doing pool acct_pool command, causes the router to look for source IP
addresses in the 10.1.3.0/24 range and change them to source IP addresses in the
192.168.3.0/24 range.
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Verifying NAT
ﬂ

Basic IP Address Translation

--=- 182 .168.2.1
--- 182.1€8.3.1

Router#show ip nat translation
Pro Inside global

Inside loecal

10.1.2.100
10.1,3.867

Outside local

Ooutside global

IP Address Translation with Route Maps

Pro
udp
top
tep
tep
tep

Inside global

192,
192,
192,
192,
192,

168.

168.2

.2,
3
3

168

168,
168,

2

e

;1024
:4087
11084
:1024
15583

Router#sh ip nat translation

2,
.100:4097
.100:1084
.67:1024

Inside
10.1.

10.1.2
10.1.2
10.1.3
10.1.2

local
100:1024

.67:5553

Outside local

172,
172.
172.
172.
172.

16.
16,
16.
16,
16.

1
1
1.
1
1

L20:
.20
20:
202
.20

(3]
21
20
23
80

Qutside global

172,
172,
172,
172,
172.

16.
16.
16.
16,
16.

1
1
1.
1
1

+20;
203
20:
201
.20

65
21
20
23
80

Unique TCP port numbers are used

to distinguish between hosts.
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To examine the [P NAT translation table, use the show ip nat translation command.

When NAT uses only access lists, the top output is displayed. Using route maps with access
lists for NAT places extended translation entries in the table.

Notice that each session now has individual entries. You can determine the IP address of each
user and the applications in use.

The local device with IP address 10.1.2.100 has three sessions with an outside device with the
IP address of 172.16.1.20. The full table shows that 10.1.2.100 has a TFTP session (UDP port
69) and an FTP session (TCP ports 20 and 21) with 172.16.1.20.

Local device 10.1.3.67 has two sessions with the same remote device (172.16.1.20). Its two

sessions are Telnet (TCP port 23) and HTTP (TCP port 80).
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

« NAT is configured on specified interfaces with the addresses
to be translated defined in an ACL

« ldentify the range of addresses used for translation with the
ip nat pool command

* Route maps are complex ACLs that use match commands to
test conditions of a packet or route

* Unlike ACLs, with route maps you can make modifications
using set commands

« Use the ip nat inside source route-map command to define
actions for translating IP addresses

tems, Inc. All rights reserved BSCI21  #11

Next Steps
For the associated lab exercise, refer to the following sections of the course Lab Guide:
m Lab Exercise 1-1: Basic Connectivity
m Lab Exercise 1-2: NAT Using Access Lists and Route Maps
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are

found in the Quiz Answer Key.

Q1)  Which term refers to how devices inside the corporate network interpret the IP
addresses of devices on the Internet?

A) inside local IP address
B) inside global IP address
C) outside global IP address
D) outside local IP address

Q2)  How would you configure IP NAT for multiple address pools with access lists?

A) by linking an access list to the ip nat pool command

B) by linking an access list to the ip nat inside command

C) by linking an access list to the ip nat inside source command
D) by linking an access list to the ip nat outside command

Q3)  What is the result in the IP network translation table when you use route maps
with NAT?

A) It simplifies the IP NAT translation table.

B) It tracks users by both source and destination address and TCP or UDP port
numbers.

C) It filters out unwanted traffic.

D) It reduces latency through the NAT process.

Q4)  Which condition is true about default settings of route maps?

A) At the end of a route map is an explicit permit all, and the route map does not
need configuration.

B) At the end of a route map is an explicit deny all, and the route map does not
need configuration

C) At the end of a route map is an implicit permit all, and the route map does not
need configuration.

D) At the end of a route map is an implicit deny all, and the route map does not
need configuration.

Q5)  Which command links a route map to an address pool?

A) ip nat inside source route-map test_route_map pool test_pool

B) ip nat inside source list test_route_map pool test_pool

O) ip nat inside source route-map test_route_map list 1 pool test_pool
D) ip nat inside source list 1 route-map test_route_map pool test_pool
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

Q5)

B

Relates to:

C

Relates to:

B

Relates to:

D

Relates to:

A

Relates to:

Configuring IP NAT with Access Lists

Configuring IP NAT with Access Lists

Defining the Route Map Tool for NAT

Using Basic route-map Commands

Configuring IP NAT with Route Maps
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Lesson Assessments

Overview

Use the lesson assessments here to test what you learned in this module. The correct answers
and solutions are found in the Lesson Assessment Answer Key.

Outline

This section includes these assessments:

Quiz 1-1: Purpose of Address Planning
Quiz 1-2: Hierarchical Addressing Using Variable-Length Subnet Masks
Quiz 1-3: Route Summarization and Classless Interdomain Routing

Quiz 1-4: Understanding IP version 6



Quiz 1-1: Purpose of Address Planning

Complete this quiz to assess what you learned in the lesson.

Objectives

This assessment tests your knowledge of how to:

m  Explain the access, distribution, and core layer elements of network design in a scalable
network

m  List the advantages of effective network design principles

m  Describe scalability, predictability, flexibility, and the ability to perform summarization as
criteria of effective IP address planning

Quiz
Answer these questions:

QIl)  Which statement describes the core layer?
A) Consolidation occurs at this layer.
B) This layer is not used in a hierarchical design.
O) Users are generally found at this layer.
D) Redundancy for circuits and equipment is most common at this layer.

Q2)  Which statement describes the access layer?
A) Consolidation occurs at this layer.
B) This layer is not used in a hierarchical design.
O) Users are generally found at this layer.
D) Redundancy for circuits and equipment is most common at this layer.

Q3)  Which statement describes the distribution layer?
A) Consolidation occurs as this layer.
B) This layer is not used in a hierarchical design.
O) Users are generally found at this layer.
D) Redundancy for circuits and equipment is most common at this layer.
Q4)  Which three benefits are NOT goals of a scalable network design? (Choose three.)
A) scalability
B) cost reduction

C) predictability
D) flexibility
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Quiz 1-2: Hierarchical Addressing Using Variable-
Length Subnet Masks

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:
m  Define the purpose of variable-length subnet masking

m  Explain how to use variable-length subnet masking to maximize the use of the limited
amount of [P addresses

m  Explain the steps involved in variable-length subnet masking calculation

Written Exercise: Calculating VLSM

Using VLSM, define appropriate subnets for addressing
the networks using 192.168.49.0 /24,

Addresses for WAN Links

A Serial
B Serial
C Serial
D Serial
E Serial

25 Users

25 Users

25 Users

25 Users

2004 Cisco Systems, Inc. All rights reserved. BSCI21 12

Quiz
You are in charge of the network shown in the figure. It consists of five LANs with 25 users on
each segment and five serial links.
Allocate addressing for all links using the IP address 192.168.49.0/24.

Scoring

You have successfully completed the quiz for this lesson when you earn a score of 100 percent.
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Quiz 1-3: Route Summarization and Classless
Interdomain Routing

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:
m  Describe route summarization implementation
m  Calculate route summarization

m  Explain classless interdomain routing implementation

Task 1

Using the following diagram, complete the table to indicate the appropriate route
summarizations for the networks listed.

Written Exercise: Using Route
Summarization and CIDR

172.16.16.0 /24 172.16.18.0 /24

172.16.17.0 /24

172.16.20.0 /24

Other Network
Addresses

172.16.23.0 /24
172.16.24.0 /24
172.16.25.0 /24
172.16.26.0 /124
172.16.27.0 /24 g
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Router D Route Table Entries Summarized Routes That Can Be Advertised to
the Cloud from Router D

Task 2

Using the diagram from the first task, determine the most efficient and correct CIDR blocks if
the first octet is 192 instead of 172.

Scoring

You have successfully completed the quiz for this lesson when you complete the exercise with
correct entries. .
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Quiz 1-4: Understanding IP version 6

Complete this quiz to assess what you learned in the lesson.

Objectives

This assessment tests your knowledge of how to:
m  Recall the purpose and benefits of IPv6

m  Describe [Pv6 addressing

m  List the fields in the header of an IPv6 address

m  Explain how a 6to4 tunnel works

Quiz

Answer these questions:

Q1)  Which feature is NOT important in IPv6?
A) larger address space
B) security
O) shorter header
D) simpler header
E) autoconfiguration

Q2)  How many bytes is an [Pv6 address?
A) 4
B) 8
C) 12
D) 16

Q3)  Inthe IPv6 address format a colon (:) is used to separate
A) each byte in the address
B) every 2 bytes
C) every 4 bytes
D) none of the above

Q4)  Which IPv6 address is equivalent to ffO1 ::1?
A) ff01:0:0 :1
B) ff01 :1:1:1
O) ff01:0:0:0:0:0:0:1
D) ffo1:1:1:1:1:1:1:1

Q5)  InIPv6 autoconfiguration, what does “RA” mean?
A) remote access
B) reusable address
C) remote address
D) router advertisement
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Q6)  What type of information is sent when performing RA autoconfiguration?
A) network prefix and default gateway
B) complete IPv6 address for the new host
O) complete IPv6 address of router
D) link-layer address of router

Q7)  During autoconfiguration, a final host IPv6 address will consist of the learned network
prefix combined with the link layer of the host address.
A) true
B) false
Q8) In the IPv6 header, the traffic class field is similar to which field in the IPv4 header?
A) fragmentation field
B) fast-switching field
(@) ToS field
D) CEF field
Q9)  What function does the flow label field in the IPv6 header perform?
A) priority queuing

B) custom queuing
C) multilayer switching techniques
D) fragmentation

Q10) How isthe TTL field in the IPv4 header represented in IPv6?
A) TTL has not changed from IPv4.
B) It is the hop limit.
C) TTL is not required in IPv6.
D) It is the maximum routers field.

Q11) List three uses for extension headers in IPv6.

A)
B)
0
Q12) IPv6 uses IPSec for security; it is built into the specification.
A) true
B) false

Q13) Which statement best describes dual stack?
A) IPv6 running twice as fast as [Pv4
B) IPv6 packets encapsulated into an IPv4 header
C) [Pv6 and IPv4 running simultaneously on each router interface

Q14) Which statement describes an overlay tunnel?
A) IPv6 running twice as fast as [Pv4

B) IPv6 packets encapsulated into an IPv4 header
C) [Pv6 and IPv4 running simultaneously on each router interface
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QI15) Which is an attractive feature of a 6to4 tunnel?
A) The tunnel automatically establishes itself.

B) The tunnel requires manual configuration.
C) The routers require no special code to support this tunnel technique.
D) Tunnel routers are not required at both ends of the tunnel.

Scoring

You have successfully completed the quiz for this lesson when you earn a score of 100 percent.
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Lesson Assessment Answer Key

Quiz 1-1: Purpose of Address Planning

Q) b
Q) ¢
Q3) A
Q4) A,C,D

Quiz 1-2: Hierarchical Addressing Using Variable-Length Subnet Masks

Written Exercise: Calculating VLSM

Using VLSM, define appropriate subnets for addressing
the networks using 192.168.49.0 /24.

192.168.49.0/27 25 Users Addresses for WAN Links

A Serial 192.168.49.224/27
B Serial ——192.168.49.228/27
C Serial —_192.168.49.232/27

192.168.49.32127 25 Users D Serial —192.168.49.236/27

E Serial ____192.168.49.240/27

192.168.49.64/27 25 Users

192.168.49.96/27 25 Users

192.168.49.128/27 25 Users

2004 Cisco Systems, Inc. All rights reserved. BSCI21 14

Subnet , Valid Hosts , Broadcast

192.168.49.224 , 192.168.49.225 t0 192.168.49.226 , 192.168.49.227
192.168.49.228 , 192.168.49.229 to 192.168.49.230 , 192.168.49.231
192.168.49.232 , 192.168.49.233 to 192.168.49.234 , 192.168.49.235
192.168.49.236 , 192.168.49.237 t0 192.168.49.238 , 192.168.49.239
192.168.49.240 , 192.168.49.241 t0 192.168.49.242 , 192.168.49.243
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Quiz 1-3: Route Summarization and Classless Interdomain Routing

Task 1
Router D Route Table Entries Summarized Routes That Can Be Advertised to
the Cloud from Router D
172.16.16.0 /24 172.16.16.0 /22
172.16.17.0 /24 172.16.20.0 /23
172.16.18.0 /24
172.16.19.0 /24
172.16.20.0 /24
172.16.21.0 /24
Task 2

All addresses are 192.16.xx.0/24 as with the 172 address space.

What router D can show is 192.16.16.0/22, which encompasses subnets 192.16.16.0 through
192.16.19.255 and subnet 192.16.20.0/23, which has 192.16.20.0 through 192.16.21.255.
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Quiz 1-4: Understanding IP Version 6

QI
Q2)
Q3)
Q4)
Q5)
Qo)
Q7
Q8)
Q9)
Q10)
Q1)

Q12)
Q13)
Ql4)
Q15)

C
D
B
C
D
A
A
C
C
B

Answers could be any of the following:

Hop-by-hop options header

Destination options header (when the routing header is used)
Routing header

Fragment header

Authentication header

Encapsulating Security Payload header

Destination options header

Upper-layer header

A

C
B
A
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Module 2

Routing Principles

Overview

This module examines advanced IP routing principles, including static and dynamic routing
characteristics, classful and classless routing, and automatic route summarization across
network boundaries. It explains the difference between distance vector, link-state, and hybrid
routing protocols. Also included is a comparison of IP routing protocols.

Module Objectives

Upon completing this module, you will be able to implement advanced IP routing principles
and protocols to determine the appropriate IP routing protocol for your network.

Module Objectives
ﬂ

- Select and implement the most effective method
of IP routing for the topology of your network
and its requirements

- Compare and contrast the concepts and
operation of classful and classless IP routing
protocols

- Determine the appropriate IP routing protocol
for your network

Inc. Allrights reserved BSCI21 2.2




Module Outline

The outline lists the components of this module.

Module Outline
ﬂ

* IP Routing Overview
« Characteristics of Routing Protocols

IP Routing Protocol Comparison
- Lesson Assessments

2004 Cisco Systems, Inc. All rights reserved. BSCI21 2.3
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IP Routing Overview

Overview

Routers forward packets toward destination networks. To forward the packets, routers must
understand these remote networks and determine the best way to reach them. This lesson
addresses the ways that routers learn about networks. This lesson also identifies the concepts of
IP routing using static and dynamic routes.

Relevance

Network administrators are responsible for choosing whether to implement static or dynamic
routing. To make a responsible choice, network administrators must understand the difference
between static and dynamic routing.

Objectives

Upon completing this lesson, you will be able to meet these objectives:

Explain the principles of static routing
Configure static routing

Describe the principles of dynamic routing
Discuss the principles of ODR

Configure ODR

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

Cisco CCNA" certification or equivalent knowledge and experience



Outline

The outline lists the topics included in this lesson.

Outline

* Overview

* Principles of Static Routing

» Configuring a Static Default Route
* Principles of Dynamic Routing

* Principles of On-Demand Routing
+ Configuring ODR

* Summary

* Quiz

ﬂ

BSCI21 2.3
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Principles of Static Routing

It is important to understand when to use and when not to use a static route. This topic
examines how to use static routing appropriately and demonstrates the necessary commands to
configure static routes.

Principles of Static Routing

router (config) #

ip route prefix mask {address | interface }
[distance] [permanent]

* Creates a static route

corel# config t

corel (config) #ip route 10.2.0.0 255.255.0.0 10.1.1.1

* Resulting static route entry in the routing table

corel# show ip route

<output omitted>
s 10.2.0.0/16 [1/0] via 10.1.1.1

2004 Cisco Systerns, Inc. All rights reserved BSCI21 24

Routers must recognize destination networks so they can forward packets to them. A router
knows about the networks directly attached to its interfaces but must rely on outside
information for remote networks. There are two ways that a router can recognize remote
networks: An administrator can manually configure the information (static routing), or a router
can learn from other routers (dynamic routing). A routing table can contain both statically and
dynamically recognized routes.

Network administrators must choose between using static routing, dynamic routing, or a
combination of both. A static route can be used in the following circumstances:

When it is undesirable to have the routing table update traffic that is created by dynamic
routing protocols forwarded across low-bandwidth links, such as a dialup link.

When the administrator needs total control over the routes used by the router.
When a backup to a dynamically recognized route is necessary.

When it is necessary to reach a network accessible by only one path (a stub network). For
example, in the example figure, there is only one way for router A to reach the 10.2.0.0/16
network on router B. You can configure a static route on router A to reach the 10.2.0.0/16
network via 10.1.1.

When a router is underpowered and does not have the CPU or memory resources necessary
to handle a dynamic routing protocol.

When a route should appear to the router as a directly connected network.
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A perfect match for static routing is a hub-and-spoke design, with all remote sites defaulting to
the central site and the one or two routers at the central site having a static route for all subnets
at each remote site. However, without proper design, as the network grows into hundreds of
routers with each router having numerous subnets, the number of static routes on each router
also increases. Each time a new subnet or router is added, an administrator must add a static
route to the new networks on a number of routers. The administrative burden to maintain this
network could become excessive, making dynamic routing a better choice.

Another drawback to static routing is that when a topology change occurs on the internetwork,
an administrator may have to reroute traffic by configuring new static routes around the
problem area. With dynamic routing, the routing process automatically discovers whether any
alternate routes exist and reroutes without administrator intervention.

The ip route command creates a static route. The show ip route command verifies the
resulting static entry in the IP routing table. A static route must be configured on the routers on
both sides of the link. Otherwise, because there are no routing protocols going across that link,
the remote router would not be able to return the packet. There would be only one-way
communication.

Specify either a next-hop IP address or an exit interface to notify the router of the direction to
send traffic. If the next-hop IP address is used, it should be the IP address of the router on the
other end of the link. If the exit interface is used, the local router will send data to the router on
the other end of its attached link. When an exit interface is specified, the router considers this a
directly connected route.

ip route Command Description

address IP address of the next hop that can be used to reach the
destination network

distance (Optional) Administrative distance to be assigned to this route

interface The local router outbound interface to be used to reach the

destination network

permanent Specifies that the route will not be removed from the routing table
even if the interface associated with the route goes down
prefix mask IP network and subnet mask for the remote network to be
entered into the IP routing table
tag (Optional) Value that can be used as a match value in route
maps
Note Use static routes pointing to an interface on point-to-point interfaces only, because on

multiaccess interfaces the router will not know the specific address to which to send the
information. On point-to-point interfaces, the information is sent to the only other device on
the network.
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Example

Configuring Static Routing

10.2.0.0 /16

101.1.1
ip route 172.16.1.0 255.255.255.0 10.1.1.2

BSCI21 2.5

In the figure shown, router A is a stub router: it has no other routers beyond it. If router B sends
data to any device in the 172.16.1.0/24 network, it must be sent through router A. Similarly, if
router A needs to send data to any device in the 10.2.0.0/16 network, it must go through router

B. The figure shows the static routes created on both router A and router B to accomplish this

connection.

Router A recognizes the directly connected networks 172.16.1.0 and 10.1.1.0. It needs a route

to the remote network 10.2.0.0. Router B knows about the directly connected networks 10.2.0.0

and 10.1.1.0; it needs a route to the remote network 172.16.1.0. Notice that on router B, the

next-hop IP address of the router A serial interface has been used. On router A, however, the ip
route command specifies the exit interface.

Copyright © 2004, Cisco Systems, Inc.
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Configuring a Static Default Route

This topic explains when to use a static default route and describes its configuration.

Configuring a Static Default Route

_Internet

~—_ | ip route 172.16.1.0 255.255.255.0 sO
ip route 0.0.0.0 0.0.0.0 192.168.1.1

} ip route 0.0.0.0 0.0.0.0 10.1.1.1

RouterA# show ip route

text omitted

Gateway of last resort is not set

[+ 172.16.1.0 is directly connected, Ethernet0
c 10.1.1.0 is directly connected, Seriall

8% 0.0.0.0/0 [1/0] wvia 10.1.1.1

420

2004 Cisco Systems, Inc. All rights reserved. BSCI21 2.6

In some circumstances, a router does not need to recognize remote networks at all. The router is
configured to send all traffic, or all traffic for which there is no entry in the routing table, in a
particular direction known as a default route. Default routes are either dynamically advertised
using routing protocols or are statically configured.

To create a static default route, use the normal ip route command. However, the destination
network and its subnet mask are both 0.0.0.0. This address is a type of wildcard designation;
any destination network will match. Because the router tries to match the longest common bit
pattern, a network listed in the routing table is used before the default route. If the destination
network is not listed in the routing table, then the default route is used.

Example

In the figure, on router A, the static route to the 10.2.0.0 network has been replaced with a static
default route pointing to router B. On router B, a static default route has been added pointing to
its Internet service provider (ISP). Traffic from a device on the router A 172.16.1.0 network
bound for a network on the Internet is sent to router B. Router B recognizes that the destination
network does not match any specific entries in its routing table and sends that traffic to the ISP.
It is then the responsibility of the ISP to route that traffic to its destination.

To reach the 172.16.1.0/24 network, router B still needs a static route pointing out its serial 0
interface.
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Principles of Dynamic Routing

Dynamic routing allows the network to adjust to changes in the topology automatically, without
administrator involvement. This topic describes standard dynamic routing principles. The
network statement is a necessary part of configuring most IP routing protocols, but its function
is often misunderstood. This topic also examines the effect of the network statement on various
protocols.

Principles of Dynamic Routing

Iternet

192.168.1.1

10.1.1.1
172.16.1.0 /24

router rip
network 10.0.0.0
ip route 0.0.0.0.0.0.0.0 serial 1

router rip
network 172.16.0.0
network 10.0.0.0

2004 Cisco Systems, Inc. All rights reserved. BSCI21 2.7

040 080

A static route cannot respond dynamically to changes in the network. If a link fails, the static
route is no longer valid if it goes through that failed link. A new static route must be
configured. If a new router or new link is added, that information must also be configured on
every router in the network. In a very large or unstable network, these changes can lead to
considerable work for network administrators. It can also take a long time for every router in
the network to receive the correct information. In situations like these, it may be better to have
the routers receive information about networks and links from each other using a dynamic
routing protocol.

When using a dynamic routing protocol, the administrator configures the routing protocol on
each router. The routers then exchange information about the reachable networks and the state
of each network. Routers exchange information only with other routers running the same
routing protocol. When the network topology changes, the new information is dynamically
propagated throughout the network, and each router updates its routing table to reflect the
changes. Some examples of dynamic routing protocols are as follows:

m  Routing Information Protocol (RIP)

m  Enhanced Interior Gateway Routing Protocol (EIGRP)

m Intermediate System-to-Intermediate System (IS-IS) Protocol
m  Open Shortest Path First (OSPF)

m  Border Gateway Protocol (BGP)
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The distance to the network, which is called the metric or cost, is included in the information
exchanged by routers. Different routing protocols base their metric on different measurements:
hop count, interface speed, or more complex metrics. Most routing protocols maintain
databases containing all the networks that each routing protocol recognizes and all the paths to
each network. If a router recognizes more than one way to reach a network, it will compare the
metric for each different path and choose the path with the lowest metric. If there are multiple
paths with the same metric, a maximum of six can be installed in the routing table, and the
router can perform load balancing between them. Interior Gateway Routing Protocol (IGRP)
and EIGRP can also perform load balancing between unequal-cost paths.

To configure an IP dynamic routing protocol, use the router protocol command. Protocols
other than RIP also require specification of either an autonomous system or a process number.
For every protocol except IS-IS and BGP, you will also need the network command under the
router configuration mode.

For RIP, IGRP, EIGRP, and OSPF, the network command tells the router which interfaces are
participating in that routing protocol. Any interface that has an IP address that falls within the
range specified in the network statement is considered active for that protocol. In other words,
the router sends updates from the specified interfaces and expects to receive updates from the
same interfaces. Some protocols will look for neighbors by sending hello packets out those
interfaces. Thus, because a network statement identifies interfaces on the local router, it is
configured only for directly connected networks. A router also originates advertisements for the
networks connected to the specified interfaces.

RIP and IGRP use only major classful networks to determine the interfaces participating in the
protocol. EIGRP and OSPF permit exact specification of interfaces with a combination of a
subnet or interface address and a wildcard mask.

The network statement functions differently in BGP. BGP requires its neighbors to be statically
configured. The network statement in BGP notifies the router to originate an advertisement for
that network. Without a network statement, BGP passes along advertisements it receives from
other routers, but does not originate any network advertisements itself. In BGP, the network
listed in the network statement does not have to be a directly connected network because it is
not identifying interfaces on the router as it would in other protocols.

Integrated IS-IS does not use the network statement. Instead, interfaces participating in the
IS-IS routing process are identified under the interface configuration mode.
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Example

As an example, the previous figure showed the commands necessary to configure RIP to run on
routers A and B. Router A has two directly attached networks and needs RIP to search for
neighbors on both of those interfaces. Therefore, network statements are configured for both
the 172.16.1.0 network and the 10.1.1.0 network. Router A sends RIP packets out interfaces EO
and S0. The neighbors also receive an advertisement for the networks that are attached to those
interfaces.

Router B also has two directly attached networks. However, router B wants only the network it
shares with router A to participate in RIP. Therefore, a network statement is configured

only for the 10.1.1.0 network. Router B has a static default route pointing toward its ISP to
reach other networks. Router B sends RIP packets out its interface serial 0, but not out interface
serial 1. It does not advertise the 192.168.1.0 network attached to serial 1 or the static default
route unless specifically configured to do so.
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Principles of On-Demand Routing

This topic describes On-Demand Routing (ODR), which is a Cisco proprietary alternative to
static routes.

Principles of On-Demand Routin

Internet
T
-~

172.16.2.0

172.16.1.0

172.16.3.0 )
172.16.2.0

2004 Cisco Systems, Inc. All rights reserved. BSCI21 2.8

A drawback to static routes is that they must be manually configured and updated when the
network topology changes. A drawback to dynamic routing protocols is that they use network
bandwidth and router resources. In a hub-and-spoke network with hundreds of spokes, both the
configuration needed for static routes and the resource usage of dynamic routing could be
considerable.

There is a third option—ODR. ODR uses the Cisco Discovery Protocol (CDP) to carry network
information between spoke (stub) routers and the hub. ODR provides IP routing information
with minimal overhead compared to a dynamic routing protocol. ODR requires less manual
configuration than static routes.

ODR is applicable in a hub-and-spoke topology only. In this type of topology, each spoke
router is adjacent only to the hub. Another term for this topology is “stub router.” The stub
router may have some LAN networks connected to it and typically has a WAN connection to
the hub router. The hub router needs to recognize the networks connected to each spoke but the
spokes need only a default route pointing to the hub.

When ODR is configured, the stub routers use CDP to send IP prefix information to the hub
router. Stub routers send prefix information for all their directly connected networks. ODR
reports the subnet mask, so it supports variable-length subnet masking (VLSM).

The hub router, in turn, sends a default route to the spokes that point back to itself. It installs
the stub networks reported by ODR in its routing table, and the hub router can be configured to
redistribute them into a dynamic routing protocol. For a next-hop address, the hub router uses
the IP address of the spoke routers as reported to it by CDP.

2-12 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



ODR is not a true routing protocol because the information exchanged is limited to IP prefixes
and a default route. There is no metric information reported by ODR; the hub router uses a hop
count of one as the metric for all routes reported via ODR. However, by using ODR, routing
information for stub networks can be obtained dynamically without the overhead of a dynamic
routing protocol, and default routes can be provided to the stub routers without manual
configuration.
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Configuring ODR

ODR is an attractive alternative to static routing because of the simple configuration required.
This topic describes how to configure ODR.

Configuring On-Demand Routinﬁ

cdp
enable

172.16.1.0
172.16.3.0

172.16.2.0

Ensure that CDP is enabled on the appropriate interfaces for;
each router by using the interface command: cdp enable. ¢

2004 Cisco Systems, Inc. All rights reserved. BSCI21 2.9

The configuration of ODR is done on the hub router using the global router odr command.

On the stub router, no IP routing protocol must be configured. In fact, from the standpoint of
ODR, a router is automatically considered a stub when no IP routing protocols have been
configured.

You may want to tune ODR with some of the optional commands. A distribute list can be
placed in the router configuration mode to control the network information that is recognized
through ODR. The ODR timers can be adjusted with the timers basic command in router
configuration mode.

Because the spoke routers receive only a default route from the hub router, all network
information beyond their own stub networks is hidden from them. If information about the stub
networks needs to be propagated to other parts of the enterprise, it can be redistributed into
dynamic routing protocols by the hub router with an appropriate metric.

ODR relies on the CDP to carry the information between the hub router and the spoke routers.
Therefore, CDP must be enabled on the links between the hub router and spokes. Cisco routers
by default have CDP enabled both globally and per interface. However, on some WAN links,
such as ATM, CDP must be explicitly enabled.

The CDP updates are sent as multicasts. On WAN links that require mappings, such as dialer
links and Frame Relay, it is important to use the broadcast keyword in the mapping statements.
Allowing broadcasts also allows multicasts across the link. CDP uses Subnetwork Access
Protocol (SNAP) frames, so it will run on all media that support SNAP.
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CDP updates are sent every 60 seconds by default. This setting may be too infrequent in rapidly
changing networks or too frequent in stable ones. The timers can be adjusted by the cdp timer

global command.

CDP settings can be verified by using the show cdp interface command.

Example

Configuring On-Demand Routing ’Cont.g

Routing table with ODR routes:

Router B#show ip route
<output omitted>

172.16.0.0/16 1s subnetted, 4 submets
o 172.16.1.0/24 [160/1] via 10.1.1.2,
o 172.16.2.0/24 [160/1] via 10.2.2.2,
o 172.16.3.0/24 [160/1] via 10.3.3.2,
o 172.16.4.0/24 [160/1] via 10.4.4.2,

00
00
00
00

:00:23,
:00:03,
:00:16,
:00:45,

Serial®
Seriall
Serial2
Serial3

BSCI21 210

Once ODR is configured and running, routes from the stub routers are identified in the routing

table at the hub router with an o character. Notice in the example that the metric is 1 and the

administrative distance for ODR is 160.

The routing table for each of the spoke routers contains only its connected networks and a static
default route injected by ODR from the hub router.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

- Configure static routes to keep manual control of
routing change updates and to eliminate routing
update overhead.

- Static routes are used for stub networks and backup
routes for dynamic routing protocols.

+ Configure static routes and static default routes using
the Cisco I0S command ip route.

+ Configure dynamic routing to allow the routing
protocol to automatically adjust for topology changes
and perform routing communication for table entry
updates.

Summary (Cont.)

* Use the router protocol command to select the
dynamic routing protocol; use the network command
with RIP, IGRP, EIGRP, and OSPF.

* For hub-and-spoke topologies, Cisco-proprietary ODR
is an alternative to static routes or dynamic routing.

* ODR uses CDP to provide automatic routing updates
with minimal overhead.

2-16 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QIl)  Which two statements about static routing are true? (Choose two.)

A) A static route must be manually configured.

B) A router will dynamically update static routing information.

O) Static and dynamic routes cannot be used on the same router.

D) When used appropriately, static routes can help a network perform more
efficiently.

Q2)  Which two statements are true? (Choose two.)

A) A static route needs to be configured on one end of the link only; the router on
the other end will autodetect the route by default.

B) When the distance option is used with the ip route command, the router
assigns that figure as the metric for the route.

O) Static routes are one-way only and must be configured on both ends of a link.

D) In the ip route command, either the next-hop IP address or the exit interface

can be specified.

Q3)  Which three components are parameters of the ip route command?

(Choose three.)
A) the local network address and subnet mask
B) the remote network address and subnet mask

C) both the local router exit interface and the next-hop IP address
D) either the local router exit interface or the next-hop IP address

E) an optional administrative distance value

Q4)  In which two instances is it appropriate to use a default route?

(Choose two.)

A) All traffic to remote networks must go to the same next-hop router.
B) There are many exit points from the network.

O) The router does not need to know about all the remote networks.
D) The router needs to be able to recognize all the remote networks.

Q5)  Which two are metrics of a dynamic routing protocol? (Choose two.)

A) always tells the number of hops between the network and the local router
B) is a measurement of the monthly charge for the line

O) varies by protocol

D) is the distance to the network from the local router
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Qo)

Q7

Q8)

Q9)

Q10)

Q1)

What is the maximum number of equal-cost paths that a router can install in its IP
routing table?

A) one
B) three
O) four
D) six

Which two statements identify the purpose of the network statement in EIGRP?
(Choose two.)

A) tells the router to originate advertisements for that network
B) specifies the local interfaces participating in EIGRP
O) specifies the remote networks that should be advertised

D) tells the router to search for neighbors outside of that interface

What are two functions of the network statement in BGP? (Choose two.)
A) it tells the router to originate advertisements for that network

B) it specifies the local interfaces participating in EIGRP

C) it specifies the remote networks that should be advertised

D) it tells the router to search for neighbors outside of that interface

Which two statements about ODR are true? (Choose two.)
A) ODR is used in a hub-and-spoke topology.
B) ODR is a classful routing protocol.

O) Spoke routers send a default route to the hub router, and the hub router sends
network information to the spokes.

D) Spoke routers send information about their networks to the hub router, and the
hub router sends a default route to the spokes.

Which protocol does ODR use to carry its network information?

A)  RIP

B)  X.25
C) VTP
D)  CDP

Which configuration task must you perform on the spoke routers when you are using
ODR?

A) You must start ODR by using the router odr command.
B) You must tag the networks to be advertised as ODR routes.

O) No configuration is necessary on the stub router.
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Quiz Answer Key

Qo) A, D
Relates to:
Q2) C,D
Relates to:
Q3) B,D,E
Relates to:
Q4) aAcC
Relates to:
Q5) «¢bp
Relates to:
Q6) D
Relates to:
Q7) B,D
Relates to:
Q8) A.C
Relates to:
Q9) A, D
Relates to:
Q10) D
Relates to:
Qll1) ¢
Relates to:

Principles of Static Routing

Principles of Static Routing

Principles of Static Routing

Configuring a Static Default Route

Principles of Dynamic Routing

Principles of Dynamic Routing

Principles of Dynamic Routing

Principles of Dynamic Routing

Principles of On-Demand Routing

Configuring On-Demand Routing

Configuring On-Demand Routing
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Characteristics of Routing
Protocols

Overview

Routing protocols share many features with each other, but they can be classified into different
categories, such as link state, distance vector, or a hybrid of these two. IP routing protocols can
also be classified as either classful or classless. This lesson examines the characteristics and
operations of classful and classless routing protocols.

Relevance

Most modern networks use one of the classless routing protocols. With an understanding of
classless behavior, administrators are able to make the most efficient use of these protocols.
Classful routing protocols are older protocols; however, you must understand them in the
context of current networking requirements. Some classless routing protocols behave classfully
by default. Therefore, it is important to understand classful behavior, such as automatic
network boundary summarization and classful protocol interpretation of the routing table.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Describe the concepts of classful routing protocols
m  Describe automatic network boundary route summarization in a classful routing protocol
m Interpret a classful routing table
m  Identify concepts of classless routing protocols
m  Discuss network boundary route summarization in a classless routing protocol
m  Contrast the effects of the auto-summary and no auto-summary commands
m  Describe the RIPv] method of distance-vector routing

m Identify the characteristics and configurations of RIPv2



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

B CCNA certification or equivalent knowledge and experience

Outline

The outline lists the topics included in this lesson.

Outline

* Overview
- Classful Routing Protocol Concepts

Classful Routing Protocol
+ Examining a Classful Routing Table
Classless Routing Protocol Concepts

RIPv2 and EIGRP

+ Characteristics of RIPv1

» Characteristics and Configuration of RIPv2
* Summary

* Quiz

ﬂ

+ Automatic Network Boundary Summarization in a

- Automatic Network Boundary Summarization Using

* The auto-summary Command for RIPv2 and EIGRP

BSCI21 2.3
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Classful Routing Protocol Concepts

This topic reviews the concepts that determine how classful routing protocols work.

Concepts of Classful Routing
ﬂ

+ Classful routing protocols do not include the subnet
mask with the route advertisement.

* Within the same network, consistency of the subnet
masks is assumed.

* Network boundary summarization is done
automatically.

- Example of classful routing protocols:
— Routing Information Protocol version 1 (RIPv1)
— Interior Gateway Routing Protocol (IGRP)

s, Inc. Allrights reserved BSCI21 24

When classful protocols were originally developed, networks were very different from those
used now. The best modem speed was 300 bps, the largest WAN line was 56 kbps, router
memory was under 640 KB, and processors were running in the kHz range. Routing updates
had to be small enough not to monopolize the WAN link bandwidth. In addition, routers did not
have the resources to maintain up-to-date information about every subnet.

A classful routing protocol does not include subnet mask information in its routing updates.
Because no subnet mask information is known, when a classful router sends or receives routing
updates, the router makes assumptions about the subnet mask being used by the networks listed
in the update. These assumptions are based on IP address class. Upon receiving a routing
update packet, a router running a classful routing protocol does one of the following to
determine the network portion of the route:

m  If the routing update information contains the same major network number as configured
on the receiving interface, the router applies the subnet mask that is configured on the
receiving interface.

m  If the routing update information contains a different major network than the one
configured on the receiving interface, the router applies the default classful mask by
IP address class. The IP address classes and their default classful masks are as follows:

— For Class A addresses, the default classful mask is 255.0.0.0.
— For Class B addresses, the default classful mask is 255.255.0.0.
— For Class C addresses, the default classful mask is 255.255.255.0.
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All subnets of the same major network, Classes A, B, and C, must use the same subnet mask
when using a classful routing protocol. Otherwise, routers may assume incorrect subnet
information. Routers running a classful routing protocol perform automatic route
summarization across network boundaries.
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Automatic Network Boundary Summarization in a
Classful Routing Protocol

Classful routing protocols make assumptions about networks based on their IP address class.
These assumptions lead to automatic summarization of routes when routers send updates across
major classful network boundaries. This topic describes the summarization of routes and how
updates are sent across network boundaries.

Network Summarization in Classful

Routing
ﬂ

10.1.0.0!16(;-}/_13 10.2.0.0/16 E‘T‘% 172.16.2.0 g&-Z=y 172.16.1.0

10.1.0.0 |«—»| 10.1.0.0
>—»| 10.0.0.0
+—>
<+

10.2.0.0 |[+—»| 10.2.0.0

172.16.1.0
17216.00 |+—<| 475'1e 00

172.16.1.0
172.16.2.0

- Summary routes are exchanged between
foreign networks.

* Summary routes are automatically created at
Class A, B, and C network boundaries.
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Routers send update packets from their interfaces to other connected routers. The router sends
the entire subnet address when an update packet involves a subnet of the same classful network
as the IP address of the transmitting interface. The router assumes that the network and the
interface use the same subnet mask.

The router that receives the update also makes the same assumption. If that route was using a
different subnet mask, then the router would have incorrect information in its routing table.
Thus, when using a classful routing protocol, it is important to use the same subnet mask on all
interfaces belonging to the same classful network.

When a router using a classful routing protocol sends an update regarding a subnet of a classful
network across an interface belonging to a different classful network, the router assumes that
the remote router will use the default subnet mask for that class of IP address. Therefore, when
the router sends the update, it does not include the subnet information. The update packet
contains only the classful network information. This process is autosummarization across the
network boundary. The router sends a summary of all the subnets in that network by sending
only the major network information. Classful routing protocols automatically create a classful
summary route at major network boundaries. Classful routing protocols do not allow
summarization at other points within the major network address space.
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The router that receives the update behaves in a similar fashion. When an update contains
information about a different classful network than the one in use on its interface, the router
applies the default classful mask to that update. The router must determine the correct subnet
mask to apply because the update does not contain subnet mask information.

Example

In the figure, router A advertises the 10.1.0.0 subnet to router B because the interface
connecting them belongs to the same major classful 10.0.0.0 network. Router B uses a 16-bit
subnet mask on the interface between itself and router A. When router B receives the update
packet, it assumes that the 10.1.0.0 subnet uses the same 16-bit mask as the one used on its
10.2.0.0 subnet.

Routers B and C include the subnet information when they exchange information about the
172.16.0.0 network because the interface connecting them belongs to the same major classful
172.16.0.0 network. Therefore, the routing table of router B has information about all the
subnets that are in use in the network.

However, router B summarizes 10.1.0.0 and 10.2.0.0 subnets to 10.0.0.0 before sending the
routing information to router C. This summarization occurs because the update crosses a major
network boundary. The update goes from a subnet of network 10.0.0.0, subnet 10.2.0.0, to a
subnet of another major network, network 172.16.0.0.

Router B summarizes the 172.16.1.0 and 172.16.2.0 subnets to 172.16.0.0 before sending them
to router A. Therefore, the routing table of router A contains summary information about only
the 172.16.0.0 network. The routing table of router C contains summary information about only
the 10.0.0.0 network.
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Classful Subnet Issues

10.2.00 &7y 172.16.2.0 '%‘ ‘:i 172.16.1.0 iﬁ;?; 10.3.0.0
S0 s1

10.2.0.0 —| 10.0.0.0 SO
10.0.0.0 S1 |«— 10.3.0.0

172.16.1.0 |+—| 172.16.1.0 172.16.1.0
172.16.2.0 172.16.2.0 [—» | 172.16.2.0

- All router interfaces within the same network
must have the same subnet mask.

* This approach may not fully use available
allocation of host addresses.

* All subnets of the same major network must
be contiguous.
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Discontiguous subnets occur when a different major network separates subnets of a major
network. In the figure, router D has a subnet of the 10.0.0.0 network connected to it. It is
important to notice the router C routing table. It has two summary routes to the 10.0.0.0
network: one through router B and one through router D. Because these paths have equal
metrics, both paths are installed in the routing table. Router C attempts to perform load
balancing over both paths. Traffic does not always reach its destination. Router C has a 50-50
chance of correctly routing the packets to a subnet of network 10.0.0.0. For example, router C
would not know exactly which interface (serial 0 or serial 1) to use to reach the 10.2.0.0 and
10.3.0.0 subnets.

For this reason, do not permit discontiguous subnets when using classful routing protocols. All
subnets of the same major network must be contiguous. Discontiguous subnets are not visible
to each other because subnets are not advertised across the network boundary. A classful
routing protocol assumes that it has knowledge of all existing subnets of a major classful
network.

When you are performing subnetting while using classful routing protocols, assign all subnets
of the same major network to the same subnet mask. This technique is called fixed-length
subnet masking (FLSM). FLSM ensures consistency for correctly advertised subnetwork
routes. However, the consistency of a subnet mask has a potential disadvantage from the
standpoint of efficient address allocation. For example, a 27-bit mask allocates the proper
number of host addresses for an Ethernet segment needing 30 hosts; however, 30 addresses are
not used on a point-to-point serial link. A point-to-point serial link requires only two addresses.
Therefore, 28 addresses are wasted.
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Examining a Classful Routing Table

This topic describes the features of the classful routing table.

Interpreting the IP Routing Table with a

Classful Protocol
lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl‘IIIIIIIIIIEE:!E:EIIIIII

plr3# show ip route

<output omitted>

Gateway of last resort is 0.0.0.0 to metwork 0.0.0.0
10.0.0.0/24 1is submnetted, 3 submets,
10.1.1.0/24 [120/1] via 10.1.2.2, 00:00:05, Ethermet®
10.1.2.0/24 1s directly connected, Ethernet0O
10.1.3.0/24 [120/2] via 10.1.2.2, 00:00:05, Ethermet®
192.168.24.0/24 [120/2] via 10.1.2.2, 00:00:16, Ethernet®
172.16.0.0/16 [120/3] via 10.1.2.2, 00:00:16, Ethermet0
* 0.0.0.0/0 [120/3] via 10.1.2.2, 00:00:05, Ethermet(

Wowmaw

Where will the router send traffic bound for the
following destinations?

©192.168.24.3

©172.16.5.1

©10.1.2.7

*200.100.50.0
10.2.2.2

BSCI21 2.7

Autosummarization can be viewed by looking at the IP routing table. This topic examines the
routing table and how a classful routing protocol forwards traffic.

This figure shows an example of the output from the show ip route command executed on a
router running Routing Information Protocol (RIP). What would the router do with traffic that
is bound for various destinations? Some examples of traffic destinations are as follows:

m 192.168.243

m 172.16.5.1

m 10.1.2.7

®  200.100.50.0
m 10222

The routing table contains routes to the first three destination networks in the bulleted list.
There is no route to the fourth destination, 200.100.50.0, but there is a default route. The router
uses the default route for the fourth destination.

The fifth destination, 10.2.2.2, is bound for an unknown subnet of a major network that is in the
routing table. By default, a classful routing protocol assumes that it knows about all subnets of
a network in its routing table. It discards traffic routed to any unknown subnets, so the packet to
10.2.2.2 is discarded by default.

The behavior of the classful routing protocol changes when you are using the ip classless
command.
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The IP Classless Command

|Router(config)# ip classless |

* Replaces the default behavior of classful routing
protocols to match against only known subnets of
a major network

* Changes default behavior of classful routing
protocol for unknown subnets

* On by default in Cisco I0S Release 12.0 and later

* Has no effect on most classless routing protocols
because they use the longest-match criterion
by default

Inc. Allrights reserved BSCI21 2.8

The ip classless command causes a classful routing protocol to evaluate all packets using the
longest-match criterion. The evaluation occurs even when the destination is an unknown subnet
of a known network. It changes the default behavior of the classful protocol. Instead of
discarding traffic bound for unknown subnets of a known classful network, a router tries to
match the largest number of bits possible against the route in its routing table. A default route
matches any destination. As a last resort, the router will use the default route rather than
dropping the packet. Thus, in the previous example, the ip classless command will cause traffic
bound for 10.2.2.2 to take the default route. The ip classless command is on by default in Cisco
IOS Software Versions 12.0 and later.

Note Routers using the longest-match criterion make routing decisions by matching the largest
number of bits possible in the destination network.
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Classless Routing Protocol Concepts

This topic identifies concepts of classless routing protocols.

Classless Routing Overview
ﬂ

* Classless routing protocols include the subnet mask
with the route advertisement.

* Classless routing protocols support VLSM.

* Summary routes can be manually controlled within
the network.

- Example of classless routing protocols are as
follows:
— OSPF
— EIGRP
~ RIPv2
- 1S-IS
- BGPv4

s, Inc. Allrights reserved BSCI21 2.9

Classless routing protocols can be considered second-generation protocols because they are
designed to address some of the limitations of the earlier classful routing protocols. One of the
most serious limitations in a classful network environment is that the subnet mask is not
exchanged during the routing update process, thus requiring the same subnet mask to be used
on all subnetworks within the same major network. Routing Information Protocol version 2
(RIPv2), Enhanced Interior Gateway Routing Protocol (EIGRP), Open Shortest Path First
(OSPF), Intermediate System-to-Intermediate System (IS-IS) Protocol, and Border Gateway
Protocol version 4 (BGP4) are classless routing protocols.

With classless routing protocols, different subnets within the same major network can have
different subnet masks. The use of different subnet masks within the same major network is
referred to as variable-length subnet masking, or VLSM. If more than one entry in the routing
table matches a particular destination, the longest prefix match in the routing table is used. For
example, if a routing table has different paths to 172.16.0.0/16 and to 172.16.5.0/24, packets
addressed to 172.16.5.99 would be routed through the 172.16.5.0/24 path because that address
has the longest match with the destination network.

Another limitation of the classful approach is the need to automatically summarize to the
classful network boundary at major network boundaries. In the classless environment, the route
summarization process can be controlled manually and can usually be invoked at any bit
position within the address. Because subnet routes are propagated throughout the routing
domain, manual route summarization may be required to keep the size of the routing tables
manageable.
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Example

Classless Subnetting Requirements

192.168.5.129 /27

A requirement for only
two host addresses:
VLSM support
accomodates this

\ 192.168.5.209 /30

192.168.5.33 /27 192.168.5.65 /27 x

* Router interfaces within the same network can have
different subnet masks: VLSM is supported.

* This approach maximizes allocation of available
host addresses.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 210

With classful routing protocols, a consistent subnet mask must be applied to all router
interfaces within the same major network, resulting in inefficient use of host addresses.
Classless routing protocols allow VLSM, which enables a more appropriate allocation of
address space. The subnet mask can be customized to allow the appropriate number of hosts in
a network.

In the figure, the serial link is configured with a subnet mask of /30, which properly supports
the point-to-point serial link requirement for only two host addresses. Meanwhile the Ethernet
links are configured with a subnet mask of /27, which supports up to 30 host addresses each.
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Automatic Network Boundary Summarization
Using RIPv2 and EIGRP

Some classless routing protocols behave like classful ones in the way they treat the
advertisement of subnets. This topic examines network summarization in those protocols.

Automatic Network Boundary Summarization

192.168.14.16

255.255.255.240
172.16.5.0/24 172.16.6.0/24
172.16.7.0/124 ’:;-gx e P ﬁ’\f‘f—{ » 172.16.9.0/24

EIGRP advertises EIGRP advertises
172.16.0.0/16 172.16.0.0/16

* EIGRP on both router A and router B advertises a
summarized route to 172.16.0.0/16.

* Router C receives two routes to 172.16.0.0/16.

* Router A or B, or both, should be configured to not
summarize.
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A routing protocol that is classless does not automatically advertise every subnet. By default,
classless routing protocols, such as RIPv2 and EIGRP, perform automatic network
summarization at classful boundaries, just like a classful protocol does. Automatic
summarization enables RIPv2 and EIGRP to be backward compatible with their predecessors,
Routing Information Protocol version 1 (RIPv1) and Interior Gateway Routing Protocol
(IGRP).

The difference between these protocols and their predecessors is that you can manually turn off
automatic summarization. To turn off automatic summarization, use the no auto-summary
command under the routing process. This command is not needed when you are using OSPF or
IS-IS because neither protocol performs automatic network summarization by default.

Example

The automatic summarization behavior can cause problems in a network that has discontiguous
subnets or if some of the summarized subnets are unreachable via the advertising router. If a
summarized route indicates that certain subnets are reachable via a router, when in fact those
subnets are discontiguous or unreachable via that router, the network may have problems
similar to those caused by a classful protocol. For example, in the figure, both router A and
router B are advertising a summarized route to 172.16.0.0/16. Router C therefore receives two
routes to 172.16.0.0/16 and cannot identify which subnets are attached to which router.
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You can resolve this problem by disabling automatic summarization when running RIPv2 or
EIGRP. Classless routers use the longest prefix match when selecting a route from the routing
table; therefore, if one of the routers advertises without summarizing, the other routers would
see subnet routes as well as the summary route. The other routers could then select the longest
prefix match and follow the correct path. For example, in the preceding figure, if router A
continues to summarize to 172.16.0.0/16 and router B is configured not to summarize, then
router C would receive explicit routes for 172.16.6.0/24 and 172.16.9.0/24 along with the
summarized route to 172.16.0.0/16. All traffic for router B subnets would be sent to router B,
while all other traffic for the 172.16.0.0 network would be sent to router A. This treatment of
traffic would apply for any other classless protocol.
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The auto-summary Command for RIPv2
and EIGRP

This topic examines the behavior of the auto-summary command in various routing protocols.
It contrasts the effects of the auto-summary command and the no auto-summary command.

Effect of the auto-summary Command

RIPv2 Network with Default Behavior
EIGRP

172.16.2.0/24 g7

— 1721620 | —| 172.16.00 |

Routing Table
172.16.0.0M16

Routing Table
172.16.2.0/24
OSPF Network 172.16.1.0/24

172.16.2.0/124 57

B
—{17216.2.0124 | —|172.16.2.0/24 |

172.16.1.0124
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The default behavior for RIPv2, EIGRP, and BGP is to summarize networks at major classful
boundaries, even though the subnet mask information is contained in routing updates.

In the RIPv2 network illustration, router B is attached to subnet 172.16.1.0/24. Therefore, if
router B recognizes any network on this interface that is also a subnet of the 172.16.0.0
network, it will correctly apply the subnet mask of 255.255.255.0 to that recognized network.

However, notice how router C, which is attached to router B via the 192.168.5.0/24 network,
handles routing information about network 172.16.0.0. Router B automatically summarized the
172.16.1.0/24 and 172.16.2.0/24 subnets to 172.16.0.0 before sending the route to router C,
because it was sent over an interface in a different network. Rather than using the subnet mask
known to router B (/24), router C applied the default classful mask for a Class B address (/16)
when it received information about 172.16.0.0.
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Effect of the no auto-summary Command
(Cont.)

RIPv2 Network with "no auto-summary"
EIGRP

172.16.2.0/24 % 172.16.1.0/24 % 192.168.5.0/24 ?

—172.16.2.0124| —[172.16.1.0/24 |

:_l 172.16.2.0/24 | Routing Table
172.16.2.0/24
172.16.1.0/24

Routing Table
172.16.2.0/24
172.16.1.0/24

OSPF Network
1?2.16.2.0!24% 172.161 .0!24% 192.168.5.0/24 é

—1172.16.2.0/24 | —{172.16.2.0/24 |

172.16.1.0/24
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In the OSPF network illustration, router B passes the subnet and subnet mask information to
router C, and router C puts the subnet details into its routing table. Router C does not need to
use default classful masks for the received routing information because the subnet mask is
included in the routing update, and OSPF does not automatically summarize networks.

When automatic summarization is disabled, RIPv2, EIGRP, and BGP forward subnet
information, even over interfaces belonging to different major networks. In the figure,

automatic summarization has been disabled. Notice that now the routing table is the same for
both the RIPv2 and the OSPF routers.

Example
Use the following example to disable automatic summarization in RIP:

router (config)# router rip
router (config-router)# version 2

router (config-router)# no auto-summary

Use the following example to disable automatic summarization in EIGRP and BGP:

router (config)# router eigrp [as #]
router (config)# router bgp autonomous-system-number

router (config-router)# no auto-summary
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Characteristics of RIPv1

RIP is a distance vector routing protocol. This topic describes the features of RIPv1.

Characteristics of RIP Version 1

g.

Ba - ﬁ

=7 . 192kps —» =

* Maximum 6 paths (default =4) - Classful, no VLSM support

* Hop-count metric selects - Broadcast updates

the path * No authentication support
* Routes update every

30 seconds
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RIPv1 is described in RFC 1058. Key characteristics of RIPv1 include:
m  Hop count is used as the metric for path selection.

®  The maximum allowable hop count is 15.

m  Routing updates are broadcast every 30 seconds by default.

m  RIP is capable of load balancing over as many as six equal-cost paths—four paths by

default.

RIPv1 is a classful routing protocol that does not send the subnet mask in its updates.
Therefore, RIPv1 does not support VLSM.
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Characteristics and Configuration of RIPv2

This topic describes the characteristics of RIPv2 and provides configuration information.

Characteristics of RIPv2
ﬂ

RIPVv2 is the same as RIPv1 with the
following exceptions:

+ Defined in RFC 1721, 1722, and 2453
* Is a classless routing protocol
* Multicasts rather than broadcasts updates

+ Sends mask in the update and therefore
supports VLSM

* Supports manual route summarization

+ Supports Message Digest 5 (MD5) or clear
text authentication

2004 Cisco Systemns, Inc. All rights reserved BSCI21 215

RIPV2 is a classless distance vector protocol, defined in RFCs 1721, 1722, and 2453. The
purpose of RIPv2 is to update and enhance the RIPv1 protocol. The most significant addition to
RIPv2 is the inclusion of the mask in the RIPv2 routing update packet. By sending the mask,
RIPv2 has the following capabilities:

m  C(lassless routing
= VLSM

®  Manual route summarization

Additionally, RIPv2 uses multicast addressing for more efficient periodic updating on each
interface. RIPv2 uses the 224.0.0.9 multicast address to advertise to other RIPv2 routers. This
approach is more efficient because when RIPv1 uses a 255.255.255.255 broadcast address, all
devices including PCs and servers will process this packet. They will perform the checksum on
the Layer 2 packet and pass it up their IP stack. IP will send the packet to the User Datagram
Protocol (UDP) process, and UDP will check to see if RIP port 520 is available. Most PCs and
servers will not have any process running on this port and will discard the packet. RIP can fit
up to 25 networks and subnets in each update, and updates are dispatched every 30 seconds. If
the routing table had 1000 subnets, 40 packets would be dispatched every 30 seconds (80
packets a minute). With each packet being a broadcast, all devices must look at it; most of the
devices will discard the packet.

The IP multicast address for RIPv2 has its own multicast MAC address. Devices that can
distinguish between a multicast and a broadcast at the MAC layer read the start of the Layer 2
frame and determine that the destination MAC address is not for them. They can then discard
all these packets at the interface level and not use CPU resources or buffer memory for these
unwanted packets. Even on devices that cannot distinguish between broadcast and multicast at
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Layer 2, the worst that will happen is that the RIP updates will be discarded at the IP layer
instead of being passed to UDP, because those devices are not using the 224.0.0.9 address.

Security was added between RIP routers using message-digest or clear-text authentication and
is implemented at the interface configuration mode. Security features are not covered in this
course.

Note RIP is sometimes used as a gateway discovery technique in TCP/IP services, such as UNIX
and Windows.
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RIPv2 Configuration Commands

|Router(config)# router rip |

- Starts the RIP routing process, version 1
by default

|Router(config-router)# version 2 |

* Defines RIPv2 on the router

|Router(config-router)# network network-number |

- Selects participating attached networks

- Requires a major classful network number

Inc. Allrights reserved BSCI21 216

By default, the Cisco IOS software receives both RIPv1 and RIPv2 packets; however, it sends
only RIPv1 packets. To configure the software to send and receive packets from only one
version, use the version {1 | 2} command.

Regardless of the version, a network command is required under the RIP routing process using
the classful network number.
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RIPv2 Configuration Commands ‘Cont.z

Router (config-if)# ip rip send | receive version
1| 2o0r12

* Interface command that specifies which version
of RIP will be sent and received on an individual
interface basis

Router (config-if)# ip summary-address rip network
mask

* Enables manual summarization of RIP routes
on a per-interface basis

* Disable autosummarization with the no auto-
summary command under RIP
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Although the RIP version command controls the overall default behavior of RIP, it may be
necessary to control the version of RIP on a per-interface basis. To control the version of RIP
on each interface, use the ip rip send version and ip rip receive version interface commands.
Version control per interface may be required when you are connecting legacy RIP networks to
newer networks.

By default, automatic summarization across network boundaries is activated for all networks in
both versions of RIP. Manually summarizing routes in RIPv2 improves scalability and
efficiency in large networks. The more specific routes are not advertised, only the summary
routes, thus reducing the size of the IP routing table and allowing the router to handle more
routes.

Networks are automatically summarized at their classful boundaries. Manual summarization is
done at the interface. One limitation of RIPv2 is that routes can be summarized only up to the
classful network boundary. RIPv2 does not support classless interdomain routing (CIDR)-type
summarization to the left of the classful boundary. To summarize RIP routes on nonclassful
boundaries, do the following:

m  Turn off autosummarization using the no auto-summary command under the RIP process.

m  Use the ip summary-address rip interface command and define a network number and
mask that meet the particular requirement.
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RIPv2 Configuration Example

192.168.1.0

172.16.1.0
10.1.1.2 |10.2.2.2

172.16.1.1 | 10.1.141 10.2.2.3 | 192.168.1.1

router rip
network 192.168.1.0
natwork 10.0.0.0

router rip

versicn 2

netwerk 10.0.0.0
interface s3

ip rip send version 1
ip rip receive version 1

router rip
version 2

network 172.16.0.0
network 10.0.0.0
no auto-summary
interface s2 i
ip summary-address rip 172.16.1.0 255,255,255.0
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The figure illustrates how RIPv1 and RIPv2 coexist in the same network. Router A is running
RIPv2, and router C is running RIPv1. Router B runs both versions of RIP to bring the two
versions together. Notice that the ip rip send version 1 and ip rip receive version 1 commands
are required only on interface serial 3 of router B, because RIPv2 is configured as the primary
version for all interfaces. The serial 3 interface has to be manually configured to support RIPv1
so it can connect correctly with router C.

The ip summary-address rip command is configured on router A with the no auto-summary
option. The combination of these two commands allows router A to send the 172.16.1.0 subnet
detail to router B. Because router B is in a different network (10.0.0.0), the default behavior for
router A is to send only the classful summarization (172.16.0.0) to router B.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

Interpret classful routing tables using the show ip route
command

 Classless routing protocols include RIPv2, EIGRP,
OSPF, IS-IS, and BGPv4.

+ Classless routing protocols support VLSM and manual
summarization.

* The no auto-summary command turns off automatic
summarization.

* RIPv1 supports a simple metric with a periodic update.
It is classful and does not support VLSM.

* RIPv2 supports classless routing, VLSM, manual route
summarization, multicast routing updating, and RIPv2
packet authentication.
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.
Q1)  Which two characteristics describe classful routing protocols? (Choose two.)
A) They carry the subnet mask in the routing updates.
B) RIPvI and IGRP are examples.
C) They do not carry the subnet mask in the routing updates.

D) Subnets of the same major network use a variety of subnet masks.

Q2)  Where do classful routing protocols perform automatic network summarization?
A) at locations configured by an administrator
B) at any bit boundary desired
C) across major network boundaries
D) none of the above
Q3) By default, where does a router running a classful routing protocol send traffic bound
for unknown subnets of a major network that is in the routing table?
A) to the network that best matches the route
B) to the default route
O) back to the sender

D) nowhere—discards the packets

Q4)  What is the command to change the default classful lookup behavior?
A) ip forward protocol
B) ip classless
C) no ip classful
D) ip routing

Q5)  Which three protocols are classless routing protocols? (Choose three.)

A)  EIGRP
B)  IGRP
C)  OSPF
D)  RIPV2
E)  RIPvl
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Qo)

Q7

Q8)

Q9)

Q10)

Which two protocols summarize to major network boundaries by default?
(Choose two.)

A)  OSPF
B)  EIGRP
C) IS
D)  RIPV2

What must you do to configure a router running EIGRP so that it advertises subnets
across a classful network boundary?

A) nothing—classless protocol that does not automatically summarize
B) give the ip classless command

O) give the no auto-summary command

D) nothing—no way to accomplish this type of configuration

Which two characteristics are offered by RIPv1? (Choose two.)

A) It is a link-state protocol.

B) It uses hop count as a metric.

C) It has a maximum hop count of 16.

D) It can perform load balancing over six equal-cost paths.
E) It multicasts updates every 30 seconds.

Which two commands are required when configuring route summarization in RIPv2?
(Choose two.)

A) network command with summarized mask
B) no auto-summary under the routing process
C) ip rip send version 2 on the interface

D) ip summary-address rip on the interface

The default behavior of RIP is to send version 1 updates and receive both version 1 and
version 2 updates.

A) true
B) false
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

Q5)

Qo)

Q7

Q8)

Q9)

Q10)

B,C

Relates to:

C

Relates to:

D

Relates to:

B

Relates to:

A,C,D

Relates to:

B,D

Relates to:

C

Relates to:

B,D

Relates to:

A, B,D

Relates to:

B,D

Relates to:

Classful Routing Protocol Concepts

Automatic Network Boundary Summarization in a Classful Routing Protocol

Examining a Classful Routing Table

Examining a Classful Routing Table

Classless Routing Protocol Concepts

Automatic Network Boundary Summarization Using RIPv2 and EIGRP

The auto-summary Command for RIPv2 and EIGRP

Characteristics of RIPv1

Characteristics and Configuration of RIPv2

Characteristics and Configuration of RIPv2
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|IP Routing Protocol
Comparison

Overview

Each IP routing protocol has its own unique characteristics. These protocols also share
characteristics with other protocols. This lesson compares and contrasts the various IP routing
protocols. This lesson also illustrates the qualities of IP routing protocols, such as
administrative distance and floating static routes.

Relevance

An important task for network administrators is determining the appropriate protocol to use and
then configuring it properly. A network runs smoothly and efficiently when you use the correct
routing protocols with the correct configuration. To choose the correct protocols, you must
understand their differences and similarities.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Describe administrative distance in terms of routing protocols
m  Explain floating static routes
m List the requirements for inserting routes into the IP routing table

m  Discuss the routing protocol comparison charts

Learner Skills and Knowledge
To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

B CCNA certification or equivalent knowledge and experience



Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview
« Administrative Distance
* Floating Static Routes

* Criteria for Inserting Routes in the IP Routing
Table

- Comparing Routing Protocol Charts
* Summary
* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCI21 2.3

2-48

Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Administrative Distance

Cisco routers use administrative distance when using more than one routing protocol. This
topic describes the concept and use of administrative distance in terms of routing protocols.

Administrative Distance

Route Source Default Distance

Connected interface 0
Static route 1
EIGRP summary route 5
External BGP 20
Internal EIGRP 90
IGRP 100
OSPF 110
I1S-IS 115
RIPv1, RIPv2 120
External EIGRP 170
Internal BGP 200
Unknown 255 f

BSCI21 24

Most routing protocols have metric structures and algorithms that are not compatible with other

protocols. It is critical for a network using multiple routing protocols to have seamless

exchange of route information and the ability to select the best path across multiple protocols.
Cisco routers use a value called administrative distance to select the best path when they learn

two or more routes to the same destination from different routing protocols.

Administrative distance rates the believability of a routing protocol. Cisco has assigned a
default administrative distance value to each routing protocol supported on its routers. Each
routing protocol is prioritized in the order of most believable to least believable. Some

examples of prioritization are as follows:
m  Prefer manually configured routes (static routes) to dynamically learned routes
m  Prefer protocols with sophisticated metrics to protocols with more deterministic metrics

m  Prefer External Border Gateway Protocol (EBGP) over most other dynamic protocols

In the figure, the table lists the default administrative distance of the protocols supported by
Cisco routers. The administrative distance is a value between 0 and 255. The lower the
administrative distance value, the higher the reliability of the protocol.
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Example

Administrative Distance (Cont.)

10.0.0.0
Network

0143_045

2004 Cisco Systems, Inc. All rights reserved. BSCI21 2.5

For example, if router A receives a route to network 10.0.0.0 from RIP and receives a route to
the same network from OSPF, the router compares the administrative distance of RIP, 120,
with the administrative distance of OSPF, 110. The router uses the administrative distance
value to determine that OSPF is more reliable and adds the OSPF version of the route to the
routing table.
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Floating Static Routes

The topic explains how to use administrative distance to create floating static routes.

Floating Static Routes

172.17.0.0
Network

10.0.0.0
Network

192.168.1.0
Primary Link

ip route 10.0.0.0 255.0.0.0 172.16.1.2 100 ip route 172.17.0.0 255.255.0.0 172.16.1.1 100

router eigrp 100 router eigrp 100
network 192.168.1.0 network 192.168.1.0 5
network 172.17.0.0 network 10.0.0.0 H
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Based on administrative distance, routers believe static routes over any dynamically learned
route. A directly connected interface is the only default administrative distance lower than that
of a static route. There may be times when the default behavior is not the desired behavior.

When you have configured a static route as a backup to a dynamically learned route, the static
route should not be used as long as the dynamic route is available. First, consider that the
syntax for configuring a static route is ip route prefix mask address/interface [distance].

The optional administrative distance value in this command can be manipulated to make the
static route appear less desirable. Administrative distance can also be manipulated to make one
static route appear less desirable than another static route. A static route that appears in the
routing table only when the primary route goes away is called a floating static route.

Note It is important to remember that the lower the administrative distance, the more reliable the
protocol is assumed to be.
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Example

In the preceding figure, routers A and B have two connections—a point-to-point serial
connection that is the primary link and an ISDN link to be used if the other line goes down.
Both routers use EIGRP but do not route the ISDN 172.16.1.0 network link.

A static route has been created on each router pointing to the ISDN interface of the other router.
Because EIGRP has an administrative distance of 90, the static route has been given an
administrative distance of 100. As long as router A has an EIGRP route to the 10.0.0.0 network,
it appears more believable than the static route, and the EIGRP route is used. If the serial link
goes down and disables the EIGRP route, router A inserts the static route into the routing table.
A similar process happens on router B with its route to the 172.17.0.0 network.
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Criteria for Inserting Routes in the IP Routing

Table

This topic details the selection process that the router uses for inserting routes in the IP
routing table.

Selecting the Best Route

RIP

Routing
el Table [

| EIGRP

* Valid Next-Hop * Administrative Distance * Prefix Length
Address
Install routes based on Select packet ~
* Best Metric lowest administrative destination based =,
distance on longest match £

Cisco Systems, Inc. Al rights reserved BSCI21 2.7

One of the intriguing aspects of Cisco routers is the way the router chooses the best route
among those presented by routing protocols, manual configuration, and various other means.
Although route selection is not difficult, to understand it completely requires some knowledge
about the way Cisco routers work. The router must consider the following four criteria:

m  Valid next-hop IP address: As each routing process receives updates and other

information, the router first verifies that the route has a valid next-hop IP address.

Metric: If the next hop is valid, then the routing protocol chooses the best path to any
given destination based on the lowest metric. The routing protocol attempts to install this
path into the routing table. For example, if EIGRP learns of a path to 10.1.1.0/24 and
decides that this particular path is the best EIGRP path to this destination, then the routing
protocol tries to install the learned path into the routing table.

Administrative distance: The next consideration is administrative distance. If more than
one route exists for the same network, the router decides which route to install based on the
administrative distance of the source of the route. If the routing protocol that is presenting
the path to a particular destination has the lowest administrative distance compared to the
other ways the router has learned about this network, then the router installs the route in the
routing table. If that route does not have the best administrative distance, the route is
rejected.
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m  Prefix: The router looks at the prefix being advertised. If there is no exact match to that
prefix in the routing table, the route is installed. For example, the router has three routing
processes running on it, and each process has received these following routes:

—  EIGRP (internal): 192.168.32.0/26
—  RIP: 192.168.32.0/24
—  OSPF: 192.168.32.0/19

Because each route has a different prefix length, also known as the subnet mask, the routes
are considered different destinations and are installed in the routing table.
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Comparing Routing Protocol Charts

This topic presents charts that are helpful when you are comparing routing protocols.

Protocols, Ports, and Reliability

s:c;:i):gl Protocol No. Port No. Rzl?:l:litlfty
IGRP 9 Best-effort delivery
EIGRP 88 1-to-1 window
OSPF 89 1-to-1 window
RIP UDP 520 Best-effort delivery :
BGP TCP179| Uses TCP windowing |¢
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IGRP, EIGRP, and OSPF are transport-layer protocols that run directly over IP. IGRP uses
connectionless delivery for its routing updates. Routers receiving IGRP updates do not need to
acknowledge the receipt of these updates. EIGRP and OSPF have more reliability built into
their update processes. They both require the acknowledgment of one update before they send
another. Thus, they have a 1-to-1 window—one update and one acknowledgement.

RIP and BGP both reside at the application layer. RIP uses UDP as its transport protocol; its
updates are sent unreliably with best-effort delivery.

BGP uses TCP as its transport protocol. It takes advantage of the reliability mechanisms and
windowing of TCP, which is important when you consider the number of routes a BGP router
sends in its updates. BGP routers often carry well over 100,000 routes in their routing tables. If
OSPF or EIGRP had to send updates for 100,000 routes with their 1-to-1 window, it would take
a long time. Even if information for 100 routes could fit in one update, it would still take 1000
updates to send the entire table. Each update would have to be acknowledged before another
could be sent. On the other hand, BGP routers using TCP have a 65,536-byte window limit for
their updates. The routers can send information with many more routes in each update than
either OSPF or EIGRP.

Note IS-IS is a network-layer protocol and does not use the services of IP to carry its routing
information. IS-IS packets are encapsulated directly into a data-link layer frame.
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Routing Protocol Comparison Chart

Characteristic RIPv2 EIGRP” ISIS OSPF  BGP™"
Distance vector X X X
Link state X X
Hierarchical topology required X X
Automatic route summarization | X X X
Manual route summarization X X X X X
VLSM support X X X X X
Classless X X X X X
Metric Hops |Comp | Cost | Cost Attfiabt:tes
Convergence time Slow |VryFst| Fast | Fast Slow w

* EIGRP is an advanced distance vector protocol with
some characteristics also found in link-state protocols.

** BGP is a path-vector protocol
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RIPv2 is a distance-vector protocol, but it is classless and supports VLSM. RIPv2 automatically
summarizes routes at major classful network boundaries; however, summarization can be
disabled and some manual summarization is possible. RIPv2 uses hop count, the number of
routers between the router and the destination network, as its metric. The maximum allowable
hop count is 15. RIP uses timers to prevent loops, but these also slow network convergence.

EIGRP is an advanced distance-vector routing protocol; however, it demonstrates some of the
same characteristics as link-state protocols, such as maintaining a topological table and
neighbor relationships. EIGRP automatic route summarization is enabled by default, but you
can disable it and configure manual route summarization. EIGRP uses a composite metric:
bandwidth and delay by default. Although hop count is not part of the composite metric,
EIGRP has a maximum hop count of 255 (the default is 100). EIGRP generally has the fastest
convergence time, because it maintains a feasible successor, which is a backup route, in its
topology table. If the best path fails, EIGRP immediately switches to the feasible successor
without performing additional best-path calculations.

OSPF and IS-IS are both classless, link-state protocols that support VLSM. They require a
hierarchical topology with a backbone that carries interarea traffic. OSPF and IS-IS use the
Dijkstra shortest path first (SPF) algorithm for calculating the best paths through the network.
They use cost as their metric. The cost of OSPF is based on bandwidth in Cisco routers. The
IS-IS cost metric has a maximum value of 1023, and Cisco uses a default value of 10 for all
types of WAN and LAN links. With OSPF and IS-IS, route summarization must be manually
configured. Network convergence after a topology change is fairly fast because routers already
recognize all the links within their area.

BGP is a classless routing protocol that keeps track of paths to autonomous systems. It
automatically summarizes routes at major classful network boundaries; however, you can
disable summarization and configure manual summarization under the routing protocol. It has a
highly complicated metric based on a prioritized evaluation of the attributes of each path.
Convergence time is not an important issue with BGP; reliability is a much greater concern.
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Comparison of Default Timers
Update Hello Other
Pratocol Frequency Frequency Timers
30 sec Hold & invalid—180 sec
RIP plus triggered NA flush—240
90 sec Hold-280 sec
IGRP | bius triggered NA invalid—270, flush-630
60 sec—~ Hold-180 sec multipoint
: multipoint T1 or less,
EIGRP Triggered T1 or less, 15 sec—others
5 sec—others (3 x hello interval)
Triggered, plus
LS dr?tabgs%
B synchronize »
I1S-1S on LAN every 10 sec Hold-30 sec
10 sec and at
startup on PTP
Triggered, plus %?Bsﬁi_ Dead-120 sec
OSPF LSAs flooded 10 sec; NBMA, 40 sec others
every 30 min others (4 x hello interval)
BGP Triggered 60 sec Hold-180 sec

All routing protocols use timers, which have default values. Distance vector protocols send
their routing updates on a regular basis. Distance vector protocols use routing updates to
maintain neighbor relationships. The protocols send the entire routing table, subject to the rules
of split horizon. RIP sends updates every 30 seconds; IGRP sends updates every 90 seconds.
The update interval affects the holddown for these protocols. Holddown, invalid, and flush
times are as follows:

m  Holddown: An interval, in seconds, during which routing information regarding a worse or
equivalent metric path is suppressed. It should be at least three times the value of the
update argument. A route enters a holddown (possibly down) state when it receives an
update packet that indicates an unreachable route. The route is marked inaccessible and
advertised as unreachable. However, the route is still used to forward packets. When
holddown expires, routes advertised by other sources with a worse or equivalent metric are
accepted and the route is no longer inaccessible. The default is 180 seconds.

m Invalid: An interval of time, in seconds, after which a route is declared invalid; it should be
at least three times the value of the update argument. A route becomes invalid when there
is an absence of updates that refresh the route. The route then enters a holddown state. The
route is marked inaccessible and advertised as unreachable. However, the route still
forwards packets. The default is 180 seconds.

m  Flush timer: An amount of time, in seconds, that must pass before the route is removed
from the routing table; the interval that is specified should be greater than the value of the
invalid argument. If it is less than the value of the invalid argument, the proper holddown
interval cannot elapse, which results in acceptance of a new route before the holddown
interval expires. The default is 240 seconds.

Protocols that do not regularly advertise their routing tables—EIGRP, IS-IS, OSPF, and BGP—
must have some way of establishing and maintaining neighbor relationships. EIGRP, IS-IS,
OSPF, and BGP establish and maintain neighbor relationships by exchanging hello packets on
a regular basis. For EIGRP and OSPF, the hello interval varies by the type of link between the
two neighboring routers. Faster links receive more frequent hellos.
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Link-state protocols refresh the link-state database at intervals, even if there have been no
link-state changes, to ensure that the information has not become corrupted while in a database.
With OSPF, when a link-state advertisement (LSA) is 30 minutes old, the router originating the
LSA refloods the information. With IS-IS, the link-state database on a LAN link is
synchronized every 10 seconds with a multicast complete sequence number protocol data unit
(CSNP). On point-to-point links, this synchronization is done at startup.

These protocols use hold time, which is different from holddown for distance-vector protocols.
If a router does not receive a hello packet from a neighbor within the specified hold time, that
neighbor is down and routes through that neighbor are unavailable. For OSPF, the equivalent
term is dead interval.

All of these timers can be configured or defaulted. For example, the default values for the hold
time and dead interval depend on the frequency of hellos, but they are generally three to four
times the hello value. For some applications, three to four times the hello value may not be an
appropriate value.

A network administrator should consider several issues before changing the default timers. You
must not set hold timers so low that neighbor relationships are torn down unnecessarily. On the
other hand, longer hold times may delay network convergence. This delay is due to the long
down time for a router before the hold timer of the neighbor expires and it notices the topology
change. Similarly, the smaller the hello interval, the faster the topological changes are detected,
although more routing traffic ensues.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Cisco routers use administrative distance to rate the
believability of a routing protocol.

+ By default, static routes are believed over any
dynamically learned route, based on administrative
distance.

» Cisco routers select the best route based on
four criteria:

—Valid next-hop IP address
—Metric
— Prefix
—Administrative distance
+ Each routing protocol has distinct characteristics.
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Next Steps

For the associated lab exercise, refer to the following section of the course Lab Guide:

m Lab Exercise 2-1: Migrating to a Classless Routing Protocol
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are

found in the Quiz Answer Key.

Q1)  Ifarouter learns paths to a destination network from both OSPF and EIGRP, which
path does it put into the routing table based on administrative distance?

A) route learned from OSPF
B) route learned from EIGRP
O) load balances between them

Q2)  What must you do to configure a floating static route?

A) Configure a static route with an administrative distance lower than the
administrative distance of the routing protocol.

B) Configure a static route with an administrative distance higher than the
administrative distance of the routing protocol.

O) Use the special keyword floating at the end of the static route command.
Q3)  What four criteria does a router consider when choosing a route to install in the routing
table? (Choose four.)
A) the metric—the path with the highest metric
B) the metric—the path with the lowest metric
C) the administrative distance—the source with the highest value
D) the administrative distance—the source with the lowest value
E) the default subnet mask of the route
F) whether or not the next-hop address is reachable

QG) the exact prefix being advertised

Q4)  Which three routing protocols are transport-layer protocols? (Choose three.)

A)  IGRP
B)  BGP
C)  EIGRP
D)  OSPF

Q5)  Which two routing protocols are link-state protocols? (Choose two.)

A)  EIGRP
B)  BGP
C)  OSPF
D) SIS
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

Q5)

B

Relates to:

B

Relates to:

B,D,F,G

Relates to:

A,C,D

Relates to:

C,D

Relates to:

Administrative Distance

Floating Static Routes

Criteria for Inserting Routes in the IP Routing Table

Comparing Routing Protocol Charts

Comparing Routing Protocol Charts
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Lesson Assessments

Overview

Use the lesson assessments here to test what you learned in this module. The correct answers
and solutions are found in the Lesson Assessment Answer Key.

Outline

This section includes these assessments:
®  Quiz 2-1: IP Routing Overview
®  Quiz 2-2: Characteristics of Routing Protocols

®  Quiz 2-3: IP Routing Protocol Comparison



Quiz 2-1: IP Routing Overview

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:
m  Explain the principles of static routing
m  Configure static routing
m  Describe the principles of dynamic routing
m  Discuss the principles of On-Demand Routing

m  Configure On-Demand Routing
Quiz
Answer these questions:

Q1)  In which protocol does the network statement tell the router which networks to
advertise, not which interfaces participate in the routing process?

A) OSPF

B) IS-IS

) EIGRP

D) BGP

Q2)  Which routing protocol does not use the network statement?

A) OSPF

B) IS-IS

) EIGRP

D) BGP

Q3)  Which command will create a static default route?
A) ip route 0.0.0.0 0.0.0.0 192.168.1.1
B) ip route 0.0.0.0 255.255.255.255 192.168.1.1
() ip route 255.255.255.255 0.0.0.0 192.168.1.1
D) ip route 0.0.0.0 192.168.1.1

Q4)  Which two routing protocols enable you to use the network statement to specify exactly
which interfaces participate in the protocol, rather than require the major classful
network to be specified? (Choose two.)

A)  RIP

B)  EIGRP
C) IS
D)  OSPF
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Q5)

Qo)

Q7

Q8)

Q9)

Q10)

Scoring

Which two types of routes can be present in the routing table of a router? (Choose two).
A) static

B) multipoint

O) distance-linkstate

D) dynamic

The networks listed in the network statements for an OSPF router are:
A) all the networks the router needs to recognize

B) remote networks only

O) directly connected networks only

D) none of the above

Which two characteristics are drawbacks to static routing? (Choose two.)
A) It must be manually configured.

B) It must be manually updated when the network topology changes.
O) It consumes network bandwidth.

D) It uses more router resources.

Which two characteristics are drawbacks to dynamic routing? (Choose two.)

A) It must be manually configured.

B) It must be manually updated when the network topology changes.
O) It consumes network bandwidth.

D) It uses more router resources.

How is routing performed by the spoke routers when using ODR?

A) have full routes for the entire network

B) have routes for their connected networks and a default route pointing to the
hub router

O) send the hub router a default route pointing to themselves

D) have routes to other spokes, but not to any other parts of the network

Which protocol carries ODR information?

A)  TCP
B)  UDP
C)  CDP
D)  PPP

You have successfully completed the quiz for this lesson when you earn a score of 90 percent
or better.
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Quiz 2-2: Characteristics of Routing Protocols

Complete this quiz to assess what you learned in the lesson.

Objectives

This assessment tests your knowledge of how to:

m  Describe the concepts of classful routing protocols

m  Describe automatic network boundary route summarization in a classful routing protocol
m Interpret a classful routing table

m Identify concepts of classless routing protocols

m  Discuss network boundary route summarization in a classless routing protocol

m  Contrast the effects of auto-summary and no auto-summary options

m  Describe the Routing Information Protocol version 1 method of distance vector routing

m Identify the Routing Information Protocol version 2 characteristics and configurations

Quiz

Answer these questions:

Q1)  Which two actions does the ip classless command cause the router to do? (Choose
two.)
A) evaluate all packets using the longest-match criterion
B) route to major networks only
C) include subnet mask information in all routing updates
D) send a default route to all its neighbors

Q2)  Which two characteristics are true of a classful routing protocol? (Choose two.)
A) includes subnet mask information in its routing updates
B) does not include subnet mask information in its routing updates
C) automatically summarizes routes when advertised across major network

boundaries

D) pays no attention to major network boundaries

Q3)  When ip classless is enabled, the routing table
A) has all classless routes tagged
B) includes routes to major classful networks only
O) looks the same as a routing table without ip classless enabled
D) gives a special administrative distance to subnetted routes

Q4)  What is the default subnet mask for Class A addresses?
A) 255.0.0.0
B) 255.255.0.0
0) 255.255.255.0
D) no default mask for this class
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Q5)  What is the default subnet mask for Class B addresses?
A) 255.0.0.0
B) 255.255.0.0
0) 255.255.255.0
D) no default mask for this class

Q6)  What is the default subnet mask for Class C addresses?
A) 255.0.0.0
B) 255.255.0.0
0) 255.255.255.0
D) no default mask for this class

Q7)  Ina router running a classful protocol, what happens when the routing update
information contains the same major network number as configured on the receiving
interface?

A) The router applies the default mask for that class of address.
B) The router looks further into the update packet for the subnet mask

information.
O) The router recognizes this update as a duplicate update and discards the packet.
D) The router applies the same subnet mask as the one configured on its interface.

Q8)  Where does a classful routing protocol allow manual route summarization?

A) at each interface only

B) under the routing protocol only

C) both at the interface and under the routing protocol
D) manual route summarization not allowed

Q9)  Which two characteristics are true of FLSM? (Choose two.)
A) efficiently allocates IP addresses in a network

B) can result in IP addresses being wasted
C) cannot be used with classful routing protocols
D) means that all interfaces in a major network must use the same subnet mask

Q10) Which two of the following protocols are classful routing protocols? (Choose two.)

A) RIPv1
B) RIPv2
) IGRP
D) EIGRP
Q11) What is the command to disable autosummarization?
A) no summary-route
B) ip classless
C) no auto-summary

D) ip longest-match
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Q12)  Which four protocols support VLSM? (Choose four.)

A)  RIPvl
B)  RIPV2
C)  OSPF
D)  IGRP
E)  EIGRP
F)  BGP4

Q13) Ifyou are using VLSM and more than one entry in a routing table matches the
destination network, how does a router select which one to use?

A) It uses the oldest route.

B) It uses the route with the longest prefix match.
C) It uses the route with the lowest administrative distance.
D) It uses the first matching route listed in the routing table.

Q14) Which two characteristics are true of classless routing protocols? (Choose two.)

A) The subnet mask must match on all interfaces in a major network.
B) The subnet mask can vary within a major network.

O) Subnet mask information is contained in routing updates.

D) Subnet mask information is not contained in routing updates.

Q15) Which three statements are true concerning classless routing protocols? (Choose three.)
A) Summary routes can be manually controlled within the network.
B) VLSM is supported.
O) FLSM is supported, VLSM is not.
D) Discontiguous subnets may not be used.
E) The subnet mask is included in the routing updates.

Q16) Categorize each of these routing protocols as either a classful or classless routing
protocol.

Classful Classless

EIGRP
IGRP
RIPv1
OSPF
IS-IS
RIPv2
BGP4

Q17)  Which protocol supports manual route summarization?
A) RIPv1
B) IGRP
) RIPv2
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Scoring

Ql18)

Q19)

Q20)

Write the configuration command that sends RIPv2 on interface serial 1 only.

A)
B)

interface serial 1

ip rip send version 2

Which protocol supports CIDR?

A)
B)
0

RIPv1
IGRP
RIPv2

Configuring the no auto-summary command under RIPv2 will

A)
B)
0
D)

allow RIP to summarize at the classful boundary

allow the administrator to configure summarization at a nonclassful boundary
turn RIPv2 into a classless routing protocol

do nothing—RIPv2 will not support this command

You have successfully completed the quiz for this lesson when you earn a score of 70 percent
or better.
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Quiz 2-3: IP Routing Protocol Comparison

Complete this quiz to assess what you learned in the lesson.

Objectives

This assessment tests your knowledge of how to:

Quiz

Describe administrative distance in terms of routing protocols
Explain floating static routes
List the requirements for inserting routes into the IP routing table

Discuss the routing protocols comparison charts

Answer these questions:

QI

Q2)

Q3)

Q4)

Q5)

What must you change to make a static route into a floating static route?
A) the next-hop IP address

B) the administrative distance

C) the interface address

D) the metric for the route

What is the default hello frequency for BGP?
A) 10 seconds

B) 40 seconds

C) 60 seconds

D) depends on the speed of the link

How often are RIP updates sent by default?
A) every 10 seconds

B) every 30 seconds

C) every 90 seconds

D) not sent at a regular interval

How often are EIGRP updates sent by default?
A) every 10 seconds
B) every 30 seconds
C) every 90 seconds
D) updates triggered by topology changes

Which of the following routing protocols can perform manual route summarization?
A) RIPv2

B) EIGRP

(@) OSPF

D) BGP

E) all of the above
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Qo)

Q7

Q8)

Q9)

Q10)

Scoring

What port number does BGP use?
A) TCP port 179

B) UDP port 23

(@) UDP port 90

D) TCP port 65

How many routing updates can EIGRP send before it expects an acknowledgment?

A) one
B) three
O) four

D) depends on the speed of the link

If a router discovers paths to the same network from different routing sources, how
does it determine which to believe?

A) It takes the protocol whose route has the best metric.

B) It evaluates the age of the routing information.

O) The router always prefers Cisco proprietary routing protocols.

D) It uses the route from the source with the lowest administrative distance.

If both OSPF and IS-IS are trying to install a route to the same network in the routing

table, which does the router choose based on administrative distance?

A) OSPF
B) IS-IS
O) neither

What is the metric used by OSPF?
A) hop count

B) composite metric

C) cost

D) path attributes

You have successfully completed the quiz for this lesson when you earn a score of 100 percent.
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Lesson Assessment Answer Key

Quiz 2-1: IP Routing Overview

QI
Q2)
Q3)
Q4)
Q5)
Qo)
Q7
Q8)
Q9)
Q10)

Quiz 2-2: Characteristics of Routing Protocols

QI
Q2)
Q3)
Q4)
Q5)
Qo)
Q7
Q8)
Q9)
Q10)
Q1)
Ql12)
Ql13)
Ql4)
Ql5)
Ql6)

Ql17)
Ql18)

Q19)
Q20)

D
B
A
B,D
A,D
C
A,B
C,D
B
C

A,C
B,C

EIGRP

IGRP

RIPv1 X
OSPF

IS-IS

RIPv2

BGP4

C

interface serial 1
ip rip send version 2

C
C

Classless
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Quiz 2-3: IP Routing Protocols Comparison

Q)
Q2)
Q3)
Q4)
Q5)
Qo)
Q7
Q8)
Q9)
Q10)

B

C
B
D
E
A
A
D
A
C
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Module 3

Configuring EIGRP

Overview

In present-day and future routing environments, Enhanced Interior Gateway Routing Protocol
(EIGRP) offers benefits and features over historical distance-vector routing protocols like
Routing Information Protocol version 1 (RIPv1) and Interior Gateway Routing Protocol
(IGRP). These benefits include rapid convergence, lower bandwidth utilization, and multiple
routed protocol support (IP, Internet Packet Exchange [IPX], and AppleTalk).

EIGRP uses three databases in the path selection process: the EIGRP neighbor table, the
EIGRP topology table, and the IP routing table. The neighbor table contains a list of directly
connected EIGRP routers that have established an adjacency with a given router. The topology
table includes route entries for all destinations that the router has learned. EIGRP chooses the
best successor routes to a destination from the topology table and places these routes in the
routing table.

EIGRP supports five packet types: hello, update, query, reply, and acknowledgment (ACK).
Fields in the hello packet build adjacencies between EIGRP neighbors. The Cisco IOS software
debug and show commands are used to troubleshoot EIGRP neighbor adjacency problems.

The EIGRP Diffusing Update Algorithm (DUAL) finite state machine embodies the decision
process for all route computations. DUAL tracks all routes advertised by all EIGRP neighbors
and then uses a formula to calculate the best route.

A basic EIGRP configuration contains a default network and uses the wildcard option for the
network statement. The Cisco IOS show commands can be used to troubleshoot EIGRP
configuration problems. Advanced configuration options for EIGRP include manual route
summarization, unequal path-cost load balancing, and limiting EIGRP bandwidth utilization on
WAN links.

EIGRP is scaled in large and growing internetworks by using two methods to perform query
scoping, which limits the range of EIGRP queries. The two methods are effective route
summarization and the EIGRP stub command.



Module Objectives

Upon completing this module, you will be able to implement an effective scalable network,
given Enhanced Interior Gateway Routing Protocol-specific design and configuration
techniques.

Module Objectives
ﬂ

* EIGRP as an internetwork routing protocol

* Describe how EIGRP operates and verify EIGRP
connectivity and operation

* Describe how EIGRP DUAL selects a successor or
feasible successor

+ Configure and verify basic EIGRP

- Configure EIGRP with advanced options
implement an effective scalable network

Module Outline

The outline lists the components of this module.

Module Outline
ﬂ

* EIGRP Overview

* EIGRP Operations

- EIGRP DUAL

+ Configuring and Verifying EIGRP

* Advanced EIGRP Configuration Options
* EIGRP in a Scalable Network

> Lesson Assessments
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EIGRP Overview

Overview

This lesson reviews the benefits of EIGRP and discusses the three databases that EIGRP uses in
the path selection process. This lesson also defines common EIGRP terminology and provides a
detailed look at the EIGRP metric calculation.

Relevance

To select the appropriate routing protocols for an internetwork, you must understand the key
features and terminology that is necessary to evaluate a given protocol against other choices.
Routing protocols are distinguished by the way that they select the best pathway and the way
that they calculate the routing protocol metric.

Objectives

Upon completing this lesson, you will be able to meet these objectives:

Define the key features of EIGRP
List the types of EIGRP databases
Describe the EIGRP metrics calculation

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

Cisco CCNA" certification or equivalent knowledge and experience
Understanding of networking terms, numbering schemes, and topologies
Understanding of the TCP/IP stack and how to configure IP addresses

Ability to interpret the contents, entries, and indicators from a Cisco routing table



Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview

* Introduction

* EIGRP Databases

* EIGRP Metrics Calculation
* Summary

* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.3
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Introduction
This topic describes EIGRP benefits and features and the topologies that EIGRP supports.

EIGRP Features

10.3.2.0
10.3.4.0

10.2.3.0 LD
10.2.2.0
« Advanced distance vector » Flexible network design
- Rapid convergence + Multicast and unicast instead of

broadcast address

* 100% loop-free classless routing
« Support for VLSM and discontiguous

- Easy configuration subnets

* Incremental updates - Manual summarization at any point in
» Load balancing across equal- and the internetwork

unequal-cost pathways + Support for multiple network-layer

2004 Coco Sy . Alrighte rsares protocols

BSCI21 34

EIGRP is a Cisco proprietary protocol that combines the advantages of link-state and distance
vector routing protocols. A hybrid protocol, EIGRP includes the following features:

m  Rapid convergence: EIGRP uses DUAL to achieve rapid convergence. A router using
EIGRP stores all available backup routes for destinations so that it can quickly adapt to
alternate routes. If no appropriate route or backup route exists in the local routing table,
EIGRP queries its neighbors to discover an alternate route. EIGRP transmits these queries
until it finds an alternate route.

m  Reduced bandwidth usage: EIGRP does not make periodic updates. Instead, it sends
partial updates when the path or the metric changes for that route. When path information
changes, DUAL sends an update about only that link rather than the entire table. DUAL
sends the information only to the routers that require it, in contrast to link-state protocols,
in which an update is transmitted to all link-state routers within an area.

m  Multiple network-layer support: EIGRP supports AppleTalk, IP, and Novell NetWare
through the use of protocol-dependent modules (PDMs). PDMs are responsible for protocol
requirements specific to the network layer.

Note This course covers only TCP/IP implementations of EIGRP.
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m  Seamless connectivity across all data-link layer protocols and topologies: EIGRP does
not require special configuration to work across any Layer 2 protocols. Other routing
protocols, such as Open Shortest Path First (OSPF), use different configuration for different
Layer 2 protocols, such as Ethernet and Frame Relay. Commands that are unique to EIGRP
can help limit the amount of bandwidth that EIGRP uses on WAN links.

EIGRP operates effectively in both LAN and WAN environments. WAN support for dedicated
point-to-point links and nonbroadcast multiaccess (NBMA) topologies is standard for EIGRP.
EIGRP accommodates differences in media types and speeds when neighbor adjacencies form
across WAN links.

EIGRP has its roots as a distance vector routing protocol and is predictable in its behavior. Like
its predecessor, Interior Gateway Routing Protocol (IGRP), EIGRP is easy to configure and is
adaptable to a wide variety of network topologies. The addition of several link-state features,
such as dynamic neighbor discovery, makes EIGRP an advanced distance vector protocol.
EIGRP is an enhanced IGRP because of its rapid convergence and the guarantee of a loop-free
topology at all times.

EIGRP is compatible with existing IGRP networks and, at the same time, offers clear
advantages in the default behavior. IGRP performs periodic updates, which consumes
bandwidth. IGRP performs triggered updates when there is a change in network topology.
EIGRP performs only triggered routing updates, and the information exchanged between
routers is limited to the affected routes only. Because EIGRP is a classless routing protocol, it
advertises a routing mask for each destination network. The routing mask feature enables
EIGRP to support discontiguous subnetworks and variable-length subnet masking (VLSM).

An additional feature that proves valuable for multiprotocol networks is support of
Internetwork Packet Exchange (IPX) and AppleTalk. The rapid convergence and sophisticated
metric structure of EIGRP offers superior performance and stability when implemented in IPX
and AppleTalk networks.

EIGRP offers many advantages over traditional distance vector routing protocols. One of the
most significant advantages exists in the area of bandwidth use. EIGRP uses multicast and
unicast rather than broadcast. As a result, end stations are unaffected by routing updates and
requests for topology information.

EIGRP uses the same algorithm for metric calculation as IGRP, but represents values in 32-bit
format to give it additional granularity. EIGRP supports unequal metric load balancing, which
allows administrators to better distribute traffic flow in their networks.

EIGRP borrows some of its operational characteristics from link-state protocols; for example,
EIGRP allows administrators to create summary routes anywhere within the network, rather
than rely on the traditional distance vector approach to perform classful route summarization at
only major network boundaries. In addition, EIGRP supports bidirectional route redistribution
from other routing domains at the process level.
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EIGRP Databases

This topic reviews the EIGRP neighbor and topology databases and their relationship to the IP
routing table. This topic also defines key fields in the EIGRP topology table and explains their

association with the IP routing table.

EIGRP Neighbor Table

IP EIGRP Neighbor Table

Next-Hop Router Interface

List of directly connected

routers running EIGRP

BSCI21 3.5

Each EIGRP router maintains a neighbor table. The table includes the following characteristics:

m  Contains a list of directly connected EIGRP routers with an adjacency with this router

m [s comparable to the adjacencies database that link-state routing protocols uses and serves

the same purpose: to ensure bidirectional communication between each of the directly

connected neighbors

m  Exists for each routed protocol that EIGRP supports

Copyright © 2004, Cisco Systems, Inc.
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EIGRP Topology Table

PSP S A TR e List of directly connected
Next-Hop Router Interface routers running EIGRP

N\

2004 Cisco Systems, Inc. All rights reserved

List of all routes learned IP EIGRP Topology Table :
Destination 1

from each EIGRP neighbor

BSCI21 3.6

Each EIGRP router maintains a topology table for each routed protocol configuration. The
topology table includes route entries for every destination that the router learns. The topology
table maintains all learned routes to a destination with the following procedure:

1. Each neighbor in the EIGRP neighbor table forwards a copy of its IP routing table to all

adjacent EIGRP neighbors.

2. Each neighbor then stores the routing table of the adjacent routers in the EIGRP topology

database.

3. EIGRP examines the EIGRP topology database for all possible routers and selects the best

route to every destination network.

4. EIGRP chooses the best successor routes to a destination from the topology table and
places these routes in the routing table. The router maintains one routing table per routed

protocol (IP, IPX, AppleTalk) configured.

3-8
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EIGRP and IP Routing Table

IP EIGRP Neighbor Table
Next-Hop Router Interface routers running EIGRP

N\

List of directly connected

List of all routes learned IR EIGRE Topology Table
from each EIGRP neighbor Destination 1

]

Destination 1 other routing processes

2004 Cisco Systems, Inc. All rights reserved.

The IP Routing Table List of all best routes from
EIGRP topology table and -

g
5
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To determine the successor (best route) and the feasible successor (backup route) to a

destination, EIGRP uses the following two parameters:

m  Advertised distance: The EIGRP metric for an EIGRP neighbor to reach a particular

network

m  Feasible distance: The advertised distance for a particular network learned from an EIGRP

neighbor plus the EIGRP metric to reach that neighbor

The new total distance (metric) becomes the feasible distance. A router compares all feasible

distances to reach a specific network and then selects the lowest feasible distance and places it

in the IP routing table. The feasible distance for the chosen route becomes the EIGRP routing

metric to reach that network in the routing table.

Copyright © 2004, Cisco Systems, Inc.
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Example

Feasible Distance vs. Advertised
Distance

IP EIGRP Neighbor Table

Next-Hop Router Interface

Router A Ethernet 0
Router B Ethernet 1

IP EIGRP Topology Table

Feasible Distance | Advertised EIGRP
Network |*E|GRP Metric) | Distance = Neighbor

10.1.1.0 /24 2000 1000 Router A (E0)
10.1.1.0 /24 2500 1500 Router B (E1)

The IP Routing Table

Metric Outbound Next Hop
—¥| Network | po.sible Distance)  Interface  (EIGRP Neighbor)

10.1.1.0 /24 2000 Ethernet 0 Router A s

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.8

The EIGRP topology database contains all the routes known to each EIGRP neighbor. As
shown in the example, routers A and B sent their routing tables to router C, whose table is
displayed in the figure. Both routers A and B have pathways to network 10.1.1.0/24, among
many others that are not shown.

The routing table on router A shows an EIGRP metric of 1000. Router A advertises 10.1.1.0/24
to router C with a metric of 1000. Router C installs 10.1.1.0/24 from router A in its EIGRP
topology table with an advertised distance of 1000. Router B has network 10.1.1.0/24 with a
metric of 1500 in its IP routing table. Router B advertises 10.1.1.0/24 to router C with an
advertised distance of 1500. Router C places the 10.1.1.0/24 network from router B in the
EIGRP topology table with an advertised distance of 1500.

Router C has two entries to reach 10.1.1.0/24 in its topology table. The EIGRP metric for router
C to reach both routers A and B is 1000. Add this cost (1000) into the respective advertised
distance for each router, and the results represent the feasible distances that router C must travel
to reach network 10.1.1.0/24.

Router C chooses the least-cost feasible distance (2000) and installs it in the IP routing table as
the best route to reach 10.1.1.0/24. The EIGRP metric in the routing table equals the feasible
distance from the EIGRP topology table.
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EIGRP Metrics Calculation

This topic explains how to perform the EIGRP metrics calculation and how it is backward-
compatible to IGRP.

EIGRP Route Selection

EIGRP uses a composite
metric to pick the best path.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.9

EIGRP route selection is perhaps what most clearly distinguishes it from other routing
protocols. Key EIGRP characteristics are as follows:

m  EIGRP selects primary and backup routes and keeps them in the topology table (up to six
per destination), and then places the primary routes in a routing table. EIGRP supports
several route types: internal, external (non-EIGRP), and summary.

m  EIGRP uses the same composite metric as IGRP to determine the best path, except that the
EIGRP metric is multiplied by 256. The metric can be based on five criteria, but EIGRP
uses only two of these criteria by default:

—  Bandwidth: The smallest bandwidth between source and destination

—  Delay: The cumulative interface delay along the path
The following criteria can be used, but are not recommended, because they typically result in
frequent recalculation of the topology table:

—  Reliability: This value represents the worst reliability between source and
destination, based on keepalives.

—  Loading: This value represents the worst load on a link between source and
destination, computed based on the packet rate and the configured bandwidth of the
interface.

—  Maximum transmission unit (MTU): This criterion represents the smallest MTU
in path. MTU is included in the EIGRP routing update but is not actually used in the
metric calculation.
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EIGRP uses DUAL to calculate the best route (successor route) to a destination. DUAL selects
routes based on the composite metric and ensures that the selected routes are loop-free. DUAL
also calculates a backup route (feasible successor route) to a destination that is loop-free. If the
best route fails, EIGRP immediately uses the backup route without any need of holddown,
because the backup route is loop-free, which results in fast convergence.
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EIGRP Metrics Calculations

* When the K constants are set to default settings (recommended):
Metric = [K1 * BW + ((K2 * BW) / (256 — load)) + K3 * delay]
— Bydefault: K1=1,K2=0,K3=1,K4=0,K5=0

« By default, EIGRP metric = BW [lowest link] + delay [sum of links].
— BW = the lowest link-bandwidth along the path

* When K5 is changed to a value of 1 (not recommended):
Metric = [K1 * BW + ((K2 * BW) / (256 — load)) + K3 * delay]
* [K5 / (reliability + K4)]:
- K1=1,K2=0,K3=1,K4=0,K5=1

Inc. Allrights reserved BSCI21 3-10

If K5 is not equal to zero, EIGRP uses the following formula to calculate a metric:

m  Metric = [K1 * bandwidth + (K2 * bandwidth) / (256 — load) + K3 * delay] * [K5 /
(reliability + K4)]

If K5 is equal to zero, then the metric formula is:

m  [KI1 * bandwidth + (K2 * bandwidth) / (256 — load) + K3 * delay]

Then, if K1 =1,K2=0,and K3 = 1:
m  Metric = bandwidth + delay

Modification of the K values permits the administrator to factor delay and reliability into the
EIGRP metric. Note that modification of these values is generally not recommended.

EIGRP hello packets carry the K values. EIGRP does not form a neighbor relationship if the

K values do not match between the routers. Metric compilation by default uses only K1 and K3
values, which you should modify only after extremely careful planning. A change to these
values can cause your network to fail to converge.

The formats of the delay and bandwidth values used for EIGRP metric calculations are
different from those displayed using the show interface command. The EIGRP delay value is
the sum of the delays in the path, in tens of microseconds, multiplied by 256. Note that the
show interface command displays delay in microseconds. Calculate the EIGRP bandwidth
using the minimum bandwidth link along the path, in kilobits per second. Divide 10’ by this
value, and then multiply the result by 256.
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EIGRP Metrics Backward-Compatible

to IGRP
AS 200 AS 300
IGRP - EIGRP
172.16.0.0 192.168.5.0

172.16.0.0 IGRP metric 1000 — 172.16.0.0 EIGRP metric 256000

192.168.6.0 IGRP metric 2000 +—192.168.5.0 EIGRP metric 512000

IGRP metric = EIGRP metric / 266  EIGRP metric = IGRP metric x 256
IGRP metric is 24 bits in length EIGRP metric is 32 bits in length

256 = 8 bits

2004 Cisco Systems, Inc. All rights reserved. BSCI21 311

EIGRP represents its metrics in a 32-bit format, versus the 24-bit representation used by IGRP.
The 32-bit representation allows for a more granular decision to calculate the best routes.

Note that present-day bandwidth ranges from 9600 to 9,984,000,000 bits per second (almost
10 Gb). The EIGRP 32-bit metric accommodates this range better than the IGRP 24-bit
number.

The EIGRP metric value ranges from 1 to 4,294,967,296. The IGRP metric value ranges from 1
to 16,777,216. When integrating IGRP routes into an EIGRP domain using redistribution, the
router multiplies the IGRP metric by 256 to compute the EIGRP-equivalent metric. When
sending EIGRP routes to an IGRP routing domain, the router divides each EIGRP metric by
256 to achieve the proper 24-bit metric.
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Example

EIGRP Metrics Calculation Examﬁle

T1

64 kbps
Delay 2000

256 kbps

256 kbps
Delay 2000 &=

Delay 2000

256 kbps 256 kbps

Delay 2000 Delay 2000 j
A>B->C~>D Least bandwidth 64 kbps Total delay 6,000
A>X>Y>Z->D Least bandwidth 256 kbps Total delay 8,000

- Delay is the sum of all the delays of the links along the paths:
Delay = [delay in tens of microseconds] x 256

- BW is the lowest bandwidth of the links along the paths:
BW =[10,000,000 / (bandwidth in kbps)] x 256

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.12

In the figure, router A has two pathways to reach networks behind router D.

The bandwidth through the top pathway (A — B — C — D) is as follows:
m AB—TI1, BC—T1, and CD—64 kbps

The least bandwidth along this path is 64 kbps:
m 10,000,000/ 64 = 156,250 * 256 = 40,000,000

In this example, the delay through the top pathway is as follows:

m  EIGRP delay calculation for a T1 (1.544 megabits) has an EIGRP delay of 2000 (in tens of
milliseconds) * 256 = 512,000

m  EIGRP delay calculation for a 64,000-bps line has an EIGRP delay of 2000
(in tens of milliseconds) * 256 = 512,000

m 512,000 (AB) + 512,000 (BC) + 512,000 (CD) = total delay of 1,536,000

m  Bandwidth (40,000,000) plus delay (1,536,000) = EIGRP metric of 41,536,000 for the top
pathway

The bandwidth through the bottom pathway (A — X — Y — Z — D) is as follows:

m AX—256 kbps, XY—256 kbps, YZ—256 kbps, and ZD—256 kbps

The least bandwidth along this path is 256 kbps:
m 10,000,000 /256 = 39,062 * 256 = 10,000,000

The delay through the bottom pathway is as follows:
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m  EIGRP delay calculation for a 256,000-bps line has an EIGRP delay of 2000 (in tens of
milliseconds) * 256 = 512,000

m 512,000 (AX) + 512,000 (XY) + 512,000 (YZ) + 512,000 (ZD) = total delay of 2,048,000

m  Bandwidth (10,000,000) plus delay (2,048,000) = EIGRP metric of 12,048,000 for the
bottom pathway

EIGRP chooses the bottom pathway, with a metric of 12,048,000, over the top pathway, with a
metric of 41,536,000. EIGRP then installs the bottom pathway with a next-hop router of X and
a metric of 12,048,000 in the IP routing table.

Why is the bottom pathway considered a better pathway?

The bottleneck along the top pathway, the 64,000-bps link, can explain why the router takes
this path. The link means that the rate of transfer to router D is a maximum of 64,000 bps.
Along the bottom pathway, the lowest speed is 256,000 bps, making the throughput rate up to
that speed. Therefore, the bottom pathway represents a better choice to move large files
quickly.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

+ EIGRP is a 100% loop-free advanced distance
vector routing protocol that is easy to configure
and has many advanced features, such as classless
routing, VLSM, and incremental updates.

* EIGRP uses three databases:
— EIGRP neighbor database
— EIGRP topology database
— IP routing table

* EIGRP uses the same basic algorithm for metric
calculation as IGRP, which allows EIGRP to be
backward-compatible to IGRP. For both protocols,
the default calculation relies on bandwidth and
delay.
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.
Q1)  Which three features are benefits of EIGRP? (Choose three.)
A) fast convergence
B) support for VLSM and discontiguous subnets
C) same metric algorithm as OSPF

D) manual route summarization at any point in the network

Q2)  What is listed in the EIGRP topology database?
A) directly connected routers that have formed an EIGRP adjacency
B) only best routes to a destination network

C) all routes learned from each EIGRP neighbor

Q3)  What s listed in the EIGRP neighbor database lists?
A) directly connected routers that have formed an EIGRP adjacency
B) only best routes to a destination network

C) all routes learned from each EIGRP neighbor

Q4)  What is listed in the IP routing table lists?
A) directly connected routers that have formed an EIGRP adjacency
B) only best routes to a destination network

C) all routes learned from each EIGRP neighbor

Q5)  Which two of the following are true of the EIGRP metric calculation? (Choose two.)

A) The following are the default K values: K1 =1,K2=1,K3 =0, K4 =0,
K5=0.

B) To convert an IGRP metric to an EIGRP metric, multiply the IGRP metric
by 256.

C) To convert an IGRP metric to an EIGRP metric, multiply the EGRP metric
by 256.

D) The following are the default K values: K1 =1,K2=0,K3 =1, K4 =0,
K5=0.
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

Q5)

A, B,D

Relates to:

C

Relates to:

A

Relates to:

B

Relates to:

B,D

Relates to:

EIGRP Overview

EIGRP Databases

EIGRP Databases

EIGRP Databases

EIGRP Metrics Calculation
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EIGRP Operations

Overview

This lesson examines the five EIGRP packets and describes the initial establishment of
adjacency between EIGRP neighbors. The hello packet that builds these adjacencies and the
key fields in the hello packet are explained. The mechanisms for reliability, transmission, and
resetting EIGRP adjacencies are defined and explained. Finally this lesson demonstrates the
Cisco IOS debug and show commands used for troubleshooting these adjacencies.

Relevance

It is important for network administrators to understand the exchange of EIGRP packets and the
functions of EIGRP packets to troubleshoot an EIGRP network. If EIGRP does not form
neighbor relationships, those routers do not exchange EIGRP updates with each other. Without
EIGRP routing updates, users cannot connect to services across the internetwork. This lesson
explains which hello fields are necessary for adjacency to form and when it resets; this
information is vital for troubleshooting an EIGRP network.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Describe EIGRP packets
m  Explain EIGRP adjacent neighbors
m  Define EIGRP reliability, transmission policy, and transport mechanism
m  Describe initial route discovery

m Interpret debug output for EIGRP packets, EIGRP neighbors, and IP EIGRP



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:
m  CCNA certification or equivalent knowledge and experience

m  Knowledge of the Cisco router user interface

m  Understanding of how to read an IP routing table

m  Understanding of networking terms, numbering schemes, and topologies

m  Understanding of how to interpret the contents, entries, and indicators from a Cisco routing
table

m  Understanding of how to verify basic router configurations using show and debug
command output

Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview
* EIGRP Packets
 Establishing Neighbors

* EIGRP Reliability, Transmission Policy, and
Transport Mechanism

« Initial Route Discovery in EIGRP

+ Verifying EIGRP Connectivity Using debug
Commands

* Summary
* Quiz

Inc. Allrights reserved BSCI21 3.3
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EIGRP Packets

This topic identifies the five EIGRP packet types. This topic also details the EIGRP hello
packet and explains the role that the hello packet plays in maintaining connectivity between
EIGRP neighbors.

ﬂ

EIGRP Packets

* Hello: Establish neighbor relationships

- Update: Send routing updates

* Query: Ask neighbors about routing information

* Reply: Respond to query about routing information
- ACK: Acknowledge a reliable packet

Inc. Allrights reserved BSCI21 34

EIGRP supports the following five generic packet types:

Hello: Routers use hello packets for neighbor discovery. They send the packets as
multicasts, and the packets carry an acknowledgment number of zero.

Update: Update packets route reliable change information only to the affected routers.
These updates can be unicast to a specific router or multicast to multiple attached routers.
Updates occur during router startup, metric or topology change, and route transition from
active to passive.

Query: When a router performs route computation and does not have a feasible successor,
it sends a reliable query packet to its neighbors to determine if they have a feasible
successor for the destination. Queries are always multicast.

Reply: A router sends a reply packet in response to a query packet. Replies are unicast
reliably to the originator of the query.

Acknowledgment (ACK): The ACK packet acknowledges the types of packets described
in this topic. ACK packets are unicast hello packets and contain a nonzero acknowledgment
number. Update, query, and reply packets are all sent reliably. These packets require
acknowledgment, in contrast to hello and ACK packets, which do not.
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EIGRP Hello Packets

K1=1, K2=0, K3=1 K1=1, K2=0, K3=1
K4=0, K5=0 K4=0, K5=0 2
AS 200 AS 200 §

* Two routers become neighbors when they see the hello
packet of the other router.

— Hello address =224.0.0.10

EIGRP does not form neighbors if K values are
mismatched.

EIGRP does not form neighbors if autonomous system
numbers are mismatched.
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When you configure EIGRP on an interface, the router sends periodic multicast hello packets
out that interface. When a router running an EIGRP process receives a hello packet from
another router with the same autonomous system number, it establishes a neighbor relationship
(adjacency).

Peer relationships do not form if the neighbor resides in a different autonomous system or if the
metric-calculation mechanism (K value) is mismatched.
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EIGRP Hello Timers
ﬂ

* Hellos sent once every 5 seconds on the
following links:

— Broadcast media: Ethernet, Token Ring, FDDI
— Point-to-point serial links: PPP, HDLC
— Point-to-point subinterface: Frame Relay, ATM

— Multipoint circuits with bandwidth greater than T1:
SMDS, Frame Relay, ATM, ISDN PRI

* Hellos sent once every 60 seconds on the following
links:

— Multipoint circuits with bandwidth less than or equal
to T1: ISDN BRI, Frame Relay, SMDS, ATM, and X.25

* Hold time by default is three times the hello time.

Inc. Allrights reserved BSCI21 3.6

Hello packets are sent at various time intervals, depending on the media. The default is every
5 seconds over LAN and dedicated or higher-speed WAN links. (These links include, for
broadcast media, Ethernet, Token Ring, and FDDI; for point-to-point serial links, PPP and
HDLC; for point-to-point subinterfaces, Frame Relay and ATM; and for multipoint circuits
with bandwidth greater than T1, Switched Multimegabit Data Service [SMDS], Frame Relay,
ATM, and ISDN PRI.)

When you configure a router for EIGRP, the EIGRP process dynamically discovers other
routers directly connected to it that run EIGRP. Each router maintains information about its
neighboring routers in its neighbor table, including the address and the interface through which
it reaches the neighbor. The neighbor table also maintains an entry for hold time, which a router
reports as part of its hello message. Hold time is the interval that a router waits before it
declares an EIGRP neighbor as unavailable.

EIGRP sends hello packets less frequently on lower-speed links. For example, multipoint serial
interfaces of T1 or slower generate hellos at 60-second intervals on this type of interface. The
hello interval is the rate at which hello packets are sent; this rate can be adjusted per interface
with the ip hello-interval eigrp command, as follows:

RouterA (config-if)# ip hello-interval eigrp as-number seconds

If the router does not receive an EIGRP packet within the hold time interval, the neighbor and
all routes associated with that neighbor are removed from the EIGRP databases. If the neighbor
is a successor for any destination networks, those networks are removed from the routing table,
and alternate pathways, if available, are computed. By default, the hold time is set to three
times the hello interval. The hold time default values are 15 seconds and 180 seconds. The hold
time can be adjusted with the ip hold-time eigrp interface command, as follows:

RouterA (config-if)# ip hold-time eigrp as-number seconds
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Note Hold time is not automatically adjusted after a hello interval change. Hold time must be
adjusted manually to reflect the configured hello interval.
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Establishing Neighbors

This topic discusses an EIGRP neighbor relationship establishment and the conditions for
resetting an EIGRP adjacency.

EIGRP Adjacency Establishment
Conditions

Fy

— Hello » | Hello L

Source Destination Destination Source
[10.1.1.1 [224.0.0.10] [ 224.0.0.10 [ 10.4.1.2 |:

* EIGRP does form neighbors even if hell time and hold
time do not match.

+ EIGRP transmits hello packets from the primary
address of the interface.

* The neighbor declared dead when no EIGRP packets
are received within the hold interval.
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It is possible for two routers to become EIGRP neighbors even if the hello and hold times do
not match. The hello packets include the hold time, and each router keeps track of the hold time
associated with each EIGRP neighbor.

If an EIGRP packet is not received from a neighbor by a router that runs the EIGRP process
before the expiration of the hold time, the router detects a topology change. The router deletes
the neighbor adjacency, and all topology table entries recognized from that neighbor are
removed. It is as if the neighbor sent an update that states that all of the routes were
unreachable; this condition causes routes to enter an active state. This procedure enables the
routes to reconverge quickly if an alternate, feasible route is available.

EIGRP does not build peer relationships over secondary addresses because all EIGRP traffic
uses the primary address of the interface. To form an EIGRP adjacency, all neighbors use their
primary address as the source IP address of their EIGRP packets. Adjacency between EIGRP
routers takes place if the primary address of each neighbor is part of the same IP subnet.
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show ip eigrp neighbors Command

p2r2# show ip eigrp neighbors

IP-EIGRP neighbors for process 200
H Address Interface Hold Uptime SRTT RTO o Seq

(see) (ms) Cnt  Num
1172.68,2.2  Te0 13 02:15:30 8 200 O s |,
0 172.68.16.2 Sel 10 02:38:28 29 200 O 6 |2
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EIGRP routers multicast hello packets to discover neighboring routers and to exchange route
updates. Recall that only adjacent routers exchange routing information. Each router builds a
neighbor table from the hello packets it receives from adjacent EIGRP routers that run the same
network-layer protocol.

EIGRP maintains a neighbor table for each configured network-layer protocol. The table
includes the following key elements:

Neighbor address: Specifies the network-layer address of the neighbor.

Queue: Indicates the number of packets waiting in the queue to be sent. If this value is
constantly higher than zero, there can be a congestion problem. A zero indicates that there
are no EIGRP packets in the queue.

Smoothed round trip time (SRTT): Indicates the average time it takes to send and receive
packets from a neighbor. This timer is used to determine the retransmission timeout (RTO).

RTO: The time, in milliseconds, that the router waits for an acknowledgment before it
retransmits the reliable packet.

Hold time: The maximum time to wait without having received anything from a neighbor
before considering the neighbor unavailable. Originally, the expected packet was a hello
packet, but in current Cisco 1OS software releases, any EIGRP packet the router receives
after the first hello packet resets the timer.
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EIGRP Reliability, Transmission Policy, and
Transport Mechanism

This topic discusses the operations involved in maintaining the EIGRP databases and neighbor
relationships.

EIGRP Reliability
e X

* EIGRP reliable packets are packets that require
explicit acknowledgment:

— Update
— Query
— Reply
* EIGRP unreliable packets are packets that do not
require explicit acknowledgment:
— Hello
- ACK

Inc. Allrights reserved BSCI21 3.9

The Rapid Transport Protocol (RTP) is responsible for guaranteed, ordered delivery of EIGRP
packets to all neighbors. RTP supports intermixed transmission of multicast or unicast packets.
For efficiency, only certain EIGRP packets transmit reliably. For instance, on a multiaccess
network with multicast capabilities, such as an Ethernet network, it is not necessary to send
hello packets reliably to all neighbors individually. Therefore, EIGRP sends a single multicast
hello packet containing an indicator that informs the receivers that they do not need to
acknowledge the packet.

Other types of packets, such as updates, indicate in the packet that EIGRP requires
acknowledgment. All packets that carry routing information (update, query, and reply) are sent
reliably because they are not sent periodically. Each packet that is sent reliably has an assigned
sequence number and requires an explicit acknowledgement. This combination of sequence
numbers and acknowledgements provides reliability. ACK and hello packets, by their nature,
are not reliable transmissions.

RTP contains a provision to send multicast packets quickly when there are unacknowledged
packets outstanding, which helps ensure fast convergence time over differing speed links.
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EIGRP Retransmission Policy

* The router keeps a neighbor list and a
retransmission list for every neighbor.

- Each reliable packet (update, query, reply)
is retransmitted when the packet is not
acknowledged.

* A neighbor relationship is reset when the retry limit
(16) for reliable packets is reached.

* Retransmission occurs each time the RTO is
reached.
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RTP ensures that the router maintains ongoing communication between neighboring routers,
and RTP maintains a retransmission list for each neighbor in case a reliable packet is not
acknowledged within the RTO. This list is used to track all the reliable packets that were sent
out but not acknowledged. The RTO sometimes expires before it receives an ACK packet. In
this event, the EIGRP process retransmits another copy of the reliable packet, up to a maximum
of 16 times or until the hold time expires.

The EIGRP reliability mechanism ensures delivery of critical route information to neighboring
routers. This information allows EIGRP to maintain a loop-free topology at all times.
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EIGRP Transport Mechanism

* EIGRP transport has a window size of one
(stop-and-wait mechanism).

—Each reliable packet needs to be acknowledged
before the next sequenced packet can be sent.

—If one or more peers are slow in acknowledging,
all other peers suffer.

» Solution: The nonacknowledged multicast packet is
retransmitted as a unicast to the slow neighbor.
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The use of reliable multicast traffic by IP routing protocols is efficient and effective, although a
potential delay exists on multiaccess media where multiple neighbors exist. The next reliable
multicast packet cannot be transmitted until all peers have acknowledged the previous
multicast. If one or more peers respond slowly, the slow EIGRP peer adversely affects all peers
by delaying the next transmission. The RTP used by EIGRP has a provision for handling such
situations. Neighbors that are slow to respond to multicasts receive the unacknowledged
multicast packets again, this time as unicast packets. This design allows the reliable multicast
operation to proceed without communication delays with other peers.

The multicast flow timer determines how long to wait for an ACK packet before switching
from multicast to unicast. The RTO determines how long to wait between the subsequent
unicasts. The EIGRP process for each neighbor based on the SRTT calculates both multicast
flow timer and RTO. The formulas for the SRTT, RTO, and multicast flow timer are

proprietary.
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Example

Resetting of EIGRP Neighbors

- Stable network: no outstanding EIGRP updates

— Neighbor is reset if hold timer expires. Timer
default is three times the hello interval:

* 180 seconds on T1 or slower multipoint
interfaces

* 15 seconds on all others

* Unstable network: reliable packet transfer
in progress

—Neighbor is reset if update is not acknowledged
after 16 retransmissions

* Update retransmitted each time RTO is reached
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In a steady-state network where no routes are flapping, EIGRP waits a specified interval before
it determines that an EIGRP neighbor adjacency is down. By default, EIGRP waits up to

15 seconds on high-speed links and up to 180 seconds on low-speed, multipoint links. When
EIGRP determines that a neighbor is down and the router cannot re-establish the adjacency, the
routing table removes all networks that were reachable through that neighbor. The router
attempts to find alternate routes to those networks so that convergence can occur.

The 180-second hold time can seem excessive, but this duration accommodates the
slowest-speed multipoint links, which are generally connected to less critical remote sites. In
some networks with mission-critical, time-sensitive applications, even on high-speed links,
15 seconds is too long. The point to remember is that there are other conditions that can
override the hold timer and allow the network to converge quickly.

If the network is unstable and routes are flapping elsewhere because a remote site is timing out
on its adjacency, EIGRP hold timers begin counting down from 180 seconds. If the upstream
site sends the remote site an update and the remote site does not acknowledge the update, the
upstream site attempts 16 times to retransmit the update. The retransmission occurs each time
the RTO expires. After 16 retries, the router resets the neighbor relationship. This causes the
network to converge faster than would be possible by waiting for the hold time to expire.

RTO is a dynamic timer that adjusts over time. It is based upon the SRTT, which specifies how
many milliseconds it takes a neighbor to respond to an EIGRP acknowledgment. As more
unacknowledged updates are sent, the SRTT gets higher and higher, which causes the RTO to
increase exponentially.
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Initial Route Discovery in EIGRP

This topic shows the exchange of packets for the initial exchange of routing information

between new EIGRP neighbors.

Initial Route Discovery

Topology ~— i i
e @ m Thanks for the information!

@ 1 am router A, who is on the link?

Hello, | am router B.

K

Here is my complete routing information. [~~__—
< Update

v . . .
@ Here is my complete route lnfo:natlon.
Thanks for the information! @

Converged
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The process to establish and discover neighbor routes occurs simultaneously in EIGRP. A high-
level description of the process is as follows:

Step 1

Step 2

A new router (router A) comes up on the link and sends a hello packet from all
interfaces.

Routers that receive the hello packet (router B) reply with update packets that
contain all the routes in their routing tables, except those that the interface
recognizes through that interface (split horizon). Router B sends an update packet to
router A, but a neighbor relationship is not established until router B sends a hello
packet to router A. The update packet from router B has the initialization bit set,
indicating that this is the initialization process.

Note

An update packet includes information about the routes that a neighbor is aware of,
including the metric that the neighbor is advertising for each destination.

Step 3

Step 4

After both routers have exchanged hellos, and the neighbor adjacency is established,
router A replies to router B with an ACK packet that indicates that it has received
the update information.

Router A assimilates all update packets in its topology table. The topology table
includes all destinations advertised by neighboring (adjacent) routers. It lists each
destination, all the neighbors that can reach the destination, and their associated
metric.
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Step 5 Router A then sends an update packet to router B.
Step 6 Upon receiving the update packet, router B sends an ACK packet to router A.

After router A and router B successfully receive the update packet from each other, they are
ready to update the routing table with the successor routes from the topology table.
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Verifying EIGRP Connectivity Using debug

Commands

This topic describes the output of EIGRP debug commands, such as debug eigrp packets and

debug ip eigrp.

Verifying EIGRP Connectivity:
Stable Network

RouterA# debug eigrp packets

serno 75-75

Normal Hello Processing
01:38:29: EIGRP: Sending HELLO on Serial0/0
01:38:29: AS 100, Flags 0x0, Seq 0/0 idbQ 0/0 1idbQ un/rely 0/0
01:38:31: EIGRP: Received HELLO on Serial0/0 nbr 10.1.2.2
01:38:31: AS 100, Flags 0x0, Seq 0/0 idbQ 0/0 1idbQ un/rely 0/0 peerQ umn/rely 0/0
Receilved EIGRP Update
01:38:33: EIGRP: Receilved UPDATE on Serial0d/0 nbr 10.1.2.2
01:38:33: AS 100, Flags 0x0, Seq 23/37 1dbQ 0/0 i1idbQ un/rely 0/0 peerQ un/rely 0/0
01:38:33: EIGRP: Enqueueing ACK on Serial0d/0 nbr 10.1.2.2
01:38:33: Ack seq 23 1i1dbQ un/rely 0/0 peerQ umn/rely 1/0
01:38:33: EIGRP: Sending ACK on Serial0/0 mbr 10.1.2.2
01:38:33: AS 100, Flags 0x0, Seq 0/23 idbQ 0/0 1idbQ un/rely 0/0 peerQ umn/rely 1/0
01:38:33: EIGRP: Enqueueing UPDATE on Serial0d/0 iidbQ un/rely 0/1 sermo 75-75
01:38:33: EIGRP: Sending UPDATE on Serial0d/0 nbr 10.1.2.2
01:38:33: AS 100, Flags 0x0, Seq 38/23 1dbQ 0/0 i1idbQ un/rely 0/0 peerQ un/rely 0/1

01:38:33: EIGRP: Receilved ACK on Serial0/0 nbr 10.1.2.2
01:38:33: AS 100, Flags 0x0, Seq 0/38 i1dbQ 0/0 1idbQ un/rely 0/0 peerQumn/rely 0/1

stems, Inc. All rights reserved
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This debug command can be used to verify EIGRP connectivity.

Command

Description

debug eigrp packets

Displays the types of EIGRP packets sent and received by the
router that this command is executed on. A maximum of 11
packet types can be selected for individual or group display.

Note Use extreme care when using debugs in production networks. The resources used for the
debug can be significant and reduce processing of user traffic.

The debug eigrp packet command traces transmission and receipt of EIGRP packets. The
debug output shows normal transmission and receipt of hello packets. The serial link is a High-
Level Data Link Control (HDLC) point-to-point link; therefore, the default hello time interval
is 5 seconds. Hello packets are unreliably sent, so the sequence number (Seq) does not

increment.

When router A in this example output receives an update from the 10.1.2.2 neighbor, values
appear in the sequence number field. The Seq 23/37 field indicates that 10.1.2.2 is sending this
packet as sequence number 23 to router A and that sequence number 37 has been received from
router A by neighbor 10.1.2.2. Neighbor 10.1.2.2 is expecting to receive sequence 38 in the

next reliable packet from router A.

Copyright © 2004, Cisco Systems, Inc.
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The serial number (serno 75/75) reflects the number of changes that the two neighbors register
in their EIGRP topology tables. The sequence number increments each time a query, update, or
reply packet is sent, whereas the serial number increments each time the topology table
changes. A single update can contain more than 100 networks that all produce an update
because all are now unavailable. Therefore, in this case, the topology table has more than 100
changes, and the serial number increases substantially but the sequence number increases only
by one.
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Verifying EIGRP Connectivity: Unstable

Network
IlIllIllIIllIlllllllllllllllllllllllllllllllll‘IIIIIIIIIIE!!!E:EIIIIII

RouterA# debug eigrp packets

Shut down of a neighbor's interface

01:38:11: EIGRP: Received QUERY on Serial0/0 nbr 10.1.2.2

01:38:11: AS 100, Flags 0x0, Seq 22/36 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/0

01:38:11: EIGRP: Enqueueing ACK on Serial0/0 nbr 10.1.2.2

01:38:11: Ack seqg 22 iidbQ un/rely 0/0 peerQ un/rely 1/0

01:38:11: EIGRP: Sending ACK on Serial0/0 nbr 10.1.2.2

01:38:11: AS 100, Flags 0x0, Seq 0/22 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely 1/0

01:38:11: EIGRP: Sending REPLY on Serial0/0 nbr 10.1.2.2

01:38:11: AS 100, Flags 0x0, Seq 37/22 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/1 serno 74-74

01:38:11: EIGRP: Received ACK on Serial0/0 nbr 10.1.2.2

01:38:11: AS 100, Flags 0x0, Seq 0/37 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely 0/1

RouterA# debug eigrp packets

Mismatched adjacency values

01:39:13: EIGRP: Received HELLO on Serial0/0 nbr 10.1.2.2

01:39:13:AS 100, Flags 0x0, Seqg 0/0 idbQ 0/0 1idbQ un/rely 0/0 peerQ umn/rely 0/0
01:39:13: K-value mismatch

. All rights reserved BSCI21 3-20

In this example, an interface on router B (EIGRP neighbor 10.1.2.2) is shut down. Router B
then sends a query packet to router A to determine if router A knows a pathway to the lost
network. Router A responds with an ACK packet to acknowledge the query packet. A reliable
packet must be explicitly acknowledged with an ACK packet. Router A also responds to the
query with a reply packet. The serial number reference (74) represents the number of changes
to the routing table since the start of the neighbor relationship between these two EIGRP
neighbors.

The debug output list at the bottom of the figure indicates that the router received a hello packet
from neighbor 10.1.2.2 with mismatched K values. The neighbor configuration is K1 =1,

K2 =1,K3=1,K4 =1, and K5 = 1. The router configuration is default K values, so an
adjacency between these two neighbors is not formed until the K values are equal.
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Verifying EIGRP Operations:

Stable Network
IlIllIllIIllIlllllllllllllllllllllllllllllllll‘IIIIIIIIIIE!!!E::IIIIII

RouterA# debug ip eigrp

IP-EIGRP Route Events debugging is on

01:57:23: IP-EIGRP: Processing incoming UPDATE packet
01:57:23: IP-EIGRP: Int 172.16.1.0/24 M 10639872 - 9999872 640000
SM 384000 - 256000 128000

- Router A receives an update packet from router B that contains
internal (int) network 172.16.1.0/24.

- Feasible distance = router A cost to get to 172.16.1.0/24.
10639872 = 9999872 + 640000

- Advertised distance = the metric router B sent to router A to
reach 172.16.1.0/24.
SM (source metric) = 384000 = 256000 + 128000

- EIGRP metric (10639872) = bandwidth (9999872) + delay
(640000).

Inc. Allrights reserved BSCI21 3.21

This debug command can be used to verify EIGRP operation.

Command Description

debug ip eigrp Displays EIGRP packets that this router sends and receives

This figure illustrates the contents of the updates that are reported when you use the debug ip
eigrp command to monitor a stable network.

An internal route (Int) for 172.16.1.0/24 is advertised to router A. Its feasible distance is the
EIGRP metric calculation for lowest bandwidth plus the EIGRP metric calculation for the total
delay.

The following is an example of the EIGRP metric calculation for the total delay:

m M 10639872 — 9999872 640000, which stands for metric = 10639872 = 9999872 + 640000
The EIGRP process uses the following information to calculate the advertised distance and
place it in the EIGRP topology table:

m SM 384000 — 256000 128000, which means source metric = 384000 = 256000 + 128000
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Verifying EIGRP Operations:
Unstable Network

RouterA# debug ip eigrp

IP-EIGRP Route Events debugging is on
An EIGRP neighbor interface is shutdown for network 172.16.1.1/24.
Router A receives a query looking for a lost pathway from Router B.

01:56:57: IP-EIGRP: Processing incoming QUERY packet

01:56:57: IP-EIGRP: Int 172.16.1.0/24 M 4294967295 - 0 4294967295 SM
4294967295 - 0 4294967295

+ The metric of 42949672295 is the highest possible value for a metric. It signifies that
router B is telling router A that network 172.16.1.0/24 is no longer reachable through
router B, and router B checks whether router A has an alternate pathway to that network.

01:56:57: IP-EIGRP: 172.16.1.0/24 routing table mot updated
01:56:57: IP-EIGRP: 172.16.1.0/24 - not in IP routing table

Router A realizes that if it cannot use B for 172.16.1.0/24, it does not have an entry in the
routing table to get to that network.

01:56:57: IP-EIGRP: Int 172.16.1.0/24 metric 4294967295 - 9999872
4294967295

Router A sends an update to router B saying it does not know how to reach that
route either.

This example illustrates what occurs when a router processes an incoming query packet for
network 172.16.1.0/24. On the neighbor, the interface that leads to that network is shut down.

The neighbor previously advertised 172.16.1.0 /24 to this router, and the query performs two
functions:

m  First, this router discovers that its neighbor no longer knows how to get to network
172.16.1.0 /24. This metric value (4,294,967,295) is the highest possible value. This metric
indicates that the route is unreachable, so the router removes this entry from the EIGRP
topology table, and EIGRP looks for alternate routes.

m  [f the routing table is not updated, EIGRP did not find an alternate route to the network.
The next statement verifies that the EIGRP process has removed the old route. The final

statement confirms that this router informed the neighbor that it does not have a pathway to
this network either.

Copyright © 2004, Cisco Systems, Inc. Configuring EIGRP 3-39



Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

EIGRP has five packet types:

— Update, query, and reply packets require
acknowledgment.

— Hello and ACK packets do not require acknowledgment.
- EIGRP hello packets are used to build EIGRP adjacencies.
- By default, hellos are sent at the following intervals:

— Every 60 seconds on T1 or slower multipoint interfaces

— Every 5 seconds on all others

» The router resets the neighbor relationship when it reaches
the retry limit (limit = 16) or when the hold time expires.

- Neighboring routers that are slow to respond to multicasts
receive unacknowledged packets again as unicast packets.

tems, Inc. All rights reserved BSCI21 3.23
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are

found in the Quiz Answer Key.

Q1)  Which packet type establishes neighbor relationships?

A) ACK
B) hello
9 query
D) reply
E) update

Q2)  Which packet type is responsible for sending routing advertisements?

A) ACK
B) hello
9 query
D) reply
E) update

Q3)  Which packet type is used to acknowledge a reliable packet?

A) ACK
B) hello
9 query
D) reply
E) update

Q4)  Which packet type is used to respond to a query?

A) ACK
B) hello
9 query
D) reply
E) update

Q5)  Which packet type is used to ask neighbors about routing information?

A) ACK
B) hello
9 query
D) reply
E) update
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Q6)  Which three requirements are necessary to establish an EIGRP adjacency? (Choose

three.)
A) K values must match.
B) Neighbors must use the same autonomous system number.

O) Hello and hold timers must match.

D) Primary address of the adjacent routers must be in the same subnet.

Q7)  Which three packets must be explicitly acknowledged? (Choose three.)

A) ACK
B) hello
C) reply
D) query
E) update

Q8)  After how many retransmissions is the EIGRP neighbor adjacency reset?

A) 1

B) 15

(@) 16

D) Never—EIGRP keeps on retransmitting until connection comes up

Q9)  In what order must the routers exchange the packets for the initial route discovery
process to take place?

A) hellos, updates, ACKs for the updates

B) hellos, ACKs for the hellos, updates

O) ACKSs, hellos, updates

D) hellos, ACKs for the hellos, updates, ACKs for the updates

Q10) Which command shows receipt and generation of the packet types, sequence numbers,
and serial numbers but not the contents of the packets?

A) debug ip eigrp
B) debug eigrp packet
O) show ip eigrp topology
D) show ip eigrp interface
QI11) Which command shows the contents of a packet and the EIGRP processing between
the topology and routing table?
A) debug ip eigrp
B) debug eigrp packet
O) show ip eigrp topology

D) show ip eigrp interface
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

Q5)

Qo)

Q7

Q8)

Q9)

Q10)

Q1)

B

Relates to:

E

Relates to:

A

Relates to:

D

Relates to:

C

Relates to:

A, B,D

Relates to:

C,D,E

Relates to:

C

Relates to:

A

Relates to:

B

Relates to:

A

Relates to:

EIGRP Packets

EIGRP Packets

EIGRP Packets

EIGRP Packets

EIGRP Packets

Establishing Neighbors

EIGRP Reliability, Transmission Policy, and Transport Mechanism

EIGRP Reliability, Transmission Policy, and Transport Mechanism

Initial Route Discovery in EIGRP

Verifying EIGRP Connectivity Using debug Commands

Verifying EIGRP Connectivity Using debug Commands
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EIGRP DUAL

Overview

This lesson describes the EIGRP Diffusing Update Algorithm (DUAL). Important DUAL-
specific terms, such as successor and feasible successor, are defined. The formula that DUAL
uses to calculate a feasible successor is presented as well as the query process for DUAL when
no feasible successor exists.

Relevance

Understanding how EIGRP discovers alternate pathways and selects primary and secondary
routers during times of network instability is extremely important for efficient troubleshooting.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Explain how EIGRP DUAL automatically selects the best route (successor)

m  Describe how EIGRP DUAL automatically selects the second-best route (feasible
successor)

m  Define how EIGRP performs route selection when no feasible successor is available

m  Analyze the EIGRP query and update process



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:
m  CCNA certification or equivalent knowledge and experience

m  Knowledge of the Cisco router user interface

m  Understanding of how to read an IP routing table

m  Understanding of networking terms, numbering schemes, and topologies

m  Understanding of how to interpret the contents, entries, and indicators in a Cisco routing
table

m  Understanding of how to verify basic router configurations using show and debug
command output

Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview
- Selection of a Successor by DUAL
- Selection of a Feasible Successor by DUAL

« Selection When No Feasible Successor Is
Available

- EIGRP Query Process
* Summary
* Quiz

Inc. Allrights reserved BSCI21 3.3
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Selection of a Successor by DUAL

This topic describes the DUAL feature of EIGRP and explains the term successor.

EIGRP DUAL
ﬂ

The DUAL finite state machine decision
process is as follows:

 Tracks all routes advertised by neighbors

- Selects loop-free path using a successor and
remembers any feasible successors

* If the successor is lost, uses a feasible successor

* If there is no feasible successor, queries neighbors
and recomputes a new successor

s, Inc. Allrights reserved BSCI21 34

The DUAL finite state machine embodies the decision process for all route computations. It
tracks all routes advertised by all neighbors. DUAL uses distance information, known as a
metric, to select efficient, loop-free paths. The lowest-cost route is calculated by adding the cost
between the next-hop router and the destination—referred to as the advertised distance (AD) —
to the cost between the local router and the next-hop router. The sum of these costs is referred
to as the feasible distance (FD).

A successor is a neighboring router that forwards packets. This router has a least-cost path to a
destination that is guaranteed not to be part of a routing loop. Multiple successors can exist if
they have the same FD. By default, up to four successors can be added to the routing table.

The next-hop router for the backup path is called the feasible successor. To qualify as a feasible
successor, a next-hop router must have an AD less than the FD of the current successor route.

If the route of the successor is not valid and a suitable feasible successor exists, the feasible
successor replaces an invalid successor in the routing table without a recalculation. More than
one feasible successor can be available at one time in the EIGRP topology table.

If the route of the successor is not valid but no suitable feasible successor exists, a
recomputation must occur. This process determines a new successor. The amount of time it
takes to recalculate the route affects the convergence time.
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EIGRP Successor

EIGRP Topology Table

FD EIGRP
Network | (EIGRP Metric) AD Neighbor

10.1.1.0 /24| 2000-Successor | 1000 |Router B (E0)
10.1.1.0 /24 2500 1500 |Router D (E1)

IP Routing Table

Metric Outbound Next Hop
Network (FD) Interface |(EIGRP Neighbor)
10.1.1.0 /24 2000 Ethernet 0 Router B

2004 Cisco Systems, Inc. All rights reserved BSCI21 3.5

The term successor refers to the best next-hop router to reach a given destination network. That
router is chosen because it has the lowest FD of all possible pathways to that destination
network. The successor is the next router in line to reach that destination or, in other words, the
router with the best pathway to reach that destination network.

The router selects the best pathway to reach a given network. The router installs the destination
network, the metric to reach that network, the outbound interface to reach the next-hop router,
and the IP address of the next-hop router into the IP routing table. If there are a number of
entries in the EIGRP topology table with an equal cost FD to a given destination network, all
successors, up to four by default, for that destination network are installed in the routing table.
AD does not have an effect on the selection of the best routes for incorporation in the routing
table if EIGRP is the only routing protocol running on the router.

All routing protocols choose the next-hop router only. Each router counts on the next router to
make a reliable decision to reach a specific destination network. The hop-by-hop pathway
through a network goes from one router to the next. Each router makes a path selection on how
to reach a given network and installs the best next-hop address along the pathway to reach that
destination network. A router trusts the successor for a route (the best next-hop router) to send
traffic towards that destination address.

Example

For example, in the figure, suppose that EIGRP router B advertises 10.1.1.0/24 to its EIGRP
neighboring router C. The cost for router B to reach network 10.1.1.0/24 is 1000. Router C
recognizes this value as the AD from router B. Router C must add its cost (1000) to reach
router B and calculate the FD through router B to reach network 10.1.1.0/24, which is 2000
(1000 +1000).

Router D advertises 10.1.1.0/24 to router C. The cost for router D to reach network 10.1.1.0/24
is 1500. Router C receives this cost as the AD from router D. Router C adds its cost (1000) to
reach router D and calculate the FD through router D to reach network 10.1.1.0/24, which is
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2500 (1000 + 1500). Router C compares all the FD for network 10.1.10/24 and then takes the
lowest FD as the best route. Since the lowest FD is 2000, router C chooses to go to the next-hop
router of router B to reach network 10.1.1.0/24. Router B is the successor (next available
router) for router C to reach network 10.1.1.0/24.

Network 10.1.1.0/24 is installed in the IP routing table. The FD is the metric used by EIGRP in
the routing table, and the next-hop address is the successor from the EIGRP topology table
(router B).
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Selection of a Feasible Successor by DUAL

This topic defines the feasible successor and explains the formula to select a feasible successor.

EIGRP Feasible Successor

EIGRP Topology Table

FD EIGRP
Network | (EIGRP Metric) AD Neighbor
10.1.1.0 /24| 2000-Successor 1000 Router B (E0)
10.1.1.0 /24 2500 1500 Router D (E1)
Feasible
Successor
AD of second-best route < FD of best route = feasible
(successor) successor

If the above equation is true, a loop-free pathway through the feasible
successor exists; automatically switch to the feasible successor on -
failure of the best route (successor). g

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.6

Backup routes, called feasible successors, are selected at the same time that the successors are
identified. These feasible successor routes are in the topology table. The topology table can
retain multiple feasible successors for a destination. A feasible successor is a destination
address that is loop-free, or that does not loop back to the current successor. By definition, a
feasible successor must be mathematically proven.

A feasible successor is selected by comparing the AD of a nonsuccessor route to the FD of the
best route. If the AD of the nonsuccessor route is less than the FD of best route, then that route
is identified as a feasible successor. If the successor becomes unavailable, then the feasible
successor can be used immediately, without recalculating for a lost route.

The equation in the figure illustrates this process.
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Example

Feasible Successor Route

10.1.1.0/24 .
Before Link Goes Down Between B and C
Router C
EIGRP FD AD Topology
10.1.1.0/24 2000 {FD)

via B 2000 1000 (Successor)
via D 3000 1500 (Feasible

Successor)
1000

After Link Goes Down Between B and C
10.1 /24 Router C

EIGRP FD AD Topology
10.1.1.0/24 3000 ({FD)

via D 3000 1500 (Successor)

185_120

Immediately use pathway through router D.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.7

In the figure, the link between router B and router C fails. Router C removes route 10.1.1.0/24
through router B from the routing table and searches the EIGRP topology table for a feasible
successor. Since router D can still reach the network and does not send an update or query
packet to inform router C of the lost route, router C immediately uses the pathway through
router D. Router C chooses this path because the AD of router D is less than the FD to reach
router B. The mathematical proof verifies that there is no routing loop that uses this pathway.
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Selection When No Feasible Successor Is
Available

This topic examines instances when EIGRP cannot mathematically determine a feasible
successor and provides an example of what happens without the DUAL discovery process.

No EIGRP Feasible Successor

EIGRP Topology Table

FD EIGRP
Network | (EIGRP Metric) AD Neighbor
10.1.1.0 /24| 2000-Successor 1000 Router B (E0)
10.1.1.0 /24 3000 2000 Router D (E1)
No Feasible
Successor =

AD of second-best route > FD of bestroute # feasible
(successor) successor

If the above equation is true, no feasible successor exists,
and the discovery process must be executed for any lost routes.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.8

The mathematical formula to ensure that the feasible successor is loop-free requires that the AD
of the second-best route be /ess than the FD of the successor. When the AD of the second-best
route is greater than or equal to the FD of the successor, a feasible successor cannot be chosen.
In this case, a discovery process that uses EIGRP queries and replies must be used to find any
alternate pathways to the lost networks.
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EIGRP Query Process

This topic provides a detailed walk-through of the EIGRP query and reply process.

DUAL Example (Start)

10.1.1.0/24

Router C
EIGRP FD AD Topology
10.1.1.0/24 3
via B 3 1 (Successor)
via D 4 2 (Fs)
via E 4 3
Router D
1) EIGRP FD AD Tepology
10.1.1.0/24 2

via B 2 1 (Successor)
via C 5 3

Router E

EIGRP FD AD Topology
10.1.1.0/24 3
via D 2 2 (SBuccessor)
via C 4 3

BSCI21 3.9

In the figure, the topology table indicates the following:

m  FD: The feasible distance that equals the sum of the costs of the links to reach network
10.1.1.0/24

m  AD: The advertised distance that equals the sum of the costs of the links to reach network
10.1.1.0/24 as advertised by neighboring routers

m  Successor: The forwarding path used to reach network 10.1.1.0/24. The path cost to
network 10.1.1.0 is the FD

m  Feasible successor: An alternate loop-free backup path to reach network 10.1.1.0

Note The sample network is stable and converged. All the routes are in the passive state. EIGRP
uses the split horizon feature. For example, router E does not pass its route to reach
network 10.1.1.0/24 back to router D, because router E uses router D as its next hop to
network 10.1.1.0/24.
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10.1.1.0/24

1

DUAL Example: Link Goes Down

Router C
c EIGRP FD AD Topology
10.1.1.0/24 3
via B 3 1 (Successor)
via D 4 2 (Fs)
via E a 3
Router D
D EIGRP FD AD Topology
10.1.1.0/24 2
via C 5 3
Router E
E EIGRP FD AD Topology
10.1.1.0/24 3
via D 3 2 (Successor)
wvia C 4 3

[

BSCI21 3.10

In the figure, routers B and D detect a link failure.

Upon notification of the link failure, DUAL performs the following steps, as illustrated in the

figures that follow:

Step 1
unusable.

At router D, DUAL marks the path to network 10.1.1.0/24 through router B as
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DUAL Example: D Sends Queries

10.1.1.0/24 Router C

[+ EIGRP FD AD Topology
10.1.1.0/24 3

via B 3 1 (Successor)
via D
via E 4 3
Router D
(1) D EIGRP FD AD Topology
10.1.1.0/24 -1 *RACTIVE X%
via E (a)

viac 5 3 (a)

Router E

E EIGRP FD AD Topology
10.1.1.0/24 3

via C 4 3

iz

BSCI21 311

Step 2 At router D: DUAL has no feasible successor to network 10.1.1.0/24, because the
AD via router C (3) is greater than the FD via router B (2).

1. DUAL sets the metric to network 10.1.1.0/24 as unreachable (—1 is unreachable). A
feasible successor cannot be found in the topology table, and the route changes from the
passive state to the active state. In the active state, the router sends queries to neighboring
routers looking for a new successor.

2. It sends a query to routers C and E to look for an alternate path to network 10.1.1.0/24.
3. It marks routers C and E as having a query (Q in the figure) pending.

Step 3 At router E: DUAL marks the path to network 10.1.1.0/24 through router D as
unusable.

Copyright © 2004, Cisco Systems, Inc. Configuring EIGRP

3-55



DUAL Example: E Sends Queries

via C 4 3

10.1.1.0/24 Router C
c EIGRP FD AD Topology
10.1.1.0/24 3
via B 3 1 (Successor)
via D
via E
Router D
(1) D EIGRF FD AD Topology
10.1.1.0/24 -1 **RCTIVE®*
via E (q)
via C S5 3
Router E
E EIGRF FD AD Topology
10.1.1.0/24 -1 *EACTIVE*
via D

{q)

TaG_1

2004 Cisco Systems, Inc. All rights reserved.
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Step 4 At router D: DUAL receives a reply from router C that indicates no change for the
path via router C to reach network 10.1.1.0/24.

1. It removes the query flag from router C.

2. It remains active on network 10.1.1.0/24, still waiting for a reply from router E to its

query.

Step 5 At router E: DUAL has no feasible successor to network 10.1.1.0/24. The route to
network 10.1.1.0/24 becomes active.

1. DUAL generates a query to router C.

2. It marks router C as having a query pending.
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DUAL Example: C Replies

10.1.1.0/24 Router C
[+ EIGRP FD AD Topology
10.1.1.0/24 3
via B 3 1 (Successor)
via D
via E
Router D
(1) D EIGRF FD AD Topology
10.1.1.0/24 =1 *EACTIVE**

via E {q)
via C 5 3

Router E
E EIGRP FD AD Topology
10.1.1.0/24 4
via C 4 3 (Successor)

via D

OTaG_1

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.13

Step 6 At router D: DUAL stays active on network 10.1.1.0/24, still waiting for a reply to
its query from router E.

Step 7 At router E: DUAL receives a reply from router C that indicates no change.

1. It removes the query flag from router C.
2. It calculates a new FD and installs a new successor route in the topology table.

3. It changes the route to network 10.1.1.0/24 from active to passive (converged).
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10.1.1.0/24

(1)

2004 Cisco Systems, Inc. All rights reserved.

DUAL Example: E Replies

Router C
c EIGRP FD AD Topology
10.1.1.0/24 3
via B 3 1 (Successor)
via D
via E
Router D
D EIGRP FD AD Topology
10.1.1.0/24 5
via C 5 3 {Successor)
via E 5 4 (Successor)
Router E

E EIGRP FDO AD Topology

10.1.1.0/24 4

via C 4 3 (Successor)

via D

BSCI21 3-14

Step 8 At router D: DUAL receives a reply from router E.

1. It removes the query flag from router E.

2. It calculates a new FD.

3. It installs new successor routes in the table. Because both routes (via routers C and E) have
the same FD, both are marked as successors. The route to network 10.1.1.0/24 changes

from active to passive (converged).
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DUAL Example: Convergence
10.1.1.0/24 Router C
EIGRP FD AD Topology
10.1.1.0/24 3
via B 3 1 (Successor)
via D
via E
Router D
(1) EIGRP FD AD Topology
10.1.1.0/24 5
via C 5 3 (Successor)
via E 5§ 4 (Successor)
Router E
EIGRP FD AD Topology
10.1.1.0/24 4
via C 4 3 (Successor)
via D E_
H
2004 Gisco Systems, Inc. Al righs reserved. BSCI21 315

At router D, two successor routes exist in the topology table for network 10.1.1.0/24. Both
successor routes are listed in the routing table, and equal-cost load balancing is in effect.

The network is stable and converged.

Notice that throughout the entire convergence process, only routes to network 10.1.1.0/24
become active on routers D and E. The route to network 10.1.1.0/24 on router C remains

passive because the link failure between routers B and D does not affect the successor route
from router C to network 10.1.1.0/24.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* DUAL is a finite-state formula that uses a discovery
process to calculate loop-free routes.

* EIGRP labels the best pathway to a given network
as the successor.

* If the AD of a nonsuccessor route is less than the
feasible distance of the best route, that route is labeled
as the feasible successor and can be used immediately
if the pathway through the successor for a network
becomes unavailable.

* If there is no feasible successor for a given network
and the pathway through the successor becomes
unavailable, a query-and-reply process is automatically
executed to find a loop-free pathway to the
lost network.
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q1)  How does DUAL select the successor for a specific destination network?

A)
B)
0
D)

by selecting the next-hop router with the highest FD
by selecting the next-hop router with the lowest FD

by selecting the next-hop router with the highest AD
by selecting the next-hop router with the lowest AD

Q2)  What is the formula for selecting a feasible successor?

A)
B)
0
D)

The AD of the successor is less than the FD of the nonsuccessor route.
The FD of the successor is less than the AD of the nonsuccessor route.
The FD of the nonsuccessor route is less than the AD of the successor.

The AD of the nonsuccessor route is less than the FD of the successor.

Q3)  When EIGRP cannot determine a feasible successor, but alternate pathways exist and
the successor becomes unavailable, what does EIGRP do?

A)

B)
0

D)

It immediately uses the alternate pathway with the lowest FD and sends queries
and updates to ensure that this pathway is loop-free.

It automatically uses the alternate pathway with the lowest FD.

It performs queries and updates to see if the alternate pathways are still viable.
When a loop-free path is found, the path is installed in the routing table.

It removes the network from the routing table and waits for the periodic update
from EIGRP neighbors to see if an alternate route exists.

Q4)  Which two conditions signify the active state for EIGRP? (Choose two.)

A)
B)
0
D)

The route can be used and is stable.

The route cannot be used.

EIGRP queries are outstanding and the router is waiting for EIGRP replies.
The state signifies that this is the best route with the lowest FD.
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

B

Relates to:

D

Relates to:

C

Relates to:

B,C

Relates to:

Selection of a Successor by DUAL

Selection of a Feasible Successor by DUAL

Selection When No Feasible Successor Is Available

EIGRP Query Process
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Configuring and Verifying
EIGRP

Overview

This lesson explains and demonstrates how to configure basic EIGRP. This lesson also explains
how to use a default network with EIGRP and how to use the wildcard option for a network
mask. To assist in troubleshooting, this lesson introduces various Cisco [0S software show
commands and defines the key fields in each.

Relevance

Knowing the correct commands to use when you configure EIGRP ensures that migration to
this routing protocol is smooth and quick. Understanding which show command to use when
troubleshooting the EIGRP configuration saves valuable time.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Configure EIGRP
m  Configure a default route using the default-network command

m  Verify EIGRP using show commands

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:
m  CCNA certification or equivalent knowledge and experience
®  An understanding of how to operate and configure a Cisco router

®  An understanding of how to verify basic router configurations using show and debug
command output



Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview

+ Configuring EIGRP

« Configuring Default Route Using the
default-network Command

* Verifying EIGRP Using show Commands
* Summary
* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.3
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Configuring EIGRP

This topic defines the commands used to configure basic EIGRP and presents two examples of

these commands.

Configuring EIGRP

Router (config) #

|router eigrp autonomous-system-number |

- Defines EIGRP as the IP routing protocol.

* All routers in the internetwork that must exchange
EIGRP routing updates must have the same
autonomous system number.

Router (config-router) #

network network-number [wildcard-mask]

* Identifies attached networks participating in EIGRP.

* wildcard-mask: An inverse mask used to determine
how to read the address. The mask has wildcard bits,
where 0 is a match and 1 is “don’t care.”

s, Inc. Allrights reserved BSCI21 34

To configure EIGRP for IP, perform the following steps:

Step 1

Step 2

Enable EIGRP and define the autonomous system using the router eigrp
autonomous-system command. The autonomous system number value must match
on all routers within the autonomous system.

Indicate which networks are part of the EIGRP autonomous system using the
network network-number command. This command determines which interfaces of
the router are participating in EIGRP and which networks the router advertises.

If you do not use the optional wildcard mask, the EIGRP process assumes that all
directly connected networks that are part of the overall major network will
participate in the EIGRP routing process. In the EIGRP routing process, EIGRP
packets attempt to establish EIGRP neighbor relationships from each interface that is
part of the overall Class A, B, or C network.

Use the optional wildcard mask to identify the specific IP address, subnet, or
network. The router interprets the network number by comparing it to the wildcard
mask to determine which connected networks will participate in the EIGRP routing
process.
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Network area Command Description

network-number This command can be the network address, subnet, or

the address of the interface. It instructs the router to
recognize which links to advertise to, which links to

listen to advertisements on, and which networks to

advertise.

Wildcard-mask An inverse mask used to determine how to read the

address. The mask has wildcard bits, where 0 is a
match and 1 is don’t care. For example, 0.0.255.255
indicates a match in the first two bytes.

If specifying the interface address, use the mask
0.0.0.0 to match all four bytes of the address.

An address and wildcard mask combination of 0.0.0.0
255.255.255.255 matches all interfaces on the router.

Step 3

If you are using serial links, define the bandwidth of a link on which to send routing
update traffic. If you do not change the bandwidth for these interfaces, EIGRP
assumes that the bandwidth on the link is equivalent to T1 speed. If the link is
slower, the router cannot converge, or routing updates might become lost. Define the
bandwidth of the link using the bandwidth kilobits command. For example, for a
64-kbps link, use the following command:

router (config-if)# bandwidth 64

Bandwidth kilobits represent the intended bandwidth, measured in kilobits. For
generic serial interfaces, such as PPP or HDLC, set the bandwidth to the line speed.

For Frame Relay on point-to-point interfaces, set the bandwidth to the committed
information rate (CIR).

For Frame Relay multipoint connections, set the bandwidth to the sum of all CIRs
or, if the permanent virtual circuits (PVCs) have different CIRs, then set the
bandwidth to the lowest CIR multiplied by the number of PVCs for the multipoint
connection.
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Example

Configuring EIGRP for IP

172.16.6.0

192.168.1.0

172.16.3.0

A4

router eigrp 10%
network 10.0.0.0 |z
172.16.4.0 | network 172.16.0.0[¢

- Network 192.168.1.0 is not configured on router A
because it is not directly connected to router A.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.5

The figure illustrates the configuration of router A for EIGRP. Router A, along with all routers
in the figure, is part of autonomous system 109. For EIGRP to establish a neighbor relationship,
all neighbors must be in the same autonomous system.

Because the wildcard mask is not used, all interfaces on router A that are part of network
10.0.0.0/8 and network 172.16.0.0/16 participate in the EIGRP routing process.

One option for router A is the following configuration:

routerA (config)# router eigrp 109
routerA (config-router) # network 10.1.0.0
routerA (config-router) # network 10.4.0.0
routerA (config-router)# network 172.16.7.0
routerA (config-router)# network 172.16.2.0
The router summarizes the network commands to the classful networks automatically and the
resulting configuration resembles the following:
®  router eigrp 109
®  network 10.0.0.0
®  network 172.16.0.0
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Another option for router A is the following configuration:

routerA (config)# router eigrp 109

routerA (config-router)# network 10.1.0.0 0.0.255.255

routerA (config-router)# network 10.4.0.0 0.0.255.255

routerA (config-router)# network 172.16.2.0 0.0.0.255

routerA (config-router)# network 172.16.7.0 0.0.0.255
The router matches the network number with the wildcard mask to determine which directly
connected interfaces participate in the EIGRP routing process for autonomous system 109. In

this case, all interfaces that are part of network 10.1.0.0/16, 10.4.0.0/16, 172.16.2.0/24, and
172.16.7.0/24 participate in the EIGRP routing process for autonomous system 109.
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Using the Wildcard Mask in EIGRP

172.16.1.0

External
Network

172.16.2.0

router eigrp 100
network 172.16.3.0 0.0.0.255
network 172.16.4.0 0.0.0.255

'
o g Lo 2
networ ik ip address 172.16.5.2 255.255.255.0

int sl

ip address 172.16.3.2 255.255.255.0
int s2 B
ip address 172,16.4.2 255,255,255.0 .‘

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.6

The configuration in the figure uses the wildcard mask, because router C connects to a router
external to this network. The other internetwork can also run EIGRP with the same autonomous
system, although this approach is unlikely.

The router C configuration includes subnets of the Class B network 172.16.0.0 on all interfaces.
Without the wildcard mask, router C sends EIGRP packets to the external network, which
wastes bandwidth and CPU cycles and provides unnecessary information to an external
network. The wildcard mask tells EIGRP to establish a relationship with EIGRP routers from
an IP interface that is part of network 172.16.3.0/24 or 172.16.4.0/24 and not 172.16.5.0/24.
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Configuring Default Route Using the
default-network Command

This topic demonstrates how to configure a default route for the EIGRP process so that it
propagates to other EIGRP routers within the same autonomous system.

Using and Configuring the default-network

Command for EIGRP
Illllllllllllllllllllllllllllllllllllllllllllllllllllllll‘lIIIIIIIIIIIIEﬂ!!:!::HIIIIIII

10.64.0.2/24 172.31.0.0/24
External AS

10.1.0.0/24

RouterA

router eigrp 100

network 10.0.0.0

network 172.31.0.0

ip default-network 172.31.0.0

ip route 172.31.0.0 255.255.0.0 172.31.1.1

10.64.0.1/24

RouterA# show ip route

Gateway of last resort is not set
<Output Cmitted>

C 10.64.0.0/24 is directly connected, Ethernet0
§*  172.31.0.0/16 [1/0] wia 172.31.1.1

RouterBN# show ip route

<Output Omitted>

Gateway of last resort is 10.64.0.2 to network 172.31.0.0
10.0.0.0/8 is variably subnetted, 7 subnets, 2 masks

<Output Omitted> =

C 10.64.0.0/24 is directly connected, Ethernet0 T,

D* 172.31.0.0/16 [90/10486122] via 10.64.0.2, 00:00:05, Ethernet0 ;

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.7

When you use EIGRP, create the default route with the ip default-network network-number
command. A router configured with the ip default-network command for EIGRP considers the
network listed in that command as the last-resort gateway. The network must be reachable by
the router that uses this command before it announces it as a candidate default route to other
EIGRP routers. The network configuration in this command must also be passed to other
EIGRP routers so that those routers can use this network as their default network and set the
gateway of last resort pointing at this default network. This approach means that the network
must be an EIGRP-derived network in the routing table, or the static route used to generate the
route to the network must be redistributed into EIGRP.

Multiple default networks can be flagged, and downstream routers use the EIGRP metric to
determine the best default route.

In the figure shown, router A is directly attached to external network 172.31.0.0/16. Router A
flags the 172.31.0.0 network as a candidate default network with the ip default-network
172.31.0.0 command. The network passes to router B because router A has that network listed
in a network command under the EIGRP process. The routing table for router A does not set
the gateway of last resort. The ip default-network command does not benefit router A directly.
On router B, it flags the EIGRP-learned 172.31.0.0 network as a candidate default network. It
also sets the gateway of last resort as 10.64.0.2 to reach the default network of 172.31.0.0.
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Command Description

ip default-network A method to distribute default route information to other routers via
EIGRP. This command provides no functionality for the router on

which it is configured.

network-number The number of the classful destination network.

Note EIGRP and Interior Gateway Routing Protocol (IGRP) behave differently from Routing
Information Protocol (RIP) with the ip route 0.0.0.0 0.0.0.0 command. For example, EIGRP
does not understand and pass the 0.0.0.0 0.0.0.0 route by default. However, if the network
0.0.0.0 command is added to the EIGRP configuration, it will pass a default route as the
result of the ip route 0.0.0.0 0.0.0.0 command. The 0.0.0.0 0.0.0.0 static default route can

also be redistributed into EIGRP.

The following shows an example:
ip route 0.0.0.0 0.0.0.0 10.1.1.1
!
router eigrp 100

network 0.0.0.0 (or redistribute static)
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Verifying EIGRP Using show Commands

This topic explains and demonstrates the use of various Cisco IOS software show commands to
verify the EIGRP configuration.

Verifying EIGRP: show ip route

RouterA# show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP,
D - EIGRP, EX - EIGRP extermal, O - OSPF,
(text omitted)
* - candidate default,
Gateway of last resort is not set
172.16.0.0/24 1s subnetted, 1 submets
D 172.16.1.0 [90/10639872] via 10.1.2.2, 06:04:01, Serial0/0
10.0.0.0/24 1is subnetted, 4 submets
10.1.3.0 [90/10514432] via 10.1.2.2, 05:54:47, Serial0/0
10.3.1.0 [90/10639872] via 10.1.2.2, 06:19:41, Serial0/0
10.1.2.0 is directly connected, Seriald/0
10.1.1.0 is directly connected, Ethernet0/0

(eI T - -}
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To verify that the router recognizes EIGRP routes for any neighbors, use the show ip route
command.

The show ip route command displays all the routes in the routing table. EIGRP routes are
identified with a D in the left column. Notice that after each EIGRP network number there is a
field that looks similar to 90/10639872. The second number in the string may be different from
the one in the example.

The router uses the first number, 90, as the default AD to determine preference for a route.
Consider that this router also uses RIP. In this example, RIP has a route to network 10.1.3.0
that is three hops away. The router, without AD, cannot compare three hops to an EIGRP
metric of 10639872. The router does not know the bandwidth associated with hops, and EIGRP
does not use hop count as a metric.

To correct this problem, Cisco established an AD value for each routing protocol, and by
default, gave EIGRP internal routes an AD of 90. RIP has an AD of 120. Because EIGRP has a
better metric based upon bandwidth and delays, it is preferred over RIP. As a result, the EIGRP
route is installed in the routing table.

The second number in the string is the EIGRP metric, which equals the EIGRP-calculated
least-cost bandwidth plus the EIGRP-calculated delay. The EIGRP metric number is the same
number found in the EIGRP topology table for this network as the FD.
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The 10.1.2.2 address for each EIGRP entry is the next-hop router to which this router passes the
packets. The packet destination is a network behind that next hop. The next-hop address in the
preceding figure is the same as the successor in the EIGRP topology table.

Each route also has a time stamp associated with it. The time stamp is the length of time,
perhaps days or months, since EIGRP last advertised this network to this router. EIGRP does
not refresh routes periodically. It resends the routing database only when neighbor adjacencies
change.
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Verifying EIGRP: show ip protocols

RouterA# show ip protocols

Routing Protocol is "eigrp 100"
outgoing update filter 1list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight Kl=1, K2=0, K3=1, K4=0, K5=0
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1
Redistributing: eigrp 100
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:

10.1.0.0/16
10.0.0.0
Routing Information Sources:
Gateway Distance Last Update
10.1.2.2 90 05:50:13

Distance: internmal 90 extermal 170

Inc. Allrights reserved BSCI21 3.9

Use the show ip protocols command to examine default EIGRP settings. The command output
displays any routing filtering occurring on EIGRP outbound or inbound updates. It also
identifies if EIGRP is generating a default network or receiving a default network in EIGRP
updates.

The command output provides information about additional default settings for EIGRP, such as
default K values, hop count, and variance.

Note Because the routers must have identical K values for EIGRP to establish an adjacency, the
show ip protocols command helps to determine the current K value setting before an
adjacency is attempted.

This sample output also indicates that automatic summarization is disabled and that the router
is allowed to load-balance over a maximum of four paths. The EIGRP process allows
configuration of up to six pathways for equal-cost load balancing. Use the maximum-path
command for this purpose.

The router routes for networks 10.1.0.0/16 and 10.0.0.0. Therefore, you can configure the
following network commands:

®  router eigrp 100

m  network 10.1.0.0 0.0.255.255

®  network 10.0.0.0

Results vary depending on the use of the wildcard mask statement used with the address. When
you use the wildcard mask, the network address displays with the prefix length of the bits

EIGRP matched to send updates from that interface. When you use no wildcard mask, this
command displays the Class A, B, or C major network.
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The routing information source portion of this command identifies all other routers that have an
EIGRP neighbor relationship with this router. The show ip eigrp neighbor command provides
a detailed display of EIGRP neighbors.

The show ip protocols command output also provides the ADs for EIGRP. EIGRP has two
ADs. First, an AD of 90 applies to networks from other routers inside the autonomous system
number. These are considered internal networks for this autonomous system. Second, an AD of
170 applies to networks introduced to EIGRP for this autonomous system through
redistribution. These are termed external networks.
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Verifying EIGRP: show ip eigrp togolog¥

RouterA# show ip eigrp topology

IP-EIGRP Topology Table for AS(100)/ID(10.1.2.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R -
Reply,

r - reply Status, s - sia Status

P 10.1.3.0/24, 1 successors, FD 1s 10514432

via 10.1.2.2 (10514432/28160), Seriald/0
P 10.3.1.0/24, 1 successors, FD 1s 10639872

via 10.1.2.2 (10639872/384000), Seriald/0
P 10.1.2.0/24, 1 successors, FD is 10511872

via Connected, Seriald/0
P 10.1.1.0/24, 1 successors, FD is 2190

via Connected, Ethernet0/0
P 172.16.1.0/24, 1 successors, FD 1s 10639872

via 10.1.2.2 (10639872/384000), Seriald/0

Inc. Allrights reserved BSCI21 3-10

The last command used to verify EIGRP operations is the show ip eigrp topology command.
The command output lists the networks known by this router through the EIGRP routing
process. For example, the figure illustrates a router (10.1.2.1) in autonomous system 100. The
EIGRP ID is the highest IP address on an active interface for this router. The codes are as
follows:

m  Passive: This network is available and installation can occur in the routing table. Passive is
the correct state for a stable network.

m  Active: This network is currently unavailable and installation cannot occur in the routing
table. This means that there are outstanding queries for this network.

m  Update (U): This code applies if a network is being updated (placed in an update packet).
This code also applies if the router is waiting for an acknowledgment for this update
packet.

®  Query (Q): This code applies if there is an outstanding query packet for this network other
than being in the active state. This code also applies if the router is waiting for an
acknowledgment for a query packet.

m  Reply (R): This code applies if the router is generating a reply for this network or is
waiting for an acknowledgment for the reply packet.

m  Stuck-in-active (SIA) status: This code signifies an EIGRP convergence problem for the
network with which it is associated.

In the example, each network has the number of successors available for that route. All
networks have one successor, but if there were equal-cost pathways to the same network, a
maximum of six paths are allowed. The number of successors corresponds to the number of
best routes with equal cost. The routing table contains all the equal-cost best routes, up to six
for the same network. For each network, the FD is listed next, followed by the next-hop address
listed at the beginning of the second line.
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After the next-hop address is a field that looks similar to 10639872/384000. The first number is
the FD for that network, and the second number is the advertised distance. The
next-hop router advertised this distance to the router.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* The configuration commands for basic
implementation include:
— router eigrp autonomous-system
— network network-number [wildcard-mask]
* Create and advertise a default route in an EIGRP
autonomous system with the following command:
— ip default-network reachable-network-number
* The Cisco I0S show commands to verify correct
configuration and operation of EIGRP include:
— show ip route

— show ip protocols
— show ip eigrp topology

s, Inc. Allrights reserved BSCI21 311

Next Steps

For the associated lab exercise, refer to the following section of the course Lab Guide:

m Lab Exercise 3-1: Configuring and Tuning EIGRP
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q)

Q2)

Q3)

Q4)

What is the purpose of the network command for EIGRP?

A) to determine which router interfaces participate in EIGRP and which networks

the router advertises

B) to specify the autonomous system number to which the router belongs

C) to define the EIGRP neighbors

D) to tell EIGRP which networks to advertise, those directly connected and those

learned through EIGRP

Which command creates a default route for EIGRP?

A) ip default-network network-number

B) ip route 0.0.0.0 0.0.0.0 outbound-interface

O) ip route 0.0.0.0 255.0.0.0 outbound-interface

D) ip route 0.0.0.0 255.255.255.255 outbound-interface

Which command displays a network that is STA?

A) show ip route

B) show ip protocol

O) show ip eigrp topology

Which command displays the K value settings for EIGRP?
A) show ip route

B) show ip protocol

O) show ip eigrp topology

Copyright © 2004, Cisco Systems, Inc.
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Quiz Answer Key

Q) A
Relates to: Configuring EIGRP
Q2) A
Relates to: Configuring Default Route Using the default-network Command
Q3) ¢
Relates to: Verifying EIGRP Using show Commands
Q4) B

Relates to: Verifying EIGRP Using show Commands
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Advanced EIGRP
Configuration Options

Overview

For a scalable EIGRP network, configuring manual route summarization at key points on the
internetwork is vital to good network performance.

Large networks use redundant links in their cores. This lesson provides advanced configuration
options for EIGRP, including load balancing, manual route summarization, and limiting EIGRP
bandwidth utilization on WAN links.

Relevance

Load balancing across multiple links is a viable option for efficient bandwidth utilization.
Limiting the amount of bandwidth that EIGRP uses across these WAN links allows user traffic
better access to the WAN links.

Objectives
Upon completing this lesson, you will be able to meet these objectives:
m  Describe and configure EIGRP manual route summarization
m  Describe and configure load balancing across equal paths

m  Describe and configure unequal-cost load balancing in EIGRP using the variance
command

m  Describe and configure EIGRP bandwidth utilization on WAN links

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

B CCNA certification or equivalent knowledge and experience



Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview
* EIGRP Manual Route Summarization
* Understanding EIGRP Load Balancing

* Load Balancing Across Unequal-Cost Paths
Using Variance

- EIGRP Bandwidth Utilization
* Summary
* Quiz

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.3
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EIGRP Manual Route Summarization

This topic describes how EIGRP performs autosummarization by default. This topic also
provides information on the method to perform manual summarization and an example of its
use.

EIGRP Route Summarization: Automatic

* Purpose: Smaller routing tables, smaller
updates, query boundary

* Autosummarization:

- On major network boundaries, subnetworks are
summarized to a single classful (major) network.

- Autosummarization occurs by defaulit.

172.16.X.X 17217.XX -~

172.16.0.0/16

BSCI21 34

Some features of EIGRP are characteristic of pure distance vector operation. Automatic route
summarization at major network boundaries is an example of traditional distance vector
behavior. Traditional distance vector protocols, which are classful routing protocols, cannot
assume the mask for networks that are not directly connected because routing updates do not
exchange routing masks.

In addition to the restrictions imposed by the lack of mask information, summarizing routes at
major classful boundaries creates smaller routing tables. Smaller routing tables make the
routing update process less bandwidth-intensive. Autosummarization is enabled by default
for EIGRP.
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EIGRP Route Summarization: Manual

Manual summarization has the following
characteristics:

* Summarization is configurable on a per-interface
basis in any router within a network.

- When summarization is configured on an interface,
the router immediately creates a route pointing to
null0.

—Loop prevention mechanism

* When the last specific route of the summary goes
away, the summary is deleted.

* The minimum metric of the specific routes is used as
the metric of the summary route.

Inc. Allrights reserved BSCI21 3.5

A drawback to using distance vector protocols is the inability to create summary routes at
arbitrary boundaries in a major network. EIGRP allows administrators to disable
autosummarization and to create one or more summary routes within the network.

When a network administrator creates a summary route, that route is added to the routing table
with a reference to null 0, which is a directly connected, software-only interface. The null 0
interface prevents the router from trying to forward traffic to other routers in search of a more
precise, longer match contained within the aggregated route. This feature prevents traffic from
looping within the network. For example, if the summarizing router receives a packet to an
unknown subnet that is part of the summarized range, the packet matches the summary route
based on the longest match. The packet is forwarded to the null O interface (the bit bucket).
This prevents the router from forwarding the packet to a default route and possibly creating a
loop.

For manual summarization to be effective, blocks of contiguous addresses (subnets) must come
together at a common router so that the router can advertise a single summary route at the
interface level. The formula 2", where n equals the number of bits by which the subnet mask
has been reduced, indicates how many subnets a single summary route can represent. For
example, if the summary mask contains three fewer bits than the subnet mask, eight subnets can
be aggregated into one advertisement.

When the summarization block is 10.1.8.0/21 and the network 10.0.0.0 is divided into /24
subnets, the difference between the /24 networks and the /21 summarizations is 3 bits, and
2% = 8. The summarized subnets range from 10.1.8.0/24 through 10.1.15.0/24.

When specifying summary routes, the administrator needs to specify the IP address only of the
summary route and the routing mask. Cisco IOS software for EIGRP handles many of the
details that surround proper implementation, including details about metrics, loop prevention,
and removal of the summary route from the routing table if none of the more specific routes are
valid.
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(config-router) #

Configuring Route Summarization

| no auto-summary

(config-if)#

¢ Turns off autosummarization for the
EIGRP process

ip summary-address eigrp [as-number]
[address] [mask]

will generate

2004 Cisco Systems, Inc. All rights reserved.

- Creates a summary address this interface

BSCI21 3.6

EIGRP automatically summarizes routes at the classful boundary. In some cases, however,

you may not want autosummarization to occur. For example, if you have discontiguous
networks, you need to disable autosummarization to minimize router confusion. To disable
autosummarization, use the no auto-summary command under the EIGRP router configuration

mode.

Use the ip summary-address eigrp interface command to manually create a summary route at
an arbitrary network boundary within an EIGRP domain.

ip summary-address eigrp
Command

Description

as-number

EIGRP autonomous system number.

address The IP address advertised as the summary address. This address
does not need to be aligned on Class A, B, or C boundaries.
mask The IP mask used to create the summary address.

Copyright © 2004, Cisco Systems, Inc.
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Example

Summarizing EIGRP Routes

192.168.4.2

I'd
172.16.1.0 10.0.0.0 S0
World

172.16.2.0

router eigrp 100
network 10.0.0.0
network 192.168.4.0
1

int s0

ip address 192.16B.4.2 255.255.255.0
router eigrp 100 ip summary-address eigrp 100
network 10.0.0.0 172.16.0.0 255.255.0.0

network 172.16.0.0
ne auto-summary

Router C sees 172.16.1.0 and 172.16.2.0, but sends 2
only 172.16.0.0/16 out S0.

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.7

In the configuration example, routers A and B have disabled autosummarization for the
172.16.1.0 and 172.16.2.0 subnets because those advertisements pass into network 10.0.0.0.
The routing tables of routers in the 10.0.0.0 network now include these discontiguous subnets.
At router C, the administrator creates a manual summary route to represent all subnets that
belong to network 172.16.0.0 as a single entry in its advertisements to other networks. Router C
will not autosummarize the 172.16.1.0 and 172.16.2.0 subnets because it does not own the
172.16.0.0 network. To configure manual route summarization, use the following procedure:

Step 1 Select the interface to propagate the summary route.

Step 2 Specify the summary address, the EIGRP routing protocol, and the autonomous
system number of the routes being summarized.

Note For manual route summarization, the summary route is advertised only if a component (a
more specific entry) of the summary route is present in the routing table.
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Understanding EIGRP Load Balancing

This topic explains how EIGRP performs equal-cost path load balancing.

EIGRP Load Balancing

balancing).

for the same destination:
— The number of entries is configurable.
— The default is four.

— Set the routing table to one entry to disable load
balancing.

ﬂ

* Routes with a metric equal to the minimum metric
are installed in the routing table (equal-cost load

* There can be up to six entries in the routing table

BSCI21 3.8

Load balancing occurs when a router distributes traffic over all its network ports that are the
same distance from the destination address. Load balancing increases the use of network

segments, and increases effective network bandwidth.

For IP, Cisco I0OS software applies load balancing between equal-cost paths by default.
When a packet is process-switched, load balancing over equal-cost paths occurs on a per-packet
basis. When packets are fast-switched, load balancing over equal-cost paths occurs on a
per-destination basis. Remember, for testing, do not ping to or from the routers with the
fast-switching interfaces, because these locally router-generated packets are process-switched

rather than fast-switched and might produce confusing results.

Copyright © 2004, Cisco Systems, Inc.

Configuring EIGRP

3-87



Load Balancing Across Unequal-Cost Paths
Using Variance

This topic explains how to configure EIGRP unequal-cost path load balancing. It provides an
example of unequal-cost load balancing.

EIGRP Unequal-Cost Load Balancinﬂ

* EIGRP offers unequal-cost load balancing.

* Variance allows the router to include routes
with a metric smaller than the multiplier times
the minimum metric route to that destination

—Multiplier is the number specified by the variance
command

Inc. Allrights reserved BSCI21 3.9

EIGRP can balance traffic across multiple routes that have different metrics. The degree to
which EIGRP performs load balancing is controlled with the variance command.

The multiplier is a variance value from 1 to 128, and it is used for load balancing. The default
is 1, which indicates equal-cost load balancing. The multiplier defines the range of metric
values that are accepted for load balancing by the EIGRP process.
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Example

Variance Example

20 10
% 10 10 =<l  Network Z
30 15

(config-router)#

variance 2

oG

* Router E chooses router C to get to network Z because
FD = 20.

- With a variance of 2, router E chooses router B to get

to network Z (20 + 10 = 30) < [2 * (FD) = 40].

Router D is not used to get to network Z (45 > 40).

.
2004 Cisco Systems, Inc. All rights reserved.
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In the figure, the variance is 2, and the range of the metric values, which are the FDs for

router E to locate network Z, is 20 through 45. This range of values determines the feasibility of
a potential route. A route is feasible if the next router in the path is closer to the destination than
the current router and if the metric of the alternate path is within the variance. Load balancing
can use only feasible paths, and the routing table includes only these paths. The two feasibility
conditions are:

m  Local best metric (current FD) is greater than the best metric (AD) learned from the next
router. This condition exists if the next router in the path is closer to the destination than the
current router. This approach prevents routing loops.

®m  Variance times the local best metric (current FD) is greater than the metric (FD) through
the next router. This condition is true if the metric of the alternate path is within the
variance.

If the path meets both of these conditions, the route is feasible and can be added to the routing
table.

Note Advertised distance (AD) is the metric that a neighbor uses to reach a given destination
network. The AD is advertised as part of the EIGRP update for a given network. A router
receiving the update adds its cost to reach that neighbor to the AD. The sum of these values
provides the feasible distance (FD) to reach that destination network through that neighbor
router.
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In the figure, there are three paths to a given destination, and the metrics for these paths are:
m  Path 1: 30 (top path)

m  Path 2: 20 (middle path)

m  Path 3: 45 (bottom path)

By default, the router places only path 2 in the routing table because it is the least-cost path.
With EIGRP, you can use the variance command to instruct the router to route traffic to paths
2 and 3 in addition to path 1. Traffic is routed to any link that has a metric less than the best-
path metric multiplied by the variance. To load balance over paths 1 and 2, use variance 2,
because 20 * 2 = 40, which is greater than the metric through path 1. Similarly, to also add
path 3, you would issue the variance 3 command under the router eigrp command process in
configuration mode.

In this example, router E uses router C as the successor because it has the lowest FD (20). With
the variance command applied to router E, the path through router B meets the criteria for load
balancing. In this case, the FD through router B is less than twice the FD for the successor
(router C). Router D is not considered for load balancing because the FD through router D is
greater than twice the FD for the successor (router C).
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EIGRP Bandwidth Utilization

This topic explains how to configure EIGRP to properly utilize the limited amount of
bandwidth across a WAN link. Examples are provided to demonstrate different techniques to
achieve proper bandwidth utilization.

Configuring WAN Links
ﬂ

* EIGRP supports different WAN links:
— Point-to-point links
—~NBMA
* Multipoint links
* Point-to-point links

* EIGRP configurations can address bandwidth
utilization over an interface:

— EIGRP uses 50% of bandwidth by default

2004 Cisco Systerns, Inc. All rights reserved BSCI21 311

EIGRP operates efficiently in WAN environments. It is scalable on both point-to-point links
and nonbroadcast multiaccess (NBMA) links.

Because of the inherent differences in the operational characteristics of the WAN links listed in
the figure, the default configuration parameters for all WAN links may not be the best option.
A solid understanding of EIGRP operation, coupled with knowledge of available link speeds,
can yield an efficient, reliable, and scalable router configuration.

By default, EIGRP uses up to 50 percent of the bandwidth of an interface or subinterface,
which is set with the bandwidth parameter. This percentage can be changed on a per-interface
basis by using the ip bandwidth-percent eigrp interface configuration command. In this
command, nnn is the percentage of the configured bandwidth that EIGRP can use. This
percentage can be greater than 100. This capability is useful if the bandwidth is configured
artificially low for routing-policy reasons.
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Bandwidth Utilization over WAN Interfaces

» Bandwidth utilization over point-to-point
subinterfaces using Frame Relay:

—Treats bandwidth as T1 by default

— Best practice is to manually configure bandwidth
as the CIR of the PVC

- Bandwidth utilization over multipoint Frame Relay,
ATM, SMDS, and ISDN PRI:

—EIGRP uses the bandwidth on the main interface
divided by the number of neighbors on that
interface to get the bandwidth information per
neighbor.

Inc. Allrights reserved BSCI21 312

Cisco I0S software assumes that point-to-point Frame Relay subinterfaces (like all serial
interfaces) operate at full T1 link speed. In many implementations, only fractional T1 speeds
are available. When configuring these interfaces, set the bandwidth to match the contracted CIR
on a per-subinterface basis.

When you are configuring multipoint interfaces, especially for Frame Relay (but also for ATM,
SMDS, and ISDN PRI), it is important to understand that all neighbors share the bandwidth
equally. EIGRP configuration should reflect the correct percentage of the actual available
bandwidth on the line.
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Bandwidth Utilization over WAN Interfaces

(Cont.)
ﬂ

» Each PVC can have a different CIR, creating an
EIGRP packet pacing problem.

* Multipoint interfaces:

— Convert to point-to-point configuration or
manually configure bandwidth by multiplying the
lowest CIR by the number of PVCs.

BSCI21 3.13

Each installation has a unique topology and requires a unique configuration. Differing CIR
values often require a hybrid configuration that blends the characteristics of point-to-point
circuits with multipoint circuits. When you configure multipoint interfaces, configure the
bandwidth to represent the minimum CIR multiplied by the number of circuits.

This approach may not use all of the higher-speed circuits, but it ensures that the circuits with
the lowest CIR are not overdriven. If the topology has a small number of very low-speed
circuits, these interfaces are typically defined as point-to-point so that their bandwidth can be
set to match the provisioned CIR.
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Example

EIGRP WAN Configuration:
Pure Point-to-Point (Preferred)

BW 56 ‘_%

interface serial 0
E bandwidth 56

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3-14

Hub-and-Spoke interface serial 0.1 point-to-peoint
Design Configuration bandwidth 56
with 10X VCs - -
S0 . - - . . .
interface serial 0.10 point-to-point|,
256 bandwidth 56 g
_(EI_R —5§ ————— CIR 56
BW 56 271 BW56
Frame N SN
Relay 2 H N
~
//CIR56 | CIR 56
/ BWS56 |
1
1

The figure illustrates a common hub-and-spoke design configuration topology with ten virtual
circuits to the ten remotes sites (only four of the ten remote sites are shown in the slide).

The circuits are provisioned as 56-kbps links. Point-to-point topology is used, and each
subinterface is configured for 56-kbps bandwidth, matching its CIR. However, if the hub tries
to communicate to all remote sites at the same time, the bandwidth that is required exceeds the
available link speed of 256 kbps for the hub: 10 times the CIR of 56 kbps equals 560 kbps. If
this problem occurs too often, higher bandwidth is needed at the hub side to support network
operation.

The EIGRP default use is 50 percent of the configured bandwidth on the circuit. When you use
a point-to-point subinterface configuration and manually configure bandwidth per subinterface
as 56 kbps, each remote site can use up 28 kbps (50 percent of 56 kbps) to transmit EIGRP
updates. When you use a point-to-point subinterface model, if a single remote site changes
requirements because it needs more bandwidth or if EIGRP routing traffic is too heavy, the ip
eigrp bandwidth-percent command can adjust the percentage of bandwidth that EIGRP uses
on a per-subinterface basis.
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EIGRP WAN Configuration:
Hybrid Multipoint

interface serial 0.1 multipoint
bandwidth 768

interface serial 0.2 point-to-point|;
bandwidth 56 g

BW = bandwidth

CIR 56
. BW 56

1
!
- ~
#/CIR 256 | CIR 256",
,~”" BW 2561 BW 256 \_%
]
1

&

» Configure lowest CIR VC as point-to-point, specify BW = CIR
» Configure higher CIR VCs as multipoint, combine CIRs

tems, Inc. All rights reser BSCI21 3.15

This figure presents a hybrid solution. There is only one lower-speed circuit, and the other
circuits are all provisioned to the same CIR.

The preferred configuration shows the low-speed circuit configured as point-to-point in an
attempt to match the bandwidth with the CIR value. The remaining circuits are designated as
multipoint, and their CIRs are added together to form the bandwidth for the interface. In
multipoint interfaces, the bandwidth is shared equally among all circuits. Combining three
CIRs of 256 kbps and then dividing their sum of 768 by 3 again matches the bandwidth
allocation to the link capacity.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* EIGRP performs automatic network-boundary
summarization, but administrators can disable
automatic summarization and perform manual
route summarization on an interface-by-interface
basis.

* EIGRP performs equal-cost load balancing by
default for up to four paths, but the limit is to a
maximum of six paths.

* EIGRP can also perform unequal-cost load
balancing using the variance command.

Summary (Cont.)

* Administrators can configure EIGRP to use less
bandwidth on multipoint slow-speed links. Other
routing protocols use up to 100 percent of the
bandwidth for updates.

* By default, EIGRP uses only 50 percent of the
bandwidth available for update traffic.

» The EIGRP bandwidth percentage can be changed
on an interface or subinterface basis depending on
network design and bandwidth constraints.
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q1) By default, how many equal-cost paths to the same destination network can EIGRP
place in the routing table?

A) one
B) two
O) four
D) six

Q2)  Between headquarters and remote site A, there are two dedicated serial PPP
connections, one at 64 kbps and the other at 128 kbps. What is the appropriate variance
to allow for unequal-cost load balancing across these links?

A1
B) 2
c 3
D) 4

Q3)  What is the default bandwidth percentage that EIGRP will use on WAN links?
A) 25 percent
B) 50 percent
C) 75 percent
D) 100 percent
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Quiz Answer Key

Qn ¢

Relates to: Understanding EIGRP Load Balancing
Q2) B

Relates to: Load Balancing Across Unequal-Cost Paths Using Variance
Q3 B

Relates to: EIGRP Bandwidth Utilization
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EIGRP in a Scalable Network

Overview

EIGRP is a scalable routing protocol that ensures that as a network grows larger, it operates
efficiently and adjusts rapidly to changes. This lesson describes practical EIGRP-specific
design and configuration techniques to implement an effective scalable network.

Relevance

Network administrators benefit from understanding how to configure EIGRP to prevent
common routing problems that hinder network scalability. For example, you can configure
route summarization and implement EIGRP stub routers to limit the EIGRP query range, which
enables the increased scalability of EIGRP internetworks with fewer complications.

Objectives

Upon completing this lesson, you will be able to meet these objectives:

Explain how EIGRP reacts to a query

Describe how EIGRP query and reply functions behave on large internetworks
Use route summarization to limit the EIGRP query range

Limit the EIGRP query range using EIGRP stub areas

List the EIGRP scalability rules

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

CCNA certification or equivalent knowledge and experience



Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview
* How EIGRP Responds to a Query
- Scalability Issues and Solutions

+ Limiting the EIGRP Query Range with Route
Summarization

 Limiting the EIGRP Query Range Using the Stub
Option

- Scalability Rules for Implementing EIGRP
* Summary
* Quiz
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How EIGRP Responds to a Query

This topic describes how EIGRP routers respond to queries. This topic also examines an
EIGRP routing condition called stuck in active (SIA).

EIGRP Query Process
ﬂ

* Queries are sent when a route is lost and no feasible
successor is available.

* The lost route is now in active state.

* Queries are sent to all neighboring routers on
all interfaces except the interface to the successor.

* If the neighbors do not have the lost-route information,
queries are sent to their neighbors.

2004 Cisco Systerns, Inc. All rights reserved BSCI21 34

As an advanced distance vector protocol, EIGRP relies on neighboring routers to provide
routing information. If a route is lost and no feasible successor is available, EIGRP needs to
converge rapidly.

For fast convergence, EIGRP actively queries its neighboring routers for the lost route. The
router seeks an alternate path to the destination, a condition known as going active on a route.
The router queries its neighboring routers to determine whether they can provide an alternate
path. If any of the queried routers have an alternate path, they provide the path in a reply
packet. If not, these routers query each of their neighboring routers for an alternate path.

The queries then propagate through the network. If a router has an alternate route, it answers
the query and does not propagate it further. The action of answering the query stops the query
from spreading through that branch of the network; however, the query can still spread through
other portions of the network as other routers attempt to find alternate pathways, which may not
exist.
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EIGRP Query Process SIA

* The router has to get all the replies from the
neighbors with an outstanding query before the
router calculates the successor information.

« If any neighbor fails to reply to the query within three
minutes by default, the route is SIA, and the router
resets the neighbor that fails to reply.

A solution for SIA is to limit the query range, also
known as query scoping.

Inc. Allrights reserved BSCI21 3.5

EIGRP uses a reliable multicast approach to search for an alternate to a lost route; therefore, it
is imperative that EIGRP receive a reply for each query it generates in the network.

Once a route goes active and the query sequence is initiated, a route comes out of the active
state only when it receives a reply for every generated query. If any neighboring router fails to
reply to a query within three minutes, the route stays active at the querying router and resets the
neighbor relationship to the neighbor that fails to reply. This setting causes the router to go
active on all routes known through the lost neighbor. The router readvertises all routes that it
knows about to the lost neighbor. This condition is SIA.

One way to help avoid the SIA condition is to limit the scope of query propagation through the
network. Keeping the query packets close to the source reduces the chance that an isolated
failure in another part of the network will restrict the convergence (query and reply) process.

The use of multiple EIGRP autonomous systems bounds the query range and can decrease the
chances of an SIA route within the autonomous system. However, if a query reaches the edge
of the autonomous system, where routes are redistributed into another autonomous system, the
original query is answered but a new query is initiated in the other autonomous system.
Therefore, the query process is not limited.

Another misconception of autonomous system boundaries is that implementation of multiple
autonomous systems protects one autonomous system from route flaps in another autonomous
system. If routes are redistributed between autonomous systems, route transitions from one
autonomous system are detected in the other autonomous systems.
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Example

Limiting Updates and Queries: Examﬁle

Regional Offices Remote Sites
Queries 10.1.8.0/24
Replies

0145305
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In most networks, the network designer configures dual links to remote routers to improve their
uptime when reaching the remainder of the network. Though this situation is not necessarily
desirable, traffic can go from the regional office to the remote office and back to the regional
office as though this link were a valid alternate path.

The figure shows a sample network in which each dual-homed remote router has two valid
paths to 10.1.8.0 from router A and router B. With this topology, once the query process starts,
each path between the regional routers and the remote routers receives duplicate convergence
traffic (queries and replies) because of the redundancy designed into the topology.

For example, if the 10.1.8.0/24 network goes down at router B, multiple queries and replies are
sent between the regional routers (A and B) and the remote routers (C, D, and E) because of the
redundant topology. This increase in traffic significantly complicates the convergence process
on the network.

In the sample network with only two regional and three remote routers, the problem may not be
highly significant. In a network with hundreds of remote offices, the problem can be severe.

The following text provides a detailed explanation of the query process for the 10.1.8.0/24
subnet. In the example for network 10.1.8.0/24, router B advertises 10.1.8.0/24 to all other
routers. The best pathway for router A to reach 10.1.8.0/24 is over the Ethernet link to router B.
The remote routers (C, D, and E) use the serial link to B as their preferred pathway to reach
10.1.8.0/24 but still learn about an alternate pathway through router A. For this example,
assume that the EIGRP metric cost of Ethernet is 1000 and the metric cost of a serial link is
100,000.

The table shows the values contained, for network 10.1.8.0/24, in the IP EIGRP topology table
for routers A, C, D, and E.
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Routers C, D, and E IP EIGRP Table

FD AD
Router B 101,000 1,000
Router A 102,000 2,000

Router A IP EIGRP Table

FD AD
Router B 2,000 1,000
Router C 201,000 101,000
Router D 201,000 101,000
Router E 201,000 101,000

Note that routers C, D, and E determine that router A is a feasible successor for network
10.1.8.0/24 because their AD is 2,000 through router A, which is less than the FD through
router B. Also, note that router A does not have a feasible successor because all pathways
through the remote routers have an AD larger than the FD through router B.

When router B loses the pathway to network 10.1.8.0/24, it queries all four of its neighbors. As
a result of DUAL, when the remote sites receive this query, they automatically use the pathway
through router A and respond to router B with their supposedly good pathway through router A.
They also remove the bad pathway through router B in their topology table.

Router B now has responses to three of its four queries, but it must wait until router A responds
as well.

When router A received the query from router B for network 10.1.8.0/24, router A did not have
a feasible successor but knew that a pathway existed through each remote site to reach
10.1.8.0/24. Router A creates a query and sends it to routers C, D, and E.

Routers C, D, and E receive the query from router A and check their topology tables for
alternate pathways. However, none of these routers currently have another pathway because
router B just informed these routers that it did not have a pathway to this network. Because the
remote routers do not have an answer to the query from router A, routers C, D, and E create a
query and send it to all neighbors except for the neighbor (interface) that these routers received
the original query from. In this case, the remote routers send the query to router B.

Router B learns from these queries that none of the remote routers have a pathway to network
10.1.8.0/24, but it cannot respond that it does not know of a pathway because router B is
waiting for router A to reply to a query. Router A is waiting for either router C, D, or E to reply
to its query, and these remote sites are waiting for router B to reply to their queries. Router B
reaches the SIA state for network 10.1.8.0/24 in three minutes by default. Since router B sent
out the first query, its SIA timer expires first and router B resets its neighbor relationship with
router A. Once the neighbor relationship goes down, router B can respond to routers C, D, and
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E immediately, saying that router B does not have a pathway to 10.1.8.0/24. Routers C, D, and
E can then respond to router A that they do not have a pathway.

After the EIGRP neighbor relationship between routers A and B has been reestablished (just
after resetting the adjacency), router B, which no longer has a pathway to 10.1.8.0/24, does not
pass the 10.1.8.0 network to router A. Router A learned that the remote sites do not have a
pathway to 10.1.8.0/24, and the new relationship with router B does not include a pathway to
10.1.8.0/24, so router A removes the 10.1.8.0 network from its [P EIGRP topology table.
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Limiting Updates and Queries: Realitx

* Remote routers are fully involved in convergence.

» Convergence is complicated by the lack of information
hiding.

+ Traffic from one regional office to other regional

offices is usually not intended to travel through the
remote offices.

Inc. Allrights reserved BSCI21 3-16

The design of this sample network is sound, but because of the EIGRP query process, the
remote routers become too involved in the convergence process. In addition, the remote routers
have too much information in their EIGRP topology table and routing table.

If the remote sites are not acting as transit sites between the regional sites, the regional routers
can be configured to announce only a default route to the remote routers; the remote routers can
be configured to announce only their directly connected stub network to the regional routers to
reduce the complexity and the EIGRP topology table and routing table size.
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Scalability Issues and Solutions

This topic describes how EIGRP query and reply functions behave on large internetworks.

Factors That Influence EIGRP Scalabilit*

* EIGRP is not plug and play for large networks.
* EIGRP query propagation can be extensive.

» The quantity of routing information exchanged
between peers without proper route summarization
can be excessive.

s, Inc. Allrights reserved BSCI21 317

Some of the factors that affect network scalability are, as follows:

®  Amount of information exchanged between neighbors: If more information is passed
than necessary for routing to function correctly, EIGRP has to work harder at neighbor
startup and to react to changes in the network.

®  Number of routers: When a change occurs in the network, EIGRP resource consumption
directly relates to the number of routers involved in the change.

m  Depth of the topology: Depth of topology becomes an issue when information propagates
through many hops (depth) for convergence. A multinational network without route
summarization is an example of this type of condition. A three-tiered network design is
highly recommended for all IP routing environments. There should never be more than
seven hops between any two routing devices on an internetwork. The delay of propagation
for changes and queries across these multiple hops slows down convergence of the network
for lost routes.

m  Number of alternate paths through the network: A network should provide alternate
paths to avoid single points of failure. However, too much complexity (alternate paths) can
also create EIGRP convergence problems because the EIGRP routing process, using
queries, needs to explore all possible pathways for lost routes. This complexity creates an
ideal condition for a router to become SIA as it awaits a response to queries that are being
propagated through these many alternate paths.
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Limiting the EIGRP Query Range with Route
Summarization

This topic examines how to limit the EIGRP query range using the ip eigrp summarization
command. This topic also discusses the effectiveness of this method.

Limiting Size and Scope of Updates and

Queries
ﬂ

- Evaluate routing requirements:
—What routes are needed where?
* Once needs are determined:
—Use summary address
—Use EIGRP stub command
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The network manager determines the information needed to properly route user traffic to the
appropriate destination.

Trade-offs must be made to determine how much information is needed by the remote routers
to achieve the desired level of path selection. When you achieve maximum stability and
scalability, the remote routers can use a default route to reach the core. If some specific
networks need knowledge of more routes to ensure optimum path selection, you must make a
business decision about whether the propagation of additional routing information offers more
benefits than using the additional bandwidth to achieve this goal.

In a properly designed network, each remote site has redundant WAN links to separate
distribution sites. If both distribution sites pass a default route to the remote site, the remote site
load-balances to all networks behind the distribution sites. This process maximizes bandwidth
utilization and allows the remote router to use less CPU and memory, which means that a
smaller and less expensive remote router can be used at that site.

If you allow the remote site to see all routes, the router can select the path on the distribution
router that is best to reach a given network. But, depending on the number of routes in the
internetwork and the amount of bandwidth connecting the remote site to the distribution sites,
this approach can mean that higher-bandwidth links or large routers are needed to handle the
additional overhead.
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Once you determine the minimum routing requirements, you can make EIGRP more scalable.
Two of the best options are the following:

m  Configure route summarization using the ip summary-address eigrp command on the
outbound interfaces of the appropriate routers.

m  Configure remote routers as stub EIGRP routers.

Summarizing routes limits the scope of the queries by limiting the knowledge a router has of
the subnets of a network. If a subnet goes down, queries go only as far as the routers that had
knowledge of the subnet.

A remote router configured with an EIGRP stub informs upstream distribution routers not to
pass queries to this EIGRP stub router, because it has no downstream EIGRP neighbors and
thus does not have alternate pathways for lost routes. Therefore, upstream routers do not query
EIGRP stub routers for lost routes.

Other methods to limit query range include route filtering or interface packet filtering. For
example, if a router filters EIGRP routing updates, blocking specific networks, when the router
receives a query about those filtered (blocked) networks, the router indicates that the network is
unreachable. The router does not extend the query any further.
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EIGRP Query Range: Summarization

Summarization point:

« Auto or manual summarization is one of the
best ways to bound queries.

* It requires a good address allocation scheme.

B summarizes 172.30.0.0/16 to A.

192.x.x.x [

® A TO)

_., ‘_
If the specific queried @ Query for

route is not in the routing 172.30.1.0/24.
table, reply with infinity, and o
the query stops here. g

2004 Cisco Systems, Inc. All rights reserved. BSCI21 3.19

One of the best ways to limit the EIGRP query range is to use route summarization.

In the figure, router B sends a summary route of 172.30.0.0/16 to router A. When network
172.30.1.0/24 goes down, router A receives a query from router B about that network. Because
router A has received only a summary route, that specific network is not in the routing table.
Router A replies to the query with a “network 172.30.1.0/24 unreachable” message and does
not extend the query any further.

The query range is not a common cause of SIA routes. The most common reasons for STA
routes are the following:

m  The router is too busy to answer the query, generally as a result of high CPU usage; the
router has memory problems and cannot allocate the memory to process the query or build
the reply packet.

m  The link between the two routers is not good; therefore, some packets are lost between the
routers. The router receives enough packets to maintain the neighbor relationship; however,
the router does not receive all queries or replies.

m A failure causes traffic on a link to flow in only one direction—a unidirectional link.

These problems can be beyond the control of the network administrator. However,
summarization allows the size of the routing table to be minimized which means less CPU
usage to manage it and less bandwidth to transmit the information. Summarization reduces the
chance of networks becoming SIA. When you are limiting the query range with summarization,
the number of routers that see each query is reduced so that the chances of a query encountering
one of these issues is also reduced.
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Example

Limiting Updates and Queries:

Summarization
Regional Offices Remote Sites
Queries
Replies

ip summary-address eigrp 1 10.0.0.0 255.0.0.0 on
all outbound interfaces to remote sites

« The remote sites will reply to the query but will not
further propagate the query.
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In this example, route summarization prevents EIGRP queries for the lost 10.1.8.0/24 networks
from being propagated beyond the remote sites, preventing router A and B from becoming SIA
while waiting for the query process to receive all the replies.

With the ip summary-address eigrp commands configured on the outbound interfaces of
routers A and B, routers A and B advertise the 10.0.0.0/8 summary route to the remote routers
C,D, and E.

The 10.1.8.0/24 network is not advertised to the remote routers. Therefore, the remote routers
(C, D, and E) do not extend the queries about the 10.1.8.0/24 network back to the regional
routers (A and B). This approach reduces the convergence traffic (queries and replies) caused
by the redundant topology.
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Limiting Updates and Queries: Summaré

Convergence is simplified by adding the summary
address statements:

- Remote routers extend the query about a network only if it has an
exact match in the routing table.

- In the case of the previous example, routers C, D, and E know about
10.0.0.0/8 only because of the EIGRP summary address statement.

- Routers A and B query router C and the other remote routers
about an alternate route to 10.1.8.0/24. Since router C never had an
entry for that network, it can immediately respond with destination
unreachable without extending the query any further.

Query From Route State Action

Any neighbor | Not known Reply that the
before query destinationis |,
unreachable ;
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Performing route summarization at key points simplifies convergence; remote routers reply that
a network is not reachable and do not extend the query any further if the queried network does
not have an exact match in the routing table.

In the previous example, the summarization command on the serial interfaces for routers A and
B instructs EIGRP to advertise 10.0.0.0/8 and suppress the more specific routes, such as
10.1.8.0/24, from being announced to routers C, D, and E.

When routers A and B send the query for 10.1.8.0/24 to routers C, D, and E, these routers
immediately reply to routers A and B that the destination is unreachable. Routers C, D, and E
only have a summary entry for 10.0.0.0/8, so they do not extend the query for the 10.1.8.0/24
subnet any further.
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Limiting the EIGRP Query Range Using the Stub
Option

This topic describes an efficient way to limit the EIGRP query range using the EIGRP stub
option for remote routers.

Configuring EIGRP Stub

Router (config-router) #

| eigrp stub [receive only|connected|static|summary] |

* The EIGRP stub routing feature improves network
stability, reduces resource utilization, and simplifies
remote router (spoke) configuration.
Stub routing is commonly used in a hub-and-spoke
topology.
+ A stub router sends a special peer information
packet to all neighboring routers to report its status
as a stub router.
- Any neighbor that receives a packet informing it of the
stub status does not query the stub router for any routes.
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When using the EIGRP stub routing feature, only the remote routers must be configured as
stubs. Using the EIGRP stub routing feature improves network stability, reduces resource
utilization, and simplifies stub router configuration.

The EIGRP stub feature was first introduced in Cisco IOS Software Release 12.0(7)T. It has the
following characteristics:

m  Hub-and-spoke network topology commonly uses stub routing. In this topology, the remote
router forwards all traffic that is not local to a hub router. The remote router does not need
to retain a complete routing table. Generally, the hub router needs to send only a default
route to the remote routers.

®m A stub router sends a special peer information packet to all neighboring routers to report its
status as a stub router. A neighbor that receives a packet informing it of the stub status does
not query the stub router for any routes. Therefore, a router that has a stub peer does not
query that peer. Only the remote router is configured as a stub. The stub routing feature
does not prevent routes from being advertised to the remote router. In a hub-and-spoke
topology, having a full route table on the remote router serves no functional purpose
because the path to the corporate network and the Internet is always through the hub router.
Additionally, having a full route table at the spoke router increases the amount of memory
required. Route summarization and route filtering can be used to conserve bandwidth and
memory requirements on the spoke routers.
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A router configured as a stub with the eigrp stub command shares information about connected
and summary routes with all neighboring routers by default.

The following four optional keywords can be used with the eigrp stub command to modify this
behavior:

m  receive-only: The receive-only keyword restricts the router from sharing any of its routes
with any other router within an EIGRP autonomous system. This keyword does not permit
any other option to be specified, because it prevents any type of route from being sent. The
three other optional keywords (connected, static, and summary) cannot be used with the
receive-only keyword. Use this option if there is a single interface on the router.

m  connected: The connected keyword permits the EIGRP stub-routing feature to send
connected routes. If a network statement does not cover connected routes, it may be
necessary to redistribute connected routes with the redistribute connected command under
the EIGRP process. This option is enabled by default and this is the most widely practical
stub option.

m  static: The static keyword permits the EIGRP stub-routing feature to send static routes.
Redistributing static routes with the redistribute static command is still necessary.

m  summary: The summary keyword permits the EIGRP stub-routing feature to send
summary routes. Summary routes can be created manually with the summary-address
command or automatically at a major network border router with the auto-summary
command enabled. This option is enabled by default.

The eigrp stub command can be modified with several options that can be used in any
combination, with the exception of the receive-only keyword. If one of these keywords, except
receive-only, is used individually with the eigrp stub command, connected and summary
routes are not sent automatically.

In the following example, the eigrp stub command is used to configure the router as a stub that
advertises connected and summary routes:

router eigrp 1
network 10.0.0.0
eigrp stub

In the following example, the eigrp stub receive-only command is used to configure the router
as a stub. Connected, summary, or static routes are not sent.

router eigrp 1
network 10.0.0.0 eigrp
eigrp stub receive-only
In the following example, the eigrp stub command is issued with the connected and static

keywords to configure the router as a stub that advertises connected and static routes (sending
summary routes will not be permitted):

router eigrp 1
network 10.0.0.0

eigrp stub connected static
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The EIGRP stub-routing feature does not automatically enable route summarization on the hub
router. In most cases, the network administrator should configure route summarization on the
hub routers.

If a true stub network is required, the hub router can be configured to send a default route to the
spoke routers. This approach is the most simple and conserves the most bandwidth and memory
on the spoke routers.

Note Although EIGRP is a classless routing protocol, it has classful behavior by default, such as
having autosummarization on by default.

When you configure the hub router to send a default route to the remote router, use the ip
classless command on the remote router. By default, the ip classless command is enabled
in all Cisco IOS images that support the EIGRP stub-routing feature.

Without the stub feature, EIGRP sends a query to the spoke routers if a route is lost somewhere
in the corporate network. If there is a communication problem over the WAN link between the
hub router and the spoke router, an EIGRP SIA condition can occur and cause instability
elsewhere in the network. The EIGRP stub-routing feature allows a network administrator to
prevent sending queries to the spoke router under any condition. It is highly recommended that
you use both EIGRP route summarization and EIGRP stub features to provide the best
scalability.
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Example

Limiting Updates and Queries:
Best Method

Regional Offices Remote Sites

router eigrp 1
eigrp stub

EIGRP Peer Information Packet with Stub Flag Set
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Using the EIGRP stub feature at the remote sites allows the hub (regional) sites to immediately
answer queries without propagating the queries to the remote sites, saving CPU cycles and
bandwidth, and lessening convergence time even when the remote sites are dual-homed to two
or more hub (regional) sites.

Traffic from a hub router should not use a remote router as a transit path. A typical connection
from a hub router to a remote router has significantly less bandwidth than a connection at the
network core. Attempting to use a remote router with a limited-bandwidth connection, such as a
transit path, typically produces excessive congestion to the remote router. The EIGRP stub-
routing feature can prevent this problem by restricting the remote router from advertising the
regional routes back to hub routers. Routes recognized by the remote router from hub router A
are not advertised to hub router B. Since the remote router does not advertise the regional
routes back to the hub routers, the hub routers do not use the remote routers as a transit for
traffic destined for the regional networks.

The EIGRP stub-routing feature can help to provide significant network stability. In the event
of network instability, this feature prevents EIGRP queries from being sent over limited-
bandwidth links to nontransit routers. Instead, hub routers connected to the stub router answer
the query on behalf of the stub router. This feature reduces the chance of further network
instability due to congested or problematic WAN links.

The EIGRP stub-routing feature simplifies the configuration and maintenance of hub-and-
spoke networks. When stub routing is enabled in dual-homed remote configurations, you do not
have to configure filtering on remote routers to prevent them from appearing as transit paths to
the hub routers.
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EIGRP stub routing should be used on stub routers only. A stub router is defined as a router
connected to the network core or hub layer through which core transit traffic should not flow.
A stub router should have hub routers only for EIGRP neighbors. Ignoring this restriction

Caution

causes undesirable behavior.
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Scalability Rules for Implementing EIGRP

This topic describes implementation rules for EIGRP.

Nonscalable Network Addressinﬂ

10.2.1.0/24
. 10.3.2.0/24
10.4.3.0/24

10.1.4.0/24
S,

?5_0140
10.2.1.0

0320

10.3.1.0 10.3.1.0
10.2.2.0

* Poor addressing scheme limiting summarization
* Queries not bounded
* Default bandwidth statements for WAN and Frame Relay
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EIGRP has many features that allow the creation of a range of large internetworks. The
infrastructure for any large network rests on good, solid design principles.

Regardless of the selected advanced routing protocol, address allocation is critical to any design
effort because route summarization requires logical blocks of addresses.

Adequate bandwidth is required on WAN links, particularly for hub-and-spoke topologies.
There should be enough bandwidth to prevent necessary router overhead traffic from
interfering with normal user-generated traffic. If reliable EIGRP packets are lost due to
competition for bandwidth, a lack of convergence can be a far greater problem than the
application delays experienced by some users. If the EIGRP routing process does not converge,
then networks may become unreachable to all the users.

The figure illustrates a topology where addresses, subnets, are either randomly assigned or are
assigned by historical requirements. Each cloud contains multiple subnets from different major
networks. The number of routes injected into the core is greater than necessary because route
summarization is not possible. In addition, because of the random assignment of addresses,
query traffic cannot be localized to any portion of the network. The inability to localize query
traffic increases convergence time.

3-118 Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Scalable Network Addressing

10.1!:@ T Iﬁs‘z.u

10.3.3.0 10.3.4.0
10.1.2.0 10.1.3.0

i,
T
10240 L0000

10.2.2.0

* Good addressing scheme promoting summarization
* Queries bounded by using summarization and stub feature

» Appropriate bandwidth statement for WAN and Frame Relay
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The figure illustrates a well-designed network. Subnet addresses forming individual major
networks are localized with each of the clouds. This design allows summary routes to be

created and injected into the core. Another benefit of this design is that the summary routes act

as a boundary for the queries generated by a topology change.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* EIGRP is not a plug-and-play feature for large
networks. Like other major routing protocols, it
must be designed and configured properly.

 Limiting the amount of routing information a given
router needs to deal with is a major factor in
eliminating scaling problems such as SIA.

- EIGRP offers a number of choices for preventing
issues like SIA, such as EIGRP route
summarization and EIGRP stub router
configuration.

* When using EIGRP route summarization, the more
specific subnets are suppressed, and summarized
routes are advertised to remote sites.

Summary (Cont.)

* When queried by distribution sites for the more specific
subnets, the remote sites can immediately respond with
destination unreachable.

+ Using the eigrp stub router command, remote sites inform
upstream sites that they are stub routers and should not be
queried for lost routes. The upstream routers answer all
queries for the remote sites.

- Combining three approaches: a default route, proper route
summarization, and using stub networks, is an effective
solution for scaling EIGRP networks to large sizes.

* For scaling EIGRP, the proper resources such as
bandwidth, CPU cycles, and memory have to be available.
The network should have good IP address allocation for
summarization and a hierarchical design.

3-120

Building Scalable Cisco Internetworks (BSCI) v2.1 Copyright © 2004, Cisco Systems, Inc.



Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q1)  When a router gets a query from a neighboring router that is not a successor for the

network listed in the query, and that network is in a passive state on this router, what

does the router do?

A)
B)

0
D)

The router replies that the destination is unreachable.

The router attempts to find a new successor; if successful, it replies with new
information. If the router is not successful, it marks the destination unreachable
and queries all neighboring routers except the previous successor.

The router replies with the current successor information.

The router marks the destination unreachable and queries all neighboring
routers except the previous successor.

Q2)  Which three factors impact network scalability? (Choose three.)

A)
B)
0
D)

number of alternate paths through the network
amount of information exchanged between neighbors
autonomous systems boundaries

depth of the topology

Q3)  Which example demonstrates the proper use of the EIGRP route summarization
command for network 10.1.0.0/16 in AS 100?

A)
B)
0

D)

outbound interface command: ip summary-address 10.1.0.0 255.255.0.0
router EIGRP command: summary-address 10.1.0.0 255.255.0.0

outbound interface command: ip summary-address eigrp 100 10.1.0.0
255.255.0.0

inbound interface command: ip summary-address 10.1.0.0 255.255.0.0

Q4)  Which three statements are true for implementing EIGRP stub routers? (Choose three.)

A)

B)
0

D)

Stub routing is commonly used on hub-and-spoke design configuration
networks.

The EIGRP stub feature should be configured only on remote spoke routers.

EIGRP stub routers can and should be used at a transit point to other parts of
the network and other autonomous systems.

Queries are not propagated to EIGRP stub routers. EIGRP updates are sent to
stub routers, or a default route is passed.
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Quiz Answer Key

QI

Q2)

Q3)

Q4)

C

Relates to:

A, B,D

Relates to:

C

Relates to:

A, B,D

Relates to:

How EIGRP Responds to a Query

Scalability Issues and Solutions

Limiting the EIGRP Query Range with Route Summarization

Limiting the EIGRP Query Range Using the Stub Option
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Lesson Assessments

Overview

Use this assessment to test what you learned in this module. The correct answers and solutions
are found in the Lesson Assessment Answer Key.

Outline
This section includes these assessments:
®  Quiz 3-1: EIGRP Overview
®  Quiz 3-2: EIGRP Operations
m  Quiz 3-3: EIGRP DUAL
®  Quiz 3-4: Configuring and Verifying EIGRP
®  Quiz 3-5: Advanced EIGRP Configuration Options
®  Quiz 3-6: EIGRP in a Scalable Network



Quiz 3-1: EIGRP Overview

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:
m  Define the key features of EIGRP
m  List the types of EIGRP databases

m  Describe the EIGRP metric calculation

Quiz
Answer these questions:
Q1)  Which three characteristics are key features of EIGRP? (Choose three.)
A) rapid convergence
B) reduced bandwidth usage

O) support for multiple Layer 3 protocols
D) backward compatibility with RIP

Q2)  Which three features are benefits of EIGRP? (Choose three.)

A) use of SPF to achieve fast convergence
B) ease of configuration

C) support for VLSM

D) incremental updates

Q3)  Which two characteristics are features of EIGRP? (Choose two.)

A) support for load balancing across unequal-cost paths
B) manual summarization at any point on the internetwork
O) provision of highly structured area design requirements

Q4)  Which type of database is a listing of all EIGRP adjacencies?
A) EIGRP topology table
B) EIGRP neighbor table
C) IP routing table

Q5)  Which type of database contains a listing of all the best EIGRP routes to reach a
destination?
A) EIGRP topology table
B) EIGRP neighbor table
C) IP routing table

Q6)  Which type of database contains a listing of all possible EIGRP routes to reach a
destination?
A) EIGRP topology table
B) EIGRP neighbor table
C) IP routing table
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Q7)  Which five criteria can be considered by EIGRP to calculate the metric?

(Choose five.)

A) MTU

B) bandwidth
C) cost

D) delay

E) loading

F) hop count
Q) reliability

Q8)  Which two criteria are used by EIGRP to calculate the metric by default?

(Choose two.)

A) MTU

B) bandwidth
C) cost

D) delay

E) loading

F) hop count
Q) reliability

Scoring

You have successfully completed the quiz for this lesson when you earn a score of 100 percent.
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Quiz 3-2: EIGRP Operations

Complete this quiz to assess what you learned in the lesson.

Objectives

This assessment tests your knowledge of how to:

m  Describe EIGRP packets

m  Explain EIGRP adjacent neighbors

m  Define EIGRP reliability, transmission policy, and transport mechanism
m  Describe initial route discovery

m Interpret debug output for EIGRP packets, EIGRP neighbors, and IP EIGRP

Quiz

Answer these questions:

Q1) What is the function of an EIGRP ACK packet?
A) It establishes neighbor relationships.
B) It is responsible for sending routing advertisements.
O) It acknowledges a reliable packet.
D) It responds to a query.
E) It asks neighbors about routing information.

Q2)  What is the function of an EIGRP update packet?
A) It establishes neighbor relationships.
B) It is responsible for sending routing advertisements.
O) It acknowledges a reliable packet.
D) It responds to a query.
E) It asks neighbors about routing information.

Q3)  What is the function of an EIGRP reply packet?
A) It establishes neighbor relationships.
B) It is responsible for sending routing advertisements.
O) It acknowledges a reliable packet.
D) It responds to a query.
E) It asks neighbors about routing information.

Q4) What is the function of an EIGRP query packet?
A) It establishes neighbor relationships.
B) It is responsible for sending routing advertisements.
O) It acknowledges a reliable packet.
D) It responds to a query.
E) It asks neighbors about routing information.
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Q5)

Qo)

Q7

Q8)

Scoring

What is the function of an EIGRP hello packet?

A)
B)
0
D)
E)

It establishes neighbor relationships.

It is responsible for sending routing advertisements.
It acknowledges a reliable packet.

It responds to a query.

It asks neighbors about routing information.

Which three requirements are necessary to establish an EIGRP adjacency? (Choose

three.)
A)
B)
)
D)

K values do not need to match.

Neighbors must use the same autonomous system number.

Hello and hold timers do not need to match.

Primary address of the adjacent routers must be in the same subnet.

Which two packets are not explicitly acknowledged? (Choose two.)

A)
B)
0
D)

ACK
hello
reply
update

How many update packets can the EIGRP transport mechanism send before it must

wait for an acknowledgment?

A)
B)
0
D)

1
7
15
16

You have successfully completed the quiz for this lesson when you earn a score of 100 percent.
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Quiz 3-3: EIGRP DUAL

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:

m  Match a term used to describe EIGRP DUAL with the appropriate function.

Quiz
Q1)  Test your understanding of EIGRP by matching terms with statements. Write the letter
of the statement in front of the term that the statement describes. A statement may
describe several terms.
Term
1. successor
2. feasible successor
3.  hello
4. topology table
5. IP
6. update
7. routing table
8. DUAL
Statement
A) a network protocol that EIGRP supports
B) a database that contains successor and feasible successor information
O) a database that includes administrative distance
D) a neighbor router that has the best path to a destination
E) a neighbor router that has the best alternative path to a loop-free destination
F) an algorithm used by EIGRP to ensure fast convergence
QG) a multicast packet used to discover neighbors
H) a packet sent by EIGRP routers when a new neighbor is discovered and a
change occurs
Scoring

You have successfully completed the quiz for this lesson when you earn a score of 100 percent.
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Quiz 3-4: Configuring and Verifying EIGRP

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:
m  Configure EIGRP
m  Configure a default route using the default-network command

m  Verify EIGRP using show commands

Quiz

Answer these questions:

Q1)  Which is true regarding the EIGRP autonomous system number?
A) is an optional parameter that can be left blank
B) must be different on each router that wants to exchange EIGRP updates
C) must be the same on each router that wants to exchange EIGRP updates
D) is an IP address

Q2)  The correct wildcard mask to use in a network statement that allows updates to
propagate only out interfaces that are part of subnet 10.1.0.0 is:
A) network 10.1.0.0 mask 255.255.0.0
B) network 10.1.0.0 mask 0.0.255.255
0) network 10.1.0.0 255.255.0.0
D) network 10.1.0.0 0.0.255.255

Q3)  Which three are required when configuring the ip default-network command for
EIGRP? (Choose three.)
A) must be reachable by the router using this command
B) will set the gateway of last resort to 0.0.0.0 on the router issuing this command
C) must be advertised to other neighbors as an EIGRP route
D) will be flagged by other EIGRP routers as a candidate default route

Q4)  What does the passive state in the EIGRP topology table signify?
A) There are outstanding queries for this network.
B) The network is unreachable.
C) The network is up and operational, and this state signifies normal conditions.
D) A feasible successor has been selected.

Scoring

You have successfully completed the quiz for this lesson when you earn a score of 100 percent.
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Quiz 3-5: Advanced EIGRP Configuration Options

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:
m  Describe and configure EIGRP manual route summarization
m  Describe and configure load balancing across equal paths

m  Describe and configure unequal-cost load balancing in EIGRP using the variance
command

m  Describe and configure EIGRP bandwidth utilization on WAN links

Quiz

Answer these questions:

Q1)  Which command is used to disable automatic network-boundary summarization, and
where is it applied?
A) no boundary-summarization at the interface level
B) no auto-summary under the routing process
C) no auto-summary at the interface level
D) no boundary-summarization under the routing process

Q2)  Which command is used for manual summarization of all the subnets for network
10.1.32.0/21 for EIGRP in autonomous system 101?
A) ip summary-address eigrp 101 10.1.32.0 255.255.248.0
B) ip eigrp 101 summary-address 10.1.32.0 255.255.240.0
C) ip summary-address eigrp 101 10.1.32.0 255.255.240.0
D) ip eigrp 101 summary-address 10.1.32.0 255.255.248.0

Q3)  What is the default bandwidth percentage that EIGRP uses on a WAN link when
transmitting EIGRP packets?
A) 30 percent
B) 50 percent
C) 75 percent
D) 100 percent

Scoring
You have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Quiz 3-6: EIGRP in a Scalable Network

Complete this quiz to assess what you learned in the lesson.

Objectives
This assessment tests your knowledge of how to:
m  Explain how EIGRP reacts to a query
m  Describe how EIGRP query and reply functions behave on large internetworks
m  Use route summarization to limit the EIGRP query range
m Limit the EIGRP query range using EIGRP stub areas
m  List the EIGRP scalability rules

Quiz
Answer these questions:
Q1)  Ifaneighbor fails to reply to a query, the route is SIA. How long does the querying
router wait to reset the neighbor that fails to reply?
A) 15 seconds
B) 40 seconds
(@) 1 minute
D) 3 minutes
Q2)  What are the two best ways to perform query scoping? (Choose two.)
A) use EIGRP route summarization
B) adjust the EIGRP metric
O) configure the remote routers as EIGRP stub routers
D) use packet filtering to deny EIGRP queries from propagating to other EIGRP
neighbors
Scoring
You have successfully completed the quiz for this lesson when you earn a score of 100 percent

or better.
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Lesson Assessment Answer Key
Quiz 3-1: EIGRP Overview

Qo) A,B,C
Q2) B,C,D
Q3) AB
Q4) B
Q5 ¢
Q6) A
Q7) A,B,D,E,G
Q8) B,D
Quiz 3-2: EIGRP Operations
Q) ¢
Q2) B
Q3) D
Q4) E
Q5 A
Q6) B,C,D
Q7) A, B
Q8) A
Quiz 3-3: EIGRP DUAL
Qo) 1-D, 2-E, 3-G, 4-B, 5-A, 6-H, 7-C, 8-F
Quiz 3-4: Configuring and Verifying EIGRP
Q) ¢
Q2) D
Q3) ACD
Q4) ¢
Quiz 3-5: Advanced EIGRP Configuration Options
Ql) B
Q2) A
Q3 B
Quiz 3-6: EIGRP in a Scalable Network
Ql) D
Q2) A, C
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Module 4

Configuring OSPF

Overview

This module examines Open Shortest Path First (OSPF), which is one of the most commonly
used interior gateway protocols in IP networking. OSPF is an open-standard protocol based
primarily on RFC 2328. OSPF is a fairly complex protocol made up of several protocol
handshakes, database advertisements, and packet types.

Configuration and verification of OSPF in a Cisco Systems router is a primary objective of this
module. The lessons move from simple to more advanced configuration topics. Each of the
important OSPF commands is explained and described in an example. All the important OSPF
show commands are defined.

Module Objectives

Upon completing this module, you will be able to configure and verify OSPF in a Cisco router.

Module Objectives

+ List the characteristics and features of OSPF
- Explain how OSPF operates in a single-area domain
+ Configure and verify OSPF for a single-area design

- Identify the five types of OSPF packets and explain their
role in the establishment of neighbor adjacencies

+ Describe the types of link-state advertisements and
accurately interpret an OSPF link-state database and
routing table

+ Configure OSPF route summarization for interarea and
external routes

- Identify the specific OSPF area types and configure
each area

+ Configure an OSPF virtual link and verify its operation
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Module Outline

The outline lists the components of this module.

Module Outline
ﬂ

* OSPF Protocol Overview
* OSPF Packet Types

+ Configuring Basic OSPF
* OSPF Network Types

* Types of OSPF Routers and Link-State
Advertisements

* OSPF Route Summarization Techniques
* OSPF Special Area Types

* OSPF Virtual Links

> Lesson Assessments
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OSPF Protocol Overview

Overview

This lesson introduces each of the major components that make up the OSPF routing protocol.
This lesson defines the major characteristics of the OSPF routing protocol and provides a brief
definition of link-state routing protocols, link-state adjacencies, and shortest path first (SPF)
calculations.

Relevance

OSPF is one of the most commonly used IP routing protocols in networking. It is an open
standard used by both enterprise and service provider networks.

Objectives

Upon completing this lesson, you will be able to meet these objectives:
m  Describe the concept of link-state routing protocol

m  Identify the purpose of OSPF areas

m  Describe the concept of OSPF adjacencies

m  Explain the OSPF SPF calculation

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:
m  General knowledge of distance vector protocols

®  An understanding of IP subnetting, variable-length subnet masking (VLSM), and route
summarization

m  General knowledge of the Cisco IOS software user interface

m  Cisco CCNA® certification or equivalent knowledge and experience



Outline

The outline lists the topics included in this lesson.

Outline
ﬂ

* Overview

* Link-State Routing Protocols
* Defining an OSPF Area

- Defining OSPF Adjacencies

* OSPF Calculation

* Summary

* Quiz
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Link-State Routing Protocols

This topic defines and describes link-state routing protocols, including OSPF and Intermediate
System-to-Intermediate System Protocol (IS-IS).

Link-State Protocols

A

Link-State Advertisement (LSA)

}
Algorithm Routing
Table

SPF Tree

Link-State
Database
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The need to overcome limitations of distance vector routing protocols led to the development of
link-state routing protocols. Link-state routing protocols have the following characteristics:

m  Respond quickly to network changes
m  Send triggered updates when a network change occurs

m  Send periodic updates, known as link-state refresh, at long intervals, such as every 30
minutes

Link-state routing protocols generate routing updates only when a change occurs in the network
topology. When a link changes state, the device that detected the change creates a link-state
advertisement (LSA) concerning that link. The LSA propagates to all neighboring devices
using a special multicast address. Each routing device takes a copy of the LSA, updates its link-
state database, and forwards the LSA to all neighboring devices. This flooding of the LSA
ensures that all routing devices update their databases before updating routing tables to reflect
the new topology.

The link-state database is used in calculating the best paths through the network. Link-state
routers find the best paths to a destination by applying Dijkstra’s algorithm, also known as SPF,
against the link-state database to build the SPF tree. The best paths are then selected from the
SPF tree and placed in the routing table.
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Link-State Routing Protocols

* Link-state routers recognize more information about
the network than their distance vector counterparts.

» Consequently link-state routers tend to make more
accurate decisions.

- Link-state routers keep track of the following:
— Their neighbors
— All routers within the same area
— Best paths toward a destination

Inc. Allrights reserved BSCI21 4.5

OSPF and IS-IS are classified as link-state routing protocols because of the manner in which
they distribute routing information and calculate routes.

Link-state routing protocols collect routing information from all other routers in the network or
from within a defined area of the network. Once link-state routing protocols have collected this
information from all routers, each router independently calculates its best paths to all
destinations in the network using Dijkstra’s algorithm. Incorrect information from any
particular router is less likely to cause confusion, because each router maintains its own view of
the network.
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Link-State Data Structures

* Neighbor table:

—Also known as the adjacency database
(list of recognized neighbors)

* Topology table:

— Typically referred to as LSDB
(routers and links in the area or network)

— All routers within an area have an identical LSDB
* Routing table:

—Commonly named a forwarding database
(list of best paths to destinations)
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For consistent routing decisions to be taken by all the routers in the network, each router must
keep a record of the following information:

m Its immediate neighbor routers: If the router loses contact with a neighboring router,
within a few seconds, it will invalidate all paths through that router and recalculate its paths
through the network. Adjacency information about neighbors is stored in the neighbor
table, also known as an adjacency database, in OSPF.

m  All the other routers in the network, or in its area of the network, and their attached
networks: The router recognizes other routers and networks through LSAs, which are
flooded through the network. LSAs are stored in a topology table, also called a link-state
database (LSDB).

m  The best paths to each destination: Each router independently calculates best paths to
each destination in the network using Dijkstra’s algorithm. The best paths are then offered
to the routing table or forwarding database. Packets arriving at the router are forwarded
based on the information held in the routing table.

The memory resources needed to maintain these tables is one drawback to link-state protocols.
However, because the topology table is identical for all OSPF routers in an area and contains
full information about all the routers and links in an area, each router is able to independently
select a loop-free and efficient pathway, based on cost, to reach every network in the area. This
benefit overcomes the “routing by rumors” limitations of distance vector routing.

Example

With distance vector routing protocols, the routers rely on routing decisions from the neighbors.
Routers do not have a full picture of the network topology.

With link-state routing protocols, each router has a full picture of the network topology, and
each router can independently make a decision based on an accurate picture of the network
topology.
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