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PREFI@E

he market for Linux servers has been growing steadily over the past de-
cade. Based on server revenues, in the year 2000, the market for Linux
servers was around US $1.5 billion. In 2007, International Data Corpora-
tion (IDC) confirmed that the market for Linux servers was US $21 billion.
IDC projects that the Linux server market will grow at more than 35 percent
per year through 2011. What company would not love that kind of growth?

Despite these numbers, Unix and Microsoft Windows are still the dominant
players in server software. At the time of this writing, IDC’s quarterly server tracker
estimates that these proprietary options each have about one-third of the server
market. But as Linux can be downloaded and installed for free, these IDC numbers
might understate Linux’s real market share.

Linux is everywhere: Amazon runs on Linux. DreamWorks movies are built on
Linux. Yahoo! systems run on Linux. The New York Stock Exchange is moving to
Linux. And that’s just the United States of America.

Linux is popular worldwide with people, companies, and governments that
do not want to depend on a specific company for important server requirements.
Governments that encourage local development are moving their systems to
Linux. And Ubuntu (an African word that roughly translates to “humanity toward
others”) is becoming the brand name in Linux.

Xvii
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Yes, Microsoft is afraid of Google. But as suggested by Microsoft’s chief software
architect, the open source movement spearheaded by Linux is “much more potentially
disruptive.” Even Oracle has joined the movement, repackaging open source code into
its own “Unbreakable Linux” distribution.

Linux is not the only open source player on the server. The Apache web server
and Samba file server have also become dominant players, as they can be installed on
Microsoft and Unix operating systems. The overall server market is growing despite
the furious adaptation of virtualization.

With the Hardy Heron (8.04) release of the Ubuntu Server Edition, Canonical is
making its push into the server market. It remains to be seen whether Ubuntu can
duplicate its success as a desktop operating system. As Canonical has committed to
support Ubuntu Server 8.04 for five years, it is stable. This book is written based on the
8.04 release, as well as the June 2008 update, known as 8.04.1.

Ubuntu is now well known for its success as a Linux operating system. As Red Hat
has explicitly moved away from supporting the desktop, Ubuntu now has the mind
share among Linux experts. Can Ubuntu Server Edition take advantage of its newly
found mind share to take the Linux server market from leaders such as Red Hat and
Novell/SUSE? Only time will tell.
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INTRODUCTION

his book focuses on the Hardy Heron (8.04) release of Ubuntu Server

Edition. When Hardy Heron was released in April 2008, Canonical

committed to support through 2013. In this book, I describe the Ubun-
tu community, as well as the installation process for Ubuntu Server Edi-
tion. I describe the innards of the operating system and basic configuration
and administration tools. I show you how to install and configure a variety
of services for basic operation, including CUPS, NIS, LDAP, DHCP, DNS,
Apache, NFS, Samba/CIFS, Postfix, sendmail, vsFTP, and NTP. Finally, I il-
lustrate how you can reconfigure the Linux kernel and set up various types
of virtual machine managers.

Chapter 1 describes the Ubuntu community. It is arguably now the most active
Linux community, serving the needs of developers, administrators, and newbies
with equal fervor. Ubuntu’s commitment to regular releases of an operating sys-
tem that “just works” has broad appeal. With their bug #1, “Microsoft has a Major-
ity Market Share,” Ubuntu is demonstrating its commitment to the marketplace.

Chapter 2 includes a step-by-step description of the installation of Ubuntu
Server Edition and shows its roots in Debian Linux. The installation is enhanced
with the easy selection of servers, none of which are installed unless specifically
requested during the installation process.

Chapter 3 details the efforts toward automated installations using the Kickstart
system. Administrators will appreciate these efforts that can supplement the ghost-
ing that is now commonly used to create so many server systems.
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Chapter 4 describes the boot process with the new Upstart system. It emphasizes the
skills needed to get around the problems that seem inevitable in any enterprise—both
from the GRUB prompt and using available rescue media.

Chapter 5 specifies the popular ways to configure Linux filesystems—as regular par-
titions, in RAID arrays, and with logical volumes. The chapter starts with a description
of the Linux filesystem hierarchy standard.

Chapter 6 serves as somewhat of a command-line primer for administrators who are
more comfortable with GUI tools. It describes an array of commands, shell tools, and a
variety of permissions as well as the Linux implementation of access control lists.

Chapter 7 continues with a variety of administrative tools, from the secure shell com-
mands that can help administer remote systems. It continues with a description of the
standard and one-time job schedulers cron and at, service scripts in the /etc/init.d direc-
tory, and a basic description of logging in Linux.

As Chapter 8 provides a basic description of update management, it starts with a
discussion of the fundamental update commands: dpkg and apt-*. If you administer
a substantial number of Ubuntu systems, consider the tools described in this chapter,
which can help you create a local repository mirror. It includes a description of Canoni-
cal’s web-based management tool, Landscape, which can help you remotely administer
groups of Ubuntu systems.

Chapter 9 describes the Ubuntu implementation of CUPS as a print server. It includes
a discussion of key CUPS configuration files as well as the associated Ubuntu and web-
based configuration tools.

Chapter 10 introduces various methods of managing users and groups. It describes
the Shadow Password Suite in detail and shows how user resources can be managed
with quotas. Administrative authority can be regulated with the sudo system, Pluggable
Authentication Modules, and the newly implemented PolicyKit.

Chapter 11 describes the basics of configuring a network on Ubuntu, from the basic
configuration of a network interface card to the configuration of an Ubuntu system as
a gateway. It also describes basic troubleshooting tools for networks as well as TCP/IP
service ports.

Chapter 12 introduces two services that can help you create a central authentica-
tion database for a network. The Network Information Service is the traditional service
cloned from Unix. The Lightweight Directory Access Protocol appears to be the emerg-
ing standard for network authentication.

While many administrators have no need for a graphical environment for their
Ubuntu servers, some administrators do prefer the GUI. Chapter 13 describes the basic
process for installing the Canonical-supported desktop environments, with focus on the
lightest of the desktops, Xfce.

Chapter 14 describes the basic installation and configuration of the most common
DNS and DHCP servers on Ubuntu. It includes detail on DNS that describes how it can
be configured as a forwarding, caching, secondary master (slave), and primary master
server.
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Chapter 15 focuses on one of the strengths of Ubuntu Server Edition—its implemen-
tation of the LAMP stack. It describes how the components of LAMP (Linux, Apache,
MySQL, and PHP) can be configured to set up Ubuntu as a web server with regular and
secure virtual hosts.

Chapter 16 describes how you can configure two of the more popular file servers:
NFS and Samba. NFS is the traditional file sharing service on Linux and Unix systems.
Samba enables communication in a mixed network with Microsoft Windows systems.

Chapter 17 goes into a variety of services. It covers the configuration of two SMTP
e-mail services: sendmail and Postfix. It also describes how you can configure the very
secure FTP service, as well as a network time protocol (NTP) server.

Chapter 18 discusses various methods for securing data, from regular backups to
security systems such as AppArmor, iptables-based firewalls, and TCP Wrappers.
AppArmor is based on the mandatory access control system developed by Novell for
SUSE Linux.

Chapter 19 details the process of Linux kernel management. It describes when and
how kernels can be upgraded to one built by Ubuntu. It also describes in detail the con-
figuration and compilation process for a custom kernel.

Finally, Chapter 20 covers various solutions for virtualization. Two virtual machine
managers available for Ubuntu are VMware Server and VirtualBox Open Source Edition.
The native solution that requires components capable of hardware virtualization is the
Kernel-based Virtual Machine (KVM). The chapter closes with a discussion of a different
kind of virtual terminal, based on the work of the Linux Terminal Server Project.

While I'd love to go into additional detail on each of the services described in this
book, a full description of services such as Apache, Samba, Postfix, DNS, and more would
each require book-length works. In fact, I include notes on several excellent books that
provide more detail on many of the services described in this book.

Xxi
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by Linus Torvalds. But the kernel developed by Torvalds is just one part of this

operating system. Linux has advanced to a leading position in the server environment
through the community of developers and users who have shared their contributions. The
Ubuntu distribution provides an excellent expression of this community’s vision: Ubuntu
is a word from the Zulu language that roughly translates as humanity toward others. Ubuntu
has come a long way since its initial release in 2004. It has clearly become the most popular
Linux distribution in the community. While it is probably not the current leader in revenue,
it is beginning to push its way into the enterprise.

Part of the appeal of Ubuntu is its leadership. As expressed by Ubuntu’s Bug #1, “Mi-
crosoft has a majority market share,” Ubuntu’s ultimate goal is to topple Microsoft from
its perch atop the world of operating systems, and that goal is inspiring the Linux com-
munity to get behind Ubuntu.

Yes, the key part of the operating system popularly known as Linux was first developed

v NOTE The Ubuntu project for Linux distributions is not affiliated with the Ubuntu Project dedicated
to helping the children of a province in South Africa.

This book is designed to help less committed Linux users understand the advantages
of Ubuntu Server; this chapter starts with a brief history of Linux and Ubuntu and high-
lights the latest Ubuntu Long Term Support (LTS) release, code named Hardy Heron. It
continues with a history of Ubuntu releases, including variants associated with other
markets and desktop environments. As Hardy Heron is the latest LTS stable release as
of this writing, you'll probably want to install it on the systems you administer. This
chapter also provides an overview of the different channels associated with the Ubuntu
community, as well as how you can watch and participate in making Ubuntu work for
your organization and enterprise.

Some of you will find the content of this chapter helpful in alleviating any doubts of
key decision makers. At the least, the information presented here will give you a place
to start when encountering nontechnical concerns about the value of Linux. Some might
choose to use Ubuntu’s commercial support options; others might find cost-effective
options in community-based support.

v NOTE Do expect changes to what you see in this chapter. The Ubuntu project is constantly evolving
and improving.

A SHORT HISTORY OF UBUNTU AND LINUX

As an operating system, Linux was developed as a clone of Unix; in other words, the
original developers built Linux with the same basic functionality. To avoid conflicts with
Unix licenses, Linux commands and services were developed independently of Unix
programming instructions, also known as the source code. Despite this development
process, you can run most of the same operations from the command line on both Unix
and Linux.
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If you understand the history of Linux development, you can better understand how
Linux works as a community effort. The following sections offer an interpretation of the
history of Linux development and how these efforts contributed to the work done by
the Debian Foundation.

Background on Unix

Computers were once rare and expensive, available only to large corporations and
universities. Administrators used time-sharing to allocate resources from each computer
to individual users. The time-sharing concept survives today in Linux servers, as they
are most commonly configured as multiuser servers.

Unix was developed by the old American Telegraph and Telephone (AT&T) company
in the late 1960s and early 1970s. During that time, AT&T was a regulated US telephone
monopoly. The regulations associated with the monopoly effectively prohibited AT&T from
selling Unix for a profit, but did not prevent AT&T from sharing Unix to gain goodwill. To
that end, in 1974, AT&T distributed Unix to the University of California at Berkeley for a
nominal fee. The distribution agreement meant that AT&T was not liable for a warranty and
did not provide support, other than the academic cooperation that was common at the time
between scientists at its Bell Labs subsidiary and various universities.

In many ways, the timing was excellent for Unix. Various universities adapted Unix
for use on mainframes, minicomputers, and microcomputers. The Defense Advance
Research Project Agency of the US Department of Defense was starting to work on a
redundant nationwide communications network that eventually evolved into the Internet.
In other words, Unix has been integral in the development of the Internet. As a Unix
clone, Linux shares the functional advantages of Unix in cyberspace.

Linux Is Not Unix

While Linux is not Unix, that’s not the whole story. Strictly speaking, Linux is just the
kernel, the part of the operating system that enables communication between software
and hardware. When Torvalds released the first Linux kernel in 1991, he designed it to
work with the software cloned from Unix, as developed by the Free Software Foundation
(FSF), also known as the GNU Project. (GNU is a recursive acronym, short for GNU’s Not
Unix. Recursive acronyms are a common jab against conformity in the open source com-
munity. For more information, see www.fsf.org.)

Richard Stallman, founder of the GNU Project, and the FSF firmly believe that the Linux
operating system is more correctly known as GNU/Linux, as it combines the large number
of commands and libraries cloned by the GNU project from Unix, with a Linux kernel.

v NOTE Some of you may face questions about a legal action associated with Linux, namely that

from The SCO Group, Inc., formerly a developer of the Caldera Linux distribution. The premise behind
the lawsuit is that SCO owns the source code to Unix and wants payment because it believes that IBM
incorporated Unix code in Linux. Based solely on press reports, SCO has not shown any offending
code in Linux. Furthermore, a presiding court declared in August 2007, in @ summary judgment, that
Novell, the owner of SUSE Linux, is the rightful owner of the Unix source code.
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A Linux Distribution

The Linux that you see, download, and install from CDs/DVDs is more than just a ker-
nel, commands, and libraries. A Linux distribution often includes an X Window System
server with a graphical user interface (GUI) desktop environment. Distributions often
include substantial applications such as the OpenOffice.org suite and Evolution personal
information manager. They also usually offer specialized services, such as Domain Name
Services (DNS) based on the Berkeley Internet Name Domain (BIND), web services such
as Apache, file sharing services such as the Network File System (NFS), and much more.

The software included with a Linux distribution can be customized. For example, while
the Ubuntu Server variant does not include an X Window System server or associated GUI
applications, they can be installed as needed. Or Ubuntu user groups in every country could
create custom distributions that install the appropriate human languages and dialects by
default.

The first distribution released by the Ubuntu project is Ubuntu. This release includes
the GNOME desktop environment by default. Officially, other releases from the Ubuntu
community are known as variants; for example, Kubuntu includes the K Desktop En-
vironment (KDE) by default and is officially listed as a variant on www.kubuntu.org.
Kubuntu is called a derivative of Linux on Wikipedia and is commonly referred to as a
distribution. Each of these references is technically correct: The key point is that all (well,
almost all) distribution releases from the Ubuntu community use the same code base.

v NOTE GNOME isn't quite another recursive acronym; it's short for the GNU Network Object Model

Environment and is the backbone behind the GNOME desktop environment. KDE is another variant,
sometimes also known as the KDE Desktop Environment. There’s also Xfce, and even though it's
another desktop environment, its developers say that the acronym doesn’t stand for anything.

Linux and Open Source Licenses

Software included in Linux distributions, including Ubuntu, are organized in packages,
logical bundles of files, libraries, devices, and data required for a specific program. For
example, dedicated packages are associated with NFS, passwords, and applications. Every
Linux package is usually released under one or more open source licenses. In general, open
source software can be copied and used in other open source systems, so long as credit is
given to the original author. The source code is included in the open source release, and
it can be modified as long as the modified package is also released under the same open
source license.

Some developers of software packages are unable or unwilling to release their source
code. Some companies such as Microsoft do not adhere to open source principles. These
packages are known in the Linux world as closed source packages.

v CAUTION | am not a lawyer, and am not making any legal analysis of open source licenses. For

more information on a wide variety of available open source licenses, see Eric Raymond’s Open
Source Initiative website at www.opensource.org. Raymond is the author of The Cathedral and the
Bazaar, which addresses many questions associated with the open source model.
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Possibly the most important open source license was developed by the FSE, known
as the GNU General Public License (GPL). Two versions of this license are in common
use today: GPL version 2 (GPLv2) and GPL version 3 (GPLv3). Both versions purport to
follow the principle of the open source “golden rule.” In Stallman’s words, “I consider
that the golden rule requires that if I like a program I must share it with other people who
like it” (www.gnu.org/gnu/initial-announcement.html).

v NOTE There are a number of controversies associated with the release of GPLv3 in mid-2007. The

opinions of the open source community vary. Torvalds declared that the Linux kernel will retain its
GPLv2 license. Future releases of some open source software, such as that released by the Samba
project, will be licensed under GPLVS.

Open source licenses might not be interchangeable; in fact, people such as Raymond
and Stallman get into heated arguments on what is the best open source license. And
some open source activists do not favor the approach of Ubuntu, which incorporates
a number of closed source packages in default installations.

The Debian Project and Ubuntu

The Linux distribution that might most closely follow the open source model is Debian
GNU/Linux. First released in 1993, it included the software cloned by FSF developrs
and the kernel developed by Torvalds. Debian is just about the oldest continuously
running Linux distribution, and the Debian Project consists entirely of volunteers. The
Debian Social Contract includes the following features, as paraphrased from www.debian
.org/social_contract:

V¥ Debian GNU/Linux is 100 percent free—in other words, while non-free
software is available, it’s never required for proper system operation.

B Packages developed for Debian GNU/Linux are always released under free
software licenses.

B Bug reports are publicly available. (Contrast this approach with those at closed
source companies such as Microsoft.)

B Users come first and are allowed to use non-free packages on Debian GNU/
Linux. Others, including Ubuntu developers, are allowed to create their own
distributions based on Debian GNU/Linux and other non-Debian packages.

A Packages that do not meet Debian GNU/Linux open source guidelines are
grouped into non-free and contrib repositories.

The Debian GNU/Linux distribution organizes software into repositories. As suggested
in part by the Debian Social Contract, open source packages can be part of the main
repository. Other packages released under closed source licenses are considered part of
the contrib or non-free repository.

Debian repositories are further classified by their release status. Packages in the
stable repository are associated with the current stable release of Debian GNU/Linux.
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Packages in the Debian testing repository are known in Ubuntu as developmental packages.
In effect, the testing repository is the beta version of Debian GNU/Linux. Packages in the
Debian unstable repository are packages in true development.

Each Debian repository can be further subdivided by CPU architecture—and Debian
currently covers at least 13 architectures. For more information, see www.debian.org/
doc/manuals/repository-howto/repository-howto.

The Debian Project also has a fairly rigorous definition of free software. Some Debian
developers have been dismayed at the compromises made by Ubuntu developers.
Nevertheless, Mark Shuttleworth, the man behind Canonical Ltd., has stated that
“every Debian developer is also an Ubuntu developer.” Given Debian’s adherence to
open source licenses and Ubuntu’s reliance on the developmental packages of Debian
GNU/Linux, that is a true statement, even if it does not please many Debian developers.

On the other hand, Debian releases are relatively infrequent—the last three releases
have been made approximately every other year. The slow release cycle has led many
Debian users to run the beta version of the distribution. Because Debian relies solely on
volunteers and has committed to build and test software to 13 different architectures,
infrequent Debian releases are probably inevitable.

Every release of Ubuntu incorporates the latest developmental packages from the
Debian GNU/Linux testing repository. New developmental packages from the testing re-
pository are added during each Ubuntu development cycle. This is made possible cour-
tesy of the copyright licenses associated with Linux. Their work has culminated in the
Ubuntu release known as Hardy Heron, which will be supported for three years on the
desktop and five years on the server.

v NOTE Canonical sponsors Ubuntu development. This private company was founded by Shuttleworth
to promote free software projects. Canonical also provides commercial support.

Ubuntu Just Works

One reason for the popularity of Ubuntu is that it “just works.” That ability is based on
a compromise. Packages that do not conform to open source licenses are included in de-
fault installations of Ubuntu as needed. For example, the full multimedia features of some
laptops are not available without closed source packages, sometimes as provided by the
manufacturer. The same is true of some wireless cards. When such hardware is detected,
Ubuntu installs the closed source packages by default, for optimal operation.

Ubuntu developers organize standard packages into four basic repositories:

V¥  main Includes packages that conform to open source licenses and are
supported by the Ubuntu project.

B restricted Collects closed source packages that are supported by the Ubuntu
project.

B universe Includes packages that conform to open source licenses but are not
supported by the Ubuntu project.

A multiverse Incorporates closed source packages that are not supported by the
Ubuntu project.


www.debian.org/doc/manuals/repository-howto/repository-howto
www.debian.org/doc/manuals/repository-howto/repository-howto

Chapter 1: The Ubuntu Community

More categories of repositories are available, similar to those previously described
for Debian GNU/Linux. Other Ubuntu repositories support security updates, backports,
and packages from Ubuntu partners. Chapter 8 provides a detailed discussion of Ubuntu
repositories and how you can take advantage of them on your systems.

One more decision by Ubuntu developers that helps them maintain a regular release
schedule is their limits on architecture support. Current Ubuntu desktop distributions
support only i386 and AMD64-based CPUs. That’s a much less daunting task than the
13 architectures associated with Debian GNU/Linux.

Hardy Heron Highlights

Ubuntu 8.04, code named Hardy Heron and released in April 2008, is the second Ubuntu
release for which Canonical and the Ubuntu project provides long term support. Canonical
and the Ubuntu project have committed to support the server release through April 2013.

To facilitate this level of support, Hardy Heron is designed as a stable distribution. In
many ways, it is a stable version of the previous release, Gutsy Gibbon. Nevertheless, as
with all Ubuntu releases, Hardy Heron includes new features, several of which are listed

in Table 1-1.

Feature Description

X.org 7.3 Adds improved hotplug, rendering, and backlight support

Kernel 2.6.24 Incorporates power savings, new wireless drivers, better
Kernel-based Virtual Machine (KVM) support, and more

PulseAudio Enables the PulseAudio sound server

PolicyKit Adds a tool for finer grained control of administrative tools;
based on Red Hat development work

Virtualization Supports KVM, with libvirt and virt-manager tools
originally developed by Red Hat

Virtualization Incorporates improvements in the JeOS (Just enough

client Operating System) specification, for virtual clients

Firewall Includes the Uncomplicated Firewall application

Third-party Allows easier incorporation of third-party repositories

repository files
Microsoft domain  Incorporates a simplified method for joining Microsoft
support domains

Bootloader Adds improved Grand Unified Bootloader (GRUB) support
to maintain manual edits

Graphical installer Includes fault-tolerant features to Ubiquity, the Ubuntu
graphical installer

Table 1-1.  Hardy Heron Highlights
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THE UBUNTU RELEASE CONFIGURATION

The Ubuntu project is responsible for a number of releases. Some are focused on specific
desktop environments, such as GNOME, KDE, and Xfce. Others are dedicated to certain
interests, such as servers, multimedia, and limits on free software. Each Ubuntu distribution
is released on a regular six-month cycle.

None of the releases is mutually exclusive; for example, I've installed the GNOME
desktop environment on my Kubuntu system, which includes the KDE desktop environ-
ment by default. This is the same GNOME desktop environment available for the default
Ubuntu release. The Ubuntu project makes this possible by making the same package
libraries available for all releases.

This section chronicles the history of Ubuntu releases, the Ubuntu development
cycle, commercial support options, and the variety of custom distributions created for
desktop and server environments.

Past Releases

As this book goes to print, the Ubuntu team has just made its ninth release, code named
Intrepid Ibex. The developers behind the Ubuntu project try to release new versions of
its distribution on a six-month cycle, every April and October. The releases of Ubuntu
to this date are described in Table 1-2. As of this printing, the asterisked releases are no
longer supported by Canonical or the Ubuntu project.

As shown in Table 1-2, Ubuntu has followed a regular release schedule. A couple of
these releases have LTS. Ubuntu missed its intended release date only once: Dapper Drake
was originally scheduled for an April 2006 release. Incidentally, the version number is
based on the release year and month: for example, Ubuntu Hardy Heron is designated as
version 8.04, as it was released in the year 2008, during the 4th month (April).

Warty Warthog* 4.10 The first Ubuntu release, October 2004

Hoary Hedgehog* 5.04 Released April 2005

Breezy Badger* 5.10 Released October 2005

Dapper Drake 6.06 First LTS release, June 2006

Edgy Eft* 6.10 Released October 2006

Feisty Fawn* 7.04 Released April 2007

Gutsy Gibbon 7.10 Released October 2007

Hardy Heron 8.04 Second LTS release, April 2008

Intrepid Ibex 8.10 Released October 2008

Jaunty Jackalope 9.04 Project release, April 2009
Table 1-2.  Ubuntu Releases
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Not all variants were included in the release schedule. For example, the first Kubuntu
release was made under the Hoary Hedgehog code name in April 2005, and the first
Xubuntu release was made under the Dapper Drake code name in June 2006.

Regular releases (other than those designated as LTS) are supported for 18 months.

The Ubuntu Development Cycle

The Ubuntu team is continuously at work. Timely development depends on a certain
sequence of events, including some that are outside of the team’s control. Like other
Linux distributions, Ubuntu depends on the work of other open source projects, such as
GNOME. In fact, the Ubuntu release cycle is designed to incorporate the latest GNOME

release.

v NOTE Ifyou're interested in the latest Linux software, you should follow the Ubuntu development cycle.
Even if you're using a LTS release such as Hardy Heron, the backports repository, discussed in Chapter 8,
allows you to incorporate the latest features when you're satisfied with their level of development.

Early in the first month of the release cycle, specifications are developed at an “all-
hands” summit and finalized by the end of that month. Then the first experimental alpha
release is made public. You can choose to monitor and install an alpha release on a test
system to preview upcoming features. If you're interested in the day-by-day progress of
Ubuntu development, daily builds are often available as downloadable ISO files.

v NOTE Alpha and beta are terms associated with developmental software. For most software, the

distribution of an alpha release is limited to testers and developers within the company or organization.
Beta releases come later and are intended for testing by advanced outside users. For Ubuntu and variants,
alpha and beta releases (along with their schedules) are publicly available. In fact, most developmental
Ubuntu releases are alpha releases; in general, only one beta release occurs in each cycle. In any case,
alpha and beta release software should never be used on production computer systems.

Other major Ubuntu project development milestones include the following;:

v

Debian import freeze Prior to this milestone, new packages are frequently
imported from the Debian GNU/Linux unstable (development) repository.

Feature freeze At this point, developers stop introducing new features and
focus on bug fixes.

User interface freeze Changes to the look, feel, and functionality of the GUI
and related applications are frozen.

Beta freeze After this point, package changes are limited to minimize the risk
of package dependency issues.

Beta release At this point, real-world testing is encouraged.

Documentation string freeze Basic documentation is no longer changed after
this time; this occurs concurrently with beta freeze to allow time for translations.
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B Non-language pack translation freeze Certain items, especially those related
to GUI icons and menus, are translated and input to packages manually.

B Kernel freeze Final date for new kernel updates.
B Release candidate A production quality prerelease.

A Final release

Exceptions can be made at each milestone when the Ubuntu teams think they are
justified. Ubuntu delayed its first LTS release (Dapper Drake) by a couple of months, for
example, to ensure stability of that release.

Ubuntu development work for LTS releases can vary. For example, the Hardy Heron
development plan assumed fewer new features relative to the standard development
cycle. Most of the development work for that release was focused on creating a more
stable distribution.

Support Levels

Regular Ubuntu releases are supported for 18 months, and LTS releases are supported
for three years on the desktop and five years on the server. Security and feature updates
for packages are available as well, as described in Chapter 8.

Commercial support is also available from Canonical for the specified support
periods. For more information, see www.ubuntu.com/support/paid. As of this writing,
enterprise level support is available on a work day or 24/7 basis, for desktops, servers,
and thin clients.

Desktop Environments

To summarize, the Ubuntu, Kubuntu, and Xubuntu releases are associated with the
GNOME, KDE, and Xfce desktop environments, respectively. GNOME is also the default
desktop environment for Gobuntu, a variant limited to open source software. It is also
the default desktop environment for the education-focused Edubuntu and multimedia-
focused Ubuntu Studio releases. These releases are listed in Table 1-3.

Most Ubuntu project distributions and variants include more than just open source
software, such as non-free software—drivers for graphics cards for which reliable open
source alternatives are not available, for example. These packages are often included
because they provide the means by which the distribution can interface with some video
cards, wireless devices, and other devices. The exception is Gobuntu, whose developers
have made a commitment to limit releases to open source packages.

As most Ubuntu packages are released under the GPL, others allow developers to
use the source code to create their own Linux distributions under the GPL—and a number
of organizations have done so. At the time of this writing, 20 such Ubuntu-based de-
rivatives, several of which are listed in Table 1-4, have been released. Just as the Debian
Foundation has no control over Ubuntu, these distributions are released by companies
or organizations other than Canonical or the Ubuntu project.
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Kubuntu KDE

Xubuntu Xfce

Name Default GUI Desktop Comments
Ubuntu  GNOME Baseline Ubuntu desktop distribution, available

from www.ubuntu.com/getubuntu/download
Ubuntu desktop distribution with KDE, available
from www.kubuntu.org/download.php

Ubuntu desktop distribution with the Xfce
desktop environment, available from www
xubuntu.org/get

Gobuntu GNOME Limited to open source software, available from

http://cdimage.ubuntu.com/gobuntu/releases/

Table 1-3.  Ubuntu Distributions Associated with Canonical and the Ubuntu Project

The Ubuntu Server

Because this book is designed for administrators, the focus is on the Ubuntu Server Edition.
Built for security, it has a minimal number of open ports; the default installation specifies
only that software considered essential for smooth server operation. It includes a preconfig-
ured option to install a “stack” of packages known as LAMP (Linux, Apache, MySQL, and

PHP), which is designed to speed configuration of the Ubuntu Server as a web server.

Ubuntu Derivative

Fluxbuntu
Freespire
gNewSense
gOS

Impi Linux
Linux Mint

Mythbuntu

Comments

Lightweight, uses Fluxbox window manager, uses only free
software; http:/ /fluxbuntu.org

Released by Linspire, formerly known as Lindows, once
based on Debian Linux; www.freespire.org

Uses only free software, endorsed by the Free Software
Foundation; www.gnewsense.org

Developed by Good OS LLC, installed on the Everex Green
PC sold by Walmart; www.thinkgos.com

Released by a separate company (also owned by Mark
Shuttleworth), subtitled Ubuntu for Africa; www.impi.org.za
Focuses on a more elegant desktop environment, was originally
a derivative of Ubuntu; www.linuxmint.com

Incorporates the MythTV application for digital multimedia;
www.mythbuntu.org

Table 1-4.  Ubuntu Derivatives

"
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www.mythbuntu.org
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v NOTE LAMP is the acronym for a stack of packages used to host dynamic web servers: Linux is the

operating system, Apache is the web server, MySQL is the database server, and PHP is a computer
scripting language. (Incidentally, PHP is a recursive acronym for PHP: Hypertext Processor.) The
combination of packages selected by Ubuntu for the so-called LAMP stack is arbitrary; some
administrators substitute the Perl or Python programming languages in the LAMP stack.

While the default installation for Ubuntu Server does not include a default GUI desktop
environment, it does add thin client support using the work of the Linux Terminal Server
Project (LTSP). All files and information for remote LTSP terminals are stored on the
Ubuntu Server system, which facilitates administration and maintenance.

As Ubuntu Server uses the same repositories used for the other Ubuntu variants, it
is possible to install a GUI desktop on Ubuntu Server. (In fact, that’s what you’ll do in
Chapter 13. Xfce is featured in that chapter because it’s the most “lightweight” of the
three major GUI desktop environments available for the Ubuntu project.)

Ubuntu Server is built and supported for only two CPU architectures: 32-bit x86 and
64-bit AMD64. Support for the UltraSPARC CPU, the Sun Microsystems processor, has
been discontinued as of the Hardy Heron release. However, unsupported ports for other
architectures are available at http:/ /ports.ubuntu.com.

PARTICIPATE IN THE UBUNTU COMMUNITY

The Ubuntu project is backed by Canonical and its 200 paid employees. In contrast, Red
Hat employs more than 2000 and Microsoft employs more than 80,000 people. For a
small company, Canonical targeting Microsoft’s market share with its Bug #1 seems like
brave talk, until you understand the power of the Ubuntu community.

The community is organized in part through Launchpad, Canonical’s platform for
hosting open source projects, bug tracking, and more. Bug reports include feature
requests and problems that are fixed by the community of developers. Documentation is
constantly evolving through the Ubuntu Wiki. The power of the community is harnessed
through channels such as mailing lists, IRC (Internet Relay Chat) chat rooms, and message
boards.

Sponsored by Canonical

Canonical’s mission statement includes commitments to deliver “the world’s best free
software platform” and to facilitate “the continued growth and development of the free
software community.” Through the Shiplt program, described shortly, Canonical mails
CDs of the various Ubuntu releases free to anyone who asks for them. (Yes, that does
sound like a lot of freebies from a private company.)

Canonical does get revenue from the distributions and derivatives released by the
Ubuntu project by selling support for those releases. As noted on www.canonical.com/
services, Canonical sells custom engineering, support, hardware certification, training,
and packaging services for Ubuntu project distributions. However, since Canonical is
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a private company; little is known about its balance sheet. All that is known for sure is that
Shuttleworth was the founder of Thawte and sold this digital certificate company in 1999
to VeriSign for more than $500 million. So it is reasonable to assume that Shuttleworth has
the means to fund Canonical for some time, if it isn’t already profitable.

Request a “Hard Copy” Release with Shiplt

Shiplt (https:/ /shipit.ubuntu.com) is Ubuntu’s free CD distribution and shipping service
that allows anyone to request and receive physical copies of the Ubuntu distribution CD
by postal mail. The CDs are currently shipped from Europe, so delivery to North America
and other continents can take several weeks or more. The Shiplt option is currently
available only for Ubuntu, Kubuntu, and Edubuntu variants and Ubuntu server. While
Canonical does sell DVDs for a nominal fee, it plans to include DVDs as a Shiplt option
in the future.

Of course, ISO files for all Ubuntu releases are available for download, and this is a
practical option for anyone with a high-speed Internet connection. ISO files can be used
by standard Linux and Microsoft Windows software to burn bootable CDs and DVDs.
Virtualization systems such as KVM, Virtualbox, and VMware can read ISO files directly
as virtual CD/DVD drives.

Unfortunately, not everyone has a high-speed Internet connection. As of this writing,
nearly 50 percent of US Internet users still connect from their home computers via
telephone modem. High-speed connections are also less common in some of Ubuntu’s
target markets, such as South Africa.

v NOTE | once tried to download the CD for a different Linux distribution via telephone modem.
Not only did it tie up my home telephone line, but after three days, the download was corrupt and
unusable.

The Ubuntu Launchpad

Launchpad is a platform for developing free software. Ironically, it is also a proprietary
platform—one of the ways Canonical makes money. Launchpad provides services to
people and companies who develop their own Linux distributions based on Ubuntu.
There are over 800 Launchpad projects, all of which use the tools described in Table 1-5.

Any user with a valid e-mail address can sign up for a Launchpad account. Launchpad
is constantly changing, and as of this writing, a new release is issued every four weeks.
The last major release was made at the end of July 2008.

Sign up for a Launchpad account at www.launchpad.net. It'll help you keep up to
speed on bug reports and much more. Click the Register link in the upper-right corner of
the Launchpad site and follow the instructions to create a display name and password.
Be aware that participation is subject to terms of use, as noted at https:/ /help.launchpad
net/Legal.
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Component
Code

Bugs

Blueprints
Translation

Answers

Comments

Source code management using the Bazaar
version control system, intended as an
alternative to two other version control
systems: CVS (Concurrent Versions System)
and Subversion (SVN)

A bug tracker, also known as Malone

A specifications tracker for documenting new
software features

A community development tool for human
language translation, also known as Rosetta

A community-developed knowledge base

Table 1-5. Launchpad Components

Bug Reports

The Ubuntu bug tracker is a key part of the Launchpad platform. Formerly known as
Bugsy Malone, it is now simply known as Bugs. It goes beyond standard user reports to
collect information from the system with the bug. First implemented for Gutsy Gibbon

(7.10), Bugs includes a GUI-based tool to assist in bug reporting.

v TIP  Before reporting a bug, use available tools to search for existing bug reports. If you add credible

new information to an existing bug report, it's more likely Ubuntu developers will pay attention to the

report and address it quickly.

Searching the Existing Bug List Before reporting a problem as a bug (or perhaps a feature
request), you should check the list of existing bugs in one of two ways. One method is
with the reportbug-ng command, installed from the package of the same name, which
opens a GUI tool. A sample list of current bugs for the samba package is shown in

Figure 1-1.
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Reportbug NG Bugreport

|@ ® X o
Bugnumber | Summary | Status / | Severity | Last Action | il
454770 sthannel_slore.ldb should not be kepl in felojsamba Oulslanding serious 2007-12-30

461627 nba: ¢

rash in nmbd Outstanding mportant 2008-01-20
1 tstanding mpaortant 2008-02-17

tstanding 2007-01-22
1 POSIX ACLs ar... Outstanding 2007-12-30
frer rotati Outstanding 2007

-8/

Outstanding 2006-008-30
Outstanding mpaortant 2006-04-25 Ll

Click on a bugreport to see the full text. =
Using Reportbug-NG
Step 1: Finding Bugs

To tind a bug just enter a query and press Enter. Loading the list might take a tew seconds.
The following queries are supported:

package

Returns all the bugs belonging to the PACKAGE
bugnumber

Returns the bug with BUGNUMBER
maintaincrBfoa.bar
Returns all the bugs assigned to MAINTAINER
Srciscurcepackage

Returns all the bugs belonging to the SOURCEPACKAGE
from:submitter@foo.bar

Returns all the bugs filed by SUBMITTER
severity:foo
Batiirne Al tha hiine of COVUEDITY Winrninas thic lick ic nrahabhhe

savis Triirs - Boaiurs sl v sty inwin: oot el mrces =
ﬁ}

Figure 1-1.  Current bug reports

v NOTE For more information on installing new packages, see Chapter 8. If you just want to

install a specific package, such as reportbug-ng, one method is with the sudo aptitude reportbug-ng
command.

You can also search bug reports online from a Web browser. Navigate to https:/ /bugs
Jaunchpad.net. Use the Search Bug Reports text box to search for bugs based on the name
of the package or other key words. While the bugs created from the reportbug-ng tool

and those listed online appear different, they actually depict the same bugs, organized in
a different format.

Reporting a New Bug Bug reports can be made in one of two ways. First, you can use the
ubuntu-bug script to report the bug directly from the operating system. Normally, the

script is run against a specific package; for example, the following command files a bug
against the samba package:

$ ubuntu-bug -p samba
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The ubuntu-bug command requires the GUI and Internet access, as it next opens a
browser to access Bugs via Launchpad. (If you don’t have the ubuntu-bug script, install
the apport package.)

A bug report is immediately added to the appropriate bug list. A developer then
must take the time to evaluate the bug.

v NOTE Please don't report unnecessary bugs. The volunteers who have to read them don't have
the time to waste.

Of course, it’s also possible to file a bug report online at https:/ /bugs.launchpad.net.
If you haven’t logged in already, you're prompted to use your Launchpad account. Find
and click the Report A Bug option.

You'll see the Launchpad Bug Tracker, where you should be able to specify the
distribution, package, and project. After you've entered the appropriate information,
Launchpad compares your report to existing bug reports, to help you determine if
your problem has already been reported. Note the variety of distributions that can be
reported—even Linux distributions associated with other companies, such as Fedora,
SUSE, and Mandriva, are also covered.

If you decide that the bug report is unique, you can then describe the problem in
more detail and specify whether you believe the problem presents a security issue.

Blueprints

The development work associated with new Ubuntu releases are chronicled under the
Blueprints section of the Launchpad platform. Each blueprint is associated with a problem
to be fixed or a feature to be added. Current Ubuntu blueprints are available at https://
blueprints.launchpad.net/ubuntu; you can review blueprints for the latest distribution
using the first word of the code name. For example, you can review current work and
goals on Intrepid Ibex at https:/ /blueprints.launchpad.net/ubuntu/intrepid.

Each blueprint item is given a priority, status, series goal, and other information.
The example shown in Figure 1-2 lists the blueprint associated with the KVM for Hardy
Heron. The full specification typically links to a wiki page that details what is being or
has been done for the blueprint.

Ubuntu Community Resources

In addition to Launchpad, five categories of community help are associated with the
Ubuntu project: mailing lists, IRC-based chat rooms, message boards, community-con-
tributed documentation, and LoCo groups. Be aware that traffic on the main Ubuntu
mailing lists can seem overwhelming, but this is a positive indicator of a large and active
community. Chat rooms and message boards dedicated to various Ubuntu topics are
also available for those who prefer that mode of communication.


https://bugs.launchpad.net
https://blueprints.launchpad.net/ubuntu
https://blueprints.launchpad.net/ubuntu
https://blueprints.launchpad.net/ubuntu/intrepid

Chapter 1: The Ubuntu Community

Blueprint: “UBunta | fardy.

file Edit View [|istory Dookmarks Tools Ilelp
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® lueprint for Ubuntu
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g Ubuntu Hardy as virtualisation host search /
overview Bugs Blueprints Translatlons Answers
s N
T — - :
= Blueprint overview
* Madify goal This spec outlines our goals for Ubuntu as a Priority: Essential
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» Subscribe yourself Definition: Approved
5
@ ncad the full specification »

» Subscribe someone slse Implementation: Heta Available

> Link to bug report - i 3 Series goal: Accepted tor hardy
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agenda For basic setup instructions, sce https:/
i e : Drafter: & Soren Hansen
Lifecycle = fwiki ubuntu.comjkvmvirtManagerete a
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Terms of Use | 1 elp improve Launchpad | FAQ | Docurmentation © 2004-2000 Canonical Ltd. | build 5727
| Done l l‘}‘llallilﬂ.‘i.li-]{]!l[‘:"lj]i-ld.nb‘.l -y

Figure 1-2.  ALaunchpad blueprint

v NOTE The broad variety of third-party message boards, blogs, user groups, and other forums that

have sprung up to discuss and help others understand and use Ubuntu are not discussed here.
This section is limited to Ubuntu-based community resources, as those forums are more likely to be
noticed by Ubuntu developers.

Mailing Lists

To subscribe to an Ubuntu mailing list, navigate to https://lists.ubuntu.com/, select a
list, and sign up using your e-mail address. Some Ubuntu mailing lists require moderator
approval. As described in Table 1-6, mailing lists are available in 12 different categories.
As of this writing, nearly 300 different Ubuntu mailing lists are available.
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Mailing List Category
Ubuntu Announcements

Community Support

Announcement Lists

Development Lists

Quality Assurance and
Related Lists

Bug Lists

Package Upload and
Automatic Notification Lists

Ubuntu Worldwide
LoCo Teams

Localization Lists

Other Ubuntu Projects
and Groups

Bazaar-related Lists

Storm Lists

Comments

Limited to distribution release announcements

Basic community support mailing lists, divided
by derivative (Ubuntu, Kubuntu, Edubuntu,
Ubuntu Studio, Xubuntu, and Launchpad)

Announcements associated with specific projects

Discussion forums for software development in
a wide range of areas

Specialized groups which work with bugs, laptop
systems, and more.

Groups for bugs in different categories, including
kernels, desktops, and accessibility

Notification groups for changes, organized
primarily by distribution release

Geographic-specific Ubuntu user groups

Groups primarily for translators

Miscellaneous Lists

Discussions related to Ubuntu and related
source code

A single list associated with the Storm Object
Relational Mapper (STORM)

Table 1-6.  Ubuntu Mailing List Categories

v NOTE | subscribe to several Ubuntu lists in digest mode, which groups messages together before
sending them to my e-mail client. Otherwise, I'd be overwhelmed by the amount of traffic.

IRC Chat Rooms

One venue that can sometimes connect users who provide real-time help is the IRC-based
discussion area. The Ubuntu chat rooms are often crowded with dozens of users and
more, so be focused and polite with your questions. If you don’t get the response you
need, it’s possible that the problem is more suited to a mailing list or message board-type

discussion.




Chapter 1: The Ubuntu Community 19
v

For more information on using IRC in the Ubuntu community, refer to https://help
.ubuntu.com/community/InternetRelayChat. You'll find more information on current
Linux-based IRC clients and lists of available subject, team, and geographic-based IRC
channels for Ubuntu support (and more).

If you choose to look for help via IRC, the Ubuntu IRC Council has created a code of
conduct, available as part of the Ubuntu Wiki at https:/ /wiki.ubuntu.com/IrcGuidelines.
Follow the code to make a positive impression on those with the knowledge to help you.

Ubuntu Message Boards

The main Ubuntu message boards of the Ubuntu Forum Community are available
at http://ubuntuforums.org/. They're organized into a number of categories, from
“Absolute Beginner Talk” to functionally based discussions on everything from games
to virtualization.

As of this writing, Launchpad accounts aren’t recognized on Ubuntu message boards,
so before posting, you'll have to register separately at http://ubuntuforums.org/register
.php. Whether you use a message board or a mailing list is often a matter of personal
taste—or where you get the best answer.

Ubuntu Community Documentation

Members of the Ubuntu community can and do contribute to many pages at http://help
.ubuntu.com/community. Pages in this area can be modified, wiki-style, by users with a
Launchpad account. Just be aware that the quality of this documentation is subject to the
same positives and negatives associated with any Wikipedia documentation on technical
subjects.

Ubuntu LoCo Teams

It's remarkable that a distribution originally based out of South Africa can have such a
worldwide impact. Ubuntu recognizes the importance of local community (LoCo) support,
volunteers who understand the language and local conditions, who in the words of the
Ubuntu LoCo Teams Wiki (https://wiki.ubuntu.com/LoCoTeams), “help groups of
Ubuntu fans and enthusiasts work together in regional teams to help advocate, promote,
translate, develop and otherwise improve Ubuntu.”

LoCo teams are available in a substantial number of countries and in most US states.
The web page at https://wiki.ubuntu.com/LoCoTeamList displays currently approved
LoCo teams, mailing lists, IRC channels, message boards (forums), and websites. Some
have declared that they also provide local support.

Launchpad Answers

Launchpad Answers is intended to provide another community support network. While
the main focus is the distributions and derivatives released by the Ubuntu project,
Launchpad Answers also provides a forum for other projects such as HP Linux Imaging
and Printing (HPLIP).
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To access the Launchpad Answers page, navigate to https:/ /answers.launchpad.net/.
It includes a text box where you can enter key words associated with related questions
and allows you to browse the list of active questions.

v NOTE If you have experience with Ubuntu, | encourage you to take some time to answer some of

the questions presented through this forum (as well as the other community forums). It can add to the
positive karma so valued in the Linux community. A few enterprising gurus who have provided many
consistent and excellent answers have reportedly been hired by Canonical.

The Ubuntu Wiki

Strictly speaking, the Ubuntu Wiki is another community resource. However, many
Ubuntu wikis are maintained by key developers, which provides credibility to the
documentation found on these web pages.

The main Ubuntu Team Wiki page at http://wiki.ubuntu.com is one way develop-
ment and documentation is organized. The current version of this wiki illustrates how
resources and teams are organized, lists community councils and boards, cites current
Ubuntu events, and notes a list of releases.

If you're interested in future directions for Ubuntu Server, read the roadmap of the
Ubuntu Server Team. It lists tasks by triaged bugs, packages to be updated, systems that
require testing, services to be documented, and perhaps, most important, development
work in progress. The current roadmap is available at https://wiki.ubuntu.com/
ServerTeam/Roadmap.

v NOTE Anyone with a Launchpad account has permission to edit much of the Ubuntu Wiki. Just be
aware that any edits you make will be associated with your account (and perhaps IP address), so poor
or malicious edits can be tracked back to you.

Ubuntu News and Security Notices

Ubuntu has its own news site with the latest information on Ubuntu developments. Known
as The Fridge, the weekly newsletter provides “news, grassroots marketing, advocacy,
team collaboration, and great original content.” Available at http://fridge.ubuntu.com,
the community news site details release announcements, conference events, hot new fea-
tures, project reports, and other information.

Closely related to The Fridge are Ubuntu Security Notices (USNs). As an administra-
tor, you may want to monitor this site (www.ubuntu.com/usn) for the latest security notic-
es. Linux administrators don’t always automatically install updates, even those listed as
security issues. Updates can break custom solutions to hardware issues, specialty database
systems, and more. After reading a USN, you may conclude that the issue does not apply
to your systems.You can also subscribe to the RSS (Really Simple Syndication) feed for
both the Fridge and USN websites. It provides headlines associated with each new item.
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SUMMARY

This chapter provided a brief history of Unix and discussed how it evolved through the
work of the FSF and the Debian Project into Ubuntu. It emphasized the importance of
open source licenses, especially the GPL, and included some basic definitions. Canonical
is the commercial backer of the Ubuntu project, which releases distributions or variants
including Ubuntu, Kubuntu, Ubuntu Server Edition, and others. The chapter highlighted
features associated with the Hardy Heron release.

The chapter continued with a history of Ubuntu releases and described key milestones
in the Ubuntu development cycle. Commercial and community support is available for
basic releases for 18 months and available for five years on the LTS Ubuntu Server Edition
releases.

The chapter described the success associated with the Ubuntu community, including
Launchpad features such as Bugsy Malone, Blueprints, and Answers. Also important to
Ubuntu’s success are the community support provided by mailing lists, IRC channels,
message boards, and the Ubuntu Wiki.

21



This page intentionally left blank



I
CHAPTER 2

v

Installing Ubuntu
Server



Ubuntu Server Administration

set up the same installation over a network. One way the Ubuntu Server Edition

is different is that it does not have a graphical installation option or LiveCD boot
method. As described in this chapter, server installation is based on the use of Expert
Mode to help you learn more about the installation process.

The Ubuntu installation program is based on and closely related to the program
used for Debian Linux. This chapter does not cover the more popular installations of
the Ubuntu desktop releases; however, the desktop installation process in Text Mode is
similar to the one demonstrated here.

This chapter starts with a description of how to download or otherwise acquire
Ubuntu media, followed by a step-by-step Ubuntu Server Edition installation process.
You’ll see how to set up TFTP (Trivial File Transfer Protocol) and DHCP (Dynamic Host
Configuration Protocol) services to configure a network installation, which takes advantage
of the Preboot Execution Environment (PXE) capabilities of modern BIOSs (Basic Input/
Output Systems) and network cards.

Be aware that as Ubuntu releases evolve, these steps can change, but, historically,
the changes have been small between releases. The steps described in this chapter were
tested on a virtual machine with 256MB and 10GB of hard drive space. If you have more
RAM and less hard drive space, you'll need to allocate space appropriately. Fortunately,
this amount of RAM and hard drive space is simple to configure on an appropriate
virtual machine such as VMware Server, Virtualbox Open Source Edition, or the Linux
native Kernel-based Virtual Machine (KVM).

In this chapter, you'll learn how to install Ubuntu Server Edition from the CD and

v CAUTION The steps described in this chapter will delete data. Use a test/nonproduction system
such as a virtual machine if you intend to follow along in this chapter.

ACQUIRE THE MEDIA

Users with a high-speed Internet connection may choose to download the installation
media for Ubuntu Server Edition. This section describes a basic method for downloading
the ISO file and burning it to appropriate CD/DVD media. If you do not have the requi-
site high-speed Internet connection or media burning tools, other options are available.
Ubuntu Server Edition is available for a nominal fee from several third parties as well as
the ShipIt program described in Chapter 1.

If you want more than just the Ubuntu Server Edition, the DVD supports both desktop
and server installations. The DVD can be downloaded or purchased from many of the
same sources as the Ubuntu Server Edition CD.

Download the ISO File Online

Many Linux administrators download the installation program for the latest version of
several Linux distributions, including Ubuntu Server Edition. These downloads correspond
to the contents of the appropriate CD or DVD. In this context, an ISO file is a standard



Chapter 2: Installing Ubuntu Server

format for downloads that can be recorded to appropriate media. Downloadable
ISO files are typically quite large and correspond to the size of the CD/DVD media.

v NOTE In the context of CD/DVD downloads, an ISO file is short for an ISO image file, associated
with the 1SO 9660 filesystem standard. ISO is an acronym for the International Organization for
Standardization, and 1SO 9660 is its standard for such files.

To download Ubuntu Server Edition from the Ubuntu website or an authorized
mirror site take the following steps:

1. Navigate to the Get Ubuntu website at www.ubuntu.com/getubuntu/download.

6.

As of this writing, the options show Ubuntu 8.04 LTS — Supported to 2013 and
Ubuntu 8.10 — Supported to 2011. These options correspond to the Hardy
Heron and Intrepid Ibex releases, respectively.

Under What Type Of Computer Do You Have?, select an architecture. The options
also specify the associated CPUs.

Under the “Choose a location near you” option, click the Please Choose A
Location drop-down box. Scroll to a server mirror location geographically
close to you. There are locations available on six continents.

Click the Start Download link. The Ubuntu website should take you to another
page, with a message suggesting that the download will begin shortly. The URL
for that page is a long one that starts with www.ubuntu.com/getubuntu/
downloading.

When the download is ready, accept the option to save the noted ISO file to disk.

If the download fails for some reason, the second Ubuntu website page noted in
step 5 should include a download URL for the ISO file and server. For example, it lists the
following site for Ubuntu downloads at the main Linux kernel servers: http:/ /mirrors
.us.kernel.org/ubuntu-releases/.

The second Ubuntu download site noted also include links for help and suggestions
to help if you encounter trouble during or before the download. Two of the suggestions
are relevant to this section:

v

Try choosing a different download location. Depending on traffic and the
connection from the target mirror, the geographically closest location might
not be the fastest option.

Try waiting for just a little while. Many download servers have limits on the
number of connections.
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Incidentally, these tips also apply when selecting a mirror for package updates, as
discussed in Chapter 8.

Be aware that downloads of large files sometimes don’t work. A power surge, a mis-
take on a router, or even a running microwave oven too close to a wireless network can
interrupt and even corrupt a downloaded large file. Every downloaded ISO file can be
verified with an MD5 message digest. For example, to find the MD5 message digest of the
Hardy Heron Ubuntu Server Edition, 32-bit CPU ISO file, run the following command:

$ md5sum ubuntu-8.04.1-server-1386.iso

The output can be verified against the MD5 hash listed at https:/ /help.ubuntu.com/
community /UbuntuHashes. The MD5 hash is often also available in the same server
directories as the ISO files.

Download the ISO File from the Command Line

The advantage of downloading a large ISO file with certain commands is that such
commands can handle interruptions in the download process. Specifically, the wget
and curl commands can restart a download from the point of an interruption. If these
commands don’t already exist on a local Ubuntu system, they can be installed from
packages of the same name using the following command:

$ sudo apt-get install wget curl

These commands can then be used to download any file, based on a known URL. For
example, if to download the first Ubuntu Server Edition LTS release (6.06), Dapper Drake,
from the Kernel.org server, navigate to http:/ /mirrors.kernel.org /ubuntu-releases/6.06/.
Alternatively, in the Firefox web browser, right-click the desired link, and then click
Copy Link Location from the pop-up menu that appears. Then activate a GUI-based
command line interface and start the command with wget -c and a single quote:

$ wget -c !

Then press cTRL-INSERT to add the copied link to the command, and end the command
with a second single quote, which leads to a result similar to that shown in Figure 2-1.

michaelfubuntuserver:~% wget -c ‘http://mirrors. kernel. org/ubuntu-releases/6. 06/

ubuntu-6. 06. 2-server-amde4. iso’
--11:40:49-- http://mirrors. kernel. org/ubuntu-releaszes/6. 06/ubuntu-6. 06. 2-serve
r-amded. iso
> ‘ubuntu-&. 06. 2-server-amdg4. isco’
Resolving mirrors.kernel.org... 204.152.19 , 204.152.191.7
Connecting to mirrors. kernel.org|204. 152,191, 39| :80... connected
HTTF reguest sent, awaiting response... 200 0K
Length: 451, 426, 304 (431M) [application/x-iso%660-image]
4% [= ] 195, 205, 5459 563. 35K/ s EThA 12:47

Figure 2-1.  Download an Ubuntu ISO with wget
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If an interruption occurs, repeat the command; the download continues from the
point of the interruption. If you want to test this feature, press cTrL-C and run the same
command again. If you're familiar with the history feature of the command line, all you
need to do to repeat the same command is press the up ARROW key once to replay the
previous command. If you would rather use the curl command, start the download with
the following command:

$ curl -C - -0 !

Then repeat the same process described for the wget command. Don’t forget to end
the command with a second single quote.

v NOTE While writing this book, | worked with Ubuntu Server during its development process. The
Ubuntu developers make a daily build available from http:/cdimage.ubuntu.com/ubuntu-server/daily/
current/. Of course, you should almost never use such a download on a production system.

Downloading the ISO File Cooperatively

Many Ubuntu mirror sites support the use of peer-to-peer (P2P) file sharing, using
BitTorrent- and Jigdo-based P2P tools. If you see files like these,

ubuntu-8.04-server-i386.1iso.torrent
ubuntu-8.04-server-i386.iso.jigdo

you can use the contents of these files to download Ubuntu ISO files using the afore-
mentioned P2P tools. For more information, see www.bittorrent.com and www.debian
.org/CD/jigdo-cd/.

v NOTE Some high-speed Internet service providers (ISPs) reportedly block or otherwise regulate
the TCP/IP ports associated with P2P file sharing. That might prevent downloads using the P2P
applications described in this section.

Write the ISO File to Disc

Many excellent tools are available for writing ISO files to CD/DVD media. Some Linux
distributions use the cdrecord command; Ubuntu uses the cdrdao command. Excellent
GUI front ends to these commands are available through the Nautilus file browser and
the K3b writer. Microsoft based CD/DVD write applications can burn ISO files to CD/
DVD media equally well.

v NOTE As the variations are large, and GUI options are common, | do not detail these options here.

For more information, see https:/help.ubuntu.com/community/BurninglsoHowto, which provides
detailed instructions for burning to appropriate media in Microsoft Windows, Mac OS X, Ubuntu,
Kubuntu, and Xubuntu Linux.

It’s often not necessary to burn the ISO file to CD/DVD media, based on the options
described in the following sections.
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Mount the ISO File on a Virtual Machine

If you're testing Ubuntu Server Edition, you can connect the ISO file directly to a virtual
machine. For this book, I installed Hardy Heron in a number of different configurations
on VMware Server Edition. While VMware Server is freely available from www.vmware
.com/download/server/, the source code is not included and therefore is not associated
with an open source license.

For more information on downloading and installing VMware server, see Chapter 20.

For the purpose of this chapter, I assume you have some virtualization system
installed. For those virtualization systems described in Chapter 20, there is some way
to mount the ISO image directly, as if it were a physical CD/DVD. Once configured,
the virtual machine automatically boots the noted ISO file as if it were a CD inserted
in the appropriate drive. For the purpose of this chapter, Figure 2-2 specifies one
example of how an ISO image is configured as a CD on VMware 1.0.x server.

Hardware | Options

Device Summary Device Status

Memory 512MB ¥ Connected
& Hard Disk (SCSI 0:0) 8.0GB (Pre-allocated)
= Hard Disk (SCSI0:1) 1.0GR (Pre-allncated)
{25 CD-ROM 1 (IDE 1:0)  Using file /medialsdab/hard

[ Connect at power on

Connection

BB Ethernet 1 Bridged O Use a physical drive:
) Mouse Auto detect
Processors 1

@ Use ISO image:

[!media!sdaﬁfhardy-ser\.rer-iaall ;‘3 Browse...
rtual Device Node

[ © uer ] @ sinas] [raboin] |

Figure 2-2. Using an ISO Image in VMware Server
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The native option for virtual machines on Ubuntu distributions and variants
is KVM.

Mount the ISO File

Another way to use a downloaded ISO file is to mount it. You don’t have to burn the ISO
file to CD/DVD media and then insert the media into a drive. For example, if you've
downloaded the Hardy Heron DVD, it might be in a file such as ubuntu-8.04-dvd-i386
.iso, which can be mounted with the following command:

$ sudo mount -o loop -t 1809660 ubuntu-8.04-dvd-i386.iso /mnt

The sudo in this command supports administrative privileges. The mount command
in this line mounts the noted ISO file on the /mnt directory. The -o loop switch uses the
loop device, which is necessary when mounting from a file. The -t 509660 specifies the
ISO standard for files described earlier. As the mount command automatically detects
the file type being mounted, the -t is09660 switch is not even required.

Once the ISO file is mounted, it can be shared as any other directory can be shared
from a Linux server. In fact, in the “Network Installations” section later in this chapter,
you’ll learn how this command can be used to help set up a network installation of
Ubuntu Server Edition.

Alternatives to Downloads

Of course, if you don’t have a high-speed connection, you might prefer to acquire the
actual Ubuntu Server Edition CD. It is also available from the Shiplt site described in
Chapter 1.

Ubuntu Server Edition CDs can also be purchased for a nominal fee from third
parties such as Amazon or CheapBytes (www.cheapbytes.com). It’s also available in
packs of 20 (handy for Linux user groups) from the Canonical store at https://shop
.canonical.com.

Remember, you can also install Ubuntu Server Edition from the DVD available from
the aforementioned sources.

INSTALL FROM THE CD

Now that you have the CD, it’s time to install it on your system—well, almost. Before in-
stalling Ubuntu Server Edition, a couple of basic decisions are required. While this book
assumes readers will prefer to install the latest LTS release, that won't always be true.
And users who want to install Ubuntu Server Edition in a production environment will
want to make sure that it works with the hardware available to them.
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v NOTE Especially if you're installing Ubuntu for the first time, | strongly recommend that you use a

test environment such as a VMware, Virtualbox, or KVM as described in Chapter 20. Alternatively, you
could use a test computer on a system with a new hard drive—or at least with hard drives where the
data is not important. You'll learn how to delete partitions and more in this chapter, which means that
any data on existing drives will be lost. As you follow along with this chapter, you'll try out a number of
options that might or might not work for you.

Stability or Features

The choice of Ubuntu Server Edition releases boils down to whether you want a stable
release or the latest features. As noted in Chapter 1, the LTS Ubuntu Server Edition release
is supported for five years. Stability is required to make this level of support feasible. That
means Ubuntu developers can’t incorporate every desirable new feature. If you choose a
LTS release, chances are good that you won’t get new kernel-related features (other than
security updates) until you upgrade to the next regular or LTS release.

Regular releases of Ubuntu Server Edition are supported for 18 months, The choice
you make depends on the requirements of your organization.

Hardware Configuration

Be careful when purchasing a new computer to use with Linux. Although Linux has
come a long way, and you should have little problem installing it on most modern PCs,
you shouldn’t assume Linux will install or run flawlessly on any PC, especially if the PC
is a state-of-the-art computer (although many, perhaps most, manufacturers seem deter-
mined to maintain good relationships with the Linux community). Laptops especially
are often designed with proprietary configurations that work with Linux only after some
reverse-engineering. Perhaps the best way to test a laptop is with a LiveCD. If a retailer
wants your business, they’ll let you boot Ubuntu on their computers.

Linux runs very well on lower-end computers. This is one of Linux’s strong points
over other operating systems, especially Microsoft Windows Vista. The Ubuntu installer
can even run fine on 32MB of RAM, although more is always better, especially if you
want to run any graphical applications. And the latest versions of Linux do have limits:
modern distributions, including Ubuntu, don’t run on anything less than a Pentium-
class system.

For most hardware, the question is not one of compatibility, as the great majority of
hardware is already compatible in some fashion, especially with Ubuntu. The question
is one of licensing. Drivers included with the Linux kernel, whether they’re embedded
or loaded as modules, are open source drivers. But Ubuntu includes restricted drivers,
which are proprietary drivers for which source code is not publicly available. Security
updates for these drivers depend on the hardware manufacturer.
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Linux Hardware Documentation

Many resources are available to help you select the best hardware for Linux. Thousands of
Linux gurus who might be willing to help are available online via mailing lists, IRC rooms,
and message boards. They document their experiences on wikis and blogs. Perhaps the
most authoritative source for hardware is still the Linux Documentation Project (LDP),
a global effort to produce reliable documentation for all aspects of the Linux operating
system, including hardware compatibility.

Linux Hardware Compatibility HOWTO

The Linux Hardware Compatibility HOWTO is a document listing most of the hardware
components supported by Linux. It's updated frequently with the latest in newly
supported hardware. To read this document, search for the Hardware-HOWTO at
www.tldp.org. Where appropriate, this HOWTO includes links to existing individual
hardware projects, such as the Linux USB project at www.linux-usb.org.

Ubuntu Hardware Compatibility Lists

The Ubuntu project is building the infrastructure associated with a fully supported dis-
tribution. The hardware compatibility lists (HCLs) associated with Ubuntu are far from
complete and currently rely on community input and support. As of this writing, two of the
most promising sites for an Ubuntu HCLs are http://ubuntuhcl.org and https://wiki
.ubuntu.com/HardwareSupport. While both sites use Ubuntu logos, they appear to be
run by users and rely on reports from people like yourself.

The Ubuntu Server Installation Screen

Before we start the installation process, you should have an Ubuntu Server Edition CD
available and know how to boot from the CD on your system. Insert the CD (or Ubuntu
DVD) into the appropriate drive. Alternatively, use a virtual machine such as VMware
Server, Virtualbox, or KVM as discussed in Chapter 20. Press a key (other than a function
key or ENTER) within 30 seconds of loading the software to follow along with this section.
You'll see a screen similar to that shown in Figure 2-3, with subtle differences if you're
booting from the Ubuntu DVD (and I do not detail every one those differences in this
chapter).

Two sets of options are available from the menu that appears from the Ubuntu Server
Edition CD. Direct options are available in the middle of the screen, starting with Install
Ubuntu Server. And function keys are briefly labeled at the bottom of the screen.

Installation CD Boot Options

There are several options available in the middle of the installation CD boot screen. From
the Ubuntu Server CD, the first option starts the Ubuntu Server Edition installation process.
Alternatively, from the Ubuntu DVD, select Install Ubuntu In Text Mode, and then press F4
once. From the pop-up menu that appears, select Install Ubuntu Server.
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Boot from {

1ap F4 Mo

Figure 2-3. The Ubuntu Server installation boot screen

Install Ubuntu Server The Install Ubuntu Server option starts the installation process in
Standard mode. You'll learn how to install in Expert mode shortly. On older releases, this
was shown as the Install From Hard Disk option.

Check CD for Defects The Check CD For Defects option does not install anything on your
system; it loads a minimal amount of software required to check the integrity of the CD
or DVD. It does take a few minutes; if successful, it displays the following message in
a blue screen:

The CD-ROM integrity test was successful. The CD-ROM is valid

If you see an error message, you could try the check again. But in most cases, you'll
have to try different media—or even download the associated ISO file again. Errors based
on this option normally indicate corruption either in the ISO file or CD/DVD media.

Rescue A Broken System Many administrators don’t use the Rescue A Broken System
option, as booting the LiveCD starts a fully functional copy of Ubuntu, without mounting
any partitions on local hard drives. For more information on rescuing a system in this
mode and from a LiveCD, see Chapter 4.
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TestMemory The Test Memory option runs a local memtest86 program to check the status
of current RAM. This program can take an hour or more to complete. Some version of
this program is also available from many modern BIOS menus.

Boot From First Hard Disk If you already have an operating system installed on the first
local hard disk, this option bypasses the Ubuntu Server Edition installation program
and searches for whatever program currently resides in that hard disk’s master boot
record (MBR).

Installation CD Function Keys

I describe the several function keys shown at the bottom of the Ubuntu boot screen in
Table 2-1. Here’s a hint: To review the command options associated with the menu choices
just described, press the 6 key, once. Command line boot options appear.

Function Key Description
F1 Opens a menu of help screens, with options associated with F1
through F1o0.
F2 Accesses available installation languages; installation proceeds

with that language by default. Almost 60 human languages are
available for Ubuntu.

F3 Allows selection of a keyboard keymap, mostly associated
with country-specific keyboards.

F4 Starting with the Hardy Heron release of Ubuntu Server, only
Normal installation mode is available.

F5 Provides accessibility options for specialized situations such as
Braille terminals and on-screen keyboards.

F6 Opens a command line screen that lists options for the
installation. The administrator can add or remove options as
desired. If pressed twice, allows you to set Normal, Expert,
no Advanced Configuration and Power Interface (ACPI), no
Advanced Programmable Interrupt Controller (APIC), enable the
BIOS Enhanced Disk Driver (EDD), or configure a “free-software
only” installation.

ESC An undocumented option that accesses the boot: prompt.
See the installation options described in the next section for
available options.

Table 2-1.  Ubuntu Boot CD Function Key Options
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This is an installation CO-ROM for Ubuntu
8.04. It was built on 20080423.2.

HELP INDEX

4> This page, the help index.

<F2» Prereguisites for installing Ubuntu.

<F3» Boot methods for special ways of using this CD-ROM.
<F4> Additional hoot methods; rescuing a broken system.
<F5» Special boot parameters, overview.

<FB» Special boot parameters for special machines.

<k > Special boot parameters for selected disk controllers.
<FB» Special boot parameters for the install system.

<F2» llow to get help.

<F10> Copyrights and warranties.

| PressFe through F10 for details, or Escape to exit help.

F1 Help F2 Languag

Figure 2-4.  The Ubuntu Server installation Help menu

As noted in Table 2-1, the F1 key opens a submenu of help screens, also accessible via
function key, as shown in Figure 2-4. Don’t confuse these function key help options in
Table 2-2 with the function key options described in Table 2-1.

INSTALL UBUNTU SERVER, STEP BY STEP

Finally, you get to see how Ubuntu Server Edition is installed, step by step, in Expert
mode. I assume you know how to boot from the CD on your system. The same steps are
required if you've set up an ISO file as a CD/DVD on a virtual machine.

1. When you boot from the Ubuntu Server CD, you'll see a list of languages
obscuring the screen. Select a language and press ENTER.

2. Once you see the menu shown in Figure 2-3, press 6 twice. In the pop-up menu
that appears, highlight Expert Mode and press ENTER. An X should appear next
to the Expert Mode option.

3. Press the esc key to return to the main CD menu.

Press ENTER to start the installation process.
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5. The installer menu that appears in Figure 2-5 illustrates the basic steps associated
with the Ubuntu installation process. What happens in each of these menu
options is described in the dedicated sections that follow.

If you're installing from the Ubuntu DVD, press 1aB to highlight Go Back and
press ENTER to get to the menu shown in Figure 2-5. Be aware that you’ll have to
run this same step again and again to return to the First Ubuntu Server Installer
Main Menu. Other steps described in this chapter will vary if you're installing
from the Ubuntu DVD. As installation would proceed in regular (not Expert)
mode, you’d miss several options.

The following sections are based on installation options from the Main Menu
shown in Figure 2-5, and the Expert mode Main Menu that follows after the
Load Installer Components From CD subsection in Figure 2-6.

Function Key Description
F1 Returns to the help index
F2 Lists basic prerequisites: 32MB of RAM is required

to use the installer. More is necessary even in most

text-mode installations, but those requirements would
go beyond the installer. Also lists a requirement for at
least 2GB for a desktop or 400MB for a minimal server

installation.

F3 Describes different boot methods, associated with the
boot: prompt accessible earlier with the Esc key.

F4 Notes the rescue mode, available by typing rescue at
the boot: prompt.

F5 Provides an overview of other boot parameters that you
might include in the installation process.

F6 Suggests basic hardware boot parameters.

F7 Suggests boot parameters associated with SCSI drives.

F8 Includes more suggested hardware-related boot
parameters.

F9 Lists generic help suggestions at www.ubuntu.com.

F10 Lists the basic Ubuntu copyrights and warranties.

Table 2-2.  Ubuntu Boot CD Help Options
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[?1 bt instal lse main meni

Choose the next step in the install process:

Configure the keyboard

Netert and moont RH-ROM

Load debconf preconfiguration file
Load installer components from CD
Chiange debcunt prioeily

Check the CD-ROM(s) integrity
Save debug logs

Fxerute a shell

Abort the installation

Figure 2-5. The Ubuntu Server Installer Main Menu

[?] Load installer components from CD

All components of the installer needed to complete the install will
be loaded automatically and are not listed here. Some other
(optinnal) installer components are shoun below. They are probably
ol necessary, bul may be Interesting Lo some users.

Note that it you select a component that requires others, those
components will also be loaded.

Installer components to load:

Figure 2-6.  Additional installer components
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Installation Consoles

There are four consoles available during the Ubuntu text mode installation process:
The first console (ALT-F1) is the blue screen you normally see. Two provide command
line consoles (aLT-F2 and ALT-F3); and the other lists system messages (ALT-F4).

Console Key Combination
1 ALT-F1
2 ALT-F2
3 ALT-F3
4 ALT-F4

To access a command line console, press ALT-F2 or ALT-F3. The first time you enter
one of these consoles, you'll see the following message:

Please press Enter to activate this console.

After ENTER is pressed, you're taken to a command line screen, where most bash
shell commands can be used to help monitor the progress of the installation. If
something goes wrong, the shell can facilitate modification of key configuration
files. (For example, during one installation, a DNS server went down, and I was
able to replace its entry in /etc/resolv.conf to keep the installation going.)

System messages in the fourth virtual console are available when you press ALT-F4.
They can help diagnose problems during the installation process. When you're ready
to return to the actual installation, press ALT-F1.

Description
Installation messages
Command line access (ash shell)
Command line access (ash shell)

System messages

The menu screens are all low-resolution blue screens. None of the options are clickable;
to navigate between options, you can use the TaB and arrow keys. Selections can be made

with the ENTER key and sometimes the SPACEBAR.

Choose a Language

Select the Choose Language option from the Main Menu shown in Figure 2-5, and then
take the following steps:

1. Select a language for the installation process, which will also be used for the
default language for the installed system. Other languages can be added after
installation is complete. For the purpose of this chapter, select English and

press ENTER to continue.

Based on the language, you might see choices of different countries; for example,
the English language is associated with nations from Australia to Zimbabwe. If
you're not located in one of these countries, select Other at the bottom of the list.
The country you select determines options such as the dictionary, keyboard, and
time zone. Make a selection and press ENTER to continue.
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3.

Select a Locale, which specifies parameters such as fonts and other symbols.
Unless you have good reason for doing otherwise, accept the default and press
ENTER to continue.

Choose additional locales as desired; this loads appropriate language packages.
Make a selection as needed (I did not choose any additional locales). Press TaB
to highlight the Continue option and press ENTER to continue.

When these steps are successful, you're returned to the Ubuntu installer Main Menu.

Configure the Keyhoard

Select the Configure The Keyboard option from the Main Menu shown in Figure 2-5.
The following steps are based on a standard US keyboard. Other keyboards might lead
to different steps:

1.

10.

Select a keyboard from available models; approximately 100 are available. Click
Enter to continue.

You can have the Ubuntu Installer detect your keyboard layout. If you choose
to do so, you'll be asked to type in one of several characters. For the purpose
of this chapter, I select no. If you select yes, you'll be taken through several
options before reaching step 3.

Select the national Origin of the keyboard, and press ENTER to continue.

. If more than one keyboard layout is associated with the selected national

origin, you'll be allowed to select from associated layouts. Make a selection and
press ENTER to continue.

Some keyboards support special keys such as ALTGR key, which activates access
to a third option on a key. Make a selection (I select No AltGr Key) and press
ENTER to continue.

Some keyboards support key combinations, which are activated by a compose
key or key combination. Make a selection (I select No Compose Key) and press
ENTER to continue.

Select an encoding for the command line console; unless you know what you're
doing, the default is usually best. Make a selection (I select UTE-8) and press
ENTER to continue.

Select an appropriate font for the console. Again, unless you have a specific
reason for doing otherwise, the default is usually best. Make a selection (I select
Latinl and Latin5) and press ENTER to continue.

Select from available console fonts. Options are explained on the screen;
the default is usually best. Make a selection (I select VGA) and press ENTER
to continue.

Select from available font sizes. Make a selection (I selected the largest available
size) and press ENTER to continue.
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Configure a list of virtual consoles. By default, the /dev/tty[1-6] option is
entered, which configures six virtual consoles, accessible with the ALT-F1
through ALT-F6 key combinations. Up to twelve virtual command line consoles
can be configured. Make any changes if desired, and press ENTER to continue.

When these steps are successful, you're returned to the Main Menu.

Detect and Mount the CD-ROM

Select the Detect And Mount The CD-ROM option from the Main Menu. It should detect
any available CD/DVD drive and provide options as needed for modules to load. At
that point, take the following steps:

1.

Accept any options for loadable modules, as they are normally required for full
functionality. Press ENTER to continue.

You'll see the option, Start PC Card Services? If the CD/DVD drive is
connected via a PC card or a PCMCIA (Personal Computer Memory Card
International Association) interface, select Yes. Make a selection and press ENTER.

You'll see a line where you can enter PCMCIA memory resource addresses.
Any entries are included in the /etc/pcmcia/config.opts configuration file.
Make any specialized memory resource entries (I do not enter anything, as
suggested) and press ENTER to continue.

Tune access parameters to the CD/DVD drive as desired. Options entered here
are associated with the hdparm command. Make any desired entries (I do not
enter anything) and press ENTER to continue.

After a few moments, you should see a message associated with successful
detection of the CD/DVD drive. Read the note, and press ENTER to continue.

When these steps are successful, you're returned to the Main Menu.

Load the Debconf Preconfiguration File

Select the Load The Debconf Preconfiguration File option from the Main Menu. It installs
the default Preseed configuration file and then returns to the Main Menu.

Load Installer Components from the CD

Select the Load Installer Components From The CD option from the Main Menu. It opens
a menu with additional installer components—all but four are as shown in Figure 2-6.

These components are described in Table 2-3. For the purposes of this chapter, I
selected the asterisked components to customize the mirror, download the latest version
of the installer, and configure logical volumes, RAID devices, and remote access during
the installation process.

Be warned that the selections you make can change the installation options you see.
Make desired selections using the arrow keys and spAceBaRr. Press TaB to highlight the
Continue option, and press ENTER to continue.
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Installer Component Description
choose-mirror* Supports custom selection of a custom repository mirror
download-installer* Allows downloads of Ubuntu installer components
iso-scan Scans for an installer ISO image on the local hard drive
load-floppy Accesses a local floppy drive for installer components
load-iso Accesses a local ISO image for installer components
lowmem Frees memory; suitable for systems with less than 256MB
of RAM
lvmcfg* Supports configuration of logical volumes during
the installation process
mdcfg* Supports configuration of RAID volumes during
the installation process
migration-assistant Allows import of settings from existing systems
network-console* Supports remote access of the installation process
oem-config-udeb Incorporates tools for manufacturer customization
open-iscsi-udeb Supports configuration of iSCSI devices
openssh-client-udeb*  Adds the secure shell client; related to network console
ppp-udeb Supports access by telephone modem; in some cases
required for direct access via digital subscriber line (DSL)
rescue-mode Diverts the installation to mount specified partitions

with rescue tools

Table 2-3. Ubuntu Installer Additional Components

v NOTE The iSCSI standard is associated with storage access networks (SAN). The iSCSI acronym
stands for an initiator client, which sends Small Computer Systems Interface (SCSI) commands over
a network.

The installer continues by adding the desired components from Ubuntu’s debian-
installer repository, which is not normally available after installation is complete. Once
complete, you'll see a new larger menu, as shown in Figure 2-7.

Detect Network Hardware

Select the Detect Network Hardware option from the expanded Ubuntu Installer Main
Menu shown in Figure 2-7. In many cases, it'll detect configured network hardware auto-
matically, without any additional steps. However, if you did not activate PC Card services
during the CD-ROM detection process, you'll be prompted with the following steps:

1. If the network card is a PCMCIA or PC Card, accept the option to Start PC
Card Services; otherwise select No and press ENTER to continue.
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2. If you selected Yes (or even if you selected No) to Start PC Card Services, you
get a chance to enter PCMCIA Resource Range Options, which specify memory
addresses. Normally, no special memory addresses are needed; if entered,
they’re included in the /etc/pcmcia/config.opts configuration file. Make any
desired entries and press ENTER to continue.

When these steps are successful (and the network card is installed), you're returned
to the expanded Ubuntu Installer Main Menu.

Configure the Network

Select the Configure The Network option from the expanded Installer Main Menu shown
in Figure 2-7. It should allow you to configure dynamic or static networking. If there’s
more than one network card on the local system, you're prompted to choose. After selecting
the noted option (and if needed, the network card), take the following steps:

1. Select whether to configure the local network card using a DHCP (Dynamic
Host Configuration Protocol) server. I select No for illustration purposes; if you
select Yes, skip to step 7. Highlight the desired selection using the TAB key, and
press ENTER to continue.

[7] Ubuntu installer main menu
Choose the next step in the install process:

Choose languaze

Configure the keuboard

Delecl dnd wuunl CO-ROM

Load debconf preconfiguration file
Load installer components from COD
Detect petwork hardware

Configure the network

Curtlinue inslallalion remulely using SSH
Choose a mirror of the Ubuntu archive
Download installer components
Configure the clock

Detect disks

ParLilion disks

Configure MD devices

Install the base sustem

Set up users and passwords

Configure the package manager

Selecl and insldall suf Lwdre

Build LTSP chroot

Figure 2-7. Expanded Ubuntu Installer menu

qM
N



42

Ubuntu Server Administration

2. Enter an IPv4 address. IPv6 addresses are not yet enabled for the Ubuntu
installation program. I enter an IPv4 address consistent with my private IP
address network. Press TaB to highlight Continue, and press ENTER to continue.

3. Enter an appropriate network mask. A default network mask is normally
suggested by the installer program, depending on the IPv4 address entered in
step 2. Make any needed changes and press ENTER to continue.

4. Enter an appropriate gateway IP address. A default gateway address is normally
suggested by the installer program, depending on the IPv4 address entered in
step 2. The gateway address should be the address that supports routing to an
external network such as the Internet. Make any needed changes and press ENTER
to continue.

5. Enter an appropriate name server IP address. A default name server address is
normally suggested by the installer program, depending on the IPv4 address
entered in step 2.

The name server address should correspond to the system(s) with a Domain
Name Services (DNS) server. I normally enter two IP addresses for two DNS
servers, separated by a space. The DNS servers you choose can correspond to
those on your local network or, if so allowed, those provided by your ISP. Make
any needed changes and press ENTER to continue.

6. You'll now see the settings entered in steps 2 through 5. If those settings are
correct, select Yes; otherwise select No to repeat steps 2 through 5. Make the
desired choice and press ENTER to continue.

7. Enter a hostname for the local system. The default is ubuntu; make a change
if needed to make this hostname unique on your network, and press ENTER to
continue.

8. [Enter a domain name for the local system. If you're working on a private network,
you could use one of the domain names reserved for documentation—example
.com, example.net, or example.org. Type in the desired domain name (none is
required) and press ENTER to continue.

When these steps are successful, you're returned to the expanded Ubuntu Installer
Main Menu.

Continue Installation Remotely Using SSH

You don’t have to select the Continue Installation Remotely Using SSH option from the
expanded Main Menu. If you do (and I do so to demonstrate the capability), it should
allow you to continue the installation process from another client on your local network.
One of the problems with SSH-based installation is that it becomes more difficult to
access to the console and system-related messages. If a break in the network connection
occurs, you might even need to restart the installation.
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After selecting the noted option, take the following steps:

1.

S-SR

Enter a password for remote access, and press ENTER to continue. This becomes
the password entered from a remote system.

Enter the same password and press ENTER for verification.
Note the instructions similar to those shown in Figure 2-8.
Move to a remote system if desired.

Log into the system being installed, using the IP address assigned or entered
in the previous section. For example, if the IP address is 192.168.0.102, the
command from the remote client would be

$ ssh installer@192.168.0.102

You’'ll see a message associated with the “key fingerprint,” which should
correspond to the same setting shown in your version of Figure 2-8. Assuming
the key fingerprint entries match, type yes and press ENTER to continue.

Enter the password created in steps 1 and 2, and press ENTER to continue.

[ Continue installation remotely using SSH
Start SSH
To continue the installation, please use an 5SH client to connect to
the IF address 192.168.0.102 and log in as the "installer" user.

The fingerprint of this SSH server's host key is:
d9:59:00:52:4c: 72:a8:b4:d9:14:34:3a:0a:h9:cB:cc

Please check this carefully against the fingerprint reported by your
S3H vlienl.

Figure 2-8. Instructions to continue the installation remotely
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8. Review the three network console options: Start Installer, Start Installer (Expert
Mode), and Start Shell. While I proceed with the Start Installer (Expert Mode)
option, keep this menu in mind. If you need to access the installation shell, you
can open up a second console and repeat step 5 to create another connection to
the remote installation screen. Select one of the Start Installer options and press
ENTER to continue.

When these steps are successful, you're returned to the expanded Main Menu. But
there’s one difference—the option to Continue Installation Remotely Using SSH is no
longer part of the menu.

Choose a Mirror of the Ubuntu Archive

Select the Choose A Mirror Of The Ubuntu Archive option from the expanded Main
Menu. It should allow you to set up a connection to the mirror of your choice. Before
you continue, review the list of available mirrors at https:/ /wiki.ubuntu.com/Mirrors.
Generally, a mirror geographically close to you is best, but the wiki does not include
other relevant information such as the connection speed between the mirror and the In-
ternet. (For my own system, since I'm geographically close to the kernel.org mirrors, and
they’re pretty fast, I often select http:/ /mirrors.kernel.org/ubuntu/.)

v NOTE The standard mirror associated with each nation might not be best for everyone in that

country; for example, when | tried to trace the route to the supposedly US-based Ubuntu mirror
(us.archive.ubuntu.com), it connected me to a mirror in the UK. For more information on selecting
a repository, see Chapter 8.

After selecting the noted option, take the following steps:

1. Select a protocol for file downloads; the Ubuntu installer supports access to
mirrors via HTTP or FTP. Make a selection and press ENTER to continue.

2. A default mirror is associated with each country on the list. However, if you have
a custom mirror, scroll to the top of the list and select Enter Information
Manually. Make your choice and press ENTER to continue.

3. If you've selected Enter Information Manually, specify the URL to the
hostname of the desired Ubuntu Archive Mirror. (Since the protocol was
selected in step 1, I just enter the plain URL, without any directories-that’s
mirrors.kernel.org.) Type in the desired mirror and press TaB to highlight
Continue. Press ENTER to continue.

4. Enter the directory of the desired mirror with the Ubuntu repository files. In
most cases, it’s /ubuntu/, and that directory is normally entered by default.
If in doubt, check the URL for yourself in an appropriate browser. Type in
the desired entry, and press ENTER to continue.


https://wiki.ubuntu.com/Mirrors
http://mirrors.kernel.org/ubuntu/
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5. Enter any required proxy server information—if a proxy this server regulates
access from your network, enter the required information in the format
(http://[[user][:pass]@]host|:pass]/), where pass = password, host = hostname of
proxy server, and port is the port number of the proxy server, if it's something
other than the default, 3128..

If no proxy server regulates access from your network to the Internet, leave this
entry blank. Make any required proxy server access information and press ENTER
to continue.

When these steps are successful, information is downloaded from the selected mirror.
Be aware, this process may take several minutes and depends on the speed of the Internet
connection. You're then returned to the expanded Main Menu.

Download Installer Components

Select the Download Installer Components option from the expanded Main Menu. It
should automatically take the mirror and proxy server information described earlier
to support access to the screen shown in Figure 2-9. Just about all of these components
are described earlier in Table 2-3, except crypto-modules, used for decrypting certain
installation package.

1 [7] Duwriludd inslgller compunenls

All components of the installer needed to complete the install will
be loaded automatically and are not listed here. Some other
{optional} installer components are shown below. They are probably
nul necessdry, bul mgy be inleresling Lo sume users.

Mote that if you select a component that requires others, those
components will also be loaded.

Inslaller cumpunenls Lo luad:

‘EsiUE

<Continue:

Figure 2-9.  Additional installer components that can be downloaded
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Add any desired additional installer components, press TAB to highlight Continue,
and press ENTER to continue. For the purpose of this chapter, I do not choose any additional
components.

When successful, you're returned to the expanded Main Menu.

Configure the Clock

Select the Configure The Clock option from the expanded Main Menu. Then take the
following steps:

1. If you're confident in the stability of your network connection, accept the option
to Set The Clock Using NTP, associated with the Network Time Protocol.
It’s especially important to synchronize actions between different servers in
geographically distant locations. However, this can lead to delays during the
boot process. Use the TAB key to choose Yes or No and press ENTER to continue.
(I select Yes for the purpose of this chapter.)

2. Select an NTP server to use. A default may be presented to you, such as ntp
.ubuntu.com. If you don’t know much about NTP, the default is acceptable for
now. Better options are available, as discussed in Chapter 17. Generally, the
best option for NTP services is an “official” server physically close to you.

3. Select a Time Zone. The zones presented to you depend on the country specified
earlier in the installation process, specifically in the Choose Language section.
In a few cases, an appropriate time zone is not available, such as at most foreign
embassies. Make a selection and press ENTER to continue.

When these steps are successful, you're returned to the expanded Main Menu.

Detect Disks

Select the Detect Disks option from the expanded Main Menu. The installer takes a few
seconds to detect available storage devices. Then take the following steps:

1. If a storage device is connected via a PCMCIA or PC Card, and if it wasn't
started in previous steps, accept the option to Start PC Card Services; otherwise
select No and press ENTER to continue.

2. If you selected Yes (or even if you selected No) to Start PC Card Services, you
may get a chance to enter PCMCIA Resource Range Options, which specify
memory addresses. Normally, no special memory addresses are needed; if
entered during this step, such addresses are included in the /etc/pcmcia/config
.opts configuration file. Make any desired entries and press ENTER to continue.

When these steps are successful, you're returned to the expanded Main Menu.
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Partition Disks

Select the Partition Disks option from the expanded Main Menu. I've run this exercise on
a virtual machine with 256MB of RAM. Make a note of the amount of RAM configured
for your system. If the space configured doesn’t match the steps shown, please feel free
to deviate as needed. Be aware, there are more options under Partition Disks than I can
clearly cover in a single section. Take the following steps:

1. As shown in Figure 2-10, several options are available for partitioning method. If
free space is available, additional options might be shown. The LVM shown in the
figure is short for Logical Volume Management. Briefly, it supports the creation of
volumes over multiple partitions. For more information, see Chapter 5.

Briefly, the Guided options configure partitions with some default configuration
for directories on specific volumes. For this chapter, I want to show you how to
customize the partition scheme, so select Manual and press ENTER to continue.

2. If a partition configuration already exists, it’s presented for your review.
Depending on any preexisting configuration, it could look similar to the Partition
Disks menu shown in Figure 2-11. You can avoid changing partitions, potentially
saving existing data. To continue, you may select Guided Partitioning or Undo
Changes To Partitions. The right step depends on the current state of the hard
drive.

Otherwise, select a hard drive to partition and press ENTER to continue.

1 [11] Paptition disks |

The installer can gulde you through partitioning a disk (using
different standord schemes) or, if you prefer, you can do it
manually. With guided partitioning you will still hawve a chance later
1o review and customise the results.

If you choose guided partitioning for an entire disk, you will newt
be asked which disk should be used.

Partitioning method:

Gulded - use enlice disk

Guided - usc the largest continuous frec space
Guided - use entire disk and set up LWM

Guided - use entire disk and set up encrypted LWM
Manual

<Go Back:»

Figure 2-10.  Options for partitioning disks
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[11] Partition disks

This is an nverview nf ynur current iy configured partitions and mount
puints. Select a partition o modify its setlings (file suslem, mount
point, etc.), a free space to create partitions, or a device to
initialice its partition table.

Guided partitioning
Help on partitioning

SCSI3 (0,0,0) (sda) - 8.6 GB VHware, VHware Virtual S
#1 primary 98.7 MB B K ext3 /hoot

#2 primary 7.5 B K extd
'y 510.0 MB  F suwg
7.1 HB FREE SPNCE
.1 GB VMware, VMware Virtual S

Undo changes to partitions
Finigh partitioning and write changes to disk

<Go Back>

Figure 2-11.  Partition Disks menu

Assuming you accept the idea to delete all data on the current disk, confirm
the suggestion to Create New Empty Partition Table On This Device. If you do,
press TaB to highlight Yes, and press ENTER to continue.

Select a Partition Table type. Believe it or not, the default partition table type
for Linux partitions is msdos. (Those of you who understand the parted tool
may recognize this idiosyncrasy.) Make the desired selection and press ENTER to
continue.

You're returned to the Partition Disks menu. Select the Free Space on one hard
disk and press ENTER.

You're asked How To Use This Free Space. As shown in Figure 2-12, there are
three options: Create A New Partition, Automatically Partition The Free Space,
and Show Cylinder/Head /Sector Information. You could select Automatically
Partition The Free Space, but you wouldn’t learn much about this part of the
installation process. Therefore, select the Create A New Partition option and
press ENTER to continue.
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[111 Partition disks

How to use this free space:

Create a new partition
Automaticallu partition the free space
Show Cylinder/Head/Sector information

<GU Bauk:

Figure 2-12.  Options for using free space on a disk partition

10.

11.

You'll now have a chance to specify a partition size. The default would take all
available free space. For this exercise, create a partition for the /boot directory,
and set the partition size to 100MB. Then press TaB to highlight Continue, and
press ENTER to continue.

The first partition can be Primary or Logical. Select a Primary partition, and
press ENTER to continue.

The partition can be configured at the beginning or the end of the drive. The
beginning of the drive is most appropriate for the /boot directory. Select
Beginning, and press ENTER to continue.

In the menu shown in Figure 2-13, you’ll get to customize various elements

of the partition. Note the default mount point, the top-level root directory (/),
which is not appropriate for a 100MB partition. Highlight the Mount Point line
and press ENTER to continue.

Select the /boot directory from the menu that appears. For more information
on other directories, see Chapter 5. Press ENTER to continue.
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1 1111 Partition disks ;|

You are editing partition #1 of SCSI3 (0,1,0) (sdb). No existing file
syslem was delecled in Lhis parlilion.

Partition settings:

Use as: Ext3 iDUPﬂalini file sistem

Mount options: relatime
Label: none
Reserved hlocks: 5%
Typical usage: standard
Buulable flag: uff

Copy data from another partition
Delete the partition
Done setting up the partition

<Go Back>

Figure 2-13.  Customizing a partition

12.

13.

14.

15.
16.

As the /boot directory partition, the Bootable Flag should be set to On. Assuming
it’s off (which is the default), highlight that option and press ENTER. The partition’s
Bootable Flag should now be set to On.

The third extended filesystem (ext3) is the default format for Ubuntu partitions.
Some administrators prefer to format smaller partitions to the second extended
filesystem (ext2), as there is little benefit to the journaling associated with ext3. If
you want to make this change, this is the appropriate time to do so.

Scroll to the bottom of the screen to the Done Setting Up The Partition option,
and press ENTER to continue.

You're returned to a screen similar to the one shown in Figure 2-11. Select the
remaining Free Space and press ENTER.

Repeat step 6. Select Create A New Partition.

Allocate all but a few hundred megabytes of the remaining space to the New
Partition, and press ENTER to continue.
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18.

19.

20.
21.
22.

23.

24.

25.

26.
27.

28.

29.

30.

31.
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As with step 8, set this second partition as a Primary Partition, and press ENTER
to continue.

As with step 9, the partition can be configured at the beginning or the end of
the drive. For the purpose of this chapter, select Beginning, and press ENTER to
continue. You'll see a screen similar to Figure 2-13.

Confirm that the mount point is set to the top-level root directory (/), as
suggested in steps 10 and 11. Change it to that directory, if required.

Select Done Setting Up The Partition.
Review the partitioning table; you should now have at least two partitions.

Now create a third partition—one for swap space. Highlight the existing free
space and press ENTER.

Again, select Create A New Partition and press ENTER. Swap space is normally
approximately twice the existing RAM.

As with step 8, set this partition as a Primary Partition. But if you prefer, it will
work essentially just as well as a Logical Partition. Make a selection, and press
ENTER to continue.

The partition can be configured at the beginning or the end of the drive. Assume
the beginning of the drive; select Beginning, and press ENTER to continue.

Highlight the Use As option and press ENTER.

In the Partition Disks: How To Use This Partition menu that appears, as shown
in Figure 2-14, select Swap Area and press ENTER.

Confirm the result in the Partition Settings screen that appears. If acceptable,
highlight Done Setting Up The Partition and press ENTER.

Review the final partition table, as shown in Figure 2-15. If satisfactory, scroll
down and highlight the Finish Partitioning And Write Changes To Disk option.
Press ENTER to continue.

Finally, you'll have a chance to write the changes to disk. Select Yes if so desired
and press ENTER.

The installation program formats the partition that you've configured.

If you haven’t allocated a partition or volume to the top-level root directory (/), an
error message will appear. Repeat the allocation process if needed to assign a partition or
volume to that directory. The allocation can be temporary, if you want to set up a RAID
array as the top-level root directory (/). When these steps are successful, you're returned
to the expanded Ubuntu Installer Main Menu.

o1
~
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[11] Partition disks

How to use this partition:

Ext3 Journaling flle sustem
Ext2 file system

ReiserFS jnurnaling tile sustem
JFS journaling lile system

¥FS journaling file system
FAT16 flle system

FAT32 file sustem

¥ i encryption
phusic RAID
phuysical volume for LYM
do not use the partition

<Go Back:

Figure 2-14.  Configuring a swap partition

[11] Partition disks

This is an overview of uour currently configured partitions and mount
points. Select a partition to modify its settings (tile system, mount
point, etc.), a free space to create partitions, or a device to
initlalise its partition table.

Guided partitioning
Help on partitioning

SCSI3 (0,0,0) (sda) - B.6 GB VMware, VMuware Virtual S
#1 primary 98.7 MB B F cxt3 /boot
#2 primary f.5 LB Fextd '
#3 primary 510.0 MB F swap Swap
prisluog 477.1 HB FREE SPACE
SCSI3 (n,1,0) (=db) - 1.4 GB WMware, WMware Virtual S

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back>

Figure 2-15.  The partition table
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Configure MD Devices

Select the Configure MD Devices option from the expanded Main Menu. A multi-disk
device is associated with RAID devices. While RAID stands for a Redundant Array of
Independent Disks, that’s not quite accurate, as RAID configuration through the installation
program would be related to partitions, not disks.

The options are not usable unless you've configured RAID partitions in the section
just completed. You'll learn how you can configure RAID partitions in Chapter 5, so
select Finish and press ENTER to continue.

If successful, you're again returned to the expanded Main Menu.

Install the Base System

Select the Install The Base System option from the expanded Main Menu. The basic
Ubuntu Server installation process begins, using the options and partitions configured
in preceding sections.

This is a good opportunity for a break, as this process takes a few minutes even from
a CD mounted from an ISO file. Part of the installation can also come from the Ubuntu
mirror selected earlier. When the base system installation is complete, you're returned to
the expanded Main Menu.

Set Up Users and Passwords

Select the Set Up Users And Passwords option from the expanded Main Menu. Then
take the following steps:

1. Accept the option to Enable Shadow Passwords. (While it’s not absolutely
required, I strongly recommend it. For more information, see Chapter 10.)
If required, press TaB until Yes is highlighted, and then press ENTER.

2. Decline the option to Allow Login As Root. The default for Ubuntu is to disable
direct logins by the root user. If required, press TaB until No is highlighted, and
then press ENTER.

3. Specify the name of the new user. While it’s best to enter the full name of the
user, it’s not required. You're not required to enter anything at this step. Make
any desired entry for the user’s full name and press ENTER.

4. Specify the username for the first account. By default, this user has access to
administrative privileges using the sudo command, as defined in Chapter 10.
The username must begin with a lowercase letter. Enter a username (or accept
the one that is suggested) and press ENTER.

5. Typein a password for the new user, and press ENTER.
6. Repeat step 5 to confirm; if the passwords don’t match, you get to repeat steps
5and 6.

When these steps are successful, you're returned to the expanded Main Menu.
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Configure the Package Manager

Select the Configure The Package Manager option from the expanded Main Menu. If you
configured a mirror earlier in the Choose A Mirror Of The Ubuntu Archive section, be
ready with that mirror here. Then take the following steps.

v NOTE If any preceding steps have been skipped or there are problems such as a bad network
connection to a mirror, this step prompts you to complete the missing steps.

1. You're prompted to configure a network mirror to supplement the packages
available from the CD. Unless you want to have the CD always in the drive,
select Yes and press ENTER to continue.

2. Select a protocol for file downloads; the Ubuntu installer supports access to mirrors
via the HTTP or FTP protocols. Make a selection and press ENTER to continue.

3. Unless you want to use the default country-specific mirror, scroll to the top of
the list, select Enter Information Manually, and press ENTER to continue.

4. Enter the URL to the hostname of the desired Ubuntu Archive Mirror. (Since the
protocol was selected in step 1, I just enter the plain URL, without any directories.
In my case, that’s mirrors.kernel.org.) Type in the desired mirror and press TAB to
highlight Continue. Press ENTER to continue.

5. Enter the directory of the desired mirror with the Ubuntu repository files. In
most cases, it’s /ubuntu/, and that directory is normally entered by default.
If in doubt, check the URL for yourself in an appropriate browser. Type in any
desired entry, and press ENTER to continue.

6. Enter any required proxy server information—if a proxy server regulates access
between the local system and the Internet, enter the required information in
this format (http://[[user][:pass]@]host|[:pass]/), where pass = password, host =
hostname of proxy server, and port is the port number of the proxy server, if it’s
something other than the default, 3128:.

If no proxy server regulates access from the local network to the Internet, leave
this entry blank. Make any required proxy server access information and press
ENTER to continue.

7. Now you’'ll see a question on whether you want to Use Restricted Software. As
discussed in Chapter 1, restricted software does not comply with open source
licenses but might be required in some cases to configure an Ubuntu system that
“just works.” I accept this option, but you can choose otherwise if you want to
limit this installation to open source software. Make your selection using the TaB
key, and press ENTER to continue.

8. You'll see a similar question related to the universe repository. As discussed in
Chapter 1, software in the universe repository is open source, but is not supported
by Canonical or the Ubuntu project. I accept this option, but the choice is yours.
Make your selection using the TAB key, and press ENTER to continue.
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9. You'll see a similar question related to the multiverse repository. As discussed
in Chapter 1, software in the multiverse repository is not open source and is not
supported by Canonical or the Ubuntu project. I accept this option, but the choice
is yours. Make your selection using the TaB key, and press ENTER to continue.

10. You'll see a similar question related to the backports repository. As discussed in
Chapter 1, software in the backports repository takes new features, primarily
from later releases, and incorporates them into the current distribution release.
I accept this option, but the choice is yours. Make your selection using the TaB
key, and press ENTER to continue.

For detailed information about the repositories discussed in this section, see Chapter 8.
When these steps are successful (it takes a few minutes to download the database of
packages from the selected repositories), you're returned to the expanded Main Menu.

Select and Install Software

Select the Select And Install Software option from the expanded Main Menu. A few
moments after selecting the option, you'll see the menu shown in Figure 2-16.

[1]1 Software selection |

AL Uhe muomenl, unly the core of Lhe systew is installed. Tu Lune Lhe
system to your needs, you can choose to install one or more of the
following predefined collections of softuare.

Choose software to install:

<Go Back> <Continue:

= between items:

Figure 2-16.  Server software package groups
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Package Group Description

DNS Server Installs the Berkeley Internet Name Domain (BIND)
name server; see Chapter 14

LAMP Server Adds the components for an integrated web server:
Apache, MySQL, and PHP; see Chapter 15

Mail Server Includes the Postfix e-mail server; see Chapter 17

OpenSSH Server Adds the Secure Shell (SSH) service; see Chapter 7

PostgreSQL database  Incorporates the PostgreSQL database server;
alternative to MySQL

Print Server Adds the Common Unix Printing System (CUPS)

server; see Chapter 9

Samba File Server Includes the file server associated with Microsoft
networks; see Chapter 16

Table 2-4. Ubuntu Server Package Groups

The Ubuntu installer lets you select from several preconfigured groups of packages
appropriate for servers, as described in Table 2-4. This step is unique to the Ubuntu
Server installation process.

Make desired selections, press TaB to highlight Continue, and press ENTER to continue.
If you selected the LAMP group, you're prompted for a password for the MySQL
administrative root user. Enter the password and press ENTER to continue.

If you selected the Mail Server group, you're prompted for a basic Postfix configuration,
as explained in Figure 2-17. The configuration of Postfix, with these options, is explained in
more detail in Chapter 17. I select Internet Site to start the process of configuring the local
server as an outgoing e-mail server. But that requires a real domain name on the Internet,
such as mcgraw-hill.com. Make your choice and press ENTER to continue.

You're prompted to enter a system mail name, which should be a fully qualified
domain name (FQDN), which is included in the header of outgoing e-mail. If this system
will be directly connected to the Internet, the FQDN should include a real domain name.
Type in an appropriate FQDN and press ENTER to continue. However, if you're using a
domain name assigned by a home ISP, you may need the permission of that ISP.

When the installation of these packages is successful, you're returned to the expanded
Main Menu.
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| [1] Postfix Configuration |

Flease select the mail server configuration tupe that best meets your
needs.

No configuration:

Shuuld be chusen o leave Lhe correnl coof iguralion unchanged.
Internet site:

Mail is sent and received directly using SMTF.

Internet with smarthost:

Mail is received directly using SMTP or by running a utility such
ds felchmmil. oul¥uing mall Is senl using g smErlhusl.

Satellite sustem:

All mail is sent to another machine, called & 'smarthost', for
delivery.

Local only:

The unly delivered wail is Lhe ngil fur local users. There s oo
network .

General type of mail configuration:

Mu conf igural iun *
Eﬁ!ﬂlﬂ:ﬂiﬂ!ﬁl‘l‘l‘l‘l [

<Go Back>

noves between items: <Spacer selects: <Enter: activates buttons

Figure 2-17.  Mail server group configuration options

Build LTSP Chroot

Select the Build LTSP Chroot option from the expanded Main Menu. LTSP is short for the
Linux Terminal Server Project, which Ubuntu and especially Edubuntu Linux uses for thin
clients. Be aware that if you're setting up an LTSP server, you'll need the space for a client
operating system, which could be several gigabytes in size. (It added approximately 2GB
to the space required for my installation.)

If you select this option, you're asked whether to Set Up A LTSP Chroot Environment.
You can always add the information for a thin client to the local system later, which is
a good idea, especially if you're not sure about the free hard drive space on the local
system. For more information on LTSP, see Chapter 20.

When these steps are successful (or if an error message appears about a failed LTSP
installation), you're returned to the expanded Main Menu. The next three sections are
based on options located below those shown in the expanded Main Menu in Figure 2-7.

These options are mutually exclusive; in other words, you can either install GRUB or
LILO, or continue without a boot loader. While you should be aware of all three options,
you’ll run only one of the three. The standard on current Linux systems is GRUB. These
options are part of the expanded Main Menu and shown in Figure 2-18.



98 Ubuntu Server Administration

[7] Ubuntu installer main menu

Choose the next step in the install process:

Configure the clock

Detect disks

ParLlilion disks

Configure MD devices

Install the base sustem

Set up users and passwords

Configure the package manager

Selecl gnd insldall suf Lwdre

Build LTSP chroot

Install the GRUB boot loader on a hard disk
Install the LILO boot loader on a hard disk
Continue without boot loader

Finish Lhe insldallalion

Change debconft priority

Check the CD-ROM{s) integrity

Save debug logs

Execute a shell

Ejecl g CD frum Lhe dirive

fAbort the installation

Figure 2-18. More of the expanded Ubuntu Installer Main Menu

v NOTE GRUB and LILO are boot loaders that allow the user to select between operating systems or

kernels when the system is being powered up. GRUB is an acronym for the Grand Unified Bootloader,
the default for most Linux distributions, including Ubuntu. LILO is an acronym for the Linux Loader, and
is still used for many specialty computers. These boot loaders are functionally similar to Microsoft's
NTLDR and Windows Boot Manager.

Install the GRUB Boot Loader on a Hard Disk

Select the Install The GRUB Boot Loader On A Hard Disk option from the expanded
Main Menu shown in Figure 2-18. You're prompted to choose whether to install the
GRUB on the master boot record (MBR) of the first hard drive. If you so select, the local
system uses reads the MBR when booting, which refers to the /boot/grub/menu.lst file
for more information.

If you want to install the GRUB boot loader on the MBR, select Yes. If you select No,
you can install GRUB on a specific partition, which could be configured with a second
boot loader, even Microsoft’s NTLDR.

You can then set a password for the boot loader, and this is an excellent idea. When
set up with a properly managed GRUB configuration file, a GRUB password can help
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secure your system from crackers who could otherwise use GRUB to gain administrative
access. For more information on GRUB, see Chapter 4.

v NOTE In the Linux world, the term “hacker” is different from its meaning in popular culture. Among
Linux users, a hacker is someone who just wants to create better software. In contrast, a cracker is
someone who breaks into computer systems.

Install the LILO Boot Loader on a Hard Disk

If you don’t want to install GRUB and need a boot loader, select the Install The LILO
Boot Loader On A Hard Disk option from the expanded Main Menu. You'll be prompted
to choose whether to install LILO on the MBR or the first partition of the first hard
drive. Those choices actually embed the /etc/lilo.conf configuration file in the MBR or
the first bytes of the first partition.

Continue Without Boot Loader

Select the Continue Without Boot Loader option from the expanded Main Menu, and

you’ll see a message associated with booting manually. This is a suitable option for some

third-party boot loaders such as VCOM’s System Commander. This is also an appropriate

alternative if you've configured Microsoft’s NTLDR or Boot Manager to boot Linux.
When you select Continue, you're returned to the expanded Main Menu.

Finish the Installation

At this point, you could opt to select the Finish The Installation option from the expanded
Main Menu. When you do, final options are configured, and network installation
settings are disabled. You're asked whether the system clock, normally configured in
the system BIOS menu, should be set UTC, which is essentially equivalent to Green-
wich Mean Time or US Military Zulu time. It’s required for systems configured for time
changes such as Daylight Savings Time. However, it should be avoided on systems if set
up in a dual-boot configuration with an operating system that can’t handle UTC, such as
Microsoft Windows. I say select Yes and press ENTER to continue.

Finally, you're prompted to remove any installation media, such as the Ubuntu Server
Installation CD. In a moment, select Continue, and press ENTER to continue. But before you
do this, select Go Back and review the final options from the expanded Main Menu.

Change Debconf Priority

The dpkg-reconfigure command can help you reconfigure specific packages. One exam-
ple is shown in Chapter 13, where it’s used to reconfigure an X Window System server.
If you want to change its behavior, select the Change Debconf Priority option from the
expanded Main Menu. Then you can scroll between four priority levels, three of which
are shown in Figure 2-19.
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Figure 2-19.  Changing Debconf Priority for configuration management

Make any desired changes and press ENTER to continue. (I set the priority to low on
my systems, as I need to investigate configuration options in all of their gory details.)
When successful, you're returned to the expanded Main Menu.

Check the CD-ROM(s) Integrity

If you have doubts about the CD or DVD you're using, the better time to check it was
earlier in the process—discussed back in the “Download the ISO File Online” section.
But if you think you need to check the integrity of the media now, select the Check The
CD-ROM(s) Integrity option from the expanded Main Menu. Be aware, if you're working
with a mounted ISO file, say on a virtual machine, this option works equally well.

NOTE Yes, the option and the title of this section does not follow the conventions of standard written
English, but that’s the nature of many options on Linux systems.

When you see the Check CD-ROM Integrity option, select Yes. The process begins
automatically and takes some time, especially if you're working from a DVD. If successful,
you'll see the same message that was shown if you chose the Check CD For Defects
option when booting from the Ubuntu Server installation CD:

The CD-ROM integrity test was successful. The CD-ROM is wvalid.
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v NOTE If you don't see the message shown, the CD/DVD drive may not have been completely
detected. For example, on a VMware Server virtual machine, I've had to set up PC Card services via
the Detect And Mount CD-ROM option.

You'll also see a Continue option highlighted. Press ENTER. You're prompted with a
question to check the integrity of another CD/DVD. Select No, highlight Continue, press
ENTER, and you're taken through the Detect And Mount CD-ROM process. Once it’s
complete, you're returned again to the expanded Main Menu.

Save Debug Logs

If you want to analyze what happened with the installation, you can select the Save Debug
Logs option from the expanded Main Menu. Debugging logs for the installation can be
saved to a floppy disk, a local website, or a local partition. (As none of my systems in-
clude a floppy disk drive, I do not cover that option.)

When I selected Web, I got a message suggesting that a “simple web server” has been
started. After reading the message, I pressed ENTER to continue. The logs are available
from the IP address configured for the local server and can be read from remote systems
with any ordinary browser, as shown in Figure 2-20. Just be aware that these files disappear
once the installation process is complete.

Ele Edit Wiew Hitor)r Ekark Tools ﬂlp
@-»-¢& i} [0 httpyrie2.168.0.102 [*[ ] [@-[rhce

Debian-installer logs and screenshots

e hardware-summary
e partman
e syslog

Done

Figure 2-20. Available logs from a temporary web server
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Alternatively, you could select Mounted File System. You're prompted to enter a
directory where the debug logs will be saved. To save these logs in the administrative
user’s home directory, I type in this:

/target/root

Debug logs are saved in the root administrative user’s home directory, in the install/
subdirectory. These files remain available after installation is complete.
When successful, you're returned to the expanded Main Menu.

Execute a Shell

Select the Execute A Shell option from the expanded Main Menu. If you select Com-
plete from the option that appears, a command line ash shell is started, as shown in
Figure 2-21.

1 [!]1 Execute a shell |
Interactive shell
after thig message, you will be running “ash", a Bourne-shell clone.

The ruul ﬂle syslen is o RAM disk. The bard disk ﬂle syslems are
mounted on "/target'. The editor available to you is nano. It's very
small and easy to figure out. To get an idea of what Unix utilities
are available to you, use the "help" command.

Use Lhe "exil" cummend Lo relurn Lo Lhe lostallalion menu.

<Go Back>

Figure 2-21.  Ubuntu’s installation shell
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v NOTE Figure 2-21 refers to “Unix utilities.” Since Linux is a clone of Unix, the same utilities are
available on both operating systems, based on different source code.

As described in Figure 2-21, hard disk filesystems as configured during the installation
process are mounted on the /target directory. Standard directories after installation is
complete are available as subdirectories of /target.

The ash shell is already available in the second and third virtual terminals, accessible
by pressing ArLT-F2 and ALT-F3. Incidentally, if you want to start configuring the system
before installation is complete, you could run the following command from the ash shell
prompt:

# chroot /target

This sets the top-level root directory to the filesystem that will be available to you after
installation is complete. You have access to configuration files, man pages, and more
using commands familiar to any Linux administrator.

The exit command leaves the chroot configuration. If you've accessed the ash shell,
type exit, press ENTER, and you're returned to the expanded Main Menu.

Eject a CD from the Drive

This option is generally not used, unless you actually need to change CD/DVDs and
the eject button on the CD/DVD drive doesn’t work.

Abort the Installation

If for some reason you want to stop the installation process, you can select the Abort
The Installation option, or, more simply, just press CTRL-ALT-DEL to reboot the system.

Finish the Installation

The system reboots and starts for the first time. You'll have to press ENTER once after
installation to see the login prompt shown in Figure 2-22.
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Setting up console font and keymap...

Loading ACPI modules...

Starting ACPI services...

Starting system log daemon...

Starting kernel log daemon...

Starting OpenBSD Secure Shell server sshd

Starting My3QL database server mysgld

Checking for corrupt, not cleanly closed and upgrade needing tables.

¥ ok K % ¥ K % ¥

#= (process:4629): UARNING ==: Could not parse config file: Could not open
file.
* Messzage: Nothing to dot! Byet?

nbd-server.
Starting internet superserver inetd
Starting Postfix Mail Transport Agent postfix
Starting MD monitoring service mdadm —-monitor
Starting DHCP server dhcpd3
Starting deferred execution scheduler atd
Starting periodic command scheduler crond
Starting web server apacheZ
Running local boot scripts (retcrsrc.local)

Figure 2-22.  Booting into Ubuntu Server

NETWORK INSTALLATIONS

One way to configure a network installation takes advantage of the PXE boot option
available on modern network cards and BIOSs. If you configure an appropriate DHCP
and TFTP server, you can mount the installation CD on that server. It’s then possible to
boot the Ubuntu Server installation CD directly from the network boot system, which
works even on systems without CD drives. If they’re not already installed, you can add
the servers described in this section with the following command:

$ sudo apt-get install dhcp3-server tftpd-hpa tftp

Dynamic Host Configuration Protocol (DHCP) Services

A DHCP server automates the network configuration process for clients. In detail, DHCP
allows a Linux computer to serve dynamic IP addresses. It supports the configuration
of a range of IP addresses and allows you to reserve a specific IP address, based on the
hardware address associated with a client’s network card. It can assign more information
such as the gateway and DNS IP address to every system that requests an IP address.
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DHCP servers can simplify and centralize network administration if you're admin-
istering more than a few computers on a network. They are especially convenient for
networks with a significant number of mobile users. The standard Ubuntu DHCP server
is based on the dhcp3-server package. That server must be on the same system as the
TFTP server for a network installation of this type to work.

Just be aware that many users already have a configured DHCP service. Even home
users may already have a DHCP server on the router that connects their home networks
to the Internet. Multiple DHCP servers on a single network can lead to problems. It’s best
to deactivate other DHCP servers before testing the DHCP servers described here.

Now review the configuration of the DHCP server. The default configuration file,
which is /etc/dhcp3/dhcpd.conf, does not configure any IP addresses by default. So
if you try to activate the DHCP3 server without modifying the configuration file, the
attempt will fail. This section reviews only those directives required for a basic service on
a standard private IPv4 network, customized for network booting. Detailed configuration
options are described in Chapter 14.

In the /etc/dhcp3/dhcpd.conf configuration file, Dynamic DNS updates are not
enabled based on the following directive:

ddns-update-style none;

In the following directives, you should substitute the domain name for the local
private network with example.org. You should also substitute the FQDN or IP address of
the DNS servers with ns1.example.org and ns2.example.org:

option domain-name "example.org";
option domain-name-servers nsl.example.org, ns2.example.org;

Of course, you need to configure a system for some local network. The following
stanza takes advantage of the PXE Linux configuration file on the Ubuntu Server
installation CD. It then configures the DHCP server on the 192.168.0.0/255.255.255.0
network. It assigns IP addresses between 192.168.0.200 and 192.168.0.220.

filename = "ubuntu/install/netboot/pxelinux.0";
subnet 192.168.0.0 netmask 255.255.255.0 {
range 192.168.0.200 192.168.0.220;

}

There are a number of additional suggested options commented out in the default
version of the /etc/dhcp3/dhcpd.conf configuration file. They provide hints for configuring
the DHCP server for remote networks and reserved IP addresses, as well as allowing or
denying DHCP access to a group of systems.

Once configured, turn off any other DHCP services, and start this one with the
following command:

$ sudo /etc/init.d/dhcp3-server restart
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Success or failure is logged in files such as /var/log/messages. First test this server
from a remote client, with a command such as this:

$ sudo dhclient ethoO

Now you're ready to make this work with a TFTP server. When you're finished
with the remote installation process, deactivate this DHCP server with the following
command:

$ sudo /etc/init.d/dhcp3-server stop

If you deactivated other DHCP servers in this section, it's now OK to reactivate those
servers.

Trivial File Transfer Protocol

There are several TFTP services available for Ubuntu. The focus of this section is on the
tftpd-hpa package. If you have a firewall on the local system, pay attention to the associ-
ated port number(s) listed in this file. Just remember that to test the TFTP service, you
also need the tftp client package.

The simplest way to configure the TFTP service is through the /etc/default/tftpd-hpa
configuration file. I use the following directives in my version of this file:

RUN_DAEMON="yes"
OPTIONS="-1 -s /var/lib/tftpboot"

The directives are simple: The first is almost self-explanatory as it runs the /usr/sbin/
in.tftpd daemon. The second feeds command line options to the daemon. As can be verified
with the in.tftpd man page, these options run the server in standalone mode, using the
/var/lib/tftpboot directory as the root directory for clients. The information from this
file is fed to the associated service script, /etc/init.d/tftpd-hpa.

Configure a Network Installation

Now with a TFTP and DHCP server configured, you're ready to set up a network instal-
lation of Ubuntu Server. If you've downloaded an ISO file associated with an Ubuntu
installation CD or DVD, all you need to do is mount that file on the TFTP directory. For
example, the following command mounts the Ubuntu Server Hardy Heron CD on the
appropriate TFTP directory:

$ sudo mount -o loop ubuntu-8.04-server-i386.iso /var/lib/tftpboot/ubuntu

Create the noted mount directory if needed. Make sure the TFTP and DHCP3 servers
described earlier are active. Boot the system where you want to install Linux over a
network using the PXE environment described next, and it will boot the installation CD
over the network.
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PXE Booting

Most modern systems include some sort of network boot card and a BIOS that can take
advantage of that capability. As a wide variety of options are available from the boot
menu, they are not all described here. If available, the option should be listed in your
computer’s hardware documentation. If the PXE environment is selected, it should show
messages such as these:

Network boot from some network card

CLIENT MAC ADDR: 00 0OC 39 40 4E EA
GUID: 564DFD09-31C9-77F0-ED6C-CE86DA304EEA
DHCP:

If the server is properly configured, especially with the pxeclient.0 file described in
the discussion of the DHCP server, the client PXE environment should automatically
detect the DHCP server, along with the client files as configured. If successful, the PXE
boot process should bring up the screen shown in Figure 2-23. At that point, you should
be able to start the same Expert mode installation by typing in expert and pressing ENTER
at the boot: prompt.

<3 vbuntu

The default installation is suitable for most desktop or laptop systems.
[Press F1 for help and advanced installation options.

To install only the command-line base system, type 'cli’ then ENTER.
For the default installation, press ENTER.

Figure 2-23.  Starting a network installation
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v NOTE If PXE booting is not available on the target client's network card or BIOS, it's possible to
create a boot CD or floppy disk that simulates the PXE boot process. For more information, see www
.rom-o-matic.net.

SUMMARY

In this chapter, you learned how to install Ubuntu Server Edition, based on Expert mode.
It can be installed from an Ubuntu Server CD available from an ISO file downloaded
online or perhaps from one purchased from a third-party source. In some cases, the ISO
file itself can be used to emulate the CD to test Ubuntu Server. Ubuntu works well with
most current hardware, but some components may require packages with closed source
licenses.

The Ubuntu Server boot screen provides a wide variety of installation options.
Four consoles are available: The first provides installation messages; the next two
provide virtual consoles; and the fourth gives system messages that can help diagnose
problems.

Ubuntu Server installation options include choices associated with the language,
keyboard, hardware detection, additional installer components, network configuration,
SSH access during the installation process, installation and package mirrors, clocks,
partitions, users and passwords. There are even custom package groups appropriate to
a server as well as options to support the configuration of a thin client using the work
of the LTSP.

Finally, with a DHCP and TFTP server, network installations can be configured, with
a bit of help from a PXE boot network card and BIOS.


www.rom-o-matic.net
www.rom-o-matic.net
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Automated Installations
with Kickstart
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Imagine repeating this process a dozen, even 100 times, when installing Ubuntu

Server in an enterprise. Yes, you could install many services on a single server,
as shown in Chapter 2, but that’s appropriate only for a test system. Production systems
today dedicate specific servers for individual services.

In fact, some organizations dedicate multiple servers to single service. (For example,
I understand some enterprises dedicate a dozen servers just to the Domain Name Service
[DNS].) With the advantages associated with virtualization, I suspect even some smaller
organizations now configure 100 or more virtual servers (on fewer physical systems).

To keep the workload manageable, administrators need to be able to automate the
Ubuntu installation process. Automation of any Linux installation requires an “answers
file” that configures the installation with information that would otherwise require
real-time manual input.

As befits the choices associated with open source software, Ubuntu includes two
different ways to automate the installation process. As Ubuntu developers (as of this
writing) focus on the Kickstart tool developed by Red Hat for its Linux distributions,
I focus on that choice.

ﬁ s described in Chapter 2, the Ubuntu Server installation can take some time.

HOW TO KICKSTART AN INSTALLATION

Kickstart was developed by Red Hat to provide automated installation of Red Hat-based
Linux distributions. Courtesy of the GNU General Public License (GPL), Ubuntu developers
have adapted it for installations of various Ubuntu releases. If you know Kickstart for
Red Hat, Kickstart for Ubuntu should be easy.

The principles of Kickstart for Ubuntu and Red Hat are the same. The questions
asked during the installation can be automatically answered with a single text file. Once
the text file is configured, it’s possible to install nearly identical systems quickly.

As of this writing, Kickstart support in Ubuntu is far from complete. For the latest
information, review the associated wiki at https://help.ubuntu.com/community/
KickstartCompatibility.

Install the Kickstart Software

Before using Kickstart on an Ubuntu release, install the applicable Kickstart configura-
tion tool. One method uses the following command:

$ sudo apt-get install system-config-kickstart

If you're starting with the Ubuntu Server installation created in Chapter 2, you have not
yet configured a GUL In that case, this command installs a whole group of extra packages,
sufficient for remote access to the graphical Kickstart software configuration tool.

In the sections that follow, you'll use that graphical Kickstart Configurator to create
an automated configuration file. You'll analyze and customize that file with a command
line editor, and then set up that file to automate another installation of Ubuntu.


https://help.ubuntu.com/community/KickstartCompatibility
https://help.ubuntu.com/community/KickstartCompatibility
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Remote Access to GUI Tools

If you haven’t installed a GUI on a system, you can’t run GUI-based tools on that
system. However, as discussed in Chapter 13, X servers and X clients can be run
on different systems. In other words, the Kickstart configuration tool is an X client,
which can be run on a remote system with an X server.

So, assuming you've installed the Secure Shell (SSH) server during the installation
process, first make sure it’s active on the Ubuntu server with the following command:

$ sudo /etc/init.d/ssh start

Now you should be able to log in from a remote system, through a user account
on the Ubuntu Server system. From any connected remote system, log in with the
following command (substitute your account name for michael):

$ ssh -X michaeleubuntuhardyserver

Be aware that the -X switch enables forwarding of X client information. If the
hostname or fully qualified domain name of the remote Ubuntu server system is
not available in a local DNS server or in a local /etc/hosts configuration file, you'll
need to substitute the IP address for the name of the server. (For more information
on secure shell clients and servers, see Chapter 7.)

Use the Kickstart Configuration Tool

The Kickstart configuration tool is a graphical tool. If you've installed Kickstart without
a GUI on an Ubuntu Server system, Kickstart can be run from a remote system with a
GUIL. Just take the following steps:

1. On the Ubuntu server, run the ifconfig command to look for the local IP
address. An excerpt of the output should appear similar to the following. (In my
case, the IP address is 192.168.0.102. Your IP address will probably be different.)

eth0 Link encap:Ethernet HWaddr 00:0c:29:15:2a:4e
inet addr: 192.168.0.102 Bcast:192.168.0.255 Mask: 255.255.255.0

2. Install the Kickstart Configurator on the Ubuntu Server system with the following
command:

$ sudo apt-get install system-config-kickstart

3. Start the GUI in a remote system. (In this case, I do so on an Ubuntu laptop
system, in the GNOME desktop environment.)

n
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4. Open a command line interface in the noted GUIL One method is to choose
Applications | Accessories | Terminal.

5. In the command line interface that appears, note the hostname or IP address
of the Ubuntu server. Based on the IP address found in step 1, I log in to
the Ubuntu server with my account, as shown below. Your IP address and
account name will probably be different. If the hostname is configured in
/etc/hosts or a locally authoritative DNS server, substitute the hostname for
the IP address.

$ ssh -X michael@192.168.0.102

6. If you're using ssh to connect to this particular Ubuntu server for the first time,
a warning message should appear, as discussed in Chapter 7. Assuming both
systems are on a private network, and you're confident that the network is
secure, type yes to the following question and press ENTER.

Are you sure you want to continue connecting (yes/no)?

7. Enter the password for the specified user on the Ubuntu server. (In my case,
it’s user michael’s password.)

8. You're now logged into the Ubuntu server from a remote client, and can now
access X clients. Run the following command to open the Kickstart Configurator:

$ sudo system-config-kickstart

9. The Kickstart Configurator screen shown in Figure 3-1 should open from the
Ubuntu server on the remote system.

v NOTE While the sequence in the Kickstart Configurator—more closely follows the Red Hat
installation process, the same steps will work with various Ubuntu releases.

There are several categories of options shown in the left pane of the Configurator
screen. To learn more about Kickstart, experiment with some of these settings. Choose
File | Save to save these settings with the filename of your choice, which can then be
reviewed in a text editor. Alternatively, choose File | Preview to see the effect of different
settings on the Kickstart file.

The following sections provide a brief overview of each option shown in the left pane.
One of the weaknesses of Kickstart on Ubuntu is the lack of a default configuration file
for the current system; in other words, unlike on a Red Hat system, no anaconda-ks.cfg
file or any other Kickstart file exists based on the local system as installed.

v NOTE Ubuntu developers are working on a Kickstart tool to generate a file based on the current
configuration. For more information, see bug 15156 at https://bugs.launchpad.net.


https://bugs.launchpad.net
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Basic Configuration : -Basic Configuration (required)

Installation Method Default Language: IEninsh (United States)

Partition Information

E
Boot Loader Options Keyboard: IusA Vl
54

Mouse: ILogitech
Network Configuration
niiRartiEatian [ Emulate 2 Buttons

User Configuration Time Zone: IAmericafNew_‘f‘ork vl

Firewall Configuration [J use UTC clock
Display Configuration

Language Support: |1 albanian (Albania)
[ Arabic (Algeria)
[ Arabic (Bahrain)
[] Arabic (Egypt)

Package Selection
Pre-Installation Script

Post-Installation Script

o mn

Target Architecture: I:-(SG

L

Reboot systemn after installation
Perform installation in text mode

[ perform installation in interactive mode

Figure 3-1.  The Kickstart Configurator

Basic Configuration

In the Basic Configuration screen, you can assign settings for several components. Several
of these settings include a variety of options available from drop-down text boxes or scroll
windows. These components are described in Table 3-1.

Installation Method

In the Kickstart Configurator screen’s left pane, select Installation Method. The options
are straightforward. The Ubuntu version of this tool supports only new installations; it
does not support the Red Hat options associated with upgrades. The tool is somewhat
interactive; for example, if you select an FTP installation method, the Kickstart Configurator
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Basic Installation Option Description

Default Language
Keyboard

Mouse

Emulate 3 Buttons

Time Zone
Use UTC Clock

Language Support

Target Architecture

Reboot System After
Installation

Perform Installation
In Text Mode

Perform Installation
In Interactive Mode

Assigns the default language for the installation and
operating system.

Sets the default keyboard; normally associated with
language.

Configures the pointing device; if in doubt or if the

pointing device varies, the Probe For Mouse option
normally works.

Configures the left and right mouse buttons; when
pressed simultaneously, it simulates the action of

the middle mouse button. If you have a scroll wheel,
press on it; if it clicks, it already works (and should be
automatically recognized) as a middle mouse button.

Allows configuration of the time zone of the local system.

Supports computers where the hardware clock is set to
UTC, functionally equivalent to Greenwich Mean Time.

Adds the current and any extra languages for
configuration and installation.

Helps customize a Kickstart file for different CPU
architectures; be warned, architectures such as IA-64
are not supported by the Ubuntu project or Canonical.

Adds the reboot command to the end of the Kickstart
configuration file.

Supports automated installation in text mode; should
always be selected for automated Ubuntu installations.

Allows you to test the steps associated with a Kickstart-
based installation; default answers as configured here
are added during the installation process, which helps
you review how it works with the installation program.

Table 3-1.  Kickstart Basic Configuration Options

prompts for the name or IP address of the FTP server and the shared directory with the
installation files. It also supports entries for an FTP username and password, if the FTP
server does not support anonymous connections.

You can configure a Kickstart file to install various Ubuntu releases from a CD, a
local hard drive partition, or an HTTP or FTP server. NFS (Network File System)-based
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installations are no longer supported. (I use virtual machines for most of my systems,
so I configure the Ubuntu Server installation from a CD. Since the CD drive on a virtual
machine is a virtual device, it isn’t limited by the mechanical speeds of a physical CD/
DVD drive.)

Boot Loader Options

In the Kickstart Configurator, select Boot Loader Options. The options in this section,
shown in Figure 3-2, assume that you want to use the default Grand Unified Bootloader
(GRUB) which supports encrypted passwords for an additional level of security during
the boot process.

Linux boot loaders are normally installed on the master boot record (MBR). If you're
dual-booting Linux and Microsoft Windows with GRUB, you can set up the Microsoft
boot loader (or an alternative boot loader such as Partition Magic or System Commander
or even the Microsoft boot loader) to point to GRUB on the first sector of the Linux partition
with the /boot directory.

File Help

-Boot Loader Options (required)

Basic Configuration

Installation Method (® Install new boot loader

(O Do not install a boot loader
Boot Loader Options S
P O Upgrade existing boot loader

Partition Information

Metwaork Configuration el LI

Authentication

User Configuration Password: I
Firewall Configuration Confirm Passwerd: I
Display Configuration O Encrypt GRUB password

Package Selection
(® Install boot loader on Master Boot Record (MBR)

Pre-Installation Script O Install boot loader on first sector of the boot partition

Post-Installation Script

Kernel parameters:

Figure 3-2. The Kickstart Configurator boot loader options
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Partition Information

Now select Partition Information. The options shown in Figure 3-3 determine how
partitions are configured. While it appears to support the configuration of standard and
RAID (Redundant Array of Independent Disks) partitions, it does not currently support
the configuration of LVM (Logical Volume Management) groups. The Clear Master Boot
Record option configures Kickstart to wipe the MBR from an older hard disk. (I've set up
several partitions in Figure 3-3.)

If you're using a new hard drive—or want to erase all data on the current drive—make
sure the Initialize The Disk Label radio button is active. Click the Add button to open the
Partition Options dialog box shown in Figure 3-4. As you can see in Figure 3-4, the dialog
box supports detailed configuration of each partition, per the following components:

V¥V Mount Point Assigns the directory where the configured partition is to be
mounted.

B File System Type Sets the format for the configured partition; swap and
software RAID file system type options are available.

g ilelestart Sonflyurator (un ubuneubiardysarsar)

File Help

-Partition Information (required)
(*) Clear Master Boot Record
(O Do not clear Master Boot Record

Basic Configuration
Installation Method

Boot Loader Options

Tt —— (®) Rermove all existing partitions
() Remowe existing Linux partitions

Metwaork Configuration ik i
(O Preserve existing partitions
Authentication

(® Initialize the disk label

User Configuration el 3
() Do not initialize the disk label

Firewall Configuration

; ; : Device/ Mount Point/ ;
Display Configuration e e e Type |Format |Size (MB) |
Package Selection + Hard Drives
Pre-Installation Script
¥ sda
Post-Installation Script S— Hoiet i Yo 100
! ext3 Yes J000
swap Yes 312
S S | = | T —

Figure 3-3.  The Kickstart Configurator partition information
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Mount Point: I

File System Type: Ie>¢3

size (MB): 1
Additional Size Options
(®) Fixed size

O Grow to maximum of (MB): it
O Fill all unused space on disk

[[] Use recommended swap size

[ Force to be a primary partition (asprimary)

[] Make partition on specific drive (ondisk)

Drive I (for example: hdza or sdec)

[] Use existing partition (onpart)

Partition : I (for exarmple: hdal or sde3)
Format partition

0 cancel

Figure 3-4. The Partition Options dialog box

A

Size Configures a size for the partition.

Additional Size Options Supports growable partitions to fill available free
space on a hard drive.

Force To Be A Primary Partition Configures the partition as a primary partition
on the hard drive.

Make Partition On Specific Drive Assigns a drive device for the partition;
required if more than one hard drive is available.

Use Existing Partition Assigns a specific existing partition, based on the device
filename.

Format Partition Sets the configured partition to be formatted during the
installation process.

While it’s possible to configure partitions on multiple drives using the Kickstart
Configurator, such options are not (yet) recognized by the Ubuntu installation program.
(When I tried to configure Kickstart partitions on two drives for this chapter, the Ubuntu
installer consolidated the changes into the first hard drive.)
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Metwork Device: etho [ = |

Metwork Type: Static IP [3 |

IP Address: IEIEIO—IE
Metrmnask: IEIEIEIU—
Gateway: IEIEIO_Il—
Name Server: Wlﬁlo_lz_

%gancel

Figure 3-5. Network Device Information

Network Configuration

Back in the Kickstart Configurator, select Network Configuration to configure IP addressing
one or more network cards. Click the Add Network Device button to open the Network
Device Information screen shown in Figure 3-5.

You can customize static IP addressing for a specific computer or configure the use
of a DHCP (Dynamic Host Configuration Protocol) server. You can also make Kickstart
look for a Bootstrap Protocol (BOOTP) server, which is a specially configured DHCP
server on a remote network.

As the Ubuntu installation process takes packages from remote systems, errors in
this section can stop the progress of an installation cold.

Authentication

In the Kickstart Configurator, select Authentication. The options here support the con-
figuration of two forms of security for local user passwords: Shadow Passwords, which
encrypt user passwords in the /etc/shadow file, and MD5 encryption. This section also
allows you to set up authentication information for various protocols. Be aware that, as
of this writing, only local authentication is supported in the Ubuntu implementation of
Kickstart. (I include descriptions of the other authentication methods, as I fully expect
them to be functional for Kickstart installations, hopefully in the near future.)

V¥ NIS The Network Information Service configures one login database for
a network with Unix and Linux computers.

B LDAP The Lightweight Directory Access Protocol is used for certain types of
databases, such as directories.
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B Kerberos5 The Kerberos system developed at the Massachusetts Institute of
Technology (MIT) uses strong cryptography to authenticate users over a network.

B Hesiod Hesiod is associated with Kerberos 5.

B SMB Samba isbased on the SMB, or Server Message Block protocol, updated
for the Common Internet File System (CIFS), which allows configuration of
your Linux computer on a Microsoft Windows-based network.

A Name Switch Cache Associated with NIS for looking up passwords and groups.

User Configuration

In the Kickstart Configurator, select User Configuration. As shown in Figure 3-6, this
section supports options for the root account and an initial regular user. Ubuntu systems
disable the root account by default, and in my opinion, this is an excellent security option.
But if you don’t enable a root account, you'll need to configure an initial user here. That
user is allowed administrative root privileges by using his or her standard password.

File Help

-User Configuration

Basic Configuration

Installation Method [ Enable the root account

Boot Loader Options If you leave the root account disabled, you must
create an initial user, who will be privileged

Partition Information {unrestricted sudo).

Network Configuration
8 Root Password: I

Authentication

Confirm Root Password:l

User Configuration

Firewall Configuration Encrypt root password
Display Configuration
Package Selection Create an initial user
Pre-Installation Script Full Name: I
Post-Installation Script e i I
Password: I

Confirm Passwaord:

Encrypt user password

Figure 3-6.  User configuration of regular (initial) and root users
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Firewall Configuration

As of this writing, firewall configuration is disabled by default in the Ubuntu implemen-
tation of the Kickstart Configurator. Based on the default port options associated with
Ubuntu Server, I'm not convinced that a firewall will ever be enabled in Kickstart.

Select the Firewall Configuration option. If this section were enabled, it would support
the configuration of a default firewall for the subject computer. Generally, you would
want a firewall only for those computers that are connected to outside networks such
as the Internet. This section allows the easy configuration of a firewall to permit access
to trusted services on the local system, including HTTP, FTP, SSH, Telnet, and SMTP
(Simple Mail Transfer Protocol).

If other services are to be trusted, they can also be configured by TCP or UDP (User
Datagram Protocol) packet, along with the port number, as defined in the /etc/services
configuration file.

Display Configuration

In the Kickstart Configurator, select Display Configuration. This section supports the
configuration of the Linux GUI. While much debate centers on the superiority of GUI- or
text-based administrative tools, text-based tools are more stable. For this reason (and
more), many Linux administrators don’t even install a GUL By default, neither a GUI
nor the X Window is installed in the Ubuntu Server Edition. However, if you're installing
Linux on a series of computers, it’s likely that most of the users are regular users who
will want a GUL

In this section are three tabs. Under the General tab, you can set a default color depth
and resolution, indicate a default desktop (GNOME or KDE), configure X Window System
to start by default, and disable or enable the Setup Agent (the First Boot process). As the
Setup Agent is associated with Red Hat distributions, this option is disabled in Ubuntu
releases.

Under the Video Card and Monitor tabs, you can set Linux to probe the hardware
or specify the hardware from a list. Unless you have specialty hardware (or otherwise
have had problems with these hardware components during the installation process in
Chapter 2), it’s generally best to leave these defaults as is.

v NOTE As this book is focused on Ubuntu Server Edition, | do not enable the configuration of the

X Window System in the Kickstart Configurator.

Package Selection

In the Ubuntu Server Edition implementation of Kickstart, the Package Selection section is
currently not used. Hopefully, package group options, such as LAMP, DNS, PostgreSQL,
and Samba, as described in Chapter 2, will appear.
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Installation Scripts

In the Kickstart Configurator, select Pre-Installation Script and Post-Installation Script.
These sections support scripts that are run before and after installation, respectively, in
the Kickstart configuration file. Post-installation scripts are more common, and they can
help configure other parts of a Linux operating system in a common way. For example, if
you want to install a directory with employee benefits information, you can add a post-
installation script that adds commands such as cp to copy files from a network server.

Final Comments on the Kickstart Configurator

After you've created desired installation settings, choose File | Save File to save the set-
tings created with a filename of your choice. The standard from Red Hat distributions
(which you do not have to follow) is ks.cfg.

Even though the Kickstart Configurator is open on a remote system, the ks.cfg file
is saved on the Ubuntu server. The default save directory is the home directory of the
associated user (in my case, that’s the /home/michael directory). This file is discussed
in the next section.

Customize the Kickstart File

As the Kickstart Configurator is still a work in progress, you might want to customize
or at least inspect the ks.cfg file that it creates. The options created by the Ubuntu imple-
mentation of the Kickstart Configurator are described here, line by line. Most directives
in this file include helpful comments. Be aware that the lines in this file do not appear in
the same order shown in the Kickstart Configurator; the order more closely resembles
that of the Ubuntu installation process. Because Kickstart for Ubuntu is still a work in
progress based on the work of Red Hat developers, some of the options described in the
Red Hat installation guide, available from www.redhat.com/docs/manuals/enterprise,
might work, subject to the limitations already described.

v NOTE The following analysis is based on the Ubuntu Server installation created in Chapter 2. It

refers to files on an Ubuntu Server system; if the contents of your versions of these files are different,
that's probably OK. Just make sure to try out the configured Kickstart file on a test system before
putting it into use on production systems.

The first line is commented out, primarily because the installation program automat-
ically detects the CPU and installs from the appropriate repository. The system language
and associated modules should correspond to the default language as defined in the
/etc/default/locale configuration file.

#System language

lang en US

#Language modules to install
langsupport en US


www.redhat.com/docs/manuals/enterprise,mightwork
www.redhat.com/docs/manuals/enterprise,mightwork
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In actuality, the setting is slightly different in /etc/default/locale, as shown here; but
it should be sufficient to verify the code for US English:

LANGUAGE="en_US:en"

The keyboard is fairly standard as well, and the following directive from the Kickstart
configuration file,

keyboard us

should correspond to the XKBLAYOUT="us" directive in the /etc/default/console-set-
up configuration file.

The system mouse option is not important unless you're installing a GUI, as the
default setting shown here is added only to the associated X server configuration file,
/etc/X11/xorg.conf:

mouse

The following time zone would be local, except for the --utc switch, which corre-
sponds to UTC or Zulu time, as described in Table 3-1. The time zones don’t quite match
what’s shown during the installation process, but they do correspond to a configuration
subdirectory and file in the /usr/share/zoneinfo directory:

timezone --utc America/Los_Angeles

As with other standard Ubuntu installations, passwords for the root user are strongly
discouraged. The following setting respects that decision by disabling the root password.
And that’s different from a blank password, which still allows logins by the user of that
password.

rootpw --disabled

Along with a disabled root user goes at least one regular user, with the encrypted
password as shown:

user michael --fullname "Michael Jang" --iscrypted --password $1$SCuWIEW

The following command reboots the system after a successful installation of an
Ubuntu system:

reboot

As an automated graphical installation is not supported by Ubuntu’s implementation
of Kickstart, the following directive confirms that installation will proceed in text mode:

text

In contrast to the comment in the ks.cfg file, upgrade installations are not (yet)
supported in Ubuntu’s implementation of Kickstart. So the following directive proceeds
with a regular installation:

install
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The following directive directs Kickstart to use local CD media:
cdrom

Alternatively, if you’ve configured a web server with a copy of the CD, you might see
the following directive in its place:

url --url http://192.168.0.102/ubuntu/

The GRUB boot loader is the default and is assumed. The following directive installs
the boot loader on the MBR, with an MD5 encrypted password:

bootloader --location=mbr --md5pass=$1SulmrQw$wP1lSrPxzy2aAbyoixp51

Even though this directive comes after that which writes the GRUB boot loader to the
MBR, it is executed first:

zerombr yes

Assuming you're ready to delete all data on the hard drive associated with this
installation, the following directive clears all partitions from the hard drives and
specifies the default label for the architecture, which happens to be msdos, as described
in Chapter 2.

clearpart --all --initlabel

This is followed by directives associated with specific partition information. As shown
next, I've tried to set up filesystems on partitions on different hard drives, as suggested
by these directives. That didn’t work; the top-level root directory (/), the /boot directory,
and the /tmp directory were each configured on partitions on the first hard drive.

part /boot --fstype ext3 --size 100 --asprimary --ondisk sda
part / --fstype ext3 --size 7000

part swap --size 512

part /tmp --fstype ext3 --size 500 --ondisk sdb

Standard authentication on modern Linux systems include the Shadow Password
Suite with MD5 encrypted passwords, as described in Chapter 10.

auth --useshadow --enablemd5

Network information can be static or dynamic. Dynamic configuration can be
local with --bootproto dhcp or configured via a DHCP server on a remote network
with --bootproto bootp. The following line specifies static addressing information. I've
added --hostname hardytest1 to the end of the command even though it’s not available
in the Kickstart Configurator. Be aware that this command is and must be on a single line.
Line wrapping within the Kickstart configuration file is acceptable and helps with the
formatting of this book.

network --bootproto=static --ip=192.168.0.103
--netmask=255.255.255.0 --gateway=192.168.0.1
--nameserver=68.87.85.98 --device=ethO --hostname hardytestl
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As noted earlier, firewall configuration through Kickstart is not enabled as of this
writing. For more information, see Chapter 18. As befits a Linux server, the X server is
not configured or installed on this system, based on the following directive:

skipx

Boot an Installation with a Kickstart File

There are several ways to start an automated installation using a Kickstart configuration
file. First, the Kickstart file could be included with the CD or attached to some other
media such as a USB key. It’s best to set it up on a server. As described in Chapter 15, the
default directory for the Ubuntu implementation of Apache is /var/www. I've copied
the Kickstart file created earlier in this chapter to the /var/www /kick directory.

A directory on a network server is a handy way to set up multiple Kickstart files. For
example, you could set up ksl.cfg for the first server to be configured, ks2.cfg for the
second server, and so on. Such files can easily be customized with different IP addresses,
hostnames, and more. Once loaded, they’re accessible by default, as shown in Figure 3-7.

File Edit Wiew History Bookmarks Tools Help

@ - < (2} (O httpuy192.168.0.102kick/ || ] [[G-] EY
Index of /kick
Name Last modified Size Description

& Parent Directory %

@ ks.cfg 28-Feb-2008 13:09 1.2K
[# ksl.cfg 28-Feb-2008 13:09 1.2K
[?) ks2.cfg 28-Feb-2008 13:09 1.1K

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu4 with Suhosin-Patch
Server at 192.168.0.102 Port 80

Done

Figure 3-7.  Accessible Kickstart configuration files
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You could boot the target server with a CD using the technique described in Chapter 2,
from the boot: prompt. If you boot from an Ubuntu Server CD, you'll see the standard
boot menu. Press the esc key, and then when prompted that to leave the Graphical Boot
Menu, accept by selecting OK, which leads to the boot: prompt.

Then start the installation process with the desired Kickstart file. The following directive,
when run at the boot: prompt, starts the installation (install) program, using the Kickstart
configuration file (ks.cfg) available from the web server at the IP address shown.

boot: install ks=http://192.168.0.102/kick/ks.cfg

If the Kickstart configuration file is properly configured, installation should proceed
automatically, until the standard Ubuntu Server is installed and the login prompt is
available. When you boot Ubuntu Server without a GUI, you might need to press ENTER
before the following login prompt appears:

Ubuntu hardy hardytestl ttyl

hardytestl login:

SUMMARY

This chapter described the Kickstart automated installation tool as configured for Ubuntu
systems. Ubuntu developers have focused on Kickstart as the primary tool for creating
automated installations, even if it was originally developed for Red Hat Linux. Ubuntu
developers have adapted the Red Hat GUI tool for Kickstart, which makes it easier to use
and configure for less experienced users.
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repair a damaged system. What happens if a junior administrator accidentally erases
the GRUB configuration file? How can you manage Ubuntu from the root account?
How can you check the integrity of a critical file system? These questions and more are
answered in this chapter, along with the basics of the BIOS (Basic Input/Output System),
the GRUB boot menu, the kernel ring buffer, and the relatively new Upstart system.
You'll also learn see how to access some rescue options available from the GRUB
menu, the associated grub> prompt, and LiveCDs. This chapter is focused on the rela-
tively short period between the powering up of a system to the time you're able to log
into an Ubuntu server system.

I I This chapter is focused on the boot process, and how it can be used to rescue and

WHAT HAPPENS AFTER POWERING UP

After a system is powered up, the BIOS is the first program to run. Although the BIOS
sequence is not directly related to Linux, it does set the stage for hardware detection. It
loads the GRUB menu, courtesy of a pointer installed in the master boot record (MBR)
of the primary hard drive. From the GRUB (Grand Unified Bootloader) menu, you can
select Ubuntu boot and kernel options. Once the system boots from GRUB and loads the
desired Linux kernel, the operating system is loaded as well. Boot messages are loaded
through the kernel ring buffer, which can help diagnose a variety of boot issues. Then,
before a login screen appears, there are services to start, daemons to run, and more.

v NOTE As this is not a hardware book, some of the descriptions of generic PC hardware presented

here are oversimplifications. Addressing the full variety of BIOS programs and server/PC hardware
is well beyond the scope of this book. One option for more information on server/PC hardware is PC
QuickSteps, Second Edition (McGraw-Hill Professional, 2008).

The BIOS Sequence

The BIOS is sometimes also known as a type of firmware. Some BIOSs serve as the over-
all firmware for computers, and other BIOSs are dedicated for individual components
such as hard drive controllers, video cards, sound cards, and more. At one time, BIOS
information was stored in read-only memory (ROM). Today, BIOS firmware on most
components can be upgraded.

v NOTE BIOS firmware upgrades are another issue for Linux administrators. Many manufacturers

make updates available only via Microsoft-based tools. The availability of such upgrades via Linux can
be another consideration when the Linux administrator authorizes the purchase of hardware.

After a computer is powered up, the system BIOS starts the Power-On Self Test (POST)
process. During the POST, the BIOS checks available RAM memory, looks for installed
buses, such as those associated with PCI (Peripheral Component Interconnect) cards.
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Many problems, such as loose connections on hardware cards, are associated with
error codes, often depicted as audio “beeps.” The meaning of a beep code is generally spe-
cific to the motherboard. Beeps are usually reserved for critical problems, such as RAM
that isn’t properly connected.

Once basic hardware is recognized, a BIOS menu is usually available. BIOS menus
come in a wide variety of formats depending on manufacturer. Access to BIOS menus in
current hardware is often hidden but available for a few seconds after the boot sequence
starts. Access codes used in these menus are also manufacturer specific: you'll probably
need to press a key, such as Esc, F1, F2, or DEL, to access a menu like the one shown in
Figure 4-1.

BIOS menus often merely confirm detected components. For many hardware
components, custom settings are not possible. For example, while the characteristics
of detected hard drives are shown in some detail, most BIOS menus don’t support
custom hard drive power settings.

However, the options available in BIOS menus do share some common characteris-
tics, including the following:

V¥V Boot Sequence Configures the search order for bootable media.

B Peripheral Controls Supports types of access to certain peripherals.

Susten Timne:

Figure 4-1.  Atypical BIOS menu
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B Password Protection Secures the BIOS menu from changes; might also secure
access to boot menu.

B Boot time diagnostic screen Displays messages such as detected hard drives,
if enabled.

A Network boot access Supports an option to move directly to the Preboot
Execution Environment (PXE)—enabled boot system of the local network card.

Where video memory is shared with system RAM, the allocation of memory is often
customizable through the BIOS menu. Many BIOS menus can be bypassed, based on a
message similar to this:

Press F2 to Enter SETUP, Press F12 for Network Boot, Esc for Boot Menu

In this case, pressing the Esc key accesses a boot menu similar to that shown in
Figure 4-2.

Available options might depict one or more removable devices, such as USB keys,
floppy disk drives, or even secure digital media cards. They normally also depict one
or more hard drives. Of course, the CD-ROM option is somewhat more generic than the
menu choice suggests; it may boot a drive that can even write to DVDs. The Network
Boot option demonstrates that the PXE boot characteristics of a local network card are
integrated into the BIOS.

v TIP  Secure production systems should include password protection for the BIOS menu. Otherwise,

crackers who gain physical access to your systems could be able to boot LiveCDs from other media
such as CD/DVDs, USB keys, and so on. Of course, you could also install locks on such server
physical access points.

Making GRUB

GRUB is the default boot loader for most Linux distributions. In other words, when you
boot a system with Linux installed, you may have access to a menu similar to that shown
in Figure 4-3.

Boot Menu

<{Enter Setup>

Figure 4-2.  Aboot media menu
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Virtualization

Hardware virtualization facilitates the configuration of multiple virtual machines on
a single system. Linux supports several options for hardware virtualization. Red
Hat enables Xen with a specialized kernel on its distributions. Newer releases of
VMware products also take advantage of hardware virtualization. The default vir-
tualization option for Ubuntu Server Edition is based on a Linux kernel module
known as the Kernel-based Virtual Machine (KVM).

The current trend towards virtualization depends on supportive CPU hard-
ware. Hardware virtualization does not require multiple CPUs, but it does take ad-
vantage of the multi-core CPU chips available from both Intel and AMD. The Intel
multi-core CPUs allow virtualization to be disabled in the BIOS; most manufactur-
ers disable it by default, and some manufacturers don’t even allow users to enable
virtualization, even if the multi-core CPU supports it. Not all Intel Dual Core/
Core 2 Duo or AMD X2 CPUs support hardware-assisted virtualization. Generally,
hardware virtualization support is limited to AMD X2 CPUs of TL-50 and above,
as well as Intel Dual Core CPUs of T2300 (or T5600) and above. If the target system
includes an Intel multi-core CPU which supports virtualization, you probably will
have to enable the feature in the BIOS.

One way to check for virtualization with an Ubuntu LiveCD. After booting
from that media (and possibly making appropriate changes in the BIOS), review
the /proc/cpuinfo file. If you see the vinx (Intel) or svm (AMD) flags in that file,
the subject system supports hardware virtualization. (For more information on cre-
ating a virtual machine within an Ubuntu system, see Chapter 20, which is dedi-
cated to the subject.)

Of course, when you see the following prompt, you'll have to press the sc key before
the timeout to see the menu:

GRUB Loading stagel.5

GRUB loading, please wait...
Press 'ESC' to enter the menu... 3

The menu options are straightforward. The first option boots from the customized
Ubuntu Server Hardy Heron kernel. The second option boots from the same kernel in
single-user mode. The third option is designed to run the memtest program, which may
also be available from a BIOS menu, and stresses the local RAM looking for errors.

If you install a new kernel, that new kernel and at least the previously installed ker-
nel are normally both made available from GRUB menu.

a1



Ubuntu Server Administration

Ubuntu 8.84, kernel 2.6.24-16-server

Ubuntu 8.84, kernel 2.6.24-16-server (recovery mode)
Ubuntu 8.84, memtestBb6+

Use the * and | keys to select which entry is highlighted.
Press enter to boot the selected 0S5, 'e’ to edit the
commands before booting, or 'c’ for a command-line.

Figure 4-3.  Atypical GRUB menu

The code stanzas discussed in the following examples are from the GRUB configura-
tion file on the laptop on which I boot Ubuntu Server, without the comments (which you
can read for yourself). To review the version of this file on your own system, open the
/boot/grub/menu.lst file. The first active directive points to the first stanza as the de-
fault. In other words, if you don’t make a choice in 10 seconds (as depicted by the timeout
directive), GRUB automatically chooses the first stanza.

v NOTE In this context, a stanzais a group of directives in a configuration file designed for a specific
purpose. In the GRUB configuration file, a stanza specifies how an operating system is booted on a
local machine.

default 0
timeout 3

Be aware that if you set default 1, the default choice is set to the second stanza.
Even though the following directive is commented out, the menu is hidden by default.
If you don’t want a hidden menu, add the menu directive.

#hiddenmenu
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The default sets the GRUB menu in white with a black background. Colors can be
changed, as suggested by the following directive:

color cyan/blue white/blue

The password options are important; if you don’t protect the GRUB menu with a
password, a cracker who gets this far can then set the local system to boot at any runlevel,
including one that could provide administrative access without any other password. You
could set the password in clear text with a directive such as this:

password somepassword

v TIP | strongly recommend password protection for the GRUB menu. | suggest that you should also

disable or at least password-protect the “recovery mode” stanza configured in Ubuntu releases for
GRUB. Otherwise, anyone who is able to reboot (or power cycle) your Ubuntu system and can start
recovery mode can gain access to your system—with full administrative privileges.

It’s possible to use the MD5 algorithm to encrypt the password, using the following
steps:

1. Run the grub-md5-crypt command.

2. Enter the desired password and enter it again when prompted.

3. Copy the encrypted password as shown to the directive that follows. (The
encrypted password is the jumble of letters, numbers, and punctuation at the
end of the line.)

password --md5 $1$2EPQOS5wO/9IAKFyED7SfVaJoQio

If this line is written before the individual stanzas, it password-protects the GRUB
menu. If this line is written within a stanza, the user who selects that stanza is
prompted to enter that password.

Now examine the individual stanzas. The Hardy Heron release introduces the
Universal Unique Identifier (UUID), which is associated with the partition, RAID device,
or logical volume configured for a certain directory. (For more information on UUIDs
see Chapter 5.

The title directive specifies what’s seen in the main GRUB menu:

title TUbuntu, kernel 2.6.24-16-server
The root (hd0,0) directive specifies the partition with the /boot directory files:
root (hdo, 0)

In this case, it’s the first partition of the first hard drive. (If it were root (hd1,2), it would
be the third partition of the second hard drive.) The root directive in the third line is
different from root (hdo0,0).
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The kernel directive points to the filename of the Linux kernel, located relative to
root (hd0,0). Then the root directive specifies the UUID, partition, label, or logical vol-
ume on which the top level root directory (/) is mounted. (These options are described
in more detail in Chapter 5.) The ro means this top level root directory (/) is mounted
read-only, until the system reads the /etc/fstab configuration file. The quiet and splash
options hide associated messages, using a default Ubuntu splash screen. If you want to
watch messages as an Ubuntu system boots, you could delete those two options.

kernel /vmlinuz-2.6.24-16-server root=UUID=766680a9-4090 ro quiet
splash

Finally, loading the initial RAM disk, initrd for short, loads the associated image
file from the partition associated with the aforementioned root (hd0,0) directive. In
other words, the initial RAM disk file, initrd.img-2.6.24-16-server, is located in the
/boot directory.

initrd /initrd.img-2.6.24-16-server
The final quiet option suppresses messages after the initial RAM disk is loaded:
quiet

The Recovery Mode GRUB menu option configured for Ubuntu systems includes a
similar stanza of directives. The one difference is in the kernel command line. As shown
here, it specifies single in place of quiet splash. The single option starts Linux in single-
user mode, often also known as runlevel 1. You can also password-protect access to recov-
ery mode using the same technique described earlier in this section. Just make sure the
password directive with the password is included as part of the recovery mode stanza.

root (hdo,0)
kernel /vmlinuz-2.6.24-16-server root=UUID=766680a9-4090 ro single
initrd /initrd.img-2.6.24-16-server

The Meaning of Root in Linux

There are several meanings associated with the word root in Linux. In GRUB, a
directive such as root (hd0,1), which couples it with a partition, specifies the parti-
tion with the /boot directory. Also in GRUB, a directive such as root=/dev/hda5 in
the kernel command line specifies the partition or device where the top-level root
directory (/) is mounted. The home directory for the root administrative user is
/root, which exists even if the root user isn’t given a password (which is the default
in Ubuntu). The root prompt, normally a pound sign (#) in the default bash shell,
indicates that you're logged in as the root user.
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For contrast, the next stanza is, as suggested by its title, associated with Novell’s
SUSE Linux distribution. The boot directory is on the eighth partition of the first hard
drive, as suggested by its title. The kernel command line cites the Linux kernel in
/boot/vmlinuz, which confirms that the /boot directory is not located on a separate
partition.

title SUSE Linux Enterprise Server 10 (on /dev/sda8)

root (hdo, 7)

kernel /boot/vmlinuz root=/dev/sda8 vga=0x314 splash=silent showopts
initrd /boot/initrd

savedefault

boot

The differences between the SUSE and Ubuntu-style stanzas are subtle: In the case
of the SUSE stanza, the top-level root directory (/) and the /boot directory are both on
the same eighth partition of the first hard drive. Since the /boot directory is not directly
mounted on a partition, the kernel and initial RAM disk files both have taken from the /
boot/vmlinuz and /boot/initrd files. The vga=0x314 option is a framebuffer mode, used
during the boot process. (For more information on framebuffer modes, see http://tldp
.org/HOWTO/Framebuffer-HOWTO.html.) As suggested by splash=silent, no SUSE
splash screen appears during the boot process. The showopts option is indirect; options
listed before this directive are hidden during the boot process. The savedefault option
is generally ignored today; the boot option, which is the default, starts the boot process
using the settings listed in the stanza.

To learn more, examine how Red Hat configures a GRUB stanza. The following boots
my installation of Red Hat Enterprise Linux 5:

title Red Hat Enterprise Linux Server (2.6.18-8.1.8.el5)
root (hdo, 2)
kernel /vmlinuz-2.6.18-8.1.8.el5 ro root=LABEL=/ rhgb quiet
initrd /initrd-2.6.18-8.1.8.el5.img

The /boot directory is shown in the same format as in the Ubuntu-based stanza;
in this case, it’s located on the third partition of the first hard drive. As the partition is
dedicated to the boot directory, the kernel directive finds the noted Linux kernel file in
the local directory. As with the Ubuntu stanza, the ro means that the top level root direc-
tory (/) is mounted read-only, until enough of the system has booted. That top level root
directory (/) is associated with the LABEL=/ label, functionally similar to how Ubuntu
uses the UUID. The rhgb option is associated with a Red Hat graphical boot; the quiet
directive means that messages are hidden during the boot process.

Finally, examine how a Microsoft Windows system is booted from GRUB:

title Windows XP Media Center Edition
root (hdo, 1)

chainloader +1

boot


http://tldp.org/HOWTO/Framebuffer-HOWTO.html
http://tldp.org/HOWTO/Framebuffer-HOWTO.html
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The root (hd0,1) directive works like other similar root directives. In this case, it
points to the second partition of the first hard drive. The chainloader +1 directive
points one sector from the start of the specified partition, which is where the Microsoft
boot loader takes over.

v NOTE Later, in the “Recovery and Single-User Mode” section, I'll show you how to take advantage

of the GRUB menu to recover from some types of boot failures and more.

Kernels and Hardware Detection

Once a system boots from GRUB into some specified Linux kernel, the kernel is loaded
into the system—and is ready for more. The process is tracked in the kernel ring buffer,
available via the dmesg command or in the /var/log/dmesg file. While it’s a large file,
you should know at least the basics of what’s available through that file, as it can help
diagnose a variety of boot issues.

The details associated with the kernel ring buffer varies with BIOS, with attached
hardware, with power management schemes, and more. Some common characteristics
are listed in Table 4-1; but they may appear in a different order—or not at all on a system,
depending on the variations just described. The information for Table 4-1 was collected
from my desktop and laptop systems, as well as a VMware Server running Ubuntu.

With this knowledge, you can search through the kernel ring buffer for problems,
using filtering tools such as the grep command. For example, if a problem with detected
hardware appears, search through the kernel ring buffer for the device file, the associ-
ated hardware specification, or even hardware addresses.

But before you can log in to Linux, services must be started, terminals configured,
partitions mounted, and other tasks must be accomplished. And that’s the province of a
relatively new system known as Upstart.

Upstart, RCs Scripts, and Services

If you haven’t installed a new version of Linux lately, you might be in for a shock. There
is no /etc/inittab configuration file in Ubuntu releases. Upstart, the replacement for the
System V init program, is designed to meet the demands of the latest plug-and-play
hotplug environments. During the boot process, Upstart is especially helpful with file-
systems mounted on portable and network devices.

v NOTE This section assumes that you have some basic knowledge of services and runlevels;

thus, some of the explanations here are too brief for a relatively new Linux administrator. For more
information on runlevels and script management, see Chapter 7.

As an affirmation of Upstart’s success, Red Hat has adopted it as a replacement for
System V init, starting with Fedora 9 released in the spring of 2008.



Chapter 4: The Boot Process and Rescue Mode

Keyword Description

Kernel Specifies version and release date

RAM BIOS RAM map; can include high and low memory

Zone Messages such as “DMA zone” specifies the amount of
reserved memory in the noted area

ACPI or APM Detailed ACPI (Advanced Configuration and Power

Kernel command
line

Interface) settings include but are not limited to interrupts,
APIC (Advanced Programmable Interrupt Controller), and
more APM (Advanced Power Management) is now obsolete.

Directives and options from the kernel command line in
the GRUB boot loader

CPU Dual core and multiple CPU systems specify CPU#0,
CPU#1, and so on

Memory Detected RAM memory

SELinux or Messages associated with enabling such security feature

AppArmor

pnp Linux plug and play support; can also list number of
detected devices

TCP Settings for network tables

Various devices

Driver files

Mounted
filesystems

Can specify serial ports, mouse controllers, ISA (Industry
Standard Architecture) cards, network devices, USB systems

Can list device files such as ethO for a network device, sda
for a SCSI (Small Computer Systems Interface) or SATA
(Serial Advanced Technology Attachment) drive

Can include the format and partition device

Table 4-1.  Typical Types of Kernel Ring Buffer Messages

Upstart Service Scripts

Pay particular attention to the scripts in the /etc/event.d directory. Future Linux releases
might see service scripts currently in the /etc/init.d directory move there to become a part
of the Upstart system. One service script, the logging daemon, logd, was already moved
there for the Hardy Heron release. The configuration file, /etc/event.d/logd, is straight-
forward. First, logging is stopped in runlevels 0, 1, and 6 with commands like this:

stop on runlevel 0
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Next, log output, unless otherwise configured, is sent to the console:
console output

The /sbin/logd daemon is run by default. If it is stopped for any reason, it is re-
started, as depicted by the respawn directive:

exec /sbin/logd
respawn

Upstart Scripts Replace /etc/inittab

If you remember the directives in the /etc/inittab configuration file, you'll recognize the
contents of the other files in the /etc/event.d directory. As the hardware advantages of
Upstart are essentially transparent to most users, this section focuses on how Upstart
provides equivalent functionality to /etc/inittab.

The first line in a standard /etc/inittab file specifies the default runlevel. To review,
for Debian-based distributions including Ubuntu, the default runlevel as signified by the
following directive is 2:

id:2:initdefault

The default runlevel is now configured with Upstart’s rc-default configuration file
in the /etc/event.d directory. In essence, the script takes the default runlevel from /etc/
inittab if the file exists and a directive like id:2:initdefault is included; otherwise, it’s
configured to set a runlevel of 2.

Next, some scripts are run independent of runlevel, as configured by the following;:

gi::sysinit:/etc/init.d/rcS

This effectively runs all scripts in the /etc/rcS.d directory. These are all “start” scripts, as
they start with a capital S. In other words, they're started whenever Linux is booted. The
same scripts are run through Upstart, courtesy of the /etc/event.d/rcS script.

The next directive from my old /etc/inittab specifies what needs to be done when
Linux is booted into single-user mode, as specified by the recovery mode option described
earlier in the GRUB configuration file. The S runlevel is synonymous with the single that
appears in the GRUB configuration file, which starts single-user mode. The wait directive
stays in the noted runlevel. The sulogin command, when invoked by the recovery mode
option, boots and logs into the root account.

~~:S:wait:/sbin/sulogin

The equivalent Upstart functionality is available from the /etc/event.d/rcS-sulogin file,
which invokes the sulogin command unless /etc/inittab exists on the system.

These directives from /etc/inittab provide options; only one is run, based on the
specified runlevel. For example, if the default runlevel is 2, the associated command runs
the scripts in the /etc/rc2.d directory:

10:0:wait:/etc/init.d/rc 0
l1l:1:wait:/etc/init.d/rc 1
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12:2:wait:/etc/init.d/rc 2
13:3:wait:/etc/init.d/rc 3
l4:4:wait:/etc/init.d/rc 4
15:5:wait:/etc/init.d/rc 5
16:6:wait:/etc/init.d/rc 6

The equivalent Upstart script for runlevel 2 is /etc/event.d/rc2, which confirms the
desired runlevel and then runs the following command:

exec /etc/init.d/rc 2

Linux systems are configured to accept the CTRL-ALT-DELETE key combination often as-
sociated with Microsoft systems. When the associated signal is received, the /etc/inittab
file specifies the following directive, which starts the shutdown command in one second
(-t1), limited by any existing rules specified in an /etc/shutdown.allow file (-a), if it ex-
ists, and reboots now (-r now).

ca:12345:ctrlaltdel:/sbin/shutdown -tl -a -r now

In contrast, Upstart’s /etc/event.d/control-alt-delete file executes the following com-
mand, with fewer limitations. Of course, the command can be modified to suit your needs.

exec /sbin/shutdown -r now "Control-Alt-Delete pressed"

Many server systems are protected by Uninterruptable Power Supplies (UPS). When
connected to a Linux system, they can send one of three signals to the system, which was
interpreted by /etc/inittab with the following commands:

pf::powerwait:/etc/init.d/powerfail start
pn: :powerfailnow: /etc/init.d/powerfail now
po: :powerokwait:/etc/init.d/powerfail stop

These options require the powstatd package, also known as the Configurable UPS Moni-
toring Daemon. It depends on the noted /etc/init.d/powerfail script as well as the /etc/
powstatd.conf configuration file. But as /sbin/powstatd is now a regular daemon controlled
by the complementary /etc/init.d/powstatd script, it’s technically not part of Upstart.

Linux systems typically include six consoles, also known as gettys. In /etc/inittab,
they’re started with the following directives, where all six gettys are made available in
runlevels 2 and 3.

v NOTE They're known as gettys, not getties, based on a somewhat odd acronym, as a getty get a
TTY, short for teletypewriter. The TTY is the predecessor for the current command line console, which

“gets” the TTY.

1:2345:respawn:/sbin/getty 38400 ttyl
2:23:respawn:/sbin/getty 38400 tty2
3:23:respawn:/sbin/getty 38400 tty3
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4:23:respawn:/sbin/getty 38400 tty4
5:23:respawn:/sbin/getty 38400 tty5
6:23:respawn:/sbin/getty 38400 ttyé

In the Upstart system, each of these gettys are started with ttyx files in the /etc/
event.d directory, where x represents the terminal number. While these files are more
descriptive, they contain the same information. All six terminals are started in runlev-
els 2 and 3. When a user logs out of a terminal, the respawn directive regenerates that
terminal with a new login screen. Communication in a text screen is plenty fast at 38400
bits per second.

RESCUE OPTIONS

Problems happen, even in Linux: A key file might be erased, a newer administrator might
introduce a syntax error in a boot file, drivers and even volumes can become corrupt, a
download from a bad source can cause trouble for other systems. As real life happens,
Linux administrators need to know their options for rescuing troubled systems. This in-
cludes such options as single-user mode, rescue options from installation CDs, and even
the use of LiveCDs.

Recovery and Single-User Mode

There are two ways to access a recovery mode from the GRUB menu. By default, Ubuntu
releases include a recovery mode option in the GRUB configuration file, which provides
root administrative access to the Ubuntu system, even when the root administrative
account is not enabled.

Recovery Mode

Earlier in this chapter, I suggested that you disable or at least password-protect the re-
covery mode option in the GRUB menu. The risk is that recovery mode does provide
access to root administrative privileges on the local system. The title of the associated
stanza in the GRUB configuration file will appear similar to this:

Ubuntu 8.04, kernel 2.6.24-16-server (recovery mode)

If you select this option, Linux boots without hiding any boot messages. It then starts
a Recovery Menu, as shown in Figure 4-4, which offers three straightforward options:
Resume Normal Boot, Drop To Root Shell Prompt, or Try To Fix X Server. The options are
as depicted in the /usr/share/recovery-mode/recovery-menu configuration file, associ-
ated with the options configured in the /usr/share/recovery-mode/options directory.

V¥ Resume Normal Boot The boot process proceeds as if you booted a regular
kernel in the standard runlevel 2.
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Figure 4-4. The Recovery Menu

B Drop To Root Shell Prompt The bash shell is started with a root user prompt;
unless you've created a password for the root user, no password is required.

A Try To Fix X Server Executes the dpkg-reconfigure -phigh xserver-xorg
command, which prompts the administrator to reconfigure the default X server,
if the xserver-xorg package is installed.

Other GRUB Runlevels

Currently, it’s not possible to access any nonstandard runlevel from GRUB menu on
Ubuntu releases, except single-user mode. Access to other runlevels is a common feature
via the GRUB menu in other distributions. However, bug 85014 suggests Ubuntu devel-
opers are working on this issue.

If the menu is password-protected using the method suggested in the first part of the
chapter, you'll see the following message at the bottom of the menu, where OS is short
for operating system:

Press enter to boot the selected OS or 'p' to enter a
password to unlock the next set of features.

NOTE The OSinthe GRUB menu is an oversimplification. The implication is that each choice in the
GRUB menu starts a different operating system. In reality, it starts a different kernel, or even just a
different stanza configured to start the same operating system and kernel in a different runlevel.
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Once a password is entered (or if the GRUB menu is not password-protected), the
message is a bit different:

Press enter to boot the selected 0OS or 'e' to edit the
commands before booting, or 'c' for a command-line.

Now to access single-user mode from the Ubuntu GRUB menu, take the following
steps:

1. Highlight an operating system. For Ubuntu Hardy Heron server, choose
Ubuntu 8.04 kernel-2.6.24-16-server.

Press E to access the associated stanza of commands.

Highlight the line that starts with the kernel directive.

Press E to edit the line with the kernel directive.

SRR

Press the spaCEBAR once and type in the desired runlevel. In this case, to set up
single-user mode for root access, type S or single and press ENTER.

6. Press B to boot from the modified stanza.
7. When you see the menu shown in Figure 4-4, select root and press ENTER.
The computer should now boot in single-user mode, giving you access to the local
system with root administrative privileges. Be aware that changes made to this stanza

through the GRUB menu editor are temporary and will not appear the next time you
boot or reboot this system.

Using the GRUB Command Line

If the GRUB configuration file is accidentally erased, all is not lost. You could use a res-
cue mode as described in the next section. Alternatively, you could just enter the com-
mands at the GRUB command line that appears when the GRUB configuration file is
missing or misplaced. To follow along with this section, print out a copy of your GRUB
configuration file, /boot/grub/menu.lst, or refer to the file as described in the first half
of this chapter.

[ Minimal BASH-like editing is supported. For
the first word, TAB lists possible command
completions. Anywhere else TAB lists the possible
completions of a device/filename. ESC at anytime
exits. ]

grub>

You don’t need to delete the GRUB configuration file to access this menu. If the GRUB
menu is password-protected, press p and enter the password. Enter ¢ for the command
line shown here.

Several commands are available from the GRUB command line; enter help for a full
list. Options include directives often found in GRUB configuration files such as root,
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kernel, and initrd, as well as common shell commands such as cat and find. If at least the
/boot directory is associated with a regular partition, the find command can help you
identify the partition with those files. For example, the following command identifies a
standard file in the /boot/grub/ directory, in the first hard drive, on the first partition:

grub> find /grub/device.map
(hdo, 0)

If the /boot directory is not mounted on a separate partition, you'll need to enter the
full path to find the partition with the /boot/grub/device.map file. And, yes, it will be
on a partition, as the BIOS might not recognize an alternative such as a logical volume.

If the top-level root directory (/) is mounted on a regular partition, without benefit
of a logical volume or RAID device, you could search for key files there, such as /etc/
fstab:

grub> find /etc/fstab
(hdo, 1)

If you're fortunate to find a file like /etc/fstab, the cat/etc/fstab command can read
the contents of that file. But first you need to specify the partition with the following
command:

grub> root (hdo0,1)

If you don’t remember the precise contents of the associated GRUB configuration file,
some trial and error may be required. But the first command specifies the partition with
the /boot directory, in this case:

grub> root (hd0,0)

Next, type in kernel /, and press the TaB key, once. You'll see available files on the speci
tied partition, as shown in Figure 4-5. The T1aB key also supports command completion.
Experienced Linux users should already know that the Linux kernel file is vmlinuz-*.

grub> kernel /

rub> kernel ~

Possible files are: lost+found System.map-2.6.24-8-server vmlinuz-2.6.24-8-ser
er config-2.6.24-8-server abi-2.6.24-8-server initrd. img-2.6.24-8-server.bak i
nitrd. img-2.6.24-8-server grub coffee.bmp Memtest86+.bin debianlilo.bMp sarge.b

p sid.bmp debian.bmp boot.B8BB map

rub> kernel ~_

Figure 4-5. View available files using command completion
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If you know the GRUB configuration file, you should already know this is where to
specify the location of the top-level root directory (/). This may be tricky, especially if
that directory is located on a RAID device or logical volume. For the purpose of this sec-
tion, I'm assuming, and have an Ubuntu system, where that directory is mounted on a
specific partition, in this case, /dev/sda2. It's mounted as read only (ro) until the operat-
ing system is loaded and the Upstart system can take over.

grub> kernel /vmlinuz-2.6.24-16 root=/dev/sda2 ro

But wait, the GRUB configuration file described earlier specified an UUID for the
top-level root directory (/), if you know the partition where that directory is mounted,
you don’t need the UUID.

Finally, the initial RAM disk is normally loaded with the initrd command. In the
same fashion, I can take advantage of command completion. First, I type in this:

grub> initrd /

Then I press the TaB key to see available files, which should include an initrd.img-2.6.24-16-
server file:

grub> initrd /initrd.img-2.6.24-16-server
Finally, to start the boot process from the grub> prompt, I use the boot command:
grub> boot

If successful, the boot process should proceed as if it’s been run directly from a regu-
lar GRUB configuration file. You can then re-create an appropriate /boot/grub/menu.lst
configuration file using an example from another Ubuntu Server system.

The Installation CD Rescue Mode

Sometimes, you just need a rescue disk. The example of a missing GRUB configuration
file is a good way to test the rescue mode available from the Ubuntu installation CD. For
the purpose of this section, I run the following command to disable the GRUB menu:

$ sudo mv /boot/grub/menu.lst /home/michael

Now that GRUB is disabled, use the Ubuntu Server installation CD—the ISO file
described in Chapter 2 would work just as well. Boot from that CD, and when you get
to the main Ubuntu Server installation menu, choose Rescue A Broken System and press
ENTER.

The first few steps of rescue mode proceed like an installation. As shown in Figure 4-6,
a Rescue Mode label appears in the upper-left corner.

The first few steps are essentially identical to the first few steps of the installation pro-
cess described in Chapter 2. Remember that as these are text-mode installation screens,
use the TAB and arrow keys to highlight a selection and press ENTER to confirm the choice.
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Figure 4-6. Rescue mode screen

Rescue mode also provides full access to the other installation tools; just select Go Back,
and you should recognize the installation menu.

1.
2.

Select a language and press ENTER.

Based on the selected language, a choice of countries or regions may be
presented. Select the most appropriate option and press ENTER to continue.

When you see an option Detect Keyboard Layout, I prefer to select No.
Otherwise, you're prompted to type in one of several different characters,
several times. Make a choice and press ENTER to continue.

Select a Keyboard Origin and press ENTER.
Select a Keyboard Layout and press ENTER.

The Ubuntu installer now takes a few moments to detect critical hardware and
install packages required for rescue mode.

Enter a hostname for the system, which does not have to match the hostname
of the system being rescued.
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Figure 4-7.  Selecting a root filesystem in rescue mode

8.

10.

Based on the national origin associated with the keyboard, review the options for
time zones. Select a time zone most appropriate for your location and press ENTER.

In the Rescue Mode screen shown in Figure 4-7, you'll see a list of detected
devices, which can be partitions, logical volumes, or RAID devices. Select the
device associated with the top-level root directory (/) and press ENTER.

If in doubt about the right device, shell access is available in the second and
third virtual consoles, in the same manner as during the regular Ubuntu
installation process. Press ALT-F2 or ALT-F3, and then press ENTER, to access the ash
shell in one of these consoles. You can run basic commands such as df, fdisk,
cat, and mount to review available files. You can then return to the Rescue
Mode screen by pressing ALT-F1.

Alternatively, just try all available options; if the top-level root directory (/)
device is not found, an error message appears after the next step, at which
point you can select Go Back and try a different device.

There are four options which appear, as shown in Figure 4-8. The first option
depends on the device selected in step 9.

B Execute A Shell In /dev/xyz The actual device file that appears (instead of
xyz) depends on the device selected in step 9. This option mounts the device
and looks for a shell in the associated volume. If a shell doesn’t exist in that
volume, you'll see an error message. If it exists, you're asked to confirm,
before the device file is mounted on the top level root directory (/), and
you're taken to a root user prompt. Generally this is the preferred option.

B Execute A Shell In The Installer Environment The device file selected
earlier is mounted on the /target directory, a shell from the installation CD is
used, and you’re shown a root user prompt.
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Figure 4-8. Selecting a rescue mode operation

B Choose A Different Root Filesystem This option opens the Ubuntu
Installer Main Menu, defaulting to the Enter Rescue Mode option. Select this
option, and repeat step 8.

B Reboot The System This option does not reboot the system, as of this writing.

11. Assuming you've selected one of the first two options from Figure 4-8, you should
have access to a root prompt. If the /var directory is part of the top-level root
directory (/) volume, you should have access to log files in the /var/log directory,
to diagnose errors as needed.

12. Let’s return to the original problem, a moved GRUB configuration file.
Assume the find command was used to search and locate the menu.lst GRUB
configuration file, say in your home directory. In that case, you can restore the
menu.lst configuration file with the following command (substituting your user
information):

# cp /home/michael/menu.lst /boot/grub

13. Once changes are complete, type exit to return to the screen shown in Figure 4-8.
At that point, you can select Reboot The System. If this takes you to the Ubuntu
Installer Main Menu, select Execute A Shell, select Confirm, and press ENTER.
Then type in the reboot command.

Using a LiveCD/DVD

Sometimes a LiveCD is better suited to repairing a troubled system. It’s the best option
if there are doubts about the integrity of a local filesystem. The boot process from an
Ubuntu LiveCD leads to a menu slightly different from that of the Ubuntu Server CD.
You'll see an option to Try Ubuntu Without Any Change To Your Computer, which boots
a complete version of the current Ubuntu release direct from the CD, without using any
files or partitions on local hard drive(s).
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After the live Ubuntu system boots, administrators who prefer the command line,
can choose Applications | Accessories | Terminal, or press CTRL-ALT-Ex, where x is a
number between 1 and 6, to access one of the standard six virtual terminals.

One advantage of the LiveCD is that no local partitions are mounted (unless you
choose to mount them). That fact frees you to run commands such as fsck and badblocks
to check the integrity of various partition, logical volume, and RAID device files.

From a command line in the LiveCD, the sudo command is not password-protected.
So from a LiveCD command line, you could check the integrity of a partition such as
/dev/sdal with the following command:

$ sudo fsck /dev/sdal

v NOTE Similar advantages are available from other Linux LiveCD/DVD media. | often use the

Knoppix DVD, which includes a wide variety of tools. But if you need to rescue a system, you're
probably under some pressure and should therefore use a LiveCD/DVD with familiar tools.

SUMMARY

This chapter focused on the boot process. While it included a general description of the
BIOS menu, much of the focus was on the GRUB boot loader, and how the GRUB menu
and individual entries can be password-protected and edited during the boot process. It
also described the general messages associated with the kernel ring buffer, available in
the /var/log/dmesg file.

It introduced the Upstart system, Ubuntu’s replacement for /etc/inittab. Designed
to run more smoothly, especially with hotpluggable storage devices, it’s configured pri-
marily in the /etc/event.d directory. The Red Hat community is adopting Upstart for its
own releases. Eventually all service scripts in the /etc/init.d directory will be converted
to Upstart scripts.

There are several different ways to rescue a Linux system. A recovery mode option
exists in the default Ubuntu GRUB boot loader menu. If you choose to delete this option
(and I recommend this), single-user mode is available with a bit of editing of the regular
GRUB boot option. If the GRUB configuration file is corrupt or lost, you may be able to
boot directly from the grub> prompt. Alternatively, a rescue mode is available from the
installation CD. As the Ubuntu LiveCD provides a fully functional operating system, it
can also be used to rescue another Ubuntu system.
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partitions, software RAID (Redundant Array of Independent Disks) arrays, and

logical volumes. Linux directories follow a protocol known as the Filesystem
Hierarchy Standard (FHS). Several tools are available to create and format partitions
and more.

While it’s easier to configure logical volumes and RAID arrays during the standard
installation process, that’s not always possible. This chapter describes how you can con-
figure partitions and then create RAID arrays and logical volumes after the Ubuntu Serv-
er operating system is installed.

This chapter focuses on filesystems and how they can be configured on formatted

MAKE THE FILESYSTEM WORK FOR YOU

Everything in Linux is associated with a file. Partitions are represented by filesystem
device files, such as /dev/sdal. Logical volumes and RAID arrays are also represented
by filesystem device files. Other components such as CD/DVD drives are associated
device files, such as /dev/dvd. The standard for organizing files and directories in Unix
and Linux is through the Filesystem Hierarchy Standard (FHS). This section provides a
basic overview of the FHS.

v NOTE You may be aware that many Linux distributions do not precisely follow every element of the

FHS. Some elements in Ubuntu such as the Upstart system and the /etc/default configuration files
were developed after the latest FHS release in 2004. Detailed information is available from the official
FHS home page at www.pathname.com/ths.

The Filesystem Hierarchy Standard

While there are variations, modern Unix/Linux operating systems share several common
directories. Some of these directories are dedicated for user files, drivers, kernels, logs,
programs, utilities, and more. These directory categories, documented in the FHS, make
it easier for users of other Unix-based operating systems to understand the basics of
Linux.

On every Linux distribution, the filesystem starts with the top-level root directory, also
known by its symbol, the single forward slash (/). Every other Linux directory is a sub-
directory of that top-level root directory. Major directories are summarized in Table 5-1.
Unless subdirectories are mounted separately, you can also find their files on the same
partition, RAID array, or logical volume as the root directory. You might not see some of
the directories shown in the table if you have not installed associated packages, as not all
directories shown are officially part of the FHS.

Mounted directories are often known as volumes and can span multiple partitions in
RAID arrays or logical volumes.

v NOTE In Linux, there are several different meanings associated with filesystem. A filesystem can
refer to the FHS, an individual partition such as /dev/hdai, or a format such as ext3 or vfat.


www.pathname.com/fhs

Chapter 5: Filesystem Configuration 111

Directory Description

/ Notes the top-level root directory. All other directories are subdirectories.

/bin Adds essential command line utilities. Should not be mounted
separately; otherwise, it could be difficult to get to these utilities when
using a rescue mode.

/boot  Includes several Linux boot files, including the Linux kernel. If
mounted separately, 100MB is usually sufficient for several kernels.
Generally should not be mounted on a logical volume or RAID device.

/dev Specifies hardware and software device drivers such as USB drives and
console terminals. Do not mount this directory on a separate partition.

/etc Sets most basic host-specific configuration files; several /etc
subdirectories are specified in the FHS, including /etc/X11.

/home Includes home directories for every user (except root).

/lib Adds program libraries for /bin and /sbin command line utilities and
the kernel. Do not mount this directory on a separate partition.

/media Incorporates mount points for removable media and unassigned
volumes. Examples include floppy disks (/media/floppy) and CD/
DVDs (/media/cdrom). Unassigned volumes may be associated with
partitions; for example, /dev/sda6 can be mounted as /media/sda6.

/misc  Includes a standard mount point for local directories mounted via the
automounter; not a formal part of the FHS.

/mnt Adds a legacy mount point; formerly used for removable media,
commonly used for temporary filesystems.

/net Includes a standard mount point for network directories mounted via
the automounter; not a formal part of the FHS.

/opt Incorporates a common location for third-party application files.

/proc  Specifies currently running kernel-related processes, including device
assignments such as IRQ ports, I/O addresses, and DMA channels,
as well as kernel configuration settings such as IP forwarding.

/root Notes the home directory of the root user.

/sbin Adds system administration binary commands. Don’t mount this
directory separately.

Table 5-1.  Basic Filesystem Hierarchy Standard Directories
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Directory Description

/smb Includes the standard mount point for remote shared Microsoft network

/srv Specifies a directory commonly used by network servers.

/tmp Includes temporary files.

/usr Adds small programs accessible to all users. Includes many system
administration commands and utilities in subdirectories such as
/usr/bin.

/var Includes variable data, including log files and printer spools.

directories mounted via the automounter; not a formal part of the FHS.

Table 5-1. Basic Filesystem Hierarchy Standard Directories (continued)

Partition Device Files

Before you review how to create partitions, take a step back and examine how partition
device files work. Partitions can be created on several different types of media:

v

PATA drives Since nearly the beginning of the PC era, the standard computer
system has been configured to manage up to four IDE (Integrated Drive
Electronics) hard drives, now known as PATA (Parallel Advanced Technology
Attachment) drives.

SATA drives Current PCs can also handle SATA (Serial ATA) drives.

SCSI drives Servers commonly are configured with SCSI (Small Computer
Systems Interface) drives. Depending on the SCSI hardware, up to 31 different
SCSI hard drives may be attached.

USB drives It’s not currently possible to boot Linux directly from a USB
(Universal Serial Bus)-based hard drive or similar device such as a USB key,
since you can’t load Linux boot files directly from these drives. However, it is
possible to set up a boot floppy or CD/DVD to start Linux from these drives.
Directories other than /boot can be mounted on a USB drive.

IEEE 1394 drives IEEE 1394 (Institute of Electrical and Electronics Engineers
standard 1394, also known as FireWire or iLink) hard drives have similar
abilities and limits to USB drives.

There are limits to how directories can be configured. While you can use as many
PATA, SATA, SCSI, USB, and IEEE 1394 drives as your hardware can handle, the Linux
boot files from the /boot directory must be installed on one of the first two internal hard
drives; alternatively, you’'d need to configure a boot floppy, CD, or USB key, depending
on the capabilities of the BIOS.
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Partition Device

Floppy drive
PATA (IDE) hard drive or
CD/DVD drive

SATA, SCSI, USB, IEEE 1394
drive
Primary partition

Extended partition

Logical partition

Device File

First floppy = /dev/fd0

First drive = /dev/hda, Second drive = /dev/
hdb, Third drive = /dev/hdc, Fourth drive =
/dev/hdd

First drive = /dev/sda, Second drive = /dev/
sdb ... Twenty-seventh drive = /dev/sdaa,
and so on

First PATA primary partition = /dev/hdal;
Second SATA /SCSI primary partition =
/dev/sda2

/dev/sdax or /dev/hdax; depending on
configured primary partitions, x could
be?2,3,or 4

First SCSI/SATA logical partition = /dev/
sda5; Second PATA logical partition = /dev/
hda6

Table 5-2. Partition Devices

On each drive, up to four primary partitions can be configured. One primary partition
can be assigned as an extended partition, which can be subdivided into logical partitions.
While more can be configured using tools such as fdisk, Linux recognizes no more than
16 partitions on a SATA /SCSI drive.

Ubuntu systems normally detect all partition devices listed in this section automatically.
In the context of the Linux FHS, partition devices, are part of the /dev directory. Typical

partition device files are described in Table 5-2.

Create Partitions with fdisk

Older Linux veterans know the fdisk utility. It’s the traditional partition management
tool for Linux. This section describes a few of the basic fdisk commands. The expert
mode available for fdisk illustrates the flexibility of this tool, which is much more ca-

pable than the Microsoft version, FDISK.EXE.

v NOTE  This section assumes you're working on Ubuntu Server Edition with at least two SCSI hard
drives. If you don’t have such hardware available, SATA drives are also acceptable. Alternatively, a
VMware Server-based virtual machine makes it easy to create virtual SCSI drives. That's what | used

when writing this book.
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The Basics of fdisk

First, you need to know the device file of the drive to be configured. The easiest way
to determine this is with the following command, which lists all connected drives—if
they’re detected:

$ sudo fdisk -1

You'll see drive sizes, listed in order, as well as partitions configured on each drive.
A sample output is shown in Figure 5-1. Note the partitions configured on the first two
drives. The actual drive order varies by hardware; portable drives such as those con-
nected by USB and IEEE1394 devices appear after internal devices.

The following code shows how fdisk is used to open the second SCSI or SATA drive,
/dev/sdb, to access an fdisk-based command line prompt. From this prompt, the m
command lists basic fdisk commands.

$ sudo fdisk /dev/sdb

Command (m for help): m
Command action
a toggle a bootable flag
b edit bsd disklabel
c toggle the dos compatibility flag

michael@ubuntuhardyserver:~% sudo fdisk -1
[sudo] password for michael:

Disk fdev/sda: B583 MB, BS5B933459Z2 bytes

255 heads, 3 z/track, 1044 cylinders
Units = cy 65 * 512 = BZZ5280 bytes
Disk identifier: 0x00067c3f

Dewvice Boot Start End Blocks Id sSystem
Jdewv/sdal * 1 12 95358+ B3 Linux
/dev/sdaZ 13 924 7325640 B3 Linux
fdev/sda3 925 986 458015 B2 Linux swap / Solaris
Disk /fdewv/sdb: 1073 MB, 1073741824 bytes
255 head sectors/track, 130 cylinders
Units = cy ders of 16065 * 512 = BEZZ5280 bytes
Disk identifier:
Dewvice Boot Id System

/dev/sdbl 83 Linux
Disk /fdev/s
255 heads
Units =
Disk identifier:

Disk fdev/sdc doesn't contain a wvalid partition table
michael@ubuntuhardyserver:-~5

Figure 5-1.  fdisk lists available partitions
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delete a partition

list known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table

quit without saving changes
create a new empty Sun disklabel
change a partition's system id
change display/entry units
verify the partition table

write table to disk and exit

X 2 4 6 tmQC 0B 3 H Q

extra functionality (experts only)

Command (m for help): g

There’s a lot that you can do with the fdisk utility. If you're interested in fdisk in
depth, run the x command to review associated extra functionality.

Important fdisk Commands

To see what fdisk can do, type in the print command (p). Examine how it prints out the
current partition table. The capacity of the drive and each configured partition is listed
in cylinders. In the following case, the drive contains 130 cylinders, and 65 cylinders are
used by the only configured partition on this drive.

Command (m for help): p

Disk /dev/sdb: 1073 MB, 1073741824 bytes

255 heads, 63 sectors/track, 130 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: 0x5ab062c8

Device Boot Start End Blocks Id System
/dev/sdbl 1 65 522081 83 Linux

Command (m for help) :

From the available free space, you can create a new (n) partition which can be either a
primary (p) or logical (1) partition. If an extended partition doesn’t already exist, you can
create it with the e command; that extended partition can then contain logical partitions.

When you assign space to a partition, you're assigning a block of cylinders on that
hard disk. If you have free space, the fdisk default starts the new partition at the first
available cylinder. The actual size of the partition depends on disk geometry, which
can lead to a variance of several megabytes. In other words, if you specify a partition
of 100MB, the actual size of the partition might be something like 96MB or 104MB.
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Use fdisk to Delete a Partition

To see how the fdisk utility works, take a look at how it deletes a partition. For the pur-
pose of this section, I've configured the target partition without any data. To delete a
partition from my second SCSI drive, I take the following steps:

1. Irun the sudo fdisk /dev/sdb command. This opens the following fdisk
prompt:

Command (m for help) :

2. Iprint the current partition table with the p command, which lists any

configured partitions by device. For example, the first partition on the second
SCSI drive is /dev/sdbl.

3. Idelete the partition with the d command. If this is the only partition on the
drive, it is automatically deleted. If there is more than one partition configured
on this drive, I'm prompted for the partition number with a prompt like this:

Partition number (1-4):

4. Before changes are made, they have to be written to disk with the w command.
This deletes the partitions; at this point, data would be much more difficult
to recover. It takes a few seconds to write the changes before returning to the
command line.

The partition table has been altered!
Calling ioctl() to re-read partition table.
Syncing disks.

It’s no longer necessary to use the sync or partprobe command or reboot to imple-
ment the changes. I now have an empty hard disk or hard disk area in which to create
needed partitions.

Use fdisk to Create a Regular Partition

This section illustrates how to create a new partition for the /boot directory. Any existing
partition associated with this directory can then be used as a backup. In this example, I
create a partition on the second SCSI drive. In general, a partition created for the /boot
directory should be on one of the first two physical drives. To add a suitable partition to
my second SCSI drive, I take the following steps:

1. Irun the sudo fdisk /dev/sdb command. This opens the following fdisk
prompt:

Command (m for help):

2. Iprint the current partition table with the p command, which lists any
configured partitions by device. For example, the first partition on the second
SCSI drive is /dev/sdbl.
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I run the n command to create the new partition.

4. Ispecify the p command to set it as a primary partition. These steps assume the

10.

second SCSI disk has primary partitions available.

When I see the following prompt, I specify a partition number. If the number is
already taken, fdisk provides a message to that effect and allows me to try again.

Partition number (1-4):

If partitions are already configured on the second SCSI disk, I recommend that
this partition is configured to start at the first available cylinder. Normally,
that’s the default, as suggested by the prompt shown here:

First cylinder (1-256, default 1): 1

One of the strengths of fdisk is its ability to specify partition sizes in a normal
format, such as bytes, kilobytes, or megabytes. To specify a size of 100MB, I
follow the suggestions at the prompt shown here:

Last cylinder or +size or +sizeM or +sizeK (2-256,def 256): +100M

As a partition associated with the /boot directory should be bootable, I use the
a command.

I run the print command (p) one more time to make sure that I made the right
changes. Although I specify a 100MB partition, the geometry of the disk generally
does not allow that precise size, as shown in the example. The effect is variable.
On one disk, a 100MB partition actually covers 92MB. On another disk, a 100MB
partition covers 9MB.

Assuming I'm pleased with the changes, I use the write command (w) to record
the changes to the disk.

I can now format the partition. Then I can mount the partition and copy desired files
to the new partition. Finally, I implement the changes in the /etc/fstab configuration file.
This process is covered a bit later.

Use fdisk to Create a Swap Partition

This section assumes a swap partition is available, appropriately sized for the RAM
on the local system. This section illustrates how to create an additional swap partition
using fdisk. You already know how to open a disk for editing with fdisk. Here, I create a
swap partition on my second SCSI hard drive. For the purpose of this exercise, I assume
there’s at least 512MB of free space available. (For learning purposes, the swap partition
can be smaller.)

1.

I run the sudo fdisk /dev/sdb command to get to the following fdisk prompt:

Command (m for help):
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2. Irun thel command to list available file types. While the fdisk default creates a
Linux Native type partition, many other types are available. Note the hex code
for a regular Linux partition (83) and a Linux swap partition (82).

3. Irunthe n command to create a new primary or logical partition. I create it and
specify with a size of 512MB.

4. Irun the p command to review the new partition, and note the number assigned
to the partition.

5. Irun the t command, and type in 82 to change the file system type to a Linux
swap partition.

6. Iconfirm the result by running the p command again.
7. Irun the w command to write the changes to disk.

At this point, I can format the new partition, activate it as a swap device, and then
configure it in /etc/fstab. This process is discussed a bit later.

The parted Utility

One primary alternative to fdisk is parted, an excellent tool developed by the GNU Foun-
dation. As with fdisk, parted can be used to create, check, and destroy partitions, but it
can do more. It can also be used to resize and copy partitions, as well as the file systems
contained therein. More information is available at www.gnu.org/software/parted.

v CAUTION Be extra careful with the parted utility. Changes made are immediately written to the

target partition or drive, even before parted is closed.

This discussion assumes that you’ve run a command such as sudo parted /dev/sda to
open a drive. When parted is open, the following prompt appears:

(parted)

If you use parted and then check configured partitions with fdisk, you might see
errors such as this:

Partition 1 does not end on cylinder boundary.

Such an error is not a big deal. While fdisk partitions are associated with hard drive
cylinders, parted is not so limited.

The Basics of parted

Before you use parted to work with a partition, you need to know the device file of the
drive to be configured. The easiest way to do this is with the following command, which
in this case lists the partitions configured on the second SCSI or SATA drive:

$ sudo parted /dev/sdb print


www.gnu.org/software/parted
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You'll see the size of the noted drive, as well as partitions configured on that drive. The
following code shows how I start the parted utility to open that second SCSI or SATA
drive, /dev/sdb, to access the (parted) command line prompt:

$ sudo parted /dev/sdb

GNU Parted 1.7.1

Using /dev/sdb

Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted)

As suggested by the comment, the help command lists available commands. If you're
familiar with fdisk, you can see that parted can do more, as it can even format and resize
partitions. Unfortunately, the format functionality is limited and does not allow you to
create or resize ext3 partitions, at least as of this writing.

For more information on each of these commands, run help command. For example,
the help rm command specifies how the rm command can be used to remove a partition.
You don’t have to follow the specified command format precisely; parted commands
prompt you for any required information.

Important parted Commands

At the (parted) command line prompt, start with the print command to review the
current partition table, assuming one exists. If free space is available, you can use the
mkpart command to make a new partition. You could even use the mkpartfs command
to make and format a new partition. The mkfs command can format partitions, but not
to the default ext3 filesystem. The rm command can delete partitions.

Remember that disks can have up to four primary partitions, corresponding to num-
bers 1 through 4. One of the primary partitions can be redesignated as an extended parti-
tion. The remaining partitions are logical partitions, numbered 5 and above. While the
parted utility allows you to create more than 15 partitions, in this case, anything beyond
/dev/sdbl5 is not recognized by Linux.

Deleting a Partition
It's easy to delete a partition: From the (parted) prompt, use the rm command to delete the
partition that you no longer need. Of course, before deleting any partition, you should
do the following:

V¥ Save any data you need from that partition.

B Unmount the partition.

B Delete any entry in /etc/fstab, so Linux doesn’t try to mount it the next time
you boot.

A Start parted and run the print command to identify the number of the partition
to be deleted.



120

Ubuntu Server Administration

For example, if you want to delete partition /dev/sdb2 from the (parted) prompt,
run the following command:

(parted) rm 2

Using parted to Create a Regular Partition

Here I create new partition for the /home/michael directory. Any existing partition as-
sociated with this directory can then be used as a backup. I do this on the third SCSI or
SATA drive.

Whenever a new hard drive is installed, a new partition table is required. While the
sudo parted /dev/sdc command opens a freshly installed third SCSI or SATA drive, a
new label is required. I try to review the partition table with the print command and get
the following message:

Error: Unable to open /dev/sdc - unrecognised disk label.

v CAUTION  Don't run the mklabel command in the parted utility on any disk with data that you want

to keep. All existing data on the disk will be deleted.

Before I can do anything else with this drive, I need to create a label. I consult the list
of avaible commands, and note that I can do this with the mklabel command. As strange
as it sounds, the default label to be used for a Linux hard drive is msdos, as shown with
the following commands. You might recognize that label from the installation process as
described in Chapter 2.

(parted) mklabel
New disk label type? msdos

Now I can add a partition to my third SCSI or SATA drive with the following steps:

1. If parted isn’t already open, I run the sudo parted /dev/sdc command, which
opens the (parted) prompt:

(parted)

2. Now I create a new partition with the mkpart command. The parted utility
prompts for required information. If an extended partition already exists, I can
create a logical partition.

(parted) mkpart

Partition type? primary/extended? primary
File system type? [ext2]? ext2

Start? 0

End? 100MB
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3. Now I review the results, as follows:
(parted) print
Disgk /dev/sdc: 1074MB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

Number Start End Size Type File system Flags
1 0.51kB 100MB 100MB primary ext2

v NOTE If this is the first partition you've created on this drive, the File system column is empty, no

matter what you have entered. You can address that issue with the mkfs command. If you then exit
from parted, you can reboot or run the partprobe command to get Linux to read the new partition
table.

Using parted to Create a Swap Partition

Now repeat the process to create a swap partition. Make the start of the new partition
1 MB after the end of the preceding partition. Use the same commands, substituting
the linux-swap file system type as appropriate:

(parted) mkpart

Partition type? primary/extended? primary
File system type? [ext2]? linux-swap
Start? 101MB

End? 1000MB

Here’s the result:

(parted) print

Disk /dev/sdb: 10.7GB
Sector size (logical/physical): 512B/512B
Partition Table: msdos

Number Start End Size Type File system Flags
1 0.51kB 100MB 100MB primary ext2
2 101MB 1000MB 900MB primary

Repeat the process to create a regular partition after the swap partition:

(parted) mkpart

Partition type? primary/extended? primary
File system type? [ext2]? ext2

Start? 1101MB

End? 2100MB
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Now exit from parted. To get Linux to read the new partition table, reboot or run the
partprobe command. Then exit from parted with the quit command.

v CAUTION  Sometimes you'll see errors when you run the partprobe command, even on a correctly

configured system. For example, if you haven't put a disk into an existing floppy drive, errors related
to the device file (usually fd0) can occur. If the disk in your CD/DVD drive is read-only you'll see a
message to that effect.

Format New Filesystems

It’s not enough to create a new partition: it also has to be formatted. Linux supports
a rich variety of filesystem formats, which can be somewhat inaccurately divided into
“standard” filesystems without a journal and “other” filesystems that do contain a jour-
nal. Generally, journaling filesystems are better suited for larger partitions. This section
reviews a list of basic standard and journaling filesystems and shows how they can be
formatted. It does not include filesystems such as those associated with MINIX or The
SCO Group. One more command is required to activate a swap filesystem.

Standard Filesystem Formats

Linux is a clone of Unix that was developed from the Unix filesystems available at the
time. The first Linux operating systems used the Extended Filesystem (ext). This has
evolved into the standard Second Extended Filesystem (ext2), still in use for smaller par-
titions. For example, it's common to create a 100MB partition for the /boot directory; that
partition is often formatted to ext2. A sample of standard filesystem formats is shown in
Table 5-3. These formats appear in lowercase characters, as the associated commands (and
the output to the mount command) generally also cite these formats in lowercase.

Journaling Filesystem Formats

As hard disks and partitions grow in size, Linux users are moving toward filesystems
with journaling features. Journaling filesystems have two main advantages: they’re fast-
er for Linux to check during the boot process, and if a crash occurs a journaling filesys-
tem has a log (also known as a journal) that can be used to restore the metadata for the
files on the relevant partition. The default filesystem for Ubuntu is ext3; several options
are shown in Table 5-4.

How to Format a Filesystem

There are several commands available which can format a Linux filesystem. All are
based on the mkfs command, which includes extensions that describe the filesystem
format, such as mkfs.ext2, mkfs.ext3, and mkfs.reiserfs. Closely related is the mkswap
command, which formats a Linux swap partition. Of course, the commands discussed
in this section should not be run on a mounted filesystem.

These commands are straightforward. The following command formats the /dev/
sdb1 partition to the ext2 filesystem:

$ sudo mkfs.ext2 /dev/sdbl
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Filesystem Type

ext
ext2

swap
msdos, fatlé, vfat

1509660

ntfs, fuseblk

proc, sysfs, tmpfs, devfs
/dev/pts

nfs

cifs, smb

Description

The first Linux filesystem, used only on early versions.

A Linux filesystem in common use for smaller
partitions such as the /boot directory; also known
as the Second Extended Filesystem.

The Linux swap filesystem is associated with
dedicated swap partitions.

Microsoft formatted filesystems are generally
recognized in Linux as the noted filesystem types.

The standard filesystem for CD/DVD media.
The current Microsoft Windows filesystem.
Linux virtual filesystems.

The Linux implementation for virtual terminals.

The Network File System, the system most commonly
used to share files and printers between Linux and
Unix computers.

The Common Internet File System (CIFS) is the
successor to the Samba/Server Message Block (SMB)
system for shared directories.

Table 5-3. Some Linux Standard Filesystem Types

Filesystem Type Description

ext3 The default filesystem

reiserfs

The Reiser File System is resizable and supports fast journaling;

troubled due to the legal problems of its original developer

xfs Developed by Silicon Graphics to support very large files, up to
9 x 10" bytes

Table 5-4. Journaling Filesystems
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The following command formats /dev/sdc2 to the Linux swap filesystem:
$ sudo mkswap /dev/sdc2

You can convert partitions between the ext2 and ext3 formats. As the only difference
is the journal, you could add a journal to the ext2 formatted /dev/sdbl partition with
the following command:

$ sudo tune2fs -j /dev/sdbl
The journal can be removed with the following command:
$ sudo tune2fs -0 “has journal /dev/sdbl

How to Set Up a Swap Partition

As suggested, swap partitions are a bit different from regular partitions. First, they're
given swap filesystem types in utilities such as fdisk and parted. Next, they’re formatted
with the mkswap command. To activate a swap partition such as /dev/sdc2, you would
need to run the following command:

$ sudo swapon /dev/sdc2

Manage Filesystems in /etc/fstab

While you can run the mount command to activate and copy data to newly formatted
partitions, that’s not enough. Such partitions aren’t recognized during the boot process
unless they’re configured in the /etc/fstab configuration file. To understand what’s config-
ured in this file, review it with a command like less /etc/fstab. As you can see in Figure 5-2,
different filesystems are configured on each line.

As suggested by the opening comments in the file, there are six fields associated with
each filesystem. Table 5-5 describes these fields, from left to right.

# Jfetc/fstab: static file system information

#

# «<file system> <mount point> <type> <options> <dump> <pass>
Jproc proc defaults 0 0

B0a9-1892-4090-237d-505380004319 / exts errors=remount-ro 0 1

ra

/sdail
079e50£d-f042-4an6-8cf3-4fa33cd0fbil /boot ext3 defaults o

dB90azZil-a36e-4258-a7b2-dblecZcBf5bh none swap SW 0 0
10 edia/cdromd udf, is09660 user, noauto, exec,utfl 0 ]
v/ £40 Jmedia/floppyl auto rw, user, noauto, exec, utf i 0 0

Figure 5-2. /etc/fstab
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Field Name

<file system>

<mount point>
<type>
<options>
<dump>

<pass>

Description

Identifies the device to be mounted; can be a device file such
as /dev/sdal or a Universally Unique Identifier (UUID);
some distributions use a label.

Notes the directory where the filesystem will be mounted.
Labels the filesystem format type.
See Table 5-6.

Shows a value of either 0 or 1. A value of 1 means that data is
automatically saved to disk by the dump(8) command when
you exit Linux.

Drives the order that filesystems are checked during the boot
process. The root directory (/) filesystem should be set to 1, and
other local (nonremovable) filesystems should be set to 2.

Table 5-5.  Description of /etc/fstab by Column

More information is required for the <options> column. Generally, defaults is the
appropriate mount option for most /etc/fstab filesystems. Some major options are listed

in Table 5-6. Opposites such as sync and async, auto and noauto are often available.

Multiple options can be separated by commas. A more complete list is available with the

man mount command.

Option Description

async Data is read and written asynchronously.

atime The file inode is updated each time the file is accessed; superseded
by relatime.

auto Tries to detect the filesystem format.
defaults A combination of rw, suid, dev, exec, auto, nouser, and async.

dev Used for character devices such as terminals and block devices such
as partitions.

Table 5-6. /etc/fstab Mount Options
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Option Description

exec Allows binaries (compiled programs) to be run on this filesystem.
noauto Filesystem is not mounted during the boot process.

nouser Only root users are allowed to mount the specified filesystem.
relatime  The file inode is updated only when needed; supersedes atime.

ro Mounts the filesystem as read-only.

™ Mounts the filesystem as read /write.

suid Allows setuid or setgid permissions.

sync Reads and writes occur at the same speed (synchronously).

user Allows nonroot users to mount the filesystem. By default, this also

sets the noexec, nosuid, and nodev options.

Table 5-6. /etc/fstab Mount Options (continued)

Finally, consider those pesky UUIDs. If you've configured regular partitions on local
drives, UUIDs aren’t required. You can use the device file associated with the subject
partition. But because Ubuntu is now configuring /etc/fstab with UUIDs to accommo-
date partitions on hot-swappable drives, you need to learn about them.

A UUID is configured for each standard partition in the /etc/fstab configuration
file. The default Ubuntu /etc/fstab file includes comments for the associated partition
device. For example, based on the /etc/fstab in Figure 5-2, you can replace the UUID
expression associated with the /boot directory with /dev/sdal.

UUID:s are listed in the /dev/disk/by-uuid directory. Run the Is -1/dev/disk/by-uuid
command and note the links from the UUIDs to device files. Compare these results to
those of the blkid command. As shown in Figure 5-3, the blkid results correlate partition
device files, UUIDs, and format types. But be aware, the blkid command is not updated
when you generate a new UUID.

Similar output is available from the sudo vol_id /dev/sdal command. It identifies
the filesystem, format, and UUID. Unlike the output to the blkid command, the UUID
in this output is up to date.

If you've just created a new partition, such as the 100MB partition created earlier on
the /dev/sdb2 device, your next steps are to format it and generate the UUID with the
following command:

$ uuidgen /dev/sdb2 > uuidsdb2
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michael@ubuntuhardyserver:~5 blkid

fdev/sdal: UUID="079e50fd-f042-4aa6-8cf3-4fa33cdofblf” SEC_TYPFE="ext2" TYFE="ext3"
fdev/sda2: UUID="766680a%-1892-4090-2a37d-505380004319" SEC_TYPE="ext2" TYPE="ext3"
fdev/sda3: UUID="dB90aZl0-a36e-4258-a7b2-dblec2cBfSbbh" TYPE="swap"

Jdew/sdbl: UUID="95218342-4bbf-48b1-979b-ed40db204252" TYFE="ext2"

Jdew/=db2: UUID="clef7S5bf-adbd-4cae-9c51-98032f%eebbl” SEC_TYPE="extZ" TYPE="ext3"
Jdev/sdci: f-42bb-94ec-863576d26475" TYPE="ext2"

fdev/sdc2: 0-414b-80eb-e98fd98406cd" TYPE="swap"

michaelBubu

Figure 5-3.  blkid output

Then apply the new UUID to the device with the following command. If you're familiar
with the effect of back quotes (), you understand that the output of cat uuidsdb2 is taken
as input to the tune2fs -U command, which is applied to the /dev/sdb2 partition.

$ sudo tune2fs -U “cat uuidsdb2” /dev/sdb2

This might seem strange—a UUID is generated for a specific device, and then the
UUID has to be applied to that device. The uuidgen command doesn’t automatically
apply the UUID to the device.

Review the format of the /etc/fstab configuration file. You can write the UUID di-
rectly to this file. To apply the new UUID to the mount directory, take the following
steps. First, this is one case where you'll need direct root administrative access, available
with the following command:

$ sudo su

Next, add an appropriate line to the end of the /etc/fstab configuration file. This
command is a bit dangerous; back up the /etc/fstab configuration file first:

# cp /etc/fstab ~
You can then add the appropriate line to /etc/fstab with the following command:
# echo "UUID="cat uuidsdb2”~ /mnt ext3 defaults 0 2" >> /etc/fstab

Run the exit command to leave the administrative interface. To confirm that the
changes were added to the end of the /etc/fstab file, run the following:

$ less /etc/fstab

Now, try to mount the new partition (and all other new partitions) in /etc/fstab with
the following command:

$ sudo mount -a
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You'll get an error message suggesting that some special device in the /dev/disk/
by-uuid directory does not exist. Aha! That’s the UUID for the /dev/sdb2 partition
device. You now need to create the link and can do so with the following command:

$ sudo 1ln -s /dev/sdb2 /dev/disk/by-uuid/ cat uuidsdb2"

Now try the aforementioned sudo mount -a command again; now that the UUID is
properly linked, you’ll get no messages. To confirm the change, run the mount command
by itself, and you’ll see that the /mnt directory is mounted on the /dev/sdb2 partition.
If desired, you can further confirm success by rebooting your system.

To review, the following steps were used to set up a UUID:

1. Run the uuidgen command on a newly formatted partition.
2. Apply the new UUID to the partition with the tune2fs -U command.
3. Configure /etc/fstab with the new partition, mount point, and UUID.

HOW TO MAKE RAID WORK

A RAID array is a series of disks or partitions that can save your data even if a cata-
strophic failure occurs on one of the disks. While some versions of RAID make complete
data copies, others use the so-called parity bit to allow your computer to rebuild the data
on lost disks. Software RAID is configured on a meta device, which is a composite of two
or more devices. Here you'll learn about the different levels of software RAID available
in Ubuntu, how to create a RAID partition, how to configure and activate a RAID array,
and how to set up RAID in /etc/fstab.

v NOTE Hardware RAID is beyond the scope of this book.

In this section, I create a RAID 1 array for my wife’s home directory to make sure her
data is protected. The applicable partitions are /dev/sdbl and /dev/sdcl. I also install
the mdadm package, which installs applicable commands and modules.

RAID Definitions

Depending on how you look at it, each of the nine or ten different types of RAID arrays; all
but one are associated with a different level of data redundancy. It's even possible to com-
bine different types of RAID arrays. As the focus here is on the Ubuntu server, the following
supported levels of software RAID are discussed: 0, 1, 5, and 6. In all cases, if RAID is to work
as intended, each partition on a RAID array should be on a different physical hard drive.
Although RAID 4 is also supported, it is an inferior option (in my opinion) and is therefore
not included here. RAID 10 is also supported as a combination of RAID 1 and RAID 0.

This discussion assumes that software RAID arrays are set up on two or more physi-
cal partitions, but they can also be configured on entire hard disks.
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RAID 0

RAID 0 is designed to speed reads and writes; however, it provides no data redundancy.
It requires at least two partitions, preferably on different physical hard drives. If possible,
they should be connected to different hardware controllers.

In a RAID 0 array, reads and writes to the hard disks can occur simultaneously on
two or more hard disks. All hard disks in a RAID 0 array are filled equally. But since
RAID 0 does not provide data redundancy, a failure of any one of the partitions will
result in total data loss. RAID 0 is also known as striping without parity.

RAID 1

RAID 1 is designed to set up two copies of the same data on two separate partitions. To
work as designed, these partitions must be located on separate physical hard drives. If
one partition is damaged or deleted, all of the data is stored on the other partition.

RAID 1 is slower than RAID 0 because data has to be written twice. It is also relatively
expensive. To support RAID 1, you need a second hard disk for every hard disk’s worth
of data. RAID 1 is also known as disk mirroring.

RAID 5

A RAID 5 array requires three or more partitions. Each partition should be located on
a separate physical hard drive. RAID 5 protects data by creating stripes, which is parity
information distributed evenly across each partition. If one partition fails, the data can
be reconstructed from the parity data on the remaining disks. RAID 5 is also known as
disk striping with parity.

RAID 6

RAID 6 literally goes one better than RAID 5. In other words, while it requires four or
more disks, it has two levels of parity and can survive the failure of two member disks in
the array. RAID 6 is also known as disk striping with dual parity.

Create RAID Partitions

Earlier in this chapter, you learned how to create partitions with the fdisk and parted
utilities. In this section, you'll learn how to set configured partitions as RAID partitions.
In fdisk, after you create a partition of the desired size, take the following steps:

1. Run the t command from the fdisk prompt.

2. If more than one partition is configured on the current drive, you're prompted
for a partition number.

3. At the prompt that follows, type 1 to list available codes.

4. As you should see from the list that appears, the applicable code for a Linux
RAID partition is fd; type it in.

5. Run the p command to confirm the changes.

6. Run the w command to write the changes to the disk and exit fdisk.
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In parted, after you create a partition of the desired size, it’s easy to set it up as
a RAID partition. The steps are simple:

1. Run the following command from the (parted) prompt:
(parted) set 1 raid on

Confirm the result with the print command.

Exit from parted with the quit command.

Format and Configure a RAID Array

As data is stored in each component of a RAID array, each partition must be formatted.
The method is the same as that for formatting a partition for direct use. For example, to
format the target partitions to the ext3 filesystem, I run the following commands:

$ sudo mkfs.ext3 /dev/sdbl
$ sudo mkfs.ext3 /dev/sdcl

For this example, I've set up a spare partition on a fourth SCSI drive, /dev/sdd1,
which I've also formatted. I can configure a RAID array in Ubuntu with the mdadm
command. I configure the two partitions appropriate for a RAID 1 array, along with a
spare, with the following command:

$ sudo mdadm --create --verbose /dev/md0 --level=1
--raid-devices=2 --spare-devices=1 /dev/sdbl /dev/sdcl /dev/sddl

First, unlike other commands, this command doesn’t work with a backslash. I've
artificially typed it in on two lines for formatting purposes. It’s okay if the length of the
command forces it to wrap to the next line.

The --create /dev/md0 option sets up the array on device /dev/md0 and assumes
this device file isn’t already in use. The --verbose option displays more information
about the process. The --level=1 option sets up a RAID 1 array. The --raid-devices=2
option configures two devices in the array. The --spare-devices=1 option configures one
device as a spare. That’s three devices, for which I designate three partitions, /dev/sdb1,
/dev/sdcl, and /dev/sddl.

The command leads to a group of messages associated with each device; here is an
excerpt of my output:

mdadm: /dev/sddl appears to contain an ext2fs file system
size=506016K mtime=Wed Dec 31 16:00:00 1969

mdadm: /dev/sddl appears to be part of a raid array:
level=raidl devices=2 ctime=Wed Mar 12 10:10:22 2008

mdadm: size set to 505920K

Continue creating array?

This output is to be expected; it means that /dev/sddl is formatted. Even though
it refers to ext2fs, it’s actually formatted to the ext3 filesystem. The message is the same
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because ext3 is the same format as ext2, except ext3 includes a journal. The message
about being a part of a raid array is just a sign that the partition has been configured as a
RAID partition using a tool such as fdisk or parted. The size of the array, per the size set
to message, is based on the space available in each component of the array. The last line
requests confirmation; the y command is a sufficient response to that prompt.

After creating the array, I need to wait from a few seconds to a few minutes before
using the array, as it gets built. To monitor the build process, I run the cat /proc/mdstat
command. If the array is still being built, I see a message similar to the following in the
output:

[======>........ ] resync=50.1%

Once the build process is complete, the /proc/mdstat file contains the following
information, which identifies the array device as md0, an active RAID 1 array, using
partitions sdd1, sdcl, and sdb1l. The (S) identifies sdd1 as a spare.

md0 : active raidl sddl[2] (S) sdcl[1l] sdbl[0]
505920 blocks [2/2] [UU]

I can then review this information (and more) in a human-readable format with the
following command:

$ sudo mdadm --detail /dev/mdo0

If you use this command, don’t pay attention to the UUID in the output to this file.
A new UUID will be generated and used for the /etc/fstab configuration file in the next
section. To make sure the array also has a journal, the associated device file also needs
to be formatted:

$ sudo mkfs.ext3 /dev/mdo

Use an Active RAID Array

Now that the RAID array is active, it can be used. As noted earlier, I'm setting up this
array for my wife’s home directory, /home/donna. First, I back up the contents of her
directory, temporarily, to the /mnt directory:

$ sudo cp -ar /home/donna /mnt/
Next, I mount the RAID array:
$ sudo mount /dev/md0 /home/donna

Then I can restore the files from Donna’s home directory to its new location on the
RAID array. Note the dot (.) at the end of the /mnt/donna/, which copies all files, including
hidden files:

$ sudo cp -ar /mnt/donna/. /home/donna
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Maintaining RAID Arrays

RAID arrays sometimes need maintenance. Hard drives do fail on occasion. Even if
you've configured a spare partition, the failed drive should be replaced. In other words,
you need to know how to remove and delete a partition from an array and how to add a
new partition to an array.

The following command simulates a failure in the /dev/sdcl partition of the /dev/
md0 RAID array:

$ sudo mdadm --verbose /dev/md0 -f /dev/sdcl
mdadm: set /dev/sdcl faulty in /dev/md0

Because I had configured this earlier as a regular RAID device, the array has to be
rebuilt; I can observe the progress if I run the cat /proc/mdstat command right after
simulating a failure in the /dev/sdcl partition.

But the /dev/sdcl partition is still a part of the RAID array. To remove it, I run the
following command:

$ sudo mdadm --verbose /dev/md0 -r /dev/sdcl

After I replace the drive associated with /dev/sdc, an appropriate replacement par-
tition can be created. At that point, the /dev/sdcl partition can be added to the array
with the following command:

$ sudo mdadm --verbose /dev/md0 --add /dev/sdcl

Make RAID Work in /etc/fstab

It's not enough to create, configure, and maintain a RAID array. I need to make sure
the array gets properly mounted on Donna’s home directory the next time this server is
booted. I need to set up the array in the /etc/fstab configuration file.

UUIDs aren’t required. I could use the device file associated with the RAID array—in
this case, /dev/md0. However, if I choose to use the UUID, I could set up a new UUID
number for this purpose. The following command saves the UUID generated by the
uuidgen command to the uuidmdo text file:

$ uuidgen /dev/md0 > uuidmdo
I then apply the new UUID to the RAID array device:
$ sudo tune2fs -U “cat uuidmd0~ /dev/mdo

Now I need to add the RAID array and Donna’s home directory to the /etc/fstab
configuration file. As it requires root administrative access, I first run this command:

$ sudo su
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I can then add an appropriate line to the end of the /etc/fstab configuration file. This
command is a bit dangerous, so I back up the /etc/fstab configuration file first:

# cp /etc/fstab ~
I can then add the appropriate line to /etc/fstab with the following command:
# echo "UUID="cat uuidmd0~ /home/donna ext3 defaults 0 2" >> /etc/fstab

While the exit command is not required, I use it to return to the regular prompt.
I then create a link from the /dev/disk/by-uuid directory with the following command:

$ sudo 1ln -s /dev/md0 /dev/disk/by-uuid/ cat uuidmd0"

Now I can try the changes with the sudo mount -a command. If it works, I'll see
Donna’s home directory mounted on the RAID device in the output to the mount
command. This should also work the next time this system is booted or rebooted.

LOGICAL VOLUMES PROMOTE FLEXIBILITY

The concept of logical volumes makes it easier to increase or reduce the size of a filesystem
after Linux is installed. For example, since extra space is available on the /var directory
volume, and more space is needed for /home directories, you can use the logical volume
tools to help you reassign the space. Alternatively, you can add a new physical disk and
allocate its storage capacity using logical volume tools to an existing /home directory
partition.

Logical Volume Concepts

In a logical volume, physical hard disk partitions are set up in a bunch of equal-sized
chunks known as physical extents (PEs). These PEs from one or more partitions are mapped
to logical extents (LEs), which are then organized into logical volumes (LVs). Volume groups
can then be created from the space available in a LV. But that’s a mouthful, especially if
you're not familiar with logical volume concepts, so here are some definitions:

V  Physical volume (PV) A standard primary or logical partition configured to a
logical volume format type.

B Physical extent (PE) A chunk of disk space; every PV is divided into a number
of equal sized PEs.

B Volume group (VG) A group of PVs; configures the pool of space for logical
volumes.

B Logical extent (LE) A chunk of disk space; every LE is mapped to a specific PE.

A Logical volume (LV) A group of LEs; you can mount a filesystem such as
/home and /varonaLV.
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While it’s easiest to create logical volumes during the Ubuntu installation process,
it’s not always possible. To set up a logical volume, you need to create a new PV using
a command such as pvcreate, assign the space to a VG with a command such as vgcreate,
and allocate the space from some part of available VGs to a LV with a command such as
lvcreate.

To add space to an existing LV, you need to add free space from an existing VG with
a command such as Ivextend. If you have no existing VG space, you'll need to add to it
with unassigned PV space with a command such as vgextend. If all your PVs are taken,
you might need to create a new PV from an unassigned partition or hard drive with the
pvcreate command.

But that might sound like a lot of gobbledygook to those unfamiliar with logical vol-
umes, so the following sections break down the process. Just be sure to install the lvm2
package for access to required commands, like so:

$ sudo apt-get install 1lvm2

A substantial number of files reside in the Ivm2 package. The dmsetup package is also
installed as a dependency, which also configures the device mapper for creating logical
volumes from volume groups.

As an overview, logical volume configuration files are stored in the /etc/lvm directo-
ry. For PV-related commands, run the Is /sbin/pv* command. For VG-related commands,
run the Is /sbin/vg* command. For LV-related commands, run the 1s /sbin/lv* command.
These files are described in more detail in the following sections.

Before you continue, run the following command to add the appropriate module:

$ sudo modprobe dm-mod

Otherwise, you'll have problems when creating a logical volume. A couple of other
modules are required for certain actions related to copies and snapshots of logical vol-
umes:

$ sudo modprobe dm-mirror
$ sudo modprobe dm-snapshot

Create Physical Volumes

The first step to create a logical volume is to identify the available space on a physical
disk. If you have just added an empty hard disk, you can create a PV on the entire disk.
For example, if you've just added a fourth SATA hard disk (/dev/sdd), you could set up
a PV on that disk with the following command:

$ sudo pvcreate /dev/sdd

You can also configure a new PV on a properly configured partition, using the fdisk
and parted utilities discussed earlier in this chapter. If you've added a new partition
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called /dev/sddl, for example, you'd follow this sequence of commands (in bold) to
change the file type to Linux LVM:

$ sudo fdisk /dev/sdd

Command (m for help) : t

Partition number (1-4): 1

Hex code (type L to list codes): 8e
Command (m for help) : w

Next, confirm the results with the sudo fdisk -1 /dev/sdd command; the output
should be similar to the following:

Device Boot Start End Blocks Id System
/dev/sddl 1 100 803218+ 8e Linux LVM

Alternatively, if you've created a partition with the parted utility, the following se-
quence of commands changes the file type with the same result:

$ sudo parted /dev/sdd

GNU Parted 1.7.1

Using /dev/sdd

Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) set 1 lvm on

(parted) quit

After the partition is ready, you can run the following command to create a new PV
on that partition (/dev/sdd1):

$ sudo pvcreate /dev/sddl

To take full advantage of logical volumes, you should create such partitions and PVs
on all available free space. There are a number of other PV-related commands available
in the /sbin directory, summarized in Table 5-7. Because these commands require ad-
ministrative privileges, they should generally be preceded with the sudo command.

Creating a Volume Group

You can create a VG from two or more PVs using a straightforward command: just sub-
stitute the name of your choice for volgroupl:

$ sudo vgcreate volgroupl /dev/sdcl /dev/sddl

Once a VG is available, it’s easy to add more room. In this example, I've created a PV
on /dev/sdbl for this purpose and want to add more room to the VG named volgroupl.
To that end, I created a /dev/sdbl partition, configured with the Linux LVM partition
type, and applied the pvcreate command to that partition. I then add that partition to the
existing VG volgroupl as follows:

$ sudo vgextend volgroupl /dev/sdbl
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PV Command
pvchange

pvck

pvcreate

pvdisplay

pvmove

pvremove

pvresize

pvs

pvscan

Description

Changes attributes of a PV: the sudo pvchange -x n /dev/sdb1
command disables the use of PEs from the /dev/sdbl partition.
Checks the metadata associated with a PV.

Initializes a disk or partition as a PV. If it’s a partition, it should
be configured with the logical volume filesystem.

Displays currently configured PVs.

Moves PVs in a VG from the specified partition to free locations
on other partitions; prerequisite to disabling a PE.

Removes a given PV from a list of recognized volume: for
example, pvremove /dev/sdal0.

Changes the amount of a partition allocated to a PV. If you've
expanded partition /dev/sdal0, pvresize /dev/sdal0 takes
advantage of the additional space.

Lists configured PVs and the associated VGs, if so assigned.

Similar to pvs; provides a baseline of PVs, VGs, and sizes.

Table 5-7.  Available Physical Volume Management Commands

To take full advantage of logical volumes, you need to understand the commands
used to configure a VG and are available in the /sbin directory; these are summarized in
Table 5-8. As these commands require administrative privileges, they should generally

be preceded with the sudo command.

Creating a Logical Volume

You can create a LV from the space configured for a VG using the lvcreate command. It’s
a straightforward command. The following command creates an LV on device /dev/

volgroupl/logvoll: just substitute the name of your choice for volgroupl.

$ sudo lvcreate -L 200M volgroupl -n logvoll

There are many variations on the lvcreate command; however, this usage is the most
straightforward, as it specifies the size and name of the LV to be created. If you're in

doubt about the space available in the VG, run the vgs command.

LVs are popular because they’re easy to expand. If the vgs command confirms that
space is available in the VG, more space can be allocated with the lvextend command.

For example, the following command expands the size of the LV just created to 1GB:

$ sudo lvextend -L 1000M /dev/volgroupl/logvoll
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VG Command
vgcfgbackup
vgcfgrestore
vgchange
Vgck
vgconvert
vgcreate
vgdisplay
vgexport
vgimport

vgextend

vgmerge

vgmknodes
vgreduce
vgremove
vgrename
Vgs

vgscan

vgsplit

Description

Backs up and restores the configuration files associated with LVM;
default backups are from the /etc/Ivm directory to /etc/lvim/
backup.

Allows you to activate or deactivate a VG. For example, the
vgchange -a y command enables all local VGs. Similar to
pvchange.

Checks the metadata associated with a VG after an LV is created.

Supports conversions from LVM1 systems to LVM2: vgconvert
-M2 volgroup1 converts that VG.

Creates a VG from two or more configured PVs: for example,
vgcreate volgroupl /dev/sdcl /dev/sdd1 creates volgroupl.

Displays characteristics of currently configured VGs.

Exports and imports unused VGs from those available
for LVs; the vgexport -a command exports and inactivates
all inactive VGs.

Extends the size of a VG; vgextend volgroupl /dev/sdb1 adds the
space from a PV on /dev/sdbl to volgroupl.

Merges unused VGs: if you have an unused VG volgroup2, for
example, you can merge it into volgroupl: vgmerge volgroupl
volgroup?2.

Checks problems with VG device files, and recreates the devices as
needed.

Removes a PV; for example, the vgreduce volgroup1 /dev/sdb1
command removes the PV from volgroupl if free space is available.

Removes a LV; for example, the vgremove volgroupl command
removes volgroupl, assuming it is not used by any LV.

Allows renaming of LVs; for example, vgrename volgroupl
volgroup?2.

Displays basic information on configured VGs.
Scans and displays basic information on configured VGs.

Splits an existing volume group, based on specified PVs.

Table 5-8.  Available Volume Group Commands
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LV Command

Ivchange

lvconvert

lvcreate

Ivdisplay
lvextend

lvreduce

lvremove
lvrename
lvresize

Lvs

Description

Changes the attributes of a LV; similar to pvchange and
vgchange; Ivchange -a n /dev/volgroup1/logvoll deactivates
that LV.

Converts an LV, if there are sufficient PVs, for example, the
lvconvert -m 1 volgroupl/logvoll command converts
a regular LV to a mirror LV.

Creates a new LV in an existing VG; for example, lvcreate -L
200M volgroupl -n logvoll creates a logvol01 of 200 M.

Displays currently configured LVs.

Adds space to a LV: for example, the lvextend -L4G
/dev/volgroup1/logvol01 command extends lvol01 to 4GB,
assuming space is available.

Reduces the size of a LV; if data exists in the reduced area,
it is lost.

Removes an active LV.
Renames a LV.
Resizes a LV; can be done by -L for size, as with lvcreate.

Lists all configured LVs.

Table 5-9.  Available Logical Volume Commands

There are a number of other LV-related commands available in the /sbin directory,
summarized in Table 5-9. As these commands require administrative privileges, these

commands should generally be preceded with the sudo command.

In addition, there are also a series of /sbin/lvm* commands, most of which are not yet

active for the current Linux logical volume packages.

Activate Logical Volumes

After you've created an LV, a couple more steps are required—the volume must be
formatted and mounted. These steps are similar to those associated with a new partition
and a RAID array, as described earlier in this chapter. For the LV created in this section,
/dev/volgroupl/logvoll, I've set up 1000MB of space for that volume. Now I'll set up

the LV for the /home/book directory.

To format the new LV to the default ext3 filesystem, I run the following command:

$ sudo mkfs.ext3 /dev/volgroupl/logvoll
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Now I create the /home/book directory if it doesn’t already exist. To do so, I run the
following command to mount the new LV on that directory:

$ sudo mount /dev/volgroupl/logvoll /home/book

v NOTE Remember that before expanding (or reducing the size of) an LV, you should make sure the
data is backed up on the volume; then unmount it, and then expand (or reduce) the size of the LV.
You can then remount the LV.

Configure Logical Volumes in /etc/fstab

As with any new partition and RAID array, it’s important to document the mount direc-
tory associated with the new LV in the /etc/fstab configuration file. I need to make sure
the array gets properly mounted on the /home/book directory the next time this server
is booted. To do so, I need to set up the array in the /etc/fstab configuration file.

I don’t need to use UUIDs. I could just cite the device file associated with the LV—in
this case, /dev/volgroupl/logvoll. If I choose to use UUIDs, I need to generate one using
the uuidgen command. Despite the LV UUID shown in the output to the lvdisplay
command, I need to set up a dedicated UUID for this purpose, which I save to a text file
with the following command:

$ uuidgen /dev/volgroupl/logvoll > uuidlvil
I then apply the new UUID to the LV device:
$ sudo tune2fs -U “cat uuidlvl” /dev/volgroupl/logvoll

Now I need to add the LV and the /home/book directory to the /etc/fstab configu-
ration file. As command line-based appending requires root administrative access, I first
run this:

$ sudo su

I can then add an appropriate line to the end of the /etc/fstab configuration file. This
command is a bit dangerous, so I first back up the /etc/fstab configuration file:

# cp /etc/fstab ~
I can then add the appropriate line to /etc/fstab with the following command:
# echo "UUID="cat uuidlvl~ /home/book ext3 defaults 0 2" >> /etc/fstab

While the exit command is not required, I run that command to leave the administra-
tive prompt. I still need to create a link from the /dev/disk/by-uuid directory, which is
easy to do with the following command:

$ sudo 1ln -s /dev/volgroupl/logvoll /dev/disk/by-uuid/ cat uuidlvl™
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Now I can try the changes with the sudo mount -a command. If it works, I'll see the
/home/book directory mounted on the LV device in the output to the mount command.
It’s actually mounted on a LV mapper; the device should be configured on a /dev/
mapper/volgroupl-logvoll device. The mounts in /etc/fstab should also now work the
next time the system is booted.

SUMMARY

This chapter described how you can manage filesystems after the operating system is
installed. While it’s easy to create partitions, RAID arrays, and logical volumes during
the installation process, administrators need to know how to perform these tasks from
the Ubuntu system command prompt. Each major part of the chapter included a description
of how to make the UUID work for you.

To understand how filesystems can be configured, this chapter explained the FHS
and how partitions can be created from a variety of drives. The fdisk and parted utilities
are discussed in some detail. New partitions can be formatted to standard or journaling
filesystems, and then set up for a directory in the /etc/fstab configuration file.

To understand how RAID arrays can be configured, this chapter explained the dif-
ferent levels of RAID, how RAID partitions can be created using fdisk and parted, how
RAID arrays can be created and managed with the mdadm command, when RAID
arrays should be formatted, and how they can be assigned to a directory in the /etc/fstab
configuration file.

To understand how logical volumes can be configured, this chapter explained the
workings of PVs, PEs, VGs, LEs, and LVs. It continued with a description on how logical
volume partitions can be created using fdisk and parted. Such partitions can then be
configured as PVs, which can then be collected together in VGs. On any system, a VG can
be flexibly divided into LVs, which can then be formatted and assigned to a directory in
the /etc/fstab configuration file.
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Interface), and this book assumes that most server administrators already

understand the fundamentals of the command line. Nevertheless, new Linux
users may have learned to use the operating system primarily from the GUI and are
more familiar with GUI tools. Because these users may not have a complete grounding
in basic commands and shell configuration files, those topics are covered in this chapter.
Such users should realize these fundamental skills serve as building blocks for more
advanced topics.

As the default shell for Linux is the bash shell (at least for the first user), this shell is
covered here. Be aware that Ubuntu developers are working toward converting from
the long-time Linux standard bash shell to the lighter-weight Debian-based dash shell, a
descendant of the Almquist Shell (or ash shell). Ubuntu administrators also need to know
how to configure user startup scripts, and these are covered as well.

I I The default Ubuntu Server installation doesn’t include a GUI (Graphical User

COMMAND LINE FUNDAMENTALS

As Linux was developed as a clone of Unix, Linux shares many of the same commands
developed for Unix. The bash shell is in essence a command line interpreter. Commands
at the bash shell can run scripts, manage files, interact with hardware, and more. The
interactivity and command completion characteristics of the bash shell can help you as
an administrator.

There are also commands that are used to navigate the Filesystem Hierarchy Stan-
dard (FHS); read, manipulate, filter, and manage files; and configure combinations of
commands. This section covers a few basic Linux commands and just a small subset
of what you can do with each command. (A more complete discussion would require
several hundred pages.)

Interactivity and Command Completion

Server administration involves a lot of repetitive tasks. Commands are recorded in each
user’s history. While many tasks can and should be configured as scripts, sometimes it’s
fastest to repeat a recently executed command. That’s where the characteristics of inter-
activity and command completion can help.

The HISTORY Commands

Any command in a user history can be rerun at any time. By default, the last 500 com-
mands run by a user are stored in that user’s home directory, in the .bash_history
configuration file. To review those commands from that file in reverse order use the ur
and DOWN ARROW keys.

Alternatively, you can list the past 500 commands with the history command. As the
output is effectively a database, you can pipe that command to the pager known as the
less command, shown next. An excerpt from my current command history is shown in
Figure 6-1.

$ history | less
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459 mount
460 df
461 sudo lvscan
462 sudo vgs
463 =udo lvdisplay
464 wuuidgen /dew/wvolgroupl/logwvoll
465 wuuidgen /dewv/volgroupl/logvoll > uuidlwvi
466 sudo tunezfs ‘cat uuidlvi® /dev/volgroupl/logvolil
467 sudo tune?fs -U ‘cat uuidlwil' /dev/volgroupl/logvolil
488 sudo su
469 sudo ln -s /dev/volgroupl/logvell /dev/disk/by-uuid/ cat uuidlvi’
470 sudo mount -a
471 moun
472 mount
473 rcat fetc/mtab
474 1ls /dev/mapper/
475 1= -1 /dev/mapper/
476 sudo reboot
477 ecd /fetc/modprobe. df
478 1=
47% wi options
480 wvi fuse

[fEL vi arch-aliases

Figure 6-1.  An excerpt of a command history

You can scroll up and down through all 500 commands using the PAGE UP and PAGE
DOWN keys, as well as the ur and bowN ARROW keys. You could read the history and even
copy the text at some command line interfaces. But the power of the command line
history comes from the options that allow you quickly to rerun previously executed
commands of your choice. At the bash shell prompt, the exclamation point (!) is often
used to refer to certain points in the command history.

There are four basic methods that can be used to take advantage of the command

line history:

V¥ Use the ur ARROW key at the command line interface. When the desired
command is shown, press the ENTER key. Alternatively, once you see something
close to the desired command, use the BACKSPACE and LEFT/RIGHT ARROW keys to
customize the command before executing it.

B Use the number associated with the desired command. Numbers appear in
the left column in the output to the history command, next to each command.
This is where the exclamation point comes into play: For example, if I want to
reassign the UUID shown in Figure 6-1's command number 467, I'd preface it

with the exclamation point:

S 1467
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B Use the first few alphanumeric characters associated with the command. For
example, if I've run 481 commands from the local account, and based on the
command history output shown in Figure 6-1, the following entry would execute
the sudo reboot command (in preference to previous commands which also
start with an s):

S Is

A Use a search term within the commands. For example, based on my current
command history, the following entry would execute the last run tune2fs
command. Based on Figure 6-1, that would correspond to command 467:

S ltune2fs

Command Completion

Command completion allows you to use the 1aB key like a wildcard to complete a command
or a filename, or to display available options in terms of the absolute path. For example,
if you installed the lvm2 package described in Chapter 5, you can review the associated
commands by first typing the following:

S 1v

When you press the 1aB key twice, you'll see the following output—a variety of commands
related to the LV’s discussed in Chapter 5.

lvchange 1lvdisplay lvmchange lvmsadc 1lvremove 1lvs
lvconvert lvextend 1lvmdiskscan lvmsar lvrename lvscan
lvcreate 1lvm 1vmdump lvreduce lvresize

If only one command includes the initial entry, you can simply press the TAB key once.
For example, I installed the system-config-kickstart package on my system, so when
I type this,

$ syst
and then press the 1aB key once, the command is automatically completed:

S system-config-kickstart

Navigate Around Directories

Directories are special types of files. They're used to organize other files. Drivers, de-
vices, and the nodes associated with USB hardware are also special types of files. To
navigate around these files, you need to understand some basic commands that are used
to describe where you are, what is there with you, and how to move around associated
directories.
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The Tilde (~)

Every regular Linux user has a home directory, and the tilde (~) is frequently used to
represent the home directory of the currently active user. For example, if your username
is dickens, your home directory is /home/dickens. But if you allow logins as the root user,
and log in as the root user, the home directory is /root. In other words, the effect of the cd
~ command, depends on the login username. Normally, if you logged in as user mj, the
cd ~ command brings you to the /home/mj directory. But if you've logged in as the root
user, the command brings you to the /root directory.

The tilde can be used with other commands; for example, you can list the contents
of the current user’s home directory from anywhere in the directory tree with the Is ~
command.

Dots and Double Dots

The dot (.) and double dot (..) offer a couple of command options. A single dot represents
files in the current directory. This notation is a handy way to copy regular and hidden
files from the current directory. For example I created a new user (katie) manually and
then copied default shell configuration files from the /etc/skel directory with the
following command:

$ cp -ar /etc/skel/. /home/katie/

A single dot can also be useful for scripts that are not in the current value of PATH.
The current directory is typically not in any user’s PATH, so if you create a script named
testscript in your home directory and want to test it there, you can do so with the following
command:

$ ./testscript

v NOTE For more information on the PATH variable, see the “Variables and More” section later in
this chapter.

The double dot represents a higher level directory. For example, if you're currently in
any regular home directory, the following command lists all files and directories in the
/home directory:

$ 1ls ..

Double dots can be combined; for example, the following command, run in any
regular home directory, lists the contents of the top-level root directory (/):

$1ls ../..
Paths

There are two path concepts associated with Linux directories: absolute paths and relative
paths. An absolute path describes the complete directory structure based on the top level
root directory (/). A relative path is based on the current directory and does not include
the slash in front.
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The difference between an absolute path and a relative path is important.

Especially when creating a script, absolute paths are essential. Otherwise, scripts
executed from directories other than those designed for that script can lead to unin-
tended consequences.

pwd

The Ubuntu default at the bash shell includes the current directory within the prompt.
But that’s not the case in the dash shell. In many situations, you may not know where
you are relative to the top level root (/) directory. The pwd command, short for print working
directory, can provide this information.

Is

The most basic version of the Is command lists the files in the current directory. But the
Linux Is command, with the right switches, can be powerful. With the right switches,
the Is command can tell you everything about a file, such as creation date, last access
date, and size. It can help you organize the listing of files in just about any desired order.
Important variations on this command include 1s -a, which reveals hidden files; Is -1 for
long listings with permissions; Is -t for a time-based list; and Is -i for inode numbers.
You can combine switches; for example, the Is -ltr command displays the most recently
changed files last.

v NOTE The inode number of a file specifies the index or pointer to the file on a specific partition or

volume. If two files have the same inode number, the files are identical.

cd

It’s easy to change directories in Linux. Just use the cd command with the absolute
path of the directory. If you use the relative path, remember that your final destination
depends on the present working directory.

File Management

The file management commands cited in this section are used for the most basic tasks. For
example, the find and locate commands can help with file searches. The file command
can help identify file types. The cat, more, less, head, and tail commands can read the
contents of individual files in different ways. The cp, mv, and In commands can copy,
move, and link files, respectively.

You should already know that most Linux configuration files are text files, Linux
editors are text editors, and many of these Linux commands are designed to read text
files.
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find
The find command searches through directories and subdirectories for a desired file. For

example, to find the full path to the Samba configuration file, smb.conf, you could use the
following command, which would start the search in the top-level root directory (/):

$ sudo find / -name smb.conf

When I ran this command, it found additional examples of Samba configuration files,
useful for my research. But this kind of search can take time on older or heavily loaded
systems. If you know that the file is located in the /etc subdirectory tree, you could start
in that directory with the following command:

$ sudo find /etc -name smb.conf

But that may not be desirable, as that would deprive you of the locations of the other
example Samba configuration files.

locate

Ubuntu systems include a default database of all files and directories. Searches with
the locate command are almost instantaneous, and don’t require the full filename. The
drawback is that the locate command database is normally updated only once each day;,
as documented in the /etc/cron.daily /mlocate script.

file
As there are no standard file extensions in Linux, it can be difficult to determine if a file is a
text file, a compressed archive, an executable binary, or something else. The file command
can address this problem. For example, the file * command, run in a home directory, tells
me more about each of the files in that directory, as shown in Figure 6-2.

If you want to use the file command to identify hidden files as well, run the file ‘Is -a’
command. It takes a list of the names of all files, including hidden files, and uses it as
input to the file command.

cat

The most basic command for reading files is cat. The cat filename command scrolls the
text from the filename file. This command also works with multiple filenames; it concat-
enates the contents of the listed files as one continuous output to the screen. You can also
redirect the output to the filename of your choice.

more and less

Larger files demand a command that can help you scroll though the file text at your
leisure. Linux has two such commands: more and less. With the more filename command,
you can scroll through the text of a file, from start to finish, one screen at a time. The
SPACEBAR can then be used to scroll down the file.
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michaelfubuntuhardyserver:~5 file *

hardy-server-i386.iszo: IS0 9660 CD-ROM filesystem data UDF
filesystem data {unknown wversion, id 'MSE01') 'Ubuntu-Serwver 8.0 !
(bootakble)

ks1. cfg: ASCII English text

kszZ.cfg: ASCII English text

ks.cfg: ASCIT English text

landscapekey: FGF armored data public key block

local. seed: UTF-8 Unicode English text, with we

ry long lines
lvmdump-ubuntuhardyserver-200

: gzip compresszed data, from Unix, la
st modified: Wed Mar 12 23:0

writable, regular file, no read per

ASCII English text

test: directory
uuidlvi: ASCII text
i ASCIT text
ASCITI text

ELF 32-bit LSE executable, Intel BD

1 (5YsV), for GMNU/Linux 2.6.8, dynamically linked (uses zhared libs

), stripped
michael@ubuntuhardyserver:-~3 D

Figure 6-2. Identify file types with the file * command

Ironically, the less command is more powerful than the more command. With the
less filename command, you can scroll in both directions through the same text using the
PAGE UP and PAGE DOWN keys. Both commands support vi-style searches.

head and tail

While the head and tail commands are related, they are separate commands that work
in opposite ways. By default, the head filename command looks at the first 10 lines of
a file, and the tail filename command looks at the last 10 lines of a file. You can specify
a different number of lines with the -nxy switch. For example, the tail -n15 /etc/passwd
command lists the last 15 lines of the /etc/passwd file.

The tail -f logfile command is commonly used as a way to monitor log messages as
they appear. It’s often used with files in the /var/log directory.

cp

The cp (copy) command allows you to take the contents of a file and write the copy to
a file with the same or a different name, to a different directory if desired. For example,
the cp filel file2 command takes the contents of filel, saving the contents in file2. One
of the dangers of cp is that it can easily overwrite files in different directories, without
confirming to make sure that’s what you really want to do.
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mv

While you can’t rename a file in Linux, you can move it. The mv command essentially
puts a different label on a file. For example, the mv filel file2 command changes the
name of filel to file2. Unless you're moving the file to a different partition, everything
about the file, including the inode number, remains the same.

In

You can create linked files. One use for such links are hardware device files such as
/dev/cdrom and the UUID files in the /dev/disk/by-uuid directory. Assuming the local
system includes a CD/DVD drive, you can see a link with the following command:

$ 1ls -1 /dev/cdrom
lrwxrwxrwx 1 root root 4 2008-03-09 22:11 /dev/cdrom -> scd0

Linked files can also be used to provide access to the same file to multiple users, even
in their home directories.

Hard links include a copy of the file. As long as the hard link is made within the same
partition, RAID array, or logical volume, the inode numbers are identical. Inode num-
bers can be verified with the Is -i filename command. You could delete a hard-linked file
in one directory, and it would still exist in the other directory. For example, the following
command creates a hard link from the actual Samba configuration file to smb.conf in the
local directory:

$ 1n /etc/samba/smb.conf smb.conf

On the other hand, a soft link serves as a redirect; when you open a file created with
a soft link, you're directed to the original file. If you delete the original file, although the
link is still visible, the file is lost. While the soft linked file is still there, it has nowhere to
go. The following command is an example of how you can create a soft link:

$ In -s /etc/samba/smb.conf smb.conf

Quotes and Backslashes

Sometimes, a quote can be used to help define more complex commands. Sometimes, all
you need is a backslash. Such characters can be used to help the shell process different
combinations of spaces, variables, and commands.

Different Kinds of Quotes

There are three types of quotes used at the Linux command line: the single quote ('), the
double quote ("), and the back quote (*). Each creates different results when applied to
standard input to the command. (The back quote key might be difficult to find on many
keyboards: On the left side of my US keyboard, the back quote is the lowercase key
between the esc and 148 keys.)
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Each type of quote leads to a different result, depending on whether the input is a
command such as Is or a variable such as NAME. Everything between the quotes is sent
as standard input to the command. The differences between the types of quotes are as
described here:

Single quote (') Variables and commands inside the quotes are not processed
Double quote (") Variables such as NAME are processed, commands are not
Back quote (%) Every expression is processed as if it were a command

The examples which follow use all three types of quotes. I've first set the value for
NAME with the following command:

$ NAME=Dickens

The following illustrates the baseline command without quotes. As you can see, the
shell processes the value of the NAME variable. Since a $ appears in front of NAME:, the
shell processes it as a variable.

S echo Hooray $NAME, you wrote a book on date
Hooray Dickens, you wrote a book on date

Next, try the same command with single quotes. Note how the variable is not pro-
cessed:

S echo 'Hooray $NAME, you wrote a book on date'
Hooray S$NAME, you wrote a book on date

Now try the same command with double quotes. The variable is processed:

$ echo "Hooray Dickens, you wrote a book on date"
Hooray S$NAME, you wrote a book on date

You might wonder why anyone would use double quotes. It’s a valuable option for
situations such as files or directories of multiple words, such as a Microsoft-style “My
Documents” directory.

So let’s see what happens when back quotes are configured around the word date,
making it work as a command:

$ echo "Hooray $NAME, you wrote a book on “date™™"
Hooray Dickens, you wrote a book on Fri Jul 11 13:33:01 PDT 2008

But this doesn’t work so well if the command in back quotes is surrounded by an
expression in single quotes:

$ echo 'Hooray $NAME, you wrote a book on “date™!'
Hooray S$NAME, you wrote a book on ~date”
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The Backslash (\)

In some cases, all you need is a backslash. For example, if you've configured a network
connection to the C: drive on a Microsoft system, say on the /ms directory, you could use
double quotes to find the contents of the Documents and Settings folder:

$ 1ls "/ms/Documents and Settings"
Or you could use backslashes to “escape the meaning” of the space:
$ ls /ms/Documents\ and\ Settings

The backslash can also be useful in other ways. For example, if you're looking for all
instances of the asterisk (*) in the Samba configuration file, you might be tempted to run
the following command:

$ grep * /etc/samba/smb.conf

But that doesn’t work, because the asterisk (*) is a wildcard. As such, it would take the
first available filename in the current directory and use it as a search term for text in the
second file in that directory. Fortunately, the backslash can escape the meaning of wild-
cards, which makes the following search more fruitful:

$ grep \* /etc/samba/smb.conf

Aliases

Commands can be long, and are prone to typos. You could create a script, save it, and
make the script executable. Alternatively, you could create an alias for the long com-
mand. Here’s an example: I run the sudo apt-get update command fairly often, so I can
create an alias for that command, as follows:

$ alias agu='sudo apt-get update'

The process can be reversed using the unalias command. Assuming the alias is re-
tained, you could then use the agu alias as if it were the sudo apt-get update command.

To review the current aliases available on an account, run the alias command. The
.bashrc configuration file includes comments for other possible aliases:

# alias 11l='ls -1'
# alias la='ls -A'
# alias 1='ls -CF'

If you want to activate any of these aliases, remove the comment character, in this
case, the pound sign (#) at the front of the line. The next time you open a command line
console in this system, the alias will be active. You could also add more aliases to this
file. (For more information on the .bashrc configuration file, see the “Optimize the Shell”
section later in this chapter.)
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Wildcards in a Glob

Sometimes you may not know the exact name of a file or search term. This is when a
wildcard is handy. The use of wildcards in Linux is known as globbing. Basic wildcards
are shown in Table 6-1.

File Filters

Linux is rich in commands that can help you filter the contents of a file. Simple com-
mands can help you search, check, or sort the contents of a file. In addition, special types
of files can contain other files, colloquially known as tarballs.

Tarballs are commonly used for distributing Linux packages. They are normally distrib-
uted in a compressed format with a .tar.gz or .tar.bz2 file extension, consolidated as a package
in a single file. In this respect, they are similar to Microsoft-style compressed zip files.

sort

You can sort the contents of a file in a number of ways. By default, the sort command
sorts the contents in alphabetical order depending on the first letter in each line. For
example, the sort /etc/passwd command would sort all users (including those associated
with specific services and such) by username.

grep and egrep

The grep command uses a search term to look through a file. It returns the full line that
contains the search term. For example, grep “Michael Jang’ /etc/passwd looks for my
name in the /etc/passwd file.

Wildcard  Description

* Any number of alphanumeric characters (or no characters at all). For
example, the Is ab* command would return the following filenames,
assuming they exist in the current directory: ab, abc, abcd.

? One single alphanumeric character. For example, the Is ab? command
would return the following filenames, assuming they exist in the
current directory: abc, abd, abe.

(1 A range of options. For example, the 1s ab[123] command would
return the following filenames, assuming they exist in the current
directory: ab1, ab2, ab3. Alternatively, the 1s ab[X-Z] command would
return the following filenames, assuming they exist in the current
directory: abX, abY, abZ.

Table 6-1. Wildcards in the Shell
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The egrep command is more forgiving; it allows you to use some unusual characters
in a search, including +, ?, |, (, and ). While it’s possible to set up grep to search for these
characters with the help of the backslash, the command can be awkward to use.

The locate command described earlier is basically essentially a specialized version
of the grep command, that uses the updatedb command-based database of files on the
local system.

wC

The we command, short for word count, can return the number of lines, words, and char-
acters in a file. The wc options are straightforward: the wc -w filename command returns
the number of words in the filename file. The wc -1 filename command returns the number
of lines in that file. The wc -c filename command returns the number of characters in that
file.

sed

The sed command, short for stream editor, allows you to search for and change specified
words or even text streams in a file. For example, the following command changes the
first instance of the word Windows to the word Linux in each line of the file opsys, and
then writes the result to the file newopsys:

$ sed 's/Windows/Linux/' opsys > newopsys

However, this may not be enough. If a line contains more than one instance of Windows;
the noted sed command would not change the second and later instances of that word.
However, you can make it change every appearance of Windows by adding the global
suffix, g:

$ sed 's/Windows/Linux/g' opsys > newopsys

awk

The awk command, named for its developers (Aho, Weinberger, and Kernighan), is more
of a database manipulation utility. It can identify lines with a key word and read out the
text from a specified column in that line. Again, using the /etc/passwd file, for example,
the following command will read out the username of every user with Mike in the com-
ment column:

$ awk '/Mike/ {print $1}' /etc/passwd

Command Combinations and Data Streams

It’s possible to combine multiple commands in Linux, based on data flow. Linux uses three
basic data streams. Data goes in, data comes out, and errors are sent in a different
direction. These streams are known as standard input (stdin), standard output (stdout), and
standard error (stderr). Normally, input comes from the keyboard and goes out to the screen,
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while errors are sent to a buffer. Error messages are also sent to the display (as text
stream 2). In the following example, filename is stdin to the cat command:

S cat filename

When you run cat filename, the contents of the filename file are sent to the screen as stan-
dard output.

You can redirect each of these streams to, or from, a file. For example, if you have a
program named database and a datafile with a lot of data, the contents of that datafile can
be sent to the database program with a left redirection arrow (<). As shown here, datafile
is taken as standard input:

S database < datafile

Standard input can come from the left side of a command as well. For example,
if you need to scroll through the boot messages, you can combine the dmesg and less
commands with a pipe (]):

$ dmesg | less

The output from dmesg is redirected as standard input to less, which then allows you to
scroll through that output as if it were a separate file.

Standard output is just as easy to redirect. For example, the following command uses
the right redirection arrow (>) to send the standard output of the Is command to the file
named filelist:

S 1ls > filelist

You can add standard output to the end of an existing file with a double redirection
arrow (>>) with a command such as this:

S 1ls >> filelist

If you believe that a particular program is generating errors, redirect the error stream
from it with a command like this:

$ program 2> err-list

Set the Default Linux Text Editor

Yes, the default text editor for Ubuntu is nano. It’s an easy editor. No special commands
are required to input and delete text from files being edited. The nano editor provides a
straightforward interface, as shown in Figure 6-3.

However, the vi editor is still quite popular, and it is often the only editor available
from some rescue systems. In addition, some users prefer the emacs editor. Some Unix
users may even prefer the ed editor.
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Ssample configuration file for the Samba suite for Debkian GHNU/Linux.

Thiz iz the main Samba configuration file. You should read the

smb. conf (5) manual page in order to understand the options listed
here. Samba has a huge number of configurable options most of which
are not shown in this example

Any line which starts with a ; (semi-colon) or a # (hash)

is a comment and is ignored. In this example we will use a #
for commentary and a ; for parts of the config file that you
may wish to enable

MOTE: Whenever you modify this file you should run the command
"testparm” to check that you have not made any basic syntactic
Eerrors.

I o e T T S S o S |

Get Help WriteOut Fead File Frewv Fage Cut Text Cur Pos
Exit Justify Where Is Mext Fage UnCut Text| To sSpell

Figure 6-3. The nano editor

The following command provides options for revising the default editor for Ubuntu:

$ sudo update-alternatives --config editor
There are 4 alternatives which provide “editor'.

Selection Alternative
1 /usr/bin/vim.tiny
2 /bin/ed
* 4 3 /bin/nano
4 /usr/bin/emacs22

Press enter to keep the default[*], or type selection number:

The results are reflected in the /etc/default/editor binary configuration file. As suggested
by the menu, Ubuntu systems use a simplified version of the vi editor known as vim.tiny.
I change my systems to use vi because it’s the editor I know best.

NOTE There are several specialized variations of the vi command. Three variations are vipw, vigw,
and visudo, which edit /etc/passwd, /etc/group, and /etc/sudoers, respectively.
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OPTIMIZE THE SHELL

As of this writing, Ubuntu developers still configure administrative users to the tradi-
tional bash shell. That includes the root user, if active, as well as the first regular user
normally created during the installation process. Accounts created with the Users
Settings tool are also normally assigned the bash shell.

However, Ubuntu developers are currently working on implementing the lighter
weight dash shell. In fact, dash was implemented as the default shell for Edgy Eft (6.10),
but the bash shell was restored for Feisty Fawn (7.04). Because dash has fewer features,
the dash shell has broken some existing bash shell scripts.

In this section, you'll test configuration files and commands with the bash shell. All
system-wide shell configuration files are kept in the /etc directory, including bash.bashrec,
bash_completion, profile, and the scripts in the /etc/bash_completion.d directory.

These files and scripts are supplemented and can be overridden by hidden files in
each user’s home directory, in files such as .bashrc, .bash_history, .bash_logout, and
.profile. I'll describe these files later in this section.

Profiles in Bash

All system-wide shell configuration files are kept in the /etc directory. For the bash shell,
these files are bash.bashrc and profile. These files and scripts are supplemented and can
be overridden by hidden files in each user’s home directory. The following sections
examine these files.

/etc/bash.bashrc

The /etc/bash.bashrc file is used for aliases and functions on a system-wide basis. Open
this file in a text editor or read it using a pager with a command such as less /etc/bash
.bashrc. Read the comments in the file. Even if you don’t understand the programming
commands, you should be able to see that this file sets the following bash shell param-
eters for each user. For example:

V¥ It assigns a prompt, using the PS1 variable, which appears just before the
cursor at the command prompt.

B Itincludes settings from /etc/bash_completion to enable command completion.

A [t configures messages associated with sudo access (for more information, see
Chapter 10).

The settings are called by the .bashrc file in each user’s home directory. The default
Ubuntu version of this file adds information on aliases. The settings are supplemented
by the .bash_history and .bash_logout files in each user’s home directory.

letc/profile

The /etc/profile file is used for system-wide environment and startup files. The follow-
ing is the profile script from my copy of Ubuntu Server. It’s a straightforward file. First,
it looks for other configuration files in the /etc/profile.d directory. It then sets what's
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shown at the bash command prompt, for the regular and root user, as well as a default
value for the umask variable, explained later in the “Manage Permissions, Octal and
Super” section later in this chapter. Note how it calls the /etc/bash.bashrc file for other
parameters.

# /etc/profile: system-wide .profile file for the Bourne shell (sh(1l))
# and Bourne compatible shells (bash(1l), ksh(1l), ash(1), ...).
if [ -d /etc/profile.d 1; then
for i in /etc/profile.d/*.sh; do
if [ -r $1i 1; then

Si
fi
done
unset i

fi
if [ "sSPS1" 1; then
if [ "SBASH" ]1; then
PSl='\u@\h:\w\$ '
if [ -f /etc/bash.bashrc ]; then
. /etc/bash.bashrc

fi
else
if [ ""id -u™" -eq 0 ]; then
PS1="# "'
else
PS1='$
fi
fi
fi
umask 022

A Minor in Scripts

“Real” Linux administrators program their own scripts. They create scripts because they
don’t want to sit at their computers all the time. Scripts can allow Linux to back up
directories automatically when nobody is in the office. Scripts can help Linux process
databases when few people are using the system.

If you're not a programmer, don’t worry, because this is not as difficult as it sounds.
For example, utilities related to the crontab command automate the creation of a number
of different scripts. (The cron system is discussed in more detail in Chapter 7.)

If you're at all familiar with shell commands and programming expressions, you can
find some examples of Ubuntu shell programs in the /etc/cron.daily directory.
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Variables and More

Variables can change. Parameters are set. The bash shell includes a number of standard
environment variables. Their default values are shown in the output to the env com-
mand. One critical variable is the value of PATH, which you can check at the command
line with the echo $PATH command. The directories listed in PATH are automatically
searched when you try to run a command. For example, if you want to run the fdisk
command from the /sbin directory, you could do it with the following command:

$ /sbin/fdisk

However, as the /sbin directory is in the default PATH for the first regular user, you
don’t need the leading /sbin to call out the command; the following would work:

$ fdisk

But the PATH variable does not include /sbin for other regular users. So if you want
to add the /sbin directory to your PATH, just run the following commands:

$ PATH=$PATH:/sbin
$ export PATH

If you want to set a user’s PATH to include the /sbin directory, the appropriate
location is in the .profile configuration file in that user’s home directory. All you need to
do is add the following line to the end of that file:

PATH=$PATH: /sbin

The next time that user opens a command line console, the /sbin directory is activated
as part of that user’s PATH.

MANAGE PERMISSIONS, OCTAL AND SUPER

The basic security of a Linux computer is based on file permissions, associated with read,
write, and execute access. Default file permissions are set through the umask shell
variable. Ownership is based on the default user and group IDs of the person who created a
file. Managing permissions and ownership involves commands such as chmod, chown,
and chgrp. Special SUID (set user ID) and SGID (set group ID) permissions can give all
users access to specific files.

There was a time when users had read access to the files of all other users. By default,
users had permissions only in their own directories. With access control lists (ACLs), that
has changed. Users can be given selective access to individual files, even in the directories
of other users. Important commands for ACLs include getfacl and setfacl.
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Basic File Permissions

Linux file permissions are straightforward. Consider the following output from Is -1
/sbin/fdisk:

-rwxr-xr-x 1 root root 85064 2008-03-06 20:24 /sbin/fdisk

The permissions are shown on the left side of the listing. Ten characters are shown. The
first character determines whether this is a regular or a special file. The remaining nine
characters are grouped in threes, applicable to the file owner (user), the group owner, and
everyone else on that Linux system. In this case, the user owner and group owner are
both root, as noted in the third and fourth columns. The characters are straightforward:
r = read, w = write, x = execute. The character positions are described in Table 6-2.

Commands to Modify Permissions and Ownership

Default permissions depend on the value of umask. At this time, the umask can only
change standard read, write, and execute permissions. Key commands that can help
you manage the permissions and ownership of a file are chmod, chown, and chgrp. The
chmod command is especially powerful, as it can customize the special permissions on a
file. The chattr command provides a twist in the way it manages file attributes.

Modify Permissions with chmod

The chmod command uses the numeric value of permissions associated with the owner,
group, and others. In Linux, permissions are assigned the following numeric values:
r =4, w =2, and x = 1. For example, if you were crazy enough to give read, write, and
execute permissions on fdisk to all users, you would run the sudo chmod 777 /sbin/fdisk
command. If you wanted to give read and write permissions to the Samba configuration
file to the administrative user and read-only permissions to all other users, you'd run the
sudo chmod 644 /etc/samba/smb.conf command. Be aware, these numbers are different
from the positions described in Table 6-2.

Character Position  Description

1 Type of file: - = regular file, b = block device, ¢ = hardware
device, d = directory, 1 = linked file
234 Permissions granted to the owner of the file
567 Permissions granted to the group owner of the file
890 Permissions granted to all other users on the Linux system

Table 6-2. Description of File Permissions
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Alternatively, the chmod command can be used to make minor changes. First, look
at the output of the following command:

$ 1ls -1 /usr/games/newgame
-rw-r----- 1 dickens coolcats 15972 2007-12-12 05:59 /usr/games/newgame

The output reveals permissions and ownership for the script newgame in the /usr/
games directory. It has a user owner of dickens and a group owner of coolcats. In other
words, dickens has read and write permissions, members of the coolcats group have read
permissions, and all other users have no permissions on the script.

Next, enable execute permissions for the user owner, dickens, for the script with the
following command:

$ sudo chmod u+x /usr/games/newgame

Analyze the switches in this command. The u represents the user owner, and the + adds
the permission in question—in this case, x, the execute permission. Other examples
include the following, which activates write permissions for members of the coolcats
group on the noted script:

$ sudo chmod g+w /usr/games/newgame

Of course, the process can be reversed. The following command removes write
permissions from members of the coolcats group:

$ sudo chmod g-w /usr/games/newgame

You can then allow coolcats members to execute the script with the following
command:

$ sudo chmod g+x /usr/games/newgame

Finally, when you're ready to allow everyone access to the newgame script, you
could run the following command, where o represents other users, not represented by
the user owner or group owners:

$ sudo chmod o+r /usr/games/newgame

If you understand how scripts work, you realize that execute access is also required,
and that can be activated for all (a) categories of users with the following command:

$ sudo chmod a+x /usr/games/newgame

Change Ownership with chown and chgrp

The chown and chgrp commands adjust the user and group owners, respectively, as
associated with the cited file. Before testing what it can do, take a look at this excerpt
from the output to the Is -1 /etc/cups command. Note that a couple of subdirectories have
different owners:

drwxr-xr-x 2 root 1lp 4096 2008-01-29 12:50 ppd
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The user owner of the ppd/ subdirectory is root, and the group owner is Ip. If you want
to change the owner of this directory, the chown command can help. For example, the
following command makes michael the user who owns this directory:

$ sudo chown michael /etc/cups/ppd

The chgrp command works in a similar fashion. The following command changes
the group owner of the noted directory to lpadmin:

$ sudo chgrp lpadmin /etc/cups/ppd

However, these commands don’t change ownership in any files or directories in the
/etc/cups/ppd directory. To make those changes in such directories, the -R switch can
be used. In fact, that switch applies the changes recursively, so ownership is changed in
all files and subdirectories:

$ sudo chown -R michael /etc/cups/ppd

The chown and chgrp commands can be combined in a way. The following com-
mand changes user and group ownership recursively with all features associated with
the other noted chmod and chgrp commands:

$ sudo chown -R michael.lpadmin /etc/cups/ppd

Set Default Permissions with umask

The way umask works in Linux might surprise you, especially if you're coming from a
different Unix-style environment. You cannot configure umask to allow the creation of
new files automatically with executable permissions. This promotes security: If fewer
files have executable permissions, fewer files are available for a cracker to use to run
programs to break through your system.

v NOTE In the world of Linux, a hackeris a good person who simply wants to create better software.
A cracker is someone who wants to break into your system for malicious purposes.

Every time you create a new file, the default permissions are based on the value of
umask. In the past, the value of umask canceled out the value of numeric permissions
on a file. For example, if the value of umask was 000, the default permissions for any
file created by that user would be 777 — 000 = 777, which corresponds to read, write, and
execute permissions for all users.

When you type the umask command in Linux, you'll see a four-number output
such as 0245. As of this writing, the first number in the umask output is always 0 and is
not used.

In addition, no matter what the value of umask, new files in Linux can no longer
be automatically created with executable permissions. In other words, a umask value
of 0454 is functionally equivalent to a umask value of 0545. You need to use commands
such as chmod subsequently to set executable permissions on a specific file.
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Control Attributes with chattr

Filesystem attributes can help you control what anyone can do with different files. One
attribute that protects a file from deletion, even by the root user, is immutability. For
example, you could protect /etc/samba/smb.conf from tinkering by other administrators
with the following command:

$ sudo chattr +i /etc/samba/smb.conf

Then, when a user with administrative privileges tries to delete the file, she gets the
following message:

$ sudo rm /etc/samba/smb.conf
rm: cannot remove '/etc/samba/smb.conf': Operation not permitted

Of course, as an administrator, that user could remove the immutable attribute with
the following command:

$ sudo chattr -i /etc/samba/smb.conf

Immutability requires that an administrator think twice before tinkering with a file, thus
helping to minimize careless mistakes.

Special File Permissions

Permissions can be a risky business, but you need to give all users access to some pro-
grams. Setting full read, write, and execute permissions for all users on a Linux system can
be dangerous. One alternative is setting the SUID and the SGID permission bits for a file.
Specialized permissions are available, known as set user ID (SUID), set group ID (SGID),
and the sticky bit. To review a file with SUID permissions, run the Is -1 /usr/bin/passwd
command. The s that appears in the user execute permissions column is the SUID bit.

-rwsr-xr-x 1 root root 29104 2008-02-14 12:56 /usr/bin/passwd

Because the passwd command is accessible to all users, one can infer that the SUID
bit provides root level execute access to the passwd command. Without this particular
SUID bit, regular users would not be able to change their own passwords. Similar rules
exist for the SGID bit.

-rwsr-xr-x 1 root root 29104 2008-02-14 12:56 /usr/bin/passwd

To review a directory with the sticky bit, run the Is -1 / command. Pay attention to
the /tmp directory. The t is where execute permissions for other users would otherwise
exist; t is the symbol for the sticky bit.

In contrast, the t that appears in the permissions associated with the /tmp directory
is the sticky bit:

drwxrwxrwt 11 root root 4096 2007-07-10 21:00 tmp

Now I'll show you how to activate (and deactivate) these bits on sample files.
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The SUID Bit

The SUID bit allows normal users to run a script or program as the user owner of that

script or program. As just suggested, the SUID bit on the /usr/bin/passwd command

allows it to be run by anyone as the root user. With Pluggable Authentication Modules

(PAM), as discussed in Chapter 10, regular users can change only their own passwords.
To set the SUID bit on a file, run the following command:

$ sudo chmod u+s filename

Alternatively, if you're also setting read and execute permissions for only the user
(and read-only permissions for everyone else), the following command would work:

$ sudo chmod 4544 filename

The first 4 in 4544 represents the SUID bit; the 544 represents the other user permissions
just described.

The SGID Bit

The SGID bit is commonly used for directories shared by a specific group of users. For
example, the SGID bit set on a /home/supervisors directory, with a group owner of
supervisors, allows each member of the supervisors group to add files to and read files
from that directory. To set the SGID bit on a directory, run the following command:

$ sudo chmod g+s directory

Alternatively, if you want read and write permissions for just the group owner (and
read permissions for everyone else), the following command would work:

$ sudo chmod 2474 directory

The 2 in 2474 represents the SGID bit; the 474 represents the other permissions just
described.

The Sticky Bit

The sticky bit is usually applied to a directory. It allows files in the directory to be added
and deleted by their owners. To set the sticky bit on a file, run the following command:

$ sudo chmod o+t directory

Alternatively, if you want read, write, and execute permissions for all users on this
directory, set the sticky bit on a directory with the following octal command:

$ sudo chmod 1777 directory

The 1 in 1777 represents the sticky bit; the 777 represents the other permissions just
described.
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Of course, variations are possible. For example, the following command sets read
and write permissions for all users, with the SUID and sticky bits:

$ sudo chmod 5666 directory

The 5 in 5666 represents the SUID and sticky bits (4+1); the 666 represents the other per-
missions just described.

Access Control Lists

Even if you configure user home directories manually, users do not normally have write
access to files in other user’s home directories. But this can be changed on a per-file basis
using the Linux implementation of ACLs.

Before ACLs can be configured, at least execute permissions must exist on the associ-
ated directories. For example, to make sure appropriate access is available to the home
directory for the book, I can make sure execute permissions are available with the
following command:

$ sudo chmod a+x /home/book

The control associated with regular permissions is limited; appropriate ACLs can
allow administrators to grant read, write, and execute access to a variety of users and
groups.

Configuring a Filesystem for ACLs

Before you can configure a file or directory with ACLs, you need to mount the associated
filesystem with the same attribute. If you're testing a system for ACL, you can remount
an existing partition appropriately. For example, if /home is mounted on /dev/sda3,
remount it with ACL settings using the following command:

$ sudo mount -o remount -o acl /dev/sda3 /home

Naturally, to make sure this is the way /home is mounted on the next reboot requires
editing /etc/fstab; for the noted parameters, the applicable line might be similar to this:

UUID=05a3f3c2-cdll-4c64 /home ext3 defaults,acl 0,2

Depending on the configuration, you might see a partition device name such as /dev/sda3
in place of the UUID.

Working with ACLs

Now, with a properly mounted filesystem and appropriate permissions, you can manage
ACLs on your system. To review default ACLs, run the getfacl filename command. For
this example, I've created a text file named smb.conf in the home directory for the book,
and I get the following ACLs for that file:

$ getfacl /home/book/smb.conf
# file: home/book/smb.conf
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# owner: book
# group: book

user: :rw-
group: :r--
other::r--

v NOTE |If you don't see the getfacl or setfacl commands, install the acl package.

Now when I assign ACLs for the file named smb.conf for myself (user michael),
I first need to assign appropriate ACLs for the /home/book directory. The following
command sets the ACLs, which support read and execute permissions for myself on the
book home directory, as well as an effective rights mask that should equal or exceed the
user ACLs:

$ sudo setfacl -m user:michael:r-x /home/book
$ sudo setfacl -m mask:r-x /home/book

Now I can configure individual files with ACLs. First, I deny access to all users but
the owner:

$ chmod 700 /home/book/abc

To check the result, I log into my own account and try opening smb.conf from the
home directory for the book. I get the [permission denied] message.
Now I set the ACLs for file smb.conf with the following commands:

$ sudo setfacl -m user:michael:r-- /home/book/smb.conf
$ sudo setfacl -m mask:r-x /home/book/smb.conf

Now I can open /home/book/smb.conf from my own account. Others can be given
similar permissions; just repeat the next to last setfacl command, substituting the desired
username for michael. For example, the following command provides similar privileges
to user elizabeth:

$ sudo setfacl -m user:elizabeth:r-- /home/book/smb.conf

SUMMARY

This chapter provided a basic overview of fundamental Linux commands, using history,
command completion, navigation, and basic file management. Quotes, backslashes,
aliases, wildcards, and symbols that take advantage of data streams can help you
combine commands and more.



166

Ubuntu Server Administration

The characteristics of Linux commands depend on the default shell, currently the
bash shell. Related configuration files are stored in the /etc/ directory and can be modi-
fied by hidden files in user home directories. The behavior of the shell can be affected by
variables and more. Shell parameters and variables can be used in scripts.

Basic file permissions include read, write, and execute; special file permissions
include the SUID, SGID, and sticky bits. Permissions and ownership can be modified
with commands such as chmod, chown, and chgrp and otherwise fixed with commands
such as chattr. ACLs can customize permissions on a per file and per user basis.
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covered elsewhere. The Secure Shell (SSH) is one excellent way to configure remote
access, one convenient to administer servers without monitors. The cron and at
daemons can help administrators schedule jobs when needed. Administrators should
know how to configure those services necessary to their systems. When problems arise,
administrators need to understand the data collected by the wide variety of Linux log files.

I I This chapter addresses several basic administrative services and commands not

CREATE A SECURE SHELL SERVER

People take personal security seriously. They lock their doors. They avoid dangerous
neighborhoods. They secure personal information. In the Internet world, far too many
people effectively leave their doors unlocked—as they allow their computers to be acces-
sible without firewalls. They browse websites known to be dangerous or risky.

And they transmit personal information such as passwords without encryption. All
that a determined cracker needs to get into such an unsecured system is access from any
coffeehouse wireless network.

Linux is a clone of Unix. Furthermore, the open source licenses associated with Linux
encourage developers to share source code. Unfortunately, this free exchange of informa-
tion can present security challenges. Many of the original Unix networking tools work in
clear text. In other words, others who connect to your networks may be able to read your
data, when transmitted without encryption.

The Secure Shell utilities are one answer, with associated standards of encryption.
SSH commands provide strong encryption, which I believe in most cases will encourage
a cracker to look for an easier target.

Installation

One way to install the most standard SSH server package is with the sudo apt-get
install openssh-server command. The associated client should already be installed by
default. It’s useful to install the SSH server on all systems that you want to administer
remotely. An appropriately configured SSH connection can log on remote users without
even transmitting a password over a network, once appropriate authentication keys are
exchanged.

Once installed, the SSH server package is set to start by default in runlevel 2, but
not in runlevel 1, also known as single user mode. As discussed in Chapter 4, recovery
mode boots Linux in single user mode. In other words, if you configure a remote Ubuntu
server to boot in recovery mode, you won’t normally be able to use SSH to administer
the remote server.

Configuring the SSH Server

You don’t have to do much to configure an SSH server for basic operation. Install the
package described previously. Once installed, the server is active by default. If a firewall
or other security block exists, you may need to open the appropriate TCP/IP port (22).
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The SSH server is driven by a couple of configuration files, /etc/default/ssh and /etc
/ssh/sshd_config.

Default SSH Server Settings

The SSH script in /etc/init.d/ssh starts the associated daemon (/usr/sbin/sshd), with
any custom switches configured in the /etc/default/ssh configuration file. As suggested
by the sshd man page, switches can limit access to IPv4 or IPv6 addresses, use a non-
standard configuration file, specify a different TCP/IP port, and so on.

The SSH Server Configuration File

The SSH server configuration file is /etc/ssh/sshd_config. This section analyzes the
default version of this file, which includes a number of default settings. The first directive

is a default, and should be commented out if you configure access on a different port in
/etc/default/ssh:

Port 22

If the local server is a gateway, or for some other reason has multiple active network
cards, you may choose to activate one or both of the following directives, and then spec-
ify the IP address of the interface connected to the network for the SSH server. Be sure to
substitute an IP address (or hostname); otherwise, these default directives would listen
to all addresses.

#ListenAddress ::
#ListenAddress 0.0.0.0

The following directive specifies SSH version 2, which is more secure:
Protocol 2

The next directives uses default host keys, created during the installation process.
Read /write access to these keys is limited to the root administrative account. The names
refer to the RSA and DSA encryption algorithms. RSA is an acronym associated with its
developers (Rivest, Shamir, and Adleman). DSA is short for the Digital Signature Algo-
rithm, which is a US government standard.

HostKey /etc/ssh/ssh host rsa key
HostKey /etc/ssh/ssh host dsa key

The next directive minimizes the risk associated with unprivileged processes:
UsePrivilegeSeparation yes

The next two directives don’t matter unless you've set Protocol 1 to configure SSH
version 1, as described earlier:

KeyRegenerationInterval 3600
ServerKeyBits 768
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The following directive sends all log messages related to authentication to /var/log
/secure. In other words, whenever someone logs into your system (or tries and fails), it’s
recorded. For more information on log levels, see the “Manage Those Log Files” section
later in this chapter.

SyslogFacility AUTH
LogLevel INFO

The following directives relate to authentication. The LoginGraceTime is in seconds.
Logins to the root administrative account are permitted by default. On many Linux dis-
tributions, I'd recommend changing the PermitRootLogin directive to no, but as long
as you don’t activate the root account with a password, as discussed in Chapter 10, this
is less important. The StrictModes directive checks ownership within the user’s login
directory; without it, others might have access to a user who does not properly set per-
missions on his or her own files.

LoginGraceTime 120
PermitRootLogin yes
StrictModes yes

The RSA Authentication directive applies only to SSH protocol 1. PubkeyAuthentication
supports private/public authentication keys, as described next in “Passphrases.” The
AuthorizedKeysFile directive specifies the default location for authorized encrypted
login keys, the .ssh/authorized_keys subdirectory of each user’s home directory. All are
defaults.

RSAAuthentication yes
PubkeyAuthentication yes
#AuthorizedKeysFile $h/.ssh/authorized keys

The next two directives apply only if SSH protocol 1 is used:

IgnoreRhosts yes
RhostsRSAAuthentication no

If you prefer authentication based on hosts, as opposed to user accounts, you could
enable the following directives. But I would not recommend this, as it can leave your
system more vulnerable to crackers who could find a vulnerable account.

HostbasedAuthentication no
#IgnoreUserKnownHosts yes

Of course, you could allow users to log in remotely without a password, but I would
not recommend that either:

PermitEmptyPasswords no
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The challenge/response authentication associated with telephone modem connections
is generally disabled because of interaction problems with Pluggable Authentication
Modules (PAM), as described in Chapter 10.

ChallengeResponseAuthentication no

The PasswordAuthentication directive is important. Even though it is commented
out, it reflects the default. Disable it only if you want to keep the SSH server from using
passwords transmitted over the network. (You'll see how that can work in the next
section.)

# PasswordAuthentication yes

The following directive authorizes password authentication, based on local user
passwords:

PasswordAuthentication = yes

Other directives are available for Kerberos-based authentication, if you configure a
Key Distribution Center (KDC) or the Generic Security Services Application Program
Interface (GSSAPI). Those directives are not further explained or repeated here, as that
would require another chapter and is beyond the scope of this book.

The following directives are important and enable remote access to a GUI tool:

X1lForwarding yes
X11DisplayOffset 10

You can enable a daily message to clients who log in via SSH, in /etc/motd, if you
enable the following directive:

PrintMotd no

The following directive adds a message associated with the time and date of the last
login of the subject user:

PrintLastLog yes

The following directive restores a connection if a wireless network is temporarily
interrupted:

TCPKeepAlive yes

Inormally keep this directive disabled, as it would otherwise affect my ability to run
GUI tools remotely. I know it’s not what a “real Linux administrator” would do, but as
many administrators do use GUI tools, I cover some of them in this book and therefore
retain the following directive:

# UselLogin no

m7m
N
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The MaxStartups and Banner directives, if activated, can regulate the number of
logins via SSH, and the message given to users who connect, respectively:
#MaxStartups 10:30:60
#Banner /etc/issue.net

The following directive takes language-related environment variables from the client
and uses them on the server, if the language options are available:

AcceptEnv LANG LC_*

The final directives support the use of SSH encryption for secure FTP file transfers
and the use of the PAM system for access to utilities specified in the /etc/pam.d direc-
tory. It enables the use of SSH for FTP clients with the sftp command.

Subsystem sftp /usr/lib/openssh/sftp-server

Now that you've examined the default version of the SSH server configuration file,
I'll discuss some of the changes that I normally make. Whether you make the same
changes depends on the circumstances.

If you choose to configure a password for the root administrative user, as described
in Chapter 10, disable logins by the root user with the following directive:
PermitRootLogin no
Users with administrative privileges can still access the root account after connecting via
SSH. While that means the password would be transmitted over the network, it’s done
only after the encrypted SSH connection is established.

I also like to limit the users allowed to access a system via SSH. The key is the
AllowUsers directive. You can limit by user with a directive such as this:

AllowUsers michael donna

Alternatively, you can limit access by each user to certain hosts with a directive such
as this:

AllowUsers michael@enterprise5vm donna@poohbear.example.net

I configure my desktop system with passphrases to avoid transmitting passwords
over a network. For that system, once I've configured passphrases, I disabled password
authentication by adding the following directive:

PasswordAuthentication no
Crackers who then try to break into this system with passwords will be out of luck.
Passphrases

If you don’t want to allow passwords to be transmitted over a network, it’s time to learn
about passphrases. They're configured from client systems. For example, I've configured
my laptop system with passphrases for my desktop and virtual machine server.



Chapter 7: Basic Administrative Tools

The process is straightforward. On the client (in my case, it’s a laptop), create the
private/public key pair with the ssh-keygen command. The default version of this com-
mand uses RSA encryption, with the following prompts. Normally, you should stick
with the prompted location, which creates an RSA private and public key in the current
user’s .ssh/ subdirectory.

Generating public/private rsa key pair.
Enter file in which to save the key (/home/michael/.ssh/id _rsa):

Use a passphrase. Don’t leave the passphrase entry blank. Otherwise, someone who
gets hold of the client will be able to access your servers. Another advantage is that the
passphrase is checked only against the encrypted local key, and is not transmitted over
the network. When the private/public key pairs are successfully created, you'll see a
location for these keys in the .ssh/ subdirectory, with a key fingerprint.

Enter passphrase (empty for no passphrase) :

Enter same passphrase again:

Your identification has been saved in /home/michael/.ssh/id_rsa.
Your public key has been saved in /home/michael/.ssh/id rsa.pub.
The key fingerprint is:

If 1024-bit encryption is not good enough, you could set up a more complex encryp-
tion scheme with a command like this:

$ ssh-keygen -t rsa -b 4096

Just don’t set the bits too high, or it may take too long for the system to create the
key pair. A 2048-bit key is considered good. On my system, a 4096-bit encryption key
pair took about 15 seconds to create. (The US federal specification for DSA keys uses
1024 bits.)

Next, copy the public key to the remote SSH server. As noted in the output to the
ssh-keygen command, the public key file created is id_rsa.pub, in the user’s home
directory, in the .ssh/ subdirectory. You could take the client public key file (id_rsa.pub),
copy it to the remote SSH server system, and append the contents to the authorized_keys
file in the remote user’s home directory, in the .ssh/ subdirectory. This is possible with
commands such as scp and rsync—or even with a portable device such as a USB key.

Alternatively, the ssh-copy-id command can help. The following command copies
the public key just created (the -i specifies it as the “identity file”) to the noted location
on the SSH server:

$ ssh-copy-id -i .ssh/id rsa.pub 192.168.0.102

Now client access should work with just the passphrase. Both password- and pass-
phrase-based access to an SSH server is covered in the upcoming section “Client Access.”
But first, a warning about passphrases.
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A Warning

Canonical has an important warning for anyone who has created a passphrase on Ubuntu
systems built from distributions released between April 2007 and April 2008. If you've
run or administer systems based on Ubuntu’s Feisty Fawn (7.04), Gutsy Gibbon (7.10), or
the initial Hardy Heron (8.04) release, be warned. A problem was found with the random
number generator associated with the creation of passphrases for SSH authentication. In
short, the random number generator isn’t as random as intended. This problem also af-
fects Debian Linux and related systems released in the same timeframe.

To address this problem, make sure that you've installed or updated your systems
with the latest versions of the openssh-server and openssh-client packages. One way to
do so is with the following command:

$ sudo aptitide install openssh-server openssh-client

If your system might be at risk, this command should install the openssh-blacklist
package as well as updated versions of the openssh-server, openssh-client, and the as-
sociated Secure Sockets Layer (SSL) library package.

The installation process for the updated packages should also warn you that
“Vulnerable host keys will be regenerated.” If you see this message, press TaB and then
press ENTER.

Once the cited packages are upgraded and installed, try the ssh-vulnkey command.
It checks standard locations described in the previous section for vulnerable passphrase-
related SSH keys. If there’s a problem, the ssh-vulnkey command will tell you so with
output similar to this:

COMPROMISED: 2048 8d:f2:03:03:5b:18:fd:3a:97:9e:64:f5:14:4e:29:74
michael@UbuntuGG

If you have an SSH key in a non-standard location, run the ssh-vulnkey command
with the full path to the applicable file. If one or more of your keys is compromised,
you’'ll have to create and copy new keys using the techniques described in the preceding
section.

Client Access

Based on the defaults, SSH client configuration is generally not required. All you need in
order to access the SSH server is the username and hostname or IP address of that server.
I generally use a command similar to this:

$ ssh michael@ubuntuserver.example.net

If needed, substitute the IP address for the ubuntuserver.example.net hostname. The
response depends on the value of Password Authentication on the SSH server and whether
a public encryption key has been transmitted from client to server, as described earlier.
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If Password Authentication is still enabled, the first time the client connects, you'll
see a warning message:

The authenticity of host '192.168.0.102 (192.168.0.102)' can't be
established.
RSA key fingerprint is 13:b4:5d:97:99:6c:ea:2e:7b:9d:7b:23:3a:a3:15:a4.

Are you sure you want to continue connecting (yes/no)?

Assuming you verify by entering yes at the prompt, information on the SSH server is
added to the .ssh/known_hosts file in that user’s home directory. Then the SSH server
asks for the user’s password:

michael@ubuntuserver.example.net's password:

If the correct password is given, you're logged into the SSH server, with all the privileges
associated with the login account. If the public encryption key has been properly trans-
mitted, and you’re working from the text console, the following message appears (with
the appropriate user information), requesting the passphrase used to create that key:

Enter passphrase for key '/home/michael/.ssh /id rsa':

Alternatively, if you're working from the GNOME desktop environment, a graphical
window requesting the passphrase should appear. In either case, type in the original
passphrase (including spaces and punctuation) to connect.

If you've transmitted the encryption key, allow access on the SSH server with the
Password Authentication directive, and see the user password request just described,
there’s a problem with the encryption keys. In that case, repeat the ssh-keygen process
described earlier.

Once the passphrases have been verified from the desired clients, disable the
PasswordAuthentication directive in the SSH server configuration file (/etc/ssh
/sshd_config). Then limit access—in the SSH server configuration file—to users (like
myself, in this case) with a directive such as AllowUsers michael. This way, you don’t
have to worry about passwords being transmitted over the network, reducing the risk
that crackers who use a protocol analyzer (also known as a “sniffer”) on the network
find the passwords they’d need to access the server.

Custom configuration of the SSH client is possible through the /etc/ssh/ssh_config
file. Changes are rarely required to the file. Just be aware that if you want to take
advantage of the X11 Forwarding directive on the SSH server, the defaults in the client
configuration file means you’ll need to use the ssh -X username@host command to log
in from the SSH client.

v NOTE  For users who still have to administer and even run Microsoft Windows systems, there are
SSH client services available to administer remote Linux systems from Microsoft clients.
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Telnet if You Must

Many experienced users still prefer the older Telnet service for remote connections.
Therefore, it’s possible that, as an administrator, you'll have to install and support this
service. It’s available from the telnetd package for the server and the telnet package for
the client.

There are a couple of options that can be used to provide additional security. Such
security requires installation of the telnetd-ssl and telnetd packages on the server and the
telnet-ssl package on the client. With the SSL, passwords can be encrypted between the
server and client. A successful connection includes messages that confirm an SSL con-
nection, as shown here:

S telnet-ssl ubuntuhardyserver

Trying 192.168.0.102...

Connected to ubuntuhardyserver.mommabears.com.

Escape character is '*]'.

[SSL - attempting to switch on SSL]

[SSL - handshake starting]

SSL: Server has a self-signed certificate

SSL: unknown issuer: /O=Internet Widgits Pty Ltd/OU=ubuntuhardyserver
telnetd/CN=ubuntuhardyserver./emailAddress=root@ubuntuhardyserver.
[SSL - OK]

Ubuntu hardy

ubuntuhardyserver login: michael

Password:

Be aware, even encrypted passwords can be intercepted and (eventually) decrypted,
which is why I recommend the use of passphrases, as described earlier in this chapter.

SCHEDULE IMPORTANT JOBS

Without the cron system, administrators would have to wake up in the middle of the
night to run jobs such as system backups that would otherwise overload important
systems. The cron and at systems are essentially alarm clocks that can start jobs on a
schedule.

Major Linux distributions, including Ubuntu, install the cron and at daemons by
default. Most distributions are configured to check the /var/spool/cron directory for
cron jobs by user, and at jobs. (In this context, at is the service, not the conjunction.) It also
checks for scheduled jobs for the computer under /etc/crontab and in the /etc/cron.d
directory.

The behavior of the Linux cron is different from its behavior in Unix, where the cron
daemon wakes up only when it needs to launch a program. Because cron always checks
for changes, you do not have to restart cron every time you make a change.
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Standard cron Jobs

The /etc/crontab configuration file is set up in a specific format. Comments start with a
#. Variables such as SHELL and PATH can be set. Time is configured in a certain sequence
and serves as an alarm to run the command(s) that follow. In Linux, standard cron jobs
are run through /etc/crontab on an hourly, daily, weekly, and monthly basis. Scripts for
this purpose are run from the /etc/cron.hourly, /etc/cron.daily, /etc/cron.weekly, and
/etc/cron.monthly directories. Standard cron jobs that don’t follow such schedules can be
stored in the /etc/cron.d directory.

When a regular command is run in the cron service, the actions of the shell are based
on environmental variables. To see the environmental variables, run the env command.
Some of the standard variables include HOME as the home directory, SHELL as the de-
fault shell, and LOGNAME as the username.

You can set different variables within the /etc/crontab file, or environmental vari-
ables with the following syntax:

Variable=Value

You can set these variables to different values in your crontab file. For example, the
default /etc/crontab file includes the following variables:

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

Note that the values of PATH and SHELL are different from those for the standard
environment variables.

v NOTE The MAILTO variable can notify you via e-mail when a job is run. Just add
MAILTO=me@somewhere.com to route cron messages associated with that script to that e-mail
address.

Pay attention to the following comment line in the /etc/crontab file; it provides clues
to what goes in each column:

# m h dom mon dow user command

From left to right, this represents the minute, hour, day of the month, month, day of the
week, user, and command. These columns are detailed in Table 7-1.

An asterisk (*) in any column means that cron runs that command for all standard
values of that column. For example, an * in the hour field means that the command is run
every hour as limited by the other settings. Here’s another example:

5 4 3 2 * root apt-get update

This line runs the apt-get update command every February 3rd at 4:05 A.M. The asterisk in
the day of week column simply means that the day of the week does not matter.
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Field Value
Minute 0-59
Hour Based on a 24-hour clock; for example, 20 = 8§ p.m.
Day of month 1-31
Month 1-12, or jan, feb, mar, etc.
Day of week 0-7; 0 and 7 both represent Sunday; or sun, mon, tue, etc.
User The user to run the command as
Command The command or job to run
Table 7-1.  Entries in a crontab Command Line

There are other ways to configure time settings in the crontab file. For example, a
7-10 entry in the month field would run the specified command in July, August, Septem-
ber, and October. A list such as 1,2,3,4 in the hour field would run the specified command
at 1:00 A.m., 2:00 .M., 3:00 A.M., and 4:00 a.M. The user column is configured only in the
/etc/crontab file; it runs the commands actual command in the sixth field.

For more examples, review some of the scripts in the /etc/cron.daily directory. Three
key scripts include logrotate, for rotating log files; mlocate, which updates the locate
file database; and standard, which backs up the shadow password suite database files
(/etc/passwd, /etc/shadow, /etc/group, /etc/gshadow) and others in the /var/backups
directory.

User cron Jobs
Regular users can run the crontab command to create and manage cron jobs for their
own accounts. There are four switches associated with the crontab command:
V¥ -uuser Allows the root user to edit the crontab of another specific user.
B -1 Lists the current entries in the crontab file.
B -r Removes cron entries.
A

-e Edits an existing crontab entry. By default, crontab in Ubuntu uses the nano
editor, unless you've changed the default editor with the update-alternatives
command, described in Chapter 6.

To configure cron jobs for your own account, start with the crontab -e command,
which opens the default editor. You can then add variables and schedule the commands or
scripts that you need to be run on a schedule. The format is the same as just described for
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the /etc/crontab configuration file, except that no username is required. Of course, that
means that your account needs permissions to run the commands or scripts in question.

Configure at Jobs

While the cron daemon supports jobs run on a regular schedule, the at daemon (atd) sup-
ports jobs run on a one-time basis. Think of the at daemon as functionally similar to the
print process. Jobs associated with this daemon are spooled in the /var/spool/cron/at
directory and run at the specified time.

You can configure the at daemon to run the script or command of your choice. For
example, as user michael, I've created a script named dreamliner in my home directory to
process some airplane sales database to another file in the same directory called sales.

When run, the at time command can be configured to run a job—once—at a specified
time. That time can be now; in a specified number of minutes, hours, or days; or at the
time of your choice. Several examples are illustrated in Table 7-2.

Any of the commands shown in Table 7-2 can be used to open an at job. When you
run an at time command, it starts an at> prompt. You can specify the command or script
that you want run at the specified time at that prompt. Let’s say I'm about to leave work
at around 10 r.m. and I want the dreamliner script to be run at 11:00 tonight. I'd run the
following commands:

$ at now + 1 hour
at> /home/michael/dreamliner > /home/michael/sales
at> Ctrl-D

The ctrL-D key combination exits the at> prompt and returns to the originating shell
interface. Current jobs are stored in a spool and can be reviewed with the atq command.
If you have a problem with a job, pay attention to the number assigned to it.

Period Example Description

Minutes  atnow + 20 minutes  Configured jobs start in 20 minutes

Hours at now + 6 hours Configured jobs start in 6 hours

Days at now + 2 days Configured jobs start in 48 hours

Weeks at now + 1 week Configured jobs start in 7 days

n/a at teatime Configured jobs start at 4:00 p.M.

n/a at 3:00 10/30/08 Configured jobs start on October 30, 2008,
at 3:00 A.m.

Table 7-2. Examples of the at Command
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#! /bin/sh
# atrun uid=1000 gid=1000
# mail michael @
umask 22
XDG_SESSIONM_COOKIE=f333aBdf06f871bf44b1fc9647d9353d-1205943698. 952263-98703164;
export XDG_SESSION_COOEIE

S5H_CLIENT=1592.168.0.6% 34979%\ 22; export S$SH_CLIENT

S8H_TTY=/dev/pts/0; export SSH_TTY
USER=michael; export USER
LS _COLORS=no=00:fi= :di=01%;34:1n =31\;35:p1 40%;33:80=01%;35:do=01%;35:bd=40%; 3
3\;31:cd=43\;33\;3_:0r=4 Wi 31N;01:s l:sg=30%;43:tw=30%;42:0w=34%;42:st=3T}
;ddzex=01%;32:\*. tar=01%;31:\*. tg =“'\ 3_ \* swgz=01\;31:\*.arj=0 \;3L:\*k:az=31
YWr3lohvrl lzh=01Y; 310k, lzma=01%; 31k, zip=01Y; 3100k, z=01%; 31:0*, E=01%; 31:\*. dz=01
Wi 31l:h\kogz=01%;31:\*. bz2=01\;31: . bz=01%; 31:\*. tbz2=01%; 31: \*.:z 01%;31:%*. deb=
01%;31l:\*. rpm=01%;31:%*, jar=01%;31:\*. rar=01%;31:\*. ace=01%;31: k. zo00=01%;31:\*,
cpio=31\;31:\*.72=31\;31:\*.rz=31\;31:\*.jpg=31\;35:\*.jpeg=31\;35:\*.gif=31\;35

A bmp=01%; 35: Vv . pbm=01%; 35: M+, pgm=01%; 35: %*. ppm=01%; 35: \*. tga=01%; 35: \*. xbm=01
Y35 h\ELxpm=01Y; 350\ kL EAf=01N 350k  CAEF=01Y; 35k png=01Y; 35: Wk, svg=01Y; 35:vk.m
ng—u Vi35 h\ELpox=01Y; 35: Vo mov=01%; 35: \Ve.mpg=01%; 35: \*. mpeg=01%; 35: \*. m2v=01\%; 35

hkomkw=01%; 35\ . ogm=01%; 35: k. mp4=01%;35: k. mdw=01%; 35: V. mpdw=01%; 35: \*. vob=0
L\;BS:\*.q:=3L\;35:\*.nuv=ul\535:\*.wnv=ul\;35:\*.asf=31\;35:\*.rn=u1\;351\*.rnv
b=01%;35: %%, flc=01%;35: vk avi=01%;35:\*. f1i=01%;35:v*.gl=0 \ 35:\*.dl=01%;35:\*.
xcE=01%; 352\ xwd=01%; 35z v+ yuv=01%; 35: \*.aac=00%; 36: \r.au=00%;36: . flac=00\; 36
AP mid=00%; 36: \r.midi=00%; 362 \*. nka'""\ 36:\F. mp3=00%; 36 \* mpc=00%; 361 \*. ogg=0
0%;36: %% . ra=00%; 36: \Vr.wav=00%;36:; export LS_COLORS
MAIL=/var/mail /michael; export MAZL
PATH=/usr/local/sbin: fusr/local /bin: fusr/sbin: fusr/bin: /skin: /bin: fusr/games; ex
port FPATH
FWh= fhonefnichael export FWD
LANG=en_US.UTF-8; export LANG
HISTCONTROL=ignorekboth; export
SHLWVL=1; export SHLVL
HOME=/home/michael; export HOME
LOGMAME=michael; export LOGMAME
S5H_COMMECTION=192. 168.0.6% 34979\ 192.168.0.102% 22; export S55H_COMNECTIONM
L OFEN=%|% fusr/bin/lesspipe’ %s; export LESSOFPEM
LESSCLOSE=/usr/bin/lesspipe’ %=\ ®s; export LESSCLOSE
cd /home/michael {

echo 'Execution directory inaccessible' >&2
exit 1

STCONTROL

i
Jhome/michael /dreamliner > /home/michael/sales

Figure 7-1.  An at job includes extensive environment variable information

Details of spooled jobs are stored in the /var/spool/cron/atjobs directory. For ex-
ample, the contents of the noted job are shown in Figure 7-1. Note the detail before the

actual command at the bottom of the file.

If you want to cancel an at job, it can be removed with the atrm command. For
example, if the output to the atq command reveals it as job 5, it can be removed with the

following command:

$ atrm 5
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Job Scheduling Security

Access to both the at and cron daemons can be limited. The process is similar to that
available for TCP Wrappers-based services. User access to the cron daemon can be regu-
lated in the /etc/cron.allow and /etc/cron.deny files. If these files don’t exist (which is
the default), cron usage is not restricted. If users are named in /etc/cron.allow file, all
other users won’t be able to use cron. If there is no /etc/cron.allow file, the users named
in /etc/cron.deny can’t use cron.

The right way to configure these files is with one line per user. For example, the fol-
lowing entries in /etc/cron.deny would keep users dickens and katie from configuring
their own cron jobs:

dickens
katie

This assumes no /etc/cron.allow exists to override the options in /etc/cron.deny.

The at daemon can be secured, based on the same rules. The corresponding con-
figuration files are /etc/at.allow and /etc/at.deny. The default version of /etc/at.deny
includes standard service users such as bin, ftp, and games. If a cracker breaks into one
of those accounts, he or she wouldn’t be able to run an at job.

CUSTOMIZE SERVICES AND RUNLEVELS

With the introduction of the Upstart system, described in Chapter 4, services and run-
levels are organized differently. With Ubuntu’s heritage as a Debian-based distribution,
Ubuntu’s runlevels are already organized differently from Red Hat-style distributions.
So if you're more familiar with other Linux distributions, you may only partially recognize
how runlevels are organized on an Ubuntu system.

To recap the lessons of Chapter 4, when you boot Linux, scripts that begin with an
S in the /etc/rcS.d and /etc/rc2.d directories are started. Minimizing the number of
scripts that are started during the boot process can help secure your system. Fewer active
services mean fewer ways for crackers to break into your system.

Script Actions in Different Runlevels

When reviewing an Ubuntu Server, it’s useful to review the scripts that are started when
the system boots. To do so, run the following commands:

$ 1s /etc/recS.d
$ 1s /etc/rc2.d

By default, all the scripts in these directories start with an S. In other words, they are
start scripts. Be aware that the scripts are run in numeric, and then alphabetic order. In
other words, on my system’s runlevel 2, documented in the /etc/rc2.d directory, the
S01policykit script is run first, and the S99rmnologin script is run last.
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In contrast, examine the scripts in the halt (0), single user (1), and reboot runlevels (6)
with the following commands:

$ 1ls /etc/rc0.d
$ 1s /etc/rcl.d
$ 1s /etc/rc6.d

Most of the scripts listed in these runlevels start with a K, which means they’re stopped
when the system moves to runlevel 0, 1, or 6. If both K and S scripts are stored in a run-
level directory, the K scripts are run first, in numeric order.

v TIP. When you run a command such as Is -l /ete/reS.d, the output appears in different colors, which

can be difficult to read against the white background common for a command line terminal in the GUI.
Placing a backslash (\) before the command can address this issue by disabling special colors.

Manage when a Service Starts and Stops

Be aware that most services are run by default when installed in Ubuntu. So the safest
way to disable a service is to remove it from the server. Just apply the apt-get remove
command to the package in question, as discussed in Chapter 8.

There are times that you might want a service, but aren’t ready to activate it. For ex-
ample, if you're studying the conversion of a Microsoft network to Samba, you'll want to
install the associated packages. In addition, you'll want to make sure the service doesn’t
start when the system is running. In this case, the first step is to ensure the service is
stopped with a command like the following;:

$ sudo /etc/init.d/samba stop

This stops the service from running until the next time the system reboots.

Of course, you may need to reboot for other reasons such as kernel updates. In that
case, you'll need to manage when a service starts and stops during the boot process.
There are three methods to that end. One method is based on the update-rc.d command.
The simplest way to use that command is to deactivate the scripts in the /etc/rcx.d
directories (where x corresponds to the runlevel) as follows. Don’t substitute the desired
service yet.

$ sudo update-rc.d -f service remove
If you want to restore the defaults, you could run the following command:
$ sudo update-rc.d service defaults

The problem is that the defaults used by the update-rc.d command might not corre-
spond to the original scripts in associated /etc/rcx.d directories. On my system, Samba
scripts are K19samba and S20samba. The order is important; in runlevels 0, 1, or 6, it’s
helpful to stop the Samba service before stopping the Linux implementation of the Win-
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dows Internet Name Domain, through the K20winbind script, assuming the winbind
package is installed.

Similarly, the S20samba script is started just before the S20winbind script in appro-
priate runlevels. So to make sure the script start and stop order is respected, you should
record the start and kill script numbers and remove the service from all runlevels with
the following command:

$ sudo update-rc.d -f samba remove

Naturally, if you've installed the winbind package, you’ll want to remove the associated
scripts for that service as well.

When you're ready to activate Samba and Winbind for the local network, you can do
so appropriately with the following commands:

$ sudo update-rc.d samba start 20 2 3 4 5 stop 19 0 1 6
$ sudo update-rc.d samba start 20 2 3 4 5 . stop 19 0 1 6
3 4

$ sudo update-rc.d winbind start 20 2 5 . stop 20 0 1 6

If that seems like too much trouble, and you don’t have a GUI, a low-level graphi-
cal tool can help. It’s available from the sysv-rc-conf package and can be started with a
command of the same name. As shown in Figure 7-2, the tool has an intuitive interface.
Be aware that space corresponds to the SPACEBAR, and the carat () symbol is associated
with the cTrL key.

The GUI method is based on the Service Settings tool shown in Figure 7-3, which can

bootlogd
conzole-s5
cron
CUDSYS
dbus

I
I
I
I
[
[
bootclean [
I
[
[
I
I
dhep3-sers |

Use the arrow keys or mouse to move around. “n: next pg “p: Erev pg
space: toggle szervice on / off

Figure 7-2.  Controlling services from a command line console
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Select the services that you wish to activate:

l\ Actions scheduler (anacron)
(AR ) Executes scheduled actions

‘L Actions scheduler (atd)
AR ) Executes scheduled actions |
O Audio settings management (alsa-ut
\ -
@ Automated crash reports support (a

Bluetooth device management (blue

O

B =

Figure 7-3.  Ubuntu’'s GUI Service Settings tool

@ Braille display management (briity)

be used to deactivate the start script in the /etc/rcS.d or /etc/rc2.d directory. Starting
with the Hardy Heron release, this tool is available only to authorized users. If your ac-
count is authorized in the PolicyKit, as described in Chapter 10, an active Unlock button
will be shown in the Service Settings window (and other similar administrative tools),
which allows selected users to control GUI administrative tools.

The Service Settings tool is a front end to the command line interface just described. But
as you can see, the utility associated with the sysv-rc-conf command is more versatile.

MANAGE THOSE LOG FILES

To maintain a system and keep it secure, it's important to track what happens on the
system. If you're aware of key events, such as when most users connect, log files can
help you to spot unusual activity. Ubuntu systems use a number of packages to monitor
activity on a system. These packages include utilities that can help you identify problems
and their causes.

There are several log-related scripts installed by default on Ubuntu systems. Three
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are related to the boot process but are currently not active. These scripts have been
replaced by the Upstart service, specifically the upstart-logd package. The kernel log
daemon, klogd, logs kernel messages and events. The system log daemon, syslogd, logs
all other process activity. You can use the log files that syslogd generates to track activities
on your system. If you are managing multiple systems, you can configure the syslogd
daemon to log messages to a central host system.

Both daemons are typically active by default and can be activated with the sysklogd
and klogd scripts in the /etc/init.d directory. Once these daemons start, the syslogd
daemon uses /etc/syslog.conf to determine the log information to collect. The klogd
daemon normally runs only with the syslogd daemon.

There are several excellent log management tools available. To review the variety of log
management tools available for the current Ubuntu release, run the following commands:

$ apt-cache search "log analyzer"
$ apt-cache search "log analysis"

General Log Configuration

You can configure what syslogd records through the /etc/syslog.conf configuration file.
As shown in this section, the default version of the file includes a set of rules for differ-
ent facilities (if the corresponding packages are installed). If you make changes to this
file, just remember to restart the syslogd daemon with the /etc/init.d/sysklogd restart
command.

In the analysis of any log file, it's important to understand the levels of log messages
available. Each level is known as a priority. Log priorities, in increasing order of impor-
tance, are listed here:

V  debug Used for troubleshooting; provides the highest detail
info Notes for information

notice Significant events that might require attention

warn Equivalent to warning

err Equivalent to error

crit Important errors such as those that can affect data integrity

alert A problem that requires immediate attention

> I HEEEENE

emerg Normally shown to all users; equivalent to panic

There’s an inverse relationship between the order of importance and the number of
messages. In other words, there are fewer messages at higher priorities. In addition, a
generic none priority logs all messages at all levels.

The first line takes messages from the auth and authpriv facilities; both relate to the
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authentication process. Log messages related to login attempts, access to other accounts,
and access to the administrative account are sent to the /var/log/auth.log file. The
asterisk (*) means that all log messages in the noted categories are affected.

auth,authpriv.* /var/log/auth.log

The next line means that all log messages—except those related to authentication—
are sent to the /var/log/syslog configuration file:

* . *;auth,authpriv.none -/var/log/syslog

The directive that follows, if activated (the # is a comment character), would log all
cron jobs in the noted file:

#cron. * /var/log/cron.log

The daemon.* directive sends messages related to the starting and stopping of
daemons to the noted file. I find a surprising number of hardware detection messages
in this file as well.

daemon. * -/var/log/daemon.log

While kernel messages are controlled by the klogd daemon, log messages are still
configured through this file. You'll find many messages in common with the kernel ring
buffer, available in the /var/log/dmesg file. Additional messages relate to dynamic
settings associated with the /proc and /sys directories.

kern.* -/var/log/kern.log

The following directive is normally obsolete, unless you use the Line Printer Daemon
(LPD) or Line Printer, Next Generation (LPRng) print services. As you'll see throughout
Chapter 9, the default Ubuntu print service is CUPS, the Common Unix Printing System.

lpr.* -/var/log/lpr.log

Any e-mail services such as Sendmail or Postfix, discussed in Chapter 17, are logged
as mail messages in the file noted:

mail.* -/var/log/mail.log

A few user-initiated processes are also logged. On Ubuntu, one example is based on
the RSA and DSA keys created for the SSH network connections and described in the
first part of this chapter.

user.* -/var/log/user.log

The following three directives relate to e-mail and are sequentially cumulative. In
other words, mail.warn includes all messages in mail.err; mail.info includes all messages
in mail.warn. If you configure an e-mail server with extensive traffic, you could substitute
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terms such as mail.=warn for mail.warn, which would limit messages in /var/log/mail
.warn to warning log messages.

mail.info -/var/log/mail.info
mail.warn -/var/log/mail .warn
mail.err /var/log/mail.err

If the InterNetNews (INN) Usenet-style server is installed, the following directives
would actually matter:

news.crit /var/log/news/news.crit
news.err /var/log/news/news.err
news.notice -/var/log/news/news.notice

The following directive is effectively one line, courtesy of the backslashes. It takes
debug and only debug level messages from all but authentication, news, and e-mail
related services:

* . =debug; \
auth,authpriv.none;\
news.none;mail.none -/var/log/debug

The next directive is similar but it sends all info-, notice-, and warn-level logging mes-
sages, except those related to authentication, cron jobs, daemon management, mail, and
news services, to the /var/log/messages file:

* . =info;*.=notice;*.=warn;\
auth,authpriv.none;\
cron,daemon.none; \
mail, news.none -/var/log/messages

The following line supports messages to a GUI text console, based on the aforemen-
tioned syslogd daemon, mail, and news messages—as well as all messages at the debug,
info, notice, and warn levels. This directive works only if you're running a GUI and have
access to the xconsole command.

daemon. *;mail.*;\
news.err; \
* . =debug; *.=1info;\
*.=notice; *.=warn | /dev/xconsole

If you've connected to the server remotely and administer it from a GUIL run the xconsole
command. The GUI does not have to be installed on the server, but the x11-apps
package does need to be installed. Log messages are shown in an X Window console,
similar to those shown in Figure 7-4.

Alternatively, if you aren’t using a GUI, you could send messages to a local terminal.
One option suggested by comments in the file is /dev/tty8, the eighth virtual con-
sole. If you're not currently in the GUI, press ALT-F8 to access this console. Otherwise,
if you're working in the GUI, press CTRL-ALT-F8 to access the console. (You could then
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far 20 03:32:15 ubuntuhardyserver s: y for nichael from 132,168,0.6 port 53006 ssh2

Har 20 09:32:15% ubuntuhardyszerver =chd[8072): pamn_unix{zchd:zeccion): ceccion opened for uszer michael by (uid=0)
Har 20 03:32;33 ubuntuhardyserver sshd[80721; pan_unix{sshd;session}; session closed for user nichael

Har 200 019:32:39 ubuntuhardyszerver schd[81491: Accepted passuncd for donna from 192 168.0.6 port 53007 ==h?

Har 20 09:32;39 ubuntuhardyserver sshd[0152]; pan_unix{sshd:session}: session opened For user donna by {wid=0}

Rar 20 0Y;52:42 ubuntuhardyserver sshdlBlyZl: pan_unix{sshd:isession): session closed for user donna

|Har 20 09:32:50 ubuntuhardyserver schd[81611: pam_unin{echdiauth)}: authentication failure: lognane— uwid-00 euid-0 tt:
Har 20 03:;32;953 ubuntuhardyserver sshd[8161]; Failed password for root from 1392,168.0.6 port 53008 ssh2

Figure 7-4.  Monitor log messages in an X Window console

return to the GUI with the cTRL-ALT-F7 key combination.) If that’s best for you, substitute
/dev/tty8 for /dev/xconsole (or for any of the other log files listed earlier in the file).

One more alternative is available for those who prefer to administer via an SSH con-
nection. The console associated with the first SSH connection is /dev/pts/0. In fact, if
the following line is added to /etc/syslog.conf,

auth, authpriv.* /dev/pts/0

and then the /etc/init.d/sysklogd restart command is run, attempts by others to log into
the remote server, successful and otherwise, immediately appear on the local console.

Logs can even be sent to remote servers. In fact, one common option is to set up a
dedicated log server. For example, if the following line is added,

auth,authpriv. * @log.example.net

log messages are sent to the noted log.example.net server. If a firewall exists between
the two systems, make sure TCP/IP port 514 is open on the firewall.

General Log Files

General log files and their functionality are described in Table 7-3. This section does not
include logs related to services such as Samba. It does include settings shown in the de-
fault /etc/syslog.conf file. All files shown are in the /var/log directory. If you haven't
installed or activated the associated package, you may not see the log file on your
system. Some general services are not part of the standard /var/log directory, and
others are discussed in the next section.

Service-Specific Log Files

To complete the discussion of collected log files, Table 7-4 lists typical logs and log direc-
tories in the /var/log directory; these are related primarily to services such as Apache
and Samba. Table 7-4 is not a complete list; additional service-specific log files may be
available.
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Log Files
acpid

auth.log
boot
btmp

daemon.log

debug

dist-upgrade/
dmesg
dpkg.log
faillog

fsck/

installer/

kern.log
lastlog
mail.*
messages
news/

syslog

udev/
user.log
wtmp

Xorg.0.1og

Description

Specifies events related to the Advanced Configuration and Power
Interface

Notes authentication-related messages
Now obsolete; associated services replaced by Upstart

Lists failed local or Telnet login attempts; readable with the lastb
command

Adds messages associated with certain daemons

Includes debug-level messages, unless related to authentication,
news, or mail

Includes log files related to the apt-get dist-upgrade command
Records basic boot and related messages

Adds data on any use of dpkg (or front ends such as apt-get install)
Lists failed login attempts; readable with the faillog command.
Includes log files associated with fsck and related commands

Includes log files associated with the installation process; might
be available only from a text-mode installation

Adds kernel-related messages, after the boot process is complete
Lists login records for all users; readable with the lastlog command
Specifies several log files related to mail services

Includes messages from other services as defined in /etc/syslog.conf
Includes log files associated with news services, if installed

Adds all general log messages, except those related to
authentication

Includes log files associated with Linux plug-and-play detection
Adds messages associated with user-run services

Read with the lastb -f /var/log/wtmp command

Adds setup messages for the X Window System

Table 7-3. General Log Files and Directories
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Log Files Description

apache2/ Includes log files associated with the Apache web server

apparmor/ Adds log files associated with the App Armor security framework

apt/ Specifies log files associated with the apt-get and related
commands

cups/ Includes CUPS print logs related to access, pages, and errors

fontconfig.log  Specifies installed fonts

gdm/ Adds messages associated with the GNOME Display Manager,
if installed

landscape/ Includes connection and command messages associated with
Landscape, as discussed in Chapter 8

mysql.* Specifies logs related to the MySQL database server

postgresql/ Adds log files associated with the PostgreSQL database server

pycentral.log Includes messages associated with building Python packages

samba/ Adds several access and service logs for the Samba server

scrollkeeper.log Includes information related to GNOME utilities

Table 7-4.  Service-Specific Log Files and Directories

Log Rotation

Logs can easily become very large and difficult to analyze. The logrotate package con-
figures a daily cron job, which in most cases creates new log files every week. The
governing /etc/logrotate.conf configuration file can also be used to compress, e-mail,
and remove desired log files. Generally, five weeks of logs are kept for a number of
services. As logging is configured with many individual services, you may see even a
longer history of logs in the /var/log directory.

SUMMARY

This chapter covered several basic administrative tools. The SSH server can help you
administer remote systems. The cron and at daemons can help you schedule administrative
jobs as needed. Service scripts configured in appropriate runlevels can promote security.
As problems can be diagnosed in log files, the general configuration file, /etc/syslog
.conf, can help optimize how you manage your Ubuntu servers.
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Administrators of large networks should also know how to mirror remote
repositories locally. Since Ubuntu is built on Debian Linux, many of the skills
and key commands are the same.

Modern Linux distributions configure packages in a variety of repositories. For each
Ubuntu release, client updates are configured in the local /etc/apt/sources.list configu-
ration file. Updates and other maintenance commands are also possible with Landscape,
Canonical’s system management service. (Be aware that while trial subscriptions are
available, the continued use of Landscape requires an appropriate subscription through
Canonical.)

l |buntu system administrators need to know how to manage updates.

v NOTE For more information on updates, repositories, and general Linux package management,
see this author’s Linux Patch Management, published by Prentice Hall.

THE BASICS OF DPKG AND APT

Because Ubuntu releases are based on and still use packages developed for Debian Linux,
Ubuntu distributions use the Debian packaging system. So it should be no surprise that
Ubuntu systems use many of the same commands available in Debian Linux, including
package management commands such as dpkg and apt-*.

The dpkg command is a package manager. The apt-* commands do much more, as
they can install packages with dependencies from remote repositories. Repositories such
as Ubuntu main and universe are configured in every system’s /etc/apt/sources.list
configuration file.

v NOTE A dependency refers to a package that is a prerequisite to another. For example, if you
installed the sysv-rc-conf package in Chapter 7, you may have noticed that other packages such

as libcurses-ui-perl were also installed. These additional packages are called dependencies.

Once you understand the dpkg and apt-* commands and how they work with
repositories, you're ready to learn about the aptitude utility and the Synaptic Package
Manager. Finally, you'll take a brief look at the Task Selector, which can help install
packages by group.

A Background in dpkg

The dpkg command is fundamental to the Debian packaging system used on Ubuntu
releases. If you're familiar with Red Hat-style distributions, it’s functionally equivalent
to the rpm command. The options are rich and varied. As has been done for rpm, the
options associated with dpkg could be collected into a book-length work.

This section explains the switches that I use most often. To test these switches, you'll
want a ready archive of packages. Even if this is a completely new installation, an archive
should be available in the /var/cache/apt/archives directory. The package you select
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for this purpose should have as few dependencies as possible. If the package is already
installed, back up any associated configuration file and apply the dpkg -P command to
purge that package.

One example discussed in Chapter 7 is the sysv-rc-conf utility, available from the
sysv-rc-conf_*_all.deb package. To prepare for this section, I've run the sudo apt-get
install sysv-rc-conf command. Then I purged the package with the sudo dpkg -P
sysv-rc-conf command.

The dpkg command requires administrative privileges; in most cases, preface the
dpkg with the sudo command. Now install the package. The following command should
work on any available package developed for Ubuntu releases, assuming no dependen-
cies. You may need to include the directory path to the package.

$ sudo dpkg -i sysv-rc-conf * all.deb

If a message appears which cites “dependency problems,” one solution is to include
those other packages in the dpkg command. While that’s not required with the apt-get
commands described shortly, the focus of this section is on the dpkg command.

To verify that a desired package is installed, the dpkg -1 command can help. Be aware
that it works only with the name of the package—in this case:

$ dpkg -1 sysv-rc-conf

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Installed/Config-f/Unpacked/Failed-cfg/Half-inst/t-aWait/
T-pend

|/ Err?=(none)/Hold/Reinst-required/X=both-problems (Status,Err:
uppercase=bad)

=||/ Name Version Description

ii sysv-rc-conf 0.99-6 SysV init runlevel configuration

If you've spelled the package correctly, the status of the package is shown in the
output. The first two or three letters on the left of the package name, in this case, the ii to
the left of sysv-rc-conf, indicate the status of the package. Hints are shown in the output.
The first letter is the “Desired” status, where i is short for install and p is short for purge.
The second letter is the actual status; in this case, n is short for not installed and i is short
for installed.

Run the dpkg -1 command by itself, and marvel as it displays the full list of currently
installed packages. For those of you more familiar with RPM-based distributions, note
the similarity with the rpm -qa command.

For any installed package, it’s easy to identify the list of files installed with that pack-
age. Just apply the dpkg -L command to it, and you should see the full list of files and
directories installed through that package:

$ dpkg -L sysv-rc-conf
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If you're not sure about the source of a particular file, apply the dpkg -S command to
the full path to that file. For example, when I run the following command, I see that it’s
based on the passwd package:

$ dpkg -S /etc/default/useradd
passwd: /etc/default/useradd

Be aware that the dpkg -S command doesn’t work on every file, as some files are com-
posite configuration files created from two or more packages.

Finally, a couple of options are available for uninstalling the package. The dpkg -r
command removes a package, without removing associated configuration files. The
dpkg -P command purges the configuration files along with the package.

Ubuntu Repository Organization

Ubuntu repositories for the United States are available from http://us.archive.ubuntu
.com. From this URL, examine the top level repository directories. Click the ubuntu/
subdirectory, and then click the dists/ subdirectory to see the listing shown in Figure 8-1.

ew History Bookmarks Tools Help

Fle Edit Vi

[=] - & @ [@ http:jfus.archive ubuntu.comjubuntu/dists/ |'l [" '@{l
3 feisty/ 17-Jul-2008 11:00 - <]

@ gutsy-backports/ 17-Jul-2008 09:10 -
@3 gutsy-proposed/  03-Sep-2008 07:50 -

3 gutsy-security/ 17-Jul-2008 09:10 -
3 gutsy-updates/ 17-Jul-2008 09:10 -
3 gutsy/ 07-Oct-2007 05:17 -

@3hardy-backports/ 17-Jul-2008 09:10 -
@3 hardy-proposed/ 17-Jul-2008 09:10 -
@ hardy-security/ 17-Jul-2008 09:10 -
3 hardyv-updates/ 17-Jul-2008 09:10 -
3 hardy/ 10-Jan-2008 08:02 -
@ intrepid-backports/ 17-Jul-2008 11:00 -
@ intrepid-proposed/ 17-Jul-2008 11:00 -
@ intrepid-security/ 17-Jul-2008 11:00 -
@ intrepid-updates/ 17-Jul-2008 11:00 -
@3intrepid/ 29-Apr-2008 05:49 -

Done Tor Disabled

Figure 8-1.  Ubuntu repository directories



http://us.archive.ubuntu.com
http://us.archive.ubuntu.com

Chapter 8: Manage Updates and Local Repositories

Directory Description

hardy/ Includes standard files associated with Hardy Heron
installation; many of the packages contained can also
be found on the installation CD

hardy-backports/  Adds packages that incorporate features from later releases
hardy-proposed/  Specifies packages not yet ready for production
hardy-security/ Notes package updates made available for security reasons

hardy-updates/ Includes packages that update features

Table 8-1. Repository Categories

Note the five categories associated with the Hardy Heron release. These are all effec-
tively subdirectories. There are four repositories included in each of these subdirectories:
main, restricted, universe, and multiverse.

Let’s expand on this concept. The subdirectories shown in Figure 8-1 can be explained
in Table 8-1. If you're working with a different release, substitute the code name for hardy
accordingly.

In each of the categories listed in the table are four repositories, described as follows:

V¥ main Includes packages that are released under open source licenses and
supported by Canonical.

B restricted Limited to packages that are not released under open source
licenses and are supported by Canonical.

B universe Encompasses packages that are released under open source licenses
and are supported by Canonical.

A multiverse Restricted to packages that are not released under open source
licenses and are supported by Canonical.

If you explore further, each of these repositories is subdivided by architecture, in
subdirectories such as binary-i386/ and binary-amd64/. Starting with the Hardy Heron
release, packages built for other architectures are not supported by Canonical.

If a package is supported by Canonical, you may be able to get help for the package
with a support subscription as discussed at www.canonical.com/services/support.

Repository Source Management

Local repositories are configured in the /etc/apt/sources.list file. In this section, I analyze
this file on my Ubuntu Hardy Heron system. The default version of this file includes
several comments that suggest alternative commands. What you see in this file depends
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in part on what repository options were configured during the installation process
described in Chapter 2’s “Install Ubuntu Server.”

The first commands in comments would apply if you keep the installation CD con-
stantly connected. As I prefer to keep the CD/DVD drive, even on a virtual machine,
free for other things, I don’t activate this repository. Of course, if you're running a virtual
machine, you could just configure another CD/DVD drive.

The commands that follow are based on the default Ubuntu Server installation, based
on US defaults. If you've configured a connection to a more local mirror, the URL will be
different from http:/ /us.archive.ubuntu.com/ubuntu/.

The first two active directives point to the main and restricted repositories for the Hardy
Heron release. The first directive starts with the deb command, which is associated with
standard binary packages. The second directive starts with the deb-src command, which
connects to accompanying source code packages in the same repositories.

deb http://us.archive.ubuntu.com/ubuntu/ hardy main restricted
deb-src http://us.archive.ubuntu.com/ubuntu/ hardy main restricted

The directives that follow are associated with Hardy Heron updates, upgrades to
what may have been included during the original installation process:

deb http://us.archive.ubuntu.com/ubuntu/ hardy-updates main restricted
deb-src http://us.archive.ubuntu.com/ubuntu/ hardy-updates main
restricted

The next set of directives point to the Hardy Heron universe repository. The asso-
ciated comment notes that the Ubuntu team will not support any packages contained
therein, and said packages won't get any security updates. There are four directives in
this group that point to the binary and source code in both the hardy and hardy-updates
subdirectories:

deb http://us.archive.ubuntu.com/ubuntu/ hardy universe

deb-src http://us.archive.ubuntu.com/ubuntu/ hardy universe

deb http://us.archive.ubuntu.com/ubuntu/ hardy-updates universe
deb-src http://us.archive.ubuntu.com/ubuntu/ hardy-updates universe

Four additional directives follow, which are almost identical to those shown above,
except they substitute multiverse for universe. As described in the previous section, the
multiverse repository does not conform to open source licenses.

In my opinion, it’s important to activate backports, especially on LTS (long term
support) releases. As LTS releases such as Hardy Heron are supported for three years on
the desktop and five years on the server, backports allow you to update Hardy Heron
with features from later releases. Be aware that despite the format limitations on this
printed page, main restricted universe multiverse all appear on the same line.

deb http://us.archive.ubuntu.com/ubuntu/ hardy-backports main
restricted universe multiverse
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deb-src http://us.archive.ubuntu.com/ubuntu/ hardy-backports main
restricted universe multiverse

If you're interested in third-party packages, one repository of interest is the partner
repository. Unlike the other repositories, the partner repository may not be available on
the mirror of your choice. If you're interested in partner packages such as the Opera web
browser, activate these directives:

# deb http://archive.canonical.com/ubuntu hardy partner
# deb-src http://archive.canonical.com/ubuntu hardy partner

v NOTE Not all software from Ubuntu partners is available from this repository. For a list of current
Ubuntu partners, navigate to http://webapps.ubuntu.com/partners/software/.

Finally, the following six directives are associated with the Hardy Heron security
repositories. Note the references to main, restricted, universe, and multiverse pack-
ages. You may have noted the Ubuntu warnings on how they don’t provide support
for packages in the universe or multiverse repositories. But when security updates are
made available to Ubuntu, the responsible developers include it in the appropriate
repositories.

deb http://security.ubuntu.com/ubuntu hardy-security main restricted
deb-src http://security.ubuntu.com/ubuntu hardy-security main restricted
deb http://security.ubuntu.com/ubuntu hardy-security universe

deb-src http://security.ubuntu.com/ubuntu hardy-security universe

deb http://security.ubuntu.com/ubuntu hardy-security multiverse

deb-src http://security.ubuntu.com/ubuntu hardy-security multiverse

v NOTE While other repositories are often directed toward mirror sites, many experts recommend
that you do not connect to mirrors for security-related repositories. Some security updates can be
time-sensitive.

Finally, there are a variety of groups who try to use Ubuntu’s success, with additional
features beyond what’s available even in the partner, universe, and multiverse reposi-
tories. One well-known example is Ultamatix (http://ultamatix.com), which builds on
the work of the former Automatix, which automatically installs a number of multimedia
and desktop applications. These are known as third-party repositories. Not all third-parties
who create specialized repositories work closely with Ubuntu developers, so take extra
care before using the software from these projects.

One risk of third-party repositories is related to dependencies. If the dependency
is not available or conflicts with a key Ubuntu package, it can impact other packages.
Such impacts on other packages can lead to problems with even more packages. This
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is known as dependency hell. Therefore, if you're unsure about a third-party repository,
check online feedback. Read about any problems that other users have encountered with
that repository.

Find the Right Mirror

During the installation process, you may have configured a connection to an appropri-
ate national mirror. However, a national mirror may not be the best mirror for you. For
example, when I trace the route to the http:/ /us.archive.ubuntu.com mirror from the US
West Coast, it actually connects to a server in the United Kingdom. Any mirror located
in the continental United States is more likely to better serve my systems.

v NOTE One way to trace the route to a remote server is with the traceroute command. Alternatively,

IP address locators available online can help identify the geographic position of a remote server.

So to find the best connection to a mirror, it’s best to find a mirror close to me. A
current list of Ubuntu mirrors is available online from https:/ /launchpad.net/ubuntu/
+archivemirrors. When selecting a mirror, consider the following factors:

V¥ Geographic distance A mirror physically close to you is less likely to be
subject to Internet traffic problems.

B Desired protocol Not all mirrors support access through HTTP, FTP, and
ISync servers.

A Speed Depending on the number of users who connect to a mirror, faster
mirrors usually lead to faster downloads.

If you have access to a GUI, the process can be somewhat automated. Open the Soft-
ware Sources application: From the GNOME desktop, choose System | Administration |
Software Sources. If you want to open this application over a remote SSH connection,
run the sudo software-properties-gtk command. In the Ubuntu Software tab shown
in Figure 8-2, click the Download From drop-down text box. Click Other to open the
Choose A Download Server window shown in Figure 8-3.

You can use the tool to evaluate the configured list of download servers. Try it out for
yourself; click Select Best Server. When I clicked this button, it selected a server several
states away. However, there are a number of excellent alternative mirror sites with the
same connection speed located closer to me. So remember to make your own judgment
on the results, and evaluate it against the aforementioned list of Ubuntu mirrors.

Fundamental apt Commands

The early part of this chapter described one of the problems with the dpkg command:
installation trouble when dependencies exist. While it is possible to force a package instal-
lation, overriding existing dependencies can be risky. Installed packages without access to
dependencies can lead to problems with associated commands and applications.
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Ubuntu Software | Third-Party Software l Updates lAuthentication l Statistics l

Downloadable from the Internet

M Canonical-supported Open Source software (main)

[] Community-maintained Open Source software (universe)
@ Proprietary drivers for devices (restricted)

[] Software restricted by copyright or legal issues (multiverse)

™ Source code

4r

Download from: [:Server for United States

Installable from CD-ROM/DVD

Cdrom with Ubuntu 8.04 'Hardy Heron'
[¥] officially supported
Restricted copyright

Figure 8-2.  The Software Sources tool

[v]

F
P Turkey Select Best Server

P Ukraine

P United Kingdom

< United States |
cudlug.cudenver.edu
ftp.gtlib.gatech.edu

ftp.unina.it

Protocol: -

Figure 8-3. Choose a Download Server
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That’s where the apt-* commands can help. Specifically, the apt-get install package
and apt-get remove package commands installs and removes the package of your choice,
with all dependencies. Of course, as package installation using the dpkg command
requires administrative privileges, so does the apt-get command.

The apt-get commands are nearly as rich and versatile as the dpkg command; some
would say they’re more versatile. To ensure that the local database of packages is up-to-
date, run the following command on a regular basis:

$ sudo apt-get update

This command is suitable for the cron daemon described in Chapter 7 and may be
appropriate for the /etc/cron.daily/apt script.

There’s more to the apt-get command. The following command takes a look at all
current packages and compares them against available upgrades:

$ sudo apt-get upgrade

Based on the current state of packages, a few packages may be listed, with messages
that they should have been installed or removed. Such packages can be caught with one
of the following commands:

$ sudo apt-get -f install
$ sudo apt-get -f remove

Another approach uses the dselect-upgrade option. The -u displays upgraded
packages:

$ sudo apt-get -u dselect-upgrade

If you really want to update all packages on the local system, the following package
checks all packages against what’s available:

$ sudo apt-get -u dist-upgrade

If you want to update all packages to the next release, change the release name in the
/etc/apt/sources.list configuration file. For example, changing all instances of hardy to
intrepid in that file would be a prelude to a release upgrade. Just be aware that such an
action would upgrade to a release without long-term support, and may affect a support
contract.

The /var/cache/apt/archives directory can easily become filled with gigabytes of
possibly obsolete package files. You could clean out all packages from this directory with
the following command:

$ sudo apt-get clean

Alternatively, you could just clear out those packages that have become obsolete (and in
most cases are superseded by more recent packages) with the following command:

$ sudo apt-get autoclean
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More apt Commands

The apt-get command is just one of the many available apt- based commands. Others
discussed in this section include apt-cache, apt-file, and apt-ftparchive. The apt-ftparchive
command will be used to help to create a repository mirror later in this chapter.

For a more complete list of apt- commands and options, see the Debian Linux apt
HOWTO, available online from www.debian.org/doc/manuals/apt-howto/.

apt-cache

The simplest way to review available repositories for package information is with the
apt-cache command. Assuming the local repository databases are up-to-date, the fol-
lowing command searches for all packages related to the Linux Terminal Server Project
(LTSP), the default Ubuntu implementation of the diskless client:

$ apt-cache search ltsp

If you want a preview of the dependencies associated with a package, the depends
and rdepends switches can help. For example, the following command provides a list
of dependencies, or packages that should be installed before the Samba file server can
be installed. If you read the list carefully, you'll see suggested packages associated with
some optional features of Samba, as well as recommended packages, conflicts, and
updates of currently installed packages associated with dependencies.

$ apt-cache depends samba

If you're interested in reverse dependencies, the rdepends switch can help. For
example, to find packages that require Samba to be installed first, run the following
command:

$ apt-cache rdepends samba

But the information provided by apt-cache might not be up-to-date. Before running
any apt-* command, make sure the local system has the latest repository updates with
the following command:

$ sudo apt-get update

apt-file

The apt-file command uses the repository databases to help search within uninstalled
packages. For example, if you're running a later version of an Ubuntu distribution, the
/etc/inittab file won’t normally be installed. If you prefer a boot process using the file,
you could search for it from connected repositories with the following command:

$ apt-file search /etc/inittab

Of course, this assumes the local repository and file databases are up-to-date. If unsure,
run the apt-get update command. If you need to install the apt-file command, run the
sudo apt-get install apt-file command.
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The first time you run the apt-file command after installation, you'll need to update
the associated cache with the following command:

$ sudo apt-file update

apt-ftparchive

The apt-ftparchive command can be used to configure a repository for client access. Spe-
cifically, the following version of this command, when run in a directory with a bunch of
Ubuntu packages, creates an appropriate Packages.gz file database:

$ sudo apt-ftparchive packages . | gzip -9c¢ > Packages.gz

The dot (.) in the command refers to all files in the current directory. Of course, you
could substitute the name of the directory with the packages to be configured into a
repository, and send the output to the appropriate directory searched by clients.

On the main Ubuntu Hardy Heron archive in the United States assuming a standard
i386 repository, the directory with the Packages.gz file is

/ubuntu/dists/hardy/main/binary-i386

The organization of Ubuntu repositories were discussed earlier in this chapter in the
“Ubuntu Repository Organization” section.

Update Management Tools

Two of the popular alternatives to the apt-* commands are aptitude and the Synaptic
Package Manager. The aptitude command works in two basic modes. As a command,
aptitude can in most situations be used as a “drop-in” replacement for the apt-get com-
mand. As such, a separate section for aptitude as a command would be redundant. When
run by itself, aptitude opens an intuitive tool that does not require a GUIL. One more pop-
ular option is the Update Manager, available through the update-manager command.

Package Management with aptitude

The aptitude tool is powerful. It’s only a front end, but it provides menu-driven support
to all apt-* based commands. It does not require a GUL You don’t even need to preface
the aptitude command with sudo; it prompts you for the appropriate password when re-
quired. The interface, shown in Figure 8-4, is accessible even over a remote connection.

Packages are subdivided into the categories shown in Figure 8-4. The basic catego-
ries are generally self-explanatory; for example, Upgradable Packages specify a list of
installed packages for which upgrades are available. Virtual Packages help developers
organize packages. For example, apache2-mpm is a virtual package that helps organize
other Apache multi-processing module packages. Finally, the Tasks category specifies
packages not included in other categories.

Use the uP ARROW, DOWN ARROW, and ENTER keys to navigate around aptitude. For
example, Figure 8-5 provides more information about the aptitude package. At this point, if
you press ENTER, you’d see more information about the package, including dependencies.
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Actions Undo Package Resolver Search Options Views Help
7: Help q: Quit u: Update g: Download/Install/Remove Pkgs

- Not Installed P
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Figure 8-4. The aptitude tool

4.9-2ubu 0.4.9-2ubu

Figure 8-5. The aptitude tool describes the aptitude package.
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Command Description

u Updates the current local package database; equivalent to
sudo apt-get update

+ Adds the package to the list to be installed

- (dash) Adds the package to the list to be removed

_ (underscore) Adds the package to the list to be purged

g Installs and removes the aforementioned packages

CTRL-T Provides access to the drop-down menus; to exit, press Esc

and any arrow key

? Opens a detailed list of key-driven commands

Table 8-2. Basic Commands from the aptitude Tool

To go back up the aptitude command tree, press Q as many times as needed.

In the screen shown in Figure 8-5, up to three letters can be associated with each
package. The first letter for all packages in the Installed category is i, which means the
current state of the package is installed. The second letter specifies a pending action. A
third letter, such as A, specifies that the package was automatically installed.

The basic commands are straightforward, as described in Table 8-2, which includes
several commonly used commands beyond what’s shown in Figure 8-5.

Synaptic Package Manager

The synaptic command opens the Synaptic Package Manager, shown in Figure 8-6.
While this is a GUI tool, it is and has been a popular administrative option for years on
Debian-based distributions, including Ubuntu.

In some ways, the Synaptic Package Manager is similar to aptitude, as it serves as
a front end to several of the apt-* commands. It provides a visual overview of available
packages, including descriptions, dependencies, and more. It also provides a front end
to the Software Sources tool described earlier in this chapter. As with the aptitude com-
mand, administrative actions are not enabled unless synaptic is run with administrative
privileges.

This section covers only the basic capabilities of the Synaptic Package Manager. First,
note the buttons in the top toolbar. The Reload option is a front end to the apt-get update
command, which updates databases to the latest information available from the reposi-
tories cited in the /etc/apt/sources.list file. The Mark All Upgrades button checks the
local repository database against currently installed packages and marks all packages
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Custom Filters

Search Results The WCARD format is used by gnomecard, for example, which is B

I24955 packages listed, 486 installed, 0 broken. 3 to installjupgrade, 0 to remove; 266 kB will be use:

Figure 8-6. The Synaptic Package Manager

with available upgrades. If you click this button (or configure a package for installation
or removal), the Apply button becomes active, which prompts you to start the download
and installation of all marked upgrades.

v NOTE If you're running Synaptic from a remote server where the GUI is not installed, some icons
could be missing. In that case, make sure the hicolor-icon-theme package is installed.

If you haven’t marked any other packages for installation or removal, click the Status
button in the lower-left section, and then click the Installed (upgradable) option that
appears in the upper-left section. You'll see a group of packages to be upgraded in the
upper-right pane, as shown in Figure 8-7.

It's a fairly common practice to avoid kernel upgrades in certain circumstances.
Software such as database managers may be certified only to a specific kernel version.
Special drivers may be built to a specific kernel version. In either case, a kernel upgrade
would mean trouble. If you don’t want to upgrade a kernel, disable any active updates
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File Edit Package Settings Help
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Figure 8-7. Updates in the Synaptic Package Manager

for the linux-headers and linux-image packages. To do so, right-click the package name
and select Unmark from the pop-up menu that appears.

A click of the Properties button opens an unnamed window that provides detailed
information about the highlighted package, including dependencies and installed files.
The Search button supports a search through the database; it’s a front end to the apt-cache
command.

Note the organization of the Synaptic window. Categories are listed in the upper-left
pane. Packages in the highlighted category are shown at the upper-right pane. A descrip-
tion of the highlighted package is shown in the lower-right pane.

The lower-left pane includes five buttons with options for sorting packages. Associ-
ated categories are then listed in the upper-left pane. Briefly, the Sections button provides
a functional grouping of packages. The Status button divides packages by installation
status. The Origin button classifies packages by their original repository. The Custom
Filters button divides packages by those that are marked for changes, those that are up-
gradable, custom searches, and more. Finally, the Search Results button lists the output
of custom searches.
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Choose Settings | Repositories. The window that appears should be familiar—it’s
the Software Sources application.

There are a substantial number of other options available. Choose Settings | Prefer-
ences. Explore the tabs that appear in the Preferences window. These options can help
you see how updates can be customized on any Ubuntu system.

Update Manager

The Update Manager is another important GUI tool for package management. It can
be started with the update-manager command in a GUL It compares the current list of
packages against the local database of available updates.

The Update Manager is a straightforward tool. As shown in Figure 8-8, packages for
which updates are available are listed and selected by default. Administrative password
confirmation is not required until you click the Install Updates button. As the compari-
son is made against a local database, you can run the sudo apt-get update command first
to make sure that local databases are up-to-date—or just click the Check button, which
performs the same function.

S4= You can install 125 updates.
L Software updates correct errors, eliminate

security vulnerabilities and provide new features,

libtiff4
Tag Image Fle Format (TIFF) library (Size: 119 KB)

libxml2
GNOME XML library (Size: 767 KB)

libxmI2-utils
XML utilities (Size: 33 KB)

linux-headers-2.6.24-19
Header files related to Linux kernel version 2.6.24 (Size: 7.0 MB)

B "W B E

linux-headers-2.6.24-19-generic
Linux kernel headers for version 2.6.24 on xB6/xB6_64 (Size: 629 KB)

(]

Download size: 137.8 MB l ° Check l [\/lnstall Updates

S

> Description of update

Figure 8-8. The Update Manager
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If for some reason you don’t want to update a kernel, disable the updates for the
linux-headers and linux-image packages by deselecting them in the Update Manager.
When you click Install Updates, kernel updates are not updated in the list, unless so
required as dependencies.

The Task Selector

The Task Selector is a simple tool to install groups of packages after an Ubuntu system
is installed. Like the Update Manager and Synaptic Package Manager, it’s a front end
to the aptitude command—which itself is a front end to the apt-get command. To open
it, run the sudo tasksel command. The advantage, as shown in Figure 8-9, is the listing
of major package groups. You can navigate with arrow and 1aB keys. To select a desired
package group, highlight it and press the spACE BAR to add an asterisk to the group. Then
press ENTER to activate the download and installation of associated packages.

The Task Selector does not, however, list the individual packages to be installed. For
example, when I install the LAMP stack, the “Please Wait” message appeared without
progress for nearly four minutes. And if the network is slow, you might not see progress
for quite some time. So be patient. If desired, recheck the network connection.

I don’t recommend using the Task Selector to remove a package group, because the
results can be unpredictable. For example, when I removed the Mail Server package
group from one Hardy Heron system, it also removed the LAMP stack from that system.
Other package removal options ask for confirmation before removing packages seen as
dependent.

[Package configuration

| Software selection
You can choose to install one or more of the following predefined
collections of softuware.

software to install:

DN3S server
Edubuntu server
LAMP server
Mail server

Open3SSH server

Postgre3(L database

Print server

Samba File =erver

ZD-3D0 creation and editing suite
Audio creation and editing suite

Figure 8-9. The Task Selector opens a command line Software Selection tool
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KEEP THE SERVER UP-TO-DATE

Perhaps a fundamental skill for a Linux administrator is not only the ability to update
a system—but the judgment required as to when to keep a server up-to-date. You could
run the sudo apt-get upgrade command on a regular basis. You could even automate
updates by setting up this command as a script in the /etc/cron.daily directory. But not
all updates are desirable. In fact, some updates can affect the functionality of some ap-
plications—and even invalidate support for others.

I've grouped updates in three categories, which by necessity overlap. For example,
a kernel update could be made available for security reasons, and the update could also
affect the functionality or certification of an application.

Security Updates

As strange as it may sound, some administrators don’t install all security updates. For
example, if the Samba file server is not in use, and you don’t plan to install Samba in
the near future, there’s no reason to update a system for a Samba security update. Even
if you're using Samba, the update can relate to a feature you're not using. The security
updates to be installed depend on the services that are needed.

Ubuntu Security Notices (USN) are designed to help the administrator understand
whether a security update is needed. The latest USN are available from www.ubuntu
.com/usn. If you have a browser that supports RSS (Really Simple Syndication) feeds, it’s
possible to subscribe to these notices. Alternatively, you could subscribe to the Ubuntu
Security Announcements mailing list, available from https://lists.ubuntu.com/.

v NOTE The unattended-upgrades package provides a front end to the security update process. It
runs with the unattended-upgrades command, based on the configuration in the /etc/apt/apt.conf.d/
50unattended-upgrades configuration file.

Kernel Updates

New kernels can be especially difficult for some systems. Kernel updates can plug se-
curity holes. But that can cause problems, because some applications such as database
management tools may be certified to a certain version of a kernel. In that case, upgrades
would then invalidate support for that database.

Specialized drivers may be available only for certain kernels; if source code is not
available for that driver, it’s not possible to recompile that driver to the new kernel. In
that case, an updated kernel could even break that driver.

Kernel updates are enabled by default by the major command tools, including
apt-get, aptitude, the Synaptic Package Manager, and the Update Manager. Updates
can be deselected in the Package Manager and the Update Manager as described earlier
in the “Update Management Tools” section. If you'd rather use the aptitude command,
updates to the Ubuntu server kernel can be disabled with the following command:

$ sudo aptitude hold linux-image- "uname -r°
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The next time you upgrade packages with a command such as sudo aptitude
upgrade, the package related to the current Linux kernel is not upgraded. Just be careful;
if a new Linux kernel package is included as a dependency, further work is required to
identify those other packages that also should not be upgraded.

Application Updates

Knowing when to update an application can be problematic. Most packages associated
with Ubuntu systems are developed by third parties. While appropriate packages are
supported by Canonical, you still need to decide when to update an application. Some
application updates could introduce features that disable the work done by your users.

In addition to the aforementioned USN security notices, other information can be
found at Ubuntu’s news site. Known as The Fridge, it provides “news, grassroots mar-
keting, advocacy, team collaboration, and great original content.” Available at http://
fridge.ubuntu.com, this community news site details release announcements, conference
events, hot new features, project reports, and more.

Of course, another alternative is the Internet home page for the application in ques-
tion. For example, you may want to read the latest information from the OpenOffice.org
website before downloading the hundreds of megabytes of data such an update entails,
especially on a group of computers.

CREATE A REPOSITORY MIRROR

When there are a significant number of Ubuntu systems on a network, large updates,
if run simultaneously, can easily overload even business-level Internet connections. It
seems like every time I turn around, there’s an update to the OpenOffice.org suite, which
leads to a several hundred megabyte update—for each system.

If you administer a substantial number of Linux systems, it may be more cost-effec-
tive to create a local mirror of at least certain repositories, such as those associated with
updates. For that purpose, Ubuntu distributions include tools that can copy and syn-
chronize from a remote mirror. If you also want to keep systems up-to-date with custom
packages, there are several tools that can help configure the repository database.

Of course, once a local mirror is created, it won’t help unless local clients are config-
ured to use that local mirror. And local mirrors need to be kept up-to-date, so you should
set up a regular job such as an automated cron job to keep the mirror up-to-date.

Mirror Configuration

There are two basic methods to synchronize a local client to a remote repository. The
rsync command is the traditional method associated with synchronizing local and
remote groups of files. The apt-mirror command is more focused, and in my opinion, a
better choice at least for the initial mirroring of the remote repository. The focus of this
section is on apt-mirror; you could subsequently use the rsync command to keep the
repository created up-to-date.
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As the apt-mirror package is rarely installed with an Ubuntu installation, you'll need
to install it with a command such as:

$ sudo apt-get install apt-mirror

You could use the sudo apt-mirror command immediately, with associated configu-
ration files, as is. However, when I tried it on my Hardy Heron server, it warned me that
it would download more than 40GB of files. And that would have overloaded the free
space currently available on that system.

So I modified the configuration files associated with the apt-mirror package. The files
I changed included /etc/apt/mirror.list and /usr/bin/apt-mirror.

/etc/apt/mirror.list

The default version of the /etc/apt/mirrorlist configuration file lists default paths in
comments, as well as configured repositories. You may also note a new apt-mirror user
and group in the /etc/passwd and /etc/group files, respectively. I'll come back to those
files shortly.

Now return to the /etc/apt/mirrorlist configuration file. The first directive in the
file sets the directory where files are copied. The default is /var/spool/apt-mirror; you
could create a partition with sufficient space for the /var/ directory.

# set base_path /var/spool/apt-mirror

Because of the demands of an Ubuntu system mirror, I set up a separate partition on
a new hard drive, configured it on the /apt-mirror directory, and modified the /etc/apt
/mirror.list file accordingly:

set base path /apt-mirror

The following directives (and associated comment—and priviages is misspelled in the
configuration file) list the directories that need to be created, with privileges:

if you change the base path you must create the directories
below with write privlages

set mirror path S$base path/mirror

set skel path S$base path/skel

set var path $base path/var

H*+ H H H H H*

set cleanscript $var_path/clean.sh

I suspect that most readers will have already installed the Apache Web server. It’s
also useful for repositories. You could create repositories in the standard Apache direc-
tory tree, /var/www/. But soft links from this directory are also fairly easy to configure.
I therefore ran the following commands to create the appropriate directories, as subdi-
rectories of the value of the base_path directive:

$ sudo mkdir /apt-mirror
$ sudo mkdir /apt-mirror/mirror
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$ sudo mkdir /apt-mirror/skel
$ sudo mkdir /apt-mirror/var

$

These commands create the noted directories with write privileges for the owner.
But to make this work, I also need to set the owner for all these directories (and sub-
directories) as the apt-mirror user and group. One way to do this is with the following
command. The chown -R command changes ownership on the /apt-mirror directory,
and subdirectories, recursively:

$ sudo chown -R apt-mirror.apt-mirror /apt-mirror

Now I return to the /etc/apt/mirrorlist configuration file. The default uses the run-
ning host architecture. If I were creating a mirror on a 64-bit system, the following sug-
gests that the default would be to copy from 64-bit repositories:

# set defaultarch «<running host architectures

If the mirror is for clients of a different architecture from the local server, I would
have to specify that as well. For example, if I were creating a mirror for 32-bit systems on
a 64-bit server, I would add the following directive:

set defaultarch i386

The directives which follow include a series of URLs which specify the repositories
to be mirrored. These URLs should be changed to list only those repositories that need to
be mirrored. For example, I limit what is mirrored by including only the following URLs
and commenting out all others. The clean directive frees space from obsolete packages
from associated repositories.

deb http://us.archive.ubuntu.com/ubuntu hardy-updates main restricted
clean http://us.archive.ubuntu.com/ubuntu

I specify the national repository that applies to me, substituting us.archive.ubuntu
.com for the instances of archive.ubuntu.com shown in the configuration file. I also limit
the copying to the main and restricted repositories. I could also add the universe and
multiverse repositories to this directive. The repositories you choose to copy depends on
available disk space and your willingness to download tens of gigabytes of data.

I don’t even consider mirroring the security-related repositories, as it’s more impor-
tant that security updates are based on the latest available releases.

While the http:/ /us.archive.ubuntu.com/ubuntu repository is the most up-to-date,
I could substitute a mirror such as http://mirrors.kernel.org/ubuntu. The decision is
whether to copy the mirror or the more up-to-date but distant repository. There are good
arguments for both, and the decision depends in part on how frequently the selected
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mirror site is kept up-to-date. I choose to copy from the mirror, so I substitute accord-
ingly in /etc/apt/mirror.list:

deb http://mirrors.kernel.org/ubuntu hardy-updates main restricted
clean http://mirrors.kernel.org/ubuntu

Any other URL shown in this file is deactivated by adding a comment character
(#) in front. As discussed earlier, if you changed the default base_path defined earlier
for the /etc/apt/mirrorlist configuration file, a change is also required to the /usr/bin
/apt-mirror script. Since I changed it to /apt-mirror, I change it in the /usr/bin/apt-mirror
script as well:

"base path" => '/apt-mirror',

To Mirror an Ubuntu Repository

Now I've set up a volume with sufficient free space, at least for those repositories to be
mirrored locally. I've modified the /etc/apt/mirror.list configuration file and /usr/bin/
apt-mirror script to mirror the main and restricted repositories for the i386 CPU architecture
on the /apt-mirror directory.

I can then run the sudo apt-mirror command, which executes the /usr/bin/apt-mirror
script. Instead of the 40GB of files that would have been downloaded earlier, the apt-mirror
command in my configuration downloaded just over 1GB of files. This works if there’s
sufficient free space available in the /apt-mirror directory.

The required free space will vary. The amount of information downloaded to your
system depends on the repositories selected in /etc/apt/mirrorlist and the packages in
those repositories. As package and security updates increase over time, make sure that
any volume you reserve for this purpose has room for significant growth.

Once the process is complete, examine the structure of the /apt-mirror directory (or
whatever directory you use). Because I've copied the updates from the http://mirrors
[kernel.org/ubuntu site, the apt-mirror command as configured copies the selected
repository sections to the /apt-mirror/mirror/mirrors.kernel.org/ubuntu directory.

Use the Local Mirror

Of course, none of this works unless you point local systems to the noted mirror. While
it’s possible to set up other share protocols, the most convenient protocol for a local re-
pository is HTTP. It’s the same default Web protocol, and it takes advantage of the precon-
figured Apache Web server included with a LAMP-based Ubuntu Server installation. For
more information on Apache and LAMP (Linux, Apache, MySQL, PHP), see Chapter 15.

Be aware, the standard directories associated with the Apache Web server are located
in /var/www, which differs from the previously created /apt-mirror directory. I set up
access via Apache using a soft link, with the following command:

$ sudo 1ln -s /apt-mirror/mirror/mirrors.kernel.org/ /var/www/mirror
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I can then modify appropriate /etc/apt/sources.list configuration files on desired clients.
Based on the update repositories that have been mirrored, I'd replace the connections to
remote repositories with the following directive:

deb http://192.168.0.104/mirror/ubuntu hardy-updates main restricted

MANAGE WITH LANDSCAPE

Landscape is Canonical’s web-based system management service. It allows administra-
tors to manage the Ubuntu systems on their networks from a single web-based interface.
While Landscape is not freely available, it is a convenient administrative front end that
makes it possible to monitor and administer individual systems without always having
to connect to each system. For readers familiar with other system management tools,
Landscape is functionally similar to the Red Hat Network, Microsoft’s Systems Manage-
ment Server (or System Center Configuration Manager), and Novell’s ZENworks Suite.

More information, including the conditions for a free trial, is available from www
.canonical.com/projects/landscape. When I asked for a free trial, I was sent an e-mail
invitation to open an account, as depicted in this chapter. The account is limited to
five systems. Full access is available with a dedicated Landscape subscription, or any
Canonical support subscription.

Landscape Features

Landscape supports the system management of Ubuntu computers. It allows you to
administer users, security updates, and even custom repositories. Several systems with
common requirements can be managed as a group. Packages can be managed individu-
ally by system or group.

The Landscape system monitoring tools allow you to review resource usage, man-
age processes, and audit actions performed by other administrators. It also supports a
hardware inventory of each system. It includes direct feedback to the Canonical support
team. As they have read-only access to your information available in Landscape, it helps
them diagnose any problems you may have. To keep the focus on Ubuntu Server, I do
not go into extensive detail on Landscape features.

Work with Landscape

There are several basic tools associated with Landscape. But you need to know how to
set up and register a client. You'll then learn how easy it is to monitor registered client
systems.

When you register with Landscape (even with a trial subscription), you should re-
ceive an e-mail confirmation, with an embedded link. Navigate to the associated URL
and follow the instructions. Remember any included passphrase, as you'll need it when
logging into Landscape, as shown in Figure 8-10. The passphrase used here can and
probably should be different from the registration password. You'll also need the regis-
tration password when registering Landscape systems.
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Figure 8-10. Landscape login screen

NOTE Access to Landscape is available with a Canonical support subscription. A 60-day trial may
be available from www.canonical.com/landscape/register. For more information, see www.canonical
.com/projects/landscape.

Register a Client

To register an Ubuntu client with Landscape, you need to update the associated /etc/
apt/sources.list configuration file with the appropriate repository. For example, you
would add the following line for the Hardy Heron release:

deb http://landscape.canonical.com/packages/hardy ./

If you're working with a different release, substitute for hardy accordingly.
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While it’s not absolutely required, you should download the appropriate GPG (GNU
Privacy Guard) key with the following command:

$ gpg --keyserver-options no-http-proxy --keyserver keyserver.ubuntu.com \
--recv-key C605E80D

If there is a proxy server somewhere between the local network and the Internet, replace
no-http-proxy with http-proxy, and you'll be prompted for such as needed. If you don’t
acquire the GPG key, some sort of “GPG error” and “Warning” messages will appear.

If the download is successful, you'll see a message about a public key associated with
the “Landscape Development Team,” along with several keys in the current user’s home
directory, in the .gnupg/ subdirectory. You can then make the key available to the apt-*
commands as follows:

$ gpg --armor --export C605E80D | sudo apt-key add -
The message I see when this command is successful is
OK
Now you can update the local repository cache:
$ sudo apt-get update
And install the Landscape client package:
$ sudo apt-get install landscape-client

The command installs a number of dependent packages. I tried it on three different
Hardy Heron systems; between 8 and 36 were installed from my configuration to help
enable remote administration. In the first case, most of the dependent packages were
already installed. In either case, expect this command to take some time to download
and install associated packages.

Finally, the following command starts the process of registering the client. You'll be
prompted for required information. The computer title can be a descriptive human-read-
able name; my entries are in boldface:

$ sudo landscape-config

The Landscape client must be started on boot to operate correctly.
Start Landscape client on boot? (Y/n): y

Starting Landscape client: landscape-client

This script will interactively set up the Landscape client. It will
ask you a few questions about this computer and your Landscape
account, and will submit that information to the Landscape server.
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After this computer is registered it will need to be approved by an
account administrator on the pending computers page.

Please see https://landscape.canonical.com for more information.

The computer title you provide will be used to represent this
computer in the Landscape user interface. It's important to use
a title that will allow the system to be easily recognized when
it appears on the pending computers page.

This computer's title: Office Desktop Computer

You'll also need the account name, the registration password (which is the pass-
phrase described earlier), any applicable proxy server information. While Landscape
allows script management of clients from the web-based interface, it doesn’t normally al-
low it from the client. This should be enabled on systems controlled by administrators:

Enable script execution? [y/N] y

Be aware that this information is saved in clear text in the /etc/landscape/client.conf
configuration file.

If you enable script execution, the landscape-config utility prompts for users with
appropriate permissions:

Script users: michael, donna

Finally, the landscape-config utility prompts you to request a new registration for
this computer:

Request a new registration for this computer now? (Y/n): y
Please wait... System successfully registered.

Next, you can confirm the connection from your administrative Landscape account
by navigating to https:/ /landscape.canonical.com/dashboard. Log into the account and
click Pending Computers. The options are intuitive and are available to subscribers.

Monitor a System

The administrative power of Landscape comes from the way computers can be configured.
The standard Landscape screen is shown in Figure 8-11, and the different monitoring
options are shown at the bottom of the screen.

Info Basic information for each configured system is included in the Info screen.

History User and group configuration actions associated with the local system are listed
in the History screen.
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Figure 8-11.  Landscape control screen

Hardware A list of detected hardware devices are shown in the Hardware screen. More
information based on how the hardware was detected is available by hyperlink. Similar
information is available from the client command line with the hal-device command.

Monitoring The Monitoring screen includes graphical information on RAM, swap space,
load, disk usage, and temperature. Similar information is available from the client
command line with the top and df commands.

Scripts The Scripts screen allows you to configure and run a script, based on the shell
interpreter of your choice, run as the user of your choice. As Landscape provides an
administrative interface, scripts can even be run as the root user.

Processes The Processes screen displays all currently running processes. Similar
information is available from the client command line with variations on the ps x
command.
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Packages The Packages screen supports lists of currently installed and upgradable
packages. A list of currently installed packages can be shown with the dpkg -1 command;
a list of upgradeable packages is available from the apt-get upgrade command.

Users The Users screen supports management of users and groups. The options
available from this screen are effective front ends to user management commands such
as useradd, usermod, groupadd, and groupmod.

SUMMARY

This chapter addressed the tools needed to manage updates and local repositories. To
understand how to install and update Ubuntu packages, you need to have at least a
basic understanding of the dpkg and apt-* commands. To make updates work effective-
ly, you need to know how to configure the update configuration file, /etc/apt/sources
list. Several available tools can help the administrator in this regard, including aptitude,
the Synaptic Package Manager, and the Update Manager.

Administrators need certain skills to know how to keep a server up-to-date. Fur-
thermore, administrators need the ability to judge when to keep a server up-to-date.
Security updates may or may not affect what you do. Kernel updates could break drivers
and invalidate support for important applications. Application updates could introduce
undesirable features.

Administrators responsible for a substantial number of systems might want to create
a local mirror of certain repositories. The apt-mirror package facilitates the creation
of a local mirror. As security issues can be time-sensitive, local mirrors should not include
security repositories.

Finally, Canonical offers Landscape as a web-based management tool for multiple
Ubuntu systems.
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the available configuration tools, the options for printer management, as well as

the assignment of print administrators. CUPS is functionally compatible with the
latest print services from several other operating systems, all of which work through
the Internet Print Protocol (IPP).

Of course, CUPS can be configured by directly editing associated configuration files.
But the language in a CUPS configuration file is specialized and might be beyond what
you have time to learn. This chapter covers two excellent graphical tools that can help
configure CUPS, but these GUI tools can’t do everything. To that end, this chapter also
covers how to take advantage of the special print administrators group configured in the
Ubuntu implementation of CUPS, and how to control printers from the command line.

This chapter focuses on CUPS (Common Unix Printing System), the way it works,

v NOTE Extensive CUPS documentation is readily available, even with the CUPS packages. Once
CUPS is installed and running, navigate to http:/localhost:631/help/ on the local system.

CUPS AND THE INTERNET PRINTING PROTOCOL

CUPS is a complete system for print management that includes a server, supports client
commands, detects a wide variety of printers, and more. The CUPS packages include
print drivers and even a web-based management tool.

While you could still install the Line Printer Daemon (LPD) and Line Printer, Next
Generation (LPRng) services, CUPS is the default print service for most Linux distribu-
tions, including Ubuntu. IPP, the default protocol for CUPS, can serve as a front end
to the wide variety of print protocols in current use. The key is the Universal Resource
Identifier (URI), which is a superset of the well-known URL.

v NOTE For the pedantic, the latest documentation includes changes to the words behind the URI

and URL acronyms. Uniform Resource Identifier is replacing Universal Resource Identifier; Uniform
Resource Locater is replacing Universal Resource Locater. Even for most geeks, the differences
are trivial.

In this section, you’ll learn how to install applicable CUPS packages. You'll also take
a brief look at the CUPS configuration files and examine how a variety of printers can be
configured through CUPS.

The Installation of CUPS

Although the standard CUPS server packages are installed by default for the Ubuntu
desktop, they’re not included in the standard Ubuntu Server installation, unless the Print
Server software group is selected during the installation process. Even if you've already
installed CUPS, it’s a good idea to see what CUPS packages are available and then choose
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Package Description
cupsys Adds the CUPS server
cupsys-bsd Includes commands familiar to LPD/LPRng administrators,

such as lpq, lpr, and so on
cupsys-client Incorporates print client commands
cupsys-common Supports both CUPS client and server packages
foomatic-* Adds open source drivers and other printer support

hal-cups-utils ~ Includes plug-and-play support for CUPS based on the
hardware abstraction layer (HAL)

Table 9-1. Important CUPS Packages

what should be installed (or what additional packages should be installed). To that end,
the following command lists all available packages associated with the CUPS service:

S aptitude search cups

If you compare this list against the packages already installed during the installation
process, the differences are trivial. Additional packages related to specialized printers
and the GIMP (GNU Image Manipulation Program) are also available, known as Guten-
print plugins. Several packages important for a print server are listed in Table 9-1. The
list is not complete; for example, the bluez-cups package facilitates connections to Blue-
tooth-enabled printers.

If you need to add CUPS-related packages to the local system, use a command such
as apt-get install or a tool such as aptitude or Synaptic to install those packages.

A Variety of Local and Network Printers

CUPS can be used to manage printers on local and network printer ports. CUPS nor-
mally detects locally connected printers on the standard variety of physical printer con-
nections, including standard parallel (LPT), serial, USB, IEEE1394, and SCSI ports.

CUPS also supports a wide variety of network print protocols, most importantly IPP.
Several major network print protocols supported by CUPS are listed in Table 9-2. Note
the bolded labels in the table, which indicates the output associated with the Ipinfo com-
mand, which is described next.

For a full list of local and network print protocols on a CUPS server, use the lpinfo
command. For example, the following output from the lpinfo -v -h 192.168.0.50 command
verifies available local (direct), print to file, and network printer options from the print
server at the noted IP address. The list is not complete and depends on available hardware.
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Network Print Protocol  Description

IPP (ipp) The Internet Print Protocol uses TCP/IP Port 631 for
communication.
LPD/LPRng (Ipd) The Line Print Daemon (and Line Printer, Next

Generation) protocols are based on older System V or
Berkeley Standard print servers.

SMB/CIFS (smb) Configured CUPS printers can be shared on
SMB/CIFS networks. Listed in the print tools as
“Windows Printer via SAMBA.”

Bluetooth CUPS can connect to Bluetooth-enabled printers.

AppSocket/HP (socket) The AppSocket/HP JetDirect interface uses

JetDirect TCP/1IP port 9100; can also connect to some dedicated
print servers.

PAP The Printer Access Protocol is associated with printers
connected to the AppleTalk network.

HP Fax (hpfax) Associated with fax options available through the
HP Linux Imaging and Printing (HPLIP) package

HP Printer (hp) Associated with printer options available through
the HPLIP package.

Table 9-2. CUPS Supported Network Print Protocols

For example, if this system did not have a parallel port, direct parallel:/dev/lp0 would not
appear in the output.

network socket
network beh
direct hal
direct hpfax
direct hp
network http
network ipp
network lpd
file cups-pdf:/
direct parallel:/dev/1p0
direct scsi
network smb
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Some additional explanation is required: The network beh option uses the so-called
“Backend Error Handler” to manage errors such as paper jams. The direct hal output
uses HAL to detect local printers. The direct hpfax output can be associated with a fax
machine. The direct hp output is associated with output direct to specialized printers
from HP.

The Universal Resource Identifier (URI)

Perhaps the most important bit of CUPS configuration data is the URI, which is a su-
perset (inverse of subset) of the more well-known URL. In other words, a URI includes
regular HTTP and FTP URLs, as well as IPP interfaces such as this:

DeviceURI ipp://192.168.0.30/printers/LaserJonHP

Local URIs are based on printers directly connected to the local system, and networked
URIs are based on printers accessed over a network. First, I present several examples of
local URIs, which are almost self-explanatory. The first URI is based on an HP printer
LaserJet 4L connected via a parallel port:

DeviceURI hp:/par/LaserJet 4L?device=/dev/parport0

The next two URIs suggests parallel and USB ports, respectively, with no specified
printer. You might see this based on a generic print driver, or even a connected and
known printer that just wasn’t detected. As long as you've specified an appropriate print
driver, the generic nature of the URI is not important.

DeviceURI parallel:/dev/1p0
DeviceURI usb:/dev/usb/1p0

The device that follows is based on a connection to a specific HP OfficeJet printer for
fax-based print jobs:

DeviceURI hpfax:/officejet 7100 series?

The following devices are based on local printers connected to LPD/LPRng, SCSI,
and serial ports:

DeviceURI 1pd
DeviceURI scsi
DeviceURI serial

Examples of networked DeviceURIs include the following. The first option is one
way to connect to a CUPS configured printer. While the first address uses HTTP, the IPP
is actually the protocol used as port 631 is specified. For that reason, the port number is
not required in the second option as the URI starts with an ipp://.

DeviceURI http://ubuntuserver:631/printer/LaserJonHP
DeviceURI ipp://ubuntuhardyserver/printer/LaserJonHP
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The socket:// is somewhat generic; port 9100 is commonly used for some HP and
Apple printers:

DeviceURI socket://192.168.0.5:9100/
The following URI connects to a printer configured to an LPD or LPRng server:

DeviceURI 1lpd://192.168.0.10/LaserJonHP

Major CUPS Configuration Files

CUPS does its good work based on the configuration files in the /etc/cups directory.
Available configuration options go beyond what most administrators need. When the
CUPS service starts, it loads the parallel printer module by default, as specified in the
/etc/default/cupsys configuration file. (Yes, some computers—including two of mine—
still have parallel ports.)

The basic functionality of other CUPS configuration files is described in Table 9-3.
These files reflect the features available in CUPS version 1.3.6, included with the Ubuntu
Hardy Heron release. In addition, the /etc/cups/printers.conf or /etc/cups/classes.conf

letc/cups File Description

acroread.conf  Adapts CUPS for the Adobe Acrobat Reader

cupsd.conf

classes.conf

cups-pdf.conf

mime.convs

printers.conf

Lists print classes, which consist of one or more printers
Includes the main CUPS configuration file

Configures a virtual printer that creates PDF files

Adds file format filters

mime.types Specifies allowable file types

/etc/printcap  Sets a share list; can be included via /etc/cups/cupsd.conf
when the CUPS service is run and is used by Samba

pdftops.conf  Adapts CUPS for the xpdf Acrobat file reader

ppd/ Inserts configured PPD (PostScript Printer Description) print

drivers

Documents configured printers

raw.convs Adds file format filter for raw input

raw.types Specifies allowable file type for raw input
snmp.conf Configures automated network printer discovery
ssl/ Sets a directory with SSL certificates

Table 9-3. CUPS Configuration Files




Chapter 9: Printer Configuration 227

files might not exist until appropriate printers or print classes have been configured.
Specialty packages can add more configuration files not described here. All but the /etc/
printcap configuration file are in the /etc/cups directory.

For most services, it’s best to edit configuration files directly from the command line.
This is also true for CUPS—if you know the commands and directives well.

In my opinion, CUPS directives are more cryptic than those for the average Linux
service. I've found that the comments in /etc/cups files aren’t as descriptive as those for
other services. The available GUI editing tools are excellent. If you don’t want to install
a GUI on a print server, the GUI tools can still be used from a remote client.

Administrators can configure services remotely. I'll describe the few minor changes
required based on the default version of the main CUPS configuration file, /etc/cups/
cupsd.conf. Other critical CUPS configuration files include /etc/cups/printers.conf,
/etc/cups/classes.conf, and /etc/printcap.

/etc/cups/cupsd.conf

Even if you don’t learn the CUPS configuration files in detail, it is important to under-
stand a few key directives. The default Ubuntu version of the cupsd.conf file is excellent
and the comments make it easier to make those few critical changes. But before moving
on to the file, examine some implicit default directives.

For example, the default ServerRoot directive sets the default top-level directory for
CUPS configuration files:

ServerRoot /etc/cups

In addition, log files are normally stored in the /var/log/cups directory, and the
default options for these directives specify their types and locations:

ErrorLog /var/log/cups/error log
AccessLog /var/log/cups/access_log
Pagelog /var/log/cups/page_ log

There used to be a default reference to the /etc/printcap configuration file, designed
to help share printers with the Linux Samba file server, as described in Chapter 16. It
was created by using the standard CUPS configuration file. That is no longer the case; if
you intend to share CUPS-configured printers in this way on a Microsoft-based network,
you’ll need to add the following directive:

Printcap /etc/printcap

The file is created when the CUPS service is restarted.

v NOTE Sharing on a Microsoft-based network is no longer required for printers, as Microsoft clients
can connect directly to printers using the IPP protocol.

Now examine the settings in the default version of the cupsd.conf configuration
tile. The Ubuntu configuration is much simpler than what you might see on other
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Linux distributions. Specifically, it makes it easy to configure dedicated print admin-
istrators. The following directive limits administrative access to members of the Ipadmin
group, as defined in /etc/group. Of course, you can change this definition or add
selected printer administrators to the Ipadmin group in /etc/group.

SystemGroup lpadmin

The configuration of the Ipadmin group is described later in this chapter in the “Configure
Print Administrators” section.

The following directives specify where connections can be made. The default settings
limit access to the localhost system, and only when CUPS is running:

Listen localhost:631
Listen /var/run/cups/cups.sock

Of course, you may want to allow access to all systems at least on the local network.
Port 631, as shown in /etc/services, is the default TCP/IP port for IPP. But the Listen
directive sometimes confuses people. It should also be set to the IP address of the ap-
plicable local network card. For example, as my print server connects to my LAN via
a network card configured to IP address 192.168.0.50, I want to change the first Listen
directive to this:

Listen 192.168.0.50:631

Generally, most print administrators will want to search configured printers on the
LAN. By default, this is enabled in the Ubuntu implementation of /etc/cups/cupsd.conf
with the following directive:

Browsing On

The default Browse* directives that follow are optimized for sharing. The BrowseOrder
directive shown looks first to the BrowseAllow directive, and then to a BrowseDeny
directive if it exists. If you want to make sure to limit these directives to the local network,
change the value associated with the BrowseAllow directive from all to a network address
such as 192.168.0.0/24.

BrowseOrder allow,deny
BrowseAllow all

The network address is not required. The BrowseAddress directive shown here al-
lows broadcast access to allowed clients on the local network.

BrowseAddress @LOCAL

The DefaultAuthType Basic directive uses the /etc/passwd and /etc/group con-
figuration files to search for allowed users. It works with the SystemGroup directive
described earlier. Other authentication options may be preferable, as this setting allows
passwords of print administrators to be transmitted over the network in clear text. How-
ever, if print administration occurs behind a secure firewall, clear text authentication
might be acceptable.

DefaultAuthType Basic
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One option to clear text passwords is Digest encrypted authentication, based on the
following directive:

DefaultAuthType Digest

Digest authentication depends on usernames and passwords in /etc/cups/passwd
.md5, which can be created with the lppasswd command. For more information see the
“Configure Print Administrators” section later in this chapter. For alternative authentica-
tion levels, review the AuthType directive in the CUPS documentation.

The following stanza is encapsulated by the <Location /> container. As it relates
to the top-level CUPS directory, it determines whether CUPS-configured printers are
shared. By default, they are not.

<Location />
Order allow,deny
</Location>

This stanza limits access to the local system with an implicit Allow localhost directive.
If you want to allow access to systems on the local network, you could add the Allow
@LOCAL directive.

<Location />
Order allow,deny
Allow localhost
Allow @LOCAL
</Location>

Alternatively, if you want to allow access to all systems even on remote networks,
change Allow @LOCAL to Allow all.

The next stanza relates to remote administrative access. The default shown here
allows only administrative access from the local system:

<Location /admin>
Order allow,deny
</Location>

To allow administrative access from other systems on the network, you could add the
Allow @LOCAL directive. I prefer to specify the IP addresses of the local network; one
example is the bolded directive:

<Location /admin>
Order allow,deny
Allow localhost
Allow 192.168.0.0/24

</Location>

Similar action is required with the next stanza, which regulates network access to the
CUPS configuration files using a CUPS configuration tool. The AuthType Default direc-
tive refers back to the value of DefaultAuthType. The Require user @SYSTEM directive
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refers back to the SystemGroup directive. I add the same Allow directive shown in the
preceding stanza to limit access to systems on the noted network:

<Location /admin/confs>
AuthType Default
Require user @SYSTEM
Order allow,deny
Allow localhost
Allow 192.168.0.0/24

</Location>

v NOTE Most of the remaining directives in the default Ubuntu version of the CUPS configuration file

relate to print job policies, and allow configuration by members of the Ipadmin group. More information
is available in the CUPS documentation.

Once you're satisfied with the changes, the following command makes the CUPS
daemon read the new version of the /etc/cups/cupsd.conf configuration file:

$ sudo /etc/init.d/cupsys reload

Of course, you could restart the service, but that might cut off any pending print jobs in
the local printer spool.

/etc/cups/printers.conf

Once a CUPS printer is configured, key settings are written to the /etc/cups/printers
.conf configuration file. After you've configured some printers, examine this file on the
print server. Examine how key directives can be used. For example, the following direc-
tive specifies a stanza associated with the default printer:

<DefaultPrinter LaserJet 4L>

Of course, without the Default, this directive just becomes a stanza container for a regu-
lar configured printer.

The DeviceURI specifies the URI of the printer. The URI can specify local printers;
the following example of an URI from one of my printers.conf files specifies a parallel
port device:

DeviceURI hp:/par/LaserJet 4L?device=/dev/parport0

The DeviceURI can also specify a network port. The following examples specify a
connection via a Samba server, a connection to a dedicated print server, and a direct IPP
connection. Of course, you should see only one DeviceURI for any configured printer.

DeviceURI smb://user:passwd@MSHOME/UBUNTUSERVER/LaserJet-4L
DeviceURI http://192.168.0.5/1pl
DeviceURI ipp://192.168.0.50:631/printers/UbuntuPrinter
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The file is often updated dynamically. For example, the State directive can be set to
Idle or Stopped; this indicates whether the printer queue is active. The State can also be
changed with the cupsaccept or cupsreject command. Similarly, the Accepting directive
can be set to Yes or No, which indicates whether the printer is active and accepting jobs, or
disabled. The value of the directive can be changed with the cupsenable and cupsdisable
commands.

letc/cups/classes.conf

CUPS can accommodate printers in groups, also known as a CUPS class. Once config-
ured, they’re listed in a container in the classes.conf file. The directives in this file are
similar to those in printers.conf. And that’s consistent, since a print group functions like
an individual printer.

The differences between individual printers and print classes are straightforward:
While individual printers are configured in Printer containers, print classes are config-
ured in Class containers. The printers that are configured in the group are defined by the
Printer directive. For example, the following directives

Printer HPLaserJet4
Printer LaserJonHP

specify that the HPLaserJet4 and LaserJonHP printers are both members of the specified
class in the printers.conf file. Any job sent to this print class are sent to the first available
member printer of that class.

/etc/printcap

As CUPS is designed to replace the LPD/LPRng print services, it uses many of the same
configuration files. LPD/LPRng printers are configured in the /etc/printcap configura-
tion file. If the Printcap directive is active, CUPS printers are also included in the /etc/
printcap configuration file. In either case, /etc/printcap provides a list of detected and
configured printers.

THE GUI CONFIGURATION TOOLS

There are two major GUI configuration tools available for CUPS on Ubuntu: a web-
based tool, as well as a more conventional GUI tool named Printer Configuration. The
web-based tool is available on all major Linux distributions in which CUPS is installed.
In addition, the Printer Configuration tool was originally developed for Red Hat distri-
butions. Neither tool requires the installation of additional packages on the CUPS print
server. These sections also describe how to use the web-based tools to administer a re-
mote CUPS server. Remote access assumes appropriate changes to the /etc/cups/cupsd.
conf configuration file, as described earlier.
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$ sudo apt-get install system-config-printer-common \
system-config-printer-gnome

For the purpose of this chapter, I've configured a CUPS server on a system named
ubuntuhardyserver.example.net. I've reconfigured the /etc/cups/cupsd.conf configu-
ration files to allow remote access and administration. Now to administer the CUPS
server on a remote system, using the web-based interface, I open a browser and navigate
to https:/ /ubuntuhardyserver.example.net:631. If needed, I accept the default website
certificate. It opens the tool shown in Figure 9-1.

The Printer Configuration tool can be installed on a Hardy Heron client with the fol-
lowing command:

Ble Edit Wiew Higtory Bookmarks Tools Help

o« - - Q_‘ ’_E E httpyjubuntuhardysercer.example.net 6317 |z | b |Gl=| lpd fetejprinteap

Common UNIX Printing System 1.3.6
Home

Welcome!

These web pages allow you to monitor your printers and jobs as well as perform system administration
tasks. Click on any of the tabs above or on the buttons below to perform a task.

Help add Class Add Printer Manage Classes Manage Jobs Manage Printers

If you are asked for a username and password, enter your login username and password or the "root"
username and password.

About CUPS
T——n CUPS provides a portable printing layer for UNIX"-based operating systems. It is
developed and maintained by Apple Inc. to promote a standard printing solution.
= CUPS is the standard printing system used on Mac05® X and most Linux®

distributions.

CUPS uses the Internet Printing Protocol ("IPP") as the basis for managing

print jobs and queues and adds network printer browsing and PostScript Printer
Description ("PPD") based printing options to support real-world printing.

For Printer Drivers and Assistance

Done

[+

Figure 9-1.  CUPS web-based administrative interface
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Next, to administer the CUPS server on the ubuntuhardyserver.example.net system,
take the following steps from a GUI client:

1. Open a command line and enter the system-config-printer command.
When the Printer Configuration window appears, click the Goto Server button.
When the Connect To CUPS Server window appears, enter the hostname or
IP address of the desired CUPS server—in my case, I enter ubuntuhardyserver
.example.net.

4. Specify a username with print administrative privileges. That user should be a

member of the Ipadmin group, as defined in the /etc/group file on the CUPS
server.

Click Connect.

When prompted, enter the password for the specified username. You should
now have access to the Printer Configuration tool on the remote CUPS server,
as shown in Figure 9-2.

v NOTE Older Ubuntu releases used the gnome-cups-manager package to administer printers from
the GUI. Ubuntu developers no longer maintain that package.

Goto Server  Refresh

Server Settings Basic Server Settings
Vv Local Printers [ Show printers shared by other systems
aniPEprnter [] Share published printers connected to this system
~ Remote Printers

AnotherLaser
& Allow remote administration

Laserjet-4L
~ Remote Classes |_| Allow users to cancel any job (not just their own)
FirstClass [] Save debugging information for troubleshooting

Connected to ubuntuhardyserver.example.net

Figure 9-2.  CUPS Printer Configuration tool

233



234 ypuntu Server Administration

Add a New Printer

In this section, I'll show you how to add a new printer using a web-based configuration
tool. From a web browser, navigate to the hostname or IP address of the CUPS server
described in the preceding section. Then take the following steps:

1. Click Add Printer.

2. Inthe Add New Printer page that appears, enter a Name, Location, and
Description for the printer. The Name is especially important as it is what’s
used to share the printer via CUPS or Samba. It must be a single alphanumeric
word. The Location and Description can be human-readable multi-word
descriptions. Click Continue.

3. In the Device page that appears, click the drop down box, and select the device
associated with the location of the printer. Table 9-2 lists available network
print protocols. If a local port is available on the system, it’s listed with options
such as LPT #1, SCSI, and USB. If you select a local port, skip to step 5.

4. Specify the URI for the printer. If the guidance in this chapter is not sufficient,
more examples are shown from the Network Printers link. Click Continue.

5. Select the Manufacturer associated with the printer. Over 50 manufacturers are
available. If you don’t see a long list of manufacturers, make sure the foomatic-db
package is installed. Click Continue.

Alternatively, if you have a Postscript Printer Description (PPD) file, click
Browse and that file can be uploaded into CUPS. Many PPD files associated
with Microsoft drivers can work for CUPS. Click Add Printer and skip to step 7.

6. Select the Model associated with the printer. You should be able to choose from
a database of available drivers. As there are six drivers available for my printer,
I look for the one labeled as “(recommended)”. Select the driver associated
with your Model and click Add Printer.

7. If you haven’t configured a printer recently, you'll see an Authentication
Required window, where you should enter the username and password of a
user member of the aforementioned lpadmin group.

8. You'll see a message that the printer that you’ve configured has been configured
successfully.

If you