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Foreward

Foreward

Here is another book by Dave, Cristal, Cary and Emile; what a significant milestone!

Ask yourself one question: Why? There are so many technologies, but why do we use what we
use? Why do we do what we do? The answer is how. It’s how we use something. | like to explain
sometimes compliance in this way. No product or technology is inherently compliant. It’s how it is
implemented and how it is audited. The same goes for technology implementations; it’s about
how we use them. The how is the why.

Operations are still cool. There are so many razzle-dazzle job titles and buzzwords in the market
today, but in the end, Operations are Operations. DevOps, PlatformOps, SRE (Sire Reliability
Engineer), Platform Engineering... | do not need to go on, but no technology will take care of itself
across all disciplines. How it is used, implemented, monitored, etc., matters today. Technology
still needs humans and their knowledge.

Expert advice is the difference. We all learn from each other. When taking on the next new
challenge, where does one go first? We look for resources to consume. Blogs, books like this, and
social profiles; the established experts are the trusted advisors in the technology space. Call it
community, social sharing, or what you want; we all find ourselves going to the go-to experts of a
particular space.



Foreward

Above and Beyond. What Dave, Cristal, Cary and Emile put forth in this book is outstanding in
their practicing advice for technology. They could easily focus on their professional
responsibilities and keep them narrow. But writing a book is hard work! Editing a book is hard
work! I've not discussed this with them, but I’'m sure they aren’t doing it for the money of writing
a book. They write this book because they go above and beyond, share, and care.

I’'m sure you will enjoy this book, and a big congratulations on this book, Dave, Cristal, Cary and
Emile.

Best Regards,

b~

Rick W. Vanover Microsoft MVP, VMware vExpert, Cisco Champion
Senior Director, Product Strategy - Veeam Software

Twitter: @RickVanover
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Introduction Prerequisites

Introduction

This book aims to showcase the fantastic expertise of our guest speakers of MVPDays Online.
They have so much passion, expertise, and expert knowledge that it only seemed fitting to write
it down in a book.

This book aims to show how to be operationally proficient using Veeam Backup and Replication,
Veeam One and various other Veeam products and tools. We hope you find immense value in
reviewing this guide and encourage you to share your operational knowledge and skills with
others in the community.

Sample Files

All sample files for this book can be downloaded from http://www.checkyourlogs.net and
www.github.com/mvpdays

Additional Resources

In addition to all the tips and tricks provided in this book, you can find extra resources like articles
and video recordings on our blog http://www.checkyourlogs.net
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Chapter 1

Prerequisites

This chapter will go over the system and port requirements. Before installing the Veeam Backup

and Replication, all conditions must be met.

System Requirements

Before installing Veeam Backup and Replication, please ensure the virtual environment and
servers meet system requirements.

Veeam Back and Replication Manager Server

Please ensure the server meets the following system requirements for the Veeam backup and
replication manager server.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

OS Features .NET Framework 4.7.2 or later, Windows Installer 4.5,
PowerShell 5.1, SQL Server Management Objects, SQL
Server System CLR Types, Report Viewer Redistributable
2015, Universal C Runtime, Firefox, Google Chrome,
Microsoft Edge, RDP client version 7.0 or later.

Option- Microsoft System Center Virtual Machine Manager
2019, 1807, 1801, Microsoft System Center 2016 Virtual
Machine Manager Admin Ul, Microsoft System Center
2012 R2 Virtual Machine Manager Admin Ul, Microsoft

15
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System Center 2012 SP1 Virtual Machine Manager Admin
ul.

Database

Microsoft SQL Server 2022, 2019, 2017, 2016, 2014, 2012

Veeam Backup and Replication Console Server

Before installing the Veeam backup and replication console server, please ensure the server

meets the system requirements.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

OS Features

.NET Framework 4.7.2 or later, Windows Installer 4.5,
PowerShell 5.1, SQL Server Management Objects, SQL
Server System CLR Types, Report Viewer Redistributable
2015, Universal C Runtime, Firefox, Google Chrome,
Microsoft Edge, and RDP client version 7.0 or later.

Veeam Backup and Replication Off-Host Backup Proxy Server

Please ensure the server meets the following system requirements for Veeam backup and
replication off-host backup proxy server.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012

16
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Veeam Backup and Replication Proxy Server for NAS Backup

Please ensure the server meets the system requirements of the Veeam backup and replication
proxy server.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Veeam Backup Repository Server

Please ensure the server meets the following Veeam backup repository server system
requirements.

Components Description

Windows OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions (64-bit versions) | CentOS 7.x, Debian 10.0 to 11.0, RHEL 7.0 to 9.1, Oracle
Linux 7 (UEK3) to 9 (UEK R7), Oracle Linux 7 to 9 (RHCK),
RHEL 7.0 t0 9.1, SLES 12 SP4 or later, 15 SP1 or later,
Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS

Linux distributions (advanced XFS Debian 10.x, and 11, RHEL 8.2 t0 9.1, SLES 15 SP2, SP3,
integration (fast clone)) SP4, Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS

Veeam Tape Server

Please ensure the server meets the following system requirements for the Veeam Tape Server.

Components Description

17
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Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions (64-bit versions)

CentOS 7.x, Debian 10.0 to 11.0, Oracle Linux 7 (UEK3) to 9
(UEK R7), Oracle Linux 7 to 9 (RHCK), RHEL 7.0 to 9.1, SLES
12 SP4 or later, 15 SP1 or later, Ubuntu 18.04 LTS, 20.04
LTS, 22.04 LTS

Veeam WAN Accelerator

Please ensure the server meets the following Veeam WAN accelerator server system

requirements.

Components

Description

Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 0 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Veeam Backup & Replication Gateway Server

Please ensure the server meets the following system requirements for the Veeam backup and

replication gateway server.

Components

Description

Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 0 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions

CentOS 7.x, Debian 10.0 to 11.0, Oracle Linux 7 (UEK3) to 9
(UEK R7), Oracle Linux 7 to 9 (RHCK), RHEL 7.0 to 9.1, SLES

18
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12 SP4 or later, 15 SP1 or later, Ubuntu 18.04 LTS, 20.04
LTS, 22.04 LTS

Supported Applications

Veeam supports the following list of application-aware backups.

Components

Description

Active Directory

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008
R2, 2008

Exchange Exchange 2019, 2016, 2013 SP1, 2013
SharePoint SharePoint 2022, 2019, 2016, 2013
SQL Server SQL Server 2022 (only for Windows), 2019 (only for

Windows), 2017 (only for Windows), 2016 SP2, 2014 SP3,
2012 SP4, 2008 R2 SP3, 2008 SP4

Oracle (Windows OS)

Oracle Database 11g Release 2, 12c Release 1, 12C Release
2, 18c, 19c, 21c

Oracle (Linux OS)

Oracle Database 11g Release 2, 12c Release 1, 12C Release
2, 18c, 19c, 21c

PostgreSQL

PostgreSQL 15, 14, 13, 12

Firewall Open Ports Requirements

You should only open the ports required for an application to run in a production environment.
Locking an environment is required for most Cyber Security audits and best practices. The list
below is the Port requirements for Veeam Backup and Replication. This list will help you securely
build your environment, and these firewall rules for the required ports are automatically created
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when you install the Veeam Backup & Replication servers. However, some Linux distributions
need to have manual firewall rules created.

Windows Servers

Windows servers require the following inbound and outbound ports opened. The
inbound/outbound ports must be opened for Windows servers as Veeam backup infrastructure
components or enable application-aware processing.

Sources Target Network Protocol Port Number
Veeam backup & Windows server TCP 445
replication manager server
135
Microsoft Hyper-V server TCP 6160
or Off-host backup proxy
Veeam backup repository TCP 2500 to 3300
Veeam gateway server TCP 6162
Veeam mount server TCP 49152 to 65535

Veeam WAN accelerator
server

Veeam tape server

Linux Servers

Linux servers require the following inbound and outbound ports opened. The inbound/outbound
ports must be opened for Windows servers as Veeam backup infrastructure components or
enable application-aware processing.

Sources Target Network Protocol Port Number

20
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Veeam backup & Linux servers TCP 22
replication manager server

TCP 6162

TCP 2500 to 3300
Linux Servers Veeam backup & TCP 2500 to 3300

replication
manager server

Veeam Backup Manager Server

The Veeam Backup and Replication Servers require the following inbound and outbound ports
opened.

Sources Target Network Protocol Port Number
Veeam backup & SCVMM server TCP 8100
replication manager
server Hyper-V Host server TCP 445
135
TCP 6160
TCP 6162
TCP 6163
TCP 2500 to 3300
TCP 49152 to 65535
Veeam Backup & TCP 1433
Replication
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configuration database

server
DNS server ubP 53
Veeam update HTTPS TCP 443
notification server
(dev.veeam.com)
Veeam update license | TCP 443
server
(vbr.butlerveeam.com,
autolk.veeam.com)
SMB3 server TCP 6160
TCP 6162
Veeam backup & TCP 9501
replication manager
server TCP 6172
Management client PC TCP 3389
REST client TCP 9419
SCVMM TCP 8732
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Veeam Backup & Replication Console

The Veeam Backup & Replication Console application requires opening the following inbound and
outbound ports.

Sources Target Network Protocol Port Number
Veeam backup & Veeam backup & TCP 9392
replication console server | replication manager
server TCP 10003
TCP 9396
Veeam backup & Veeam Mount server | TCP 2500 to 3300
replication console server

Veeam Backup Proxy server

The Veeam Backup Proxy server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Windows Hyper-V server/ | Windows server TCP 49152 to 65535
Off-host backup proxy

SMB (CIFS) share TCP 445
135
NFS share TCP, UDP 111 2049
Veeam Gateway TCP 49152 to 65535
server
uDP
Windows Hyper-V server TCP 2500 to 3300
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SMB3 server Veeam backup TCP 2500 to 3300
proxy server (onhost
or offhost)
Veeam backup & Offhost backup TCP 6163
replication manager proxy
server
SMB3 server TCP 6163
Offhost file proxy TCP 6210

Windows and Linux-based Backup Repository

The Windows and Linux-based Backup Repositories require opening the inbound and outbound
ports.

Sources Target Network Protocol Port Number
Veeam backup proxy Veeam backup TCP 2500 to 3300
server repository
Veeam source backup Veeam target TCP 2500 to 3300
repository backup repository
Veeam source backup Azure Object TCP 2500 to 3300
repository storage repository

gateway server

Veeam Backup repository/ | Cache repository in | TCP 2500 to 3300
secondary backup NAS backup
repository
Windows server running Veeam backup TCP 2500 to 3300
vPower NFS Service repository gateway

server as a backup

repository
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NFS Share Backup Repository

The NFS Share Backup Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam gateway server / NFS share is as a TCP 2049
Veeam backup proxy backup repository UDP
TCP 111
uDP
NFS share as a TCP mountd_port
backup repositor
. b rep Y uDP
(version 3)
TCP statd_port
uDP
TCP lockd_port
UDP lockd_port

Windows SMB Backup Repository

The SMB Backup Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam gateway server / Windows SMB TCP 445

Veeam backup proxy (CIFS) backup 135
repository
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Azure Object Storage Repository

The Azure Object Storage repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam gateway Azure Object | TCP 443
server Storage
HTTPS xxx.blob.core.windows.net for

the region of Global

xxx.blob.core.chinacloudapi.cn
for the region of China

xxx.blob.core.cloudapi.de for
the region of Germany

xxx.blob.core.usgovcloudapi.net
for the region of Government

TCP 80

HTTP ocsp.digicert.com
0Csp.msocsp.com

*.d-trust.net

External Repository

The External Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

TCP 443
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Veeam gateway
server

Azure Object
Storage

HTTPS

xxX.blob.core.windows.net for
the region of Global

xxx.blob.core.chinacloudapi.cn
for the region of China

xxx.blob.core.cloudapi.de for
the region of Germany

xxx.blob.core.usgovcloudapi.net
for the region of Government

TCP

80

HTTP

ocsp.digicert.com
ocsp.msocsp.com

*.d-trust.net

Azure Archive Object Storage Repository

The Azure Archive Object Storage Repository requires opening the inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

server

Veeam gateway

Azure proxy
appliance

TCP

443

SSH

22
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HTTPS

Public/private IPv4 addresses of
Azure appliance

Azure proxy

Azure object TCP
appliance storage

443

HTTPS

xxX.blob.core.windows.net for
the region of Global

xxx.blob.core.chinacloudapi.cn
for the region of China

xxx.blob.core.cloudapi.de for
the region of Germany

xxx.blob.core.usgovcloudapi.net
for the region of Government

TCP

80

HTTP

ocsp.digicert.com
0Csp.msocsp.com

* d-trust.net

Veeam Gateway Server

The Veeam Gateway Server requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam gateway
server

Windows SMB (CIFS)
backup repository

TCP

445

135

28
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NFS shares the backup
repository

TCP, UDP

111, 2409

Veeam Tape Server

The Veeam Tape Server requires opening the following inbound and outbound ports.

replication manager
server

Sources Target Network Protocol Port Number
Veeam backup and Veeam tape server TCP 6166
replication manager
server
TCP 2500 to 3300
Veeam tape server Veeam backup and TCP 2500 to 3300

Veeam WAN Accelerator Server

The Veeam WAN Accelerator Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam backup and Veeam WAN TCP 6160
replication manager | accelerator server
server
TCP 6162
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TCP 6164
Veeam WAN Veeam backup and TCP 2500 to 3300
accelerator server replication manager
server
Veeam WAN TCP 6164
accelerator server
TCP 6165

Veeam Guest Interaction Proxy with Non-Persistent Runtime

Components

The Veeam Guest Interaction Proxy with non-persistent Runtime Components requires opening

the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam backup and VM guest Linux OS TCP 22
replication manager
server
Veeam Guest TCP 6190
interaction proxy
TCP 6290
TCP 445
Veeam Guest VM guest Windows TCP 445
interaction prox (0N
proxy 135
TCP 49152 to 65535

30
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interaction proxy

TCP 6167
VM guest Linux OS TCP 22
VM guest OS Veeam Guest TCP 2500 to 3300

Veeam Guest Interaction Proxy with Persistent Agent

Components

The Veeam Guest Interaction Proxy with Persistent Agent Components requires opening the
following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam Guest VM guest OS TCP 6160
interaction prox
proxy 11731
TCP 6167
TCP 6173
2500

Log Shipping Server Connections

The Log Shipping Server connections require opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Log shipping server

TCP

445
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Veeam backup and 135
replication manager
server TcP 6160
TCP 6162
TCP 49152 to 65535
Log shipping server Veeam backup TCP 2500 to 3300

repository

SQL Guest OS Connections

The SQL Server connections require opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam Guest
interaction proxy

SQL VM guest OS

TCP 445

135
TCP 2500 to 3300
TCP 6160

11731
TCP 49152 to 65535
TCP 6167
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SQL VM guest OS

Veeam Guest TCP 2500 to 3300
interaction proxy

Veeam backup TCP 2500 to 3300
repository

Log shipping server TCP 2500 to 3300

Oracle Guest OS Connections

The Oracle Server connections require opening the following inbound and outbound ports.

Sources

Veeam Guest
interaction proxy

Target Network Protocol Port Number
Oracle VM guest OS | TCP 445
(Microsoft Windows)
135
TCP 2500 to 3300
TCP 6160
11731
TCP 49152 to 65535
TCP 6167
Oracle VM guest OS | TCP 22
(Linux)
TCP 2500 to 3300
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Oracle VM guest
(O

Veeam Guest TCP 2500 to 3300
interaction proxy

Veeam backup TCP 2500 to 3300
repository

Log shipping server TCP 2500 to 3300

Veeam Mount Server

The Veeam Mount Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam Mount Veeam backup and TCP 9401
server replication manager
server
Veeam Backup TCP 2500 to 3300
repository
Veeam backup and Veeam Mount server | TCP 445
replication manager
server TCP 2500 to 3300
TCP 6160
TCP 6162
TCP 6170
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TCP

49152 to 65535

Veeam Helper Appliance

The Veeam Helper Appliance requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam helper Veeam Backup TCP 2500 to 3300
appliance repository
Veeam backup and Veeam helper TCP 22
replication manager | appliance
server TCP 2500 to 3300
Veeam mount Veeam helper TCP 22
server appliance

TCP 2500 to 3300

Veeam Helper Host

The Veeam Helper Host requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam helper host Veeam Backup TCP 2500 to 3300
repository
Veeam helper host TCP 22
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Veeam backup and TCP 2500 to 3300
replication manager
server TCP 6162
Veeam mount server | Veeam helper host TCP 22
TCP 2500 to 3300
VM Guest OS
The VM Guest OS requires opening the following inbound and outbound ports.
Sources Target Network Protocol Port Number
VM guest OS Veeam helper TCP 21
appliance
Veeam helper VM guest Linux or TCP 20
appliance Unix OS
TCP 2500 to 3300
Veeam helper host VM guest Linux or TCP 2500 to 3300
Unix OS
Veeam backup and VM guest Linux or TCP 22
replication manager Unix OS
server
Veeam mount server | VM guest Windows | TCP 445
oS
135
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replication manager
server

TCP 6160
11731
TCP 6173
2500
TCP 49152 to 65535
Veeam backup and VM guest OS TCP 2500 to 3300

Veeam U-AIR

The Veeam U-AIR requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam U-AIR

Veeam Backup
Enterprise manager
server

TCP

9394

Application Item of Active Directory Domain Controller Restore

The Application Item of Active Directory Domain Controller Restore requires opening the
following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

TCP

135
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Veeam backup and
replication manager
server

Active directory VM
guest OS

TCP 389
uDP
TCP 636
3268
3269
TCP 49152 to 65535

(for Microsoft
Windows server
2008 and later)

Application Item of Exchange Server Restore

The Exchange Server Restore Application Item requires opening the inbound and outbound ports.

Sources

Veeam backup and
replication manager
server

Target Network Protocol Port Number
Exchange 2003/2007 TCP 80
CAS Server
443
Exchange TCP 443
2010/2013/2016/2019
CAS Server

Application Item of SQL Server Restore

The SQL Server Restore Application Item requires opening the inbound and outbound ports.
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Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server

SQL VM guest OS

TCP

1433

1434 and other

Azure Proxy Server

The Azure Proxy Server requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server / Backup
Repository server

Azure Proxy server

TCP

443

Azure Helper Appliance

The Azure Helper Appliance requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server

Azure helper appliance

TCP

22

Azure Stack

Azure Stack requires opening the following inbound and outbound ports.
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Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server

Azure stack

TCP

443

30024

SMTP Server

The SMTP Server requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server

SMTP server

TCP

25
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Chapter 2

Deployment

This chapter will walk you through installing and upgrading the Veeam Backup and Replication

components. You must ensure that the devices meet the system requirements before installing or

upgrading Veeam Backup and Replication components on the machine.

Veeam Backup and Replication v12 includes several new features and improvements, including:

Direct-to-Object

Direct-to-Cloud

Immutable backups

Hardened repository improvements
Microsoft Azure Blob Storage immutability support
HPE Storage immutability support
Multi-factor authentication
Kerberos-only authentication

IPv6 support

gMSA accounts for Windows

Single-use credentials for Linux
Automatic console lockouts

Best practices analyzer

Network-less discovery and deployment
Dynamic protection scope

in-cloud data flow
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These are only a few new features and improvements in Veeam Backup and Replication v12.
Overall, the new release focuses on providing faster and more efficient backup and recovery,

enhanced security, and greater flexibility and ease of management.

42

Full portability

PostgreSQL support for a configuration database
VeeaMover

Move backups between jobs

Copy backups between repositories

Multiple gateway server support

Direct to archive

Object storage as performance extent
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Install Veeam Backup and Replication v12 with PostgreSQL

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is
automatically installed on the backup server.

You can choose PostgreSQL as a Veeam Backup & Replication database. It has no size limit or

computes restrictions and has improved performance over SQL Express.

Instructions Screenshot (if applicable)

1. Login tothe Veeam
Backup and Replication

Products  Solutions  Resources  Portners  Company HowToBuy ()

manager server. er Veeam Availability Suite™ B Piodut deme
2. Download the Veeam e e

Backup and Replication

v12 I1SO image file from

the Veeam website sign-in

required).

W o DOWNLOAD TRIAL
s
o
!
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3. Mount the Veeam Backup
and Replication v12 iso
image file.

4. Run Setup.exe.

= Manage DVD Drive (D) Veeam Backup and Replication 12 - o X
Home  Share  View  Drive Toals - @
T » This.. > DVD Drive (D) Veeam Back... v B £ Search DVD Drive (D) Veeam Backup and Replication 12
~
A Name Date modified Type Size
s Quick access
R || Agents 1/26/2023 8:35 PM File folder
|| ar 1/26/2023 8:35 PM File folder
& Downloads || Backup 1/26/2023 8:35 PM File folder
Documents || Catalog 1/26/2023 8:35 PM File folder
[=] Pictures | Cloud Portal 1/26/2023 8:35 PM File folder
I This PC || EnterpriseManager 1/26/2023 835 PM File folder
= This b
2 | | EuLa 1/26/2023 8:41 PM File folder
Jf 3D Objeats =
|| Explorers 1/26/2023 8:35 PM File folder
B Desktop || Packages 1/26/2023.8:35 PM File folder
Documents | Plugins 1/26/2023 835 PM File folder
& Downloads || Redistr 1/26/2023 8:36 PM File folder
D Music | | setup 1/26/2023 8:41 PM File folder
B Pictures autorun 1/26/2023 8:41 PM Setup Information 1kB
B videos Setup 1/26/2023 8:25 PM Application 332 KB
% Local Disk (C)
[ DvD Drive (D) W
|| Agents
[l AR v
14 items

5. On the User Access
Control page, click Yes.

g]

Veeam Backup & Replication Setup Autorun

BN

Verified publisher: Veeam Software Group GmbH
File origin: CD/DVD drive

Show more details
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6. On the Veeam Backup &
Replication 12 page, click
Install.

Veeam Backup & Replication 12

Install

7. Select Install Veeam
Backup & Replication on
the Veeam Backup &
Replication page.

E-"] Weeamn Backup & Replication = X

Install Veeam Backup & Replication

Veeam Backup & Replication combines fast. flexible and reliable backup, recovery and
replication for all your workloads and data.

K
e

Install Veeam Backup Enterprise Manager

Weeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

[Ek
]

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

7

@ View Documentation
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8. Click I Accept on the
License Agreement page.

t-”] Weearn Backup & Replication = x

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
» Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

» Agree and consent to each of the license agreements of required software

9. Click Browse on the
License page.

t-”] Weearn Backup & Replication = x

License

Pravide license file for Veeam Backup 8 Replication.

License file:

M EBrowse...

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consultant or an MSP.

Back Next Cancel
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10. Select a license file for

Open

X
« “ 4 [l » ThisPC » Local Disk(C) » NFR » v | & | SearchNRR p
Veeam Backup &
Organize v Mew folder =~ M @
Replication and click m— s p— pe she
3 Quick access
95 File folder
Open. Deskt . -
p I Deskiop 5] V8_veeam_backup_nfr_12_12.lic LIC File 2K8
W Downlods # 3 o svsilabilty,suite_nfr_ 12, 121ic LICFile 3k8
Documents L) veeam_mp_nfr_12_12ic LIC File 2K8B
=] Pictures # [ Veeam-100instances-suite-nfric LICFile 28
[ This PC
DVD Drive (D) Veearr
EF Network
File name: | Veeam-100instances-sute-nfrlic | | License fites (ic) v
11' On the License page' tn‘:”] Weeam Backup &t Replication = X
select Update license liEaRes

automatically (enable

usage reporting). It will

automatically download

and install a new license

when you renew or

expand your contract.
12. Click Next.

Pravide license file for Veeam Backup & Replication.

License file:
Ml Browse...
Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation |0 and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's environment as a

cansultant or an MSP.
Back - Cancel
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13. The setup wizard checks if
the required software is
installed on the machine
during the System
Configuration Check step.
If required components
are missing, the setup will
attempt to install them
independently. Rebooting
is required after the
components have been
successfully installed.
Click Reboot to restart the
machine.

t-”] Veeam Backup & Replication

System Configuration Check

System is being verified for potential installation problems,

Please wait...

Enabling missing features...

Cancel

14. Click Customize Settings
on the Ready to Install
page.

t-”] Veeam Backup & Replication

Ready to Install
Installation will begin with the following settings.
Installation folder: C:\Program Files\Veeam\Backup and Replication

vPower cache folder: C:\ProgramData\Veeam\Backup\IRCache

Guest catalog folder: C\VBRCatalog
Service account: LOCAL SYSTEM
Database engine: PostgreSQL

SQL server: VBR12PostgreSQL:5432

Database name: VeeamBackup
Catalog service port: 9393
Service port: 9392
Secure connections port: 9401
REST API service port: 9419

Check for product updates: Automatically

£3 Customize Settings Back

Install

Cancel
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15. On the Service Account B Vezam Backup & Replication -

page, select LOCAL e

SYSTEM account a nd C”Ck Specify account for Veeam Backup & Replication.

ext. LOCAL SYSTEM account (Recommended)
Next ®
QO The following user account:
a0
Back Next Cancel

16 on the Database page, ] Veeam Backup & Replication —

select PostgreSQL from Distabas

the data base engine dro p_ Choose a database engine and an instance for Veeam Backup & Replication configuration data.

dOWn ||St Use following database engine: PostgreSQL
17. Select the Install a new ® install new instance ——

instance option to install a
new PostgreSQL instance.
PostgreSQL 15.1 will be
installed on the Veeam
Backup & Replication
server, and a database
named VeeamBackup will
be created.

PostgreSQL
O Use existing instance (HOSTNANMEFUR

Connect to PostgreSQL server using:
@ Windows authentication credentials of the backup service account

(O Native authentication with the following credentials:

Back

Cancel
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18.

19.

20.

21.

Select the Use the existing
instance option to use an
already installed
PostgreSQL instance.
Then, in the HOSTNAME:
PORT format, enter the
instance name.

Enter a name for the
Veeam Backup &
Replication configuration
database in the Database
name field.

Select Windows
authentication credentials
of the backup service
account to connect to
PostgreSQL Server.

Click Next.

Note:

If you use an already installed

PostgreSQL instance or make

any changes to the machine

hardware, you must perform
additional PostgreSQL
instance configuration. To

accomplish this:

1. In the automatic mode,
run the Set-
VBRPSQLDatabaseServe
rLimits cmdlet.

t-”] Veeam Backup 8 Replication -

Database

Choose a database engine and an instance for Veeam Backup & Replication configuration data.

Use following database engine: |PostgreSQL ~

© Install new instance
@ Use existing instance (HOSTMAME:PORT)
| VBR12PostgreSQL:5432 e

Database name:
VeeamBackup
Connect to PostgreSQL server using:
@ Windows authentication credentials of the backup service account

(O Native authentication with the following credentials:

Back Next Cancel
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2. Start the PostgreSQL
service again.

22. On the Data locations T Veeam Backup & Replication - X
page, click Browse and migts LAEEEEHE
select the path in the Specify paths for persistent and non-persistent data storage locations.
|nsta||ati0n path ﬁeld. Installation path:
i B
23. Browse and select the —
. . Guest file system catalog:
path in the Guest file .
FOWSE...
SVStem Cata|0g: ﬁE|d' Instant recovery write cache:
24. Click Browse and select W Srovise..
the path in the |nSta nt @ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
racoverad VM3, otherwise VMs will stop due to being unable to perform a disk write. We recommend
recovery Write Cache ﬁeld' placing the write cache on an 55D drive.
25. Click Next.
Back Next Cancel
26. On the Port Configuration B Vezam Backup & Reglication - X
page, specify the port Port Configuration
co nﬁgu ration to be Used Specify port configuration to be used by Veeam Backup & Replication.
by Veeam Backup and Catalog service port: 9393
Replication and C|iCk Next. Veeam Backup service port: 9392
Secure connections port: 9401
REST APl service port: 9419
Back Cancel
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27. Click Install on the Ready
to Install page.

t-”] Veeam Backup & Replication -

Ready to Install

The wizard is ready to begin the Installation.

Installation folder: C:\Program Files\Veeam\Backup and Replication
vPower cache folder: C:\ProgramData\Veeam\Backup\IRCache
Guest catalog folder: C\VBRCatalog

Service account: LOCAL SYSTEM

Database engine: PostgreSQL

SQL server: VBR12PostgreSQL:5432

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API service port: 9419

Check for product updates automatically

Back Install Cancel

28. Click Finish on the Veeam
Backup & Replication 12
Successfully installed

page.

L

Veeam Backup & Replication 12

/" Successfully installed

Finish
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Install Veeam Backup and Replication v12 with Microsoft SQL (or
SQL Express)

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is
automatically installed on the backup server.

You can choose Microsoft SQL as a Veeam Backup & Replication database. However, you installed
a Microsoft SQL Server (or Express), either locally on the backup manager server or remotely. If
Microsoft SQL Server is not already installed. In that case, the Veeam Backup & Replication won’t
install the Microsoft SQL Server Express Edition on the backup server automatically. You must
install it before installing Veeam Backup and Replication v12 RTM version.

Microsoft SQL Server Express has a configuration data storage limit of 10 GB. The Express Edition

is sufficient for the evaluation and small environments (500 VMs).

Instructions Screenshot (if applicable)

1. Ensure the Microsoft SQL
Server or Microsoft SQL

Products  Solutions  Resources  Portners  Company HowToBuy ()

Server Express is installed o eenm sy St B
locally or remotely. ye = ;

2. Logintothe Veeam

Backup and Replication
manager server.

3. Download the Veeam
Backup and Replication

¥

SRR o]
,
‘

v12 ISO image file from
the Veeam website sign-in
required).
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4. Mount the Veeam Backup
and Replication v12 iso
image file.

5. Run Setup.exe.

= Manage DVD Drive (D) Veeam Backup and Replication 12 - o X
Home  Share  View  Drive Toals - @
T » This.. > DVD Drive (D) Veeam Back... v B £ Search DVD Drive (D) Veeam Backup and Replication 12
~
A Name Date modified Type Size
s Quick access
R || Agents 1/26/2023 8:35 PM File folder
|| ar 1/26/2023 8:35 PM File folder
& Downloads || Backup 1/26/2023 8:35 PM File folder
Documents || Catalog 1/26/2023 8:35 PM File folder
[=] Pictures | Cloud Portal 1/26/2023 8:35 PM File folder
I This PC || EnterpriseManager 1/26/2023 835 PM File folder
= This b
2 | | EuLa 1/26/2023 8:41 PM File folder
Jf 3D Objeats =
|| Explorers 1/26/2023 8:35 PM File folder
B Desktop || Packages 1/26/2023.8:35 PM File folder
Documents | Plugins 1/26/2023 835 PM File folder
& Downloads || Redistr 1/26/2023 8:36 PM File folder
D Music | | setup 1/26/2023 8:41 PM File folder
B Pictures autorun 1/26/2023 8:41 PM Setup Information 1kB
B videos Setup 1/26/2023 8:25 PM Application 332 KB
% Local Disk (C)
[ DvD Drive (D) W
|| Agents
[l AR v
14 items

6. On the User Access
Control page, click Yes.

g]

Veeam Backup & Replication Setup Autorun

BN

Verified publisher: Veeam Software Group GmbH
File origin: CD/DVD drive

Show more details
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7. Onthe Veeam Backup &
Replication 12 page, click
Install.

Veeam Backup & Replication 12

Install

8. Select Install Veeam
Backup & Replication on
the Veeam Backup &
Replication page.

E-"] Weeamn Backup & Replication = X

Install Veeam Backup & Replication

Veeam Backup & Replication combines fast. flexible and reliable backup, recovery and
replication for all your workloads and data.

K
e

Install Veeam Backup Enterprise Manager

Weeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

[Ek
]

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

7

@ View Documentation
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9. Click I Accept on the
License Agreement page.

t-”] Weearn Backup & Replication = x

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
» Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

» Agree and consent to each of the license agreements of required software

10. Click Browse on the
License page.

t-”] Weearn Backup & Replication = x

License

Pravide license file for Veeam Backup 8 Replication.

License file:

M EBrowse...

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consultant or an MSP.

Back Next Cancel
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11. Select a license file for

Open

X
« “ 4 [l » ThisPC » Local Disk(C) » NFR » v | & | SearchNRR p
Veeam Backup &
Organize v Mew folder =~ M @
Replication and click m— s p— pe she
3 Quick access
95 File folder
Open. Deskt . -
p I Deskiop 5] V8_veeam_backup_nfr_12_12.lic LIC File 2K8
W Downlods # 3 o svsilabilty,suite_nfr_ 12, 121ic LICFile 3k8
Documents L) veeam_mp_nfr_12_12ic LIC File 2K8B
=] Pictures # [ Veeam-100instances-suite-nfric LICFile 28
[ This PC
DVD Drive (D) Veearr
EF Network
File name: | Veeam-100instances-sute-nfrlic | | License fites (ic) v
12' On the License page' tn‘:”] Weeam Backup &t Replication = X
select Update license liEaRes

automatically (enable

usage reporting). It will

automatically download

and install a new license

when you renew or

expand your contract.
13. Click Next.

Pravide license file for Veeam Backup & Replication.

License file:

[ Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation |0 and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's environment as a

cansultant or an MSP.
Back - Cancel
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14. The setup wizard checks if

the required software is
installed on the machine
during the System
Configuration Check step.
If required components
are missing, the setup will
attempt to install them
independently. Rebooting
is required after the
components have been
successfully installed.
Click Reboot to restart the
machine.

é‘z Veeam Backup & Replication

System Configuration Check

System is being verified for potential installation problems.

Please wait...

Enabling missing features...

Cancel

15.

Click Customize Settings
on the Ready to Install
page.

f_é”] Weeam Backup 8 Replication

Ready to Install

Installation will begin with the following settings.

Installation folder: C\Program Files\Veeam\Backup and Replication
vPower cache folder: C\ProgramData\Veeam\Backup\IRCache
Guest catalog folder: CA\VBRCatalog

Service account: LOCAL SYSTEM

Database engine: PostgreSQL

SOL server: VBR12:5432

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST APl service port: 9419

Check for product updates: Automatically

£¥ Customize Settings Back

Cancel
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16. On the Service Account 3 Veeam Backup & Replication - X

page, select LOCAL e
SYSTEM account a nd C”Ck Specify account for Veeam Backup & Replication.
NeXt. (® LOCAL SYSTEM account {Recommended)

O The following user account:

A C
pr '\I|:'QES on this server.
Back Next Cancel
17. On the Database page, 3 Veeam Backup & Replication -
select the Microsoft SQL Distabas
Server from the data base Choose a database engine and an instance for Veeam Backup & Replication configuration data.
engine drop'dOWn ||St Use following database engine: PostgreSQL
Mi ft SQL Serv
@ Install new instance |croso LLsRer
PostgreSQL

O Use existing instance (HOSTNANMEFUR

Connect to PostgreSQL server using:

@ Windows authentication credentials of the backup service account

(O Native authentication with the following credentials:

Back Next Cancel
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18.

19.

20.

Click Browse to select the
SQL server and instance
on the SQL Server
instance session.

Select Windows
authentication credentials
of the backup service
account to connect to SQL
Server.

Click Next.

t-”] Weearn Backup & Replication = X

Database

Choose a database engine and an instance for Veeam Backup & Replication configuration data.

Use following database engine: :]Vli,cmsoft SOL Server ~

SQOL Server instance (HOSTNAME\INSTANCE):

|VBR1Z\SQLEXPRESS v ol Browse.
Database name:

| VeeamBackup

Connect to SQL Server using:

(® Windows authentication credentials of the backup service account

(0 5QL Server authentication with the following credentials:

Back Next Cancel

21.

The error message will
pop up if the Microsoft
SQL Server or Microsoft
SQL Server Express does
not install locally or
remotely.

t-”] Weearn Backup & Replication = X

e Unable to connect to SQL Server VBR12\VEEAMSQL2016. A
network-related or instance-specific error occurred while
establishing a connection to SQL Server. The server was not found
or was not accessible. Verify that the instance name is correct and
that SQL Server is configured to allow remote connections.
(provider: SQL Network Interfaces, error: 26 - Error Locating Server/

Instance Specified)

Veeam Backup & Replication Setup *
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22. On the Data locations 8] Veeam Backup & Replication - X
page, click Browse and migts LAEEEEHE
Select the path in the Specify paths for persistent and non-persistent data storage locations.
Insta”aﬁon path ﬁeld Installation path:
i B
23. Browse and select the —
. . Guest file system catalog:
path in the Guest file .
FOWSE...
SyStem Catalog: ﬁEId Instant recovery write cache:
24. Click Browse and select Wl Drowse..
the path in the | nstant @ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
racoverad VM3, otherwise VMs will stop due to being unable to perform a disk write. We recommend
recovery write cache field. placing the write cache on an S5D drive.
25. Click Next.
Back Next Cancel
26. On the Port Configuration ] Veeam Backup & Replication - X

page, specify the port
configuration to be used
by Veeam Backup and

Replication and click Next.

Port Configuration
Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port: 9393
Veeam Backup service port: 9392
Secure connections port: 9401
REST APl service port: 9419

Back Cancel
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27. Click Install on the Ready
to Install page.

t-”] Veeam Backup & Replication -

Ready to Install

The wizard is ready to begin the Installation.

Installation folder: C:\Program Files\Veeam\Backup and Replication
vPower cache folder: C:\ProgramData\Veeam\Backup\IRCache
Guest catalog folder: C\VBRCatalog

Service account: LOCAL SYSTEM

Database engine: Microsoft SQL Server

SQL server: VBR12\SQLEXPRESS

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API service port: 9419

Check for product updates automatically

Back Install Cancel

28. Click Finish on the Veeam
Backup & Replication 12
Successfully installed

page.

L

Veeam Backup & Replication 12

\/ Successfully installed

Finish
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Upgrade the Existing Veeam Backup and Replication to v12

Veeam Backup and Replication v12 launched on Feb 14, 2023. If you are still using an older
version, it is time to upgrade it to v12. To upgrade Veeam Backup & Replication to version 12, you

must have version 10a (build 10.0.1.4854) or later installed on the supported operating system.

Instructions Screenshot (if applicable)

Veeam Backup and Replication

1. Login to the existing
Veeam Backup and

replication manager

Objects | Status Last
] Stopped 6daysago
2 Stopped 6daysago
1 Disabled

1 Stopped

1 Disabled

1 Disabled
1

1

1

1

1

1

1

1

1

server.
2. Open the Veeam Backup
& Replication Console.

Stopped 6aysago
Stopped 13 daysago
Stopped
Stopped
Stopped
Stopped 6days ago

Stopped 6daysago

3. Drop down the main

Ensbled 9daysago
Stopped

menu, select Help, and . , s Mrmtoentns.
click About to check
Veeam Backup &

Replication version.

Connected to: localhost_ Build: 110,11 nterprise Plus Edtion  NFR: 65 days remaining
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4. Make sure the existing
Veeam Backup and
Replication version meets Veeam

the requirements. I_N BE]C'(UP & Rep|icati0n 11

Part of Veeam Availability Surte

Build: 11.0.1.1267 P20220302
License: nckvanover@veeam.com
MNFR: 65 days remaining

| tv":s

€ Veeam Software Group GmbH. All rights reserved.
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5. Drop down the main
menu and select
Configuration Backup.

ulgjl'mﬁ}

X &

Manage Credentials

Manage Cloud Credentials

Manage Passwords

General Cptions

Users and Roles

Metwork Traffic Rules

Configuration Backup

Console

Color Theme

License

Help

Exit
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On the Configuration
Backup Settings page,
select Backup now to back
up the current
configuration.

Click OK to close the
Configuration Backup
Settings after the backup
is completed.

Configuration Backup Settings x

Backup
Enable configuration backup to the following repository:
|Backup Repository HPHVDT (Created by GOODDEALMART\csun at 1/30/2023 ~ |
= 1.387TBfrecof 1.81TB

Restore points to keep: |10 |5

Metifications

Perform backup on: Schedule...

Daily at 10:00 AM

Last successful backup:  1/30/2023 1:40 PM Backup now

[“] Enable backup file encryption
Password:

Created by GOODDEALMART \csun at 1/7/2023 813 PM. (L ~ ' Add...

! Loss protection disabled Manage passwords

Restore

Restore the configuration backup to this server: Restore...

Dk | | Cancel -

On the Home page, select
Jobs.

Right-click jobs and select
Disable to disable all jobs.

Saws LestRun Next Run Target Description
Stopped  12dayzago

w 2 Afer [DCS HPH..  Advanced Single-Host 01 Greated by GOODD)|
T Sopped  12ays a0 After [DCS HPH...  Advanced Single-Host01 Created by GOODD|
; 1 Stopped 18 minutes. < jed> 2 Crested by GOODD{
A ——— esed by 0000
1 Stopped Greate by GOODDI
oy 1 Stopped Grested by GOODDI
fopy 1 Stopped Crested by G00DDI
5 DCS HPHVO2 Backup. 1 Stopped  12dmysage  Success
46 DCS to,Storage-WIN Backup. 1 Stopped <
16} HPHVO1 Excludes DCSBackup | £ 1 Stopped
1 Stopped
1 Stopped  12daysage  Success
1 Stopped  12daysage  Success <not scheduled> .. Grested by GOODD!
1 Dissbled  Justnow  NA A Backup Repository HPHV2  Created by GOOD!
1 Stopped <notscheduled>  Backup Repository-Storage-.  Created by GOO!

Connected to:localhost _Buikd 11.0.11261 P20220302
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10. Make sure all jobs are
disabled and close Veeam
Backup & Replication
Console.

SureBschup
O
St Stat Disable Delcte
©
Job Control Detais eat
s Alljobs
~ Type Obje.  Swws | lestRun | LestResult
5C O Demand Sandbox HyperVSuresackup 2 Stopped 12daysago  Success
7% » Basic S per P2 Sopped  12daysago  Success
46} DC_HPHVO2 Replcaton HyperV Replication 1 Stopped 19 minutes..  Success
s per P 1 Dizabled
165 DCS_Azure Blob Backup Hyper-V Backup. 1 Stopped
0CS. Azure Blob with archive Bock..  Hyper-VBackup Copy 1 Disabled
45 DCS Azure Blob without archive Ba.. Hyper-VBackupCopy 1 Disabled
46} DS HPHVO2 Backup. Hyper-VBackup 1 Sopped  12daysago  Success
 DCS to Storage-WIN Backup Hyper-V Backup. 1 Stopped
HPHVO Excludes DCS Backup Hyper-VBackup 1 Stopped
. 165 HPHVO1 Storage-Win Backup Hyper-V Backup. 1 Stopped
 Management HPHVO2 Backup. Hyper-V Backup 1 Sopped  12daysago  Succes
6} Management ubunty Immutabl B..Hyper-V Backup 1 Stopped 12daysago  Success
& Windows Server_Managed by age.. Windows Agent Policy 1 Disbled  1minuteago NA
6} Windows Server_Managed by bac... Windows AgentBackup 1 Stopped

NeaRun Torget Description
<Disabied> Advanced Single-Host 01 Greated by GOODO!
<Disabled> Advanced Single-Host01  Created by GOODD!
<notscheduled>  HPHVOZ Crested by 600DOI
<Disabled> Backup Repository-Storage-.. Crested by GOODO!
<notscheduled>  Scale-out Backup Reposiory.. Created by GOODD!
<Disabled> Scaleout Backup Repository... Created by GOODO!
<Dissbied> Scale-out Backup Repository... Creted by GOODD!

HPHVO2

Backup =

L HPHVO2

HPHVO2

HPHVD2
<notscheduled>  Backup Repositry_ubuntu2... Created by GOODOI
NA Bockup Reposton HPHV02  Crested by GOODD)
<notscheduled>  Backup Repository-Storages.  Created by GOO!

11. Download the Veeam
Backup and Replication
v12 iso image file from
the Veeam website. (Sign-
in required).

- (=l "
Products  Solutions  Reso Partners  Company  How ToBuy
Veeam Availability Suite™ B Praduct deme
P ' m———————
Back lizstion with the manitoring v

Cloud-nstive analytics of Veeam ONE™.

dalone modules

 Backup for AWS

Individual festure

Dﬂw«lmn'lml

defuntoads « tackup far dzure
Otheroffenngs  Backup for Google
'R Veeam Backup & Replication™ B Product ovinview
b Madernize your data protection and elminate B el
downtire with the simple, flexible, reliable, and
powerful solution for protecting your Clod,
12' Mount the Veeam Backup 2 Manage DVD Drive (D:) Veeam Backup and Replication 12 — O x
& Repli . 12 150 Home  Share  View  Drive Tools (2]
| nv
ep catlo +~ » ThisPC » DVD Drive (D:) Veeam Backup and Replication 12 v O Search DVD Drive (D:) Veeam .., 0
. . P
Image file. A Name Dste modified Type Size
# Cuick access
Agents 10/18/2022 6 File folder
. . . Deskte »
13 Run Setup exe - i AR 10/18/ File folder
*
¥ s Backup File folder
[ Documents Catalog File folder
=] Pictures Cloud Portal File folder
I ThisPC EnterpriseManager File folder
g 150 Explorers File folder
t:
o st Packages File folder
[ Decktop Plugins File folder
Redistr File folder
Setup File folder
J, Music autorun Setup Information 1KB
i Setup Application 532 KB
v
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14. On the User Account
Control page, click Yes.

User Account Control

Do you want to allow this app to make
changes to your device?

E@ Veeam Backup & Replication Setup Autorun

Verified publisher: Veeam Software Group GmbH
File origin: CD/DVD drive

Show more details

Yes Mo

15. On the Veeam Backup &

Replication 12 page, click Veeam Backup & Replication 12
Upgrade.

Upgrade
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16. On the Veeam Backup &
Replication page, select
Upgrade Veeam Backup &
Replication.

E-“] Veeamn Backup & Replication —

§D|E| Upgrade Veeam Backup & Replication
AY|

Veeam Backup & Replication combines fast. flexible and reliable backup. recavery and
replication for all your workloads and data.

g Ins

o View Documentation

17. On the License
Agreement page, click |
Accept.

tn‘:”] Weeam Backup &t Replication —

License Agreement
Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
» Agree and consent to the terms of Vieeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software
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18. On the Upgrade page,
click Next.

t-”] Weearn Backup & Replication = x

Upgrade

Review Veeam Backup &t Replication components to be upgraded.

Product Version

Veeam Backup Catalog
Veeam Backup & Replication Server

11.0.1.1261 — 12.0.0.1402
11.0.1.1261 — 12.0.0.1402

Veeam Backup & Replication Console 11.0.1.1261 — 12.0.0.1402

Please note that the update will be installed on the backup server only. To update remote
components, wait for this installation to finish, open the Veeam Backup & Replication console
and follow the Upgrade wizard. Alternatively, we can initiate remote components update process
for you.

[] Update remote compenents autematically

Back Next Cancel
19. On the License page, click ] Veeam Backup & Replication - X
Browse. licsiics
Pravide license file for Veeam Backup 8 Replication.
License file:
M Erowse...

[] Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consultant or an MSP.

Back Next Cancel
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20. Select the Veeam Backup
and Replication license
file, and click Open.

t-”] Weearn Backup & Replication = x

License

Pravide license file for Veeam Backup & Replication.

License file:

M Erowse...

[] Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consultant or an MSP.

Back Next Cancel

21. Select Update license
automatically (enable
usage reporting) on the
License page and click
Next.

i) Veeam Backup & Replication - X

License

Pravide license file for Veeam Backup & Replication.

License file:

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by,

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consultant or an M5P.

Back Next Cancel
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22. Select LOCAL SYSTEM i Veeam Backup & Replication - X
account or specify TS RS
another user account on Specify account for Vieeam Backup & Replication.
the Service Account page (® LOCAL SYSTEM account (Recommended)
and click Next. O The following user account;
N . - s
Ote' Ty, he user name in the DOMAIN
count must h eges on this server.
If you would like to use the
specified user account, the
user account must be a
member of the Administrators
group on the Veeam Backup &
Replication machine. Also, it
must have db_owner rights Back Cancel
for the configuration
database.
23. On the Database page, il Veeam Backup & Replication - X
click Next. Diatabasi
Choose a database engine and an instance for Veeam Backup & Replication configuration data.
Use following database engine:
s (HOSTNAMENINSTANCE):
| 16 | Bl Browse..
Database name:
_VEE._am_Backup
Connect to SQL Server using:
@ Windows authentication credentials of the backup service account
O SQL Server authentication with the following credentials:
Back Next Cancel
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24. Click Yes on the question B Veesm Backup & Replication - X
pop-up message. Veeam
will automatically upgrade
the database to the
version you are installing.

Veeam Backup & Replication Setup e Ml Browse

9 VeeamBackup is the Veeam Backup and Replication configuration
database. Connect this installation to the selected database?
If required, database will be automatically upgraded to the version
you are installing.

Yes No
25. If the Configuration Check ] Veeam Backup & Replication - x
page returns errors, Configuration Check
resolve them before Address all compatibility issues in your product configuration prior to proceeding with the upgrade.
Upgradlng If the CheCk Compatibility issues (® Retry | Copy list to clipboard

produces wa rning or L Improvad Backup Copy jobs
information messages,
you can proceed with the
upgrade and deal with
them later.

26. Click Next.

@ Flease review the documentation at Upgrading Veeam Backup & Replication Help Center

Back Next Cancel
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27. On the Ready to Upgrade
page, click Upgrade.

t-”] Weeam Backup & Replication

Ready to Upgrade

The wizard is ready to begin the Upgrade.

Service account; LOCAL SYSTEM
Database engine: Microsoft SQL Server
SOL server: VBR11\WEEAMSQL2016
Database name: VeeamBackup

Update remote components: Manually

Cancel

28. On the Veeam Backup &
Replication 12
successfully upgraded
page, click Finish.

L

Veeam Backup & Replication 12

\/ Successfully upgraded

Finish
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29. Open Veeam Backup &
Replication management
console and click Connect.

N5 Veeam o
=fN} Backup & Replication 12

Type in a backup server name or |P address, backup service port number,
and user credentials to connect with.

localhost 0307
FOODDEALMART csUn

Password

v Use Windows session authentication

Save shortcut Connect Close

30. Select the all servers
checkbox on the
Components Update page
and click Apply.

Companents Update

Servers
I Select servers to update product's components on. Consider removing servers which are currently down or unreachable from
selection. Update process will not rebooet the updated server.

W Managed servers:

Server Update required
Update .
HPHVO1 Hyper-V Integration, Installer, Mou... e
HPHVDZ Hyper-¥ Integration, Installer, Mou...
STORAGE-WIN Installer, Mount Server, Transport
ubuntu20045 Installer, Transport
VBR11.gooddealmart.ca Installer, Mount Server, Transport, V..,

veeamn-proxy-applisnce-azure-u.. Azure restore helper appliance

Select All

Clear All
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. | ”
31. Click Show servers on the -
. . Servers
- elect servers to update product's components on, Consider remeving servers which are currently down or unreachable from
Sel o duct’ Consid i hich ly d hable fi
|| selection. Update process will not reboot the updated server.
. . | ~
credentials question page.
| Server Update required Detaily
t Update
| HPHVD1 Hyper-V Integration, Installer, Mou.., i
| [ HPHVOZ Hyper-¥ Integration, Installer, Mou...
| STORAGE-WIM Installer, Mount Server, Transport
| ubuntu20045 Installer, Transport
| WBR11.gooddealmart.ca Installer, Mount Server, Transport, V...
| wveeam-proxy-appliance-azure-u... Azure restore helper appliance
|
| Veeamn Backup & Replication x
| Some hosts were registered with Veeam using single-use credentials.
| To perform components upgrade, you will need to provide these credentials again.
| Are you ready to do this now?
Show servers No
Select All ]
Clear Al |
|
= Apply Finih Cencel |
X

32. Review the Server listing
and click Yes.

selection, Update process will not reboot the updated server,

Servers
é“l Select servers to update product's components an. Cansider removing servers which are currently down or unreachable from

x
| Update
| Some hosts were registered with Veeam using single-use credentials. | Refresh
i To perform components upgrade, you will need to provide these credentials again,
| Are you ready to do this now?
| Name
| ubuntu20045
|
[
t
Select Al |
Clear All |
Hide servers Yes | ‘ Mo _
|

= Apply [ || Cancel |
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33. On the Host Credentials

. | -H-ust“Cr-edentia\s x
page, SE|ect the hOSt, C|ICk éfl Specify cradentials jare currently down or unreachable from
Set User and select Singal- | = = fccyint Sl
X ubuntu20045 <not specified> Single-use credentials for hardened repository...
use credentials for the | pdte Linx accourt..
. Linux private key..
hardened repository. : e, o
r Transport
|
| r, Transport, V..
| ppliance
|
|
|
| SelectAll |
Zr Clear All |
oK Cancel
Apply Fint: Cancel
34. Enter your credential e R W
information and click OK.
[=  Username: |car],r |
Password: |uuuuu |
SSHport (22 |
Meon-root account
Use "su" if "sudo” fails
Root password: |ssssssssess i
Description:
cary
o ]| conce
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35. Click Test Now on the
Host Credentials page.

Host Credentials

Specify credentials:

Host Account
ubuntu2 D045 cary

| Set User... |

Test Mow

QK

Cancel

36. Ensure the credential has
been tested successfully
and click OK.

Veearn Backup and Replication

o Heost ubuntu20043 credentials have been tested

successfully,
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37. Click OK on the Host
Credentials page.

Host Credentials

Specify credentials:

Host Account
ubuntu2 D045 cary

QK

Set User...

Cancel
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38. Ensure the components Compbngints | fidztd ®
Update
u pdate Successfu | Iy for éfl Please wait while product's components are updated on the selected servers, this will take a few minutes,
selected servers and click
L. Servers Server Status

Finish. @ HPHVO1 All compenents have been upgraded.
2 HPHVDZ All components have been upgraded.
() STORAGE-WIN All components have been upgraded.
) ubuntu20045 All components have been upgraded.

) VBRI1.gooddealmart.ca  All components have been upgraded.
i veeam-proxy-appliance... Azure restore helper appliance has been successfully updated.

< Previous e Finish Cancel

39. Drop down the main
menu, select Help, and
click About to check
Veeam Backup &
Replication version.

o X
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40. Ensure the existing Veeam

Backup and Replication
version is upgraded. Veeam

|EJ \J Backup & Replication 12

Build: 12.0.0.1402
License: rd{@veeam.com
Evaluation: 1 day remaining

41. On the Home page, select e
& X
Jobs.

42. Right-click jobs and e S
. e — kintem i I S G I o)
unselect Disable to enable e —
DC_HPHVO2_Replication Hyper-V Replication 1 Stopped. 1 hourago Success. <Notscheduled>  HPHV02 Created by GOODD{
. ettt i e :
all iobs A [ty Sued I AR e e N GalEyE000D|
. DCS_Azure Blob with archive, T ) 1 Disabled <Disabled> Scale-out Backup Repository.. Created by GOODDY
DS Asure Bob withostard] - . |- 1 Disabled <Disabled> Scale-out Backup Repository.., Crested by GOODD]
DCS_to_Storage-WIN Backup| St shup 1 Stopped Backup < by
HPHVO1 Excludes DCS Backy| 1| Report cup 1 Stopped HPHVO2
N S SuT] oo [ 1 St Y
et el e :
e TRl -
dows Server_Managed L, v oo _hentPolicy 1 Disabled  1hourage  N/A NA Backup Repository HPHV02  Created by GOODD)|
Vi S s A T T A R A S

Evaluation: 1 day remaining
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43. Ensure all jobs are
enabled.

L

Backup Repiication CDP.
b b~ Policy

Primary Jobs

18 Backup
5 Suresackup
i Replication
123 Backup Copy
Backups

< sk

G Faied

A pome

88 ooy

&

Backup Infrasructure

orage Infrastructure
&y Tapeinfrastrucure

5 e

cop

T o
BE AR L

Qe

Name

48} DC On_Demand Sandbox

465 DC Surebackup Bsic Single-Host
485 DC_HPHVO2 Replcaton

465 DCS Backup Copy Job

{6} DCS_Azure Blob Backup

284 DCS_Azure Blob with archive Back.
465 DS Azure Blob without archive Ba..
465 DCs HPHVO2 Backup.

6 DCS o Storage-WIN Backup

365 HPHVOT Excuces DCS Backup

65 HPHVD1 Storsge Win Backup

488 Management HPHVO2 Backup

8 Management ubunty Immutab .

7 Windous Senver_Managed by age.
6 Windows Sever_Managed by bac

Veeam Backup and Replication

N @
= W
Eport Best Practices
Backup  Analyzer

Adions

Type
SureBackup.
SureBackup.

Hyper-V Replication
Backup Copy

Hyper-V Backup
Backup Copy

Backup Copy

Hyper-V Backup
Hyper-V Backup
Hyper-V Backup
Hyper-V Backup
Hyper-V Backup
Hyper-V Backup
Windows Agent Policy
Windows Agent Backup

Alljobs

LastRun
12daysago
12.daysago
1 hourago

12.daysago

13 daysago
13 daysago
Justnow

Last Result

Success
Success
Success

Success

Success
Success
NA

NextRun
After [DCS_HPH..
After [DCS_HPH,
<MNot scheduled>
<Az new restor,
<MNot scheduled>
<As new restor,
<As new restor

Advanced Single-Host 01
Advanced Single-Host 01
HPHVO2

Backup Repository-Storage-
Scale-out Backup Repository.
Scale-out 8ackup Repository.
Scale-out Sackup Repository.

Description
Created by GOODD}
Created by GOODDY
Created by GOODDY
Created by GOODD}
Created by GOODDY
Created by GOODD}
Created by GOODDY

<MNot scheduled>

<MNot scheduled>

_HPHVO2 y
Backup Repy "
HPHV02
HPHVOZ G
HPHVO2 G

Sackup Repository_ubuntu2.
Backup Repository_HPHVOZ
Backup Repository-Storage:

Created by GOODDY
Created by GOODD|
Created by GOODD|

82

Technet24


https://technet24.ir

Chapter 2 Deployment

Migrate the Existing Veeam Backup and Replication to the new
server with PostgreSQL

PostgreSQL is free and has no size limit or compute restrictions has improved performance over

SQL Express.

Instructions Screenshot (if applicable)

Veeam Backup and Replication

1. Login to the existing

Veeam Backup and

replication manager
R e e S U o
server. —— e
e == =
e — e
2. Open the Veeam Backup e — e
. . — SR =
& Replication Console. oA 5555 N S AR
; ] — S
_ — e e &
3. Select and right-click all T S e ——
jobs. e b b Vi e T S ettt s et et

4. Select Disable.
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5. Drop down the main
menu and select
Configuration Backup.

Veeam Backup and Replication

Typ Host pacity  Free

LArchive Gateway NA NA
RTTARC. Gateway N NA
1 Gateway NA NA

VER11.goodde
Ubuntu20045
STORAGE-WIN
HPHVO2
HPHVOT
STORAGE-WIN
STORAGE-WIN
STORAGE-WIN

126468 91768
126968 11768
1269G8 125668
9309G 719G

1878 1378
126968 1256G8
1269G8 125668
126968 125668

201

6. Click Backup now on the
Configuration Backup
Settings page.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:
Backup Repository HPHVD1 (Created by GOODDEALMART\csun at 1/30/2023 ~
 13TBfrecof 1.8TB

Restore points to keep: LN . Motifications..,
Perform backup on: Daily at 10:00 AM Schedule...
Last successful backup:  2/1/2023 9:25 AM Backup now
Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 813 PM. (L + | Add...
! Loss protection disabled Manage passwords
Restore
Restore the configuration backup to this server: Restore..,
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7. Copy the configuration | B 0 < | Postdnsta -0
Home Share View
file from the baCkUp « “ 4 > ThisPC 5 Local Disk(C) » Post-nstall v o O Search Post-Install
repository to the new e A I\iams Date modified Type Size
. . i % VBR11_2023.01-30.13-39-59 0 Veesm Backup & 529KB
Backup and Repllcatlon [] Veeam-100instances-suite-nfr.lic LIC File 2kB

*
& Downloads ¢
[£ Documents

*

manager server.

=] Pictures

I This pC
v

2items  1item selected 528 KB

Backup and Replication

manager server. Nl Veeam
9. Open the Veeam Backup 1=EN] Backup & Replication 12

& Replication Console,

and click Connect.
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

localhost 9302

Password

+f| Use Windows zession authentication

Save shortcut Connect Close
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10. Drop down the main
menu and select
Configuration Backup.

il enapilae 1 Backup & Replication, you must register your protected data sources in the inventory. To startthis process, lick the Add Server
" s i (or just cick this text)
N Network fefric s e protection, add a vCenter Server. You can also add ESXI hosts individually. Adding vCenter Server is preferred, because it makes
eplication vMotion-aware.

4r-V protection, add System Center Virtual Machine Manager (SCYMM) Ser

bud servers and workstations protection, create one or more Protection Gr
NDMP server. Note that NDMP backups are only supported to tape or Virtual Tape Libraries (VT

tandalone Hyper-V hosts,
You want to backup. For NAS.

5, Hyper-V clusters,
ps lsting all comput

A3

=
eplictin provides diferent options o blancerecovery time it toragerequiements,Sackup consumes es sk space but

ovrytime,making it eal o ong e Gata reentio,Replation provides (e ecovey e a th ncreased torage costs

\ckup or replication job, go to the Backup & Replication tree tab, and clck the carresponding button in the ribbon,

e from a backup o a replica, cick the Restore button in the ribbon and select the required restore type.
an browse the Backups node of the Backup & Replication tab to locate the required machine by searching for its name.
& restore by double-clcking the full backup (VBK) fle in the Windows Explorer.

11. Click Restore on the
Configuration Backup
Settings page.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:

| Default Backup Repository (Created by Veeam Béckup‘b)
= 983 GB free of 1264 GB

Restore points to keep:

Perform backup on: Daily at 10:00 AM l Schedule...

Last successful backup: 1 No backup Backup now

[[] Enable backup file encryption

Manage passwords

1 Saved credentials, backup server certificate and backup
appliance data will not be included in the configuration backup until

encryption is enabled
Restore

Restore the configuration backup to this server:

Restore...

|10 ijf: Motifications... |
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12. Click Yes on the User
Account Control page.

ﬁ Veeam Backup Configuration Restore

Verified publisher: Veeam Software Group GmbH
File origin: Hard drive on this computer

Show more details

13. Select Migrate on the
Restore Mode page.

2| Veeam Backup and Replication Configuration Restore

Restore Mode

m Specify your canfiguration restore scenario,
==
-

. Use this mode if you have unexpectedly lost your backup server, and are trying to restore it. Once
Configuration Backup the configuration restore has been completed, the wizard will initiate the pracess of searching for
any new restare points that might have been created after the last configuration backup.

Backup Contents
Terget Database (O] Migrate
3 Use this mode if you are performing planned migration of your backup server to a new computer.
Restore Options To ensure there is no data loss, make sure you are using the configuration backup made after all
jobs have been stopped and disabled,
Restore
Summary

) [N | NG [ Cond
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14. Select this server in the
Backup repository field on
the Configuration Backup

page.
15. Click Browse in the
Backup file field.

2| Veeam Backup and Replication Configuration Restore

L%

Configuration Backup

Restore Mode Backup repository:
This server

Backup file:

Select the configuration backup file you would like to use.

Backup Contents

Browse..,

Terget Database
Restore Options
Restore

Summary

< Previous

Configuration backup file located in remote backup repositories will be copied locally
into a temporary folder. This may take some time.

16. Select the backup

configuration file and click

Open.

42 Open

ES > ThisPC > Local Disk (C:) » Post-lnstall

Organize v Newfolder

B Desktop a -
& Downlozds

Documents

Name

*
* (& VER11_2023-02-01_00-25-04
*
*

=| Pictures

Post-Install

3 his PC

B 30 Objects
[ Desktop
Documents
& Downlozds
B Music

&) Pictures
B videos

i Local Disk (¢3)

Date modified

2/1/20238:25 AM

Type

Veeam Backup &

® | | Search Post-install »

Size

585 KB

File name: | VBR11_2023-02-01_09-25-04

<] [Veeam configuration backup fil »
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17. Click Ana |yze on the 2| Veeam Backup and Replication Configuration Restore X
Configuration Backup
Select the configuration backup file you would like to use.

Configuration Backup

=
page. .

Restore Mode Backup repository: )
| This server ™ |
Backup file:

Backiip Coritents Ci\Post-Install\VBRT1_2023-02-01_09-25-04.bco | [ Browse.. |
Configuration backup file located in remote backup repositories will be copied locally

Password into a temporary folder. This may take some time.

Target Database

Restore Options

Restore

Summary

<Previous | | Analzes | oo | Cancel

18. Click Next on the Ba ckup 2| Veeam Backup and Replication Configuration Restore X
Backup Contents
Contents page.

Review the contents of the correspanding backup file. If necessary, go back in the wizard to pick another one.

=
Restore Mode Parameter Value o
Configuration Backup Backup file
Path C\Post-Instal\WBR11_2023-02-01_09-23-04.bco
Size 5848 KB
5 . Creation time 2/1/2023 9:25:08 AM
i Creation duration 00:00:13
At Dodafiess Compressed data STEOKE
Uncompressed data 6.5 MB
Restore Options Compression ratio 11.dx
Encrypted backup Yes
Restore
Password loss protection Not supported
Summary Product
Product name Veeam Backup and Replication 12
Product version 12000402
Database
Original database server Micrasoft SQL Server
Microsoft SQL Server Supported
PrstareSOl Sunnnrted bl

<previous | [ Neds || foih | Coned
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19. On the Password page,

2| Veeam Backup and Replication Configuration Restore

e
Password
enter the password of the ,@ Spesily configiaton bakpls P,
. . . =
configuration file in the
Restore Mode Password: [eesssssens )
Password ﬁeld : Configuration Backup Hint: Created by GOODDEALMART\csun at 1/7/2023 813 PM.
20. Enter the description in Hackiip Cibaits
the Hint field. |
21. Click Validate. s petacs
Restore Options
Restore
Summary
1 Your backup administrator chose not to enable password loss protection,
< Previous Cancel
22. Select PostgreSQL from 2| Veeam Backup and Replication Configuration Restore X
Target Database
the Database drOp—down @ Specify the Veearn Backup & Replication database to restore configuration to.
. =
list on the Target _
Restore Mode Database engine
Database page. Configuration Backup Database: EEDIC e
23. Enter the instance name S HEER e
Instance name: | localhost5432 |
and Data base name in the Bassword Database name: ‘VeeamBa:kup |
== Vo Y
Connection session. T | e
. Restore Options
24. Select W|ndows (@ Windows authentication using credentials of service account
. . . s () Native authentication using the following credentials:
aUthentlcatlon USIng the Summary Loginname: GOODDEALMART csun
service account Password:
credentials in the
Authentication session.
< Previous Cancel

90

Technet24


https://technet24.ir

Chapter 2 Deployment

25. Click Yes on the warnin i . :
g Veeam Backup and Replication Configuration Restore
message.
Database VeeamBackup is Veeam Backup and Replication
configuration database. If you continue, current database
contents will be lost. Proceed?
26' Select the Backup a nd gﬂ Weeam Backup and Replication Configuration Restore x
. [ b Restore Options
re pllca Cata |Og CheCkbOX &@i Spe;_\f‘y Wl;_at cgﬂ:ig_u;ati:n data ¥.DI; v;va:tbto restore. Once you click Restore, the wizard will proceed with restoring the selected
. = | configuration dats into the specified database.
on the Restore Options
Restore Mode Restore
age. Backup and replica catalog
p g Canbgliratiun Backup Restores information about available backup and replica restore points, including content and
1 1 location of all tapes which have been written,
27. Select the Session history Backup Contents g e -
checkbox. Dascuiond Restores job sessions and restore operator activity history,
28. Select Enable required S Advanced
. i méﬁiars Enable required PowerShell execution policy for SCVMM
PowerShell execution - Bk gkl o [ et
po I iCy fo r SCVM M - Creates native backup of the existing database using SQL Server's built-in backup capabilities.
Summary
checkbox.
29. Select Backup existing
database before
configuration restore :
< Previous Cancel
(recommended).
30. Click Restore.
31. Click Yes on the close

console and stop all
running jobs warning
messages.

WYeeam Backup and Replication Configuration Restore

‘Veeam user interface is open:
1 instance of Veeam Backup and Replication Console

We need to close it and stop all running jobs. This may take a
moment, Continue?
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32. On the Restore page,
ensure the Configuration
restore is completed
successfully and click
Next.

Restore

Restore Mode

Configuration Backup

Backup Contents

Password

Target Database

Restore Options
[
Credentials

Cloud Credentials

Summary

2| Veeam Backup and Replication Configuration Restore

m Please wait while configuration is being restored. ..
==

Message

) Analyzing database VeeamBackup

) Decompressing configuration backup
) Connecting to database VesamBackup
() Starting configuration catalog restore
1) Reading configuration backup

) Configuration catalog processed (1027 items)
) Backups catalog processed (108 items)
{2} Sessions catalog processed (2066 items)
) Tape catalog processed (0 items)

) Finalizing configuration catalog restore
) Disabling all scheduled user jobs

) Locking database VeeamBackup...

) Analyzing restored configuration

) Restering backup server certificate
) Saving configuration restore session

) Configuration restore completed successfully

) Enabling Microsoft PowerShell execution policy

Duration

() Microsoft PowerShell execution palicy is already set to Remote Signed

0:00:15

0:00:07
0:00:02
0:00:01
0:00:02

0:00:07

0:00:01
0:00:02

Cancel

33. On the Credentials page,
ensure all credentials are
up-to-date and click Next.

Credentials

Restore Mode
Configuration Backup
Backup Contents
Password

Target Database
Restore Options

Restore

Cloud Credentials

Summary

2| Veeam Backup and Replication Configuration Restore

Account Type

T4 apikey Standard

(3 cary Linux
CARYPC\Administrator  Standard
gooddealmart\administ... Standard
GOODDEALMART csun Standard

T4 HPHVD1\Administrator Standard

TAHPHVO2\Administrator  Standard

T root Standard

O root Linux

T raot Standard
oot Standard
YEEAM@carysun.com Standard

TA VEEAMMFA@carysun.c.. Standard

Description

apikey

cary
CARYPC\Administrator

gooddealmart.ca\adminis...

GOODDEALMART . csun
HPHVOT\Administrator
HPHVO2\Administrator

Azure helper appliance cre...
Helper appliance credenti..
Provider-side network ext...
Tenant-side network exten...

VEEAM®@ carysun.com
VEEAMMFA®@carysun.com

m Please verify and update the restore credentials, if they have changed since the time when configuration backup was taken.
==

Edit...

Cancel

92

Technet24


https://technet24.ir

Chapter 2 Deployment

34. Ensure all credentials are 2| Veeam Backup and Replication Configuration Restore

Cloud Credentials

Up-to-date on the Cloud M’Tj Providi ipdatet! dond ciedentil iy Extse they have Changed Since the e this-configuration backiip Wi Taken,
. . ==
Credentials page and click

Restore Mode Account Type Description | Edit..
Sta rt- Configuration Backup E’#.bomevbr Microsoft Azure ... Azure Storage account na...
T4 homevbrarchive Microsoft Azure ... Azure starage account for ...

Backup Contents
Password

Target Database
Restore Options
Restore

Credentials

Summary

< Previous Fnsh | [ Cancel

35. Click Finish on the 2] Veeam Backup and Replication Configuration Restore

Summary

Summa ry page. M Review the configuratian restore result, and click Finish to exit the wizard,
==

Remember to enable all jobs back once canfiguration data synchronization completes.

Restore Mode Summary:

Configuration restore is completed successfully
Configuration Backup
Source backup file: C\Post-Install\WBR11_2023-02-01_09-25-04.bco
Backup Contents Target server: PostgreSQL

Target server name: localhost:5432

S Target database: VeeamBackup.
Note that all jobs are disabled after configuration restore, Do not enable them back until Vesam
Target Database Backup & Replication synchronizes the restored configuration data with the actual state of backups
and replicas on disk. You can monitor the synchronization progress using the Configuration Database
Restore Options Resynchronize session under History tab of the management tree,
Restore

Credentials

Cloud Credentials

Lsunch the Backup & Replication user interface

Wait for configuration synchronization process to complete before enabling the jobs. You can
monitar the synchronization progress using the Configuration Database Resynchranize session
under History tab of the management tree,
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36. Open Veeam Backup &
Replication console and
click Connect.

5] Veeam
=fN} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 4392
GOODDEALMART\csun
Paszword

+f | Usze Windows zession authentication

Save shortcut Connect Close

37. Select and right-click all
jobs, and unselect Disable
to enable all jobs.

SureBackup

Diable Delete
Job Controt et ca
Home [y —— Ajobs
s St Lostun LRt Newun Targe
3 Stopped Todmsage  Success <Disabled> Advanced Sngle-Host 01
2 Stopped. 14 daysago. Success. <Disabled> Advanced Single-Hest 01
1 Stopped Tdyago  Success Notscheddled>  HPHVOZ
1 Diabied <Disebied> Backup Reposiony-Storsge-.
1 Stopped Notscheduled>  Scale-out Backup Reposioy.
1 Diabied <Diabied> Scal-out Backup Repositay.
1 Disbied <Disabled> Scle-out Sackup Repositor.
1 Stopped Tadmiage  Success <MNotscheduisd>  Backup Repositony HPHVO2
1 Stopped <Notschedued>  Backup Repository-Storage-..
3 Succes 1 Stopped <Notscheduled>  Backup Repositony HPHVO2
(5 Pt HPHVO1 Stoage Win..._HyperV Backup 1 Stopped <Notscheduied>  BackupRepositony HPHVO2
Management HPHVO...  Hyper-V Backup. 1 ‘Stopped 14 days ago. Success. <Not scheduled> Backup Repository_HPHV02
dows Server_Ma.,  Windows AgentPolcy 1 Diabled Thoursge  NA A Backup Reposton HPHVO
8 Windows Server_Ma... Windows AgentBackup 1 Stopped <Notscheduled>  Backup Repositony-Storage-..

Description
Created by
Crested by GO|

Crested by 60|
Crastad by
Created by
Crested by GO|

Crested by GO|
Crastad by
Created by
Crested by GO|
Creted by
Created by
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38. Ensure all jobs are re-
enabled.

Job Control

¥
5

[ Faied

@& stoage nfrastructure

5 s

SureBackup

Detat:

Disable Delete

cat

Neme T

461 DC SureBackup Basic.

461 DCS_HPHVD2 Backp.
4 DCS_to Storage- WIN..
8% HPHVO1 Excludes DC.

 Vindows Senver_Ma..
5 Windows Server_Ms.

461 DC On_Demand Sand...

5 DC_HPHVO2 Replicati.

Hyper Backup
Hyper-V Backup
Windows Agent Policy
Windows Agent Backup.

Alljobs

14 dayz ago
14 daysago
1 dayage

14 days ago

14daysago
Justnow

LastResult

Success
Success.
Success

Success.

Success.

After [DCS HPHVO02..

<ot scheduled>

<Not scheduled>

Torg
Advanced Single-Hot01
‘Advanced Single-Host 01
HPHVO2

Backup Reposiory-Storage-..

Scale-out Backup Repositry.

Bckup Repository_HPHVO2
Backup Reposiory-Storage-..
Backup Repository_HPHVO2
Backup Repository HPHVO2
Backup Repository_HPHVO2.
Backup Repository_HPHV02
Backup Repository-Storage-..

Description
Creted by
Crested by GO|
Crastad by
Created by
Crested by GO|
Created by
Crested by GO|

Created by
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Migrate the Existing Veeam Backup and Replication to the new
server with Microsoft SQL

Microsoft SQL Server (or Express), either locally on the backup manager server or remotely.

Microsoft SQL Server Express has a configuration data storage limit of 10 GB. The Express Edition

is sufficient for the evaluation and small environments (500 VMs).

Instructions

Screenshot (if applicable)

1. Login to the existing
Veeam Backup and
replication manager
server.

2. Open the Veeam Backup
& Replication Console.

3. Select and right-click all
jobs.

4. Select Disable.

3% Windows Sever_Managed by bac..

Fyper V!

Windows Agent Back:

Y
up

Stopped 14 daysago
Stopped 14 daysago

Stopped1dayago.

Stopped 14 daysago

Stopped 14 daysago
Stopped 14 daysago

Ensbled 1 dayago

Connected tot localhost

Build: 12.0.0.1402

Next Run

After [DCS_HPH...
After [DCS_HPH...
<Not scheduled>

<As new restor.

<Not scheduled>

<As new restor..  Scale-out Backup Repository...
<As new restor... Scale-out Backup Repository...
<Notscheduled>  Backup Repository_HPHV02

<Notscheduled>

Enterprise Plus

uled>

Terget
Advanced Single-Host 01
Advanced Single-Host 01
HPHVO2

Backup Repository-Storage-..

Scale-out Backup Repository..

Backup Repository-Storage-.

led> Backup Repository HPHV02
<Notscheduled>

> Backup Reposton HPHVO2
> Backup Repostonubuntul.

Backup Repository_HPHV02

Backup Repository_HPHV02

Backup Repository-Storage-...

Edition  NFR: 57 days remaini

ing
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5. Drop down the main E ’

menu and select
Configuration Backup.

Typ Host pacity  Free

LArchive Gateway NA NA
RTTARC. Gateway N NA
1 Gateway NA NA

VER11.goodde
Ubuntu20045
STORAGE-WIN
HPHVO2
HPHVOT
STORAGE-WIN
STORAGE-WIN
STORAGE-WIN

126468 91768
126968 11768
1269G8 125668
9309G 719G

1878 1378
126968 1256G8
1269G8 125668
126968 125668

201

6. Click BaCkUp now on the Configuration Backup Settings X

Configuration Backup
. Backup
Settlngs page. [] Enable configuration backup to the following repository;

Backup Repository HPHVD1 (Created by GOODDEALMART\csun at 1/30/2023 ~

= 13TBfrecof 12TB

Restore points to keep: LN . Motifications..,
Perform backup on: Daily at 10:00 AM Schedule...
Last successful backup:  2/1/2023 1274 PM Backup now
Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 813 PM. (L + | Add...
! Loss protection disabled Manage passwords
Restore
Restore the configuration backup to this server: Restore..,
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7. Copy the configuration
file from the backup
repository to the new
Backup and Replication
manager server.

[ 4 = Post-lnstall

Home  Shere view

e « 4 [l > ThisPC + LocalDisk(C) 5 PostInstal vl
A Name Date modified Hpe
# Quick access
5Q12002-S5E1-Bxpr Application
Bl Deskiop # = P il
7 SSMs-Setup-ENU Agplication
.
!’ Beavinloads 5] VBR11.2023-02-01_12-13-23 e B e
] Documents ¢ | ] Veearn-100instances-suite-nfr.lic LIC File
=] Pictures *
Post-Install

4items T item selected 593 KB

O Search Post-Install

8. Login tothe new Veeam

Backup and Replication
manager server.

9. Open the Veeam Backup

& Replication Console,
and click Connect.

W5l Veeam
1=EN} Backup & Replication 12

and user credentials to connect with.

localhost

Fassword

+'| Use Windows sessicn authentication

Save shortcut Connect

Type in 2 backup server name or IP address, backup service port number,

93092

Cloze
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10. Drop down the main
menu and select
Configuration Backup.

i (or just cick this text)

eplication vMotion-aware.

& restore by double-clcking the full backup (VBK) fle in the Windows Explorer.

n Backup & Replication, you must register your protected data sources in the inventory. To start this process, click the Add Server
e protection, add a vCenter Server. You can also add ESXI hosts individually. Adding vCenter Server is preferred, because it makes
Lr-V protection, add System Center Virtual Machine Manager (SCVMM) Servers, Hyper-V dlusters, or standalone Hyper-V hosts,

bud servers and workstations protection, ceate one or more Protection Groups fisting al computers you want to backup. For NAS
NDMP server. Note that NDMP backups are only supported to tape or Virtual Tape Libraries (VTL)

eplication provides different options to balance recovery time with storage requirements, Backup consumes less disk space but

ColorThme overytime, making it deal forlong term data retenion. Replication provides fastr recovery time at the inreased storage coss
B \ckup or repiicaton job, go t the 8ackup & Replicaton ree ab, and click the corresponding button in the riobon
Help
e from s backup or a replica clck the Restore button in the ribbon and slec th required resore type
X s an browse the Backups node of the Backup & Replication tab to locate the required machine by searching for its name.

NFR: 364 62

11. Click Restore on the
Configuration Backup
Settings page.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:
Default Eackuf.l ReEosito_r}r (Created by Veeam Backgp)
91.5 GB free of 126.4 GB

L[]

Restore points to keep: 0 =
Perform backup on: Daily at 10:00 AM

Last successful backup: 1 No backup

[] Enable backup file encryption

encryption is enabled
Restore

Restore the configuration backup to this server:

Manage passwords

1 Saved credentials, backup server certificate and backup
appliance data will not be included in the configuration backup until

Motifications...
Schedule...

Backup now

Restare...
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12. Click Yes on the User

Account Control page.

ﬁ Veeam Backup Configuration Restore

Verified publisher: Veeam Software Group GmbH
File origin: Hard drive on this computer

Show more details

13. Select Migrate on the

Restore Mode page.

2| Veeam Backup and Replication Configuration Restore

Restore Mode

m Specify your canfiguration restore scenario,
==
-

. Use this mode if you have unexpectedly lost your backup server, and are trying to restore it. Once
Configuration Backup the configuration restore has been completed, the wizard will initiate the pracess of searching for
any new restare points that might have been created after the last configuration backup.

Backup Contents
Terget Database (O] Migrate
3 Use this mode if you are performing planned migration of your backup server to a new computer.
Restore Options To ensure there is no data loss, make sure you are using the configuration backup made after all
jobs have been stopped and disabled,
Restore
Summary

) [N | NG [ Cond
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14. Select this server in the 2| Veeam Backup and Replication Configuration Restore X

Configuration Backup

Backup repository field on @ Select the configuration backup file you would like to use.
. . ==
the Configuration Backup

Restore Mode Backup repository:
p a ge This server v
Backup file:
15. Click Browse in the ek Eombenis e
. . Configuration backup file located in remote backup repositories will be copied locally

BaCkUp ﬁle ﬁeld. Target Database into a temporary folder. This may take some time.
Restore Options
Restore
Summary

< Previous Fnsh | | Cancel

16. Select the backup ik X

. . . . - v > ThisPC > Local Disk (C:) » Post-Install
configuration file and click

Open. [ Desktop

& Downlozds

v | ® | SearchPost-Install »

Organize v Newfolder

A Name Date modified Type Size

*
# [ VBR11_2023-02-01_12-13-23 2/1/2023 1213 PM Veearn Backup & 594 KB
*
*

[&] Pictures

Post-Install

[ This PC

2 30 Objects
[ Desktop
[Z Documents
& Downlozds
B Music

&= Pictures

1 Videos

‘ia Local Disk (C:)
v

File name: | VBR11_2023-02-01_12-13-23 | |Vecam configuration backup fil »
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17. Click Analyze on the
Configuration Backup
page.

2| Veeam Backup and Replication Configuration Restore X

Configuration Backup

m Select the configuration backup file you would like to use.
==

Restore Mode Backup repository: )
| This server ™ |
Backup file:
Backiip Coritents C\Post-Install\VBRT1_2023-02-01_12-13-23.bco | [ Browse.. |
Configuration backup file located in remote backup repositories will be copied locally
Target Database into a temporary folder. This may take some time.
Restore Options
Restore
Summary
<Previous | | Analzes | oo | Cancel
18. Click Next on the Backup 2| Veeam Backup and Replication Configuration Restore X
Backup Contents
Contents page. m‘ Review the contents of the corresponding backup file, If necessary, go back in the wizard to pick another one.
=
Restore Mode Parameter Value o
Configuration Backup Backup file
Path C\Post-Instal\VBR11_2023-02-01_12-13-23 bco
Size 593.3 KB
5 . Creation time 2/1/2023 12:13:24 PM
i Creation duration 02:00:17
At Dodafiess Compressed data 586.5 KB
Uncompressed data 6.6 MB
Restore Options Compression ratio 11.5%
Encrypted backup Yes
Restore
Password loss protection Not supported
Summary Product
Product name Veeam Backup and Replication 12
Product version 12000402
Database
Original database server Micrasoft SQL Server
Microsoft SQL Server Supported
PrstareSOl Sunnnrted bl

<Previous | [ Neds || foih | Coned
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19.

20.

On the Password page,
enter the password of the
configuration file in the
Password field.

Enter the description in
the Hint field.

2| Veeam Backup and Replication Configuration Restore X

L%

Restore Mode

Password

Specify configuration backup's passward.

Password: (ssessssass| =

Cenfiguration Backup Hint: Created by GOODDEALMART\csun at 1/7/2023 813 PM.

Backup Contents

21. Click Validate. oS petacs
Restore Options
Restore
Summary
1 Your backup administrator chose not to enable password loss protection,
< Previous Cancel
22. Select Microsoft SQL 2] Veeam Backup and Replication Configuration Restore 4
Target Database
Server from the Database @ Specify the Veearn Backup & Replication database to restore configuration to.
. =T
drop-down list on the _
Restore Mode Database engine
Target Data base page. Cafigian Backip Database: Microsoft SQL Server ~
23 Enter the Instance name St Connection (HOSTNAMENINSTANCE)
Instance name: ‘VBRTE\SQLFJ(PRESS ~ Refresh
and Data base name in the Bassword Database name: ‘VeeamBa:kup
Connection session. et | o
. Restore Options
24. Select W|ndows (@ Windows authentication using credentials of service account
. . . e (O SOL authentication using the following credentials:
aUthentlcatlon USIng the Summary Loginname: GOODDEALMART csun
service account Password:
credentials in the
Authentication session.
< Previous Cancel

103




Chapter 2 Deployment

25. Click Yes on the warning \eeam Backup and Replication Configuration Restore
message.
Database VeeamBackup is Veeam Backup and Replication
configuration database. If you continue, current database
contents will be lost, Proceed?
26' Select the Backup a nd gﬂ Weeam Backup and Replication Configuration Restore x
. [ b Restore Options
re pllca Cata Iog Checkbox %ﬁ Specify what configuration data you want to restere. Once you click Restore, the wizard will proceed with restoring the selected
== configuration data into the specified database.
on the Restore Options
Restore Mode Restore
age. Backup and replica catalog
p g Canbgliratiun Backup Restores information about available backup and replica restore points, including content and
27. Select the Session history Bk Cinians Pl e R
checkbox. Dascuiond Restores job sessions and restore operator activity history,
28. Select Enable required S Advanced
. i wﬁ#hs- _| Enable required PowerShell execution policy for SCVMM
PowerShell execution - Bk gkl o [ et
po I iCy fo r SCVM M ;:;::m Creates native backup of the existing database using SQL Server's built-in backup capabilities.
checkbox.
29. Select Backup existing
database before
conﬁguratlon restore e - e
(recommended).
30. Click Restore.
31. Click Yes on the warning WYeeam Backup and Replication Configuration Restore
message.
| ‘Veeam user interface is open:
" 1 instance of Veeam Backup and Replication Console
We need to close it and stop all running jobs. This may take a
moment, Continue?
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2| Veeam Backup and Replication Configuration Restore

%

32. On the Restore page,

Please wait while configuration is being restored. .

ensure the Configuration
restore is completed

. Restoiekiose Message Duration
successfully and click ontostion ok i s 00024
) Processing configuration VeeamBackup at VBR12\SQLEXPRESS 0:00:24
NeXt- Backup Contents © Analyzing database VeeamBackup
) Decompressing configuration backup 0:00:24
Password ) Connecting to database VeeamBackup
et Disiatinss ) Starting configuration catalog restore (100% done) 0:00:04
) Reading configuration backup 0:00:13
Restore Options ) Configuration cataleg processed (1020 items) 0:00:07
) Backups catalog processed (29 items) 0:00:02
_ () Sessions catalog processed (2267 items) 0:00:03
) Tape catzlog processed (0 items)
S ) Finalizing configuration cataleg restore (100% done) 0:00:05
Clond Credentials '\E Locking database VeeamBackup...
) Analyzing restored configuration
it () Enabling Microsoft PowerShell execution policy 0:00:02
) Microsoft PowerShell execution policy is already set to Remote Signed
) Saving configuration restore session
) Configuration restore completed successfully

Cancel

2| Veeam Backup and Replication Configuration Restore

%

33. On the Credentials page,

Please verify and update the restore credentials, if they have changed since the time when configuration backup was taken.

ensure all credentials are
up-to-date and click Next.

Restore Mode

Cloud Credentials

Summary

Account Type Description | Edit...
Configuration Backup T4 apikey Standard pikey
(3 cary Linux cary
Backup Contents CARYPC\Administrator  Standard CARYPC\Administrator
gooddealmart\administ... Standard gooddealmart.ca\adminis...
Password GOODDEALMART\csun  Standard GOODDEALMART,csun
T4 HPHVD1\Administrator Standard HPHVOT\Administrator
Target Database P :: i
T4 HPHVO2\Administrator Standard HPHVO2\Administrator
Restore Options T root Standard Azure helper appliance cre..,
O root Linux Helper appliance credenti..
Restore T root Standard Provider-side network ext...
oot Standard Tenant-side network exten...
YEEAM@carysun.com Standard VEEAM®@ carysun.com
TAVEEAMMFA@carysun.c.. Standard VEEAMMFA@carysun.com

Cancel
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34. Ensure all credentials are
up-to-date on the Cloud
Credentials page and click
Start.

Cloud Credentials

1t
Restore Mode
Configuration Backup
Backup Contents
Password

Target Database
Restore Options
Restore

Credentials

Summary

2| Veeam Backup and Replication Configuration Restore

Provide updated cloud credentials in case they have changed since the time this configuration backup was taken,

Account Type
T4 homevhr

A homevbrarchive

Description | Edit..

Microsoft Azure ... Azure Storage account na..

Microsoft Azure .. Azure storage account for ...

< Previous Fnsh | [ Cancel

35. Click Finish on the
Summary page.

Summary

1t
Restore Mode
Configuration Backup
Backup Contents
Password

Target Database
Restore Options
Restore

Credentials

Cloud Credentials

2| Veeam Backup and Replication Configuration Restore

Review the configuration restore result, and click Finish to exit the wizard.

Summary:

Configuration migration is completed successfully

Source backup file: C\Post-Install\WBR11_2023-02-01_12-13-23.bco
Target server: Microsoft SQL Server

Target server name: VBRT2\SOLEXPRESS

Target database: VeeamBackup.

MNow you can start Veeam Backup and Replication Console

Launch the Backup & Replication user interface;

Veeam Backup and Replication Consale will be lsunched automatically once the restore is
completed,
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36. Open Veeam Backup &
Replication console and
click Connect.

5] Veeam
=fN} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 4392
GOODDEALMART\csun

Paszword

+f | Usze Windows zession authentication

Save shortcut Connect Close

37. Select and right-click all
jobs, and unselect Disable
to enable all jobs.

SureBackup

Diable Delete
Job Controt et ca
Home [y —— Ajobs
s St Lostun LRt Newun Targe
2 Stopped Todmsage  Success <Disabled> Advanced Sngle-Host 01
2 Stopped. 14 daysago. Success. <Disabled> Advanced Single-Hest 01
1 Stopped Tdyago  Success Notscheddled>  HPHVOZ
1 Diabied <Disebied> Backup Reposiony-Storsge-.
1 Stopped Notscheduled>  Scale-out Backup Reposioy.
1 Diabied <Diabied> Scal-out Backup Repositay.
1 Disbied <Disabled> Scle-out Sackup Repositor.
1 Stopped Tadmiage  Success <MNotscheduisd>  Backup Repositony HPHVO2
1 Stopped <Notschedued>  Backup Repository-Storage-..
3 Succes 1 Stopped <Notscheduled>  Backup Repositony HPHVO2
(5 Pt HPHVO1 Stoage Win..._HyperV Backup 1 Stopped <Notscheduied>  BackupRepositony HPHVO2
Management HPHVO...  Hyper-V Backup. 1 ‘Stopped 14 days ago. Success. <Not scheduled> Backup Repository_HPHV02
dows Server_Ma.,  Windows AgentPolcy 1 Diabled Thoursge  NA A Backup Reposton HPHVO
8 Windows Server_Ma... Windows AgentBackup 1 Stopped <Notscheduled>  Backup Repositony-Storage-..

Description
Created by
Crested by GO|

Crested by 60|
Crastad by
Created by
Crested by GO|

Crested by GO|
Crastad by
Created by
Crested by GO|
Creted by
Created by
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38. Ensure all jobs are re-

enabled.

Job Control

¥
5

[ Faied

@& stoage nfrastructure

5 s

SureBackup

Detat:

Disable Delete

cat

Neme T

461 DC SureBackup Basic.

461 DCS_HPHVD2 Backp.
4 DCS_to Storage- WIN..
8% HPHVO1 Excludes DC.

 Vindows Senver_Ma..
5 Windows Server_Ms.

461 DC On_Demand Sand...

5 DC_HPHVO2 Replicati.

Hyper Backup
Hyper-V Backup
Windows Agent Policy
Windows Agent Backup.

Alljobs

14 dayz ago
14 daysago
1 dayage

14 days ago

14daysago
Justnow

LastResult

Success
Success.
Success

Success.

Success.

After [DCS HPHVO02..

<ot scheduled>

<Not scheduled>

Torg
Advanced Single-Hot01
‘Advanced Single-Host 01
HPHVO2

Backup Reposiory-Storage-..

Scale-out Backup Repositry.

Bckup Repository_HPHVO2
Backup Reposiory-Storage-..
Backup Repository_HPHVO2
Backup Repository HPHVO2
Backup Repository_HPHVO2.
Backup Repository_HPHV02
Backup Repository-Storage-..

Description
Creted by
Crested by GO|
Crastad by
Created by
Crested by GO|
Created by
Crested by GO|

Created by
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Install Veeam Backup and Replication Console 12

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is
automatically installed on the backup server. If you want to access Veeam Backup & Replication

remotely, you can install the Veeam Backup & Replication console on a dedicated machine.

Instructions Screenshot (if applicable)

@ - E

Products  Soluions  Resources  Partners Company HowToBuy : m

o

2
&
-]

1. Login tothe Veeam

Backup and Replication
manager console

ilabili ™ B Pioduct deme
Veeam Availability Suite’
. Veeam Platform qeg Veeam's flagship sclution combines Veeam
mac h Ine. Backup & Replication with the monitaring and
Cloud-native anaiy am ONE™,

standalone modules

2. Download the Veeam

w Backup for Azisce

Backup and Replication
v12 1SO image file from 55

the Veeam website sign-in

re Ulred . Veeam Backup & Replication™ B Product overview DOWNLOAD TRIAL
quired) s e

d 3 3
pewsrful solution for protecting your Cio

BI@r- Wenage  DVD Drive (D) Veeam Backup and Replication 12 T
3. Mount Veeam Backup & d
%

Rep|lcat|0n V12 |SO | age ~ 4 [ » ThisPC > DVD Drive (D:) Veeam Backup and Replication 12 » v O Search DVD Drive (D:) Veeam Backup and Replication 12
Name - o Type size
) s Quick access
Agents File folder
Desidoy .
file. i
* Backup File folder
4 R un Setu p exe * Catalog File folder
* * * * Cloud Portal File folder
T EnterpriseManager File folder
= Explorers
DVD Drive (D:) Veearr Packages.
Plugins
Network
* Redistr

Setup

13 items =
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5. Onthe User Access
Control page, click Yes.

User Account Control

Do you want to allow this app to make
changes to your device?

E Veeam.Setup

Verified publisher: Veeam Software Group GmbH
File origin: CO/DVD drive

Show more details

Yes No

6. Onthe Veeam Backup &
Replication 12 page, click
Install.

Veeam Backup & Replication 12

Install
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7. Select Install Veeam # Veeam Backup & Replication -
Backup & Replication
Console on the Veeam
Backup & Replication
page

Install Veeam Backup & Replication

Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

"4
e

N@ Install Veeam Backup Enterprise Manager
=]

Weeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

M=] Install Veeam Backup & Replication Console

I!=| Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

@ View Documentation

8. Cllck I Accept on the &S Veeam Backup & Replication Console —
License Agreement page. License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
= Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

= Agree and consent to each of the license agreements of required software
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9. The setup wizard checks if
the required software is
installed on the machine
during the System
Configuration Check step.
If required components
are missing, the setup will
attempt to install them
independently. Rebooting
is required after the
components have been
successfully installed.
Click Reboot to restart the
machine.

ﬁg Veeam Backup & Replication Console -

System Configuration Check

System is being verified for potential installation problems,

Please wait...

Enabling missing features...

Cancel

10. Click Customize Settings
on the Ready to Install

page.

ﬁg Weeam Backup & Replication Console -

Ready to Install

Installation will begin with the following settings.

Installation folder: C:\Program Files\Veeam\Backup and Replication

£3 Customize Settings Back Cancel
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11. On the Data locations

ﬁg Weeam Backup & Replication Console

- X
page, click Browse and BEtE I EEk
Select the path in the Specify path for persistent data storage location.
Installation path field. Installation peth:
12. Cllck Next. Ml Browse...
Back Cancel
13. Click Install on the Ready #2 Veeam Backup & Replication Cansole - X
to Install page. Ready to Install
The wizard is ready to begin the Installation.
Installation folder: C:\Program Files\Veeam\Backup and Replication
Back Cancel
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14. Click Finish on the Veeam
Backup & Replication 12
Successfully installed

page.

Veeam Backup & Replication Console 12

\/ Successfully installed

15. Verify that the Veeam
Backup Service is running
on the Veeam Backup
Server, and then test
connectivity to that
service from the remote

machine using the
following PowerShell
cmdlet.

Test-NetConnection -
ComputerName
<hostname/ip> -Port 9392
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& Replication Console,

click Connect, enter the AT Veeam
Backup & Replication =] Backup & Replication 12

manager server name or

IP address, and click
Type in a backup server name or IP address, backup service port number,

Connect. and user credentials to connect with,

VBR12 Q302
GOODDEALMART\csun
Pazsword

Uze Windows session authentication

Save shortcut Connect Close

17. Ensure you can connect to
the Veeam Backup &
Replication manager

rred, because it makes

server without issue.

v hosts,

Build: 12001402 Enterprise Plus Edtion  NFR: 57 days remaining
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Upgrade to Veeam Backup and Replication Console 12

To gain remote access to Veeam Backup & Replication v12, you must first upgrade the Veeam

Backup & Replication console to v12 on a dedicated machine.

Instructions

Screenshot (if applicable)

Log in to the existing
Veeam Backup and
replication manager
console machine.
Download the Veeam
Backup and Replication
v12 iso image file from
the Veeam website. (Sign-
in required).

o
>4

Veeam Backup & Replication™ 8
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3. Mount the Veeam Backup
& Replication v12 I1SO
image file.

4. Run Setup.exe.

| = | Wanage DVD Drive (D) Veeam Backup and Replication 12 - O X
Home Share View ‘ Drive Tools M. o
4 B8 > This.. > DVDDrive (Di) Veca... v & £ Search DVD Drive (D) Vesam Backup and Replication 12
=
Ml Desktop  # "~  Name Date modified Type Size
¥ Downloads # || Agents 1/26/2023 8:35 PM File falder
Documents & ] AR 1/26/2023 8:35 PM File folder
[&] Pictures  # || Backup 1/26/2023 8:35 PM File folder
Catalo 1/26/2023 8:33 PM File folder
[ This PC :J 9
= || Cloud Portal 1/26/2023 8:35 PM File folder
B 3D Objects | EnterpriseManager 1/26/2023 8:35 PM File folder
I Desktop | EULA 1/26/2023 %:41 PM File folder
5| Documents | Explorers 1/26/2023 8:35 PM File folder
3 Downloads | Packages 1/26/2023 8:35 PM File folder
b Music || Plugins 1/26/2023 8:35 PM File falder
T 2093 8
] pictuis || Redistr 1/26/2023 8:36 PM File folder
| Setup 1/26/2023 8:41 PM File folder
B Vvideos < . .
autorun.inf 1/26/2023 8:41 PM Setup Information 1kB
& Local Disk (C) Setup.exe 1/26/2023 8:25 PM Application 392 KB
] DVD Drive (0 Vi
|| Agents
[ AR
|| Backup
|| Catalog
|| Cloud Portal :
B I I
14 items

5. Click Yes on the User
Account Control page.

]

=R

Setup.exe

Verified publisher: Veeam Software Group GmbH
File origin: CD/DVD drive

Show maore details
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6.

Click Upgrade on the
Veeam Backup &
Replication 12 page.

Veeam Backup & Replication 12

Upgrade

7. Select Upgrade Veeam

Backup & Replication
Console on the Veeam
Backup & Replication

page.

E_u] Weeam Backup & Replication - X

N@ Install Veeam Backup Enterprise Manager
=]

Veeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
envirenments with multiple backup servers.

M=] Upgrade Veeam Backup & Replication Console

I. il Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

@ View Documentation
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8. On the License &S Veeam Backup & Replication Console

Agreement page, click | License Agreement

Acce pt Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
» Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

9. On the U pgrade page, Nﬂ% Weeam Backup & Replication Console

click Next. Upgrade

Review Veeam Backup & Replication Console components to be upgraded.

Product Version

Veeam Backup & Replication Console 11.0.1.1261 — 12.0.0.1402

Back Cancel
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10. Click Upgrade on the
Ready to Upgrade page.

ﬁg Weeam Backup & Replication Console -

Ready to Upgrade

The wizard is ready to begin the Upgrade.

Back Cancel

11. Click Finish on the Veeam
Backup & Replication
Console 12 successfully
upgraded page.

i=

Veeam Backup & Replication Console 12

\/ Successfully upgraded

Finish
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12. Open Veeam and
Replication Console 12
and click Connect.

N5 Veeam o
=fN] Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

VBR11 Q302
GOODDEALMART\csun
Password

v Use Windows session authentication

Save shortcut Connect Close

13. Ensure connection to
Veeam Backup and
Replication manager
server is successful.

wp and Replic

vEY EH B AR LD

== = == ;
Backup Replication CDP  Backup Copy SureBackup Restore Failover Import Export BestPractices
Job~ Job- Policy= Copy Job-  Job ~ Plan-  Backup Backup Analyzer
Primary Jobs Secondary Jobs Restore Actions
Home Q Alljobs
& % Jobs Name Type Objects. Status Last Run La
48 Backup 6} DC On_Demand Sand... SureBackup Stopped 12 days ago Success

& SureBackup. Stopped 12 days ago Success

Stopped 4hoursage  Suceess

8} DC SureBackup_Basi
5} DC_HPHV02 Replicati...
6} DCS Backup Copy Job  Backup Copy
{8} DCS_Azure Blob Back...  Hyper-V Backup Stopped
46} DCS Azure Blob with.,  Backup Copy Stopped

2
SureBackup 2
1
1
1
1
46+ DCS_Azure Bicb with...  Backup Copy 1 Stopped
1
1
1
1
1
1
1
1

4 Replication Hyper-V Replication

48 Backup Copy Stopped

46} DCSHPHVO2 Backup  Hyper-V Backup. Stopped 12daysago  Success

5[5 Last24 Hours 3 DCS_to_Storage-WIN...  Hyper-V Backup. Stopped
[ Success 6} HPHVD1 Excludes DC..  Hyper-V Backup Stopped
[ Failed {6} HPHVO1 Storage-Win... Hyper-V Backup Stopped

{8} Management HPHVO...  Hyper-V Backup
/n\ Home B} Management_ubuntu... Hyper-V Backup

[ Windows Server_Ma... Windows Agent Policy
{8} Windows Server_Ma... Windows Agent Backup

Stopped T3daysago Success
Stopped 12 days age Success
Ensbled 2 hours ago N/A
g@ Ieutationy Stopped
(s eackup infrasructure

T Storage Infrastructure

Topenfastrichins

[ s

Next Run
Adter [DC]
After [DC
“«Not schi
<As new
<Not schi
<As new
<As new
<Not schi
<Not schi
<Not schi
<Not schi
<Not schi
<Not sehi
N/A
<Not schi
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Chapter 3

Configuration

This chapter will review the initial configurations of Veeam Backup and Replication. These

include:

These steps must be configured before setting up Backup Jobs, covered in the next chapter.

122

Add Virtualization Servers and Hosts
Add Physical Machines
Add Backup Repositories

Generation Settings
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Virtualization Servers and Hosts

Veeam Backup & Replication allows you to build a scalable backup infrastructure for many
environments. Physical and virtual machines can be added to the backup infrastructure and
assigned different roles. In addition, Veeam Backup and Replication components can coexist on
the same machine.

The Backup Infrastructure can be expanded with the following types of servers and hosts:

e Microsoft Hyper-V Standalone Servers
e Microsoft Hyper-V Cluster Servers

e Microsoft SMB3 Servers

e Microsoft Windows Servers

e Linux Server
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Add Microsoft Hyper-V Standalone Servers

You must add the Microsoft Hyper-V standalone hosts you plan to use as source and target for

backup, replication and other activities.

Instructions Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

N5l Veeam o
=1} Backup & Replication 12

and user credentials to connect with.

localhost
GOODDEALMART\csun
Password

o' | Use Windows session authentication

Save shortcut Connect

Type in a backup server name or |P address, backup service port number,

0392

Close
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3. Onthe Home page, select
Inventory.

4. Onthe Inventory page,
select Virtual
Infrastructure and click
Add Server.

Add
Server Serve
Manage semver

Inventory
Sk Add Server
i Vinual Infrestructure. Before using Veeam Bad
4 (@ Physical Infrastructure button in the ribbon (or just cick this text),
i e For VMware vSphere protection, add a vCenter Server. You can also add ESXi hosts individually. Adding vCenter Server is preferred, because it
= o makes Veeam Backup & Replication vMotion-aware.
5l Unmanaged For Microsoft Hyper-V protection, add System Center Virtual Machine Manager (SCVMM) Servers, Hyper-V clusters, or standalone Hyper-V hosts,

Restore

>

To estore  machine from s ackup or = reica cick the Restore button i the rbon and slect th requied rstore tpe.
Atematvl,you can browse the Backups node of the Gackup & Repicaio tb f loate th requird machin by searchingfor s e
You can s sart a restore b doube-cicking thefull ackup (VEK) i i the windows Eplrer

A o

& toventory

Buik 12001402 Enter

Replication, you must register your protected data sources in the inventory. To start this process, lick the Add Server

1 st For physica and cou eners and worstationsproection,réae on or more rotction Groups 159 ll computrs you war 0 bacup. For NAS
(% Last 24 Hours protection, add an NDMP server. Note that NDMP backups are only supported to tape or Virtual Tape Libraries (VL)

5. On the Add Server page,
select Microsoft Hyper-V.

Add Server

Select the type of a server you want to add to your backup infrastructure. All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

WMware vSphere

Adds VWMware private cloud infrastructure servers to the inventory.

M Microsoft Hyper-V
B adds a SCYMM server, a Hyper-¥ cluster, or a standalone Hyper-V host to the inventory.

Cancel
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6.

Enter the Microsoft
Hyper-V server's full DNS
name or IP address on the
Name page.

Give a brief description in
the Description field for
future reference and click
Next.

Mew Hyper-V Server

Type
Credentials
Review
Apply

Summary

Name
Specify DNS name or IP address of Microsoft Hyper-V server.

DNS name or IP address:

| HpHv1

Description:

Created by GOODDEALMART\csun at 2/1/2023 3:36 PM.

Mext >

Cancel

Select Microsoft Hyper-V
server (standalone) on
the Type page and click
Next.

New Hyper-V Server

Name
Credentials
Review
Apply

Summary

Type
ﬁ Select the type of server you want ta add.

() Microsoft System Center Virtual Machine Manager {SCVMM)

If you are using SCYMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hasts and
clusters information from SCYMM, and add them to managed servers automatically.

() Microsoft Hyper-V cluster

Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V
cluster instead of individual cluster nodes provides for Live Migration awareness.

@® Microsoft Hyper-V server (standalone)

Use this option to register standalone Hyper-V server that is not a part of a cluster, and not

managed by SCVMM.

< Previous

MNext >

Cancel
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9. Select an account from
the Credentials drop-
down list on the
Credentials page or click
Add on the right to add
the credentials.

Mew Hyper-V Server X
Credentials
ﬁ Specify server credentials,
Name Select an account with local administrator privileges on the server you are adding. Use DOMAINUSER
format for domain accounts, or HOST\USER for local accounts.
Credentials:
Type
\ Select existing credentials or add new ~ Add.,
“ m Manage accounts

Review

Apply

Summary

Click Ports to customize network ports to be used by individual components.
< Previous F Cancel
10. On the Credentials page, Credentiale %
enter a user name in the :
X Username: ‘I—IPHVU'I\Administrator | Browse...

Username field. You can El
also click Browse to select =& | i o |

an existing user account.

11. Enter the password In the
Password field.

12. Give a brief description in
the Description field for
future reference and click
OK.

Description:

HPHVOT\Administrator]

Cancel
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13. On the Credentials page,

click Ports.

Mew Hyper-V Server

Name

Review

Apply

Summary

Credentials

Specify server credentials,

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.

Credentials:
A HPHVON\Administrator (HPHVOT\Administrator, last edited: 27 days ago) | | Add.
Manage accounts
Click Ports to customize network ports to be used by individual components. | Ports...

| < Previous | | Cancal
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14.

15.

16.

17.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings
page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Metwork Settings

Components:
Component Control Port
Installer 6160
Transport 6162
Hyper-V Integration 6163

Data transfer options

Port range: l 2500

C |to|z3m0 T |

Preferred TCPF connection role

[] Run server on this side

Rescan

Cancel
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18. Click Next on the

Credentials page.

Credentials
Specify server credentials,

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

Name

"\ HPHVOT\Administrator (HPHVOT\Administrator, last edited: 27 days ago) ~ Add..,

Manage accounts

Mew Hyper-V Server X

19. If you add a standalone

Microsoft Hyper-V host on
the Review page, specify
the number of tasks the
Microsoft Hyper-V host
must handle concurrently
in the Max concurrent
tasks field.

20. Click Apply.

Review
ﬁ Please review your settings and click Apply o continue.

Dueto these modifications the following components will be installed or removed on the target host:

Review
Apply
Summary
Click Ports to customize network ports to be used by individual components.
< Previous MNext > Firust | Cancel
Mew Hyper-V Server X

Name

Component name Status
Type Transport will be installed
s Hyper-V Integration will be installed

Apply

This Hyper-V server will act as the backup proxy for jobs running in the on-host backup mode.
Task limit:

~

Summan
‘

After you click Apply missed components will be installed on the target host.

< Previous Apply Finish | cancel
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21. Click Next on the Apply Neik EfjpsV S

Apply
page . The following servers have been processed.

Name

Message Duration
e @ Package VeeamlogBackupService x86.msi has been uploaded

() Package VesamlogBackupService_x64.msi has been uploaded
Credentials & Installing package Transport 0:00:30
Review Package VeeamHvintegration.msi has been uploaded

) Installing package Hyper-V Integration 0:00:17

(SN | © oeetng tmporayflder

Sty ) Registering client VBR12PostgraSQL for package Transport
() Registering client VER12PostgreSQL for package Hyper-V Inte...

) Discovering installed packages

) Al required packages have been successfully installed

) Detecting OS version 0:00:02
) Creating configuration database records

3 Collecting disks and volumes infa 0:00:09

) Server has been saved successfully

< Previous Finish
22. Click Finish on the g et
S Summary
ummary page. ﬁ You can copy the configuration information below for future reference,
Name Surmmary:
Microsoft Hyper-V server 'HPHVID1' was successfully saved.
Type 0S5 version: Microsoft Windows Server 2022 Datacenter 84-bit {10.0.20348 build:20348),
User HPHVOT\Administrator
Credentials Hardware infa:
Chassis type: Physical
Review: Cores count: 4
Components:

Aty Hyper-V Integration using port 6163
Installer using port 6160

|smmery e g per e
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Add Microsoft Hyper-V Clusters

You must add the Microsoft Hyper-V clusters you plan to use as source and target for backup,

replication and other activities.

Instructions

Screenshot (if applicable)

1. Login tothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N[5 Veeam o
=N} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
GOODDEALMART\csun

Password

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Inventory.

4. Onthe Inventory page,
select Virtual
Infrastructure and click
Add Server.

Add

Server Server Serve
Mange server
inventory
E
+ i Vi nfresructure
PRy E——

> [ Hesvor
4+ Physical nfosructre

1 Manually Added
1 Unmanaged

5 Fe Shares
o (s &

>

[ E——
e

Add Server

Before using Veeam Backup & Replication, you must register your protected data sources in the inventory. To start this pracess, click the Add Server

button in the ribbon (orjust click ths text
For VMware vSphere protection, add a vCenter Server. You can also add ESXI hosts indidually. Adding vCenter Server is preferred, because it
makes Veeam Backup & Replication VMotion-avare.

For Microsoft Hyper-V protection, add System Center Vitual Maching Manager (SCYMM) Servers, Hyper-V clusters, or standalone Hyper-V hosts

For physical and cloud servers and workstations protection, create one or more Protection Groups lsting all computers you want to backup. For NAS

protection, add an NDMP server. Note that NOMP backups are only supported to tape or Virtual Tape Libraries (VTL).

Create Job
Veeam Backup & Replication provides different options to balance recovery time with storage requirements. Backup consumes less disk space but
requires longer recovery time, making it deal for long term data retention. Replication provides faster recovery time at the increased storage costs
and shorter retention.

To create a new backup or replication job, o to the Backup & Replication tree tab, and click the corresponding button in the ribbon.

Restore
To restore a machine from a backup or a replica, cick the Restore button in the ribbon and select the required restore type,

Alternatively, you can browse the Backups node of the Backup & Replication tab to locate the required machine by searching for ts name.
Vou can also start a restore by double-clicking the ful backup (VBK) file in the Windows Explorer.

5. On the Add Server page,
select Microsoft Hyper-V.

Add Server

Select the type of a server you want to add to your backup infi ture. All already regi d servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

m VMware vSphere
Adds VMware private cloud infi

Microsoft Hyper-V
Adds a SCVMM server, 3 Hyper-V cluster, or a standalone Hyper-V host to the inventory.

ture servers to the i Y.

Cancel
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6. Enter the Microsoft New Hyper- Server X
Name
Hyper—v CIUSter'S fu” DNS Specify DNS name or IP address of Microsoft Hyper-V server.
name or IP address on the
_ DMS name or IP address:
Name page. | FaBS2DCLUDT
. . . . . Type
7. Give a brief description in " Description:
. ) . Credentials Created by GOODDEALMART\csun at 2/1/2023 4:13 BM.

the Description field for o

future reference and click A

NeXt. Summary

Previow Mext > Firist | Cancal
»x

8. Onthe Type page, select

Microsoft Hyper-V cluster
and click Next.

New Hyper-V Server

Name
Credentials
Review
Apply

Summary

Type
ﬁ Selact the type of server you want to add.

() Microsoft System Center Virtual Machine Manager {SCVMM)
If you are using SCYMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
clusters information from SCYMM, and add them to managed servers automatically.

(®) Microsoft Hyper-V cluster
Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V
cluster instead of individual cluster nedes provides for Live Migration awareness.

() Microsoft Hyper-V server (standalone)
Use this option to register standalone Hyper-V server that is not a part of a dluster, and not
managed by SCVMM.

< Previous Mext > Finist | cancel
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9. Select an account from
the Credentials drop-
down list on the

Mew Hyper-V Server X

= Credentials

Specify server credentials,

Credentials page or click Neme e s o e 4 HON S e, D RS
. T Credentials:
Add on the right to add ] " | T i
. ) m J Manage accounts
the credentials. o
Apply
Summary
Click Ports to customize network ports to be used by individual components.
< Previous F Cancel
10. On the Credentials page, Credentiale e
enter a user name in the
Username field. You can El Usemame: | GOODDEALMARTcsun | | Browse..
also click Browse to select k Password: ..........| f;-.|
an existing user account.
Description:
11. Enter the password In the GOODDEALMART\ceun

Password field.

12. Give a brief description in
the Description field for
future reference and click
OK.

Cancel
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13. On the Credentials page,

C| ICk Ports. ‘_ Specify server credentials.
Name Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Type Credentials:
[ 94, GOODDEALMART\csun (GOODDEALMART\csun, last edited: 27 days ago) v Add...
| Credenwes T
Review
Apply
Summary
Click Ports to customize network ports to be used by individual components. Ports...
< Previous Next > Finish Cancel
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14.

15.

16.

17.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings
page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Network Settings

Components:
Component Control Port
Installer 6160
Transport 6162

Hyper-V Integration 6163

Data transfer options

Port range: | 2500 : to| 3300 :

Preferred TCP connection role

[C] Run server on this side

Rescan

Cancel
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18. On the Credentials page, New Hyper-V Server x
. Credentials
c I | Ck N eXt' Specify server credentials,
Name Select an account with local administrator privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts.
T Credentials:
ype
‘ A, GOCDDEALMART\csun (GOODDEALMART\csun, last edited: 27 days ago) w | | Add..,
| Gt Nansge sccouts
Review
Apply
Summary
Click Ports to customize network ports to be used by individual components. | Ports...
| <previous || Mext> Fos || cancel
’
19. Select all servers NEA e S R
Review
checkboxes on the Review Plesse review yaur settings and dlick Apply to continue.
page and click Apply. .
Name i
Install  Server name Status | SelectAll |
Type FABSZDE All components are up to date Clear all |
e ] FABS2D5 All components are up to date -
Apply
Summary
<Previous | Apply || Finish Cancel

20. Click Next on the Apply
page.
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21. Click Finish on the
Summary page.
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Add Microsoft SMB3 Servers

Veeam Backup & Replication can perform backup, replication, and file copy operations on
Microsoft Hyper-V VMs whose discs are located on Microsoft SMB3 file shares.

If a Microsoft SMB3 server or cluster is not added to the backup infrastructure, Veeam Backup &
Replication cannot process such VMs using the changed block tracking mechanism.

If VMs with discs on SMB3 shared folders are registered on Microsoft Hyper-V Server 2016 or
later, a Microsoft SMIB3 server is not required. However, if the Microsoft SMB3 server is not
added, you cannot specify the Max snapshots, and latency control settings for SMB3 shared
folders.

Note:

You cannot use Microsoft SMB3 shared folder as storage for VM replicas.

Instructions Screenshot (if applicable)

Backup and replication

manager server. Anl Veeam
2. Open the Veeam Backup =N BaCkUp & Replication 12

& Replication Console,

and click Connect.
Type in a backup server name or |P address, backup service port number,
and user credentials to connect with,

localhost 93092
GOODDEALMART\csun
Password

o' | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Managed Servers.

5. Right-click Managed
Servers and select Add
Server.

e Rescan
Mansge serer  Tocls
Backup Infrastructure Q ipein
B Sackup Proves Name 1 Type Descriptio
ackup Repositories [ Hervor Crested at2/3/2023 10
ol Reposiories 8 VeR12PostgresaL ... Microsoft Windows senver sackup senver

ie-out Reposiories
AN Accelestor:
3 Senvice Providers
4 Surebackup
& Application Groups
& Virual Labs

6. Select Microsoft Hyper-V
on the Add Server Page.

Add Server

Select the type of a server you want to add to your backup infrastructure. All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab,

VMware vSphere

Adds VMware private cloud infrastructure servers to the inventory,

Microsoft Hyper-V

Adds Microsoft private cloud infrastructure servers to the inventory.

Microsoft Windows

Adds a Microsoft Windows server to the inventory,

Linux

Adeds a Linux server to the inventory,

Kasten K10 backup for Kubernetes

Connects to an existing Kasten K10 instance,

Cancel
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7. Select SMB3 on the Microsoft Hyper-v x
MICFOSOft Hyper_v page @ Select the type of a Microzoft server you want to add to the inventory,

E' Hyper-V
Adds a SCVMM zerver, a Hyper-V cluster, or a standalone Hyper-V host to the inventory,

SME3
Adds an SMB3 server cluster, or standalone SME3 server.

Cancel
8. Enter the Microsoft SMB3 New SMBS3 Server X
MName
server's full DNS name or a. Specify DNS name or IP address of Microsoft SMB3 server,
=i
IP address on the Name X ————
page. rpe Description:
9. Give a brief descripﬁon in etk Created by GOODDEALMART\csun at 2/3/2023 12:29 PM]
the Description field for Review
future reference and click A
Summary

Next.
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10. On the Type page, Choose New SMB3 Server x
Type
. e
the type of Microsoft I—-- Select the type of SMB3 server you want to add. The server must be running Windows Server 2012 ar later file server cluster.
=
SMB3 server you want to
Neite () Clustered file server
H Use this option to register a Windows Server 2012 or later file server cluster with the backup
add and click Next. D v 5 el an st et v Pt
Credentials
(@) Standalone file server
Review Use this option to register a standalone Windows Server 2012 or later file server with the backup
infrastructure.
Apply
Summary
= Previous K Cancel
Mew SMB3 Server X

11. Select an account from
the Credentials drop-
down list on the
Credentials page or click
Add on the right to add
the credentials.

pr— Credentials

=

Mame

Type

Review

Apply

Summary

B Select server administrator credentials.

Select an account with local administrater privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts.

Credentials:
Add...
Manage accounts
Click Ports to customize network ports to be used by individual compeonents, Peits
T s
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12. On the Credentials page,
enter a user name in the
Username field. You can
also click Browse to select
an existing user account.

13. Enter the password In the
Password field.

14. Give a brief description in
the Description field for
future reference and click
OK.

Credentials

E Username: IGOODDEALMART\csun
?& Password: oounou.|

Description:

GOODDEALMART\csun

15. On the Credentials page,
click Ports.

New SMB3 Server

- Credentials
W Select server administrator credentials.

1 L]
==t
Name Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Type Credentials:
7" GOODDEALMART\csun (GOODDEALMART\csun, last edited: 28 doys ag0) _ RIS
| Credentials Manage accounts
Review
Apply
Summary

Click Ports to customize network ports to be used by individual components. Ports...

< Previous Finish Cancel
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16.

17.

18.

19.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings
page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Metwork Settings

Components:

Component Control Port
Installer G160
Transport B162

Hyper-V Integration 6163

Data transfer options
Port range: 2500 = tg |3300

Preferred TCP connection role

[] Run server on this side

Rescan

Cancel
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20. Click Next on the

Credentials page.

Mew SMB3 Server

r— Credentials

B Select server administrator credentials.

=

MName

Type

Review
Apply

Summary

Select an account with local administrater privileges on the server you are adding. Use DOMAINVUSER

format for domain accounts, or HOSTV\USER for local accounts.

Credentials:

|’_’§ GOODDEALMART\csun (GOCDDEALMART\csun, last edited: 28 days ago) vl Add..
Manage accounts

Click Ports to customize network ports te be used by individual components.

< Previous Mext > Finisk Cancel

21. If you add a standalone

Microsoft Hyper-V host on
the Review page, specify
the number of tasks the
Microsoft Hyper-V host
must handle concurrently
in the Task limit field.

22. Click Apply.

Mew SMB3 Server

Review

e
== Please review your settings and click Apply to continue,

=

Mame

Type

Credentials

Apply

Summary

Due to these modifications the following components will be installed or removed on the target host:

Component name Status

Transport will be installed

Hyper-V Integration will be installed
Task limit:

4 &

After you click Apply missed components will be installed on the target host,

< Previous Apply Finist | cancel
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23. Click Next on the Apply Nelk SMBESENES
Apply
page . The following servers have been processed.
Name Message Duration
Type v Starting infrastructure item update process 0:00:26
1 Server has been added successfully
Credentials
Review
Sumnmary
Finish
Click Finish on the Summary New SMES Server
Summai
=g y
page. -.- Vou can copy the canfiguration information below for future reference.
L |
MName Summary:
tandalone SMB3 server 'SMB3' was successfully saved,
Type 05 version: Microsoft Windows Server 2022 Datacenter 64-bit (10.0.20348 build:2034g).
User: GOODDEALMART csun
Credentials Hardware info:
Chassis type: Virtual (Hyper-V)
Bt Cares count: 2
Components:
Hyper-V Integration using port 6163
Apply Installer using port 6160
< Previous Next >
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24. Ensure the new Microsoft

SMB3 server is added.

Serer
= L=
Add Eai Remoss | Recan
Mansgesenar | Tooks
Backup Infrastructure Qipeinan e
B BackupProxies Nome T Type Description
ackup Repositories [ swes Standslone SMES zener Created by GOODDEALMART\csun at 2/3/2023 12

Extemal Repositories
ale-out Repositories
VAN Accelerstors

) SeniceProviders
4 G Sueaciup
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Add Microsoft Windows Servers

Suppose you plan to use as backup infrastructure components and servers that you plan to use

for various types of restore operations. In that case, you must add the Microsoft Windows servers

to the backup infrastructure.

Instructions Screenshot (if applicable)

1. Login tothe Veeam
Backup and replication
manager server.

ol Veeam o
2. Open the Veeam Backup =i} Backup & Replication 12
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3.

On the Home page, select
Backup Infrastructure.

On the Backup
Infrastructure page, select
Managed Servers.

Right-click Managed
Servers and select Add
Server.

Add Edt e Rescan
Manage Sener | Tools

Backup Infrastructure:

ale-out Repositories
VAN Accelerstors
) Senvice Providers

4 G Sueaciap

i Applicaton Groups

Neme T
[ HeHvor

[ swes
8 VeRi 2PosgresaL g

227372023 10
at2/3/2023 12

On the Add Server page,
select Microsoft
Windows.

Add Server

Select the type of a server you want te add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

m VMware vSphere
Adds YMware private cloud infrastructure servers to the inventory,

mE Microsoft Hyper-V

B Adds Microsoft private cloud infrastructure servers to the inventory.

E Microsoft Windows
=us

Adds a Microsoft Windows server to the inventory,

Linux

Kasten K10 backup for Kubernetes

Connects to an existing Kasten K10 instance.

_6 Adds a Linux server to the inventory,

Cancel
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7. Enter the Microsoft
Windows server's full DNS
name or IP address on the

Mew Windows Server X

Name
E-- Specify DNS name or IP address of Microsoft Windows server,
=

Name page_ _ DNS name or IP address:
‘ Storage-Win
Credentials ——
. . . . . escription:
8. Give a brief dESCI’Ip'l'IOf'I In Review Created by GOODDEALMART\csun at 2/3/2023 1:12 PM.
the Description field for o
future reference and click Summery
Next.
Previots || Next> [ Pt | Cancal
Mew Windows Server *®

9. Select an account from
the Credentials drop-
down list on the
Credentials page or click
Add on the right to add
the credentials.

Credentials
ML o Specify server credentials.
=

Select an account with local administrator privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

Name

Select existing credentials or add new ~ | I Add..
Review Manage accounts
Apply
Summary
Click Ports to customize network ports te be used by individual components.,
< Previous Mext > Fh || Cancel
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10. On the Credentials page, Credentials X
enter a user name in the
Username field. You also Username: IGOODDEALMART\CSUH ] Browse.
can click Browse to select ?& Paerort ..........| ,.\|
an existing user account.
Description:
11. Enter the password In the GOODDEALMART\csun
Password field.
12. Give a brief description in
the Description field for :
future reference and click Cancel
OK.
13. On the Credentials page, New Windows Server X
. Credentials
C|ICk POI‘tS Specify server credentials.
="
Name Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
D ¢
[?" GOODDEALMARTcsun (GOODDEALMART\csun, last edited: less than a day s RV M
Rt‘-ll(‘t‘l V—Mggigs ccounts
Apply
Summary
Click Ports to customize network ports to be used by individual components. Ports...
< Previous Cancel
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14.

15.

16.

17.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings

page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Network Settings

Components:
Component

Installer
Transport
Hyper-V Integration

Data transfer options

Portrange: 2500

Control Port
6160
6162
6163

to 3300

Preferred TCP connection role

[C] Run server on this side

Rescan

Cancel

153




Chapter 3 Configuration

18. On the Credentials page,
click Next.

Mew Windows Server

Credentials
Specify server credentials.

Select an account with local administrater privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOSTAVUSER for local accounts.

Add.. |
Manage sccounts

Review

Apply

Summary

| Ports... |

Click Ports to customize network ports te be used by individual components.

< Previous ‘ Finish

Cancel

19. On the Review page, click

Apply.

Mew Windows Server

Review
WL o Please review your settings and click Apply to continue.

Dueto these modifications the following components will be installed or removed on the target host:

Name
Component name Status
Credentials Transport will be installed
Apply
Summary

After you click Apply missed components will be installed on the target host,

Firish Cancel

< Previous

154

Technet24


https://technet24.ir

Chapter 3 Configuration

20. Click Next on the Apply New Windows Server
page. Apply

g Please wait while required operations are being performed. This may take a few minutes...

Name

Message Duration
Credentials ) Package VeeamGuestAgent x86.msi has been uploaded

v ] Package VeeamGuestAgent_x64.msi has been uploaded
Review

) Package VeeamLogBackupService x86.msi has been uploaded
_ Package VeeamlLogBackupSenvice_x64.msi has been uploaded

@ Installing package Transport 0:00:35
Summary ) Deleting temparary folder

) Registering client VBR12PostgraSQL for package Transport

) Discovering installed packages

3 All required packages have been successfully installed

{2 Creating database records for server

(& Detecting server configuration

(€ Creating configuration database records for installed packages

3 Collecting disks and volumes infa 0:00:04

& Microsoft Windows server saved successfully

< Previous Finish Cancel
21. Click Finish on the e i el
Summary
Summa ry page. WL ol You can copy the configuration information below for future reference.
Name Surmmary:
Microsoft Windows server ‘STORAGE-WIN' was successfully saved.
Credentials 0S5 version: Microsoft Windows Server 2022 Standard 64-bit {10.0.20348 build:20348).
User, GOODDEALMART\csun
o Hardware infa:
Chassis type: Virtual (Hyper-V)
Apply Cores count: 2
Components:

Transport using port 6162

Next>
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22.

Ensure the new Microsoft
Windows server is added.

e
P X €

Manage Sener | Tools

Backup Infrastructure:

8 BackupProsis

4 Surebackup
& Application Groups
& Vinual Labs

erosoft Hyper-V
Standalon Hosts
feroscft Windows

Qipeina

Name T Type Desciption
§ wervor Crated st 2372023 10
 sves Grstea st 21372023 12.
B Created by a2/3/2023 1.
§8VER12Posgresl .. Microsof Windows semver Bacup server

Buikd 12001402

Enter
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Add Linux Server for a hardened repository

Suppose you plan to use backup infrastructure components and servers that you plan to use for

various types of restore operations. In that case, you must add the Linux servers to the backup

infrastructure.

Instructions Screenshot (if applicable)

1. Login tothe Veeam
Backup and replication
manager server.

ol Veeam o
2. Open the Veeam Backup =iN] Backup & Replication 12
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3.

On the Home page, select
Backup Infrastructure.

On the Backup
Infrastructure page, select
Managed Servers.

Right-click Managed
Servers and select Add
Server.

Server

=T =
Backup Infrastructure Qrpeina
B BackupProxies t Type Description

prvoz Geaed at2/3/2023 42.
Standalone SME3 sever Cresed by GOODDEALMARTcaun at 2/3/2023 12
Bl STORAGE:WIN Gested at2/372023 11,

3 sence Providers 8 VBRI 2PosgresQL... Micosofe Windows sever Sackupservr

4 Surebackup
& Application Groups
& Virual Labs
4 (& Managed Servers g—|
4 3 Microsoft Hyper-V B* Addserver.
[f Stancalone Hosts 5 Resean
[Fle Microsoft Windows
4 3 s
{2 Sandslone Hosts

Select Linux on the Add
Server page.

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

m VMware vSphere
Adds Viware private cloud infrastructure servers to the inventory,

Microsoft Hyper-V

Adds Microsoft private cloud infrastructure servers to the inventory.

E Microsoft Windows
=m

Adds a Microsoft Windows server to the inventory,

Linux
:& Adeds a Linux server to the inventory.

Kasten K10 backup for Kubernetes

Connects to an existing Kasten K10 instance,

Cancel
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7. Enter the Linux server's New Linux Server
Name
fu “ DN S name or IP Q(\ Specify DNS name or IP address of Linux server. The server must have 55H and Perl installed.
address on the Name o
pagE. M DMS name or IP address:
ubuntu20045
$SH Connection
. . . . . Description:
8. Give a brief dESCI'Ip'L'IOH n Review Created by GOODDEALMART\csun at 2/3/2023 4:53 PM)
the Description field for oy
future reference and click Summiacy
Next.
Next > F Cancel
9. Click Add on the SSH i x
SSH Connection
Connecﬁon page and E(} ::::t;i:;redemlalsfnrserwcemr\sm\scar\ne((ion and adjust secure shell (SSH) port number using advanced settings if
select Single-use e Credeniss
i Sel edentials or add new L Add...
credential for the S =] R ——
Review Linux private key.
hardened repository. ok Single-use credentials for hardened repository...
Note:
These credentials are not
saved by Veeam Backup &
. . Customize advanced connection settings such as SSH timeout and service ports.
Replication. They are only
. < Previous Next > Cancel
used to install Veeam Data

Mover on the server. These
credentials reduce the rights
of the Veeam Data Mover.
Single-use or temporary
credentials are recommended
options for a hardened
repository.
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10. On the Credentials page, Credaniiol W
Enter a username
. =&y Username: |veeamre CUSER |
11. Enter a user name in the 5 i
Username field. Password: |nuuuu |
12. Enter a password in the tbgoit. 22 Y
Password field.
Mon-root account
13. Enter 22 in the SSH port f i
ﬁeld. 400 SCoount Lo the sudoers
Use "su" if "sudo” fails
14. Give a brief description in A - =
i X oot password: |essssssses s
the Description field for
future reference and click Description:
OK VEEIMIepoUser
Cance
15. On the SSH Connection Nk i S X
. SSH Connection
page, C|ICk Adva nced. Provide credentials for service consale connection, and adjust secure shell (55H) port number using advanced settings if
=) required
Mame Credentials:
.Q veeamrepouser (veeamrepouser, last edited: less than a day ago) V| | Add...
Manage accounts
Review
Apply
Summary
Customize advanced connection settings, such as 55H and data mover ports Advanced...
< Previgus | Mext > | Cancel
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16. Select Yes on the trust
. SSH Connection
warni I’lg message page. BA Provide credentials for service consele connection, and adjust secure shell (35H) port number using advanced settings if

required.

Name Credentials:

.!} veeamrepouser (veeamrepeouser, last edited: less than a day ago) ~ Add...

Manage accounts

Review

Apply Veeam Backup and Replication X

Summary
1 ubuntu20043 SSH key fingerprint: ssh-rsa 3072 dd:b9:18:de:e2:25:ff:b2:81:fa:8d:84:98:fa:28:03

Do you trust this server?
- |

Customize advanced connection settings, such as S5H and data mover ports

< Previous Mext > Finisk Cancel
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17.

18.

19.

20.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings

page.

In the Service console
connection section, enter
an SSH timeout. The
default timeout is set to
20000 ms.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Metwork Settings
Components:
Companent Control Port
Installer 6160 Roccin
Transport alaz
Tape Proxy 6166
Veearn COP 6182

Senvice console connection

S5H timeout; | 20000 o | ms
R

Data transfer options

Portrange:| 2500 | to|3300 (|

Preferred TCF connection role

[] Run server on this side
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21. Click OK.

22. Click Next on the SSH
Connection page.

Mew Linux Server

55H Connection
B Provide credentials for service console connection, and adjust secure shell (S5H) port number using advanced settings if
=) required.

Credentials:

Name

‘ A\ veeamrepouser [vesamrepouser, last edited: less than a day aga) ~ | | Add.

Manage accounts

Review
Apply

Summary

Customize advanced connection settings such as S5H timeout and service ports,

<Previous || Next> Finizh Cancel

23. Click Apply on the Review
page.

Mew Linux Server

Review
= (} Please review your settings and click Apply o continue.
=4 A

Dueto these modifications the following components will be installed or removed on the target host:

Name
Component name Status
S5 Canrierion Installer will be installed
Apply
Summary

After you click Apply missed components will be installed on the target host,

< Previous Firush Cancel
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24. Click Next on the Apply
page.

Mew Linux Server

Name
SSH Connection
Review

Summary

Apply
Qé} Please wait while required operations are being performed. This may take a few minutes...
=

Message

@ Restarting Installer service

(2 Connecting to Veeam Installer service on server
& Discovering installed packages

3 Installing Transport service

(2 Setting backup server certificate

{2 Resolving backup server certificate’s thumbprint
& Setting backup dlient certificate

 Restarting Transport service

(2 Testing Veeam Transport service connection

{2 Discovering installed packages

@ Collecting hardware info

) Creating database records for server

@ Collecting disks and volumes info

@ Linux server saved successfully

Duration

0:00:33

0:00:03

0:00:09

< Previous

Finish Cancz|

25. Click Finish on the
Summary page.

Mew Linux Server

Name

SSH Connection
Review

Apply

Summary
= g} You can copy the configuration information below for future reference.
=)

Summary:

Linux host 'ubuntu20045° was successfully saved,
SSH options:
Credentials type: Single-use
User: vesamrepouser
Elevate account privileges automatically; yes
Add account to the sudoers file: no
Use “su” if "sudo” fails: yes
Hardware info:
Chassis type: Virtual (Hyper-V)
Cores count: 1
Components:
Installer using port 6160
Transport using port 6162
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26. Ensure the new Linux
server is added.

Add Edit Remove Rescan
rver Server S

Manage Server Toals

Backup Infrastructure

 Sackup Prosies

& Applicaton Groups.
2 Vil Labs
Mansged Servers
4 [ Microsoft Hyper-V
[ standalone Hosts

P
1 Standaions Hosts

A Home
iﬁ Inventory

G omm—

53 s

Name T Type
[ Hervor

[ HpHvo2

A it bt
8 VBR1280steSQL.. MicrosoftWindows sener

Created a2/3/2023 10
Crasted a2/3/2023 42.,
Crested 27372023 12..
Crested by a2/3/2023 11
Created by GOODDEALMART\csun st 2/3/2023 45..
Backup server

Build
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Add Off-Host Backup proxy servers

Off-Host Backup proxy servers will retrieve VM data from the source datastore, process it and

transfer it to the destination. The off-host backup proxy removes unwanted overhead on the

production Hyper-V host.

Instructions Screenshot (if applicable)

1.

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

Nl Veeam
IE.SI Backup & Replication 12

and user credentials to connect with.

localhost

v Use Windows session authentication

Save shortcut Connect

Type in a backup server name or IP address, backup service port number,

9392

Close
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3. Onthe Home page, select

Backup Infrastructure.

Veeam Backup and Replication

Upgrade

Qe

4. On the Backup o PR .
|n frastructure page' select R Backup Prosy. Agent VBRIZPostgreSQL goodd...  Created by Veeam Backup & Replication
Backup Proxies.

5. Right-click Backup Proxies
and select Add Proxies.

6. Select Hyper-V off-host

backup proxy on the Add
Backup Proxy page.

Add Backup Proxy "

Select a type of backup proxy you want to add.

il

I

5.l

General-purpose backup proxy
Adds a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers.

Hyper-V off-host backup proxy
Adeds a backup proxy for agentless Microsoft Hyper-V VM backups.

Azure proxy appliance

Adds a proxy appliance for improved restore performance to Microsoft Azure.,

Cancel
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7.

Click Add New in the
Choose server field on the
Server page.

Mew Hyper-V Off-Host Proxy

Server
Choose a server for off-host Hyper-V backup proxy. You can choose between any Microsoft Windows servers added to the
Managed Servers. The server you choose must have Hyper-V Server role enabled.

Connected volumes:

Max concurrent tasks:

=0

VBR12PostgreS0L gooddealmart.ca (Backup server) v| | Add New... |
Traffic Rules ’ = G
Praxy description:
Review Created by GOODDEALMART\csun at 2/3/2023 5:22 PM.
Apply
Summary

Automatic detection (recommended) | Choose.. |

8.

Enter the Microsoft
Windows server's full DNS
name or IP address on the
Name page.

Give a brief description in
the Description field for
future reference and click
Next.

Mew Windows Server

Name
mml  Specify DNS name or IP address of Microsoft Windows server.
=

‘ HPHVO1
Credentials
Description:
Review Created by GOODDEALMART\csun at 2/3/2023 5:23 PM.
Apply
Summary

Prelicl: Mext > Finish | cancel
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10. Select an account from

the Credentials drop-
down list on the
Credentials page or click
Add on the right to add
the credentials.

Mew Windows Server X
Credentials

E=‘ Specify server credentials,

Name Select an account with local administrator privileges on the server you are adding. Use DOMAINUSER
format for domain accounts, or HOST\USER for local accounts.
HW‘] Credentials:
B Select existing credentials or add new v Add..

Review

Manage accounts

Apply
Click Ports to customize network ports to be used by individual components.
< Previous Cancel

11. On the Credentials page, Cradentialk W

enter a user name in the

Username field. You also E Usemame: | HPHVOT\Administrator || Browse..

can click Browse to select & poee .......".| ,.;..|

an existing user account.

Description:

12. Enter the password In the HPHVO\Administrator

Password field.
13. Give a brief description in

the Description field for

future reference and click Cancel

OK.
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14. On the Credentials page,

click Ports.

Mew Windows Server X

Credentials
Specify server credentials,

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.

Name

Credentials:
A, HPHVOT\Administrator (HPHVOT\Administrator, last edited: 20 days ago) v || Add..
Review Manage accounts
Apply
Summary

Click Ports to customize network ports to be used by individual components.

| < Previous || Mext > Finish | Cancal
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15.

16.

17.

18.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings

page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Metwork Settings

Components:
Component Control Port
Installer 6160
Transport 6162
vPower NFS 6161
Mount Server 6170
WAN Accelerator 6164
Tape Proxy 6166
Cloud Gateway 6168
Veeam Distribution... 9380
Veeam Backup V55 1. 6210
Veeam V55 Hardwar.. 6211

Rescan

Data transfer options

Port range:|l?5i][l : ‘to| 3300 : |

Preferred TCPF connection role

["] Run server on this side
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19. Click Next on the
Credentials page.

New Windows Server

Credentials
Specify server credentials.

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.

I

N (HPHVOI\A last edited: 20 days ago) v Add...
Review Manage accounts
Apply
Summary

Click Ports to customize network ports to be used by individual components.

< Previous Next > Finish Cancel

20. Click Apply on the Review
page.

Mew Windows Server

Review

Please review your settings and click Apply to continue,

Mame Due to these modifications the following components will be installed or removed on the target host:
X Component name Status
Credentials
Transport already exists
Apply
Summary

After you click Apply missed components will be installed on the target host.

< Previous ‘ Apply Finish Cancel
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21. On the Apply page, click NEd Wi Servel
Next .
N g Please wait while required operations are being performed. This may take a few minutes...
Name Message Duration
Crodentisk @ Starting infrastructure item update process 0:00:05
2 Collecting hardware info
Review ) Detecting operating system
I | e
) Registering client VBR12PostgreSQL for package Transport
Summary 3 Discovering installed packages
) All required packages have been successfully installed
) Creating database records for server
& Detecting server configuratian
{2 Cresting configuration database records for installed packages
[v] Collecting disks and volumes info 0:02:55
© Microsoft Windows server saved successfully
< Previous Finish Cancel
22. Click Finish on the e i el
Summary
Summa ry page. WLl You can copy the configuration information below for future reference.
Name Surmmary:
Microsoft Windows server 'HPHVOT" was successfully saved,
Credentials 0S5 version: Microsoft Windows Server 2022 Datacenter 64-bit {10.0.20348 build:20348).
User HPHVO1\Administrator
o Hardware infa:
Chassis type: Physical
Apply Cores count: 4
Components:
_ Hyper-V Integration using port 6163
Installer using part 6160
Transport using port 6162
Next> Cancel
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23. Give a brief description in New Hyper-V Off-Host Proxy x
the PI’OXV description field i:ro‘::re & server for off-hast Hyper-V backup proxy. You can choose between any Microsoft Windows servers added to the
for future reference. Managed Servers. The server you choose must have Hyper-V Server role enabled.

24. In the Connected V0|ume5 — | :ﬁi;}jz%i{a:d by GOODDEALMART\csun at 2/3/2023 5:23 PM.) 2D
field, leave the default Kevex Created by GOODDEALMART\csun ot 2/3/2023 522 PM.
settings. e

SHmmRy Connected volumes:

25. Enter the number of tasks AR S e Ll
the off-host backup proxy e
must handle concurrently
in the Max concurrent
tasks field.

26. Click Next.

MNext > F Cancel

27. On the Traffic Rules page, New Hyper-V Off-Host Proxy X
click Next. ::fz::ﬁrktraﬁ.c encryption and throttling rules which apply to this backup proxy.

28. You can open global e e
network traffic settings || iclexmg notrort s s apply o gy

Name Encryption Throttling  Time period
and modify them directly Kevy Intemet Enobled  Disabled
from the New Hyper-V e
Off-Host Proxy wizard. To e P
do this, click the Manage
network traffic rules link
at the bottom of the
wizard.
Py . o
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29. Click Apply on the Review Neik Efpef VLU Hast Pioty 2
Review
page. Please review the settings and click Apply to continue.
Server Backup proxy settings:
Server name: HPHVO1
Traffic Rules Servertype:  Physical
—
Max tasks: 8
Apply The following components will be processed on HPHVO1:
Summary Component name Status
Transport already exists
Hyper-V Integration already exists
< Previous | Apply Finish Cancel
30. Click Next on the Apply e L X
Apply
page. Please wait while required compeonents are installed and configured, this may take a few minutes.
Server Message Duration
Tt Retes (V] Starting infrastructure item update process 0:00:05
(0 Registering client VBR12PostgreSQL for package Transport
Review () Registering client VBR12PostgreSOL for package Hyper-V Integration
) Discovering installed packages
_ 2 All required packages have been successfully installed
(] Creating database records for proxy.
Summary
(£ Creating database records for installed packages.
1) Checking for updates 0:00:10
) Hyper-V backup proxy has been saved successfully
< Previots Finish Cancel
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31. Click Finish on the
Summary page.

Mew Hyper-V Off-Host Proxy

Summary
You can copy the configuration information below for future reference.

Server Summary:
Hyper-V off-host backup proxy was successfully created.
Traffic Rules
Review
Apply

32. Ensure the new Off-Host

Backup proxy server is
added.

Backup Proxy

BB X

Edit Disable Remove U
Proxy Proxy Proxy.

WAN Accelerstors

) Serice Providers

+ 3 sureBackup
& Application Groups
& Virtal Labs
Managed Servers

1 Standalone Hosts

A Home
&8 mvenory
[L emem——

Storage Infrastructure

pe Infestructure

Manage Frony Upgrade
Backup Infrastructure Qs
Sackup Provies Name Type ozt Descripton
ackup Repositories 5 HeHvoT Hypery HeHvO1 (rested by GOODDEALMART\csun at 2/3/2023 52..
stemalRepositories ({6 Backup Proxy Agent cdd... Crested by Vi
- Vare odd... Creted by
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Add WAN Acceleration

Veeam's WAN acceleration technology optimizes data transfer to remote locations. It is explicitly
designed for off-site backup copy and replication jobs. You must deploy a pair of WAN

accelerators in your backup infrastructure to enable WAN acceleration and data deduplication

technologies.
Note:
The Veeam Universal License includes WAN acceleration. Veeam Backup & Replication Enterprise

or Enterprise Plus editions are required when using a legacy socket-based licence.

Instructions Screenshot (if applicable)

Backup and replication
Nl Veeam
O

manager server.
2. Open the Veeam Backup Backup & Replication 12

& Replication Console and

click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select

Backup Infrastructure.

[ —

4. Onthe Backup
Infrastructure page, select
WAN Accelerators.
5. Right-click WAN
Accelerators and select
Add WAN Accelerator.
6. Select a Microsoft New WAN Accelerator
Windows server fromthe | £ RS WO YA J0 (T S W
Choose server drop-down ==
list on the Server page. (e 'C:::;;E(:Z;m by GOODDEALMART,coun ot 2/3/2023 5:23 PA) <] [[Aadiien..
Cache
7. lee a brlef descr'pt'on |n Review DCE:::tpa:Dbr;GOODDEALMART\csun at 2/6/2023 3:01 PM.
the Description field for e
future reference. e e b B
TCP/IP port to use for data transfer. Ensure this port is open in any firewall between sites.
8. Specify the port number Sweamst B
m the Trafﬁc port ﬁe|d ;Tr:;u::::{::l;a:j;:amshelpstu fully saturate WAN links.
. ot G At et A 1 sl A s e e
9. Specify the number of
connections in the
Streams field. If the link
has low latency and high =
bandwidth, the default
setting (5 streams) may
sufficiently saturate it
thoroughly. However, the
link still needs to be fully
utilized the number of
streams may be
increased. According to
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10.

11.

tests, multiplying the link
speed by 1.5 is a good
best practice for
estimating the number of
streams required for high
latency.

Veeam recommends using
the High bandwidth mode
option if your network
bandwidth exceeds 100
Mbps. This mode offers
significant bandwidth
savings on WAN links less
than 1 Gbps than the
direct method.

Click Next.

12.

13.

14.

Specify a path to the
folder in the Folder field
on the Cache page.

Specify the size for the
global cache in the Cache
size field.

Click Next.

Note:

If both WAN accelerators
(source and target) are set to
High bandwidth, WAN
acceleration does not use the
global cache. However,
remember that you can
deactivate the High

Mew WAN Accelerator

Cache

& Specify location and size of the global cache used by target WAN accelerators to cache recurring data blocks. The specified
amount of disk space will be allocated separately for each source/target WAN accelerator pair in many-to-one deployments.

Server

Review

Apply

Summary

Folder:

BE:Veearm WA Browse..,

Path Capacity Free

@ 476.3 GB 457.5 GB
@BE 1.8TB 1378

Cachesize: 100 ||| GB ~

We recommend at least 10GB per each operating system used in the environment. Larger cache
improves data reduction ratio, but requires faster storage.

Py e
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bandwidth mode and return
to the Low bandwidth mode
anytime.

15. On the Review page, click
Apply.

Mew WAN Accelerator

Review
b Review the settings, and click Apply to continue.

Server

Cache

Apply

Summary

Server name:
Server type:
Cache size:
Cache path:

HPHVO1
Physical
100 GB
E\VeeamWAN

i The following components will be processed on HPHVO1:

Component name

Transport
WAN Accelerator

Status

already exists
will be installed

| < Previous ‘Apply Finist | cancel
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16. Click Next on the Apply
page.

Mew WAN Accelerator

Server
Cache
Review

Summary

Apply
& Please wait while we are installing and configuring required components, this may take a few minutes,

Message

V] Starting infrastructure item update process

1 Creating temporary folder

(2 Package VeeamWANSvc_xB4.msi has been uploaded

) Installing package WAN Accelerator

() Deleting temporary folder

Q Registering client VBR12PostgreSOL for package Transport

() Registering client VBR12PostgreSOL for package WAN Accelerstor
() Discovering installed packages

@ an required packages have been successfully installed

1 Checking WAN Accelerator service state

1 Configuring WAN Accelerator

2 Restarting WAN Accelerator service

() Creating configuration database records for WAN Accelerator
Q Creating configuration database records for installed packages
) WAN Accelerator created successfully

Duratien
0:00:05

0:00:19

0:00:11

Finish

17. Click Finish on the
Summary page.

Mew WAMN Accelerator

Server
Cache
Review

Apply

Summary
& You can copy the WAN accelerator configuration information below for the future reference.

Summary:

fNAN Accelerator was successfully created.

< Previous Next
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18. Verify that the WAN
Accelerator has been
added.

&

AN EGEWAN Remove WAN
Accelerstor Accelerator
Manage WAN Acceieators

Backup Ifrastructure

§ Backup Prosis
sckup Repoiores

Upgrade.

Qipcinanctiea

& HPHOT

Hostt
HoHUO1

Created by GOODDEALMARTcsun a¢ 2/6/2023 30..
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Physical Machines

Veeam Backup & Replication is a centralized control center for deploying and managing Veeam
Agent, including Veeam Agent for Microsoft Windows, Linux, IBM AIX, Oracle Solaris, and Mac.
Physical machines you want to protect with Veeam Agents are organized into protection groups
in Veeam Backup & Replication. A protection group groups together protected computers of the
same type. To simplify the management of such computers, Whether you create a protection
group for laptops, workstations, servers or any other type of computer, Veeam Backup &
Replication allows you to group them for dedicated and targeted protection easily. A separate
protection group can also be used for Veeam Agent computers that you manage differently than
other machines in your infrastructure.

You can use protection groups to automate the Veeam Agent deployment and management on
computers in the infrastructure. When you configure a protection group, you can specify
scheduling options for protected computer discovery and Veeam Agent deployment. As a result,
you do not need to install, configure, and run Veeam Agent on each computer whose data you
wish to protect. Instead, you can use the Veeam Backup & Replication console to remotely
perform all Veeam Agent deployment, administration, data protection, and disaster recovery

tasks.
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Add Veeam Agent to On-Premises Microsoft Windows Physical
machines

You can back up and restore the On-Premises physical machines running Windows operating

systems. Backup agents are installed on each computer by Veeam Backup & Replication.

Instructions Screenshot (if applicable)

Backup and replication

manager server. NEI Veeam
2. Open the Veeam Backup =N} Backup & Replication 12

& Replication Console,
and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

localhost 0302
GOODDEALMART\csun
Pazsword

+' | Use Windows session authentication

Save shortcut Connect Close

184

Technet24


https://technet24.ir

Chapter 3 Configuration

3. Select Inventory on the
Home page.

4. Onthe Inventory page,
select Physical
Infrastructure and click
Create Protection Group.

Protection Group

|}
Add E

Group Grour

Manage Protecton Group Adions

Inventory

+ Vil nfresructure
4 [ Microsoft Hyper-V.
4 [ stancaloneHosts
> [ HpHvO!
4 (% PhysicalInfrastructure.
51 Manually Added
51 Unmanaged
8 FileShares
4 [ Lese2d Hours

% Failed

A o

& tventory

Detaiis

i Craai Protscton G

BB prctecton group defines  set of computers (physcal server, workstations o cloud nstances) fo be protecte with sgert-based backup jobs.
Protecton groups can be populated withinchicual computers, Acie Directory cortiners of a ynamicCSV fle exported from an asset
management syt

A= Perform Restore
To perform Bare Metal Recovery to the existing or new hardware, please use the Veeam Recovery Media that can be created directly from the
backup file of the corresponding computer. Other entire computer restore options include direct restore to Microsoft Azure, or instant recovery
into a Microsoft Hyper-V VM. To perform granular recovery such as file or application item restore, simply select the desired backup under the
8ackups tree of the Home tab, and select one of many restore options provided.

Buikd 12001402

5. Onthe Name page,
specify a protection group
name.

6. Give a brief description in
the Description field for
future reference and click
Next.

Mew Protection Group

Name

EE Type in a name and description for this protection group.

Type

Active Directory
Exclusions
Credentials
Options
Review

Apply

Summary

MName:

Protection Group_Hyper-V Hosts

Description:

Created by GOODDEALMART\csun at 2/6/2023 3:52 PM|

185




Chapter 3 Configuration

Select Specify protection
scope for the created
protection group on the
Type page and click Next.

e Individual
computers: add
specific
computers to the

protection group.

e Microsoft Active

Directory objects:

select this option
to add one or
several Active
Directory objects
to the protection

group.

e Computers from
CSV file: add to
the protection
scope computers

listed in a CSV file.

e Computers with
pre-installed
agents: create a
protection group
for pre-installed
Veeam Agents.

e Cloud machines:
select this option
to add Amazon
EC2 instances or

Mew Protection Group

EE Choose how you want to populate this protection group with computers,

MName

Computers

Options
Review
Apply

Summary

This protection group will contain:

_ (® Individual computers

Static protection scope with one or more individual computers via IP address or DMS name,
Recommended for smaller environments without an Active Directory.

(O Microsoft Active Directory objects
Dynamic protection scope defined by Active Directory containers such as organizational units or
security groups, and scclusion rules,

() Computers from CSV file
Dynamic protection scope defined by the content of a comma-separated values (.csv) file with
computer names that is hosted on a file share. Recommended for larger environments without
Active Directory, or for CMDB integration.

() Computers with pre-installed backup agents
This protection group will catch all computers with a backup agent deployed from a custom
installation package specific to this group. Computers will appear in the protection group upen
establishing their first connection to the backup server.

O Cloud machines
Dynamic protection scope for Amazan EC2 instances and Micrasoft Azure VMes. Discovery and
backup agents deployment is performed using cloud-native APls without requiring a direct
network connection.

< Previous Mext > Cancel
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Microsoft Azure
virtual machines.

8. Click Add on the S A G
Computers
Computers page. E | Specify computers to include in this protection group.
J
Namé Computers:
- Computer Account | Add..
ype
Options
Review
Apply
Summary
.<Pra'vi,ous Cancel |
9. Specify a DNS name or IP Add Computer ¥
address on the Add
Computer page. Host name or IP address:
. . HPHWY(T
10. From the Credentials list, |
select a user account with _
administrative Cacdenlinls
permissions on the : fﬂ._d_d_..
computer and click OK. Manage accounts
11. If you need to set up
credentials beforehand, (===
—oc ][ Cones

click the Manage accounts
link or Add on the right.
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12. Click Test Now on the Hie Pratection el 2
. Computers
COI’T'I pUterS page. EE Specify computers to include in this protection group.
Name Computers:
Computer Account Add...
Type E HPHVOT HPHVO1\Administrator T
Set User... |
Remove J
Options
Review
Apply
Summary
Click Test Now to validate the specified credentials. | Test Now |
<Previous | | Next> o caneal |
13. On the Guest Credentials Al i
TeSt page and C|ICk Close' Mame Status Action Duration
B HpHVM @ Success () Starting credentials test
{2 Building hosts list 0:00:02
() Credentials test has been completed
2 Job finished at 2/6/2023 6:31:14 PM
Close
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14. Click Next on the New Protiection Gioup
Computers
Computers page. EQ Specify computers to include in this protection group.
Name Computers:
- Computer Account
ype H HeHvO1 HPHVO1\Administrator S
| Compwes —
Options
Review
Apply
Summary
Click Test Now to validate the specified credentials. Test Now
< Previous Next > Cancel
15. On the Options page, in New Pretection Broup
. . g Options
the DISCOVEW section, EE Specify a machine discovery schedule and agent deployment options,
define the schedule for
. Mame Discovery
automatic Computer Rescan protection group every: o
. . . Type @) Daily at this time: ¥ 'Evtryd&;' v
dlSCOVery Wlthln the Camputers () Periodically every: Hours
scope of the protection | Deployment
Distribution server:
group- Reviewt backupserverd3 tech.local v Add,,
Al Protected machines will download backup agents from this server,
16. In the Deployment , A
. . 2Oy B Install changed block tracking driver (for Windows machines only}
Sectlon, SeIeCt a MICfOSOft ] Install application plug-ins: canfigure plug-ins to be installed  Canfigure.
Windows server from the Auto-update backup agents and plug-ins
L. . ) [ Perform reboot autamatically if required
Distribution server list to
Serve as a dIStrIbunon Customize advanced protection group settings such as e-mail notifications. Advanced..
server.
< Previous Mext = I Cancel
17. Select the Install Backup
agent checkbox.
18. Select the Install changed

block tracking driver (for
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19.

Windows machines only)
checkbox.

Click Advanced to
customize advanced
protection group settings.

20.

On the Advanced Settings
page, specify the below
settings that will be
deployed on computers
included in the protection
group and click OK.

e Limiting
bandwidth
consumption:
specify the
maximum speed
for transferring
backed-up data
from the Veeam
Agent computer
to the target
location.

e Restrict metered
connections
usage: Veeam
Agent
automatically
detects metered
connections and
does not perform
backup when

Advanced Settings

Agent for Windows  Maotifications

MNetwork
] Limit bandwidth consumption to: || > | [Mbps
Restrict metered connections usage
[[] Restrict VPN connections usage
[ Restrict Wi-Fi usage to these networks:

551D

Backup I/0 control
(® Throttle agent activity on: | Warkstations onky
() Do not throttle agent

Security

[ Allow file level recovery without administrative account

Add...

Remove

Cancel
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your computer is
on such
connection.

e Restrict VPN
connection usage:
Veeam Agent for
Microsoft
Windows will
automatically
detect a VPN
connection and
not perform a
backup when the
Veeam Agent
computer is on
such a
connection.

e  Restrict Wi-Fi
usage to these
networks: restrict
usage of wireless
networks for
Veeam Agent
running on
Microsoft
Windows
workstations.

21. Backup 1/0O settings: You
can instruct Veeam Agent
for Microsoft Windows to
throttle its activities
during backup.

e Throttle agent
activity on the
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type of computers
to throttle Veeam
Agent backup
activities:
Workstations,
Servers, or All
hosts.

22. Security settings: You can

allow user accounts that
do not have
administrative privileges
on a Veeam Agent
computer to perform a
file-level restore on this
computer.
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23. On the Advanced page,
select Notifications.

Advanced Settings

Agent for Windows Motifications

[] Send daily agent status report e-mail to the following recipients:

Type in one or more e-moil addresses separated by semicolon

-

Send daily summary at: |[10:00 PM =

Use global notification settings

Use custom notification settings specified below:

[FelobResult®e] %PGMName™: (SFoundCount? new hosts found (%TotalCan

Motify on success
Maotify on warning

Motify on error

gve Az Defauit | Cancel
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24. On the Notification page,
select Send daily agent
status report e-mail to the
following recipients:
checkbox and enter an
email address.

25. Enter several addresses
separated by a semicolon.

26. You can use global
notification settings or
specify custom
notification settings and
click OK.

Advanced Settings

Agent for Windows Motifications

Send daily agent status report e-mail to the following recipients:

|csun@guoddea|mart.com

-

Send daily summary at: 10:00PM 5

(@ Use global notification settings
(7 Use custom notification settings specified below:
[FelobResult®e] %PGMName™: (SFoundCount? new hosts found (%TotalCan
Motify on success
Maotify on warning

Motify on error

Save As Default
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27. On the Options page, click
Next.

New Protection Group
Options
EE] Specify host discovery schedule and ic backup agent deploy options.
Name Discovery
= Rescan protection group every:
s @ Daily at this time: v Days.
Computers O Periodically every: 1 ~  Hours - Schedule
PG oy
Review Distribution server:
VBR11.gooddealmart.ca (Backup server) V.
Apply puters will download backup agent redistributable from this server.
Summary [ Install backup agent automatically (recommended)

[ Auto-update backup agent
4 Install changed block tracking driver on Windows Server OS
[ Perform reboot automatically if required

Customize advanced protection group settings such as e-mail notifications.
< Previous Next > Finish Cancel
28. On the Review page, click New Protection Group x
. Review
Apply. : | Review the settings, and click Apply to continue.
=
Name The following components will be processed on VBR12PostgreSQL gooddealmart.ca:
Component name Status
Type
Transport already exists
Computers Veeam Distribution Service will be installed
Veeam Agent for Microsoft Windows Redistributable already exists
Options Veeam Application Plug-ins Redistributable already exists
Apply
Summary

< Previous ‘ Apply Finish Cancel
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29. Click Next on the Apply
page.

Mew Protection Group

_ Apply
EE Please wait while we are installing and configuring required components, this may take a few minutes,

_ () [VBR12PostgreS0L] Deleting temporary folder

) [VBR12PostgreSQL] Registering client VBR12PostgreSQL for package Transport
Summary ) [VBR12PostgreSCL] Registering client VBR12PostgreSCL for package Veeam ...
(%) [VBR12PostgreSQL | Registering client VBR12PostgreSQL for package Veeam ...
) [VBR12PostgreS0L] Registering client VBR12PostgreSOL for package Veeam ...
() [VBR12PostgreSQL] Discovering installed packages

) All required packages have been successfully installed

() Creating configuration database records for installed packages

1) Creating database records for protection group

Name Message Duration

Type v Starting infrastructure item update process 0:00:03
() Deploying distribution service

Computers () [VBR12PostgreSOL] Connecting to Veeam Installer service
2 [VBR12PostgreSOL] Discovering installed packages

Options () [VBR12PostgreSQL] Creating temporary folder

o Q:% Package VeearDistributionSve.msi has been uploaded 0:00:01
() [VBR12PostgreS0L] Installing package Veeam Distribution Service 0:00:30

| < Previous  Finish

30. On the Summary page,

select Run discovery
when | click the Finish
checkbox and click Finish.

New Protection Group

_ Summary
EE Protection group settings have been saved successfully. Click Finish to exit the wizard,

Neie Summary:

Protection Group_Hyper-V Hosts was successfully saved.
Type

Computers
Options
Review
Apply

[ Run discovery when | click Finish

< Previous Next
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31. Ensure the operation is
complete without error
on the Agents discovery
session page.

Name: Rescan of Protection Group_Hyper-V Hosts Status: Success

Action type: Rescan Start time: 2/6/2023 6:55:13 PM

Initiated by: GOODDEALMART\csun End time: 2/6/2023 6:56:27 PM
MName T Status Message Duration
E:- HPHVD1 ) Success ) Job started at 2/6/2023 6:55:13 PM

) Performing rescan 0:01:10

(2 1 host processed
(© Job finished at 2/6/2023 6:56:27 PM

Close

32. Verify that the protection
group has been added.

v g € > &
= = & v
Addto | Rescan Detats Urintal Removefiom | il Unintall
Backup - Ervibing Conbainstion)| CB1 et Agut
Adions Mansge Host Manage Agent | Manage Plugins
ventory Qe inan ot

Vetial fairocire Name T p Address Sackiphgent | BpplcatinPhic | 105
B k01 101255205 192.168.0205  Onlne insalle Notinstalled  Microsoft Windows Server 2022 (2112, 64-)

4 @ Physical nfrastructure
£ Protecton Group Hyper-V Hoste
51 Manually Added
7 Unmanaged
5 FileShares
4 [ Lost24 Hours
(5 Faied

A rome

E inventory

a
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Add Veeam Agent to On-Premises Linux Physical machines

You can back up and restore the On-Premises physical machines running Linux operating systems.

Backup agents are installed on each computer by Veeam Backup & Replication.

Instructions

Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

W5l Veeam

2. Open the Veeam Backup O . .
& Replication Console, =R] Backup & Replication 12
and click Connect.
Type in a backup server name or P address, backup service port number,
and user credentials to connect with,
localhost q392
GOODDEALMART\csun
Password
+ | Use Windows session authentication
Save shortcut Connect Cloze
3. Select Inventory on the
Home page.
4. Onthe Inventory page,

select Physical
Infrastructure and click

Create Protection Group.

S
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5. Onthe Name page,
specify a protection group
name.

6. Give a brief description in
the Description field for
future reference and click
Next.

7. Select Specify protection
scope for the created
protection group on the
Type page and click Next.

e Individual
computers: add
specific
computers to the
protection group.

e Microsoft Active
Directory objects:
select this option
to add one or
several Active
Directory objects
to the protection
group.

e Computers from
CSV file: add to
the protection
scope computers
listed in a CSV file.

e Computers with
pre-installed
agents: create a
protection group
for pre-installed
Veeam Agents.

e Cloud machines:
select this option
to add Amazon

Mew Protection Group

Name

EE Type in & name and description for this protection group.

Type

Active Directory
Exclusions
Credentials
Options

Review

Apply

Summary

MName:

Protection Group_Linux Servers

Description:

Created by GOODDEALMART\csun at 2/7/2023 10:24 AM)

Cancel
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EC2 instances or
Microsoft Azure
virtual machines.

8. Click Add on the New Protection Group
Computers page. e A s oty
=
N Computers:
e Computer Account Add...
Options
Review
Apply
Summary
< Previous Cancel
9. Specify a DNS name or IP
address on the Add ; - s SREE LY. O T
Computer page.
10. From the Credentials list, | "= e = —
select a user account with | Add Computer x
administrative Host name or 1P address:
permissions on the | o e ‘
computerand dlick OK. e
11. If you need to set up i J Managesccotnts I Stoeed K Standard account..
credentials beforehand, e e R iy
click the Manage accounts = o
link or Add on the right.
12. Click Add in the
Credentials field, select
Stored and click Linux el |y v e

account.
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13. On the Credentials page,
Enter a user name in the
Username field.

14. Enter a password in the
Password field.

15. Enter 22 in the SSH port
field.

16. Select the Elvate account
privileges automatically
checkbox for a non-root
user with root account
privileges.

17. Select Add account to the
sudoers file checkbox.

18. Enter the password in the
Root password field.

19. Give a brief description in
the Description field for
future reference and click
OK.

Credentials >

= ¢ Username: |r_ar}r

5

Password: |uuuuu

SSHpork (22  |=

-

Mon-root account
Elevate account privileges autornatically
Add account to the sudoers file
[] Use "su” if "sudo” fails

Root password: [esessessss| by

Description:

cary

20. Click OK on the add
Computer page.

Add Computer X

Host name or IP address:

| ubuntu20ids |

Credentials:
| {:'t cary [cary, last edited: less than a day ago) V| | Add... |

Manage accounts

GK. Ca ncef.
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21. Click Test Now on the

Computers page.

Mew Protection Group

. Computers

EE Specify computers to include in this protection group,

Name Computers:
Computer Account
Type
L B ubuntu20045 cay B
| Remove J
Options
Review
Apply
Summary
Click Test Mow to validate the specified credentials. | Test Mow |
< Previous | Mext > Finish Cancel |
22. On the Guest Credentials GialmliaE i
TESt page and C|ICk Close' Mame - Status Action Duration
EA ubuntu20045 €9 Success () Starting credentials test
{2 Building hosts list
() Credentials test has been completed
2 Job finished at 2/7/2023 11:00:24 AM
Close
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23. Click Next on the
Computers page.

Mew Protection Group

Computers
EE Specify computers to include in this protection group,

Options
Review
Apply

Summary

Name Computers:
Computer Account Add...
%
oty B ubuntu200as cary T
Remove

Click Test Mow to validate the specified credentials.

< Previous Mext > Cancel
24. On the Options page, in New Protection Group x
. . Options

the D|5C0V€ry SeCtlon' EE Specify a machine discovery schedule and agent deployment options,

define the schedule for

aUtomaﬁc com pUter e D‘S?::::n protection group every:

discovery within the L ® Dy stihistime [ 900PM 5] [Fverydy

sco pe of the prOtecﬁon Computers (O Periodically every: | Hours

-'| Deployment

gr‘ou p. Distribution server:

25 I h D I Review VBR12PostgreS0L.gooddealmart.ca Add...
. n t e ep Oyment Apply Protected machines will download backup agents from this server.
section, select a Microsoft il b bt
. SR nstall changed black tracking driver (for Windows machines onl
Windows server from the ] il hanged lock acking s for Windows mchines o)
i . . . [ Install application plug-ins: configure plug-insto be installed Configure...

Distribution server list to

serve as a distribution [[] Perform reboot automatically if required

server.
26. Select the |nSta|| BaCku p Customize advanced protection group settings such as e-mail notifications. Advanced...

agent checkbox. s =

27. Click Advanced to
customize advanced
protection group settings.
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28. On the Advanced Settings

page, specify the below
settings that will be
deployed on computers
included in the protection
group and click OK.

e Limiting
bandwidth
consumption:
specify the
maximum speed
for transferring
backed-up data
from the Veeam
Agent computer
to the target
location.

e Restrict metered
connections
usage: Veeam
Agent
automatically
detects metered
connections and
does not perform
backup when
your computer is
on such
connection.

e Restrict VPN

connection usage:

Veeam Agent for
Microsoft
Windows will

Advanced Settings

Agent for Windows  Naotifications

Metwork
[] Limit bandwidth consumption to: || + | IMbps
Restrict metered connections usage
[] Restrict VPN connections usage
[] Restrict Wi-Fi usage to these networks:

S5ID

Backup I/Q control
(® Throttle agent activity on: | Workstations only
(0 Do not throttle agent

Security

[ Allow file level recovery without administrative account

Add...

Remove

Cancel
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automatically
detect a VPN
connection and
not perform a
backup when the
Veeam Agent
computer is on
such a
connection.

Restrict Wi-Fi
usage to these
networks: restrict
usage of wireless
networks for
Veeam Agent
running on
Microsoft
Windows
workstations.

29. Backup 1/0O settings: You
can instruct Veeam Agent
for Microsoft Windows to
throttle its activities
during backup.

Throttle agent
activity on the
type of computers
to throttle Veeam
Agent backup
activities:
Workstations,
Servers, or All
hosts.
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30. Security settings: You can

allow user accounts that
do not have
administrative privileges
on a Veeam Agent
computer to perform a
file-level restore on this
computer.

31. On the Advanced page, EEaTEd Seings
select Notifications. Agent for Windows Matifications
[ Send daily agent status report e-mail to the following recipients:
Type in one or more e-moil addresses separated by semicolon
1:00PM S

Use global notification settings

Use custom notification settings specified below:

[elobResult®e] %PGMName™: (SFoundCount? new hosts found (%TotalCot
Motify on success
Maotify on warning
Motify on error
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32.

33.

34.

On the Notification page,
select Send daily agent
status report e-mail to the
following recipients:
checkbox and enter an
email address.

Enter several addresses
separated by a semicolon.

You can use global
notification settings or
specify custom
notification settings and
click OK.

Advanced Settings
Motifications

Agent for Windows

Send daily agent status report e-mail to the following recipients:

|csun@guoddea|mart.ca

-

Send daily summary at: 10:00PM 5

(@ Use global notification settings

(7 Use custom notification settings specified below:

[elobResult®e] %PGMName™: (SFoundCount? new hosts found (%TotalCot

Motify on success
Maotify on warning

Motify on error

Save As Default

Cancel
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35. On the Options page, click
Next.

Mew Protection Group

~ Options
EE Specify a machine discovery schedule and agent deployment options,

Name Discovery
Rescan protection group every:

Type ® Dallyatthistime: | 300PM 3| |Everyday. v| [

Computers (O Periodically every: | | | Hours

Distribution server:

Review | VBR12PostgreSQL.gooddealmart.ca v- | Add..
Aoph Protected machines will download backup agents from this server.
PP
Install backup agent
Summary

[] Install changed black tracking driver (far Windows machines anly)
[ Install application plug-ins: configure plug-insto be installed Configure...
Auto-update backup agents and plug-ins

[ Perform reboot autamatically if required

Customize advanced protection group settings such as e-mail notifications.

<Previous | | Next> Finish Cancel
Mew Protection Group
36. Click Apply on the Review o
Review the settings, and click Apply to continue.
page. §u
Name The following components will be processed on VBR12PastgreSQL.gooddealmart.ca:
Component name Status
Type
Transport already exists
Computers Veeam Distribution Service already exists
Veeam Agent for Linux Redistributable already exists
Options Veeam Application Plug-ins Redistributable already exists
Apply
Sumrmary

< Previous ‘Apply Fach || Cancel
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37. Click Next on the Apply
page.

Mew Protection Group

Apply

MName

Type

Computers

Opticns

Review
(e

Summary

EE Please wait while we are installing and configuring required components, this may take a few minutes,

Message D1

() Deploying distribution service

() [VBR12PostgreSOL] Connecting to Veeam Installer service

2 [VBR12PostgreSOL] Discovering installed packages

() [VBR12PostgreSQL] Registering client VBR12PostgreSCL for package Transport
) [VBR12PostgreSQL] Registering client VBR12PostgreSQL for package Veeam ...
() [VBR12PostgreS0L] Registering client VBR12PostgreSQL for package Veeam ...
() [VBR12PostgreSQL] Registering client VBR12PastgreSQL for package Veeam ...
v [VBR12PostgreSOL] Discovering installed packages

(0 All required packages have been successfully installed

() Creating configuration database records for installed packages

{2 Creating database records for protection group

uration

v Starting infrastructure item update process 0:00:03

| < Previous  Finish

38. On the Summary page,
select the Run discovery
when | click the Finish
checkbox and click Finish.

New Protection Group

Summary

Name
Type
Computers
Options
Review
Apply

EE Protection group settings have been saved successfully. Click Finish to exit the wizard.

Summary:

Protection Group_Linusx Servers was successfully saved.

4 Run discovery when | click Finish

< Previous
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39. Verify the Machine rescan

result and click Close.

Action type: Rescan
Initiated by: GOODDEALMART\csun

MName: Rescan of Protection Group_Linux Servers Status: Success

Start time: 2/7/2023 2:30:07 PM
End time: 2/7/2023 2:33:09 PM

Name T Status Message Duration
FA\ ubuntu20043 @ Success () lob started at 2/7/2023 2:30:07 PM
) Performing rescan 0258
) 1 host processed
& Job finished at 2/7/2023 2:33:09 PM
Close

40. Verify that the protection
group has been added.

Protection Group

EXEy 9

PRy E——
4 [f] stndalone Hosts
[ Hevor
4 2 Physcal nfrasructure
51 Protecton Group_Hyper-V Hosts
' Protection Group.Linux Severs
£ Manully Added

P ubunta20045

4 [ Lest24 Hours
S Success
[ Faied

A o

& toventory

Edt Disable Remove Rescan Addto  Set
Group Backup - Location *
Manage Protection Group Adions Detaie
inventory Q Tpe in nctjectname
4 Vinual nfresructure Name 1

1P Address LastSeen Backup Agent

7 Application Plu
101120 Crline nstaled Notinstaled

Buikd 12001402

os

Ubunt 20045 LTS

Enter
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Backup Repository

Veeam stores backup files and metadata for replicated virtual machines in a backup repository.

You can use the following storage types to set up a backup repository:

e Microsoft Windows server with local or network storage.
e Linux server with local or network storage.

e Linux server with a hardened repository.

e SMB (CIF) share network attached storage.

e NFS Share network attached storage.

e Deduplicatings storage appliances.

e Object storage.

Do not configure multiple backup repositories pointing to the exact location or using the same

path.
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Add the Microsoft Windows server’s local directory as a Backup

Repository

You can add the following types of storage to the Microsoft Windows server as a backup

repository:

e Alocal disk.

e Adirectly attached disk-based storage (such as a USB hard drive).

e SCSI/FC SAN LUN in case the server is connected to the SAN fabric.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console and
click Connect.

- x
Nl Veeam
=iN] Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Select Backup
Infrastructure on the
Home page.

4. Select Backup
Repositories on the
Backup Infrastructure
page.

5. Right-click Backup
Repositories and select
Add backup repository.

Backup Repository

2dd Rescan
Repository
Manage Repository  Tools

Backup frastucture Qipeinanoti

& BackupProsis
Sackup Reposiories

UsedSpace | Descrption

08 Crested by GOODDEALMAY

Type Hos Path Copacity s

p Reposito indous VBRI 2Postgre ackups
“Add backup repository. p Repository Wind BR12Postgres...  C\Back 126468 984GB

Rescan

3 Senvice Providers
4 Surebackup
& Application Groups
& Vinual Labs

Mictosoft Hyper-V.
Linux

4 (5 smB
W Standalone Hosts

A tiore

5 fies

6. Select Direct attached
storage on the Add
Backup Repository page.

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
mavers to run directly on the server, allowing for fastest performance,

Netwaork attached storage

—fo  MNetwork share on a file server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance

Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance API, use the network attached
storage option instead,

:’,‘.; Object storage
¥ On-prem object storage system or a cloud cbject storage provider.

Cancel
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7. Select Microsoft Windows

on the Direct Attached
Storage page.

©

Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository,

Microsoft Windows

Adds local storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recormnmend using ReF5.

Linux

Adds local storage or locally mounted MFS share, For better performance and storage efficiency, we recommend

using ¥FS, The Linux server must use bash shell, and have 55H and Perl installed,

Linux (Hardened Repository)

Requires a Linux server with internal or direct attached storage. This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have 55H installed. For

reduced attack surface, minimal Linux installation is highly recommended,

Cancel
8. Onthe Name page, New Backup Repository
Mame
Speclfy a Backu p Typein a name and description for this backup repository.
Repository name. ‘ .
9. Give a brief description in e Bk epoibony- Sty Wi
L. . Description:
the DeSCFIptIOI"I field for Repository Created by GOODDEALMART\csun at 2/7/2023 12:26 PM,
future reference and click Mount Server
NeXt. Review
Apply
Summary
Cancel
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10. On the Server page, select New Backup Repository X
. . Server
th e M |Crosoﬂ Wl n d OWS Choose repository server, You can select server from the list of managed servers added to the console,
server from the
MName Repaository server:
i - | STORAGE-WIN (Created by GOODDEALMART\csun at 2/3/2023 1:12 PM.) ~| | Add New...
eposttory server drop s E &
H . Path 2 Capacity Free | Populate |
down list and click Repository
Populate Mount Server
Review
Apply
Summary
< Previous Finish Cancel
11. Select the disk and click NS X
Server
N eXt, Choose repository server. You can select server from the list of managed servers added to the console.
Mare Repository server:
_ | STORAGE-WIN (Created by GOODDEALMART\csun at 2/3/2023 1:12 PM.) ~| | AddNew.. ‘
Path o Capacity Free Populate ‘
Repository - 294 GB 15.5GB
MLk Serser @D 1269 GB 1256 GB
Review
Apply
Summary
- Previous Finish Cancel
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12. On the Repository page,
click Populate to review
the disk capacity and free
space.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

MName Location
Path to folder:
‘D:\Backups | Browse..
E Capacity,  <Unknown> | Populate

== Freespace: <Unknown>

Mount Server

Load control

Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Centrol storage device saturation with the following settings:
Apply Limit maximum concurrent tasks to: |4 &
Summary [] Lirnit read and write data rate to: 1 =+/MB
Click Advanced to customize repository settings. Advanced...

< Previous Finis Cancel

13. Use the Load control
settings to manage the
load on the backup
repository and avoid
storage 1/0.

14. Click Advanced.

New Backup Repository X

Repository
Type in path to the folder where backup files should be stered, and set repository load contrel options.

Name Location
Path to folder:
Server D:\Backups Browse...

== Capacity 126.9GB | Populate
—
W= Freespace: 125.6 GB

Mount Server

Load control

Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Apply Limit maximum concurrent tasks to: 4 »}

Summary [ Limit read and write data rate to: 1 24 MB

Click Advanced to customize repository settings.

< Previous Mext > Finis! Cancel
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15. On the Storage
Compatibility Settings,
select Align backup file
data blocks
(recommended) checkbox

16. Select Use per-machine
backup files and click OK.

Note:

Select Decompress backup file
data blocks before storing if
you use a deduplicating
storage feature or appliance.

Storage Compatibility Settings x

Align backup file data blocks ([recommended)
Significantly improves backup and restore performance while reducing storage
CPU usage by avoiding unaligned |/0. Increases backup size by less than 2%,
[] Decompress backup file data blocks before storing

Source data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
for better deduplication ratio on moest deduplicating storage appliances.

[] This repository is backed by rotated drives
Backup jobs pointing to this repository will tolerate the disappearance of

previous backups by creating a new full, and track the repository volume
lzcation across unintentional drive letter changes.

Continue existing backup chains (if present)

Use per-machine backup files (recommended)
Improves backup performance for storage devices benefiting from multiple [/0
strearns, such as enterprise grade block storage and deduplicating storage
appliances. Enables additional backup management functionality.

17. Click Next on the New Backup Repository X
. Repository
Re pos ito ry page. Type in path to the folder where backup files should be stored, and set repository load control options.
Name Location
Path to folder:
Server D:\Backups Browse...

I = o wssce =

W Free space: 125.6 GB
Mount Server
Load control
Review Running too many concurrent tasks against the repository may reduce overall perfformance, and
cause |/O timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: 4

Summary [0 Limit read and write data rate to:

Click Advanced to customize repository settings.
< Previous Next > Cancel
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18. Select a mount server Nei Balkuji Repoditdly
from the Mount server ,:: ;’tfit’sm“ il e i P e
drop-down list on the - S
M ou nt Se rver page semer STORAGE-WIN (Created by GOODDEALMART\csun at 2/3/2023 1:12 PM.) | | Add Mew...
19. Select a folder in the sy o E gtk B e
Instant recovery write | e o W rcoetmise ey i dnts e ok o Y
cache folder field for e
writing cache during :FP'}’ wPower NFS service is not used for instant recovery to s Microsoft Hyper-V VM.,
e
mount operations.
20. Unselect Enable vPower
NFS service on the mount
server because the
vPower NFS service is not P —
used for instant recovery
to a Microsoft Hyper-V
VM.
21. Click Next.
22. On the Review page, click New Bacup Repository
Apply_ ‘r-': — g\ee:isee\:re\riewthe setéings, and:click Apply to continue:
23' Se|ECt the Sea rCh the :a;: The folloewing components will be processed on server STORAGE-WIN:
repository for existing e :mzmtm S‘ttdym
backups and import them Rty Mount Server will be installed
automatically checkbox if Wount Server
the backup repository e
contains backups :Fplmw
previously created with '
Veeam Backup &
Replication.
24. Select the Import guest [ Search therapo.si.to.ryfo.r existing ha-.'_k.u.ps.and ir.r!portthem automatically
file system index data to o -
the catalog checkbox if
the backup repository
contains guest file system
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index files previously
created by Veeam Backup

& Replication.

25. Click Next on the Apply

page.

Mew Backup Repository
Apply

MName

Server
Repository
Mount Server
Review

Summary

Please wait while backup repository is created and saved in configuration, this may take a few minutes,

Message Duratien
) [STORAGE-WIN] Discovering installed packages

) [STORAGE-WIN] Creating temporary folder

(2 Package VeeamMountService.msi has been uploaded 0:00:02
) Package VeeamDeploymentSvc.exe has been uploaded

() Package VeeamDeploymentDil.dll has been uploaded

) Package VeeamGuestAgent x26.msi has been uploaded

1) Package Veeam GuestAgent_x64.msi has been uploaded

() [STORAGE-WIN] Installing package Mount Server 0:01:10
) [STORAGE-WIN] Deleting temporary folder

() [STORAGE-WIN] Registering client VBR12PostgreSCL for package Tran...

(2 [STORAGE-WIN] Registering client VBR12PostgreSQL for package Mou..,

2 [STORAGE-WIN] Discovering installed packages

() All required packages have been successfully installed

) Detecting server configuration

() Creating configuration database records for installed packages

1) Collecting backup repository info

) Creating database records for repository

() Backup repository has been saved successfully

-_Nexh Finist

26. Click Finish on the

Summary page.

New Backup Repository

Summary

MName

Senver
Repositary
Mount Server
Review

Apply

You can copy the configuration information below for future reference.

Summary:

Mlmdnws backup repository 'Backup Repository-Storage-Win' was successfully saved.

Mount host: STORAGE-WIN
Account: GOODDEALMART\csun
Backup folder: D:\Backups

Write throughput: unlimited

Max parallel tasks: 4
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27. Verify that the new
. X E% Q8
Backup Repository has Bl

Remove | Proxy SetAccess  Set | Rescan

Repository Reposiory  Affinity Permissions Location *
Manage Repasitory

been added. PRm—

& BackupProsis

Backup Repository

Manage Settings Toals

Type
Backup Repostories

ot Path Copacity | Free | UsedSpace | Description

ackup Repository-Storage-Win Windows: STORAGEWIN  DABackups 126968 1256G8 08 Created by GOODDEALMAR
Extemal Repositories fault Backup Repository Windows VBRIZPostgreS..  ChBackups 126468 984GE
Scale-out Repositories

£5 WAN Accelrators

05 Creted by GOODDEALMAY
3 SeniceProviders
4 G Sueaciap

i Applicaton Groups

4 [ Microsoft Hyper-V
[f Stancalone Hosts
[l Microsoft Windows
EA Linux
PR
1 Standalone Hosts.

A tiore
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Add the Linux server’s local directory as a Backup Repository

You can add the following types of storage to the Linux server as a backup repository:

e Alocal disk.

e Adirectly attached disk-based storage (such as a USB hard drive).

e NFSshare.

e SCSI/FC SAN LUN in case the server is connected to the SAN fabric.

Instructions Screenshot (if applicable)

Backup and replication

manager server. Nnl Veeam
2. Open the Veeam Backup =f] Backup & Replication 12
& Replication Console,

and click Connect. . .
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3.

4.

On the Home page, select
Backup Infrastructure.

On the Backup
Infrastructure page, select
Backup Repositories.
Right-click Backup
Repositories and select
Add backup repository.

Backup Repository

2dd Rescan
Repository
Manage Repository  Tools

Backup Infrastructure:

& BackupProsis Tope Host eath ree

Sackup Reposiories e Windows STORAGEWIN D scups s 125668
el Repositoris pstory Windows VBRI 2Postres.. CBackups 126468 S85G8 05 Crested by
b0 Hdend dburti20045 fmntbsckupf bckups 126968 12668 08 Crested by

£ WA Accslrstors
3 Senvice Providers
4 Surebackup
& Application Groups
& Vinual Labs

Mictosoft Hyper-V
] Sandslone Host

A Linux
4 (5 smB
W Standalone Hosts

A tiore

5 fies

Select Direct attached
storage on the Add
Backup Repository page.

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
mavers to run directly on the server, allowing for fastest performance,

Network attached storage

—fo  MNetwork share on a file server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance

Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance APl, use the network attached
storage option instead,

:"‘g‘ Object storage
%M¥  On-prem object storage system or a cloud cbject storage provider.

Cancel
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7. Select Linux on the Direct Direct Attached Storage
Attached Storage page. @ Select the operating system type of a server you want to use as a backup repository.

mll Microsoft Windows
[ |

Adds local storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recommend using ReF5.

" Linux
& Adds local storage or locally mounted NFS share, For better performance and storage efficiency, we recommend
using XFS. The Linux server must use hash shell, and have S5H and Perl installed.

J\ﬂ Linux {Hardened Repository)

Requires a Linux server with internal or direct attached storage, This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have 55H installed. For
reduced attack surface, minirmal Linux installation is highly recommended.

Cancel

8. Onthe Name page, New Backup Repository
- Name
Type in a name and description for this backup repository.

specify a Backup

Repository name.

MName:

| Backup Repository_ubuntu20043

9. Give a brief description in

Server
the Description field for Repostany Dz:::ti:ln;GoonDEALMArmcsun 27772023 347 BM.
future reference and click Mount Server
Next.

Apply

Summiary
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10. On the Server page, select New Backup Repository x
. Server
th e Ll nux server fro m th e Choose repository server, You can select server from the list of managed servers added to the console,
Repository server drop-
Name Repaository server:
down list and click _ | ubuntu20045 (Created by GOODDEALMART\csun at 2/7/2023 2:42 PM.) v| | Add New... |
Path 2 Capacity Free | Populate |
Populate. T
Mount Server
Review
Apply
Summary
e I
11. Select the disk and click el R
Server
N eXt, Choose repository server. You can select server from the list of managed servers added to the consele.
Neine Repositary server:
T | | ubuntu20045 (Created by GOODDEALMART\csun at 2/7/2023 2:42 PM.) || AddNew.. |
Path o Capacity Free Populate |
Reiposiany B/ (/dev/mapper/ubuntu--vg-ubuntu--) 9.7 GB 37 6GB
Wsint Seriee @@ /boot (/dev/sda2) 1.7GB 1.4GB
@ /boot/efi (/dev/sdal) 9511 MB 9455 MB
R @ /dev (udev) 9151MB 9151 MB
@ /dev/shm (tmpfs) 959.2 MB 959.2 MB
Apply @ /mnt/backupxfsd] (/dev/sdb) 126.9 GB 126 GB
< @ /run (tmpfs) 191.8 MB 190.9 MB
ummary & /run/lock (tmpfs) 5ME 5 MB
/snap/core20/1611 (/dev/loopl) 62 MB 0B
/snap/core20/1778 (/dev/loop3) 634 MB 0B
fsnap/lxd/22753 (/dew/loop1) 67.9 MB 0B
fsnap/lxd/24067 [/dev/loop3) 91.9 MB 0B
/snap/snapd/17883 (/dev/loop2) 49.6 MB 0B
fsnap/snapdy/17950 {/dev/laapd] 199 MB 0B
@ /sys/fs/cgroup (tmpfs) 959.2 ME 959.2 MB
= o
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12. On the Repository page,
click Browser for Path to
folder.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository lead control options.

Name Location
Path to folder:
H Browse...
E Capacity,  <Unknown> Populate

W= Freespace: <Unknown>

Mount Server

[ Use fast cloning on XFS volumes (recommended)
P Reduces storage consumption and improves synthetic backup performance.

[ Make recent backups imrnutable for |7 = |days
Bpply B
RS Protects backups from modification or deletion by ransomware or hackers. GFS full backups are

5 made immutable for the entire duration of their retention policy.
ummary
Load control

Running too many concurrent tasks against the repositery may reduce overall peformance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4

[ Limit read and write data rate to: 1 : | MB#s
Click Advanced to customize repository settings. o Advanced
< Previous Mext > Finr Cancel
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13. On the Select Folder page,
expand the server.

14. Select the
NonHardenedBackups
folder and click OK.

Select Folder

Folders:

| dev
7 etc
| home
B ik
| lib32
7 lik64
| libx32
 lost+found
| media
4 B mnt
4 [ backupxfs01
77 backups
 MonHardendedBackups
4 opt
| proc
1 root
| run
i sbin
| snap
8 srv

sy

Mew Folder | |

Cancel
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15. On the Repository page,
click Populate.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

MName Location
Path to folder:
‘fmntfbaLkuprsDUNnnHardendedEackups || Browse...
=== Capacityy <Unknown:> Populate
=]

W= Freespace: <Unknown>

Mount Server

Use fast cloning on XF5 volumes (recommended)

Review Reduces storage consumption and improves synthetic backup performance.

o Load control

ARPY Running too many concurrent tasks against the repository may reduce overall performance, and

5 cause |/0 timeouts. Control storage device saturation with the following settings:

umma
2, Limit maximum concurrenttasks to: 4 &
[ Limit read and write data rate to; s
Click Advanced to customize repository settings. Advanced...
< Previous Mext > Fini Cancel
16. On the Repository page, New Backup Repository X

select Use fast closing on
XFS volumes.

17. Use the Load control
settings to manage the
load on the backup
repository and avoid
storage I/0O timeouts.

18. Click Advanced.

Repository
Type in path to the folder where backup files should be stered, and set repository load contrel options.

Name Location
Path to folder:

‘fmntﬂ’bar.kuprsOUNDnHardendedEackups Browse.

== Capacity 126.9GB
—
W= Freespace: 126 GB

Mount Server

Use fast cloning on XFS volumes (recommended)

Review Reduces storage consumption and improves synthetic backup performance.

Aok Load control

AppY Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:

Summary

Limit maximum concurrenttasks to: |4 &

[] Limit read and write data rate to: 1 :

Click Advanced to customize repository settings. Advanced...

< Previous Mext > Fini Cancel

227




Chapter 3 Configuration

19. On the Storage Storage Compatibility Settings x
Compatibility Settings,
. . Align backup file data blocks ([recommended)
select Allgn backup file Significantly improves backup and restore performance while reducing storage
data blocks CPU usage by aveiding unaligned /0. Increases backup size by less than 2%,
(recommended) checkbox [] Decompress backup file data blocks before storing
. Source data mover compresses data according to the backup job compression
20. Select Use per'maChme settings to minimize LAN traffic. Uncompressing the data before storing allows
backup files and click OK. for better deduplication ratio on moest deduplicating storage appliances.
[] This repository is backed by rotated drives
Note: Backup jobs pointing to this repository will tolerate the disappearance of
) previous backups by creating a new full, and track the repository volume
lzcation across unintentional drive letter changes.
Select Decompress va drive is changed
backup file data blocks Continue existing backup chains (if present)
before storing if you use a Use per-machine backup files (recommended)

- Improves backup performance for storage devices benefiting from multiple [/0
dedupllcahng storage strearns, such as enterprise grade block storage and deduplicating storage
feature or app“ance_ appliances. Enables additional backup management functionality.

21. On the Repository page, New Backup Repository X
. Repository
CI |Ck NeXt Type in path to the folder where backup files should be stored, and set repository load control options.
Name Location
Path to folder:
Server [/mnt/backupxfs01/NonHardendedBackups Browse...
I = o e
. ) = Free space: 126 GB
Moy o= A Use fast cloning on XFS volumes (recommended)
Revie: Reduces storage consumption and improves synthetic backup performance.
g’ Load control
PPy Running too many concurrent tasks against the repository may reduce overall performance, and
. . cause /O timeouts. Control storage device saturation with the following settings:
e [ Limit maximum concurrent tasks to: 4 =
[ Limit read and write data rate to:
Click Advanced to customize repository settings. Advanced...
< Previous Next > Cancel
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22. Select a mount server Nl Backi Re ooy
———,  Mount Server
fro m the M ount server ‘ri = : Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
= Instant recoveries require a write cache folder to store changed disk blocks in.
drop-down list on the _—
Name ount server:
Mount Se rver page_ : VBR12PostgreSQL gooddealmart.ca (Backup server) | | Add Mew...
. Instant recovery write cache folder:
23' SeIECt a f0|der In the Repository |C:\ProgramData\Vaaam\Ear_kup\\RCache\ Browse...
Instant recovery write | i s Wertit oo e e
. Review Enable vPower NFS service on the mount server (recommended) Ports...
caChe f0|der ﬁeld for - Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
writing cache durin Apply wPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,
g g Summary
mount operations.
24. Select Enable vPower NFS
service on the mount
server (recommend) and
click Ports. P e
25. Review the ports settings vPower NFS Port Settings W
on the vPower NFS Port
Settings and click OK. Mount port: 1062 £

Mount acceptor port of vPower NF5 service,

vPower NFS port: (2049 =
MF5 acceptor port of vPower NFS service,
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26.

Click Next on the Mount
Server page.

New Backup Repository

Mount Server
Specify a server to mount backups to when p 9 d restores (file,
Instant recoveries require a write cache folder to store changed disk blocks in.

> 4

item and instant VM recoveries).

Name Mount server:
VBR12PostgreSQL.gooddealmart.ca (Backup server) v | Add New...

Instant recovery write cache folder:
Repository C:\ProgramData\Veeam\Backup\IRCache\ Browse...

Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered machines. We recommend placing the write cache folder on an SSD drive.

Review [ Enable vPower NFS service on the mount server (recommended) Ports...
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.

Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM.

Summary

< Previous Cancel

27.

28.

29.

Click Apply on the Review
page.

Select the Search the
repository for existing
backups and import them
automatically checkbox if
the backup repository
contains backups
previously created with
Veeam Backup &
Replication.

Select the Import guest
file system index data to
the catalog checkbox if
the backup repository
contains guest file system
index files previously
created by Veeam Backup
& Replication.

Mew Backup Repository
Review
Please review the settings, and click Apply to continue,

The follewing components will be processed on server VBR12PostgreS0L.gooddealmart.ca:

Name
Component name Status
Server
Transport already exists
Repository vPower NFS already exists
Mount Server already exists
Mount Server

Apply

Summary

[[] Search the repository for existing backups and import them automatically

< Previous Apply Finist | cancel
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30. Click Next on the Apply Nl i et
page. s

Please wait while backup repository is created and saved in configuration, this may take a few minutes,

MName

Message Duratien
Server v Starting infrastructure item update process 0:00:03
) [VBR12PostgreSQL] Discovering installed packages
Repository (2 [VBR12PostgreSQL ] Registering client VBR12PastgreSQL for package Tr..
) [VBR12PostgreS0L] Registering client VBR12PostgreSQL for package v...
Mount Server () [VBR12PostgreSQL] Registering client VBR12PostgreSCL for package ..,
) [VBR12PostgreSQL] Discovering installed packages
Review

120 All required packages have been successfully installed

_ () Detecting server configuration

v Reconfiguring vPower NFS service

Summary ) Creating configuration database records for installed packages
(2 Collecting backup repository info 0:00:03
2 Creating database records for repository 0:00:05

() Backup repository has been saved successfully

31. Click Finish on the New Backup Repository

Summary
You can copy the configuration information below for future reference.

Summary page.

MName Summary:
me( backup repository 'Backup Repository_ubuntu20045' was successfully saved.
Senver
Mount host: VBR12PostgreSQL.gooddealmart.ca
Repository Backup folder /mnt/backupxfs01/NonHardendedBackups
Write throughput: unlimited
Mount Server Max parallel tasks: 4
Fast cloning on XFS velumes: enabled
Review
Apply
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32. Verify that the Linux
Backup Repository has

been added.

Backup Repository

X &M Q

A Edt  Remove | Proxy SetAccess  Set
Repository Reposiory  Affinity Permissions Location *

Mansge Repostory Mansge seting: Tools
Backup Infrastructure (Q Type in omobject name tosearch fo
) Backup Proves N Type eath Copacty  Free
Backup Reposiories Backup Repository-Storage-Win Windows STORAGE-WIN  DABackups 126968 1256G8 0B Crested by
Extemal Repositoies Backup Repsitor,ubuntu20045 inoe Ubunti20045 /mntfbackupdsdi/Nontarden.. 12698 126G 08 Crested by
il Scole-out Repositories Defaul Backup Reposiry Vindows VeRIZPostgres..  CABackups 126468 985G 08 Crested by
£ WA Accslrstors h Hardened Backup Repository ubuntu20..  Hordened Ubunti20045  fmot/backupds01 backups 126968 1263 08 Crested by

enice Providers
4 Surebackup
& Application Groups
& Vinual Labs
fansged Semvers
Microsoft Hyper-V
[f Stancalone Hosts

W Standalone Hosts

A tiore
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Add the Linux server’s local directory as a Hardened Backup
Repository

You can add a hardened repository based on a Linux server to your backup infrastructure to
protect your backup files from loss due to malware activity or unplanned actions. The hardened

repository supports the following features:

e Immutability: You specify the period when you add a hardened repository, and backup
files must be immutable.

e Single-use credentials: Credentials will only be used once to add the Linux server to the
backup infrastructure. The backup infrastructure does not store these credentials.
Therefore, the attacker cannot access the hardened repository even if the Veeam Backup
& Replication server is compromised.

Instructions Screenshot (if applicable)
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Backup and replication

manager server. Na Veeam
2. Open the Veeam Backup =i} Backup & Replication 12

& Replication Console,

and click Connect. ‘ .
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
T —r—

OUVUUUEALIVIARI\CSUN

Password

v Use Windows session authentication

Save shortcut Connect Close

3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select

Type ot Path Gopacty  Free  UsedSpace
Windows STORAGEWIN  Di\Backups 126968 12568
Windows VBRIZPostgres..  CABackups 126468 98568

by GOODDEALMAR
by GOODDEALMAR

Backup Repositories.
5. Right-click Backup

Repositories and select

Add backup repository.
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6. Select Direct attached
storage on the Add
Backup Repository page.

Add Backup Repository

Select the type of backup repository you want to add.

*
v

k]
L]

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
mavers to run directly on the server, allowing for fastest performance,

Network attached storage

Metwaork share on afile server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance

Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance APl, use the network attached
storage option instead,

Object storage

On-prem object storage system or a cloud object storage provider,

Cancel

7. Select Linux (Hardened
Repository) on the Direct
Attached Storage page.

©

Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository,

Microsoft Windows

Adds local storage presented as a regular volume or Storage Spaces, For better performance and storage
efficiency, we recornmend using ReF5.

Linux

Adds local storage or locally mounted NFS share, For better performance and storage efficiency, we recommend
using ¥FS. The Linux server must use bash shell, and have S5H and Perl installed,

Linux {Hardened Repaository)

Requires a Linux server with internal or direct attached storage. This configuration enables protection against
cybersecurity threats with immutable backups, The Linux server must use bash shell and have 55H installed. For
reduced attack surface, minirmal Linux installation is highly recommended,

Cancel
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8.

On the Name page,
specify a Backup
Repository name.

Give a brief description in
the Description field for
future reference and click
Next.

Mew Backup Repository

Name
Type in a name and description for this backup repository.

| Hardened Backup Repository_ubuntu20045

Server

Description:
Repository Created by GOODDEALMART\csun at 2/7/2023 257 PM|
Mount Server
Review
Apply
Summary

10. On the Server page, select New Backup Repository
Server
the LlnuX server from the Choose repository server. You can select server from the list of managed servers added to the console.
Repository server drop- ooy e
dOWh “St and C|iCk .| ubuntu20043 (Created by GOODDEALMART\csun at 2/7/2023 2:42 PM.) v | Add New..
Path Z Capacil Free Populate |
Populate. sy ’ il .
Mount Server
Review
Apply
Summary
= Previous Finist Cancel
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11. Select the disk and click N L A "
. Server
N ext_ ] Choose repository server, You can select server from the list of managed servers added to the console,
1
Name Repository server:
| ubuntu20045 (Created by GOODDEALMART\csun at 2/7/2023 2:42 PM.) vl | Add New... |
Path 2 Capacity Free | Populate
Repositdry @/ (/dev/mapperfubuntu-—vg-ubuntu--Iv) 9.7G8 3768
[ S @ /boot (/dev/sda2) 1.7GB 14GB
@ /boot/efi (/dev/sdal) 951.1 MB 9459 MB
Review @ /dev (udev) 9151MB 9151 MB
@ /dev/shm (tmpfs) 959.2 MB 959.2 MB
Apply @ /mint/backupxfs0] (/dev/sdb) 126.9 GB 126 GB
@ /run (tmpfs) 1918 MB 180.3 MB
S @ /run/lock (tmpfs) 5M8 5 MB
fsnap/core20/1611 (Ydev/loopd) 62 MB 0B
/snap/core20/1778 (/dev/loop3) 634 MB 0B
fsnap/lxd/22753 (/dev/loop1) 67.9 MB 0B
fsnap/lxd/24067 [/dev/loop3) 91.9 MB 0B
/snap/snapd/17883 (/dev/loop2) 49.6 MB 0B
fsnap/snapd/17950 {/dev/loapd) 499 ME 08
@ /sys/fs/cgroup (tmpfs) 959.2 MB 959.2 MB
< Previous Finist Cancel
12. On the Repository page, L et ®

click Browser for Path to
folder.

Repository
Type in path to the folder where backup files should be stored, and set repository lead control optiens.

Name Location
Path to folder:
Server “ Browse...
— |
Capacityy  <Unknown> p Iat:
e Capacity: opulate

W=¥  Freespace: <Unknown>

Mount Server

[ Use fast cloning on XFS volumes (recommended)

Review Reduces storage consumption and improves synthetic backup performance.
[[] Make recent backups immutable for: | = | days
Apph o L=
REY Protects backups from modification or deletion by ransomware or hackers. GFS full backups are
made immutable for the entire duration of their retention policy.
Summary

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4

[ Limit read and write data rate to: 11 2 vIBfs

Click Advanced to customize repository settings.

< Previous Mext > sh Cancel
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13. On the Select Folder page, Select Folder =
expand the server.
14. Select the backup folder Folders:
and click OK. 4 EA ubuntu20045 ~
b ES bin
| boot
1 dev
| etc

| home
| liky
7 lib32
| lik64d
7 libx32
| lost+found
| media
4 [ mnt
4 [T backupxfs0l
~ backups
0 opt
| proc
J root
| run
7 =bin

| snap
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15. On the Repository page,
click Populate.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder:
Server ‘L’mntﬁ‘ba(kupr;ﬂ'\[backups Browse...

| === Capacityy <Unknown:> Populate
—]

W= Freespace: <Unknown>
Mount Server 2
Use fast cloning on XF5 volumes (recommended)

P Reduces storage consumption and improves synthetic backup performance.

Make recent backups immutable for: 7 2 days
Apply =l
APy Protects backups from modification or deletion by ransomware, malicious insiders and hackers. GFS
backups are made immutable for the entire duration of their retention policy.

Summary

Load control
Running too many concurrent tasks against the repositery may reduce overall peformance, and
cause |/0 timeouts. Control storage device saturation with the following settings:
Limit maximum concurrent tasks to: 4 |2
[ Limit read and write data rate to: 1 = MB

Click Advanced to customize repository settings. Advanced...

< Previous F Cancel
16. On the Repository page, New Backup Repository X

select Use fast closing on
XFS volumes.

17. Select Make recent
backup immutable for 7
days. After that, it
depends on your
requirement.

18. Use the Load control

settings to manage the

load on the backup

repository and avoid

storage I/O timeouts.
19. Click Advanced.

Repository
Type in path to the folder where backup files should be stered, and set repository load contrel options.

Name Location
Path to folder:
Server ‘fmntﬂ’har.kuprs{ﬂ.fbackups Browse...

| == Capacity 126.9GB Populate
—
W= Freespace: 126 GB
Mount Server
Use fast cloning on XFS volumes (recommended)
Review Reduces storage consumption and improves synthetic backup performance.

Make recent backups immutablefor: |7 2| days

A by
ORRY Protects backups from madification or deletion by ransomware, malicious insiders and hackers. GES

5 backups are made immutable for the entire duration of their retention policy.
ummary
Load cantrol

Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: 4

[ Limit read and write data rate to: 1 = MB

Click Advanced to customize repository settings.

< Previous Mext > F Cancel
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20. On the Storage

21.

Compatibility Settings,
select Align backup file
data blocks
(recommended) checkbox
Select Use per-machine
backup files and click OK.

Note:

Select Decompress
backup file data blocks
before storing if you use a
deduplicating storage
feature or appliance.

Storage Compatibility Settings x

Align backup file data blocks ([recommended)
Significantly improves backup and restore performance while reducing storage
CPU usage by avoiding unaligned |/0. Increases backup size by less than 2%,
[] Decompress backup file data blocks before storing

Source data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
for better deduplication ratio on moest deduplicating storage appliances.

[] This repository is backed by rotated drives

Backup jobs pointing to this repository will tolerate the disappearance of
previous backups by creating a new full, and track the repository volume
lzcation across unintentional drive letter changes.

Continue existing backup chains (if present)

Use per-machine backup files (recommended)
Improves backup performance for storage devices benefiting from multiple [/0
strearns, such as enterprise grade block storage and deduplicating storage
appliances. Enables additional backup management functionality.

Cancel

22.

On the Repository page,
click Next.

New Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

e Location
Path to folder:
Senver ‘fmntﬂ’har.kuprsm.fbackups

Browse...

| == Capacity 126.9GB
W Freespace: 126 GB

itory Populate
Mount Server
Use fast cloning on XFS valumes {recommended)
P Reduces storage consumption and improves synthetic backup performance,
i Make recent backups immutable for: 7 Zidays
Aoply
FEY Protects backups from madification or deletion by ransomware, malicious insiders and hackers. GFS
backups are made immutable for the entire duration of their retention policy.
Sumrmary
Load control
Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:

Limit maximum concurrenttasksto: |4 2

[] Limit read and write data rate to: 1 :

Click Advanced te customize repository settings.

< Previous MNext > I Cancel
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23. Select a mount server Nl Backis Re ooy 2
———,  Mount Server
fro m the M ount server ‘ri = : Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
—— nstant recoveries require a write cache folder to store changed disk blocks in.
. = [ i i he fold h d disk blocks i
drop-down list on the - S
Mount Se rver page_ semer VBR12PostgreSQL gooddealmart.ca (Backup server) | | Add Mew...
. Instant recovery write cache folder:
24' SeIECt a f0|der In the Repository |C:\ProgramData\Vaaam\Ear_kup\\RCache\ | Browse...
Instant recovery write . | i s Werst oo e e
. Review Enable vPower NFS service on the mount server (recommended)
caChe f0|der ﬁeld for - Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
tlng cache during Apply wPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,
wri
Summary
mount operations.
25. Select Enable vPower NFS
service on the mount
server (recommend) and
click Ports. _
< Previous Mext > Cancel
26. Review the ports settings vPower NFS Port Settings W
on the vPower NFS Port
Settings page and click Mount port: 1063 =

OK.

Mount acceptor port of vPower NF5 service,

vPower NFS port: (2049 =
MF5 acceptor port of vPower NFS service,
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27. Click Next on the Mount

Server page.

Mew Backup Repository X

Mount Server

1 Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries),
| Instant recoveries require a write cache folder to store changed disk blocks in.

Name Meunt server:

VBR12PostgreSQL gooddealmart.ca (Backup server) | | Add Mew...
Server
Instant recovery write cache folder:

Repository |C:\ProgramData\Vaaam\Ear_kup\\RCache\ | Browse...

| Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
! recovered machines, We recommend placing the write cache folder on an 55D drive.

Review Enable vPower NFS service on the mount server (recommended)
- Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply wPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,
Summary
< Previous Mext > Cancel
28. On the Review page, click New Backup Repository X
Review

29.

30.

Apply.

Select the Search the
repository for existing
backups and import them
automatically checkbox if
the backup repository
contains backups
previously created with
Veeam Backup &
Replication.

Select the Import guest
file system index data to
the catalog checkbox if
the backup repository
contains guest file system
index files previously
created by Veeam Backup
& Replication.

Please review the settings, and click Apply to continue,

Hass The fallowing companents will be processed on server VBR12Postgre5Ql .gooddealmart.ca:
Component name Status

Server .
Transport already exists

Repository vPower NFS already exists

Mount Server already exists

Mount Server

Apply

Summary

[] Search the repasitory for existing backups and import them automatically

< Previous Apply Cancel
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31. Click Next on the Apply

page.

Mew Backup Repository
Apply

MName

Server
Repository
Mount Server
Review

Summary

Please wait while backup repository is created and saved in configuration, this may take a few minutes,

Message Duratien
v Starting infrastructure item update process 0:00:03
) [VBR12PostgreSQL] Discovering installed packages

(2 [VBR12PostgreSQL ] Registering client VBR12PastgreSQL for package Tr..

) [VBR12PostgreS0L] Registering client VBR12PostgreSQL for package v...

() [VBR12PostgreSQL] Registering client VBR12PostgreSCL for package ..,

) [VBR12PostgreSQL] Discovering installed packages

120 All required packages have been successfully installed

() Detecting server configuration

v Reconfiguring vPower NFS service

) Creating configuration database records for installed packages

(2 Collecting backup repository info 0:00:03
2 Checking write permissions for the repository folder

() Enabling restricted mode for Installer

) Creating database records for repository 0:00:05
12 Backup repository has been saved successfully

32. Click Finish on the
Summary page.

New Backup Repository

Summary

MName

Senver
Repositary
Mount Server
Review

Apply

You can copy the configuration information below for future reference.

Summary:

Mount host: VBR12PostgreSQL.gooddealmart.ca
Backup folder /mnt/backupxfs01/backups
Write throughput: unlimited

Max parallel tasks: 4

Fast cloning on XFS velumes: enabled

Days of immutability: enabled for 7 days

Hardened backup repository ‘Hardened Backup Repository ubuntu20045' was successfully saved.
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33. Verify that the Hardened
. X B 6 Q
Backup Repository has S Bl o e o e

ot vty Manage setings ook
b een a d d e d Backup nfrastructure Qr 8
& BackupProsis N Type sath Capacity UsedSoace  Descrpion
Sackup RepostorySorage-Win Windows STORAGEWIN D Bacups 126968 125668 08 Creted by GOODDEALVAY
Oefaut Backup Reesitory Windovs VERi2Postgres.. CBackups 254G 983G 05 Creted by GOODDEALMAY
Hardened Backup Reposton ubuntu2d.,  Hardened dburti20045  Jmebsckupde. 126968 12668 08 Crestd by GOODDEALMAA

4 Surebackup
& Application Groups
& Vinua Labs
ansged Servers
- Mictosoft Hyper-V
[ Stancalone Hosts

11 Standalone Hosts.
A Home

e
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Add Network Attached Storage (SMB or CIFS Shares) as Backup
Repository

You can use network-attached storage (SMB or CIFS Shares) as backup repositories with Veeam
Backup and Replication. A network-attached storage (NAS) device can be a shared folder on your

computer or any other physical device accessed via the Server Message Block (SMB) protocol.
Note:

e You must deploy a gateway server because an SMB share cannot host Veeam Data
Movers. However, Veeam Backup & Replication will automatically deploy a Veeam Data
Mover on this gateway server.

e Itis recommended that you deploy an additional gateway server in the remote site,

closer to the SMB repository, if you plan to move VM data to an off-site SMB repository
over a WAN link,

Instructions Screenshot (if applicable)
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Backup and replication

manager server. Na Veeam
2. Open the Veeam Backup =i} Backup & Replication 12

& Replication Console and

click Connect. ‘ .
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
‘ T —r—

OUVUUUEALIVIARI\CSUN

Password

v Use Windows session authentication

Save shortcut Connect Close

3. Select Backup
Infrastructure on the
Home page.

STORAGEWIN 126968 1256G8
Ubunt20045 126968 12668
VBRIZPestgres..  ChBackups 126468 985GB
Ubunti20045  /ma/backupufs01 /backups 126968 12668

4. Select Backup

Repositories on the
Backup Infrastructure
page.

5. Right-click Backup
Repositories and select
Add backup repository.
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6. On the Add Backup
Repository page, select
Network attached
storage.

Add Backup Repository

Select the type of backup repository you want to add.

*
v

A
&

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
mavers to run directly on the server, allowing for fastest performance,

Network attached storage

Metwaork share on afile server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance

Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance APl, use the network attached
storage option instead,

Object storage

On-prem object storage system or a cloud object storage provider,

Cancel

7. Select SMB share on the

Network Attached
Storage.

©®

Network Attached Storage

Select the type of a shared folder you want to use as a backup repository.

NFS share

Adds an NFS share, This is the recommended configuration for leveraging storage capacity provided by NAS
devices,

SMB share

Adds an SME (CIFS) share. For reliability reasons, this configuration is recommended for centinuously available
{CA) networlk shares only,

Cancel
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8_ On the Name page’ Mew Backup Repository %
= Mame
SDECIfy a BaCkU p Typein a name and description for this backup repository.
Repository name.

. Name:

Backup Repository Storage-Win VBRBackup|

9. Give a brief description in

Share

. . . Description:
the Descrlptlon field for Repositary Created by GOODDEALMART\csun at 2/7/2023 4:33 PM.
future reference and click Mount Server
Next. e
Apply
Summary
Finis Cancel

10. On the Share page, enter New Backup Repository X
o Share

Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should
write data to this share.

the share folder name in
the Share folder field.
11. Select This share requires

Shared folder:
_ [\STORAGE-WiNiVERBackup Browse...

Use \\server|folder format

access credentials Rty Thik sharh recliifas sececs Eredentials
B SR [’ GOODDEALMART\csun [GOODDEALMART\csun, last edited: 32 days ago) | Add..
checkbox and select a S -
credential from the drop- e e _
. Apply Automatic selection Choose... |
down list. .
Lmary

12. Select Automatic
selection or click Choose
to select the Gateway
server.

13. Click Next. o P
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14. Use the Load control
settings to manage the
load on the backup
repository and avoid
storage 1/0 timeouts.

Mew Backup Repository X

— Repository
= Typein path to the folder where backup files should be stored, and set repository load control options,

Name Location
Path to folder:

Share {\STORAGE-WIN\VERBackup
=== Capaci: 126.9 GB Populate
e

=== Freespace: 125.6 GB

15. Click Advanced. ket seat
Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:
Apply Limit maximurm concurrent tasks to: 4 =
Summary [] Limnit read and write data rate to: 1 =
Click Advanced to customize repository settings. Advanced...
< Previous Cancel
16. On the Storage Storage Compatibility Settings X

Compatibility Settings,
select Align backup file
data blocks
(recommended) checkbox
17. Select Use per-machine
backup files and click OK.

Note:

Select Decompress backup file
data blocks before storing if
you use a deduplicating
storage feature or appliance.

Align backup file data blocks (recommended)
Significantly improves backup and restore performance while reducing storage
CPU usage by aveiding unaligned /0, Increases backup size by less than 2%,
[] Decompress backup file data blocks before storing

Source data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
for better deduplication ratic on most deduplicating storage appliances.

[] This repository is backed by rotated drives

Backup jobs pointing to this repository will tolerate the disappearance of
previous backups by creating a new full, and track the repository volume
location across unintentional drive letter changes.

Continue existing backup chains (if present)

Use per-machine backup files (recommended)

Improves backup performance for storage devices benefiting from multiple 1/0
streamns, such as enterprize grade block storage and deduplicating storage
appliances. Enables additional backup management functionality.
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18.

Click Next on the
Repository page.

New Backup Repository
Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder:
[NSTORAGE-WIN\VBRBackup

E Capacity: 126.9GB Populate
W Free space: 125.6 GB

Mount Server

Load control

Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:
Apply (4 Limit maximum concurrent tasks to: 4 S
Summary [J Limit read and write data rate to:
Click Advanced to customize repository settings. Advanced...

< Previous Cancel

19.

20.

21.

22.

Select a mount server
from the Mount server
drop-down list on the
Mount Server page.
Select a folder in the
Instant recovery write
cache folder field for
writing cache during
mount operations.
Unselect Enable vPower
NFS service on the mount
server because the
vPower NFS service is not
used for instant recovery
to a Microsoft Hyper-V
VM.

Click Next.

Mew Backup Repository

Mount Server

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries),
Instant recoveries require a write cache folder to store changed disk blocks in.

Mount server:

Name

| VBR12PostgreSOL gooddealmat.ca (Backup server) v| | Add New...
Share i

Instant recovery write cache folder:
Repositary |C:\PngramData\VEEEm\Backup\\RCache\ Browse.. |

1| Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered machines, We recommend placing the write cache folder on an 55D drive.

Review [[] Enable vPower NFS service on the mount server (recommended) Ports
Unlocks instant recovery of any backup (physical, virtual or cloud) to 2 VMware vSphere VM.

Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,

Summary

< Previous Finist Cancel
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23.

24.

25.

Click Apply on the Review
page.

Select the Search the
repository for existing
backups and import them
automatically checkbox if
the backup repository
contains backups
previously created with
Veeam Backup &
Replication.

Select the Import guest
file system index data to
the catalog checkbox if
the backup repository
contains guest file system
index files previously
created by Veeam Backup
& Replication.

Mew Backup Repository

Review

Mame

Share
Repository

Mount Server

Apply

Summary

Please review the settings, and click Apply to continue.

The following components will be processed on server VBR12PostgreSOL. gooddealmart.ca:

Component name Status
Transport already exists
Mount Server already exists

[ Search the repository for existing backups and import them automatically

< Previous Apply Cancel

26.

Click Next on the Apply
page.

Mew Backup Repository

Apply

Name
Share
Repository

Mount Server

Review

Summary

Please wait while backup repository is created and saved in configuration, this may take a few minutes,

Meszage Duration
.| Starting infrastructure item update process 0:00:03
. [VBR12Postgre50L] Discovering installed packages
J [VBR12PostgreSQL] Registering client VBR12PostgreSQL for package Tr...
) [VBR12PostgreSQL] Registering client VBR12PostgreSQL for package ...
[VBR12PostgreSQL] Discovering installed packages
.} All required packages have been successfully installed
Detecting server configuration
./ Creating configuration database records for installed packages
) Collecting backup repository info
%) Creating database records for repository 0:00:01
J Backup repository has been saved successfully
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27. Click Finish on the
Summary page.

Summary

MName

Share
Repository
Mount Server

Review

Apply

Mew Backup Repository

Summary:

You can copy the configuration information below for future reference.

Max parallel tasks: 4

Mount host: VBR12PostgreSOL.gooddealmart.ca
Account: GOODDEALMART\csun

Backup folder: \\STORAGE-WINYVBRBackup
Write throughput: unlimited

EMB backup repesitory 'Backup Repository_Storage-Win_VBRBackup' was successfully saved.

28. Verify that the Backup

Repository has been
added.

Bckup Repository

X §

i Bt Remove  Proxy
Repository Repository  Afinty
Manage Repository

Backup Infrastructure

§ Sackup Provies

4 Surebackup
. Applicaton Groupz

[ Stancalone Hosts
(A Microsoft Windows
B tinux
PR
18 Standalone Hosts

A rore

Cope s

5 e

M Q &
A |

Permissions Location -
Manage settings Tools

ardened Backup Repository_ubuntu20045

Type
Windows.
8
Linux
Windows
Hardened

STORAGE WIN
Goteway auto)
ubuntu20045
VERT2Postgres
ubuntu20045

DABackups
\\STORAGE-WIN\VBRBackup
mat/backupsfs0! MNonHarden.
CBackups

JntbackupdsD1 backups

Capacity

126968
126968
126968
126468
126968

Free
125668
125668

12668
98568
12668

Used Space
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Add the Microsoft Windows server’s Rotated Drives as a Backup
Repository

This scenario is helpful if you want to store backups on multiple external hard drives that you
intend to move between locations. The drives that are rotated can be detachable USB or eSATA
hard drives.

There are some limitations as below:

e Only one repository with rotated drives can be created on a single managed server.

e You cannot store archive full backups (GFS backups) created with backup jobs or backup
copy jobs in backup repositories with a rotated drive.

e You cannot store per-machine backup files in backup repositories with rotated drives.
e You cannot rescan backup repositories with rotated drives.
e Scale-out backup repositories do not support rotated drives.

e Repositories with rotated drives are not supported as primary backup repositories,
archive repositories, and secondary target repositories for NAS backup.

Instructions Screenshot (if applicable)
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Backup and replication

manager server. Na Veeam
2. Open the Veeam Backup =N} Backup & Replication 12

& Replication Console and

click Connect. ‘ .
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
‘ T —r—

OUVUUUEALIVIARI\CSUN

Password

v Use Windows session authentication

Save shortcut Connect Close

3. Select Backup
Infrastructure on the
Home page.

DiBackups 126968 125568 08
\\STORAGE WIN\VBBackup. 126968 125668 08
wpfs01/NontHarden.. 12693 125GB 08
126468 98568 08
126968 126G8 08

4. Select Backup
Repositories on the
Backup Infrastructure
page.

5. Right-click Backup
Repositories and select

Add backup repository.

Connected torlocalhost  Build: 12001402 Enterprise Plus Ection  NFF: 357 doys remaining
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6. Select Direct attached
storage on the Add
Backup Repository page.

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
mavers to run directly on the server, allowing for fastest perfformance,

Netwaork attached storage

Metwaork share on afile server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance

Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance API, use the network attached
storage option instead,

& Object storage
~i‘¢ On-prem object storage system or a cloud object storage provider,
Cancel
7. Select Microsoft Windows Direct Attached Storage
on the Dil"eCt Attached Select the operating system type of a server you want to use as a backup repository.
Storage page.
ml Microsoft Windows

Adds local storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recommend using ReF5.

Linux

Adds local storage or locally mounted NFS share, For better performance and storage efficiency, we recommend
using XFS. The Linux server must use hash shell, and have S5H and Perl installed.

Linux {Hardened Repository)

Requires a Linux server with internal or direct attached storage, This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have 55H installed. For
reduced attack surface, minirmal Linux installation is highly recommended.

Cancel
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8.

On the Name page,
specify a Backup
Repository name.

Give a brief description in
the Description field for
future reference and click
Next.

Mew Backup Repository

Name

Server

Repository
Mount Server
Review
Apply

Summary

MName:

Type in a name and description for this backup repository.

Backup Repository HPHVO1-USE

Description:

Created by GOODDEALMART\csun at 2/7/2023 5:05 PM|

10. On the Server page, select N B e
Server
the M |Crosoft WI ndOWS Choose repository server. You can select server from the list of managed servers added to the console.
server from the .
Ropisitoly s
Repository server drop- | HPHVO1 (Created by GOODDEALMART\csun at 2/3/2023 5:23 PM) v || AddNew.. |
. H H Z apaci ree Populate |
down list and click oty e Sy i Bt
Popu|ate_ Mount Server
Review
Apply
Summary
'« Previous K Cancel
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11. Select the disk and click N L A "
Server
N ext_ Choose repository server, You can select server from the list of managed servers added to the console,
Name Repaository server:
I | HPHYOT (Created by GOODDEALMART\csun at 2/3/2023 5:23 PM.) v| | Add New... |
Path 2 Capacity Free Populate |
Repostary @& 475368 A57.5GB
Mount Server @BEN 1878 1318
@ F\ 931.5GB 925.2 GB
Review
Apply
Summary
BT =
12. On the Repository page, WK B el %
. . Repository
C||Ck PO pu | ate to review Type in path to the folder where backup files should be stored, and set repository load control options.
the disk capacity and free
Name Location
Space Path to folder:
‘F:\Backups Browse... ]
E Capacity:  <Unknown> Populate |
W=¥  Freespace: <Unknown>
Mount Server
Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:
Apply Limit maximum concurrent tasks to; |4
Summary [ Limit read and write data rate to: 1
Click Advanced to customize repository settings. | Advanced... |
<« Previous Finish Concel |
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13. Use the Load control
settings to manage the
load on the backup
repository and avoid
storage 1/0 timeouts.

Mew Backup Repository X

— Repository
= Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder:
Server F\Backups | Browse...

i i
= Copacity 931568

W= Freespace: 925.8 GB

14. Click Advanced. ket seat
Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Centrol storage device saturation with the following settings:
Apply Limit maximum concurrent tasks to: |4 &
Summary [] Limit read and write data rate to: 1 =N
Click Advanced to customize repository settings. Advanced...
< Previous Mext > Cancel
15. On the Storage Storage Compatibility Settings X

Compatibility Settings,
select Align backup file
data blocks
(recommended) checkbox
16. Select This repository is
backed by rotated drives
checkbox and Specify how
Veeam Backup &
Replication should react
when a drive is swapped.
17. Select Use per-machine
backup files and click OK.

Note:

Select Decompress backup file
data blocks before storing if

Align backup file data blocks (recommended)
Significantly improves backup and restore performance while reducing storage
CPU usage by aveoiding unaligned /0, Increases backup size by less than 2%.
[] Decompress backup file data blocks before storing

Source data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
for better deduplication ratic on most deduplicating storage appliances.

This repository is backed by rotated drives

Backup jobs pointing to this repository will tolerate the disappearance of
previous backups by creating a new full, and track the repository volume
location across unintentional drive letter changes.

When a drive is changed:

Centinue existing backup chains (if present) ~

Use per-machine backup files (recommended)

Improves backup performance for storage devices benefiting from multiple 1/0
streamns, such as enterprise grade block storage and deduplicating storage
appliances. Enables additional backup management functionality.
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you use a deduplicating

storage feature or appliance.

18.

Click Next on the
Repository page.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

MName Location

Path to folder:
Server ‘F:\Backups | Browse..
epository | == Capacity 931.5GB Populate

=
W= Freespace: 925.8 GB
Mount Server
Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:
Apply Limit maximurm concurrent tasks to: 4 5

Summary

[ Limnit read and write data rate to: 1 2-IMB

< Previous MNext > i Cancel

Click Advanced to customize repositary settings.

19.

20.

21.

Select a mount server
from the Mount server
drop-down list on the
Mount Server page. The
mount server is required
for file-level and
application items
restoration.

Select a folder in the
Instant recovery write
cache folder field for
writing cache during
mount operations.
Unselect Enable vPower
NFS service on the mount
server because the

Mew Backup Repository X

Mount Server

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries),
Instant recoveries require a write cache folder to store changed disk blocks in.

Meunt server:

Name

HPHV01 (Created by GOODDEALMART\csun at 2/3/2023 523 PM.) | | Add New...
Server

Instant recovery write cache folder:
Repository |E:\ProgramData\\Faeam\Eackup\IRCache\ | Browse...

"| Ensure that the selected velume has sufficient free disk space to store changed disk blocks of instantly
recovered machines, We recommend placing the write cache folder on an 55D drive.

Review [] Enable vPower NFS service on the mount server (recommended)
- Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply wPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,

Summary

< Previous Mext > Fir Cancel
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vPower NFS service is not
used for instant recovery
to a Microsoft Hyper-V

VM.

22. Click Next.

23. Click Apply on the Review New Bacup Repository x
page. — g\ee:i:e\:re\riewthe settings, and click Apply to continue,

24' Se|ECt the Sea rCh the Name The following components will be processed on server STORAGE-WIN:
repository for existing e :mr;ntm S‘deat
backups and import them Ry Mount Server willbe nstalled
automatically checkbox if Wount Server

the backup repository

contains backups

Summary
previously created with
Veeam Backup &
Replication.

[[] Search the repository for existing backups and import them automatically

25. Select the Import guest
file system index data to

< Previous Apply Cancel

the catalog checkbox if
the backup repository
contains guest file system
index files previously
created by Veeam Backup
& Replication.

260

Technet24


https://technet24.ir

Chapter 3 Configuration

26. Click Next on the Apply

page.

Mew Backup Repository
Apply

Name

Server
Repository
Mount Server
Review

Summary

Please wait while backup repository is created and saved in configuration, this may take a few minutes,

Message Duratien
& [HPHVO1] Discovering installed packages

) [HPHVO1] Creating temporary folder

(2 Package VeeamMountService.msi has been uploaded 0:00:03
) Package VeeamDeploymentSvc.exe has been uploaded

() Package VeeamDeploymentDil.dll has been uploaded

) Package VeeamGuestAgent x26.msi has been uploaded

1) Package Veeam GuestAgent_x64.msi has been uploaded

(2 [HPHVO1] Installing package Mount Server 0:01:04
& [HPHVO1] Deleting temporary folder

{2 [HPHVO1] Registering client YBR12PostgreSOL for package Transport

(2 [HPHVO1] Registering client VBR12PostgreSQL for package Mount Ser...

2 [HPHVO1] Discovering installed packages

() All required packages have been successfully installed

) Detecting server configuration

() Creating configuration database records for installed packages

1) Collecting backup repository info

) Creating database records for repository

() Backup repository has been saved successfully

27. Click Finish on the

Summary page.

New Backup Repository

— Summary

|
1

MName

Senver
Repositary
Mount Server
Review

Apply

1 Youcan copy the configuration information below for future reference.

Summary:

Mlmdnws backup repository 'Backup Repository HPHVO1-USB' was successfully saved.

Mount host: HPHVO1

Account: HPHVOT\Administrator
Backup folder: F:\Backups

Write throughput: unlimited
Max parallel tasks: 4
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28. Verify that the Rotated
Drives Backup Repository
has been added.

LA 5:ckup Reposto

X

Remove
Manage Repasitory

Backup Ifrastructure:

Sackup Provies
ackup Repostoris
Extemal Reposiories
3l scle-out Repositores
£ W Acelerstors

(i Appliaton Groups
&

Inventory

Backup Infrastructure

torage Ifrastructure

Em 9

Edt Proxy Sethccess  Set
Repository Repository  Affinty Permisions Location -

Manage Settings

Backup Repository-Storage-Win
Backup Repository_HPHVD1-USS

1 8ackup Repository_Srorage- Win VBRBackup
2 Backup Repository_ubuntu20045

Default Sackup Reposiory

i Hardend Backup Repository_ubuntu20045

Windows
Hardened

STORAGE-WIN
HPHVOT

Gateway (auto)
ubunt20045

VBRIZPostgres,
ubun20045

h
DABackups

FiBack
\\STORAGE-WINWBRackup
Jront/backupedz01 Nentiarden..
CABackups

Jrnt/backupids0 oackups

126968
931568
126968
126968
126468
126968

125668
925868
125668
126G8
98568
12668

Used Space
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General and User Roles Settings

All jobs, backup infrastructure components, and other backup server-managed objects have
general settings applied to them.
Users or groups who intend to work with Veeam Backup & Replication can be assigned one of the

following roles.

Role Operations

Veeam Restore Operator Can perform restore operations using existing backups and replicas. Mind that
during restore, Veeam Restore Operator can overwrite existing instances: VMs

during VM restore, disks during disk restore and files during file-level restore.

Veeam Backup Viewer Has the “read-only” access to Veeam Backup & Replication. Can view existing jobs

and review the job session details.

Veeam Backup Operator Canstart and stop existing jobs. export backups and create VeeamZip backups.
Veeam Backup Can perform all administrative activities in Veeam Backup & Replication. Mind
Administrator that with the Veeam Backup & Replication console, Veeam Backup Administrator

has full access to all files on servers and hosts added to the backup infrastructure.

Veeam Tape Operator Can manage tapes and perform the following operations: tape inventory, tape
export, tape eject, tape catalog, inventory library, catalog library, rescan library,

import tapes, eject tape from drive.

Even if you exclude built-in administrator accounts (Domain\Administrator and
Machine\Administrator) from all Veeam Backup & Replication roles, they have full access to
Veeam Backup & Replication. So, for example, users added to the Administrators group will still
have access to Veeam Backup & Replication if the Administrators group is removed from the

Veeam Backup & Replication roles.
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The Veeam Backup Administrator role must be assigned to the user account that runs the Veeam
Backup Service. Users in the Administrators group are automatically assigned the Veeam Backup
Administrator role during installation. If you change the default settings, ensure that you assign
the appropriate user account as the Veeam Backup Administrator role. It is recommended that
the Veeam Backup Administrator role be explicitly assigned to the user account rather than the
group.

It is strongly advised to enable multi-factor authentication to protect administrator accounts from
compromise (MFA).

If you enable MFA, remember that Veeam Backup & Replication must be run from the service
account with MFA disabled.

264

Technet24


https://technet24.ir

Chapter 3 Configuration

Configure Multi-Factor Authentication for Users

Multi-factor authentication (MFA) is supported by Veeam Backup & Replication for additional
user verification. A one-time password (OTP) generated in the mobile authenticator application is
a secondary verification method. With login and password credentials, it creates a more secure
environment and keeps user accounts safe.

MFA has the following requirements and limitations:

e Users can only manage MFA with the Veeam Backup Administrator role.

Veeam Backup & Replication Community Edition does not support MFA.

e Veeam Backup Enterprise Manager does not natively support MFA.

e User groups are not supported. You can enable MFA only for user accounts.
e  MFA works only for interactive login.

e Push notifications for mobile devices are not supported. Only the mobile authenticator
application provides an OTP code.

Instructions Screenshot (if applicable)
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1. Login tothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console and
click Connect.

a1l Veeam
=i} Backup & Replication 12

and user credentials to connect with.
localhost

GOODDEAI MART ~
OUUUVUEALVIARNICSUN

Password

v Use Windows session authentication

Save shortcut Connect

Type in a backup server name or IP address, backup service port number,

9392

Close
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3. Select Users and Roles
from the main menu.

Credentials and Passwords  »

K General Options
-~

Users and Roles

E] MNetwork Traffic Rules

M’_;j Configuration Backup
e
VM Exclusions

Console b
Color Theme k
=l
ER License
Help 3
x Exit
'n‘ Home

E@ Inventory

267



Chapter 3 Configuration

4. Click Add on the Security Security x
page.
Useer or group Role | Add... |
L% Administrators Veeam Backup Administrator Edit
[] Reguire two-factor authentication for interactive logon
[] Enable auto logoff after | min of inactivity
0K Cancel
5. Onthe Add user page, N %
click Browse in the User
or group field. User or group: Browse...
Fole: Veeam Restore Operator W
CK Cancel
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6. Enter auser name on the Select User, Computer, or Group
Select User, Computer, or
Group page and click

Check Names.

Select this object type:

|User. Computer, Group, or Built4n security principal ‘ Object Types...

From this location:

|gooddealmart.ca ‘ .Locations...

Enter the object name to select (examples):

csun| Check Names
Advanced... Cancel
7. Click OK on the Select Select User, Computer, or Group >
User, Computer, or Group
Select this object type:
page. |User. Computer, Group, or Built4n security principal ‘ | Object Types... |

From this location:
|gnnddealmart.ca ‘ | Locations...

Enter the object name to select (examples);

cany sun {csun@gooddealmart ca | Check Mames |
Advanced . | | Cancel
8. Select a role from the B %
Role drop-down list on
the Add user page and User or group: | gooddealmarticsun Browse...
click OK.
Fole: Veeam Backup Administrator W
CK Cancel
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9. On the Security page, Security
select the Administrators
. User or group Role Add...
group and click Remove. - — —
wss Administrators Veeam Backup Administrator Edit
‘; gocddealmarticsun Veeam Backup Administrator
Remove
[] Reguire two-factor authentication for interactive logon
[] Enable auto logoff after | min of inactivity
=
10. Select the new user. Security
11. Select the Require two-
A A User or group Role Add...
factor authentication for = —

&a gooddealmart\csun Veearn Backup Administrator Edit
interactive Log in
checkbox. :

12. Select Enable auto logoff
after a period min of
inactivity.
13. Click OK.
Require two-factor authentication for interactive logon
Enable auto logoff after| 10 : min of inactivity
=

270

Technet24


https://technet24.ir

Chapter 3 Configuration

14. Please remove all

unsupported security
groups from the list if the
error message pops up.

Veeam Backup & Replication X

Security groups cannot be used with multi-factor authentication.
Please remove all groups from the list and add individual user accounts instead.

Mame

UL Administrators

Hide groups OK

15.

16.

Close Veeam Backup and
Replication console and
reopen it.

Enter the user name and
password on the Veeam
Backup & Replication 12

page.

N5l Veeam _
=B} Backup & Replication 12

Type in a backup server name or P address, backup service port number,
and user credentials to connect with.

localhost 9392

GOODDEALMART \csun

Uze Windows session authentication

Save shortcut Connect Ciose
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17. Open an Authentication
APP from your device and
select Add (+).

Note:

| have tried Microsoft and
google authentication apps.

18. Scan the QR code or enter
the code.

N5 Veeam o
=B} Backup & Replication 12

Save shortcut

Two-factor authentication has been enabled on this backup server.

Step 1. Open an authenticator app of your chaoice

Step 2. Scan OR code or enter:
NOQYGIMDHOZIEYRTL

Step 3. Click MNext
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19. Ensure the account add to
your device successfully.

VBR12PostgreSQ

L.gooddealmart.c

d
csun@GOODDEALMART

One-time passwords enabled

% You can use the one-time password
codes generated by this app to verify
yaur sign-ins

One-time password code

“ 001 330

273



Chapter 3 Configuration

20. Click Next on the Two-
factor authentication
enabled on this backup
server page.

N5 Veeam o
=B} Backup & Replication 12

Two-factor authentication has been enabled on this backup server.

Step 1. Open an authenticator app of your chaoice

Step 2. Scan OR code or enter:
NOQYGIMDHOZIEYRTL

Step 3. Click MNext

Save shortcut Cloze

21. Enter the one-time

password code in the
Confirmation code field
and click Confirm.

N5 Veeam o
=N} Backup & Replication 12

Enter the cade from your authenticator app.

Confirmation code:

| 630113

Save shortcut Confirm Close
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22. Ensure that the open
Veeam Backup and

Home Q Type in an abject name tosear Alljobs

Replication console is

successful.
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Configure Group Managed Service Accounts (gMSA)

A Group Managed Service Account (gMSA) is a domain account that can be configured on the
server. The Microsoft Windows operating system manages the password, so the administrator
does not need to manage the password. Complex passwords are generated randomly and
changed every 30 days, reducing the risk of brute force and dictionary attacks.

gMSA has the following requirements and limitations:

e Microsoft Windows Server 2012 and later support gMSAs.

e Backups of Linux target machines that are members of an Active Directory domain are
not supported by gMSAs.

e Because gMSAs require a connection to the domain controller, these accounts can only
be accessed via the network.

e [f you use a gMSA to back up a machine, both the backup proxy and the target machine
must have access to the domain controller to obtain the gMSA password. In addition, the
gMSA must be added to a member of the Administrators group on the target machine
(local or domain). Add to the member if Domain Administrator is only required for
Microsoft Active Directory backups and local Administrator permissions are sufficient for
all other supported applications.

Note:
gMSA is supported for application-aware processing for backups or replicas of VMs running
Microsoft Active Directory (domain controllers), Microsoft Exchange, Microsoft SQL Server, and

Oracle 12c Release 2 and later. However, the gMSA cannot back up or replicate VMs that run

Microsoft SharePoint.

Instructions Screenshot (if applicable)
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Log in to the domain
controller server.

Open Windows
PowerShell and run as
administrator.

Run the cmdlet below to
generate a root key.
Add-KdsRootKey —
EffectiveTime ((get-
date).addhours(-10))

EN Administrator: Windows PowerShell

Add-KdsRootKey

t-date).addhours(-10))

Run the cmdlet below to
ensure the KDS root key
has been created
successfully.

Get-KdsRootKey

EN Administrator: Windows PowerShell

VersionNumber

Run the cmdlet below to
check the KDS key.

Test-KdsRootKey -Keyld
(Get-KdsRootKey).Keyld

EN Administrator: Windows PowerShell
Test-KdsRootKey

(Get-KdsRootKey) .KeyId

Run the below cmdlet to
enable gMSA.
Add-WindowsFeature
NET-Framework, RSAT-
ADDS 2>&1 | Out-Null;
Import-Module
ServerManager;

Out-Null;

Out-Null;

WARNING: You must restar
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Install-WindowsFeature -
IncludeAllSubFeature
RSAT | Out-Null;
Import-Module
ActiveDirectory;

7. Restart the domain
controller server.

8. LOg in to the domain ] Active Directory Users and Computers — O X
controller server. File Action View Help
. dmm | = 3 | == | R hy e e BTG
9. Select the Active e 2E 2 HE P aETES

] Active Directory Users and Computers [DC01-2022.gooddealmart.cal A || Name
| Saved Queries

Computers item from the v 3 gooddealmart.ca There are no items to

| Builtin show in this view.

Directory Users and

Tools drop-down list on 2 Compitess
the Server Manager page. R Domuip Conpallens
. _| ForeignSecurityPrincipals
10. Create a new Active 5| gMsA
. | Managed Service Accounts

Directory OU. I Service Accounts i
Note: 2 =l =
New-ADOrganizationalUnit -
Na me "gMSA" —Path EX Administrator; Windows PowerShell - ] ped

PS indow > New-ADOrganizationalUnit gMS c=G0 T ,DE= ~

"DC=GOODDEALMART, : :

= B 5 -
DC=CA."
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11. Create a new security

group for gMSA
computers.
Note:
New-ADGroup -Name
gMSAComputers -
GroupCategory Security -
GroupScope Global -Path
"OU=gMSA,
DC=GOODDEALMART,
DC=CA."

New Object - Group

9) . Createin: gooddealmart.ca/gMSA
)

Group name:

l gMSAComputers|

Group name (pre-Windows 2000):

gMSAComputers

Group scope
(O bomain local
(® Global

(O Universal

Group type

(® Security
(O Distribution

E¥ Administrator: Windows PowerShell

> New-ADGroup
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12. Add computer objects to gMSAComputers Properties ? et
the new security group.
These computer objects General Members  Member Of Managed By
will be allowed to use M
gMSA. MName Active Directory Domain Services Folder
Note: o OC0T-2022 gooddealmart.ca/Domain Cortrollers
$gMSAComputers = @('DCO1- 1 MGMTO gooddealmart.ca/Computers
2022S','MGMTO01S','SMB3S','S &= SMB3 gooddealmart .ca/Computers

(R STORAGE-W... gooddealmart.ca/Computers
& WVER12POST... gooddealmart ca/Computers

TORAGE-
WINS','VBR12POSTGRESQLS')

Add-AdGroupMember -
Identity gMSAComputers -
Members SgMSAComputers

Add.. Remaove
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13. Open Windows EX Administrator: Windows PowerShell - o X
PowerShell and run as i 5
administrator.

14. Run the below cmdlet to
create a gMSA account.
SgMSAName = 'VBRgMSA'
SgMSAGroupName =
'sMSAComputers'
SgMSADNSHostName =
'dc01-
2022.gooddealmart.ca’

New-ADServiceAccount

New-ADServiceAccount -
Name SgMSAName -
DNSHostName
SgMSADNSHostName -
PrincipalsAllowedToRetrie
veManagedPassword
SgMSAGroupName -
Enabled $True

15. Select the Active
Directory Users and

Computers from the Tools __: Acti\re.Directo.r}f Users and Computers - O *
File Action View Help
drop-down list on the IS EIEEEE EE Y YR -1
Server Manager page. ] Active Directory Users and Computers [DC01-20 A || Name Type
16. Ensure the newly created v & ;Z\;Eddd[:;::;.ca Sevmrsasa el CiaipRGBE AT
| Builtin

VBRgMSA service account

| Computers
| Domain Controllers

is shown in the Managed =

_| ForeignSecurityPrincipals
Service Accounts OU. 2] gMsA
Managed Service Accounts
4| Service Accounts
" Users v

Note: < s | 3 >

Use separate gMSAs

accounts for critical
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backup infrastructure
components to provide a
more secure
environment.

17.

Run the below cmdlet to
install gMSA on the
domain controller as the
target machine.

Install-ADServiceAccount
VBRgMSA

EX Administrator: Windows PowerShell

18.

Run the below cmdlet to
ensure that the gMSA was
successfully installed.

Test-ADServiceAccount
VBRgMSA

EX Administrator: Windows PowerShell

> Test-ADServiceAccount

19.

Run the below cmdlet to
Add the VBRgMSA service
account to the domain
Admins group.

Add-ADGroupMember -
Identity Administrators -
Members VBRgMSAS

EN Administrator: Windows PowerShell

> Add-ADGroupMember

Administrators

20.

Run the below cmdlet to
Add the VBRgMSA service
account to the Local
Administrators group.

SgMSAComputers =
@('‘MGMTO01','SMB3','STO

EN Administrator: Windows PowerShell

{Add- LocalGroupMember
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RAGE-
WIN','VBR12POSTGRESQL'

)

Invoke-Command
SgMSAComputers {Add-
LocalGroupMember -
Group ‘Administrators’ -
Member ‘VBRgMSAS’}

21. Login to the Veeam
Backup and replication
manager server.

22. Open the Veeam Backup
& Replication Console and
click Connect.

x|
N5l Veeam
Backup & Replication 12

Type in a backup server name or |P address, backup service port number,
and user credentials to connect with.

localhost 9392

~OODDEAI MART rerin
QUUUVUCALVIARITACSUN

Password

v Use Windows session authentication

Save shortcut Connect Close
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23. Select Credentials and

Passwords from the main
menu.

24. Select Datacenter

Credentials.

'.T Datacenter Credentials

b Manage stored accounts, private
keys and tokens.
Credentials and Passwords  »

) Cloud Credentials

Ei
_ : § ¥ Manage stored cloud accounts and
General Options

access keys.

Users and Roles i Encryption Eaesiants

Manage stored encryption
passwaords,
MNetwork Traffic Rules

Configuration Backup

2

VM Exclusions
Console 4
Color Theme b
License
Help k

% s
‘ﬁ' Home

=l
@i Inventory
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25. Click Add on the Manage
Credentials page and
select Managed service
account.

Manage Credentials X
Manage Credentials
k Use this dialog to centrally manage all user accounts and their passwards,
Account Type Description Last Edited Add..
T4 apikey Standard apikey 31 days ago Shariid Sceatnto
T4 CARYPC\Admini.. Standard CARYPC\Administrator 33 days ago Managed service account...
4 gooddealmartia... Standard gooddealmart.catad... 22 days age Lintcaccaurbs
‘;‘«& GOODDEALMAR... Standard ‘GOODDEALMART\csun 24 days ago Linux private key...
74 HPHVOT\Admini.. Standard HPHVO1\Administrater 34 days ago K10 authentication token...
FA HPHVO2\Admini... Standard HPHVO2\Administrator 29 days ago
A root Linux Helper appliance cre... 250 days ago
T4 root Standard Provider-side networ... 250 days ago
T4 root Standard Tenant-side network... 250 days ago
A root Standard Azure helper applianc... 32 days ago
VEEAM@carysu...  Standard VEEAM@carysun.com 31 days ago
4 VEEAMMFA@ca... Standard VEEAMMFA@carysun... 31 days aga
oK | Cancel

26. Enter the new gMSA
account in the Username
field on the Credentials
page.

27. Give a brief description in
the Description field for
future reference and click
OK.

Manage Credentials
& Use this dialog to centrally manage all user accounts and their passwords,

Account

Tuna

Lact Eelitar i Add...

T4 apikey
TA CARVH

4 coon
T4 HPHV
A HPHY
{:\ root
QL root
4 root
A root
TA VEEAN

Credentials

Description:

s Username: ‘guoddealman\\-"BRgMSA
T4 goodd =8 “&

gMSA account uses to run guest processing tasks.

4 VEEAMMFA@ca...

Standard

VEEAMMFA@carysun...

31 days ago
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28. Ensure the gMSA account

is added to the Manage
Credentials page and click
OK.

Manage Credentials

Manage Credentials
1 & Use this dialog to centrally manage all user accounts and their passwords,

Account

4 apikey

T4 CARYPC\Administrator
" gooddealmart\administr...
A GOODDEALMART\csun
4 HPHVOT\Administrator
T4 HPHVO2\Administrator
{} root

i& root

A, root

A root

T4 VEEAM@carysun.com

iy VEEAMMFA@carysun.com
& gooddealmart\VERgMSA

Type
Standard
Standard
Standard
Standard
Standard
Standard
Linux
Standard
Standard
Standard
Standard
Standard

Managed service...

Description

apikey
CARYPC\Administrator
gocddealmart.catad...
GOODDEALMART\csun
HPHEVO1\Administrator
HPHVO2\Administrator
Helper appliance cre...
Provider-side networ...

Tenant-side network...

Azure helper applianc...

VEEAM@carysun.com
VEEAMMFA@ carysun...
gMSA account uses &,

Last Edited
31 days ago
33 days ago
28 days aga
34 days ago
34 days ago
29 days ago
250 days age
250 days ago
250 days ago
32 days ago
31 days ago
31 days ago

less than a day

0K

Edit...

Remove

Cancel
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Configure Notification with Free SendGrid Account of Azure

You can configure the SendGrid account as an SMTP relay for notification settings if you want

Veeam Backup & Replication to send email notifications about backup job results.

Instructions Screenshot (if applicable)

1. Signin Azure portal with a

. 7] we st comave [ e

global admin account.

crosoft Azure portal

https://portal.azure.com

2. Onthe Azure services

page, select +Create
resource.
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3. Onthe Create a resource
page, search and select
Twilio SendGrid.

Microsoft Azure P search resources. servicas, and docs (G+/)

Home >

Create a resource

z F
Gt Started [ o sendcria R] 2 cetting strted Try cus Quickstart center
Redently creaiéd o io sendcric

¥ Popular Marketplace products See more in Marketplace
Categories

Virtual machine Windows Server 2019 Datacenter
Creste | Learn more Create | Leamn mora

Al + Machine Leaming

Analytics Kubernetes Service Ubuntu Server 20.04 LTS
Create | Docs | MS Leam Create | Learn more
Blockchain
Compute Azure Cosmos DB Windows 10 Pro, version 20H2
. Create | Docs | MS Learn Create | Learn more
Containers
Databases Function App Ubuntu Server 18.04 LTS
Developer Tools Create | Docs e Create | Leam more
DevOps
SQL Database Free 100
Identity Create | Docs | MS Lean #Seodorid et p + subscribe | Learn more.
Integration

Storage account
Create | Docs | Ms Leam

Elastic Cloud - Pay as you Go
Set up + subscribe | Leam more

Intemet of Things

IT & Management Tools

Media DevOps Starter
Create | Docs | MS Learn

Migration

Mixed Reality Web App

Create | Docs | Ms Leam Create | Leam more

BS00BEEBER’

Monitoring & Diagnostics

Networking @ Azure CLI packaged by Bitnami

Security Create | Leam more
Storage

Per 1AM App
Web

Create | Learn more

4. On the Create Twilio
SendGrid page, select
subscribe Plan and click
Subscribe.

e il Rl

Home » Create aresource >

Twilio SendGrid =

SendGrid

#socid Twilio SendGrid o add to raveri

SendGrid

* 4.2 (444 Azure ratings)

Plan

[resis -]

Overview ~ Free100 upport  Reviews
Essentials 40€
Twilio sendG Essentials 100K tscale,
Pro 100K
Pro 1.5M
Need to send n
Pro2.5M
Pro 300K
Azure custor d transactional email communications or trigger marketing messages. Our flaxible RESTHU APIs integrate with

Microsoft soll Pre 700K customer communications.
Email API Use Cases
 Send out timely slerts and notifieations - frem password resets to purchase confirmations,

« Create targeted promotions based on triggers and segmentation.

. op | marketing campaigns with and

o Connect with consumers at the perfect time to influence a purchase, improving customer loyalty and lead conversions.

Features of Twilio SendGrid Email AP
« Distributed and reliable architecture, reliably sending over 1008 emails per month at 1.8 median sendtime
o Flexible RESTul APls and libraries to support in C#, Nodejs, Ruby, Python, and Java.

o Manage and edit email templates in the Ul and automatically display the latest content in your email with a simple API call
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5. On the Create SendGrid
Account page, select
Basics, file in all the
information and then click
Next: Tags.

Gl b T

Home > Create a resource > Twilio SendGrid »

Subscribe To Twilio SendGrid

Sut

cribe to plan

*Basics  Tags

Review + subscribe

Fill out the plan details. After you've finished subscribing, configure your S2as account on the publisher’s website to complete the process,

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

yaur resources,

Subscription * (D

Resource group * @

SaaS details
Name* @

Plan

gilling term
Price + payment options

subtotal ©

Recurring biling @

| Microsoft Azure Sponsorship v ‘
| sendGrid v ‘
Create new

TwilioSendGridFree100 v

Free 100 - 1-month
Try it out! Integrate fast and explore features with 100 emails/day forever.

Change plan
1-month
CA$0/one-time payment

| caso

| <pevious || NextTags >
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NeXt' ReV|eW + SubSCI‘Ibe Home » Create a resource > Twilio SendGnd »
Subscribe To Twilio SendGrid

Subscribe to plan

“Basics  Tags  Review + subscribe

Name O value ©

Review + subscribe | < Previous: Basics || Next: Review + subscribe >
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7. On the Review + subscribe

page, select | give
Microsoft permission to
use and share my contact
information so that
Microsoft or the provider
can contact me.

Subscribe To Twilio SendGrid

Subscribe to plan

“Basics  Tags  Review + subscribe

Product + plan details
Twilic SendGrid - Free 100
by SendGrid

Terms of use | privacy policy

Terms of use

By clicking "Subscribe” and completing the purchase with the provider, | (a) agree to the legal terms and privacy
statement{s) associated with each Marketplace offenng above, (b) authorize Microsoft to charge or bill my current
payment method for the fees associated with my use of the offering(s), including applicable taxes, with the same billing
frequency as my Azure subscription, until | discontinue use of the offering(s), and (c} agree that Microsoft may share my
eontact information and transachon details (including nsane volumes associated with the offennal with the seller=) of the

! give Microsoft permission to use and share my contact information so that Microsaft or the Provider can contact me

Contact details

Name ‘ ary sul |
Primary email address * ‘ cary@carysun.com ~ |
Primary phone number * [ M

Microsoft Azure Sponsorship

SendGrid
TwilioSendGridFree100
Free 100
Billing term 1-month
Price + payment options CA30/one-time payment
Subtotal
CAS0
Recurring billing On

@ After subscribing, remember to configure your 5aaS account on the publisher’s website.

m < Previous: Tags H Next =
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8. On the Configure Saa$
account page, click
Configure account now.

= Microsoft Azure A Search resources, services, ant

Home > Create aresource > Twilio SendGrid > Subscribe To Twilio SendGrid >

Subscription progress

@ Thank you for your order. Configure the Saa$S service to complete the purchase

€9 5225 resource name:  TwilioSendCGridFreal00

Purchase start time: Monday, April 11, 2022, 1:46:05 PM

Offer & plan details:  Twilio SendGrid - Free 100 - 1-month

A~ Next steps

Configure Saas account

A\ To compiete the purchase, configure your SaaS account on the pubisher's website,
We've sent you en email cenfirmation with instructions on configuring this SaeS account.

Configure account now

Important to know
Billing will start after your account is configured on the publisher's website.
If no action is taken within 30 days, this SaaS subscription will be automatically deleted

Your SaaS subscription will appear on the SaaS page in the Azure portal.
To access it easily, save it to your favorite services or pin it to the dashboard,

9. On the Microsoft Sign-in
page, enter your account
name and click Next.

B8 Microsoft
Sign in

cary@carysun.com

MO account? Create one!

Can't access your account?

Qb Sign-in options
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10. Enter a password, and
click Sign in.

BT Microsoft
& cary@carysun.com

Enter password

Forgot my password

293



Chapter 3 Configuration

11. On the Verify your
identity page, select the
identity method.

BT Microsoft

cary@carysun.com

Verify your identity

I:l Text +X XXXXOOOX68

Q‘g Call +X 300000068

More information

Are your verification methods current? Check at
https:/faka.ms/miasetup

Cancel
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12. Enter the code, and click
Verify.

BS Microsoft

cary@carysun.com

Enter code

[ We texted your phone +X XXXXXXXX68. Please
enter the code to sign in.

479843

Having trouble? Sign in another way

More information
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13. On the Permissions

requested page, select
Consent on behalf of your
organization and click
Accept.

B® Microsoft

cary@carysun.com

Permissions requested

twilio-sendgrid-multi-tenant-prod
Twilio Inc. £

This app would like to:
~ Maintain access to data you have given it access to

~ Signin and read user profile

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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14. Fill in the information,

TWIiLIO

and click Get Started! .. SendGnd

Tell Us About Yourself

This information will help us serve you better.

First Name = Last Name =

Cary Sun

Company Name * Company Website *
Carysun carysun.com

Contact Emall =

cary@carysun.com

Country Code
USA (+1) ~  Phone Number

What is vour role? ®

Developer CEO

Marketer o Other

How many emails do you send per month? ®

© 0to100,000 100,000 to 700,000
700,000 to 1,500,000 1,500,000 to 10,000,000
10,000,000 to 50,000,000 50,000,000 to 100,000,000

100,000,000+

How many employees work at your company? *

©i1-500 1.001- 5000

501-1,000 5,001+

Get Started!
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15. On the SendGrid
Welcome page, select
Authentication a domain
instead.

Welcome, Cary!

Send your first email

16. On the Authenticate Your
Domain page, select your
DNS host, select Yes to
rewrite all tracking links to
use your chosen domain —
not sendgrid.net, and
click Next.

L Aﬂ.ir;er;ti;:ate Your Domain

T2

17. Enter your domain name
on the Domain You Send
From a page, and click
Next.

icate Your Domain
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18.

On the Install DNS
Records page, copy and
add all these records to
your External DNS
records.

Install DNS Records

Instructions

19.

In my case, add them to
GoDaddy.

20.

If you cannot add DNS
records, select Send To A
Coworker.

Copy ik i o |
o ca |
e ooy |
ooy a |
cany o |
<
Type @ Name () Data (1 mae w &
e amiéns s aE seroand et
Install DNS Records
SR -
Instructions
]
i il oo |
as cu aa |
o ooy |
2 s oo |
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21. Type your coworker’s - o it

il ostal e v

email address, and click

Send. Then, ask your
coworker to add these
DNS records.

=
22. On the Install DNS B NG Records
Records page, select I've ,
added these records, click —
Verify. =
# 2

23. On the Verify Your - e it
Domain page, make sure
your authenticated

domain for the domain
name was verified
without issues and click
Return to Sender
Authentication.
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24. On the Sender - sender Authentication
Authentication page, ; bt I
ensure Domain |
Authentication and link
Branding status is

Verified.
25. Under the Setti ngs page, Mo - Hello Cary! Here's your recent email activity. [
select API Keys.
-
: = = =3 o=
26. On the API Keys page, L ——ecoommam |
Fores APIKeys

select Create API Key.

5

Gat startod ereating AP Keys
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27. On the Create APl Key
page, type the API Key
Name and select
Restricted Access as API
Key Permissions.

Create API Key

28. Enable Mail Activity as
Access Details, click
Create & View.

29. Copy the key on the API
Key Created page, save it,
and click Done.
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30. Under settings, select IP pi | APk —
Access Management.

nnnnnnnnnnn

31. On the IP Access &0 - IPAcoess Management ~
Management page, click .
+Add UP Address.

32. On the Caution page,
select | confirm that the IP o
addresses I'm allow listing
are dedicated and will not
change without my
knowledge.

33. Select | understand that |
will only be able to access

this account (including

the API, mail sends, and
user interface) from the IP
address(es) I'm adding,
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34. Click Confirm and
Continue.

35. On the Add IP Addresses
page, add IP addresses or
ranges you would like to
allow access to SendGrid.
Make sure to include the
public IP address of the
Veeam management
server and click Save.

Add IP Addresses

36. On the Home page,
expand Settings and click
Sender Authentication.

Hello Cary! Here's your recent email activity. [~

Important Next Steps
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37. On the Sender L
o _ B corvsun - Sender Authentication
Authentication page, click

Authenticate Your > Osarnns Sender Identity

The type of Sender Identity you use to send email can impact your deliverability and what your recipients see in their inbox.
Learn more about the differences between Domain Authentication and Single Sender Verification

Domain. —

Domain Authentication

STATUS
Improve deliverability by proving to inbox providers that you own the domain
you're sending from. Learn more
_ @ Verified
Authenticate Your Domain
il
o -
0 v
Q ‘e
ET‘} Settings %
o -
Single Sender Verification
STATUS
Verify ownership of a single email address to use as a sender. Lea
Verify a Single Sender @ Verified

Sender Authentication

38 SpeCIfy your DNS hOSt L ;\:xt;\le"r:tlcate Your Domain

Tomake

from the drop-down list

on the Authentication
Your Domain page. -,

39. Select No Would you also
like to brand the links for e -
this domain?

40. Click Next.

41. On the Domain, You send o .

your

Authenticate Your Domain
From page, specify your ,
FQDN name, and click =
Next.

Enter your domain and edit any additional settings.

Jane Doe an dos@gooddeaimart ca>

- = - |
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42. Add those CNAME records == i pecorss
to your domain on the
Install DNS Records page,
select I've added these )
records, and click Verify. =

CuWE  amizibgesadhamartea cony w2378726 w227 st copy

43. On the Verify Your e
Domain page, ensure
verification is successful
and click Return to Send )
Authentication. '
44. Sign Out of Account. e
; S Erep—
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45, Log in to the Veeam
Backup and replication
manager server.

46. Open the Veeam Backup
& Replication Console and
click Connect.

a1l Veeam
=iN} Backup & Replication 12

and user credentials to connect with.

localhost

GOODDEAI MART ~ -
OUUUVUEALVIARNICSUN

Password

v Use Windows session authentication

Save shortcut Connect

Type in a backup server name or IP address, backup service port number,

9392

Close
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47. Select General Options

from the main menu.

Credentials and Passwords

General Opticns

Users and Roles

Metwork Traffic Rules

=y Ao

Configuration Backup

3

VM Exclusions

o

5

Console

Color Theme

2O
=Q License
Helg
x Exit
’ﬁ‘ Home

=]
=8 Inventory

3

1-UsE
-Win_VERBack
20045

ry_ubuntu200.

308

Technet24


https://technet24.ir

Chapter 3 Configuration

48. On the Options page,
select Email Settings.

Opticns

/O Control | Security | E-mail Settings | SNMP Settings | Notifications | History |

[] Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production workloads.

Throttle /0 of existing tasks at | 3 | 5

Configure...

QK | | Cancel Apply
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49.

Select Enable e-mail

Options
notification (recommend)
. X I/ Control  Security E-mail Settings  SMNMP Settings  Motifications  Histary
on the Email Settings
iEnable e-mail notifications (recommended):
page. SMTP server: - ]
50. In the SMTP server ﬁeld, |5mtp.sendgrid.net Advanced...
enter smtp.sendgrid.net, From:
and click Advanced. |
To:
Subject:
|[%JDbResult%] obMName?t (F0bjectCount? objects) %lssuestc
Test Message
Send daily summary at: 10:00PM 5 €D
MNotify on:
Success
Warning
Failure
Suppress notifications until the last job retry
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51.

52.

53.
54.

55.

On the Advanced SMTP
options page, type 587 in
the Port field.

Use 100000 milliseconds

I/0 Control  Security E-mail Settings  SMMP Settings

Enable e-mail notifications (recommended)

Motifications History

SMTP server:
as the Timeout. |5mtp.sendgrid.net | | Advanced... |
Select Connect using SSL. From: J
Select This SMTP server Advanced SMITP options ”
requires authentication. :|
. Port: 587 =
Click Add to add a -
credential as Log on as T el o ]
account. Connect using 55L pe
This SMTP server requires authentication
Log on as:
| v||  Add..
Suppress notifications until the last job retry
oK Cancel Apply
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56. Type apikey as Username. [ e
57. Paste the apikey number

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History
as a password.

58. Click OK. Enable e-mail notifications (recommended)
SMTP server:
smtp.sendgrid.net | | Advanced...
Credentials *
E Username: |apikeﬂ | Browse..,
= k Password: |.o..o.o..o.ooooooo.o..o.o.ooooo. |
Description:
apikey
coc
oK || Caneel Apply
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59. On the Advanced SMTP [ Gt
options page, click OK.

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)

SMTP server:
|5mtp.sendgrid.net | | Advanced... |
From:
Advanced SMTP options x
Pot 587 |~ |
Timeout: 100000 : ms :l

[~] Connect using S5L ge
This SMTP server requires authentication
Log on asi
|£ apikey (apikey, last edited: less than a day ag v| | Add...
oK Cancel
Suppress notifications until the last job retry
oK ' Cancel Apply
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60. In the From field, enter an Options
email address you want to
I/O Control  Security E-mail Settings  SMMP Settings  Motifications  Histary
use as a sender.
61. In the To ﬁ6|d, enter an Enable e-mail notifications (recommended)

SMTP server: ) ] ]
email address of a |5mtp.sendgrid.net Advanced...
notification recipient. To From:

. . . |VER@gooddealmar‘c.ca
specify multiple email =

o
addresses, use a |csun@triconelite.com
semicolon. Subject:
. [#JobResult?] %JobMame (%0bjectCount objects) %lssues®
62. Click Test Message. 2 -
Test Message

Send daily summary at: | 10:00 PM = 0

Matify on:

Success

Warning

Failure

Suppress notifications until the last job retry
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63. Verify the test message | osane
sent successfully, and click .
OK.

I/0 Control  Security E-mail Settings  SNMP Settings

Enable e-mail notifications (recommended)
SMTP server:

Motifications  History

|5mtp.sendgrid.net

From:

Advanced...

|‘JBF{@gooddeaImart.ca

To:

| csun@triconelite.com

Subject:

[%elq Veearn Backup and Replication

Muotif]
5
W

Send o Test message has been sent to “csun@triconelite.com”

|
|
|

Failure
Suppress notifications until the last job retry

oK

Cancel

Apply
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64. On the Options page, click Opticns b
OK.

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)
SMTP server:

|smtp.sendgrid.net | Advanced...

From:
|VBR@gooddeaImart.ca |

To:
|csun@tric0ne|ite.c0m |

Subject:
|[%JobResuIt%] SelobMame% (%0bjectCount objects) %lssues® |

Send daily summary at:  10:00 PM = @
Matify on:

Success

Warning

Failure

Suppress notifications until the last job retry

oK Cancel Apply
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Configure Notification with Microsoft Office 365 NON-MFA
Account

You can configure Microsoft Office 365 non-MFA account for notification settings if you want

Veeam Backup & Replication to send email notifications about backup job results.

Instructions Screenshot (if applicable)

1. Sign in Office 365 portal e
with a Global Admin -
account and select Admin. s a-
S ;

2. On the Microsoft 365
admin center, expand

Users and select Active

Support remote workers with Azure AD Connect $0.00 icuicane:
Teams

users.

@ spre et st syaced mors han 3 g g0

©  Passwora sync: o recent sinchronizin

nnnnnnnnnnnn

Install the Office desktop apps
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3. Onthe Active users' page,
click Veeam service
account (in my case,
VEEAM).

4. On the account page, T -

Active users @

select License and apps.

5. On the License and apps
page, click Add license.
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6. On the Office 365 license
page, enable Assign
license to the account and

click Save changes.

Doooooooooaon

BREIBE BBBYVPOROR &

Moooooo

7. Click Back <--.

« x

ooooooDOoOO O
 BBEVIPOREOR

oooo
P RBBB

H

8. On the account page, p— o
select Mail. It would be L e o~ .. ..
preferable to wait a few e o ) !
minutes before preparing @ ue -
a mailbox for the user. s

oocoooao
POROR
o000 0 ¢
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9. On the Mail page, select

Active users

Manage email apps.

10. On the Manage email
apps, select
Authenticated SMTP and
click Save changes.

M 30 s Vst 265 e
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11. Login to the Veeam
Backup and replication
manager server.

12. Open the Veeam Backup
& Replication Console and
click Connect.

a1l Veeam
=iN] Backup & Replication 12

and user credentials to connect with.

localhost

GOODDEAI MART ~ -
OUUUVUEALVIARNICSUN

Password

v Use Windows session authentication

Save shortcut Connect

Type in a backup server name or IP address, backup service port number,

9392

Close
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13. Select General Options

from the main menu.

Credentials and Passwords

General Options

Users and Roles

Network Traffic Rules

Configuration Backup

VM Exclusions

Console
Color Theme

:Q License
Help

x Exit

™ Home

=)
™ Inventory

»

-Win

1-USB
-Win_VBRBack
20045

ry_ubuntu200.
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14. On the Options page,
select Email Settings.

Options
1/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

[[] Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production warkloads.

rew tash atastore at 200 =
Throttle /0 of existing tasks at: 0 : T
latastores Configure...
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15.

Select Enable e-mail

Options
notification (recommend)
. X I/O Cantrol  Security E-mail Settings  SMMP Settings  Motifications  History
on the Email Settings
Enable e-mail notifications (recommended)
page. SMTP server: - )
16. In the SMTP server ﬁeld, |5mtp.oﬁice365.coml Advanced...
enter smtp.sendgrid.net, From:
and click Advanced. |
Ton
Subject:
|[%JDbRe5uIt%] SelobMame?t (%o0bjectCount® objects) Hlssues™
Test Message
Send daily summary at:
Matify on:
Success
Warning
Failure
Suppress notifications until the last job retry
324
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17.

18.

19.
20.

21.

On the Advanced SMTP
options page, enter 587 in
the Port field.

Use 100000 milliseconds
as the Timeout.

Select Connect using SSL.
Select This SMTP server
requires authentication.
Click Add to add a
credential as Log on as
account.

Enable e-mail notifications (recommended)

SMTP server:

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

|5mtp.0f‘ﬁce365.c0m

|| Adwvanced... |

From:

Advanced SMTP options

3

Port: 587

]

Timeout: 100000 = ms

Connect using 55L

This SMTP server requires authentication
Log on as:

HEEEN

Oe

| [ Add..

oK

Cancel

Suppress notifications until the last job retry

oK

Cancel

Apply
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22. The SMTP server requires
authentication. Type the
office 365 service account
(VEEAM®@carysun.com in
my case) as Username,

enter the account
password, and click OK.

I/0 Control  Security E-mail Settings  SNMP Settings

Enable e-mail notifications (recommended)
SMTP server:

Motifications  History

smtp.office365.com | | Advanced...
Cred;ntials
Username: |VEEAM@Car}f5un com | Br_crwse
EI)% Password: ..........| f;‘\|
Description:

VEEAM@ carysun.com

coc

oK

Cancel Apply
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23. On the Advanced SMTP [ i
options page, click OK.

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)

SMTP server:
|5mtp.0f'ﬁce355.com | | Advanced... |
From:
Advanced SMTP options x
Pot 587 |~ |
Timeout: 100000 : ms :l

[~] Connect using S5L ge
This SMTP server requires authentication
Log on asi
|'\'_-'~k‘u"EEAM@carysun.com [VEEAM@ carysun.col v| | Add...
oK Cancel
Suppress notifications until the last job retry
oK ' Cancel Apply
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24,

25.

In the From field, enter an
email address you want to
use as a sender.

In the To field, enter an
email address of a
notification recipient. To
specify multiple email
addresses, use a
semicolon.

26. Click Test Message.

Options

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)
SMTP server: . . )
|5mtp.0f'ﬁce365.com Advanced...

From:

|VEEAM@car}rsun.com

To:

| csun@triconelite.com

Subject:

[#JobResult®] %alobMamet (%0bjectCount™ objects] Hlssues®

Test Message

Send daily summary at:
Matify on:

Success

Warning

Failure

Suppress notifications until the last job retry

328

Technet24


https://technet24.ir

Chapter 3 Configuration

27. Ensure the test email was
successfully sent to
recipients, and click OK.

I/0 Control  Security E-mail Settings  SNMP Settings

Enable e-mail notifications (recommended)

SMTP server:

Motifications  History

| smtp.office365.com

From:

Advanced...

|‘JEEAM@CE rysun.com

To:

| csun@triconelite.com

Subject:

[%elq Veearn Backup and Replication

Muotif]
5
W

Send o Test message has been sent to “csun@triconelite.com”

|
|
|

Failure
Suppress notifications until the last job retry

oK

Cancel

Apply
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28. On the Email Settings

page, System notifications
are sent by default
whenever a backup job
session ends with the
following states: Success,
Warning, or Failure. Keep
the default settings, and
click OK.

Options

1/0 Control Security E-mail Settings  SNMP Settings Notifications History

[ Enable e-mail notifications (recommended)
SMTP server:
[smtp.office365.com Advanced...

From:

[VEEAM@carysun.com

To:

icsun@triconelite.com

Subject:

[[%JobResult%] %JobName% (%0bjectCount% objects) %lssues%

Test Message k

Send daily summary at: |10:00 PM sl ©

Notify on:

[ Success

[ Warning

M Failure

[ Suppress notifications until the last job retry

Cancel Apply
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Configure Notification with Microsoft Office 365 MFA Account

You can configure Microsoft Office 365 MFA account for notification settings if you want Veeam

Backup & Replication to send email notifications about backup job results.

Instructions Screenshot (if applicable)
1. Sign in Office 365 portal O | O HomeNicion 35 x |+ - o X
. . € C QA O hps//wwwolficecomaut ; & @
with a Global Admin ’ . 2 L
Microsoft 365 £ Sear e & ? (’S:
account, and select =
0 y o The Office app is becoming the new Microsoft 365 app, your home to find, create. and
Admln share your content and ideas.
Welcome to Microsoft 365 Install apps

Quick access

oA © Recently opened &8 Shared €7 Favorites

8 i8i@RiPisi0io (>

A [no o i R

2. On the Microsoft 365 »

admin center, expand - P £ Whats oew| D Ouimose | B Deshooadvew
Users and select Active A
+ Add cards
users.
Microsoft Teams
M Teams & groups v Support remote workers with Teams
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3. On the Active users' page,

O  vsosk : VBOBK@carysuncom
click Veeam service o (1
0O veeam : VEEAM@carysuncom
account (VEEAMMFA, in , @
0O  veeamMmra P VEEAMMFAGcarysun.com
my case). s
s Ontheaccountpage,  NCEET
select License and apps. =
Slfeee Active use
R Uses A VEEAMMFA
1 Active users R Addauser 3\ Resetpassword (O Block sign-in 2, Delete user
Contacts
Guest users e |
Diad sics Account  Devices  Likensesandapps  Mal  OneDrive
O AngusSun
R Teams & groups v Username and email Aliases
o oy y O AngusSun 33
o S'“"‘q‘ - L A"gu‘ Su: Lact dan.in Sian-aut
5. On the License and apps
. . Account Devices Licenses and apps Mail OneDrive
page, click Add license. —_—

View and manage Microsoft services for this user.

[ View products

O App name Status

Add a license for this user

Licenses make apps and services available to this user, and you can choose which ones you want
this user to have.

Add license v
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6. On the Office 365 license
page, enable Assign
license to the account,
and click Save changes.

<

Office 365 E3

0 licenses available

@D Assign license to VEEAMMFA

App name

Exchange Online (Plan 2)
Microsoft 365 Apps for Enterprise
Microsoft Teams

Office for the Web

SharePoint (Plan 2)

Microsoft Stream for Office 365 E3
Power Apps for Office 365

Azure Rights Management

Common Data Service

0000000000 O
BERBVYVVIPECR

Common Data Service for Teams

Status

O 0 0 0 0 0 0 0 0 0

On

On

On

On
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7. Click Back <--.

é
Office 365 E3

0 licenses available

@D Assign license to VEEAMMFA

App name

Exchange Online (Plan 2)
Microsoft 365 Apps for Enterprise
Microsoft Teams

Office for the Web

SharePoint (Plan 2)

Microsoft Stream for Office 365 E3
Power Apps for Office 365

Azure Rights Management

Common Data Service

0000000000 O
BERBVYVVIPECR

Common Data Service for Teams

Status

O 0 0 0 0 0 0 0 0 0

On

On

8. Onthe account page,
select Mail. It would be
preferable to wait a few
minutes before preparing
a mailbox for the user.

VEEAMMFA

Change photo

Account Devices Licenses and apps Mail

View and manage Microsoft services for this user.

™ View products

OneDrive

@ Reset password () Block sign-in 2, Delete user
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9. On the Mail page, select
Manage email apps.

VEEAMMFA

@\ Reset password (& Block sign-in 2, Delete user

Change photo

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (8.604MB/100GB)
[

Learn more about mailbox storage quotas

Mailbox permissions Email apps
Read and manage permissions (0) All apps allowed
Send as permissions (0) Manage email apps

Send on behalf of permissions (0)

Show in global address list Email forwarding
Yes None
Manage global address list visibility Manage email forwarding
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10. On the Manage email
apps, select
Authenticated SMTP and
click Save changes.

é

Manage email apps

Choose the apps where VEEAMMFA can access Microsoft 365 email.

Outlook on the web

Outlook desktop (MAPI)
Exchange web services
Mobile (Exchange ActiveSync)
IMAP

Pop

Authenticated SMTP

11. On the Active Users page,

select Multi-factor
authentication.

Microsoft 365 admin center L Search

Home Active users

Home .
Active users
Users s
1 Active users 2, Addauser (3 Multi-factor authentication () Refre:
Contacts
Guest users O osplayrome 1
Deleted users

sh 2, Delete user

Username
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admin account.

13. On the multi-factor multi-factor authentication

. users service settings
authentication page, 9

select service settings.

MULTI-FACTOR AUTH
STATUS

DISPLAY NAME -~ USER NAME

page, select Allow users . L
multi-factor authentication

to create an app paSSWOfd users service settings

to sign in to non-browser

®  Allow users to create »

apps, click save and then
sign out from the office
365 portal.

seeQ;f
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15. On the multi-factor

authentication page,
select users.

multi-factor authentication
users service settings

16.

If the Veeam service
account is non-MFA,
follow the steps below to
enable MFA.

17. On the users' page, click

Veeam service account.

multi-factor authentication
users service settings

Starting Sept. 30 Co
Note: only users licensed to u
Before you begin, take a loo

bulk update

View:  Signein allowed users v P Mudfscor Auth ststus Any v
D DISPLAY NAME = USER NAME ;‘I“:il;{:;FAC[OR Aum
O AngusSun Enforced
[ AngusSun Disabled
O AngusSun Disabled
O CaySun Enforced
O Caysun Disabled
O corysun Disabled
(] Evelyn Chen Disabled
O Terence Disabled
O veoBk VBOBK@carysun.com Enforced
O veeam Disabled
O VeEAMMFA Disabled

Select a user
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select Enable. multi-factor authentication

users service settings
Starting Sept. 30th, 2022 Cambined registration experiences for MFA and SSPR will be enabled for all tenants. Enable it now,

MNote: only users licensed to use Micro:
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

r Multi-Factor Authentication. Learn more about how to license other users

Online Services are cligible

View: | Sign-in allowed users v B MutiFactor Auth status: Any v
MULTI-FACTOR AUTH
E‘ DISPLAY NAME USER NAME STATUS
O Anges Sun Enforced VEEAMMEA
[ AngesSun Dissbled
VEEAMMFA@ carysun.com
[0 AngusSun Disabled
] CarySun Enforced ‘ quick steps
Enable
O CarySun Dissbled
Manage user settings
O carysun Disabled
[ Evelyn Chen Disabled
O Terence Disabled
0 veoek VBOBK@carysun com Enforced
0 veeam VEEAM@carysun.com Dissbled
VEEAMMFA VEEAMMFA@carysun.com Dissbled

19. Click enable multi-factor (:)

auth on the About helping
factor auth

1 About enabling multi-
multi-factor auth page. TBENF L

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this fink to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth

20. On the Updates, Q)
successful page, click

Updates successiul
Close.

Multi-factor auth is now enabled for the selected accounts,

close
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21. Sign in Office 365 portal
with a Veeam service
account

22. On the Sign in page, enter
the Veeam services
account email address.

BT Microsoft
Sign in

VEEAMMFA@carysun.com

Mo account? Create gne!

Can't access your account?

Back

G‘\‘) Sign-in options

Next
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23. Enter the password.

BT Microsoft
€« yeeammfa@carysun.com

Enter password

Forgot my password

24. On the More information
required page, click Next.

B8 Microsoft
veeammfa@carysun.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more
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25. Select Fill in the
information on the Step 1

page and click Next.

Secure your account by adding phone verification to your passward, View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v
Canada (+1) v [604i
—Method

nd me a code by text message

O Callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2022 Microsoft  Legal | Privacy

26. On the Step 2 page, enter | I —

the verification code and

Additional security verific:
\dditional secu Ity vermc

click Verify.

Secure your account by adding phone verification to your password, View video to know hew to secure your account

Step 2: We've sent a text message to your phone at +1 604

When you receive the verification code, enter it here

Microsoft Legal | Privacy
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27. In Step 3, copy and save
the app password, and
click Done.

Step 3: Keep using your existing applications

ps, like Outlook, Apple Mail, and Micros

Get started with this app password:

Secure your account by adding phone verification to your password, View video to know how to secure your account

Additional security v

caunt. To use these apps, you'll need to create a new “app

28. If the Veeam service
account is an existing MFA
account, follow the below
steps to add App
password authentication.

29. Sign in to the Office 365
portal with the Veeam
service account and select
View account.

i

iR @@ i@ ieim 0

30. On the My account page,
select Security info.

- J)

Security info

2

Settings & Privacy

Devices

My sign-ins

2

=

Subscriptions

8
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31. On the Security info page,
select the +Add method.

32. On the Add Method,

select App password and Add a method X
click Add. . _ _
Which method would you like to add?
App password v
33. Type VBO365APP as the
name of the App App password X

password, and click Next.

Start by creating a name for your app password. This will help
differentiate it from others.

What name would you like to use? Minimum length is 8
characters.

VBO365APP
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34. Copy and keep the
password in a safe place.
Then, it will not be shown
again.

35. Click Done.

App password X

App password was successfully created. Copy the password to

clipboard and paste into your app. Then return here and choose
‘Daone’

Name:
VBOIGSAPP

Password:
hesrjjple gainr I

MNote: Keep this password in a safe place. It will not be shown again.

36. Log in to the Veeam
Backup and replication
manager server.

37. Open the Veeam Backup
& Replication Console and
click Connect.

N5 Veeam
=i} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

Password

v Use Windows session authentication

Save shortcut Connect Close
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38. Select General Options

from the main menu.

Credentials and Passwords

General Options

Users and Roles

Network Traffic Rules

Configuration Backup

VM Exclusions

Console
Color Theme

:Q License
Help

x Exit

™ Home

Ba
™ Inventory

»

-Win

1-USB
-Win_VBRBack
20045

ry_ubuntu200.
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39. On the Options page,
select Email Settings.

Options
1/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

[[] Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production warkloads.

rew tash atastore at 200 =
Throttle /0 of existing tasks at: 0 : T
latastores Configure...
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40.

Select Enable e-mail

Options
notification (recommend)
. X I/O Cantrol  Security E-mail Settings  SMMP Settings  Motifications  History
on the Email Settings
Enable e-mail notifications (recommended)
page. SMTP server: - )
41. In the SMTP server ﬁeld, |5mtp.oﬁice365.coml Advanced...
enter smtp.sendgrid.net From:
and click Advanced. |
Ton
Subject:
|[%JDbRe5uIt%] SelobMame?t (%o0bjectCount® objects) Hlssues™
Test Message
Send daily summary at:
Matify on:
Success
Warning
Failure
Suppress notifications until the last job retry
348
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42.

43.

44,
45.

46.

On the Advanced SMTP
options page, enter 587 in
the Port field.

Use 100000 milliseconds
as the Timeout.

Select Connect using SSL.
Select This SMTP server
requires authentication.
Click Add to add a
credential as Log on as
account.

Enable e-mail notifications (recommended)

SMTP server:

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

|5mtp.0f‘ﬁce365.c0m

|| Adwvanced... |

From:

Advanced SMTP options

3

Port: 587

]

Timeout: 100000 = ms

Connect using 55L

This SMTP server requires authentication
Log on as:

HEEEN

Oe

| [ Add..

oK

Cancel

Suppress notifications until the last job retry

oK

Cancel

Apply
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47. The SMTP server requires
authentication. Type the
office 365 service account
(VEEAMMFA@carysun.co
m in my case) as
Username, enter the App
password as the
password, and click OK.

I/0 Control  Security E-mail Settings  SNMP Settings

Enable e-mail notifications (recommended)
SMTP server:

Motifications  History

smtp.office365.com | | Advanced...
Cred;ntials
Username: |VEEAMMFA@car}r5un com | Br_crwse
EI)% Password: [ssssesessssssnssl )|
Description:

VEEAMMFA@ carysun.com

coc

oK

Cancel Apply

350

Technet24


https://technet24.ir

Chapter 3 Configuration

48. On the Advanced SMTP [ et
options page, click OK.

|0 Control  Security E-mail Settings  sNMP Settings  Motifications  History

Enable e-mail notifications (recommended)
SMTP server:

|5mtp.oﬁice355.com || Advanced... |

From:

Advanced SMTP options x

Port: 587

Timeout: 'I D[M. 3001 .? E

L1 L L

[~] Connect using S5L £
This SMTP server requires authentication
Log on as!
|74 VEEAMMFA@carysun.com (VEEAMMFA®c: ~| [ Add..
oK Cancel
Suppress notifications until the last job retry
oK || cancel Apply
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49, In the From field, enter Options
the Veeam service
, . I/O Cantrol  Security E-mail Settings  SMMP Settings  Motifications  History
account’s email address
as a sender. Enable e-mail notifications (recommended)
SMTP server: ] ]
50. In the To ﬁeld, enter an |5mtp.0f'ﬁce365.com Advanced...
email address of a From:
. . .. VEEAMMFA®@carysun.com
notification recipient. To L_ 2
o
specify multiple email |c5un@tric0ne|ite.cum
addresses, use a Subject:
. [#JobResult®] %alobMamet (%0bjectCount™ objects] Hlssues®
semicolon.
51. Click Test Message. e Menage
Send daily summary at:
Matify on:
Success
Warning
Failure
Suppress notifications until the last job retry
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52. Ensure the test email was
successfully sent to
recipients, and click OK.

I/ Control  Security E-mail Settings  SMNMP Settings  Motifications  Histary

Enable e-mail notifications (recommended)
SMTP server:

|5mtp.office365.com - .Ac-i'.'..ranceﬂ...

From:

|VEEAMMFA@ Carysun.com

To:

| csun@triconelite.com

Subject:

@ Weearn Backup and Replication X

Send o Test message has been sent to “csun@triconelite.com”

Notif
S
Y

UL

Failure
Suppress notifications until the last job retry

OK || Caneel

Apply
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53. On the Notifications page,

system notifications are
sent by default whenever
a backup job session ends
with the following states:
Success, Warning, or
Failure. Keep the default
settings, and click OK.

Options

1/0 Control Security E-mail Settings  SNMP Settings Notifications History

[ Enable e-mail notifications (recommended)
SMTP server:
[smtp.office365.com Advanced...

From:

[VEEAMMFA@carysun.com

To:

icsun@triconelite.com

Subject:

[[%JobResult%] %JobName% (%0bjectCount% objects) %lssues%

Test Message k

Send daily summary at: |10:00 PM sl ©

Notify on:

[ Success

[ Warning

M Failure

[ Suppress notifications until the last job retry

Cancel Apply
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Enable Configuration Backup

The configuration database of Veeam Backup & Replication can be backed up and restored. If the
backup server fails, you can quickly reinstall it and restore its configuration from a backup

configuration.

You can also use configuration backups to restore the configuration from one backup server to
another in the backup infrastructure. For example, Veeam Backup & Replication exports
configuration data from the database and saves it to the backup repository during configuration

backup.

Instructions Screenshot (if applicable)

Backup and replication
manager server. Veeam

& Replication Console and

click Connect. Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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Confirmation code and

click Confirm. NTI Veeam . .
=fN] Backup & Replication 12

Enter the code from your authenticator app.

Confirmation code:

Save shortcut Confirm Close
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4. Select Configuration
Backup from the Man
menu.

© Credentials and Passwords  »
General Options

Users and Roles

E] MNetwork Traffic Rules

@ Configuration Backup
=
VM Exclusions

=g Afv

Console 3
Color Themne »
M
=Q Licenze
Help 3
x Exit
'ﬂ‘ Home

2
%
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Select Enable
configuration backup to
the following repository
checkbox on the
Configuration Backup
Settings page.

Select the backup
repository from the drop-
down list.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:
Backup Repository HPHVD2 (Created by GOODDEALMART \csun at 1/10/2023 ~

= 682 GE free of 931 GB
Restore points to keep: |10 Motifications

Perform backup on: Daily at 10:00 AM Schedule...

Last successful backup:  1/7/2073 10:00 AM Backup now

[ Enable backup file encryption

7. Enter the restore points

number in the Restore

points to keep field. Manage passwords

H oy : Saved credentials, backup server certificate and cloud backu
I . P p
8. Click Notifications. appliance data will not be included in the configuration backup until
encryption is enabled
Restore
Restore the configuration backup to this server: Restore...
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9. Select Send SNMP
notification on this job

checkbox's Configuration Send SNMP netifications for this job
Backup Notification page.

Configuration Backup Motifications

Send e-rnail notifications to the following recipients:

If necessary.
| csun@triconelite.com

10. Select Send e-mail I _
notifications to the (®) Use global notification settings
following recipients check
box and enter a
recipient's email address.
You can enter multiple
addresses, each email
address separated by a

semicolon.

11. Select the Use global
notification settings Cancel

() Use custom notification settings specified below:

[FelobResult%] SalobMame: (36T ime:)

checkbox.

12. Click OK.

13. Click Schedule on the Backup Configuration Schedule
Conﬁguratlon BaCkUp Run the job autamatically

Settlngs page. (®) Daily at this time: Everyday L
14. On the BaCkUp (O Menthly at this time:  [10:00 P1\ Fourth Saturday
Configuration Schedule Cancel

page, select Run the job
automatically checkbox.

15. Select Daily at this time,
enter the backup time in
the time field and select
every day from the drop-
down list.
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16. Click OK.

17. On the Configuration

Backup Settings page,
click Backup now if you

want to back up manually.

Configuration Backup Settings

Backup
[ Enable configuration backup to the following repository:

; Backup Repository_HPHV02 (Created by GOODDEALMART\csun at 1/10/2023 v
688 GB free of 931 GB

Restore points to keep: 10 13 ' Notifications
Perform backup on: Daily at 10:00 AM Schedule...
Last successful backup: 1/7/2023 10:00 AM Backup now

[[] Enable backup file encryption

Add...
Manage passwords
1 Saved credentials, backup server certificate and cloud backup

appliance data will not be included in the configuration backup until
encryption is enabled

Restore

Restore the configuration backup to this server: 4 Restore...
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18. Select Enable backup file Configuration Backup Settings
encryption on the
Configuration Backup
Settings page.

Backup
Enable configuration backup to the following repository:

Backup Repository HPHVD2 (Created by GOODDEALMART \csun at 1/10/2023 ~

19. Select a password from &= O8.GEiee of 01 G5
the Password drop—down Restore pointsto keep: (10 15 MNotifications
list or click Add to create a Perform backup on: Daily at 10:00 AM Schedule...
password.
Last successful backup: 1/7/2022 10:00 AM Backup now
20. Click OK. [“] Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 8:13 PM. (L « Add...
! Loss protection disabled Manage passwords
Restore
Restore the configuration backup to this server: Restore...
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Configure Best Practices Analyzer

Veeam Backup & Replication includes a built-in tool that checks your backup server configuration

to ensure it adheres to the Microsoft Windows Server operating system and Veeam backup

infrastructure components security best practices.

The tool Best Practices Analyzer examines the following configuration parameters.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam

Backup and replication
manager server.

2. Open the Veeam Backup

& Replication Console and
click Connect.

- x
5] Veeam
=iN] Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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Confirmation code and

click Confirm. AT Veeam . .
=fN] Backup & Replication 12

Enter the code from your authenticator app.

Confirmation code:

Save shortcut Confirm Close
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4. Select the Best Practices
Analyzer on the Home

page.

e
v IEW

Home

YV E T a0

(| = - (=]

Backup Replication CDP Backup Copy

Job Job ~ Policy v | Copy Job~
Primary Jobs Secondary Jobs

Home

% Jobs
4 ?%Lastzfi Hours

|:'$ Success

ﬁ Home

aiis

=F

Failowver
Plan =

Restore

n

[Emmm|

Import Best Practices

Backup

Qn

Mame

e
B

1

]

et

()

Analyzer
Actions

i)

o

by

ECL N

n
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5.

On the Best Practices
Analyzer page, click
Analyze after setting up
the parameters as
recommended and ensure
that the status is changed
to Passed.

Best Practices Analyzer

X

The following best practices are guidelines from data protection and security experts. Not following them exposes your Vieeam deployment to
Unnecessary security risks, reduced chances of successful recovery following a cyber attack, affects backup infrastructure reliability etc.

Best Practice

Backup infrastructure security
Remote Desktop Service (TermService) should be disabled
Remote Registry service (RemoteRegistry) should be disabled
Windows Firewall should be enabled

Product configuration
MFA for the backup console should be enabled
Immutable or offline (air gapped) media should be used
Password loss protection should be enabled
Configuration backup should be enabled
Configuration backup should be encrypted

Backup server should ot be a part of the production domain

Status

Passed
Passed
£} Passed

Passed
Passed
Not implemented
Passed
Passed

BPOOOO(

Unable to detect

Copy to Clipboard

Reset All

Close

Analyze

Select the parameter and
click Suppress to skip the
security check.

Best Practices Analyzer

The following best practices are guidelines from data protection and security experts. Not following them exposes your Veeam deployment to

Unnecessary security risks, reduced chances of successful recovery following a cyber attack, affects backup infrastructure reliability etc.

Best Practice

Backup infrastructure security
Remote Desktop Service (TermService) should be disabled
Remote Registry service (RemoteRegistry) should be disabled
Windows Firewall should be enabled

Product configuration
MFA for the backup console should be enabled
Immutable or offline (air gapped) media should be used
Password loss protection should be enabled
Configuration backup should be enabled
Configuration backup should be encrypted

Backup server should ot be a part of the production domain

Status

) Passed
J Passed
o Passed
2 Passed
& Passed

Not implemented
Passed
) Passed

1. Unable to detect

Copy to Clipboard

Analyze

Suppress

Reset All

Close

X

7.

Comment briefly on the
Note field on the Edit
Note page for future
reference, and click OK.

Edit Mote

Mote: | Suppressed by GOODDEALMART \csun on 2/10/2023

OK

Cancel
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8. Click Close on the Best feshlestichnaeer A
. The following best practices are guidelines from data protection and security experts. Not following them exposes your Vieeam deployment to
Practices Ana Iyze r page. Unnecessary security risks, reduced chances of successful recovery following a cyber attack, affects backup infrastructure reliability etc.
Best Practice Status Analyze
Backup infrastructure security Reset
Remote Desktop Service (TermService} should be disabled Passed
Remote Registry service (RemoteRegistry) should be disabled @ Passed
Windows Firewall should be enabled Passed
Product configuration
MFA for the backup console should be enabled Passed
Immutable or offline (air gapped) media should be used Passed
Configuration backup should be enabled Passed
Configuration backup should be encrypted @ Passed
Backup server should not be a part of the production domain 1. Unable to detect
Suppressed
Password loss protection should be enabled ) Suppressed by GOODDEALMART\csun o...
Reset All
Copy to Clipboard | Close
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Chapter 4

Backup

Veeam Backup is a software application for data protection and disaster recovery in virtualized
environments. It provides backup, recovery, replication, and continuous data protection for
VMware vSphere and Microsoft Hyper-V virtual machines, physical servers, and cloud-based
workloads.

Veeam Backup & Replication creates VM image-level backups. Image-level backups can be used
for various restore scenarios, such as Instant Recovery, restoring full VM, recovery VM file,
recovery file-level, etc.

Veeam Backup offers several features that help protect data, including:

e Backup and replication: Veeam Backup provides backup and replication of virtual
machines, physical servers, and cloud workloads. Backups can be scheduled, and Veeam
Backup offers several backup methods, including incremental and full backups.

e Recovery: Veeam Backup allows quick and easy recovery of virtual machines, files, and
application items, including granular-level recovery for emails and SharePoint items.

e Monitoring and reporting: Veeam Backup provides monitoring and reporting of backup
and replication jobs, allowing administrators to identify issues and ensure backups are
running as expected quickly.

e C(Cloud integration: Veeam Backup integrates with several cloud providers, including AWS,
Microsoft Azure, and Google Cloud Platform, allowing backups to be stored in the cloud.

Veeam Backup is a powerful, flexible data protection and disaster recovery solution in virtualized

environments.
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Create a Backup job to backup the specified VMs

To backup VMs, you must first create a backup job. The backup job specifies how, where, and

when VM data should be backed up. A single job can process one or more virtual machines. Jobs

can be started by hand or scheduled for a specific time.
This procedure creates a backup job to back up the production VMs specified.

Instructions

Screenshot (if applicable)

1. Login to the Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console and
click Connect.

N5] Veeam o
=B} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

GOODDEALMART

hCEUm
Paszword

' Usze Windows zession authentication
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3.

Enter the MFA
Confirmation code and
click Confirm.

Nl Veeam
=iN] Backup & Replication 12

Enter the code from your authenticator app.

Confirmation code:

Save shortcut Confirm Close

Select Jobs on the Home
page and right-click Jobs.

Select Backup and click
Virtual machine.

Home View
A | = e
'b 98 cO ‘4} Eﬁ q ﬁ +|i\/:_|+
= = . = B = %
Backup Replication CDP Backup Copy Failover | |mport Best Practices
Job ~ Job~ Policyr Copy Job= Plan~ | Backup Analyzer
Primary Jobs Secondary Jobs = Restore Actions
Home Q Type in an object name to sea)
i Jobs Marne Type
4 [% Last 24 Hours | Backup v | & Virtual machine..
|§} Success *E Replication L4 IE- Windows computer...
22 CDP policy + E’\ Linux computer...
B  Backup copy.. h—ij Mac computer...
D'T'] File copy... @E Unix computer..,
' Application »
& Add view.. @ e
4l Fileshare..
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6. On the Name page, enter | NewBackup Job X
. Mame

a name for the backup JOb 1= =i Type in & neme and description for this backup job,

in the Name field.
7. Give a brief description in B [ oco1-2022 Backup

H 3 3 ! e Deescription:
the Descrlptlon ﬁeld for Storage Created by GOCDDEALMART \csun at 2/10/2023 910 PM,
the future. e
Scheduts

8. Select the High priority _

checkbox if you want this

job to allocate resources

in the first place.

| [¥] High priarity

9. Click Next. i i e il e
10. Click Add on the Virtual New Backup Job =

Machines page.

Mame

Storage

Guest Processing
Schedule

Summary

as you add new YM into container.

Virtual machines to backup:

Mame Type Size Add...
Rt
| Exclusions...
T
Recalculate
Total size:
0B
< Previaus Next > Fach || cancel

Virtual Machines
=T Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
LI

370

Technet24


https://technet24.ir

Chapter 4 Backup

11. Select the VM from the Add Objects ®
Select objects list on the
A(‘jd Objects page and Select objects: @l E M@
click Add. ~ l.i“iE"'l Hosts and YMs
12. If you have multiple VMS v [E HPHvol
that needs to back up in [0 AzureADConnect
the same backup job, you E" Eﬂiurlf::iﬂENT
can repeat the step to add ) MGMTOT
b
them. [} SME3

[p STORAGE-WIN
D, ubuntu20045
VBO365
VBO365PROXY
VBO365REST
VBR1D

VBR11

VBR12
VBR12PostgreS0L
YeeamOnell
XG_HOME

|-*-' Type in an ohject name to search for Q |
; J

Add IF

] (B S ([ ([
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13. Click Next on the Virtual

Machines page.

Mew Backup Job X

Virtual Machines

Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
changes as you add new VMs into the container.

Virtual machines to backup:

Name
Name Type Size | Ad
[ Dcoi-2022 Virtual machine 21068 e
move
Storage
Guest Processing : Exclusions...
Schedule :} Up
Summary | % Down
| Recaleulate
Total size:
21.0GB
<Previous || Next> Fnsh || Cancel
14. On the Storage page, click New Backup Job -

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
B job and customize advanced job settings if required.

Name Backup proxy:

{automatic Choose...

Virtual Machines

Backup repository:

| Default Backup Repository (Created by Veeam Backup) -
Guest Processing = 93.6GB free of 126 GB Map backup
Sehediin Retention policy: |7 ol |
Summary [ Keep certain full backups longer for archival purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

{0 Advanced |

< Previous Mext > Finisk Cancel
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15.

16.

17.

18.

On the Backup Proxy
page, if you select On-
host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will runon a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
model.

If the off-host backup
mode is selected for the
job, but no off-host
backup proxies are
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode if
no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be
performed by taking into account proxy pricrity, connectivity and its current
load,
() On-host backup
Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts,
(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -
host proxies. In this mode, backup processing is offloaded from Hyper-V
host,

[¥] Failover to on-host backup mode if no suitable off-host proxies available

[v] Use the following backup proxy servers onky:

Mame Select all
L} HEH Clear all
HPHVOZ
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proxies are available in
the checkbox. Still, the job
will fail to start if off-host
backup proxies are
unavailable or configured

properly.
19. Click OK.

20. Select the backup New Backup Job !
repository from the Storage
Backup repository drop-

= g Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
| this job and customize advanced job settings if required.

down list where the Name Backuf oy
. ) ‘ Off-host backup (HPHV02) Choose..
created backup files must Ve Mox e - ,
ackup repository:

\ Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 430 v

be saved.

(0}

125 GB free of 126 GB Map backup

Guest Processing
Retention poli - | ] -
Schiedule PeRich: i o

[T] Keep certain full backups longer for archival purposes

Summary
[T] Configure secondary destinations for this job

Copy backups produced by this job to another backup repasitory, or tape. We recommend to make
st least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

< Previous Finish | Cancel

Advanced...
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21. Click Map backup is Select Backip >
helpful if you have
relocated backup files to a Existing backups: [T
new backup repository v = Backup Repositories

and want to point the jOb §| Backup Repository_Storage-Win_VBRBackup

to existing backups in this
new backup repository.
Backup job mapping can
also be used if the
configuration database
becomes corrupt and you
need to reconfigure
backup jobs.

||5_31|' Type in an object name to search for (-:.‘

Cancel
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22. Set the retention policy

23

settings for restore points
in the Retention Policy
field.

Select days or restore

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

Namie Backup proxy:
| Of-host backup (HPHVO2)

Choose..

Virtual Machines

Backup repository:
‘ Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 4:39 v

Mew Backup Job X

pomts from the drop— Guest Processing E 12568 free of 126 GB Map backup
H Retention policy: | 7 o = 24
down list. Schecuie e 7 < | (I ©
restore points
[T] Keep certain full backups Id 4 poses
Summary = e ol ays
[] Configure secondary destinations far this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication, block Advanced
size, netification settings, automated post-job activity and other settings,
< Previous & || Cancel
24. You can configure GFS New Backup Job x
Storage

25

retention policy settings
for the backup job to
ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes. Then, if
you need it, click
Configure.

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
L this job and customize advanced job settings if required.

Name Backup proxy:
‘ Off-host backup (HPHV02)

Choose..,

Virtual Machines

Backup repository:
Backup Repository Storage-Win VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 4:39 v~

Guest Processing = 125GB free of 126 GB Map backup
Retention policy: restore points ~ | @B

Schedule

' Keep certain full backups longer for archival purposes Configure...

Summary =

GFS retention policy is not configured

[_] Configure secondary destinations for this job
Copy backups produced by this job to ancther backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. vanes

< Previous Cancel
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26.

27.

28.

29.

Select the Keep weekly
full backups for check box,
and specify the number of
weeks you want to
prevent restore points
from being modified and
deleted.

Select the Keep monthly
full backups for check box,
and specify the months
you want to prevent
restore points from being
modified and deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS

weeks

If rnultiple full backups exist, use the one from:

[] Keep monthly full backups for: months

Use weekly full backup frem the following week of a month:

[] Keep yearly full backups for: years

Use monthly full backup from the following month:

Cancel
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30. On the Storage page,
click Advanced.

GFS retention policy is not configured

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block |- 1
size, notification settings, automated post-job activity and other settings. i

< Previous

Finish | Cancal

Mew Backup Job X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.
Namie Backup proxy:
| Of-host backup (HPHVO2) || choose..
Virtual Machines
Backup repository:

_ ‘ Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 4:39 v
Euect e amsing = 125G free of 126 GB Map backup
Schedule

Keep certain full backups longer for archival purposes | Configure...
Summary —_
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31.

32.

33.

On the Backup page,
select Incremental
(recommended).

Select create synthetic full
backups periodically or
active full backups
periodically checkbox.

Click Configure to
schedule full backups
periodically and click OK.

Backup :Méintenance Storage Nutiﬁcationsl I-Elyper—\-"' Scripts

Backup mode

() Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,

® Incremental (recommended)
Increments are saved into new files dependent on previous files in the
chain. Best for backup targets with poor random /O performance.
[¥] Create synthetic full backups periodically an:

Saturday Configure.

Active full backup
[] Create active full backups periodically on:

Schedule Settings *

Schedule:

) Monthly on:

® Weekhy: On these days v | Days...
Saturday

|Save As Default | | QK [ Cancel
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34. Select Incremental and
disable synthetic full or
active full backups to
create a forever forward
incremental backup chain
if needed.

Advanced Settings

Backup :M;intenance Storage Nutiﬁcations: I-Elyper—\-'" Scripts

Backup mode

() Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent WM state,

® Incremental (recommended)
Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random /O performance.
[ Create synthetic full backups periodically an:

Active full backup
[] Create active full backups periodically on:

|Save As Default| | oK || Cancel
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35. On the Advanced Settings,
select Maintenance.

Advanced Settings

. Blacl;:.upi Maintenance :St.crage | Notifications | I.-ISfper—‘l\-" lScriptlsl:
Storage-level corruption guard

] perform backup files health check (detects and auto-heals cormuption} on:

Full backup file maintenance

[] Remove deleted items data after : days
[] Defragment and compact full backup file on: .

|Save As Default | ok || Caneel
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36. To regularly perform a A
health check on the _ _
backup chain's most Backup | Maintenance | Storage | Motifications | Hyper-V | Scripts
recent restore point, Storage-level corruption guard
select the Perform backup [¥] Perform backup files health check (detects and auto-heals corruption) on:
. At 22:00 on Last Friday of every month Configure...
files health check (detects _ Y ! ?
Full backup file maintenance
and auto-heals
. heckb . [[] Remove deleted items data after days |
Corruptlon) checkboxin [] Defragment and compact full backup file on: [
the Storage-level s ay of every mont -
corruption guard section. 5
Schedule Settings !
37. Click Configure to set a S
timetable for the health [® Wionthiy onf| 10:00 PM 0 | |Last v | | Friday v || Months..
check.
() Weekhy:
OK | | Cancel i
{Save As Default| . oK Cancel ‘
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38.

39.

40.

Select the Remove
deleted items data after
the checkbox and enter
the few days you want
backup data for deleted
VMs to be kept.

Select the Defragment
and compact full backup
file checkbox and click
Configure.

Set the schedule for the
compact operation to
compact a full backup
periodically.

Note:

GFS retention is not
compatible with defragment
and compact functionality.

Eackup: Maintenance | Storage Notifications .H_\,rper-\-’.. Scripts .

Storage-level corruption guard

[+#] Perform backup files health check (detects and auto-heals corruption) on:
At 22:00 on Last Friday of every month Configure..

Full backup file maintenance

—
[¢] Remave deleted items data after ‘ 4 |da}r5

[v¥] Defragment and compact full backup file on:
Last Saturday of every menth Configure.

Schedule Settings *

Schedule;

®) Monthly on: | Last bd | l Saturday v ‘ Manths...

O Weekdy:

Save As Default oK Cancel
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41.

42.

43.

44,

45.

On Advanced Settings,
select Storage.

Select the Enable inline
data deduplication
(recommended)
checkbox.

Select the Exclude swap
file blocks
(recommended)
checkbox.

Select the Exclude deleted
file blocks
(recommended)
checkbox.

Select the compression
level for the backup from
the drop-down list.

Advanced Settings

. Blackup [ Méintenance. Storage . Notifications . Hyper-¥ | Scripts
Data reduction

[¢] Enable inline data deduplication (recommended)
[v] Exclude swap file blocks (recommended)
[¢] Exclude deleted file blacks (recommended)

Compression level:

Optimal {[recommended)

None

Dedupe-friendly
Optimal (recommended)
High

Extreme

elivers the optimal combination of backup speed, granular restore
performance and repository space cansumption,

Encryption
[T Enable backup file encryption

|Save As Default| | OK

Cancel
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46. Select the Storage Advanced Settings
optimization for the )
backup from the drop- Backup | Maintenance | Storage | Notifications | Hyper-V | Scripts |
down list. Data reduction

Enable inline data deduplication (recommended)
Exclude swap file blacks (recommended)
[¢] Exclude deleted file blacks (recommended)

Compression level:

Optimal {recommended) b

Provides far the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restare,

Storage optimization:

1MB (recommended) v

4MB

TME (recommended)
512KB

256KB

= = e e = e e =

|Save As Default | ok || Caneel
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47. Select the Enable backup Advanced Settings
file encryption checkbox
to encrypt the content of Blacllmp [ Méintenance .Storage . Nutiﬁcatéons Hl;-'per—‘lu' lScript.s
backup files. Data reduction
Enable inline data deduplication (recommended)
48. Select a password from [v] Exclude swap file blocks (recommended)
the drop—down list. Then, [¢] Exclude deleted file blacks (recommended)
if you still need to do, Compression level:
click Add or use the |Dptimal {recommended) b |
Ma nage passwo rds link to Provides far the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restare,
create a new password.
Storage optimization:
‘ TMB (recommended) b4 |
Delivers the optimal combination of backup speed, granular restore
performance and repository space cansumption,
Encryption
[¥] Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 813 P ~ Add...
1. Loss protection disabled Manage passwords .
'Save As Default| ok || cancel
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49. On the Advanced Settings,
select Notifications.

50. Keep the default settings.

Advanced Settings

. -Blackup | Maintenance | St.crage: Notifications ,l I.-ISfper—‘l\-" lScriptlsl:

[[] Send SNMP notifications for this job
[] send e-mail notifications to the following recipients:

Type in one or more e-mail addresses separated by semicalon

|Save As Default | ok

Cancel
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51. On the Advanced Settings,
select Hyper-V.

52. Keep the default settings.

Advanced Settings

. -Blackup | Maintenance | St.orage . I"\:Iutiﬁlca.tilons; Hyper-V Script.s

Guest quiescence

[] Enable Hyper-V guest quiescence

Mative quiescence will anly be used for virtual machines with application-
aware image processing disabled,

Changed block tracking
[¥] Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and
replication of protected VMs, CBT is performed by Veeam's Hyper-V
integration component that is auto-deployed on each host.

Valume snapshots
[¥] Allow pracessing of multiple VMs with a single volume snapshat

Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM.

|Save As Default | ok || Caneel
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53. On the Advanced Settings
page, click Scripts and
keep the default settings.

54. Click OK.

Advanced Settings

. -Blackup | Maintenance | St.orage ' Notifications | I-ES-'per—\-": Scripts

Job scripts
[] Run the following script before the job:

[] Run the following script after the job:

|Save As Default| | oK

Cancel
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55. On the Storage page, click
Next.

MNew Backup Job

Storage
= g Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
B this job and customize advanced job settings if required.

Name

Virtual Machines

Guest Processing

Backup proxy:
‘ Off-host backup (HPHV02) Choose..

Backup repository:
] \ Backup Repositary. Storage-Win VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 439 ~
£ 125GE free of 126 GB

Map backup

Schedule
[[] Keep certain full backups longer for archival purposes
Summary
[C] Configure secondary destinations for this job
Copy backups produced by this job to another backup repasitary, or tape. We recommend to make
5t least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication, block
= e 5 = i Advanced...
size, notification settings, automated post-job activity and other settings.
< Previous Cancel
56. When you add VMs New Backup Job x

running VSS-aware
applications to the backup
job, you can enable
application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

57. Select the Enable
application-aware
processing checkbox on
the Guest Processing page

and click Applications.

Guest Processing
Choose guest 05 processing options available for running VMs.

Name
Virtual Machines

Storage

Schiedule

Summary

ng

| Guest Processing

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications | Applications...

["] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.
Customize advanced guest file systemn indexing options for individual machines

Guest interaction proxy:

‘ Automatic selection | Choose..,

Guest OS5 credentials:

Select existing credent)

r add new M | Add...

Manage accounts

Customize guest 05 credentials for individual machines and operating systems Credentials,..
Werify network connectivity and credentials for each machine included in the job Test Now
< Previous Cancel
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58. On the Applicaﬁon-AWare Application-Aware Processing Options

Processi ng (0] pl‘ions page, Specify application-aware processing settings for individual items:
select the VM and click Object Vss Transaction Logs Exclusions  Scripts | Add..
Edlt E‘.. DC01-20... Require success  SQL: Truncate, Exchange: Tnu... Disabled No Edit..

==
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59. On the Processing
Settings, click General.

60. Keep the default settings.

Processing Settings

CeneraISQL | Cracle :-P.clnstgre.Sdl: | Exclusions | lScrf;-:-ts

Applications
Application-aware processing detects and prepares applications for consistent
backup using application-specific methods, and configures the OS to perform
required application restore steps upon first boot.
(@ Reguire successful processing {recommended)
(O Try application processing, but ignore failures
(0 Disable application processing

V35 Settings

Choose whether this job should process transaction logs upon successful
backup. Legs pruning is supported for Microsoft Exchange, Microsoft SQL
Server, and other applications that support Microsoft V5S,

@) Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing on Windows is performed by a non-
persistent runtime process, Deplaying & persistent agent removes security and
port requirements of the runtime process injection.

[] Use persistant guest agent

oK || Cancel
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61.

62.

On the Processing
Settings page, click SQL if
the VM is a Microsoft SQL
Server VM.

Select Truncate logs
(Prevents logs from
growing forever) to
truncate transaction logs
after a successful backup.

Processing Settings

| General 50U :Dracle ”P.ostgrESQ.l. Exclusions | Scripts.

Choose how this job should process Microsoft SOL Server transaction logs:

(®) Truncate logs (prevents logs from growing forever)
() Do not truncate logs (requires simple recovery model)

() Backup logs periodically (backed up logs will be truncated)

OK

Cancel
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63. On the Processing
Settings page, click Oracle
if the VM is an Oracle
Server.

64. Select a user account
from the drop-down list.

65. Select Do not delete
archived logs checkbox.

Processing Settings

General S0L Oracle  Exclusions Scripts

Specify Oracle account with SYSDBA privileges: €9
|—~£. Use guest 05 credentials W |
Manage accounts

Archived logs:
(® Do not delete archived logs
3] Delete logs older than: 3-1 = | hours

() Delete logs aver: :.IC' | GB

-

-
|

[] Backup logs every: 15

Until the corresponding image-level backup is deleted
Keeponlylast (13 |=| days of log backups

Automatic selection

Add...

Choose..

Cancel
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66. On the Processing
Settings page, click
PostgreSQL if the VM is a
PostgreSQL Server VM.

67. Select a user account
from the drop-down list.

68. Select Database user with
password checkbox.

Processing Settings

| General | SQL | Oracle PostgreSQL | Exclusions | Scripts.

Specify PostgreSOL account with superuser privileges:

4 Use guest credentials w

Manage accounts
The specified user is:
(® Database user with password

() Database user with password file (.pgpass)
() System user without password (peer)

[] Backup logs every:

OK

Cancel
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69. On the Processing

Settings page, click
Exclusions and keep the
default settings.

Processing Settings

| General | SQL | Oracle PostgreSQL Exclusions :"Scri;-}.ts

File exclusions:
(@ Disable file level exclusions
() Exclude the following files and foiders:

() Include only the following files and folders:

File selective processing takes additional time propertional to the number of
excluded files, and stores extra per-file metadata in backup. Thus, it 1s best
used for excluding larger files, and keeping the total number of excluded files
under a few hundred thousands.

oK || Cancel
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70. On the Processing
Settings page, click Scripts
and keep the default
settings.

71. Click OK.

Processing Settings

| General | sQL | Oracle ”P.clnstgreSlQll: ' Exclusions Scripts |

Script processing mode

(O Require successful script execution
() Ignore script execution failures
(® Disable script execution

Windows scripts

Linux scripts

Cancel
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72. On the Application-
Aware Processing
Options page, click OK.

Application-Aware Processing Options x

Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts | Add..
E‘. DC01-20... Require success  SQL: Truncate, Exchange: Tru... Disabled No

OK Cancel

73. Select the Enable guest
file system indexing
checkbox and click
Indexing.

New Backup Job X
Guest Processing
Choose guest S processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS5 to perform required application restore steps upan first boot.

Name

Virtual Machines
Customize application handling options for individual machines and applications | Applications...

Storage

Enable guest file system indexing
it caal b Gavat bk by nable rning <earchmg anil Tk vesfmes Gl mdmekial s,
i kg o Bpknal, dnt Aok TeRined o Pl Torm AT IVl Tetowee

S hiik Customize advanced guest file system indexing options for individual machines Indexing...
chedule 5

Guest interaction proxy:

Suiriniaiy : 2 T
[ Automatic selection || croose..

Guest 05 credentials:

Select exiling credentoals coadd new v Add.

Manage accounts

Customize guest OS credentials for individual machines and operating systems Credentials..

Verify network connectivity and credentials for each machine included in the job Test Now

< Previous nish Cancel
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74. On the Guest File System Guest File System Indexing Options X
Indexing Opt‘ions page, Specify guest file system indexing settings for individual items:
select the VM, click Edit Uhject Winclews Liho | Adds
and select Windows o - |
indexing. \O\Il'lndc.vws |r1-de:|ng...
Linux indexing...
OK Cancel
75. On the Guest file system DCO1-2022 Indexing Settings %
indexing mode page, keep
the default settings. Guest file system indexing mode:
76. Click OK. () Disable indexing
(O Index everything
(®) Index everything except:
Falder Add...
Yewindirit
SeProgramfFiles® :
“&ProgramFiles(x86)% Eidadl
() Index only following folders:
Ok Cancel
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77. Click OK on the Guest file

system indexing mode

Guest File System Indexing Cptions

Specify guest file system indexing settings for individual items:

page. Object Windows Linux | Add.. [
[} Dcot-2022  Partial Partial
0K . Cancel
78. Click Choose on the Guest New Backup Job .

interaction proxy field on
the Guest Processing

page.

‘Guest Processing
Choose guest O5 processing options available for running VMs.

Name

Virtual Machines

Starage

Schedule

Summary

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restare steps upon first boot.

Custemize application handling optians for individual machines and applications | Applications..

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required te perfform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines | Indexing...

Guest interaction proxy:

|Automat'rc selection | | Choose...

Guest 05 credentials:

[ B Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials... |
Verify network connectivity and credentials for each machine included in the job | TestMow
<Previous | | Next> Fach || cancel
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79. On the Guest Interaction
Proxy page, select the
domain member servers
as the Guest Interaction
proxy when you use gMSA
as the guest OS
credential.

80. Click OK.

Guest Interaction Proxy *

Guest interaction proxies are used to offload guest processing from backup server.
To add proxies, register one or more Windows servers on Backup Infrastructure tab.

() Automatic selection
Most suitable proxy will be selected among all registered Windows servers based
on network configuration and current load.

(®) Prefer the following guest interaction proxy servers:

The job will automatically select most suitable proxy from the following list of
selected Windows servers.

Select all

=
=1}
3
m

HPHVO1

HPHVO1

HPHVO2

HPHVO2

SMEB3

STORAGE-WIN
VBR12PostgreSQL.gooddealmart.ca

Clear all

KEEROO0O00
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81.

82.

83.

Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials
drop-down list.

If you have multiple VMs
at the same job, click
Credentials to Customize
guest OS credentials for
individual machines and
operating systems.

On the Guest Processing
page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
job.

Edit Backup Job DC01-2022 Backup X

Guest Processing
= gl Choose guest OS5 processing options available for running VMs.

[¢] Enable application-aware processing
DStois and pressras s bt B G eEIET B e Tr aneion I g sty i
B 08 T pet o bt S DAl e S T e Ho0E

Name

Virtual Machines
Customize application handling options for individual machines and applications  Applications...

Storage [V Enable guest file system indexing
i e T | Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
i &N&m | Indexing is optional, and is not required to perform instant file level recoveries.
AR Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
Summa
24 | 5MB3; STORAGE-WIN; VER12PostgreSQL gooddealmart ca | [ croose..
Guest 05 credentials:
‘ Q’D gocddealmart\VBRgMSA (gMSA account uses to run guest processing ta.. v Add...
Manage accounts
Customize guest 05 credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Finish Cancel
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84. On the Guest Credentials
Test page, ensure
verification success for
each machine.

85. Click Close.

ntials Test

Machines:

Narne
['| pcot-2022

Duration
Testing credentials via guest interaction proxy SMB3 0:00:03
Finding VM reference on hest HPHVO1

VM reference: 1d02cd35-a7e9-4923-8534-7775a420f6ee

Collecting guest 05 info.

© VM is powered on

0 1P addresses: 10.1.1.1

) Guest 05: Microsoft Windows Server 2022 (21H2)

) Checking standard credentials

() Connecting to guest 05 via RPC

Testing admins share accessibility via RPC
Testing guest OS connectivity via RPC

() Credentials and connectivity have been validated successfully for RP...

Retry Test Close

86. Click Next on the Guest
Processing page.

Edit Backup Job DC01-2022 Backup

Name

Guest Processing

Virtual Machines

Storage

Schedule

Summary

Choose guest S processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS5 to perform required application restore steps upan first boot.

Customize application handling options for individual machines and applications | Applications...

Enable guest file system indexing
it caal b Gavat Dk by nable rning <earchig anil Tk vesfimes Gl ndmekial s,
i kg o Bpknal, dnt Aok TeRined o Pl Torm AT IVl Tetowee

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
‘ SMB3: STORAGE-WIN: VBR12PostgreSQL gooddealmart.ca | Sases
Guest 05 credentials:
‘ 3» gooddealmart\VBRgMSA (gMSA account uses to run guest processing ta. v | Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems Credentials,..

Verify network connectivity and credentials for each machine included in the job

Next > Finish

Cancel

< Previous
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87. Select Run the job New Backup lob x
automatical Iy checkbox égg z:::‘:;::ejob scheduling options, I you do not st the schedule, the job will need to be contralled manually.
on the Schedule page and =
select your specified Name [#] Run the job sutomatically :
schedule. il M 2;Wth:h“:mm [roronemt 3 || £

Aot O Periodically every:

88. Define whether Veeam Guest Processing
Backup & Replication S Automatic rety
should retry the backup | - A =
job if it fails in the g Wi -
Automatic retry section. [¥] (et the i o e i afloied b i il

o oo st o e Sl

89. Define the time interval o
the backup job must
complete in the Backup <previous || apply e
window section. The
backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

90. Click Apply.
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91. Click Finish On the Edit Backup Job DC01-2022 Backup x
Summary
Su mma ry page' I* YYou have successfully edited the backup job.

Surmnmary:

MName: DC01-2022 Backup
Virtual Machines Target Path: \\STORAGE-WIN\VBRBackup
Type: Hyper-V Backup
Storage Enable application-aware processing
Enable guest file system indexing
Source items:
DC01-2022 (HPHVOT)
Target repository: Backup Repository_Storage-Win_VBRBackup
Target repository host: HPHVO1
Target repository path: \\STORAGE-WIN\VBRBackup

Name

Guest Processing

Schedule

PowerShell cmdlet for starting the job:
Get-VBRIob -Name "DC01-2022 Backup® | Start-VERJob

[] Run the job when | click Finish

< Previous Next Cancel

92. Verify that the backup job i3 osann B bip oid Repic

View

has been added.
> o&e X
Active Edit Clone Disable Delete
Full
Job Control Details Manage Job
Home QU Type in an cbject name t
a4 Name T Type Objects Status
) 4 Backup 4§ DC01-2022 Backup Hyper-V Backup 1 Stopped
& Last 24 Hours
/ﬁ\ Home
="
Eﬂ Inventory
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Create an Immutable Backup job to backup the specified VMs

Immutable Backup is a Veeam Backup & Replication feature that protects against ransomware
attacks by preventing malicious software from modifying or deleting backup data.

Immutable backup means that once data is written to a backup repository, it cannot be modified,
overwritten, or deleted until a specified retention period has passed. This can prevent
ransomware from corrupting or encrypting backup data because the malware cannot modify or

delete the backup files.

Instructions Screenshot (if applicable)

Backup and replication

manager server. NEI Veeam
2. Open the Veeam Backup =fN] Backup & Replication 12

& Replication Console and

click Connect. Type in a backup server name or 1P address, backup service port number,

and uzer credentials to connect with.

localhost 9392

GOODDEALMART CsUn

Password

' Use Windows zession authentication

Save shortcut Connect
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3.

Enter the MFA
Confirmation code and
click Confirm.

Nl Veeam
=iN] Backup & Replication 12

Enter the code from your authenticator app.

Confirmation code:

Save shortcut Confirm Close

Select Jobs on the Home
page and right-click Jobs.

Select Backup and click
Virtual machine.

Home View
A | = e
'b 98 cO ‘4} Eﬁ q ﬁ +|i\/:_|+
= = . = B = %
Backup Replication CDP Backup Copy Failover | |mport Best Practices
Job ~ Job~ Policyr Copy Job= Plan~ | Backup Analyzer
Primary Jobs Secondary Jobs = Restore Actions
Home Q Type in an object name to sea)
i Jobs Marne Type
4 [% Last 24 Hours | Backup v | & Virtual machine..
|§} Success *E Replication L4 IE- Windows computer...
22 CDP policy + E’\ Linux computer...
B  Backup copy.. h—ij Mac computer...
D'T'] File copy... @E Unix computer..,
' Application »
& Add view.. @ e
4l Fileshare..
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6. Onthe Name page, enter
a name for the backup job
in the Name field.

7. Give a brief description in

Name
- Type in 2 name and description for this backup job.

‘ DC01-2022_ubuntu20045 Immutable Backup

Virtual Machines

Mew Backup Job X

. . . Description:
the Descrl ptlon ﬁeld for Storage Created by GOODDEALMART\csun at 2/21/2023 2:41 PM.
the futu re. Guest Processing
. Schedule
8. Click Next.
Summary
[] High priority
Backup infrastructure resources are offered to high pricrity jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.
Py Mext > Finish Cancel
9. Click Add on the Virtual N o R

Machines page.

Virtual Machines
Select virtual machines to process via container, or granularly. Centainer provides dynamic selection that automatically changes
= @8 ;04 add new VM into cantainer.

Virtusl machines ta backup:

Mame Type Size | Add.
Storage
Guest Processing | Exclusions... |
Schedule
* U
Summary i
Recalcut
Total size:
0B
< Previous | Mext > Finish | Cancel
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10. Select the VM from the Add Objects e
Select objects list on the
A(‘jd Objects page and Select objects: @l E M@
click Add. ~ l.i“iE"'l Hosts and YMs
11. If you have multiple VMS v [E HPHvol
that needs to back up in || AzureADConnect
the same backup job, you E" Eﬂiurlf::iﬂENT
can repeat the step to add ) MGMTOT
b
them. [} SME3

[p STORAGE-WIN
D, ubuntu20045
VBO365
VBO365PROXY
VBO365REST
VBR1D

VBR11

VBR12
VBR12PostgreS0L
YeeamOnell
XG_HOME

|-*-' Type in an ohject name to search for Q |
; J

Add IF

] (B S ([ ([
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12. Click Next on the Virtual
Machines page.

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
changes as you add new VMs into the container.

Mew Backup Job X

Natmie Virtual machines to backup:
Name Type Size | Ad
[‘) DCo1-2022 Virtual machine 21.0GB i R
Storage -
Guest Processing | Exclusions...
Schedule | 0
Summary |4 Down
!7 Recalculate
Total size:
21.0GB
< Previous I Mext > Cancel
13. On the Storage page, click New Backup Job -

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage

Specify processing prowy server to be used far source data retrieval, backup repository to store the backup files produced by
L this job and customize advanced job settings if required.

Name Backup proxy:
‘ Off-host backup {automatic proxy selection) | | Choose..,
Virtual Machines
Backup repository:
— ‘ Backup Repository Storage-Win VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 4:39 v~
Guest Processing = 703 GB free of 126 GB Map backup

Retention palicy:

days v e

[T] Keep certain full backups longer for archival purposes

Schedule

Summary
[_] Configure secondary destinations for this job

Copy backups produced by this job to ancther backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings, |.m

< Previous Finish | Cancel
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14. On the Backup Proxy

15.

16.

17.

page, if you select On-
host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will runon a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
model.

If the off-host backup
mode is selected for the
job, but no off-host
backup proxies are
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode if
no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be
performed by taking into account proxy pricrity, connectivity and its current
load,
() On-host backup
Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts,
(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -
host proxies. In this mode, backup processing is offloaded from Hyper-V
host,

[¥] Failover to on-host backup mode if no suitable off-host proxies available

[v] Use the following backup proxy servers onky:

Mame Select all
L} HEH Clear all
HPHVOZ
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18.

proxies are available in
the checkbox. Still, the job
will fail to start if off-host
backup proxies are
unavailable or configured
properly.

Click OK.

19

Select the Hardened
backup repository from
the Backup repository
drop-down list.

Mew Backup Job

Storage

Name

Virtual Machines

Guest Processing
Schiedule

Summary

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

Backup proxy:
| of-host backup (HPHVO2)

Choose..

Backup repository:

\ Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 430 v

Map backup

125 GB free of 126 GB
Retention pol\.:y: | days v 0

[T] Keep certain full backups longer for archival purposes

[T] Configure secondary destinations for this job

Copy backups produced by this job to another backup repasitory, or tape. We recommend to make
st least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

Sl - i Lol

Advanced...
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20. Set the retention policy

settings for restore points
in the Retention Policy

Mew Backup Job X

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

ﬁ e | d i Marme Backup proxy:
‘ Off-host backup (HPHV02) Choose..
Virtual Machines
Backup repository:
21. Select days or restore :

‘ Backup Repository_ubuntu20045 {Created by GOODDEALMART\csun at 2/7/2023 .47 PM.) v
pomts from the drop— Guest Processing £ 12668 free of 126 GB Map backup
down list Sched reionaicr| 7 ° | RN ©

. edule
5 restore points
Sty [T] Keep certain full backups Id days poses
[] Configure secondary destinations far this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication, block Advanced
size, notification settings, automated post-job activity and other settings.
< Previous & || Cancal
22. You can configure GFS New Backup Job x

23

retention policy settings
for the backup job to
ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes
checkbox and click
Configure.

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
L this job and customize advanced job settings if required.

Name Backup proxy:

‘ Off-host backup (HPHV02) Choose..,
Virtual Machines

Backup repository:

Backup Repository_ ubuntu20045 (Created by GOODDEALMART\csun at 2/7/2023 3:47 PM.) ~

Guest Processing = 126 GB free of 126 GB Map backup

Retention policy: days v @
Schedule

Keep certain full backups longer for archival purposes Configure...
Summary =

GFS retention policy is not configured

[_] Configure secondary destinations for this job
Copy backups produced by this job to ancther backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. vanes

< Previous

Cancel
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24.

25.

26.

27.

Select the Keep weekly
full backups for check box,
and specify the number of
weeks you want to
prevent restore points
from being modified and
deleted.

Select the Keep monthly
full backups for check box,
and specify the months
you want to prevent
restore points from being
modified and deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS

[] Keep weekly full backups for: weeks

If rnultiple full backups exist, use the one from:

[] Keep monthly full backups for: months

Use weekly full backup frem the following week of a month:

[] Keep yearly full backups for: years

Use monthly full backup from the following month:

Cancel
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28. On the Storage page,
click Advanced.

Mew Backup Job X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.
Natmie Backup proxy:
| of-host backup (HPHVOZ) || choose..
Virtual Machines
Backup repository:

_ ‘ Backup Repository_ubuntu20045 {Created by GOODDEALMART\csun at 2/7/2023 .47 PM.) v
St = 126GB free of 126 GB Map backup
Schedule

[[] Keep certain full backups longer for archival purposes Configure.
Summary - LSk =

[ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block |- 1
size, notification settings, automated post-job activity and other settings. i

< Previous

Foh || cancel
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29. On the Backup page,
select Incremental . _
(recom mended). Backup | Maintenance Storag_e Notifications | H;tper—\-" Scripts {
. Backup mode
30. Select create synthetic full O e s S AT
backups periodically or Increments are injected into the full backup file, so that the latest backup
active full backups file is always a full backup of the most recent VM state,
X . ® Incremental (recommended)
perIOdlca”y checkbox. Increments are saved into new files dependent on previous files in the
chain. Best for backup targets with poor random /O performance.
31. Click Configure to [¥] Craate synthetic full backups periodically on:
AT ps pe i
schedule full backups ey L aniiguss.
periodically and click OK. Active full backip
[] Create active full backups periodically on:
P=p ¥
Schedule Settings *
Schedule:
) Monthly on:
® Weekhy: On these days v | Days...
Saturday
{Save As Default| . oK [ Cancel
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32. Select Incremental and
disable synthetic full or
active full backups to
create a forever forward
incremental backup chain
if needed.

Advanced Settings

Backup :M;intenance Storage Nutiﬁcations: I-Elyper—\-'" Scripts

Backup mode

() Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent WM state,

® Incremental (recommended)
Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random /O performance.
[ Create synthetic full backups periodically an:

Active full backup
[] Create active full backups periodically on:

|Save As Default| | oK || Cancel
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33. On the Advanced Settings,

select Maintenance.

Advanced Settings

. Blacl;:.upi Maintenance :St.crage | Notifications | I.-ISfper—‘l\-" lScriptlsl:
Storage-level corruption guard

] perform backup files health check (detects and auto-heals cormuption} on:

Full backup file maintenance

[] Remove deleted items data after : days
[] Defragment and compact full backup file on: .

|Save As Default | ok || Caneel
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34. To regularly perform a

35.

health check on the
backup chain's most
recent restore point,
select the Perform backup
files health check (detects
and auto-heals
corruption) checkbox in
the Storage-level
corruption guard section.

Click Configure to set a
timetable for the health
check.

. Blackup. Maintenance :Storage Notifications | I-Elyper—\-"' Scripts

Storage-level corruption guard

[v] Perform backup files health check (detects and auto-heals cormuption} on:

At 22:00 on Last Friday of every month Configure...

Full backup file maintenance

[[] Remove deleted items data after
[] Defragment and compact full backup file on:

days

Schedule Settings

Schedule:
[® Wionthiy onf| 10:00 PM 0 | |Last v | | Friday v || Months..
() Weekhy:

OK | | Cancel
|Save As Default | | QK Cancel
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36.

37.

38.

Select the Remove
deleted items data after
the checkbox and enter
the few days you want
backup data for deleted
VMs to be kept.

Select the Defragment
and compact full backup
file checkbox and click
Configure.

Set the schedule for the
compact operation to
compact a full backup
periodically.

Note:

GFS retention is not
compatible with defragment
and compact functionality.

Eackup: Maintenance | Storage Notifications .H_\,rper-\-’.. Scripts .

Storage-level corruption guard

[+#] Perform backup files health check (detects and auto-heals corruption) on:
At 22:00 on Last Friday of every month Configure..

Full backup file maintenance

—
[¢] Remave deleted items data after ‘ 4 |da}r5

[v¥] Defragment and compact full backup file on:
Last Saturday of every menth Configure.

Schedule Settings *

Schedule;

®) Monthly on: | Last bd | l Saturday v ‘ Manths...

O Weekdy:

Save As Default oK Cancel
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39.

40.

41.

42.

43.

On Advanced Settings,
select Storage.

Select the Enable inline
data deduplication
(recommended)
checkbox.

Select the Exclude swap
file blocks
(recommended)
checkbox.

Select the Exclude deleted
file blocks
(recommended)
checkbox.

Select the compression
level for the backup from
the drop-down list.

Advanced Settings

. Blackup [ Méintenance. Storage . Notifications . Hyper-¥ | Scripts
Data reduction

[¢] Enable inline data deduplication (recommended)
[v] Exclude swap file blocks (recommended)
[¢] Exclude deleted file blacks (recommended)

Compression level:

Optimal {[recommended)

None

Dedupe-friendly
Optimal (recommended)
High

Extreme

elivers the optimal combination of backup speed, granular restore
performance and repository space cansumption,

Encryption
[T Enable backup file encryption

|Save As Default| | OK

Cancel
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44. Select the Storage Advanced Settings X
optimization for the )
backup from the drop- Backup | Maintenance | Storage | Motifications | Hyper-V | Scripts |
down list. Data reduction

Enable inline data deduplication (recommended)
Exclude swap file blacks (recommended)
[¢] Exclude deleted file blacks (recommended)

Compression level:

Optimal {recommended) b

Provides far the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restare,

Storage optimization:

1MB (recommended) v

4MB

TME (recommended)
512KB

256KB

= = e e = e e =

|Save As Default | ok || Caneel
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45.

46.

Select the Enable backup
file encryption checkbox
to encrypt the content of
backup files.

Select a password from
the drop-down list. Then,
if you still need to do,
click Add or use the
Manage passwords link to
create a new password.

Advanced Settings

. Blackup [ Méintenance: Storage . Nutiﬁcatéons I-Elyper—\-" | Script.s .
Data reduction

[¢] Enable inline data deduplication (recommended)
[v] Exclude swap file blocks (recommended)
[¢] Exclude deleted file blacks (recommended)

Compression level:

| Optimal {recommended) w |

Provides far the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restare,

Storage optimization:

‘ 1ME (recommended) w |

Delivers the optimal combination of backup speed, granular restore
performance and repository space cansumption,

Encryption
[¥] Enable backup file encryption

Password:

Created by GOCODDEALMART\csun at 1/7/2023 813 P Add...

1. Loss protection disabled Manage passwords

|Save As Default| | oK || Cancel
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47. Select Notifications on the
Advanced Settings.

48. Keep the default settings.

Advanced Settings

[[] Send SNMP notifications for this job

[] send e-mail notifications to the following recipients:

| Type in one or more e-mail addresses separated by semicalon

'Save As Default

oK | | Cancel
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49. Select Hyper-V on the
Advanced Settings.

50. Keep the default settings.

Advanced Settings

. -Blackup | Maintenance | St.orage . I"\:Iutiﬁlca.tilons; Hyper-V Script.s

Guest quiescence

[] Enable Hyper-V guest quiescence

Mative quiescence will anly be used for virtual machines with application-
aware image processing disabled,

Changed block tracking
[¥] Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and
replication of protected VMs, CBT is performed by Veeam's Hyper-V
integration component that is auto-deployed on each host.

Valume snapshots
[¥] Allow pracessing of multiple VMs with a single volume snapshat

Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM.

|Save As Default | ok || Caneel
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51. On the Advanced Settings
page, select Scripts and
keep the default settings.

52. Click OK.

Advanced Settings

. -Blackup | Maintenance | St.orage ' Notifications | I-ES-'per—\-": Scripts

Job scripts
[] Run the following script before the job:

[] Run the following script after the job:

|Save As Default| | oK

Cancel
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53. Click Next on the Storage

page.

Schedule

Summary

Mew Backup Job
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.
Natmie Backup proxy:
‘ Off-host backup (HPHV02) Choose..
Virtual Machines
I Backup repository:
 Storage | | Backup Repository ubuntu20045 (Craated by GOODDEALMART\csun at 2/7/2023 347 PM) v
Guest Processing = 126GB free of 126 GB Map backup

Retention policy: | 7 : |n.ays b o

[T] Keep certain full backups longer for archival purposes Cor

[ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

< Previous Mext >

Cancel

54. When you add VMs

55

running VSS-aware
applications to the backup
job, you can enable
application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing checkbox on
the Guest Processing page
and click Applications.

New Backup Job

Guest Processing

Name

Virtual Machines

Storage

Schedule

Summary

Choose guest OS processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restore steps upan first boot.

Customize application handling options for individual machines and applications | Applications...

[_] Enable guest file system indexing
Creates catalag of guest files ta enable browsing, searching and 1-click restores of individual files,
Indexing is optional, and is not required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines

Guest interaction proxy:

‘ Automatic selection | Choose..,
Guest 05 credentials:
credentials or add new v | Add...
Manage accounts
Customize guest OS credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Cancel
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56. On the Application-Aware
Processing Options page,
select the VM and click
Edit.

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object Vss
E‘.. DCO01-20... Require success

Transaction Logs

SQL: Truncate, Exchange: Tru...

Exclusions  Scripts

Disabled Mo

Edit...

Cancel
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57. On the Processing
Settings, click General.

58. Keep the default settings.

Processing Settings

CeneraISQL | Cracle :-P.clnstgre.Sdl: | Exclusions | lScrf;-:-ts

Applications
Application-aware processing detects and prepares applications for consistent
backup using application-specific methods, and configures the OS to perform
required application restore steps upon first boot.
(@ Reguire successful processing {recommended)
(O Try application processing, but ignore failures
(0 Disable application processing

V35 Settings

Choose whether this job should process transaction logs upon successful
backup. Legs pruning is supported for Microsoft Exchange, Microsoft SQL
Server, and other applications that support Microsoft V5S,

@) Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing on Windows is performed by a non-
persistent runtime process, Deplaying & persistent agent removes security and
port requirements of the runtime process injection.

[] Use persistant guest agent

oK || Cancel

429




Chapter 4 Backup

59. On the Processing Processing Settings
Settings page, click SQL if
the VM is a Microsoft SQL | General SQL :Dracle ”P.ostgrESQ.l. Exclusions | Scripts:
Server VM. Choose how this job should process Microsoft SOL Server transaction logs:
(®) Truncate logs (prevents logs from growing forever)
60. Select Truncate IOgS () Do not truncate logs (requires simple recovery model)
(Prevents IOgS from () Backup logs periodically (backed up logs will be truncated)
growing forever) to
truncate transaction Iogs
after a successful backup.
oK || Cancel
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61. On the Processing
Settings page, click Oracle
if the VM is an Oracle
Server.

62. Select a user account
from the drop-down list.

63. Select Do not delete
archived logs checkbox.

Processing Settings

General S0L Oracle  Exclusions Scripts

Specify Oracle account with SYSDBA privileges: €9
|—~£. Use guest 05 credentials W |
Manage accounts

Archived logs:
(® Do not delete archived logs

() Delete logs older than: 3-1 = | hours

() Delete logs aver: :.IC' | GB

-

-
|

[] Backup logs every: 15

Until the corresponding image-level backup is deleted

-

Keep only last |15 lays of log backups

-

Automatic selection

Add...

Choose..

Cancel
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64. On the Processing

Settings page, click
PostgreSQL if the VM is a
PostgreSQL Server VM.

65. Select a user account

66. Select Database user with

from the drop-down list.

password checkbox.

Processing Settings

| General | SQL | Oracle PostgreSQL | Exclusions | Scripts.

Specify PostgreSOL account with superuser privileges:

4 Use guest credentials w

Manage accounts
The specified user is:
(® Database user with password

() Database user with password file (.pgpass)
() System user without password (peer)

[] Backup logs every:

OK

Cancel
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67. On the Processing
Settings page, click
Exclusions and keep the
default settings.

Processing Settings

| General | SQL | Oracle PostgreSQL Exclusions :"Scri;-}.ts

File exclusions:
(@ Disable file level exclusions
() Exclude the following files and foiders:

() Include only the following files and folders:

File selective processing takes additional time propertional to the number of
excluded files, and stores extra per-file metadata in backup. Thus, it 1s best
used for excluding larger files, and keeping the total number of excluded files
under a few hundred thousands.

oK || Cancel
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68. On the Processing

Settings page, click Scripts
and keep the default
settings.

Processing Settings

| General | sQL | Oracle ”P.clnstgreSlQll: ' Exclusions Scripts |

Script processing mode

(O Require successful script execution

69. Click OK. () Ignore script execution failures
(® Disable script execution
Windows scripts
Linux scripts
oKk || Cancel
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70. On the Application-
Aware Processing
Options page, click OK.

Application-Aware Processing Options x

Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts | Add..
E‘. DC01-20... Require success  SQL: Truncate, Exchange: Tru... Disabled No

OK Cancel

71. Select the Enable guest
file system indexing
checkbox and click
Indexing.

New Backup Job X
Guest Processing
Choose guest S processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS5 to perform required application restore steps upan first boot.

Name

Virtual Machines
Customize application handling options for individual machines and applications | Applications...

Storage

Enable guest file system indexing
it caal b Gavat bk by nable rning <earchmg anil Tk vesfmes Gl mdmekial s,
i kg o Bpknal, dnt Aok TeRined o Pl Torm AT IVl Tetowee

S hiik Customize advanced guest file system indexing options for individual machines Indexing...
chedule 5

Guest interaction proxy:

Suiriniaiy : 2 T
[ Automatic selection || croose..

Guest 05 credentials:

Select exiling credentoals coadd new v Add.

Manage accounts

Customize guest OS credentials for individual machines and operating systems Credentials..

Verify network connectivity and credentials for each machine included in the job Test Now

< Previous nish Cancel
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72 On the GueSt F||e System Guest File System Indexing Options *
Indexing Opt‘ions page, Specify guest file system indexing settings for individual items:
select the VM, click Edit Uhject Winclews Liho -
and select Windows R - |
indexing. \O\Il'lndc.vws |r1-dex|ng...
Linux indexing...
OK Cancel
73. On the Guest file system DCO1-2022 Indexing Settings %
indexing mode page, keep
the default settings. Guest file system indexing mode:
4. Click OK. () Disable indexing
(O Index everything
(®) Index everything except:
Falder Add...
Yewindirit T
SeProgramfFiles® :
SProgramFiles(x86)% Eidadl
() Index only following folders:
= sAdd
oK | Cancel
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75. Click OK on the Guest file Guest File System Indexing Options X

system Indexmg mode Specify guest file system indexing settings for individual items:

page. Object Windows Linux | Add. |
[} DCO1-2022  Partial Partial

oK . Cancel

76. Keep the default New Backup Job ><
. . Guest Processing
Automatlc SE|ECUOn &‘ Choose guest O5 processing options available for running VMs.
setting in the Guest

. . . Name Enable application-aware processing
| I"Ite ra Ctl on p rOXV ﬁ e I d . Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the 05 to perform required application restare steps upon first boot.

Custemize application handling optians for individual machines and applications | Applications..

Starage

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required te perfform instant file level recoveries.

Schedul
s Customize advanced guest file system indexing options for individual machines | Indexing...

Summary Guest interaction proxy:

|Automat'rc selection | | Choose...

Guest 05 credentials:

[ B Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials... |
Verify network connectivity and credentials for each machine included in the job | TestMow
<Previous | | Next> Fach || cancel
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77.

78.

79.

Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials
drop-down list.

If you have multiple VMs
at the same job, click
Credentials to Customize
guest OS credentials for
individual machines and
operating systems.

On the Guest Processing
page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
job.

Mew Backup Job

Guest Processing

- =E Choose guest 05 processing options available for running VMs.

Name
Virtual Machines

Storage

| Gusst Processing.

Schedule

Summary

[¢] Enable application-aware processing
DStois and pressras s bt B G eEIET B e Tr aneion I g sty i
B 08 T pet o bt S DAl e S T e Ho0E

Customize application handling options for individual machines and applications  Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:

‘ Automatic selection | Choose...

Guest 05 credentials:

‘ Y, GOODDEALMART\csun (GOODDEALMART\csun, last edited: 47 days ago) v Add...
Manage accounts

Customize guest 05 credentials for individual machines and operating systems Credentials...

Verify network connectivity and credentials for each machine included in the job Test Now

s : e
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80. On the Guest Credentials
Test page, ensure
verification success for
each machine.

81. Click Close.

Gues ntials Test
Machines: Log:
Marne T Status Message Duration
[] pco-2022 @ Success © Building list of machines to process 0:00:02
) Machines count: 1
) Processing machine: DCO1-2022 0:00:02
Retry Test Close

82. Click Next on the Guest
Processing page.

Mew Backup Job
Guest Processing
Choose guest 05 processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications | Applications...

Name

Virtual Machines

Storage

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Schedul Customize advanced guest file systemn indexing options for individual machines Indexing...
chedule =
Guest interaction proxy:
Summary = T
‘ Automatic selection | Choose..,

Guest OS5 credentials:
‘ A GOCDDEALMART\csun (GOODDEALMART\csun, last edited: 47 days ago) v | Add..

Manage accounts

Customize guest OS credentials for individual machines and operating systems Credentials..

Werify network connectivity and credentials for each machine included in the job

< Previous Mext > Pt || Cancel
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83. Select Run the job New Backup lob x
a Uto matlca I Iy ChECkbOX ﬁﬁ z;::‘:;::ejob scheduling options. If you do not set the schedule, the job will need to be controlled manually.
on the Schedule page and =
select your specified Name [#] Run the job sutomatically :
schedule. il M 2;Wth:h“:mm [ e IR &

Aot O Periodically every:

84. Define whether Veeam Guest Processing
Backup & Replication St Automatic retry )
should retry the backup | - A =
job if it fails in the g Wi -
Automatic retry section. [¥] (et the i o e i afloied b i il

o oo st o e Sl

85. Define the time interval o
the backup job must
complete in the Backup <previous || apply e
window section. The
backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

86. Click Apply.
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87. Click Finish on the
Summary page.

Mew Backup Job

Name
Virtual Machines
Storage

Guest Processing

Schedule

Summary
You have successfully created the new backup job.

Surmnmary:
Name: DC01-2022_ubuntu20045 Immutable Backup
Target Path: /mnt/backupxfs01/NonHardendedBackups
Type: Hyper-V Backup
Enable application-aware processing
Enable guest file system indexing
Source items:
DC01-2022 (HPHVOT)
Target repository: Backup Repository_ubuntu20045
Target repository host: ubuntu20045
Target repository path: /mnt/backupxfs01/NonHardendedBackups

PowerShell cmdlet for starting the job:
Get-VBRIob -Name "DC01-2022_ubuntu20045 Immutable Backup® | Start-VBRJob

[] Run the job when | click Finish

< Previous Next Cancel

88. Verify that the backup job
has been added.

Home

Job Control

; Jobs
42 Backup
4 Eé—- Backups

=% Disk
ast 24 Hours
@ Success
[ Failed

| B @R X

Edit Clone Disable Delete

Manage Job

Q Type in an ob

Details

Name

4if DCO1-2022 Backup

{6} DC0T-2022_ubuntu20045 Immutable Backup
48 MGMTO1 Backup

46} SMB3 Backup

46} VBR12PostgreSQL Backup
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Create a Backup job to backup the specified Physical Machines
(Managed by Backup Server Mode)

This procedure uses the managed backup server mode to create a backup job to back up the

specific physical production machines.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console and
click Connect.

N5 Veeam .
=N} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost

v Use Windows session authentication

Save shortcut Connect

9392

Close
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Confirmation code and
click Confirm. NE Veeam . -
=iN] Backup & Replication 12
Enter the code from your authenticator app.
Confirmation code:
I
Save shortcut Confirm Close
4. Select Jobs on the Home
page and right-click Jobs.
5. Select Backup and click

Windows computer.

cor | N R = @
2 -)g W EL] =1 i Y.
E==) = . =) =) =
Backup Replication CDP Backup Copy Failover Import Best Practices
Job ~ Job ~ Policy~ Copy Job~ Plan~ Backup Analyzer

Primary Jobs Secondary Jobs Restore Actions
Home Q Type in an object name to seai
%; Jobs Name Type
4 [ Last24 Hours Ié} Backup 4 l é Virtual machine...
[ Success %3 Replication » |[F«  Windows computer...
©o  CDP policy » |GA  Linux computer...
% Backup copy... L Mac computer...
[—3] File copy... Wm  Unix computer...
. ¥ Application >
& Addview... LD“j il
Y File share...
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6. Select Managed by
backup server mode on
the Job Mode page and
click Next.

New Agent Backup Job

Job Mode
Specify protected computer type and backup agent management mode.

Type:
(0) Workstation
Name
@ Server
Computers

O Failover cluster
Backup Mode
Made:
@ Managed by backup server
Veeam backup server schedules and executes backups on the protected computers, This mode is

recommended for always-on workloads with a permanent connection to the backup server, such as
servers or clusters located in the same data center.

O Managed by agent
Summary Veeam backup server deploys the protection policy to all agents, however the job is managed by the
agent itself. This mode is recommended for warkstations and servers located in remote sites with poor
connectivity to the main data center.

Storage
Guest Processing

Schedule

7. Onthe Name page, enter
a name for the backup job
in the Name field.

8. Give a brief description in
the Description field for
the future.

9. Click Next.

New Agent Backup Job

Name
Type in a name and description for this agent backup job.

Job Mode Name:

Hyper-V Hosts Agent Backup_by backup server

Description:
Computers Created by GOODDEALMART\ csun at 2/22/2023 11:06 AM.
Backup Mode
Storage
Guest Processing
Schedule
Summary
[ High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to
the start time, or jobs with strict RPO requirements.

e il
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x

Mew Agent Backup Job
10. On the Computers page, il iy
Computers
H Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically
click Add and select e I S
Protection group. Job Mode Protected computers:

Name

Type Add..
Name

Protection gray
Backup Mode
Storage
Guest Processing
Schedule bl

Summary

< Previous Mext > Finisk Cancel
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11.

12.

Select the protection
group on the Select

Objects page and click OK.

You can select multiple
protection groups for the
same backup job and
repeat the step to add
them.

Select Objects .
Select objects:
~ . Protected computers
~ ga Protection Group_Hyper-¥ Hosts
= HPHVO1
|-*-' Type in an object name to search for Q |

Cancel
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13. Click Next on the s Agert Backup 146
Computers
Computers page. ;

Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically
updates the list of protected machines as new ones are discovered.

Job Mode Protected computers:

Mame Tpe Add...
Name

§2 | Protection Group_Hyper-V Hosts Protection g..

Backup Mode

Storage
Guest Processing

Schedule

Summary

e I

14. Select Volume level New Agent Backup Job
Backup Mode
baCkup mode on the Chonse what data you want to back up from selected computers.
Backup Mode page to

Job Mede () Entire computer
i Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are
baCk up the SPECIﬁEd Name automtically excluded from the image to reduce the backup size.
nc val USE drives
computer volumes and Campinats

click Next.

@ Volume level backup

Back up images of specified volumes, for example only data velumes, Deleted, temporary and page files
Objects are automatically excluded from the image to reduce the backup size.
Storage (O File level backup (slower)

Back up selected files and directories only. This mede still produces an image-based backup, but enly

Guest Processing with protected file system objects included in the image.

Schedule

Summary

e I
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15. On the Objects page,
select Backup the
following volumes only.

16. Click Add and select OS
volume.

17. Click Next

New Agent Backup Job

s

Objects
Specify objects to include in the backup.

Job Mode @ Backup thefollowing volumes only:

Name Object Add..,

Storage

Guest Processing © Backup all volumes except the foilowing:

Schedule Otjec s

Summary

< Previous Mext > Cancel

05 volume
Computers Volume name...

Backup Mode

18. Select the backup
repository from the
Backup repository drop-
down list on the Storage
page.

Storage
Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

New Agent Backup Job X

Job Mode Backup repository:
0 Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:36 PM.) v
ame =

£ 18TBfreeof12TB Map backup
Computers - -

Retention palicy: |7 ~
Backup Mode i

[] Keep certain full backups langer for archival purpases Confi
Objects on polic: o gured

_ [[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, o tape. We recommend to make at
Guest Processing least one copy of your backups to a different storage device that is located off-site.
Schedule

Summary

Advanced job settings include backup mode, compression and deduplication,

black size, notification settings, automated post-job activity and other settings, Addyancers

e I
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19. Set the retention policy

20

settings for restore points
in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

New Agent Backup Job X
Storage
D Specify a backup repository ta store the backup files produced by the backup job and customize advanced job settings if required.
Job Mode Backup repository:
N Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:36 PM.) '
ame =
= 18TBfreeof 18TE Map backup
Computers

Retention policy: |7

:

days

Backup Mode

[ Keep certain full backups| purposes

Objects
Samge

Guest Processing

[[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make at
least one copy of your backups fo a different storage device that is located off-site,

Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, e—
black size, notification settings, automated post-job activity and other settings. i il
< Previous Cancel
21. You can configure GFS Rl At Bkl ]
X X . Storage
retention pol icy sett ngs D Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.
for the backup job to
Job Mode Backup repository:
ign ore the short-term _— Backup Repository-HPHVO2-E (Created by GOODDEALMART\csun at 2/21/2023 12:36 PM) v
. . = 12TBfreeof 18TE Map backup
retention policy for some Campinats

22

full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes. Then, if
you need it, click
Configure.

 Storage

Retention palicy: |7 T |days ~

Backup Mode
Keep certain full backups longer for archival purposes Configure...

Objects GFS retention policy is not configured

[[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, o tape. We recommend to make at
Guest Processing least one copy of your backups to a different storage device that is located off-site.
Schedule

Summary

Advanced job settings include backup mode, compression and deduplication,

black size, notification settings, automated post-job activity and other settings, Addyancers
< Previous -_Next > Cancel
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23.

24.

25.

26.

Select the Keep weekly
full backups for check box,
and specify the number of
weeks you want to
prevent restore points
from being modified and
deleted.

Select the Keep monthly
full backups for check box,
and specify the months
you want to prevent
restore points from being
modified and deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS

[[] Keep weekly full backups for: weeks

If rnultiple full backups exist, use the one from:

[] Keep monthly full backups for: months

Use weekly full backup frem the following week of a month:

[] Keep yearly full backups for: years

Use monthly full backup from the following month:

Cancel
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27. On the Storage page, click
Advanced.

New Agent Backup Job X

Storage
Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

Job Mode Backup repository:
0 | Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) ~|
A = i 2 £
£ 18TBfreeof12TB Map backup
Computers - -
Retention palicy: |7 | | days o)
Backup Mode i i
[ Keep certain full backups langer for archival purposes
Objects GFS retention policy is not configured

_ [[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, o tape. We recommend to make at
Guest Processing least one copy of your backups to a different storage device that is located off-site.

Schedule

Summary

Advanced job settings include backup mode, compression and deduplication, PR
black size, notification settings, automated post-job activity and other settings. kSt

e I
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28. Select Create synthetic
full backups or Active full
backups periodically
checkbox.

29. Schedule full backups
periodically and click OK.

Advanced Settings

Backup Maintenance Storage Motifications

Synthetic full backup
Create synthetic full backups periodically

Create on; Saturday
Active full backup
[] Create active full backups periodically

Configure...

Save As Default

Integration Scripts

Days...
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30. On the Advanced Settings,

select Maintenance.
Backup Maintenance Storage Motifications Integration  Scripts

31. To regUIarly perform a Storage-level corruption guard

health check on the Perform backup files health check (detects and auto-heals corruption)
backup chain's most At 22:00 on Last Friday of every month  Configure,
recent restore point, Full backup file maintenance
select the Perform backup [ Remove deleted iterns data after 30 2| days
files health check (detects [] Defragment and cormpact full backup file -
and auto-heals st Saturday of every morith  Configure...
corruption) checkbox in .
the Storage-level Schied ke Settings
corruption guard section. Schedule:
32. Click Configure to set a | [& Monthiy on}| 10:00 M 7 | |Last v | | Friday v || Months..
timetable for the health O Weekdy:
check.
Cancel
Save As Default aK Cancel
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33.

34.

35.

Select the Remove
deleted items data after
the checkbox and enter
the few days you want
backup data for deleted
VMs to be kept.

Select the Defragment
and compact full backup
file checkbox and click
Configure.

Set the schedule for the
compact operation to
compact a full backup
periodically.

Note:

You don’t need to enable
the defragment and
compact functionality
checkbox if GFS retention
is enabled.

Backup Maintenance Storage Motifications Integration  Scripts
Storage-level corruption guard
Perform backup files health check (detects and auto-heals corruption)
At 22:00 on Last Friday of every month  Configure,
Full backup file maintenance
Rernove deleted iterns data after 30 = days
[] Defragment and cormpact full backup file

Last Saturday of every month  Configure...

Schedule Settings *

Schedule:

(® Monthly on:| Last ~ | ‘Saturday ~ | Manths...

() Weekly:

Save As Default 0K Cancel
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36. On Advanced Settings, Advanced Settings

select Storage.
Backup Maintenance Storage Notifications Integration  Scripts

37. Select the Compression Diata reduction

level from the drop-down Compression level:
list. Optimal (recommended) w

MNone

Dedupe-friend!
High
Extremne

Delivers the optimal combination of backup speed, granular restore
performance and repository space consumption,

Encryption
[] Enable backup file encryption

Add...

Manage passwords

| Save As Default | | Cancel
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38. Select Storage

optimization from the
drop-down list.

Advanced Settings
Backup Maintenance Storage Notifications Integration  Scripts

Data reduction

Compression level:

| Opt.i.ma[ (recommended) w |
Pr-c;\..rides for the best compression to performance ratio, lowest backup proxy

CPU usage and fastest restore,
Storage optirmization:

1ME (recommended)

AMB
TMB {recormmended]

512KB
Eng256KE

[] Enable backup file encryption

Add...

Manage passwords

| Save As Default | | Cancel
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39.

40.

Select the Enable backup
file encryption checkbox
to encrypt the content of
backup files.

Select a password from
the drop-down list. Then,
if you still need to do,
click Add or use the
Manage passwords link to
create a new password.

Advanced Settings

Backup Maintenance Storage Notifications Integration Scripts

Data reduction

Compression level:
Optimal (recommended) ~

Provides for the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restore,

Storage optimization:
1ME (recommended) w

Delivers the optimal combination of backup speed, granular restore
perfoermance and repositery space consumption,

Encryption
Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 &13 -~ Add...
! Loss protection disabled Manage passwords

Save As Default Cancel
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41. On the Advanced Settings,
select Notifications.

42. Keep the default settings.

Advanced Settings

Backup = Maintenance 5Storage i Integration Scripts

Motifications
[] Send SNMP notifications for this job
[] Send e-mail netifications to the following recipients:

Type in one or mare e-mail addresses separated by semicolon

Use global notification settings

Use custemn notification settings specified below:

[FeJobResult?s] %jobNamess (3%:0bjectCount: objects) %lssuesth

Motify on success
Motify on warning
Motify on errar

Suppress notifications until the last retry

| Save As Default | | Cancel
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43. On the Advanced Settings,
select Integration.

44. Keep the default settings.

Advanced Settings

Backup Maintenance Storage Motifications

[] Enable backup from storage snapshots

Automatic selection

Failover to on-host backup agent

| Save As Default | |

Choose..,

Cancel
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45. On the Advanced Settings
page, select Scripts.

46. Keep the default settings
and click OK.

Advanced Settings

Backup Maintenance Storage MNotifications

Job scripts
[ Before the job:

[] After the job:

Run scripts every |1 =

-

Run scripts on the selected days only

| Save As Default |

Integration |

Browse...

Browse...

Days...
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47. On the Storage page, click

Next.

New Agent Backup Job X

Storage
Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

Job Mode Backup repository:
N Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:36 PM.) '
ame =
= 18TBfreeof 18TE Map backup
Computers .
Retention policy: |7 T |days o)

Backup Mode
[ Keep certain full backups langer for archival purposes

Objects
W [[] Cenfigure secondary destinations for this job
Copy backups produced by this job to another backup repository, o tape. We recommend to make at
Guest Processing least one copy of your backups to a different storage device that is located off-site.
Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, P
black size, notification settings, automated post-job activity and other settings. i il
T e
48. When you add Physical el et Bk 18 %

49.

machines running VSS-
aware applications to the
backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing checkbox on
the Guest Processing

Guest Processing
Choose application processing options.

Job Mode Enable application-aware processing

Detects and prepares applications for consistent backup, perfarmes transaction logs processing, and
Name canfigures the OS to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications Applications...
Computers

[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Backup Mode

Objects : : i e 3
Customize advanced guest file system indexing options for individual machines

Storage

Schedule

Summary

e e
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page, and click
Applications.

50. On the Applicaﬁon-AWare Application-Aware Processing Options
ProceSSing Options pagel Specify application-aware processing settings for individual items:
select the Object and click Object Vss Transaction Logs Scripts Add...
Ed|t. ga Protection.. Requiresuccess  50L: Truncate, Exchange: Tr..  No Edit..
462
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51.

52.

53.

On the Processing
Settings page, select
General.

Select Enable application-
aware processing
checkbox.

Select Process transaction
logs with this job
(recommended).

Processing Settings

General sQL Oracle  SharePoint  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific metheds, and configures
the 05 to perform required application restore steps upon first boot.

Enable application-aware processing

Microsoft V55 settings
Choose whether this job should process transaction logs upon
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft SCL Server, and other applications that rely on V55,

(®) Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)
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54.

55.

56.

On the Processing
Settings page, click SQL if
the Physical Machine is a
Microsoft SQL Server.

Select a user account
from the drop-down list.

Select Truncate logs
(Prevents logs from
growing forever).

Processing Settings

General S0L Oracle  SharePoint  Scripts

Specify Windows account with sysadmin role on SQL Server:
| T4 Use quest credentials W Add...
Manage accounts

Choose how this job should process Microsoft SCL Server transaction logs:

(®) Truncate logs (prevents logs from growing forever)
() Do not truncate logs (requires simple recovery model)

(7 Backup logs periodically (backed up logs will be truncated)

Until the corresponding image-level backup is deleted

Keep only last |13 -2
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57.

58.

59.

Select Oracle on the
Processing Settings page if
the Physical Machine is an
Oracle Server.

Select a user account
from the drop-down list.

Select Do not delete
archived logs.

Processing Settings

General  SOL

SharePoint  Scripts

Specify Oracle account with SYSDBA privileges: €9

| T4 Use quest OS credentials

R

Archived logs:

(® Do not delete archived logs

() Delete logs older than: E—‘
() Delete logs aver: (10
[] Backup logs every: 15

Manage accounts

- | hours

=i| GB

-

-
|

Until the corresponding image-level backup is deleted

Keeponlylast 153 2

-

el

Add...

Cancel
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60. On the Processing Piocessing Settings W
Settings page, select
SharePoint if the Physical General SOL  Oracle SharePoint  Seripts
Machine is a SharePoint Specify SharePoint admin account:
Server. | 4 Use guest credentials W Add...

Manage accounts
61. Select a user account .

from the drop-down list.
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62. On the Processing
Settings page, select
Scripts.

63. Keep the default settings
and click OK.

Processing Settings

General S0L Oracle  SharePaint  Scripts

Specify admin account for script execution:

|'*£. Use guest credentials v
Manage accounts

Script processing mode
() Require successful script execution
() Ignore script execution failures

(® Disable script execution

Add...

Browse...

Browse...

Cancel
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64. On the Application-
Aware Processing
Options page, click OK.

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object V55 Transaction Logs Scripts Add...
ga Protection.. Require success  SOL: Truncate, Exchange: Tr..  No

oK Cancel
New Agent Backup Job
65. Select the Enable guest S AGEE B
: i . Guest Processing
file system indexing Choose application processing aptions.
checkbox and click
Job Mode Enable application-aware processing
In d EXi ng Detects and prepares applications for consistent backup, perfarms transaction logs processing, and
. Narme configures the 05 to perform required application restare steps upon first boot,
Cormpitass Customize application handling options for individual machines and applications Applications...
Enable guest file system indexing
Backup Mode Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.
Objects
. Customize advanced guest file system indexing options for individual machines | Indexing..
Storage

Schedule

Summary

e e
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66. On the Guest File System
Indexing Options page,
select the Object, click
Edit and.

Guest File System Indexing Options

Specify guest file systern indexing settings for individual itermns:

Object
Ea Protection Group_Hy...

Indexing

Partial

Add...

Edit...

Cancel
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67. On the Guest file system
indexing mode page, keep
the default settings.

68. Click OK.

Protection Group_Hyper-V Hosts Indexing Settings

Guest file system indexing mode:

() Disable indexing

() Index everything

®) Index everything except:

Folder £ Add...

Sewindir®s
FeProgramFilests
%ProgramFiles(x236)% Default

L E o P I -t o = T

() Index only following folders:

Folder Acld.
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69. On the Guest File System
Indexing Options page,
click OK.

Guest File System Indexing Options *

Specify guest file systern indexing settings for individual itermns:

Object Indexing Add...
ga Protection Group_Hy... Partial

oK N Cancel

70. On the Guest Processing
page, click Next.

New Agent Backup Job

. Guest Processing

Choese application processing optiens.

Job Mode [7] Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and

MName configures the OS to perform required application restore steps upon first boot.
Customize application handling options for individual machines and applications Applications...
Computers | s
Enable guest file system indexing
Backup Mode Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files,
Indexing is optional, and is not required to perform instant file level recoveries.
Objects
3 Customize advanced guest file system indexing options for individual machines
Storage

Schedule

Summary

< Previous Next » Cancel
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71. Select Run the job N AGELER D 2
Schedule
automatically checkbox Vi Specify the scheduling aptions. If you do not set the schedule, the job will need to be contralled manually.
|V
on the Schedule page and
Job Mode Run the job automatically

SeleCt your Speclﬁed e (®) Daily at this tirme: 10:00 PM 21| Everyday ~

(O Monthly at this time: | Fourth Saturday
schedule. cemies O Periodically every: |1 Hours

Backup Mode

72. Define whether Veeam

Objects
Backup & Replication Storage
should retry the backup B e
job if it fails in the ey

Automatic retry section.

73. Define the time interval
the backup job must
complete in the Backup

O Afterthis job: Do

2022 Backup (Created by GOODDEALMART csun at 272
Automatic retry
Retry failed items processing: 3 2] times

Wait before each retry attempt for: |10 |2 minutes

Backup window

errinate b ot the tackup widon

Prevent long-running or accidentally started job from impacting your production
infrastructure during the busy hours,

< Previous Apply Cancel

window section. The
backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

74. Click Apply.
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75. On the Summary page,
click Finish.

New Agent Backup Job X

Summary
The job's settings have been saved successfully. Click Finish to exit the wizard.

Job Mode Summary:
Mame: Hyper-V Hosts Agent Backup_by backup server
MName Description: Created by GOODDEALMART .csun at 2/22/2023 11:06 AM.
Type: server
Computers Mode: managed by backup server
Protected computers:
Protection Grou er-V Hosts
Enckiicce Backup mode: volume Lefel?apckup
Destination: Veeam backup repository
Objects Target storage: Backup Repository-HPHV02-E
Retention policy: 7 days
Storage Application-aware processing is enabled

Guest file system indexing is enabled
Backup is scheduled to run automatically
GFS retention palicy: not set

Guest Processing

Schedule

[] Run the job when | click Finish

< Previous

76. Verify that the backup job
has been added

Veeam Backup and Replicatio

View

4 »
Stat Stop Retry Active
Full
Job Control Details
Home

Name T Type
42 Backup i DC01-2022 Backup Hyper-V Backup
L: Backups 46} DCO1-2022_ubuntu200435 Immutable Backup Hyper-V Backup
= Disk 46} Hyper-V Hosts Agent Backup_by backup server Windows Agent Backup
4 [ Last 24 Hours 465 MGMTO1 Backup Hyper-V Backup
[} Success {6} SMB3 Backup Hyper-V Backup
[% Failed {6} VBR12PostgreSOL Backup Hyper-V Backup

473



Chapter 4 Backup

Create a Backup job to backup the specified Physical Machines

(Managed by Agent Mode)

This procedure uses the managed backup server mode to create a backup job to back up the

specific physical production machines.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console and
click Connect.

Nl Veeam

=N} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost

v Use Windows session authentication

Save shortcut Connect

9392

Close
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Confirmation code and
click Confirm. NE Veeam . -
=iN] Backup & Replication 12
Enter the code from your authenticator app.
Confirmation code:
I
Save shortcut Confirm Close
4. Select Jobs on the Home
page and right-click Jobs.
5. Select Backup and click

Windows computer.

cor | N R = @
2 -)g W EL] =1 i Y.
E==) = . =) =) =
Backup Replication CDP Backup Copy Failover Import Best Practices
Job ~ Job ~ Policy~ Copy Job~ Plan~ Backup Analyzer

Primary Jobs Secondary Jobs Restore Actions
Home Q Type in an object name to seai
%; Jobs Name Type
4 [ Last24 Hours Ié} Backup 4 l é Virtual machine...
[ Success %3 Replication » |[F«  Windows computer...
©o  CDP policy » |GA  Linux computer...
% Backup copy... L Mac computer...
[—3] File copy... Wm  Unix computer...
. ¥ Application >
& Addview... LD“j il
Y File share...
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6. On the Job Mode page,
select Managed by agent
mode and click Next.

New Agent Backup Job

Job Mode
Specify protected computer type and backup agent management mode.

Type:
(0) Workstation
Name
@ Server
Computers

O Failover cluster
Backup Mode

Mode:
Destination
) Managed by backup server
Local Storage Veeam backup server schedules and executes backups on the protected computers, This mode is

recommended for always-on workloads with a permanent connection to the backup server, such as

servers or clusters located in the same data center.
Guest Processing

® Managed by agent
Schedule Veeam backup server deploys the protection policy to all agents, however the job is managed by the
agent itself. This mode is recommended for warkstations and servers located in remote sites with poor
Summary connectivity to the main data center.

7. Onthe Name page, enter
a name for the backup job
in the Name field.

8. Give a brief description in
the Description field for
the future.

9. Click Next.

New Agent Backup Job

Name
Type in a name and description for this agent backup job.

Job Mode Name:

Hyper-¥ Hosts Agent Backup_by agent

Description:

Computers Created by GOODDEALMART\csun at 2/22/2023 11:12 AM]
Backup Mode

Destination

Local Storage

Guest Processing
Schedule

Summary

e I
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10. On the Computers page,
click Add and select
Protection group.

New Agent Backup Job

Computers

Job Mode

Name

Backup Made
Objects
Destination
Local Storage
Guest Processing
Schedule

Summary

Protected computers:

Select protection groups or individual machines to back up. Protection groups provide 2 dynamic selection scope that automatically
updates the list of protected machines as new ones are discovered.

Name

Type

< Previous

Mext >

Cancel
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11.

12.

Select the protection
group on the Select

Objects page and click OK.

You can select multiple
protection groups for the
same backup job and
repeat the step to add
them.

Select Objects .
Select objects:
~ . Protected computers
~ ga Protection Group_Hyper-¥ Hosts
= HPHVO1
|-*-' Type in an object name to search for Q |

Cancel
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13. Click Next on the
Computers page.

New Agent Backup Job

Computers

Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically
updates the list of protected machines as new ones are discovered.

Job Mode Protected computers:
Mame Tpe Add...
N:
i §2 | Protection Group_Hyper-V Hosts Protection g..

Backup Mode

Objects

Destination +

Local Storage

Guest Processing

Schedule
Summary
e P ot Cancel
14. Select Volume level NEARAER OIS A

backup mode on the
Backup Mode page to
back up the specified
computer volumes and
click Next.

Backup Mode
Choose what data you want to back up from selected computers.

Job Mode O Entire computer
Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are
Name automatically excluded from the image to reduce the backup size.

Inc val USE d

Computers

@ Volume level backup
Back up images of specified volumes, for example only data velumes, Deleted, temporary and page files

Objects are automatically excluded from the image to reduce the backup size.
Destination (O File level backup (slower)

Back up selected files and directories only. This mode still produces an image-based backup, but only
Local Storage with protected file system objects included in the image.

Guest Processing
Schedule

Summary

e I

479




Chapter 4 Backup

15. On the Objects page,
select Backup the
following volumes only.

16. Click Add and select OS
volume.

17. Click Next

New Agent Backup Job
Objects
Specify objects to include in the backup.

Job Mode
Name

Computers

Backup Mode

Destination

Local Storage

@ Backup thefollowing volumes only:

s

Object

O Backup all volumes except the following:

Add...

0S volume
Volume name..,

Guest Processing Object =
Schedule it
Summary
< Previous Mext > Cancel
18. Select the Veeam backup New Agent Backup Job
Destination

repository and click Next.

Job Mode
Name
Computers

Backup Mode

Objects

Backup Server
Storage

Backup Cache
Guest Processing
Schedule

Summary

Choose where you want to backup dats to.

() Local storage

Choose this option to back up to a locally attached storage device such as USB, Firewire or eSATA external

hard drive. Backing up to internal hard drives is not recommended.

() Shared folder

Choose this option to back up to an SMB (CIFS) share on a Network Attached Storage (NAS) device, or on

a regular file server,

@® Veeam backup repository

Choose this option to back up to a backup repository managed by Veeam Backup & Replication 10 or

later server,

() Veeam Cloud Connect repository

Choose this option to back up to a cloud repository managed by Veeam Cloud Connect service provider.

< Previous

Cancel
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19. Enter the Veeam Backup
and Replication manager
server name or IP address
in the DNS name or
external IP address field
on the Backup Server

page.

New Agent Backup Job

Backup Server

Job Mode
Name
Computers
Backup Mode
Objects

Destination

Storage

Backup Cache

Guest Processing

Specify Veeam Backup & Replication management server connection parameters.

DNS name or external IP address:

VBR12PostgreSOL.gooddealmart.ca

The specified DNS name must resolve to the external IP address of your backup server, as remote backup
agents need to be able to establish network connection to this endpoint.

20. Select the backup
repository from the
Backup repository drop-
down list on the Storage

page.

Schedule
Surmmary

e : e
New Agent Backup Job

Storage

Job Mode
Name
Computers
Backup Mode
Objects
Destination
Backup Server
Storage
Backup Cache
Guest Processing
Schedule

Summary

Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

Backup repository:

Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:36 PM.) '
= 12TBfreeof 18TE

Retention policy: .7. : &ayg o)

[ Keep certain full backups langer for archival purposes

[[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make at
least one copy of your backups fo a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,
black size, notification settings, automated post-job activity and other settings.

e : e

Advanced...
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21. Set the retention policy

22

settings for restore points
in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

New Agent Backup Job

V]

Job Mode

Storage

Name
Computers
Backup Mode
Objects
Destination

Backup Server

Backup Cache

Guest Processing

Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

Backup repository:

Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) v

£ 18TBfrecof 18TE

Retention policy: |7

:

days

[ Keep certain full backups| purposes

[[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make at
least one copy of your backups fo a different storage device that is located off-site,

Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, e—
block size, notification settings, automated post-job activity and other settings. i il
T o
23. You can configure GFS W gt Backin b
. ) . Storage
retention pol icy sett ngs D Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.
for the backup job to
Job Mode Backup repository:
ign oret h es ho rt-term — Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) v
. . £ 18TBfrecof 18TE
retention policy for some Campinats

24

full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes. Then, if
you need it, click
Configure.

Backup Mode
Objects
Destination

Backup Server

Backup Cache
Guest Processing
Schedule

Summary

Retention palicy: |7 T |days ~

Keep certain full backups longer for archival purposes Configure...

GFS retention policy is not configured

[[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make at
least one copy of your backups fo a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,
black size, notification settings, automated post-job activity and other settings.

e e

Advanced...
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25.

26.

27.

28.

Select the Keep weekly
full backups for checkbox,
and specify the number of
weeks you want to
prevent restore points
from being modified and
deleted.

Select the Keep monthly
full backups for checkbox,
and specify the months
you want to prevent
restore points from being
modified and deleted.

Select the Keep yearly full
backups for checkbox, and
specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS

[] Keep weekly full backups for: weeks

If rnultiple full backups exist, use the one from:

[] Keep monthly full backups for: months

Use weekly full backup frem the following week of a month:

[] Keep yearly full backups for: years

Use monthly full backup from the following month:

Cancel
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29. On the Storage page, click
Advanced.

Storage
Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

_ [[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, o tape. We recommend to make at
Guest Processing least one copy of your backups to a different storage device that is located off-site.

Schedule

Summary

Advanced job settings include backup mode, compression and deduplication, PR
black size, notification settings, automated post-job activity and other settings. kSt

e I

New Agent Backup Job X

Job Mode Backup repository:
0 | Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) ~|
A = i 2 £
£ 18TBfreeof12TB Map backup
Computers - -
Retention palicy: |7 | | days o)
Backup Mode i i
[ Keep certain full backups langer for archival purposes
Objects GFS retention policy is not configured

484

Technet24


https://technet24.ir

Chapter 4 Backup

30. Select Create synthetic
full backups or Active full
backups periodically
checkbox.

31. Schedule full backups
periodically and click OK.

Advanced Settings

Backup Maintenance Storage Motifications

Synthetic full backup
Create synthetic full backups periodically

Create on; Saturday
Active full backup
[] Create active full backups periodically

Configure...

|

Days...

Cancel
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32. On the Advanced Settings, | -
select Maintenance.
Backup Maintenance Storage Motifications
33. To regUIarly perform a Storage-level corruption guard
health check on the Perform backup files health check (detects and auto-heals corruption)
backup chain's most Last Friday of every month Configure..
recent restore point, Full backup file maintenance
select the Perform backup | [ Remove deleted iterns data after 30 2| days
files health check (deteCtS [] Defragment and compact full backup file
and auto-heals Configure..
corruption) checkbox in
the Storage-level
. . Schedule Settings X
corruption guard section.
Schedule:
34. Click Conﬁgure toseta (® Monthly on: | Last L 4 | ‘ Friday v | Manths...
timetable for the health 5
(O Weekly:
check. Y
Sawve As Default oK Cancel
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35.

36.

37.

Select the Remove
deleted items data after
the checkbox and enter
the few days you want
backup data for deleted
VMs to be kept.

Select the Defragment
and compact full backup
file checkbox and click
Configure.

Set the schedule for the
compact operation to
compact a full backup
periodically.

Note:

You don’t need to enable
the defragment and
compact functionality
checkbox if GFS retention
is enabled.

Backup Maintenance Storage Motifications

Storage-level corruption guard

Perform backup files health check (detects and auto-heals corruption)

Last Friday of every month  Cenfigure..,

Full backup file maintenance

[ Rernove deleted iterns data after 30 = days
[] Defragment and cormpact full backup file
Last Saturday of every month  Configure...
Schedule Settings x
Schedule:
® Monthly on:l Last v | !Saturday v | Manths...
() Weekly:
Save As Default aK Cancel
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38. On Advanced Settings, Advanced Settings X

select Storage.
Backup Maintenance 5torage  Notifications

39. Select the Compression Biia in

level from the drop-down Compression level:
list. Optimal (recommended) w

MNone

Dedupe-friend!
High
Extremne

Delivers the optimal combination of backup speed, granular restore
performance and repository space consumption,

Encryption
[] Enable backup file encryption

Add...

Manage passwords

| Save As Default | | Cancel

488

Technet24


https://technet24.ir

Chapter 4 Backup

40. Select Storage
optimization from the
drop-down list.

Advanced Settings

Backup Maintenance 5torage  Notifications

Data reduction

Compression level:

| Opt.i.ma[ (recommended) w |
Pr-c;\..rides for the best compression to performance ratio, lowest backup proxy

CPU usage and fastest restore,
Storage optirmization:

1ME (recommended)

AMB
TMB {recormmended]

512KB
Eng256KE

[] Enable backup file encryption

Add...

Manage passwords

| Save As Default | | Cancel
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41. Select the Enable backup Advanced Settings

file encryption checkbox
Backup Maintenance Storage  potifications
to encrypt the content of ?
backup files. Data reduction
Compression level:

42. Select a password from Optimal (recommended) v
the drop—down list. Then Provides for the best compression to performance ratio, lowest backup proxy
i i ! CPU usage and fastest restore,
if you still need to do, o

X Storage optirnization:
click Add or use the VB (e omiea 9
Manage passwords link to Delivers the optimal combination of backup speed, granular restore
create a new password. performance and repository space consumption,
Encryption
Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 813 ~ Add...
I Loss protection disabled Manage passwords
Save As Default Cancel
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43. On the Advanced Settings,
select Notifications.

44. Keep the default settings
and click OK.

Advanced Settings

Backup Maintenance Storage Motifications

Motifications

[ Send daily e-mail report to the following recipients:

Type in one or more e-mal addresses separated by semicolon

:00PM 3

Use global netification settings

Use custom notification settings specified below:

FlobResult?] %lobName: (30bjectCount? objects) Jlssues?
Motify on success
Motify on warning
Motify on error
Backup monitoring
Warn me if no backups were created in the last '.-" = days

Send a warning notification if an agent does not'repr_:srt.any successful
backups during the specified time period.

| Save As Default | | Cancel
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45. On the Storage page, click

Next.

New Agent Backup Job X

-, Storage
L)
Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

Job Mode Backup repository:
0 | Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) ~|
e = £k 2 oL

= 1.8TBfrecof 18T
Computers - -

Retention policy: ~
Backup Mode i

[] Keep certain full backups langer for archival purpases
Objects e i 5T i
Destination [[] Cenfigure secondary destinations for this job

Copy backups produced by this job to another backup repository, o tape. We recommend to make at

Backup Server least one copy of your backups to a different storage device that is located off-site.

Backup Cache

Guest Processing

46. On the Backup Cache

page, keep the default
settings and click Next.

Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, |
black size, notification settings, automated post-job activity and other settings. i il
e . Im==
New Agent Backup Job X

Backup Cache
Local backup cache allows backups to cantinue on schedule even if remate backup target is temporarily unavailable.

Job Mode [] Enable backup cache

Name
Mt sees 102 =

Computers =

Backup Mode

Objects

Destination

Backup Server

Storage

Guest Processing
Schedule

Summary

e e
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47.

48.

When you add Physical
machines running VSS-
aware applications to the
backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing checkbox on
the Guest Processing
page, and click
Applications.

New Agent Backup Job

Guest Processing
Choose application processing options.

Job Mode Enable application-aware processing

Detects and prepares applications for consistent backup, perfarmes transaction logs processing, and
Name canfigures the OS to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications Applications...
Computers

[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Backup Mode

Objects : - i i 5
Custemize advanced guest file system indexing options for individual machines

Destination

Backup Server

Storage

Backup Cache

Schedule

Summary

< Previous

49.

On the Application-Aware
Processing Options page,
select the Object and click
Edit.

Application-Aware Processing Options *

Specify application-aware processing settings for individual items:

Object V55 Transaction Logs Scripts Add...
Ea Protection.. Require success  SOL: Truncate, Exchange: Tr..  No Edit
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50.

51.

52.

On the Processing
Settings page, select
General.

Select Enable application-
aware processing
checkbox.

Select Process transaction
logs with this job
(recommended).

Processing Settings

General sQL Oracle  SharePoint  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific metheds, and configures
the 05 to perform required application restore steps upon first boot.

Enable application-aware processing

Microsoft V55 settings
Choose whether this job should process transaction logs upon
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft SCL Server, and other applications that rely on V55,

(®) Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)
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53.

54.

55.

On the Processing
Settings page, click SQL if
the Physical Machine is a
Microsoft SQL Server.

Select a user account
from the drop-down list.

Select Truncate logs
(Prevents logs from
growing forever).

Processing Settings

General S0L Oracle  SharePoint  Scripts

Specify Windows account with sysadmin role on SQL Server:
| T4 Use quest credentials W Add...

Manage accounts
Choose how this job should process Microsoft SCL Server transaction logs:

(®) Truncate logs (prevents logs from growing forever)
() Do not truncate logs (requires simple recovery model)

(7 Backup logs periodically (backed up logs will be truncated)

Until the corresponding image-level backup is deleted

Keep only last |13 -2
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56.

57.

58.

Select Oracle on the
Processing Settings page if
the Physical Machine is an
Oracle Server.

Select a user account
from the drop-down list.

Select Do not delete
archived logs.

Processing Settings

General  SOL

SharePoint  Scripts

Specify Oracle account with SYSDBA privileges: €9

| T4 Use quest OS credentials

R

Archived logs:

(® Do not delete archived logs

() Delete logs older than: E—‘
() Delete logs aver: (10
[] Backup logs every: 15

Manage accounts

- | hours

=i| GB

-

-
|

Until the corresponding image-level backup is deleted

Keeponlylast 153 2

-

el

Add...

Cancel
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59. On the Processing Processing Settings
Settings page, select
SharePoint if the Physical General SOL  Oracle SharePoint  Scripts
Machine is a SharePoint Specify SharePoint admin account:
Server. | 4 Use guest credentials i Add...

Manage accounts
60. Select a user account .

from the drop-down list.
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61. On the Processing

62. Keep the default settings

Settings page, select
Scripts.

and click OK.

Processing Settings

General S0L Oracle  SharePaint  Scripts

Specify admin account for script execution:

|'*£. Use guest credentials v
Manage accounts

Script processing mode
() Require successful script execution
() Ignore script execution failures

(® Disable script execution

Add...

Browse...

Browse...

Cancel
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63. Onthe Applicaﬁon— Application-Aware Processing Options b4
AWa re PrOCESSing Specify application-aware processing settings for individual items:
Options page, click OK. Object vss Transaction Logs Scripts Add...
gz Protection... Require success  S0L: Truncate Exchange: Tr.. No
OK Cancel
64. Select the Enable guest N Agent Backi 1ot x
Guest Processing

file system indexing
checkbox and click
Indexing.

Job Mode
Name
Computers
Backup Mode
Objects
Destination
Backup Server

Storage

Backup Cache

Schedule

Summary

Choose application pracessing options.

Enable application-aware processing

Detects and prepares applications for consistent backup, perfarms transaction logs processing, and

configures the OS to perform required application restare steps upon first boot.

Customize application handling options for individual machines and applications

Enable guest file system indexing

Applications...

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.

Indexing is optienal, and is not required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines

Indexing...

Cancel

499




Chapter 4 Backup

65. On the Guest File System
Indexing Options page,
select the Object, click
Edit and.

Guest File System Indexing Options

Specify guest file systern indexing settings for individual itermns:

Object
Ea Protection Group_Hy...

Indexing

Partial

Add...

Edit...

Cancel
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66. On the Guest file system
indexing mode page, keep
the default settings.

67. Click OK.

Protection Group_Hyper-V Hosts Indexing Settings

Guest file system indexing mode:
() Disable indexing

() Index everything
®) Index everything except:

Folder s Add...
Fewindir® -
FeProgramFilests :
%ProgramFiles(x236)% y Default

() Index only following folders:

Folder Acld.
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68. On the Guest File System Guest File System Indexing Optiens x
Indexing Options page,
click OK.

Specify guest file systern indexing settings for individual itermns:

Object Indexing Add...
ga Protection Group_Hy... Partial

oK N Cancel

69. On the Guest Processing el el Bk 168 <
. Guest Processing
page, click Next.

Choese application processing optiens.

Job Mode [ Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and
MName configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications Application
Computers s

Enable guest file system indexing

Backup Mode Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files,
Indexing is optional, and is not required to perform instant file level recoveries.
Objects
: Customize advanced guest file syster indexing options for individual machines
Destination

Backup Server

Storage

Backup Cache

Schedule

Summary

< Previous Next » Cancel
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70. Select Run the job
automatically checkbox
on the Schedule page and
select your specified
schedule.

71. Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

72. Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

73. Click Apply.

New Agent Backup Job
Schedule
| Specify the scheduling options. If you do not set the schedule, the job will need to be controlled manually.
V]
Job Mode Run the job automatically

@ Dailyatthistime:  |[1000PM %] Everyday
Name -

(O Monthly at this time:
Computers
() Periodically every: 1

Backup Mode Autornatic retry

Objects Retry failed items processing: 3

Wait before each retry attempt for. (10
Destination

Backup window
Backup Server

Storage infrastructure during the busy hours.
Backup Cache

Guest Processing

Summary

Fourth Saturday

Haurs

times

minutes

Terminate job outside of the backup window

Prevent long-running or accidentally started job from impacting your production

< Previous Apply

Cancel
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74. On the Summary page, R AR #
Summary
click Finish.

The job's settings have been saved successfully. Click Finish to exit the wizard.

Job Mode Summary:
Mame: Hyper-V Hosts Agent Backup_by agent

MName Description: Created by GOODDEALMART csun at 2/22/2023 11:12 AM.
Type: server

Computers Mode: managed by agent

Protected computers:
Protection Group_Hyper-V Hosts

Enckiicce Backup mode: volume level backup
Destination: Veeam backup repository

Objects Target storage: Backup Repository-HPHV02-E

. Retention policy: 7 days

Destination Application-aware processing is enabled
Guest file system indexing is enabled

Backup Server Backup is scheduled to run automatically

Storage

Backup Cache

Guest Processing

Schedule

< Previous

75. Verlfy that the Machine "'- Veear Backup and Replication

Home View Session

rescan and Job configured
are completed without
issues X Adtions Details

Home

a Job Narme Session Type Status
[3 Hyper-V Hosts Agent Backup_by agent Windows Agent.. Success
4 [ Rescan of Hyper-V Hosts Agent Backup._by agent Rescan Success
[ DO01-2022_ubuntu20045 Immutsble Backup (Full) Backup Success
a a5t 24 Hours [ VBR12PestgreSOL Backup (Full) Backup Success
[5 Success [ MGMTO1 Backup (Incremental) (Retry 2) Backup Success
[ Failed [ SMB3 Backup (Full) Backup Success
[ MGMTOT Backup (Full) (Retry 2) Backup Success
[ Active Directory object restore {DC01-2022) Application fte.  Success
[ DC01-2022 Backup (Full) Backup Success
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76. Verify that the backup job .
has been added 5 b m 2 & & X

Apply  Start Stop Active Stetistics Report  Edit Clone Disable Delete

Configuration Full
Job Control Details Manage Job
Home Q
Mame Type t Objetts | Status
{i§ DO01-2022 Backup Hyper-V Backup 1 Stopped
4 [ Backups 46} DO01-2022_ubuntu20045 Immutable Backup  Hyper-V Backup 1 Stopped
=%, Diskc 46} MGMTOT Backup Hyper-V Backup 1 Stopped
4 [ Last 24 Hours 46} SMB3 Backup Hyper-V Backup 1 Stopped
[3 Success {6} VBR12PostgreSQL Backup Hyper-V Backup 1 Stopped
[3 Failed 465 Hyper-Y Hosts Agent Backup_by backup ser.,  Windows Agent Backup 1 Stopped
1 Hyper-V Hosts Agent Backup._by agent Windows Agent Policy 1 Enabled
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Create a Backup job to backup all VMS of the Hyper-V Host

This procedure creates a backup job to back up all VMS of the production Hyper-V host. The new
VMS will be backed up automatically after the backup job is created. You don’t need to modify
the backup job settings.

Instructions Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console and
click Connect.

Nl Veeam
=iN} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect
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Confirmation code and
click Confirm. %EI Veeam . -
=iN] Backup & Replication 12
Enter the code from your authenticator app.
Confirmation code:
Save shortcut Confirm Close
4. Select Jobs on the Home
page and right-click Jobs.
5. Select Backup and click 4 -)g S | N [—_[]L] =i I ()
) i = = ) = -
Virtual machine. Backup Replication CDP Backup Copy Failover Import Best Practices
Job ~ Job~ Policyr Copy Job~ Plan~ Backup Analyzer
Primary Jobs Secondary Jobs Restore Actions
Home Q',:; an object na 21
. Jobs Name Type
4 [ Last24 Hours [é} Backup » ] % Virtual machine...
[ Success %3 Replication » |[F«  Windows computer...
0 CDP policy » |GA  Linux computer...
¥ Backup copy... W5 Mac computer...
[ File copy... Wm  Unix computer...
& Addview... &’j Application ’
Y File share...
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On the Name page, enter
a name for the backup job
in the Name field.

Give a brief description in
the Description field for
the future.

Mew Backup Job

Virtual Machines
Storage

Guest Processing

= g Typeinaname and description for this backup job.
L |

‘ HPHV01 Backup_All VM=

Description:

Created by GOODDEALMART\csun at 2/22/2023 1:20 PM.

Schedule
8. Select the High priority .
ummary
checkbox if you want this
job to allocate resources
in the first place.
[] High priority
H Backup infras ure resources are offered to high priority jobs first. Use this option for jobs
9' CIICk NeXt' sensiti':etu th:“sct!art time, or jobs with slricttRPOgre:uiren‘fefms. * v !
ey Mext > Cancel
10. Click Add on the Virtual N e o

Machines page.

Virtual Machines

Name

Storage
Guest Processing
Schedule

Summary

Wirtual machines to backup:

Mame Type

Size

= @i Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
L changes as you add new VMs into the container.

Exclusions...

Total size:
0B

Cancel
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11.

12.

Select the Host from the
Select objects list on the
Add Objects page and
click Add.

If you have multiple Hosts
that need to back up in
the same backup job, you
can repeat the step to add
them.

Add Objects

Select objects:

= [ € o

A l,‘:‘iE"'l Hosts and Wiis
> [E HPHvD1
E HPHVD2

| = Type in an object name to search for
* 3 ]

q
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13. Click Next on the Virtual
Machines page.

Virtual Machines

Selact virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
changes as you add new VMs into the container.

Mew Backup Job X

Namie Virtual machines to backup:
Name Type Size | Ad
ERGLEVC] Host 472 GB i —
Storage -
Guest Processing | Exclusions...
Schedule | 0
Summary |4 Down
!7 Recalculate
Total size:
472 GB
< Previous I MNext > Cancel
14. On the Storage page, click New Backup Job -

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage

Specify processing prowy server to be used far source data retrieval, backup repository to store the backup files produced by
L this job and customize advanced job settings if required.

Name Backup proxy:
‘ Off-host backup {automatic proxy selection) | | Choose..,
Virtual Machines
Backup repository:
_ ‘ Backup Repository-HPHVD2-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) v
Guest Processing = 17978 free of 1.81TB Map backup

days v e

[T] Keep certain full backups longer for archival purposes

Retention policy:
Schedule ety

Summary
[_] Configure secondary destinations for this job

Copy backups produced by this job to ancther backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. |.m

< Previous Finish | Cancel
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15.

16.

17.

18.

On the Backup Proxy
page, if you select On-
host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will runon a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
model.

If the off-host backup
mode is selected for the
job, but no off-host
backup proxies are
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode if
no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be
performed by taking into account proxy pricrity, connectivity and its current
load,
() On-host backup
Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts,
(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -
host proxies. In this mode, backup processing is offloaded from Hyper-V
host,

[¥] Failover to on-host backup mode if no suitable off-host proxies available

[v] Use the following backup proxy servers onky:

Mame Select all
L} HEH Clear all
HPHVOZ
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19

proxies are available in
the checkbox. Still, the job
will fail to start if off-host
backup proxies are
unavailable or configured

properly.
Click OK.

20

Select the backup
repository from the
Backup repository drop-
down list where the
created backup files must
be saved.

Mew Backup Job X

Storage

= g Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
| this job and customize advanced job settings if required.

Namie Backup proxy:
‘ Off-host backup (HPHV02) Choose..
Virtual Machines
Backup repository:
‘ Backup Repository-HPHVO2-E (Created by GOODDEALMART\csun at 2/21/2023-12:56 PM,) >
= 179TBfree of 18178 Map backup

Guest Processing =
Retention pol\.:y: | days v o

[T] Keep certain full backups longer for archival purposes Configure,

Schedule
Summary
[T] Configure secondary destinations for this job

Copy backups produced by this job to another backup repasitory, or tape. We recommend to make
st least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

< Previous Finish | Cancel

Advanced...
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21. Set the retention policy

22

settings for restore points
in the Retention Policy
field.

Select days or restore

New Backup Job X

w Storage

= -- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
- this job and customize advanced job settings if required.

Backup proxy:
| Off-host backup (HPHV02)

Name
Choose...

Virtual Machines

Backup repository:
Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) v
Map backup

points from the drop- . S 179TBfreeof 18178
i Retention z| 7 S v
down list. Schece pokor| || °
= restore points
[] Keep certain full backups Id rposes
Summary
] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We to make
at least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication, block Ahanceds
size, notification settings, automated post-job activity and other settings.
<o | [ ] =
23. You can configure the New Backup Job X
Storage

24.

backup job's GFS
retention policy settings
to ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Select Keep certain full
backups for longer for

archival purposes and

click Configure.

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

Backup proxy:
| of-host backup (HPHVO2)

Name

| | Choose..

Virtual Machines
Backup repository:

_ \ Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM) v

Guest Processing = 179 TBfreeof 1.81TB Map backup
Retention policy: - days ~
Schedule R o
Keep certain full backups longer for archival purposes | Configure...
Summary S

GFS retention policy is not configured

[T] Configure secondary destinations for this job

Copy backups produced by this job to another backup repasitory, or tape. We recommend to make
st least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. | B

Cancel

< Previous Finish ||
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25.

26.

27.

28.

Select the Keep weekly
full backups for checkbox,
and specify the number of
weeks you want to
prevent restore points
from being modified and
deleted.

Select the Keep monthly
full backups for checkbox,
and specify the months
you want to prevent
restore points from being
modified and deleted.

Select the Keep yearly full
backups for checkbox, and
specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS

[[] Keep weekly full backups for: weeks

If rnultiple full backups exist, use the one from:

[] Keep monthly full backups for: months

Use weekly full backup frem the following week of a month:

[] Keep yearly full backups for: years

Use monthly full backup from the following month:

Cancel
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29. On the Storage page,
click Advanced.

Mew Backup Job X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.
Namie Backup proxy:
| Of-host backup (HPHVO2) || choose..
Virtual Machines
Backup repository:

_ ‘ Backup Repository-HPHVO2-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) v
Sty = 179TEfree of 181 T8 Map backup
Schedule

[[] Keep certain full backups longer for archival purposes Config
Summary - Ll =

[ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block |- 1
size, notification settings, automated post-job activity and other settings. i

< Previous

Fos || cancel
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30. On the Backup page,
select Incremental . _
(recom mended). Backup | Maintenance Storag_e Notifications | I-E;-'per—\-" Scripts {
. Backup mode
31. Select create synthetic full O e s S AT
backu Ps periodically or Increments are injected into the full backup file, so that the latest backup
active full backups file is always a full backup of the most recent VM state,
X . ® Incremental (recommended)
perIOdlca”y checkbox. Increments are saved into new files dependent on previous files in the
chain. Best for backup targets with poor random /O performance.
32. Click Configure to [¥] Craate synthetic full backups periodically on:
AT ps pe ¥
schedule full backups ey L aniiguss.
periodically and click OK. Active full backip
[] Create active full backups periodically on:
P=p ¥
Schedule Settings Pt
Schedule:
(®) Weekhy: ‘ On these days v ‘ Days...
Saturday
e As Defo | ok || Ccancel
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33. Select Incremental and Advanced Settings
disable synthetic full and . _
active full backu ps to Backup | Maintenance | Storage | Notifications | Hyper-V | Scripts
create a forever forward Backup mode
incremental backup chain. () Reverse incremental (slower)

Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,

® Incremental (recommended)
Increments are saved into new files dependent on previous files in the
chain. Best for backup targets with poor random /O performance.
[[] Create synthetic full backups periodically an:

Active full backup
[] Create active full backups periodically on:

|Save As Default| | oK || Cancel
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34. On the Advanced Settings,

35.

36.

Maintenance.

To regularly perform a
health check on the
backup chain's most
recent restore point,
select the Perform backup
files health check (detects
and auto-heals
corruption) checkbox in
the Storage-level
corruption guard section.

Click Configure to set a
timetable for the health
check.

. Blackup. Maintenance :Storage Notifications | I-Elyper—\-"' Scripts

Storage-level cormuption guard

[v] Perform backup files health check (detects and auto-heals cormuption} on:
At 22:00 on Last Friday of every month Configure...

Full backup file maintenance

[[] Remove deleted items data after

[] Defragment and compact full backup file on:

days

Schedule Settings

Schedule:
[® Monthly ond| 10:00 PM 2 | [Last v | | Friday v || Months..
) Weekdy:

e
{Save As Default| oK Cancel
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37. Select the Remove

38.

39.

deleted items data after
the checkbox and enter
the few days you want
backup data for deleted
VMs to be kept.

Select the Defragment
and compact full backup
file checkbox and click
Configure.

Set the schedule for the
compact operation to
compact a full backup
periodically.

Note:

GFS retention is not
compatible with
defragment and compact
functionality.

. Blackup. Maintenance .Storage Notifications | I-Elyper—\r"' Scripts

Storage-level cormuption guard

[v] Perform backup files health check (detects and auto-heals cormuption} on:
At 22:00 on Last Friday of every month Configure..

Full backup file maintenance

[¥] Remove deleted items data after 14 : ‘days

[¥] Defragment and compact full backup file on:
Last Saturday of every month Configure.,

Schedule Settings *

Schedule:
| Last ~ | | Saturday w | . Meonths...

) Weekly:

|Save As Default | | QK [ Cancel
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40.

41.

42.

43.

44,

On Advanced Settings,
select Storage.

Select the Enable inline
data deduplication
(recommended)
checkbox.

Select the Exclude swap
file blocks
(recommended)
checkbox.

Select the Exclude deleted
file blocks
(recommended)
checkbox.

Select the compression
level for the backup from
the drop-down list.

Advanced Settings

. Blackup [ Méintenance. Storage . Notifications . Hyper-¥ | Scripts
Data reduction

[¢] Enable inline data deduplication (recommended)
[v] Exclude swap file blocks (recommended)
[¢] Exclude deleted file blacks (recommended)

Compression level:

Optimal {[recommended)

None

Dedupe-friendly
Optimal (recommended)
High

Extreme

elivers the optimal combination of backup speed, granular restore
performance and repository space cansumption,

Encryption
[T Enable backup file encryption

|Save As Default| | OK

Cancel
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45. Select the Storage Advanced Settings
optimization for the )
backup from the drop- Backup | Maintenance | Storage | Notifications | Hyper-V | Scripts |
down list. Data reduction

Enable inline data deduplication (recommended)
Exclude swap file blacks (recommended)
[¢] Exclude deleted file blacks (recommended)

Compression level:

Optimal {recommended) b

Provides far the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restare,

Storage optimization:

1MB (recommended) v

4MB

TME (recommended)
512KB

256KB

= = e e = e e =

|Save As Default | ok || Caneel
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46. Select the Enable backup Advanced Settings
file encryption checkbox
to encrypt the content of Blacllmp [ Méintenance .Storage . Nutiﬁcatéons Hl;-'per—‘lu' lScript.s
backup files. Data reduction
Enable inline data deduplication (recommended)
47. Select a password from [v] Exclude swap file blocks (recommended)
the drop—down list. Then, [¢] Exclude deleted file blacks (recommended)
if you still need to do, Compression level:
click Add or use the |Dptimal {recommended) b |
Ma nage passwo rds link to Provides far the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restare,
create a new password.
Storage optimization:
‘ TMB (recommended) b4 |
Delivers the optimal combination of backup speed, granular restore
performance and repository space cansumption,
Encryption
[¥] Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 813 P ~ Add...
1. Loss protection disabled Manage passwords .
'Save As Default| ok || cancel
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48. On the Advanced Settings,
select Notifications.

49. Keep the default settings.

Advanced Settings

. -Blackup | Maintenance | St.crage: Notifications ,l I.-ISfper—‘l\-" lScriptlsl:

[[] Send SNMP notifications for this job
[] send e-mail notifications to the following recipients:

Type in one or more e-mail addresses separated by semicalon

|Save As Default | ok

Cancel
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50. On the Advanced Settings,
select Hyper-V.

51. Keep the default settings.

Advanced Settings

. -Blackup | Maintenance | St.orage . I"\:Iutiﬁlca.tilons; Hyper-V Script.s

Guest quiescence

[] Enable Hyper-V guest quiescence

Mative quiescence will anly be used for virtual machines with application-
aware image processing disabled,

Changed block tracking
[¥] Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and
replication of protected VMs, CBT is performed by Veeam's Hyper-V
integration component that is auto-deployed on each host.

Valume snapshots
[¥] Allow pracessing of multiple VMs with a single volume snapshat

Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM.

|Save As Default | ok || Caneel
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52. On the Advanced Settings
page, click Scripts and
keep the default settings.

53. Click OK.

Advanced Settings

. -Blackup | Maintenance | St.orage ' Notifications | I-ES-'per—\-": Scripts

Job scripts
[] Run the following script before the job:

[] Run the following script after the job:

|Save As Default| | oK

Cancel
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54. Click Next on the Storage
page.

Mew Backup Job

Storage

this job and customize advanced job settings if required.

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by

Namie Backup proxy:
| Of-host backup (HPHVO2) || choose..
Virtual Machines
Backup repository:
_ ‘ Backup Repository-HPHVO2-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) v
Sty = 179TEfree of 181 T8 Map backup
Retention policy:
Schedule Pee:
[T] Keep certain full backups longer for archival purposes Configure.
Summary ~
[] Configure secondary destinations far this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.
<Previous || Next» Finizh Caneel
55. Click Next on the Guess N e o

Processing page.

Guest Processing

Choose guest OS processing options available for running VMs.

Name [T Enable application-aware processing

Virtuial Machifes configures the 05 to perform required application restore steps upan first boot.
Customize application handling options for individual machines and applications
Storage

[ Enable guest file system i

Sehey Customize advanced guest file system indexing options for individual machines ndzxing..

Summary ‘: -

Add.

< Previous

Firish Cancel

Detects and prepares applications for consistent backup, performs transaction logs processing, and

— Creates catalog of guest files to enable browsing, searching and 1-click restores of indiidual files.
Indexing is optional, and is not required to perform instant file level recoveries.
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56.

57.

58.

59.

Select Run the job
automatically checkbox
on the Schedule page and
select your specified
schedule.

Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

Click Apply.

Mew Backup Job

Schedule
- -E Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
L |

Name
Virtual Machines
Storage

Guest Processing

| VEI-'I" g B':

Summary

[¥] Run the job automatically

@® Daily at this time: 10:00PM 2 H Everyday v

(O Monthly at this time:

O Periodically every:

(O After this job:
Automatic retry

[V] Retry failed items processing: 3 2 [times

Wait before each retry attempt for. | b\ |mfnutes

Backup window

[¥] Terminate the job outside of the allowed backup window

Lang running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous Apply

Cancel
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60. Click Finish on the Ne Backp 1oh %
% l ! Summary
Su mma ry page' You have successfully created the new backup job.
L |

Namie Surmnmary:
MName: HPHVO1 Backup_All VMs

Virtual Machines Target Path: E\Backups
Type: Hyper-V Backup

Storage Source items:

HPHVOT (HPHVO1)
Target repository: Backup Repositary-HPHVO2-E
Target repository host: HPHVO2
Target repository path: EABackups

Guest Processing

Schedule

PowerShell cmdlet for starting the job:
Get-VBRIob -Name "HPHVOT Backup_All VMs" | Start-VBRJob

[] Run the job when | click Finish

< Previous Next Cancel

61. Verify that the backup job Veeam Beckup and Replicatin)

View

has been added. =
4 2 & 8% X
Start Stop Retry Active Edit Clone Disable Delete
Full
Job Control Details Manage Job
Home ‘
a Mame T Type
4 Backup {F DCOT-2022 Backup Hyper-V Backup
4 [ Backups %} DCOT-2022_ubuntu20045 Immutable Backup Hyper-Y Backup
=¥, Disk 46} HPHVD1 Backup_All VMs Hyper-V Backup.
@ Last 24 Hours [ Hyper-V Hosts Agent Backup_by agent Windows Agent Policy
@ Success {é} Hyper-V Hosts Agent Backup_by backup server Windows Agent Backup
[% Failed & MGMTO1 Backup Hyper-¥ Backup
{6+ SMB3 Backup Hyper-V Backup
8} VBR12PostgreSOL Backup Hyper-V Backup
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