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Introduction

Today’s networks have evolved into a system without well-defined borders/perimeters
that contain data access from both trusted and untrusted devices. Cisco broadly calls this
trend borderless nerworking. The Cisco Secure Access architecture and Cisco Identity
Services Engine (ISE) were developed to provide organizations with a solution to secure
and regain control of borderless networks in a Bring Your Own Device (BYOD) world.

A few basic truths become apparent when trying to secure a borderless network. First,
you can no longer trust internal data traffic. There are just too many ingress points into
the network and too many untrusted devices/users inside the network to be able to trust
it implicitly. Second, given the lack of internal trust, it becomes necessary to authenticate
and authorize all users into the network regardless of their connection type: wired, wire-
less, or VPN. Third, because of the proliferation of untrusted and unmanaged devices
connecting to your internal network, device control and posture assessment become
critical. Each device must be checked for security compliance before it is allowed access
to your network resources. These checks vary according to your security policy, but usu-
ally involve checking the device type, location, management status, and operating-system
patch level, and ensuring that antimalware software is running and up to date.

This book addresses the complete lifecycle of protecting a modern borderless

network using Cisco Secure Access and ISE solutions. Secure access and ISE design,
implementation, and troubleshooting are covered in depth. This book explains the many
details of the solution and how it can be used to secure borderless networks. At its heart,
this solution allows organizations to identify and apply network security policies based
on user identity, device type, device behavior, and other attributes, such as security
posture. Technologies such as 802.1X, profiling, guest access, network admission control,
RADIUS, device administration, TACACS+, and TrustSec are covered in depth.

The goal is to boil down and simplify the architectural details and present them in one
reference without trying to replace the existing design, installation, and configuration
guides already available from Cisco.

Who Should Read This Book?

This book is targeted primarily to a technical audience involved in architecting,
deploying, and delivering secure networks and enabling mobile services. It can help
them make informed choices, and enable them to have an engaging discussion with their
organization, on how they can achieve their security and availability goals, while reaping
the benefits of a secure access solution.

This book is helpful to those looking to deploy Cisco ISE to secure your wired, wireless,
and VPN access. It is also useful for those moving to a BYOD IT model.
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How This Book Is Organized

This book is organized into 31 chapters distributed across 7 different parts, each based
on a main theme. As a bonus, four appendixes are included as Part VIII to provide
added value to readers. Although this book can be read cover to cover, readers can move
between chapters and parts, covering only the content that interests them. The seven
parts of the book are described first:

Part I, “Identity-Enabled Network: Unite!”: Examines the evolution of identity-enabled
networks. It provides an overview of security issues facing today’s networks and what has
been the history of trying to combat this problem. This part covers a foundation-building
review of AAA, 802.1X, the NAC framework, NAC appliance, the evolution into

Secure Access, and the creation of Cisco ISE. It discusses the issues faced with the
consumerization of information technology, the mass influx of personal devices, ensuring
only the correct users, correct devices, with the correct software are allowed to access
the corporate network unfettered.

Part II, “The Blueprint, Designing an ISE-Enabled Network”: Covers the high-level
design phase of a secure network access project. Solution diagrams are included. This
part covers the different ISE functions available, how to distribute these functions, and
the solution taxonomy. It discusses the enforcement devices that are part of this solution
and ones that are not. Change of Authorization (CoA) is introduced. All these concepts
are clarified and reinforced throughout the other parts.

Part III, “The Foundation, Building a Context-Aware Security Policy”: Describes

how to create a context-aware security policy for the network and devices. This is often
the hardest part of a secure network access project. This part covers the departments
that need to be involved, the policies to be considered, and best practices. Coverage
includes some lessons learned and landmines to watch out for. Screenshots and flow
diagrams are included in this part to aid in the readers’ understanding of the process, how
communication occurs and in what order, and how to configure the miscellaneous device
supplicants.

Part IV, “Let’s Configure!”: Details the step-by-step configuration of ISE, the

network access devices (NAD), and supplicants. The goal of this part is to have the

entire infrastructure and policy management configured and ready to begin the actual
deployment. Technology and complex topics are explained along with the configuration
steps, aiding in the understanding of the configuration steps by tying them together with
the technological explanation.

Part V, “Advanced Secure Access Features”: Dives into some of the more advanced
solution features that truly differentiate the ISE secure access system. This part covers
advanced configurations of the ISE profiling engine, Cisco TrustSec, high availability,
backups, passive identity capabilities, EasyConnect, and context sharing with the
Platform eXchange Grid (pxGrid).

Part VI, “Monitoring, Maintenance, and Troubleshooting for Network Access AAA”:
Examines the maintenance of ISE, backups, and upgrades. It covers how to troubleshoot
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not only ISE, but the entire secure access system, and how to use the tools provided in
the ISE product. Common monitoring and maintenance tasks, as well as troubleshooting
tools, are explained from a help-desk support technician’s point of view.

Part VII, “Device Administration”: All new material for this second edition, this part
covers the principles of device administration AAA and TACACS+, how to design it with
ISE, and the step-by-step configuration of key Cisco network devices: Catalyst switches,
Wireless LAN Controllers, and Nexus data center switches.

Here is an overview of each of the 31 chapters:

Chapter 1, “Regain Control of Your IT Security”: This chapter introduces the
concepts that brought us to the current evolutionary stage of network access
security. It discusses the explosion of mobility, virtualization, social networking,
and ubiquitous network access coupled with the consumerization of information
technology.

Chapter 2, “Fundamentals of AAA”: This chapter reviews the critical security con-
cept of authentication, authorization, and accounting (AAA); compares and contrasts
the two main AAA types of network access and device administration; and dives
into the foundations of RADIUS and TACACS+.

Chapter 3, “Introducing Cisco Identity Services Engine”: Cisco ISE makes up
the backbone of Cisco’s next-generation, context-aware, identity-based security
policy solution. This chapter introduces this revolutionary product and provides an
overview of its functions and capabilities.

Chapter 4, “The Building Blocks in an Identity Services Engine Design”: This
chapter covers the components of the secure access solution, including ISE personas,
licensing model, and the policy structure.

Chapter 5, “Making Sense of the ISE Deployment Design Options”: This chapter
examines all the available personas in ISE and design options with the combination
of those personas.

Chapter 6, “Quick Setup of an ISE Proof of Concept”: This chapter provides a
high-level overview of the ISE personas, walks you through the initial configuration
(called bootstrapping) of ISE itself, and introduces role-based access control (RBAC).

Chapter 7, “Building a Cisco ISE Network Access Security Policy”: This chapter
guides you through the process of creating a comprehensive network access security
policy (NASP) that you can use in an environment that is safeguarded by Cisco ISE.

Chapter 8, “Building a Device Security Policy”: This chapter explores ISE device
profiling and Threat-Centric NAC features in some detail. The goal is to disclose
the different ways in which ISE can identify device types and other contextual
information about devices for use in an ISE policy.

Chapter 9, “Building an ISE Accounting and Auditing Policy”: This chapter covers
why you need accounting and auditing for ISE; using PCI DSS as your ISE auditing

XXXI
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framework; and Cisco ISE user accounting. Understanding and keeping track of what
is happening inside the network and inside of ISE is critical to achieving a successful
ISE deployment.

Chapter 10, “Profiling Basics and Visibility”: This chapter introduces the concepts
of profiling and configuration choices needed to create a foundation to build upon.
It examines the different profiling mechanisms and the pros and cons related to each,
discussing best practices and configuration details.

Chapter 11, “Bootstrapping Network Access Devices”: This key chapter examines
the configuration of the NADs themselves and focuses on best practices to ensure a
successful ongoing deployment.

Chapter 12, “Network Authorization Policy Elements”: This chapter examines the
logical roles within an organization and how to create authorization results to assign
the correct level of access based on that role.

Chapter 13, “Authentication and Authorization Policies”: This chapter explains the
distinct and important difference between authentication and authorization policies,
presents the pieces that make up the policies, and provides examples of how to
create a policy in ISE that enforces the logical policies created in Chapter 12.

Chapter 14, “Guest Lifecycle Management”: Guest access has become an expected
resource at companies in today’s world. This chapter explains the full secure guest
lifecycle management, from Web Authentication (WebAuth) to sponsored guest
access and self-registration options.

Chapter 15, “Client Posture Assessment”: This chapter examines endpoint posture
assessment and remediation actions, the configuration of the extensive checks and
requirements, and how to tie them into an authorization policy.

Chapter 16, “Supplicant Configuration™: This chapter looks at configuration
examples of the most popular supplicants.

Chapter 17 “BYOD: Self-Service Onboarding and Registration”: This critical
chapter goes through a detailed examination of BYOD concepts, policies,

and flows. Both the user and administrative experiences are detailed, as well as the
integration between ISE and third-party MDM vendors and ISE’s internal certificate
authority (CA).

Chapter 18, “Setting Up and Maintaining a Distributed ISE Deployment”: Cisco
ISE can be deployed in a scalable distributed model or as a standalone device. This
chapter examines how ISE can be deployed in this distributed model, and the caveats
associated. It also details high availability (HA) with technologies such as load
balancing.

Chapter 19, “Remote Access VPN and Cisco ISE”: This chapter details the
integration of ISE with remote access VPNs using the Cisco ASA.
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Chapter 20, “Deployment Phases”: This chapter explains the best practices related
to phasing in a secure network access deployment. The chapter goes through the
phases of Monitor Mode, Low-Impact Mode, and Closed Mode deployments.

Chapter 21, “Advanced Profiling Configuration: This chapter builds on what was
learned and configured in Chapter 10, examining how to profile unknown endpoints
and looking deeper into the profiling policies themselves.

Chapter 22, “Cisco TrustSec AKA Security Group Access”: This chapter
introduces the next-generation policy model known as Cisco TrustSec and Security
Group Tags.

Chapter 23, “Passive Identities, ISE-PIC, and EasyConnect”: Brand new for this
second edition, this chapter compares and contrasts active versus passive identities,
and the EasyConnect method of network access control.

Chapter 24, “ISE Ecosystems: The Platform eXchange Grid (pxGrid)”: Also brand
new for this edition, this chapter discusses the use of ISE as the center of a security
ecosystem, the importance of context sharing, and the best practices for deploying
the Platform eXchange Grid (pxGrid).

Chapter 25, “Understanding Monitoring, Reporting, and Alerting”: This
chapter explains the extensive and redesigned monitoring, reporting, and alerting
mechanisms built into the ISE solution.

Chapter 26, “Troubleshooting”: This chapter aids the reader when having to
troubleshoot the ISE identity-enabled network and its many moving parts.

Chapter 27, “Upgrading ISE”: This chapter focuses on the upgrading of ISE nodes
using both the graphical tool and the command line, with a heavy focus on the
secondary PAN first (SPF) method of upgrade.

Chapter 28, “Device Administration Fundamentals”: This chapter details the
integration of device administration AAA and TACACS+ into the ISE solution and

the design options for deploying it in parallel or in conjunction with network access
AAA.

Chapter 29, “Configuring Device Admin AAA with Cisco 10S”: Building on
Chapter 29, this chapter details the configuration of ISE and Cisco I0S-based
Catalyst switches for the purposes of device administration AAA with TACACS+.

Chapter 30, “Configuring Device Admin AAA with Cisco WLC: This chapter
details the configuration of ISE and Cisco Wireless LAN Controllers for the
purposes of device administration AAA with TACACS+.

Chapter 31, “Configuring Device Admin AAA with Cisco Nexus Switches”: This
chapter details the configuration of ISE and Cisco Wireless LAN Controllers for the
purposes of device administration AAA with TACACS+.

XXXili
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Chapter 1

Regain Control of Your

IT Security

This chapter covers the following topics:

m The weakest-link security problem
m Introduction to Cisco ISE

m Introduction to identity and context

The explosion of mobility, virtualization, social networking, and ubiquitous network
access coupled with the consumerization of information technology brings new
security challenges to organizations, including:

m Insufficient security controls for non-corporate-owned devices, especially
consumer-class devices such as the iPhone and iPad. This is known as the Bring
Your Own Device (BYOD) phenomenon.

® An increased potential for the loss of sensitive data, which can cause an array
of problems for your business, customers, and partners.

m Dissolution of network security boundaries (borderless networks), resulting in an
increased number of entry points to your network and, therefore, an increased risk
to your business.

m Increased complexity in maintaining compliance with security and privacy regu-
lations, laws, and other enforced standards such as Payment Card Industry Data
Security Standard (PCI-DSS).

IT network and security policies, budgets, and resources are not keeping pace with

the rapid innovations happening in our business models, workplace, and technology.
With today’s security challenges and threats growing more sophisticated and broad,
traditional network security approaches are no longer sufficient without augmentation.
Organizations require security systems that can provide more actionable intelligence,
that are pervasively deployed, and that are more tightly integrated with other installed
networking and security tools than they have been in the past.
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The threat landscape has also evolved dramatically in the last couple years. Attackers are
now using social-engineering techniques to gain trusted credentials on your network and
services. Social engineering, essentially hacking people, is the fastest-growing attack vec-
tor today. Many of the recent breaches can be traced back to attackers obtaining trusted
credentials that allowed them to pivot throughout the breached networks just like any
other user would. This raises serious concerns, such as how do you protect against an
attacker that has admin credentials on your Microsoft Active Directory (AD) domain?
One way is to ensure that each user connecting into the network is dynamically limited
to access to only those services that they require. We call this dynamic network segmen-
tation, or micro-segmentation.

The purpose of this chapter is to define the major focus areas that need to be considered
to take back, and continue to maintain, control of your IT security. This must be accom-
plished in the face of recent technology trends while still enabling businesses to function
efficiently. The secret lies in centralized, pervasive security policy control.

Security: Still a Weakest-Link Problem

The bad guys are always looking for the path of least resistance to their targets. Why
waste effort attacking a hardened target system directly when you can get there by
quickly compromising something weaker and using its privileges to exploit your target?
This is the basic principle of the weakest-link problem. The information you are trying

to protect is only as secure as the weakest entry point (link) to that information. This has
always been true in IT security. The big change is in the increase of the sum total of links,
or entry points, that must be dealt with. Additionally, the use of social engineering is on
the rise due to its high success rate.

Never before have networks and their data been more accessible by external untrusted
individuals. Also, the number of devices in today’s typical network has grown dramati-
cally over time with the addition of network-capable nodes such as IP phones, IP video-
conferencing systems, and mobile devices such as cell phones and tablets. Most recently,
the phenomenon of the Internet of Things (IoT) is causing an explosion in the number
of network devices. These devices range from IP cameras, home automation devices,
appliances, cars, smart watches, and so many more. Just think about all the devices you
have that are connected to your home network. Now extrapolate that number to your
company. It’s an amazing number of devices, each with its own operating system,
vulnerabilities, and security concerns.

Today’s networks allow access from literally anywhere on the globe via a combination
of wireless, wired, and virtual private networks (VPNs), guest portals, cloud services,
consumer devices, mobile devices, business-to-business (B2B) connections...and the list
goes on.

Back in the day, prior to the expansion of cost-effective mobile computing and network-

able handheld devices, networks were composed of stationary corporate-owned desktop
PCs, each of which often had only one employee assigned to it for dedicated usage. Now
each employee has numerous network-attached devices, most or all of which are highly
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mobile. For example, on his home network one of this book’s authors has an iPhone, an
iPad, an Apple Watch, a Windows 7 PC, a MacBook Air, a Verizon MiFi device, a Wi-Fi
corporate IP Phone, a Cisco telepresence system, and a desk IP Phone. And those are just
the devices he uses for work! It doesn’t include his home devices or cloud services, which
easily triples the number. Some of these are personal devices, while others are corporate-
owned assets. But all have a risk profile to his company.

No organizations today are closed entities with well-defined network security perimeters.
This leads us to the concepts of ubiquitous access and borderless networks. Gone are the
days of a nicely defined network security perimeter made up of a firewall that guards
against unauthorized access from the outside. Security architecture is changing from a
point defense perimeter approach to a defense-in-depth network security architecture
that is policy-driven and threat-focused.

Here are some fundamental shifts created by today’s environment:

® You can no longer simply trust the packets on your internal networks.

® The network must require identity- and context-aware access control at all
attachment points—wired, wireless, and VPN (internal and external).

m Security policies must become identity- and context-aware, as well as centrally
managed.

m Security and network systems must work together seamlessly to create an
architecture that works effectively.

m Integrated and automated threat defense is now a requirement. Static defenses are
too easily bypassed and manual policy change and remediation is too slow to defend
against the threats.

Today, networks are most secure at their traditional network perimeter, namely the
Internet-facing access points. However, the security of the internal networks, especially
wired networks, behind those impressive perimeter fortress walls is sorely lacking.

By and large, once a user gains access to the internal networks, they are given free and
unrestricted network access. In addition, the pervasiveness of mobility has thrown

the concept of internal vs. external out the window. Mobile devices roam between
both internal and external networks while sometimes connecting to both simultane-
ously. Never before has the average employee been so connected in so many ways in so
many places. Effectively dealing with the security risks that spring forth from this new
networking reality by using the Cisco Identity Services Engine (ISE) and Cisco Secure
Access are the focus of this book.

Cisco Identity Services Engine

Cisco describes its Identity Services Engine solution in this way:

A different approach is required to both manage and secure the evolving mobile
enterprise. With superior user and device visibility, Cisco ISE simplifies the mobility
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experience for enterprises. It also shares vital contextual data with integrated
technology partner solutions. With the integration, consolidation, and automation
that Cisco ISE provides, you can identify, contain, and remediate threats faster.

The Cisco Identity Services Engine is a next-generation identity and access control
policy platform that enables enterprises to facilitate new business services, enhance
infrastructure security, enforce compliance, and streamline service operations. Its
unique architecture allows enterprises to gather real-time contextual information
from networks, users, and devices to make proactive governance decisions by
enforcing policy across the network infrastructure—wired, wireless, and VPN.

At a high level, the Cisco ISE and Secure Access solution provide the following services:

Gain awareness of everything hitting your network.
Control network access securely, consistently, and efficiently.

Relieve the stress of a complex access management environment.

Some of the key capabilities that ISE will provide are:

User identity awareness and control.

Network, user, and device context awareness. Examples of context include operat-
ing system patch level, AD group member, antivirus client installed and up to date,
device type such as printer, physical location of device, risk profile of device, and
more.

A centralized security policy across wired, wireless, and VPN access for simpler cor-
porate governance.

Centralized guest access management that is both feature-rich and easy to use.
System-wide visibility into who, where, and what is on a network.

Authentication, authorization, and accounting (AAA), device profiling, device pos-
ture, mobile device onboarding, and guest services in a single solution to simplify
deployments and cut operational costs via ISE.

Automated device profiling/identification using ISE-based traffic probes, Cisco I0S
device sensors included in Cisco switches, and active endpoint scanning.

Simplified BYOD onboarding through self-service device registration and
provisioning. Significantly reduces the burden on IT without sacrificing security.

TACACS+ device AAA.
Cisco TrustSec policy management and enforcement using security group tagging.
Built-in certificate authority (CA) specifically designed to make it simple to use.

Ability to share the information and context inside of ISE with other devices, such as
next-generation firewalls (NGFW) and using Cisco Platform Exchange Grid (pxGrid).
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To summarize, the Cisco ISE solution allows you to connect any user on any device
to any segment of your network more easily, reliably, and securely. The rich policy-
based nature of the ISE solution provides you with identity- and context-based access
differentiation.

Sources for Providing Identity and Context
Awareness

Having identiry awareness in the network simply means that you are able to determine
and authenticate the individuality of the user or group of users trying to gain access to
your network. To establish individuality, combine both a username (or equivalent) and
any other available user attributes. For example, Jamey Heary successfully authenticated
onto the network using his AD account JHeary. JHeary is a member of both the Users
and Contractors groups. There is now an identity for the user JHeary that can be utilized
to determine which network policy ISE should assign to the network.

ISE can obtain identity information and validate its authenticity using several methods
and sources, including AD. This identity information can be user-based, endpoint-based,
or both. Here are the most common methods ISE uses to obtain identity information:

m 802.1X: 802.1X is an [EEE standard for Layer 2 access control to wired and
wireless networks. As an example, WPA2 Enterprise uses 802.1X plus Extensible
Authentication Protocol (EAP) for authentication. 802.1X can use either user
identity or machine identity, or it can use both. 802.1X offers the capability to
permit or deny Layer 2 network connectivity, assign a VLAN, and apply various
other traffic- and network-related policies.

B Redirect to web portal: A user’s web browser is automatically redirected to a user
authentication web page (in other words, a web authentication) where they can input
their identity via a customized web form.

B Guest access: Users are identified as guest users in various ways. Common
methods are no authentication, temporary credentials, temporary event key, and
social network credentials like Facebook. Guest access can also be defined based
on connection information. For example, anyone who connects to the public-net
wireless service set identifier (SSID) is considered a guest user.

m VPN authentication: Users enter their credentials into their VPN client before a VPN
tunnel or a Secure Sockets Layer (SSL) VPN is allowed to pass traffic.

m Easy Connect: ISE policy allows users to log on to Active Directory from their
domain-joined PC. ISE then applies an updated network policy based on their AD
credentials and groups.

B MAC address authentication bypass: ISE uses the endpoint’s hardware MAC
address from its network interface card to gain access to the network. This is called
MAC Authentication Bypass (MAB). Because of the ease of MAC forgery, it is
recommended to use additional methods such as device-profiling information to
ensure authenticity.
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Now that identity awareness has been established, you need to gather real-time
contextual information from networks, users, and devices. Cisco ISE has several ways of
collecting and using contextual information. Here are some of the more common context
sources:

m User authorization attributes from identity sources such as Lightweight Directory
Access Protocol (LDAP), AD, RADIUS, or the internal ISE user database.

m Device attributes from LDAP using a machine account lookup.

B An integrated device profiling engine that actively and/or passively scans a device or
monitors its network behavior to determine what kind of device it is. For example,
if a device has a MAC address owned by Apple and its browser user-agent string
includes the words “Apple iPad,” then the profiling engine will classify it as an
Apple iPad.

®m Location information such as physical location, network access type (wired, wireless,
VPN), GPS location, and switch port location.

m Device posture, which gathers posture information from the host. Posture informa-
tion reported to ISE can include OS type and version, OS patches, service pack level,
security software, application inventory, running processes, registry keys, digital
certificates, and many others.

m Context information gathered from other network and security solutions such as
Cisco Advanced Malware Protection (AMP), Cisco Stealthwatch, Cisco NGFW, a
Qualys vulnerability scanner, and many others. Context examples include vulner-
ability data found on host, malware running on host, host connecting to malicious
content, and other threat-centric contexts.

Unleash the Power of Centralized Policy

The final step is putting identity and context information to work via ISE’s policy frame-
work. Cisco ISE provides a centralized view from which you can administrate the policy
of up to 500,000 endpoints enterprise-wide regardless of their network access type—
wired, wireless, or VPN. Cisco ISE also supports network devices from multiple vendors.
The policies you create will monitor and enforce users’ compliance with any written secu-
rity policy and other corporate governance regulations your organization has in place.
Additionally, ISE can automate the quarantine and remediation of users/hosts based on
live threat data. For example, if Cisco AMP finds malware on a host, it can tell ISE to
quarantine that host on the network. ISE is capable of performing simple or complex,
yet elegant, policy rules that are both identity- and context-aware. Once a policy rule is
matched, its permissions are applied to the network and/or device. It is in this way that
ISE’s centralized policy structure is able to greatly simplify and restore your visibility,
control, and governance of the network.



Unleash the Power of Centralized Policy

The kinds of permissions that ISE can grant once a policy match is obtained are
extensive. Here are a few of the popular ones:

m Deny any network access
m Permit all network access

m Restrict network access by downloading an access control list (ACL) to the access
device (switch, wireless controller, VPN headend)

m Change the assigned VLAN on a switch port or wireless connection
m Redirect client for web authentication
®m Auto-provision the device’s 802.1X supplicant or client
®m Assign a Security Group Tag (SGT) to all data frames
m Execute an Auto Smartports macro on a Cisco switch
Figure 1-1 depicts some of the permissions that are available using Cisco ISE. In the

following chapters of this book, we will explore permissions and the other topics of this
chapter in more detail.

Authorization Profiles > New Authorization Profile

Authorization Profile

*Name | example |

Description | permissions

* Access Type [ACCESS ACCEPT -]

Network Device Profile

Service Template
Track Movement

Passiva Identity Tracking i

» Common Tasks

3 DACL Name PERMIT_ALL_TRAFFIC hos
ACL (Filter-ID)
@ VLAN TagID 1 Edit Tag | ID/Name | corp

Voice Domain Permission

Figure 1-1 Cisco ISE Permission Authorization Profile Example
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Summary

This chapter examined the increasing security risks, threats, and corporate governance
challenges being faced in our borderless networks that are filled with highly mobile
corporate-owned and personally owned devices. This chapter focused on network
security as a weakest-link problem in an environment where the number of links is
exponentially expanding due to mobility, virtualization, IoT, and the consumerization of
IT. Cisco Identity Services Engine and Cisco Secure Access were introduced as solutions
to help alleviate these risks and challenges. The secret to efficiently tackling these tasks
is pervasive and centralized policy control of all devices and network access methods. In
this book, we will explore the topics of this chapter in much more detail.



Chapter 2

Fundamentals of AAA

This chapter covers the following topics:

® Authentication, authorization, and accounting (AAA)
m Terminal Access Controller Access-Control System Plus (TACACS+)

m Remote Authentication Dial-In User Service (RADIUS)

In the world of security, we can only be as secure as our controls permit us to be. There
are laws in the United States defining what a passenger of an airplane is permitted

to bring onboard. If the TSA agents weren’t operating the metal detectors and X-ray
machines (and all the other things that slow us down when trying to reach our airplanes),
then how would the FAA ever really enforce those policies?

With technology, we are faced with the same challenges. We need to have controls in
place to ensure that only the correct entities are using our technological “gadgets.” The
same security concepts from the airport can be applied to many use cases, including
human interaction with a computer, a computer’s interaction with a network, and even
an application’s interaction with data.

This security principle is known as authentication, authorization, and accounting (AAA),
often referred to as Triple-A.

Before allowing someone or something to perform an action, you must ensure you know
who that entity actually is (authentication) and if the entity is permitted, what level of
access should be granted (authorization). Additionally, you need to ensure that accurate
records are maintained showing that the action has occurred, so you keep a security log
of the events (accounting).
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The concepts of AAA can be applied to many different aspects of a technology lifecycle.
However, this book will focus on the two main aspects of AAA related to network
security:

m Device administration AAA: Controlling access to who can log in to a network
device console, Telnet session, Secure Shell (SSH) session, or other method is one
form of AAA that you should be aware of. This is AAA for device administration,
and although it can often seem similar to network access AAA, it has a completely
different purpose and requires different policy constructs.

m Network access AAA: Securing network access can provide the identity of the end-
point, device, or user before permitting the entity to communicate with the network.
This is AAA for network access and is the type of AAA that is most focused on in
this book.

Triple-A

Authentication, simply put, is the validation of an identity, also known as a credential.

It is a very important step in the process of performing any sort of secure access control,
regardless of what you are controlling. Forget about information technology for a second,
and consider paying for groceries with a credit card. As a credit card owner, you have the
choice to sign the back of the card or to write “check ID” on the back. The more secure
method is to force the validation of the credential (the ID) of the person using that card
and ensure that credential matches the name on the front of the credit card.

Having a cashier check the identity of the card user to ensure the person in front of them
matches the person shown on the ID itself is autbentication. Ensuring that the identity
matches the name printed on the credit card is aurborization. Think about this scenario:
Jamey Heary goes into a retail store and hands the cashier a credit card to pay for the
$10,000 of electronics he is purchasing. He passes his driver’s license to the cashier,

who verifies that the picture matches Jamey:. It is certainly his identity; however, the

name printed on the credit card is Aaron Woland. Should the credit card transaction go
through? Of course not (and he better not try).

Jamey’s attempt to use Aaron’s credit card is now in the log files of the point of

sale system, the video monitoring system of the store, and other systems. This is the
accounting portion of AAA. It’s a critical piece that is required for reporting, audits,
and more.

It will become paramount for you as a security professional to understand the difference
and purpose of all three A’s in the Triple-A security principal.

Compare and Select AAA Options

As previously described in this chapter, there are two uses of AAA that you will focus on
in this book—device administration and network access.



Compare and Select AAA Options

Device Administration

AAA for device administration is a method of AAA for controlling access to a network
device console, Telnet session, SSH session, or other method of accessing the device
operating system itself where configuration of the device occurs. For example, imagine
your company has an Active Directory group named Cisco Administrators, which should
have full access (privilege level 15) to the Cisco switches in the company’s network.
Members of Cisco Administrators should therefore be able to make changes to virtual
local-area networks (VLANS), see the entire running configuration of the device,

and more.

There could be another group named Cisco Operators who should only be allowed to
view the output of show commands, and not be allowed to configure anything in the
device. Device administration AAA provides this capability.

However, device administration AAA can get much more granular. Cisco Identity
Services Engine (ISE) has a capability to provide command sets, which are listings of
commands that are permitted or denied to be executed by an authenticated user. In other
words, a user can authenticate to the Cisco IOS shell, and ISE can permit or deny the
user’s execution of individual commands, if you choose.

Figure 2-1 illustrates device administration.

Telnet, SSH, Serial TACACS+
_a— y
1 = =
r—— — —
Terminal User AAA Client AAA Server

Figure 2-1 Device Administration AAA

Administering devices can be very interactive in nature, with the need to authenticate
once but authorize many times during a single administrative session in the command line
of a device. As such, it lends itself well to using the Terminal Access Controller Access-
Control System (TACACS) client/server protocol, more so than Remote Authentication
Dial-In User Service (RADIUS). As the name describes, TACACS was designed for

device administration AAA to authenticate and authorize users into mainframe and Unix
terminals and other terminals or consoles.

Both the TACACS and RADIUS protocols will be discussed in more depth within this
chapter; however, because TACACS separates out the authorization portion of AAA,
allowing for a single authentication and multiple authorizations within the same session,
it lends itself to device administration more than RADIUS. RADIUS does not provide the
capability to control which commands can be executed.
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Network Access

Secure network access is essentially all about learning the identity of the user or end-
point before permitting that entity to communicate within the network. This type of
AAA is the main focus in this book. Network access AAA really took a strong hold back
in the day of modems and dial-up networking with plain old telephone service (POTS).
Companies provided network access to workers from outside the physical boundaries of
the company’s buildings with the use of modems. People gained Internet access by using
dial-up to an Internet service provider (ISP) over their modems, as well. Basically, all that
was needed was a modem and a phone line.

Of course, allowing anyone to dial in to the company network just by dialing the
modem’s phone number was not a secure practice. The user needed to be authenticated
and authorized before being allowed to connect. That is where RADIUS came into play
originally, as is evident in the name of the protocol (Remote Authentication Dial-In User
Service). RADIUS was used between the network access device (NAD) and the authenti-
cation server. The authentication was normally Password Authentication Protocol (PAP),
Challenge Handshake Authentication Protocol (CHAP), or Microsoft CHAP (MS-CHAP).

Figure 2-2 illustrates dial-up remote access.

RADIUS

;)N\

Common Authentication Protocols
* PAP
* CHAP
NAS * MS-CHAP
AAA Client

Figure 2-2 Dial-Up Remote Access

As technology continued to evolve and direct dial-in to a company was replaced by
remote-access virtual private networks (VPN), Wi-Fi became prevalent, and the IEEE
standardized on a method to use Extensible Authentication Protocol (EAP) over local-
area networks (IEEE 802.1X), RADIUS was used as the protocol of choice to carry the
authentication traffic. In fact, IEEE 802.1X cannot use TACACS. It must use RADIUS.

Note There is another protocol similar to RADIUS, known as DIAMETER, that may also
be used with 802.1X. However, it is mostly found in the service provider space and is out
of scope for this book.

In today’s world, RADIUS is the protocol used almost exclusively with network access
AAA and is the main control plane in use between Cisco ISE and the network devices
themselves.



TACACS+

TACACS+

As previously introduced, TACACS is a protocol set created and intended for controlling
access to mainframe and Unix terminals. Cisco created a new protocol called TACACS+,
which was released as an open standard in the early 1990s. TACACS+ may be derived
from TACACS, but it is a completely separate and non-backward-compatible protocol
designed for AAA. Although TACACS+ is mainly used for device administration AAA,
it can also be used for some types of network access AAA.

TACACS+ became a supported protocol with Cisco ISE in version 2.0. Prior to ISE 2.0,
the Cisco Secure Access Control Server (ACS) was Cisco’s primary AAA server product
for enterprises that needed to use TACACS+ for device administration AAA. However,
starting with ISE 2.0, ISE has replaced ACS as Cisco’s enterprise flagship AAA server for
both RADIUS and TACACS+.

Note Other Cisco products support TACACS+, such as the Cisco Access Registrar solu-

tion. However, those solutions are geared toward service providers and are not germane to
this book.

TACACS+ uses Transmission Control Protocol (TCP) port 49 to communicate between
the TACACS+ client and the TACACS+ server. An example is a Cisco switch authenti-
cating and authorizing administrative access to the switch’s IOS CLI. The switch is the
TACACS+ client, and Cisco ISE is the server, as illustrated in Figure 2-3.

Telnet, SSH, Serial TACACS+
l r N r N
O £ Y
& £ Y
A——
Terminal User TACACS+ TACACS+
Client Server

Figure 2-3 TACACS+ Client-Server Communication

One of the key differentiators of TACACS+ is its capability to separate authentication,
authorization, and accounting as separate and independent functions. This is why
TACACS+ is so commonly used for device administration, even though RADIUS is still
certainly capable of providing device administration AAA.

Device administration can be very interactive in nature, with the need to authenticate
once but authorize many times during a single administrative session in the command line
of a device. A router or switch may need to authorize a user’s activity on a per-command
basis. TACACS+ is designed to accommodate that type of authorization need. As the
name describes, TACACS+ was designed for device administration AAA to authenticate
and authorize users into mainframe and Unix terminals and other terminals or consoles.
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TACACS+ communication between the client and server uses different message types
depending on the function. In other words, different messages may be used for authen-
tication than are used for authorization and accounting. Another very interesting point
to know is that TACACS+ communication will encrypt the entire body of the packet to
assure privacy of any credentials being transported and that any messages transported
over the session will not be not modified in transit.

TACACS+ Authentication Messages

When using TACACS+ for authentication, only three types of packets are exchanged
between the client (the network device) and the server:

m START: This packet is used to begin the authentication request between the
AAA client and the AAA server.

m REPLY: Messages sent from the AAA server to the AAA client.

m CONTINUE: Messages from the AAA client used to respond to the AAA server
requests for username and password.

The following paragraphs describe the authentication flow process and the messages used.

When an authentication request is sent from the client to the server, it begins with a
START message from the network device to the server. The START message tells the
server that an authentication request is coming. All messages from the server to the
network device (client) will be a REPLY during authentication. The server sends a REPLY
message asking for the client to retrieve the username. The username is sent to the server
within a CONTINUE message.

After the server receives the username, it sends a REPLY message back to the client
requesting the password, which is sent back to the server in a CONTINUE message. The
server then sends a final REPLY message with the pass or fail status of the authentication
request.

The possible values returned from the AAA server to the AAA client within the final
REPLY message are:

® ACCEPT: The user authentication succeeded and the authorization process may
begin, if the AAA client is configured for authorization.

B REJECT: The user authentication has failed. The login will be denied or the end user
will be prompted to try again, depending on the configuration of the AAA client.

m ERROR: An error occurred at some point during the authentication. AAA clients
will typically attempt to authenticate the user again or attempt a different method of
authenticating the user.

m CONTINUE: The user is prompted for additional information. This is not to be con-
fused with the CONTINUE message sent from the AAA client to the AAA server.
This value is sent from the AAA server within a REPLY message, indicating that
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more information is required. CONTINUE is also used for generating additional
prompts to gather more information during the logon process. This is used for
items such as changing a password or requesting a second authentication (such as
username, password, and secure token).

Figure 2-4 illustrates the authentication messages between the client and server.
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START (Authentication)-User Trying to Connect

>

REPLY (Authentication)-Request Username
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CONTINUE (Authentication)-Username

»
>

REPLY (Authentication)-Request Password

CONTINUE (Authentication)-Password

>
>

REPLY (Authentication)—-Pass

<
<

64 Authentication Complete

Figure 2-4 TACACS+ Authentication Communication Flows

TACACS+ Authorization and Accounting Messages

When using TACACS+ for authorization, only two messages are used between the AAA
client and the AAA server:

m REQUEST: This message is sent from the AAA client to the AAA server to request
an authorization. The authorization may be related to access to a CLI shell or pos-
sibly to authorize a specific command. The protocol doesn’t distinguish between
a request for shell access or a request for a CLI command authorization. The func-
tion requested is known as a service. For example, the service would be shell for
CLI access to a device running Cisco IOS. Each service may be communicated with
attribute-value (AV) pairs. You can find more about specific TACACS+ AV pairs at
http://bit.ly/ImF27aT.
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m RESPONSE: This message is sent from the AAA server back to the AAA client with
the result of the authorization request, including specific details such as the privilege
level assigned to the end user. RESPONSE messages may contain one of five replies:

FAIL: Indicates the user should be denied access to the requested service.

PASS ADD: Indicates a successful authorization and that the information
contained within the RESPONSE message should be used in addition to the
requested information. If no additional arguments are returned by the AAA
server within the RESPONSE message, then the request is simply authorized as is.

PASS REPL: Indicates a successful authorization but the server has chosen to
ignore the REQUEST and is replacing it with the information sent back in the
RESPONSE.

FOLLOW: Indicates that the AAA server wants the AAA client to send the autho-
rization request to a different server. The new server information will be listed in
the RESPONSE packet. The AAA client can either use that new server or treat the
response as a FAIL.

ERROR: Indicates a problem occurring on the AAA server and that further trou-
bleshooting needs to occur.

A key function of AAA that cannot be overlooked is accounting. It is crucial to security
to have a record of what has transpired. In addition to the authorization request being
sent to the AAA server, there should be accounting records of the activities of the user.

Much like authorization messages, only two message types are used in accounting:

m REQUEST: This message is sent from the AAA client to the AAA server to indicate a
notification of activity. One of three values may be included with the REQUEST:

START: A start record indicates that a service has begun.
STOP: The stop record indicates that the service has ended.

CONTINUE: The continue record, also sometimes referred to as a Watchdog or
UPDATE record, is sent when a service has already started and is in progress but
there is updated information to provide in relation to the service.

m RESPONSE: This message is sent from the AAA server back to the AAA client with
the result of the accounting REQUEST and may contain one of three replies:

SUCCESS: Indicates that the server received the record from the client.
ERROR: Indicates an error on the server and that the record was not stored.

FOLLOW: Indicates that the server wants the client to send the record to a
different AAA server and includes that server’s information in the RESPONSE.

Figure 2-5 illustrates an end user being authorized to access the I0S exec CLI. The figure
is a direct continuation of the authentication sequence shown in Figure 2-4. In this illus-
tration, the end user gets authorized to enter the IOS exec and is authorized to run the
show run command.
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Figure 2-5 TACACS+ Authorization and Accounting Communication Flows

We cover TACACS+ in much more detail in Part VII, “Device Administration.”

RADIUS

RADIUS is an IETF standard for AAA. As with TACACSH+, it follows a client/server model
in which the client initiates the requests to the server. RADIUS is the protocol of choice
for network access AAA, and it’s time to get very familiar with RADIUS. If you connect
to a secure wireless network regularly, RADIUS is most likely being used between the
wireless device and the AAA server. Why? Because RADIUS is the transport protocol for
EAP, along with many other authentication protocols.

Originally, RADIUS was used to extend the authentications from the Layer 2 Point-to-
Point Protocol (PPP) used between the end user and the network access server (NAS)
and carry that authentication traffic from the NAS to the AAA server performing the
authentication. This enabled a Layer 2 authentication protocol to be extended across
Layer 3 boundaries to a centralized authentication server.
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As described previously in this chapter, RADIUS has evolved far beyond just the dial-up
networking use cases it was originally created for. Today it is still used in the same way,

carrying the authentication traffic from the network device to the authentication server.
With IEEE 802.1X, RADIUS is used to extend the Layer 2 EAP from the end user to the
authentication server, as illustrated in Figure 2-6.
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Figure 2-6 RADIUS Carries the Layer 2 EAP Communication

There are many differences between RADIUS and TACACS+. One such difference is
that authentication and authorization are not separated in a RADIUS transaction. When
the authentication request is sent to an AAA server, the AAA client expects to have the
authorization result sent back in reply.

There are only a few message types with RADIUS authentication and authorization:

m Access-Request: This message is sent from the AAA client to the AAA server to
request an authentication and authorization. The request could be for network access
or for device shell access—RADIUS does not discriminate. The function requested is
known as a service type. For example, the service type may be framed for an IEEE
802.1X authentication. Table 2-1 outlines some common RADIUS service types. You
can find a more complete listing of RADIUS service types at http://bit.ly/ICGDESY.

Table 2-1 Common RADIUS Service Types

Value Service Type Name Commonly Used For

1 Login Login request; often used with web authentications
with non-Cisco network equipment
2 Framed IEEE 802.1X
5 Outbound Local web authentication
10 Call-Check MAC Authentication Bypass (MAB)

B Access-Accept: Sent from the AAA server to the AAA client signaling a passed
authentication. The authorization result will be included as AV pairs, which may
include items such as the assigned VLAN, a downloadable access control list (1ACL),
a Security Group Tag (SGT), and much more.
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B Access-Reject: Sent from the AAA server to the AAA client signaling the authenti-
cation failure. The failed authentication also signifies that no authorization has been
granted.

m Access-Challenge: This optional message may be sent from the AAA server to the
AAA client when additional information is needed, such as a second password for
two-factor authentications.

Figure 2-7 illustrates a sample RADIUS flow.
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Figure 2-7 RADIUS Authentication and Authorization Communication Flows

When looking at Figure 2-7, keep in mind that authentication and authorization are
combined with RADIUS. The Access-Accept message includes the AV pairs defining
what the user is authorized to do.

A key function of AAA that cannot be overlooked is accounting. It is crucial to security
to have a record of what has transpired. In addition to the authorization request being
sent to the AAA server, there should be accounting records of the activities of the user.

Only two message types are used in accounting:

® Accounting-Request: This message is sent by the AAA client to the AAA server.
It may include time, packets, Dynamic Host Configuration Protocol (DHCP)
information, Cisco Discovery Protocol (CDP) information, and so on. The message
may be a START message indicating that service has begun or a STOP message
indicating the service has ended.
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® Accounting-Response: This message acts like an acknowledgement of receipt, so the
AAA client knows the accounting message was received by the AAA server.

Figure 2-8 illustrates a sample RADIUS accounting flow. The figure is a direct continua-
tion of Figure 2-7 where the authentication and authorization occurred.
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Figure 2-8 RADIUS Authentication and Authorization Communication Flows

Unlike TACACS+, RADIUS uses UDP as the transmission protocol. The standard ports
used by RADIUS are UDP 1812 for authentication and UDP 1813 for accounting.
However, Cisco supported RADIUS before the standard was ratified and the ports used
were UDP 1645 (authentication) and UDP 1646 (accounting). Most Cisco devices will
support using either set of ports to ensure backward compatibility.

AV Pairs

As you noticed, attribute-value pairs (AV pairs) are referenced all through the TACACS+
and RADIUS sections. When communicating with an AAA protocol, there are many
attributes that can be referenced to clearly dictate answers or results. The RADIUS server
may be assigning an attribute to the authentication session like a VLAN, for example.
The VLAN placeholder is the attribute, and the actual assigned VLAN number is the
value for that placeholder. The placeholder and its assigned value are paired together and
are referred to as attribute-value pairs (AV pairs).

Change of Authorization

Because RADIUS was always defined to be a client/server architecture, with the client
always initiating the conversation, it became challenging for the AAA server to take
action. As RADIUS was defined, the AAA server could only assign an authorization as a
result of an authentication request.



Summary

As technology advanced, many new demands appeared, including the capability for the
network to kick out misbehaving clients, to quarantine them, or basically to just change
their access.

How can that happen when the network access is using a RADIUS control plane and the
AAA client must always initiate the RADIUS conversations? That is where RFC 3576
and its successor RFC 5176 come in. These RFCs define a new enhancement to RADIUS
known as Dynamic Authorization Extensions to RADIUS or, as it is more commonly
called, Change of Authorization (CoA).

CoA is what allows a RADIUS server to initiate a conversation to the network device and
disconnect a user’s session, bounce the port (perform a shut/no-shut), or even tell the
device to reauthenticate the user. As you learn more about Cisco ISE and the advanced
functionality it brings to network access AAA, you will also see how critically important
CoAis.

Comparing RADIUS and TACACS+

Table 2-2 summarizes the two main AAA protocols: RADIUS and TACACS+.

Table 2-2 Comparison of RADIUS and TACACS+

RADIUS TACACS+
Protocol and Port(s) UDP: 1812 and 1813 TCP: 49
Used or

UDP: 1645 and 1646
Encryption Encrypts only the Password field Encrypts the entire payload
Authentication and Combines authentication and Separates authentication and
Authorization authorization authorization
Primary Use Network access Device administration
Summary

This chapter examined the security principal of authentication, authorization, and
accounting (AAA) and its importance in the security world. It introduced the different
types of AAA relevant to networks, network access AAA and device administration
AAA. This chapter compared and contrasted the two most common AAA protocols,
RADIUS and TACACS+, revealing that TACACS+ is best suited for device administration
while RADIUS is best suited for network access.

21



This page intentionally left blank



Chapter 3

Introducing Cisco Identity

Services Engine

This chapter covers the following topics:

m Architecture approach to centralized and dynamic network security policy
enforcement

m ISE features and benefits

m ISE policy construct

Cisco Secure Access is the term Cisco uses to describe its network access control system.
It is an all-encompassing term that generally relates to the Cisco Secure architecture

with all its components, hosts, and devices, working together to secure an organization’s
hosts and network access. At a high level, Cisco Secure Access is the architecture that
allows you to set policy for who can gain access to your network and what they can do
while they are there. This might include a host connecting to a switch port, a wireless
network, or a VPN. Cisco Secure Access enables you to granularly control initial, and
ongoing, access to the network and all its services using policies. It controls where users
and devices can go on a network and what they can do. This architecture covers all the
network access methods including wired, wireless, and VPN.

Cisco Identity Services Engine (ISE) is the central policy engine for the Cisco Secure
Access architecture. It is the heart and soul, the backbone, of Secure Access. Without
ISE, Cisco Secure Access cannot exist. As a policy engine solution, ISE lets you gain
awareness of everything hitting your network, provides access control consistently and
efficiently, and relieves the stress of complex network access management.

Architecture Approach to Centralized and Dynamic
Network Security Policy Enforcement

A bit of history is required to understand how the Network Access Control (NAC)
and authentication, authorization, and accounting (AAA) server markets have evolved
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to date. This will set the stage for a discussion of the architecture approach that Cisco
ISE now implements. Prior to 2004, Cisco developed a NAC solution called Cisco NAC
Framework. It was heavily based on 802.1X and integration with network services.
Unfortunately, it was ahead of its time and never widely deployed. It can be argued that
it was the right approach to security, but back then, the clients, devices, switches, operat-
ing systems, and just about everything else in the network weren’t capable or ready for an
802.1X-based integrated solution.

In response to the slow adoption of the NAC Framework, Cisco acquired Perfigo, and

in 2004 released the Cisco NAC Appliance solution that was based on the Perfigo
technology. Cisco NAC Appliance provided an overlay NAC solution that did not require,
nor use, 802.1X or an architecture approach. It was a pure overlay technology using
Simple Network Management Protocol (SNMP) and inline NAC appliances to get the

job done. Over the years, this solution gained traction and quickly became the most
deployed and highest rated NAC solution on the market. As the maturation and prolifera-
tion of support for 802.1X grew over the years, it became clear to Cisco that it was time
to reintroduce a next-generation NAC solution that was based on 802.1X and embraced
an architecture approach instead of an overlay design.

In 2011, Cisco released Cisco ISE to provide its customers with an 802.1X-based NAC
solution. ISE was a new, built from the ground up, security policy control system. Since
2011, Cisco has continued to aggressively evolve and innovate on the ISE solution and
the Cisco Secure Access architecture. Figure 3-1 depicts the concept of how Cisco ISE
operates.

Wired, Wireless, Identity Profiling 5
or VPN Access and Posture

Network Resources

Threat

Traditional || Cisco TrustSec

Vulnerability Guest Access

Who
What BYOD Access

Where
Threat Containment /
How

Compliant

E

Figure 3-1 Cisco ISE Centralized Policy Control Operation

So many capabilities that used to require separate systems, vendors, and training can
now be collapsed into a single solution, ISE. New capabilities that we only dreamed of
in 2011 have been added. Let’s examine the business and IT benefits of deploying and
operationalizing the capabilities of ISE:
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Centralize network access control based on business role and security policy to
provide a consistent network access policy for end users whether they connect
through wired, wireless, or VPN. All this can be done from a centralized ISE
console that then distributes enforcement across the entire network and security
infrastructure.

Simplify security audit and compliance using ISE’s single management console for
simpler policy creation, visibility, and reporting across all company networks. IT can
easily validate compliance for audits, regulatory requirements, and mandated federal
guidelines.

Secure business- and context-based access per your company policies. ISE can
match users, endpoints, and each endpoint’s security posture plus other attributes
such as time, location, and access method, thus creating an all-encompassing
contextual identity. With this identity, IT administrators can apply precise
network security policy controls.

Gain greater network visibility and more accurate host/node identification with ISE
profiling and profile feed service capabilities. This functionality provides detailed
real-time and historical visibility of all the devices on the network.

Simplify the guest experience using the robust capabilities that ISE provides for
allowing guests to quickly and easily connect to your network. Guests can use a
coffee-shop hotspot, self-service registration, or sponsored access to get to specific
resources. ISE includes fully customizable, branded guest portals, created in minutes
with dynamic visual workflows that let you easily manage the guest policy and
experience.

Accelerate bring-your-own-device (BYOD) and enterprise mobility with simple
out-of-the-box setup, self-service device onboarding and management, internal
device certificate management, and integration with enterprise mobility management
(EMM) partners. This allows an organization to quickly and easily move to the more
secure EAP-TLS wireless for the enterprise and/or allow BYOD devices to connect
without sacrificing corporate security. Users can manage devices according to the
business policies defined by IT administrators. The IT staff can get the automated
device provisioning, profiling, and posturing it needs to comply with security
policies. At the same time, employees can get their own devices onto the network
without requiring IT assistance.

Dynamically construct a software-defined segmentation policy that segments
users, devices, and nodes on your network based on security policy. ISE uses Cisco
TrustSec technology to define context-based access control policies using Security
Group Tags (SGT). This policy is then pushed to TrustSec-capable network devices
for enforcement. When used in a security group ACL (SGACL), SGTs allow you

to dynamically segment the network without the complexity and overhead of
traditional segmentation methods such as VLANs and ACLs. Additionally, security
devices can alert ISE to live host threat activity such that ISE can change a user/host
SGT value dynamically. The new SGT value typically quarantines the host from doing
additional damage on the network, kind of like turning on your deflector shields.
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m Share user, device, and other contextual data within the Cisco Secure Access

architecture as well as with Cisco partner solutions. ISE uses Cisco Platform
Exchange Grid (pxGrid) technology to share rich contextual data between products.
This technology improves threat visibility and accelerates the capabilities to detect,
investigate, mitigate, and remediate security threats. pxGrid improves a system’s
overall contextual awareness and thus decreases time to containment of network
threats.

® Automatically contain threats through Cisco pxGrid technology or ISE APIs. ISE

automates the defense of your network based on live threat data from multiple secu-
rity systems. ISE can quarantine systems, change their SGT, disconnect nodes from
the network, apply new access lists, and perform many other remediation actions.

Network device administration access control and auditing using TACACS+. Cisco
ISE supports full TACACS+ to provide you with AAA services to all your network
and security devices. Cisco even has a Cisco ACS-to-ISE migration tool to speed the

transfer of your ACS policies to ISE.

Cisco Identity Services Engine Features and Benefits

ISE has a lot of features and benefits. To help you get quickly up to speed on the major
features, Table 3-1 lists them and describes the benefits each offers.

Table 3-1 Cisco ISE Features and Benefits

ISE Feature Benefits
Centralized Helps administrators centrally configure and manage profiler,
management posture, guest, authentication, and authorization services in a single

web-based GUI console.

Simplifies administration by providing integrated management ser-
vices from a single pane of glass.

Business-policy
enforcement

Provides a rule-based, attribute-driven policy model for flexible and
business-relevant access control policies. Also provides the ability
to create fine-grained policies by pulling attributes from predefined
dictionaries.

Includes attributes such as user and endpoint identity, posture
validation, authentication protocols, profiling identity, and other
external attribute sources. These can be created dynamically and
saved for later use.

Integrates with multiple external identity repositories such as
Microsoft Active Directory, Lightweight Directory Access Protocol
(LDAP), RADIUS, RSA one-time password (OTP), certificate authori-
ties for both authentication and authorization, and support for Open
Database Connectivity (ODBC).
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ISE Feature

Benefits

Access control

Provides a range of access control options, including downloadable
access control lists (dACLs), VLAN assignments, URL redirections,
named ACLs, and SGTs using the advanced capabilities of network
devices enabled with Cisco TrustSec technology.

Secure
supplicant-less
network access
with Easy Connect

Provides the ability to swiftly roll out highly secure network access
without configuring endpoints for authentication and authorization.

Derives authentication and authorization from login information
across application layers, allowing user access without requiring an
802.1X supplicant to exist on the endpoint.

Source-Group Tag
Exchange Protocol
(SXP) support

Acts as an SXP speaker or listener as defined in SXP draft and as the
network’s source of truth for SGT information.

Bridges over the segments that are not compliant with Cisco TrustSec
policies to make sure that differentiated role-based access is provided
across the entire network.

Guest lifecycle
management

Provides a streamlined experience for implementing and customizing
guest network access.

Creates corporate-branded guest experiences, with advertisements
and promotions, in minutes. Support is built in for hotspot, spon-
sored, self-service, and numerous other access workflows.

Provides the administration with real-time visual flows that bring the
effects of the guest flow design to life.

Tracks access across your network for security and compliance
demands and full guest auditing. Time limits, account expirations, and
Short Message Service (SMS) verification offer additional security
controls.

Streamlined device
onboarding

Offers automatic supplicant provisioning and certificate enrollment
for standard PC and mobile computing platforms. This reduces IT
help desk cases along with providing more secure access and a better
experience to users.

Enables end users to add and manage their devices with self-service
portals and supports Security Assertion Markup Language (SAML)
2.0 for web portals.

Integrates with mobile device management (MDM)/EMM vendors to
enroll mobile devices and help ensure that they are compliant with
access policy.
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ISE Feature Benefits
Built-in Uses standard RADIUS protocol for authentication, authorization,
AAA services and accounting (AAA).

Supports a wide range of authentication protocols, including, but
not limited to, Password Authentication Protocol (PAP), Microsoft
Challenge Handshake Authentication Protocol (MS-CHAP),
Extensible Authentication Protocol MD5 (EAP-MD5), Protected
EAP (PEAP), EAP Flexible Authentication via Secure Tunneling
(EAP-FAST), EAP Transport Layer Security (EAP-TLS), and EAP
Tunneled Transport Layer Security (EAP-TTLS). Note: Cisco ISE is
the only RADIUS server to support EAP chaining of machine and
user credentials.

Device administration
access control and
auditing

Supports TACACS+ protocol to authenticate, authorize, and audit
users when they access devices that support the TACACS+ protocol,
such as network devices and servers.

Grants users access to commands on every device based on their
credentials, the group they belong to, where they connect from, and
what action they are trying to take on the device.

Provides access to device configuration on a need-to-know and
need-to-act basis while keeping audit trails for every change in the
network.

Internal certificate
authority

Offers an easy-to-deploy internal certificate authority (CA) to sim-
plify certificate management for devices. There is no need to add the
significant complexity of an external CA application.

Provides a single console to manage endpoints and their certificates.
Certificate status is checked through the standards-based Online
Certificate Status Protocol (OCSP). Certificate revocation is automatic.

Supports standalone deployments and subordinate ones (that is, ones
in which the CA is integrated with your existing enterprise public key
infrastructure, or PKI).

Facilitates the manual creation of bulk or single certificates and key
pairs to connect these devices to the network with a high degree of
security.

Device profiling

Ships with predefined device templates for many types of endpoints,
such as IP phones, printers, IP cameras, smartphones, and tablets.

Creates custom device templates to automatically detect, classify,
and associate custom-defined identities when endpoints connect to
the network.

Helps to create endpoint-specific authorization policies based
on device type.

Collects endpoint attribute data with active scanning and passive
network monitoring and telemetry.
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ISE Feature

Benefits

Device-profile
feed service

Delivers automatic updates of Cisco’s validated device profiles for
various IP-enabled devices from multiple vendors. It detects all the
newest devices and simplifies the task of keeping up with them.

Offers a mechanism where partners and customers can share
their customized profile information to be vetted by Cisco and
redistributed.

Endpoint posture
service

Performs endpoint posture assessment on PCs and mobile devices
connecting to the network.

Works through a persistent client-based agent, a temporal agent, or a
query to an external MDM/EMM vendor’s system to validate that an
endpoint conforms to appropriate compliance policies.

Provides the ability to create powerful policies that include, but are
not limited to, checks for the latest OS patches, antivirus and anti-
spyware packages with current definition file variables (version, date,
etc.), antimalware packages, registry settings (key, value, etc.), patch
management, disk encryption, mobile PIN-lock or rooted or jailbro-
ken status, application presence, USB attached media, and so on.

Supports the automatic remediation of PC clients as well as periodic
reassessments alongside leading enterprise patch-management
systems to make sure the endpoint is not in violation of company
policies.

Requires the AnyConnect 4.x agent for posture assessment on these
OS platforms: Microsoft Windows 7, 8, or 10 (32-bit or 64-bit) and
Mac OS X 10.7, 10.8, 109, or 10.11.

Extensive multi-
forest Active
Directory support

Provides comprehensive authentication and authorization against
multi-forest Microsoft Active Directory domains.

Groups multiple disjointed domains into logical groups.
Configurations of complex Active Directory topologies are simplified
to support ever-changing business environments.

Includes flexible identity rewriting rules to smooth the solution’s
transition and integration.

Supports Microsoft Active Directory 2003, 2008, 2008R2, 2012,
2012R2, and 2016.

Cisco Rapid Threat
Containment

Takes network mitigation and investigation actions in response to
security events.

Integrates Cisco ISE and Cisco security technology partner solutions
in a broad variety of technology areas.

Uses Cisco pxGrid as a highly scalable IT clearinghouse for multiple
security tools to communicate with each other in real time,
automatically.
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ISE Feature

Benefits

Monitoring and
troubleshooting

Offers a built-in web console for monitoring, reporting, and
troubleshooting to assist help desk and network operators in

quickly identifying and resolving issues.

Provides robust historical and real-time reporting for all services.
Logs all activities and offers real-time dashboard metrics of all
users and endpoints connecting to the network.

Government Meets the requirements of Federal Information Processing Standard
Certifications (FIPS) 140-2, Common Criteria, ISO 27001, and Unified Capabilities

Approved Product List. Also IPv6, ready.

Note: Certifications may not be available on all releases, or they may
be in varying states of approval. Current certifications and releases
can be found at http://www.cisco.com/web/strategy/government/
sec_cert.html.

ISE Platform Support and Compatibility

ISE is available as a physical or virtual appliance. Both physical and virtual form factors
can be used to create ISE clusters to serve larger organizations and provide the scale,
redundancy, and failover required of a critical enterprise system.

ISE virtual appliances are supported on VMware ESXi 5.x and 6.x or Kernel-based
Virtual Machine (KVM) on Red Hat 7.x. A production deployment should be run on
hardware that equals or exceeds the configurations of the current physical ISE platforms.
For lab or testing environments that provide no product services, the solution can be run
on virtual targets that have at least 4 GB of memory and at least 200 GB of hard drive
space available.

For physical platform support of ISE, please refer to the Cisco Secure Network Server
Data Sheet on Cisco.com.

Cisco Identity Services Engine Policy Construct

The Cisco ISE product line was first introduced to provide network access control

using RADIUS and 802.1X. Cisco created it to provide businesses with an integrated
architecture approach to their network access and policy requirements. The ISE solution
now provides many more capabilities, including consolidated and comprehensive
network and threat visibility using identity and contextual awareness. This includes the
who, what, where, when, and how of network access. Figure 3-2 illustrates the high-level
components of an ISE policy. Figure 3-2 is not meant to be all encompassing, but rather
an example.
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Figure 3-2 Cisco ISE Policy Construct

Let’s break down the information found in Figure 3-2 into its constituent parts. The two
main parts are Context and Identity. Identity provides knowledge of the user or device;
this gives us the who. Context extends the amount of information we have about an
identity to provide additional information such as what, where, when, and how. The
consolidation of identity and context allows the creation of business-relevant policies.
Here is a good example of what this would look like: Jamey Heary (who) logged in to
the network in building 4 (where) using Cisco AnyConnect (what) today at 9 p.m. (when)
using his iPhone (how). ISE, working with a Cisco Mobility Services Engine, can even
determine a wireless node’s actual location within 3 meters and change its ISE policy
based on location.

Now that you know what information you want to include in your ISE policies, you need
to figure out how to gather that data. A major strength of Cisco ISE is its ability to
support all access methods—wired, wireless, and VPN—into a single policy table.

To do this, ISE relies on network systems for both the collection of identity and

context and the enforcement of policy. The left side of Figure 3-2 provides some
examples of how identity and context information can be collected by the ISE
architecture. This is not a comprehensive list. Let’s take a look at each of these in

some detail, starting with identity:

Identity can be gathered in multiple ways using the ISE solution. The following methods
are available, in order of preference:

m 802.1X: IEEE 802.1X is the standard for port-based network access control. The
protocol uses Extensible Authentication Protocol (EAP), a flexible authentication
framework defined in RFC 3748. The protocol defines three components in the
authentication process:
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m Supplicant: The agent on the device/PC that is used to access the network.
The supplicant is either built in or added onto the operating system. It requests
authentication by the authenticator.

m Authenticator: The device that controls the status of a link; typically a wired
switch or Wireless LAN Controller (WLC). EAP data is first encapsulated in
EAP over LAN (EAPoL) frames between the supplicant and authenticator,
then re-encapsulated between the authenticator and ISE using RADIUS.

m Authentication server: A backend server that authenticates the credentials
provided by supplicants. For example, the WLC passes credentials from the
supplicant via RADIUS to ISE for authentication.

m VPN/RADIUS authentication: By using ISE to authenticate your VPN clients, ISE
then knows the identity of your VPN users. For example, Cisco ASA sends creden-
tials from the VPN client via RADIUS to ISE for authentication.

m Cisco ASA identity firewall: Cisco ASA supports identity firewalling (IDFW). ASA
can use ISE as an authentication server for this purpose. In this way, ISE learns the
identity of all users passing through the IDFW-enabled Cisco ASA.

® Web authentication: Provides authentication via web page, usually via a URL
redirect of the user’s browser. The built-in Guest Server functionality of ISE pro-
vides this web portal service. For example, a user attaches to a wireless network
without authentication—that is, open mode. The user’s browser is then redirected
to the login page hosted by ISE. ISE collects the credentials and performs the
authentication.

® MAC Authentication Bypass (MAB): MAB relies on a MAC address for authentica-
tion. A MAC address is a globally unique identifier that is assigned to all network-
attached devices, and therefore it is often referred to as a hardware or physical
address. Because it is a globally unique identifier, it can be used in authentication.
However, the ability to assign your own MAC address to your device means that,
by itself, a MAC address is not a strong form of authentication. Later on, you will
read about how ISE Profiler functionality with MAB provides you with a much
more secure alternative to just MAB.

Let’s look at a MAB example. A printer that does not support 802.1X attaches to the
wired network. 802.1X authentication times out and MAB takes over. The switch
sends the printer’s MAC address to ISE. ISE then verifies the MAC address is allowed
using its MAC address database or some external database containing a list of
approved MAC addresses.

Caution MAB by itself is not an authentication mechanism. MAB, as its name implies,
bypasses authentication.



ISE Authorization Rules

m TrustSec Security Group Tags: ISE can use Security Group Tags for authentication
and authorization as well. An SGT is a value that is inserted into the client’s data
frames by a network device, such as a switch. This tag can be read by another net-
work device receiving the data frame. It is then used to apply a security policy. For
example, data frames with a guest_user tag are allowed to communicate only with
nodes that have a guest_internet tag. ISE can statically map an IP address to an SGT.
ISE collects and can distribute all of the IP-to-SGT mapping tables to the network
nodes to enforce policy against.

® Unauthenticated/authenticated guest access: ISE includes a Guest Server function-
ality that provides a guest user splash page and, optionally, a user agreement page
and/or a page that asks for information from the user such as their email address,
name, company, and so forth. Guests are allowed access without providing identity
information, which is usually termed unaurbenticared guest access. This is what
you would find at your local café that provides free Internet access. Guests are not
authenticated by ISE, but, instead, any actions or information they provide are cata-
loged. In contrast, authenticated guest access allows Internet access to guests using
temporary credentials that expire after a set time period. Guests are provided with
these credentials through SMS, a printed handout, or other means. In almost all
cases, the network access that a guest receives is severely restricted in comparison to
what an authenticated employee receives, and usually allows only Internet access.

The most secure methods, which we recommend that you implement in your network, are
802.1X, VPN authentication, and ASA Identity Firewall logins. All of these techniques
provide a robust and seamless user experience. If these are not available for use in spe-
cific scenarios within your own network, then employ MAB with ISE Profiler, use web
authentication through a browser-based web portal page, or offer an unauthenticated or
authenticated guest access option.

ISE Authorization Rules

After authentication is complete, ISE performs its policy enforcement, also known as
authorization. ISE can utilize dozens of policy attributes to each policy rule in a consol-
idated policy rule table for authorization. Here is a sampling of some of the more popular
policy attributes available for use in ISE:

m Posture assessment results
B Active Directory group membership

m Active Directory user-based attributes (company name, department, address,
job title, and so on)

m Location
m Access method (MAB, 802.1X, wired, wireless, and so on)

m Time and date
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m Profiler match for device type
m If device has been registered with ISE or enrolled with an MDM

m Digital certificate information (commonly used to determine corporate
VS. noncorporate assets)

® Hundreds of RADIUS attributes and values

The ISE policy rule table can be evaluated on a first-match basis (most common) or
multiple-match basis. If there are no matches, then a default catch-all rule is enforced.
Figure 3-3 shows an example ISE authorization policy.

Status Rule Name Conditions (identity groups and other conditions) Parmissions
r Medical Devices Class D Medical-Devices-Type-D = Medical_Class_D
# [ Cisco_IP_Phone [ CiscodP-Phone Cisco_IP_Phones
§JC18_Cisco_IPPhones
’ SJCM_Guest _Wired_Com I [Wired_MAB Session: PostureStatus 2 CWA-Access AN
pliant EQUALS Compiliant S5JC19_Wired_Guest_devices
rd u SJCM_Guest _Unsupporte Wired_MAB EndPoints:LogicalProfile CWA-Access A1
d_Access EQUALS Unsupporied SJC19_Wired_Unsupported
rd SJCM_Guest _Wired _unkn [ Wired_MAB CWA-Redirect Wired
awn

Figure 3-3 Cisco ISE Authorization Policy Example

Summary

Cisco ISE has revolutionized the way we protect our networks. The Cisco Secure Access
architecture with ISE allows IT to seamlessly deploy a network access control and
visibility solution across the entire network architecture using a robust centralized policy
framework. ISE uses several innovative capabilities to ensure that the solution is as simple
as possible to deploy and operationalize, and the solution is dynamic and can change
your protection profile in real time based on live threats. A new approach is needed to
regain control of and actively defend modern network access. ISE, with all of its many
capabilities, provides that new approach.



Chapter 4

The Building Blocks

IN an ldentity Services
Engine Design

This chapter covers the following topics:

ISE solution components

ISE personas

ISE licensing, requirements, and performance guidance

ISE policy-based structure

Knowing how to properly design security solutions is what separates the professional from
the amateur. Without a proper design, the eventual implementation will most likely be a
disaster. One of the keys to success when designing a security solution is to first under-
stand all of the pieces, or building blocks, you have to work with. After you understand
the building blocks, you need to become skilled at manipulating them in ways that best

fit your environment. This chapter focuses on the building blocks that are available with
the ISE solution and architecture. The purpose and function of each building block

are covered in this chapter. Chapter 5, “Making Sense of the ISE Deployment Design
Options,” discusses your options for manipulating these building blocks.

ISE Solution Components Explained

At a high level, the following are the three solution component groups that make up the
ISE architecture:

m Infrastructure components
m Policy components

® Endpoint components

Each group has a distinct role to play in the ISE solution. Let’s examine the roles and
functions of these groups in more detail.
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Infrastructure Components

Infrastructure components are those devices that ISE will work with to create the secure
access architecture. These are devices such as wireless controllers, switches, VPN con-
centrators, next-generation firewalls, authentication services such as Active Directory,
and many others. The exact components you require will vary based on your ISE use
cases and business objectives. Infrastructure components supported by Cisco ISE are
numerous, with more added regularly. These network infrastructure devices include both
Cisco-branded devices and non-Cisco devices. Full ISE functionality can be achieved
with non-Cisco branded devices starting in ISE 2.0; however, the Cisco-branded devices,
predictably, provide more functionality with better integration into the ISE solution. Pay
particular attention to the recommended code versions of the components to ensure the
best experience.

Note For the latest support list of infrastructure components, refer to the most recent
release of Cisco Identity Services Engine Network Component Compatibility at
http://www.cisco.com/en/US/products/ps11640/products device support tables list.html.

ISE will interact with infrastructure devices, such as switches, to perform various
features. Unfortunately, not all infrastructure devices support the functionality necessary
for a given ISE feature to work. Therefore, it is necessary to understand the most common
functionality to look for support for on your devices. The following list contains the
functionality that you want to ensure a device supports when you evaluate it:

® MAC Authentication Bypass (MAB): Using the MAC address of an endpoint that
cannot authenticate itself to the network.

m 802.1X: The IEEE standard for communicating identity credentials using Extensible
Authentication Protocol (EAP) over LAN.

m Web Authentication: Authenticating users attempting network access via a web
page. Web Authentication has two deployment modes:

m Central Web Authentication (CWA): The most popular option, controlled by ISE.

m Local Web Authentication (LWA): Performed by the switch or Wireless LAN
Controller (WLC) and cannot perform CoA (described next), modify the port
virtual LAN (VLAN), or support session ID.

m Change of Authorization (CoA): RADIUS attribute that ISE issues to an access
device to force the session to be reauthenticated. CoA forms the backbone of the
802.1X ISE solution.

® VLAN: The Layer 2 broadcast domain that might be assigned to incoming devices.

m Downloadable ACL (dACL): An access control list that is sent from ISE to the
access device to restrict the session.
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m Security Group Tag (SGT): SGTs are the main component in the Cisco TrustSec
architecture. ISE serves as the main policy engine for a TrustSec architecture and, as
such, can assign and manipulate SGTs. ISE uses the various policy rules and context
it has gathered to determine the appropriate SGT for a particular host and user. This
tag is then sent to a network device, which can then insert the SGT into the host’s
frames/packets or make enforcement decisions based on SGT-to-IP mappings.

m Cisco IOS Device Sensor: Enables profiling functionality built into the Cisco I0S
Catalyst Switch or Cisco WLC hardware. This allows profiling to occur locally at the
access device instead of centrally at an ISE node.

Now that you know the functionalities to look for in a network device, Table 4-1 maps
them to ISE features. This gives you a better idea of what device functionality is required
to enable a given ISE feature.

Table 4-1 Fearure to Functionality Mapping

Feature Functionality

AAA 802.1X, MAB, VLAN assignment, dACL

Profiling RADIUS CoA and profiling probes

BYOD RADIUS CoA, URL redirection + SessionID

Guest RADIUS CoA, URL redirection + SessionID, Local Web Auth
Posture RADIUS CoA, URL redirection + SessionID

MDM RADIUS CoA, URL redirection + SessionID

TrustSec SGT classification

Table 4-2 shows a partial mapping of ISE supported devices to ISE features. It also
provides recommended minimum OS levels for the device to be used with ISE.

Table 4-2 ISE Supported Infrastructure Components—DPartial List

N
P 0 g
= - 7]
Recommended OS' F 2@ » 2 s %
S ¢ 9 8 % o 3

1
Device Minimum OS3 < & m 6 a = F

Cisco Access Switches

1IE 2000 10S 15.2(2) E4 v v v v v v v
1E 3000 10S 15.0(2) EB v v v v v v v
CGS 2520 10S 15.2(3)E3 v v v v v v v
10S 15.2(3)E3 v v v v v v v
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Device

Recommended OS'

Minimum OS3

BYOD

Catalyst 2960 LAN
Base

10S 12.2.55-SE10

10S v12.2.(55)SE5

Catalyst 2960-C
Catalyst 3560-C

10S 15.2(2)E4

10S 12.2.(55) EX3

Catalyst 2960-Plus
Catalyst 2960-SF

10S 15.2(2)E4

10S 15.0(2)SE7

Catalyst 2960-S

I0S 15.2(2)E4

10S 12.2.(55)SE5

Catalyst 2960-XR
Catalyst 2960-X

10S 15.2(2)E4

10S 15.0.2A-EX5

Catalyst 2960-CX
Catalyst 3560-CX

10S 15.2(3)E1

10S 15.2(3)E

Catalyst 3560G
Catalyst 3750G

10S 12.2.(55)SE10

I0S 12.2.(55)SE5

Catalyst 3560V2
Catalyst 3750V2

10S 12.2.(55)SE10

I0S 12.2.(55)SE5

Catalyst 3560-E
Catalyst 3750-E

I0S 12.2.(55)SE10

I0S 12.2.(55)SE5

Catalyst 3560-X 10S 15.2(2)E4
Catalyst 3750-X I0S 12.2.(55)SE5
Catalyst 3850 IOS-XE 3.6.4
Catalyst 3650 IOS-XE 3.3.5.E
Catalyst 4500-X I0S-XE 3.6.4
IOS-XE 3.4.4 SG
Catalyst 4500 IOS-XE 3.6.4
Supervisor 7-E, 7L-E [OS-XE 3.4.4 SG

Catalyst 4500
Supervisor 6-E, 6L-E

10S 15.2(2)E4

10S 15.2(2)E

NTSTSITSNININ NSNS NSNS NSNS N SN SN NN N SN NN S SN SN AAA

STSTSTSTSTS] S NTNSN SN NSNS NN NSNS NN NSNS AN | Profiling

SNTSTSNTSNININ SN SSNTN SN N S SN SN NSNS S S S NS NNIN S

NTSTSTSNISNIN SN S NN NSNS SN NSNS SN S SN SN NN NN NN Guest

NTSTSNTSNININ SN SSNIN NN SN NN NSNS S SN SN NSNS NSNS Posture

NTSTSTSNININ SN S NN NN NSNS NN NN NN NN NN NN NN VDV

STSTSNISISTSN NSNS NSNS NSRS I )OS XSS S X %] Trustsec?
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Recommended OS' < % (3 § % E G
Device Minimum OS3 < & @m & a = F
Catalyst 4500 10S-XE 3.6.4 v v v v v v/
Supervisor 8- 10S-XE 332 XO v v v v v
Catalyst 6500-E 10S 12.2(33)SXJ10 v v v v v v v
(Supervisor 32) 10S 12.2(33)SX16 A Y
Catalyst 6500-E 10S 15.1(2)SY7 v v v v v v v
(Supervisor 720) 10S v12.2(33)SXI6 v v v v v
Catalyst 6500-E 10S 152-1.SY1a v v v v v v v
(VS-S2T-10G) 10S 15.0(1)SY1 oV v v v v
Catalyst 6807-XL I0S 152-1.SY1a v v v v v v v
Catalyst 6880-X 10S 15.0(1)SY1 v v v v v v v
(VS-S2T-10G)
Cat 6848ia 10S 152-1.SY1a v v v v v v v
10S 15.1(2) SY+ v v v v v v v
Meraki MS Latest Version v v X ! X X X
Platforms Latest Version v v X ! X X X
Third-Party Access Switches
Avaya ERS 2526T 4.4 v ! X X X X X
4.4 v ! X X X X X
Brocade ICX 6610 8.0.20 v v X X X X X
8.0.20 v v X X X X X
HP H3C 5.20.99 v ! X X X X X
HP ProCurve 5.20.99 v ! X X X X X
HP ProCurve 2900 WB.15.18.0007 v v v v v v X
WB.15.18.0007 v v v v 4 4 X
Juniper EX3200 12.3R6.6 v ! X X X X X
12.3R6.6 v ! X X X X X
Cisco Wireless LAN Controllers*
WLC 2100 AirOS 70.252.0 ! v X ! X X X
AirOS 70.116.0 ! v X ! X X X
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Recommended OS' < = 8 @ 2 E G
Device Minimum OS3 S & @ 6 & = £
WLC 4400 Air0OS 70.252.0 ! v X ! X X X
AirOS 70.116.0 ! v X ! X X X
WLC 2500 AirOS 8.0.135.0 v v v v v v v
AirOS 7.2.103.0 ! v v v v v X
WLC 5508 AirOS 8.0.135.0 v v v v v v v
AirOS 70.116.0 ! v X ! X X v
WLC 5520 AirOS 8.1.131.0 v v v v v v v
AirOS 8.1.122.0 v v v v v v v
WLC 7500 AirOS 8.0.135.0 v v v v v v X
AirOS 7.2.103.0 ! v X X X X X
WLC 8510 AirOS 8.0.135.0 v v v v v v X
AirOS 7.4.121.0 v v X X X v X
WLC 8540 AirOS 8.1.131.0 v v v v v v X
AirOS 8.1.122.0 v v v v v v X
vWLC AirOS 8.0.135.0 v v v v v v X
AirOS 7.4.121.0 4 v v v v v X
WiSM1 6500 AirOS 7.0.252.0 ! 4 X ! X X X
AirOS 70.116.0 ! 4 X ! X X X
WiSM2 6500 AirOS 8.0.135.0 v 4 v v v v v
AirOS 7.2.103.0 ! v v v v v v
WLC 5760 10S-XE 3.6.4 4 4 v v v v v
IOS-XE 3.3 4 v v v v v v
WLC for ISR AirOS 70.116.0 ! v X ! X X X
gﬁééiﬁ%i“mo’ AirOS 70.116.0 r v/ X 1 X X X
Meraki MR Platforms Public Beta v v v v v v X
Latest Version v ! X ! X X
Third-Party Wireless LAN Controllers
Aruba 3200XM 6.4 v v v v v v X
Aruba 650 6.4 v v v v v v X
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N
o o &
- — et = m
Recommended OS' E 2 o 2 = %
$ 5 29 ¢ 8 3 %

1
Device Minimum OS3 < o m ¢ a = =
Motorola RFS 4000 5.5 v v v v v v X
5.5 v v v v v v X
HP 830 35073P5 v v v v v v X
35073P5 v v v v v v X
Ruckus ZD1200 9.9.0.0 v v X X X X X
9.9.0.0 v v X X X X X

v —Fully supported

X—Not supported

I—Limited support, some functionalities are not supported

1.
2.

Recommended OS is the version tested for compatibility and stability.

For a complete ISE Compatibility list, see http://www.cisco.com/c/en/us/support/security/
identity-services-engine/products-device-support-tables-list.html.

. Minimum OS is the version in which the features were introduced.

4. Cisco WLCs and Wireless Service Modules (WiSMs) do not support dACLs but support named ACLs.

Autonomous AP deployments do not support endpoint posturing. Profiling services are supported

for 802.1X-authenticated WLANS starting from WLC release 7.0.116.0 and for MAB-authenticated
WLAN:S starting from WLC 7.2.110.0. FlexConnect, previously known as Hybrid Remote Edge Access
Point (HREAP) mode, is supported with central authentication configuration deployment starting from
WLC 7.2.110.0. For additional details regarding FlexConnect support, refer to the release notes for the
applicable wireless controller platform.

Table 4-3 lists the most capable and recommended infrastructure components for each
category (at the time of writing).

Table 4-3 Recommended Infrastructure Components

Access Campus Core Wireless

Switches Switches Controllers Routers Firewall
Catalyst Catalyst 6500/6800 WLC 5520 ISR 4000 ASA 9.5+
2960-plus Supervisor VS-S2T-10G Models

Catalyst Catalyst 4500 Supervisor WLC 5760 ASR 1000 Firepower
3850/3650 8-E Models NGFW 6.2+
Catalyst WiSM 2 for ISR Models

4500x Catalyst 6500 15.3.2T+
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Policy Components

The Cisco ISE solution provides wired, wireless, and VPN context-aware access control
management in the following areas:

m Cisco ISE determines whether users are accessing the network on an authorized,
policy-compliant device.

m Cisco ISE establishes user identity, location, and access history, which can be used
for compliance and reporting.

m Cisco ISE assigns policy and services based on the host and user context. Examples
are assigned user role, AD group, location, device type, etc.

m Cisco ISE grants authenticated users access to specific segments of the network, or
specific applications and services, or both, based on authorization results.

Cisco ISE comprises the one and only policy component in the ISE solution. Having a
single centralized policy engine signifies the power inherent in the ISE solution. Cisco
ISE provides a flexible attribute-based access control solution that combines on a single
platform authentication, authorization, and accounting (AAA); TACACS+; RADIUS;
posture; profiling; certificate authority (CA) server; and guest management services.
Administrators can centrally create and manage access control policies for users and
endpoints in a consistent fashion, and gain end-to-end visibility into everything that is
connected to the network. Cisco ISE automatically discovers and classifies endpoints,
provides the right level of access based on identity and context, and provides the ability
to enforce endpoint compliance by checking a device’s posture. Cisco ISE also provides
advanced enforcement capabilities, including TrustSec through the use of SGTs, Security
Group Firewalls such as the Cisco ASA, and Security Group ACLs (SGACL). Finally,

ISE provides a dynamic quarantine service that any outside device can use to tell ISE to
quarantine a host on the network. ISE will instantiate the policy change, which is then
enforced by a network access device such as a Wireless LAN Controller. The most popu-
lar use case is FirePOWER next-generation firewall/IPS (NGFW/NGIPS) telling ISE to
quarantine a host it has an indication of compromise for.

Endpoint Components

The network endpoints play an integral role in the total ISE solution. It is the endpoint
that authenticates to ISE using 802.1X, MAB, EasyConnect, or web authentication. It is
also from the endpoint that ISE gathers posture information to ensure a host is in compli-
ance with security policies. Here are the recommended endpoint components (these are
recommended, not required):

m 802.1X supplicant/agent: A supplicant is basically just software that understands
how to communicate via Extensible Authentication Protocol over LAN (EAPoL).
There are many supplicants available for use. A supplicant is built into Windows and
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Mac OS X that is good enough for most ISE deployments. An open source Linux
supplicant is also available. Supplicants are also available via Cisco AnyConnect and
other third-party supplicant software agents. Cisco IP Phones, video equipment,
printers, and many other devices now come with built-in supplicants. Additionally,
nearly any device that is able to use Wi-Fi will have a native supplicant.

m Cisco AnyConnect Compliance Module: For Windows, Mac OS X, and Linux.
Provides host posture information to ISE. This includes information such as whether
antivirus is installed, running, and up to date, whether the operating system is fully
patched, whether certain registry keys are present, and many more.

In many cases, you will have wired devices on your network that are not capable of per-
forming 802.1X. This is typically the case with wired printers, IP Phones, badge readers,
HVAC, and other industrial or biomedical endpoints. It is for this reason that ISE has a
profiler service that can automate the process of properly identifying and authorizing
devices that can’t do it by themselves.

ISE Personas

The ISE architecture has many personas to help it scale to large networks and large
numbers of users and devices. Cisco ISE has a highly available and scalable architecture
that supports standalone and distributed deployments. ISE standalone mode means that
all the personas are on a single ISE appliance or a pair of ISE appliances. ISE distributed
mode means that the personas are spread out and dedicated to just particular ISE appli-
ances. ISE has three main personas. The persona or personas of an ISE node determine
the services it provides. An ISE node can assume any or all of the following personas:

B Administration: Allows you to perform all administrative operations in a standalone
or distributed Cisco ISE deployment. The Administration node provides a single
pane of glass for management. It handles all system-related and policy-based config-
uration. In a distributed ISE deployment, you can have a single or a high-availability
(HA) pair of nodes running the Administration persona. An HA pair is highly recom-
mended. An ISE node dedicated to the administration persona is known as a Policy
Administration Node (PAN).

m Policy Service: Provides network access, posture, guest access, client provisioning,
web portals, and profiling services. This persona evaluates the policies and makes all
the decisions. You can have more than one node assume this persona. When a node
is dedicated to the Policy Service persona, it is referred to as a Policy Service Node
(PSN). Typically, a distributed deployment would have more than one PSN, and they
might be geographically separated from each other.

® Monitoring: Enables Cisco ISE to function as the log collector and store log
messages from all the Administration and Policy Service Nodes in your network.
This persona provides advanced monitoring and troubleshooting tools that you can
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use to manage your network and resources effectively. A node with this persona
aggregates and correlates the data that it collects to provide you with meaningful
information in the form of reports. Cisco ISE allows you to have a maximum of
two nodes with this persona, both of which can take on primary or secondary roles
for high availability. Both the primary and secondary Monitoring nodes collect log
messages. If the primary Monitoring node goes down, the secondary Monitoring
node automatically becomes the primary Monitoring node. When an ISE node is
dedicated to the Monitoring persona, it is referred to as a Monitoring

& Troubleshooting Node (MnT).

m pxGrid: Cisco pxGrid is used to share the context-sensitive information from
Cisco ISE session directory to other policy network systems such as Cisco NGFW
or Stealthwatch. The pxGrid framework can also be used to exchange policy and
configuration settings between nodes.

Note Due to the high performance requirements of the Monitoring persona, in midsize
to large deployments, it is recommended that you dedicate a node to specifically run this
persona.

ISE also has two node types that determine the node’s functions:

m ISE node
m Inline Posture Node (IPN)

Note The Inline Posture Node type has been deprecated in ISE 2.0+. It is described here
for completeness but is no longer a recommended or viable deployment option. Use a
Cisco ASA instead of an IPN.

Only the ISE node type can be configured with one or more of the previously discussed
personas. The IPN must be a dedicated node and cannot assume any of the personas.

As an IPN, it is logically or physically inline in the network. Typically, this means it is
behind a VPN headend device or behind a non-Cisco WLC that cannot support CoA or
another required feature. While inline, this node type can block traffic and apply other
network policies as per the ISE policy rule table.

Figure 4-1 provides an idea of how these personas and node types look logically. Only
the primary connections are shown, for simplicity.
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Figure 4-1 [SE Persona and Node Types

ISE Licensing, Requirements, and Performance

This section discusses the centralized ISE licensing model, hardware and virtual machine
requirements, and the published performance of an ISE node.

ISE Licensing

Identity Services Engine licensing is fairly straightforward. To maximize flexibility for
customers, licensing in Cisco ISE is supplied in different packages as Base, Plus, Apex,
Device Administration, and AnyConnect Apex. Start with the Base license, then deploy
other licenses on top as needed.

Cisco ISE allows the total number of Plus and Apex licenses to be equal to or less than
the total number of Base licenses. Apex and Plus licenses can be installed independently
without any restriction on the number of Apex versus Plus licenses. Cisco ISE licenses
are based on the number of concurrent endpoints with active network connections,
whereas AnyConnect Apex licenses are on a per-user basis. The AnyConnect Apex
license count can exceed the Cisco ISE Base license count.

Figure 4-2 depicts the ISE license types and functionalities.
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ISE Apex + AnyConnect Apexe
ISE Apex AnyConnect Apex
¢ Endpoint Compliance and Remediation * Unified Posture Agent
¢ MDM/EMM Capabilities

Plus e

* Device Profiling and Feed Service ¢ Cisco pxGrid Context Sharing
* BYOD with Certificate Authority * Adaptive Network Control

Device Admine
* TACACS+

Basee

* Guest Services e AAA /
* Cisco TrustSec * RADIUS/802.1X

Figure 4-2 [SE Licensing

The licenses shown in Figure 4-2 would additionally include a user count and term.

For example, L-ISE-PLUS3Y-100= means a 100-user advanced license that is valid for

3 years. To assist you in understanding what licenses you may need for your deployment,
refer to Figure 4-3.
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Figure 4-3 ISE Licensing Use Case Mapping: Features Included by License Type

ISE Requirements

Cisco ISE comes in two form factors: physical appliance and virtual appliance. The
physical appliance comes with the server hardware. The virtual appliance comes as a
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VMware virtual appliance package that you can load onto a VMware ESX server. ISE
virtual is also available as a KVM appliance package. At the time of writing, the physical
appliance comes in two form factors: small and large.

Given that the physical appliances will be upgraded once or twice a year by Cisco, be
sure to check Cisco.com for the latest specifications.

For the virtual appliance, the specifications for the virtual machine (VM) host should be
sized at or above the specifications for the physical appliance you are trying to match.
For example, if you want to have performance similar to that of a Medium physical appli-
ance, then you would build a VM with the specifications of a Medium appliance. Hard
drives with 10-K or higher RPM are highly recommended for ISE VM. VMware VMotion
and cloning are only supported in ISE version 1.2 or later. It is possible to decrease the
HD requirements in certain situations. Here are the ISE persona minimum disk space
requirements for production VM deployments:

m Standalone ISE: 600 GB

® Administration: 200 GB

® Monitoring: 600 GB

® Administration and Monitoring: 600 GB

® Administration, Monitoring, and Policy Service: 600 GB

m Policy Service: 100 GB (200 GB strongly recommended)

Note Do not use Intel Hyper-Threading Technology for the ISE VM. Ensure that the cor-
rect number of cores are allocated per VM, it is the cores that matter in the configuration.

Note ISE version 1.2 (and later) moved to a 64-bit OS, thus enabling it to address more
than 4 GB of RAM memory.

ISE Performance

ISE performance is dependent on several factors and, unfortunately, is not a
straightforward or precise calculation. It is dependent on the node type, persona(s),
policy complexity, bandwidth requirements, and several other variables. Figure 4-4 and
Figure 4-5 dissect the different performance specs for ISE. Use typical design guidance
when using performance metrics: never exceed 80 percent of stated capacity, and

design for 50 percent or less out of the gate. This allows you to build growth into the
architecture and ensures that you have a healthy buffer in case your environment doesn’t
mirror the performance metrics tested and documented by Cisco.
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Max Active Sessions per Max # Dedicated

Deployment Model Platform

Deployment | PSNs
3415 5,000 o
Standalone (all personas on same 3495 10,000 0
node) .

(2 nodes redundant) 3515 7,500 o

3595 20,000 0

: y 3415 as Admin+MNT 5,000 5
iy ;"“T sy hode; 3495 as Admin+MNT 10,000 5
[Minimuim & nodes redundant) 3515 as Admin+MNT 7,500 5

' 3595 as Admin+MNT 20,000 5
Dedicated Admin and MnT nodes 3485 as Admin and MNT 250,000 40
{Minimum & nodes redundant) 3595 as Admin and MNT 500,000 50

Max Active Sessions |= Max Endpoints; ISE 2.1 supports 1.5M Endpoints in DB |

Figure 4-4 [SE 2.1 Max Active Session Counts by Deployment Model and Platform
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Figure 4-5 [SE 2.1 Max Concurrent Session Counts by Platform

ISE 2.1 adds increased scalability. Here are the new specs:

B Max concurrent active sessions per deployment = 500k (up from 250Kk)
Requires PAN and MnT nodes to be 3595 or VM equivalent

B Max internal endpoints = 1.5M (up from 1M)

B Max internal users = 300k (up from 25k)

B Max network access devices = 100k (up from 30Kk)

® Max PSNs per deployment = 50 (up from 40)

ISE Policy-Based Structure Explained

The Identity Services Engine solution relies on a policy-driven rule set to make its deci-
sions. ISE has several different policy types that are all consolidated into a policy set.

A policy set is a grouping of several different policy rules from both authentication and
authorization policies. You can then have multiple policy sets that are processed in order,
top down. Finally, you can have global exception rules across the entire ISE deployment.
The following policy rule types can be called within an ISE policy set:

® Authentication policy
® Authorization policy
m Profiling policy

m Device posture policy
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m Client provisioning policy
m Security group access policy

m Guest policy

Each policy type will be explained in the configuration section of this book. To enable
the policy set view, choose Administration > System > Settings > Policy and select
Policy Set. Given the power of policy sets, it is a best practice to enable this feature.

For now, just realize that, as part of preparing for your ISE deployment, you have these
policy types at your disposal. Figure 4-6 shows a simple example of a policy set.

Policy Sats Access Policy Sets
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L (2% | X & Far Palicy Expor! go in Administration > Syssam > Baskup & Ressre » Policy Expon Page -
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[ Glabal Ex o= B uns reat Security Team i ice Type ce TypedAl o
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Advanced Thre