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Introduction

Welcome to CISSP® Exam Cram. The goal of this book is to get you ready to
take the Certified Information Systems Security Professional (CISSP) certifica-
tion exam. Whether this is your first or your fifteenth Exam Cram, you’ll find
information here and in Chapter 1 that will ensure your success as you pursue
knowledge, experience, and certification. This introduction explains the (ISC)?
certification programs in general and talks about how the Exam Cram series can
help you prepare for the CISSP exam. It includes sections covering prepara-
tion, how to take an exam, this book’s contents, how this book is organized, and
how to contact the author.

Each chapter in this book contains practice questions. This book also provides
two practice exams that can help you accurately assess your level of expertise
and whether you are ready to take the exam. This book includes answers and
explanations for all practice exam and exam preparation questions. I suggest
that you study until you can consistently get correct answers on at least 95% on
the practice questions and exams in this book before you attempt the real exam.

How to Prepare for the Exam

Preparing for the CISSP exam requires that you obtain and study materials
designed to provide comprehensive information about security. In addition to
this book, the following sources will help you study and prepare:

» The (ISC)? website: www.isc2.org

» The exam outline available at the (ISC)? website

One of the best methods to prepare is by setting a target date for taking the
exam and then building out a study plan to meet your deadline. One approach
is the 80/20 rule: Use 80% of your time reading and 20% of your time taking
practice tests or meeting with a study group to review the material. This
approach will help you prepare for the CISSP and pass on your first attempt.

Many people have found that forming a study group, attending seminars, and
attending a formal training class helped them study for and master the material
needed to pass the CISSP exam.
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Practice Tests

"This book is filled with practice questions to get you ready. Enjoy the
following:

» Review Questions ending each chapter: These questions give you a final
pass through the material covered in the chapter.

» ‘Two full Practice Exams: The Answer Keys for the Practice Exams
include explanations and tips for approaching each Practice Exam
question.

In addition, the book includes two additional full practice tests in the Pearson
"Test Prep software available to you either online or as an offline Windows
application. To access these practice tests, please see the instructions in the
card inserted in the sleeve in the back of the book. This card includes a unique
access code that enables you to activate your exams in the Pearson Test Prep
software.

If you are interested in more practice exams than are provided with this book,
check out the Pearson I'T Certification Premium Edition eBook and Practice
"Test product. In addition to providing you with three eBook files (EPUB, PDE,
and Kindle), this product provides you with two additional exams’ worth of
questions. The Premium Edition version also offers you a link to the specific
section in the book that presents an overview of the Topic covered in the
question, allowing you to easily refresh your knowledge. The insert card in the
back of the book includes a special offer for a 80% discount on this Premium
Edition eBook and Practice Test product, which is an incredible deal.

Taking a Certification Exam

To take the CISSP exam, you must register with (ISC)?. The CISSP exam is
given at Pearson VUE testing centers. (ISC)? has implemented regional pricing:
For example, as of this writing, registration is $749 https://www.isc2.org/
Register-for-Exam/ISC2-Exam-Pricing in the United States. Check the Pearson
VUE website at www.pearsonvue.com to get specific details.

After you register for the CISSP exam, you will receive a confirmation notice.
Some locations may have limited test centers available, so you should schedule
your exam in advance to make sure you can get the specific date and time you

would like.
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Arriving at the Exam Location

For any exam, you should arrive at the testing center early. Be prepared! You
will need to bring your confirmation notice and identification. Two forms of ID
are usually required, and any photo ID will suffice (for example, driver’s license,
green card, passport). The testing center staff requires proof that you are who
you say you are and that someone else is not taking the test for you. Arrive
early because if you are late, you will be barred from entry and will not receive
a refund for the cost of the exam.

ExamAlert

You’ll be spending a considerable amount of time in the exam room. All English ver-

sions of the exam use the CISSP Computer Adaptive Test (CISSP-CAT) format. You
are given three hours to answer 100 to 150 questions. For non-English versions, a
250-question, non-adaptive six-hour version is used.

In the Testing Center

You will not be allowed to take into the examination room study materials or
anything else that could raise suspicion of cheating—including practice test
material, books, exam prep guides, or other test aids.

After the Exam

You will get your exam results immediately after you finish taking the exam.

If you pass the exam, the screen will simply show that you have passed the
exam; you will not receive an exact score. If you do not pass, you will receive a
complete breakdown on your score, by domain, so you can see the areas where
you need further study.

Retaking a Test

If you fail the exam, you must wait at least 30 days to take it again. During this
time, you should especially study the exam domains where you were weak. For
example, if you received a 95% score in the Communication and Network
Security domain and only 12% in Asset Security, you should focus your studies
on the Asset Security domain. In addition, you should invest in some practice
tests if you have not already done so. There is much to be said for getting used
to a testing format.
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Tracking Your CISSP Status

After you pass the CISSP certification exam, you need to attest to the CISSP
Code of Ethics and have a security professional who already holds the CISSP
certification complete an endorsement form for you. This person must be able
to attest to your professional experience and be in good standing with (ISC)?. If
you don’t know anyone who is CISSP certified, you can get endorsements from
another professional who is certified, licensed, or commissioned as well as an
officer of the organization where you are employed. (For more information on
endorsement, see the (ISC)? website.)

"To maintain the validity of your CISSP certification, you must get recertified
every three years and earn continuing professional education (CPE) credits
by attending webinars, writing white papers, and doing other activities that
improve your knowledge of information security and help you remain up to
date with the security world.

When you earn the CISSP certification, you are recognized as someone who
understands I'T" security and the role of a security leader. It will definitely boost
your confidence and help provide greater opportunities to discuss security in a
way that leadership will understand.

About This Book

The ideal reader for an Exam Cram book is someone seeking certification.
However, an Exam Cram book is an easily readable book that presents many
important facts. Therefore, an Exam Cram book is also extremely useful as a
quick reference manual.

Most people seeking certification use multiple sources of information. Check
out the links at the end of each chapter to get more information about sub-
jects you need to get to know better. You might also seek out security books
that describe particular topics in much greater detail. Many have described the
CISSP exam as being “a mile wide,” so it is important to understand a wide
range of topics.

"This book includes a number of helpful elements, such as ExamAlerts, tips,
notes, and practice questions to make information easier to read and absorb.

Reading this book from start to finish is not necessary; this book is set up so that
you can quickly jump back and forth to find sections you need to study.
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Inside the front cover of this book is a tear-out Cram Sheet that provides a lot of
exam-critical information in a short space; use it to study and also to remember
last-minute facts immediately before the exam. Use the practice questions to
test your knowledge. Brush up on specific topics, when needed, referring to the
table of contents and the index. Even after you achieve certification, you can
use this book as a rapid-access reference manual.

The Chapter Elements

Each Exam Cram book has chapters that follow a predefined structure that
makes these books easy to read and provides a familiar format for all Exam
Cram books. This book, like other Exam Cram books, includes the following
elements in each chapter:

» Key terms
Chapter topics
ExamAlerts
Notes

Tips

Sidebars
Cautions

Exam prep questions and answers

vV v v v v v VvV Y

A “Need to Know More?” section that provides links to relevant
information

Bulleted lists, numbered lists, tables, and graphics are also used where appropriate.
A picture can paint a thousand words sometimes, and tables can help associate
different elements with each other visually.

Now let’s look at each of the chapter elements in detail:

» Key terms: Each chapter starts with a list of terms you should
understand.

» Chapter topics: Each chapter follows up the key terms list with a list
of topics covered in the chapter. The objective of an Exam Cram book
is to cover all the important facts without giving too much detail. When
examples are required, they are included.
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» ExamAlerts: ExamAlerts address exam-related information, highlighting

content that is particularly important, tricky, or likely to appear on the
exam. An ExamAlert looks like this:

ExamAlert

Make sure you look closely at each exam question as reading one word in a ques-
tion incorrectly may lead you to make an incorrect choice.

» Notes: Notes typically contain useful information that is not directly
related to the topic currently being discussed. To avoid breaking up the
flow of the text, notes are set off from the regular text.

The length of the exam will depend on what version you request. The non-English
version is 250 questions.

» Tips: Tips often provide shortcuts or better ways to do things.

Tip
A clipping level is the point at which you set a control to distinguish between activity
that should be investigated and activity that should not be investigated.

» Sidebars: Sidebars, which run beside the main text of a chapter, often
describe real-world examples or situations.

How Caller ID Can Be Hacked

Some voice over IP (VoIP) providers allow a user to inject a call party number (CPN) into
a call. Because VoIP is not a traditional telephony service, users can take advantage of
this injection option to hack caller ID.

» Cautions: Cautions apply directly to the use of the technology being
discussed in the chapter. For example, a caution might point out that the
CER is one of the most important items to examine for biometric devices.
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Caution

The crossover error rate (CER) is the point at which Type | errors and Type Il errors
intersect. The lower the CER is, the more accurate the device.

>

Exam prep questions: At the end of each chapter is a list of at least

10 exam practice questions similar to those you will see on the actual
exam. The exam prep questions in each chapter are relevant to that
chapter, and answers and explanations are provided to help you test your
skills and learn more as you read.

“Need to Know More?” section: This section at the end of most
chapters provides links to relevant sources of information.

Other Book Elements

A number of important elements are provided in this book in addition to the
standard chapters:

>

>

Practice exams: In addition to exam-preparation questions at the end of
each chapter, two full practice exams are included with this book.

Answers and explanations for practice exams: For each question on

each of the practice exams, I provide answers and explanations to help

you understand why the correct answer is correct and why the incorrect

answers are incorrect.

Glossary: The glossary contains a list of important terms used in this
book and their definitions.

Cram Sheet: The Cram Sheet is a quick-reference, tear-out sheet of
important facts that is especially useful for last-minute preparation. The
facts on the Cram Sheet are important for the exam, and many of them
can be difficult to remember.

Companion website: The companion website contains the Pearson I'T
Certification Practice Test engine, which provides multiple test modes
that you can use for exam preparation. The practice exams are designed
to appropriately balance the questions over the domains covered by the
exam. The practice exams cover the same concepts as the actual exam to
ensure that you’re prepared for the exam.
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Chapter Contents

The following list provides an overview of the chapters in the book:

>

>

Chapter 1, “The CISSP Certification Exam”: This chapter introduces
exam strategies and considerations.

Chapter 2, “Asset Security”: This chapter discusses both physical
and logical security and the countermeasures available for protecting
an organization’s resources. Key topics include CIA, data classifica-
tion, scoping and tailoring, and control of an organization’s assets from
creation to destruction.

Chapter 3, “Security and Risk Management”: This chapter discusses
asset management and the protection of critical resources. Quantitative
and qualitative risk assessment are two major topics covered in this chap-
ter. You need to understand these concepts in order to assess and measure
risk while reducing threats to your organization. Key concepts include the
development of compliance requirements, professional ethics, policies,
procedures, guidelines, and assorted controls.

Chapter 4, “Security Architecture and Engineering”: This chapter
discusses key concepts such as computer hardware, operating system
design, security models (such as Biba, Bell-LaPadula, and Clark-Wilson),
cryptography, and web, mobile, and embedded device vulnerabilities. This
chapter also reviews basic physical controls and documentation used to
verify, certify, and accredit systems and networks.

Chapter 5, “Communication and Network Security”: This chapter
discusses telecommunications technology. The OSI model; TCP/IP;
network equipment; SD-WAN; LAN, MAN, and WAN protocols; and
wireless technologies are just a few of the technologies discussed. This
is an expansive domain and covers a lot of information that you need to
master.

Chapter 6, “Identity and Access Management”: This chapter covers
the basics of access control and addresses the three A’s: authentication,
authorization, and accountability. It discussed topics such as identification,
single sign-on, centralized authentication, and federation.

Chapter 7, “Security Assessment and Testing”: This chapter discusses
security assessments, ethical hacking, and vulnerability scanning. It also
reviews common types of malware and various attack methodologies.
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Chapter 8, “Security Operations”: This chapter covers operational
controls an organization can implement to provide security. This chapter
introduces topics such as background checks, dual controls, mandatory
vacations, rotation of duties, and auditing.

Chapter 9, “Software Development Security”: This chapter discusses
databases, the software development lifecycle, and the importance of
building security into applications and systems as early as possible during
the development process. This chapter also covers project management,
malicious code, knowledge-based systems, and application issues.

» Practice Exam I: This is a full-length practice exam.

» Answers to Practice Exam I: This element contains the answers and

explanations for the first practice exam.

Practice Exam II: This is a second full-length practice exam.

» Answers to Practice Exam II: This element contains the answers and

explanations for the second practice exam.

Companion Website

Register this book to get access to the Pearson I'T Certification test engine

and other study materials, plus additional bonus content. Check this site regu-
larly for new and updated postings written by the author that provide further
insight into the more troublesome topics on the exam. Be sure to check the box
indicating that you would like to hear from us to receive updates and exclusive
discounts on future editions of this product or related products.

"To access the companion website, follow these steps:

1.

Go to www.pearsonl Tcertification.com/register and log in or create a new
account.

Enter the ISBN 9780137419555.
Answer the challenge question as proof of purchase.

Click on the “Access Bonus Content” link in the Registered Products
section of your account page to be taken to the page where your
downloadable content is available.

Please note that many of our companion content files can be very large,
especially image and video files.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.


http://www.pearsonITcertification.com/register

10
Introduction

If you are unable to locate the files for this title by following these steps, please
visit www.pearsonl Tcertification.com/contact and select the Site Problems/
Comments option to get help from our customer service representatives.

Accessing the Pearson Test Prep
Practice Test Software and Questions

The companion site includes access to the Pearson Test Prep practice test
software, which displays and grades a set of exam-realistic multiple-choice
questions. Using Pearson Test Prep practice test software, you can either study
by going through the questions in Study Mode or take a simulated exam that
mimics real exam conditions.

These practice tests are available to you either online or as an offline Windows
application. To access the practice exams that were developed with this book,
please see the instructions in the card inserted in the sleeve in the back of the
book. This card includes a unique activation code that enables you to activate
your exams in the Pearson Test Prep software.

The cardboard case in the back of this book includes a piece of paper, which
provides the activation code for the practice exam associated with this book. Do
not lose the activation code. Also included on the paper is a unique, one-time-use
coupon code for the purchase of the Premium Edition eBook and Practice Test.

Accessing the Pearson Test Prep
Software Online

The online version of the Pearson Test Prep software can be used on any device
with a browser and connectivity to the Internet, including desktop machines,
tablets, and smartphones. To start using your practice exams online, simply
follow these steps:

1. Go to https://www.PearsonTestPrep.com.
2. Select Pearson I'T" Certification as your product group.

3. Enter your email address and the password for your account. If you don’t
have an account on PearsonI'T Certification.com, you need to establish
one by going to PearsonI T'Certification.com/join.

4. In the My Products tab, click the Activate New Product button.
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5. Enter the activation code printed on the insert card in the back of your book
to activate your product. The product is then listed in your My Products page.

6. Click the Exams button to launch the exam settings screen and start the
exam.

Accessing the Pearson Test Prep
Software Offline

If you wish to study offline, you can download and install the Windows version
of the Pearson Test Prep software. You can use the download link for this
software on the book’s companion website, or you can just enter this link in
your browser: http://www.pearsonitcertification.com/content/downloads/pcpt/
engine.zip.

"To access the book’s companion website and the software, simply follow these
steps:

1. Register your book by going to PearsonITCertification.com/register and
entering the ISBN 9780137419555.

2. Respond to the challenge questions.
3. Go to your account page and select the Registered Products tab.
4. Click on the Access Bonus Content link under the product listing.

5. Click the Install Pearson Test Prep Desktop Version link in the Practice
Exams section of the page to download the software.

6. When the software finishes downloading, unzip all the files onto your
computer.

7. Double-click the application file to start the installation and follow the
onscreen instructions to complete the registration.

8. When the installation is complete, launch the application and click the
Activate Exam button on the My Products tab.

9. Click the Activate a Product button in the Activate Product Wizard.

10. Enter the unique activation code from the card in the sleeve in the back
of your book and click the Activate button.

11. Click Next and then click Finish to download the exam data to your
application.

12. To start using the practice exams, select the product and click the Open
Exam button to open the exam settings screen.
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Note that the offline and online versions will sync together, so saved exams
and grade results recorded on one version will be available to you in the other
version as well.

Customizing Your Exams

When you are in the exam settings screen, you can choose to take exams in one
of three modes:

» Study mode
» Practice Exam mode

» Flash Card mode

Study mode allows you to fully customize an exam and review answers as you
are taking the exam. This is typically the mode you use first to assess your
knowledge and identify information gaps. Practice Exam mode locks certain
customization options in order to present a realistic exam experience. Use this
mode when you are preparing to test your exam readiness. Flash Card mode
strips out the answers and presents you with only the question stem. This mode
is great for late-stage preparation, when you really want to challenge yourself
to provide answers without the benefit of seeing multiple-choice options. This
mode does not provide the detailed score reports that the other two modes
provide, so it is not the best mode for helping you identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your
questions. You can choose to take exams that cover all of the chapters, or you
can narrow your selection to just a single chapter or the chapters that make up
specific parts in the book. All chapters are selected by default. If you want to
narrow your focus to individual chapters, simply deselect all the chapters and
then select only those on which you wish to focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes
complete with a full exam of questions that cover topics in every chapter. The
two exams printed in the book are available to you, as are two additional exams
of unique questions. You can have the test engine serve up exams from all four
banks or just from one individual bank by selecting the desired banks in the
exam bank area.

There are several other customizations you can make to your exam from the
exam settings screen, such as the time allowed for taking the exam, the number
of questions served up, whether to randomize questions and answers, whether
to show the number of correct answers for multiple-answer questions, and
whether to serve up only specific types of questions. You can also create custom
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test banks by selecting only questions that you have marked or questions on
which you have added notes.

Updating Your Exams

If you are using the online version of the Pearson Test Prep software, you
should always have access to the latest version of the software as well as the
exam data. If you are using the Windows desktop version, every time you
launch the software, it will check to see if there are any updates to your exam
data and automatically download any changes made since the last time you used
the software. This requires that you be connected to the Internet at the time
you launch the software.

Sometimes, due to a number of factors, the exam data might not fully download
when you activate your exam. If you find that figures or exhibits are missing,
you might need to manually update your exams.

"To update a particular exam you have already activated and downloaded, simply
select the Tools tab and click the Update Products button. Again, this is only an
issue with the desktop Windows application.

If you wish to check for updates to the Windows desktop version of the
Pearson Test Prep exam engine software, simply select the Tools tab and click
the Update Application button. Doing so allows you to ensure that you are
running the latest version of the software engine.

Contacting the Author

Thank you for selecting my book; I have worked to apply the same concepts
in this book that I have used in the hundreds of training classes I have taught. I
hope this book provides you with the tools you need to pass the CISSP exam.
Feedback is appreciated.

Spend your study time wisely and you can earn CISSP certification. Good luck
on the exam!

Assessing Your Readiness for the
CISSP Exam

"This section helps you understand what’s required to obtain the CISSP
certification and evaluate your readiness to take the CISSP certification exam.
Are you ready?
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Security Professionals in the Real World

Security is growing more important all the time, and the CISSP certification con-
tinues to be one of the most sought-after security certifications. Increasing num-
bers of people are studying for and obtaining CISSP certification. Congratulations
on making the decision to follow in their footsteps. If you are willing to tackle

the process seriously and do what it takes to obtain the necessary experience and
knowledge, you can pass the exam on the first try.

The Ideal CISSP Candidate

The CISSP certification is designed for any individual who is leading, planning,
organizing, or controlling the security initiative of an organization. The ideal
CISSP candidate is likely to have a four-year college education and have at least
five to seven years’ experience in one or more of the eight CISSP domains. The
most applicable degree is in computer science or a related field. Exam candi-
dates who do not have a four-year college degree must have a minimum of five
years of direct full-time security work experience in two or more of the eight
domains. (The complete list of approved certifications can be found at
www.isc2.org/credential_waiver/default.aspx.)

Don’t be lulled into thinking that the CISSP exam is an easy test. Some words
of caution are in order:

» The CISSP exam requires the candidate to absorb a substantial amount of
material. Both the adaptive exam and the fixed-form exam are considered
quite challenging.

» The pass mark is set high, at 700 points out of 1,000. The individual
questions are weighted so that harder questions are worth more than
easier ones.

» Most of the individuals attempting the exam are familiar with one to
three of the eight domains covered on the CISSP exam. Studying for the
exam can be overwhelming because there is a lot of material to cover.
This book can help you identify and remediate the areas in which you are
weak.

» To be eligible for the CISSP exam, students are required to have five
years of experience or four years of experience and a college degree.
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Put Yourself to the Test

"This section prompts you to answer some simple questions to better under-
stand how much work and effort you need to invest to pass the CISSP certifica-
tion exam. The experience and education you have will dictate how difficult it
will be for you to pass the exam.

From the beginning, two things should be clear:

» Any educational background in computer science will be helpful, as will
other I'T certifications you have achieved.

» Hands-on actual experience is not only essential but required to obtain
CISSP certification.

Your Educational Background

Be honest in your answers to the following questions, or you will end up
wasting around $700 on an exam you were not ready to take:

» Do you have a computer science degree?

If you have a computer science degree and some fairly sophisticated com-
puter skills, you should have some good basic knowledge needed for three
or more of the eight domains. Subject areas such as application develop-
ment, networking, and database design are a great help.

» Did you attend some type of technical school or week-long CISSP
course?

This question applies to low-level or short-term computer courses, many
of which are extremely basic or focused in one particular area. Although
the CISSP exam is not platform specific, training classes focused on net-
working, security, hacking, or database design will help you pass the exam.

» Have you developed any security policies, performed security audits,
performed penetration tests, or developed response plans?

If yes, you will probably be able to handle about half of the CISSP

exam domains.
» Do you have a photographic memory?

If yes, you might have a slim chance of passing simply by reading this
book, taking some practice exams, and using the Internet to brush up
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on the subjects you are weak in. However, the goal here is to gain a

real understanding of the material. As a security professional, you might
be asked to lead, plan, organize, or control your organization’s security
operations, and to do so, you’ll need a real understanding of how the
various technologies and techniques work. Don’t cheat yourself or gamble
with your career.

The education and requirements given here are by no means absolute. Still, an
education can give you a very good grounding in any endeavor; the higher the
level of education, the better.

Testing Your Exam Readiness

Whether you attend a training class, form a study group, or study on your
own, preparing for the CISSP exam is essential. The exam will cost you more
than MG $700, depending on where you are located, and you’ll want to do
everything you can to make sure you pass on the first try. Reading, studying,
and taking practice exams are the best ways to increase your readiness.
Remember that two full-length practice exams are provided with this book.
Practice exams help in two main ways:

» They highlight weak spots for further study.

» They help you get familiar with the question format. Practicing the
questions the way they are asked can help enormously on exam day.

After the Exam

As mentioned earlier in this introduction, after you have passed the exam, you
need to earn CPE credits each year to maintain your certification. Your certifi-
cation will come up for renewal every three years, at which point you’ll need to
obtain 120 CPE credits or retake the exam. Retaking the exam is not a popular
choice. These are some ways to gain CPE credits to keep your certification
current:

» Write a book.

» Read a book. (Only one per year can be used for credit.) This will give
you a couple of credits—but not enough to keep your certification
current.

» Do volunteer work that is approved by (ISC)?. When you are certified,
you can log on to the (ISC)? website for more information on volunteer
work.
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> Attend a training class. Just about any type of technology training class is
accepted, as long as it is tied to one of the CISSP domains.

» Teach a training class.

» Attend a college-level security class.

As you can see, the goal here is to help you stay current with changing
technology.

Chapter 1, “The CISSP Certification Exam,” provides more information about
how the exam is structured and describes some effective test-taking strategies.
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CHAPTER 1

The CISSP
Certification Exam

Terms you’ll need to understand:

» Common body of knowledge (CBK)
» Exam strategy

Techniques you’ll need to master:
P Assessing exam requirements
» Determining whether you're ready for the exam
» Using practice questions

» Using your time wisely
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Introduction

Welcome to CISSP Exam Cram! The aim of this chapter is to help you become
prepared for the CISSP exam and understand what to expect when you enter
the testing area. Most people do not eagerly anticipate exam taking. The best
way to reduce your test-related anxiety is to be fully prepared before you
attempt to pass the exam. Taking a few extra steps will help you feel more
relaxed and confident when you enter the testing area.

The exam format is different depending on where you take the exam. However,
before beginning your studies, you should take a few minutes to make sure

you fully understand the CISSP exam process. You don’t want to wait until

the day of the exam to figure out what you will face. Reviewing these details
now will help you concentrate on the exam so that you aren’t worried about
how much time you have to answer each question. Finally, mastering a few basic
exam-taking skills should help you recognize—and perhaps even overcome—
some of the tricks or unusual verbiage you’re bound to find on the exam.

In addition to reviewing the exam environment, this chapter describes some
proven exam-taking strategies that you can use to your advantage.

Assessing Exam Readiness

Before you rush out and sign up for the CISSP exam, check out the (ISC)?
website (www.ISC2.0rg) and review the CISSP certification requirements.
To be eligible for CISSP certification, you must qualify for and meet two
separate requirements:

» Examination: You must submit the examination fee and assert that you
possess a minimum of five years of professional experience in the infor-
mation security field or four years plus a college degree. (The informa-
tion you provide is subject to audit and verification.) You must also review
and sign the Candidate Agreement, stating that you will legally commit
to adhere to the CISSP Code of Ethics, and answer several questions
regarding your criminal history and background.

» Certification: You must pass the exam with a score of 70% (or 700 points
out of 1000), submit a completed and executed Endorsement Form, and, in
some cases, pass a verification audit regarding your professional experience.

When you are confident that you meet these requirements, you can continue
with your studies. To be fully prepared for the exam, I recommend that you
read this entire book, review the practice questions, and review the additional
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resources identified in each chapter. After you read the book and test yourself
with the questions and practice exams, you will have a good idea of whether
you are ready to take the real exam.

Be aware that the CISSP exam is difficult and challenging; therefore, this book
shouldn’t be your only vehicle for CISSP study. The CISSP exam is based on
the Common Body of Knowledge (CBK). The CBK is a collection of the sub-
jects and items that all the topics on the exam are pulled from. You can read
more at https://www.isc2.org/Certifications/CBK.

Many companies offer training classes to help you review the material and pre-
pare for the exam. Because of the breadth and depth of knowledge needed to
pass the CISSP exam, be sure to use plenty of study materials and use this book
to help gauge your strengths and weaknesses. The (ISC)* website is a good
place to find additional study material, and so are the “Need to Know More?”
sections in the chapters of this book.

Exam Topics

Every three years, (ISC)? updates the CISSP exam topics. The 2021 version of
the exam includes the following domains:

Domain 1: Security and Risk Management
Domain 2: Asset Security

Domain 3: Security Architecture and Engineering
Domain 4: Communication and Network Security
Domain 5: Identity and Access Management (JAM)
Domain 6: Security Assessment and Testing
Domain 7: Security Operations

Domain 8: Software Development Security

With each update to the exam, (ISC)? rewords topics, reorganizes topics, and
adds new topics. The reorganization of topics between or within domains does
not have a significant impact on prep or study. However, you do need to be
familiar with the new and reworded topics. The “Domain Refresh” guide

is the best place to learn about the changes in the exam from one version to
another; see https://www.isc2.org/-/media/ISC2/Certifications/Domain-
Refresh/CISSP-Domain-Refresh.ashx?la=en&hash=73FF18379098B1480D22
A174BF7BB544E83237E9.
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Taking the Exam

When you arrive at the testing center, you need to sign in. You will be asked
to show your exam confirmation and photo identification. You cannot take the
exam without a photo ID and your exam confirmation number. After you’ve
signed in, you can find a seat, get comfortable, and wait for the exam to begin.

The exam is completely closed book. In fact, you will not be permitted to take
any study materials into the testing area; you may be given a scratch pad to use
that must be returned at the completion of the exam.

The biggest change from previous versions of the test is that the original
CISSP exam was a paper-based, bubble-sheet test consisting of 250 questions
to be completed in a six-hour time window. Today the exam is electronic and is
very similar to CompTTA exams and those given by ISACA. (ISC)* now offers
an adaptive test, called CISSP Computer Adaptive Test (CISSP-CAT). The
CISSP-CAT is used only for the English version of the exam. For non-English
versions, a 250-question, non-adaptive six-hour version is used.

If you are taking the English (CISSP-CAT) version of the exam, your exam
strategy will be different than with the fixed length exam. As an example, the
CISSP-CAT will not allow you to revisit a question. Once you answer a ques-
tion you cannot go back.

You will view a minimum of 100 questions and a maximum of 150. Of the
first 100 questions, 75 are graded and count toward your score, and the other
25—which are scattered randomly throughout the first 100 questions—are
ungraded questions that are used for evaluation.

When you reach the 100th question, the system evaluates the probability that
you will achieve a passing score. If the system estimates that your pass potential
is 95% or higher, the test ends with a passing grade. If the system estimates that
your failure potential is 95% or higher, the test ends with a failing grade. If the
system cannot make this pass/fail determination at question 100, it reevaluates
the potential again after each question until you reach the 150th question. You
are then assessed only on the last 75 graded questions. This means that as you
answer question 101, the first graded question is discarded and replaced with
question 101. Then as you answer question 102, the second originally graded
question is discarded and replaced with question 102, and so forth.
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One big change is that with the CISSP-CAT you cannot revisit previous ques-
tions. You get only one chance to view a question and select an answer. If you
skip a question, it is marked as incorrect. Therefore, guessing is a better strat-
egy than skipping. You should always attempt to eliminate question options
from consideration and then select your answer from the remaining options.

Non-English versions of the test contain 250 questions. Of these, 25 questions
are for research purposes, and only the other 225 questions are actually scored
for certification.

The exam questions are developed by an (ISC)? committee and are frequently
updated and changed. Make sure to look for keywords such as not, least, and
most. Or as an example a question may ask about configuration management
but show some incorrect answers that discuss change management. Missing one
word or confusing one word for another on the exam can make a big difference.
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Examples of CISSP Test Questions

"This section describes what CISSP test questions look like and how they must
be answered. The following are some examples of the various CISSP test ques-
tion formats. Following each example is a brief summary of each potential
answer and why it is either right or wrong.

Multiple-Choice Question Format

Each multiple-choice exam question requires you to select a single answer from the
given choices. To answer this type of question, click the letter or text of one answer. In
some cases, more than one answer might appear correct; you must determine which
one is most correct.

1. What is the most widely used device to control physical access?
A. Chain

B. Lock
C. Alarm
D

. Firewall

00O

Drag and Drop Question Format

For a drag and drop question, you must move one or more correct answers from a pool
of possible answers into the correct answers area. To answer this type of question, sim-
ply click, drag, and drop the correct answers from the “Possible Answers” section to
the “Correct Answers” box.

1. Which of the following are examples of asymmetric encryption?

Possible Answers Correct Answers

DES
AES
RSA

SAFER

FIGURE 1.1 Drag and Drop Question
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Hotspot Question Format

For a hotspot exam question, you must click on the correct area of a diagram—a
hotspot—to answer a question.

1. When designing network controls, which would be the proper location for a fire-
wall to protect the DMZ?

Desktop ° ° C

DNS Server

FIGURE 1.2 Hotspot Question
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Answer to Multiple-Choice Question

1. B. Locks are the devices most commonly used to control physical access. Locks
have been used since the time of the Egyptians. Answer A is incorrect because
chains are not the devices most commonly used for physical access control.
Answer C is incorrect because alarms don’t prevent access; they only inform you
that possible unauthorized access has occurred. Answer D is incorrect because a
firewall is used to control logical access.

Answer to Drag and Drop Question

1. RSA. RSA is the only example of asymmetric encryption. DES, AES, and SAFER
are all examples of symmetric encryption. In this case, you should drag and drop
only “RSA” into the “Correct Answers” box.

Answer to Hotspot Question

1. C. To answer the question, hold the mouse cursor over the area on the diagram
that you want to choose as your answer. All available areas will light up (A, B, or
C in this example), and you must click on the one you believe is correct. In this
case, you’d want to deploy a firewall where item C is located between the inter-
nal network and the Internet.
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Question-Handling Strategies

Because of the way that multiple-choice CISSP exam questions are structured,
many times one or two of the answers will be obviously incorrect and two of
the answers will be plausible. Take the time to reread the question. Words
such as sometimes, not, always, and best can make a big difference when choosing
the correct answer. Unless the answer leaps out at you, begin the process of
answering by eliminating the answers that are most obviously wrong.

Almost always, at least one answer out of the possible choices for a question can
be eliminated immediately because it matches one of these conditions:

» The answer does not apply to the situation.

» The answer describes a nonexistent issue, an invalid option, or an
imaginary state.

After you eliminate all answers that are obviously wrong, you can apply your
retained knowledge to eliminate further answers. Look for items that sound
correct but refer to actions, commands, or features that are not present or not
available in the situation that the question describes.

If you’re still faced with a blind guess among two or more potentially correct
answers, reread the question. Ity to picture how each of the possible remaining
answers would alter the situation.

Only when you’ve exhausted your ability to eliminate answers but remain
unclear about which of the remaining possibilities is correct should you guess
at an answer. An unanswered question offers you no points, but guessing gives
you at least some chance of getting a question right. Just don’t be too hasty
when making a blind guess!

Mastering the Inner Game

Knowledge breeds confidence, and confidence breeds success. If you study
the materials in this book carefully and review all the practice questions at the
end of each chapter, you should become aware of those areas where additional
learning and study are required.
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ExamAlert

You will be expected to understand CISSP terminology on the exam. You need to
understand the terms that might be used, and you also need to be able to apply
them in the context provided in the test questions. As an example, the exam might
talk about intrusion detection, but a specific question might address physical intru-
sion detection or logical intrusion detection.

After you've worked your way through this book, take the practice exams at the
end of the book. Taking these practice exams will provide a reality check and
help you identify areas to study further. Make sure you follow up and review
materials related to the questions you missed on the practice exams before tak-
ing the real exam. Only when you’ve covered that ground and feel comfortable
with the whole scope of the practice exams should you set an exam appoint-
ment. It’s advisable to score 90% or better before you attempt the real exam.
Until you hit that magic number, you should obtain additional practice tests
and keep trying.

ExamAlert

Armed with the information in this book and with the determination to augment your

knowledge, you should be able to pass the certification exam. However, you need
to work at it, or you’ll spend the exam fee more than once before you finally pass. If
you prepare seriously, you should do well. | am confident that you can do it!

Need to Know More?

Passing the CISSP exam: cybersecurityventures.com/how-to-pass-the-cissp-
exam-top-10-tips-from-a-chief-risk-officer/

(ISC)* CISSP certification: www.isc2.org/cissp/default.aspx
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CHAPTER 2

Understanding Asset
Security

Terms you’ll need to understand:

v

VVvVvVvVVvVYVYYVYY

Confidentiality

Integrity

Availability

Personally identifiable information
Information lifecycle management (ILM)
Data retention

Data classification

Data destruction

Data remanence

Techniques you’ll need to master:

>
>

Proper methods for destruction of data

Development of documents that can aid in compliance with local,
state, and federal laws

The implementation of encryption and its use for the protection
of data

How to use data security controls

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.




30
CHAPTER 2: Understanding Asset Security

Introduction

Understanding asset security is a key requirement of a CISSP candidate. Asset
security addresses the controls needed to protect data throughout its lifecycle,
from the point of creation to the end of its life. Data protection controls must
be implemented to ensure that information is adequately protected during each
lifecycle phase. This chapter starts by reviewing the basic security principles of
confidentiality, integrity, and availability and moves on to data management and
governance.

The CISSP exam requires you to understand data security and how information
is protected while it is in transit, in storage, and at rest. You must understand
that protection of data is much more important today than it was years ago
because data is no longer isolated in standalone servers. Today data often
resides in the cloud; data can also be found on laptops, in RAID arrays, or

even in paper form. Regardless of its storage location, data must have adequate
protection and must be properly disposed of at the end of its useful life.

Basic Security Principles

Confidentiality, integrity, and availability (CIA) are the basic building blocks
of any good security program. When defining the goals for network, asset,
information, and/or information system security, the term CIA triad is
commonly used to refer to these concepts. Although the abbreviation CIA
might not be as intriguing as the U.S. government’s spy organization, it is a
concept that security professionals must know and understand.

Confidentiality addresses the secrecy and privacy of information and preventing
unauthorized persons from viewing sensitive information. A number of con-
trols are used in the real world to protect the confidentiality of information,
such as locked doors, armed guards, and fences. Administrative controls that
can enhance confidentiality include the use of information classification
systems, such as requiring sensitive data be encrypted. For example, news
reports have detailed several large-scale breaches in confidentiality as a result
of corporations misplacing or losing laptops, data, and even backup media
containing customer account, name, and credit information. The simple

act of encrypting this data could have prevented or mitigated the damage.
Sending information in an encrypted format denies attackers the opportunity
to intercept and sniff plaintext information. The Organization for Economic
Co-operation and Development (OECD) specifies that personal data should be
limited and provides guidelines for ensuring privacy and confidentiality.
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Integrity has to do with accuracy of information and offering users a high
degree of confidence that the information they are viewing has not been tam-
pered with. The integrity of data must be protected while the data is in storage,
at rest, and in transit. It is important to ensure that unauthorized users have not
made any changes and authorized users have not made inappropriate changes.
Data in storage can be protected through the use of access controls and audit
controls. Cryptography and hashing algorithms can enhance this protection.
Cryptography tools include programs such as HashTools, HashCheck, and
PowerShell. Likewise, integrity in transit can be ensured primarily through the
use of these tools in combination with protocols and frameworks such as public
key infrastructure (PKI), digital signatures, and asymmetric algorithms.

Availability refers to the need for information and systems to be available when
needed. Although many people think of availability only in electronic terms,
availability also applies to physical access. If, at 2 a.m., you need access to
backup media stored in a facility that allows access only from 8 a.m. to 5 p.m.,
you have an availability problem. Availability in the world of electronics can
manifest in many ways. 24x7 access to a backup facility does little good if there
are no updated backups to restore from and the original copies have been
encrypted with ransomware.

Keeping backups is a good way to ensure availability. A backup provides a copy
of critical information that can be reinstated if data is destroyed or equipment
fails. Using failover equipment is another way to ensure availability. Systems
such as redundant arrays of independent disks (RAID) and redundant sites
(which can be hot, cold, or warm sites) are two other examples. Disaster recov-
ery is tied closely to availability because it’s all about getting critical systems up
and running quickly.

Which part of the security triad is considered most important? It depends. In
different organizations with different priorities, one part might be more impor-
tant than the other two. For example, your local bank might consider integrity
the most important, an organization responsible for data processing might see
availability as the primary concern, and an organization such as a healthcare
records clearing agency might value confidentiality the most.

Even though this book refers to the triad as CIA, others might refer to it as
AIC or as CAIN (where the N stands for nonrepudiation).

Security management does not stop at CIA. These are but three of the core
techniques that apply to asset security. True security requires defense in depth.
In reality, many techniques are required to protect the assets of an organization;
take a moment to look over Figure 2.1.
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Authentication

Locks, Gates, Fences, CCTV, IDS, Guards
FIGURE 2.1 Asset Protection Triad

Data Management: Determining
and Maintaining Ownership

Data management is not easy, and it has in fact become more complex recently.
Years ago, people only had to be concerned with paper documents, and control
might have only meant locking a file cabinet. Today, electronic data might be
found on thumb drives, SAN storage arrays, laptop hard drives, mobile devices,
and in a public cloud.

Data Governance Policies

Generally, you can think of policies as high-level documents developed by man-
agement to transmit the guiding strategy and philosophy of management to
employees. A data governance policy is a documented set of specifications for
the guarantee of approved management and control of an organization’s digital
assets and information.

Data governance programs generally address the following types of data:
» Sets of master data

» Metadata
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» Sensitive data

» Acquired data

Such specifications can involve directives for business process management
(BPM) and enterprise risk planning (ERP), as well as security, data quality, and
privacy. The goals of data governance include the following:

» Establish appropriate responsibility for the management of data
» Improve ease of access to data

» Ensure that once data is located, users have enough information about the
data to interpret it correctly and consistently

» Improve the security of data, including confidentiality, integrity, and
availability

Issues to consider include the following:

» Cost: This can include the cost of providing access to the data as well as
the cost of protecting it.

» Ownership: This includes concerns about who owns the data or who
might be a custodian. For example, you might be the custodian of
50 copies of Microsoft Windows Server 2019, yet the code is owned by
Microsoft. Users pay for a software license and not ownership of the
software itself, and they typically have only the compiled .exe file and not
the source code for a program.

» Liability: This refers to the financial and legal costs an organization
would bear if data were lost, stolen, or hacked.

> Sensitivity: This includes issues related to the sensitivity of data that
should be protected against unwarranted disclosure (for example, Social
Security numbers, date of birth, medical history information).

» Ensuring law/legal compliance: This includes items related to legal
compliance. For example, you must retain tax records for a minimum
number of years, but you might be required to retain personally
identifiable information (PII) customer information for only the time it
takes to process a single transaction.

» Process: This includes methods and tools used to transmit or modify
data.
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Roles and Responsibilities

Data security requires responsibility. A clear division of roles and responsibility
is a tremendous help when dealing with any security issues. Everyone should be
subject to the organization’s security policy, including employees, management,

consultants, and vendors. Specific roles have unique requirements. Some key
players and their responsibilities are as follows:

>

Data owner: Because senior management is ultimately responsible for
data and can be held liable if it is compromised, the data owner is usually
a member of senior management or the head of that department. The
data owner is responsible for setting the security classification of the data.
The data owner can delegate some day-to-day responsibility.

Data custodian: The data custodian, who is usually a member of the I'T
department, does not decide what controls are needed but implements
controls on behalf of the data owner. Other responsibilities include han-
dling the day-to-day management of data, controlling access, adding and
removing privileges for individual users, and ensuring that the proper
controls have been implemented.

Information security steering committee: Individuals on this
committee are from various levels of management and represent the
various departments of the organization. They meet to discuss and make
recommendations on security issues.

Senior management: These individuals are ultimately responsible for
the security practices of the organization. Senior management might
delegate day-to-day responsibility to another party or someone else but
cannot delegate overall responsibility for the security of the organization’s
data.

Security advisory group: These individuals are responsible for reviewing
security issues with the chief security officer and are also responsible for
reviewing security plans and procedures.

Chief security officer: This individual is responsible for the day-to-day
security of the organization and its critical assets.

Users: End users in an organization have responsibilities: They must
comply with the requirements laid out in policies and procedures.

Developers: These individuals develop code and applications for the
organization. They are responsible for implementing the proper security
controls within the programs they develop.
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» Auditor: This individual is responsible for examining the organization’s
security procedures and mechanisms. The auditor must provide an inde-
pendent and objective opinion about the effectiveness of the organiza-
tion’s security controls. How often this process is performed depends
on the industry and its related regulations. For example, the healthcare
industry in the United States is governed by Health Insurance Portability
and Accountability Act (HIPAA) regulations and requires yearly reviews.

ExamAlert

The CISSP exam might test you on the concept that data access does not extend
indefinitely. It is not uncommon for an employee to gain more and more access over

time while moving to different positions within a company. However, this type of poor
management can endanger an organization. When employees are terminated, data
access should be withdrawn. If unfriendly termination is known in advance, access
should be terminated as soon as possible to reduce the potential for damage.

Data Ownership

Every data object within an organization must have an owner. Any object with-
out a data owner will be left unprotected. The process of assigning a data owner
and set of controls to information is known as information lifecycle management
(ILM). ILM is the science of creating and using policies for effective informa-
tion management. ILM includes every phase of a data object, from its creation
to its end. ILM applies to any and all information assets.

ILM is focused on fixed content or static data. While data may not stay in

a fixed format throughout its lifecycle, there are times when it is static. For
example, after this book has been published, it will stay in a fixed format until
the next edition is released.

For the purposes of business records, the lifecycle process includes five phases:
1. Creation and receipt

2. Distribution

3. Use

4. Maintenance

5,

. Disposition
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Data Custodians

Data custodians are responsible for the safe custody, transport, and storage of
data and the implementation of business rules. This can include the practice of
due care and the implementation of good practices to protect intellectual assets
such as patents or trade secrets. Some common responsibilities for a data custo-
dian include the following:

» Data owner identification: A data owner must be identified and known
for each data set and must be formally appointed. Many times data own-
ers do not know that they are data owners and do not understand the role
and its responsibilities. In many organizations the data custodian or I'T
department by default assumes the role of data owner.

» Data controls: Access to data is authorized and managed. Adequate con-
trols must be in place to protect the confidentiality, integrity, and avail-
ability of the data. This includes administrative, technical, and physical
controls.

» Change control: A change control process must be implemented so that
change and access can be audited.

» End-of-life provisions or disposal: Controls must be in place so that
when data is no longer needed or is not accurate, it can be destroyed in an
approved method.

Data Documentation and Organization

Organizing and structuring data can help ensure that that it is better under-
stood and interpreted by users. Data documentation should detail the
following:

» Data context
Methodology of data collection

Data structure and organization

| 4

>

» Validity of data and quality assurance controls

» Data manipulations through data analysis from raw data
>

Data confidentiality, access, and integrity controls
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Data Warehousing

A data warebouse is a database that contains data from many other databases. It
allows for trend analysis and marketing decisions through data analytics (dis-
cussed later in this chapter). Data warehousing enables a strategic view. Because
of the amount of data stored in one location, data warehouses are tempting tar-
gets for attackers who can comb through and discover sensitive information.

Data Mining

Data mining is the process of analyzing data to find and understand patterns
and relationships about the data (see Figure 2.2). Many things must be in place
for data mining to occur, including multiple data sources, access, and ware-
housing. Data becomes information, information becomes knowledge, and
knowledge becomes intelligence through a process called data analytics, which is
simply examination of data. Metadata is best described as being data about data.
For example, the number 212 has no meaning by itself. But qualifications can
be added to give it meaning; for example, if you learn that 212 is an area code,
then you understand that the number represents an area code in Manhattan.

Organizations treasure data and the relationships that can be deduced between
individual data elements. These relationships can help companies understand
their competitors and the usage patterns of their customers and can help them
target their marketing. For example, diapers may be located in the back of the
store, near the beer case, because data mining shows that after 10 p.m., more
men than women buy diapers, and they tend to buy beer at the same time.

Direct Access
(What If Questions)

Presentation
< Repository of Results
Data Mart (Data About Data)
Correlations Researched
/ Data Mining \"— and Information Extracted

Data Warehouse <— Storage and Analysis

Transformation and
Data Staging Quality Control
Data Access <— Provides Database Access

g e
(o ]+ sommeoonm:
Data Sources

FIGURE 2.2 Data Mining
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Knowledge Management

Knowledge management seeks to make intelligent use of the data in an orga-
nization by applying wisdom to it. This involves turning data into intelligence
through analytics by tying together databases, document management, business
processes, and information systems. The result is a huge store of data that can
be mined to extract knowledge using artificial intelligence techniques.

There are three main approaches to knowledge extraction:

» Classification: This approach is used to discover patterns and can be
used to reduce large databases to only a few individual records or data
marts. (Think of data marts as small slices of data from a data warehouse.)

» Probabilistic: This approach is used to permit statistical analysis, often in
planning and control systems or in applications that involve uncertainty.

» Statistical: This is a number-crunching approach in which rules are
constructed to identify generalized patterns in the data.

Data Standards

Data standards provide consistent meaning to data shared among different
information systems, programs, and departments throughout a product’s
lifecycle. Data standards are part of any good enterprise architecture. Data
standards make data much easier to use. For example, say that you get a new
850-lumen flashlight that requires two AA batteries. You don’t need to worry
about what brand of batteries to buy as all AA batteries are manufactured to the
same size and voltage standards.

Tip
To see an example of a data standard, check out FDA Resources for Data Stan-

dards, at www.fda.gov/industry/fda-resources-data-standards. The FDA provides
this site to ensure that common data standards are used throughout the FDA.

Data Lifecycle Control

Data lifecycle control is a policy-based approach to managing the flow of an
information system’s data throughout its lifecycle from the point of creation to
the point at which it is out of date and is destroyed or archived.
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Data Audits

After all the tasks discussed so far in this chapter have been performed, the
organization’s security management practices need to be evaluated periodically.
This is accomplished by means of an audit process. The audit process can be
used to verify that each individual’s responsibility is clearly defined. Employees
should know their accountability and their assigned duties. Most audits follow
a code or set of documentation. For example, financial audits can be performed
using the Committee of Sponsoring Organizations of the Treadway Commis-
sion (COSO). I'T audits typically follow the Information Systems Audit and
Control Association (ISACA) Control Objectives for Information and Related
Technology (COBIT) framework. COBIT is designed around four domains:

» Plan and organize
» Acquire and implement
» Deliver and support

» Monitor and evaluate

Although the CISSP exam will not expect you to understand the inner work-
ings of COBIT, you should understand that it is a framework that helps provide
governance and assurance. COBIT was designed for performance management
and I'T management, and it is considered a system of best practices. COBIT
was created by the ISACA and the I'T Governance Institute I'T'GI) in 1992.

Auditors can use COBIT, and this framework is also useful for I'T users and
managers designing controls and optimizing processes.

Audits make it possible to verify that the controls put in place are working, that
the policies that were written are being followed, and that the training provided
to employees actually works. To learn more about COBIT, see www.isaca.org/
cobit/. Another set of documents that can be used to benchmark the infrastruc-
ture is the ISO 27000 family of standards; for details, see www.27000.org.

Data Storage and Archiving

Organizations have a never-ending need for increased storage. Whereas thumb
drives were revolutionary and initially provided in the range of 10 MB of
storage, today they can provide terabytes of storage. Data storage options in
organizations typically include the following:

» Network attached storage (NAS)
> Storage area network (SAN)
» Cloud
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Organizations should fully define their security requirements for data storage
before deploying a technology. For example, NAS devices are small, easy to use,
and can be implemented quickly, but physical security is a real concern, as is
implementing strong controls over the data. A SAN can be implemented with
much greater security than can a NAS. Cloud-based storage offers yet another
option but also presents concerns, including the following:

» Isita private or public cloud?

Does it use physical or virtual servers?

How are the servers provisioned and decommissioned?

Is the data encrypted and, if so, what kind of encryption is used?
Where is the data actually stored?

How is the data transferred (data flow)?

Where are the encryption keys kept?

vV v v vV v Vv Y

Are there co-tenants?

Keep in mind that storage integration also includes securing virtual environ-
ments, services, applications, appliances, and equipment that provide storage.

The Storage Networking Industry Association (SNIA) defines a SAN as “a
data storage system consisting of various storage elements, storage devices,
computer systems, and/or appliances, plus all the control software, all
communicating in efficient harmony over a network.” A SAN appears to the
client OS as a local disk or volume that is available to be formatted and used
locally as needed.

For the CISSP exam, it is important to know the following terms related to
SAN:ss:

» Virtual SAN: A virtual SAN (VSAN) is a SAN that offers isolation for
devices that are physically connected to the same SAN fabric. The use of
VSAN:S is sometimes called fabric virtualization. VSANs were developed
to support independent virtual fabrics on a single switch. VSANs improve
consolidation and simplify management by allowing for more efficient
SAN utilization. A VSAN allows a resource on any individual VSAN to
be shared by other users on a different VSAN without requiring the SAN
fabrics to be merged.

» Internet Small Computer System Interface (iSCSI): iSCSI is a SAN
standard used for connecting data storage facilities and allowing remote
SCSI devices to communicate. Many see it as a replacement for Fibre
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Channel because it does not require any special infrastructure and can
run over existing [P LAN, MAN, or WAN networks.

Fibre Channel over Ethernet (FCoE): FCoE, a transport protocol that
is similar to iSCSI, can operate at speeds of 10 Gbps and rides on top of
the Ethernet protocol. While it is fast, it has a disadvantage in that it is
non-routable. By contrast, iSCSI is routable because it operates higher up
the stack, on top of the TCP and UDP protocols.

Host bus adapter (HBA) allocation: A host bus adapter is used to
connect a host system to an enterprise storage device. HBAs can be
allocated either through soft zoning or persistent binding. Soft zoning is
more permissive, whereas persistent binding decreases address space and
increases network complexity.

LUN masking: LUN masking is implemented primarily at the HBA
level. It is a system that makes LUNS available to some HBAs but not
to others. LUN masking implemented at this level is vulnerable to any
attack that compromises the local adapter.

Location redundancy: Location redundancy makes contents accessible
from more than one location. An extra measure of redundancy can be
provided by means of a replication service so that data is available even if
the main storage backup system fails.

Secure storage management and replication: Secure storage manage-
ment and replication systems are designed to allow an organization to
manage and handle all its data in a secure manner with a focus on the
confidentiality, integrity, and availability of the data. A replication service
allows the data to be duplicated in real time so that additional fault toler-
ance is achieved.

Multipath solutions: Enterprise storage multipath solutions reduce

the risk of data loss or lack of availability by setting up multiple routes
between a server and its drives. The multipath software maintains a listing
of all requests, passes them through the best possible path, and reroutes
communication if a path fails.

SAN snapshots: SAN snapshot software is typically sold with SAN solu-
tions and offers a way to bypass typical backup operations. The snapshot
software has the ability to temporarily stop writing to a physical disk and
then make a point-in-time backup copy. Snapshot software is typically fast
and makes a copy quickly, regardless of the drive size.
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» Data de-duplication (DDP): Data de-duplication is the process of
removing redundant data to improve enterprise storage utilization.
Redundant data is not copied. It is replaced with a pointer to the one
unique copy of the data. Only one instance of redundant data is retained
on the enterprise storage medium, such as disk or tape.

Data Security, Protection, Sharing,
and Dissemination

Data security involves protecting data from unauthorized activity by authorized
users and from access by unauthorized users. Although laws differ depending
on which country an organization is operating in, organizations must make

the protection of personal information in particular a priority. To understand
the importance of data security, consider that according to the Privacy Rights
Clearinghouse (www.privacyrights.org), the total number of records contain-
ing sensitive personal information accumulated from security breaches in the
United States between January 2005 and December 2020 is 11,717,011,063.

The international standard ISO/IEC 17799 covers data security on a global
level. ISO 17799 makes clear the fact that all data should have a data owner and
data custodian so that it is clear who is responsible for securing and protecting
access to that data.

An example of a proprietary international information security standard is the
Payment Card Industry Data Security Standard (PCI-DSS). PCI-DSS sets
standards for any entity that handles cardholder information for credit cards,
prepaid cards, and POS cards. PCI-DSS comprises 6 control objectives and 12
requirements:

1. Build and maintain a secure network.

Requirement 1: Install and maintain a firewall configuration to protect
cardholder data.

Requirement 2: Do not use vendor-supplied defaults for system pass-
words and other security parameters.

2. Protect cardholder data.
Requirement 3: Protect stored cardholder data.

Requirement 4: Encrypt transmission of cardholder data across open,
public networks.
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3. Maintain a vulnerability management program.
Requirement 5: Use and regularly update antivirus software.
Requirement 6: Develop and maintain secure systems and applications.
4. Implement strong access control measures.

Requirement 7: Restrict access to cardholder data based on business need
to know.

Requirement 8: Assign a unique ID to each person with computer access.
Requirement 9: Restrict physical access to cardholder data.
5. Regularly monitor and test networks.

Requirement 10: Track and monitor all access to network resources and
cardholder data.

Requirement 11: Regularly test security systems and processes.
6. Maintain an information security policy.

Requirement 12: Maintain a policy that addresses information security.

Privacy Impact Assessment

Another approach for organizations seeking to improve their protection of per-
sonal information is to develop an organization wide policy based on a privacy
impact analysis (PIA). A PIA should determine the risks and effects of collecting,
maintaining, and distributing PII in electronic-based systems. The PIA should
be used to evaluate privacy risks and ensure that appropriate privacy controls
exist. Existing data controls should be examined to verify that accountability is
present and that compliance is built in every time new projects or processes are
planned to come online. The PIA must include a review of the following items
as they adversely affect the CIA of privacy records:

» Technology: Any time new systems are added or modifications are made,
reviews are needed.

» Processes: Business processes change, and even though a company might
have a good change policy, the change management system might over-
look personal information privacy.

» People: Companies change employees and others with whom they
do business. Any time business partners, vendors, or service providers
change, the impact of the change on privacy needs to be reexamined.
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Privacy controls tend to be overlooked for the same reason many security con-
trols are overlooked. Management might have a preconceived idea that security
controls will reduce the efficiency or speed of business processes. To overcome
such barriers, senior management must make a strong commitment to protec-
tion of personal information and demonstrate its support. Risk assessment
activities aid in the process by informing stakeholders of the actual costs related
to the loss of personal information of clients and customers. These costs can
include fines, lawsuits, lost customers, reputation, and, ultimately, the viability
of the company.

Information Handling Requirements

Organizations handle large amounts of information and should have policies
and procedures in place that detail how information is to be stored. You can
think of policies as high-level documents and procedures as step-by-step
instructions. Many organizations are in industries that are subject to regulatory
standards that detail how and how long information must be retained.

One key concern with storage is to ensure that media is appropriately labeled.
Media should be labeled so that the data librarian or individual in charge of
media management can identify the media owner, when the content was
created, the classification level, and when the content is to be destroyed.
Figure 2.3 shows an example of appropriate media labeling.

Date: May 1, 2021

Author: Christine Gregg
Classification: Top Secret
Retention Period: 3 Years

Title and Description: Project X

FIGURE 2.3 Data Labeling
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Unless you’re a classic car enthusiast like | am, it might have been a while since you
have seen a working in-dash cassette player. Technology changes, and the require-
ment to be able to read and access old media is something to consider. Stored
media—including older options such as cassette tapes, laser discs, Zip drives, and
PATA hard drives—must be readable in order to be useful.

Record Retention and Destruction

All data has a lifetime. Eventually data should either be purged, released, or
unclassified. Record retention involves maintaining important information as
long as it is needed and destroying or declassifying it when it isn’t needed.

Some record retention guidelines are legally mandated by governments. For
example, companies typically cannot legally delete potential evidence after a
lawsuit is filed and must maintain these assets and records until the court case
has concluded. In addition, the JFK Records Act was a record retention act put
in place to eventually declassify all records dealing with the assassination of
President John F. Kennedy and make these records public by 2018.

"The steps in creating a record retention policy include the following:
1. Understand the business needs and any existing regulatory requirements.
2. Classify assets or records.
3. Create retention periods and specify data destruction methods.
4

. Develop the policy and determine the impact should the policy not be
followed.

o

Conduct training, education, and awareness about the policy.
6. Audit the policy and procedures.
7. Review the policy and procedures regularly.

8. Record the implementation and audit results.

ExamAlert

Two key aspects of data retention are categorization and classification. Categori-

zation defines the impact should the asset be exposed. Classification defines the
value. The CISSP exam is likely to test you on your understanding of these terms.
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The Problem of Data Disposal

While hard drive size and performance have continued to grow rapidly, most hard drives
and thumb drives are still shipped without encryption enabled. This means, for example,
that you can take a hard drive from a computer you bought at an auction that will not
boot up, plug the drive into another computer, and possibly gain access to the data on
the drive. While many of us have used a paper shredder, few have probably ever sani-
tized a hard drive. Whether your organization is planning to sell old hard drives, give
them to charity, or just throw them away, you need to make sure the data on the drives
cannot be recovered.

To find out whether organizations are doing a good job of ensuring that their data is
unrecoverable, two researchers from MIT bought 158 used hard drives from eBay. Out
of these hard drives, 129 drives still functioned, and 69 of these drives contained data
that the researchers were able to copy. The data on these drives included personal infor-
mation, company HR records, medical information, a pharmacy database, and another
database containing several thousand credit card numbers.

Data Remanence and Decommissioning

Object reuse must be carefully considered because information may remain
on a hard disk or any other type of media. Even when data has been sanitized,
there may be some remaining information. Daza remanence is the residual data
that remains after data has been erased from a storage device. Sanitization is
the process of clearing all identified content such that no data remnants can
be recovered. The CISSP exam will expect you to understand the differences
between various types of sanitization methods.

Asset disposal must be handled in an approved manner and must be part of the
systems development lifecycle. For example, media that has been used to store
sensitive or secret information should be physically destroyed. Before systems
or data are decommissioned or disposed of, you must understand any existing
legal requirements pertaining to records retention. When archiving informa-
tion, you must consider the method for retrieving the information.

Clearing and purging are two ways to decommission hardware. Zeroization is a
type of clearing. Purging is considered a stronger, permanent form of sanitiza-
tion. Degaussing and drive wiping are types of purging. The details of these
methods are as follows:

» Zeroization: This process, which is a type of clearing, is usually associ-
ated with cryptographic processes. The term was originally used with
mechanical cryptographic devices, which would be reset to 0 to prevent
anyone from recovering the key. In the electronic realm, zeroization
involves overwriting the data with zeros. Zeroization is defined in ANSI
X9.17. Data may be recoverable with this method.
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» Degaussing: This process is used to permanently destroy the contents
of a hard drive or magnetic media. Degaussing involves using a powerful
magnet whose field strength penetrates the media and reverses the polar-
ity of the magnetic particles on the tape or hard disk. After media has
been degaussed, it cannot be reused. The only method more secure than
degaussing is physical destruction.

» Drive wiping: This is the act of overwriting all information on a drive.
Drive wiping, which is covered in National Institute of Standards and
Technology (NIST) 800-88 and U.S. Department of Defense (DoD)
5200.28, allows a drive to be reused. One form of drive wiping (speci-
fied in DoD 5200.28) is overwriting a drive with a special digital pattern
through seven passes.

It is common for a storage device to have some remaining amount of informa-
tion left on it after it has been erased. If the media is going to be reused rather
than destroyed, the best practice is to overwrite it with a minimum of seven
passes of random ones and zeros.

For information deemed too sensitive, assets such as hard drives, media, and
other storage devices may need to be destroyed rather than reused. Destruc-
tion, which is the strongest form of sanitization, can include acid baths and
physical destruction. If records that are no longer needed are held on a newer
non-magnetic drive, such as a solid-state drive (SSD), Curie temperature may
be used to heat the drive to the point where it loses its magnetic properties.

ExamAlert

The CISSP exam will expect you to understand the different ways you can dispose

of data. One easy way to memorize this is to think of the phrase “Cow, Pig, Sow,” or
“CP SOW,” which stands for clearing can be recovered, purging is permanent, sani-
tizing is the same, overwriting o’s, and wiping is writing.

Classifying Information and
Supporting Asset Classification

Asset classification involves assigning assets to groups, based on a number of
common characteristics. Before you can classify assets, however, you must
know what you have. You determine this through an asset inventory. Modern
organizations rely heavily on asset inventories and the use of tools such as Asset
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Panda, AssetCloud, and ManagerPlus. These applications (and others) assist
organizations in identifying, locating, and classifying their assets. The compo-
nents of an asset inventory include items such as the following:

» Asset name
Asset location

Asset cost

>

| 2

» Asset owner
> Asset classification
>

Data protection level required

The standard or process used to classify and manage assets is typically left to
the discretion of an individual organization. Two things to consider are the size
and structure of the organization and what is considered common in the coun-
try or industry in which the organization operates. Regardless of the particular
approach, the asset classification process consists of five steps:

1. Create an asset inventory.

. Assign ownership.

2

3. Classify based on value.

4. Protect based on classification.
5.

. Assess and review.

To memorize the asset classification process for the CISSP exam, think of CACPA,
which rhymes with “Cat Paw” and refers to the steps listed above.

In addition to protecting its assets, an organization must protect the infor-
mation maintained in those assets that is proprietary or confidential. Data
classification is a useful way to rank an organization’s informational assets. A
well-planned data classification system makes it easy to store and access data.
It also makes it easier for users of data to understand the importance of the
data. For example, if an organization has a clean desk policy and mandates
that company documents, memos, and electronic media not be left on desks,
it can change people’s attitudes about the value of that information. However,
whatever data classification system is used, it should be simple enough that all
employees can understand it and execute it properly.
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Data Classification

The two most common data classification schemes are military and public.
Organizations store and process so much electronic information about

their customers and employees that it’s critical for them to take appropriate
precautions to protect this information. The responsibility for the classification
of data lies with the data owner. Both military and private data classification
systems accomplish this task by placing information into categories and
applying labels to data and clearances to people who access the data.

The first step of the data classification process is to assess the value of the
information in question. When the value is known, it becomes much easier to
determine what resources should be used to protect the data. It would not make
sense, for example, to spend a lot of resources protecting something with a very
small value. Instead, data that requires more protection gets it, and funds are
not wasted protecting data that does not need it.

Each level of classification established should have specific requirements and
procedures. The military and commercial data classification models have
predefined labels and levels for both users and data. Clearance is assigned to
users, and labels are assigned to data. When an organization decides which
model to use, it can evaluate data placement based on criteria such as the
following:

» Data value

» Data age

» Laws pertaining to data

» Regulations pertaining to disclosure
>

Replacement cost

Regardless of which model is used, the following questions will help determine
the proper placement of the information:

» Who owns the asset or data?

» Who controls access rights and privileges?

» Who approves access rights and privileges?

» What level of access is granted to the asset or data?

» Who currently has access to the asset or data?
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Classification of data requires several steps:

1. Identify the data custodian.

2. Determine the criteria used for data classification.

3. Task the owner with classifying and labeling the information.
4. Identify any exceptions to the data classification policy.
5

. Determine security controls to be applied to protect each category of
information.

6. Specify a sunset policy or an end-of-life policy and detail in a step-by-step
manner how data will be reclassified or declassified. Reviews specifying
retention and end-of-life should occur at specific periods.

7. Develop an awareness program.

Military Data Classification

"The military data classification system is mandatory within the U.S. Depart-
ment of Defense. This system has five levels of classification:

» Top secret: Exposure could lead to grave damage.

» Secret: Exposure could lead to serious damage.

» Confidential: Disclosure could cause damage.

» Sensitive but unclassified (SBU): Disclosure should be avoided.

» Unclassified or official: If released, no damage should result.

Each classification represents a level of sensitivity. Sensitivity is the desired
degree of secrecy that the information should maintain. The concept of need to
know is similar to the principle of least privilege in that employees should have
access only to information that they need to know to complete their assigned
duties. If you hold a confidential clearance, it means that you can access unclas-
sified, sensitive, or confidential information that you have need to know. You
cannot, however, access secret or top secret information. Sometimes organiza-
tions use the term for official use only (FOUO) to further define the scope of
information usage.
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Public/Private Data Classification

Public, or commercial, data classification is built on a four-level model:

» Confidential: This is the highest level of sensitivity, and disclosure could
cause extreme damage to the organization.

» Private: This information is for organization use only, and its disclosure
would damage the organization.

» Sensitive: This information requires a greater level of protection to
prevent loss of confidentiality.

» Public: This information might not need to be disclosed, but if it is, it
shouldn’t cause any damage.

Table 2.1 lists the military and public/private data classification models.

TABLE 2.1 Commercial and Military Data Classifications

Military Classifications Commercial Business Classifications
Top secret Confidential

Secret Private

Confidential Sensitive

Sensitive but unclassified (SBU) Public

Unclassified

Information has a useful life. Data classification systems need to include mechanisms
to monitor whether information has become obsolete, and obsolete information
should be declassified or destroyed.

Asset Management and Governance

The job of asset management and governance is to align the goals of I'T to the
business functions of the organization, to track assets throughout their lifecycle,
and to protect the assets of the organization. An asset management system
inventories, monitors, and maintains items of value. Assets, which can be both
tangible and intangible, include the following:

» Hardware

» Software
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» Employees
» Services
» Reputation

» Documentation

You can think of asset management as a structured approach to cost-effectively
deploying, operating, maintaining, upgrading, and disposing of assets. Asset
management is required for proper risk assessment. Before you can place a
value on an asset, you must know what it is and determine what it is worth.

Its value can be assessed either quantitatively or qualitatively. A quantitative
approach requires the following steps:

1. Estimate the potential losses and determine single loss expectancy (SLE).

2. Complete a threat frequency analysis and calculate the annual rate of
occurrence (ARO).

3. Determine the annual loss expectancy (ALE).

A qualitative approach does not place a dollar value on an asset but ranks it as
being of high, medium, or low concern. The downside of performing qualita-
tive evaluations is that you are not working with dollar values, so it can be dif-
ficult to communicate the results of the assessment to management.

One key asset is software. CISSP candidates should understand common issues
related to software licensing. Because software vendors usually license their
software rather than sell it, and because they license it for a number of users on
a number of systems, software licenses must be accounted for by the purchasing
organization. If users or systems exceed the licensed number, the organization

can be held legally liable.

We have moved into an age where software is being delivered over the Inter-
net and not via media such as CDs, and software asset management is still an
important concern.

Software Licensing

Intellectual property rights issues have always been hard to enforce. Just con-
sider the uproar that Napster caused years ago, as the courts tried to work out
issues of intellectual property and the rights of individuals to share music and
other files. The software industry has long dealt with such issues. Since the
early days of computing, some individuals have been swapping, sharing, and
illegally copying computer software. The unauthorized copying and sharing of
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software is considered software piracy, which is illegal. It is tempting to think
that giving a copy of a computer game to a friend does not hurt anyone. But
software piracy is big business, and the accumulated losses to property owners
are staggering. According to an American Bar Association report on stolen intel-
lectual property, the estimated loss is between $200 and $250 billion annually.

Microsoft and other companies are actively fighting to protect their prop-
erty rights. A number of organizations have formed the Software Publishers
Association, which is one of the primary bodies working to enforce licensing
agreements. The Business Software Alliance (BSA) and the Federation Against
Software Theft are international groups targeting software piracy. These asso-
ciations target organizations of all sizes, from small, two-person companies to
large multinationals.

Software companies are making clear in their licenses what a user can and
cannot do with their software. Some vendors even place limits on virtualization.
License agreements can actually be distributed in several different ways,
including the following:

» Click-wrap license agreements: These agreements, found in many
software products, require you to click through and agree to terms to
install the software product. These are often called conzracts of adhesion,
they are “take it or leave it” propositions.

» Master license agreements: These agreements are used by large
companies that develop specific software solutions that specify how the
customer can use the product.

» Shrink-wrap license agreements: These agreements, first created
when software began to be sold commercially, are named for the fact that
breaking the shrink wrap on a physical media signifies your acceptance of
the license.

Even with licensing and increased policing activities by organizations such as
the BSA, improved technologies make it increasingly easy to pirate software,
music, books, and other types of intellectual property. These factors and the
need to comply with two World Trade Organization (WTO) treaties led to
the passage of the 1998 Digital Millennium Copyright Act (DMCA). Here are
some salient highlights:

» The DMCA makes it a crime to bypass or circumvent antipiracy
measures that are built into commercial software products.

» The DMCA outlaws the manufacture, sale, or distribution of any equip-
ment or device that can be used for code-cracking or illegally copying
software.
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» The DMCA provides exemptions from anti-circumvention provisions
for libraries and educational institutions under certain circumstances;
however, for those not covered by such exceptions, the act provides for
penalties up to $1 million and 10 years in prison.

» The DMCA provides Internet service providers exceptions from
copyright infringement liability enabling transmission of information
across the Internet.

The Equipment Lifecycle

The equipment lifecycle begins when equipment is requested and extends
to the end of its useful life or when it is discarded. The equipment lifecycle
typically consist of four phases:

1. Definition of requirements

2. Acquisition and implementation
3. Operation and maintenance

4. Disposal and decommission

While some may think that much of the work is done once equipment has been
acquired, that is far from the truth. An organization needs to have some support
functions established. Routine maintenance is one important item. Without
routine maintenance, equipment will fail, and the costs related to those failures
can be calculated. Items to consider include:

» Lost productivity

Delayed or canceled orders
Cost of repair

Cost of rental equipment
Cost of emergency services

Cost to replace equipment or reload data

vV v. v v v Y

Cost to pay personnel to maintain the equipment

Technical support is another consideration. The longer a piece of equipment
has been in use, the more issues it may have. For example, if you did a search
for exploits for Windows Server 2008 or Windows Server 2019, which do you
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think would return more results? Most likely Windows Server 2008—because it
has been in use for many years, during which many exploits have been created.
This all points to the need for more support the longer a resource has been

in use.

Determining Data Security Controls

Any discussion of logical asset security must at some point address encryption.
While there is certainly more to protecting data than just encrypting it, encryp-
tion is one of the primary controls used to protect data. Just consider all the
cases of lost hard drives, laptops, and thumb drives that have made news
because they contained data that was not encrypted. In many cases, encryption
is not just a good idea but mandated by law. CISSP candidates must understand
corporate policies addressing where and how encryption will be used.

Let’s examine the two areas where encryption can be used to protect data at a
high level: data at rest and data in transit.

Data at Rest

Information stored on some form of media that is not traversing a network or
residing in temporary memory is referred to as data ar rest. Failure to properly
protect data at rest can lead to attacks such as the following:

» Various forms of USB (Universal Serial Bus) malware, including USB
Rubber Ducky

» Pod slurping, a technique for illicitly downloading or copying data from a
computer, which is typically used for data exfiltration

» Other forms of malicious software, including viruses, worms, Trojans, and
various types of key loggers

Data at rest can be protected via different technical and physical hardware or
software controls that should be defined in your security policy. Some hardware
offers the ability to build in encryption. A relatively new hardware security
device for computers is called a Trusted Platform Module (TPM) chip. A TPM
chip is a “slow” cryptographic hardware processor that can be used to provide a
greater level of security than software encryption. A TPM chip installed on the
motherboard of a client computer can also be used for system state authentica-
tion. A TPM chip can also be used to store encryption keys.
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A 'TPM chip measures the system and stores the measurements as it traverses
the boot sequence. When queried, the TPM chip returns these values, signed
by a local private key. These values can be used to discover the status of a plat-
form. The recognition of the state and validation of these values is referred to
as attestation. Attestation allows you to confirm, authenticate, or prove a system
to be in a specific state. Data can also be encrypted using these values. This
process is referred to as sealing a configuration. In short, a TPM chip is a tamper-
resistant cryptographic module that can provide a means to report the system
configuration to a policy enforcer or health monitor.

ATPM chip also provides the ability to encrypt information to a specific
platform configuration by calculating hashed values based on the system’s
firmware, configuration details, or core components of the operating system
as it boots. These values, along with a secret key stored in the TPM chip, can
be used to encrypt information and allow it to become usable only in a specific
machine configuration. This process is called sealing.

ISO 11889-1:2009 addresses TPM chips, which can also be used with other
forms of data and system protection to provide a layered approach referred

to as defense in depth. For example, a TPM chip can help protect a system, and
another set of encryption keys can be stored on a user’s common access card or
smart card to decrypt and access the data set.

Another potential option that builds on this technology is self-encrypting
hard drives (SEDs). SEDs are hardware that offers many advantages over
non-encrypted drives, including the following:

» Compliance: SEDs have the ability to offer built-in encryption, which
can help with compliance laws that many organizations must adhere to.

» Strong security: SEDs make use of strong encryption. The contents of
an SED are always encrypted, and the encryption keys are themselves
encrypted and protected in hardware.

> Ease of use: Users only have to authenticate to the drive when the device
boots up or when they change passwords/credentials. The encryption is
not visible to the user.

» Performance: As SEDs are not visible to the user and are integrated into
hardware, the system operates at full performance and has no impact on
user productivity.

Software encryption is another protection mechanism for data at rest. There
are many options available, such as BitLocker and PGP. Software encryption
can be used on specific files, databases, or even entire RAID arrays that store
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sensitive data. With any potential software option, the encrypted data must
remain secure and inaccessible when access controls, such as usernames and
passwords, are incorrect; in addition, the encryption keys must be protected,
and they should therefore be updated on a regular basis.

Encryption keys should be stored separately from the data.

Data in Transit

Any time data is being processed or moved from one location to another,

it requires proper controls. The basic problem is that many protocols and
applications send information via plaintext. Services such as email, the Web,
and FTP were not designed with security in mind, and with them, information
is sent with few security controls and no encryption. Examples of insecure
protocols include the following:

» File Transfer Protocol (FTP): Plaintext username and password
» Telnet: Plaintext username and password

» Hypertext Transfer Protocol (HTTP): Plaintext data

» Simple Mail Transfer Protocol (SMTP): Plaintext data

Data in transit that is not protected by some form of encryption faces many
dangers, including the following:

» Eavesdropping
» Sniffing
» Hijacking

» Data alteration

"Today, many people connect to corporate networks from many different
locations. Employees may connect via free Wi-Fi from coffee shops,
restaurants, airports, or even hotels.

One way to protect this type of data in transit is by means of a virtual private
network (VPN). A VPN is used to connect devices through the public Inter-
net. Three protocols are used to provide a tunneling mechanism in support of
VPNs: Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Proto-
col (L2TP), and IP Security (IPsec). When an appropriate protocol is defined,
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the VPN traffic is encrypted. Microsoft supplies Microsoft Point-to-Point
Encryption (MPPE), with PPTP, native to the Microsoft operating systems.
L2TP offers no encryption, and it is therefore usually used with IPsec in ESP
mode to protect data in transit and provide both confidentiality and authentica-
tion. IPsec can provide both tunneling and encryption.

Two types of tunnels can be implemented:

» LAN-to-LAN, or gateway-to-gateway, tunnels: Users can tunnel
transparently to each other on separate LANS.

» Host-to-LAN tunnels: Mobile or remote users can connect to a
corporate LAN.

Having an encrypted tunnel is just one part of protecting data in transit.
Another important concept is authentication. Almost all VPNs use digital
certificates as the primary means of authentication. X.509 v3 is the de facto
standard. X.509 specifies certificate requirements and contents. Much like a
state driver’s license office, a certificate authority (CA) guarantees the authen-
ticity of a certificate holder and the contents of the certificate. These digital
certificates can have different use cases, including providing for authentication
and holding the public keys of the certificate holder.

Just as with other services, organizations need to develop policies to define who
will have access to its VPN and what encryption mechanisms will be used. It’s
important that VPN policies be designed to map to the organization’s security
policy. As senior management is ultimately responsible, they must approve and
support this policy.

Standard email is also very insecure, and data can be exposed while in transit
over email. Standard email protocols such as SMTP, POP3, and IMAP all

send data via plaintext. To protect email in transit, you must use encryption.
Email protection mechanisms include PGP, Secure Multipurpose Internet Mail
Extensions (S/MIME), and Privacy-Enhanced Mail (PEM). Regardless of what
is being protected, periodic auditing of sensitive data should be part of policy
and should occur on a regular schedule.

With data in transit, it is important to consider how encryption will be applied.
Encryption can be performed at different locations with different amounts of
protection applied. Consider the following options:

» Link encryption: The data is encrypted through the entire communica-
tion path. Because all header information is encrypted, each node must
decrypt and encrypt the routing information. The source and destination
addresses cannot be seen to someone sniffing traffic. For example, think
of a police TV series that pulls a pen register on a phone. The police
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officers see a list of numbers the phone has called, the times, and the
durations of the calls. While the officers cannot hear what was said on the
calls, they can derive useful information about the frequency and duration
of calls. IP headers can provide similar information about endpoints.

A man-in-the-middle attack may be used against link encryption to see the routing
information and perform traffic analysis, which involves looking at the source and
destination IP addresses to determine what systems are communicating and how
often they are communicating.

» End-to-end encryption: This type of encryption is generally performed
by the end user, who can pass through each node without further process-
ing. However, source and destination addresses are passed in plaintext, so
they can be seen by someone sniffing traffic.

Data can be encrypted using either of these two methods with or without the
IP header being encrypted. With both link encryption and end-to-end encryp-
tion, the confidentiality of data is protected. If a VPN is set up to use link
encryption, the IP information is encrypted, as is the data traffic.

Because link encryption requires the encryption of the IP header, it would be very
difficult to use it for routing over a LAN or the Internet; each routing device would
have to have a copy of the secret key used.

Endpoint Security

A review of logical asset security would not be complete without a discussion
of endpoint security. Endpoint security consists of the controls placed on client
or end-user systems, such as antivirus, anti-malware, anti-spyware, and so on.
Much of the IT security world has moved to a zero-trust environment, in which
networked devices, such as laptops, are not trusted by default, even if they are
connected to a managed corporate network.

Other controls placed on a client system, including the following, are also very
important:

» Removable media: Malware is commonly propagated via USB thumb
drive. Malware such as Stuxnet, Conficker, and Flame were all able to
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spread using thumb drives. Removable drives should be restricted and
turned off when possible.

» Disk encryption: Disk encryption software such as PGP and BitLocker
can be used to encrypt the contents of desktop and laptop hard drives.
Also, corporate smartphones and tablets should have encryption enabled.

» Application whitelisting: This approach only allows known good
applications and software to be installed, updated, and used. Whitelist-
ing techniques can include code signing, digital certificates, known good
cryptographic hashes, or trusted full paths and names. Blacklisting, on
the other hand, involves blocking known bad software from being down-
loaded and installed.

» Host-based firewalls: For defense in depth, a company should consider
not just enterprise firewalls but also host-based firewalls.

» Configuration lockdown: Not just anyone should have the ability to
make changes to equipment or hardware. Configuration controls can be
used to prevent unauthorized changes.

» Antivirus: Antivirus software is the most commonly deployed endpoint
security product. While it is still a needed component, traditional,
signature-based antivirus has become much less effective over the past
several years as Al driven solutions have increased market share.

One basic starting point is to apply the principle of least privilege to each logi-
cal asset: Each computer, system component, or process should have the least
authority necessary to perform its duties.

Baselines

A baseline is a standard of security. Baselines are usually mapped to industry
standards. For example, an organization might specify that all computer systems
must be certified to Common Criteria Evaluation Assurance Level (EAL) 3.
Another example of baselining can be seen in NIST 800-53, which describes a
tailored baseline as a starting point for determining the needed level of security
(see Figure 2.4).

Some methods used to establish baselines includes the following:

» IT structure analysis (survey): Analysis of technical, operation, and
physical aspects of the organization, division, or group.

> Assessment of protection needs: Determination of the needed level of
protection. This activity can be quantitative or qualitative.
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» Selection of actions: Determination of what specific controls need to be
implemented.

» Running comparison of nominal and actual: Periodic review of activi-
ties and actions to measure the change between what was previously
occurring and what is currently occurring.

Baselines Provided by Special Publication 800-53

l ! |

Minimum Security Controls
High Impact
Information Systems

Baseline #1 Baseline #2 Baseline #3
Selection of a subset of security Selection of a subset of security Selection of a subset of security
controls from the master catalog— controls from the master catalog— controls from the master catalog—
consisting of basic level controls consisting of basic level controls, consisting of basic level controls,
plus additional controls and control plus additional controls and control
enhancements, as needed enhancements, as needed

FIGURE 2.4 NIST 800-53 Scoping and Baselining Controls

NIST 800-53 specifies scoping or tailoring activities and categorizes informa-
tion based on impact (low, moderate, or high).

» Low impact
» Moderate impact

» High impact

Scoping or tailoring determines how standards are used to get the right level
of protection for an organization. Scoping is the process of determining which
portions of a standard will be implemented by an organization. For example,

a high-security facility may decide not to deploy Wi-Fi and might state that
Wi-Fi standards are out of scope and shall not apply. Tuiloring is the process of
customizing a standard for an organization.

NIST 800-52 (Security and Privacy Controls for Federal Information Systems and
Organizations) describes the tailoring process:

1. Identify and designate common controls in initial security control
baselines.
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2. Apply scoping considerations to the remaining baseline security controls.
3. Select compensating security controls, if needed.

4. Assign specific values to organization-defined security control parameters
(such as password complexity policies) via explicit assignment and selec-
tion statements.

5. Supplement baselines with additional security controls and control
enhancements, if needed.

6. Provide additional specification information for control implementation,

if needed.

ExamAlert

The CISSP exam will expect you to understand terms such as scoping, tailoring, and
supplementation. For example, you might reduce the standard logout time from 24

hours to 8 hours. Supplementation is the addition of specific details to your speci-
fied controls. For example, you might replace the term cloud hosting with Microsoft
Azure.

By scoping a project to remove items, you might be able to reduce costs, but in
doing so, you might expose the system to unnecessary threats. Therefore, due
care must be used to determine the proper level of controls. Scoping and tailor-
ing activities should be well documented with appropriate justification. In some
cases, information and information systems must be protected regardless of the
cost because of laws that govern certain industries.
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Exam Prep Questions

1. Which of the following levels does the military classification system include?

00O

A.

B
C.
D

Confidential, private, sensitive, and public

. Top secret, secret, private, sensitive, and public

Top secret, confidential, private, sensitive, and unclassified

. Top secret, secret, confidential, sensitive, and unclassified

2. Your company is considering implementing NIST 800-53. Which of the following
terms refers to the process of modifying security controls to align with the mission
of the organization?

O
O
O
O

A.

B
C.
D

Standards selection

. Tailoring

Scoping

. Conforming

3. Which of the following endpoint security controls could have been used to poten-
tially prevent malware such as Stuxnet, Conficker, and Flame?

O
O
O
O

A.

B.
C.
D.

Implementing disk encryption
Hardening edge devices
Blocking removable media

Enforcing application whitelisting

4. Which of the following shows the proper order?

O
O
O
O

A.
B.
C.
D.

Determine SLE, ARO, and ALE and then asset value.
Determine asset value and then ARO, SLE, and ALE.
Determine asset value and then SLE, ALE, and SLE.
Determine asset value and then SLE, ARO, and ALE.

5. With which of the following assessment types do you not work with dollar
values, which can make it difficult to communicate the results of the assessment
to management?

0000

A.

B.
C.
D.

Qualitative
Quantitative
Numeric mitigation

Red team
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6. Which of the following categories of control can include the logical mechanisms
used to control access and authenticate users?

O A. Administrative

O B. Clerical
O C. Technical
O D. Physical

7. Which of the following does not describe an SED?

O A. Eases compliance

O B. Slows performance
O C. Easesuse
(O D. Provides strong security

8. Which of the following is the top level of protection for commercial business
classification?

O A. Secret
O B. Confidential
O C. Top secret
O D. Private

9. Which of the following is the most specific type of security document?
O A. Procedure

O B. Standard
O C. Policy
O D. Baseline

10. Itis important to avoid a situation in which everyone is accountable but no one is
responsible. In which of the following groups should a data owner be?

O A. End users

(O B. Technical managers
O C. Senior management
(O D. Everyone is responsible; therefore, all groups are owners

11. You need to provide protection for sensitive information that will be transmitted
between two business units, and you decide to use link encryption. Which of the
following statements is incorrect?

A. The data packet is encrypted along the communication path.

. The data packet is protected from eavesdropping and sniffing.

00O

B
C. Headers are in plaintext.
D

. Everything is encrypted from source to destination along the journey.
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After opening a new branch in the Midwest, your company is analyzing buying
patterns to determine the relationship between various items purchased. Which of
the following best describes this situation?

O
O
O
O

A.
B.
C.
D.

Data mining
Knowledge management
Data warehouse

Data standards

Which administrative process is driven by the need to protect sensitive data?

O
O
O
O

A.

Tailoring

B. Scoping
C.
D

. Asset classification

Information classification

Which of the following SAN solutions is fast, rides on top of Ethernet, and is
non-routable?

O
O
O
O

A.

SCSI

B. iSCSI
C.
D. FCoE

HBA

Who is ultimately responsible for the security of an asset?

00O

A.

Asset owner

B. Auditor
C.
D

. Risk assessment team

Custodian

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



66

CHAPTER 2: Understanding Asset Security

Answers to Exam Prep Questions

1.

10.

D. The military data classification system is widely used within the Department
of Defense. This system has five levels of classification (from lowest sensitivity to
highest): unclassified, sensitive, confidential, secret, and top secret.

B. Tailoring refers to customizing a standard for an organization. Answers A, C,
and D are incorrect: Standards selection involves determining which standard
your organization will apply and follow. Scoping involves defining which portion of
the standard will be applied. Conforming simply means complying with a standard
or standards.

C. Restricting removable media may have helped prevent infection from mal-
ware that is known to spread via thumb drive or removable media. Answer A is
incorrect because encryption of media would not have helped. Answer B is incor-
rect because edge devices were not specifically targeted. Answer D is incorrect
because enforcing application whitelisting would not have prevented advanced
persistent threats from executing on local systems.

D. The proper order is to determine the asset value and then SLE, ARO, and ALE.
Answers A, B, and C are incorrect; they are not in the proper order.

A. Qualitative assessment is scenario driven and does not attempt to assign dollar
values to components of the risk analysis. Quantitative assessment is based on
dollar amounts. Both numeric mitigation and red team are distractors.

C. Technical controls can be hardware or software. They are logical mechanisms
used to control access and authenticate users, identify unusual activity, and
restrict unauthorized access. Clerical is a nonexistent category, and all other
answers are incorrect: Administrative controls are procedural, and physical con-
trols include locks, guards, gates, and alarms.

. B. Self-encrypting hard drives offer many advantages, such as easing compliance

issues with items like personally identifiable information. They are easy to use and
offer strong encryption. Answer B is correct because SEDs do not slow down per-
formance; they are actually integrated into the hardware and operate at full perfor-
mance with no impact on user productivity.

B. Confidential is the top level of data classification for commercial business clas-
sification. Answers A, C, and D are incorrect because secret and top secret are
both part of the military classification, while private is a lower-level commercial
business classification.

A. A procedure is a detailed, in-depth, step-by-step document that lays out
exactly what is to be done. It’s tied to specific technologies and devices. Stan-
dards are tactical documents; policies are high-level documents; and baselines
are minimum levels of security that a system, network, or device must adhere to.

C. Senior management is the ultimate owner because these individuals are
responsible for the asset and must answer if data is compromised. Although
answer C is the best possible choice, it is important to realize that, in most cases,
the data owner is a member of management but might not be the most senior
executive within the organization. For example, the CFO would be the data owner
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for all financial data, the director of human resources would be the data owner for
all HR data, and so on. All other answers are incorrect because end users, techni-
cal managers, and other employees are not typically the data owners.

11. D. While link encryption does protect a data packet, the header is in plaintext.
Answers A, B, and C are incorrect as they are all true statements concerning link
encryption. With link encryption, the data packet is encrypted, the packet is pro-
tected from sniffing, and headers are in plaintext.

12. A. Data mining is the process of analyzing data to find and understand patterns
and relationships in the data. Answers B, C, and D are incorrect. Knowledge man-
agement seeks to make intelligent use of all the knowledge in an organization. A
data warehouse is a database that contains data from many different databases.
Data standards provide consistent meaning to data shared among different infor-
mation systems.

13. C. Organizations use information classification to assign value to information
based on its impact should it be exposed or its sensitivity. Answers A, B, and D
are incorrect as tailoring is modifying standards to an industry. Scoping is deter-
mining which portions of standards to apply. Asset classification is a system for
assigning assets to groups, based on a number of common characteristics.

14. D. Fibre Channel over Ethernet (FCoE) can operate at speeds of 10 Gbps and
rides on top of the Ethernet protocol. While it is fast, it has a disadvantage in
that it is non-routable. Answers A, B, and C are incorrect. SCSI is used for local
devices only. iSCSI is a SAN standard used for connecting data storage facilities
and allowing remote SCSI devices to communicate. An HBA is used to connect a
host system to an enterprise storage device.

15. A. Some day-to-day responsibility may be passed down to the custodian; how-
ever, ultimately the owner is responsible.

Need to Know More?

Data classification: mrcissp.com/2019/01/17/
data-classification-why-what-how/

Asset retention: https://info-savvy.com/cissp-asset-retention-bk2d2¢5/
ISO 27002 overview: https://www.is027001security.com/html/27002.html
HIPAA regulations and the CISSP: cissp2021.blogspot.com/2020/12/gdpr-

hipaa-compliance-key-similarities.html

IT asset management: searchcio.techtarget.com/definition/
I'T-asset-management-information-technology-asset-management

Security policy templates: www.sans.org/security-resources/policies/

IT security baselines: https://resources.infosecinstitute.com/certification/
cissp-prep-security-policies-standards-procedures-guidelines/

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.


http://mrcissp.com/2019/01/17/data-classification-why-what-how/
http://mrcissp.com/2019/01/17/data-classification-why-what-how/
https://info-savvy.com/cissp-asset-retention-bk2d2t5/
https://www.iso27001security.com/html/27002.html
http://cissp2021.blogspot.com/2020/12/gdpr-hipaa-compliance-key-similarities.html
http://cissp2021.blogspot.com/2020/12/gdpr-hipaa-compliance-key-similarities.html
http://searchcio.techtarget.com/definition/
http://www.sans.org/security-resources/policies/
https://resources.infosecinstitute.com/certification/cissp-prep-security-policies-standards-procedures-guidelines/
https://resources.infosecinstitute.com/certification/cissp-prep-security-policies-standards-procedures-guidelines/

68
CHAPTER 2: Understanding Asset Security

Building effective policy: csrc.nist.gov/nissc/1997/panels/isptg/pescatore/
html/

OECD versus GDPR: piwik.pro/blog/oecd-guidelines-8-privacy-principles-
to-live-by/

Scoping and tailoring: www.hackingtheuniverse.com/infosec/
nist-computer-security/security-control-implementation/
tailoring-security-controls
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CHAPTER 3

Security and Risk
Management

Terms you’ll need to understand:

» Security governance

» Compliance

P Regulation

» Information security laws and regulations
» Professional ethics

» Threat

» Vulnerability

P Security and risk management

P Single loss expectancy (SLE)

» Annual rate of occurrence (ARO)
P Residual risk

P Annual loss expectancy (ALE)

P Business continuity requirements
P Threat modeling

» Supply chain risk management

Topics you’ll need to master:

v

Calculations used for risk management

Approved approaches to good security management

How to perform qualitative risk analysis

How to perform quantitative risk analysis

How to perform hybrid risk analysis

Good resource protection

The roles of security policies, procedures, guidelines, and baselines
Proper data classification

Proper implementation of security roles

VVyVVVYVyYVYVYY

How to perform risk calculations
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Introduction

The CISSP exam Security and Risk Management domain encompasses data
classification and evaluation as well as security governance and protection of
intellectual property. Each of these is driven by documents such as policies,
procedures, and guidelines. These documents are of great importance because
they spell out how an organization manages its security practices and detail
what is most important to the organization. These documents provide a road-
map, demonstrating the level and amount of governance in an organization.
These documents are not developed in a void. Senior management must lead
by driving this process. Senior management has the vision, knows the overall
goals of the organization, and knows the mission of the organization. Each of
these documents should be tied to laws, regulations, and mandates that govern
the organization.

"This chapter goes into more depth on the two ways to calculate risk: qualitative
and quantitative. The key to mastering the Security and Risk Management
domain is understanding these two methods. Neither of these methods is better
than the other. Both quantitative and qualitative risk assessment methods have
advantages and disadvantages. It is important that you, as a CISSP candidate,
understand the differences and how each method can be used to address
threats, assess risk potential, and evaluate an organization’s vulnerabilities. You
need to understand that risk can occur in the supply chain, in processes, and
even in a lack of robust business continuity processes.

Finally, it’s important to remember that employees play a key part in security and
risk management. They are tasked with carrying out the policies implemented
by management. Although the workers in an organization will want to do the
right thing and help the company succeed, they must be trained. Their train-

ing can be on a wide range of topics, from ethics to acceptable use to social
engineering. Training helps employees know what the proper actions are and
understand the security practices of the organization. The overall goal of this
domain is to ensure confidentiality, integrity, and availability of an organization’s
assets and information.

Security Governance

Security management has changed throughout the years. In the 1970s, the
focus was on computer security, whereas in the 1980s and 1990s, the focus
shifted to data and information security systems. Only during the past few
decades have organizations begun to look at security more holistically.
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"Today, there is a focus on governance, which encompasses all of security. Good
governance requires total enterprise protection, often referred to as a holistic
enterprise security program, which includes physical, logical, and administrative
components. Luckily for security management, there are many guidance
documents available to help build an effective security management program.
Such a program is considered a code of practice for information security.

U.S. Legal System and Laws

The U.S. legal system can trace its roots to the United Kingdom. The United
States, United Kingdom, and Canada all use a common law system. Common
law is based on previous rulings and principles, such as szare decisis—the concept
that court cases that are similar should be decided in a consistent manner.
Common law also recognizes the rule of reasonable doubt and that a defendant
is innocent until proven guilty. Common law includes several categories:

» Criminal law: Criminal law exists to punish someone who violates
the government’s laws and is therefore considered to have committed
crimes against society. Cases are brought forth by the state or federal
government. Punishment can include financial penalties, imprisonment,
or both. Broadly speaking, felonies are more serious crimes that can
result in large fines and more than one year of imprisonment, while
misdemeanors are less serious crimes that result in smaller fines and
no more than one year of imprisonment. Penalties for both felonies
and misdemeanors are designed to punish criminals and deter criminal
activity.

» Civil law: Civil law has no ability to prescribe prison time. Cases are
brought forth by victims or individuals who believe they have been
wronged. Victims are compensated by means of financial awards of
punitive, compensatory, or statutory damages if the defendant is found
guilty. Punitive damages are determined by a jury. Compensatory
damages are payments based on actual damage, whereas statutory
damages are awarded based on law and preset limits.

» Administrative (regulatory) law: Administrative law establishes
standards of performance and conduct that governmental agencies
expect from industries, organizations, officials, and officers. Individuals
and organizations that violate these laws can be punished by financial
penalties and/or imprisonment. These laws typically apply to healthcare,
financial, industrial, petrochemical, and pharmaceutical industries.
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Hearsay evidence is generally not admissible in court as it is considered secondhand
information.

Relevant U.S. Laws and Regulations

Security professionals should be aware of the laws that pertain to them locally
and understand terms such as due care and due diligence. Due care involves
taking reasonable care to protect the assets of an organization. For example,
think of it as information gathering. Doing the right thing over a period of
time—implementation—is due diligence.

The CISSP exam does not test you on country-specific laws, but you should
have an understanding of laws in your region of the world. The following are
important U.S. laws and guidelines:

» Computer Fraud and Abuse Act (CFAA) of 1986: Amended in 1996,
this act makes distribution of malware illegal. It deals with computers
used by the federal government but can include others.

» Federal Sentencing Guidelines of 1991: These rules provide guidance
to judges to ensure that sentences are handed down in a more uniform
manner for crimes dealing with computers.

» Economic Espionage Act of 1996: This act defines strict penalties for
those accused of espionage.

» U.S. Child Pornography Prevention Act of 1996: The goal of this act
is to combat and reduce the use of computer technology to produce and
distribute child pornography.

» U.S. Patriot Act of 2001: This act strengthens computer crime laws to
expand law enforcement’s capability to fight terrorism.

International Legal Systems and
Laws

Legal systems vary throughout the world in terms of the rights of the accused,
the role of the judge, the nature of evidence, and other essential legal concepts.
Claims and cases can be handled quite differently in different places. Figure 3.1
shows some of the various systems used in the world.
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I Civil Law

B Common Law

B Customary Law
Religious Law

B Common and Civil Law
Unknown

FIGURE 3.1 Legal Systems of the World

Much of Europe is based on civil (code) law, also known as Napoleonic law. Civil
law evolved in Europe around the time of the Roman Empire. The Romans
used Corpus furis Civilis, which featured a comprehensive system of written
rules of law that serves as the basis of civil law used today. The major difference
between civil law and common law is that civil law uses legislation as the main
source of legal rulings in court cases.

Religious law is based on religious tenets. Examples include halakha in Judaism
and sharia in Islam. The Islamic system is an autonomous legal system based on
religious tenets and references the Qur’an. China and some African countries
use customary law, which is based on the concept of what is considered custom-
ary and normal conduct.

If two or more of these legal systems are combined, the result is a mixed law
system. Mixed law systems are noted for their inclusion of more than one type
of legal framework and might feature components of two or more basic types.
As an example, Louisiana has features of both civil law and common law, and
parts of the Middle East mix customary law with religious law.

This international patchwork of legal systems is superimposed on international
property laws that affect data handling, so although the CISSP exam will most
likely focus on common law, it is important that you understand the differences
between the various legal systems used around the world.

International Laws to Protect Intellectual
Property

Data owners typically have legal rights over the data they create and own.
Data owners are typically responsible for understanding the intellectual prop-
erty rights and copyright of their data. Intellectual property is agreed on and
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enforced worldwide by various organizations, including the United Nations
Commission on International Trade Law (UNCITRAL), the European Union
(EU), and the World Trade Organization (WTO). International property laws
protect trade secrets, trademarks, patents, and copyrights:

» Trade secret: A trade secret is a confidential design, practice, or method
that is proprietary or business related. For a trade secret to remain valid,
the owner must take precautions to ensure that the data remains secure.
Examples of these precautions include encryption, document marking,
and physical security.

» Trademark: A trademark is a symbol, word, name, sound, or something
else that identifies the origin of a product or service in a particular trade.
The (ISC)* logo is an example of a trademarked logo. The term service
mark is sometimes used to distinguish a trademark that applies to a
service rather than to a product.

» Patent: A patent documents a process or synthesis and grants the owner
a legally enforceable right to exclude others from practicing or using the
invention’s design for a defined period of time.

» Copyright: A copyright is a legal device that provides the creator of a
work the right to control how the work is used and protects that person’s
expression on a specific subject. This includes the reproduction rights,
distribution rights, music, right to create, and right to public display. The
length of a copyright in the United States and the EU is life plus 70 years.
Copyrights to intellectual property are agreed on and enforced worldwide
by various organizations, including UNCITRAL, the EU, and the WTO.

Although copyright law generally defines the ownership and use of material, fair
use allows for use of material in a limited manner. Fair use is intended to balance
the interests of copyright holders with those of the public. Limited use of material is
allowed to situations that might otherwise be considered infringement.

Global Legal and Regulatory Issues

One global legal issue is privacy laws. These laws are of critical importance
because technology has simplified the process of accumulating large amounts
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of data about individuals. An example of this can be seen in the Chinese
social credit system, which is designed to establish a unified record system for
individuals, businesses, and the government that tracks and evaluates credit
scores. This is a massive database, and there are important privacy concerns
about how this data is stored and whether it can be breached.

Throughout the world, commercial and government databases contain
tremendous amounts of data that can be used to infringe on people’s sense

of privacy and anonymity. The misuse of these databases can lead to targeted
advertising and disclosure of personal preferences that some individuals believe
is intrusive. Privacy is increasingly being recognized as a fundamental right in
many countries, and organizations that hold personal information are being
required to protect it.

The EU, which has been on the forefront in developing laws that protect
individual privacy, deals with privacy on the federal level. Its Data Protection
Authority has the power to enforce privacy directives. EU privacy guidelines
enacted in 1998 state the following:

» Data is to be used only for the purposes for which it was collected and
within a reasonable time.

» Individuals are entitled to request and receive reports on data about them.

» An individual’s personal data cannot be disclosed to third parties unless
authorized by statute or consent of the individual.

» Persons have a right to make corrections to their personal data.

» Data transmission to locations where equivalent personal data protection
cannot be assured is prohibited.

The EU has also implemented a concept known as the 7ight to be forgotten,
which has been in practice in the EU and Argentina since 2006. On request,
information that is irrelevant, private, or no longer relevant must be removed
from Internet searches.

In the United States, the federal government reacts only to obvious abuses of
laws when they are reported. Privacy laws are driven by government actions.

The Fourth Amendment to the U.S. Constitution is the basis of privacy
law in the United States. Two laws are worth mentioning include the following
to laws:

» The Privacy Act of 1974: This act limits the personal information a
federal agency can collect, maintain, and disclose.
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» The Identity Theft and Assumption Deterrence Act of 1998: This
act raises the penalties for identity theft and establishes that the person
whose identity was stolen is a true victim. Before passage of this act, only
a credit grantor who suffered monetary losses was considered a victim.

Even with these laws in place, it is still possible to obtain a large amount of
information about individuals in the United States. To get a better idea about
what types of information are available, take a moment to review Table 3.1.
Most of these sites will give you some information for free, and for just a few
dollars you can get much more. This is just a short list; there are many more
sites from which to gather personal information.

TABLE 3.1 Personal Information Websites
Type of Information Usage URL

Location of individual Used to find location, address, www.zabasearch.com
age, and other information

Informants Used to identify informants www.whosarat.com
Police crime tracking Used to report misconduct and www.copblaster.com
abuse

Although the United States and the EU take different approaches to privacy, U.S.
companies handling information from customers based in the EU must be aware of
the European Commission’s 1998 Directive on Data Protection (Safe Harbor) and
must provide a standard for privacy protection equal to what would be provided in
the EU.

Computer Crime and Hackers

An important global legal issue is multinational hacking and computer crime.
Hackers, or threat actors, may be based in one county, use servers in another,
and then use those resources to target yet another country. Attribution is

difficult. CISSP candidates must be prepared to deal with these threat actors.

It’s commonly thought that only one-tenth or so of all the computer crimes
committed are detected and prosecuted. It is difficult to develop accu-

rate numbers regarding the detection and reporting of computer crime.
Many crimes go undetected and others are detected but never reported
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to law-enforcement agencies or the general public. Some companies do not
report because they are worried about gaining a negative reputation and losing
customers; others do not report because they are afraid that they might appear
vulnerable. One good source of information about computer crime and data
breaches is https://informationisbeautiful.net, which lists the top data breaches
each year (see Figure 3.2).

World's Biggest Data Breaches & Hacks

Selected events over 30,000 records

Spambot
o

River City
Media

FIGURE 3.2 World’s Biggest Data Breaches

Computer criminals use multiple attack vectors:
» Physical security attack: Physically accessing systems

» Personnel security attack: Harassing, extorting, or threatening
employees

» Communications attack: Eavesdropping on wired, wireless, or satellite
communications

Logical attack: Logically accessing systems

Social engineering attack: Tricking employees or others into providing
access or information

No discussion of computer crime would be complete without a review of
the criminals. Most security professionals think of computer criminals as
hackers. Originally, the term hacker was used to mean a computer enthusiast
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who enjoyed understanding the internal workings of a system, computer, or
computer network. Over time, the popular press began to use the term hackers
for individuals who broke into computers with malicious intent. The industry
responded by developing the term cracker, which is short for criminal hacker.
The term cracker was meant to describe individuals who seek to compromise
the security of a system without permission from an authorized party; however,
the public continues to use the term hacker for a computer criminal. There are
actually many other terms that can be used to identify a criminal and to catego-
rize criminal activities, including the following:

» Hacker/threat actor: This generic term describes an individual who is
partially or wholly responsible for an incident that impacts or has the
potential to impact an organization’s security and breach the confidential-
ity, integrity, or availability of the resource.

» Script kiddies: This term is used to describe less experienced hackers,
who often use widely available freeware vulnerability assessment tools,
existing code, and hacking tools designed for attacking purposes only.
These attackers typically have very limited programming or hacking skills
and depend on tools written by others.

» Disgruntled employees: Employees who have lost respect for their
employer may attack the organization. These individuals might or might
not have more skills than script kiddies. Insiders or former insiders are a
real risk because of the knowledge they have and the access they might
possess.

» Cyberterrorists/cybercriminals: Individuals or groups are sometimes
funded to conduct clandestine or espionage activities on governments,
organizations, and people in an unlawful manner. These individuals are
typically engaged in sponsored acts of defacement, DoS/DDoS (denial of
service/distributed denial of service) attacks, identity theft, and financial
theft. They may also compromise critical infrastructure, such as nuclear
power plants, electric plants, water treatment plants, and so on.

» Corporate spy/nation-state hackers: These are elite hackers who have
specific expertise in attacking vulnerabilities in systems and networks.
Out of all the adversaries discussed so far, these are by far the most
sophisticated and capable, and they have access to the greatest resources.
Government-sponsored threat actors have the funding, tools, and
resources to go to great lengths to gain access to a targeted resource.
Examples of organizations that support these types of these actors include
Cozy Bear, Clever Kitten, Deep Panda, and Mythic Leopard.
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Tip

If you want to learn more about hacking and all the players in the security realm—
including hackers, security professionals, and law enforcement—consider local
options such as Information Systems Security Association (ISSA) and INFRAGARD
or security conferences such as Black Hat or DEF CON. You can attend conferences

to gain (ISC)? continuing professional education (CPE) credits and learn more about
current security trends and exposures.

Sexual Harassment

U.S. law requires companies to provide a safe workplace where employees are
free from sexual harassment and offensive behavior. Progress has been made in
recent years on issues such as sexual harassment in the workplace.

For example, the #MeToo movement directed a spotlight on sexual harassment
and sexual assault in the workplace. Many who have survived sexual harassment
in the workplace have come forward to speak out about their experiences.
Companies that fail to enforce acceptable use policies (AUPs) could find
themselves in legal jeopardy for not addressing these issues.

One of the key documents that can be used to achieve good governance is
ISO/IEC 27002, which is discussed in more detail later in this chapter.

U.S. Governance

Risk management is the ultimate requirement in support of all information
security activities. The following sections examine some U.S. laws and
mandates to help with risk management.

Health Insurance Portability and Accountability
Act (HIPAA)

HIPAA, which was signed into law in 1996, has two areas. Title I of the act
protects health insurance coverage for workers and their families when they
change or lose their jobs. Title II requires the U.S. Department of Health

and Human Services (DHHS) to establish national standards for electronic
healthcare transactions and national identifiers for providers, health plans, and
employers.
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The HIPAA Privacy Rule dictates controls that organizations must put in place
to protect personal information. The privacy rule defines three major purposes:

» “To protect and enhance the rights of consumers by providing them
access to their health information and controlling the inappropriate use
of that information.”

» “To improve the quality of health care in the United States by restoring
trust in the health care system among consumers, health care profession-
als, and the multitude of organizations and individuals committed to the
delivery of care.”

» “Io improve the efficiency and effectiveness of health care delivery by creat-
ing a national framework for health privacy protection that builds on efforts
by states, health systems, and individual organizations and individuals.”

Gramm-Leach-Bliley Act (GLBA)

GLBA, which was signed into law in 1999, resulted in the most sweeping
overhaul of financial services regulation in the United States to date.

Title V of GLBA addresses financial institutional privacy. Subtitle A of the act
requires financial institutions to make certain disclosures about their privacy
policies and to give individuals an opt-out capability. Subtitle B criminalizes
the practice known as pretexting, which is the practice of obtaining personal
information under false pretenses.

Under GLBA, financial institutions are required to protect the confidentiality
of individual privacy information. As specified in GLBA, a financial institution
must develop, implement, and maintain a comprehensive information security
program with appropriate administrative, technical, and physical safeguards.
Administrative controls include items such as background checks and separation
of duties. Technical controls can be hardware or software, such as encryption or
an intrusion detection system (IDS). Physical controls include gates, guards, and
fences. An information security program must include the following controls:

» The assignment of a designated program manager for the organization’s
information security program

» A periodic risk and vulnerability assessment and audit
» A program of regular testing and monitoring

» The development of policies and procedures for control of sensitive
information and personally identifiable information (PII)
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Federal Information Security Management
Act (FISMA)

FISMA was signed into law in 2002. One of the big changes that FISMA
brought about was a set of clear guidelines for information security designed
for the protection of federal government I'T infrastructure and data assets.
FISMA requirements specify the following responsibilities:

» Develop and maintain an information assurance (IA) program with an
entire I'T security architecture and framework.

» Ensure that information security training is conducted to keep technical

and management personnel properly trained and certified in accordance
with DoD 8570.

» Implement accountability for personnel with significant responsibilities
for information security.

FISMA also requires periodic risk assessments, risk assessment policies and
procedures, periodic (at least annual) testing and evaluation, and proper
training for senior management so that proper security awareness programs

can be deployed.

Sarbanes-Oxley Act (SOX)

SOX, which was signed into law in 2002, mandates a number of reforms to
enhance corporate responsibility, enhance financial disclosures, and combat
corporate and accounting fraud. Sections 302 and 404 are the two sections
that address I'T infrastructure and information security. Section 302 requires
the CEO and CFO to personally certify that their organization has the proper
internal controls. It also mandates that the CEO and CFO report on effective-
ness of internal controls around financial reporting.

Section 404 sets requirements on management’s structure, control objectives,
and control procedures. Staying compliant with Section 404 requires companies
to establish an infrastructure that is designed to archive records and data and
protect them from destruction, loss, unauthorized alteration, or other misuse. It
requires that a set of comprehensive controls be put in place and holds CEOs
and CFOs accountable.
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National Institute of Standards and
Technology (NIST)

NIST started as the National Bureau of Standards and changed its name in
1989 to the National Institute of Standards and Technology (see www.csrc.nist.
gov). The following are some of the NIST documents a security professional

should have knowledge of:
» NIST 800-37: This is a guide for applying risk management.

» NIST 800-53: This government publication provides guidelines for
selecting and specifying security controls for information systems
supporting the executive agencies of the federal government. Many
organizations in private industry use NIST SP 800-53 as a guide for their
security management.

» NIST 800-60: This is a guide for mapping types of information and
information.

Federal Information Processing Standards
(FIPS)

FIPS are publicly announced standards developed by the U.S. government for
use in computer systems by non-military government agencies and government
contractors. The following are some of the standards you should be familiar
with for the CISSP exam:

» FIPS 199: This standard establishes security categories of information
systems used by the federal government.

» FIPS 200: This standard lists mandatory security requirements for
government systems.

ExamAlert

CISSP exam candidates must understand and know how to apply security concepts
such as security governance and the frameworks used.

International Governance

International governance is an issue that has grown in importance as more
data is shared globally. One framework for managing this huge amount of
information is Information Technology Infrastructure Library.
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ITIL (formerly Information Technology Infrastructure Library) provides a
framework for identifying, planning, delivering, and supporting I'T services for
business.

ITIL has a process that begins with setting objectives for the enterprise’s I'T,
providing the initial direction, and then evolving into a continuous loop.

I'TIL presents a service lifecycle that includes the following:

>

>
>
>
>

Continual service improvement
Service strategy

Service design

Service transition

Service operation

Another international standard is International Organization for Standard-
ization (ISO) 27002, which provides best practice guidance on information
security management. It is divided into 12 main sections:

vV vV vV vV v vV vV v vV VY

Risk Assessment and Treatment

Security Policy

Organization of Information Security

Asset Management

Human Resources Security

Physical and Environmental Security
Communications and Operations Management
Access Control

Information Systems Acquisition, Development, and Maintenance
Information Security Incident Management
Business Continuity Management

Compliance

ISO 27002 is written for individuals responsible for initiating, implementing,
and/or maintaining information security management systems. Its goal is to
provide a template for protectors, provide technical guidance, and help train
those tasked with protecting an organization’s assets.
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The following are additional standards from the ISO 27000 family that you
should be familiar with for the CISSP exam:

» ISO 27001: This standard describes requirements related to establish-
ing, implementing, operating, monitoring, reviewing, and maintaining an
information security management system (ISMS); it is based on British
Standards Institute BS 7799.

» ISO 27003: This standard focuses on implementation of an ISMS.
» ISO 27004: This standard covers information security measurements.

» ISO 27005: This standard describes how to implement solutions based
on risk management.

» ISO 27799: This standard describes how to protect personal health
information.

ISO 9001 is a quality management standard that has garnered widespread sup-
port and attention. ISO 9001 describes how production processes are to be
managed and reviewed. It is not a standard of quality but focuses on how well a
system or process is documented. Companies that wish to obtain 9001 certifica-
tion need to perform a gap analysis to determine areas that need improvement.
ISO 9001 includes six documents:

» Control of Documents

Control of Records

Control of Non-conforming Product
Corrective Action

Preventive Action

vV v. v v Vv

Internal Audits

Tip
To achieve ISO 9001:2000 certification, an organization must perform a gap analysis
to identify shortcomings that need to be addressed in order to obtain certification.

Being ISO certified means that the organization has the capability to provide
products that meet specific requirements and includes a process for continual
improvement. It may also have a direct bearing on an audit as it places strong
controls on documented procedures. Another ISO standard that you should
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be aware of is ISO 27001, which used to be known as BS 17799.1SO 27001 is

divided into 12 main sections:

>

Risk Assessment and Treatment

» Security Policy

vV v v v vV vV VvV vV VY

Tip

Organization of Information Security

Asset Management

Human Resources Security

Physical and Environmental Security

Communications and Operations Management

Access Control

Information Systems Acquisition, Development, and Maintenance
Information Security Incident Management

Business Continuity Management

Compliance

For the CISSP exam, you should have a basic understanding of ISO standards and
their purpose; however, the exam does not cover U.S. laws.

The Cloud Security Alliance (CSA) Security Trust Assurance and Risk (STAR)
rating validates best practices and the security posture of cloud providers. It is
divided into three tiers:

>
>
>

Tier 1: Self-assessment through a questionnaire
Tier 2: A third-party assessment

Tier 3: Continuous monitoring by a certified independent organization

The Organisation for Economic Co-operation and Development (OECD) has
developed privacy guidelines that are approved by 30 nations, including EU
countries, the United States, Mexico, Australia, Japan, and Czech Republic. The
OECD framework contains eight driving principles:

>
>
>

Collection Limitation Principle
Data Quality Principle

Purpose Specification Principle

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



86
CHAPTER 3: Security and Risk Management

» Use Limitation Principle

» Security Safeguards Principle

» Openness Principle

» Individual Participation Principle

» Accountability Principle

For the CISSP exam, you also need to know about two more European documents:

» 10 Steps to Cyber Security: This document provides detailed cyberse-
curity information and advice across 10 critical technical and procedural
areas. It was created by Communications-Electronics Security Group
(CESQG), the information security arm of Government Communication
Headquarters (GCHQ), and the National Technical Authority for Infor-
mation Assurance within the United Kingdom.

» Cybersecurity Strategy of the European Union: This document devel-
oped by the EU describes an approach to preventing and responding to
cybersecurity attacks.

Proclaiming you are compliant with a known standard is not enough. Most entities
expect attestation. Attestation means providing evidence or proof. For example, cloud
hosting providers use attestation to assure customers that they have gone through
third-party verification and review. ISO 27001, Statement on Auditing Standards (SAS)
70, and PCI-DSS use PCI Qualified Security Assessor (QSA) for attestation.

Risk Management Concepts

Risk management is a systematic ongoing approach to analyzing risk, identify-
ing threats, and implementing controls to mitigate risk. Risk management
should be driven by senior management, who appoint someone to lead the

risk assessment process. When senior management is driving the process, a
company has top-down support for a security program; this is the preferred
method. Sometimes senior management might not see the value of a structured
risk assessment process. In such situations, a bottom-up process might still be
able to drive the risk assessment process.

It is imperative that individuals driving the risk assessment process gain
the support of senior management. One way to secure senior management
commitment and support is to educate them using a formal presentation
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that communicates key aspects of the overall risk management program and
reminds senior management that they are ultimately responsible.

After senior management is on board, the risk management process can
begin. The goal of this process is for the organization to build the controls
necessary to protect the organization’s staff and assets while meeting
stakeholder expectations. Major parts of risk management are developing the
risk management team, identifying threats and vulnerabilities, placing a value
on the organization’s assets, and determining how you will deal with the risk
you uncover.

Risk Management Frameworks

A risk management framework supports the risk management process. For
example, British Standards Institute BS 31100 provides guidance on the
objectives, mandate, and commitment to manage risk. As another example,
NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal
Information Systems, details a six-step risk management framework (RMF). The
steps of the RMF are as follows (see Figure 3.3):

1. Categorize
2. Select

3. Implement
4. Assess

5. Authorize
6. Monitor

A number of other approaches to risk management and assessment have been
developed, including the following:

» Factor Analysis of Information Risk (FAIR): This approach to risk
management involves developing baselines of probabilities for the
frequency and magnitude of loss events. It’s considered an add-on to
existing risk frameworks.

» Risk factor analysis: This is another approach to risk analysis that uses
a six-step methodology to identify factors that drive the behavior of the
project schedule, cost, and technical performance.

> Probabilistic risk assessment: This approach is designed for use with
large-scale complex projects where risk is defined as a feasible detrimental
outcome of an activity or action. The results are expressed numerically.
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Architecture Description PROCESS Organizational Inputs
OVERVIEW
Architecture Reference Models Laws, Directives, Policy Guidance
Segment and Solution Architectures ) Strategic Goals and Objectives
Mission and Business Processes Starting Priorities and Resource Availability
Information System Boundaries Point Supply Chain Considerations

Repeat as necessary\
N
» Step 1 »

CATEGORIZE
Step 6 Information System Step 2
MONITOR SELECT
Security Controls Security Controls
Risk
f Management ‘
Framework
Step 5 Step 3
AUTHORIZE IMPLEMENT
Information System Step 4 Security Controls
ASSESS
Security Controls

FIGURE 3.3 NIST Risk Management Framework

A risk register is a tool you can use as a repository of identified risk and the nature
of each one. You can see an example of a risk register at www.slideshare.net/
KashifMastan/risk-register-34631122.

Risk Assessment

Whereas risk management is ongoing, a risk assessmnent has start and stop dates.

A risk assessment involves identifying and prioritizing risks to a business. Com-
pleting a risk assessment is crucial. Without it, you cannot design good security
policies or procedures to defend your company’s critical assets. Risk assessment
requires individuals to take charge of the risk management process.

For the CISSP exam, it is important to understand the concepts of risk, threat,
and vulnerability.

Risk is the probability or likelihood of an occurrence or realization of a threat.
There are three basic elements of risk from an I'T infrastructure perspective:

> Asset: A component or an item of value to an organization, such as a data
asset
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» Threat: Any circumstance that could potentially cause loss or damage to
an asset

» Vulnerability: A weakness in infrastructure, design, or components that might
be exploited by a threat to destroy, damage, or compromise an asset

A threat is any agent, condition, or circumstance that could potentially cause
harm, loss, damage, or compromise to an asset. From an I'T perspective, threats
can be categorized as circumstances that can affect the confidentiality, integrity,
or availability of an asset. Threats can be natural, human caused, or technical.
Threats can result in destruction, disclosure, modification, or corruption of
corporate resources or can lead to denial of service.

A vulnerability is a weakness in the design of a product, a weakness in the imple-
mentation of a product, or a weakness in how a product’s software or code was
developed. Vulnerabilities can be reduced or even possibly eliminated through
the implementation of safeguards, controls, and security countermeasures.

Controls are mechanisms used to restrain, regulate, or reduce vulnerabilities. Con-
trols can be corrective, detective, preventive, or deterrent.

Risk Management Team

Before you start to fret over how one person could ever accomplish risk man-
agement alone, understand that risk management is a big job. You’ll need
coworkers and employees from other departments to help. To do an effective
job of risk management analysis, you must involve individuals from all the dif-
ferent departments of the company. It’s hard for any one person to understand
the inner workings of all departments. As an I'T" or security administrator, you
understand the logical risks the I'T" infrastructure faces, but do you really have
a grasp of the problems HR might have (such as employee controls, effective
termination practices, and control of confidentiality information)? Bringing
in key employees from other functional areas is required if you expect the risk
management process to be successful.

Consider including employees from each of the following groups on a risk
management team:

» Information system security

» IT and operations management
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System and network administration
Internal audit

Physical security

>
>
>
» Business process and information owners
» Human resources

> Legal

>

Physical safety

Asset owners should also be represented on the team. Because the asset owners
are responsible for assets, they should have a voice in the types of controls that
are implemented. Having asset owners on the team ensures that the team is
aware of, and can address, the many threats it will need to examine.

The team must also be kept informed and guided by personnel knowledgeable
about the legal and regulatory requirements of the organization. For example,
a team may be established specifically to examine ways to decrease insurance
costs, reduce attacks against the company’s technical infrastructure, or verify
compliance with government standards such as GLBA, SOX, or HIPAA.

After the risk management team has been established, it must perform the
following tasks:

» Perform asset valuation
Perform threat analysis

>
» Perform quantitative or qualitative risk assessment
» Choose remedial measures

| 4

Reduce, assign, or accept the risk

The key security management practices necessary to assess risk can be broken
into six broad steps (see Figure 3.4):

1. Asset identification
. Risk assessment
. Policy development

2
3
4. Implementation
5. Training and education
6

. Auditing the security infrastructure
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1. Asset 3. Policy
Identification Development
A \ / \
" 5. Training
Asset 2. Risk 4.
- _— 1 _— and
Valuation / Assessment \ Implementation Education
A Threat Analysis Countermeasure
Design
Control Evaluation

6. Audit

A

-«

FIGURE 3.4 Risk Management Strategy

Asset |dentification and Valuation

Once you have a risk management team that has the support of senior
management, the next step is to list the value of the organization’s assets. A
proper asset valuation enables the organization’s risk management team to
start making business decisions regarding deployment of security controls and
security countermeasures.

One of the most important steps in securing an organization’s assets is to
identify and inventory all those assets. For example, say that you work for a
bank that is in charge of protecting a customer database containing names,
Social Security numbers, and addresses. You would want to place a much higher
level of control over these assets than you would another database that con-
tained locations, manager names, and phone numbers for all your bank’s local
branches. However, you would not know the level of protection if you were
unaware of the database asset. Without a complete and accurate inventory of all
assets, an asset valuation cannot be performed.

Keep in mind that assets can be both tangible and intangible. When recording
information about an organization’s assets, you should include the following
information:

» Identification
Location
Risk
Protection

Group

vV v. v v Vv

Owner
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One final important aspect offered by documented asset management is dem-
onstrated due care. To value an asset properly, you need to appreciate that the
value is often based on more than just the cost to create or purchase that item.
Consider the following:

» What did it cost to acquire or create the asset?

What liability would the organization face if the asset were compromised?
What would be the production cost if the asset became unavailable?
What is the value of the asset to competitors and foreign governments?

How critical is the asset, and how would its loss affect the company?

vV v.v v Vv

What skill sets and how many hours per day, week, or month are required
to maintain the asset?

» What subsystems, applications, hardware, or software does this asset
depend on?

After listing the values of assets, the risk management team can determine the
organization’s most critical systems, resources, applications, and data. This
information allows the team to prioritize investments for security controls and
security countermeasures. Controls are not cost free but require expenditure
of limited funds. Most organizations must justify the investment needed for
proper security controls and security countermeasures.

Without an asset valuation, it is difficult to understand a control’s return on
investment (ROI) or make a cost—benefit analysis of the investment in security
countermeasures. Knowing the value of assets that you are trying to protect

is also important because it would be foolish to exceed the value of an asset

by spending more on the countermeasure than the asset is worth or spending
more on a control than you stand to lose if a threat targets a vulnerability. A
common problem is failing to take into account how the secondary and tertiary
systems affect value assigned to key assets.

Remember that you can’t protect everything. When defining scope, organi-
zations must keep in mind that they have only limited funds and resources,

and countermeasures must be strategically deployed to guard what has been
deemed most critical. Focus should first be given to protect assets that face high
levels of risk, as illustrated in Figure 3.5.
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FIGURE 3.5 High-Risk, High-Impact Assets

It is often necessary to do asset identification and evaluation for insurance
purposes. An organization might determine that some risks should be
transferred to third parties, and asset valuation enables an organization to
accurately assess its business insurance requirements. Some companies now
offer technical and cyber risk coverage, popularly known as hacker insurance.

Threats Analysis

Earlier in this chapter, we discussed the negative impacts threats can have on
an organization. This section looks at where threats might originate. Threats
can occur because of technical failures or natural factors, or they can be caused
by humans, either maliciously or accidentally. Identifying all potential threats
is a huge responsibility. You don’t want to randomly brainstorm on potential
threats; after all, why list a hurricane as a threat if you live in Kansas? A good
place to start is to think about threats you might face in the following common
categories:

» Natural catastrophes

Physical threat/theft

Human error/insider threat
Application error/buffer overflow
Equipment malfunction

Environmental hazards

vV v. v v v VY

Malicious software/covert channels
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Hacker attacks
Disclosure of confidential information

Stolen, lost, damaged, or modified data

Terrorism

| 2

| 2

>

» Unauthorized access
>

» Viruses, worms, and malware
| 2

Denial of service

A threat coupled with a vulnerability and a threat agent can lead to a loss. A
threat agent is an individual or a group that can manifest a threat. As mentioned
earlier, vulnerabilities are flaws or weaknesses in security systems, software,

or procedures. An example of a vulnerability is lack of employee training; an
improperly trained help desk employee could, for example, unknowingly give a
password to a potential hacker, which could result in a loss. Examples of losses
or impacts include the following:

» Financial loss

» Loss of reputation

» Endangerment or injury of staff, clients, or customers
» Loss of business opportunity
>

Breach of confidence or violation of law

Losses might have immediate or delayed impact. A delayed loss has a negative
effect on an organization well after the period of loss. This could perhaps be a
few days, a few months, or even a few years. For example, an organization could
have its website hacked and thus suffer an immediate loss. No e-commerce
transactions can occur until technical support is brought in to rebuild the web
server; all normal processing is halted. But these immediate losses might not be
the only effects the company feels. Later, when the local news channel reports
that the company was hacked and that personal information was lost, the com-
pany’s reputation could be hurt, leading to a loss of customers in the future.
State laws vary, and some states, such as California, might require the company
to report a breach. Customers might remember such an event for years to come
and choose to use a competitor. These are examples of delayed loss.
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Take a moment to review Figure 3.6, which displays the relationships among
threats, vulnerabilities, and controls. Notice that a threat by itself does not
represent a danger and is not sufficient for a successful attack. A threat agent
can be described as the actual circumstance or event that does cause harm

to information assets through destruction, disclosure, or modification. The
sample threat in Figure 3.6 is a web application being hacked. The threat

is the possibility that someone might hack the web application. The threat
agent is the skilled hacker who will perform that attack, the vulnerability is the
unpatched buffer overflow on the web application, and the risk is a measure of
how probable it is that this attack will be successtul.

Threat

lcm

Likelihoodof  ATTACK

Reduces
Deterrent Control

Detective Control

FIGURE 3.6 Threats, Vulnerabilities, and Controls

Identifying threats, vulnerabilities, and controls is just part of the risk management
process. Without determining dollar values or using some other metric to assess
these variables, how can you start to analyze the threats and vulnerabilities that an
organization faces? One approach is to develop a table such as the one shown

in Table 3.2, which helps demonstrate the relationships among threats, vulner-
abilities, and risks. For example, an intruder can represent a threat that might
expose the organization to the theft of equipment because there is a vulnerability
due to the lack of security guard or controlled entrance. We will look at dollar
costs a little later in the chapter, but for now consider the relationships between
these items.
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TABLE 3.2 Threat, Vulnerability, and Risk

Threat Type

Human factor:
internal threat

Human factor:
external threat

Human factor:
internal threat

Natural threat

Natural threat

Malicious
external threat

Technical internal
threat

Threat

Intruder
Hacker
Current
employee
Fire
Hurricane

Virus

Hard drive
failure

Exploit/Vulnerability

No security guard
or controlled entrance

Misconfigured firewall

Poor accountability;
no audit policy

Insufficient fire
prevention

Insufficient preparation

Out-of-date antivirus
software

No data backup

Exposed Risk
Theft

Stolen credit card
information

Loss of integrity;
altered data

Damage or loss
of life

Damage or loss
of life

Virus infection and
loss of productivity

Data loss and
unrecoverable
downtime

The risk management team must gather input from a range of sources in order
to identify threats. Sources that might be consulted or considered to help iden-
tify current and emerging threats include the following:

vV v v v Vv VY

Asset owners

Network administrators
Security administrators
Operations group

Facility records

Emergency Response Team (CERT) and Bugtraq

» Private organizations, such as SANS Institute

Government records and watchdog groups, such as Computer

A risk management team can examine assets and their associated risks by using
dollar or non-dollar methods. By using a quantitative assessment, a team can
assign costs (monetary values) to assets and anticipated exposures caused by
threats identified in the risk analysis. By using a qualitative assessment method,
a team can use scenarios to drive a prioritized list of critical concerns rather
than focusing on dollar amounts. Qualitative and quantitative assessment tech-

niques are described in more detail in the following sections.
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Quantitative Assessments

Quantitative assessments deal with numbers and dollar amounts. The goal is to
assign a cost or a numeric value to the elements of risk assessment and to the
assets and threats of a risk analysis.

ExamAlert

When you hear the word quantitative, just remember “quantity.” This will help you
remember for the CISSP exam that quantitative assessment involves numbers.

"To tully complete a quantitative risk assessment, all elements of the process—
that is, asset value, impact, threat frequency, safeguard effectiveness, safeguard
costs, uncertainty, and probability—are quantified. The problem with purely
quantitative risk assessment is that it is difficult, if not impossible, to assign
dollar values to all elements. Therefore, some qualitative types of measure-
ments often augment quantitative elements. A quantitative assessment requires
substantial time and personnel resources. The quantitative assessment process
involves determining several metrics in the following order:

1. Single loss expectancy (SLE): First, you need to determine the single
amount of loss you could lose on an asset if a threat were realized. SLE is
calculated as follows:

Single loss expectancy = Asset value x Exposure factor

Factors to consider when calculating the SLE include the physical destruc-
tion or theft of assets, the loss of data, the theft of information, and threats
that might cause delays in processing. The exposure factor is the measure
or percentage of damage that a realized threat would have on a specific
asset.

2. Annual rate of occurrence (ARO): The next step is to determine the
likelihood that an unwanted event will occur annually. Simply stated, how
many times is this expected to happen in one year?

3. Annual loss expectancy (ALE): This third and final step of the quantita-
tive assessment seeks to combine the potential loss and rate per year to
determine the magnitude of the risk. This is expressed as the annual loss
expectancy, which is calculated as follows:

ALE = SLE x ARO

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



98
CHAPTER 3: Security and Risk Management

When performing the calculations discussed in this section, you should include
all associated costs, such as the following, and ensure that they are considered
during the SLE calculation:

» Lost productivity
» Cost of repair
» Value of the damaged equipment or lost data

» Cost to replace the equipment or reload the data

Quantitative assessment is difficult because it is hard to place a dollar amount on
every possible event and to extrapolate all the costs associated with that event.

When these costs are accumulated and specific threats are determined, the ALE
can be calculated. This helps you build a complete picture of the organization’s
risk and allows the organization to plan an effective strategy.

Using the information in Table 3.3, this section works through a computer virus
risk example. First, you need to calculate the SLE, which means you need to
multiply the asset value by the exposure factor. The asset value is the value you
have determined the asset to be worth. The exposure factor is the amount of
damage that the risk poses to the asset. For example, the risk-management team
might consult with its experts and determine that 17% of Word documents and
data could be destroyed due to a virus. The calculation would look as follows:

$9,450 % 0.17 = $1,650

Next, you calculate the ARO, which is the frequency at which this event is
expected to happen within a given period. For example, the experts might have
determined that there is a 90% chance of this event occurring within a one-
year period. These numbers are not always easy to determine because insurance
and historical records, although helpful, do not always provide a complete
picture. This is still a scientific guess with a degree of uncertainty.

Finally, you calculate the ALE by multiplying the SLE by the ARO:
$1,650 % 0.90 = $1,485

In this third and final step of the quantitative assessment, you combine the
potential loss with the rate per year to determine the magnitude of the risk.
You can interpret this figure to mean that the business should expect to lose an
average of $1,485 each year due to computer viruses.
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TABLE 3.3 How SLE, ARO, and ALE Are Used

Asset Risk Asset Exposure SLE ARO ALE
Value Factor

Customer Hacked $432,000 0.74 $320,000 0.25 $80,000

database

Word documents Ransomware $90,450 0.17 $10,650 0.90 $1,485

and data files

Domain Server failure  $82,500 0.88 $72,500 0.25 $18,125

controller

E-commerce DDoS $250,000 0.44 $110,000 0.45 $49,500

website

Automated tools that minimize the manual effort required are available. These
programs enable you to rerun the analysis with different parameters to answer
“what-if” questions. They perform calculations quickly, and you can use them
to estimate future expected losses more easily than you could by performing
the calculations manually.

Quantitative and qualitative risk assessment can be combined for a comprehensive
hybrid risk assessment approach.

Using Quantitative Formulas

In real life, quantitative assessment requires many different variables to be determined.
Although these issues are beyond the scope of the CISSP exam, it is important that you
see the big picture of risk assessment. For example, let’s say that Vandelay Industries
has an SQL database that is valued at $850,000. The asset value was derived from the
IT systems, resources, applications, and hardware. This would also include the profit
potential from the customer database for projected revenue and profitability.

If the SQL database faces a potential threat from a critical software bug that Microsoft
has just identified, the potential for a threat being realized is real. Because of this critical
security defect, the vendor releases a security bulletin, advising customers of the prob-
lem. Because of this known vulnerability, the risk assessment team assigns an exposure
factor of 35%. That is, there is a 35% probability that this known vulnerability could be
exploited by an attacker. The SLE would be calculated as follows:

SLE = $850,000 (Asset value) x 0.35 (Exposure factor)
= $297,500
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If this database also faces a threat from malicious code or malicious software, and the
server that the customer database resides in does not have antivirus or other security
controls, this could result in a significantly higher exposure factor. The assessment team
might provide an 80% probability that a virus, worm, or Trojan may attack the produc-
tion server and customer database. The SLE would be calculated as follows:

SLE = $850,000 (Asset value) x 0.80 (Exposure factor)
= $680,000

It is most important to define a consistent and standard method for probability of occur-
rence. Doing so allows for consistent and standard SLE calculations so that you can
accomplish a ranking and prioritization of IT assets’ SLE values. In reality, many sources
are used to gather this information. Most teams rely heavily on tools and software to aid
in evaluating risk.

Although you do not need to know this information for the CISSP exam, the following
are some of the companies that offer tools to aid in the risk assessment process and
help with the project management aspects of such tasks:

» Method123: www.method123.com
» Palisade: www.palisade.com

» ProjectManagement.com: www.projectmanagement.com

ExamAlert

Math is a big component of quantitative assessment, and the CISSP exam might

require you to use basic formulas such as those for SLE, ALE, and ARO. Memorizing
and understanding these formulas will help you fully prepare for the exam.

Qualitative Assessments

Purely quantitative risk assessment is hard to achieve because some items are
difficult to tie to fixed dollar amounts. A qualitative assessment, as mentioned
earlier in this chapter, is scenario driven and does not require assignment of
dollar values to components of the risk analysis. Absolute qualitative risk analy-
sis is possible because it involves ranking the seriousness of threats and sensi-
tivity of assets into grades or classes such as low, medium, and high. Table 3.4
provides a sample qualitative scale.
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TABLE 3.4 Qualitative Assessment Impact Scale

Score Damage Trigger Time Potential Impact

High Critical Minutes to hours Loss of life, failure of business,
civil or criminal charges

Medium Disruptive Hours to days Bad PR, loss of customers, loss
of prestige, loss of income

Low Moderate Days to weeks Requires workaround, reduces
output, might result in a reduction
in profit

Insignificant Minor Up to one month Inconvenience

It’s important to make consistent and subjective assessments of the risks to
specific I'T assets. Doing so typically involves a group or team of members
participating in the assessment. Asset owners responsible for maintaining the
confidentiality, integrity, and availability of an I'T asset should have a voice in
the process.

The basic steps for a qualitative assessment are as follows:

1.

2.

List all the organization’s critical I'T assets in a spreadsheet.

Specify the critical threats and vulnerabilities for each IT asset in the
spreadsheet. There might be more than one critical threat or vulnerability
for a given I'T asset.

Develop a consistent exposure severity scale to measure impact. A value
from the scale should be assigned according to the I'T asset and the spe-
cific threat that can be exploited.

Organize and prioritize the risk assessment results from the most critical
to the least. This will immediately bring to the top of the list those assets
that have the greatest risk of exploitation from a threat or vulnerability.

Prioritize funds for security controls and security countermeasures for the
I'T assets that have the greatest importance to the organization and have
the greatest exposure to risk.

Ensure that the organization’s critical I'T assets achieve the appropriate
confidentiality, integrity, and availability controls, according to the threat
and security policy.

The result of the qualitative assessment process is a prioritized list that might
look something like the information provided in Table 3.5. Notice in this table
that facility power is identified as a critical concern.
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TABLE 3.5 Qualitative Assessment Results

Asset Threat Exposure
Facility power Loss of power High
Customer database Software vulnerability Medium
Email server Virus attack Medium
File server Loss of data Low

File server Hard drive failure Low

A disadvantage of performing a qualitative assessment is that when you are
not working with dollar values, it is harder to communicate the results of the
assessment to management personnel, who are used to working with dollar
amounts. However, qualitative assessments can be completed quickly.

Qualitative assessment is subjective, based on opinions from the team or
experts in the company, but it does not always provide an exact assessment that
senior management will want to receive from you. For example, when predict-
ing the possibility of a natural disaster or even human-caused incidents, it is
never possible to establish exact numeric certainty.

Qualitative Assessment Types

Qualitative assessments can include many techniques, such as brainstorming,
surveys, questionnaires, checklists, one-on-one meetings with asset owners, and
interviews. Several particular options are discussed next.

One approach to qualitative risk assessment is the Delphi technique, which is a
group approach that is designed to allow individuals to contribute anonymous
opinions. The goals with this technique are to avoid being swayed by pushy
people, to find synergy, and to allow participants to be honest.

Facilitated Risk Analysis Process (FRAP) is a subjective process that obtains
results by asking questions. It is designed to be completed in a matter of hours,
so it is a quick process to perform.

The INFOSEC Assessment Methodology (IAM), developed in 1998, is used
to review an organization’s information security posture, identify potential vul-
nerabilities, and provide recommendations on eliminating or mitigating those
vulnerabilities. It uses confidentiality, integrity, and availability as a basis of
assessment.
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Another resource for qualitative risk assessment methodologies, NIST 800-53,
defines confidentiality, integrity, and availability as categories of loss and ranks
each loss based on a subjective ranking that can be any of the following:

» Low: Minor inconvenience that could be tolerated for a short period
of time.

» Medium: Could result in damage to the organization or cost a moderate
amount of money to repair.

» High: Would result in loss of goodwill between the company and clients
or employees. Could result in a legal action or fine or cause the company
to lose revenue or earnings.

Table 3.6 provides an example of how this assessment is performed. As you
can see, no dollar amounts are used, and potential loss is ranked only as high,
medium, or low.

TABLE 3.6 Performing a Qualitative Assessment

Asset Loss of Loss of Loss of
Confidentiality Integrity Availability

Customer database High High Medium

Internal documents Medium Medium Low

Advertising literature Low Medium Low

HR records High High Medium

Regardless of the method used—quantitative or qualitative—the results of the
risk assessment process provide the risk management team with the informa-
tion needed to make a decision about how to handle risk.

"Table 3.7 summarizes the differences between quantitative and qualitative risk
assessments.

TABLE 3.7 Quantitative and Qualitative Risk Assessment

Property Quantitative Qualitative
Provides dollar values v -
Can be automated 4 -
Very little guesswork v -

No complex math - v
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Property Quantitative Qualitative
Is user objective - v
Low volume of info - 4
Short preparation time - v
Easy to communicate to management 4 —

There are many ways to perform a qualitative risk assessment. For example, New
Zealand uses the ANZ 4360 standard for qualitative risk assessment.

Selecting Countermeasures

After identifying potential risk and estimating its impact, the team must deter-
mine how to handle the potential risk. There are three acceptable ways in
which the team can respond:

» Risk acceptance: This approach involves accepting the fact that you
might face costs related to loss if the risk occurs. This option can be
chosen when no other options are available or when the potential loss is
small compared to the project’s benefits. If this is the chosen approach,
it is important to prepare contingency plans to make sure you will be
able to deal with the risk if it occurs. For example, if your daughter were
planning a wedding and had her heart set on a summer wedding on the
beach in The Bahamas, you might agree to the location but get the hotel
to agree to allow you to hold the event indoors if the weather turns bad.
This type of contingency plan can make the situation easier to handle if
the risk of bad weather becomes a reality.

» Risk transference: The most common example of risk transference is
insurance, which can transfer a portion or all of the potential cost of a
loss to a third party. To transfer the risk, you move ownership of the risk
to a third party. The third party assumes the risk, but the organization is
saddled with the cost of the insurance. In the case of your daughter’s wed-
ding, you might transfer some of the risk by buying hurricane, travel, and
hotel insurance. In the real world, risk transference may be a viable option
for a continuity of operations (COOP) plan when it comes to replacing
tangible items such as furniture, hardware, and buildings for recovery
operations following a disaster; however, risk transference really doesn’t
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work for data protection and reputation. For data protection, encryption
and backups are crucial.

» Risk mitigation: This approach could mean implementing a counter-
measure to alter or reduce the risk. Examples of risk reduction include
firewalls and encryption, increased frequency of patch management, and/
or stronger authentication. Consider again the example of your daughter’s
wedding. To reduce the risk, you might ask her to postpone the wedding
until next spring to reduce the chance of encountering a major storm.

Some sources list risk avoidance as another option. This simply means that you
avoid the activity to avoid the risk. Depending on the situation, however, risk avoid-
ance may not be possible.

What approach is the right one? It depends on the cost of the countermea-
sure, the value of the asset, and the amount by which risk reduction techniques
reduce the total risk to a value that is acceptable.

Acceptable risk or risk tolerance is the minimum acceptable risk that an organiza-
tion is willing to tolerate. When assessing safeguards, it’s important to look at
the total cost of ownership (T'CO), which includes purchase price, maintenance
fees, updates, insurance, and all other costs. The risk assessment team must try
to find a solution that provides the greatest risk reduction while maintaining
the lowest annual cost. These concepts are expressed numerically by the follow-
ing formula:

Threat x Vulnerability x Asset value = Total risk

No organization can ever be 100% secure. There will always be some risk left
after safeguards and controls have been put in place; this is known as residual
risk. The formula for residual risk is as follows:

(Threat x Vulnerability x Asset value) x Controls gap = Residual risk

The objective is to balance the cost of control against the value of the asset and
potential for loss—and to avoid spending more on the control than the cost of
the asset itself (see Figure 3.7).

Any risk involving human life is extremely high and should be given the highest
priority.
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Cost Optimal Point
r of Control

Total Risk

Cost of
Losses

Cost of
Controls

Level of Control

FIGURE 3.7 Cost of Risk Versus Level of Control

At the completion of the risk-handling step, the risk assessment team produces a
final report that presents all the findings, information, assessments, and recom-
mendations for the organization. The final assessment report becomes the instru-
ment used by management to make sound business decisions pertaining to the
organization’s overall risk and vulnerability assessment; it is the basis for how the
organization will mitigate the identified risks, threats, and vulnerabilities.

The cost-benefit analysis of a safeguard or protection measure is measured as the
control gap:

ALE before the safeguard — ALE after the safeguard = Control gap (value of the
safeguard to the organization)

This formula can be used to evaluate the cost-effectiveness of a safeguard or to
compare various safeguards to determine which are most effective. The higher the
resulting value, the more cost-effective the safeguard. In most cases, you want to
avoid spending more funds on a control than the cost of the asset itself. However,
this is not always true. For example, federal, state, and local governments may
sometimes provide controls to protect critical systems regardless of the cost of the
controls. As discussed earlier in this chapter, it is not always easy to measure the
potential for damage with a numeric value.

ExamAlert

Some organizations use a risk analysis matrix, which looks at likelihood and impact.

For an example, see MITRE’s Risk Matrix, at https://www.mitre.org/research/
technology-transfer/open-source-software/risk-matrix.
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Threat Modeling Concepts and
Methodologies

Threat modeling is a structured approach to evaluating threats. Threat modeling
is typically used during the planning, design, and implementation of security
controls to validate that countermeasures are effective and placed where
needed. When done periodically, threat modeling can also help security teams
ensure that protections are sufficient based on known or emerging threats.

If threat modeling is not done on a periodic basis, new threats may remain
unsecured, leaving systems and data vulnerable.

Threat Modeling Steps

The general steps in the threat modeling process are as follows:

1. Identify assets: This step includes making an inventory of what applica-
tions are used, where those assets are located, and what security measures
are in place. Knowing such things as when new assets are brought online
or whether assets go live without the prescribed security controls is key to
managing and reducing risk.

2. Conduct threat intelligence: Threat intelligence should be focused on
three areas: assets, attackers, and software. You should have a good under-
standing of the tools and techniques used to exploit vulnerabilities and
the motivations of the attackers. Another approach is to build an attack
tree.

3. Model and categorize threats: You can use multiple methodologies
to categorize and catalog threats. Two methodologies, STRIDE and
DREAD, are discussed later in this chapter.

4. Map and diagram potential attacks: One approach to this step is to use
a process flow diagram, which provides a high-level view of the system
and focuses on the ways users and executing code move through a system.
Another approach is to build an attack tree, which consists of a series
of parent and child nodes representing different events. The root node,
which is the topmost parent in the diagram, is the overall goal of the
attack. The child nodes must test as true in order for the parent nodes to
be true. The goal is for threat modelers to see what set of circumstances
must come together in order for a threat to be successful.
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5. Mitigate threats: Mitigation capabilities generally refer to technology to
protect, detect, and respond to a certain type of threat. For threat miti-
gation to be successful, the threat modeling team must decompose the
application, understand trust boundaries and input points, and rank the
discovered threats. Identified threats need to be prioritized, and controls
need to be deployed to remediate identified threats.

Some of the common ways to reduce threats identified during threat modeling
include the following:

» Providing more training to staff

Changing business processes or procedures

Implementing administrative controls such as rotation of duties or dual controls
Changing an application’s configuration

Modifying source code

vvVvyyvyy

Using technical controls such as web application firewalls, proxies, or other
screening and filtering devices

Threat Modeling Tools and
Methodologies

As mentioned earlier, a number of threat modeling tools and methodologies
are in use. For example, Microsoft developed STRIDE, which stands for the
following.

» Spoofing: Using a falsified identity

v

Tampering: Making unauthorized changes

v

Repudiation: Ensuring plausible deniability

v

Information disclosure: Distributing information to external or
unauthorized entities

» Denial of service (DoS): Preventing unauthorized use of a resource

» Elevation: Using a limited user account to gain greater access
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Another methodology is OpenStack’s DREAD, which provides a rating system
and is designed to be flexible. DREAD considers the following:

» Damage potential: How severe is the damage likely to be?

» Reproducibility: How complicated is it for attackers to reproduce the
exploit?

» Exploitability: How hard is it to perform the attack?
> Affected users: What percentage of users are going to be affected?

» Discoverability: How hard is it for an attacker to discover this weakness?

PASTA (Process for Attack Simulation and Threat Analysis) is a seven-step
process focused on aligning technical security requirements with business
objectives. Each step consists of several substeps. The sequence is as follows:

1. Define the objectives.

2. Define the technical scope.

3. Perform application decomposition.

4. Conduct threat analysis.

5. Conduct vulnerability and weaknesses analysis.
6. Conduct attack modeling.

7. Conduct risk and impact analysis.

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation)
is a threat modeling methodology developed at Carnegie Mellon University
that focuses on organizational risks rather than technological risks. It consists
of three phases:

1. Build asset-based threat profiles.
2. Identify infrastructure vulnerabilities.
3. Develop a security strategy and plans.

VAST (Visual, Agile, and Simple Threat Modeling) is an automated threat
modeling platform that distinguishes between application and operational
threat models. VAST was created to be integrated into workflows built around
the DevOps philosophy.

Trike is a threat modeling platform that operates from a defensive viewpoint
rather than trying to emulate the thought process of the threat actor. It is
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different from the other methodologies in that it has you model the system you
are trying to defend.

Regardless of which methodology you deploy, it is most important to start this
process in system development. It is cheaper to build in controls early than to
wait until later and attempt to add them.

Managing Risk with the Supply Chain
and Third Parties

"Today, multinational corporations often operate in different parts of the world
and use a variety of vendors, contractors, and suppliers. As reliance on these
third parties continues to grow, so does the need to manage a number of
relationships.

For example, say that you are the CISO for a company that manages a natural
gas pipeline and a power generating plant. You would have many supervisory
control and data acquisition (SCADA) devices, IP cameras, automated pumps,
sensors, computers, and so on as a part of your production control system. In
this case, you would be concerned with who are you buying these from and can
the vendor be trusted and whether these devices are compliant with your needs.

This is where supply chain risk management comes in. Supply chain risk man-
agement involves applying techniques to manage and understand risk along the
supply chain. In our example, a large portion of the power plant’s equipment is
commercially available technology that uses either Microsoft Windows or the
Linux operating system, which are common targets for hackers. To reduce the
supply chain risk, you might carry out a continuous risk assessment to reduce
vulnerabilities and ensure continuity of operations.

Supply chain risk management (SCRM) is but one small piece of the process
you must consider. Third-party entities must verify compliance with all stated
security objectives, requirements, regulations, and contractual agreements. The
following are some of the documents, agreements, and memorandums used for
third-party governance:

» Interconnection security agreement (ISA): An ISA is a security docu-
ment that specifies the requirements for establishing, maintaining, and
operating an interconnection between systems or networks or between an
agency and eternal systems. The document lists the requirements for con-
necting the systems and networks and details what security controls are
to be used to protect the systems and sensitive data with external systems.
An ISA typically maintains a drawing of the network topology and details
how specific systems and networks are connected with external systems.
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Interoperability agreement (IA): An A is a document that specifies any
and all requirements for sharing and maintaining information between
companies so they can exchange and share data. For example, if United
Airlines code-shares flights with Hawaiian Airlines, both companies need
access to a common data set.

Memorandum of understanding (MOU): An MOU is a document

that specifies terms and conditions for outsourcing partner organizations
that must share data and information resources. To be legally binding, an
MOU must be signed by a representative from each organization that has
the legal authority to sign. Such documents are typically secured, as they
are considered confidential.

Authorization to operate (ATO): An ATO is a formal statement
that authorizes operation of an information system and/or application
and indicates agreement with the system security plan to include the
associated risks.

Continuity of operations plan (COOP): Things will go wrong, and a
COOP specifies the processes and procedures that an organization must
put in place to ensure that the business can continue to operate when
those problems arise.

Service-level agreement (SLA): An SLA is sometimes used in conjunction
with an ISA or an MOU. If an outsourcing provider with which you have
signed an MOU is going to provide a time-sensitive service, implementing
an SLA is one way to obtain guarantees of the level of service the partner

is agreeing to provide. The SLA should specify the uptime, response time,
and maximum outage time that the provider is agreeing to. For a service
fee, the provider agrees to repair or replace the equipment within the
contracted time.

Operating-level agreement (OLA): AN OLA functions in conjunction
with SLAs in that it supports the SLA process. The OLA defines the
responsibilities of each partner’s internal support group. For example,
while an SLA may promise no more than five minutes of downtime, an
OLA would define which group and resources will be used to meet that
downtime goal.

Uptime agreement (UA): A UA details the agreed amount of uptime,
usually as a percentage. For example, UAs can be used for network
services, such as a WAN link, or equipment, such as a server. It’s com-
mon to see uptimes like 99.999%, which is equal to about five minutes’
downtime per year.
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» Nondisclosure agreement (NDA): An NDA is used to protect confi-
dential information. For example, before taking the CISSP exam, you will
be asked to sign an NDA, stating that you will not reveal exam questions
to others.

» Business partnership agreement (BPA): A BPA is a legally binding
document that is designed to provide safeguards and compel certain
actions among business partners in relation to specific security-related
activities. A BPA is a written agreement created by lawyers along with
input from the partners; it contains standard clauses related to security
and cooperation.

One item you should review when dealing with business partners is the Statement of
Auditing Standards 70 (SAS 70). The SAS 70 report verifies compliance and ensures
that the outsourcing or business partner has had its control objectives and activities
examined by an independent accounting and auditing firm.

Reducing Risk in Organization Processes

Risk management requires an understanding of an organization and its time-
sensitive business requirements. Nothing stays static in business. Organiza-
tional units change, products and services are added and removed, and portions
of a business may be spun off or divested. This section discusses some of the
common types of events that a security professional may have to deal with.

First, there are mergers and acquisitions. A 7zerger is a combination of two or
more commercial entities into a single surviving entity. From the standpoint
of risk, many things can go wrong with a merger. Businesses typically look for
synergy, but some businesses just don’t fit together. Regardless of the situation,
some questions must be asked before a merger. Is the merger a win for both
companies? Is the purpose of the merger to siphon off resources, such as talent
and intellectual property, and then spin off a much weaker company later?

Sometimes companies enter a merger or acquisition phase without an adequate
plan of action. Doing so can potentially lead to security exposures and
increased expenditures.

In addition, many people don’t like change. Once a company culture is
established and people become set in their ways, attitudes can be hard to
change. Mergers are all about change, and that goes against what many
employees expect.
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Security professionals are commonly asked to quickly establish connectivity
with proposed business partners. While there is a need for connectivity, secu-
rity should remain a driving concern. You need to understand the proposed
merger partner’s security policies and what controls are being enforced. You do
not want to allow an attacker’s entry into your network through the merging
company’s network.

There will always be security concerns when it comes to merging diverse
companies. You should be concerned with items such as the following:

» Rules: What is or is not allowed by each individual company?

» Policies: High-level documents outline the security goals and objectives
of the company.

» Regulations: Diverse entities may very well be governed by different
regulatory entities or regulations, such as PCI-DSS or HIPAA.

» Geography: A company that is located in London, England, will be
operating on different standards than one that is based in San Jose,
California.

» Demerger/divestiture: Any time businesses break apart, you must deal
with many of the same types of issues as when they merge.

» Trust or clearance level: It is important to know the level of access or
control of any current or new employees accessing information.

» Skill set, training, and awareness: It is important to know the level
of training among users and employees who have access to company
information systems.

|dentifying and Prioritizing Business
Continuity Requirements Based
on Risk

There are many different approaches to business continuity plans (BCPs).
Some companies address these processes separately, whereas others focus on a
continuous process that interweaves the plans. NIST offers a good example of
the contingency process in SP 800-34, Continuity Planning Guide for Informa-
tion Technology Systems. This publication defines the BCP/disaster recovery plan
(DRP) process as follows:
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ExamAlert

A disaster recovery plan (DRP) is part of a business continuity plan (BCP) but deals
more with technology and short-term issues such as what to do immediately to get

critical systems and services running. A BCP, in contrast, lays out what a company
does to stay in business and return to normal operations. You must know the differ-
ence for the CISSP exam.

1. Develop the contingency planning policy statement.
. Conduct the business impact analysis (BIA).

. Identify preventive controls.

2

3

4. Develop recovery strategies.

5. Develop an I'T contingency plan.
6

. Test the plan, train employees, and hold exercises.
7. Maintain the plan.

Before we go further, we should define the terms disaster and business continu-
ity. A disaster is any sudden, unplanned calamitous event that brings about
great damage or loss. Entire communities have concerns following a disaster;
however, businesses face special challenges because they have responsibilities
to protect the lives and livelihoods of their employees and to guard company
assets on behalf of shareholders. In the business realm, a disaster can be seen
as any event that prevents the continuance of critical business functions for

a predetermined period of time. In other words, an outage might force the
declaration of a disaster.

ExamAlert

For the CISSP exam, keep in mind that human safety always comes first and has
priority over all other concerns.

Business continuity is the process of sustaining the operation of a critical busi-
ness function (CBF) to keep the company in business for the long term. The
goal of business continuity is to reduce or prevent outage time and optimize
operations. The Business Continuity Institute (www.thebci.org), a profes-
sional body for business continuity management, defines business continuity as a
holistic management process that identifies potential impacts that threaten an
organization, provides a framework for building resilience, ensures an effective
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response, and safeguards its reputation, brand, value, and the interests of key

stakeholders.

Although a number of methodologies can be used to complete the BCP/DRP
process, this chapter describes the steps that most closely align with reference
documentation recommended by (ISC)?. Figure 3.8 provides an overview of the
process, which includes the following steps:

1. Project initiation

2. Business impact analysis (BIA)
3. Recovery strategy

4. Plan design and development
5. Implementation

6. Testing

7. Monitoring and maintenance

Background Business
Scope

Objectives Impact
Goals Analysis
Teams

Value
-rhmat
Vulnerability Strategy
Loss Potential

Business i
Facility Plan, Design,

and
User
Ouerali Development
Data Response
Activation 5
A ary Implementation

Resumption Approval
Documentation
Resources Testing
Training
Checklist
Walk-Through | Monitoring and
Simulation Maintenance
Parallel

Full-Interruption Ravise
Update
Change Control
Audit

FIGURE 3.8 BCP/DRP Process

We discuss project initiation and business impact analysis in this chapter and
the other steps illustrated here in Chapter 8, “Security Operations.”
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Project Management and Initiation

Before the BCP process can begin, it is essential to have the support of senior
management because they are responsible for setting the budget, determining
the team leader, and starting the BCP process.

Without senior management support, you will not have funds to successfully
complete the project, and your efforts will be at best marginally successful. One
way to gain their support is to prepare and present a seminar for them that
overviews the risks the organization faces, identifies basic threats, and docu-
ments the costs of potential outages. This is a good time to remind them that,
ultimately, they are legally responsible. Customers, shareholders, stockholders,
or anyone else could bring civil suits against senior management if they feel the
company has not practiced due care.

Senior management must choose a team leader. This individual must have
enough credibility with senior management to influence them in regard to
BCP results and recommendations. After the team leader is appointed, an
action plan can be established, and the team can be assembled. Members of the
team should include representatives from management, legal staff, recovery
team leadership, the information security team, various business units, the net-
working team, and the physical security team. It is important to include asset
owners and the individuals who would be responsible for executing the plan.

Next, you need to determine the project scope. A properly defined scope is of
tremendous help in maximizing the effectiveness of a BCP. You cannot protect
everything, and you really do not need to, either. For example, if you are plan-
ning for a company that has offices in California, Florida, New York, and North
Dakota, you would not have contingency plans for hurricanes for all offices.

It is important to be sensitive to interoffice politics, which can derail the planning
process. Another problem to avoid is project creep, which occurs when more and
more items that were not part of the original project plan are added to it. Creep
can delay completion of the project and can also cause it to run over budget.

A BCP benefits from adherence to traditional project plan phases. Issues such
as resources (personnel and financial), time schedules, budget estimates, and
any critical success factors must be managed. You can schedule an initial meet-
ing to kick off the process.

Finally, the team can get to work. The team can expect to have a host of duties
and responsibilities, including the following:

» Identifying regulatory and legal requirements that must be complied with

» Identifying all possible threats and risks
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> Estimating the probability of these threats and correctly identifying the
loss potential of each one

Performing a BIA

Outlining the priority order in which departments, systems, and processes
must be up and running

» Developing procedures and outlining steps for resuming business
functions following a disaster

> Assigning crisis situation tasks to employee roles or individuals

Documenting plans, communicating plans to employees, and performing
necessary training and drills

It’s important for everyone on the team to realize that the BCP is the most
important corrective control the organization will have and to use the planning
period as an opportunity to shape it. The BCP is more than just corrective
controls; the BCP also needs to reflect preventive and detective controls:

» Preventive controls: Including controls to identify critical assets and
prevent outages

» Detective controls: Including controls to alert the organization quickly
in the event of outages or problems

» Corrective controls: Including controls to restore normal operations as
quickly as possible

Business Impact Analysis

The next task is to create the BIA, which measures the impact each type of
disaster could have on critical or time-sensitive business functions. It is nec-
essary to evaluate time as a metric, just as you would the importance of the
function. For example, paying employees is not critical from the perspective of
business activities, but if you don’t pay them on time, your company will likely
go out of business because it will lose its employees.

Creating the BIA is an important step in the process because it involves con-
sidering all threats and the implications of those threats. For example, the city
of Galveston, Texas, is on an island known to be prone to hurricanes. Although
it might be winter in Galveston and the possibility of a hurricane is extremely
low, planning can still take place to reduce the potential negative impact of a
hurricane in the future. It is important to think through all possible disasters,
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assess the risks of those disasters, quantify the impacts, determine the potential
losses, and identify and prioritize operations that would require disaster recov-
ery planning in the event of those disasters.

The BIA must answer three vital questions:

» What is most critical?: Prioritization is important for determining what
processes are most critical to the organization.

» What is the longest outage the company can endure?: The downtime
estimation is performed to determine which processes must resume first,
second, third, and so on and to determine which systems must be kept up
and running.

» What resources are required?: Resource requirements must be identi-
fied and require correlation of system assets to business processes. For
example, a generator can provide backup power but requires fuel to
operate.

Criticality prioritization is something that companies do all the time. Consider the last
time you phoned your favorite computer vendor to order new equipment. How long
were you placed on hold? Your call was probably answered within a few minutes.

In contrast, how long was the wait the last time you phoned the same company to
speak to the help desk? It was likely much longer.

The development of multiple scenarios should provide a clear picture of what
is needed to continue operations in the event of a disaster. The team creat-

ing the BIA needs to look at the organization from many different angles and
use information from a variety of sources. Different tools can be used to help
gather data. Strohl Systems’ BIA Professional and SunGard’s Paragon software
can automate portions of the data input and collection process. Although the
CISSP exam will not require that you know the names of various tools, it does
expect you to understand how the BIA creation process works, and it helps to
know what tools are available.

Whether the BIA is created manually or with the assistance of tools, its
completion will take some time. Any time individuals are studying processes,
techniques, and procedures they are not familiar with, a learning curve is
involved.

As you might be starting to realize, creating a BIA is no easy task. It requires
not only knowledge of business processes but also a thorough understanding
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of the organization itself, including I'T resources, individual business units, and
the interrelationships between them. This task requires the support of senior
management and the cooperation of I'T personnel, business unit managers, and
end users. The general steps within in the BIA creation process are as follows:

1. Determine data-gathering techniques.
2. Gather BIA data.

3. Identify critical business functions and resources that support these
functions.

4. Verify the completeness of data.
5. Establish the recovery time for operations.

6. Define recovery alternatives and costs.

A vulnerability assessment is often included in a BIA. Although this assessment is
conducted in much the same way as a risk assessment (see Chapter 7, “Security
Assessment and Testing”), a vulnerability assessment focuses on providing informa-
tion specifically for the business continuity plan.

Assessing Potential Loss

There are a variety of approaches to assessing potential loss. One of the most
popular methods is to use a questionnaire that is distributed to senior man-
agement and end users. The objective of the questionnaire is to maximize the
identification of potential loss by the people engaged in business processes that
would be jeopardized by a disaster. This questionnaire might be distributed and
independently completed or filled out during an interactive interview process.
Figure 3.9 shows a sample of this type of questionnaire.

The questionnaire can also be completed in a round table setting. In fact, this
sort of group completion can add synergy to the process, as long as the dynam-
ics of the group allow for open communication and the required key individuals
can all schedule and meet to discuss the impact that specific types of disrup-
tions would have on the organization. It is crucial to include all key individuals
because management might not be aware of critical key tasks for which they do
not have direct oversight.
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BIA Questionnaire

Item D ipti Ci
Introduction
Unit Name

Date of Interview
Contact

Description of
Business Unit Function

Revenue Loss Impact
Expense Impact

Operational Impact
Business Interruption Impact
Loss of Confidence

Loss of Customers

Loss of Market Share

Technology Dep
System Function
Sy Interdepend
Existing BCP Controls
Other BIA Issues

FIGURE 3.9 BIA Questionnaire

Using a questionnaire is a qualitative technique for assessing risk. Qualitative
assessments are scenario driven and do not attempt to assign dollar values to
anticipated losses. A qualitative assessment ranks the seriousness of an impact
using grades or classes, such as low, medium, high, or critical:

» Low: This is a minor inconvenience that customers might not notice.
Outages could last for up to 30 days without any real inconvenience.

» Medium: Loss of service would impact the organization after a few days
to a week. Longer outages could affect the company’s bottom line or
result in loss of customers.

» High: Only short-term outages of a few minutes to hours could be
endured. Longer outages would have severe financial impacts. Negative
press might also reduce the outlook for future products and services.

» Ciritical: Outage of any duration cannot be endured. Systems and con-
trols must be in place or must be developed to ensure redundancy so that
no outage occurs.

This sort of grading process enables quicker progress in the identification

of risks and provides a means of classifying processes that might not easily

be assigned dollar values. This will also help you understand the appropriate
recovery techniques or technologies based on the level of criticality. Table 3.8
provides an example of qualitative ranking.
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TABLE 3.8 Example of Qualitative Ranking

Asset or Resource Availability Integrity Confidentiality
Application server High Medium Critical

Firewall High Low Low

Web server Medium High Low

HR database High High Critical

The BIA can also be undertaken using a quantitative approach. This method of
analysis involves attempting to assign a monetary value to every asset, exposure,
and process identified during the risk assessment. These values are then used

to calculate the material impact of a potential disaster, including both loss of
income and expenses. A quantitative approach requires the following steps:

1.

3.

Estimate the potential losses and determine the single loss expectancy

(SLE).

Complete a threat frequency analysis and calculate the annual rate of
occurrence (ARO).

Determine the annual loss expectancy (ALE).

The process of performing a quantitative assessment is covered in much more
detail earlier in this chapter. It is important that a quantitative study include
all associated costs resulting from a disaster, including those related to the
following:

>

vV v v v v VY

Lost productivity

Delayed or canceled orders

Repairs

The value of the damaged equipment or lost data
Rental equipment

Emergency services

Equipment replacement and data reloading

Both quantitative and qualitative assessment techniques require the BIA team to
examine how the loss of service or data would affect the company. Both meth-
ods seek to reduce risk and plan for contingencies, as shown in Figure 3.10.
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Contingency
Plan

/ Recovery Procedures \

Quantitative/Qualitative
Assessment

/ Business Impact Analysis \
/ Business Risk \

FIGURE 3.10 Risk Reduction Process

The severity of an outage is generally measured by considering the maximum
tolerable downtime (MTD) that the organization can survive without that
resource, function, or service.

Tip
For the CISSP exam, you need to know the term maximum tolerable downtime

(MTD) and understand that this is the maximum time that a business can survive
without a service.

Will there be a loss of revenue or operational capital, or will the organization
be held legally liable? Although the BIA team might be focused on what the
immediate effect of an outage would be, costs are not necessarily immediate.
For example, an organization’s reputation could be tarnished. In addition, many
organizations are subject to regulatory requirements; in such a case, the result
of an outage could be a legal penalty or fine.

The Value of a Reputation

Although some organizations might focus solely on dollar amounts when working
through a BIA, reputation also needs to be considered. As Benjamin Franklin said, “It
takes many good deeds to build a good reputation, and only one bad one to lose it.” To
illustrate this point, consider the following brand names and their business reputations:

1. Cisco: An industry leader of quality networking equipment

2. Ruth’s Chris Steak House: An upscale eatery known for serving high-quality
steaks seared at 1800° Fahrenheit
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3. Tesla: The bestselling electric car manufacturer from 2018 to 2020
4. Enron: A symbol of corporate fraud and corruption

5. Samsung: The world’s largest smartphone maker, which was forced to discon-
tinue and recall the Galaxy 7 after some devices burst into flames, costing the
company more than $5 billion

6. Volkswagen: A well-known auto maker that was scarred by a public relations
thrashing over its “Dieselgate” scandal

Perhaps your vision of the companies listed is different from what I’'ve written here. My
goal in presenting this list is to demonstrate that well-known corporate names gener-
ate visions when people hear and read them. Companies work hard for years to gain
respect and positive reputation. Catastrophes don’t just happen. Most occur because of
human error or as a result of a series of overlooked mistakes. Will a mistake be fatal to
your organization? Reputations can be easily damaged. That is why disaster recovery is
so important: The very future of your organization may rest on it.

Developing and Implementing
Security Policy

Security is truly a multilayered process. After an assessment is completed,
administrative controls should be reviewed. Policies can be created or modified
based on the results of the risk assessment. The assessment should help drive
policy creation on items such as the following:

» Passwords
» Patch management

» Employee hiring and termination practices

Low-level checks refer to checks completed for employees starting at low-level jobs.
Before these employees move to higher-level positions, additional checks should be
performed. Some companies are even moving to conducting rolling and continuous
background checks.

» Backup practices and storage requirements
» Security awareness training

> Antivirus

» System setup and configuration

» System hardening
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For security to be effective, it must start at the top of an organization and
permeate every level of the hierarchy. Senior management must make decisions
on what should be protected, how it should be protected, and to what extent

it should be protected. Their decisions should then be crafted into written
documents.

Before these documents are locked in as policies, they must be researched to
verify that they will be compliant with all federal, state, and local laws. These
documents should also clearly state what is expected from employees and how
the company will deal with policy violations.

Security Policy

Policies are high-level documents developed by senior management to transmit
the guiding strategy and philosophy of management to employees. Management
and business process owners are responsible for the organization and for design-
ing policies that will guide it toward success. Policies apply a strong emphasis to
words spoken by management. They define, detail, and specify what is expected
from employees and how management intends to meet the needs of customers,
employees, and stakeholders. A policy is a high-level document that provides a
general statement about the organization’s assets and what level of protection
they should have. Well-written policies spell out who’s responsible for security,
what needs to be protected, and what is an acceptable level of risk. They are
much like a strategic plan in that they outline what should be done but don’t
specifically dictate how to implement the stated goals. Security policies can be
written to meet advisory, informative, and regulatory needs. Each policy has

a unique role or function. Table 3.9 shows the relationships between policies,
standards, and procedures and strategic, tactical, and operational control.

TABLE 3.9 Documentation/Level of Control

Level/Document Policy Standard Procedure
Strategic v — —
Tactical — 4 -
Operational — - v

One specific type of policy is the organization’s security policy. A security policy
codifies management’s commitment to the use, operation, and security of
information systems. It specifies the role security plays within the organization.
A security policy should be driven by business objectives and should meet all
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applicable laws and regulations. It should also be used as a basis to integrate
security into all business functions. It serves as a high-level guide to develop
lower-level documentation such as procedures (see Figure 3.11). A security
policy must be balanced in order to help an organization implement adequate
security without hindering productivity.

Security Policy

Standards Procedures

Guidelines Baselines

FIGURE 3.11 Policy Structure

Policies can come in many forms. Policies can be advisory, informative, or
regulatory. The following sections review these types of policies and should
help you understand how policies can be designed to meet a variety of goals.

Advisory Policy

"The job of an advisory policy is to ensure that all employees know the conse-
quences of certain behavior and actions. Here’s an example of an advisory policy:

Illegal copying: Employees should never download or install any
commercial software, shareware, or freeware onto any network drives or
disks unless they have written permission from the network administra-
tor. Be prepared to be held accountable for your actions, including the
loss of network privileges, written reprimand, probation, or employment
termination if the Rules of Appropriate Use are violated.

Informative Policy

An informative policy is not designed with enforcement in mind; it is developed
for educational purposes, to inform and enlighten employees. The following is
an example of an informative policy:

In partnership with Human Resources, the employee ombudsman’s job is
to serve as an advocate for all employees, providing mediation between
employees and management. This job is to help investigate complaints
and mediate fair settlements when a third party is requested.
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Good policy strikes a balance and is both relevant and understandable. If a policy

is too generic, no one will care what it says because it doesn’t apply to the company.
If a policy is too complex, no one will understand it, and many will be unlikely to

read it.

Regulatory Policy

Regulatory policies are used to make certain that the organization complies
with local, state, and federal laws. Regulatory policy reinforces applicable laws
and administrative laws, such as HIPAA, FERPA, and SOX; it also explains
the applicable parts of specific laws in a way that employees can understand. A
security professional should work closely with the HR and legal departments
in formulating this type of policy. The following is an example of a regulatory
policy:
Because of recent changes to Texas State law, the Company will now
retain records of employee inventions and patents for 10 years; all email
messages and any backup of such email associated with patents and
inventions will also be stored for 10 years.

Standards

Standards are much more specific than policies. Standards are tactical
documents that lay out specific steps or processes required to meet certain
requirements. For example, a standard might set a mandatory requirement that
all email communication be encrypted. Although the standard does specify
encryption, it doesn’t spell out how it will be accomplished; that is left for the
procedure.

Baselines

A baseline is a minimum level of security that a system, network, or device must
adhere to. Baselines are usually mapped to industry standards. For example, an
organization might specify that all computer systems comply with a minimum
Trusted Computer System Evaluation Criteria (TCSEC) C2 standard. TCSEC
standards are discussed in detail in Chapter 4, “Security Architecture and
Engineering.” A security policy might also address the minimum baseline
standard for encryption requirements for sensitive data.
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Guidelines

A guideline points to a statement in a policy or procedure by which to
determine a course of action. It is a recommendation or suggestion of how
things should be done. A guideline is meant to be flexible so that it can be
customized for individual situations.

Don’t confuse guidelines with best practices. Whereas guidelines are used to deter-
mine a recommended course of action, best practices are used to gauge liability.
Best practices state what other competent security professionals would have done
in the same or similar situation.

Procedures

A procedure is the most specific of security documents. A procedure is a detailed,
in-depth, step-by-step document that details exactly what is to be done. As an
analogy, when my mom sent my wife the secret recipe for a German chocolate
cake, it described step-by-step what needed to be done and how. It even
specified a convection oven, which was listed as an absolute requirement.

Procedures are detailed documents that are tied to specific technologies and
devices. You should expect to see procedures change as equipment changes. For
example, imagine that your company replaces its Check Point border device,
such as a firewall, VPN, or IDS, with a Cisco border device. Although the
policies and standards dictating the device’s role in your organization probably
will not change, the procedure for configuring the firewall will.

It’s unfortunate, but sometimes policies and procedures are developed in
response to a negative event or an audit. The audit or policy shouldn’t be driv-
ing the process; the risk assessment should be. The purpose of the assessment
is to give management the tools needed to examine all currently identified
concerns. From this, management can prioritize the level of exposure they

are comfortable with and select an appropriate level of control. This level of
control should then be locked into policy.

Types of Controls

One of the main reasons an organization should have a variety of control types
is to provide true defense in depth. Each control type provides a different level
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of protection, and because each level can be tweaked to meet the needs of

the organization, a security administrator has a very granular level of control
over the security mechanisms. Security mechanisms can serve many purposes,
although they are primarily used to prevent, detect, or recover from problems.
The best approach is for an organization to focus the bulk of its controls on
prevention because this allows the organization to stop problems before they
start.

The three access control types—administrative, technical, and physical
controls—are covered in the following sections.

Administrative Controls

Administrative controls are the policies and procedures implemented by an orga-
nization. Preventive administrative controls can include security awareness
training, strong password policies, HR practices, and robust pre-employment

checks.

The Need for Robust HR Practices

On February 20, 2006, Dave Edmondson resigned his position as CEO of RadioShack.
What would cause a CEO to step down?

Mr. Edmondson had come under increasing pressure to explain errors noted in his
educational background. Although company records indicated that Edmondson had
received a college degree, the college listed could not confirm that Mr. Edmondson had,
in fact, earned a degree. RadioShack downplayed the incident by stating that, at the
time Edmondson was hired in 1994, the company did not perform educational checks
on employees even if they were hired into senior management positions.

Although it would be nice to think that this was an isolated incident, in May 2012,
the CEO of Yahoo! stepped down due to a misrepresentation in his resume and
errors in the listing of his degrees. Although many of us might see good HR prac-
tices as a nonissue, the truth is that they play a key role in ensuring that the right
person is hired for a specific job (articles.latimes.com/2012/may/14/business/
la-fi-yahoo-thompson-resigns-20120514).

Does your company enforce acceptable use policies (AUPs)? Using AUPs is consid-
ered one of the best ways to deter unacceptable activity.
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Technical Controls

"Technical controls are logical controls put in place to protect the I'T infra-
structure. Technical controls include strong authentication (such as biometrics
or two-factor authentication), encryption, network segmentation, DMZs, and
antivirus controls.

Physical Controls

Physical controls are controls that you can most likely see. These controls
protect against theft, loss, and unauthorized access. Examples of physical access
controls include guards, gates, locks, guard dogs, closed-circuit television

(CCTYV), and alarms.

Access Control Categories

Access controls can be used with different levels of granularity to provide
different levels of control. There are several categories of access controls
(see Table 3.10):

» Deterrent: These controls deter users from committing security
violations.

» Preventive: These controls prevent incidents. An example of this control
could be the use of encryption.

» Detective: These controls alert and aid in identification after an incident.

» Corrective: These controls repair damage and restore systems after an
incident. An example might be applying patches.

» Recovery: These controls restore normal operations. An example might
be the deployment of backups.

» Compensating: These controls limit the damage or act to contain an
event or incident.

Some controls can fit in more than one category. For example, locks are not a
preventive control but can be a deterrent.
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TABLE 3.10 Access Control Types and Examples

Attribute Deterrent Preventive Detective Corrective Recovery Compensating
Administrative AUP User Audit Reassignment  Incident Supervision
registration  policy or termination  response and monitoring
plan

Technical Warning ACLs Antivirus Reboot or Hot site Redundant
banner restart server

Physical Electric Eight-foot Motion Fire Restoration  Defense in
fence sign  fence detector extinguisher of backups  depth (layers)

ExamAlert

Be sure you understand the three types of controls that can be used to limit

access—administrative, technical, and physical—and what is contained within each
type. This is required knowledge for the CISSP exam. The controls vary from domain
to domain. On the exam, be sure to read each question carefully.

Implementing Personnel Security

An organization’s personnel security process should begin before an employee
is ever hired. During the recruitment process, a prospective employee’s back-
ground needs to be reviewed to make sure the right person is hired for the job.
The following are some of the checks to include:

» Background check

» Reference check

» Educational verification/certification check

» Criminal, financial, and credit checks

» Driving record or other types of verification, depending on the

specific job

Performing these tasks up front can save the company time and money in the
recruitment process and can help prevent loss of time and effort due to hiring
the wrong person for a job.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



131
Implementing Personnel Security

The Role of Social Networking in Background Checks

The Internet has changed the way background checks are performed. No longer must
a company spend hundreds of dollars trying to assess a candidate. Many online tools
allow an organization to scour the Web, searching for public data about an individual.

One of the first places many employers now start their search is at popular social net-
working sites such as Facebook, Instagram, and Twitter. Social networking sites allow
employers to see anything that a candidate has made public, including lifestyle choices,
sexuality, and after-work activities. An employer that finds out a candidate likes to sky-
dive and race performance motorcycles might see the person as a high insurance risk
and decide not to hire that person. Even if the candidate’s social networking site doesn’t
have anything objectionable, links placed there by friends or acquaintances might point
to sites or materials others might find offensive. Maybe your college roommate was pho-
tographed in front of a poster that read “Bong hits for Jesus.”

Even business-oriented sites such as LinkedIn can be used to dig up background and
associate information. Employers must use caution as it’s always possible that someone
may have set up a fake social networking profile that’s not a true identity. Companies
must also make sure that mistakes are not made when people have similar names.
Although not typically the default, users of such sites should consider making all their
information private and should control who can view their information.

New-Hire Agreements and Policies

One great way to make sure your employees know what is expected of them

is to perform a new-hire orientation. This is the time to discuss issues such as
nondisclosure agreements (NDAs), good security practices, and AUPs. The goal of
this training is to teach employees your established security policies and pro-
cedures. As part of the training, an employee should agree to and sign an AUP.
Organizations benefit when each employee actively participates in the security
of the organization.

Practices that keep employees focused on security include handing out pens,
notepads, or other items that outline a few of the organization’s security

L . . . ,
policies. Companies should hold semiannual reviews that refresh employees
knowledge of current policies and require updated signatures. Posters can help
reinforce good security practices. Another idea is to send out periodic security-
awareness emails or newsletters that reinforce good security practices.

Separation of Duties

Separation of duties describes the process of dividing duties so that one person
cannot perform a critical task alone. This can mean having dual controls in
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place, which require more than one person to complete a critical task. This
concept closely ties to the principle of least privilege, which advocates giving
someone only the minimum level of access or rights needed. For example, some
banks divide the safe combination numbers between two employees so that
each employee has three of the six numbers needed to unlock the safe. Without
some form of collusion, there is no way one person can obtain access to the
safe’s contents.

Organizations that have titles, roles, and duties clearly defined by policy are
able to better highlight conflicts of interest and develop a separation of duties
matrix. Separation of duties usually falls into four areas of control:

» Authorization: Verifying cash, approving purchases, and approving
changes

Custody: Accessing cash, merchandise, or inventories

» Record keeping: Preparing receipts, maintaining records, and posting
payments

» Reconciliation: Comparing dollar amounts, counts, reports, and payroll
summaries

Job Rotation

Although it’s always nice to have cross-trained employees, job rotation is about
more than redundancy and control. Its primary benefit is that it allows an
organization to maintain backup personnel to more easily identify fraudulent
activities. For example, if John is stealing money from the company, and Steve
is rotated into John’s position and discovers these activities, only extreme
circumstances would keep Steve from telling the boss that John is a thief.

Least Privilege

The principle of least privilege is another important concept that can go a long
way toward helping an organization achieve its security goals. Least privilege
means that individuals have just enough resources to accomplish their required
tasks.

For example, imagine that your company has just added computer terminals
to several of the conference rooms. These terminals have been placed where
meeting attendees, consultants, and sales representatives can access product
information. Least privilege dictates that these computers be allowed limited
Internet access but that all other Web activities be blocked. In other words,
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services such as network browsing, email, File Transfer Protocol (FTP), and
Telnet are not available. This design reduces the opportunity for resource
misuse.

Over time, even the principle of least privilege can result in authorization
creep, which means that employees moving from job to job keep picking up
more rights and access. Rights and access that are no longer needed should be
removed.

Tip

Least privilege is not a concept strictly for individuals. In fact, it is extremely impor-

tant to apply it to sensitive systems, facilities, and applications. All applications and
processes should run with the minimum amount of privilege necessary to avoid fur-
ther exploitation in the event that they are ever compromised. For example, Internet
Information Services (IIS) used to operate with system permissions, which was far

too much privilege for a web server. (This issue has been corrected since Windows
Server 2003 and IS 6.0.)

Mandatory Vacations

Even though everyone thinks it’s great that Jane hasn’t taken a vacation in 10
years, the fact that the accountant is always at work might be a problem. Jane
appears to be a dedicated employee but might not have taken a vacation because
she is performing fraudulent activities. By remaining on the job, she is able and
available to provide cover for her scheme. Fraudulent activities are much easier
to uncover when employees are required to take vacation time. Mandatory
vacations provide time for audits and for illicit activities to be discovered.

Termination

Employees eventually leave organizations for one reason or another. Employees
might leave of their own free will or might leave because they are terminated.
Termination sometimes is necessary, but many surveys show that it is one of the
most disliked tasks managers are required to do. To protect the organization,
managers should use standardized termination procedures. Using a structured
process helps ensure that everyone is treated equally and that employees don’t
have the opportunity to destroy or damage company property. Some prudent
steps to incorporate into this process include the following:

1. Disable computer and facility access immediately when an employee is
terminated.
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2. Monitor the employee while he or she packs belongings.

3. Ensure that at no time is the employee left alone after the termination
process has started.

4. Verify that the employee returns company identifications and other
company property, including access tokens, smartphones, and laptops.

5. Escort the employee from the building.

It is important to avoid making this process adversarial. A contentious
termination gives the employee more reason to retaliate.

Security Education, Training,
and Awareness

Employees look to their employers to provide training. Without proper train-
ing, employees are generally unaware of how their actions or activities can
affect the security of the organization. One of the weakest links in security is
the people who work for the company. Social engineering attacks prey on the
fact that users are often poorly educated in good security practices; therefore,
the greatest defenses against these types of attacks are training, education, and
awareness (see Figure 3.12).

Education

FIGURE 3.12 Training, Education, and Awareness Triad

You might find that your staff needs more in-depth training in matters of orga-
nizational security. This might be remedied with in-house training programs
that teach new employees needed security skills or offsite CISSP education
programs for security staff.
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Employee-awareness programs work best when they are run for short periods and
changed frequently.

Seven steps can help identify what type of security training is appropriate in an

organization:
1. Establish organizational technology objectives.
2. Conduct a needs assessment.
3. Find a training program that meets these needs.
4. Select the training methods and mode.
5. Choose a means of evaluating the training.
6. Administer the training.
7. Evaluate the training.

Types of training include the following:

vV v v vV v v Vv Y

In-house training
Web-based training
Classroom training
Vendor training
On-the-job training
Apprenticeship programs
Degreed programs

Continuing education programs

Caution

Training and education are not the same. Training programs are of short duration and
usually teach individuals a specific skill. Education is broader based and longer term
(for example, degree programs).
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Security Awareness

Awareness programs can be effective in increasing employee understanding
of security. Security awareness training helps employees understand how their
behavior affects the organization. Security awareness also outlines what is
expected of employees. Awareness training must be developed differently for
the various groups of employees in an organization. Not only will the training
vary, but the topics and types of questions you’ll receive from the participants
will also vary.

Successful employee awareness programs tailor the message to fit the audience.
These are three of the primary groups that security awareness training should
be targeted to:

» Senior management: Don’t try presenting an in-depth technical analysis
to this group; its members are typically interested in the bigger picture.
They want to know the costs, benefits, and ramifications of not following
good security practices.

» Data custodians: This group requires a more structured presentation on
how good security practices should be implemented, who is responsible,
and the individual and departmental costs for noncompliance.

» Users: Training for this group must align with employees’ daily tasks and
map to the users’ specific job functions.

The goal of security awareness is to increase management’s ability to hold employ-
ees accountable for their actions and to modify employee behavior toward security.

Social Engineering

Social engineering is the art of tricking someone into giving you something they
should not. Those skilled in the art of social engineering can use their skills to
gain access or information that they should not have. As organizations develop
better physical and technical controls, attackers are always going to look for the
easiest path to gain access. This very well could be the manipulation of people.
An organization can have the best firewalls, IDS, network design, authentication
system, or access controls and still be successfully attacked by a social engineer.

"To gain a better understanding of how social engineering works, let’s look at
the different approaches these attacks use. In his work The Science and Practice of
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Persuasion, Robert Cialdini describes the following six types of approaches for
positive response to social engineering:

>

Scarcity: This approach operates on the belief that something (such as
time) is in short supply. An example of this approach might be, “I need the
password now because my work is past due, and the boss is waiting. Can
you please help me this one time?”

Authority: This approach operates on the premise of power. An example
of this approach might be, “Hi, is this the Help Desk? I work for the
senior VP, and he needs his password reset to access important email!”

Liking: We tend to do more for people we like than we do for people
we don’t like. An example of this approach might be, “Come on, we are
friends. You know I would not misuse your password.”

Consistency: People like to be consistent. An example of this approach
might be someone asking a series of questions that you will answer yes to.
“Do you want a new car, is your car getting old, would you like buy our
car today?”

Social validation: This approach is based on the idea that if one person
does it, others will, too. As an example, “Why should I badge in when
everyone else just walks in once someone opens the door?”

Reciprocation: If someone gives you a token or small gift, you may

feel pressured to give something in return. An example of this approach
might be, “You have already won a free gift. All you must do is take a
few minutes to answer a few questions for our survey about your current
security infrastructure.”

Keep in mind that social engineering attacks can be launched from person to per-
son or from computer to person. Knowing the various techniques that social engi-
neers use can go a long way toward defeating their potential scams. The primary
defenses against social engineering are training and awareness. A good resource
for more information on social engineering is The Art of Deception: Controlling the
Human Element of Security, by Kevin D. Mitnick and William L. Simon.

Professional Ethics Training
and Awareness

"This section reviews some of the ethical standards and codes that a security
professional should be aware of. Ethics is a set of principles for conduct. Ethical
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standards are sometimes different from legal standards: Laws define what we
must do, whereas ethics define what we should do. Keep in mind that not every-
one will always act ethically.

Security professionals should uphold high ethical standards and promote

high ethical standards in others. Some of the ways security professionals can
help promote proper ethical behavior include making sure that organizations
have guidelines on computer ethics, ensuring that ethical issues are included

in employee handbooks, promoting computer ethics training, and helping to
develop ethical policies on issues such as email and other privacy-related topics.
There are several ethical standards that a security professional should be aware
of to help point the way toward proper behavior, including the following:

» (ISC)? Code of Ethics (www.isc2.org)

» Ten Commandments of Computer Ethics (http://cpsr.org/issues/ethics/
cei/)

» RFC 1087, Ethics and the Internet (www.ietf.org/rtc/rtc1087.txt)

(ISC)? Code of Ethics

CISSP candidates must subscribe to and support the (ISC)? Code of Ethics,
which states that a security professional should do the following:

» Protect society, the commonwealth, and the infrastructure
» Act honorably, honestly, justly, responsibly, and legally
» Provide diligent and competent service to principals

» Advance and protect the profession

Dan Farmer: The Ethics of Vulnerability Assessment

In 1995, some wondered whether Dan Farmer had sold his soul to the devil. While work-
ing with Wietse Venema, Mr. Farmer released the program Security Administrator Tool
for Analyzing Networks (SATAN), which was the first vulnerability assessment software
created.

Although Mr. Farmer saw a great need for such software, his employer at the time

did not and fired him. Some individuals also did not like the name of the software. To
address this issue, Mr. Farmer actually created an add-on for the tool that renamed the
program SANTA. By running the add-on package before running the tool, all the occur-
rences of the word Satan were changed to Santa, and all images were converted from a
graphic image to a picture of Santa Claus.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.


http://www.isc2.org
http://cpsr.org/issues/ethics/cei/
http://cpsr.org/issues/ethics/cei/
http://www.ietf.org/rfc/rfc1087.txt

139
Professional Ethics Training and Awareness

Regardless of the name, the need for the tool was apparent. At the time of its release,
nearly two-thirds of websites that were scanned were insecure. So, although some
worried that such a tool could be used by attackers to target vulnerable networks, the
need was real.

Today, many other tools have been created to perform network assessments, including
SAINT, SARA, Nessus, and Retina. Each owes its existence to SATAN, the first vulner-
ability assessment tool ever created.

ExamAlert

You should read the full (ISC)?> Code of Ethics because the exam may include one

or two questions related to the code. You can find this document by searching for
“Code of Ethics” at www.isc2.org.

Computer Ethics Institute

The Computer Ethics Institute was a group that focuses specifically on ethics
in the technology industry. It defined the following Ten Commandments of
Computer Ethics:

1. Thou shalt not use a computer to harm other people.

2. Thou shalt not interfere with other people’s computer work.
3. Thou shalt not snoop around in other people’s computer files.
4. Thou shalt not use a computer to steal.

5. Thou shalt not use a computer to bear false witness.

6. Thou shalt not copy or use proprietary software for which you have not
paid.

7. Thou shalt not use other people’s computer resources without authoriza-
tion or proper compensation.

8. Thou shalt not appropriate other people’s intellectual output.

9. Thou shalt think about the social consequences of the program you are
writing or the system you are designing.

10. Thou shalt always use a computer in ways that ensure consideration and
respect for your fellow humans.
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ExamAlert

For the CISSP exam, you should read the Ten Commandments of Computer Ethics
and be able to differentiate these rules from the (ISC)?> Code of Ethics.

Internet Architecture Board

The Internet Architecture Board (IAB) is an advisory body of the Internet
Society (ISOC). Figure 3.13 shows the layout of the ISOC. The Internet
Engineering Steering Group (IESG) is responsible for technical management
of IETF activities and the overall Internet standards process. The IAB is
responsible for the Internet Standards Process and is the request for comments
(RFC) editor. Working groups chartered by the Internet Engineering Task
Force IETF) develop new standards and protocols for the Internet.

FIGURE 3.13 ISOC and the IAB

An RFC is an engineering white paper that describes the operation of a
protocol, an application, a behavior, or the design of an Internet-connected
system. The IAB also has responsibility for architectural oversight of IETF
activities. One RFC that you should have knowledge of is RFC 1087. The goal
of RFC 1087, published by the IAB in January 1987, is to characterize unethical
and unacceptable behavior. It states that the following activities are unethical:

» Seeking to gain unauthorized access to the resources of the Internet
» Disrupting the intended use of the Internet

» Wasting resources (including people, capacity, and computer resources)
through such actions

» Destroying the integrity of computer-based information

» Compromising the privacy of users

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



141
Professional Ethics Training and Awareness

ExamAlert

Print and review RFC 1087 before you attempt the CISSP exam. It is available at
www.fags.org/rfcs/rfc1087.html.

NIST SP 800-14

While it is now retired, NIST SP 800-14, Generally Accepted System Security
Principles, was another early attempt to define the responsibilities of organiza-
tions that use electronic systems. NIST SP 800-14 made a number of impor-
tant points, including the following:

» Security supports the mission of the organization.

v

Security is an integral element of sound management.

v

Security should be cost-effective.

v

Systems owners have security responsibilities outside their own
organizations.

Security responsibilities and accountability should be made explicit.
Security requires a comprehensive and integrated approach.

Security should be periodically reassessed.

vV v. v Y

Security is constrained by societal factors.

Common Computer Ethics Fallacies

Most hackers profess to having ethical standards, and many even state that their
actions are not ethically wrong. When interviewed, many hackers state that
they have their own set of ethical standards. Some of the reasons often used to
rationalize their illegal behavior include the following common ethical fallacies:

» Computer game: If they don’t protect it, it’s fair game to attack it.
» Law-abiding citizen: It’s not physical theft, so it’s not illegal.

» Shatterproof: If I don’t do damage or if it can be repaired, what’s the
problem?

» Candy-from-a-baby: If it is that easy, how could it be wrong?
» Hackers: If I learn from this, it will benefit society and me.

» Free information: All information should be free.
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Tip
While it is true that writing a computer virus is not illegal, distributing it for malicious
purposes is illegal according to the CFAA. For example, Robert T. Morris was not

charged with writing the first Internet worm; he was charged and prosecuted for
using the code for malicious purposes.

Regulatory Requirements for Ethics
Programs

As previously discussed, different people see ethics in different ways. Therefore,
there are regulatory requirements in some countries to address ethics and

to address proper behaviors and attitudes. In the United States, the Federal
Sentencing Guidelines for Organizations (FSGO) outlines ethical requirements
and may impose different sentences depending on the ethics programs and
culture of the organization.

The following are several examples of regulatory requirements related to
ethics:

» Foreign Corrupt Practices Act (FCPA): This act imposes civil and
criminal penalties if publicly held organizations fail to maintain sufficient
controls over their information systems and data. FCPA requires these
companies to have adequate systems of internal accounting controls.

» Sarbanes-Oxley Act (SOX): This U.S. financial and accounting
disclosure and accountability legislation has requirements for ethics.
Section 406 of the Sarbanes-Oxley Act outlines code of ethics
requirements for senior financial officers.

» Committee for Sponsoring Organizations of the Treadway
Commission (COSO): This is an internal control framework used by
auditors and others that includes expected standards of conduct and
ethics.

Although questions dealing with laws specific to any one country are not common
on the CISSP exam, it is still important to have a good understanding of the appli-
cable laws under which your organization does business.
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Tip

When it comes to hackers, in addition to considering ethics, it is important to
consider motivation. Hackers are motivated by many different things, ranging from
money to the desire to have fun. Some hackers claim that they carry out their activi-
ties simply for a cause. Hacking for a cause is known as hacktivism. For example,

in 2020 the hacker group known as Anonymous claimed responsibility for the Blue-
Leaks breach, in which over 250 GB of police department files were exposed.
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Exam Prep Questions

1. Which standard discussed contains the following statement?

“Systems Owners Have Security Responsibilities Outside Their Own
Organization.”

O A. Ethics and the Internet
O B. RFC 1087

O C. (ISC)? Code of Ethics
O D. NIST 800-14

2. Which of the following methods of handling risk involves using a third party to
absorb a portion of the risk?

A. Risk reduction

. Risk transference

0000

B
C. Risk acceptance
D

. Risk rejection

3. You have been asked to calculate the annualized loss expectancy (ALE) for the
following variables:

Single loss expectancy = $25
Exposure factor = 0.90
Annualized rate of occurrence = 0.40
Residual risk = $30
Which of the following is the resulting ALE?

O A. $9.00
O B. $22.50
O C. $10.00
O D. $14.27

4. Which of the following is the proper order?

A. Determine ALE, residual risk, SLE, and ARO
B. Determine ALE, ARO, SLE, and residual risk
C. Determine ARO, SLE, ALE, and residual risk
D. Determine SLE, ARO, ALE, and residual risk

0000
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Which of the following is the formula for residual risk?
O A. (Threat x Vulnerability x Asset value) x Controls gap = Residual risk
O B. (Threat x Vulnerability x Asset value) = Residual risk
O C. (Threat / Vulnerability x Asset value) x Control = Residual risk
O D. (Risk x Vulnerability x Asset value) x Controls gap = Residual risk

Which of the following is the length of time for copyright in the United States and
the European Union?

A. Life plus 20 years
. Life plus 30 years

0000

B
C. Life plus 70 years
D. Life plus 100 years

Which of the following formulas represents total risk?

O A. Risk x Vulnerability x Asset value = Total risk

(O B. Threat x Vulnerability x Asset value = Total risk
O C. Risk x Value / Countermeasure = Total risk
(O D. Threat — Vulnerability / Asset value = Total risk

Which of the following is a flaw, a loophole, an oversight, or an error that makes
an organization susceptible to attack or damage?

O A. Risk

(O B. Vulnerability
O C. Threat

O D. Exploit

Which of the following is the most general of the security documents?
O A. Procedures

O B. Standards
O C. Policies
O D. Baselines

Which of the following groups is responsible for the development of new
standards and protocols such as RFC 10877

O A. [ESG
O B. ISOC
O C. IAB
O D. IETF
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11.

12.

13.

14.

15.

Which organizational role is tasked with assigning sensitivity labels?

O
O
O
O

A.

Management

B. Auditor
C.
D

. Owner

User

When the cost of a countermeasure outweighs the value of the asset, which of the
following is the best approach?

O
O
O
O

A.

Take no action

B. Transfer the risk
C.
D

. Increase the cost of exposure

Mitigate the risk

Which ISO document is used as a standard for information security management?

O
O
O
O

A.

ISO 27001

B. 1SO 27002
C.
D. ISO 27799

ISO 27004

TCO does not include which of the following?

00O

A.

Software updates

B. Subscription costs
C.
D. Cost of not implementing a control

Maintenance costs

It is important that a CISSP candidate understand the differences between the
various legal systems used around the world. One early system was Corpus Juris
Civilis, which featured a comprehensive system of written rules of law. For which
legal system was Corpus Juris Civilis the basis?

00O

A.

Civil law

B. Religious law
C.
D

. Customary law

Common law
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16. Planning for business continuity and disaster recovery is likely to be a very large,
complex, and multidisciplinary project that brings together key associates within an
organization. Which of the following best describes the role of senior management?

O A. To plan for money for the disaster recovery project manager, technol-

O

O

O

B.

C.

D.

ogy experts, process experts, or other financial requirements from
various departments within the organization

To be willing to make creating the disaster recovery plan a priority,
commit and allow staff time for it, and set hard dates for completion

To manage people from different disciplines to keep them all on the
same page

To be experts and understand specific processes that require special
skill sets

17. Which of the following does a business impact analysis do?

18.

19.

20.

O

O

O
O

A.

B.

C.
D.

Determine the maximum outage time before the company is
permanently damaged

Detail how training and awareness will be performed and how the plan
will be updated

Establish the need for a BCP
Select recovery strategies

Which term best describes a symbol, word, name, sound, or thing that uniquely
identifies a product or service?

O
O
O
O

A.

B.
C.
D.

Trade secret
Copyright
Patent

Trademark

Which of the following is one of the most important steps to take before
developing a business continuity plan?

Perform a BIA
Perform quantitative and qualitative risk assessment
Get senior management buy-in

Determine membership of the BCP team

When developing a business continuity plan, what should be the number-one

O A
O B.
O C.
O D.
priority?
O A
O B.
O C.
O D.

Minimize outage time
Mitigate damage
Document every conceivable threat

Protect human safety
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Answers to Exam Prep Questions

1.

10.

11.

D. NIST 800-14 states that responsibilities exceed the network you are in charge
of. Answers A and C both point to RFC 1087, Ethics and the Internet. This state-
ment is also not in the (ISC)? Code of Ethics.

B. The purchase of insurance to transfer a portion or all of the potential cost of

a loss to a third party is known as risk transference. All other answers are incor-
rect: Risk reduction involves implementing a countermeasure, risk acceptance
deals with risk by accepting the potential cost, and risk rejection pretends the risk
doesn’t exist.

C. $25 x 0.40 = $10, or Single loss expectancy (SLE) x Annualized rate of occur-
rence (ARO) = Annualized loss expectancy (ALE).

D. The quantitative assessment process involves the following steps: Estimate
potential losses (SLE), conduct a threat analysis (ARO), determine annual loss
expectancy (ALE), and determine the residual risk after a countermeasure has
been applied.

A. The formula for residual risk is (Threat x Vulnerability x Asset value) x Controls
gap = Residual risk.

C. Life plus 70 years is the length of a copyright in the United States and the
European Union. Keep in mind that copyright terms can vary depending on the
country and time they were granted.

B. Risk is expressed numerically as follows:
Threat x Vulnerability x Asset value = Total risk
The other answers do not properly present the formula for total risk.

B. VA vulnerability is a flaw, a loophole, an oversight, or an error that makes an

organization susceptible to attack or damage. All other answers are incorrect: A
risk can be defined as the potential harm that can arise from some present pro-
cess or from some future event; an event is an action of a threat agent that can
result in harm to an asset or a service; and an exploit takes advantage of a bug,
glitch, or vulnerability.

C. Policies are high-level documents. A procedure is a detailed, in-depth, step-
by-step document that lays out exactly what is to be done and is tied to specific
technologies and devices. Standards are tactical documents. Baselines are mini-
mum levels of security that a system, network, or device must adhere to.

D. The development of new standards and protocols for the Internet is carried out
by working groups chartered by the IETF. Answers A, B, and C are incorrect.

D. Data classification should be performed by the owner. When a data item or
object is identified, the owner is responsible for assigning a security label. If the
military data-classification system is used, that label might be top secret, secret,
sensitive, or unclassified. It is not the responsibility of the auditor, management, or
the user to assign a label to the data.
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A. When the cost of a countermeasure outweighs the value of the asset, the best
approach is to take no action because the asset would cost more to protect than
it is worth. Answers B, C, and D are incorrect because there would be a loss of
value in transferring the risk. In such cases, there would be no reason to mitigate
the risk because the cost would be prohibitive—and that violates good security
practices.

C. ISO 27004 is the standard for security management. ISO 27001 is focused on
requirements. ISO 27002 was developed for BS 7799, and ISO 27799 is focused
on health.

D. TCO includes all costs, including software, update, and maintenance costs.
The only thing that is not included is the cost of not implementing the control.

A. Much of Europe is based on civil (code) law, also known as Napoleonic law.
The Romans used Corpus Juris Civilis, which featured a comprehensive system of
written rules of law and serves as the basis of the civil law used today. Answers B,
C, and D are incorrect as the major difference between civil law and common law
is that civil law uses legislation as the main source of laws. Religious law is based
on religious tenets. China and some African countries use customary law, which
may be combined with other legal systems and is based on the concept of what
is customary and considered normal conduct. It is important that a CISSP candi-
date understand the differences between the various legal systems used around
the world.

B. The best answer is B. If senior management does not get behind the DRP and
fully support it, the DRP will likely fail. Answer A is not the best answer because it
describes the roles of a budget manager or budget department. Answer C is not
the best answer because it describes the roles of a project manager. Answer D is
not the best answer as it describes the roles of a subject matter expert.

A. ABIA is a process used to help business units understand the impact of a
disruptive event. Part of that process is determining the maximum outage time
before the company is permanently harmed. The other answers are part of the
BCP process but are not specifically part of the BIA portion, so answers B, C, and
D are incorrect.

D. A trademark is a symbol, word, name, sound, or thing that identifies the origin
of a product or service in a particular trade. Answers A, B, and C are incorrect
as they do not properly describe a trademark.

C. Before the BCP/DRP process can begin, you must get senior management
buy-in. Answers A, B, and D are important, but activities like developing the team
occur after management buy-in, and the risk assessment process is performed
during the BIA.

D. The protection of human safety is always the number-one priority of a security
professional. Answers A, B, and C are incorrect. Minimizing outages is impor-
tant but not number one. Preventing damage is also important, but protection of
human safety is more important.
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Need to Know More?

Keeping pre-employment checks legal: www.ceoc.gov/laws/guidance/
background-checks-what-employers-need-know

Supply chain risk management planning: riskpulse.com/blog/
supply-chain-risk-management-plan-what-you-need-to-include/

Security configuration guides: https://apps.nsa.gov/iaarchive/library/
ia-guidance/security-configuration/

Site security: www.fags.org/rfes/rfc2196.html

Self-audits of employment practices: library.findlaw.com/2000/Aug/
1/127767 .html

Business continuity best practices: www.eci.com/blog/472-a-best-practices-
guide-to-business-continuity-planning.html

Building effective policy: csre.nist.gov/nissc/1997/panels/isptg/pescatore/
html/

Policy templates and information: www.sans.org/security-resources/policies/

Legal systems of the world: www.hmtlaw.com/international-business/
legal-systems-of-the-world/

Threat modeling methodologies: blog.eccouncil.org/threat-modeling-
methodologies-tools-and-processes/
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CHAPTER 4

Security Architecture
and Engineering

Terms you’ll need to understand:

v

vVVVVVVYVYVYY

Buffer overflows

Security models

Rings of protection

Public key infrastructure
Digital signatures
Common Criteria
Reference monitor
Trusted computing base
Open and closed systems
Emanations

Encryption

Topics you’ll need to master:

>

>
>
>

vy

How to select controls based on system security requirements
Use of confidentiality models such as Bell-LaPadula
How to identify integrity models such as Biba and Clark-Wilson

Common flaws and security issues associated with security
architecture designs

Cryptography and how it is used to protect sensitive information

The need for and placement of physical security controls

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.




152
CHAPTER 4: Security Architecture and Engineering

Introduction

The CISSP exam Security Architecture and Engineering domain deals with
hardware, software, security controls, and documentation. When hardware is
designed, it needs to be built to specific standards that should provide mecha-
nisms to protect the confidentiality, integrity, and availability of the data. The
operating systems (OS) that will run on the hardware must also be designed in
such a way as to ensure security.

Building secure hardware and operating systems is just a start. Both vendors
and customers need to have a way to verify that hardware and software perform
as stated, to rate these systems, and to have some level of assurance that such
systems will function in a known manner. Evaluation criteria allow the parties
involved to have a level of assurance.

"This chapter introduces cryptography and how it can be used at multiple layers
to enhance security. To pass the CISSP exam, you need to understand system
hardware and software models and how physical and logical controls can be
used to secure systems. This chapter also covers cryptography (both symmetric
and asymmetric), hashing, and digital signatures, which are also potential test
topics.

Secure Design Guidelines and
Governance Principles

Building in security from the beginning of an architecture build is much
cheaper than attempting to add it later. Part of this proactive approach should
include an assessment to determine whether sensitive assets require any
additional levels of security pertaining to confidentiality and integrity.

Figure 4.1 illustrates the defense-in-depth design process.

There are two types of security controls:

» Physical security controls: These controls can be used to restrict work
areas, provide media security controls, restrict server room access, and
maintain proper data storage and access.

» Logical security controls: These controls can be deployed through the
application of cryptographic controls.
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Sensitive Asset (Software or Hardware)

Requires
V( quires)

Assurance (ITIL, EA, SABSA, ISO 19249, etc.)

(Must prV th protect)

Confidentiality Integrity

(Aided by)

Physical Controls

(Achieved with)

Cryptographic Controls

+ Public key infrastructure
+ Key management
+ Encryption

(Must map to)
Y

Cryptographic Standards

(Should protect against)
y

Cryptanalytic Attacks

FIGURE 4.1 Defense-in-Depth Design Process for Security Architecture

Various types of cryptographic controls can be used. Choosing the appropriate
type requires determining specific characteristics, such as the type of algorithm
used, the key length, and the application.

A public key infrastructure (PKI) is an industry standard framework that estab-
lishes third-party trust between two different parties. Key management is a
critical component of a PKI and includes cryptographic key generation, distri-
bution, storage, validation, and destruction, all of which are critical components
for key management.

It is important to remember that all systems can be attacked, and it is critical to
choose a cryptographic system that is strong enough. Cryptographic keys can
be compromised. Compromises can be due to weak algorithms or weak keys.
Many methods of cryptanalytic attacks exist to compromise keys.
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Data at rest can be protected with a Trusted Platform Module (TPM) chip, which is
a cryptographic hardware processor that can be used to provide a greater level of
security than is provided through software encryption. A TPM chip installed on the
motherboard of a client computer can also be used for system state authentication.
A TPM chip can also be used to store encryption keys.

TPM chips are addressed in ISO 11889-1:2009 and can be used with other forms of
data and system protections to provide a layered approach referred to as defense in
depth.

A framework is used to categorize an information system or business and used
to guide which controls or standards are applicable. These frameworks are
typically tied to governance, which should focus on the availability of services,
integrity of information, and protection of data confidentiality.

One early framework is Saltzer and Schroeder’s principles for effective security
titled “The Protection of Information in Computer Systems.” This 1975 paper
may seem somewhat dated today, but it is still relevant and often covered in
college and university courses. In this paper, Saltzer and Schroeder define

a framework for secure systems design that is based on eight architectural
principles:

» Complete mediation

» Economy of mechanism
Fail-safe defaults

Least privilege

Least common mechanism
Open design
Psychological acceptability

vV vV.v. v v Yy

Separation of privilege

Another approach is the ISO/IEC 19249, Security Techniques—Catalogue of
Architectural and Design Principles for Secure Products, Systems and Applications,
which breaks out design principles into two groupings, each with five items:

» Architectural principles:

» Domain separation

» Layering
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» Encapsulation

» Redundancy

» Virtualization

» Design principles:

» Least privilege

» Attack surface minimization

» Centralized parameter validation

» Centralized general security services

» Preparing for error and exception handling
Another governance framework is the I'T Infrastructure Library (I'T'TL). I'TIL
specifies a set of processes, procedures, and tasks that can be integrated with an
organization’s strategy to deliver value and maintain a minimum level of com-
petency. I'TIL can be used to create a baseline from which the organization can

plan, implement, and measure its governance progress. ['TIL presents a service
lifecycle that includes the following components:

Continual service improvement

Service strategy

>

>

» Service design
» Service transition
| 4

Service operation

Enterprise Architecture

Security and governance can be enhanced by implementing an enterprise archi-
tecture (EA) plan. EA is the practice in information technology of organizing
and documenting a company’s I'T assets to enhance planning, management, and
expansion. The primary purpose of using EA is to ensure that business strategy
and I'T investments are aligned. The benefit of EA is that it provides a means of
traceability that extends from the highest level of business strategy down to the
fundamental technology.

One early EA model is the Zachman Framework, which was designed to allow
companies to structure policy documents for information systems so they focus
on who, what, where, when, why, and how (see Figure 4.2).
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FIGURE 4.2 Zachman Model

Federal law requires each government agency to set up its EA and a structure
for its governance. This process is guided by the Federal Enterprise Architec-
ture (FEA) framework, which is designed to use five models:

>

Performance reference model: A framework used to measure
performance of major I'T" investments

Business reference model: A framework used to provide an organized,
hierarchical model for day-to-day business operations

Service component reference model: A framework used to classify
service components with respect to how they support business or
performance objectives

Technical reference model: A framework used to categorize the
standards, specifications, and technologies that support and enable the
delivery of service components and capabilities

Data reference model: A framework used to provide a standard means
by which data can be described, categorized, and shared

An independently designed, but later integrated, subset of the Zachman
Framework is the Sherwood Applied Business Security Architecture (SABSA).
Like the Zachman Framework, the SABSA model and methodology was
developed for risk-driven enterprise information security architectures. It asks
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what, why, how, and where. For more information on the SABSA model, see
www.sabsa-institute.org.

The ISO 27000 series is part of a family of governance standards that can trace
their origins back to BS 7799. Organizations can become ISO 27000 certified
by verifying their compliance with an accredited testing entity. Some of the
core ISO standards include the following:

» ISO 27001: This document describes requirements for establishing,
implementing, operating, monitoring, reviewing, and maintaining an
information security management system (ISMS). It follows the
Plan-Do-Check-Act model.

» ISO 27002: This document, which began as the BS 7799 standard and
was republished as the ISO 17799 standard, describes ways to develop a
security program within an organization.

» ISO 27003: This document focuses on implementation.

» ISO 27004: This document describes the ways to measure the
effectiveness of an information security program.

» ISO 27005: This document describes the code of practice in information
security.

"True security is a layered process and requires more than governance. The
items discussed in the following sections can be used to build a more secure
organization.

Regulatory Compliance and Process
Control

One area of concern for a security professional is protection of sensitive infor-
mation, including financial data. One attempt to provide this protection is the
Payment Card Industry Data Security Standard (PCI-DSS). This multinational
standard, which was first released in 2004, was created to enforce strict stan-
dards of control for the protection of credit card, debit card, AT'M card, and gift
card numbers by mandating policies, security devices, controls, and network
monitoring. PCI also sets standards for the protection of personally identifiable
information that is associated with the cardholder on an account. Participating
vendors include American Express, MasterCard, Visa, and Discover.

Whereas PCI is used to protect financial data, Control Objectives for
Information and Related Technology (COBIT) was developed to meet the
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requirements of business and I'T" processes. It is a standard used for auditors
worldwide and was developed by the Information Systems Audit and Control
Association (ISACA). COBIT is divided into four control areas:

» Planning and Organization
» Acquisition and Implementation
» Delivery and Support

» Monitoring

Fundamental Concepts of Security
Models

Modern computer systems can be broken down into four groupings, or layers:
» Hardware
» Kernel and device drivers
» Operating system

» Applications

Hardware interacts with software, such as the operating system kernel, and
operating systems and applications do the things we need done. At the core of
every computer system are the central processing unit (CPU) and the hardware
that makes it run. The CPU is just one of the items that you can find on the
motherboard, which serves as the base for most crucial system components.

The following sections examine the various parts of a computer system, starting
at the heart of the system.

Central Processing Unit

The CPU is the heart of a computer system and serves as the brain of the
computer. The CPU consists of the following:

» Arithmetic logic unit (ALU): The ALU performs arithmetic and logical
operations. It is the brain of the CPU.

» Control unit: The control unit manages the instructions it receives
from memory. It decodes and executes the requested instructions and
determines what instructions have priority for processing.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



159
Fundamental Concepts of Security Models

» Memory: Memory is used to hold instructions and data to be processed.
CPU memory is not typical memory; it is much faster than non-CPU
memory.

A CPU is capable of executing a series of basic operations, including fetch,
decode, execute, and write operations. Pipelining combines multiple steps into
one process. A CPU has the capability to fetch instructions and then process
them. A CPU can operate in one of four states:

» Supervisor state: The program can access the entire system.
» Problem state: Only non-privileged instructions can be executed.
> Ready state: The program is ready to resume processing.

» Wait state: The program is waiting for an event to complete.

Because CPUs have very specific designs, the operating system as well as
applications must be developed to work with the CPU. CPUs also have
different types of registers to hold data and instructions. The base register
contains the beginning address assigned to a process, and the limit address
marks the end of the memory segment. Together, these components are
responsible for the recall and execution of programs.

CPUs have made great strides, as illustrated in Table 4.1. As the size of
transistors has decreased, the number of transistors that can be placed on a
CPU has increased. Thanks to increases in the total number of transistors
and in clock speed, the power of CPUs has increased exponentially. Today, a
3.06 GHz Intel Core i7 can perform about 18 million instructions per
second (MIPS).

TABLE 4.1 CPU Advancements

CPU Year Number of Transistors Clock Speed
8080 1974 6,000 2 MHz
80386 1986 275,000 12.5 MHz
Pentium 1993 3,100,000 60 MHz

Intel Core 2 2006 291,000,000 2.66 GHz
Intel Core i7 2009 731,000,000 4.00 GHz

Intel Core M 2014 1,300,000,000 2.6 GHz
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Processor speed is measured in MIPS (millions of instructions per second). This
standard is used to indicate how fast a CPU can work.

"Two basic designs of CPUs are manufactured for modern computer systems:

» Reduced instruction set computer (RISC): Uses simple instructions
that require a reduced number of clock cycles

» Complex instruction set computer (CISC): Performs multiple
operations for a single instruction

The CPU requires two inputs to accomplish its duties: instructions and data.
The data is passed to the CPU for manipulation, where it is typically worked
on in either the problem state or the supervisor state. In the problem state, the
CPU works on the data with non-privileged instructions. In the supervisor state,
the CPU executes privileged instructions.

ExamAlert

A superscalar processor is a processor that can execute multiple instructions at the

same time; a scalar processor can execute only one instruction at a time. You need
to know this distinction for the CISSP exam.

A CPU can be classified into one of several categories, depending on its
functionality. When the computer’s CPU, motherboard, and operating system
all support the functionality, the computer system is also categorized according
to the following:

» Multiprogramming: Can interleave two or more programs for execution
at any one time

» Multitasking: Can perform one or more tasks or subtasks at a time

» Multiprocessor: Supports one or more CPUs

A multiprocessor system can work in symmetric or asymmetric mode. With
symmietric mode, all processors are equal and can handle any tasks equally
with all devices (peripherals being equally accessible) or no specialized path
is required for resources. With asymmetric mode, one CPU schedules and
coordinates tasks between other processes and resources.
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The data that CPUs work with is usually part of an application or a program.
These programs are tracked using a process ID (PID). Anyone who has ever
looked at Task Manager in Windows or executed a ps command on a Linux
machine has probably seen a PID number. You can manipulate the priority of
these tasks as well as start and stop them. Fortunately, most programs do much
more than the first C code you wrote, which probably just said “Hello World.”
Each line of code or piece of functionality that a program has is known as a
thread.

A program that has the capability to carry out more than one thread at a time is
referred to as multithreaded (see Figure 4.3).

Base Register
Thread A

Thread B Process 1

Thread C

Limit Register

0x 379,193

FIGURE 4.3 Processes and Threads

Process activity uses process isolation to separate processes. Four process
isolation techniques are used to ensure that each application receives adequate
processor time to operate properly:

» Encapsulation of processes or objects: Other processes do not interact
with the application.

» Virtual mapping: The application is written in such a way that it believes
it is the only application running.

» Time multiplexing: This allows the application or process to share the
computer’s resources.

» Naming distinctions: Processes are assigned their own unique names.

ExamAlert

To get a good look at naming distinctions, run ps -aux from the terminal of a Linux
system and note the unique PID values.
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An interrupt is another key piece of a computer system. It is an electrical con-
nection between a device and a CPU. The device can put an electrical signal on
this connection to get the attention of the CPU. The following are common
interrupt methods:

» Programmed I/O: Used to transfer data between a CPU and
a peripheral device

» Interrupt-driven I/0: A more efficient input/output method that
requires complex hardware

» I/0 using DMA: I/O based on direct memory access that can bypass the
processor and write the information directly to main memory

» Memory-mapped I/O: A method that requires the CPU to reserve space
for I/O functions and to make use of the address for both memory and
I/0 devices

» Port-mapped I/O: A method that uses a special class of instruction that
can read and write a single byte to an I/O device

ExamAlert

Interrupts can be maskable and non-maskable. Maskable interrupts can be ignored

by the application or the system, whereas non-maskable interrupts cannot be
ignored by the system. An example of a non-maskable interrupt in Windows is the
interrupt that occurs when you press Ctrl+Alt+Delete.

There is a natural hierarchy to memory, and there must therefore be a way to
manage memory and ensure that it does not become corrupted. That is the
job of the memory management system. Memory management systems on
multitasking operating systems are responsible for the following tasks:

» Relocation: The system maintains the ability to copy memory contents
from memory to secondary storage as needed.

» Protection: The system provides control to memory segments and
restricts what process can write to memory.

» Sharing: The system allows sharing of information based on a user’s
security level for access control. For instance, Mike may be able to read
an object, whereas Shawn may be able to read and write to the object.
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» Logical organization: The system provides for the sharing of and
support for dynamic link libraries.

» Physical organization: The system provides for the physical
organization of memory.

Storage Media

A computer is not just a CPU; memory is also an important component. The
CPU uses memory to store instructions and data. Therefore, memory is an
important type of storage media. The CPU is the only component that can
directly access memory. Systems are designed this way because the CPU has a
high level of system trust.

A CPU can use different types of addressing schemes to communicate with
memory, including absolute addressing and relative addressing. In addition,
memory can be addressed either physically or logically. Physical addressing refers
to the hard-coded address assigned to memory. Applications and programmers
writing code use logical addresses. Relative addressing involves using a known
address with an offset applied.

Not only can memory be addressed in different ways, but there are also
different types of memory. Memory can be either nonvolatile or volatile. The
sections that follow provide examples of both of these types.

Tip

Two important security concepts associated with storage are protected memory and
memory addressing. For the CISSP exam, you should understand that protected
memory prevents other programs or processes from gaining access or modifying the
contents of address space that has previously been assigned to another active pro-
gram. Memory can be addressed either physically or logically. Memory addressing
describes the method used by the CPU to access the contents of memory. This is
especially important for understanding the root causes of buffer overflow attacks.

RAM

Random-access memory (RAM) is volatile memory. If power is lost, the data in
RAM is destroyed. Types of RAM include static RAM, which uses circuit latches
to represent binary data, and dynamic RAM, which must be refreshed every few
milliseconds. RAM can be configured as dynamic random-access memory (DRAM)
or static random-access memory (SRAM).
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SRAM doesn’t require a refresh signal, as DRAM does. SRAM chips are more
complex and faster, and thus they are more expensive. DRAM access times are
around 60 nanoseconds (ns) or more; SRAM has access times as fast as 10 ns.
SRAM is often used for cache memory.

DRAM chips can be manufactured inexpensively. Dynamic refers to the
memory chips’ need for a constant update signal (also called a refresh signal) to
retain the information that is written there. Currently, there are five popular
implementations of DRAM:

» Synchronous DRAM (SDRAM): SDRAM shares a common clock
signal with the transmitter of the data. The computer’s system bus clock
provides the common signal that all SDRAM components use for each
step to be performed.

» Double data rate (DDR): DDR supports a double transfer rate
compared to ordinary SDRAM.

» DDR2: DDR2 splits each clock pulse in two, doubling the number of
operations it can perform.

» DDR3: DDR3 is a DRAM interface specification that offers the ability
to transfer data at twice the rate (eight times the speed of its internal
memory arrays), enabling higher bandwidth or peak data rates.

» DDR4: DDR4 offers higher speed than DDR2 or DDR3 and is one of
the latest variants of DRAM. It is not compatible with any earlier type of
RAM.

ExamAlert

Memory leaks occur when programs or processes use RAM but cannot release it.

Programs that suffer from memory leaks will eventually use up all available memory
and can cause a system to halt or crash.

ROM

Read-only memory (ROM) is nonvolatile memory that retains information even if
power is removed. ROM is typically used to load and store firmware. Firmware
is embedded software much like BIOS or UEFI.
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Tip
Most modern computer systems use Unified Extensible Firmware Interface (UEFI)

instead of BIOS. UEFI offers several advantages over BIOS, including support for
remote diagnostics and repair of systems even if no OS is installed.

Some common types of ROM include the following:
» Erasable programmable read-only memory (EPROM)
» Electrically erasable programmable read-only memory (EEPROM)
» Flash memory
» Programmable logic devices (PLDs)

Secondary Storage

Memory plays an important role in the world of storage, but other long-term
types of storage are also needed. One of these is sequential storage. Tape drives

are a type of sequential storage that must be read sequentially from beginning
to end.

Another well-known type of secondary storage is direct-access storage. Direct-
access storage devices do not have to be read sequentially; the system can
identify the location of the information and go directly to it to read the data.
A hard drive is an example of a direct-access storage device: A hard drive has
a series of platters, read/write heads, motors, and drive electronics contained
within a case designed to prevent contamination. Hard drives are used to hold
data and software. Soffware is an operating system or application that you've
installed on a computer system.

Compact discs (CDs) are a type of optical media. They use a laser/opto-
electronic sensor combination to read or write data. A CD can be read-only,
write-once, or rewriteable. CDs can hold up to around 800 MB on a single
disk. A CD is manufactured by applying a thin layer of aluminum to what is
primarily hard clear plastic. During manufacture or when a CD/R is burned,
small bumps or pits are placed in the surface of the disc. These bumps or pits
are converted into binary ones or zeros. Unlike a floppy disk, which has tracks
and sectors, a CD comprises one long spiral track that begins at the inside of
the disc and continues toward the outer edge.
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Digital video discs (DVDs) are very similar to CDs in that both are optical
media: DVDs just hold more data. The current version of optical storage is the
Blu-ray disc. These optical disks can hold 50 GB or more of data.

More and more systems today are moving to solid-state drives (SSDs) and flash
memory storage. Sizes up to 2 TB are now common.

I/0O Bus Standards

The data that a CPU is working with must have a way to move from the
storage media to the CPU. This is accomplished by means of a bus. A bus is
lines of conductors that transmit data between the CPU, storage media, and
other hardware devices. You need to understand two bus-related terms for the

CISSP exam:

» Northbridge: The northbridge, which is considered the memory
controller hub (MCH), connects CPU, RAM, and video memory.

» Southbridge: The southbridge is used by the I/O controller hub (ICH)
to connect input/output devices such as the hard drive, DVD drive,
keyboard, mouse, and so on.

From the point of view of the CPU, the various adapters plugged in to a
computer are external devices. These connectors and the bus architecture used
to move data to the devices have changed over time. The following are some
bus architectures with which you need to be familiar:

» Industry Standard Architecture (ISA): The ISA bus started as an 8-bit
bus designed for IBM PCs. It is now obsolete.

» Peripheral Component Interconnect (PCI): The PCI bus was
developed by Intel and served as a replacement for ISA and other bus
standards. PCI Express is now the standard.

» Peripheral Component Interface Express (PCle): The PCle bus was
developed as an upgrade to PCI. It offers several advantages, such as
greater bus throughput, smaller physical footprint, better performance,
and better error detection and reporting.

» Serial ATA (SATA): The SATA standard is the current standard for
connecting hard drives and solid-state drives to computers. It uses a serial
design and smaller cables and offers greater speeds and better airflow
inside the computer case.
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» Small Computer Systems Interface (SCSI): The SCSI bus allows a
variety of devices to be daisy-chained off a single controller. Many servers
use the SCSI bus for their preferred hard drive solution.

Universal Serial Bus (USB) has gained wide market share. USB overcame the
limitations of traditional serial interfaces. USB 2.0 devices can communicate at
speeds up to 480 Mbps or 60 MBps, whereas USB 3.0 devices have a maximum
bandwidth rate of 5 Gbps or 640 MBps. Devices can be chained together so
that up to 127 devices can be connected to one USB slot of one hub in a “daisy
chain” mode, eliminating the need for expansion slots on the motherboard.
The newest USB standard is 3.2. The biggest improvement for the USB 3.2
standard is a boost in data transfer bandwidth of up to 10 Gbps.

USB is used for flash memory, cameras, printers, external hard drives, and
phones. USB has two fundamental advantages: It has broad product support
and devices are typically recognized immediately when connected.

Many Apple computers make use of the Thunderbolt interface, and a few
legacy FireWire IEEE 1394) interfaces are still found on digital audio and
video equipment.

Virtual Memory and Virtual Machines

Modern computer systems have developed specific ways to store and access
information. One of these is virtual memory, which is the combination of the
computer’s primary memory (RAM) and secondary storage (the hard drive or
SSD). When these two technologies are combined, the OS can make the CPU
believe that it has much more memory than it actually has. Examples of virtual
memory include the following:

> Page file
» Swap space

» Swap partition

These virtual memory types are user defined in terms of size, location, and
other factors. When RAM is nearly depleted, the CPU begins saving data

onto the computer’s hard drive in a process called paging. Paging takes a part
of a program out of memory and uses the page file to save those parts of the
program. If the system requires more RAM than paging provides, it writes an
entire process out to the swap space. This process uses a paging file/swap file
so that the data can be moved back and forth between the hard drive and RAM
as needed. A specific drive can even be configured to hold such data and is
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therefore called a swap partition. Individuals who have used a computer’s
hibernation function or who have ever opened more programs on their
computers than they’ve had enough memory to support are familiar with the
operation of virtual memory.

Closely related to virtual memory are virtual machines, such as VMware
Workstation and Oracle VM VirtualBox. VMware is one of the leaders in the
machine virtualization market. A virtual machine enables the user to run a
second OS within a virtual host. For example, a virtual machine can let you run
another Windows OS, Linux x86, or any other OS that runs on x86 processor
and supports standard BIOS/UEFT booting.

Virtual systems make use of a hypervisor to manage the virtualized hardware
resources to run a guest operating system. A Type 1 hypervisor runs directly
on the hardware, with VM resources provided by the hypervisor, whereas a
Type 2 hypervisor runs on a host operating system above the hardware. Virtual
machines can be used for development and system administration, production,
and to reduce the number of physical devices needed. Hypervisors are also
being used to design virtual switches, routers, and firewalls.

Tip

Virtualization has been very important in the workplace, but cloud-based systems
have more recently begun to take the place of VMs. Cloud-based systems enable
employees to work from many different locations. The applications and data can
reside in the cloud, and a user can access this content from any location that has
connectivity. The potential disadvantage of cloud computing is that security can be
an issue. It is important to consider who owns the cloud. Is it a private cloud (owned
by company) or a public cloud (owned by someone else)? In addition, what is

the physical location of the cloud, who has access to the cloud, and is it shared
(co-tenancy)? It is critical to consider each of these factors before placing any
corporate assets in the cloud.

Computer Configurations

The following are some of the most commonly used computer and device
configurations:

» Print server: Print servers are usually located close to printers and allow
many users to access the same printer and share its resources.

» File server: File servers allow users to have a centralized site to store
files. A file server provides an easy way to perform backups because it
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can be done on one server rather than on all the client computers. It also
allows for group collaboration and multiuser access.

Application server: An application server allows users to run applications
that are not installed on an end user’s system. It is a very popular concept in
thin client environments, which depend on a central server for processing
power. Licensing is an important consideration with application servers.

Web server: Web servers provide web services to internal and external
users via web pages. A sample web address or URL (uniform resource
locator) is www.thesolutionfirm.com.

Database server: Database servers store and access data, including
information such as product inventories, price lists, customer lists, and
employee data. Because databases hold sensitive information, they require
well-designed security controls. A database server typically sits in front

of a database and brokers requests, acting as middleware between the
untrusted users and the database holding the data.

Laptops and tablets: These are mobile devices that are easily lost or
stolen. Mobile devices have become very powerful and must be properly
secured.

Smartphones: Today’s smartphones are handheld computers that have
large amounts of processing capability. They can take photos and offer
onboard storage, Internet connectivity, and the ability to run applications.
"These devices are of particular concern as more companies start to support
bring your own device (BYOD) policies. Such devices can easily fall outside
of company policies and controls.

Industrial control systems (ICS): ICSs are typically used for industrial
process control, such as with manufacturing systems on factory floors.
ICSs can be used to operate and/or automate industrial processes. There
are several categories of ICSs, including supervisory control and data
acquisition (SCADA) systems, distributed control systems (DCSs), and
field devices.

Embedded devices / Internet of Things (IoT): Embedded devices /
IoT include ATMs, point-of-sale terminals, and smartwatches. More and
more devices include embedded technology, such as smart refrigerators
and Bluetooth-enabled toilets. The security of embedded devices is a
growing concern, as these devices may not be patched or updated on a
regular basis.
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We can expect more and more devices to have embedded technology as the
Internet of Things (IoT) grows. Several companies even sell toilets with Bluetooth
and SD card technology built in; like other devices, they are not immune to hacking
(see www.extremetech.com/extreme/163119-smart-toilets-bidet-hacked-via-
bluetoothgives-new-meaning-to-backdoor-vulnerability).

Security Architecture

Although a robust functional architecture is a good start, real security
requires that you have a security architecture in place to control processes and
applications. Concepts related to security architecture include the following:

» Protection rings

Trusted computing base (TCB)
Open and closed systems
Security modes of operation
Operating states

Recovery procedures

vV v. v v v Y

Process isolation

Protection Rings

An operating system knows who and what to trust by relying on protection rings.
Protection rings work much like your network of family members, friends,
coworkers, and acquaintances. The people who are closest to you, such as your
spouse and children, have the highest level of trust. Those who are distant
acquaintances or are unknown to you probably have a lower level of trust. For
example, when you see a guy on Canal Street in New York City hawking new
Rolex watches for $100, you should have little trust in him and his relationship
with the Rolex company!

Protection rings are conceptual rather than physical entities. Figure 4.4
illustrates the protection rings schema. The first implementation of such a
system was in MI'T’s Multics time-shared operating system.
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Most Sensitive Least Sensitive

Top Secret

FIGURE 4.4 Protection Rings

The protection rings model provides the operating system with various levels
at which to execute code or to restrict that code’s access. The idea is to use
engineering design to build in layers of control using secure design principles.
The rings provide much greater granularity than a system that just operates

in user and privileged modes. As code moves toward the outer bounds of the
model, the layer number increases, and the level of trust decreases. This model
includes the following layers:

» Layer 0: This is the most trusted level. The operating system kernel
resides at this level. Any process running at layer 0 is said to be operating
in privileged mode.

» Layer 1: This layer contains non-privileged portions of the operating
system.

» Layer 2: This is where I/O drivers, low-level operations, and utilities
reside.

» Layer 3: This layer is where applications and processes operate. It is
the level at which individuals usually interact with the operating system.
Applications operating here are said to be working in user mzode, which
is often referred to as problem mode because this is where the less-trusted
applications run; it is, therefore, where most problems occur.

Not all systems use all rings in the protection rings model. Most systems that
are used today operate in two modes: user mmode and supervisor (privileged)
mode.
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Items that need high security, such as the operating system security kernel, are
located in the center ring. This ring is unique because it has access rights to all
domains in the system. Protection rings are part of the trusted computing base
concept, which is described next.

Trusted Computing Base

"The trusted computing base (I'CB) is the sum of all the protection mechanisms
within a computer and is responsible for enforcing the security policy. The
TCB includes hardware, software, controls, processes and is responsible for
confidentiality and integrity. The TCB is the only portion of a system that
operates at a high level of trust. It monitors four basic functions:

» Input/output (I/O) operations: I/O operations are a security concern
because operations from the outermost rings might need to interface with
rings of greater protection. These cross-domain communications must be
monitored.

» Execution domain switching: Applications running in one domain or
level of protection often invoke applications or services in other domains.
If these requests are to obtain more sensitive data or service, their activity
must be controlled.

» Memory protection: To truly provide security, the TCB must monitor
memory references to verify confidentiality and integrity in storage.

» Process activation: Registers, process status information, and file access
lists are vulnerable to loss of confidentiality in a multiprogramming envi-
ronment. This type of potentially sensitive information must be protected.

ExamAlert

For the CISSP exam, you should understand not only that the TCB is tasked

with enforcing security policy but also that the TCB is the sum of all protection
mechanisms within a computer system that have also been evaluated for security
assurance. It consists of hardware, firmware, and software.

Components that have not been evaluated are said to fall outside the security
perimeter.

The TCB monitors the functions in the preceding list to ensure that the sys-
tem operates correctly and adheres to security policy. The T'CB follows the
reference monitor concept. The reference monitor is an abstract machine that is
used to implement security. The reference monitor’s job is to validate access to
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objects by authorized subjects. The reference monitor operates at the bound-
ary between the trusted and untrusted realms. The reference monitor has three
properties:

» It cannot be bypassed and controls all access, as it must be invoked for
every access attempt.

» It cannot be altered and is protected from modification or change.

» It must be small enough to be verified and tested correctly.

ExamAlert

For the CISSP exam, you should understand that the reference monitor enforces the
security requirement for the security kernel.

The reference monitor is much like the bouncer at a club, standing between
each subject and object and verifying that each subject meets the minimum
requirements for access to an object (see Figure 4.5).

Audit File

Security Kernel

FIGURE 4.5 Reference Monitor
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Subjects are active entities such as people, processes, or devices.

Objects are passive entities that are designed to contain or receive information.
Objects can be processes, software, or hardware.

The reference monitor can be designed to use tokens, capability lists, or labels:
» Tokens: Communicate security attributes before requesting access

» Capability lists: Offer faster lookup than security tokens but are not as
flexible

» Security labels: Used by high-security systems because these labels offer
permanence

At the heart of the operating system is the security kernel. The security kernel
handles all user/application requests for access to system resources. A small
security kernel is easy to verify, test, and validate as secure. However, in real
life, the security kernel might be bloated with some unnecessary code because
processes located inside can function faster and have privileged access. Vendors
have taken different approaches to developing operating systems. For example,
DOS used a monolithic kernel. Several of these designs are shown in Figure 4.6
and are described here:

» Monolithic architecture: All of the OS processes work in kernel mode.

» Layered OS design: This design separates system functionality into
different layers.

» Microkernel: A smaller kernel supports only critical processes.

» Hybrid microkernel: The kernel structure is similar to a microkernel
but implemented in terms of a monolithic design.

Although the reference monitor is conceptual, the security kernel can be found
at the heart of every system. The security kernel is responsible for running the
required controls used to enforce functionality and resist known attacks. As
mentioned previously, the reference monitor operates at the security perimeter:
the boundary between the trusted and untrusted realms. Components outside
the security perimeter are not trusted. All trusted access control mechanisms
are inside the security perimeter.
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FIGURE 4.6 Operating System Architecture
Source: http://upload.wikimedia.org/wikipedia/commons/d/d0/OS-structure2.svg

Open and Closed Systems

Open systems accept input from other vendors and are based on standards and
practices that allow connection to different devices and interfaces. The goal is
to promote full interoperability whereby the system can be fully utilized.

Closed systems are proprietary. They use devices that are not based on open
standards and that are generally locked. They lack standard interfaces to allow
connection to other devices and interfaces.

For example, in the U.S. cell phone industry, AT&T and T-Mobile cell phones
are based on the worldwide Global System for Mobile Communications
(GSM) standard and can be used overseas easily on other networks with a
simple change of the subscriber identity module (SIM). These are open-system
phones. Phones that use Code Division Multiple Access (CDMA), such as
Sprint and Verizon phones, do not have the same level of support and have
almost completely been phased out. In 2010, carriers worldwide started this
process when agreeing to switch to LTE, a 4G network with 2023 listed as the
final drop date.

The concept of open and closed can apply to more than just hardware. With open
software, others can view and/or alter the source code, but with closed software,
they cannot. For example, a Samsung Galaxy phone runs the open-source Android
operating system, whereas an Apple iPhone runs the closed-source iOS.
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Security Modes of Operation

Several security modes of operation are based on Department of Defense
(DoD) 5220.22-M classification levels. According to the DoD, information
being processed on a system and the clearance level of authorized users can be
classified into one of four modes (see Table 4.2):

» Dedicated: A need to know is required to access all information stored or
processed. Every user requires formal access with clearance and approval
and must have executed a signed nondisclosure agreement (NDA) for all
the information stored and/or processed. This mode must also support
enforced system access procedures. All hard-copy output and media
removed will be handled at the level for which the system is accredited
until reviewed by a knowledgeable individual. As the system is dedicated
to processing of one particular type or classification of information all
authorized users can access all data.

» System high: All users have a security clearance; however, a need to know
is required only for some of the information contained within the system.
Every user requires access approval and needs to have signed NDAs
for all the information stored and/or processed. Access to an object by
users not already possessing access permission must only be assigned by
authorized users of the object. This mode must be capable of providing
an audit trail that records time, date, user ID, terminal ID (if applicable),
and filename. All users can access some data based on their need to know.

» Compartmented: Valid need to know is required for some of the infor-
mation on the system. All users must have formal access approval for all
information they will access on the system and require proper clearance
for the highest level of data classification on the system. All users must
have signed NDAs for all information they will access on the system. All
users can access some data based on their need to know and formal access
approval.

» Multilevel: Every user has a valid need to know for some of the infor-
mation that is on the system, and more than one classification level can
be processed at the same time. Users must have formal access approval
and must have signed NDAs for all information they will access on the
system. Mandatory access controls provide a means of restricting access
to files based on their sensitivity label. All users can access some data
based on their need to know, clearance, and formal access approval.
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TABLE 4.2 Security Modes of Operation

Mode Dedicated System High Compartmented Multilevel
Signed NDA All All All All
Clearance All All All Some
Approval All All Some Some
Need to know All Some Some Some

The term sensitivity or security labels denotes high-security Mandatory access
control (MAC)-based systems.

Operating States

When systems are used to process and store sensitive information, there must
be some agreed-on methods for how this will work. Generally, these concepts
were developed to meet the requirements of handling sensitive government
information with categories such as sensitive, secret, and top secret. The burden
of handling this task can be placed on either administration or the system itself.

Generally, two designs are used:

> Single-state systems: This type of system is designed and implemented
to handle one category of information. The burden of management
falls on the administrator, who must develop the policy and procedures
to manage the system. The administrator must also determine who has
access and what type of access the users have. These systems are dedicated
to one mode of operation, so they are sometimes referred to as dedicated
systems.

» Multistate systems: These systems depend not on the administrator but
on the system itself. More than one person can log in to a multistate sys-
tem and access various types of data, depending on the level of clearance.
As you would probably expect, these systems can be expensive. The X'T'S-
400 that runs the Secure Trusted Operating Program (STOP) OS from
BAE Systems is an example of a multistate system. A multistate system
can operate as a compartmentalized system. This means that Mike can
log in to the system with a secret clearance and access secret-level data,
whereas Dwayne can log in with top-secret-level clearance and access a
different level of data. These systems are compartmentalized and can
segment data on a need-to-know basis.
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Tip
Security-Enhanced Linux and TrustedBSD are freely available implementations of
operating systems with limited multistate capabilities. Security evaluation is a prob-

lem for these free MLS implementations because of the expense and time it would
take to fully qualify these systems.

Recovery Procedures

Unfortunately, things don’t always operate normally; they sometimes go wrong,
and system failure can occur. A system failure could potentially compromise a
system by corrupting integrity, opening security holes, or causing corruption.
Efficient designs have built-in recovery procedures to recover from potential
problems. There are two basic types of recovery procedures:

» Fail safe: If a failure is detected, the system is protected from compromise
by termination of services.

» Fail soft: A detected failure terminates the noncritical process. Systems in
fail soft mode are still able to provide partial operational capability.

It is important to be able to recover when an issue arises. The best way to
ensure recovery is to take a proactive approach and back up all critical files on a
regular schedule. The goal of recovery is to recover to a known state. Common
issues that require recovery include the following:

> System reboot: An unexpected/unscheduled event can cause a system
reboot.

» System restart: This automatically occurs when a system goes down and
forces an immediate reboot.

» System cold start: This results from a major failure or component
replacement.

» System compromise: This can be caused by an attack or a breach of
security.
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Process Isolation

Process isolation is required to maintain a high level of system trust. For a
system to be certified as a multilevel security system, it must support process
isolation. Without process isolation, there would be no way to prevent one
process from spilling over into another process’s memory space, corrupt-
ing data, or possibly making the whole system unstable. Process isolation is
performed by the operating system; its job is to enforce memory boundaries.
Separation of processes is an important topic; without it, a system could be
designed with a single point of failure (SPOF) so that one flaw in the design or
configuration could cause the entire system to stop operating.

For a system to be secure, the operating system must prevent unauthorized
users from accessing areas of the system to which they should not have access,
it should be robust, and it should have no single point of failure. Sometimes all
this is accomplished through the use of a virtual machine. A virtual machine
allows users to believe that they have the use of the entire system, but in reality,
processes are completely isolated. To take this concept a step further, some
systems that require truly robust security also implement hardware isolation so
that the processes are segmented not only logically but also physically.

Java uses a form of virtual machine because it uses a sandbox to contain code and
allows it to function only in a controlled manner.

Common Formal Security Models

Security models are used to determine how security will be implemented, what
subjects can access the system, and what objects they will have access to. Simply
stated, a security model formalizes security policy. Security models of control
are typically implemented by enforcing integrity, confidentiality, or other
controls. Keep in mind that each of these models lays out broad guidelines and
is not specific in nature. It is up to the developer to decide how these models
will be used and integrated into specific designs (see Figure 4.7).

The sections that follow discuss the different security models of control in
greater detail. The first three models discussed are considered lower-level
models.
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FIGURE 4.7 Security Model Fundamental Concepts Used in the Design of an OS

State Machine Model

"The state machine model is based on a finite state machine (see Figure 4.8).
State machines are used to model complex systems and deal with acceptors,
recognizers, state variables, and transaction functions. A state machine defines
the behavior of a finite number of states, the transitions between those states,
and actions that can occur.

The most common representation of a state machine is through a state
machine table. For example, as Table 4.3 illustrates, if the state machine is at
the current state B and condition 2, the next state would be C and condition 3
as we progress through the options.
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FIGURE 4.8 Finite State Model

TABLE 4.3 State Machine Table

State Transaction State A State B State C
Condition 1

Condition 2 Current state

Condition 3

A state machine model monitors the status of the system to prevent it from
slipping into an insecure state. Systems that support the state machine model
must have all their possible states examined to verify that all processes are
controlled in accordance with the system security policy. The state machine
concept serves as the basis of many security models. The model is valued for
knowing in what state the system will reside. For example, if the system boots
up in a secure state, and every transaction that occurs is secure, it must always

be in a secure state and will not fail open. (1o fil open means that all traffic or
actions are allowed rather than denied.)
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Information Flow Model

"The information flow model is an extension of the state machine concept and
serves as the basis of design for both the Biba and Bell-LaPadula models,
which are discussed later in this chapter. The information flow model consists
of objects, state transitions, and lattice (flow policy) states. The goal with this
model is to prevent unauthorized, insecure information flow in any direction.
"This model and others can make use of guards, which allow the exchange of
data between various systems.

Noninterference Model

"The noninterference model, defined by Goguen and Meseguer, was designed
to make sure that objects and subjects of different levels don’t interfere with
objects and subjects of other levels. The model uses inputs and outputs of
either low or high sensitivity. Each data access attempt is independent of all
others, and data cannot cross security boundaries.

Confidentiality

Although the models described so far serve as a basis for many security models
developed later, one major concern with those earlier models is confidentiality.
Government entities such as the DoD are concerned about the confidentiality
of information. The DoD divides information into categories to ease the
burden of managing who has access to various levels of information. The DoD
information classifications are sensitive but unclassified (SBU), confidential,
secret, and top secret. The Bell-LaPadula model was one of the first models to
address the confidentiality needs of the DoD.

Bell-LaPadula Model

"The Bell-LaPadula state machine model enforces confidentiality. This model uses
mandatory access control to enforce the DoD multilevel security policy. For
subjects to access information, they must have a clear need to know and must
meet or exceed the information’s classification level.

The Bell-LaPadula model is defined by the following properties:

» Simple security (ss) property: This property states that a subject at
one level of confidentiality is not allowed to read information at a higher
level of confidentiality. This is sometimes referred to as “no read up.”
Figure 4.9 provides an example.
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FIGURE 4.9 Bell-LaPadula Simple Security Model

» Star (*) security property: This property states that a subject at one
level of confidentiality is not allowed to write information to a lower level
of confidentiality. This is also known as “no write down.” Figure 4.10
provides an example.

y

Can Write

v

Cannot Write
User Has Secret Clearance

Bell-LaPadula
Star* Property

FIGURE 4.10 Bell-LaPadula Star Property

» Strong star property: This property states that a subject cannot read or
write to an object of higher or lower sensitivity. Figure 4.11 provides an
example.
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FIGURE 4.11 Bell-LaPadula Strong Star Property

User Has Secret Clearance

ExamAlert

Review the Bell-LaPadula simple security and star security models closely; they are
easy to confuse with Biba'’s two defining properties.

Tip

A fourth but rarely implemented property of the Bell-LaPadula model called the
discretionary security property allows users to grant access to other users at the
same clearance level by means of an access matrix.

Although the Bell-LaPadula model goes a long way in defining the operation
of secure systems, the model is not perfect. It does not address security issues
such as covert channels. It was designed in an era when mainframes were the

dominant platform. It was designed for multilevel security and takes only
confidentiality into account.

Tip

It is important to know that the Bell-LaPadula model deals with confidentiality.

This means that reading information at a higher level than is allowed endangers
confidentiality.
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Integrity

Integrity is a good thing. It is one of the basic elements of the security triad, along
with confidentiality and availability. Integrity plays an important role in security
because it can be used to verify that unauthorized users are not modifying data,
authorized users don’t make unauthorized changes, and databases balance and data
remains internally and externally consistent. Whereas governmental entities are
typically very concerned with confidentiality, other organizations might be more
focused on the integrity of information. In general, integrity has four goals:

» Prevent data modification by unauthorized parties
» Prevent unauthorized data modification by authorized parties
» Reflect the real world

» Maintain internal and external consistency

Some sources list only three goals of security by combining the third and fourth
goals into one: maintain internal and external consistency and ensure that the data
reflects the real world.

"Two security models that address secure systems integrity include Biba and
Clark-Wilson models, which are covered in the following sections. The Biba
model addresses only the first integrity goal, and the Clark-Wilson model
addresses all four goals.

Biba Model

"The Biba model was the first model developed to address integrity concerns.
Originally published in 1977, this lattice-based model has the following
defining properties:

» Simple integrity property: This property states that a subject at one
level of integrity is not permitted to read an object of lower integrity.

» Star (*) integrity property: This property states that an object at one
level of integrity is not permitted to write to an object of higher integrity.

» Invocation property: This property prohibits a subject at one level of
integrity from invoking a subject at a higher level of integrity.
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Tip
The star property in both the Biba and Bell-LaPadula models deals with writes. One
easy way to remember these rules is to think, “It’s written in the stars!”

The Biba model addresses only the first goal of integrity: protecting the system
from access by unauthorized users. Other types of concerns such as confidenti-
ality are not examined. This model also assumes that internal threats are being
protected by good coding practices, and it therefore focuses on external threats.

Tip
To remember the purpose of the Biba model, you can think that the i in Biba stands
for integrity.

Tibetan Monks and the Biba Model

When learning about the CISSP exam Security Architecture and Engineering domain in
the classroom, students are eager for examples related to the material on security mod-
els. | typically use the well-known story of Tibetan monks.

After a long journey on your search for Shangri-La and true security awareness, you
arrive at a Tibetan monastery. You discover that the monks there are huge fans of the
Biba model and, like you, have studied for the CISSP exam. As such, they have defined
certain rules that you, the commoner, must abide by:

» A Tibetan monk may write a prayer book that can be read by commoners but not
one to be read by a high priest.

P A Tibetan monk may read a book written by the high priest but may not read
down to a pamphlet written by a commoner.

Consider this story when you are trying to conceptualize the Biba model, and it might
make the task a little easier. A final tip is to look at the star (*) property for both the
Bell-LaPadula model and the Biba model and notice how both star properties deal with
writes. If this property is applied to Bell-LaPadula, a confidentiality model, the result is
no write down. If the star property is applied to the Biba model, an integrity model, the
result is no write up. Just by knowing one, you can easily solve the other.

Tip
Remember that the Biba model deals with integrity and, as such, writing to an object
of a higher level might endanger the integrity of the system.
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Clark-Wilson Model

The Clark-Wilson model, which was created in 1987, differs from previous
models because it was developed to be used for commercial activities. This
model addresses all four goals of integrity. The Clark-Wilson model dictates
that the separation of duties must be enforced, subjects must access data
through an application, and auditing is required. Some terms associated with
this model include the following:

» User

» Transformation procedure
» Unconstrained data item
» Constrained data item

» Integrity verification procedure

The Clark-Wilson model features an access control triple, where subjects must
access programs before accessing objects (subject—program—object). The access
control triple is composed of the user, a transformational procedure, and the
constrained data item. It was designed to protect integrity and prevent fraud.
Authorized users cannot change data in an inappropriate way. The Clark-
Wilson model checks three attributes: tampered, logged, and consistent (TLC).

The Clark-Wilson model differs from the Biba model in that subjects are
restricted. This means that a subject at one level of access can read one set of
data, whereas a subject at another level has access to a different set of data.

The Clark-Wilson model controls the way in which subjects access objects

so that the internal consistency of the system can be ensured, and data can be
manipulated only in ways that protect consistency. Integrity verification proce-
dures (IVPs) ensure that a data item is in a valid state. Data cannot be tampered
with while being changed, and the integrity of the data must be consistent. The
Clark-Wilson model requires all changes to be logged.

The Clark-Wilson model is made up of transformation procedures (TPs).
Constrained data items (CDIs) are data for which integrity must be preserved.
Items not covered under the model are considered unconstrained data items

(UDIs).

Tip
Remember that the Clark-Wilson model requires that users be authorized to

access and modify data, and it deals with three key terms: tampered, logged, and
consistent (TLC).
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Take-Grant Model

"The Take-Grant model is another confidentiality-based model that supports four
basic operations: take, grant, create, and revoke. This model allows subjects with
the take right to remove take rights from other subjects. Subjects possessing the
grant right can grant this right to other subjects. The create and revoke operations
work in the same manner: Someone with the create right can give the create right
to others, and those with the revoke right can remove that right from others.

Brewer and Nash Model

"The Brewer and Nash model is similar to the Bell-LaPadula model and is also
sometimes referred to as the Chinese Wall model. It was developed to prevent
conflict of interest (COI) problems. The Brewer and Nash model is context
oriented in that it prevents a worker consulting for one firm from accessing
data belonging to another, thereby preventing any COL. For example, imagine
that your security firm does security work for many large firms. If one of your
employees could access information about all the firms that your company has
worked for, that person might be able to use this data in an unauthorized way.

Other Models

A security model defines and describes what protection mechanisms are to be
used and what these controls are designed to achieve. The previous sections
cover some of the most heavily tested models, but you should have a basic
understanding of a few more security models, including the following:

» Graham-Denning model: This model uses a formal set of eight
protection rules for which each object has an owner and a controller.
These rules define what you can create, delete, read, grant, or transfer.

» Harrison-Ruzzo-Ullman model: This model is similar to the Graham-
Denning model and details how subjects and objects can be created,
deleted, accessed, or changed.

» Lipner model: This model combines elements of the Bell-LaPadula and
Biba models to guard both confidentiality and integrity.

» Lattice model: This model is associated with MAC. Controls are applied
to objects, and the model uses security levels that are represented by a
lattice structure; this structure governs information flow. Subjects of the
lattice model are allowed to access an object only if the security level of
the subject is equal to or greater than that of the object. Overall access
limits are set by having a least upper bound and a greatest lower bound
for each security level.
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ExamAlert

Spend some time reviewing all the models discussed in this section. Make sure you

know which models are integrity based, which are confidentiality based, and the
properties of each; you will need to know this information for the CISSP exam.

Tip

Although the security models described in this section are the ones the CISSP exam
is most likely to focus on, there are many other models, such as the Sutherland,
Boebert and Kain, Karger, Gong, and Jueneman models. Even though many security

professionals may have never heard of these models, those who develop systems
most likely learned of them in college.

Product Security Evaluation Models

A set of evaluation standards is needed when evaluating the security capabilities
of information systems. A number of documents and guidelines have been
developed to help evaluate and establish system assurance. These items are
important to a CISSP candidate because they provide a level of trust and
assurance that these systems will operate in a given and predictable manner. A
trusted system has undergone testing and been validated to a specific standard.
Assurance means freedom from doubt and a level of confidence that a system
will perform as required every time it is used.

Think of product evaluation models as being similar to EPA gas mileage
ratings, which give buyers and sellers a way to evaluate different automotive
brands and models. In the world of product security, developers can use
product evaluation systems when preparing to sell a system. A buyer can use
the same evaluation models when preparing to make a purchase, as they
provide a way to measure a system’s effectiveness and benchmark its abilities.
The following sections describe documents and guidelines that facilitate
these needs.

The Rainbow Series

"The Rainbow Series is so named because each book in the series has a label
of a different color. This 6-foot-tall stack of books was developed by the
National Computer Security Center (NCSC), an organization that is part of
the National Security Agency (INSA). These guidelines were developed for
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the Trusted Product Evaluation Program (TPEP), which tests commercial
products against a comprehensive set of security-related criteria. The first of
these books, released in 1983, is known as Ti-usted Computer System Evaluation
Criteria (TCSEC), or the Orange Book. Many similar guides were also known
by the color of the cover instead of their name, such as the Red Book. While
the Orange Book is no longer commercially used, understanding TCSEC will
help you understand how product security evaluation models have evolved into
what we use today.

Rainbow Series guidelines have all been replaced with Common Criteria, described
later in this chapter.

The Orange Book: Trusted Computer System
Evaluation Criteria

The Orange Book was developed to evaluate standalone systems. Its basis of
measurement is confidentiality, so it is similar to the Bell-LaPadula model.

Canada has its own version of the Orange Book, known as The Canadian Trusted
Computer Product Evaluation Criteria (CTCPEC). It too has been replaced by
Common Criteria.

Although the Orange Book is no longer considered current, it was one of the
first product security standards. Table 4.4 lists the Orange Book levels.

TABLE 4.4 Orange Book Levels

Level Items to Remember

Al Built, installed, and delivered in a secure manner

B1 Security labels (MAC)

B2 Security labels and verification of no covert channels (MAC)

B3 Security labels, verification of no covert channels, and must stay secure
during startup (MAC)

C1 Weak protection mechanisms (DAC)

c2 Strict login procedures (DAC)

D1 Failed or was not tested
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The Red Book: Trusted Network Interpretation

The Red Book’s official name is the Trusted Network Interpretation (TNI). The
purpose of the TNI is to examine security for network and network compo-
nents. Whereas the Orange Book addresses only confidentiality, the Red Book
examines integrity and availability. It also is tasked with examining the opera-
tion of networked devices. The Red Book addresses three areas of reviews:

» Denial of service (DoS) prevention: Management and continuity of
operations

» Compromise protection: Data and traffic confidentiality and selective
routing

» Communications integrity: Authentication, integrity, and
nonrepudiation

Information Technology Security
Evaluation Criteria (ITSEC)

ITSEC is a European standard developed in the 1980s to evaluate confidenti-
ality, integrity, and availability of an entire system. ITSEC is unique in that it
was the first standard to unify markets and bring all of Europe under one set
of guidelines. ITSEC designates the target system as the target of evaluation
(TOE). The evaluation is actually divided into two parts: One part evaluates
functionality, and the other evaluates assurance.

I'TSEC speaks of 10 functionality (F) classes and 7 assurance (E) classes. Assur-
ance classes rate the effectiveness and correctness of a system. Table 4.5 shows
these ratings and how they correspond to the TCSEC ratings.

TABLE 4.5 ITSEC Functionality Ratings and Comparison to TCSEC
F Class Rating E Class Rating TCSEC Rating

NA EO D

F1 E1 C1
F2 E2 c2
F3 E3 B1
F4 E4 B2
F5 E5 B3

F5 E6 Al
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F Class Rating E Class Rating TCSEC Rating

F6 - TOEs with high integrity requirements
F7 - TOEs with high availability requirements
F8 - TOEs with high integrity requirements during

data communications

F9 - TOEs with high confidentiality requirements
during data communications

F10 - Networks with high confidentiality and integrity
requirements

Common Ciriteria

With all the standards we have discussed to this point, it is easy to see how
someone might have a hard time determining which one is the right choice.
The International Organization for Standardization (ISO) had this thought
as well, and it decided that instead of the various standards and ratings that
existed, there should be a single global standard. Figure 4.12 illustrates the
development of Common Criteria.

A

Federal Criteria

Canadian Criteria

French Criteria ] | German Criteria [ UK Criteria | [ Orange Book

FIGURE 4.12 Common Criteria Development

In 1997, the ISO released Common Criteria (ISO 15408), which is an amalgam-
ated version of TCSEC, ITSEC, and CTCPEC. Common Criteria is designed
around T'CB entities, which include physical and logical controls, startup

and recovery, reference mediation, and privileged states. Common Criteria

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



193
Product Security Evaluation Models

categorize assurance into one of seven increasingly strict levels of assurance,
referred to as evaluation assurance levels (EALs):

» EAL 1: Functionality tested

» EAL 2: Structurally tested

EAL 3: Methodically checked and tested

EAL 4: Methodically designed, tested, and reviewed
EAL 5: Semi-formally designed and tested

EAL 6: Semi-formally verified, designed, and tested
EAL 7: Formally verified, designed, and tested

vV v.v. v Y

EAL:s provide a specific level of confidence in the security functions of the
system being analyzed.

ExamAlert

If you are looking for an example of a high-level EAL 6 operating system, look no

further than Integrity 178B by Green Hills software. This secure OS is used in jet
fighters and other critical devices.

Like ITSEC, Common Criteria defines two types of security requirements:
functional and assurance. Functional requirements define what a product or sys-
tem does. They also define the security capabilities of a product. The assurance
requirements and specifications to be used as the basis for evaluation are known
as the security target (ST). A protection profile defines the system and its
controls. The protection profile is divided into five sections:

» Rationale
Evaluation assurance requirements

>

» Descriptive elements

» Functional requirements
»

Development assurance requirements

A security target consists of seven sections:
» Introduction
» Conformance Claims

» Security Problem Definition
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» Security Objectives
» Extended Components Definition
» Security Requirements

» TOE Security Specifications

A Common Criteria certification contains either a protection profile (PP) or a
security target (ST).

Assurance requirements define how well a product is built. Assurance require-
ments inspire confidence in the product and show the correctness of its
implementation.

ExamAlert

Common Criteria’s seven levels of assurance and two security requirements are
required knowledge for the CISSP exam.

System Validation

No system or architecture will ever be completely secure; there will always be
a certain level of risk. Security professionals must understand this risk and be
comfortable with it, mitigate it, or offset it through a third party. All the docu-
mentation and guidelines already discussed dealt with ways to measure and
assess risk. These can be a big help in ensuring that the implemented systems
meet your requirements. However, before you begin to use the systems, you
must complete the two additional steps of certification and accreditation.

U.S. federal agencies are required by law to have their I'T systems and infrastruc-
tures certified and accredited. Although you shouldn’t expect to see in-depth
certification and accreditation questions on the CISSP exam, it is worth knowing
if you plan to interact with any agencies that require their use. These method-
ologies look at much more than a standard penetration test; they are more like
an audit. They must validate that the systems are implemented, configured, and
operating as expected and meet all security policies and procedures.

Certification and Accreditation

Certification is the process of validating that implemented systems are
configured and operating as expected. It also validates that the systems are
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connected to and communicate with other systems in a secure and controlled
manner and that they handle data in a secure and approved manner. The
certification process is a technical evaluation of the system that can be carried
out by independent security teams or by the existing staff. Its goal is to uncover
any vulnerabilities or weaknesses in the implementation.

The results of the certification process are reported to the organization’s
management for mediation and approval. If management agrees with the
findings of the certification, the report is formally approved. The formal
approval of the certification is the accreditation process. Management usually
issues accreditation as a formal, written approval that the certified system is
approved for use as specified in the certification documentation. If changes
are made to the system or in the environment in which the system is used,

a recertification and accreditation process must be repeated. The entire
process is periodically repeated at intervals, depending on the industry and the
regulations the organization must comply with. For example, Section 404 of
Sarbanes-Oxley requires an annual evaluation of internal systems that deal with
financial controls and reporting systems.

ExamAlert

For the CISSP exam, you might want to remember that certification is seen as the
technical aspect of validation, whereas accreditation is management’s approval.

Nothing lasts forever, including certification. The certification process should be
repeated when systems change, when items are modified, or on a periodic basis.

Vulnerabilities of Security
Architectures

Like most other chapters of this book, this one also reviews potential threats
and vulnerabilities. Any time a security professional makes the case for stronger
security, there will be those who ask why funds should be spent that way. It’s
important to point out not only the benefits of good security but also the
potential risks of not implementing good practices and procedures.
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We live in a world of risk. As security professionals, we need to be aware of
the threats to security and understand how the various protection mechanisms
discussed throughout this chapter can be used to raise the level of security.

Buffer Overflows

Buffer overflows occur because of poor coding techniques. A buffer is a
temporary storage area that has been coded to hold a certain amount of data.
If additional data is fed to the buffer, it can spill over or overflow to adjacent
buffers. This can corrupt those buffers and cause the application to crash or
possibly allow an attacker to execute his own code that he has loaded onto the
stack. Ideally, programs should be written with error checking—such as to
check that you cannot type 32 characters into a 24-character buffer; however,
this type of error checking does not always occur. Error checking is really
nothing more than making sure that buffers receive the correct type and
amount of information required. Here is an example of a buffer overflow:

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

int abc ()

{
char buffer([8];
strcpy (buffer, "AAAAAAAAAA";
return 0;

1

OS vendors are also working to make buffer overflow attacks harder by using
techniques such as data execution prevention (DEP) and address space layout
randomization (ASLR). DEP marks some areas of memory as either executable
or non-executable. DEP can help avert some attacks by preventing the writing
of malicious commands designed to be stored in memory. ASLR randomly
rearranges address space positions of data. Think of the shell game, where a
small ball is placed under one of three shells and is then moved around. To win
the game, you must guess which shell the ball is under. Most modern operating
systems, such as Android, Windows, and FreeBSD, make use of ASLR.

Other defenses for buffer overflows include code reviews, using safe program-
ming languages, and applying patches and updates in a timely manner. Finally,
because all data should be suspect by default, data being input, processed, or
output should be checked to make sure it matches the correct parameters.
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Backdoors

Backdoors are potential threats to the security of systems and software.
Programmers use backdoors, which are also sometimes referred to as maintenance
hooks, during development to allow easy access to a piece of software. Often
these backdoors are undocumented. A backdoor can be used when software is
developed in sections and developers want a means of accessing certain parts of
the program without having to run through all the code. If backdoors are not
removed before the release of the software, they can allow an attacker to bypass
security mechanisms and access the program.

State Attacks

A state attack is a form of attack that typically targets timing. The objective

is to exploit the delay between the time of check (TOC) and the time of use
(TOU). These attacks are sometimes called asynchronous attacks or race conditions
because the attacker races to make a change to the object after it has been
checked but before the system uses it.

For example, if a program creates a date file to hold the amount a customer
owes, and the attacker can race to replace this value before the program reads
it, he can successfully manipulate the program. In reality, it can be difficult to
exploit a race condition because a hacker might have to attempt to exploit the
race condition many times before succeeding.

Covert Channels

Covert channels provide a means of moving information in a manner that was
not intended. Covert channels are a favorite of attackers because they know
that you cannot deny what you must permit. The term was originally used in
TCSEC documentation to refer to ways of transferring information from a
higher classification to a lower classification. Covert channel attacks can be
broadly separated into two types:

» Covert timing channel attacks: Timing attacks are difficult to detect.
They function by altering a component or by modifying resource timing.

» Covert storage channel attacks: These attacks use one process to write
data to a storage area and another process to read the data.

Here is an example of how covert channel attacks happen in real life. Your
organization has decided to allow ping (Internet Control Message Protocol
[ICMP]) traffic into and out of your network. Based on this knowledge, an
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attacker has planted the Loki program on your network. Loki uses the payload
portion of a ping packet to move data into and out of your network. There-
fore, the network administrator sees nothing but normal ping traffic and is not
alerted, even though the attacker is busy stealing company secrets. Sadly, many
programs can perform this type of attack.

ExamAlert

The CISSP exam expects you to understand the two types of covert channel
attacks.

Incremental Attacks

The goal of an incremental attack is to make changes slowly over time. By
making small changes over long periods, an attacker hopes to remain unde-
tected. Two primary incremental attacks are data diddling, which is possible if
the attacker has access to the system and can make small incremental changes
to data or files, and salami attack, which is similar to data diddling but involves
making small changes to financial accounts or records, often referred to as
“cooking the books.”

Emanations

Anyone who has seen movies such as Enemy of the State or The Conversation
knows something about surveillance technologies and conspiracy theories. If
you have ever thought that only fringe elements are worried about such things,
guess again. This might sound like science fiction, but the U.S. government was
concerned enough about the possibility of emanation of stray electrical signals
from electronic devices that the Department of Defense started a program to
study emanation leakage.

Research actually began in the 1950s, and this research eventually led to the
TEMPEST technology. The fear was that attackers might try to sniff the

stray electrical signals that emanate from electronic devices. Devices built to
TEMPEST standards, such as cathode ray tube (CRT) monitors, have had
TEMPEST-grade copper mesh, known as a Fzraday cage, embedded in the case
to prevent signal leakage. This costly technology is found only in very high-
security environments.

TEMPEST is now considered somewhat dated; newer technologies, such as
white noise and control zones, are now used to control emanation security.
White noise involves using special devices that send out a stream of frequencies
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that makes it impossible for an attacker to distinguish the real information.
Control zones are facilities whose walls, floors, and ceilings are designed to block
electrical signals from leaving the zone.

Another term associated with this category of technology is Van Eck phreaking.
"This is the name given to eavesdropping on the contents of a CRT through
emanation leakage. Although this technique sounds far-fetched, Cambridge
University successfully demonstrated the technique against an LCD monitor
in 2004.

ExamAlert

For the CISSP exam, you need to know the technologies and techniques imple-

mented to prevent intruders from capturing and decoding information emanated
through the airwaves. TEMPEST, white noise, and control zones are the three
primary controls.

Web-Based Vulnerabilities

Vulnerabilities in web-based systems involve application flaws or weaknesses
in design. Exploits can be launched from a client or server. For example, an
input validation attack occurs when client-side input is not properly validated.
Application developers should never assume that users will input the correct
data. A user bent on malicious activity will attempt to stretch a protocol or an
application in an attempt to find possible vulnerabilities. Parameter problems
are best solved by implementing pre-validation and post-validation controls.
Pre-validation is implemented in the client but can be bypassed by using prox-
ies and other injection techniques. Post-validation is performed to ensure that
a program’s output is correct. Other security issues directly related to a lack of
input validation include the following:

» Cross-site scripting (XSS): An attack that exploits trust so that an
attacker uses a web application to send malicious code to a web server or
an application server.

» Cross-site request forgery (CSRF): An attack that involves third-party
redirection of static content so that unauthorized commands are
transmitted from a user that the website trusts.

» Direct OS commands: The unauthorized execution of OS commands.

» Directory traversal attack: A technique that allows an attacker to move
from one directory to another.
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» Unicode encoding: A technique used to bypass security filters. One
famous example used the Unicode string “%c0%af..%c0%af..”.

» URL encoding: Used by an attacker to hide or execute an invalid appli-
cation command via an HT'TP request (for example, www.knowthetrade.
com%2fmalicious.js%22 %3e%3c%2fscript%3e).

XSS and CSRF are sometimes confused, so just keep in mind that one key differ-
ence is that XSS executes code in a trusted context.

One of the things that makes a programmer’s life difficult is that there is no
such thing as trusted input. All input is potentially bad and must be verified.
While the buffer overflow is the classic example of poor input validation, these
attacks have become much more complex: Attackers have learned to insert
malicious code in the buffer instead of just throwing “garbage” (that is, typing
random gibberish) at an application to cause a buffer to overflow—which is just
messy. There are also many tools available to launch these attacks; Figure 4.13
shows one example.

(] burp suite v1.1

burp intruder repester window help
| spider

[opons | tisory |

i/ HTTP/1.0

Operal@ 26 (Windows NT 5.1; U; en)

W, google.com

[textfntml, applicationsml,g=0.9, spplicationixhtmi+xmi, image/png,
en,arg=09enUSg=08
is0-8859-1, utr-8, UL~ 16, *,g=0.1
doflate, gzip ip, identity, *.q=0

FIGURE 4.13 The Burp Proxy Attack Tool
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Attackers may also use the following techniques to exploit poor input
validation:

» XML injection
» LDAP injection
» SQL injection

All of these are the same type of attack, but they target different platforms.

Databases are another common target of malformed input. An attacker can
attempt to insert database or SQL commands to disrupt the normal operation of a
database. This could cause the database to become unstable and leak information.
"This type of attack is known as SQL injection. The attacker searches for web pages
in which to insert SQL commands. Attackers use logic such as ' (a single quote)

to test the database for vulnerabilities. Responses such as the one shown in the
following code give the attacker the feedback needed to know that the database is
vulnerable to attack:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07'
[Microsoft] [ODBC SQL Server Driver] [SQL Server]Syntax error converting

the nvarchar value 'sa login' to a column of data type int.

/index.asp, line 5

Although knowledge of the syntax and response used for a database attack is
not required for the CISSP exam, it is useful to know this information as you
attempt to secure your infrastructure.

SQL injection attacks are among the top attack vectors and are responsible for
a large number of attacks. CISSP candidates should understand the threat these
attacks pose.

Injection attacks, such as SQL, LDAP, and others, can occur in many different
programs and applications and take advantage of a common problem: No sepa-
ration exists between the application code and the input data, which makes it
possible for attackers to run their code on the victim’s system. Injection attacks
require the following:

» Footprinting: It is necessary to determine what technology the web
application is running.

» Identifying: User input points must be identified.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



202

CHAPTER 4: Security Architecture and Engineering

>
>

Testing: User input that is susceptible to the attack must be tested.

Exploiting: Extra bits of code are placed into the input to execute
commands on the victim’s computer.

Mobile System Vulnerabilities

Mobile devices have increased in power and now have the ability to handle
many tasks that previously only desktops and laptops could perform. More and
more employees are bringing their own mobile devices to work and using them
on corporate networks. Organizations might have a number of concerns about
this arrangement, including the following:

>

vV v v v v Y

Eavesdropping on voice calls

Mobile viruses and malware

Plaintext storage on mobile devices

Ease of loss and theft of mobile device

Camera phones’ ability to photograph sensitive information
Large storage ability, which can lead to data theft or exfiltration

Software that exposes local device data such as names, email addresses, or
phone numbers

Bring your own technology (BYOT), also known as bring your own device (BYOD),
requires an organization to build in administrative and technical controls to
govern how the devices can be used at work. Some of these basic controls
might include the following:

>

>

>

Passwords: One of the most basic and cheapest means of protecting a mobile
system is to enforce use of passwords. Also, having the ability to remote wipe
a missing or stolen device is recommended for corporate devices.

Multifactor authentication (MFA): Multiple forms of authentication
strengthen passwords. For example, a user might be required to use Okta
or Microsoft MFA to approve a login from an unknown location.

Session lifetimes: Limiting session times and cookies can promote
security by logging users out of sensitive services after a set amount of
idle time.

Wireless vulnerabilities: Wireless networks are often vulnerable to
attack. For example, an attacker might be able to set up a rogue wireless
access point and launch a man-in-the-middle attack.
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» Unpatched OS, software, or browser: Mobile devices, like other
computing devices, must be patched at regular periodic intervals.

» Insecure devices: Jailbroken devices pose a risk for corporate networks
as they are likely to be missing patches and other security updates.

» Mobile device management: Mobile device management (MDM) and
mobile application management (MAM) can be used to secure devices
and can allow only managed devices to access company resources.

Cryptography

Cryptography involves transforming plaintext data to unreadable data, or cipher
text. Today, cryptographic systems are mandatory to protect email, corporate
data, personal information, and electronic transactions.

To give you a good understanding of cryptography, this section reviews how
it relates to the foundations of security: privacy, authentication, integrity, and
nonrepudiation.

Tip
One easy way to remember the primary goals of cryptography is to think of their
initials, which spell PAIN: privacy, authentication, integrity, and nonrepudiation.

Confidentiality, or privacy, is the ability to guarantee that private information
stays private. Cryptography provides confidentiality by transforming data. This
transformation is called encryption. Encryption can protect confidentiality of
information in storage or in transit. Just think about a CEO’ laptop. If it is
lost or stolen, what is really worth more: the laptop or information regarding
next year’s hot new product line? Information assets can be worth much more
than the equipment on which they are stored. Hard disk encryption offers an
easy way to protect information in the event that equipment is lost, stolen, or
accessed by unauthorized individuals.

Authentication has several roles. First, authentication is usually associated with
message encryption. Authentication provides a way to ensure that data or
programs have not been modified and really come from the source that you
believe them to have come from. Authentication is also used to confirm a
user’s identity and is part of the identification and authentication process. The
most common implementation of identification and authentication is with a
username and password. Most passwords are encrypted, but they do not have
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to be. Without encryption, the authentication process is very weak. FTP and
Telnet are examples of weak authentication. With these protocols, usernames
and passwords are passed in unencrypted (that is, in plaintext), and anyone
with access to the communication stream can intercept and capture these pass-
words. Virtual private networks (VPNs) also use authentication, but instead of
using a plaintext username and password, they normally use digital certificates
and digital signatures to more accurately identify the user and to protect the
authentication process against spoofing.

Integrity is the assurance that information remains unaltered from the point

at which it is created until it is received. If you're selling widgets on the Inter-
net for $100 each, you will likely go broke if a criminal can change the posted
price to $1 at checkout. Integrity is critical for the exchange of information, be
it engaging in e-commerce, maintaining trade secrets, or supplying accurate
military communications.

Nonrepudiation is the capability to verify proof of identity. Nonrepudiation is
used to ensure that a sender of data is provided with proof of delivery and that
the recipient is assured of the sender’ identity. Neither party should be able

to deny having sent or received the data at a later date. In the days of face-to-
face transactions, nonrepudiation was not as hard to prove as it is today. The
Internet makes many transactions faceless. You might never see the people that
you deal with, and nonrepudiation is all the more critical. Nonrepudiation is
achieved through digital signatures, digital certificates, and message authentica-
tion codes (MACs).

"To help make this section a little easier to digest, review the following basic
terms that are used throughout the rest of this chapter:

» Plaintext: Text that is directly readable. Sometimes also called cleartext.
» Encryption: The transformation of plaintext into ciphertext.

» Ciphertext: Text that has been rendered unreadable by encryption.

>

Cryptographic algorithm: A set of mathematical procedures used to
encrypt and decrypt data in a cryptographic system. For example, a
simple transposition cypher such as Caesar’s cipher simply shifts
characters forward or backward three characters in the alphabet.

» Cryptographic key: A piece of information, also called a crypto variable,
that controls how a cryptographic algorithm functions. It can be used
to control the transformation of plaintext to ciphertext or ciphertext to
plaintext. For example, an algorithm that shifts characters might use the
key “+3” to shift characters forward by three positions. The word “cat”
would be encrypted as “fdw” using this algorithm and key.
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» Key management: The generation, distribution, storage, and disposition
of cryptographic keys. Key management is an important piece of the
cryptographic process. Any portion of the key management process that is
not handled correctly creates an opportunity to compromise the crypto-
graphic system.

» Digital rights management (DRM): A process that involves using tools,
standards, and systems to protect intellectual property and copyrighted
materials from misuse or theft. DRM is composed of data protection
and data governance. Encryption technologies are used to provide data
protection, and trust and policy management allow data governance so
information can be distributed and used by authorized entities.

» Steganography: The process of hiding a piece of information inside
another message. Images, audio, and video are three example of messages
that can be used to hide information.

» Symmetric cryptography: Cryptography that provides for confidential-
ity by using a single key, a shared key, or the same key for both encryption
and decryption.

» Asymmetric cryptography: Cryptography that uses a private and public
key pair for encryption and decryption. Both keys have dual functionality:
What one key encrypts, the other key decrypts. Asymmetric cryptography
provides for confidentiality, authentication, and nonrepudiation.

» Cryptanalysis: The art and science of breaking a cryptography system
or obtaining plaintext from ciphertext without a cryptographic key.
Governments, the military, enterprises, and malicious hackers use
cryptanalysis to find weaknesses and crack cryptographic systems.

» Message digest or hash: A fixed-length hex string used to uniquely
identify a variable amount of data.

» Digital signature: A hash value that is encrypted with a sender’s private
key and used for authentication and integrity.

When symmetric encryption is used to convert plaintext into ciphertext, the
transformation can be accomplished by using two types of ciphers:

» Block ciphers: Ciphers that separate the message into blocks for
encryption and decryption

» Stream ciphers: Ciphers that divide the message into bits for encryption
and decryption
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Algorithms

An algorithm is a set of rules used to encrypt and decrypt data. It’s a set of
instructions that is used with a cryptographic key to encrypt plaintext data.
Encrypting plaintext data with different keys or with dissimilar algorithms
produces different ciphertext.

Not all cryptosystems are of the same strength. The strength of a cryptosys-
tem relies on the strength of an algorithm because a flawed algorithm can be
broken. However, the strength of encryption also depends on the size and
complexity of the key. For example, imagine that you’re contemplating buy-
ing a combination lock. One lock has 3 digits, whereas the other has 4. Which
would you choose? Consider that there are 1,000 possible combinations for the
3-digit lock, but there are 10,000 possible combinations for the 4-digit lock. As
you can see, just a 1-digit increase can create a significant difference. The more
possible keys or combinations there are, the longer it takes an attacker to guess
the right key.

The size of the key—whether it is 4 possible numbers, 7 possible numbers, or
even 64 possible numbers—is known as the key space. In the world of cryptog-
raphy, key spaces are defined by the number of bits. So, a 64-bit key has a key
space of 2 to the power of 64, or 18,446,744,073,709,551,616.

Keys must remain secret. Although a 7-digit combination lock can provide
great security, it will do you little good if everyone knows the combination is
your phone number.

Data Encryption Standard (DES) uses a 64-bit key, with every 8th bit being a parity
bit. 3DES (also called Triple DES), which uses three different keys and has a key
strength of 168 bits, was the last official version of DES. All versions of DES have
been retired.

The final consideration in the choice of a cryptosystem is the value of the data.
Highly valued data requires more protection than data that has little value.
Therefore, more valuable information needs stronger algorithms, larger keys,
and more frequent key exchange to protect against attacks.

Cryptographic systems might make use of a nonce, which is a number gener-

ated as randomly as possible and used once. These pseudorandom numbers are
different each time one is generated. An initialization vector (IV) is an example
of a nonce. An IV can be added to a key and used to force creation of unique
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ciphertext even when encrypting the same message with the same cipher and
the same key.

Modern cryptographic systems use two types of algorithms for encrypting and
decrypting data:

» Symmetric algorithms: Use the same key to encrypt and decrypt data

» Asymmetric algorithms: Use different keys: one for encryption and the
other for decryption

Table 4.6 highlights some of the key advantages and disadvantages of symmet-
ric and asymmetric algorithms.

TABLE 4.6 Symmetric and Asymmetric Algorithms
Encryption Type Advantages Disadvantages
Symmetric Faster than asymmetric Key distribution

Provides only
confidentiality

Asymmetric Easy key exchange can provide Slower than symmetric
confidentiality, authentication,

Requires larger keys
and nonrepudiation q 9 4

ExamAlert

Make sure you know the differences between symmetric and asymmetric encryption
for the CISSP exam.

Cipher Types and Methods

Symmetric encryption methods include block and stream ciphers. Block ciphers
operate on blocks or fixed-size chunks of data. The Caesar cipher mentioned
earlier in this chapter is an example of a block cipher. Most modern encryption
algorithms implement some type of block cipher, and 64-bit blocks are a
commonly used size. Block ciphers are widely used in software products.
During the encryption and decryption process, the message is divided into
blocks of bits. These blocks are then put through Boolean mathematical
functions, resulting in the following:

» Confusion: Occurs from substitution-type operations that create a
complicated relationship between the plaintext and the key so that an
attacker can’t alter the ciphertext to determine the key.
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» Diffusion: Occurs from transposition-type operations that shift pieces
of the plaintext multiple times. The result is that changes are spread
throughout the ciphertext.

A substitution box (s-box) performs a series of substitutions, transpositions,

and exclusive-or (XOR) operations to obscure the relationship between the
plaintext and the ciphertext. When properly implemented, s-boxes are designed
to defeat cryptanalysis. An s-box takes a number of input bits (7z) and transforms
them into some number of output bits (). S-boxes are implemented as a type of
lookup table and used with symmetric encryption systems such as DES.

A stream cipher encrypts a stream of data 1 bit at a time. To accomplish this, a
one-time pad is created from the encryption engine. This one-time pad is a key
stream, and it is XORed with the plaintext data stream (1 bit at a time) to create
ciphertext. Stream ciphers differ from each other in the engine they use to
create the one-time pad; the engine receives the symmetric key as input to
cause the creation of a unique key stream. The XOR operation is a Boolean
math function that says when two bits are combined, if either one of them is a
value of one, a one will result, and if both of the bits are the same, a zero will
result. Table 4.7 provides a list of commonly used Boolean operators.

TABLE 4.7 Boolean Operators

Inputs AND OR NAND NOR XOR
00 0 0 1 1 0
01 0 1 1 0 1
10 0 1 1 0 1
11 1 1 0 0 0

Stream ciphers operate at a higher speed than block ciphers and, in theory, are
well suited for hardware implementation.

Symmetric Encryption

In symmetric encryption, a single shared secret key is used for both encryption
and the decryption, as shown in Figure 4.14. The key is referred to as a dual-
use key because it is used to lock and unlock data. Symmetric encryption is the
oldest form of encryption; scytale and Caesar’s cipher are examples of it (see
Chapter 5, “Communications and Network Security”). Symmetric encryption
provides confidentiality by keeping individuals who do not have the key from
knowing the true contents of the message.
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FIGURE 4.14 Symmetric Encryption

The simple diagram in Figure 4.14 shows the symmetric encryption process.
Plaintext is encrypted with the single shared key, resulting in ciphertext; the
ciphertext is then transmitted to the message’s recipient, who reverses the
process to decrypt the message. Symmetric encryption and decryption are fast,
and symmetric encryption is very hard to break if a large key is used. However,
it has three significant disadvantages:

» Distribution of the symmetric key
» Key management

» Confidentiality only

Distribution of the symmetric key is the most serious deficiency with sym-
metric encryption. For symmetric encryption to be effective, there must be a
secure method to transfer keys. In our modern world, there needs to be some
type of out-of-band transmission. Just think about it: If Bob wants to send
Alice a secret message but is afraid that Eavesdropper Eve can monitor their
communication, how can he send the message? If the key is sent in plaintext,
Eve can intercept it. Bob could deliver the key in person, mail it, or even send
a courier. All these methods are highly impractical in our world of e-commerce
and electronic communication.

In addition to the problem of key exchange, there is also a key management
problem. If, for example, you had 10 people who all needed to communicate
with each other in complete confidentiality, you would require 45 keys for
them. The following formula is used to calculate the number of keys needed in
symmetric encryption:

NN -1)12

In this example, the calculation is as follows:

10(10 — 1)/2 = 45 keys
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Table

4.8 shows how the number of keys climbs as the number of users

increases.

TABLE 4.8 Symmetric Encryption Users and Keys

Number of Users Number of Keys
5 10

10 45

100 4,950

1,000 499,500

The third and final problem with symmetric encryption is that it provides
for confidentiality only. The ultimate goal of cryptography is to supply
confidentiality, integrity, authenticity, and nonrepudiation.

Some

>

examples of symmetric algorithms include the following:

Data Encryption Standard (DES): DES was once the most commonly
used symmetric algorithm. It has been officially retired by NIST. Even
the latest version of DES, 3DES, was retired in 2018 and was replaced by
the new FIP 197 standard AES.

Blowfish: Blowfish is a general-purpose symmetric algorithm intended as
a replacement for DES. Blowfish has a variable block size and a key size
of 32 bits to 448 bits.

Twofish: Twofish is a block cipher that operates on 128-bit blocks of data
and is capable of using cryptographic keys up to 256 bits in length.

International Data Encryption Algorithm (IDEA): IDEA is a block
cipher that uses a 128-bit key to encrypt 64-bit blocks of plaintext. It is
patented but free for noncommercial use, and it is used by PGP.

Rijndael: This is a block cipher adopted as the Advanced Encryption
Standard (AES) by the U.S. government to replace DES. Although
Rijndael supports multiple block sizes, AES has a fixed block size of

128 bits. There are three approved key lengths—128, 192, and 256—with
block sizes of 10, 12, and 14.

Rivest Cipher 4 (RC4): RC4 is a stream-based cipher. Stream ciphers
treat the data as a stream of bits.

Rivest Cipher 5 (RC5): RCS is a fast block cipher. It is different from
other symmetric algorithms in that it supports a variable block size, a
variable key size, and a variable number of rounds. Allowable choices for
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the block size are 32, 64, and 128 bits. The number of rounds can range
from 0 to 255, and the key can range up to 2,040 bits.

» Secure and Fast Encryption Routine (SAFER): SAFER is a block-
based cipher that processes data in blocks of 64 and 128 bits.

» MARS: MARS is a candidate for AES that was developed by IBM. Itis a
block cipher that has a 128-bit block size and a key length between 128
and 448 bits.

» Carlisle Adams/Stafford Tavares (CAST): CAST is a 128- or 256-bit
block cipher that was a candidate for AES.

» Camellia: Camellia is a symmetric key block cipher with a block size of
128 bits and key sizes of 128, 192, and 256 bits. Developed by Mitsubishi
Electric and N'T'T of Japan, Camellia is comparable to AES.

» Skipjack: Skipjack, promoted by the NSA, uses an 80-bit key, supports
the same four modes of operation as DES, and operates on 64-bit blocks
of text. Skipjack faced public opposition because it was developed so that
the government could maintain information enabling legal authorities
(with a search warrant or approval of the court) to reconstruct a Skipjack
access key and decrypt private communications between affected parties.

ExamAlert

Be sure to take your time to review the various encryption types, block sizes, and

key lengths; you can expect to see these items on the CISSP exam. You will be
expected to know some of the algorithms that are discussed in detail in the following
section. Others may simply be used as distractors on the exam.

"To provide authentication from cryptography, you must turn to asymmetric
encryption. However, before we discuss asymmetric encryption, the sections
that follow complete the discussion of DES and a couple other popular
symmetric encryption methods.

Data Encryption Standard (DES)

DES grew out of an early 1970s project originally developed by IBM. IBM and
NIST modified IBM’s original encryption standard, known as Lucifer, to use a
56-bit key. This revised standard was endorsed by the NSA, named DES, and
published in 1977. It was released as an American National Standards Institute
(ANSI) standard in 1981.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



212
CHAPTER 4: Security Architecture and Engineering

DES uses a 64-bit block to process 64 bits of plaintext at a time and outputs
64-bit blocks of ciphertext. As mentioned earlier, DES uses a 64-bit key (with
every 8th bit being ignored) and has the following modes of operation:

» Electronic Codebook (ECB) mode
» Cipher Block Chaining (CBC) mode
» Cipher Feedback (CFB) mode

» Output Feedback (OFB) mode

» Counter (CTR) mode

ExamAlert

These modes of operation can be applied to any symmetric key block cipher, such
as DES, 3DES, or AES. You need to know them for the CISSP exam.

The written ANSI standard reports the DES key to be 64 bits, but 8 bits

are actually used for parity to ensure the integrity of the remaining 56 bits.
Therefore, in terms of encryption strength, the key is really only 56 bits long.
Each 64-bit plaintext block is separated into two 32-bit blocks and then pro-
cessed by this 56-bit key. The processing submits the plaintext to 16 rounds of
transpositions and substitutions.

ExamAlert

Keep in mind that while DES operates on 64-bit blocks, the key has an effective
length of only 56 bits.

Electronic Codebook (ECB) Mode

ECB is the native encryption mode of DES. As with all other modes, if the

last block is not full, padding is added to make the plaintext a full block.
Although ECB produces the highest throughput, it is also the easiest form of
DES encryption to break. If used with large amounts of data, it can be easily
attacked because identical plaintext, when encrypted with the same key, will
always produce the same ciphertext. ECB mode is appropriate only when used
on small amounts of data. Figure 4.15 illustrates ECB.
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Plain Text Plain Text Plain Text
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FIGURE 4.15 DES ECB Encryption

Tip
When using ECB, a given block of plaintext encrypted with a given key will always
give the same ciphertext. ECB is the weakest form of DES.

Cipher Block Chaining (CBC) Mode

The CBC mode of DES, which is widely used, is similar to ECB. CBC
processes 64-bit blocks of data but inserts some of the ciphertext created from
each block into the next block. In this process, called chaining, each block is
dependent on the previous block, creating a chain; chaining is accomplished by
using the XOR operation.

The CBC mode of DES makes the ciphertext more secure and less susceptible
to cracking. CBC mode is subject to a slight risk of propagating transmission
errors upon reception. Any error experienced will be propagated into the
decryption of the subsequent block of receipt. This can make it impossible to
decrypt that block and the following blocks as well.

Cipher Feedback (CFB) Mode

CFB is implemented using a small block size (of 1 bit to 1 byte) so that
streaming data can be encrypted without waiting for 64 bits to accrue. The
resulting effect is that CFB behaves as a stream cipher. It is similar to CBC in
that previously generated ciphertext is added to subsequent blocks. And, as with
CBC, errors and corruption during transmission can propagate through the
decryption process on the receiving side.
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Output Feedback (OFB) Mode

Like CFB mode, OFB mode emulates a stream cipher. Unlike CFB mode, how-
ever, OFB mode feeds the plaintext of the data stream back into the next block
to be encrypted. Therefore, transmission errors do not propagate throughout
the decryption process. An initialization vector is used to create the seed value
for the first encrypted block. DES XORs the plaintext with a seed value to be
applied with subsequent data.

There is a derivative mode of OFB known as counter mode. Counter mode,
as described later in this chapter, implements DES as a stream cipher and
produces a ciphertext that does not repeat for long periods. Figure 4.16
illustrates DES OFB encryption.

Tip
Although DES remained secure for many years, in 1998 the Electronic Frontier Foun-
dation (EFF) was able to crack DES by brute force in about 23 hours. When DES

was officially retired, it was recommended that Triple DES (3DES) be used to ensure
security. Triple DES has since been replaced by AES.

Initialization Vector (IV)

! } !

) Block Cipher 3 Block Cipher ) Block Cipher
Ry Encryption o Encryption Key Encryption
Plaln Text Plaln Text Plarn Text
T T1TTT]—> I 111 1— I 1ri—»
(ITIITTTT]
Clphertext Ciphertext Ciphertext

FIGURE 4.16 DES OFB Encryption

Counter (CTR) Mode

Like CFB and OFB modes, counter mode also implements a block cipher into
a stream cipher and adds a counter to the process. The counter is a function
that produces a sequence that will not repeat for a long time. The counter
value gets combined with an initialization vector to produce the input into the
symmetric key block cipher. This value is then encrypted through the block
cipher using the symmetric key. Counter mode is designed for operation on a
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multiprocessor machine where blocks can be encrypted in parallel, as shown in
Figure 4.17.

Nonce Counter Nonce Counter Nonce Counter
c59bcf35... 00000000 c59bcf35... 00000001 c59bcf35... 00000002

Key Block Cipher Key Block Cipher Key Block Cipher
Encryption Encryption Encryption
Plaintext —>» @ Plaintext —>» Plaintext —>»
(T (T
(T (T (T
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption
FIGURE 4.17 Counter Mode Encryption

Triple DES (3DES)

Before we get to the details of 3DES, let’s look at why 3DES was even invented.
DES was adopted with a five-year certification, which means it needed to be
recertified every five years. While DES initially passed its recertifications with-
out any problems, NIST saw that DES was beginning to outlive its usefulness
and began looking for candidates to replace it. DES had become the victim of
increased computing power. As Moore’s law predicts, the number of transis-
tors per square inch doubles every 18 to 24 months, and so does processing
power. As a result, an encryption standard that originally required years to
break through brute force was becoming dramatically easier to attack. The final
demise of DES came in 1998, when the EFF was able to crack DES by brute
force in about 23 hours. The actual attack used distributed systems involving
more than 100,000 computers. Although DES had been resistant to cracking
for many years, the EFF project demonstrated the need for stronger algorithms.

Although AES was to be the long-term replacement, the government had not
chosen a cipher to put behind it. A temporary solution was needed to fill the
gap before AES could be deployed. Some thought that Double DES might be
used. After all, Double DES could have a 112-bit key! However, cryptanalysis
proved that Double DES was no more secure than DES; it required the same
work factor to crack as DES. Double DES is also susceptible to meet in the
middle https://www.hypr.com/meet-in-the-middle-mitm-attack/.

It turned out that 3DES provided a geometric increase in performance. There-
fore, to extend the usefulness of the DES encryption standard, 3DES was used
as a stopgap solution. 3DES can make use of two or three keys to encrypt data,
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depending on how it is implemented; therefore, it has an effective key length
of either 112 bits or 168 bits. 3DES performs 48 rounds of transpositions and
substitutions. Although it is much more secure, it is approximately three times
as slow as 56-bit DES. 3DES can be implemented in several ways:

» DES EEE2: DES EEE2 uses two keys. The first key is reused during the
third round of encryption. The encryption process is performed three
times (encrypt, encrypt, encrypt).

» DES EDE2: DES EDE2 uses two keys. Again, the first key is reused

during the third round of encryption. Unlike DES EEE2, DES EDE2
encrypts, decrypts, and then encrypts.

» DES EEE3: DES EEE3 uses three keys and performs the encryption

process three times, each time encrypting. Sometimes, you might see the
specifics of these ciphers mathematically summarized. For example, when
discussing DES-EEE3 using E(K,P), where E refers to the encryption of
plaintext P with key K| the process is summarized as E(K3,E(K2,E(K1,P))).

» DES EDE3: DES EDE3 uses three keys but operates by encrypting,
decrypting, and then encrypting the data. Figure 4.18 illustrates EDE3.

Plaintext Plaintext
3DES Offers 3DES Offers
Stronger Stronger
Encryption Encryption

Key A

Key B

Key C

f
!
f

\

cp—hb—hb

Encryption

Decryption

Encryption

Decryption[ ? |?Keyk
Encryption' [} I?Keyla
Decryptionl [} l?K&yC

FIGURE 4.18 3DES EDE3
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Advanced Encryption Standard (AES)

In 2002, NIST decided on the replacement for DES, to be known as AES.
Several algorithms were examined, and Rijndael (which sounds like “rain doll”)
was chosen. Its name derives from the names of its two developers: Vincent
Rijmen and Joan Daemen. Rijndael is considered a fast, simple, robust
encryption mechanism.

AES is likely the most important symmetric encryption standard today. It is
widely used and commonly found in wireless access points and other products.
In addition, Rijndael is known to stand up well to various types of attacks. The
Rijndael algorithm uses three layers of transformations to encrypt/decrypt
blocks of message text:

» Linear mix transform
» Nonlinear transform

» Key addition transform

It also uses parallel series of rounds of four steps each:
1. Byte sub: Each byte is replaced by an s-box substitution.
2. Shift row: Bytes are arranged in a rectangular matrix and shifted.

3. Mix column: Matrix multiplication is performed based on the arranged
rectangle.

4. Add round key: Each byte of the state is combined with the round key.
On the last round, the fourth step is bypassed and the first is repeated.

Rijndael is an iterated block cipher, and as developed, it supports variable key
and block lengths of 128, 192, or 256 bits:

» If both the key size and block size are 128 bits, there are 10 rounds.
» If both the key size and block size are 192 bits, there are 12 rounds.
» If both the key size and block size are 256 bits, there are 14 rounds.

As specified in the standard for AES, Rijndael is now fixed at a block size of
128, but it can still deploy multiple key lengths.
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International Data Encryption Algorithm
(IDEA)

IDEA is a 64-bit block cipher that uses a 128-bit key. Although it has been
patented by a Swiss company, it is freely available for noncommercial use. It is
considered a secure encryption standard, and there have been no known attacks
against it. It operates in four distinct modes, much like DES. At one time, it was
thought that IDEA would replace DES, but patent fees prevented that from
happening.

Rivest Cipher Algorithms

Rivest cipher is a general term for a family of ciphers designed by Ron Rivest,
including RC2, RC4, RC5, and RC6. Ron Rivest is one of the creators of
RSA. RC1 was never released, and RC3 was broken by cryptanalysis before its
release.

RC2 is an early algorithm in the series. It features a variable-key-size, 64-bit
block cipher that can be used as a drop-in substitute for DES.

RC4 is a fast stream cipher that is faster than block mode ciphers, and it was
widely used. It was especially suitable for low-power devices. The 40-bit ver-
sion is used in Wired Equivalent Privacy (WEP). Although only 40-bit keys
(together with a 24-bit IV, creating 64-bit WEP) were specified by the 802.11
standard, many vendors tried to strengthen the encryption through a de facto
deployment of a 104-bit key (with the 24-bit IV, making 128-bit WEP).

RCS is a block-based cipher in which the number of rounds can range from 0
to 255, and the key can range from 0 bits to 2,048 bits. RC6 is similar; it uses a
variable key size and key rounds. RC6 added two features (integer multiplica-
tion and four 4-bit working registers) not found in RC5.

Asymmetric Encryption

Asymmetric encryption is unlike symmetric encryption in that it uses two
unique keys, as shown in Figure 4.19. What one key encrypts the other key
must decrypt. One of the greatest benefits of asymmetric encryption is that it
overcomes one of the big barriers of symmetric encryption: key distribution.
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FIGURE 4.19 Asymmetric Encryption

Here’s how asymmetric encryption functions: Imagine that you want to send
a client a message. You use your client’s public key to encrypt the message.
When your client receives the message, he uses his private key to decrypt it.
The important concepts here are that if the message is encrypted with the
public key, only the matching private key will decrypt it. The private key, by
definition, is generally kept secret, whereas the public key can be given to
anyone. If this is properly designed, it should not be possible for someone to
easily deduce a key pair’s private key from the public key.

Cryptographic systems can also make use of zero knowledge proof. This con-
cept allows you to prove your knowledge without revealing the fact to a third
party. For example, if someone encrypts data with the private key, that data

can be decrypted with the public key. This would permit a perfect check of
authenticity. Asymmetric encryption provided the mechanism for accomplish-
ing this concept. It is possible for the holder of a private key to prove she holds
that key without ever disclosing the contents to anyone. Dr. W. Diffie and
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Dr. M. E. Hellman (discussed shortly) used this concept to permit the creation
of a trusted session key while communicating across an untrusted communica-
tion path. And—presto!—key distribution was solved.

Public key cryptography is made possible by the use of one-way functions. A
one-way function, known as a #rapdoor, is a mathematical calculation that is easy
to compute in one direction but nearly impossible to compute in the other.
Depending on the type of asymmetric encryption used, this calculation involves
one of the following:

» Manipulating discrete logarithms

» Factoring large composite numbers into their original prime factors

As an example of a trapdoor function, consider an implementation that uses
factoring. If you are given two large prime numbers such as 387 and 283, it is
easy to multiply them together and get 109,521. However, if you are given only
the product 109,521, it will take a while to find the factors.

As you can see, anyone who knows the trapdoor can easily perform the function
in both directions, but anyone lacking the trapdoor can perform the function

in only one direction. Trapdoor functions are used in the forward direction
when someone is using the public key function; the forward direction is used
for encryption, verification of digital signatures, and receipt of symmetric keys.
"Trapdoor functions are used in the inverse direction when someone is using the
private key function; the inverse direction is used for decryption, generation of
digital signatures, and transmission of symmetric keys.

When public key encryption is properly implemented, anyone with a private
key can generate its public pair, but no one with a public key can easily derive
its private pair. We have Diffie and Hellman to thank for helping develop
public key encryption; they released the first key-exchange protocol in 1976.

Diffie-Hellman

Diffie-Hellman was the first public key-exchange algorithm. It was developed
only for key exchange and not for data encryption or digital signatures. The
Diffie-Hellman protocol allows two users to exchange a secret key over an
insecure medium without any prior secrets.

Although in-depth knowledge of Diffie-Hellman’s operation is not necessary
for the CISSP exam, its operation is classic and worth review for anyone inter-
ested in the working of cryptographic systems. Diffie-Hellman has two system
parameters: p and g. Both parameters are public and can be used by all the sys-
tem’s users. Parameter p is a prime number, and parameter g, which is usually
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called a generator, is an integer less than p that has the following property: For
every number 7 between 1 and p — 1 inclusive, there is a power k of g such that
g* = nmod p. For example, when given the following public parameters:

p = Prime number

g = Generator

these values are used to generate the function y = g* mod p. With this function,
Alice and Bob can securely exchange a previously unshared secret (symmetric)
key as follows:

Alice can use a private value #, which only she holds, to calculate

y'=g'modp

Bob can use a private value b, which only he holds, to calculate

y'=¢ modp

Alice can now send y” (as Alice’s nonce, or A-nonce) to Bob, and Bob can send
" (as Bob’s nonce, or B-nonce) to Alice. Again, Alice can again use her private
value A on the B-nonce. Her result will be ("), or

g mod p

Similarly, with his private value, 4, Bob can calculate (y*)’ from the received
A-nonce:

g mod p

But guess what: Mathematically, ¢ mod p and g’ mod p are equivalent. So, in
fact, Bob and Alice have just, securely, exchanged a new secret key.

Diffie-Hellman is vulnerable to man-in-the-middle attacks because the key
exchange does not authenticate the participants. To prove authenticity, digital
signatures and digital certificates—by accepting someone’s public key in
advance, sometimes within a PKI—should be used. Diffie-Hellman is used in
conjunction with several authentication methods, including the Internet Key
Exchange (IKE) component of IPsec.

The following are some important facts you should know about
Diffie-Hellman:

» It was the first asymmetric algorithm.
» It provides key-exchange services.
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» Itis considered a key agreement protocol.

» It operates by means of discrete logarithms.

RSA

RSA was developed in 1977 by Ron Rivest, Adi Shamir, and Len Adleman at
MIT. The cipher’s name is based on their initials. Although RSA is much slower
than symmetric encryption cryptosystems, it offers symmetric key exchange
and is considered very secure. RSA is based on factoring prime numbers, but to
be secure, it has to use prime numbers whose product is much larger than 129
digits. Decimal numbers less than 130 digits have been factored using a number
field sieve algorithm. You do not need to know the inner workings of RSA pub-
lic and private key generation for the CISSP exam, but the information in this
section will be useful for you as a security professional.

Typically, the plaintext is broken into equal-length blocks, each with fewer than
n digits, and each block is encrypted and decrypted. Cryptanalysts or anyone
attempting to crack RSA would be left with the difficult challenge of factoring
a large integer into its two factors. Cracking the key would require an extraor-
dinary amount of computer processing power and time. RSA supports a key
size up to 2,048 bits.

The RSA algorithm has become the de facto standard for industrial-strength
encryption, especially since the patent expired in 2000. It has been built into
many protocols, firmware, and software products, such as Microsoft Edge,
Google Chrome, and Mozilla Firefox.

LUC is an alternative to RSA, although it is not widely used. It was invented in 1991
and uses Lucas functions.

Note

XTR is a public key cryptosystem developed by Arjen Lenstra and Eric Verheul that
is also based on finite fields and discrete logs, and it is seen as a generic superset
function for all discrete log functions.
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El Gamal

El Gamal is an extension of the Diffie-Hellman key exchange. It can be used for
digital signatures, key exchange, and encryption. El Gamal consists of three dis-
crete components: a key generator, an encryption algorithm, and a decryption
algorithm. It was released in 1985, and its security rests in part on the difficulty
of solving the discrete logarithm problem.

Elliptical Curve Cryptosystem (ECC)

ECC is considered more secure than previous asymmetric algorithms because
elliptic curve systems are harder to crack than those based on discrete log
problems. Elliptic curves are usually defined over finite fields such as real and
rational numbers and implemented analogously to the discrete logarithm
problem. An elliptic curve is defined by the following equation:

Y= rax+b

along with a single point O, the point at infinity.
The space of the elliptic curve has the following properties:
» Addition is the counterpart of modular multiplication.

» Multiplication is the counterpart of modular exponentiation.

"Thus, given two points, P and R, on an elliptic curve where P = KR, finding K
is known as the elliptic curve discrete logarithm problem. ECC is fast. According
to RFC 4492, a 163-bit key used in ECC has similar cryptographic strength
to a 1,024-bit key used in the RSA algorithm. It can therefore be implemented
in smaller, less-powerful devices such as smartphones, tablets, smart cards, and

other handheld devices.

Merkle-Hellman Knapsack

Merkle-Hellman Knapsack (Knapsack) is an asymmetric algorithm based on fixed
weights. Although this system was popular for a while, it was broken in 1982.

Review of Symmetric and Asymmetric
Cryptographic Systems

"To help ensure your success on the CISSP exam, Table 4.9 compares symmetric
and asymmetric cryptographic systems.
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TABLE 4.9 Symmetric and Asymmetric Systems Attributes and Features

Symmetric Asymmetric

Confidentiality Confidentiality, integrity, authentication,
and nonrepudiation

One single shared key Two keys: public and private

Requires out-of-band exchange Useful for in-band exchange

Not scalable, too many keys needed Scalable, works for e-commerce

Small key size and fast Larger key size required and slower to
process

Useful for bulk encryption Digital signatures, digital envelopes, digital

certificates, and small amounts of data

ExamAlert

Before attempting the CISSP exam, it is prudent that you know which categories
each of the asymmetric algorithms discussed fit into. Take some time to review the
differences:

» Functions by using a discrete logarithm in a finite field: Diffie-Hellman;
El Gamal

» Functions by using the product of large prime numbers: RSA

» Functions by means of fixed weights: Merkle-Hellman Knapsack

» Functions by means of elliptic curve: Elliptic curve cryptosystem

Hybrid Encryption

Up to this point in the chapter, we have discussed symmetric and asymmetric
ciphers individually, and as noted in Table 4.9, each has advantages and disad-
vantages. Although symmetric encryption is fast, key distribution is a problem.
Asymmetric encryption offers easy key distribution but is not suited for large
amounts of data. Hybrid encryption uses the advantages of each approach and
combines them into a truly powerful system: The public key cryptosystem is
used as a key encapsulation scheme, and the private key cryptosystem is used as
a data encapsulation scheme.

Hybrid encryption system works as follows. If Michael wants to send a message
to his editor, Betsy, the following would occur (see Figure 4.20):

1. Michael generates a random private key for the data encapsulation
scheme. We can call this the session key.

2. Michael encrypts the message with the data encapsulation scheme using
the session key that was generated in step 1.
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3. Michael encrypts the session key using Betsy’s public key.

4. Michael sends both the encrypted message and the encrypted key to
Betsy.

5. Betsy uses her private key to decrypt the session key and then uses the
session key to decrypt the message.

Nearly all modern cryptosystems are built to work this way because they
provide the speed of secret key cryptosystems and the “key-exchange-ability”
of public key cryptosystems. Hybrid cryptographic systems include IPsec, PGP,
SSH, SET, SSL, WPA2-Enterprise, and TLS. (These systems are discussed in
detail later in this chapter.)
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Source Data Symmetric Key
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Encrypted Key
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' ' Encrypted Key
Block
Symmetrically Symmetrically
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1. Sender encrypts datausinga 2. Sender encrypts data key 3. Both key and data are
symmetric algorithm. using asymmetric algorithm. sent to the recipient.

FIGURE 4.20 Hybrid Encryption

Public Key Infrastructure and Key
Management

Dealing with brick-and-mortar businesses gives us plenty of opportunity to
develop trust with a vendor. We can see the store, talk to the employees, and
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get a good look at how the vendor does business. Internet transactions are far
less transparent. We can’t see who we are dealing with, don’t know what type
of operation they really run, and might not be sure we can trust them. Public
key infrastructure (PKI) was made to address these concerns and bring trust,
integrity, and security to electronic transactions.

PKI is a framework that consists of hardware, software, and policies that exist
to manage, create, store, and distribute keys and digital certificates. The com-
ponents of this framework include the following:

» The certificate authority (CA)

» The registration authority (RA)

» The certificate revocation list (CRL)
» Digital certificates

> A certificate distribution system

Certificate Authorities

A good analogy for a CA is the Department of Motor Vehicles (DMV), a state
entity that is responsible for issuing driver’ licenses, which are the known stan-
dard for physical identification. If you cash a check, go to a night club, or catch
a plane, your driver’s license is one document that is widely accepted at these
locations to prove your identity. CAs are like DMVs: They vouch for your
identity in a digital world. VeriSign, Thawte, and Entrust are some of the com-
panies that perform public CA services.

A CA doesn’t have to be an external third party; many companies decide to
tackle these responsibilities by themselves. Regardless of who performs them,
the following steps are necessary:

1. The CA verifies the request for certificate with the help of the RA.
2. The individual’s identification is validated.

3. A certificate is created by the CA, which certifies that the person matches
the public key that is being offered.

Registration Authorities

The RA is like a messenger: It’s positioned between the client and the CA.
Although the RA cannot generate a certificate, it can accept requests, verify
a person’s identity, and pass along the information to the CA for certificate
generation.
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RAs play a key role when certificate services expand to cover large geographic

areas. One central CA can delegate its responsibilities to regional RAs around
the world.

ExamAlert

Expect to see CISSP exam questions that deal with the workings of PKI. It’s impor-
tant to understand that the RA cannot issue certificates.

Certificate Revocation Lists

Just like driver’s licenses, digital certificates might not always remain valid. (I
had a great aunt who drove with an expired license for years. In her case, she
was afraid that at 95 years old, she might not pass the eye exam.) In corporate
life, certificates might become invalid because someone leaves the company,
information might change, or a private key might become compromised. For
these reasons, the CRL must be maintained.

The CRL is maintained by the CA, which signs the list to maintain its accuracy.
Whenever problems with digital certificates are reported, those certificates are
considered invalid, and the CA has the serial number added to the CRL. Any-
one requesting a digital certificate can check the CRL to verify the certificate’s
integrity. The replacement for CRLs is the Online Certificate Status Protocol
(OCSP); it has a client/server design that scales better than a CRL. When a
user requests access to a server, OCSP sends a request for certificate status
information. The server sends back a response of current, expired, or unknown.
Regardless of which method is used, problems with certificates are nothing
new; to read about the problem Dell had in 2015, see www.infoworld.com/
article/3008422/security/what-you-need-to-know-about-dells-root-
certificate-security-debacle.html.

Digital Certificates

Digital certificates are at the heart of a PKI system. A digital certificate serves
two roles:

» It ensures the integrity of the public key and makes sure the key remains
unchanged and in a valid state.

» It validates that the public key is tied to the stated owner and that all
associated information is true and correct.
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The information needed to accomplish these goals is added to the digital cer-
tificate. Digital certificates are formatted to the X.509 standard, whose most
current version is Version 3. One of the key developments in Version 3 is

the addition of extensions. Version 3 includes the flexibility to support other
topologies. It can operate as a web of trust, much like PGP. An X.509 certificate
includes the following elements, and examples showing some of these elements
are provided in Figure 4.21:

Version

Serial number

Algorithm ID

Issuer

Validity

» Not before (a specified date)
» Not after (a specified date)

vV v.v. v Y

» Subject
Subject public key information

» Public key algorithm
» Subject public key

» Issuer—unique identifier (optional)
» Subject—unique identifier (optional)

» Extensions (optional)

Digital certificates play a vital role in the chain of trust. Public key encryption
works well when you are dealing with people you know because it’s easy for you
to send each other a public key. But what about communicating with people
you don’t know?

Digital certificates are used to prove your identity when performing electronic
transactions.
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n | Certificate X
General Detalls Certification Path
Show: . <All> v
Field Value A
[ -] serial number 168be0e7d3a7e78703000000...
-] signature algorithm sha2S6RSA
DSignature hash algorithm sha2s6
=) 1ssuer GTS CA 101, Google Trust Ser...
[ valid from Tuesday, April 13, 2021 5:11:...
[]valid to Tuesday, July 6, 2021 5:11:1...
[ Isubject * google.com, Google LLC, Mo...
[y i kv ECC (756 Rite) v

FIGURE 4.21 X.509 Certificate

Although you might want to use an external certificate authority, doing so is
not mandatory. You could decide to have your own organization act as a certifi-
cate authority. Regardless of whether you have a third party handle certificate
duties or you perform them yourself, digital certificates typically contain the
following critical pieces of information:

» Identification information including username, serial number, and validity
dates of the certificates

» The public key of the certificate holder

» The digital signature of the signature authority, which piece is critical
because it certifies and validates the integrity of the entire package

The Client’s Role in PKI

It might seem that up to this point, all the work has fallen on the shoulders of
the CAs; this is not entirely true, however. Clients are responsible for request-
ing digital certificates and for maintaining the security of their private keys.
Loss or compromise of a private key would be devastating; it would mean that
communications were no longer secure. If you are dealing with credit card
numbers or other pieces of user identity, this type of loss of security could lead

to identity theft.
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Protecting a private key is an important issue because it’s easier for an attacker
to target the key than to try to crack the certificate service. Organizations
should concern themselves with seven key management issues:

Generation
Distribution
Installation
Storage

Key change

Key control

vV v. v v v VY

Key disposal

Key recovery and control is an important issue that must be addressed. One
basic recovery and control method is the M of N control method of access.
"This method is designed to ensure that no one person can have total control;

it is closely related to dual control. Therefore, if N number of administrators
have the ability to perform a process, M number of those administrators must
authenticate for access to occur. M of N control should require physical presence
for access. Here is an example: Suppose that a typical M of N control method
requires that four people have access to the archive server and at least two of
them must be present to accomplish access. In this situation, M = 2 and N = 4.
"This would ensure that no one person could compromise the security system or
gain access.

Many organizations use hardware security modules (HSMs) to securely store and
securely retrieve these escrowed keys. HSM systems protect keys and can detect
and prevent tampering by destroying the key material if unauthorized access is
detected.

Integrity and Authentication

One of the things cryptography offers to its users is the capability to verify
integrity and authentication. Integrity assures a recipient that the information

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



231
Integrity and Authentication

remained unchanged and is in its true original form. Authentication provides the
capability to ensure that messages are sent from who you believed sent them and
that messages are received by the intended recipient. To help ensure your success
on the CISSP exam, review the integrity methods listed in Table 4.10.

TABLE 4.10 Integrity Verification

Method Description

Parity Simple error detection code for networking
Hashing Integrity

Digital signature Integrity, authentication, and nonrepudiation
Hashed MAC Integrity and data origin authentication
CBC MAC Integrity and data origin authentication
Checksum Redundancy check, weak integrity

Hashing and Message Digests

Hashing algorithms function by taking a variable amount of data and
compressing it into a fixed-length value referred to as a hash value. Hashing
provides a fingerprint or message digest of the data. Strong hashing algorithms
are hard to break and will not produce the same hash value for two or more
messages. Hashing can be used to meet the goals of integrity and/or nonrepu-
diation, depending on how the algorithms are used. Hashes can help verify that
information has remained unchanged. Figure 4.22 provides an overview of the
hashing process.

Hashing algorithms are not intended to be reversed to reproduce the data. The
purpose of the message digest is to verify the integrity of data and messages.

In a well-designed message digest, if there is even a slight change in an input
string, the output hash value should change drastically. This is known as the
avalanche effect. For example, the version of SolarWinds that is vulnerable to
Sunburst has the MD5 hash value b91ce2£a41029£6955b{f20079468448. This
means if you were to match this hash to the version of SolarWinds, the version
you are running would leave you exposed to the Sunburst malware. Another
value would indicate that the version you have may not be vulnerable.
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One-Way Hash

FIGURE 4.22 Hashing

Programs such as Tripwire, MD5sum, and Windows System File Verification
rely on hashing. Some common hashing algorithms include the following:

» Message-Digest algorithm series
» Secure Hash Algorithm (SHA)
» HAVAL

» RIPEMD

» Whirlpool

» Tiger

While there are many hashing algorithms, two of the most common are SHA and MD
series.

The biggest problem for hashing is the possibility of collisions. Collisions
result when two or more different inputs create the same output. Collisions can
be reduced by moving to an algorithm that produces a larger hash.
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When considering hash values, remember that close does not count! If the hashes
being compared differ in any way—even by just a single bit—the data being digested
is not the same.

MD Series

All of the MD algorithms were developed by Ron Rivest. They have progressed
through a series of versions over the years as technology has advanced. The
original was MD2, which was optimized for 8-bit computers and is somewhat
outdated. It has also fallen out of favor because MD2 has been found to suffer
from collisions. MD4 was the next algorithm to be developed. The message is
processed in 512-bit blocks plus a 64-bit binary representation of the original
length of the message, which is concatenated to the message. As with MD?2,
MD4 was found to be vulnerable to possible attacks. This is why MD5 was
developed; it could be considered MD4 with additional safety mechanisms.
MD5 processes a variable-size input and produces a fixed 128-bit output. As
with MD4, it processes the data in blocks of 512 bits.

Tip
Collisions occur when two different messages are passed through a hash and
produce the same message digest value. This is undesirable because it can mask

the fact that someone might have changed the contents of a file or message. MD5
and SHA-0 have been shown to be vulnerable to forced collisions.

SHA-1/2

SHA-1 is a version of Secure Hashing Algorithm (SHA) that is similar to MDS5.

It is considered the successor to MD5 and produces a 160-bit message digest.
SHA-1 processes messages in 512-bit blocks and adds padding, if needed, to get
the data to add up to the right number of bits. Out of the 160 bits, SHA-1 has
only 111-bit effectiveness. SHA-1 is one of a series of SHA algorithms includ-
ing SHA-0, SHA-1, and SHA-2. SHA-0 is no longer considered secure, and
SHA-1 is no longer recommended. SHA-2 is actually a family of functions and
is a safe replacement for SHA-1. The SHA-2 family includes SHA-224, SHA-
256, SHA-386, and SHA-512.
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SHA-3

SHA-3 is the newest family of hashing algorithms and was designed to replace
SHA-1 and SHA-2.

HAVAL

HAVAL is another one-way hashing algorithm that is similar to MDS5. Unlike
MD5, HAVAL is not tied to a fixed message-digest value. HAVAL-3-128 makes
three passes and produces a 128-bit fingerprint; HAVAL-4-256 makes four
passes and produces a 256-bit fingerprint.

Message Authentication Code (MAC)

A MAC is like a poor man’s version of a digital signature and is somewhat simi-
lar to a digital signature except that it uses symmetric encryption. MACs are
created and verified with the same secret (symmetric) key. Four types of MACs
exist: unconditionally secure, hash function based, stream cipher based, and

block cipher based.

HMAC

Hashed-Based Message Authentication Code (HMAC) was designed to be immune
to multi-collision attacks. This immunity was added by including a shared
secret key. In simple terms, HMAC functions by using a hashing algorithm
such as MD5 or SHA-1 and altering the initial state of the file to be processed
by adding a password. Even if someone can intercept and modify the data, it’s
of little use if that person does not possess the secret key. There is no easy way
for the person to re-create the hashed value without it. For HMAC to be used
successfully, the recipient would have to have acquired a copy of the symmetric
key through some secure out-of-band mechanism.

CBC-MAC

A cipher block chaining MAC uses the CBC mode of a symmetric algorithm
such as DES to create a MAC. CBC-MAC differs from HMAC in that CBC-
MAC uses one algorithm, whereas HMAC uses two (a hashing algorithm and
a symmetric block cipher). The last block of the message is used as the MAC
authentication portion and is appended to the actual message.
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CMAC

Cipher-Based Message Authentication (CMAC) addresses some of the security
deficiencies of CBC-MAC. CMAC has more complex logic and uses math-
ematical functions that make use of AES for increased security. You can use
CMAC to verify both the integrity and authenticity of a message.

Digital Signatures

Digital signatures, which are based on public key cryptography, are used to
verify the authenticity and integrity of a message. Digital signatures are cre-
ated by passing a message’s contents through a hashing algorithm and encrypt-
ing it with a sender’s private key. When the message is received, the recipient
decrypts the encrypted hash and then recalculates the received message’s hash.
These values should match to ensure the validity of the message and to prove
that the message was sent by the party believed to have sent it (because only
that party has access to the private key). Let’s break this process out step by step
with an example to help detail the operation:

1. Bill produces a message digest by passing a message through a hashing
algorithm.

2. The message digest is encrypted using Bill’s private key.
3. The message is forwarded to the recipient, Alice.

4. Alice creates a message digest from the message with the same hashing
algorithm that Bill used. Alice then decrypts Bill’s signature digest by
using his public key.

5. Finally, Alice compares the two message digests—the one originally cre-
ated by Bill and the other that she created. If the two values match, Alice
can rest assured that the message is unaltered.

Figure 4.23 illustrates this process and demonstrates how the hashing function
ensures integrity and the signing of the hash value provides authentication and
nonrepudiation.
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with his private key. The two messages are compared

and should match.
FIGURE 4.23 Digital Signatures

DSA

Things are much easier when we have standards, and that is what Digital
Signature Algorithm (DSA) was designed for. The DSA standards were pro-
posed by NIST in 1991 to standardize Digital Signature Standards (DSS).
DSA involves key generation, signature generation, and signature verification.
It uses SHA-1 in conjunction with public key encryption to create a 160-bit
hash. Signing speeds are equivalent to RSA signing, but signature verification is
much slower. The DSA digital signature is a pair of large numbers represented
as binary digits.

Cryptographic System Review

As a recap and to help ensure your success on the CISSP exam, review the well-
known cryptographic systems in Table 4.11.
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Cryptographic Attacks
TABLE 4.11 Algorithms and Their Functions
Category Algorithm
Symmetric DES, 3DES, Blowfish, Twofish, IDEA, CAST, SAFER, Skipjack,
and RC (series)
Asymmetric RSA, ECC, Diffie-Hellman, Knapsack, LUC, and El Gamal
Hashing MD (series), SHA (series), HAVAL, Tiger, Whirlpool, and RIPEMD

Digital signature DSA

Cryptographic Attacks

Attacks on cryptographic systems are not new. Whenever someone has infor-
mation to hide, there is usually someone who would like to reveal it. Crypz-
analysis is the analysis of cryptography, as can be seen in the parts of the word:
crypt = secret or hidden and analysis = loosen or dissolve. The ultimate goal of
cryptanalysis is to determine the key value, and these types of activities occur
every day at organizations like the NSA and at locations where hackers and
security specialists are working. Depending on which key is cracked, an attacker
could gain access to confidential information or could pretend to be someone
else and attempt some sort of masquerade attack.

Because cryptography can be a powerful tool and the ability to break many
algorithms is limited, the Coordinating Committee for Multilateral Export
Controls (CoCom) was established to deal with the control of cryptographic
systems. CoCom disbanded in 1994 and was replaced by the Wassenaar
Arrangement on Export Controls for Conventional Arms and Dual-Use Goods
and Technologies. The Wassenaar Arrangement had wide support, bringing
together more than 30 countries to control the export of cryptography.

Methods the U.S. Government Can Use to Defeat
Encryption

The U.S. government must deal with many individuals and organizations that use encryp-
tion, such as terrorists and organized crime. Documents made public by whistleblower
Edward Snowden have disclosed some of the cryptanalysis techniques that the NSA uses
to break cryptographic systems. These techniques include exerting control over setting of
international encryption standards, using supercomputers to brute-force algorithms, and
collaboration with technology companies and Internet service providers to insert back-
doors or trapdoors into commercial encryption software. The NSA has even been rumored
to work with major antivirus companies to develop software that will not be detected

by antivirus software. You can read more about these techniques at www.spiegel.de/
international/germany/inside-the-nsa-s-war-on-internet-security-a-1010361.html.
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One issue to consider before launching a cryptographic attack is what is known
about the algorithm. Is it public or private? Auguste Kerckhoffs is credited
with creating, in the nineteenth century, Kerckhoffs’s principle, which states

that a cryptographic system should not require secrecy; everything should be
public except the key. An example of this debate can be seen in the develop-
ment and crack of Content Scrambling System (CSS). This method of encryption
was developed by the DVD Copy Control Association (DVD CCA). Because
the algorithm was proprietary, it was not made public. CSS was designed to
allow only authorized DVD players to decode scrambled content stored on the
original DVD discs. This was until Jon Lech Johansen and others got together
and cracked CSS and posted a utility called DeCSS to the Internet in 1999.
So, whereas some argue that algorithms should be secret, others continue to
believe that open standards and systems allow for more robust, secure systems.

With a review of some of the basics completed, let’s now review some common
attack techniques that might target a cryptographic system:

» Known plaintext attack: This type of attack requires the attacker to
have the plaintext and ciphertext of one or more messages. Encrypted file
archives such as zip are prone to this type of attack.

» Ciphertext-only attack: This type of attack requires the attacker to
obtain several encrypted messages that have been encrypted using the
same encryption algorithm. The attacker does not have the associated
plaintext but attempts to crack the code by looking for patterns and using
statistical analysis.

» Chosen ciphertext: If an attacker can decrypt portions of a ciphertext
message, the decrypted portion can then be used to discover the key.

» Chosen plaintext: An attacker can have plaintext messages encrypted
and then can analyze the ciphertext output.

» Differential cryptanalysis: This type of attack, which is generally used to
target block ciphers, works by looking for the difference between related
bits of plaintext that are encrypted, and the difference between their
resultant ciphertexts.

» Linear cryptanalysis: Along with differential cryptanalysis, this is one of
the two most widely used attacks on block ciphers. Linear cryptanalysis
uses functions to identify the highest probability that a specific key was
used during the encryption process. The key pairs are then studied to
derive information about the key used to create them.
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» Birthday attack: This type of attack gets its name from the birthday par-
adox, which states that within a group of people, the chances that two or
more will share birthdays is unexpectedly high. This same logic is applied
to calculate collisions in hash functions. A message digest can be suscep-
tible to birthday attacks if the output of the hash function is not large
enough to avoid collisions.

» Key clustering: This vulnerability can occur when two different keys
produce the same ciphertext from the same message. This can sometimes
be the result of having a small key space or might be a characteristic of
some cryptosystems. Key clustering is a real problem as it means that two
or more different keys could also decrypt the secure content. A strong
cryptosystem should have a low frequency of key clustering occurrences.
If it doesn’t, this is yet another way that a cryptosystem might be targeted
for attack.

» Replay attack: This method of attack occurs when the attacker can inter-
cept cryptographic keys and reuse them later to either encrypt or decrypt
messages.

» Man-in-the middle attack: This type of attack is carried out when
attackers place themselves in the communications path between two
users. From this position, the attackers may be able to intercept and
modify communications.

» Side-channel attack: This type of attack is based on side-channel
information, such as timing, sound, or electromagnetic leaks.

ExamAlert

When comparing cryptographic algorithms, it is important to keep in mind that the
larger the work factor, the stronger the cryptosystem. Cryptographers develop

systems with high work factors to withstand attacks, not to be foolproof. All systems
can be cracked with enough time and determination. Sometimes attackers simply
look for vulnerabilities that have yet to be publicly discovered. These are known as
zero-day vulnerabilities.

» Rubber hose attack: When all else fails, this method might be used
to extract a key value or other information. This type of attack might
include threats, violence, extortion, or blackmail because humans are a
bigger weakness than cryptosystems.

When attempting a cryptographic attack, the work factor must be considered.
The work factor can be measured as the time and effort needed to perform
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a brute-force attack against an encryption system. The following are some
examples of successful attacks against cryptosystems that have occurred in the
recent past:

>

>

BEAST: BEAST exploits weakness in the CBC usage in TLS 1.0.
Violated same-origin constraints.

CRIME and BREACH: CRIME targeted compression over TLS, and
BREACH was an instance of CRIME used over HT'TP.

Cryptolocker: This ransomware had the ability to encrypt local and
network files using RSA encryption.

DROWN: DROWN exploited the cipher of the then-still-supported
SSL 2.

FREAK: FREAK exploited the cipher to carry out a man-in-the-middle
attack and force the usage of weak keys.

Meltdown: Meltdown targeted hardware and Intel x86 processors to
attempt a race condition and side-channel attack. It would allow a rogue
process to read all memory, regardless of authorization.

POODLE: This cipher attack affected all block ciphers in SSL 3.0 and
led to a migration from SSL to TLS. A POODLE variant also affected
TLS 1.0 to 1.2.

Spectre: Spectre targeted hardware and microprocessors with branch
prediction. It is an example of a side-channel and timing attack.

Site and Facility Security Controls

Keep in mind that good security requires multiple layers of defense, both
logical and physical. Site and facility security controls are vital parts of strong
facility security. They are covered in detail in Chapter 6, “Identity and Access
Management,” and Chapter 8, “Security Operations,” but this section presents
some common controls that are used for physical security:

>

Physical access controls: These controls include gates, fences, doors,
guards, and locks. Fencing can be made from a range of components,
such as steel, wood, brick, or concrete, but must be the correct design
for the level of protection needed. Guards can also be used in multiple
roles to monitor, greet, sign in, and escort visitors. Locks come in many
types, sizes, and shapes; they are both some of the oldest theft-deterrent
mechanisms and the most commonly used deterrents.
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» Controls in server rooms and data centers: Controls in these areas
can include time restrictions on access, controls that specify who can
enter specific areas, and where servers and data centers are placed. A well-
placed data center should have limited accessibility and typically no more
than two doors. A first-floor interior room is a good location for a data
center. The ceilings should extend all the way up past the drop ceiling,
access to the room should be controlled, and doors should be solid core
with hinges to the inside.

» Evidence storage controls: If you maintain a security operations center
or deal with computer forensics, you might need to keep an evidence
storage area. Typically, such storage is located in a secure area, with a
locked secure cabinet or safe and a log to record activity related to chain
of custody.

> Restricted access and work area security: The goal of a security design
should be to make it as hard as possible for unauthorized personnel to
gain access to sensitive resources.

» HVAC and environmental controls: Heat can be damaging to computer
equipment, and most data centers are kept around 70°F. Security manage-
ment should know who is in charge of the HVAC system, and the system
must be controlled to protect the organization and its occupants from
chemical and biological threats. Electrical power, like HVAC, is a resource
that most of us take for granted. Even areas that have dependable power
can be subject to outages, line noise, or electromagnetic interference
(EMI). Businesses must be prepared to deal with all these factors. Unin-
terruptible power supplies (UPSs) are typically used to help with these

issues.

» Fire prevention, detection, and suppression controls: A big part of
prevention is making sure people are trained and know how to prevent
potential fire hazards. Policy must define how employees will be trained
to deal with fires. Companies should make sure they have appropriate and
functioning fire-detection equipment so that employees can be alerted
to possible danger. Just being alerted to a fire is not enough. Employees
need to know what to do and how to handle different types of fires.

Physical security is covered in greater depth in Chapters 6 and 8.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



242

CHAPTER 4: Security Architecture and Engineering

Exam Prep Questions

1. Which of the following best describes a superscalar processor?

O

O
O
O

A.
B.

A superscalar processor can execute only one instruction at a time.

A superscalar processor has two large caches that are used as input
and output buffers.

A superscalar processor can execute multiple instructions at the same
time.

A superscalar processor has two large caches that are used as output
buffers.

2. Which of the following are developed by programmers and used to allow the
bypassing of normal processes during development but are left in the software
when it ships to the customer?

O
O
O
O

A.

B
C.
D

Backdoors

. Traps

Buffer overflows

. Covert channels

3. Which of the following attacks occurs when an attacker can intercept session
keys and reuse them at a later date?

O
O
O
O

A.

B
C.
D

Known plaintext attack

. Ciphertext-only attack

Man-in-the-middle attack

. Replay attack

4. Which of the following is a disadvantage of symmetric encryption?

O
O
O
O

A.

B.
C.
D.

Key size
Speed
Key management

Key strength

5. Which of the following is not an example of a symmetric algorithm?

00O

A.

B.
C.
D.

DES
RC5
AES
RSA
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Which of the following was the first model based on confidentiality that was
developed?

O A. Bell-LaPadula

O B. Biba
O C. Clark-Wilson
O D. Take-Grant

Which of the following models is integrity based and was developed for
commercial applications?

O A. Information flow model

O B. Clark-Wilson model
O C. Bell-LaPadula model
O D. Brewer and Nash model

Which of the following does the Biba model address?
A. Focuses on internal threats

Focuses on external threats

O 00O

B.
C. Addresses confidentiality
D.

Addresses availability

Which model is also known as the Chinese Wall model?
O A. Biba model

O B. Take-Grant model
O C. Harrison-Ruzzo-Ullman model
O D. Brewer and Nash model

Which hashing algorithm produces 160-bit output?

O A. MD2
O B. MD4
O C. SHA-1
O D. El Gamal

What is the result of the * property in the Bell-LaPadula model?
A. No read up
. No write up

B
C. No read down
D

O 00O

. No write down
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12,

13.

14.

15.

16.

17.

What is the result of the simple integrity property of the Biba model?

O
O
O
O

A.

B
C.
D

No read up

. No write up

No read down

. No write down

Which of the following can be used to connect different MAC systems together?

O 00O

A.

B
C.
D

Labels

. Reference monitor

Controls

. Guards

Which of the following security modes of operation best describes a user’s valid
need to know all data?

O
O
O
O

A.

B.
C.
D.

Dedicated
System high
Compartmented

Multilevel

Which of the following security models makes use of the TLC concept?

O
O
O
O

A.

B.
C.
D.

Biba model
Clark-Wilson model
Bell-LaPadula model

Brewer and Nash model

Which of the following DES modes is considered the most vulnerable to attack?

O
O
O
O

A.

B
C.
D

CBC

. ECB

CFB

. OFB

Which of the following is the key size DES uses?

00O

A.
B.
C.

56 bits
64 bits
96 bits
128 bits
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18. Which implementation of Triple DES uses the same key for the first and third

19.

20.

iterations?
O A
O B
O C.
O D

DES-EEES3

. HAVAL

DES-EEE2

. DES-X

Which of the following algorithms is used for key distribution and not encryption
or digital signatures?

0000

A.
B. HAVAL
C.

D. ECC

El Gamal

Diffie-Hellman

You are working with the file integrity program Tripwire and have been asked to
review some recent issues with a cryptographic program. What is it called when
two different keys generate the same ciphertext for the same message?

0000

A.
B. Collision
C.
D

. Output verification

Hashing

Key clustering
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Answers to Exam Prep Questions

1.

C. A superscalar processor can execute multiple instructions at the same time.
Answer A describes a scalar processor; it can execute only one instruction at a
time. Answer B does not describe a superscalar processor because it does not
have two large caches that are used as input and output buffers. Answer D is
incorrect because a superscalar processor does not have two large caches that
are used as output buffers.

A. Programmers use backdoors, also referred to as maintenance hooks, during
development to get easy access into a piece of software. Answer B is incorrect
because a trap is a message used by Simple Network Management Protocol
(SNMP) to report a serious condition to a management station. Answer C is incor-
rect because a buffer overflow occurs due to poor programming. Answer D is
incorrect because a covert channel is a means of moving information in a manner
that was not intended.

D. A reply attack occurs when the attacker can intercept session keys and

reuse them at a later date. Answer A is incorrect because a known plaintext
attack requires the attacker to have the plaintext and ciphertext of one or more
messages. Answer B is incorrect because a ciphertext-only attack requires the
attacker to obtain several messages encrypted using the same encryption algo-
rithm. Answer C is incorrect because a man-in-the-middle attack is carried out
when attackers place themselves in the communications path between two users.

C. Key management is a primary disadvantage of symmetric encryption. Answers
A, B, and D are incorrect because encryption speed, key size, and key strength
are not disadvantages of symmetric encryption.

D. RSA is an asymmetric algorithm. Answers A, B, and C are incorrect because
DES, RC5, and AES are examples of symmetric algorithms.

A. Bell-LaPadula was the first model developed that is based on confidentiality.
Answers B, C, and D are incorrect: The Biba and Clark-Wilson models both deal
with integrity, whereas the Take-Grant model is based on four basic operations.

. B. The Clark-Wilson model was developed for commercial activities. This model

dictates that the separation of duties must be enforced, subjects must access
data through an application, and auditing is required. Answers A, C, and D are
incorrect. The information flow model addresses the flow of information and can
be used to protect integrity or confidentiality. The Bell-LaPadula model is an integ-
rity model, and the Brewer and Nash model was developed to prevent conflicts of
interest.

B. The Biba model assumes that internal threats are being protected by good
coding practices and, therefore, focuses on external threats. Answers A, C, and
D are incorrect. The Biba model addresses only integrity and not availability or
confidentiality.

D. The Brewer and Nash model is also known as the Chinese Wall model and
was specifically developed to prevent conflicts of interest. Answers A, B, and C
are incorrect because they do not fit the description. The Biba model is integrity-
based, the Take-Grant model is based on four modes, and the Harrison-Ruzzo-
Ullman model defines how access rights can be changed, created, or deleted.
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C. SHA-1 produces a 160-bit message digest. Answers A, B, and D are incorrect
because MD2 and MD4 both create a 128-bit message digest, and El Gamal is
not a hashing algorithm.

D. The * property enforces “no write down” and is used to prevent someone with
high clearance from writing data to a lower classification. Answers A, B, and C do
not properly describe the Bell-LaPadula model’s star property.

C. The purpose of the simple integrity property of the Biba model is to prevent
someone from reading an object of lower integrity. This helps protect the integrity
of sensitive information.

D. A guard is used to connect various MAC systems together and allow for
communication between these systems. Answer A is incorrect because labels are
associated with MAC systems but are not used to connect them together. Answer
B is incorrect because the reference monitor is associated with the TCB. Answer
C is incorrect because the term controls here is simply a distractor.

A. Of the four modes listed, only the dedicated mode supports a valid need
to know for all information on the system. Therefore, answers B, C, and D are
incorrect.

B. The Clark-Wilson model was designed to support integrity and is focused
on TLC, which stands for tampered, logged, and consistent. Answers A, C, and
D are incorrect; the Biba, Bell-LaPadula, and Brewer and Nash models are not
associated with TLC.

B. Electronic Code Book mode is susceptible to known plaintext attacks because
the same plaintext always produces the same ciphertext. Answers A, C, and D
are incorrect. Because CBC, CFB, and OFB all use some form of feedback, which
helps randomize the encrypted data, they do not suffer from this deficiency and
are considered more secure.

A. Each 64-bit plaintext block is separated into two 32-bit blocks and then
processed by the 56-bit key. The total key size is 64 bits, but 8 bits are used for
parity, thereby making 64, 96, and 128 bits incorrect.

C. DES-EEE2 performs the first and third encryption passes using the same

key. Answers A, B, and D are incorrect: DES-EEES uses three different keys for
encryption; HAVAL is used for hashing, and DES does not use it; and DES-X is a
variant of DES with only a 56-bit key size, and it was designed for DES, not 3DES.

C. Diffie-Hellman is used for key distribution but not encryption or digital
signatures. Answer A is incorrect because El Gamal is used for digital signatures,
data encryption, and key exchange. Answer B is incorrect because HAVAL is used
for hashing. Answer D is incorrect because ECC is used for digital signatures,
data encryption, and key exchange.

C. Key clustering is said to occur when two different keys produce the same
ciphertext for the same message. A good algorithm, using different keys on the
same plaintext, should generate a different ciphertext. Answers A, B, and D are
incorrect: Hashing is used for integrity verification; a collision occurs when two
different messages are hashed and output the same message digest; and output
verification is simply a distractor.
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Need to Know More?

Microcode: https://www.techopedia.com/definition/8332/microcode

Trust and assurance: www.cs.clemson.edu/course/cpsc420/material/
Assurance/Assurance%20and % 20 Trust.pdf

TPM binding and sealing: https://docs.microsoft.com/it-it/windows/
iot-core/secure-your-device/tpm

Covert-timing-channel attacks: http://crypto.stanford.edu/~dabo/papers/
ssl-timing.pdf

Digital rights management: https://digitalguardian.com/blog/what-digital-
rights-management

HVAC and cybersecurity: https://www.propmodo.com/the-cyber-security-
threats-lurking-in-your-hvac-system/

Restricted and work area security: https://info-savvy.com/cissp-restricted-
and-work-area-security-bk1d3t1 1st6/

The Bell-LaPadula model: csrc.nist.gov/publications/secpubs/rainbow/
std001.txt

ISO 17799: https://www.iso.org/standard/39612.html

Vulnerabilities in embedded devices: http://www.cse.psu.edu/~pdm12/
cse597g-f15/readings/cse597g-embedded_systems.pdf

Five common vulnerabilities in industrial control systems: https://
www.lanner-america.com/blog/5-common-vulnerabilities-industrial-
control-systems/

Symmetric encryption: https://www.thesslstore.com/blog/
symmetric-encryption-101-definition-how-it-works-when-its-used/

Ten types of vulnerabilities in web-based systems: https://www.terraats.com/
2019/03/12/10-types-of-security-vulnerabilities-for-web-applications/

Site and facility security control checklist: http://www.mekabay.com/
infosecmgmt/facilities_checklist.pdf

The BIBA security model: http://nathanbalon.com/projects/cis576/
sBiba_Security.pdf
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CHAPTER 5

Communications and
Network Security

Terms you’ll need to understand:

v

Address Resolution Protocol (ARP)

Domain Name System (DNS)

Firewall

Network Address Translation (NAT)

IP Security (IPsec)

Open Systems Interconnection (OSI) model
Transmission Control Protocol/Internet Protocol (TCP/IP)
Local area network (LAN)

Wide area network (WAN)

Cloud computing

vVVYVVVYVVYVYY

Topics you’ll need to master:
» Secure network design
The differences between LAN and WAN topologies
The OSI model and its layers
The four layers of the TCP/IP stack

vVvyyvyy

Convergence protocols
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Introduction

The CISSP exam Communication and Network Security domain addresses
communications and network security. This is one of the larger domains, and
you can expect about 13% of the exam questions to be on this topic. After all,
this area covers many of the core concepts a security professional is required
to know. Mastery of this domain requires you to fully understand networking,
TCP/IP, LAN, WAN, telecommunications equipment, wireless networking,
and related security controls. Being adept in network security requires that you
understand the techniques used for preventing network-based attacks.

If you have spent some time working in network security, you might need
only a quick review of the material in this chapter. If your work has led you

to concentrate in other areas, you will want to spend adequate time on this
chapter, reviewing the material to make sure you have the essential knowledge
needed for the exam.

Secure Network Design

"To be fully prepared for the CISSP exam, you need to understand the data
communication process and how it relates to network security. Also, knowledge
of remote access, use of firewalls, network equipment, and network protocols

is required. Securing a network requires defense in depth—building layers of
control. For example, before ransomware can be executed by an end host, it
must be passed by a firewall, screened by an email server, verified as nonmali-
cious by antivirus software, and scanned by an intrusion detection system (IDS).
The idea is that the failure of any one device should not lead to compromise of
the system, and layers of defense can help protect assets.

Before you can begin to build layers of defense, you need to understand the
basic building blocks of a network and network models and standards such as
the Open Systems Interconnection (OSI) and T'CP/IP network standards.

Network Models and Standards

Network models and standards play an important role in the telecommu-
nications industry. These standards and protocols set up rules of operation.
Protocols describe how requests, messages, and other signals are formatted
and transmitted over the network. The network can only function as long as all
computers are consistent in following the same set of rules for communication.
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TCP/UDP and TCP/IP are two examples of network standards. These
standards have helped build the Internet and the worldwide data networks
we have today. The goal of any set of network standards is to provide the
following:

» Interoperability
» Availability
» Flexibility
» Maintainability

Many groups have been working toward meeting this challenge, including the
following organizations:

» International Organization for Standardization (ISO)
» Institute of Electrical and Electronics Engineers IEEE)
» Internet Engineering Task Force (IETF)

» International Telecommunication Union—"Telecommunications
Standardization Sector ITU-T)

The next section discusses the OSI model in detail.

OSI| Model

The International Standards Organization developed the Open Systems Intercon-
nection (OSI) model in 1984. This model features a specific hierarchy in which
each layer encapsulates the output of each adjacent layer. It is described in ISO
7498. Today, the OSI model is widely used as a guide in describing the operations
of a networking environment. It was once considered the universal communica-
tions standard and now serves as a teaching model for all other protocols.

The OSI model is designed so that network communication is passed down
the stack, from layer to layer. Information to be transmitted is put into the
application layer and ends at the physical layer. Then it is transmitted over
some medium (wire, coaxial, optical, or wireless) toward the target device, and
then it travels back up the stack to the application. From the bottom of the
stack, the seven layers of the OSI model are the physical, data link, network,
transport, session, presentation, and application layers (see Figure 5.1). People
often remember this order by using one of the many acronyms that have been
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thought up over the years. My favorite one is “Please Do Not Throw Sausage
Pizza Away”:

» Please (physical—Layer 1)

» Do (data link—Layer 2)
Not (network—Layer 3)
Throw (transport—Layer 4)

>

>

» Sausage (session—Layer 5)

» Pizza (presentation—Layer 6)
>

Away (application—Layer 7)

"To help you understand how the OSI model works, the following sections start
at the bottom of the stack, Layer 1, and work up to Layer 7.

Application

Presentation

Session

Transport

Network

Data Link

Physical

FIGURE 5.1 OSI Model

ExamAlert

CISSP candidates need to know the seven layers of the OSI model: physical

(Layer 1), data link, network, transport, session, presentation, and application
layer (Layer 7).
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Physical Layer

Layer 1, the physical layer, accepts data that has been formatted as a frame
from the data link layer and converts it to an electrical signal. Physical layer
components include the following:

» Copper cabling

» Fiber cabling

» Wireless system components
» Wall jacks and connectors

» Ethernet hubs and repeaters

At Layer 1, bit-level communication takes place. The bits have no defined
meaning on the wire, but the physical layer defines how long each bit lasts and
how it is transmitted and received. Standards and specifications at the physical
layer include the following:

» High-Speed Serial Interface (HSSI)
» V.24 and V.35

» EIA/TIA-232 and EIA/TTA-449 (where EIA/TIA stands for Electronic
Industries Alliance/ Telecommunications Industry Association)

> X.21

Data Link Layer

Layer 2, the data link layer, focuses on traffic within a single LAN. The data
link layer is responsible for receiving data from the physical layer. The data
link layer formats and organizes data. Components of this layer include the
following:

» Bridges

» Switches

» Network interface cards (NICs)

» Media Access Control (MAC) addresses

The data link layer organizes data into framzes, which are logical structures in
which data can be placed. The data link layer is responsible for stripping off the
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header of the data frame, leaving a data packet, which passes up to the network
layer. Some of the protocols found at the data link layer include the following:

» Layer 2 Forwarding (L2F)

Layer 2 Tunneling Protocol (L2'TP)

Fiber Distributed Data Interface (FDDI)
Integrated Services Digital Network (ISDN)
Serial Line Internet Protocol (SLIP)
Point-to-Point Protocol (PPP)

vV v.v v Vv

Network Layer

Layer 3 is the network layer. Whereas the bottom two layers of the OSI model
are associated with hardware, the network layer is tied to software. This layer
is concerned with how data moves from network A to network B, ensuring that
frames from the data link layer reach the correct network. The network layer is
the home of Internet Protocol (IP), which determines the best route from the
source to the target network. Network layer protocols include the following:

» Internet Protocol (IPv4, IPv6, and IPsec)
Internetwork Packet Exchange (IPX)
Internet Control Message Protocol (ICMP)
Open Shortest Path First (OSPF)

Border Gateway Protocol (BGP)

vV v. v v Vv

Internet Group Management Protocol (IGMP)

Transport Layer

Layer 4 is the transport layer. Whereas the network layer routes information
to its destination, the transport layer ensures completeness by handling end-
to-end error recovery and flow control and establishes a logical connection
between two devices. Transport layer protocols include the following:

» Transmission Control Protocol (TCP): This connection-oriented
protocol provides reliable communication using handshaking, acknowl-
edgments, error detection, and session teardown.
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» User Datagram Protocol (UDP): This connectionless protocol offers
speed and low overhead as its primary advantages. Applications that
use UDP must provide their own forms of error recovery because the
protocol does not have this feature built in.

Session Layer

The purpose of Layer 5, the session layer, is to allow two applications on
different computers to establish and coordinate a session. A session is simply a
connection between two computers. When a data transfer is complete, the ses-
sion layer is responsible for tearing down the session. Session layer protocols
include the following:

» Remote Procedure Call (RPC)

» Structured Query Language (SQL)
» Secure Sockets Layer (SSL)

» Network File System (NFS)

Presentation Layer

Layer 6, the presentation layer, performs a job similar to that of a waiter in a
restaurant: Its main purpose is to deliver and present data to the application
layer. In performing its job, the data must be formatted in such a way that the
application layer can understand and interpret the data. The presentation layer
is skilled in translation, and its duties include encrypting data, changing or
converting the character set, and handling format conversion. Some standards
and protocols found at the presentation layer include the following:

» American Standard Code for Information Interchange (ASCII)
» Extended Binary Coded Decimal Interchange Code (EBCDIC)
» Joint Photographic Experts Group (JPEG)

» Musical Instrument Digital Interface (MIDI)

» Tagged Image File Format (TIFF)
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ExamAlert

Where does encryption occur? The presentation layer is the natural home of encryp-
tion in the OSI model. Modern systems can implement encryption (for example, with
IPv6) at other layers, such as the data link, network, or even application layer.

Encapsulation is the process of adding headers to user data as it is handed from
each layer to the next lower layer.

Application Layer

Recognized as the top layer of the OSI model, Layer 7, or the application layer,
serves as the window for application services; it is the layer that applications
talk to. You probably send email or surf the Web without thinking about all the
underlying processes that make it possible. Layer 7 is not an application but
rather the channel through which applications communicate. Examples of pro-
tocols operating at the application layer include the following:

» File Transfer Protocol (FTP)

» Line Print Daemon (LPD)

Telnet

Simple Mail Transfer Protocol (SMTP)

Trivial File Transfer Protocol (TFTP)
Hypertext Transfer Protocol (HTTP)

Post Office Protocol Version 3 (POP3)

Internet Message Access Protocol (IMAP)
Simple Network Management Protocol (SNMP)

vV V.V vV v v v Y

Electronic Data Interchange (EDI)

OSI Summary

Table 5.1 summarizes each of the seven layers and the equipment and protocols
that work at each layer.
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TABLE 5.1 OSI Model and Protocols

Layer Equipment Protocols

Application Application proxy firewall FTP, DNS, HTTP, SNMP, RIP
Presentation — ASCII, TIFF, JPEG, GIF, MIDI, MPEG
Session — NetBIOS, NFS, SQL, RPC, SMB
Transport Circuit-level proxy firewall TCP, UDP, SPX, SSL, TLS

Network Router IP, ICMP, IGMP, OSPF, IPX

Data link Switch, bridge SLIP, PPP, L2F, L2TP, FDDI, ARP, RARP
Physical Hub EIA/TIA-232, HSSI, X.21

ExamAlert

For the CISSP exam, you need to know where various protocols operate in the OSI
model. Make sure you can specify the placement of well-known protocols at each of
the seven layers: physical, data link, network, transport, session, presentation, and
application layer.

In real life, not all protocols fit cleanly into the OSI layered model. Although SSL

is typically shown at the transport layer, it actually provides functionality between
Layer 4 (transport) and Layer 5 (session). SSL sits between these layers to provide
security services to many modern Internet applications.

Encapsulation/De-encapsulation

Encapsulation is a key concept in networking. Encapsulation is the process of
adding headers to the data as it is passed down the stack. Consider the follow-
ing example:

1. A message is created at the application layer.

2. The message, or protocol data unit (PDU), is passed to the presentation
layer, where information and a checksum, known as a beader, are added.

3. The information is passed down to the session layer, and the process is
repeated. This continues until the data reaches the data link layer.
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4. At the data link layer, a header and trailer are added. Now the data is said
to be a fiume. When Ethernet is used for this process, the trailer is a cyclic
redundancy check (CRC).

5. The frame is passed to the physical layer and converted to signals
appropriate for the transmission medium.

"The de-encapsulation process starts when a message reaches the recipient. The
headers at each layer are stripped off as the data moves back up the stack. The
only layer that physically communicates is the physical layer. Processes running
at higher layers, say Layer 7, communicate logically as if they were directly
connected at Layer 1, even though they are not. Figure 5.2 shows an example
of this communication.

7
M Application = Application
6
Presentation = Presentation
5
Session = Session
4
Transport = Transport
3
Network = Network
; 2 :
Data Link = Data Link
Physical <—i> Physical

—— R

FIGURE 5.2 OSI Communication

PDU is just one of the terms used in networking. Don’t be surprised to also see such
terms as frame, packet, and datagram to refer to the same concept.

TCP/IP

"TCP/IP is the foundation of the Internet as we know it today. Its roots can
be traced back to standards adopted by the U.S. government’s Department of
Defense (DoD) in 1982. The TCP/IP model is similar to the OSI model, but
it consists of only four layers: the network access layer, the Internet layer, the
host-to-host (transport) layer, and the application layer.
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It is of critical importance to remember that the TCP/IP model was originally
developed as a flexible, fault-tolerant network. Security was not a driving
concern. The network was designed to specifications that could withstand a
nuclear strike destroying key routing nodes. The designers of this original
network never envisioned the Internet we use today. Therefore, many of

the original TCP/IP protocols seem dated and insecure now. Protocols like
FTP, Telnet, and Routing Information Protocol (RIP) suffer from security
problems. For example, Telnet’s security was designed to mask the screen
display of passwords the user typed because the designers didn’t want shoulder
surfers stealing passwords; however, the passwords themselves are then sent

in plaintext on the wire. Little concern was given to the fact that an untrusted
party might have access to the wire and be able to sniff the plaintext password.
FTP is also a plaintext protocol; it uses both ports TCP/20 and TCP/21 for
data and control. Many of the security mechanisms used in IPv4, such as IPsec,
are add-ons to the original protocol suite.

Network Access Layer

The network access layer loosely corresponds to Layers 1 and 2 of the OSI
model. Some literature separates this single layer into two and refers to them as
the physical access and dara link layers. Whether viewed as one layer or two, this
portion of the TCP/IP network model is responsible for the physical delivery
of IP packets via frames.

Ethernet is the most commonly used LAN frame type. Ethernet uses carrier-
sense multiple access with collision detection (CSMA/CD). Ethernet frames
are addressed with MAC addresses that identify the source and destination
devices. A MAC address is 6 bytes long and is intended to be unique to the NIC
in which it is burned. The first 3 bytes, known as the organizationally unique
identifier (OUI), are unique to the manufacturer. For example, Cisco owns
OUI 00:00:0C, so any NIC with a MAC address that begins with 00:00:0C

is a Cisco NIC. Cisco can assign this portion of the address until all possible
values have been exhausted, at which point a new OUI is needed. Occasionally,
though, vendors repeat addresses as they cycle through series.

Sometimes vendors also provide features in the NIC driver to change the MAC
address to a unique locally administered address. Third-party programs are
available that allow attackers to spoof MAC addresses. Network layer security
standards include the following:

» 802.1AE (MACsec): This security standard is designed to provide
confidentiality, integrity, and data origin authentication. MACsec frame
formats are similar to the Ethernet frame but include security tags,
message authentication codes (ICV), secure connectivity associations,
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and default cipher suites (such as Galois/Counter Mode or the Advanced
Encryption Standard cipher with a 128-bit key).

» 802.1AR: This standard ensures the identity of the trusted network
components, using unique per-device identifiers along with cryptography
to bind a specific device to a unique identifier.

Address Resolution Protocol (ARP) can be discussed at either the TCP/IP model
network layer or Internet layer. The ARP table and NICs are at TCP/IP Layer 1,
whereas logical addresses are at Layer 2. The ARP process takes a Layer 2 logical
address and resolves it to an unknown Layer 1 physical address.

Internet Layer

The Internet layer maps to OSI Layer 3. Two primary protocol groups found
at this layer are routable protocols (such as IP) and routing protocols (such as
OSPF and Internet Gateway Routing Protocol [IGRP]). The Internet layer
also contains ICMP, the interface to ARP, and IGMP:

» ICMP is usually noted for its support of ping but can also be used for
services such as IP support, error, and diagnostic protocols. ICMP can
handle problems such as delivering error messages.

» IGMP is used for multicast messages.

» ARP is used to resolve known IP addresses to unknown MAC addresses.

Internet Protocol (IP)

IP is a routable protocol whose job is to make the best effort at delivery. An
IPv4 header is normally 20 bytes long but can be as long as 60 bytes with
options added. Currently, most organizations use IPv4. IPv6 is the planned
replacement. It offers better security and increases support for IP addresses
from the current 32 bits of IPv4 to 128 bits. IPv4 uses a logical address scheme
for IP addresses. Whereas a MAC address is considered a physical address, an
IP address is considered a logical address.

Although in-depth knowledge of the header is not needed for the CISSP
exam, complete details can be found in Request for Comments (RFC) 791.
Examination of the structure of IP packets might not be the most exciting
part of security work, but having a basic understanding is extremely helpful
in recognizing the many attacks based on manipulation of these packets. For
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example, in a teardrop attack, the Total Length and Fragmentation fields are
modified so that fragments are incorrectly overlapped. Fragmentation and
source routing are two potential security issues with IPv4.

If IP needs to transmit a datagram larger than the network access layer allows,
the datagram must be divided into smaller packets. Not all network topologies
are capable of handling the same datagram size; therefore, frugmentation is an
important function of IP. And as IP packets pass through routers, the needs

of the upcoming network access layer may change again. IP is responsible for
reading the acceptable size for the network access layer. If the existing datagram
is too large, IP performs fragmentation and divides the datagram into two or
more packets. Each fragmented packet is labeled with the following bits:

» Length: The length specified is the total length of the fragment.

> Offset: This bit specifies the distance from the first byte of the original
datagram.

» More: This bit indicates whether this fragment has more fragments
following it or is the last in the series of fragments.

Loose source routing and strict source routing are additional options that IP
supports. These options allow a pseudo-routing path to be specified between
the source and the target. Although this functionality is potentially useful in
certain situations, attackers can use it to set up a man-in-the-middle attack.

IP addresses are required because physical addressees are tied to the physical
topology used. Some LANs use Ethernet, but other LANs are connected to Asyn-
chronous Transfer Mode (ATM) or token ring networks. Because no common format
or structure exists, IP is used to bind these dissimilar networks together.

The newest version of IP is Internet Protocol Version 6 (IPv6). Although the
depletion of IPv4 addresses has been a concern for many years, the fact that
IPv4 address space has reached exhaustion means we have reached the tipping
point of adoption of the IPv6 protocol. IPv6 brings many improvements to
modern networks. One of these is that the address space moves from 32 bits
to 128 bits. IPv6 does not support broadcast traffic; instead, IPv6 uses a link-
local scope as an all-nodes multicast address. IPv6 can use multiple addresses,
including a global address and a local-link address. A global (routable) address
is used for communication beyond the local network. IPv6 relies on IPv6
routing advertisements to assign the global address. The link-local address

is used for local network communication only. IPv6-enabled devices create a
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link-local address independently. There is no need for an IPv6 router advertise-
ment for the creation of a local-link address.

IPv6 offers built-in support for IPsec so that greater protection exists for data
during transmission, and it offers end-to-end data authentication and privacy.
With the move to IPv6, Network Address Translation (NAT) is no longer
needed. However, with so many IPv4 networks in place, there is a need for
transition mechanisms for migrating from IPv4 to IPv6. The following are two
such mechanisms:

» 6to4: This Internet transition mechanism for migrating from IPv4 to
IPv6 allows IPv6 packets to be transmitted over an IPv4 network.

» Teredo: This transition technology can be used for IPv6-capable hosts
that are on the IPv4 Internet and that have no native connection to an
IPv6 network.

When IPv6 is fully deployed, one protocol that will no longer be needed is
ARP. IPv6 does not support ARP and instead uses Network Discovery
Protocol (NDP). DHCP is also not required with IPv6. It can be used but has
been replaced with stateless autoconfiguration. Common routing protocols to
be used with IPv6 include RIPng, OSPFv3, IS-ISv2, and EIGRPv6. To date,
Asia has a higher adoption rate of IPv6 than the United States.

Figure 5.3 illustrates the IPv6 header.

Version Traffic Class Flow Label

Destination Address

FIGURE 5.3 IPv6 Header
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Internet Control Message Protocol (ICMP)

One of the protocols residing at the Internet layer is ICMP. Its purpose is to
provide diagnostic feedback or to report logical errors. Because ICMP resides
at the Internet layer, it is a separate protocol and is distinctly different from IP.

All ICMP messages have the same basic format. The first byte of an ICMP
header indicates the type of ICMP message. The following byte contains the
code for each particular type of ICMP. Table 5.2 lists the eight most common
ICMP types. For a complete list of all ICMP parameters, see www.iana.org/
assignments/icmp-parameters.

TABLE 5.2 1CMP Types and Codes

Type Code Function

0/8 0 Echo response/request (ping)
0-15 Destination unreachable

4 0 Source quench
0-3 Redirect

11 0-1 Time exceeded

12 0 Parameter fault

13/14 0 Timestamp request/response

17/18 0 Subnet mask request/response

One of the most common ICMP types is a ping. Although ICMP can be very
helptul, it is also valued by attackers because it can be manipulated and used for
a variety of attacks, including pings of death, Smurf attacks, timestamp queries,
netmask queries, and redirects.

Address Resolution Protocol (ARP)

ARP is used to resolve addressing between the network access layer and the
Internet layer of the TCP/IP model. ARP is a two-step resolution process
performed by first sending a broadcast message requesting a target’s physical
address. If the device with the requested logical address hears the request, it
issues a unicast ARP reply containing its MAC address to the original sender.
The MAC address is then placed in the requester’s ARP cache and used to
address subsequent frames. Reverse ARP (RARP) is used to resolve known
physical addresses to unknown IP addresses.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.


http://www.iana.org/assignments/icmp-parameters
http://www.iana.org/assignments/icmp-parameters

264
CHAPTER 5: Communications and Network Security

Attackers can manipulate ARP because it is a trusting protocol. Two well-
known attacks are ARP poisoning and ARP flooding. ARP poisoning is possible
because a host cannot tell the difference between a bogus reply and valid reply,
and so it will accept bogus ARP responses as valid. Such attacks can be used to
intercept traffic bound for a gateway or can be used to facilitate attacks against
targeted hosts. ARP poisoning allows attackers to redirect traffic on a switched
network. ARP attacks play a role in a variety of man-in-the middle attacks,
spoofing, and session-hijacking attacks.

Remember that ARP is unauthenticated; therefore, an attacker can send unsolicited
ARP replies, poison the ARP table, and spoof another host.

Internet Group Management Protocol (IGMP)

IGMP is a Layer 2 protocol that is responsible for managing IP multicast
groups. IP multicasts can send messages or packets to a specified group of
hosts or routers. This is different from a broadcast, which all users in a network
receive. IGMP transmissions are sent to a group of systems.

Host-to-Host (Transport) Layer

The host-to-host layer is responsible for reliable and efficient communica-
tion between endpoints. The endpoints referred to are programs or services.
"This exchange can be a peer-to-peer exchange, as with an instant messaging
application, or it might be a client/server interaction, such as a web browser
sending a request to a web server. The host-to-host layer loosely corresponds
to OSI Layer 4 but provides end-to-end delivery. The two primary protocols
located at the host-to-host layer are Transmission Control Protocol (T'CP) and
User Datagram Protocol (UDP). Figure 5.4 illustrates the packet headers for
TCP and UDP.

Each of these protocols has pros and cons, and developers select one or the
other depending on what they are trying to accomplish via the network. Gener-
ally, trivial and ad hoc exchanges across the network are done in a connection-
less manner (using UDP). More persistent network relationships are largely
handled with connection-oriented solutions (using T'CP), especially when a
substantial amount of data is being transferred.
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Sequence Number Length Checksum
Acknowledgment Number Data
Offset ‘ Reserved | Flags Window UDP header
Checksum Urgent Pointer
Options ‘ Padding
Data
TCP header

FIGURE 5.4 TCP and UDP Headers

At the host-to-host layer, you will find the capability for error checking and
retransmission. This ensures that all connection-oriented messages sent will
arrive intact at the receiving end. A checksum or similar mechanism is generally
used to ensure message integrity. Retransmission strategies vary; for example, in
the case of TCP, data not positively acknowledged by the recipient in a timely
way is retransmitted.

Transmission Control Protocol (TCP)

TCP enables two hosts to establish a connection and exchange data reliably.
TCP has a nominal 20-byte packet size that contains fields to support flow
control and reliable communication and to ensure that missing data is re-sent.
At the heart of TCP is a 1-byte Flag field. The most common flags are summa-
rized in Table 5.3. These flags help control the TCP communication.

TABLE 5.3 TCP Flags

Flag Name Function

URG Urgent Urgent data

ACK Acknowledgment Acknowledge data
PSH Push Push buffered data
RST Reset Reset TCP connection
SYN Synchronize Start session

FIN Finish Close session

Although there are actually eight fields (bits) in the 1 byte reserved for flags,
the upper two—the Congestion Window Reduced (CWR) and Explicit Con-
gestion Notification Echo (ECN) flags—were not defined until 2001 and are
not widely used.
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TCP provides reliable communication by performing formal startup and shut-
down handshakes. The T'CP three-step handshake occurs before any data is
sent. Figure 5.5 illustrates the three-step startup and four-step shutdown.

Three-Step Setup Four-Step Shutdown

SYN FIN ACK =

=~ = —

_ SYNACK . ACK —
- e [ —1
ACK o e FIN ACK (=l ]

Data Transmission ACK NI=]
Server

FIGURE 5.5 TCP Operation

The flags used to manage three-step startup are SYN and ACK, and RST and
FIN are used to tear down a connection. FIN is used during a normal four-
step shutdown, whereas RST is used to signal the end of an abnormal session.
Between the startup and shutdown, TCP guarantees delivery of data by using
sequence and acknowledgment numbers. Vulnerabilities that exist at this layer
include the T'CP sequence number attack that results in session hijacking and
the port-based attack of SYN flooding.

User Datagram Protocol (UDP)

UDP does not perform any handshaking processes. So although this makes
it considerably less reliable than T'CP, it does offer the benefit of speed. The
UDP header is only 8 bytes in length. There are four 2-byte fields in the
header, and there are no variations on this; the length is fixed. Figure 5.6
illustrates the operation of UDP.

Data -
Data :
Data _
Data ;

FIGURE 5.6 UDP Operation

UDP can be used for services such as IPTV (Internet Protocol Television),
video multicast, and voice over IP (VoIP). With VoIP, UDP is primarily used
for the voice connection portion of the call, and T'CP is used for the setup
and call control for the actual call. UDP is ideally suited for such applications
that require fast delivery. UDP does not use sequence and acknowledgment
numbers.
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Comparing and Contrasting UDP and TCP

Table 5.4 illustrates the differences between UDP and TCP.

TABLE 5.4 UDP and TCP Compared

Service ubP TCP
Speed v -
Low overhead 4 -
Connectionless v -

Reliable

Maintains state —

Controls congestion —

AN NN

Uses flow control —

Application Layer

The application layer, or process layer, sits at the top of the protocol stack
and maps loosely to OSI Layers 6 and 7. This layer is responsible for
application support. Applications are typically mapped not by name but by
their corresponding port. Ports are placed into TCP and UDP packets so
that the correct application can be passed to the required protocols. Although
applications can be made to operate on nonstandard ports, the established
port numbers serve as the de facto standard. There are 65,535 ports separated
into three ranges, as shown in Table 5.5.

TABLE 5.5 Ports and Ranges

Range Usage Attribute

0-1023 Well known System services
1024-49151 Registered Software services
49152-65535 Random Client programs

Some of the most common well-known applications and their associated ports
are as follows:

» File Transfer Protocol (FTP): FTP is a TCP service that operates on
ports 20 and 21 and moves files from one computer to another. Port 20
is used for the data stream and transfers the data between the client and
the server. Port 21 is the control stream and is used to pass commands
between the client and the FTP server. Attacks on FTP commonly target
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plaintext passwords that can be sniffed. FTP is one of the most commonly
targeted services.

Telnet: Telnet is a T'CP service that operates on port 23. Telnet enables

a client at one site to establish a remote session with a host at another

site. The program passes the information typed at the client’s keyboard to
the host computer system. Telnet can be configured to allow anonymous
connections but should be configured to require usernames and passwords.
Unfortunately, even then, Telnet sends them in plaintext. A user who is
logged in can perform any task allowed by his or her user permissions.
Applications like Secure Shell Version 2 (SSHv2) should be used instead of
"Telnet.

Simple Mail Transfer Protocol (SMTP): This TCP service operates
on port 25. It is designed for the exchange of email between networked
systems. Messages sent through SMTP have two parts: an address header
and the message text. All types of computers can exchange messages with
SMTP. Spoofing, spamming, and open/misconfigured mail relays are
several of the vulnerabilities associated with SM'TP.

Domain Name System (DNS): DNS operates on port 53 and performs
address translation. DNS converts fully qualified domain names (FQDNs)
into numeric IP addresses or IP addresses into FQDNGs. This system
works in a similar way to a phone directory that enables users to remem-
ber domain names (such as examcram2.com) instead of IP addresses (such
as 114.112.18.23). On some small networks, Network Information Service
(NIS) can be used in place of DNS to provide name server information
and distribute system configuration information. DNS uses UDP for
DNS queries and TCP for zone transfers. DNS is subject to poisoning
and, if misconfigured, can be solicited to perform a full zone transfer.
DNS Security Extensions (DNSSEC) is an alternative to DNS. With
DNSSEC, the DNS server provides a signature and digitally signs every
response. For DNSSEC to function properly, authentication keys have to
be distributed before use. Otherwise, if the client has no means to validate
the authentication, DNSSEC is of little use. You can read more about
DNSSEC at www.dnssec.net.

DNSSEC does not provide confidentiality of data, and it does not protect against
DDoS attacks.
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Bootstrap Protocol (BootP): BootP is used to download operating
parameters to thin clients and is the forerunner to Dynamic Host
Configuration Protocol (DHCP). Both protocols are found on UDP
ports 67 and 68.

Trivial File Transfer Protocol (TFTP): TFTP operates on port 69.
TEFTP uses UDP to cut down on overhead and is intended for very small
files. It not only copies files without the session management offered by
T'CP but requires no authentication, which could pose a big security risk.
It is typically used to transfer router configuration files and to configure
cable modems for cable companies.

Hypertext Transfer Protocol HTTP): HTTP is a T'CP service that
operates on port 80 and is one of the most well-known protocols at the
application layer. An HTTP connection is a stateless connection. HT'TP
uses a request/response model in which a client sends a request and a
server sends a response. Attacks that exploit HT'TP can target a server, a
browser, or scripts that run on the browser.

Internet Message Authentication Protocol (IMAP): IMAPv4 is an
alternative to POP3 that operates on port 143. IMAPv4 offers advan-
tages over POP3, such as enhanced functionality in manipulating a user’s
inbox, the capability to better manage mail folders, and optimized online
performance. With IMAPv4, email is stored on the mail server and can
be accessed from any IMAPv4 email client on the network. With POP3,
email is downloaded to the mail client, where it is accessed.

Simple Network Management Protocol (SNMP): SNMP is a UDP
service that operates on ports 161 and 162. It was envisioned as an effi-
cient and inexpensive way to monitor and remotely configure networks.
SNMP allows agents to gather information, including network statistics,
and report back to their management stations. Most large corporations
have implemented some type of SNMP management. Some of the secu-
rity problems that plague Versions 1 and 2 of SNMP are related to the
fact that community access strings are passed as plaintext, and the default
community strings (public/private) are well known. SNMP Version 3 is
the most current form and offers encryption for more robust security.

Secure Sockets Layer (SSL): SSL operates on port 443 and is a secure
protocol used to connect to an untrusted network. SSL uses a two-part
process to establish communications and is based on hybrid cryptography.
It provides encryption in HT'TPS. Attacks against SSL can be launched
if a targeted system supports weak ciphers. In such a situation, an attacker
might be able to manipulate the system so that encrypted data is down-
graded or even deciphered to achieve access to sensitive data.
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Line Printer Daemon (LPD): LPD operates on T'CP port 515 and is a
network protocol used to spool and deliver print jobs to printers.

Lightweight Directory Access Protocol (LDAP): LDAP, which
operates on T'CP, was created as a means to access X.500 directory
services. X.500 is a series of computer networking standards covering
electronic directory services. LDAP had no data encryption method in
Versions 1 and 2, but Version 3 has a much stronger security model built
in and supported by TLS.

Routing Information Protocol (RIP): RIP operates on port 520 and
allows routing information to be exchanged between routers on an IP
network. Even though RIP is usually listed as part of Layer 3, as are the
other routing protocols, it is an application. RIP uses UDP ports to send
and receive routing information. The original version of RIP has no
security, and bogus RIP updates can be used to launch DoS attacks.

Pretty Good Privacy (PGP): PGP was developed in 1991 as a free email
security application. PGPvS5 uses port 11371. PGP was designed to offer
military-grade encryption and works well at securing email. Unlike a pub-
lic key infrastructure (PKI), PGP works by using a web of trust. Users dis-
tribute and sign their own public keys. Unlike a PKI certificate authority,
this web of trust requires users to determine how much they trust the party
they are about to exchange keys with. PGP is a hybrid cryptosystem in that
it uses both public and private encryption. PGP can use Triple DES and
"Twofish for symmetric encryption and RSA for asymmetric encryption.

Although there are hundreds of ports and corresponding applications, in
practice only a few hundred are in common use. CISSP exam questions on

ports will most likely be focused on common ports like the ones listed in
Table 5.6.

TABLE 5.6 Common Ports

Port Service Protocol
21 FTP TCP
22 SSH TCP
23 Telnet TCP
25 SMTP TCP
53 DNS TCP/UDP
67/68 DHCP UDP
69 TFTP UDP
80 HTTP TCP
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Port Service Protocol
88 Kerberos UDP

110 POP3 TCP

111 SUNRPC TCP/UDP
143 IMAP TCP

161 SNMP UDP

162 SNMP trap UDP

389 LDAP TCP

443 SSL/TLS TCP

LANs and Their Components

A Jocal area network (LAN) is a critical component of a modern data network.
A LAN comprises two or more computers, a communication protocol, a
network topology, and cabling or wireless connectivity. A LAN includes
computers or other devices that communicate over a small geographic area,
such as a section of a one-story building, a whole floor of a small building, or
several buildings on a small campus.

LAN Communication Protocols

More than 80% of all LANs use the Ethernet protocol as a means of commu-
nication. The Ethernet specification describes how data can be sent between
computers that are in physical proximity to each other. The Digital, Intel, and
Xerox (DIX) group first released Ethernet in 1975. Since its introduction, the
IEEE Standards Committee has introduced several variations of the Ethernet
II protocol, including the following:

» IEEE 802.3
» IEEE 802.3 with Logical Link Control (LLC)
» IEEE 802.3 with Subnetwork Access Protocol (SNAP)

Although the CISSP exam will not delve very far into the specifics of Ethernet,
it is helpful to know the size and structure of these frames. Not including

the preamble, an Ethernet frame ranges from 64 to 1,518 bytes. An Ethernet
frame uses 18 bytes for control information; therefore, the data in an Ethernet
frame can be between 46 and 1,500 bytes long. Figure 5.7 illustrates an 802.3
Ethernet frame.
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FIGURE 5.7 Ethernet Frame

An older LAN wired networking protocol is token ring, which has all the
systems arranged in a circle. A special packet, known as a token, travels around
the circle. If any device needs to send information, it must capture the token,
attach a message to it, and then let it continue to travel around the network.

Network Topologies

The layout of a network is referred to as its topology. Before a network can be
installed, a topology must be chosen to suit the network’s needs and intended
use. Common topologies include bus, star, ring, mesh, and fully connected. The
sections that follow discuss these topologies in greater detail.

Bus Topology

A bus topology consists of a single cable with multiple computers or devices
attached to it. The cable is terminated on each end. In large environments, this
is impractical because the medium has physical limitations and is subject to
low speeds and complete network outages; one break can bring down an entire
network (see Figure 5.8).

FIGURE 5.8 Bus Topology
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Star Topology

The star topology, the oldest of the three primary network topologies, was
originally used in telephone systems. The star design consists of multiple
computers or devices attached to a central switch. Wires radiate outward from
the hub in a star-like pattern. Although this scheme uses the most cable, a break
normally affects only one computer. This is the most widely used LAN topol-

ogy (see Figure 5.9).
™
a8

FIGURE 5.9 Star Topology

Ring Topology

The ring topology has no endpoints or terminators. It is laid out as a continuous
loop of cable to which all networked computers are attached. Token Ring Copper
Distributed Data Interface (CDDI) and FDDI networks use a ring topology

(see Figure 5.10). Some ring technologies use carrier-sense multiple access with
collision avoidance (CSMA/CA). Whereas CSMA/CD is a contention-based
technology, CSMA/CA is deterministic.
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FIGURE 5.10 Ring Topology

ExamAlert

For the CISSP exam, you should be sure to understand how CSMA/CD works
because it is Ethernet’s media access method. Each device has equal priority when

accessing and transmitting data on the wire. Ethernet devices must sense the wire
before transmitting. If two devices attempt to transmit simultaneously, a collision
occurs. When this happens, the devices wait a random period, sense the wire again,
and retransmit their frames.

Mesh Topology

In a mesh network topology, each node relays data for the network. Mesh net-
works can use either flooding or routing to relay communications.
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Fully Connected Topology

A fully connected network connects to all nodes. Although such designs offer
great redundancy, the number of connections grows quickly, which makes this
topology impractical for large networks.

ExamAlert

Modern networks commonly implement combinations of network topologies.

LAN Cabling

Even with a defined topology, it is necessary to determine what type of cable
will connect the various devices. Cables act as a medium to carry electrical
signals between the networked devices. One of two transmission methods can
be used:

» Baseband: Baseband transmissions use the entire medium to transport a
single channel of communication. Ethernet is an example of a baseband
transmission scheme.

» Broadband: Broadband can support many channels and frequencies on

its backbone. Two good examples of broadband are cable television and
Digital Subscriber Line (DSL).

Many types of cables can be used for network communications, including the
following:

» Coaxial cable: Coax cable consists of a single solid-copper wire core to
carry data signals. This wire is insulated with a Teflon or plastic material,
called a dielectric, which is covered with braided shielding used as the sig-
nal ground. The entire cable is then coated with plastic (see Figure 5.11).
Common types include RG-6 and RG-59. Connectors are typically either
BNC or F-connectors. Although coax was widely used in the early days of
networking, its usage has waned.

» Twisted pair: If your computer gets its Internet connection through a
wire, twisted pair wiring is used to connect the computer to a wall jack
located nearby. The most common connector terminating this wiring
is the RJ-45. Twisted pair is available in many varieties, including
unshielded twisted pair (UTP). UTP is formed of unshielded copper
wires twisted around each other and insulated in plastic. Not only is it
easy to work with, but it is also generally inexpensive. Shielded twisted
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pair (STP) cable comprises individually insulated twisted wire pairs (like
UTP), but it has an additional shielding made of a metallic substance,
such as foil. This additional shielding offers support against electromag-
netic interference (EMI). The primary drawbacks to copper cabling are
that it is vulnerable to being tapped, and it emanates electrical energy that
could possibly be intercepted. The most common types of twisted pair
cabling include Cat3, Cat5, Cat5e, Cat6, Cat6a, and Cat7. Twisted pair
wiring standards include T568A and T568B. Figure 5.11 shows the
components of twisted pair.

Table 5.7 lists some of the cable types, lengths, and topologies.

Insulation Center Tnduclor

l

Coaxial

/

Shield

Dielectric

Insulation Shield

l l
el e

;

Pair Twisting

FIGURE 5.11 Coaxial and Twisted Pair
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TABLE 5.7 Cable Specification

Ethernet Variant
10BASE-5

10BASE-2

10BASE-T
10BASE-FL
100BASE-TX
10,000BASE-TX
100BASE-T4

100BASE-FX multimode
fiber optic

100BASE-FX multimode
fiber optic

ExamAlert

Cable Specifications

50-ohm, thick coaxial
(Thicknet)

50-ohm, RG-58 A/U
(Thinnet)

Cat3 UDP (or better)
Multimode fiber optic
Cat5 UTP

Cat6/Cat7 UTP

Cat3 UTP (or better)

Multiple-fiber
connections

One-fiber connection
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Distance Supported
500 meters

185 meters

100 meters
2,000 meters
100 meters
100 meters
100 meters

136 meters

160 meters

Topology
Bus

Bus

Star
Star
Star
Star
Star
Star

Star

For the CISSP exam, you should know that plenum-grade cable, which is coated
with a fire retardant, is designed to be used in plenum spaces, such as in crawl

spaces, above false ceilings, and below the raised floors in a building. The special
coating is fluoropolymers instead of the polyethylene vinyl chloride used in nonple-
num cables. It is designed to not give off toxic gases or smoke as it burns to help
ensure the safety of occupants in the event of a fire.

» Fiber-optic cable: Whereas twisted pair cable and coax cable rely on
copper wire for data transmissions, fiber uses glass. These strands of glass
carry light waves encoded to signal the data being transmitted. Common
connector types include SC, ST, and LC. Fiber has several advantages,
including greater bandwidth, and is somewhat more secure against
physical tapping. Basically, two types of fiber cables are in use. They are
constructed differently to handle different types of light:

» Multimode fiber: Typically used in LANs and powered by light-
emitting diodes (LEDs)

> Single-mode fiber: Typically used in WANs and powered by laser

light
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Fiber is more secure than copper cable because it does not radiate signals and can
be tapped only with the use of specialized equipment.

Network Types

Computer networks can range from small to large. On a very small scale, there
are personal area networks (PANs), which allow a variety of personal and hand-
held electronic devices to communicate over a short range. The most common
type of PAN is a wireless PAN (WPAN). Bluetooth is one technology used in
support of WPANs.

Although it is nice to know two computers can communicate locally via a local
area network (LAN), most computers need the capability to communicate

over a larger geographic region. To communicate between neighboring
buildings, a campus area nerwork (CAN) can be used. For computers that need to
communicate on a citywide level, the metropolitan area nerwork (MAN) was
created. A MAN is a network that interconnects a region larger than that cov-
ered by a LAN. It can include a city, a geographic region, or another large area.

If you work for a company that owns several buildings located in different
states or countries, that network is part of a wide area nerwork (WAN). A WAN
spans a geographic distance that is too large for LANs and MANs. WANSs are
connected by routers. When two LANSs are connected together over a dis-
tance, they form a WAN. A global area network (GAN) connects computers from
various countries or localities from around the world.

Network Storage

A storage area network (SAN) is a network of storage disks and devices. A SAN
connects multiple servers to a centralized pool of disk storage. SANs improve
system administration by allowing centralized storage instead of requiring
management of hundreds of servers, each with its own disks. SANs are similar
to network-attached storage (NAS). One of the big differences is that a NAS
appears to the client as a file server or standalone system, whereas a SAN
appears to the client as a local disk or volume that is available to be format-
ted and used locally as needed. SANs are growing in use because of increased
server virtualization.
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SANs can use various types of technologies for connectivity, including the
following:

» Internet Small Computer System Interface (iSCSI): iSCSI is a SAN
standard used for connecting data storage facilities and allowing remote

SCSI devices to communicate. It does not require any special infrastruc-
ture and can run over existing IP LAN, MAN, or WAN networks.

» Fibre Channel over Ethernet (FCoE): FCoE, a transport protocol that
is similar to iSCSI, can operate at speeds of 10 Gbps and rides on top of
the Ethernet protocol. Although it is fast, it has a disadvantage in that it is
non-routable.

» Host bus adapter (HBA) allocation: A host bus adapter is used to
connect a host system to an enterprise storage device. HBAs can be
allocated either through soft zoning or persistent binding. Soft zoning is
more permissive, whereas persistent binding decreases address space and
increases network complexity.

» LUN masking: LUN masking is implemented primarily at the HBA
level. It is a system that makes LUNS available to some HBAs but not
to others. LUN masking implemented at this level is vulnerable to any
attack that compromises the local adapter.

Several issues related to SANs include redundancy, replication, snapshots, and
duplication. Location redundancy is the concept that data should be accessible
from more than one location as a backup. An extra measure of redundancy can
be provided by means of a replication service so that data is available even if the
main storage backup system fails.

Another issue with SANSs is the protection of the data. Secure storage manage-
ment and replication systems are designed to allow a company to manage and
handle all corporate data in a secure manner, with a focus on the confidentiality,
integrity, and availability of the information. The replication service allows for
the data to be duplicated and secured so that confidentiality and fault tolerance
are achieved.

For better fault tolerance, multipath solutions can be used to reduce the risk
of data loss or lack of availability. Multipathing involves setting up multiple
routes between a server and its drives. Multipathing software maintains a
listing of all requests, passes them through the best possible path, and reroutes
communication if one of the paths dies.
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SAN snapshots provide the capability to temporarily stop writing to physical
disk to make a point-in-time backup copy. Snapshot software is typically fast
and makes a copy quickly, regardless of the drive size.

De-duplication in SANS is the process of removing redundant data to improve
enterprise storage utilization. Redundant data is not copied but is replaced with
a pointer to the one unique copy of the data. Only one instance of redundant
data is retained on the enterprise storage media, such as disk or tape.

Communication Standards

The baseband and broadband communications discussed earlier in this chapter
need to be signaled across the cabling. This signaling can take place using one
of three methods:

» Simplex: Communication occurs in one direction.

» Half duplex: Communication can occur in both directions, but only one
system can send information at a time.

» Full duplex: Communication occurs in both directions, and both
computers can send information at the same time.

Something to consider when choosing cabling is how far you need to propagate
the signal. Although each communication approach has specific advantages,
there are also some common disadvantages, including attenuation and crosstalk.
Artenuation is the reduction of signal. As the signal travels farther away from the
transmitting device, the signal becomes weaker in intensity and strength. There-
fore, all signals need periodic reamplification and regeneration. Figure 5.12
illustrates attenuation. Crosstalk is bleed over from one channel to another.

/\

Amplifier

FIGURE 5.12 Attenuation
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Your basic choices for signaling are analog or digital transmissions. Both analog
and digital signals vary a carrier wave in frequency and amplitude. With analog
signals, however, it is harder to eliminate noise and to determine where the
signal ends and where noise begins.

Network Equipment

Telecommunications equipment refers to all the hardware used to move data
between networked devices, including equipment for LANs and WAN:Ss. It is
important to know about the various types of network equipment not only
from a networking standpoint but also to better implement security solutions
and pass the CISSP exam.

Repeaters

Repeaters, concentrators, and amplifiers are used to strengthen the communi-
cation signal and overcome the problems with attenuation. These devices all
operate at Layer 1 of the OSI model.

Hubs

Hubs are some of the most basic multiport networking devices. A hub allows
all the connected devices to communicate with one another. A hub is logically
nothing more than a common wire to which all computers have shared access.
Hubs operate at Layer 1 of the OSI model. Systems on a hub all share the same
broadcast and collision domain.

Hubs have fallen out of favor because of their low maximum throughput.
Whenever two or more systems attempt to send packets at the same time
on the same hub, there is a collision. As utilization increases, the number of
collisions skyrockets, and the overall average throughput decreases.

ExamAlert

For the CISSP exam, don’t spend too much time worrying about repeaters and hubs;
just know their basic purpose and that they’ve been replaced by Layer 2 switches.
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Bridges

Another somewhat outdated piece of equipment is a wired bridge. Bridges
are semi-intelligent pieces of equipment that have the capability to separate
collision domains. Bridges examine frames and look up the corresponding

MAC addresses. If a device tied to a particular MAC address is determined to
be local, the bridge blocks the traffic.

One big problem with bridges is that, by default, they pass broadcast traffic.
"Too much broadcast traffic can effectively flood the network and cause a broad-
cast storm. Almost the only bridges seen today are the wireless bridges used in
802.11x networks.

ExamAlert

Exams—including the CISSP exam—are notorious for lagging behind the real world.
Although items like bridges are rarely seen in the workplace today, the exam might

cover them. It is also important to understand, from a historical perspective, how we
got to where we are today and to understand corporate security documentation that
describes earlier technologies.

Switches

A switch performs in much the same way as a hub; however, switches are con-
sidered intelligent devices. A switch segments traffic by observing the source and
destination MAC addresses of each data frame. In the classical sense, switches are
OSI Layer 2 devices; modern switches can operate at higher layers and have the
capability to work with different headers.

A sample technology that bridges Layer 2 and Layer 3 is known as Multiprotocol
Label Switching (MPLS). MPLS is an OSI Layer 2 protocol. MPLS works with
high-speed switches.

Commercial switches also offer virtual LAN (VLAN) capabilities. Such switches
can operate at Layer 3 of the OSI model. A VLAN allows a group of devices
on different physical LAN segments to communicate with each other as if they
were all on the same logical LAN.

The basic difference between Layer 2 switches and switches that work at higher
layers is in the way they deal with addresses and tags.
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Switches operate by storing MAC addresses in a lookup table that is located

in random-access memory (RAM). This lookup table, which is also referred to as
content-addressable memory (CAM), contains the information needed to match
each MAC address to the corresponding port it is connected to. When the data
frame enters the switch, it finds the target MAC address in the lookup table
and matches it to the switch port the computer is attached to. The frame is for-
warded to only that switch port; therefore, computers on all other ports never
see the traffic. Switches offer the following advantages:

They provide higher throughput than hubs.
They provide VLAN capabilities.
They can be configured for full duplex.

vV v. v Y

They can be configured to span a port to support intrusion detection
systems/intrusion prevention systems (IDSs/IPSs), network feeds, or
monitoring.

Microsegmentation allows you to segment networks even further. With microsegmenta-
tion, every node can have access to the entire bandwidth available in the transmission
channel rather than sharing the bandwidth with others. Microsegmentation enables the
creation of dedicated or private segments.

Not all switches are made the same. Switches can process an incoming frame in
three ways:

» Store-and-forward: After a frame is completely input into the switch,
the destination MAC address is analyzed to block or forward the frame.

» Cut-through: This faster design is similar to the store-and-forward
design, but it examines only the first 6 bytes and then forwards the packet
to its rightful owner.

» Fragment free: This is a Cisco Systems design that has a lower error rate
than the other designs.

Originally, switches were Layer 2 devices; today, switches can be found at Layer 3
of the OSI model and can work up to Layer 7. Higher-layer switches are known as
content switches, content-services switches, or application switches.
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Mirrored Ports and Network Taps

Monitoring devices have a harder time examining traffic on switched networks
than on non-switched networks. To overcome this problem, port mirroring is
used. Different vendors use different names for this technology. For example,
Cisco Systems offers Switched Port Analyzer (SPAN), and 3Com offers Roving
Analysis Port (RAP).

Port mirroring is used to send a copy of network packets from one switch port
to a network monitoring connection on another switch port. Therefore, if you
are using a managed switch, you can configure port mirroring to easily capture
and analyze traffic. Although this works well in corporate environments and

in situations where you have control of the managed switch, it is not as useful
when a switch is unmanaged or where someone does not have access to the
switch. In such cases, network taps can be used. A network tap provides another
way to monitor a network and see all traffic, much like a hub. This functionality
acts as a point to intercept traffic. For example, a Throwing Star LAN tap is a
simple device that allows anyone to easily monitor Ethernet communications
(see greatscottgadgets.com/throwingstar/).

VLANS

Virtual LANs (VLANS) are used to segment network traffic to create smaller
broadcast domains. VLANSs reduce network congestion and increase bandwidth,
and they do not need to be isolated to a single switch; a VLAN can span many
switches throughout an organization.

You can extend VLANSs by using a trunking protocol. A trunking protocol
propagates the definition of a VLAN to the entire LAN. Trunking protocols
work by encapsulating Ethernet frames. Two common trunking protocols are
the 802.1Q standard and Cisco’s proprietary Inter-Switch Link (ISL). The
802.1Q standard places information inside an Ethernet frame, whereas ISL
wraps an Ethernet frame.

Spanning Tree Protocol (STP), which is another protocol that can be used in a VLAN,
is used to prevent networking loops, build active paths, and provide for backup
paths in the event that an active path or link fails. The newest version is Rapid Span-
ning Tree Protocol (RSTP), which is backward compatible with STP and provides
significantly faster spanning tree convergence.

Virtual Extensible LAN (VXLAN) is a technology designed to provide
the same Ethernet Layer 2 network services as a VLAN but with greater
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extensibility and flexibility. VXLAN supports the virtualization of a data center
network while addressing the needs of multi-tenant data centers by providing
the necessary segmentation on a large scale.

VXLAN is an encapsulation protocol that provides mechanisms to aggregate and
tunnel multiple Layer 2 subnetworks across a Layer 3 infrastructure.

"Trunking security is an important concern in VLANS. A trunk is simply a link
between two switches that carries the data of more than one VLAN. A security
professional should be aware that an attacker who can get access to a trunked
connection can potentially jump from one VLAN to another. This is called
VLAN hopping. It is very important to ensure that trunked connections are
secure so that malicious activity cannot occur.

ExamAlert

VLAN hopping is a hacking technique that enables attackers to send packets

outside a VLAN. These attacks are generally launched by tagging the traffic with a
VLAN ID that is outside the attacker’s VLAN.

Routers

Routers reside at Layer 3 of the OSI model. Routers are usually associated
with IP, which sends blocks of data that have been formatted into packets. IP
is considered a best-effort delivery protocol, and IP packets are examined and
processed by routers. Routers can connect networks that have the same or

different media types.

A router’s primary purpose is to forward IP packets toward their destination
through a process known as routing. Whereas bridges and switches examine the
physical frame, routers focus on the information in the IP header. One impor-
tant item in the IP header is the IP address. As mentioned earlier, an IP address
is a logical address; it is laid out in dotted-decimal notation format. The IPv4
address format is four decimal numbers separated by decimal points. Each of
these decimal numbers is 1 byte in length, supporting values from 0 to 255.
IPv4 addresses are separated into the following classes:

» Class A: A Class A network consists of up to 16,777,214 client devices.
The address range can extend from 1 to 126.
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» Class B: A Class B network consists of up to 65,534 client devices. The
address range can extend from 128 to 191.

» Class C: A Class C network can have 245 devices. The address range can
extend from 192 to 223.

» Class D: A Class D network is reserved for multicasting. The address
range can extend from 224 to 239.

» Class E: A Class E network is reserved for experimental purposes. The
addresses range from 240 to 254.

ExamAlert

You may have noticed that the 127.0.0.0 address range is missing from the preced-

ing list. Although officially part of the class A address range, it is used for loopback.
The CISSP exam may test you on such details.

Not all the addresses shown can be used on the Internet. Some addresses have
been reserved for private use and are considered nonroutable. These private
addresses include the following:

» Class A: 10.0.0.0
» Class B: 172.16.0.0 to 172.31.0.0
» Class C: 192.168.0.0 to 192.168.255.0

Routers can be used to improve performance by limiting physical broadcast
domains. They act as a limited type of firewall when access control lists (ACLs)
are used for filtering, and they ease network management by segmenting larger
networks into smaller subnets. The security of a network’s router is paramount.
A compromised router can have devastating consequences, especially if it is
used as an endpoint for other services, such as IPsec, a VPN, or a firewall.

ExamAlert

Blocking unauthorized traffic via routers and firewalls is sometimes referred to as
bogon filtering. Bogons are simply IP packets that are spoofed and appear to be

from an area of the IP address space that is reserved but not yet allocated or del-
egated by the Internet Assigned Numbers Authority (IANA) or a delegated Regional
Internet Registry (RIR).
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Gateways

A gateway, sometimes called a protocol translator, connects networks that use
dissimilar protocols by converting one software protocol into another. A gate-
way can be software based or can be a standalone hardware device. Gateways
function at Layer 7 of the OSI model.

Routing

Routing protocols are a key component of modern networks. Confusion often
exists over the terms routed protocol and routing protocol. Both reside at Layer 3.
Routed protocols can be forwarded from one router to another. A good
example of a routed protocol is IP. IP acts as the postal service of the Internet.
Its job is to organize data into a packet and then address the packet for delivery.
IP must place target and source addresses on the packet. This is similar to
addressing a package before delivering it to the post office. And as with physical
packages in the postal system, postage is required: In the world of IP, the
postage is a T'TL (Time-to-Live) value, which keeps packets from traversing
the network forever and decrements every time a router is passed. If the
recipient cannot be found before the T'T'L reaches 1, the packet is discarded.

A routing protocol sends and receives routing information to and from other
routers. A routing protocol can be likened to a large mechanized mail sorting
machine. Whereas routed protocols, such as IP, build and address a packet, a
routing protocol must decide how to best deliver a packet. In real life, there are
many ways to get from point A to point B. Likewise, on the Internet, there are
many paths to a target network.

Routing protocols can be placed into several basic categories:

» Static routing: Static, or fixed, routing algorithms are not actually algo-
rithms. They rely on a simple table developed by a network administra-
tor mapping one network to another. Static routing works best when a
network is small and the traffic is predicable. The big problem with static
routing is that it cannot react to network changes. As networks grow,
management of these tables can become difficult. Although this makes
static routing unsuitable for use on the Internet or other large networks,
it can be used in special circumstances where normal routing protocols
don’t function well.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



288
CHAPTER 5: Communications and Network Security

» Dynamic routing: Dynamic routing uses metrics to determine which
path a router should use to send a packet toward its destination. Dynamic
routing protocols include RIP, BGP, IGRP, and OSPFE. Dynamic routing
takes time as all routers must learn about all possible paths. Convergence is
reached when all routers on a network agree on the state of routing.

» Default routes: Default routes are similar to static routes. When default
routes are used and the router knows no other route to use, the designated
route becomes the default path the router uses to transmit packets.

Each time a router receives packets, it must examine them and determine what
interface to forward the packets to. Not all routing protocols that routers work
with function in the same manner. Dynamic routing protocols can be divided
into two broad categories:

» Algorithms based on distance-vector protocols

» Algorithms based on link-state protocols

Distance-vector protocols, which are based on Bellman-Ford algorithms, try
to find the best route by determining the shortest path. The shortest path is
commonly calculated based on hops. Distance-vector routing is also called
routing by rumor.

RIP is probably the most common distance-vector protocol currently in use. It
is a legacy UDP-based routing protocol that does not use authentication and
that determines path based on hop count. RIP has a 15-hop count maximum
and uses broadcast routing updates to all devices. Later versions of RIP provide
authentication in plaintext. Although RIP works in small networks, it does not
operate successfully in large network environments. RIP makes use of split
horizon and poison reverse. Split horizon is a route advertisement that prevents
routing loops in distance-vector routing protocols by prohibiting a router from
advertising a route back onto the router interface from which it was discovered.
Poison reverse allows a gateway node to tell its neighbor gateways that you
can’t get there from here. It basically means that one of the gateways is no
longer connected. Poison reverse sets the number of hops to the unconnected
gateway to 16 hops; this number of hops indicates “infinite.”

One major shortcoming of distance-vector protocols is that the path with the
lowest number of hops might not be the optimal route. The path with the
lowest hop count could have considerably less bandwidth than a route with a
higher hop count.
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Distance-vector protocols like RIP can be spoofed and are subject to redirection.
It is also easy for attackers to sniff RIP updates. RIP routers update each other by
sending out complete routing tables every 30 seconds.

Link-state protocols are based on Dijkstra’s algorithm. Unlike distance-vector
protocols, link-state protocols determine the best path with metrics like delay
or bandwidth. When this path is determined, the router informs other routers
of its findings. This is how reliable routing tables are developed and routing
tables reach convergence. Link-state routing protocols are considered more
robust than distance-vector routing protocols. OSPF is probably the most
common link-state routing protocol; it is often used as a replacement for RIP.

OSPF is an improved link-state routing protocol that offers authentication.

It is an implementation of a link-state-based routing protocol developed in the
mid-1980s to overcome the problems associated with RIP. OSPF has several
built-in advantages over RIP, including the use of IP multicast to send out
router updates, no limitation on hop count (as with RIP), better support for
load balancing, and fast convergence.

Routing protocols can be further divided and defined as interior or exterior
routing protocols. RIP, OSPE, and IS-IS are three examples of interior routing
protocols. Interior routing protocols are used within an organization.

Exterior gateway protocols are used by routers connecting different autonomous
systems (ASs). An example of an exterior routing protocol is BGP, which is the
core routing protocol used by the Internet. It is based on TCP and is used to
connect autonomous systems.

An early exterior routing protocol was Exterior Gateway Protocol (EGP). This term is
sometimes used to describe all exterior routing protocols.

WANSs and Their Components

WAN:s are considerably different from LANs. Organizations usually own their
own LANSs, but WAN services are typically leased; it’s not feasible to have your
network guy run a cable from New York to Dallas. WANs are concerned with
the long-haul transmission of data and connect remote devices. The Internet
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is a good example of a WAN. WAN data transmissions typically incur higher
costs than LAN transmissions. WAN technologies can be divided into two
broad categories: packet switching and circuit switching.

Packet Switching

Packet-switched networks share bandwidth with other devices. Packet-switched
networks divide data into packets and frames. These packets are individually
routed among various network nodes at the provider’s discretion. They are
considered more resilient than circuit-switched networks and work well for on-
demand connections with “bursty” traffic. Each packet takes the most expedient
route, which means the packets might not arrive in order or at the same time.
Packet switching is a form of connectionless networking.

Synchronous Optical Network (SONET)

A large portion of long-haul data communication is done via fiber. SONET is
one of the leading technologies that makes this possible. SONET uses light to
send multiple digital data streams over the same fiber-optic cable.

X.25

X.25 is one of the original packet-switching technologies. Although it is not
fast, with speeds up to 56 Kbps, it is reliable and works over analog phone lines.

Frame Relay

Frame Relay is a virtual circuit-switched network. It is a kind of streamlined
version of X.25. Frame Relay controls bandwidth use with a committed informa-
tion rate (CIR) that specifies the maximum guaranteed bandwidth the customer
is promised. The customer can send more data than specified in the CIR if
additional bandwidth is available. If there is additional bandwidth, the data
passes; otherwise, the data is marked discard eligible (DE) and is discarded.

Frame Relay can use permanent virtual circuits (PVCs) or switched virtual circuit
(SVCs). APVC is used to provide a dedicated connection between two loca-
tions. An SVC works much like a phone call in that connections are set up on
a per-call basis, and a call is disconnected when it is complete. Switched virtual
circuits are good when data transmission is sporadic and for teleconferencing
and phone calls.
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Asynchronous Transfer Mode (ATM)

ATM is a cell-switching-based physical layer protocol. It supports high-
bandwidth data needs and works well for time-sensitive applications. Because

the switching process occurs in hardware, delays are minimized. ATM uses a
fixed cell size of 53 bytes. ATM can be implemented on LANs or WAN:Ss.

ATM is being surpassed by newer technologies, such as MPLS, which is
described earlier in this chapter. MPLS designers recognized that data didn’t
need to be converted into 53-byte cells. MPLS packets can be much larger than
ATM cells. MPLS can provide traffic engineering, and it enables the creation
of VPNs without end-user applications. MPLS can carry many types of traffic,
handles addresses via labels, and does not encapsulate header data.

For the CISSP exam, keep in mind that MPLS uses labels to simplify WAN routing
and can carry voice and data.

Circuit Switching

Circuit switching comes in either analog or digital configurations. At the heart
of circuit switching is multiplexing. Multiplexing is a technique used to combine
multiple channels of data over a single set of wires or a transmission path.
"Today the most common form of circuit switching is the plain old telephone
service (POTS), but ISDN, T-carrier, and Digital Subscriber Line (DSL) are
also options. The sections that follow describe these circuit-switching options
in more detail.

Plain Old Telephone Service (POTS)

POTS is a voice-grade analog telephone service used for voice calls and

for connecting to the Internet and other locations via modem. Modem speeds
can vary from 9600 bps to 56 Kbps. Although POTS is relatively inexpensive
and widely available, it offers only low data speeds.

Integrated Services Digital Network (ISDN)

ISDN is a communication protocol that operates similarly to POTS, except
that all-digital signaling is used. Although originally planned as a replacement
for POTS, ISDN was not hugely successful. ISDN uses separate frequencies
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called channels on a special digital connection. It consists of B channels used for
voice, data, video, and fax services and a D channel used for signaling by the
service provider and user equipment. Keeping the D signaling data separate
makes it harder for attackers to manipulate the service. The D channel operates
at a low 16 Kbps; the B channels operate at speeds up to 64 Kbps. By binding
the B channels together, ISDN can achieve higher speeds. ISDN is available

in two levels: Basic Rate Interface (BRI) at up to 128 Kbps and Primary Rate
Interface (PRI) at up to 1.544 Mbps. BRI comprises 2 B channels and 1 D
channel, and PRI comprises 23 B channels and 1 D channel.

T-Carrier

T-carrier service is used for leased lines. A leased line, which is locked between
two locations, is very secure, and users pay a fixed monthly fee for this service,
regardless of use. The most common T-carrier is a T'1. AT uses time-division
multiplexing and consists of 24 digital signal 0 (DS0) channels. Each DS0
channel is capable of transmitting 64 Kbps of data; therefore, a T'l can provide
a composite rate of 1.544 Mbps. T3s are the next available choice. A T3 is
made up of 672 DS0s and has a composite data rate of 45 Mbps. For those
who don’t need a full T'1 or a full T'3, fractional service is available. A fractional
"T-line is just a portion of the entire carrier. Table 5.8 details common T-carrier
specifications and contrasts them with POTS, ISDN;, and DSL.

TABLE 5.8 Circuit-Switching Specifications

Service Characteristics Maximum Speed

POTS dialup service  Switch line; widely used 56 Kbps

ISDN BRI digital Requires a terminal adapter; can be costly 128 Kbps

ISDN PRI digital Requires a terminal adapter; can be costly  1.54 Mbps

DSL Typically asymmetric; downloads faster Up to 52 Mbps
than uploads

T1 Dedicated leased line; 24 bundled phone 1.54 Mbps
lines

T3 Dedicated leased line; 28 bundled T1s 44.736 Mbps

T1s are the standard in the United States, and Europe uses an E-carrier system. An
E1 carries 30 channels; an E3 is 16 E1s. E1s are dedicated 2.048 Mbps circuits, and
E3 are dedicated 34.368 Mbps circuits.
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Digital Subscriber Line (DSL)

DSL is another circuit-switching connectivity option. DSL is typically asym-
metric, which means that the download speed is much faster than the upload
speed. The theory is that you usually download more than you upload.

DSL modems are always connected to the Internet; therefore, you do not have
to dial in to make a connection. As long as your computer is powered on, it is
connected to the Internet and is ready to transmit and receive data. This is the
primary security concern with DSL. An advantage of DSL is that it maintains
a more fixed speed than cable modems typically do. Table 5.9 provides details
about the different DSL types.

TABLE 5.9 DSL Types and Speeds

DSL Type Data Rate Mode Distance
IDSL (ISDN DSL) 160 Kbps Duplex 18,000 ft., 24 AWG
HDSL (High-Bit-Rate DSL) 1.544 Mbps Duplex 12,000 ft., 24 AWG
2.048 Mbps Duplex
SDSL (Symmetric DSL) 1.544 Mbps Duplex 10,000 ft., 24 AWG
2.048 Mbps Duplex
ADSL (Asymmetric DSL) 1.5-9 Mbps Down 9,000-18,000 ft., 24 AWG

16-640 Kbps  Up
VDSL (Very-High-Bit-Rate DSL)  13-52 Mbps Down 1,000-4,500 ft., 24 AWG
1.5-2.3 Mbps Up

Cable Internet Access

Cable Internet access refers to the delivery of Internet access over the cable
television infrastructure. The Internet connection is made through the same
coaxial cable that delivers the television signal to your home. The coaxial
cable connects to a special cable modem that demultiplexes the TCP/IP
traffic. This always-on Internet connection presents a big security issue if no
firewall is used. One of the weaknesses of cable Internet access is that there is
a shared amount of bandwidth among many users. Cable companies control
the maximum data rate of each subscriber by capping the maximum data rate.
Some unscrupulous individuals attempt to uncap their line to obtain higher
speeds. Uncappers can be caught and prosecuted because cable Internet
providers routinely check for this illegal action.
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Although uncapping a cable connection might lead only to a disconnection of your
service, service providers might push for criminal charges. That’s what happened to
one Buckeye Cable customer whose home was searched by the FBI; the individual
in that case was charged with fifth-degree felonies for tampering with the service
connection in violation of law.

Problems with cable modems continue to be discovered. It is possible to
hijack some cable modems by simply visiting a vulnerable website
(see www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub/).

Another lingering concern is loss of confidendality. Individuals have worried about
the possibility of sniffing attacks. Most cable companies have addressed this issue
by implementing the Data Over Cable Service Interface Specification (DOCSIS)
standard. The DOCSIS standard specifies encryption and other security mecha-
nisms that prevent sniffing and protect privacy. DOCSIS is currently at Version 3.1.

Other WAN Technologies

When systems communicate with each other remotely, a variety of protocols
and standards are needed, including the following:

» Switched Multimegabit Data Service (SMDS): SMDS is a high-speed,
packet-switched service used for MANs and WAN .

» Synchronous Data Link Control (SDLC): SDLC was developed
by IBM in the 1970s and used to develop HDLC. SDLC is a Layer 2
communication protocol designed for use with mainframes.

» High-Level Data Link Control (HDLC): HDLC uses a frame format
to transmit data between network nodes. It supports full-duplex commu-
nication and is used with Systems Network Architecture (SNA).

» High-Speed Serial Interface (HSSI): HSSI is a connection standard
used to connect routers and switches to high-speed networks.

Cloud Computing

Cloud computing is an Internet-based approach that provides computing and
storage capacity as a service, as illustrated in Figure 5.13. Cloud computing can
be broken down into several basic models, including the following:

» Infrastructure-as-a-service (IaaS): laaS is a cloud solution in which you
purchase virtual power to execute your software as needed. This is much
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like running a virtual server on your own equipment, except you are
running a virtual server on a virtual disk. This model is similar to a utility
company model, where you pay for what you use.

» Software-as-a-service (SaaS): Saa$ is designed to provide a complete
packaged solution, with software rented out to the user. The service is
usually provided through some type of front-end or web portal. Although
the end user is free to use the service from anywhere, the company pays a
per-use fee.

» Platform-as-a-service (PaaS): PaaS provides a platform for your use. Ser-
vices provided by this model include all phases of the software development
life cycle (SDLC) and can include application program interfaces (APIs),
website portals, or gateway software. These solutions tend to be proprietary,
which can cause problems if the customer moves away from the provider’s
platform. Unlike Taa$S and SaaS, Paa$ includes a development environment.
Two technologies used in this area are containers and dockers. A container
packages up code and all its dependencies. A container allows software
to run quickly and reliably from any computing. A docker is a standalone
executable package of software that includes everything needed to run an
application. Kubernetes is an open-source system for automating deploy-
ment, scaling, and management of containerized applications.
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FIGURE 5.13 Cloud Computing
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Software-Defined WAN (SD-WAN)

Software-Defined WAN (SD-WAN) is a cost-effective alternative to traditional
networking technology. SD-WAN is used for connecting geographically
distributed locations and remote users. While software-defined networking
(SDN) and SD-WAN seem closely related and serve similar purposes, SDN
targets the management of LANs and centralizes management. OpenFlow is
one protocol that can be used with SDN to allow for control of switching rules
from a central controller. Table 5.10 shows the basic differences between

SD-WAN and SDN.

TABLE 5.10 SDN and SD-WAN Uses and Details

SDN SD-WAN

Manages a LAN or service provider’s core Enables connections between networks

network and users across geographies

Programmable by the user to deliver Programmable to deliver operational

bandwidth on demand simplification, integrated security, and
traffic prioritization

Separates the control plane from the Separates the control plane from the data

data plane plane

Provides a centralized view for Focuses on software-defined application

automation of network services routing capabilities

Securing Email Communications

Secure email solutions are important because email is one of the most widely
used Internet applications. Email is susceptible to several threats, including
spoofing, spamming, and address forgery. Standard email uses Simple Mail
Transfer Protocol (SM'TP) TCP port 25 to accept messages from clients and
Internet Message Access Protocol IMAP4) T'CP port 143 or Post Office
Protocol Version 3 (POP3) T'CP port 110 to retrieve email from server-based
inboxes.

Sending an email is much like sending a postcard through the postal service:
Anyone along the way can easily read the note your mom wrote to you while
visiting the Grand Canyon. Fortunately, several applications and protocols are
available to help secure email. The following sections describe some of them.
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Pretty Good Privacy (PGP)

Phil Zimmermann developed PGP in 1991 by to provide privacy and authenti-
cation. Over time, it evolved into an open standard known as OpenPGP, and it
can be purchased as a commercial product from Symantec for enterprise known

as PGP Whole Disk Encryption.

PGP is unlike PKI in that there is no CA. PGP builds a web of trust that
develops as users sign and issue their own keys. Users must determine what
level of trust they are willing to place in other parties. The goal was for PGP
to become encryption for everyone (as opposed to encryption available only to

companies and corporations). Popular programs and providers such as Proton-
Mail and Hushmail are based on PGP.

Other Email Security Applications

PGP is not the only option for securing email. Other options include the
following:

» Secure Multipurpose Internet Mail Extensions (S/MIME): By
default, MIME does not provide any protection. To overcome this
problem, RSA developed S/MIME. S/MIME has been built in to virtu-
ally every email system to encrypt and digitally sign the attachments of
protected email messages. S/MIME adds two valuable components to
standard email: digital signatures and public key encryption. S/MIME
supports X.509v3 digital certificates and RSA encryption.

» Privacy Enhanced Mail (PEM): PEM is an older standard that has not
been widely implemented but was developed to provide authentication
and confidentiality. PEM public key management is hierarchical. PEM
uses MD2/MD5 and RSA for integrity and authentication.

» Message Security Protocol (MSP): MSP is a military version of PEM.
Because it was developed by the National Security Agency (NSA), it has
not been open to public scrutiny and is not widely used. It is part of the
DoD’s Defense Messaging System and provides authentication, integrity,
and nonrepudiation. The military has its own security network, called

SIPRNet.

» MIME Object Security Services (MOSS): MOSS extends the function-
ality of PEM but is not widely used as it has been eclipsed by S/MIME
and PGP. MOSS is the only email standard that gives users an out-of-the-
box mechanism for signing the recipient list.
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Securing Voice and Wireless
Communications

Secure communications have come a long way from the time of the Spartans,
Romans, and others who used crude forms of encryption. VoIP and wireless
capture more attention and use each year. Some studies report that there are
more cell phones in China than there are people in the United States. 5G sup-
ports the ability to deploy millions of tiny sensors that can collect all kinds of
data across networks around the globe. Li-Fi, which is a wireless communica-
tion technology that has been promoted as the key to solving challenges faced
by 5G, uses light to transmit data and position between devices and is being
promoted as more reliable, virtually interference free, and uniquely more
secure than radio technology such as Wi-Fi or cellular.

The following sections look at some of these technologies and the history of
secure communications.

Secure Communications History

Throughout time, there has been a need for secure communications. As long as
there have been people, there have been secrets. One early system that was used
by the ancient Greeks and the Spartans is called scytale. This system involved
wrapping a strip of papyrus around a rod of fixed diameter on which a message
was written. If anyone intercepted the paper, it appeared as a meaningless
letters. The recipient could read the message by wrapping the papyrus around a
rod of the same diameter.

Even Julius Caesar encrypted messages he sent to his trusted advisors. Caesar’s
cipher was a simple substitution cipher. In Caesar’s cipher, there was a plaintext
alphabet and a ciphertext alphabet. The alphabets were arranged as shown in
Figure 5.14.

Plain |A |B|C|D|E|F|G|H]| I
Ciphery D |[E|F|G|H|I |J|K|LIM|N|O|P|Q|R|S|T|U|V|IW|X|Y|Z|A|B|C

(=
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FIGURE 5.14 Caesar’s Cipher

When Caesar was ready to send a message, it was encrypted by moving the text
forward according to the key. If the key was 3 characters, for example, then the
word “cat” would encrypt to “fdw.” You can see how this works by examining
Figure 5.14. Just look up each of the message’s letters in the top row and write
down the corresponding letter from the bottom row. Caesar’s cipher is also
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known as a rotation cipher, and a key of three is called ROT3. Although it is
not a robust method of encryption, Caesar was able to use it with great success.

Ancient Hebrews used a similar cryptographic system called ATBASH that
worked by replacing a letter with another letter the same distance away from
the end of the alphabet; for example, 4 was sent as a Z, and B was sentasa I’
(see Figure 5.15).

G H 'l
| 1|
R Q@ Pas

w—m

D E
||
W T

.15 ATBASH

A B
| |
z ¥

FIGURE

o X—0

More complicated substitution ciphers were developed through the Middle
Ages as individuals became better at breaking simple encryption systems. In the
ninth century, Abu al-Kindi published what is considered to be the first paper
that discusses how to break cryptographic systems. This paper, titled “A Manu-
script on Deciphering Cryptographic Messages,” discusses using frequency
analysis to break cryptographic codes. Frequency analysis is the study of how
frequently letters or groups of letters appear in ciphertext. Uncovered patterns
can aid individuals in determining patterns and breaking the ciphertext.

These early ciphers all had weaknesses, and people worked to improve them. A
polyalphabetic cipher makes use of more than one arrangement of the alphabet.
The alphabetic cipher known as the Vigenere cipher uses the following encryp-
tion/decryption chart:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
IJKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHI
KLMNOPQRSTUVWXYZABCDEFGHI]J
LMNOPQRSTUVWXYZABCDEFGHIJK
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MNOPQRSTUVWXYZABCDEFGHIJKL
NOPQRSTUVWXYZABCDEFGHIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
PQRSTUVWXYZABCDEFGHIJKLMNO
QRSTUVWXYZABCDEFGHIJKLMNOP
RSTUVWXYZABCDEFGHIJKLMNOPQ
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOPQRST
VWXYZABCDEFGHIJKLMNOPQRSTU
WXYZABCDEFGHIJKLMNOPQRSTUV
XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY

The Vigenere chart is simply the alphabet written repeatedly for a total of 26
times, with each new line shifting t