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ORHAN ERGUN LLC CCIE SECURITY V6.1 MEGA LAB WORKBOOK

Lab 1: Configure Active/Passive relationship between ASAv1 and ASAv2
Lab 2: Configure Active/Active relationship between ASA12 and ASA13
Lab 3: Configure Clustering relationship between ASA20 and ASA21

Lab 4: Configure AnyConnect VPN on London Site with requirements as below
Lab 5: Configure Clientless SSL VPN for Dubai Remote-Site on ASAv-W

Lab 6: Configure Site-2-Site IKEv1l VPN between DC23 and Gisborne edges.
Lab 7: Configure Flex VPN between Napier & Nelson branch

Lab 8: Configure Site-2-Site VPN between DC400 & DC500 branch

Lab 9: Configure Dotlx and Mab for Customer service-PC & IT-PC

Lab 10: Configure NTP server on your NTP router

Lab 11: Configure SYSLOG on R9

Lab 12: Configure WSA redirection on Call center router

Lab 13: Optimization/Troubleshooting
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Lab 1: Configure Active/Passive relationship between ASAv1 and ASAv2
e must be named “inside”, “outside”, and “mgmt”.
e Follow the IP addressing as per the diagram
e Ensure Fail and state interfaces are names as LAN and state

e Use.l (first IP of octet) to assign addresses to the FWs

Edge Site 1

We will start with Configuring R9 & R19 First

RO:

interface Ethernet0/0

no shutdown

ip address 100.100.40.254 255.255.255.0
duplex auto

|

interface Ethernet0/1

no shutdown

ip address 192.168.40.254 255.255.255.0
duplex auto

|
interface Ethernet0/2

no shutdown

ip address 192.168.50.254 255.255.255.0
duplex auto

|
interface Ethernet0/3

no shutdown

ip address 192.168.0.243 255.255.255.0
duplex auto
ip route 0.0.0.0 0.0.0.0 100.100.40.1
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R19:

interface Ethernet0/0
no shutdown

ip address 1.1.1.254 255.255.255.0
duplex auto

|

interface Ethernet0/1

no shutdown

ip address 10.10.30.254 255.255.255.0
duplex auto

|
no ip http server
no ip http secure-server

ip route 0.0.0.0 0.0.0.0 10.10.30.
ip route 172.16.1.0 255.255.255.0
ip route 172.16.2.0 255.255.255.0
ip route 192.168.10.0 255.255.255.
ip route 192.168.20.0 255.255.255.

O O R R
P e e

P e e
P W e

w

For Failover

ASAvl

int gi0/1

no shutdown

failover lan interface LAN gi0O/1

failover interface ip LAN 8.8.8.1 255.255.255.0 standby 8.8.8.2
failover lan unit primary

failover key mohsinl23

failover

int gi0/0

no shutdown

failover link state gi0/0

failover interface ip state 9.9.9.1 255.255.255.0 standby 9.9.9.2

ASAv2

int gi0/1

no shutdown

failover lan interface LAN gi0O/1

failover interface ip LAN 8.8.8.1 255.255.255.0 standby 8.8.8.2
failover lan unit secondary

failover key mohsinl23

failover
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interface GigabitEthernet0/2

nameif inside

security-level 100

ip address 10.10.30.1 255.255.255.0 standby 10.10.30.2

|

interface GigabitEthernet0/3

nameif outside

security-level 0

ip address 100.100.40.1 255.255.255.0 standby 100.100.40.2
|

interface Management0/0

nameif mgmt

security-level 0

ip address 192.168.0.242 255.255.255.0 standby 192.168.0.241
route outside 0.0.0.0 0.0.0.0 100.100.40.254 1

route inside 192.168.10.0 255.255.255.0 10.10.30.254 1
route inside 192.168.20.0 255.255.255.0 10.10.30.254 1
access-list outside extended permit icmp any any echo
access-list outside extended permit icmp any any echo-reply
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Lab 2 :Configure Active/Active relationship between ASA12 and ASA13

» «

must be named “inside”, “outside”, and “mgmt”.

context HR and context ACC is to be created and assign Ips as per the diagram
Follow the IP addressing as per the diagram

Ensure Fail and state interfaces are names as LAN/ST

Use .1 (first IP of octet) to assign addresses to the FWs

==~

Distribution

We will start this lab by configuring respective routers first
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R17

interface Ethernet0/0

no shutdown

ip address 172.16.1.254 255.255.255.0
duplex auto

|
interface Ethernet0/1

no shutdown

ip address 192.168.10.254 255.255.255.0
duplex auto

|

interface Ethernet0/2

no shutdown

ip address 192.168.0.245 255.255.255.0
shutdown

duplex auto

ip route 0.0.0.0 0.0.0.0 172.16.1.1
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interface Ethernet0/0

no shutdown

ip address 172.16.2.254 255.255.255.0
duplex auto

I
interface Ethernet0/1

no shutdown

ip address 192.168.20.254 255.255.255.0
duplex auto

I

interface Ethernet0/2

no shutdown

ip address 192.168.0.246 255.255.255.0
shutdown

duplex auto

ip route 0.0.0.0 0.0.0.0 172.16.2.1

)

/HR Server

interface Ethernet0/0

no shutdown

ip address 192.168.10.1 255.255.255.0

duplex auto

ip http server

ip http port 8080

ip http authentication local
no ip http secure-server

ip route 0.0.0.0 0.0.0.0 192.168.10.254

\\\i?ername mohsin privilege 15 password 0 mohsin

/ACC Server

interface Ethernet0/0

no shutdown

ip address 192.168.20.1 255.255.255.0
duplex auto

ip http server

ip http port 8080

ip http authentication local
no ip http secure-server

ip route 0.0.0.0 0.0.0.0 192.168.20.254

\\\i?ername mohsin privilege 15 password O mohsin 4///

RN
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Qailover link ST EO /
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ASA12

Context HR

allocate-interface E3 outside
allocate-interface E2 inside
config-url flash:HR.cfg

Context ACC

allocate-interface E3 outside
allocate-interface E1 inside
config-url flash:ACC.cfg

changeto Context HR

interface inside

nameif inside

no shutdown

ip add 172.16.1.1 255.255.255.0 standby 172.16.1.2
interface outside

nameif outside

no shutdown

ip add 1.1.1.1 255.255.255.0 standby 1.1.1.2

changeto Context ACC

interface inside

nameif inside

no shutdown

ip add 172.16.2.1 255.255.255.0 standby 172.16.2.2
interface outside

nameif outside

no shutdown

ip add 1.1.1.3 255.255.255.0 standby 1.1.1.4

int eO0

no shutdown

failover lan interface LAN EO

failover interface ip LAN 7.7.7.1 255.255.255.0 standby 7.7.7.2
failover lan unit primary

failover key mohsinl23

failover link ST EO

/ASAIS \

ASAl13

int €0

no shutdown

failover lan interface LAN EO

failover interface ip LAN 7.7.7.1 255.255.255.0 standby 7.7.7.2
failover lan unit secondary

failover key mohsinl23
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failover group 1
primary
preempt

failover group 2
secondary
preempt

context HR
join-failover-group 1

context ACC

\\\\iﬁin—failover—group 2 4////
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Lab 3 : Configure Clustering relationship between ASA20 and ASA21

»n «

must be named “inside”, “outside”, and “mgmt”.

Cluster group name should be Cisco

Follow the IP addressing as per the diagram

Key should be C1sC0123!

Inside network should be part of VLAN 100 & outside network should be part of

VLAN 200

Use .1 (first IP of octet) to assign addresses to the FWs

Distribution

@Ch-Server \

ip

ip
ip
no
ip

interface Ethernet0/0

no shutdown

ip address 192.168.100.1 255.255.255.0
duplex auto

username mohsin privilege 15 password 0 mohsin

route 0.0.0.0 0.0.0.0 192.168.100.254

http server

http authentication local

ip http secure-server

route 0.0.0.0 0.0.0.0 192.168.20.254

)
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interface Ethernet0/0

no shutdown

ip address 10.10.100.254 255.255.255.0
duplex auto

I
interface Ethernet0/1

no shutdown

ip address 192.168.100.254 255.255.255.0
duplex auto

I

interface Ethernet0/2

no shutdown

ip address 192.168.0.238 255.255.255.0
shutdown

duplex auto

I

interface Ethernet0/3

no shutdown

ip address 192.168.110.254 255.255.255.0
duplex auto

ip route 0.0.0.0 0.0.0.0 10.10.100.1

R22

interface Ethernet0/0
no shutdown
ip address 100.100.100.254 255.255.255.0

duplex auto
|

interface Ethernet0/1

no shutdown

ip address 20.20.20.254 255.255.255.0
duplex auto

interface Ethernet0/3

no shutdown

ip address 22.22.22.254 255.255.255.0
duplex auto

ip route 0.0.0.0 0.0.0.0 100.100.100.1

GSAZ 0

cluster interface-mode spanned

int e0
no shutdown

cluster group Cisco
local-unit ASA-A

key ClsC0123!

priority 5
\\\\fnable

cluster-interface EO ip 11.11.11.1 255.255.255.0

N

65A21

cluster interface-mode spanned

int e0
no shutdown

cluster group Cisco
local-unit ASA-b

key C1sC0123!

priority 10
\\\\fnable

cluster-interface EO ip 11.11.11.2 255.255.255.0

J
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Inside-SW

interface Port-channell
no shutdown
switchport access wvlan 100

interface Ethernet0/0

no shutdown

switchport access vlan 100
channel-group 1 mode active
|

interface Ethernet0/1

no shutdown

switchport access wvlan 100
channel-group 1 mode active
|

interface Ethernet0/2

no shutdown

switchport access vlan 100
switchport mode access

Outside-SW

interface Port-channel?2

no shutdown

switchport access vlan 200
switchport mode access

I
interface Ethernet0/0

no shutdown

switchport access vlan 200
switchport mode access
channel-group 2 mode active
I

interface Ethernet0/1

no shutdown

switchport access vlan 200
switchport mode access
channel-group 2 mode active
I

interface Ethernet0/2

no shutdown

switchport access vlan 200
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ASA20

ip local pool MGMT 192.168.0.239-192.168.0.240
interface Ethernetl

channel-group 1 mode active

no nameif

no security-level

no ip address
|

interface Ethernet2

channel-group 2 mode active

no nameif

no security-level

no ip address

|
interface Ethernet3

management-only

nameif mgmt

security-level 0

ip address 192.168.0.241 255.255.255.0 cluster-pool MGMT
!

interface Port-channell

port-channel span-cluster

mac-address aaaa.bbbb.1111

nameif inside

security-level 100

ip address 10.10.100.1 255.255.255.0

|

interface Port-channel2

port-channel span-cluster

mac-address aaaa.bbbb.2222

nameif outside

security-level 0

ip address 100.100.100.1 255.255.255.0

!

ftp mode passive

access-list outside extended permit icmp any any echo
access-list outside extended permit icmp any any echo-reply

access—-group outside in interface outside

route outside 0.0.0.0 0.0.0.0 100.100.100.254 1

route inside 192.168.100.0 255.255.255.0 10.10.100.254 1
http 0.0.0.0 0.0.0.0 mgmt
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Lab 4 : Configure AnyConnect VPN on London Site with requirements as below

. HR department should have a dedicated profile named as HR-Profile and pool 172.16.10.0/24
. ACC department should have a dedicated profile named as SALES-Profile and pool 172.16.20.0/24

. Ensure you enable split tunneling

. [PSec IKEV2 tunnel with an idle timeout of 2 Days.

. Create local users on ASA DB for HR it should be hr/cisco123

. Create local users on ASA DB for ACC it should be acc/cisco123

Edge Site 1

Assign your PCs address as below

HR-PC 192.168.60.2
ACC-PC 192.168.40.2

1) Login to ASAV1 using ASDM

§s Gisco ASDM-IDM Launcher v1.7(0) P

&L, Cisco ASOM-IDM Launcher vl

Device 1 Address / Name: [152. 168.0.242 ~]
Password: |

™ Remember the username of the speofied device on this computer

[ ]| o= |

™ Run in Demo Mode

CCIE SECURITY V6.1 MEGA LAB WORKBOOK =
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2) VPN Wizards -> Anyconnect VPN

s Cisco ASDM 7.9(2) for ASA - 192.168.0.242
File View Tools | Wizards | Window Help

-O?g QJ Startup Wizard | € ok € Fornard| D et
; VPN Wizards 4 * Site-to-site VPN Wizard
High Avadabiity and Scalabiity Wizard. .. g\ AnyConnect VPN Wizard. .
Ursfied Communcation Wizard.. Chentiess SSU VPN Wizard
ASDM Identity Certficate Wizard... IPSec (IXEv 1) Remote Access VN Wizard
Packet Capture Waard.... PSec (IKEv2) Remote Access VPN Wizard. ..
| -& 10111 TE

3) Add connection profile name and interface outside

= AnyConnect VPN Connection Setup Wizard N x|

Steps | Connection Profile Identification
1. Introduction This step alows you to configure a Connection Profile Name and the Interface the remots access users will access for VPN
2. Connection Profile

Identification

3. VPN Protocols Connection Profile Name: IHR-#Zoﬁle{

4. Clent Images
VPN Access Interface:  [outside ~]
5. Autheéntcation Methods

6. SAML Configuraton

7. Clent Address Assignme

8. Network Name Resoluto
Servers

9. NAT Exempt

10. AnyConnect Chent
Deployment

ATmary

-
7]

<sack || next> | cancel |  hHep |

4) Ensure SSL and IPsec are checked and then click on manage to add Certificate

VPN Protocols

AnyConnact can use either the IPsec or SSL protocol to protact the data traffic. Please sele
would ke this connection profile to support.

s

7 Peec
Dewvice Certificate
Device certificate dentifies the ASA to the remote access chents. Certan

AnyConnect features (Always-On, [Psec/IKEV2) requre that vald device certificate
be avalable on the ASA,

: ﬁg I Devace Certificate: Itmc o:hostname sciscoasa, N =cscoas ;I Manage... I

CCIE SECURITY V6.1 MEGA LAB WORKBOOK =
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5) Select Anyconnect package file

X
Steps | ClentImages |
L Introduction ASA can automatically upload the latest AnyConnect padage to the dent device when it accesses the enterprise network.

2 m"& A reguiar expression can be used to match the user-agent of a browser to an mage. |
You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the kst.
4. (hent Images
5. Authentcabon Methods ’.ngwlﬂmlfl‘l
6. SAML Configuration Image Regular expression to match user-age
7. Chent Address Asagnme diskD: fanyconnect-win-3, 1.03103-k9,pkg
B. Network Name Resolutio
Servers
9. NAT Exermpt
10, AnyConnect Chent
Deployment . lk
11, Summary
You can download AnyConnect Client packages from Csco by searding ‘AnyConnect VPN Client’ or gick here,
_<ea |[[Nea>]] eaea || )

6) Create user accounts
= AnyComnect vPH Comecton setmpwizard
Steps Authentication Methods

1. Introduction Thes step lets you speafy the location of the authentbication server.
2. Profie You can dick on the New... " button to aeate a new server group.

Ditetr l

Identfication
3. VPN Pro AAA Server Group: ILO(‘AL 'I New... I
4. Chent Images

Methods r—
6. SAML Configurabon e guy
7. Chent Address; Assgrme A o l
. ess

Username: accguy | add>> I

8. Network Name Resolubo |

Servers Pamsword: Ia-unot-c l

9. NAT Exermpt WMI

10. AnyConnect Chent
Deployment

11 Summeary

<sack || newt> | cancd | mep |

CCIE SECURITY V6.1 MEGA LAB WORKBOOK =



ORHAN ERGUN LLC CCIE SECURITY V6.1 MEGA LAB WORKBOOK

OrhanErgun

7) Create Pools for Acc/HR

= AnyConnect VPN Connechion Setup Wizard ’zj
|

Steps B ‘ Chent Address Assgnment
L Introduction Thes step allows you to aeate a new address pool or sslect an exsting address pool for IPv4 and IPv6. The AnyConnect dients
2 G Profie will be assigned addresses from the pools when they connect.

Identficaton IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
e ' I

& Add TPv4 Pool x|
5. Authentication Methods ‘;lte-
6. SAML Configuration Name: 'A«vod
7. Chent Address Starting 1P Addvessi: |172.16.20. 1 |
» Endg IP Address: | 172.16.20. 100 ]

8. Network Name Resolutio

i Subnet Mask: | %
9. NAT Exermpt
10, AnyConnect Chent | oK I Cancel | Help |

Deployment
11. Summary

<sack || mext> | cncd | hep |

8) Under Group policies, Click on the relevant profile either HR or ACC, edit

sEBELIO00TF

[ Cisco ASDM 7.9(2) for ASA - 192.168.0.242 3 = gl x|
He View Toos Wiards Window Hep Ao = ahah
alialn

@m—lﬁmgm g sve Q¥ reven | Q) ok () rorvare| D e cisco
e
b Add [ Defete 3 Connect iy ' (
o G o .

FRCENN)

& 10112 i_ 13 Oclete | £7 Asan

& 10113

Y 152.168.0.242] ] Name I Tyve [ Turrseing Protoca I el

& 192.168.90.105

e Ly 2;5ed-chentiess 12tp-poec

Internal dev2;sd-dent ACC_Profie

AnyConnect Clent Profie
g [5@) AnyConnect Clent Software:
iy cess Poloes

9) Under General, Make sure you set the idle time as per requirements

e = P ——
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10) Inadvanced -> Split tunneling
a. Policy -> Tunnel networks list below
b. Network list > manage and create the network list you want to allow in tunnel

&-Advanced OIS Names: Inherit
i
Browser Proxy Send Al DNS Lockups Through Tumned: [V Inherit ¢ oo 1o
11 AnyConnect Chent
4 Psec(IKEY 1) Chent ) - | -
16 Pokcy:  tnhert | =
Network Ust: . ¥ Inhent 2 o
Iy ! = |
e ACL Manager

®rd - @en (Jodee |+ ¢ X WA -

fw Browse Address

@ et [ Delete | @ WhereUsed Q NotUsed

Filter: |

Name si]  pAddess | Netmask | Desaiption |ObjectNAT
=] Network Objects

@ ay

@ any4

P anys

aff inside-network  10.10.30.0 255.255.255.0

& momt-network  152.168,0.0 255,255.255.0

& outside netw... 100.1004%.0 255.255.255.0

{192.168.0.0

11) Onremote PC -> download your Client and put outside interface IP to connect

& Cisco AnyConnect Secure Mobility Client

CCIE SECURITY V6.1 MEGA LAB WORKBOOK
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On remote PC -> download your Client and put outside interface IP to connect

&\ Cisco AnyConnect | 100.100.40.1 1 z’l

Please enter your username and password.

Group:

¢ [Acc_Profile . i I
Username: (4R Profile

Password: |

o | caxa |

13)

Under statistics for the first time you will see Protocol DTLS -> AES_256_SHA1

&' Cisco AnyConnect Secure Mobility Chent

|l'||l|l|
Cisco

AnyConnect'Secure Mobility Client

Received:

Chent Management Q

Admirsstrative Doman:
Profile Name:

Transport Information

Protocol:
Cpher:
Compression:

Undefined
HR _Profile_chent_profie. xml

Dms
RSA_AES 2556 SHA1L
None

No Proxy

15) Disconnect the VPN and reconnect again -protocol should be IKEv2/ IPSECNAT T

Transport Information

AES_256_SHA1L
None
No Proxy

8
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Lab 5 : Configure Clientless SSL VPN for Dubai Remote-Site on ASAv-W

. Tech department should have a dedicated profile named as Tech-profile

. Username should be tech and password cisco123

. Use a web-acl and add it the group policy so that user tech can access tech-server only.
N

3 WellingtonDC )

ASAVw

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 22.22.22.1 255.255.255.0

|
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.110.1 255.255.255.0
interface Management0/0

nameif mgmt

security-level 0

ip address 192.168.0.230 255.255.255.0
route outside 0.0.0.0 0.0.0.0 22.22.22.254 1
route inside 192.168.100.0 255.255.255.0 192.168.110.254 1
http server enable
http 0.0.0.0 0.0.0.0 mgmt

CCIE SECURITY V6.1 MEGA LAB WORKBOOK




OrhanErgun

1) Login to ASA using ASDM
2) Wizards -> VPN Wizards -> Clientless SSL VPN

% Cisco ASDM 7.9(2) for ASA - 192.168.0.230
vFle View Tools | Wizards | Window  Help

Staw tup Wizard....

VPN Wizards » Siteto-aite VPN Wizard. ..

Hgh Avallabiity and Scalability Wizard. .. AnyConnect VPN Wizard. ..

Ursfied Communication Wizard. .. Chentless SSU wuﬂ:kd.

ASDM Identity Cer tificate Wizard. .. IPSec (IKEv 1) Remote Access VPN Wizard...

Packet Capture Wizard. .. PSec (IKEv2) Remote Access VPN Wizard. ..
i -, nt111 T

3) Ensure you type correct Connection profile name, select interface outside, Create
certificate as per requirements and connection group URL

& SSL VPN Wizard )

ORHAN ERGUN LLC CCIE SECURITY V6.1 MEGA LAB WORKBOOK

SSL VPN Wizard SSL VPN Interface (Step 2 of 6) —
" Prowde a connecion profile and the interface that SSL VPN users connect to.

Connection Profie Name: [Tech-Profie
The nterface users access for S5L VPN connechions.
SSL VPN Interface: foutsde =l

Digtal Certificate
When users connect, the security appliance sends this digital certificate to the remote web browser to authenticate the ASA,
Certificate: |m_rmmmm,mmm,..3 Manage ... I

Accessng the Connection Profile

One accesses this connection profile either by its Group Alas or Group URL. One selects the Group Alias from the Group drop-down list at
the login page. One enters the Group URL in a Web browser.

[V Connection Group AllasARL  [Tech Profie

[ Deplay Group Allas kst at the logn page
Information | «

@ R o acces SSUAPN Service: hitps:/[22.22.22.1
URL to access S50 WN Service via group-url @ hittps:/ [22.22 22.1 [ Tech-Prolile
URL to access ASDM: https:/[22.22.22.1 | adoan

4) Add the user/password as per requirements

* Authenbicate usng the local user database

~User to be Added
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tummmm Mfwe.mwhdeumug
the ndradual group policy or usemame level,

* Crestenewgowppokcy |

" Modfy exstng group policy [DfitGrpPolicy =

e SSL VPN Wizard 7 o y T il =
SSL VPN Wizard Chentless Connections O - Bookmark List (Step 5 of 6

X

Configure Bookmark Uists that the security appance displays on the S WoN
portal page.

Thi parametes i enforced i ither o TETETPTERN » fynamc scces ooy,

or 3 user pobcy configuration. You can dick on Assign button to assgn the
selected one to them.

% ad| @ ot | [ Detere | B vmport | F Export | 555 Ao |

ok | cod | nw |

7) Click on Group policy settings, and then click on idle timeout to edit and ensure It is as per

the requirements

o

[ Name: [Tech Profie
Portal

5 More Options Sanner: |~ Inherit I
Tunneling Protocols: [~ Inherit [V Clentless SSLVPN [~ SSLVWPNGlent [~ PsecEvl [ IPsecKEV2 [~ LZTP/Psec
Web AQL: [V Inherit I _v_l Manage.., I
Access Hours: [ tnhenit | Z| | Mansge.., I
Smultaneous Logins: [ tnherit |
Restrict access to VLAN: [ tnhent | 5|
Connection Profie (Tunnel Group) Lods & Inherit | 5|
Mapdmum Connect Time: V Inhent [T Uolemted [_. nutes
Ide Tmeaut: [~ tnherit r‘u-eauum@l B metes
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8) Under webacl, create a proper ACL to match your destination server

= tdit Internal Group Policy: Tech-Profile ' _x]

[ Name: [Techfrofie
Portal
[4] More Opbions Sanner: [V Inherit I

[~ Inherit [V CientlessSSLVPN [~ SSLWNGient [ PsecDEvl [ IPsecIKEv2 [ LZTP/IPsec

Web AQL: F&Caj |—Nane — | manage... !

9) On Tech-PC, Remote site Dubai open browser, and login with credentials.

<« X | A b#yS://22.22.22.1/+CSCOE+/logon.htm

&) v

. Please enter your username and password

GROUP Tech-Profile v
[% USERNAME i
PASSWORD

LLogm |

10) On Tech-PC, Remote site Dubai open browser, and login with credentials.
- M x

B QMU (Tech-PC)
11 1192.168..0.79:3277

SEBTRLOO
/Qm ;yﬁ SSL VPN Service x\\\_‘_.‘ @l&l.@li]‘
7 |2

&« X | A b®rS://22.22.22.1/+CSCOE+/portal.html

rgh) hitps/ v |

l Web Bookmarks
& Tech-Server

t;‘l’l

QJ Web Applications <%, &

e 1 Browse Networks -,
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11) You should be able to access Tech-server

<« C | A bepS://22.22.22.1/+CSCO+00756767633A2F2F3139322E 31 36382E3130302E31 + +/ | ¢

Cisco Systems

Accessing Cisco Unix "TECH-SERVER"

Show diagnostic log - display the diagnostic log
Monutor the router - HTML access to the command line interface at level 0123456 7891011.12.13.14.15

Show tech-support - display mformation commonly needed by tech support
Extended Pung - Send extended ping commands

QoS Device Manager - Configure and monitor QoS through the web mterface

N

Help resources

1. CCO at www cisco com - Cisco Connection Online, including the Technical Assistance Center (TAC)
2. tac@cisco com - e-mal the TAC.

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@cisco com - e-mail the HTML nterface development group.

CCIE SECURITY V6.1 MEGA LAB WORKBOOK -



ORHAN ERGUN LLC CCIE SECURITY V6.1 MEGA LAB WORKBOOK

Lab 6 : Configure Site-2-Site IKEvl VPN between DC23 and Gisborne edges.

Ensure your VPN profile name is DC23-GS

Pre-shared key should be Cisco123

Ensure your DC23 FTD should be added as FTD-DC23

Ensure your GISBORNE FTD should be added as FTD-GISBORNE

8 N\ ™ s ™
' F— [ =
rrl.anaglenmt !
234 - 9
&
Regional
£0/2)
V- \. Office
ellu'lll:l-'I I{=01 \ Gishome J
N A
B:p 10.50.50.0/24
Internet Edge Service Internet Edge
i Gisborne
\ DC 23 J,,, u Provider ) %
1919190024 20.20.20.0/24
(—Head Office R
Hamilton §
W FMC I.I.D ohe
athll | mgmnt

B MgmE-PC

Management Network

192.168.0.0/24
" J

On FTD1 -
configure network ipv4 manual 192.168.0.235 255.255.255.0 192.168.0.254

configure manager add 192.168.0.252 Cisco123

On FTD2 -
configure network ipv4 manual 192.168.0.235 255.255.255.0 192.168.0.254

configure manager add 192.168.0.252 Cisco123
FMC -

to change existing ip if required

sudo /usr/local/sf/bin/configure-network
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Csp h

interface Ethernet0/0

no shutdown

ip address 19.19.19.254 255.255.255.0
duplex auto

|

interface Ethernet0/1

no shutdown

ip address 20.20.20.254 255.255.255.0

\\\?uplex auto ‘///

1) ON FMC, login to GUI -> Devices -> Click on Add devices
a. 192.168.0.235
b. Host FTD-DC23
c. Ciscol123
d. Access control policy -> Block policy ( if not created in exam, create one)
e. Smart licensing -> malware, threat, URL filtering ( select all of them)
2) ON FMC, login to GUI -> Devices -> Click on Add devices
a. 192.168.0.233
Host FTD-DC23

c. Ciscol23
d. Access control policy -> Block policy (if not created in exam, create one)
e. Smart licensing -> malware, threat, URL filtering ( select all of them)

ymt-ry)
cRELOo0d
3 s

[

Add Device

Host:

Display Name:

Registration Key:

Group:

Access Control Policy:

Smart Licensing
Malware:

Threat:

URL Filtering:
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3) You should see both FTD-DC23 & FTD-GISBORNE

4 () ungrouped (2)

"% FTD-GISBORNE - o ~ ke
192.168.0,233 - Cisco Firepower Threat Defense for KVM - v6.2.0 Csc0Fisppoe:Thiest Defienss for: KUK B Thtout;, Mol URE Fitering

4) Configure your FTD- Devices accordingly
FTD-DC23
a. Gigabitethernet0/0
i. Name: outside
ii. Security zone: outside (create one if not there)
iii. Ipv4:19.19.19.1/24
b. Gigabitethernet0/1
i. Name: inside
ii. Security zone: inside (create one if not there)
iii. Ipv4:10.40.40.254/24

Edit Physical Interface
N —
KM: | Enabled L] Management Only
Security Zone: '—7E;
Description:

MTU: 1500 | (64 - 9000)

Interface 10: GigabitEthernet0/0

c. Click on static routes and point a default route for outside to SP
i. Routing -> interface outside -> gateway -> 19.19.19.254

Add Static Route Configuration
Type: ® P O P |
Interface® cutside v

Available Network € [+] ‘Selected Network
| & search B any-ipv <]
e |

8 Pva-Benchmark-Tests

& 1Pva-Link-Local

. )

B P Private-10.0.0.0-8

B PV Private-172.16.0.0-12

B 1Pve-Private- 192.168.0.0-1

B 1Pva-Private-All-RFC1918

S PV to-Pva-Relay-Anycast |

o —

Tunneled: 5 (used only for default Raute)
Route Tracking: Vo

CCIE SECURITY V6.1 MEGA LAB WORKBOOK
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FTD-DC23
d. Gigabitethernet0/0
i. Name: outside
ii. Security zone: outside (create one if not there)
iii. Ipv4:20.20.20.1/24
e. Gigabitethernet0/1
i. Name: inside
ii. Security zone: inside (create one if not there)
iii. Ipv4:10.50.50.254/24

Edit Physical Interface
- —
T — TP R——
Security Zone: '—75

c. Click on static routes and point a default route for outside to SP
i. Routing -> interface outside -> gateway -> 20.20.20..254

Add Static Route Configuration

Type: ® ru O P

Available Network €& ] ‘Selected Network

e — B 0
e 1

B 1Pv4-Benchmark-Tests ‘

8 Pva-Link-Local

8 vt o)

B P Private 10.0.0.0-8
B Pve-Private 172.16.0.0-1
1PV Private 192.168.0.0-1
B Pva-Private-All-RFC1918
8 1Pv6-to-TPva-Relay-Anycast

Gateway” o
Metric: S spaw-out 8 i

)
Tunneled: 5 (Used only for default Raute)
Route Tracking: )
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e

5) Configure VPN -> Device -> VPN -> ensure you do proper IKEV1 and IPSEC settings for what asked

Create New VPN Topology ? X
Topology Name:* DC23-GS
Network Topology: M *7Hub and SPd:nVLTFulI MB';
IKE Version:* < wevi O KEv2

Endpoints Psac Advanced

IKEv1 Settings

Policy:* preshared_sha_des_dh5_160 ‘md
Authentication Type: o Bt

Pre-shared Key 24 Characters

Length:*

IKEv2 Settings

Policy:* MA-CHA v
Authentication Type: Pre-shared Automatic Key v
Pre-shared Key 24 Characters

Length:*

Save Cancel
6) Ensure you select Correct end points and protected networks
e pwc et
Node A: (%
FTD-DC23 outside/19.19.19.1 10.40.40.0 )
Node B: Q
FTD-GISBORNE outside/20.20.20.1 10.50.50.0 78

7) Once all the configs are done, Click on deploy - Make sure to select both FTD’s
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/DC23 - Server 38 A

interface Ethernet0/0

no shutdown

ip address 10.40.40.1 255.255.255.0
ip route 0.0.0.0 0.0.0.0 10.40.40.254

"

Regional Office - Server 39

interface Ethernet0/0

no shutdown

ip address 10.50.50.1 255.255.255.0
io route 0.0.0.0 0.0.0.0 10.40.40.254

8)Test traffic from Server 38 to Server 39, you should be able to ping.
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Lab 7 : Configure Flex VPN between Napier & Nelson branch

e Tunnel network to be used is 192.168.100.0/24

e Pre-shared key to be used is Cisco123

e Tunnel should be native ipsec

e Ensure you exchange internal routes using EIGRP and AS to be used is 100

e N

interface Ethernet0/0
no shutdown

ip address 5.5.5.1 255.255.255.0
duplex auto

I

interface Ethernet0/1
no shutdown

ip address 172.16.100.254 255.255.255.0

duplex auto
I

\\\iﬁroute 0.0.0.0 0.0.0.0 5.5.5.254
/R-NP
|

interface Ethernet0/0

no shutdown

ip address 4.4.4.1 255.255.255.0

duplex auto

I

interface Ethernet0/1

no shutdown

ip address 172.16.200.254 255.255.255.0

duplex auto!
|

\\\iﬁroute 0.0.0.0 0.0.0.0 4.4.4.254
ﬁ/letro-Router

interface Ethernet0/0
no shutdown
ip address 4.4.4.254 255.255.255.0

duplex auto
!

interface Ethernet0/1

no shutdown

ip address 5.5.5.254 255.255.255.0
duplex auto

& /
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/Branchl-PC

interface Ethernet0/0

no shutdown

ip address 172.16.100.1 255.255.255.0
duplex auto

\\;D route 0.0.0.0 0.0.0.0 172.16.100.254

N

/BranchZ-PC

interface Ethernet0/0
no shutdown
ip address 172.16.200.1 255.255.255.0
duplex auto
\\;D route 0.0.0.0 0.0.0.0 172.16.200.254

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-128 3des
integrity shal md5

group 2 5
|

crypto ikev2 policy POLICY
proposal PROPOSAL
I
crypto ikev2 keyring NAPIER
peer NELSON
address 4.4.4.1
pre-shared-key Ciscol23
|
I
!
crypto ikev2 profile IKEV2-PROF
match identity remote address 4.4.4.1 255.255.255.255
authentication remote pre-share
authentication local pre-share
keyring local NAPIER
|
{
crypto ipsec transform-set TS esp-3des esp-sha-hmac
mode tunnel
|
crypto ipsec profile IPSECPROF
set transform-set TS
set ikev2-profile IKEV2-PROF
interface Tunnell
no shutdown
ip address 192.168.100.1 255.255.255.0
tunnel source 5.5.5.1
tunnel mode ipsec ipv4
tunnel destination 4.4.4.1
tunnel protection ipsec profile IPSECPROF

router eigrp 100
network 172.16.100.0 0.0.0.255
network 192.168.100.0
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R-NP
crypto ikev2 proposal PROPOSAL
encryption aes-cbc-128 3des
integrity shal md5
group 2 5
!
crypto ikev2 policy POLICY
proposal PROPOSAL
!
crypto ikev2 keyring NAPIER
peer NELSON
address 4.4.4.1
pre-shared-key Ciscol23
|
|
!
crypto ikev2 profile IKEV2-PROF
match identity remote address 4.4.4.1 255.255.255.255
authentication remote pre-share
authentication local pre-share
keyring local NAPIER
|
!
crypto ipsec transform-set TS esp-3des esp-sha-hmac
mode tunnel
|
crypto ipsec profile IPSECPROF
set transform-set TS
set ikev2-profile IKEV2-PROF
interface Tunnell
no shutdown
ip address 192.168.100.1 255.255.255.0
tunnel source 5.5.5.1
tunnel mode ipsec ipv4
tunnel destination 4.4.4.1
tunnel protection ipsec profile IPSECPROF

router eigrp 100
network 172.16.100.0 0.0.0.255
network 192.168.100.0
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R-NELSON

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-128 3des
integrity shal md5
group 2 5
|
crypto ikev2 policy POLICY
proposal PROPOSAL
|
crypto ikev2 keyring NAPIER
peer NAPIER
address 5.5.5.1
pre-shared-key Ciscol23
|
crypto ikev2 profile IKEV2-PROF
match identity remote address 5.5.5.1 255.255.255.255
authentication remote pre-share
authentication local pre-share
keyring local NAPIER
|
crypto ipsec transform-set TS esp-3des esp-sha-hmac
mode tunnel
|
crypto ipsec profile IPSECPROF
set transform-set TS
set ikev2-profile IKEV2-PROF
|
interface Tunnell
no shutdown
ip address 192.168.100.2 255.255.255.0
tunnel source 4.4.4.1
tunnel mode ipsec ipv4
tunnel destination 5.5.5.1
tunnel protection ipsec profile IPSECPROF
|
!
router eigrp 100
network 172.16.200.0 0.0.0.255
network 192.168.100.0
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Lab 8 : Configure Site-2-Site VPN between DC400 & DC500 branch
Pre-shared key to be used is Cisco123

Make sure CRM server can talk to server 50 and back and forth

G\ITERNET \

interface Ethernet0/0

no shutdown

ip address 14.14.14.254 255.255.255.0
duplex auto

|

interface Ethernet0/1

no shutdown

ip address 13.13.13.254 255.255.255.0
duplex auto

&

DC-400

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key Ciscol23 address 14.14.14.1

crypto ipsec transform-set TS esp-3des esp-sha-hmac
mode tunnel
!

access-list 102 permit ip 172.16.40.0 0.0.0.255 172.16.50.0 0.0.0.255

crypto map CMAP 10 ipsec-isakmp

set peer 14.14.14.1

set transform-set TS

match address 102

interface Ethernet0/0

no shutdown

ip address 13.13.13.1 255.255.255.0
duplex auto

crypto map CMAP

|

interface Ethernet0/1

no shutdown

ip address 172.16.40.254 255.255.255.0
duplex auto

ip route 0.0.0.0 0.0.0.0 13.13.13.254
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DC-500

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key Ciscol23 address 13.13.13.1

crypto ipsec transform-set TS esp-3des esp-sha-hmac

mode tunnel

access-list 102 permit ip 172.16.50.0 0.0.0.255 172.16.40.0 0.0.0.255
access-list 102 permit ip 172.16.50.0 0.0.0.255 172.16.40.0 0.0.0.255

crypto map CMAP 10 ipsec-isakmp
set peer 13.13.13.1

set transform-set TS

match address 102

interface Ethernet0/0

no shutdown

ip address 14.14.14.1 255.255.255.0
duplex auto

crypto map CMAP

interface Ethernet0/1

no shutdown

ip address 172.16.50.254 255.255.255.0
duplex auto
ip route 0.0.0.0 0.0.0.0 14.14.14.254

/Server-SO

interface Ethernet0/0

no shutdown

ip address 172.16.50.1 255.255.255.0
duplex auto

\\fp route 0.0.0.0 0.0.0.0 172.16.50.254

\

/Server-SO

interface Ethernet0/0

no shutdown

ip address 172.16.40.1 255.255.255.0
duplex auto

\\?p route 0.0.0.0 0.0.0.0 172.16.50.254

/

/
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Lab 9 : Configure Dot1x and Mab for Customer service-PC & IT-PC

DHCP pool for IT-PC should be 10.10.10.0/24 VLAN 10

DHCP pool for Customer service should be 10.20.20.0/24 VLAN 20
Push DACL to IT-PC so that it can telnet CRMSERVER

Push DACL to Customer service so that it can browse the CRMSERVER

Ensure Customer service user is authenticated using ISE Local DB and username

should be cspc/Cisco123

rHead Office - ( R
Hamilton WG ﬁi
mFMC . a }-13 (0/0)  —
=thi) | mgmnt 7 BiTPC : CRM-Server
&) VLANZ0 172.16.40.0/24
2 10.20.20.0024 o)
253
251 o] —I =
\ /- — B NTP-gerver . G]I'
.250/ HeT .\‘ g NLAN1D . sw.se
| ‘- “‘ 10.0:24 l —
B pgmt-PC L
Management Network s § Customerseric
192.168.0.0/24
\. . J

e ONIT PC, make sure you're able to get an IP from DHCP
e ON CustomerService-PC, make sure you're able to get an IP from DHCP
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SW-ISE

ip dhcp excluded-address 10.10.10.1
ip dhcp excluded-address 10.20.20.1
ip dhcp pool CS

network 10.10.10.0 255.255.255.0
default-router 10.10.10.1

!

ip dhcp pool IT

network 10.20.20.0 255.255.255.0
default-router 10.20.20.1

dotlx system—-auth-control

interface Ethernet0/1
no shutdown
switchport access vlan 20

interface Ethernet0/2
no shutdown
switchport access vlan 10

interface Ethernet0/0

no shutdown

switchport access vlan 100
switchport mode access
duplex auto

interface V1anlO

no shutdown

ip address 10.10.10.1 255.255.255.0
|

interface V1an20

no shutdown

ip address 10.20.20.1 255.255.255.0
|

interface V1anl00

no shutdown

ip address 192.168.0.248 255.255.255.0

aaa new-model

aaa group server radius ISE-SVRS

server name ISEl

|
aaa authentication dotlx default group ISE-SVRS
aaa authorization network default group ISE-SVRS
dotlx system-auth-control

radius server ISEl
address ipv4 192.168.0.249 auth-port 1812 acct-port 1813
key Ciscol23
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ip route 0.0.0.0 0.0.0.0 192.168.0.254

interface Ethernet0/1

no shutdown

switchport access vlan 20
switchport mode access

duplex auto

authentication order mab dotlx
authentication priority mab dotlx
authentication port-control auto
mab

dotlx pae authenticator

|

interface Ethernet0/2

no shutdown

switchport access vlan 10
switchport mode access

duplex auto

authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
mab

dotlx pae authenticator

For DOT1X PC

1. Login to ISE
a. Administration -> Network Device Groups
b. Add Group -> Name : SWITHCES -> Parent group -> All Devicetypes

v Agdministraton » Work Centers

System Network Resources
Deployment Network Devices

Licensing Network Device Groups

2. Add your Switch in Network Devices
a. Administration -> Network Devices
Name : SW
IP address : 192.168.0.248
Device Type : SWITCHES
Protocol: RADIUS
Shared Secret Password: cisco123

o a0 o
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3.  Configure the Local Authentication Database (Groups)
a. Administration -> Identity Management -> Groups -> User Identity Groups

i. Name: CustomerserviceGroup

'::',',‘2'(;‘ Identity Services Engine Home » Context Visibility » Operations » Policy v Administration

» Systiem  vldentity Management = » Network Resources  » Device Portal Management  pxGnd Services  » Feed Servi

o

ource Sequences » Settings

v dentites Groups External Identity Sources  Identity

4.  Configure the Local Authentication Database (Users)
a. Administration -> Identity Management -> Identities

i. Username: ccuser
ii. Password: Cisco123
iii. Group: CustomerserviceGroup
5. Create Authorization Profiles to define characteristics that need to pushed to the
Network Device
“— C | A b#pS://192.168.0.249/admin/#policy/policy_elements/policy_elements_permissions/poal

"thailis |dentity Services Engine Home  » ConextVisibilty  » Operations

Policy Sets Profiling Posture  Chent Provisioning »Policy Elements

Dichonaries » Conditions v Results

\uthorization Profiles > New Authorization Profile

» Authentication e _
Authorization Profile

~ Authorization * Name | Customerse|
uso 5 | {
Authorization Profiles Description |
a. Policy -> Policy Elements -> Results -> Authorization -> Authorization Profiles -
> Add

i. Name: IT-AUTH-PROF
ii. VLANID: 20
iii. Name: CC-AUTH-PROF
iv. VLANID: 10
6. Authorization Policy to link the Groups to the appropriate Authorization Profile
a. Policy -> Default -> Authorization Policy -> Insert at the Top
Name: CC-AUTH-POLICY
a. GROUP: CustomerserviceGroup
b. Authentication Type: Wired_802.1x
c. Network Device: SWITCHES
i. SALES- CC-AUTH-PROF

=  entityGroup Name EQUALS User identity Groups Customerservice
7 4 ® Customer service AND E DEVICE Device Type EQUALS All Device Types#Switches » Customerservice-profile +

B wired_s021x
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7. On dotlx PC, start wired LAN service, and in your LAN settings, ensure your turn this
settings off. Your PC will authenticate using dot1x

ted EAP § perte
c_&il
When connecting:
- Automatically use my Windows logon name and
password (and domain
[ ok ] cancel | 5
"0 DoCert Assured 1D Root CA

For MAB PC

1. Workcenters -> Identites -> Add endpoint -> add MAC address
Add Endpoint

= General Attnbutes

Mac Address * {

Descripion

State Assignment
Paolicy Assignment Unknown
Static Group Assignment

Identity Group Assignment Unknown

2. Create Authorisation policy with below parameters and save, your MAB PC will be
authenticated.

E Radius Calling-Staton-10 EQUALS 50.00.00:1C.00.00
’ © Pcmas AND b  DEVICE Device Type EQUALS All Device Types#Swilches *IT_profile | | o elect § t ~ &

B wireda_mas
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Lab 10: Configure NTP server on your NTP router
NTP should use authentication
Key should be 100
Password cisco123

Configure NTP client config on R17 & R18

Make sure you have proper clock time zones set on your routers i.e Clock time zone MEL 8

/NTP-Server router \

clock timezone GST 4

interface Ethernet0/0

no shutdown

ip address 192.168.0.254 255.255.255.0
ntp authentication-key 100 md5 cisco
ntp authenticate
ntp trusted-key 100

Qtp master 2 /
" Rr17 N

clock timezone IST 5 30
interface Ethernet0/0

no shutdown

ip address 192.168.0.245 255.255.255.0

ntp authentication-key 100 md5 cisco
ntp authenticate

\\\itp trusted-key 100 4///

ris A

clock timezone IST 5 30

interface Ethernet0/0

no shutdown

ip address 192.168.0.246 255.255.255.0

ntp authentication-key 100 md5 cisco
ntp authenticate

\\\itp trusted-key 100 4///
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Lab 11: Configure SYSLOG on R9

Ensure logs are sent to log server located in management PC

R9

logging host 192.168.0.252
I

service timestamps log datetime

Lab 12: Configure WSA redirection on Call center router
CC-team lead should be able to access Call center Dashboard

IT-admin should be able to access Call center manager

CallCenter-R

ip host www.dashboard.com 100.100.100.100
ip host www.manager.com 100.100.100.200
ip name-server 192.168.0.240

access-list 1 permit 192.168.0.251
access-list 101 permit tcp any any eq www

ip wcecp 20 redirect-list 101 group-list 1 password 0 cisco

nterface Ethernet0/0

no shutdown

ip address 172.16.10.254 255.255.255.0
I

interface Ethernet0/1

no shutdown

ip address 192.168.0.240 255.255.255.0
|

interface Ethernet0/2

no shutdown

ip address 10.20.20.254 255.255.255.0
ip wcecp 20 redirect in

|

interface Ethernet0/3

no shutdown

ip address 10.10.10.254 255.255.255.0
ip wccp 20 redirect in

router eigrp 100
network 10.10.10.0 0.0.0.255
network 10.20.20.0 0.0.0.255
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Gnterprise \

interface Ethernet0/0

no shutdown

ip address 172.16.20.1 255.255.255.0

1

interface Ethernet0/1

no shutdown

ip address 172.16.10.1 255.255.255.0 network 172.16.10.0 0.0.0.255
network 192.168.0.0

router eigrp 100

network 172.16.10.0 0.0.0.255
\\\\?etwork 172.16.20.0 0.0.0.255 l///
Gnterprise \

interface Ethernet0/0

no shutdown

ip address 100.100.100.254 255.255.255.0
|

interface Ethernet0/1

no shutdown

ip address 172.16.20.254 255.255.255.0
router eigrp 100

network 100.100.100.0 0.0.0.255

\\\\fetwork 172.16.20.0 0.0.0.255
!

/CallCenter-Manager Server

interface Ethernet0/0
no shutdown
ip address 100.100.100.200 255.255.255.0

VAN

ip http server
ip http authentication local

&p route 0.0.0.0 0.0.0.0 100.100.100.254 /

/CallCenter-Dashboard-Server \

interface Ethernet0/0

no shutdown

ip address 100.100.100.100 255.255.255.0
ip http server

ip http authentication local

ip route 0.0.0.0 0.0.0.0 100.100.100.254
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On WSA

1) Create WCCP interface
a. Network -> Type -> Wccp V2 Router -> Submit

2) Edit Device

otlralee Cisco SO00V

CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Transparent Redirection

Warning

— Transparent redirection device type has been changed. Please note that the WCCP v2 Router
configuration must be completed by adding services.

Transparent Redirection Device

Type: | WCCP v2 Router

3) Add all relevant details as below
Add WCCP v2 Service

WCCP v2 Service

Service Profile Name: fredirectionforce

Service:
b Standard service ID: 0 web-cache (destination port 80)

Dynamic service 10: |20 1-255

Port numbers: Iga

(up to 8 port numbers, separated by commas,
® Redirect based on destination port
Redirect based on source port (return path)

For IP spoofing, de vices, one based on destination port and another based
source port (return path

Load balance based on server address
Load balance based on client address

Applies only if more than one Web Security Appliance is in use,
Router 1P Addresses:  [102.168.0.240

Enter either IPv4 or IPv6 addresses; I
muitiple entries with line breaks or comm

Router Security: 2 Enable Security for Service

Passphrase: |.......

The passphrase m n 1 and 7 characters long
Confirm Passphrase:

b Advanced: Optional sethngs for customizing the behavior of the WCCP v2
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4) Add reverse static routes

Routes

IPv4 Routes for Management and Data Traffic (Interface M1: 192.168.0.251)

Add Route... l l Save Route Table... ] Load Route Table... l
B [ I All
Route Name Destination Gateway Delete
10.2 ‘ 192.168.0.254
ITadmin 10.10.10.0/24 ‘ 192.168.0.254
Default Route | All Others 192.168.0.254 7
5) Create Identification profile
Web Security manager -> Identification profile -> Add profile
Name: IT
Define members by subnet: 10.10.10.0/24
Name: CallCenter
Define members by subnet: 10.20.20.0/24
Identification Profiles
Success — Settings have been saved.
Client / User Identification Profiles
| Add Identification Profile... |
End-User
Order . Transaction Criteria . Authentication / Identification Decision | Acknowledgement | Delete
. &::,I;(‘:tlcr . Exempt from Authentication / User Identificabon global profile) ]
Protocols: HTTP/HTTPS
I Exempt from Authentication / User Identification
Subnets:  10.10.10.0/24 global profie) w
Protocols: HTTP/HTTPS

6) Create Custom URL Categories
Web Security manager -> Custome and External URL Categories -> Add Category
Name: ITURL
Sites: www.manager.com
Name: CCURL
Sites: www.dashboard.com
7) Create Access-policy
Web Security manager -> Access-policy -> Add Group
Name: [Tpolicy
Select Identification profile: IT
URL Category : ITURL ( Allow)
Name: CallCenterpolicy
Define members by subnet: CallCenter
URL Category : CCURL ( Allow)
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Lab 13: Optimization/Troubleshooting
¢ You have been asked to optimize zone-based FW for DC100, so that only ICMP traffic
from outside to inside should be inspected.
e Users on win machine are not able to connect to DC200 server on port 8080,
troubleshoot and fix the issue.

ServerDC-100

interface Ethernet0/0

no shutdown

ip address 172.16.60.1 255.255.255.0
ip route 0.0.0.0 0.0.0.0 172.16.60.254

ServerDC-200

interface Ethernet0/0

no shutdown

ip address 172.16.70.1 255.255.255.0
ip route 0.0.0.0 0.0.0.0 172.16.70.254

R40

class-map type inspect match-any outside-to-inside
match protocol icmp
!
policy-map type inspect policy-outside-to-inside
class type inspect outside-to-inside
inspect
class class-default
drop
!
zone security OUTSIDE
zone security INSIDE
zone-palr security outside-inside source OUTSIDE destination INSIDE
service-policy type inspect policy-outside-to-inside
interface Ethernet0/0
no shutdown
ip address 192.168.0.44 255.255.255.0
zone-member security OUTSIDE
1
interface Ethernet0/1
no shutdown
ip address 172.16.60.254 255.255.255.0
zone-member security INSIDE
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interface Ethernet0/0

no shutdown

ip address 192.168.0.5 255.255.255.0

1

interface Ethernet0/1

no shutdown

ip address 172.16.70.254 255.255.255.0

ServerDC-200

ip http server

ip http port 8080

ip http authentication local
no ip http secure-server

/SW-ISE \

interface Ethernetl/1

no shutdown

switchport access vlan 100
switchport mode access
duplex auto

interface Ethernetl/2

no shutdown

switchport access vlan 100
switchport mode access

\\\\?uplex auto 4///
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