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LAB 2.1. Sensor Initialization

1

Fo/0
VLAN 101 - 101401024

Eﬂ.l""ll Ao
— cac
|
G0/0
E0Q | 10
VLAN 102 - 10.4.102.0/24

ol

Lab Setup
» R1's FO/0 and ASA’s E0N interface should be configured in VLAN 101

» R2's G0/0 and ASA's EO/0 interface should be configured in VLAN 102

» PC should be configured in VLAN 101

» IPS Command and Control (C&C) interface should be configured in VLAN 101
» Configure Telnet on all routers using password “cisco”
»

Configure RIPv2 on all devices (except PC and IPS)

IP Addressing

Hostname Interface (ifname) IP address

R1 FO/0 10.1.101.1 124

R2 G0/ 10.1.102.2 124

ASA-FW E0/0 (Outside, Security 0) | 10.1.102.10 /24
E0/1 (Inside, Security 100) | 10.1.101.10 /24
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Task1

Configure IPS Sensor with the following settings:
Hostname: IPS-CCIE

IP address: 10.1.101.100/24

Default Gateway: 10.1.101.10

Allowed Hosts: 10.1.101.200

Configure IPS management interface (m0/0) in VLAN 101.

The Cisco IPS must be correctly pre-configured in order fo make it available in the nefwork and
manage if using GUI called IDM (IPS Device Manager). Although, many configuration things may be
done from the CLI, the IDM is more user-friendly and easy fo use The lDM is available during the lab
Exam.

A basie configuration must be done fram CLI after first connection through the console. Just after
login the Sefup script launches and asks for basic seffings like: management IP address, defaull
gafeway (the IP5 does nhof use dynamic nor stafic routes) and allowed hosits from which we can
manage using IDM. After a few basic steps, the IPS is ready fo connect to it using IDM.

All basic setup configuration is related to CAC (Command & Control) management interface.

Configuration
Complete these steps:

Step 1 IPS first configuration.

sensor login: cisco

Password:

A O IO Edrir i

This produst contains eryptoegraphic features and is subject ts United States
and looal country laws governing import, soport, transfer and use. Dal ivery

of Cisco cryptographic products does not imply third-party authority to impeort,
axport, distribubs or use enaryption. Importers, exporters, distributors and
users are responsible for compliance with U.8. and local country laws. By using
this product you agres to comply with applicable laws and regulations. If you
ara unsble to comply with U.S. and local laws, return this produst immedistaly.

A summary of U.5. laws governing Cisco cryptographic products may ba found at:
hittp tf v, ol moo .n-c-fwﬂ-z:purtfurgptnfbnnl;‘ltw .himl

If you require Ffurther assistance pleass contact us by sending email to
axpartioisas, som.

YA LICENSE HOTICEY ow
Thara is no license ey installed on tha IFS-4240.
The system will contirus to operate with the currently installad
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signature set. A valid license must be obtained in order to apply
signature updates. Fleasa go to hidtp o/ fwww. ol soo .comfgo flicensae

to obtaln & new license of lnstall & licensa,

--- Basic Setup ---

-—- system Configuraticn Dialeg ——-

At any peoint you may enter a gquestion mark '?"' for help.
User aotrl-o to abort configuration dialeg at any prompt.
Default settings are in square brackets "[]'.

Current time: Sat Feb & 11:10:51 2010

Satup Configuration last modifisd: Sat Feb 08 11:03:34 2010

Enter host nama[sensor]: IFS-CCIE
Enter IF interface[192.168.1.2/24,192.168.1.1]:
10.1.101.100/24,10.1.101.10

Hote that you must write all information in one line without any

SpPACEs.

Modify current access list? [ne]: yes

To modify an ACL for management purposes you must answer “yeas”

for above gquestion.

Current access list entries:
Ho antrias
Permit: 10.1.101.200/32

If you want te configure only one host, you mast provide /32
mask. If you want to configure whole network use a network

address with correct mask. Hit enter twice when finished.

Parmit:
Modify system clock settings?[no]:

The following configuration was entered.

service host

network -settings

host-ip 10.1.101.100/24,10.1.101.10
host-nams IFS-CCIE

talnet-option disabled

access-list 10.1.101.200/32
ftp-timecut 300
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ne legin-banner-text

exit

tima-zone-settings

offsat 0
standard-time-zone-name UTC
exit

summert imes-option disabled
ntp-option disabled

exit

[@] Go te the command proempt without saving this config.
[1] Return to setup without saving this config.

[2] Save this configuration and axit setup.

[3] Continue to Advanced setup.

Enter your selectien[3]: 2
Salact second option te save basic config and end Setup utility
=== Configuration Saved ---

Complate the advanced setup using CLI or IDM.
To use IDM,point your web browser at https: //<sensor-ip-address>.

Verification

sansor§ exi

IFS-CCIE login: cisco

Password:
Hoté that sensor nams is refreshed after relogin.

Last login: 3at Feb & 11:10:50 on ttys0

- imlmili

This product contains cryptographic features and is subject to United States
and lecal country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority te import,
export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.5. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S5. and local laws, return this product immediately.
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A summary of U.3. laws governing Cisce cryptegraphic preducts may be found at:
http://www.cisco.com/wwl/export/crypto/tool /stgrg.html

If you require further assistance please contact us by sending email to
exporticisce. com.

#®#*LICEMSE NOTICE®#®#®

There is no license key installed on the IPS=-4240.

The system will centinue to cperate with the currently installed
signature set. A walid license must be cbtained in order to apply
signature updates. Flease go to http: //www.cisco.com/ge/license
to obtain a new license or install a license.

IPS-CCIE# sh configuration

! Current configuration last modified Sat Feb 06 11:11:3% 2010

! Version &.1(2)
! Host:

! Realm Keys keyl.0

| Signature Definition:

! Signature Update  S372.0  2008-12-10
1 Virus Update ¥1.4 2007-03-02

sarvice interface
axit

1
gervice authentication
exit

sarvice event-action-rules rules®
exit

sarvice host

network=settings

hest-ip 10.1.101.100/24,10.1.101.10
host-pame IPS-CCIE

access-list 10.1.101.200/32

exit

exit

service network-access
axit

!
service notificaticn
exit

!
sarvice signature-definition sig®
exit
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service signature-definition sigl

service ssh-known-hosts

sarvice trusted-certificates

gservice anomaly-detection ad0

sarvice external-product-interface

gervice analysis-engine

IFPS-CCIEH ping 10.1.101.1

PING 10.1.101.1 (10.1.101.1}: 5& data bytes

64 bytes from 10.1.101.1: icmp_segq=0 ttl=255 time=2.8 ms

64 bytes from 10.1.101.1: iemp seqel ttl=255 timesl.{ ms
ms
ms

64 bytes from 10.1.101.1: icmp seg=2 ttl=235 time=0.7
64 bytes from 10.1.101.1: icmp seg=3 ttl=255 time=1.4

=== 10.1.101.1 ping statistics ——-

4 packets transmitted, 4 packets received, 0% packet loss
roiund-trip min/favg/max = 0.7/1.5/2.8 ms

IPS-CCIEM

You may ping the sensor from the management station. This ping works only from

IF addresses provided in management ACL.

Task 2
Using graphical user interface (GUI), configure IPS Sensor to allow management via
TELNET (port 23) and HTTPS on port 8090. Disable password recovery function.
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The standard IPS management tool is IDM which is available using web browser and uses HTTFPS
for secure conneclivity. If uses standard HTTPS port of 443 but can (shouwld) be altered. Also there
Iz a way for enabling TELNET access (nol recommended in real world scenarios). All those settings
can be done from CLI but we will use IDM.

Configuration
Complete these steps:
Step1 IPS GUL

1. Configure IP address of 10.1.101.200/24 on the ACS/PC host.

€:h»ipeonfig

Windows IF Configuration
Ethernet adapter Lab Connection:

Connection—specific DHS Suffix

Autoconfiguration IP Rddress. . . @ 10.1.101.200
Subnet MASK . . . o . .. 6 L0l 1 E5SGESS.ESS.D
Default Gateway . . .

<output ommited>

2. Run IEfFF (Internet Explorer/FireFox) and go to https:/'10.1.101.100.
Accept security warning message.

|Infoimstion wou sxchange valh this ale camot be saed or
changed by olberz However, Bena i a poblam with e sia'e
aacLay cemilicans

/By The secuniby ceilificate was issusd by & company you hewe
nol chasen fo sk Wisw e c=rliicale (o debemmine whethe
P wenk b brusk B cenlifying sulhoty.

_E, The ssouily ceilificebe has sxgmied or i not pel wald

a T he sscty ceilficabe has & wald rame matchng the nams
of the paga pou aie fng he siae

Do woid ward b o cessd'?

Wi Cailficale

3. Click on Run IDM to download and run ActiveX applet.
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] IS D Maanager - Micronft Iiermet Exploser

Be Edt Mew Fooies Ioos Hen | e |
ik = - @ E) 2| Brech Erooke Frede (B B B
Agnss (1] hifps:)) 0. L. 101 100 hcnnces hin = o e
Gaoogle [ G- | B | £ Bodmeisr B boced | Fchet o fcih - ® [ Settirgs e
NIr
CISCO

Fun DK

¥ou can sleo nelal O Lsurcher {0 mn D

4

] ware | 5 o e ¥

4. Accept a series of warining messgaes.

Doy et o e Hive o risficate from weeb sibe = 90004100 for the
purpss Of Echatging eyl e i rsatioe?
Prbsliestver auih endicity can not be verfed.

tE The ssounky cerkfi:ate veas meued b 8 company bat i nok inoebed

¥ t"_'l The seouriy certliabe bes expired or & not vet vaid.

(]t |

L s wark ko brust the = gred spolcsbon detrbubed by *CEe
J ! Sotaime™!
Pubkcher s therbicky verifiad by: *eriSign, Tnc.*

€] }ﬂ:mtynemﬁc&enulﬂ.ndhpamma‘yth&ktmshed.

_,l'_q, The s=urky cetificats hes sapieed or bs nok et weld,

Cawtion: “Cheoo Sypstems” asserts Hat this cankerk b safe, You should
oy aaccapt i conkert I you bt Ydecn Syeteme” bo maka Ehat
asertin,

TOM am 100,001,100 - Creabe shoekcutbls)

l Wil o ik b oreabe deskbop and star: menu shortcuts For
i [C# on LO. L.10L. 1007

Mo Configure .. I
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5. Provide user and password.

B Ciscn AS0M-I0M Laiindhes w8 5]

&L, Cisco ASDN-M Launchr 2

Cisco

Enter issrmianie andpassmond far htps: 0L LOL. LDD
Uzl feoc

Paesmaned] Iﬂ REFEREEEE

[ |

|8

6. After successful logging you should see IPS Dashboard.

Thre: ol korics by inctlid oo, e Cbior,

el

7. Click on Configuration < Network and change settings as follows,
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;] _ﬁut* D n d ﬁ 5 -llhllh
MW ) Pz Bocks ard PArfroh Heip ClIsSco
- e AL TS = T BRI mnl wassassss)
Formaent Sotep = m
Ewh" Spacky tha ratrvork and coneancation: parrestan far e s
== T
TMW Hotrawe r
L1
s IF Ackhum: FERTIR ]
Mk Pl Emﬂﬂ
(-t T AT TTENTITNT]
FIF Tirssoutl ﬁ SSTNE
™ oy P RSy
i e Sating
| Erabda TL3MR. lmlmm .
ah cerver et [iTR0 5 .
™ Erabls FOEF Evant Servs Subnoriptions
(e
E:l:-—-g-—-t
T Feek Rt I
Thee b o Bceres ey inecialled on the sane, (0 ik hor |E|

You must close IDM and open it up again to make changes to the IPS
configuration. You will see an error message saying that IME cannot
retrieve IPS configuration.

The dsta and e could not ba ratriaved sccesefull, Plsase drads the Soreor
o by agein,

Use hittps:/10.1.101.100: 8090 in you web browser to connect to the
sensor.
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ik - = - Q[ | Sisanh EFeoke: vede B F- &

wﬁw.mu.mmnnmwhud =] EE ks ™
Coogle |G o B | Y Bodrarkar BN backad | 4 Chack v g tiilih e W (JSnltingew
vifiaifie
CISCO

Cisco IPS Device
Manager

Fun 1D

You can sen atall DA Laun cher b i IOM

ol

] nere 5 o Interet

Task 3
Configure IPS as NTP client to NTP server located on R1 and change the timezone

to GMT+1. Add the following users to the sensor:

Username Role Password
ipsadmin Administrator Admin1234
ipsoper Operator Oper1234
ipsview Viewer View1234
Configuration
Complete these steps:

Step 1 |IPS configuration.

1. Go to Configuration 3 Time and set appropriate Zone Name and set
NTP server.
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BE Ciscs D0 B2 - DLLDE1- 109
s M Help . I m
& = R | >+~ | Gt O | Qoo P e § cisco
Soaaa Setep O 7 % | Confgumtion: Bense Seiup=Thee y o
[k st Warard Spacky foal date and t ik fpply tanmk tha daie ard
BB renak s,
X By HossWshmmks
%- Sy locei Dt Sem Lacal Tren
e Faray =1 o =] oo =] Tl T
Sarcdard Tisa Tora
PO P e b e ke e i e
Lﬂtmﬁ mirviuy
MR Sarves
[P Az [103.00.1 St
™ Auttartrated NTF ™ Enable Sorwsarties
ke [ JraErTe
|&i e T
F
E} Unasitfesticated NTF
(G e
E:_an
z fepte | Famt
Theres b res b bery irestalled on e see 2= drmnkrston |E|

The sensor must be reloaded for the changes to take effect.

B"_. Dol Heiired

The se=reor mst be reboobad i order For bhe changes bo baks affedt. The vl
P in yoUF Connesckion B0 the sansor beng dirssd, oul sl e peguired bolog in
again. Do o want bo raboot tha sereor now?

= o

a':__llll'urlll.i'l 1

@ Seresor 15 rebooking. Your connection bo e sersor hes been dosed. 100 sl now
mdt.

2. After the reboot go to Configuration 2 Users and click on Add button,
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§E. Ciscs 300 B3 - 101181108
fis e Helo

& -~ R~ < O~ O

s ]us
Qroimn D 1o l cisco
Bemeel Seep B8 v | Copmwion: Benee DeuscRess R
(i, martup werard Spacky tha usars that: hirvs scces bo tha serear, Tha servcairala e wlor L1 F rencad. Ok
2 Pt DN SEIVE SCORRY Sk,
5 B HastHshanks
E Lhmrnarsa Fola Hahe fadd
[
R
[, et
it
E:l:-—-m
£ k Pt
There b s beenss by nstelled anths sareo, s P B

3. Provide username and password for all required users. Chose
appropriate user role during this step.

T |

Lbsef name: fpsa:lmln
Lser Rk [Administrator 'l
Pa=sword

Passward:

wAFAFAFE

Confirm Passeord: [wawadadw

= I Caneel |

Hely I
T —
Lizesname: FDS'IIN
Liser Rk [Dparator 'l
Pe=sword
Passward: wREAF A
Confirm Passaord: |s8 v ad s
o | cn | new |
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ik add User E I

Lk riame: Fps*-iaw
Lt Roker: [l '|

Pe=sword

Password; wHAAF A

Confirm Passaord: |t vadn

o | cand | nen |

Verification

1. Re-run DM and authenticate using “ipview"” username.

j"_ Cis e AS0P - 100 Launcher w1.5031)

L, Cisco ASDM-IDM Launcher ()2l

Encer s eTame and passward For bt tpes:JfL0.1. LOL. 100:B090
Lissimama; fosvic

Pasovord: Ii*“'** L

B

2. Goto Configuration 3 Network. You should see an error message saying you're not
allowed to modify the config.

& ot dio ot hewe suffickent rights bo rodfy the Metwork panel

=1
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LAB 2.2. Promiscuous Mode

1| Fo/o
VLAN 101 -10.1.101.024

Elml 10
7~
E=3
G0/0
E0Q | .10
VLAN 102 - 10.1.102.0/24

ol

This lab is based on the topology and configuration from the previous lab.

Task 1
Configure the IPS sensor to detect attacks in VLAN 102 using promiscuous mode.
Make sure the IPS sensor can send TCP reset packets into the VLAN 102,

By defauli, the mon oring inferface of a Cisco sensor works in promiscuous mode, which means
that it monitors all rraffic on the local network via a network device thal caplures traffic for the
sensor. The nefwork device sends copies of packels fo the sensor for analysis. If the traffic
maiches a signature, the signature fires. The sensor can send an alarm fo the managemaent console
and fake a respon se acfion such as inifiating a block or reseffing the connection.

Sensors running in promiscuous mode are IDS (lnirusion Delection Sysiems).

You must configure a switch o capiure packets within a VLAN or sourced'destined o a port fo the
port where IPS sensor is connected. The solution depends on the L2 fopology. If the source s
connected fo different switch than the sensor, there must be RSPAN (Remote Switched Port
Analyzer) configurad,

In promiscuous mode, packels do not flow through the sensor. The sensor analyzes a copy of the
monitored traffic rather than the actual forwarded packel. The advantage of operating in
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promiscuous mode is that the sensor does nol affect the packet flow.

Con

I

Complete these steps:

Step

1

Step

Step

Step

SWH1 configuration.

W1l (config) #vlan 666
Wl (config-vlan) # remote-span
EW1 {config-vlan) lex

ml{mt&g}lmtu sassion 1 source vlan 102 rx
W1l (config) #monitor session 1 destination remote wlan 666

SW3 configuration.

SW3(config) #vlan 666
W3 (config-vlan) # remcte-span
SW3(config=-vlan) #exi

SW3(config) #monitor session 1 source wlan 102 rx
swWi{config) #moniteor session 1 destination remcte vlan 686

SWM configuration.

SWd (config) fmonitor session 1 source remote vlian 666
W4 (config) #meniteor sessien 1 destination interface f£0/15 ingress vlan 102
% Warning: specified default VLAN (102) for ingress on dest port doas not

axist.
Be careful here, as VLAN 102 does not exist on SW4. Tou muat create 1t
if you need to inject traffic inte this VLAN (TCF reset packets from

the IFS for example)

SWd (config) #vlan 102
W4 (config-vlan) lexi

IPS configuration.

1. Go to Configuration 2 Interfaces, select GigabitEthernet0/0 interface
and click Enable button.
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3.

Tumrarary A, E hind and smigned booa vituel s bafor t o h Yiou can
Jraestuce: ]| ) the endnbie e bry Sebacting He roveis] and cling Ersbie o Disshia,
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A [niziface M | Erabled | Msda Typs | Duphed | spasd | TR 0LY P REEE [sariphion
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T Pada Mo TAlpow)  Adn B [ Hoe Erable I
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Thesres b rece e ey brest e o thes sereid, L skt ﬂ

Go to Configuration 2 Policies 2 IPS Policies, select “vs0" virtual
sensor on the list and click Edit.

=

5 tcties Spratires
5 o Spman
T stk
mﬂ:lﬂ
T Da3
B i
1 WSS
1 Irotand Massaing
i LIt Pronocl
L
& o
8 Cther Zanviom
0| e (et At Rules "rulesl” for i seasor “eel
gm o | Eventaion Faters | [Pt Tarpet WahasAinting | 15 Kerifications | Evant Warabbes: | Ak Coimpory | Generad | 7 ruk
S e .
hui;ﬁ VI A1 Fis ot Smbsthbct Tt SIS0 5500008 W st T theConelBores o Ehe, pwend st e iters of
th i,
o 2o e [| o gew o |+ %
[, pomeroces
Atteer iy Fisk.
LY | wr [ | 2 | i ] e |
Al Fassl I
There ks o benss by instaled on s s, Brdnn s B

Highlight GigabitEthernetd/0 interface on the list and click Assign
button. Then click OK and Apply the changes to the sensor.
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ik Edit wirtual sensor

Wirtual S=nsor flame: us

Desripdon: |dn‘a.ltwtud SEEon
Intefaces
Aszigred Ham= Cwtais Sakact Al

Promsrunys Intesfacs

r GigabitEtham=tlf1 Fromecuous Interface
r GigabkEhemanfz Fromiscuaus Tteface
r GigahiEtesmatlf3 Fromsmuous Inbeiface

Signature Drefinition
Sgnanore Definidon Folcy: |500 'I

Event Action Rule

Event gcion Rules Polcy: 0 ndesn 'I

¥ Use Evert Sckion Overrides

Rlsk Rting Retiars ta Aidd Erabled Ak
- - t

A=y Fackst Inlns [Inlns)
Ed
Dimhete
Anomaly Detection
Aromay Debecion Poice: |adD + | AD Cosrabiond Mode: |Cetect YI
Sudwanced Options -]
ok Cercel ] Hel |
Verification
SWlksh monitor session 1 det
Session 1
Type : Remote Source Session
Degcription HEE
Scurce Forts H
RX Cmly : Hone
T Only : Hone
Bath : Hene
Scurce YLANs H
RX only : 102
T Cnly : Hone
Baoth : Hene
Source RSFRAN YVLAN : Hone
Destination Ports : None
Filter VLANs : Hone
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Dest RSPAN YVLAN : 666

This port (FO/10) cannot be used on the switch as the asic from this port is

now used for IFPE purposes.

Swidsh int £0,/10
FastEthernet /10 is up, line protocol is down (menitoring)
Hardware is Fast Ethernet, address is 0012.0183.3b0a (bia 0012.0183.3b0a)
MTU 1500 biytes, BEW 10000 Ebit, DLY 1000 usec,
reliability 255/255, txlcad 1/255, rxload 1/255
Encapsulation ARFR, loopback not set
Heepalive set (10 sec)
Full-duplex, l00Mb/s, media type is 10/100BaseTX
input flow-control is off, sutput flow-control is unsupported
ARF type: ARFA, ARF Timeocut 04:00:00
Last input newver, cutput 00:17:16, sutput hang never
Last clearing of "show interface"™ counters never
Input gueue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
(ueueing strategy: fifeo
futput queues: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute cutput rate 0 bits/sec, 0 packets/sec
158 packets input, 13415 bytes, 0 no buffer
Received 56 broadcasts (0 multicasts)
0 runts, O giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 owverrun, 0 ignored
0 watchdeg, 56 multicest, 0 pause input
0 input packets with dribble ceondition detected
164 packets output, 15835 bytes, 0 underruns
0 gutput errors, 0 collisions, 1 interface resets
0 babbles, 0 late cellision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE ocutput
0 cutput buffer failures, 0 ocutput buffers swapped cut

EWiksh monitor session 1 dat

Session 1
Type : Remote Socurce Session
Desgcription R
Sgurce Ports
B Cmly : Hone
T Cmly : Hone
Both : Hone
Spurce VLANs2
B omly : 102
TZ only ! Hone
Both : Hone
Source RSERN VLAN : Hone
Dastination Ports : Hona
Filter VLRAMs : Hoene
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Dest RSPAN YVLAN : 666

SWddsh monitor session 1 det

Session 1
Type : Remote Destination Session
Description I
Source PForts
R omly : Hone
TE Cmly : Hene
Both : Hone
Source VLANs
RX omly : Hene
T Cmly : Hene
Both : Mone
Source RSPFAN VLAN i B66
Destination Ports : Fad/15
Encapsulation : Hatiwve
Ingress : Enabled, default VLAN = 102
Ingress encap : Untagged
Filter YLANs : Hene
Dest REFAN VLAN : KHone

gwddsh int £0/15
FastEthernet (/1% is up, line protocol is down (menitoring)
Hardware is Fast Ethernet, address is 0018.b%ff.ad%1 (bia 0018.b9ff.ad31)
MTU 1500 bytes, BW 100000 Ebit, DLY 100 usec,
reliability 255/255, tzlcad 1/255, rxlcad 1/255
Encapsulation ARFA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 10/100BaseTX
input flew=control is off, ocutput flow-control is unsupported
ARF type: ARFA, RARF Timeocut 04:00:00
Last input newver, cutput 00:04:3&, sutput hang never
Last clearing ¢f "show interface"™ counters never
Input gueue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
(ueuneing strategy: fife
output queus: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute cutput rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 breoadcasts (0 multicasts)
0 runts, O giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 owverrun, 0 ignorped
0 watchdeg, O multicast, 0 pause input
0 input packets with dribble condition detected
3644 packets output, 363373 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late cellision, 0 deferred
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0 lost carrier, 0 no carrier, 0 PAUSE ocutput
0 cutput buffer failures, 0 ocutput buffers swapped cut

To test it, let's similate an attack. Connect to HTTP server enabled on B2 and
enter the follewing GET request. It will simulate IIS Unicode attack and sheuld

trigger some signature on the IPS if everything is oconfigured correctly.

Rlé#tel 10.1.102.2 80

Trying 10.1.102.%, 80 ... Open

GET /..%c0%af../..

HTTP/1.1 400 Bad Reguest

Date: Sun, 07 Feb 2010 14:29:16 GMT
Server: cisco-I0S

Connect ion: close

Rocept-Ranges: none

400 Bad Reguest

[Connection to 10.1.102.2 clesed by foreign host]

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then

click on View button.
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See the fired signature 5114 on the event list.
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B% Event Yiewer

2| tree | Sensorurc Tme) Senseriocd | EventIn Everks | =1 | Perforeed Bt | Dstet
| aerthi... FebDs, 2000 . Fob6, 2030 .. 1280EFLSATL.. . Wi IES Lnicode Altack. 6114

Double click on the event to see more detalls. Here's the text output for event detalls.

evidsAlert: eventId=1259871847105350103 wendor=~Cisce severity=high
originator:
hostId: IPS-CCIE
applame: sensorApp
appInstanceld: 402
time: Feb 06, 2010 14:11:36 UTC offset=60 timeZone=GEMT+01:00
signaturae: description=WWW IIS Unicode Attack id=5114 wversion=53155 type=other
created=20000101
subsigIid: 1
sigDetails: ..%cO%af..*HTTF
marsCategory: Penetrate/Evasion/Web
marstategory: Penetrate/Himdaworm
marsCategory: PenetrateRemoteCmdExec/Web
marsCategory: Penetrate/RemoteCmdExec/Web/ /118
interfaceGroup: wal
vlan: 0
participanta:
attacker:
addr: 10.1.101.1 locality=oUT
port: 31557
target:
addr: 10.1.102.2 locality=0UT
pert: 80
[-T-H idsources=unknown typesunknown relevances=unknown
context:
fromAttacker:
oooo0D 47 45 54 20 2F ZE ZE 25 63 30 25 61 66 ZE ZE GET /..%cO%af..

riskRatingValue: 85 targetValueRating=medium
threatRatingvalue: 85

interface: gel_0

protocel: tcp
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Task2

Configure the IPS sensor to detect attacks in VLAN 101 using promiscuous mode.
The IPS sensor must monitor this VLAN using its G0/2 interface and be able to inject
traffic into VLAN 101.

The sensor in promiscuous mode seas the fraffic copied fo the sensor's port but it can also prevent
from some attack by sending ouf @ TCFP resef packef fo the source of the affack. This can be useful
in some cases buf unforiunafey does nof profect against some lype of affacks as usually the first
atfacker packef reaches the desfinafion and then the sensor sends the TCP resel. If's hard fo block
every atfacker packef in promiscuous mode.

The sensor uses a future of L 2 swiich called “ingress vian”, when the TCP resef i injected into the
sensorport and correctly tagged so that it can reach the aftack source within the correct VLAN.
The sensor may also send TCP reset using any other moniforing port if configured.

Configuration
Complete these steps:
Step1 SWA configuration.

Ensure you use different Remote SPAN VLAN and different SPAN session!
BW1 (config) #vlan 667
&W1l(config-vlan) #remcte-span

W1l {config-vlan) Hexi

W1 (config) Imonitor session 2 source vlan 101 rx
aWl(coenfig) émonitor session 2 destination remote vlan 667

Step 2 SW3 configuration.

W3 {config) #vlan 667
w3 (config-vlan) # remcte-span
W3 (config-vlan) #exi

W3 ({config) #monitor session 2 source vlan 101 rx
SW3(config) #monitor session 2 destination remote vlan 667

Step 3 SWA4 configuration.

BW4 (config) #vlan 687
BWd (config-vlan) # remote-span
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W4 (config-vlan)#vlan 101
W4 (config-vlan) #exi

aWd (config) #monitor session 2 source remcte vlan 567
BWd (config) fmonitor session 2 destination interface £0/17 ingress wlan 101

Step 4 |PS configuration.

1. Go to Configuration < Interfaces, select GigabitEthernet02 interface
and click Enable button.
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2. Go to Configuration 2 Policies = IPS Policies, select “vs0" virtual
sensor on the list and click Edit.
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3. Highlight GigabitEthernet0/2 interface on the listand click Assign
button. Then click OK and Apply the changes to the sensor.
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L Edit Yirtual sensne

Yirtusl Sersor Mame: wsD

Diescr jpcian:: ldef-:ut wirtLal s=nsor
Interfaces
pasigred | Hems | Dokl | selecral
=3 (woanikEthernet 00 Promisouous Intesf ace
r FgaitEthErneto)1 Promisouous Inkbeef aca

me_
r GEgatikELhErnet )3 Promisouous Interf aoa

Signature Definition
Fpraiure Definition Policy: Ish:l] -

Ewent Action Rule
Ewart Action Rules Policy: -c;:ln.llasu -

[# Use Evant action Cw=nides

Risk Rating Actions to Add Enzblad Add

Anomaly Detection

aromaly Deteckion Folicy: I.:I:I:I TI A0 Cperational Mode: |Cetect 'rI

Advanced Dptions ¥

o | e | wen

Veri n

SWl#sh monitor session all

Session 1
Type : Remcte Source Session
Source VLANs H
B¥ Cmly 1oz
Reflector Port : Fad/l0
Dest RSFRAN VLAN . -1.1.1
Session 2
Type : Remote Source Session
Source VLRANs H
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BX only ;101
Raflector Port : Fal/12
Dest REPRN VLREN : BET

SWi#sh monitor session 2 detail

Session 2
Type : Remeote Source Session
Description HEE
Source Ports
B¥ Cmly : Hone
TH Cmly : Hone
Both : NHone
Source VLANs
RX only : 101
T Cmly : Hone
Both : None
Source RSFAN VLAN : Hona
Destination Ports : Hone
Filter VLAMs : Hone
Dest RSFAN YVILAN : GBET

EWl#sh int £0,/12
FastEthernet0/12 is up, line protocel is down [monitoring)
Hardware is Fast Ethernet, address is 0012.0183.3b0c (bia 0012.0183.3b0c)
MTU 1500 bytes, BEW 10000 Ebit, DLY 1000 usec,
reliability 255/255, txlead 1/255%, rxload 1/255
Encapsulation ARFA, loopback not set
Keapalive set (10 sec)
Full-duplex, 100Mb/s, media type is 10/100BaseTX
input flow-contrel is off, output flow-contrel is unsupported
ARFP type: RRFR, ARP Timecut 04:00:00
Last input never, output 00:04:46, output hang never
Last clearing of “show interface®™ counters never
Input gueue: 0/75/0/0 (size/max/drops/flushes); Total cutput drops: 0
Queneing strategy: fifo
output gqueue: 040 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute cutput rate 0 bits/sec, 0 packets/sec
120 packets input, 17800 bytes, 0 no buffer
Received 21 broadcasts (0 multicasts)
0 runts, 0 giants, 0 throttles
0 input errers, 0 CRC, 0 frame, 0 owverrun, 0 ignered
0 watchdeg, 15 multicast, 0 pause input
0 input packets with dribble condition detected
122 packets cutput, 17958 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PRUSE output
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0 gutput buffer failures, 0 ocutput buffers swapped ocut

SW3iksh monitor session

2

datail

Segsion 2

Description
Source PForts

R omly

T Cnly

Both
Source VLANs

RX omly

T Cmly

Both
Source RSFRN YLAN
Destination Ports
Filter VLANs
Dest RSFAN VILAN

SWdf#sh monitor session

Remote Source Session

datail

Session 2

Type
Degcription

Source Ports
RX Cmly
T Cmly
Both
Source VLANs
R Cnly
TE Cnly
Both
Source RSERAN VLAN
Destination Ports
Encapsulation
Ingress
Ingress encap
Filter VLAMN=s
Dest RSFAM VLIAN

Remote Destination Session

oy )

Fad/17

Hatiwve

Enabled, default VLAN = 101

Untagged

Bl#tel 10.1.102.2 80O

Trying 10.1.102.2,
GET /..%c0%af../..

HTTP /1.1 400 Bad Reguest
07 Feb 2010 15:15:27 GMT

Date: Sun,
Sarver: cisco-I0S

Connection: close

an

. Cpen

Page 34 of 409




CCIE SECURTY v4 Lab Workbook

Accept-Ranges: none
400 Bad Reguest
[Connection to 10.1.102.2 closed by foreign hest]

Go to Monitoring - Events, check Show past events radio button and select 5 minutes. Then
click on View button.
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See the fired signature 5114 on the event list.

| toe [semoutcme s o, | Betm |

Evers BT
| derizhigh... Feb 06, 201011, Feo D6, 2030 L. L2557 [ETL.., WWRW [5 Uricade Atack | 5014

Chebied |
Lt Uipdsbe: 271130 6:91; 48 &

Double click on the event to see more details. Here's the text output for event details.

evidsflert: eventId=1255%8718471053%0122 wendor=Cisce sewverity=high
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originator:
hostId: IPS-CCIE
BppHame: sensoERPP
appInstanceld: 402
time: Feb 06, 2010 14:41:43 UTC offser=60 timeZone=GMT+01:00
signature: description=WwWW IIS Unicocde Attack id=35114 wersion=53535 type=other
created=20000101
subaigid: 1
sighetails: ..%c0%af..*HTTF
marsCategory: Penetrate/Evasion/Web
marsCategory: Penetrate/HNimdaworm
marsCategory: Penetrate/RemoteCmdExec/Web
marsCategory: Penetrate/RemoteCmdExec/Web/IIS
interfaceGroup: wval
wvlan: 0
participants:
attacker:
addr: 10.1.101.1 locality=oUT
port: 63434
target:
addr: 10.1.102.2 locality=0UT
port: B0
.1 H idSgurce=unknown typesunknown relewvance=unknown
context:
fromittacker:
oo0000 47 45 54 20 2F 2ZE 2E 25 63 30 25 61 66 2E ZE GET /..%cO%af..

riskRatingValue: 85 targetValueRating=medium
threatRatingvalue: 85

interface: gel_2

pretocol: top

How do we know the attack has besn blocked in VLAN 101. The event log indicates it
was blocked on IPS interface g0/2.
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LAB 2.3. Inline Mode

A Fn s ] 200
VLAN 101 -10.1.101.024

EOA | A0

C&C

E0/M | 10
VLAN 100 | GD/O

J00

G0N
VLAHN 102 - 10.1.102.0/24

£

o g

=

Lab Setup
> R1's FO/0 and ASA’s EO/1 interface should be configured in VLAN 101

» ASA’s E0/0 and IPS G0/0 interface should be configured in VLAN 100
» R2's G0/0 and IPS G0/1 interface should be configured in VLAN 102
» PC should be configured in VLAN 101

» IPS Command and Control (C&C) interface should be configured in VLAN 101
» Configure Telnet on all routers using password “cisco”
» Configure RIPv2 on all devices (except PC and IPS)

IP Addressing

Hostname Interface (ifname) IP address

R1 F0/0 10.1.101.1/24

R2 G0/0 10.1.102.2/24

ASA-FW E0/0 (Outside, Security 0) | 10.1.102.10/24
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E0/1 (Inside, Security 100) | 10.1.101.10/24

Task 1

Configure IPS Sensor in inline mode using its G0/0 and G0/1 interfaces configured in
VLAN 100 and VLAN 102 respectively. Use the following initial settings:

Hostname: IPS-CCIE

IP address: 10.1.101.100/24

Default Gateway: 10.1.101.10

Allowed Hosts: 10.1.101.200

Configure IPS management interface (m0/0) in VLAN 101.

Operating a sensor in inline mode puts the sensor directly into the traffic flow and enables it to
pravenl altacks by droppin g malicdous traffic before it reaches the inten ded targel

For a sensor fo operaie in inkine mode, you must configure two monitoring inferfaces as a pair.
The inline port pair operafes in a transparent Layer 2 repeater mode in which packeis enfering
one interface of the port pair are fransmitied ouf the other interface of the porf pair, unless a
defined signature acfion resulis in a packef being dropped. The inline inferfaces are fransparent
and do not have IP addresses.

Configuration
Complete these steps:

Step 1 |IPS CLI configuration.

sansor login: cisco

Fassword:

Tk T IO Erd &

This product contains aryptographic featuras and is subject to United States
and local country laws governing import, ewport, transfer and use. Dalivery

of Clace cryptographic products doas not imply third-party authority te import,
axport, distribute or use enoryption. Importers, sxportars, distribubors and
usars ara rasponsibla for complianos with U.8. and looal oountry laws. By using
this product you agres to comply with applicable laws and regulations, I you
ara mnabla to comply with U.8. and loocal laws; meturn this produot immediataely.

A summary of U.8, laws governing Cisco aryptographic products may be found at:
http:/ fwww. ol soo . com/fwwl/export/ orypto/ tool / stgrg . himl

If you require further assistance plesse contact us by sending email to
axportioisoo. com.

* W LICEHNSE MOTTCE dé
Thare is no license key installad on the IFS-4240.
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The system will continue to csperate with the currently installad
sigmature set. A valid license must ba obtained in ordar to apply
signature updates. Please go to http: S www, cisse.com/Sgo/license
to cbtain a new license or install a liocensa.

=== Basic Setup ---

=== Bystem Configuration Dialeg ---

At any point you may enter a gquestion mark '?' fer help.
Uzer aotrl-a to abort configuration dialeg at any prompt.
Default settings are in square brackets "[]".

Current time: Sat Feb 6 21:44:04 2010

Batup Configuration last modified: Sat Fab 06 21:42:16 2010

Enter host nams[sensor]: IPS-CCIE
Enter IF interface[l92.168.1.2/24,152.168.1.1]: 10.1.101.100/24,10.1.101.10
HModify current acoess list? [ho]: yes
Current access list entries:
Ho antrias
Permit: 10.1.101.200/32
Farmit:
Hodify system cleck settinga?[noe]:

The following configuration was antered.

sarvice host

ne twork -sattings

host=ip 10.1.101.100/24,10.1.101 .10
host-nama IFS-CCIE
tealnet-option disabled
access-list 10.1.101.200/32
ftp-timecut 300

ne login-banner-text

axit

tims-zone-sattings

of fsat 0
standard-time-zone-name UTC
axit

summart ims-option disabled
ntp-option disabled

axit

[0] Ga te the command prompt without saving this config.
[1] Return to setup without saving this config.
[2] Bave this configuration and exit satup.
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[3] Continue te Advanced setup.
Entar your selestien[3]: 2
=== Configuration Saved ---

Complate the advanced setup using CLI or IDM.
To use IDM, point your web browser at https://<senscr-ip-addresa>.

sensord exit

IF8-CCIE login:

Step 2 IPS GUI configuration.

1. Goto Configuration = Interfaces, select GigabitEthernet0/0and
GigabitEthernet0/1 interfaces and click Enable button.
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2. Goto Configuration = Interface Pairs - click on Add. Then enter a
name for Interface Pair, select GO/0 and GO0/1 interfaces on the list,
make some description and click on OK,
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TIriurface Far Hsrs : [ E-ParR

Sedenct by inibeafacen

GigaldFharratilz
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Dacriptin: [[P5 tebaear A5 ardfiz

* | el | nee |

3. New Interface Pairis visible on the list, so click on Apply to send
changes to the sensor.
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AL BOF E | Comfretion: st = e Pas =
‘inlm P £ e bk P For the e
% Inieatas P s Frared [ninifacss Cescriphon Sabut A1
e WA Fair
e
;.:I:O::wmﬁw | E
="

These: b e beeass by restalled antha sanezs, s S B

4. Go to Configuration - Policies = IPS Policies, select “vs0" virtual
sensor on the list and click Edit. Select newly created Interface Pair on
the list and click on Assign. Then click OK and Apply the changes to
the sensor.
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L Edit Wirhual sensor

Wirtual S=nsor flame: wsl

Desoipann: [defedt wrtul seraer
Intefaces
pssgnd | Ham= | Cemtails | skt |
r GlabkEthenatl)2 Fromsrunis Inkeface
I GigahiEtherm=tlf3 Fromscuaus Inkberface Ae=in

Trlires Tnberf e Par: GigehitEthar

Signature Drefinition
Fgnaure Definidon Polcy: |500 'I

Ewvent Action Rule
Evert Acion Rules Polcy: & [rulesd 'I
[ Use Evert &ckion Overrides

Rick. R&king Radore ba Add Erailed fAicd |

ey Facest Inine [Iilins)

Anomaly Deteckion
anomaly Debecion Poicy: (adD « | A0 Cparabonal Mode: |Deoect vI
Sedhvanced Options *

ok corcel | wen |
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Verification

ASA-FW(config)i# pi 10.1.102.2

Type escape sequence to abort.
Sending 5, 100-byte ICMF Echos to 10.1.102.2, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/10 ms
RSR-FW (config) ¥

Task 2
Enable ICMP Echo Request signature to produce an alert when ICMP echo request
packet is seen.

By defaulf some signatures are disabled, This is because it is up fo the adminisfrator fo fune up and
enable signatures that suits his nefwork and will nof cause nefwork collapse affer enabling them.
There are two basic signatures for ICMP traffic which is very useful in testing basic IPS setfings and
capabilities. Those signatures are:

IEMP Echo Reguesi - Sig 1D 200450

ICMP Echo Reply — Sig 1D 200040

Those are Informafional sighatures with Alert acfion configured. If is reco mmended fo enable at
leasr one (2004) to see if raffic is going through the IPS in Inline mode.

Configuration
Complete these steps:

Step 1 |IPS configuration.

1. Go to Configuration 2 Policies 2 sig0 2 Active Signatures. From
Filter drop-down list select Sig Name and enter “icmp echo” string.
Then click on Filter button. Highlight the signature ID 2004/0 and click
on Enable. Then Apply the changes to the sensor.
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Verification

To werify the solution, we need to be able to ping through the ASA. As we
already know there are two ways te do that: (1) applying an ACL on the sutside
in the inbound direction to allow returned ICMF replies; (2) enabling ICMF

inspection. The second cption is simpler/faster, sc we will use it here.

ASA-FW(configl# policy-map global policy
REA-FW({config-pmapl# class inspection_default
ASR-FW (config-pmap-c) # inspect icmp
R3A-FW{config-pmap-c) # exi

RSA-FW (config-pmapl# exi

Flépd 10.1.102.2

Type escape sequence to abort.
Sending 5, 100-byte ICHMP Eches toe 10.1.102.2, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/7/28 ms
R1#

Go to Monitoring < Events, check Show past events radio button and select 10 minutes. Then
click on View button.
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See the fired signature 2004 on the event list.

[e] Tipe [saroruc T sonaartocalT. | ewrkm |

Evaris | 50 [pastonved acticrs] | ota
| Uakrtarfc,, Feb 05, 2000 ... Fab 05, 2000, 12598785671, . IWP Erha Reguest 200
o)

|_21htﬂn.. Fab 06, 2010 ... Fab DS, 2010 .. 1250HTESATL.. . DOMP Echa Peguad

Pafr ech

Last Lipcsted: 2140 2:03:45 PM—

Double click on the event to see more details. Here's the text output for event details.

evIdshlert: eventId=l259878667105390098 wendor=Cisce severitys=informaticnal
originator:

hostld: IPS-CCIE
applams: sensorApp
appInstanceld: 386
time: Feb 06, 2010 22:04:18 UTC offset=0 timeZone=UTC

signature: description=ICMF Echo Request id=2004
created=20001127

subsigld: 0

version=51 type=other

marsCategory: Info/RllSession
interfaceGroup: wval

wvlan: 0
participants:
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attacker:
addr: 10.1.101.1 locality=0oUT
target:
addr: 10.1.102.2 locality=0oUT
o8: idsource=unknown type=unknown relevance=relevant
riskRatingValue: 35 targetValueRating=medium attackRelevanceRating=relewvant
threatRatingvalue: 35
interface: gel_0
protocoel: icmp

The second event is a Summary. We will lock inte that in later labs.

evidaflert: aventId=l25987866710539009% wendor=Ciace severity=informational
originator:
hostld: IPS-CCIE
appHame: sensorApp
appInstanceld: 386
tima: Feb 06, 2010 22:04:48 UTC offset=0 timefone=UTC
signature: description=ICMP Echo Request id=2004 wversion=51 type=cther
created=20001127
subsigld: 0
maraCategory: Info/RllSeasion
interfaceGroup: wvsl
wlan: 0
participants:
attacker:
addr: 10.1.101.1 locality=0UT
target:
addr: 10.1.102.2 locality=0UT
os: idScurce=unknown type—unknown relevance=relevant
summary: 5 final=true initialAlert=125%8786671053500%8 summaryType=Regular
alertDetails: Regular Summary: 5 events this interval ;
rigkRatingValue: 35 targetValueRating=medium attackRelevanceRating=relevant
threatRatingValue: 35
interface: gel 0
pretocel: icmp
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LAB 2.4. Inline VLAN Pair Mode (on-a-stick)

200

. F
-al A | Fo/o
— VLAN 100 - 101101024

G0/0 100
o Yo

| VLAN 2o - 10.1.101.0/24

Gﬂﬂl 2
——

Lab Setup
# R1's FO/0 interface should be configured in VLAN 100
» R2's G0/0 interface should be configured in VLAN 200

» PC and IPS Command and Control (C&C) interface should be configured in

VLAN 100
IP A in
Hostname Interface (ifname) IP address
R1 FO0/0 10.1.101.1/24
R2 G0/ 10.1.101.2/24
Task 1

Configure IPS Sensor to monitor traffic going between VLANs 100 and 200 using
only one physical interface (G0/0). Use the following initial settings:

Hostname: IPS-CCIE

IP address: 10.1.101.100/24

Default Gateway: 10.1.101.10
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Allowed Hosts: 10.1.101.200
Configure IPS management interface (m0/0) in VLAN 100.

You can associate VLANS in pairs on a physical interface. This configuration is known as
“inline-on-a-sfick. " Packels received on one of the paired VLANS are analyzed and then
forwarded to the other VLAN in the palr.

Inline VL AN pair mode is an aciive monitoring mo de whera a moniforing interface acis as an
IEEE 802.1Q frunk port, and the sensor performns VLAN bridging befween pairs of VLANs on
the frunk. The sensor inspecfs the raffic that if receives on each VLAN in each pair, and can
aither forward the packels on the ofther VLAN in the pair, or drop the packef if an infrusion
atfermpl is defecfed,

You can configure a Clsco IPS sensorfo simultaneously bridge up fto 255 VLAN pairs on each
maonitoring interface. The sensor replaces the VLAN ID field in the 80210 header of each
received packef with the ID of the egress VLAN fo which the sensor forwards the packef. The
sensordrops all packets received on any VLANs that are nof assigned fo inline VLAN pairs.

Configuration
Complete these steps:
Step1 SWA4 configuration.

W4 (config) #vlan 200
W4 (config-vlan) #exi

W4 (config) #interface FastEthernet0/15

2W4 {config-if) bewitchport trunk encapsulatien dotlg
W4 (config-if) #switchport trunk allowed wlan 100,200
W4 (config-Lif) hswitchport mode trunk

We nesd to have a trunk between the switch and IFS menitoring
interface to send a pair of VLANs.

Step 2 IPS CLI configuration.

sansor login: aisco

FPassword:

* AR HOTICE* *

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Daelivery

of Cisoco oryptographioc products doas not imply third-party authority to import,
export, distribubs or use encryption. Imparters, exporters, distributors and
users are responsible for compliancs with U. 5. and local counktry laws. By using
this product you agres to comply with applicable laws and ragulaticns. If you
are unable to comply with U.5. and local laws, peturn this product immediataly.

A sumary of U.5. laws governing Cisco cryptographic products may ba found at:
htkp: / fvww. ol seo. com/wwl/expert/ arypte/ toal// stgrg . himl
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If you require further assistanos please ocontact us by sending email to
axporticisca, com,

ik LICENSE WOTICE® dk

Thara i8 no licansa key installad on the IPS-4240.

Tha system will continue to operate with the currently installed
sigmature set. A& valid licensa mist ba obtained in ordar to apply
signature updatas, Please go to hittp://www. cisco.com/go/licenss
to cbtain a new licanse or install a licansa.

--- Basic Setup ---

=== System Configuratien Dialeg ---

At any peint you may enter a gquestion mark '?' fer halp.
User ctrl-c to abort configuration dialog at any prompt.
Dafault settings are in sguare brackets "[]'.

Current time: Sun Peb T 20:00:22 2010

Batup Configuration last modified: Sun Feb 07 20:00:00 2010

Enter host name[sensor]: IPS-CCIE
Enter IF interface[192.168.1.2/24,192.168.1.1]: 10.1.101.100/24,10.1.101.10
Modify current access list? [ne]: yes
Current access list entries:
Ho sntries
Permit: 10.1.101.200/32
Parmit:
Modify system alock sattings?[no]:

The following configuration was antered.

sarvice host

ne twork -sattings

host-ip 10.1.101.100/24,10.1.101.10
host-name IFS-CCIE
talnet-option disabled
acocass-list 10.1.101.200/32
ftp-timecut 300

no login-banner-text

exit

time-zone-sattings

of faat 0
standard-time-zone-name UTC
axit

sumertime—option disabled
ntp-opticn disabled
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Step 3

axit

[0] Go to the command prompt without saving this config.
[1] Raturn to satup without sawving this config.

[2] save this configuratien and eaxit saetup.

[3] Continue to Advanced setup.

Enter your selection([3]: 2

=== Configuration Zaved ---

Complate the advanced setup using CLI or IDM.
To usa IOM point your web browsar at https://<sensor-ip-address>.

sansor§ exi

IPE-CCIE login:

IPS GUI configuration.
1. Go to Configuration 2 Interfaces, select GigabitEthernet0/0 interface
and click Enable button.
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2. Then go to configuration 2 Interfaces 2 VLAN Pairs and click on
Add. Select the GigabitEthernet0/0 interface from the drop-down list
and enter the VLAN information as follows:
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BF Bkl Indine WLAH Pair
Incerfana Mana: Ggebictharetofn =
Tbrkefanmumber [
"WLAM At oo
WLAMEi: I
Diracription: [5ensor bepaeen vLAN[100 and 200
o | Cancal | Halp

3. Go to Configuration 2 Policies < IPS Policies, select “vs0" virtual
sensor on the list and click Edit. Highlight GigabitEthe rnet0/0.1
interface on the list and click Assign button. Then click OK and Apply
the changes to the sensor.

Ik Edit Yirtual sensor

Wirtua| Sensor flame: sl

Deseripson: |-defaul' wirbual sersor|
Interfaces
fasloned Mame Detais Searct Al |

100 REFRermes i, | Inline WLan

r Sk Etherrekin'] Promiscumus Inkerfacs AzEign

r GgAakERheTeE Promiscuctts Inkerface
. . Remove |

r Izt k Ek et Promizcucass Interfacs

Signature: D fini o

Signabure Dwfinkion Folicy: 5ol =

Ewent Action Rule
Evert hictian Rulss Palcy: 15_'f|rubs£l -

[w UseEwant Action Crvarrides

Rish Rating artions bo sdd Enablsd &

W1 Deryy Padaet Inkne (rkne)

Annmaly Detecbinn
Aromaly Debechon Polcy: [ad] - Al Cperabionsl Mods: |Deted: -

Sadwanoed Options =

aK I Canca Halp J
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Verification

To verify, enable SIG ID 2004 and ping R2 from R1.

Go to Configuration = Policies - sig0 - Active Signatures. From Filter drop-down list select
Sig Name and enter “icmp echo” string. Then click on Filter button. Highlight the signature ID
2004/0 and click on Enable. Then Apply the changes to the sensor.
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Rl 10.1.101.2

Type escape sequence to abort.

gsending 5, 100-byte ICMP Echos to 10.1.101.2, timeocut is 2 seconds:
RERN

Success rate is 80 percent (4/5), round=-trip min/avg/max = 1/8/28 ms
R1#

Go to Monitoring = Events, check Show past events radio button and select 5§ minutes. Then
click on View button. See the fired signature on the event list.
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Double click on the event to see more details. Here's the text output for event details.

evidaflert: eventId=1259885487105390087 wendor=Clasco severity=informational
criginator:
hostId: IPS-CCIE
appame: sensorRpp
applnstanceld: 388
time: Feb 11, 2010 21:02:16 UTC offset=0 timeZone=UTC
signature: description=ICMP Echo Reguest id=2004 wversion=51 type=other
created=20001127
subsigld: 0
marsCategory: Info/RllSession
interfaceGroup: wval

vian: 100
participants:
attacker:
addr: 10.1.101.1 locality=0UT
target:
addr: 10.1.101.2 lecality=0UT
[-TH idSeurce=unknown type=unknown relevances=relevant

riskRating¥Value: 33 targetValusRating=medium attackRelevanceRating=relevant
threatRatingvalue: 35

interface: ged 0

protocel: icmp
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LAB 2.5. Signature tuning

200 Lob

Lol VLAN 101 -
111132 CAC | q0.1.101.0/24 22.2.2132

00 —
?
Foo G G2
VLAN 100 - 10.1.12.024 VLAHN 200 -10.112.0/24
Lab Setup

» R1's FO/0 and R2's G0/0 interface should be configured in VLAN 100 and
VLAN 200 respectively

» PC and IPS Command and Control (C&C) interface should be configured in
VLAN 101

» Configure Telnet on all routers using password “cisco”

» Configure RIPv2 on all devices (except PC and IPS)

IP Addressing

Hostname Interface (ifname) IP address

R1 F0/0 10.1.12.1/24
Lo0 1.1.1.1/32

R2 G0/ 10.1.12.2/24
Lo0 2222132

Task 1

Configure IPS Sensor in inline mode using its G0/0 and G0/1 interfaces configured in
VLAN 100 and VLAN 200 respectively. Use the following initial settings:

*+ Hostname: IPS-CCIE

* |P address: 10.1.101.100/24

+ Default Gateway: 10.1.101.10

+ Allowed Hosts: 10.1.101.200
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+ |PS management interface (m0/0) in VLAN 101.
Configure signature named “Fragmented ICMP Traffic” to trigger when fragmented
ICMP Echo packets are seen between R1's FO/0 and R2's GO/0 interface. You must
use existing signature to block the attacker inline and generate an alert.

Configuration
Complete these steps:
Step1 SW4 configuration.

W4 (config) #interface FastEthernet0/15
awd (config-if) #switchport mods access
W4 (config-if) #switchport access wvlan 100

W4 (config) dinterface FastEthernetl/ /16
W4 (config-if) #switchport mode access
W4 (config-if) #switchport access vlan 200

Step 2 |IPS CLI configuration.

sensor login: cisce

Pasaword:

kR ROTICER & &

This product contalns cryptographic features and 1s subject to United States
and local country laws governing import; soport; transfer and usa. Dal ivery

of Clisce cryptographic products doss not imply third-party autherity to isport,
export, distribubte or use enaryption, Importers, exporbters, distributors and
usars ara rasponsible for compliance with U.8. and local country laws. By using
this preduct you agres te comply with applicable laws and regulaticns, If you
are unable to comply with U.3. and lecal laws, return this produst immedistaly,

A suwmary of U.5. laws governing Cisco cryptographic products may be found at:
htkp: /S, al oo, comSwwl/f expor &/ arypto/ toal / stgrg hitml

If you require further assistance please contact us by sending email to
axportioisoo. com.

*** LICENSE MOTICE &

There is mo license key installed on the IPS-4240.

Tha system will continue to operata with the currently installad
signature set. A valid license must be obtained in ordar to apply
signature updatas. Fleasa go to htbp o/ /www. ol soo.oom/go /]l icensa
to obtain a new licenss or install a licenss,

--- Basic Betup ---

-—- system Configuration Dialeg ---
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At any peoint you may enter a question mark '?' for halp.
Uzer aotrl=-a to abort configuration dialeg at any prompt.
Dafault settings are in square brackets "[]".

Current time: Sun Feb 7 20:00:22 2010

Satup Configuraticn last modified: Sun Feb 07 20:00:00 2010

Enter host name[sensor]: IFS-CCIE
Enter IF interface[192.168.1.2/24,152.168.1.1]: 10.1.101.100/24,10.1.101.10
Modify current acosss list? [ho]: yes
Current access list entries:
Ho antries
PFermit: 10.1.101.200/32
Parmit:
Modify aystem cleck sattinga?[me]:

The fellowing configuratien was entered.

sarvice host

natwork -sattings

heost-ip 10.1.101.100/24,10.1.101 .10
host-nama IFS-CCIE
telnet-option disabled
access-list 10.1.101.200/32
fep-timesut 300

ne legin-banner-text

axit

time-zone-settings

of fsat 0
standard-time-zone-name UTC
axit

summart ime-option disabled
ntp—option disabled

axit

[0] Bo to the command prompt without saving this config.
[1] Raturn to setup without saving this config.

[2] Save this configuratien and exit setup.

[3] Continue to Advanced setup.

Enter your selection[3]: 2

=== Configuration Saved ---

Complate the advanced setup using CLI or IDM.
To usa IOM,point your web browser at https://<sensor-ip-address>.
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IFS-CCIE login:

Step 3
1.

IPS GUI configuration.

Go to Configuration - Interfaces 2 Interfaces, select
GigabitEthernet0/0 and GigabitEthernet0/1 interfaces and click Enable

button.
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Go to Configuration 2 Interfaces 2 Interface Pairs and click on Add.
Enter a name for Inteface Pair, select two interfaces from the list and
make some description. Click OK and Apply button.
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3. Goto Configuration < Policies = IPS Policies, select “vs0" virtual
sensor on the list and click Edit. Highlight newly created Infine
Interface Pair on the list and click Assign button. Then click OK and
Apply the changes to the sensor.

L Edit Wirhal Sensor

Wirtual S=nsor flame: wsl

Descripdnn: [defeudt wrtual seraor
Intefaces

Diatais | ekt an
From istuaus Inceface

Signature Drefinition
Fgnanre Defindon Polcy: |500 'I

Ewvent Action Rule

Event gcion Rules Polcy: 0 ndesn 'I

[ Use Evert Sckion Ouerrides

Rick. Rting Aadore ba Add Enabiled Aicd |

vy Facest Inins [Lilins)

Amomaly Detection
Aromdy Debecion Poicy: [adD | AD Oosrabiona Mode: |Cedect vl

Hodvanoed Options =

ok corcel | web |

4. Go to Configuration - Policies - sig0 > Active Signatures. From
Filter drop-down list select Sig Name and enter “fragmented icmp”
string. Then click on Filter button. Highlight the signature ID 2150/0
and click on Enable.
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5. Then click on Edit Actions button and select Deny Attacker Inline and
Produce Alert items on the list. Click on OK.

i Edit fctions

To Zesign an scton, sebedt the cdhedh, bos next o bhe scdon. @ cheds makindicates
th action will b par formed. R chack mark Indicabes tha action wil nct ba
pearfored, & gray dheck mark ndicates the action i assioned o some, but et 3l of
e sigrat s oL Sk,

Alert and Log Actions

[~ 8 Loa ictim Packets
[~ £ LogPer Packets
[ £, Fagued SR Trap |

Deny Actions

[ @ Dy Packek Infre (Trina)

™ & Demy Connection Inbine (Inine only)

[ & Demy Adtacksr Yickim Pair Inline [Inins onby]
I~ & Dy Atbacker Sarvce Pair Infre drline orky

Other Actions

[ % Reset Top Connaction
[ 5 Fenusst Blodk Cornection
[ [y Feaguest Bk, Host

ak Cancal I Helo |

6. Click on Edit button to see details for selected signature. Enter “8" for
ICMP Type and “0” for ICMP Code. Specify Source IP Address Range
and Destination IP Address Range as follows:
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Spadfy P Time-to-Live 1]
Spacky P Vervon o
Spanfy P [dariflar W
Spadhy 1P Total Langth L)
Sperdfy P Dpbior nspecdion P
-8 Specily [P Addr O plions ek
=P Sckdress Cptiors [Ptk exses
-Spedly Sourte [P Sddresses s
— Baurce IF dddress Rargs 10112 L
Fi-Spedhy Destinatian P Addvesses s
Cetination IP Addrass Rargs | [ I e
O Swap tktsdeer Wotin i =
& Event Counbar
Bt Freguency
E Susba
& Eratied Yz =

[ Perameber usas b Dafeok Wslie, Cick b rabun fisld bo edit the valus,
# Faremeber s 4 Los r-Desfinedd abm, Click thes icon bo rest ons the def sl vake,

L= J Cancel I Hep I

Verification

Rl i6.1.12.2

Type eschpe sequence to abort.
Sending 5, 100-byte ICMP Eches to 10.1.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/maxz = 1/2/4 ms

Standard ping is successful as there is ne fragmentation (ICMF packets by
dafault have size of 100 bytes).

Rlipi 10.1.12.2 size 2000

Type escape sequence to abort.
Sending 5, 2000-byte ICMP Echos te 10.1.12.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Large ping has bean blooked as there are fragments. The default MTU on Ethernet

segment is 1500 bytes.
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Flépi 2.2.2.2 so lo0 size 2000

Type ascape segquence to abort.
Sending 5, 2000-byte ICMPF Echos to 2.2.2.2, timeout is £ seconds:
Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round=-trip minfavg/max = 4/4/4 ms

This ping 18 successful as it does not trigger the signature dus to wWwrong

source IF address

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the fired signature 2150 on the event list.

Last Updateck 2([L0 4:06:2L Ak

Double click on the event to see more details. Here's the text output for event details.

evidaflert: eventId=1259852307105390105 wendor=Clesco severity=informational
originator:

hostId: CCIE-IES
appNams: sensorApp
appInstanceld: 386
time: Feb 13, 2010 12:06:43 UTC offset=0 timeZone=UTC

slgnature: description=Fragmented ICMP Traffic id=2150 wersion=32 type=other
created=20010202

subsigld: 0
marsCategory: DoS/Host
inter faceGroup: wvsl
wlan: 0
participants:
attacker:
addr: 10.1.12.1 locality=0UT
target:
addr: 10.1.12.2 locality=0UT
-1 H idSeurce—unknown type—unknown relevance=relevant
actions:

deniedht tacker: true
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riskRating¥alue: 35 targetValueRating=medium attackRelevanceRating=relewvant
threatRatingWalue: 0

interface: gel 0

protocoel: icmp

KHete that actien is available in the event leg. This actien is available only
in Inline mode as the IPS itself must block the traffic. The blocked traffic

sources are listed under the follewing page in IDM:

Go to Monitoring = Time-Based Actions - Denled Attackers. There should be R1's FO/0 IP
address on the list.

th e b eilieiln

B everis Tha erecr i ruankk: danying tas [P addrumsms. Tha rsst count and daar actions spply o sl barmin b bable.
preerree Vi Sevor | Adtacker [P Wi [P I [l L P | ="
etk biesks Daben

Thene b ni b bty ineitaled on e sereor (] irEnETROr |E|
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LAB 2.6. Custom HTTP signature

This lab is based on the configuration from the previous lab

Lob 2001\ Ant01 - Lol
CaC 222232
14447352 10.1101.0/24
Siknlitenlunhior] Aoo P
T
A -2
For GOl Gon Gon %
VLAN 100 - 101120124 VLAN 200 -10.1.12.0/24
Task 1

Create new signature to reset connections to the HTTP server located on R2. The
TCP Reset should be sent to the attacker if there is a string “cisco.com” seen in the
URI field and the packet is destined to one of the following ports 80, 8080, 888 and
the URI field is no longer than 10 characters.

Each Cisco IPS signature is creafed by a signature engine specifically designed for the fype of
traffic being monitored, A signafture engine is a component of the sensor that supports a category
of signatures. An engine is composed of a parser and an inspecior. Each engine has a sef of legal
paramefers that have allowable ranges or sefs of values. Cisco IPS signafure engines enable
nefwork securily adminisirators fo fune and creale signaiures unigue io their neiwork environmen .
Here are some of the general categories of Cisco IPS signature engines:
=  ATOMIC: Used fo perform per-packef inspection (The ATOMIC engines support signafures
that frigger on the analysis of a single packet.)
&  FLOOD: Used to detect altempls 1o catise a denial of service (DoS)
=  META: Used fo perform event correlafion on the sensor
= NORMALIEZER: Used ro derect ambiguities and abnormalities in the traffic stream
=  SERVICE: Used when senvices with Layers §, 6 and 7 reguire profocol analysis
L STATE: Used for siate-based and regular expression-based pattern inspection and
alarming funcionalify for TCP sfreams
=  STRING: Used for regular expression-based paftern inspection and alarm functonality for
multiple fransport protocols, ncluding TCP, UDFP, and ICMP
=  SWEEF: Used fo defect nefwork reconnaissance
=  TRAFFIC: Ideniifies frafiic irregularities
= TROJAN: Used fo defect BackOrifice Trojan horse fraffic and Tribe Flood Nefwork 2000
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(TFN2K), Trojan, or distributed denial of service (DDoS) traffic
= AIC (Alarm Interface Controller): Used for deep-packe! inspection of FTP and HTTP fraffic
Signature engines use thelir paramelers to provide the configuration of signatures. An engine
parameter is a name and valve palir. The paramefer name is constanf across all signatures in a
parficular engine, but the value can be different for the various signalures in an engine group. Some
paramefers are common o all engines while others are engine-specific. Although all signatures

have the Event Aclion parameler, you can select only actions thal make sense for that engine.

ration
Complete these steps:
Step 1 |IPS configuration.

The task claarly asks for HTTP deap inspection which can ba done using
“Sarvice HTTPY engine. That engine “understands® HTTP traffic (Layer
7) and can ba tuned to catch ﬁ\l‘l.l“_.l' BpaOoi fia HTTP traffia L - i !P&tlflt

URI or port.

1. Go to Configuration - Policies 2 sig0 > Active Signatures and click
on Signature Wizard. Select Service HTTP from the drop-down list and
click Next.

‘hsdrome bo bhe Custom Signature Wizerd. This wizard wil guide vou through the process of definng
& cLston sonahre.

| Do you brwowe which Signskurs Engine you veark o uee For e oustom sgnskurs?

" e
siwcror T~

™ nio

ek, | Bk = | Fresh I Cancel I Hefp I

2. Enterthe name for new signature, make some Notes and Comments
and click on Next.
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BT:. Custom Snatore Wiosr il [ﬂ

Signaturs idsntFication paramebsr s idenbfy and describs the signabore, but do not aFFedt e
| sonabae betetor, Fou mask specy a Sionebars [0 and SubSkgnabore 1D, Fou can evernds the
| defauk values, but sadh requred value must be unigue (nok wesd by another sgnsturs).

Sgraesl oo
SubrSignatiee F

Signatuna Nana: hh:kHTTP' Sring

Alest Mokes: haaatand Atk For HTTP Sing

Lis=y Commenk i FI}II‘IE Commert

sah | wers | b | cans | el |

3. On the Engine Specific Parameters screen, click on Event Actlon and
select Produce Alert and Reset TCP Connection from the list. Then
click OK.

[~ [eny Atbadier Tiira

[ [eny dkbacker Service Fair Nnine Select Al I

[ Deny @ftackies Yickm Fai Inine
[ Daeny Cornaction Tl Select Mone I
[~ Ceny Packst Inine

[ Log aktader Packets

[ Log P Packets

[~ Log Wichim Packebs

[ Produce d=st

[~ Produce erboes Akt

[~ Bequest Bladk. Connechion

[T Request Bl Host

[~ Request SHHP Trep

o |_co |

4. Set the Max URI Field Length to 10 and URI regex to “cisco.com".
Make sure there are Service Ports of 80, 8080 and 888. Then click
mﬂl
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ure Wirarid [ x|

Engine-speciic paranebars debeming mhat the sgnatuns beoks fior and whet couses the signasture
o Fire. You can sek the Followireg Service HTTP enegines perameters wsed Far this Agnaturs,

Ham= | Valus |
- Ener dhckion Produce Slert | Reset TOP Cornechion
[ e Coluscate =]
B Ma Fiald Sizes
=} Speciy Max UR] Reld Length Yees
Pt LIRT =led Lanthy 1n
Speciy M irg Field Leroth "]
-~ Speciy Max Hesder el Length hio
-~ Specify Max Eeguest Freld Lergth ]
EF e
=+ Specify URT Reges e
LRI Rape ChsCo,00m
Speciy &g Mane Reqex o
Speciy Heade Regex ho
Specfy B Egues: Rager %]
~-Jervce Ports 50, G0N0, B0
~=-[0 Gwap Akbader Vickim ]

L1 Parsmeter uses the Cufauk Yalue, Chck b value Fisld to edit the vahes,
W Parseter uses & User-Defired Mabus, Cickthe icon to restore the defaulk waiue.

sah | wers | b | cans | el |

5. Set Signature Fidelity Rating to 75 and Action Severity to Medium.
Click Next.

Pl Costam Signatburs Wissrd M|

¥ou can 2zsgn Hhe foloMing valuss o this sioreture that reflect bokh wour monfidancs inkhe Adelty
of the sgnature ard e s2wer by of Hre attack k rapresents, The Signsture Fide iy Rating £ any

| numbes from O ko LOO, wath LOO reflecting dhe ma st confiderce in this sgnatuee, This momber i ussd
| to help caboulabe e Rig: Pating, shich helps debssmine what sctiors result fron e fring of this
SIgnahEe.

Sgnaturs Fidskty Retng: E
swerycr oot P =]

sah | mers | For | co | omee |

6. Leave default settings for Alert Behavior and click Finish to close the
wizard.
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ure Wirarid |

The sareor sends thes First sbart For =sech address set, and then & sommeary of ol dhe alerts that
omr on this address st over the ret 15 2e0onds.

1 The summars akert corkains e same Ffomiation as e angnal ke and provdes aninterval
surmiar v Bhat shoans B number of Eobal slests per me nbsrual & summery counes Sgnatuee frings
on sttacher sddress.

The sarsor will not automaticalv upgrade or dowrgrade] o global summercation mode.

To acoepk this alert behavior and create the custom signabure, ckeanced
click Finish: Te change the alert behavior, <ick Advanced. _I

Bak, I [ I Frish |Ir'-ca:a—-l Hep I

Veri n

R2 (config)#ip http server

RElitel 10.1.12.2 BO
Tryimg 10.1.12.2, 80 ... Cpen
GET cisco.comfattack.htm
[Connection te 10.1.12.2 closed by foreign hest]
Hote that the connection has been closed immediately. All conditions have been

mat: (1) “ocisco.ocom™ is in the URI, (2) the URI is longer than 10 charactars

and (3) the destinatien port was 80.

Blitel 10.1.12.2 80

Trying 10.1.12.2%, 80 ... Open

GET test.htm

HTTE/1l.1 400 Bad Reguest

Date: Sun, 14 Feb 2010 13:20:51 GMT
Sarver: cisco=I0S

Accept-Ranges: none

400 Bad Reguest

[Connection te 10.1.12.2 closed by foreign hest)
R1#
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The packet has reached the destination. There 18 ne “cisco.com” in the URI

Rl#tel 10.1.12.2 BO

Trying 10.1.12.2, 80 ... Open

GET clsco.com

HTTP/1.1 400 Bad Reguest

Date: Sun, 14 Feb 2010 13:34:34 GMT

Sarver: cisco=-I0S

Accept-Ranges: none
400 Bad Reguest
[Connection to 10.1.12.2 closed by foreign host]

The packet is allowed as Ycisco.com” has only % characters

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the custom signature fired.

#| T | semorunc,. . [sensricod Evert T [ e [spw]rofomed..] cois,
L dertine, o Fe 13, 20L0n, Fok 13, Z0LD.., 1259927 L0538004] Bk HTTF Sting 60000 bpRespisart

Leest Upciated1 2911050428 0M

kit | ow | mew |

Double click on the event to see more detalls. Here's the text output for event details.

evidsAlert: eventId=12558523071053%0141 wendor=Cisce severity=medium
originator:
hostId: CCIE-IFS
appMHame: sensorhpp
appInstanceId: 386
time: Feb 13, 2010 13:02:19% UTC offset=0 timeZone=UTC
signature: description=Bleck HTTF String id=60000 wversion=custom type=octher
created=20000101
subsigid: 0
sighetails: Reset and Rlert for HTTF String
marsCategory: Info/Misc
interfaceGroup: wval
wvlan: 0
participants:
attacker:
addr: 10.1.12.1 locality=0UT
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port: 62469
target:
addr: 10.1.12.2 locality=QUT
port: B0
oB: ldsourcesunknown typesunknown relewvance=relewvant
actions:
tcpResetSent: true
context:
fromAttacker:
oo0000 47 45 54 20 63 6% 73 &3 &F 2E 63 &F 6D 2F 61 74 GET cisco.comfat
Qoool0 T4 61 &3 6B ZE &8 T4 tack. htm

riskRatingValue: 66 targetValueRating=medium attackRelevanceRating=relevant
threatRatingvalue: dé

interface: gel_0

protocol: top
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LAB 2.7. Custom String TCP signature

This lab is based on the configuration from the previous lab

200 Lod
Lob VLAHN 101 -
cac 2223032
144432 10.1.104.0/24
- Aoo "
- A
FO GO/ G2
VLAH 100 - 10.1.1220724 VLAHN 200 -10.1.12.0/24
Task 1

Create new signature to reset TELNET sessions where string “erase” is found. The
signature must ignore the case of that string (case in-sensitive). You must log
attacker packets and generate an alert for forensics reasons.

Configuration
Complete these steps:
Step 1 IPS configuration.

There is no TELHET specific engine so that we need to use a general
angine of “String TCFY. This is useful for inspecting strings carried

by TCF packets.

1. Go to Configuration < Policies - sig0 < Active Signatures and click
on Signature Wizard. Select String TCP from the drop-down list and
click Next.
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i Custom Signabure Wizard

‘eknome bo the Custom Siorabre Iizand. This sezard will guide wou through the process of defining
& CLpEoim SEnatune.

| Do oo brvowe which Signiabure Engine o weank ko use For the poston sionshars?

% s

soct e =]

<Hatk I Maxt> I Erish I Cancel I Halp I

2. Enterthe name for new signature, make some Notes and Comments
and click on Next.

i Custom Signabure Wizard

p Signature iderbification paramebers identfy and describe the signature, bue do nok affect dhe
-3 Sgnatire bebeiiod. You st specfy & Sgnabive Tand SubSignabire D, Yol can overde e
| defalt vabss, hut sarh requined valus nost be unige (ot seed by another siorabra).

Signature 10 RO00]

SubSigrabore M: ||]

Shnature Bame:  [T0p Siving bl

Alkert Motest |H.=n:tundnhtd'm:q:ﬁ:ﬁ: string bs Found

U ser Commenks: |5|g Comment]

4:B-a:k| Maxt= I Frish I Cancel I Halp I

3. On the Engine Specific Parameters screen, click on Event Action and
select Produce Alert, Log Attacker Packets and Reset TCP Connection
from the list. Then click OK.
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Ik Select itemis)

I~ Deny Attacksr nline

[ Deny Attacksr Service Pai [nline Select All |
[T Deny Attackar Yickm Pair [rline
[T Deny Conmection Inline Select Mone |

[~ Deny Packet Inine

|l Loo &t acke

I~ Lag Pair Packets
[ LogVickim Padeets

¥ Produce dlerk

[~ Produce Yerboss Alert

[T Request Block Carnecbon
™ Request Block Host

[ Request SHMP Trzp

[ Resek TCP Cannedtion

ok | Cancel I

4. Enter Regex String of “[EeJ[Rr[Aa]lSs]JEe]" and set the Service Port
to 23. Then click Next.

gnalure Wizard o

Eregire=-specFic paramebers determire what the sionabore looks For and mhst couses the sorabas
tm fire, Youd cam 2=k e Folkoavineg String TCP angines paramstens used For this signature,

Hams= | e |
r " Everk fukion Log Aktacksr Fadosts | Procuce dert | Recet 7.,
-~ Serip Tedne: Cptans o
- S Fy Min Mabch Lanoth L]
i Regex Fring [Ex][Rr) As][Ss]E=]
i Saruice Ports 23
i~ Cwection To Sarvics

= -TimdFy Evack Match oFFset
Speafy Mee Mskch Offsst

i - Sperife Min Makch CFFast

L0 Swap Atacker Vit

EIF|FIF

[ Parameter uses the Cefauk Yabe. Chick b valoe field to edit the b,
W Paramebs uses & Lse-Defired elus. Oid: the ioon by restove Bve defalt valie.

4:E-a:k| Maxt= I Frish I Cancel I Halp I

5. Set Signature Fidelity Rating to 100 and Action Severity to High. Click
Next.
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syniature Wizard k]

“iou Can assgn the Folowing valuss to ths sgnistune that refledt both your confcence in e Fidelioy
of the ignature and the sewerity of the stack k repeesents. The Signabre Rdaty Fating is any

| rumnber from Oko 100, with LOD neflacking e most confidenca in this signature. This number i used
| to help cabolais the Risk Rating, which beles detamiine what actions result from the firing of this
Sgnatna,

Sgnature Fidelty Rating: IlI:II]|
Sewerity of Hhe dlet: Il'lih - |

4:B-a:k| Maxt> I Erish I Cancel I Halp I

6. Leave default settings for Alert Behavior and click Finish to close the

Thee sersor sends the firsk alart for each sddress st and then a sunmary of all the slarts that
oocii of this addeess sat nus the rect |5 saconds.

| Thes srmary dart conbains the same infamadon a5 the orignal deet and provides an karval
sumnary that shows the number of totalalerts par e intarval, & somnary counks signebura firings
on atfacker addeess,

The =erece wil ik sutomstcsly uporads Cor dovenor sda bo globel somnanzabon mode,

T accept Hhie alert behavior and oreate the coston signature, Advanced
ik Finish. To chasge the abert behavior, dick Advanced. =
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erfuei]i
ISCo

__E""‘g. e s | B derction | @ Erabe piCas 3 PustraDak @t ek @k [Yoekis Bickes e
-..Hgl Fitml [T = P Caw | C Sigrehues Wi
s n-:l trn |nﬂd|m|m|¥“d“ o2
EK Fok) 15 TEST_FLE TR W G O Pk
1 Enat LN AR _S06ER F Packrn 10 TEEL Akt 6 Pach
8 s s EUUJL WeORM_506ER F Packre 10 TEE Akt QN Pach
EEMW‘G EIOL LI WRCRM TR = Fésdis ] At 0 Pache
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5 Falwasay =O0UIj0  BRTA_Nefaeas = P W\ T At i Fach
B Ve ivara fTroe SN0l BIR_WRREC = Phadir = At & Pach
5 wab sanar - B ETr ol ] =] Fhsdi W = At & Fach
L T rEl = PMackus [}
F Packurs 1]
S&Eﬂﬂ'm = Plackrn L
IE. = sy ]
i 3900 daci 151 fcken 13T Enabled 1T
These b robeenss tey nstelled onths ssre a0 Wikt B
Verification
Rlé#tel 10.1.12.2
Trying 10.1.12.2 ... Open
User Access Verification
Fassword:
RZ>sh users
Lina User Host (8) Idla Location
0 con O idle 00:00:22
*514 wty 0O idle 00:z00:00 10.1.12.1
Interface User Mode Idle Peer Rddress
R2>eras
[Connection to 10.1.12.2 closed by foreign host]
RLl#

Hote that the connection has been terminated just after last character of the

word “erase” has been sant.

Go to Monitoring - Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the custom signature fired.
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B% Event Wicwee

# | Tapn [ Semsor TG [Sensr Locl,. Evurk 1 Erots | Sib | Perfommd Ackioma | et
1 sait:hig... Feb13200... Feb13, 201.. 12S8ARE0FLOSI018E TP Sring bocking A0 iplog ping St iested

deniedAos
bt tachesPacket ..
ep et ..

Lt Updabad: 2510 612221 MM

Double click on the event to see more detalls. Here's the text output for event details.

evidsAlert: eventId=1259892307105390182 wvendor=Ciscoe severity=high
originator:
hostId: CCIE-IFS
applame: sensorfApp
appInstanceld: 386
time: Feb 13, 2010 14:23:5% Urc offset=0 timeZone=UTC
signature: description=TCF String blecking id=60001 wersicn=custom type=octher
created=20000101
subaigId: 0
sigDetails: Reset and Alert when specific string is found
marsCategory: Info/Misc
inter faceGroup: wsl
wvlan: 0
participants:
attacker:
addr: 10.1.12.1 locality=0UT
port: 59742
target:
addr: 10.1.12.2 lecality=0UT
port: 23
-1 H idSeurce—unknown type—unknown relevance=relevant
actions:
ipLogginghctivated: true
tcpResetSent: true
droppedFacket: true
deniedFlow: true
loghttackerPacketsActivated: true
tcpimeWa yResetSent: true

context:

fromTarget:
000000 20 20 48 &F 73 74 28 73 2% 20 20 20 20 20 20 20 Host(s)
Qoool0 20 20 20 20 20 20 20 43 &4 &C 65 20 20 20 20 Z0 Idle
0oo0Z0 20 20 4C 6F 63 61 74 6% GF GE 0D OR 200 20 20 30 Location. . o]
ooooz0 20 &3 eF &E 20 30 20 20 20 200 20 20 20 20 20 Z0 con O
oooodo 20 20 20 20 20 20 €% &4 6C B85 20 20 20 20 20 20 idle
000050 20 20 20 20 20 20 20 20 20 20 20 30 30 3R 30 30 0zo0
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000060 3R 32 32 20 20 20 0D OA 2R 35 31 34 20 76 74 T 22 *514 vty
000070 20 30 200 20 20 Z0 20 20 Z0 Z0 20 20 20 20 Z0 Z0 o
000080 20 20 &% &4 BC B85 20 20 20 20 20 20 20 20 20 20 idle

000080 20 20 20 20 20 20 20 30 30 3IA 30 30 3A 30 30 Z0 00: 00: 00

0000R0 31 30 2E 31 2E 31 32 2E 31 OD Om OD OR 20 20 4% 10.1.12.1.... I
oO0O0BD 6E 74 65 T2 66 61 63 &5 20 20 20 20 55 73 65 72 nterface User
0oo0co 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 4D M
0o00D0 6F 64 65 20 20 20 20 20 20 20 20 20 4% 64 6C 65 ode Idle
OOO0ED 20 20 20 20 20 50 &5 &5 72 20 41 &4 B4 T2 65 T3 Pear RAddres

OO0O0FD 73 0D OR OD OR 52 32 3E 65 08 20 08 65 72 61 73 =....RI»e. .eras

fromAttacker:
ooooQD) FF FD O3 FF FB 20 FF FBE 1F FF FE 21 FF FD OL FF ..... ..... I....
000010 PC 18 FF FA 1F OO 50 00 18 FF FO FF PC 20 63 6% ...... Foeearn ci
000020 73 63 6F 0D OA 73 68 20 75 73 65 T2 73 0D 0A 65 sco..sh users..e
000030 TF 65 72 &1 73 6% -erage

ipLogIds:
ipLogId: 1701868358
riskRating¥alue: 100 targetValusRating=medium attackRelevanceRating=relevant
threatRatingvalue: &5
interface: gel_0
protocol: top

Bea that target got only “eras’ string (fromTarget log) as it is blocked before
it hits the destination (fromAttacker log) .

Fl#tel 10.1.12.2
Trying 10.1.12.2 ... Open

Uzser Access Verification

Password:

RZ>erhs

[Connection to 10.1.12.2 closed by foreign host]
B1§

The signature 18 not case sensitive.

Go to Monitoring - Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the custom signature fired.
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§& Event Yicwer

#| Ty || Serso Umc Tive| Senswlecd .| Eventm Everts | m | Pesfommed acti.. | et
Lslertinig. . Feb L3, 2000, Fab L3, 2000 ., 1255852309],,, TCF 2ng bisding G001 |pLogpragicthested
bopResetSert
dropped Packet
deied o
gk tacker Pack ..
bR O R,

rniﬂ'ﬂﬂ' =

Lack Uipdabar: TE)10 £:33: LT &M

Double click on the event to see more detalls. Here's the text output for event details.

evidshlert: eventId=l259892307105390200 wendor=Cisce severityshigh
originator:
hostld: CCIE-IFS
applame: sensocrApp
appInstanceld: 3286
time: Feb 13, 2010 14:33:50 UTC offset=0 timeZone=UTC
signature: description=TCF String blocking 1id=s0001 wversicn=custom typesother
created=20000101
subsigId: 0
sighetails: Reset and RAlert when specific string is found
marsCategory: Info/Misc
interfaceGroup: w=l
vlan: 0
participants:
attacker:
addr: 10.1.12.1 lecality=QUT
port: 41147
target:
addr: 10.1.12.2 locality=0UT
pert: 23
[:T-H idSpurce—unknown type=unknown relevance=relewvant
actions:
ipLogginghctivated: true
tocpResetSent: true
droppedPacket: true
deniedFlow: true
loghttackerPacketafctivated: true
toplneWa yResetSent: true
context:
fromTarget:
ooOoO0) FF FE OL FF FE O3 FF FD 18 FF FD LF OD OR 0D OA  .....cvvrnnnnnss
000010 55 73 65 T2 20 41 63 63 65 73 73 20 56 65 T2 6% User Access Veri
oo0020 66 69 63 61 T4 &% &F 00 DA OD OR 50 &1 73 73 fication....Pass
ooo030 77 BF 72 64 3R 20 FF FE 20 FF FD 21 FF FR 21 00 word: .. ..!..0.
oo0040 FF FO FF FE 18 0D OA 52 32 3E 65 72 41 73 ....... RZ=arAs
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fromAttacker:
000000 FF FD 03 FF FE 20 FF FE 1F FF FBE 21 FF FD O1L FF  ....: «::as | B
ooo01lD PC 18 FF FA 1P 00 50 00 18 FF FO PP PC 20 63 6% ...... Pooon.. ei
000020 73 63 6F 0D OR 85 72 41 73 &5 B8Co . . erRBee
ipLogIds:

ipLogId: 1701868399
riskRatingValue: 100 targetValueRating=medium attackRelevanceRating=relevant
threatRatingWValue: &5
interface: gel_0
protocel: top
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LAB 2.8. Custom ATOMIC IP signature

This lab is based on the configuration from the previous lab

200 Lod
Lob VLAHN 101 -
cac 2223032
144432 10.1.104.0/24
- Aoo —
- A
FO GO/ G2

VLAHN 100 - 10.1.12.024 VLAN 200 -10.1.12.0/24

Task 1

Create new signature with ID of 60002 to drop ICMP Echo Requests packets with an
IP payload length between 500 and 600 bytes. The signature should be triggered

only for RFC1918 IP addresses and should generate alert and save dump of sniffed
packets for further investigation.

Configuration
Complete these steps:
Step 1 |IPS configuration.

Hare wa' bé looking for one spacifics packet 5o that it is parfect
cccasion to use “Atomic IFPY engine. This sngine is developad to catch

on packets basis and we ocan use it to use deep packet matching.

1. Go to Configuration 2 Policies 2 sig0 2 Active Signatures and click
on Signature Wizard. Select Atomic IP from the drop-down list and
click Next.
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i Custom Signabure Wizard

‘eknome bo the Custom Siorabre Iizand. This sezard will guide wou through the process of defining
& CLpEoim SEnatune.

| Do oo brvowe which Signiabure Engine o weank ko use For the poston sionshars?

% s

soct v [T

<Hatk I Maxt> I Erish I Cancel I Halp I

2. Set Signature ID to 60002, enter the name for new signature, make
some Notes and Comments and click on Next,

i Custom Snabure Wizard

Signature iderbificaton paraneters idertfy snd desoribe the signatuee, bue do noe affect the:
e signatire bebewion. You nust specly & Sgneture D and SubSigreture D, You can oserride e
| et ait wadies, but @ach required value nust beoniges (rot uead by srother sonabarea.

Signsture 10: |Em
SubSigrabore M: ||]

Signature Name: ||:| whom ATOMIC P dgnating

Alert Motest |m~|| S5ig Info

ey Commenks: |5|g [

4:B-a:k| Maxt= I Frish I Cancel I Halp I

3. On the Engine Specific Parameters screen, click on Event Action and
select Produce Alert and Deny Packet Inline from the st Then click
OK.
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Ik Select itemis)

I~ Deny Attacksr nline

| _f Deny Pacsek Inine

[T Lo Attacker Padkers

¥ Lag Pair Packets

[™ LogVickim Padeets

¥ Produce dlerk

[~ Produce Yerboss Alert

[T Request Block Carnecton
™ Request Block Host

[ Request SHMP Trzp

[T Resek TCP Cannedtion

ok Cancel

[ Deny Attacksr Service Pai [nline Select All |
[T Deny Attackar Yickm Pair [rline
[ Deny Conmection Inline Select Mone |

Set Specific Layer 4 Protocol item to Yes, and chose ICMP Protocol
for Layer 4 Protocol setting. Configure ICMP Type to 8 and ICMP code
to 0. Then, set Specify IP Payload Length item to Yes and enter 500-
800 in a field for IP Payload Length option, Make sure you also check
RFC 1918 Address in IP Address Options item.

i Cuskann Signabure Wizard

Erogine-spackic paramebers debemine st at tha sionabura looks for and mhak calsss the sonabre
£m fing, il can sal the Falloving Abomic P endine paraimetars ussd for this sgnatina,

Haima

I rahie I

7 Evart fction
) Fragment Stans
[ Snedify Lager 4 Proboesd
! |5 -Layerq Protocal
i i Spedfy ICMP Sequence
= -Spediy 1M Type
[ a1l Twpe
I— “Spealy ICMF Cods
i TP Code
Spenify 0P Td ek s
- Spenfy ICOMP Tkl Langch
. Speafy Paykad repection
(- Sy 1P Paishasd Larcth
P IF Padoad Length
- -Spedfy 1P Header Largth
- Spedfy 1P Tvpe of Sarvice
i--specify 17 Time-to-Live
- -Spmafy 1P Yersion
i-~Sp=cify IF Identifier
Spmafy 1P Tobal Largth
i-~Spedfy 1P ption Inspe chion
= -Speify 10 Addr pcions
i L IP Addrass Sotions
[ Siap Bttacksr Victim

Dy Fackat Irfing | Log Par Padats | Producs...
Ay

Yes

ICMF Pratacol

Yes

Yes

FIZ &<

500-600

E|F | F F|IT|F|F

-=

53
AFC 1913 Address
Ko

O Parameter uses the Cefadk Yabe, Chk b vaboe field to et the vake,
W Paramebs uses & Lse-Defred elus, Oick the icon b restove Hoe defait walie.

Bk,

J Motz ] Erish J Canel ] Halp I
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5. Set Signature Fidelity Rating to 75 and Action Severity to Medium.
Click Next.

Fi Cuskam Signaburs Wizard o

¥ Yioud can asshgn bhe Folowing valuss to khe sgnskure that reflect both waur corfdenos in the Fidelty
| of the Signature and tre sesveniby of the stack E repeesents. The Signature Adsky Rating is any
| rwmnber From Ok 100, with LOD reflecting tre most confidencs in this signature, This romber 15 wsed
o hedp caboudate the Risk Ratng, which Feles detemine what acions resulk Fron the fring of this
agnatue.

Signskure Fidelior Rating: r
Sevmitrekthe ety frodum 7]

<Eak | Hesi= | Frih I Cancel I Hilp I

6. Leave default settings for Alert Behavior and click Finish to close the

| Theserscesends the first slert For each sddress sat, and then a sunmary of dl the stects thet
| oocwe en this addvess sa puer the rext (S aoonds.

Thee sumnimary sledt conbains e same infamation as the originel skt and provides aninteresl
sumnary bhat shows the numbes of Eobslalerts per bine inbereel. & samnary counks signabure firngs
on attackar addrexe.

Thee serece wil ok aubomatically uoorad or dovanorada) b olobel sumnarization mode,

T accept thix alert behavior and oeate the custom signaturs, SrE) I
hick Finishe To chamge the alert behawior, dick Adv anced,
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_E""‘g e s 2| B rdiadics @ Eabn [ Cuss b FasiaDofak @M ek ki [ cuein B chos (e
a ﬁsg:l Fits) [ =1 P Caw | C Sigrehues Wi
= rétack
¥ ooas —— — - — - PER |
i s SOOLOJL WADET_SORER = Pladm [ @ Facks
i Eny EDOLLID WAORM_MYTOR = P | TR At & Pk
& s s SELLIL WEN TR [l e s At @ Fuck
E;“"‘"‘"""‘“““ EOLZN TANL SHELL 7 s 0 B aMt i Fach
E;"“. """5 EOOLZIL TR S F Matrn 10 TEE LAt Pk
n EDOL2R TR SN = Hatrn 10 TEELAkt Pk
1 v Senvioss EIOI2M TROI_SMWLL = Pladrs [C 1T & Fack
L =00 BT _VARECT =} [ 1 T et & Fach
0 heronseyes T | (=003l BOR vt = Pladi T et & Pach
£ Peinuse EDOUA BKCA_WARES] = et 10 TEE Mt h Pwh
E:‘M FIOUAED BRIA_VARE F Phackrn U] TEEQ Akt QN Fech
Swhtarar | e e v F Packars 0 TR At N Pach
l ¥ =03 ORIR YR P Plad a7 et & Fach
B0l Bladk HTTF Bring -] Padi T et
si*’"“"“ EDOILMD TP Shring bladdng F @ Hgh 10100 S Akt

Thee: b ni Icenes by inestulied on bhes saneor L] Nk ﬂ

Verification

Fifping 10.1.12.2 size 500

Type escape sequence to abort.

Sending 5, 500-byte ICMF Echos to 10.1.12.2, timecut is 2 seconds:
LERRN

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms

Fl#ping 10.1.12.2 size 501

Type sscape sequence to abort.
Sending 5, 50l1-byte ICMP Echos to 10.1.12.2, timeocut is 2 seconds:
i

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms

Tha IMF packats of size 500 bytes and 501 bytes are not getting blocked.

Fléping 10.1.12.2 size 520

Type escape sequence to abort.
Sending 5, 520-byte ICMP Echos to 10.1.12.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

The ICMF packets of size 520 bytes are being blocked. This is because there is
additienal 20 bytes of IP Header in the packets. Try lower size to see that:

Page 83 of 409




CCIE SECURTY v4 Lab Workbook

Fl#ping 10.1.12.2 size 515

Type escape sequence to abort.
Sending 5, 519-byte ICMF Eches to 10.1.12.2, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip mindavg/maxz = 1/2/4 ms

Fléping 10.1.12.2 size 620

Type escape sequence to abort.
Sending 5, 620-byte ICHMF Eches to 10.1.12.2, timecut is 2 seconds:

Success rate is 0 percent (0/5)

Rldping 10.1.12.2 size 621

Type escape sequence to abort.

Sending 5, 62l=byte ICMP Echos to 10.1.12.2, timeout is 2 seconds:
LERRN

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms
R1§

Hote that there is a differencae in ICHMP implamentation in Cisco and Miorosoft

Windows. When you ping on Cisco using 1000 bytes packets there will ba 580

bEytas of data in tha ICHMP packet so that the ovarall TP pacsket langth will ba
1000 bytes.
Howawver, when you ping using MS Windows a 1000 bytes packet will have 1000

bytes of ICMF data and additieonal 20 bytes of IF Headear

Go to Monitoring & Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the custom signature fired.

£ | Teme || Sercor UTC Tine|Sensor Lo | Event IT | Events | Sam |peiformed cti... | Detat.,,

1sbrtaa.,, Feb 13, 2000, Foo 13, 2., LR LIEOR0000 Cimton ATOME P =g, 00| fomngectia...
droppeFactst
IeaParPachemit .,

| & akrtrma... Febid, 500, Febdd, B LESOGRESOPLOSE0OSEE Cuchor ATOMIC 1Pcly... SDOOC
et Feb 13, 2000, P13, 2., LZSSSEI00T LIESFRO0ES Custons OTORIC IF ©g,,,  S000Z1 plogg ingictha,

droppedPacke:
| o PP enchistsat,

.. Fubid, 830... Fabid, 2.

LSO Sr L ISH0s2d Cumkorn ATOMEC 1P .. .
L ZE8e0Ea0T | =320 ko ATOME 1P 53, |

.. Febi13, 2010 oo L ZTRERION LTS0S Cumkons ATOMIC 1F .. .

_pehean |

Lack Uipndatad: 2/8010:247:06 40
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Double click on the event to see more detalls. Here's the text output for event details.

evidsAlert: eventId=12558%23071053%0325 wendor=Cisce severity=medium
originator:
hostld: CCIE=IES
appHame: sensorApp
appInstanceld: 386
time: Feb 13, 2010 16:44:51 UTC coffset=0 timeZone=UTC
signature: description=Custom RTOMIC IP signature id=e0002 wveraion=custom
type=cther created=20000101
subsigld: 0
sighetails: My Sig Info
marsCategeory: Info/Misc
interfaceGroup: wval
vlan: 0
participants:
attacker:
addr: 10.1.12.1 locality=0QUT
target:
addr: 10.1.12.2 locality=QUT
-1 H idSource=unknown type—unknown relevance=relavant
actions:
ipLogginghctivated: true
droppedPacket: true
logPairPacketsActivated: true
ipLeglds:
iplogid: 1701868403
riskRatingValue: 66 targetValueRating=medium attackRelevanceRating=relevant
threatRatingvalue: 31
interface: gel_0
protocel: icmp

evIidshlert: eventId=lZ59832307105390326 wendor=Ciasco severity=medium
originator:
hostld: CCIE-IES
applams: sensorApp
appInstanceld: 286
time: Feb 13, 2010 16:45:06 UTC offset=0 timeZone=UTC
signature: description=Custom ATOMIC IF signature id=60002 wversion=custom
type=sther created=20000101
subaigIid: 0
sighetails: My 3ig Info
marsCategory: Info/Misc
interfaceGroup: wval
wvlan: 0
participants:
attacker :

addr: 10.1.12.1 Lecality=0UT
target:
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addr: 0.0.0.0 locality=0OUT
es: idSource=unknown typesunknown relevance=unknown
summary: 4 final=true initialRAlert=1259852307105390325% summaryType=Regular
alertDetails: Regular Summary: 4 events this interval ;
riskRatingvalue: 56 targetValueRating=medium
threatRatingvalue: 56
interface: gel 0
protocel: icmp

This is a summary for 4 IOMP packets. This event is “attached” te the previcus

evant by specifying “initialAlert” number.

Go to Monitoring = IP Logging and see packet capture triggered by the custom signature. The
Alert D identifies the event which has triggered the IP logging.

-III-IIh
cisco

Eam
- :l:‘nmpwlh.nhmhmﬂhﬁrﬁﬂhhﬁlﬂ:.ﬁhw-ﬂ-fnhﬂhﬂﬁmm
D Adimckaers
Hat Blodx

—_—
Faba Linin (U=

prarei gD |n-h-||:=nddr—|m| Sart T n:mI At D I;‘_EEE |
==

Wi Al dEL  corepd,, P iE B B ARG IZEREREN00 DECA K2 a4 3
JiF Lo | |PEBEEES W ADVLAZL  comol. Feb 5 B, R . DSGRCMTIEROEN 3 o9
=5 Cata |PMBESA00 WD I0.01Z... copl.. Pab 13200, Peb IL.. DRNCNTISNNCY 10 5AM
L &.:;“*m ITMEB w0 IDLIZ.. cawl. Peb 1300 Pab I3 CTRNZNFIENGEH M LS.
1 ﬂ&nmu-n g 1 LTMBEBHE WO I01IZ... cowl.. Peb 13300 Peb 1. CTRRZNTIECRONZ 3 290
@ Caar o Statun
8 Fanal Habaarh: Saourky Hasl
= 5P fwpport Infooration
) Sudigtier

Siop
ki ]

Theee b niboenes bey inetalied on b seneor, [0

Ridpi 2.2.2.2 so lo0 size 550

Type escape sequence to abort.

sanding 5, 550-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:
Packet sent with a source address of 1.1.1.1

it

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms
R1§

This is net FFCl1518 IFP address! That's why the signature has not been triggered.
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LAB 2.9. META signature

This lab is based on the configuration from the previous lab

200 Lol
Lob VLAN 101 -
CAC 2.2.2.2132
114132 101401024
- 00 e
- A
FON GO GoR2
VLAH 100 - 10.1.1220724 VLAHN 200 -10.1.12.0/24
Task 1

Configure a new signature so that it triggers when someone pings R2's G0/0 IP
address with ICMP Echo Request packet of size bigger than 2000 bytes and in the
time window of 30 seconds someone tries to connect to the HTTP server located at
R2 and tries to get attack.txt file. You must generate an alert when those conditions
are met and block attacker inline for 2 hours.

The META engine provides evenf correlation on the sensor. Using the META engine can

dramafically reduce the number of alerts by combining signaiures. The META engine enables you fo
disable the component signatures, so that they do nof generafe alerts and receive only a META alert

that indicates that the attack is happening. By doing the correlation on the sensor iisdf rather than
al a managemen! console, the sensor can lake action immediately.

Configuration
Complete these steps:

Step IPS configuration.

1 1. Go to Configuration < Policies < sig0 < Active Signatures and click

on Signature Wizard, Select Atomic IP from the drop-down Hlst and click
" ml
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abyre Wirard | I

“lebome to the Cushom Siorabre Wizand. This sizard sl guide wou through the: process of defining
& Oustom S gnaune.
| Do o ko which Sgnabure Engines ou sank ko uss For bhe oston signebore®

® Y

Sakect Endinas |m IF -

2. Enter the name for new signature, make some Notes and Comments
and click on Next.

Sigrature idertification paraneter s idertify ard deserbe the sigreteee, bk do ok afect dhe
g bebavior. You nust specfy a Signatue Dvand SubSignetue 0. Yo can owenide e
| defrdt vabies, but each requived uslue must be unioue [rok used by srather sorabee).

1

Sanskure 10: BT
SubSorabre I |

Signsture Name: |ncr-'|= Echo 20004 btes

At Mites: |h'h| 5y [nfo

leer Commerts: |l'ru:pr= an [CHP Echo Becuest of size 20004+ bybs

Fatk I Maxtx I Frish I Cancel I Halp I

3. On the Engine Specific Parameters screen, disable any of Event Actions
associated with the signature, select ICMP Protocol as Layer 4 Protocol
and use ICMP Type of 8 and ICMP Code of 0. Set IP Payload Length to
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the range of 2000-65535 and Destination IP Address Range to 10.1.12.2,
=]|

g Specicborameters
Ergre-speck o perameters determire what the sonsbore looks For and mhet cassss the sonabare
ko fre. You can ==t the Folovang Bbomic [P engne parsmeters ussd For bhis sgnaturs,
hlams [ s [
- Ewerk ution ~Hors--
-~ Fragmant Stats B
= Speadfy Layer 4 Protocl VEE
| E-Laver d Protocol M Prokocol
U Spedfy 10MP Saquanca ™
E Spedfy ICMF Type VES
LR Tepe g
(= Spedfy IMF Code ves
IR Cede ]
i+ Spedfy ICMP 1derkFier Hao
i mpedfy 100 Totdl Length Ho
- ~Specify Payioed [repeckion i
I:— Speify 1P Pawlosd Lergth Ve
[ “-IF Paylnad Length 2000-555F5
Speaify 1P Headar Lengkh L]
i+ Fpenify 1P T of Service Ho
- -Speaify 1P Tima o Live ]
! Spdy 10 el Ha
- Specify 1P Tdentifier ™
Speafy 1P Tatal Lerath Hio
- Specify 1P Clption Inspection ™
15 Sneafy 1P Addr Optiors Ves
| 1P Address Orkions [P Addresses
i i Spedfy Sourcs IF dddresses i ]
= -Spmdify Destnaton [P Addressss Ves
i - Dmckinabion 1P Addness Fange iil].l..iE.E
o[ Sesp Bicacksr Vickim h\u_ L Y
| [0 Parameber uses the Cefadk Yabe, Chck the waloes field to edd the valoe,
W Paramebs uses & Lse-Defred ¥alus, Click the oo b restove Hoe defait el
Fatk I Maxt» I Frish I Cancel I Halp I

4. Set Signature Fidelity Rating to 75 and Action Severity to Medium. Click
Next.
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“oucen aszign bhe Folewing valuss bo bhis signsture bhat rsfleck bobh pour corfidence i s Frdeicy
of the sgnskurs snd the ssvmnky of the sttack ik represents, The Sgnebore Rdslby Rabng i eny

| ook From 0 to 100, veth LOD reflecting tree mo=t confidsmes in this signetore, This romber s weed
ko help caloulsts the Fisk Ratng, which helps detemins what scions result from the fring of this

=g s,

5. Leave defaultsettings for Alert Behavior and click Finish to close the
wizard.

Thesmrzor sends the first slerk For ssdh sddress ssk, and khen & sunmary of &l ths serts thet
oo on this address st over bhe next 15 ssconds,

Theoummary der contains b ssme infomation 35 the originel slesrt snd prowidss aninkeresl
surmmn ary that showes the rambes of otal slets per b inberesl, & summnary courks sioneboes fiimas
on ek address,

The sersor vl ot autometicaly uporade: (or dovngrade) bo global sumnanzabon mode.

T accepk this alert behavior and oreabe bhe custbom signabure,

Prmp—
ek Finish. To chasge the abert hehavior, dick Advanced, amee

6. Open up the Signature Wizard again and select Service HTTP from the
drop-down lst and clck Next.
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BT:. Cuskom Sagnabures Wizard B I
“lebome to the Cushom Siorabre Wizand. This sizard sl guide wou through the: process of defining
& OLE00m S gnatune.

| Do o ko which Sgnabure Engines ou sank ko uss For bhe oston signebore®

(-]

sk o T |

<Hatk I Maxt> I Erish I Cancel I Halp I

7. Enter the name for new signature, make some Notes and Comments
and click on Next.

Sigrature idertification paraneter s idertPy and desorbe the signetwe, but do reokt affect the
=ig neturs Beabawior, Fau musk specfy & Signsturs D and SubSigneture D, Yoo can owenride b
| defedt waboes, but each requived value musk be unique [Rot wsed by srather Sgrabaee),

Sagnskure 10 EO0004
Aubsigranes M (o

Agnatura Bamat  [HTTF atback

Alert Mokes: |l"h' 5iq [rFo

User Commerks:  [Tnggers an sttack tet HTTR raquest

Fatk I Maxt> I Frish I Cancel I Halp I

8. On the Engine Specific Parameters screen, disable any of Event Actions
assoclated with the signature; configure Regex/Specify URI Regex/URI
Regex to “attack.txt” and Service Ports to 8888,

Page 91 of 409




CCIE SECURTY v4 Lab Workbook

Ergree-speck i paramebers detemine what the signabre looks for and Mhat cauees the sgnabee
kn fire. Wo can st e Followsing Service HTTF engine paramebers e foe this sigrat e,

[ [ Vale |
- W Ewert Acion ~HMire-
- De Obfuscate Ves
5 Max Fisld Szes
i i-Specfy Max URIMel Length Ho
Sy M Arg Freld Lergth Ha
+~Speify Max Header Feld Length i
! - ~Spefy Max Regues: Field Lermth hia
I— Pegex
i 1 Sperfe UR] Aege:: [T
R attack, bk
i -Spedfy A Hame Reges L]
- apedfy Header Regax L]
- Spedify Reduest Ragen Ho
- Seeios Poits bil:li]
L[ Swap Attacksr Victim Ha

[ Parameter uses tha Cafauk Waloe, Chck the valos fisld boedk the vale,
" Parameber uses & User-Defired ¥alus, OJick the icon b restore s default webue,

Hack I Maxt= I Frish I Cancel I Halp I

9. Set Signature Fidelity Rating to 75 and Action Severity to Medium. Click

Al Cuskom Signabure Wizard E I

Woucsn asAgn the Fobowing valuss bo Ehis sgnatune Ehat reflec: both pour confidence in e Fideioy
1 of e sgnstune and e severiby of the attacc k represents. The Signahre Rdelty Rabing is any
| ke From 0o 100, with LOO reflcting thes most confidanca in this signatura. This romber is ceed
tn help calodate the Fisk Rating, shich helos detamming what actions result from the firing of this
DAl R

Signsture Fdelty Rating: E
sewerby of the: alet: IHBI:IIJIT| -

s [[ra | foin | concd | rep |

10. Leave default settings for Alert Behavior and click Finish to close the
wizard.
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At Cuskom Signabuns Wizard B

Thesensor sends the first slert For esch address set, and then a sunmary of ol the slerts that
oo on this address sef ouer bhe nect 15 seconds.

| Thesummary dert conbains the same info miacion as the orgina skt and prosides aninkaresd
smawtha:dmf the nimber of Eokal Aleets par bineinkarsel, & samnary counks signabue fiings
on atacker a b

Thesereor w il nok automaticaly uporads (or doverorads’ bo ghobel sommnanzabon mode,

Toaccept this alert behovior and oreate the custon signabuee, acvanced
click Finish. To chamge the alert behavior, dick Advanced.

11. Go to Configuration 2 Policies 2 sig0 =2 Active Signatures and click
on Signature Wizard. Select Meta from the drop-down list and click
Next.

Enter the name for new signature, make some Notes and Comments
and click on Next. On the Engine Specific Parameters screen, click on
Event Action and select Produce Alert and Deny Packet Inline from the
list. Then click OK,

Ik Seleck itemis)

T Deny Attacksr Irline

[ Deny Attacksr Service Paie [nline Select All |
[T Deny Attackar Yickm Pair [rline

[ Deny Conmection Inline Select Mone
_u" Deny Pacsek Inine
[T Log Attacker Padiets
[¥ Log Pair Packets

[~ LogVickim Padeets
[# Produce alerk

[~ Produce Werboss Alert

[T Request Block Cornecbon
T Request Block Hos:
[ Request SHMP Trzp
[T Reset TCP Connedtion

ok Cancel

12. Click on Component List option and click Add button. Enter the first
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sub-signature name (it can be some arbitrary name), set Component Sig
ID to 60003 {must be real signature ID). Click OK.

=|

13. Click Add button again to add second sub-signature. Enter some name
(it can be some arbitrary name), set Component Sig ID to 60004 (must
be real signature ID). Click OK,

By Ewp: |TTF-sinach,
| Pre: | e |
= Companant Goup
_ﬁﬂt«l
[ Comporant Subsg D [1]
0 Comporant Count 1
23 ] Cancel ]

14. Both sub-signatures are listed under Inactive Entries column. Highlight
them and click on Select button to move them to right column (Active
entries). Then click OK.
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Hd I Eriry Eey o, Enirptay L
whet I e Do

a8

]

15. On the Meta signature settings page, set Meta Reset Interval to 30
seconds. Click OK.

BE: Add Signatune

= Signature Definbon =
Sgrehae T G005
-~GbSgnaturs [0 1]
[ Alatt Savarky Madium
-0 =igrdsdity Rating 73
[ Provistunis Dalta ]
=}-Sg Descrption
& 5nature hane WETA Sgnakirs
[ alert Mokes Wy Sg Info
[ User Connerts Sm Commant
[ st Trais o
=[] Rrleass stom
L0 Sonsbire Creshion Dake 20000101
-0 3gnsture Type CHher
= Ergira Wata
i Ewert Arbon Deerw atacker Inine | Producs Skt
[ SHan Atadeer Vichn ]
& Mekca Recat Intares an
i Componerk Lk ] ek bn vieve or edi the debeisd
[ Meba Ky Aitcher nodvess
[ Unigues Yickime 1
[ Comporent List In crdes Hio
L@ Al o poren b Rsoursd Yo
=1 Ewent Counber |
i--[] Ewert Counk 1
L0 Euert Court Koy Artackar addnec:
i EpecFy Hest Inbereal Mo
=1~ Pt Frica) sy
I.-I Sunnay Hods Summarze
[ Sommary [nkervd 15
[ Summars e Attadeer pddress LI

[ Paraneber umes the Defadk Waioe Chduthe value field bo edit the vahae,
# Paraneter uses @ ser-Disfined Ydue, Chok the on ta restove the defack valoe,

o Cancel Help
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anfien]us
ISco
_E;mm & [ et Actiora ) Erabl [ Disbla {3 Pandrra Defesk W5 MO0 [ 00 o dd [ Cebin B core JlE
a .Hsg:l Fi [ =1 Pl Caw | CL Siratues Wi
¥ rtack Sarvarity m
i ooas FAELT) " — — — ..
5 s =OiZE TROI SHRLL =3 Pladirs 1] = G lert: B Facki
i Eng mOI)L TROI_SMELL o [N o T At & Fach
Qmms Ozl TROI S 4 T [T - T & Fach
E'w s ENLZE TRALD_ S F Placiurn (L] 7E g Adart: D Fach
I Matrvork Zarscas ELIN BRCA_ WA F Madrs W] TR AWt Pach
o8 ENLANL BRCA_VAREH = Placiu (L] 7E [ Mdart: D Pach
£ her Senvines SOLIZ BT WA 2 [T W Gl et Fak
ol nOiall IR _VAREC = Phadirs L] = G et D Fack
0 Recwnssyes | D03l SR _veeeon =] Pésdirn W TS At & Pach
T Palsasan ENANS  BRCA_WAREDT = Placun b J'Eq.lht D Pach
E“ﬂw 0NN Bk HTTF Srng F Madrn % E6 g At
Bubznar | [eonn Tersmanong R areh 0 oG
4 L Lo Aty
EDIZN]  Custoan ATOMIC P signaturm =] Phadi ] mgmt & Fach
i St LogPar
u
=
i 3386 il 155 ficken 214 Enablad e
Theeve b riBoeres ey inrtaled on ths sereor, L] ekt ﬂ

Hote that only META signature has Aotion configured.

16. Go to Configuration - Policies - Event Action Rules 2 rules0 = (tab)
General and set Block Action Duration to 120 minutes.

[ M LZ - BILL-1EE. R0

21 | et | Bt At Pl | s Tosmet sk At | 20 [dencfications | Evend vevisties | sk Covecun diGensall 4 +

o]

5 e

& o5

& s P e Surwarios

B Emad

e ¥ Linm Mats Evant: Gararator
E""‘:‘_ﬂ‘ F Usm Thrsst Riating fdistrent
E;ﬂﬂ.m L Evend Aotion Fibers:

15 e Senvines ' Ersbie Dre Wiars R ALassk

EMR [erg Attwkesr [wrini ﬁ e
% Palasay Hack fectica Dunation: - rerrsan
g“m e Curiacd Atuchars: [10000

= Apph R I

These b i Bcenes by inerhulled on bhes saneor, o N on E

Verification
H2 (configl#ip http port Sess

Flépi 10.1.12.2 size 5000
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Type ascape seguence to abort.

Sending 5, 5000=byte ICHMP Echos to 10.1.12.2, timeout is 2 seconds:
1l

Success rate is 100 percent (5/5), round-trip mindavg/max = 4/5/8 ms

Blitel 10.1.12.2 BE88
Trying 10.1.12.2, 8888 ... Open
GET attack.txt

<...sess8ion hangs...>

Two “attacks” have bean generated withing 30 seconds.

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the custom META Signature fired.

Lask Lipdated: 23/10 2:26: 37 FM—

m Hext s Clase Help

Double click on the event to see more details. Here's the text output for event details.

evidshAlert: eventld=1259832307105330537 wvendor=Cisce severity=medium
originator:
hostId: COCIE-IES
appHame: sensorhpp
appInstanceld: 386
time: Feb 13, 2010 22:26:17 UTC offset=0 timeZonesUTC
signaturae: description=META Signature id=60005 wersion=custom type=other
created=20000101
subsigid: 0
sighetails: My Sig Info
marsCategory: Info/Misc
interfaceGroup: wvsl
wlan: 0
participants:
attacker:
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addr: 10.1.12.1 locality=0UT

actions:

deniedpttacker: true
alertDetails: Component Signature List: 60003.0 S0004.0
riskRatingvalue: 56 targetValueRating=medium
threatRatingvalue: 11
interface: gel 0
protocel: tcp

Two component signatures triggered within 30 seconds so that the META signature
has been triggered generating an alert and blecking the attacker.

Go to Monitoring -2 Time-Based Actions =2 Denied Attackers to see if there is R1's FO/0
Interface IP address on the list.

E: Cissn BO B2 - BEL1.A0E, DEH

prEits Tha tmracs in sty derang thare P ackmisa. The rarst cont ard dasr achiors sppheto o g i tha bl
M whpd s | atacier P Vit P port | prrcen | Pocmated | vt ] [T ]

1By Wabverk Blocks Dl

Thee: b ra Bcenas ke instabsd onbhe fene, e i) L] ﬂ
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LAB 2.10. Blocking and rate limiting

200

CEC
GO/D \;‘fn 4 ~
" Fom
2 \“ A0 Ao VLAN 161 -
Eom EoA 101404.0/24
VLAN 100- 10.1.100.0/24 VLAHN 102 - 10.1.102.0/24
Lab Setup

» R1's FO/0 and R2's G0/0 interface should be configured in VLAN 100

» R2's G0/ and ASA’s EO/O interface should be configured in VLAN 102

> R4's FO/0 and ASA’s E0/ interface should be configured in VLAN 101

» PC and IPS Command and Control (C&C) interface should be configured in
VLAN 101

» Configure Telnet on all routers using password “cisco”

» Configure RIPv2 on all devices (except PC and IPS)

IP Addressin

Hostname Interface (ifname) IP address

R1 FO/0 10.1.100.1/24

R2 GOoM 10.1.100.2/24
G0/ 10.1.102.2/24

R4 FO0/0 10.1.101.4/24

ASA-FW E0/0 (Outside, Security 0) | 10.1.102.10/24
E0/1 (Inside, Security 100) | 10.1.101.10/24
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Task1
Use the following initial settings for IPS sensor configuration:
* Hostname: IPS-CCIE
* [P address: 10.1.101.100/24
+ Default Gateway: 10.1.101.10
+ Allowed Hosts: 10.1.101.200
« |PS management interface (m0/0) in VLAN 101.

Configure sensor to monitor traffic in VLAN 100 using promiscuous mode and its
GO/ interface. Tune up the ICMP Echo Request signature so that it triggers for
packets destined to R4’s FO/0 interface IP address. Configure connection blocking for
that signature using R2's G0/0 interface (use TELNET connection) and ensure that
IPS management station (PC) IP address is not getting accidently blocked.

Cisco IPS has a blocking feafure thaf prevenis packets from reaching their desfnafion. Blocking is
iniiated by a sensorand performed by another Cisco device al the reguest of the sensor. A
blocking application on the sensor is called Atfack Response Controller (ARC). The ARC starts and
stops blocks. K monitors the fime for the block and removes the block affer the time has expired.
ARC is also used in rate limiting.

Configuration
Complete these steps:
Step1 SWA configuration.

EW1(config) #vlan 666
BW1 (config-vlan) # remote-span
Wl (config-vlan) #exi

Wl (config) émonitor session 1 source vlan 100 rx

BW1 (config) #monitor session 1 destination remote wlan 666

Step 2 SWA4 configuration.

awd (config) #vlan 868
BWd (config-vlan) # remote-span
W4 (config-vlan) #exi

aWd (config) émonitor session 1 source remcte vlan 666

oWl (config) dmonitor session 1 destination interface £0/15
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Step 3 IPS CLI configuration.

sansor login: aisco

Fassword:

kT TR

This predust contains srjprtegraphic features and is subjest o United States
and leeul counbry lats governing impest, enpert, transfer and ose, Delivery

= Cimce crypbographis products doss nob dngly thicd-pacty autheciby ke depart,
axport, distribute or use encryption. Importers, espocrtess, distributors and
users are mesponsible for compliance with U. 5, and looal oountry laws. By using

this prodock yoo agres to comply with applicsble lavs and regulations. If yoo
are mable bo comply with U.8. and local laws, reboen this prodoct imeesdiskely.

R osumeary of U, 8, lirs governing Cisse eoypboyesphis producks may be Sound ab:
http i/ fwnn ol eos . comn'wil fexpoct/ soypte Mtoal [/ stging . himl

If you require further assistancs plsass contact us by sending smil to
axpertfelsss  som.

RS ICEMSE HOTICEY e

Thars is ne licenss key installed on the IPS=4240.

The system will contimue to cparabte with the surrently installed
signature set., A valid ligwmse must be cbtained in codesr to speply

signatnre opdabes. Plaass g ke hibep: /e, olses . comge /L icenss
o obbain & new licenss o inatall a licensds.

--- Basic Setup ---
-—- Bystem Configuration Dialeg ---

At any point you may enter a guestion mark '?' fer halp.
Uzer atrl-a to abort configuration dialeg at any prompt.
Default settings are in square brackets "[]".

Current time: Sun Feb T 20:00:22 2010
Batup Configuration last modified: Sun Pab 07 20:00:00 2010

Enter host name[sensor]: IPS-CCIE
Enter IF interface[l192.168.1.2/24,152.168.1.1]: 10.1.101.100/24,10.1.101.10
Modify current acoess list? [no]: yes
Currant acceass list entries:
Ho entries
Permit: 10.1.101.200/32
Permit:
Modify system alock sattings?[no]:

The following configuration was entered.

sarvice host
ne twork -sattings
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hest-ip 10.1.101.100/24,10.1.101.10
host-nama IFS-CCIE
talnat-option disabled
accass-list 10.1.101.200/32
frp-timeout 300

ne login-banner-text

axit

time-zone-sattings

of fsat 0
standard-time-zone-namea UTC
exit

summertime-option disabled

ntp-option disabled
axit

[0] Go to the command prompt without saving this config.
[1] Baturn to setup without sawving this config.

[2] save this configuratien and axit satup.

[3] Continue to Advanced setup.

Enter your selection[3]: 2

=== Configuration Zaved ---

Compleate the advanced setup using CLI or IDM.
To usa IOM,point your web browser at https://<sensor-ip-address>.

sansor§ esxi

IPE-CCIE legin:

Step 4 |PS GUI configuration.

1. Go to Configuration 2 Interfaces = Interfaces, select
GigabitEthernet(/0 interface and click Enable button.
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-.,, n = | Foa "
S 1 senieg infeetare st e anabbed o e (o8 v stroor befuns e seror vill mankar Ehef nferface, o o
Jiriestoces | e enlabie e bry sebatinng Hes ez end dhcling Enakie or D,
Irduriace Parn

+ VLAM Puirn Celni | Sbamsta TR Zaluct 1l
i trisfacntions | Evuble | PickaTyn | Do | s | Ol | eETC | g |
By
1, TradTic Fawn Wotfications Dgadrtmratlll, o Topmr] Ao fup R LI
(D Ploder Gosirtheratlz Mo Tilooppel  fdn o [ M . I
RpaEEheTetitl L] T oo ko B 0 ~He-
=
K| i |
: _toh | pemt |
Theses b rics boenes ke insialad on the fero, L] AT |E|

2. Go to Configuration - Policies - IPS Policies, select “vs0" virtual
sensor on the list and click Edit. Highlight GigabitEthe met0/0 interface
on the list and click Assign button. Then click OK and Apply the

changes to the sensor.
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L Edit Wirhual sensor

Wirtual S=nsor flame: wsl

Descripaon: [defeudt wrtual seraor
Interfaces
Ae=igrsd Ham= Distais Salksct Al |
iz igahiErhana ) From seun s Insesf=rs
r GigahiEthermi=tf1 Fromscuaus Inberfece Ae=in
r GigabkEthernatl)2 Fromiscuous Tibefaca
r GigahitEHhemetlf Promemuaus Inferface il |

Signature Drefinition
Fgnaure Definidon Polcy: |500 'I

Ewvent Action Rule
Evert Acion Rules Polcy: & [rulesd 'I
[ Use Evert &ckion Overrides

Rick. R&king Radore ba Add Erailed fAicd |

Anomaly Deteckion
anomaly Debecion Poicy: (adD « | A0 Cparabonal Mode: |Deoect vI
Sedhvanced Options *

ok corcel | wen |

NILLEOE.EM
ri Vew Hep TINT
(8 vore |5 ot [ 5 voriong | o (et | Qe 2 e § cisco
Pt T3 7 Derngestien =Pebies 2 1P el o
_'?"- 21| [ i et Seesae | S Ede [ Debste

% DDas WIGHRIS Q) Cwry Packst k.. Y25

i Itari Messaging
2% L3l Frotocal
55 rimtreork. Servce
oo

I it Seraces il | |
L e “ralie et bar d “nl™

T — Ewart: faction Fitars | [Fud Target Wahss Baling | oS [dsrdficatiora | Evert alisbles | Fak Catsgory | Ganerd | F ruip

;::::r::mlml Ewuat Fction Fitars mipou sul Hea mctiom h tha conditiora For Ha mbaria of
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3. Goto Configuration @ Policies < sig0 - Active Signatures. From
Filter drop-down list select 5ig Name and enter “fcmp echo™ string.
Then click on Filter button. Highlight the signature |D 20040 and click
on Enable. Then Apply the changes to the sensor.

4III|-I|I1

- ii ......... U Qs (| Qe ) v CISCo
Eed o @ Enabde G [odble 3 PeroraDofmk W on Fek @ad [ oo Bacees  gles
rh-Eqm =] e P |Clear Tk Sigrahues Weand

Ficklty | Bam Sigrahun
mu| () |m|m|m|u|mwﬁ b
DO00VD  [CHP Echa Ragly L4 W i), Lo =l
LG i Wy (099 o Aapusst PMackan B 60 et
- | _'lJ
] = Bctias Bgnshuesc: FEAE Fiudied diitives Saguubasss 1B
o | mese | etere |
B ity ]

Theae ks riboese ey natalsd o the seread,

4. Click on Edit button to see detailed signature settings. Enter
10.1.101.4 as Destination IP Address Range. Click OK.
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|

Hams | Valus [
Specifp I Tiie-bo-Lhes: Mo ﬁ
—=pedfy P Yerson ]
Speiilfy [P 1denilier i
Spedfy [P Total Length o
Speafy [P Ophion Jpeckion T
[ 4 Spertfu IP Addr Cpticrs wex
=P ddd ress Ophore IP Arjdrecces
| Speciy Source [P Addiesses Tl
FH2pecfy Destination [F fddresses s
0.4 4014
O svep fctadezr victim o
= EweEnt Counier
[ Ewent Count 1
[ Ewvent Conk key Abtackar and widam addras=as
Spedfy alert Inkersal Nin
=it Frequercy
E-Sunnary Hode Summnarize
—O =unnmey lrberval a0
| Sunimay P attackar and Wi addraseas
EH-Spedy Ghobal Sumnnery Theashdd vax
L cial smmars Threshol m
S-Sahs =
& Enshlnd em
[ Retied g |

L1 Paranster uses the [efauk Yalue, Oik.the vdus el to edt: the value.
' Paranster uses 8 User-Defined Vaboe . Chidkthe icon torestors the default value,

0K

§. Click on Edit Actions and check Produce Alert and Request Block

Connection items. Click OK.
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ik Edit Actions

To Aesgn an sddon, sekeck the: ched: boo: nest to the acion. & check mark ndicates
the action will ke perfiorned. Ma check mark ndicates the: actian mill notbe

oo foimeed . 4, g chedk mark indicatess the acton i5 assigred o some, but not Al of
the sigrsh res pou selkected.

et and Log Actions
£, Frodcs At B
™ 5. Froduos verbose alert
™ E5] Log Attacker Packets
™ F8 Loag Wickim Pachiets

™ B3] LooFar Packets
&4, Feguest SHAP Trap

|t

Ceny Ackiors

I~ 3 ey Packst: [niina (nine)

I &3 Dervy Conmecton Inline [Inline arky)

I & Derry Abacker Wckim Par [nins (nlire only)y
I @ Doy Abacker Seevica Paie Trina (Inkne onky

ther Adtore

rﬂ Reset Top Cormechion
Rt Block Connechion

6. Go to Configuration 2 Sensor Management 2 Blocking 2 Blocking
Properities and click Add button. Enter the IPS management station
(PC) IP address and 32 bit mask in the following window. Click OK.

'j_"'.'_-_;l\.rlrl mever Blod: Addvess

1F Addvess: I]EI.I.lI:I].BII
b F55.255.255.255- -

ak | cann | e |

7. Make sure that Enable Blocking checkbox Is selected.
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Go to Configuration - Sensor Management - Device Login Profiles
and click Add. This login profile will be for R2 router so enter Profile
Name (can be arbitrary name) and Login/Enable passwords. Click OK.

i Aodd Device Login Profis

Prafile Hams Fz
Lksarname (optinnal ):

Loxgin Passiard {opticnsl)

Nz Pasasaid TTTTR

Zonfirm ews Pasemord; [1v#en

Erehle Fassword [optional]

Tuess Fasamorch ITEER

Zonfirm few Faseword; [1v#dn

o | cae | e |
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9. Go to Configuration 2 Sensor Management = Blocking Devices and
click Add. Configure R2's IP address, select previously configured
Device Login Profile and set Device Type to Cisco Router. For
Response Capabliities check Block option. Communication must be
set to Telnet. Click OK when finished.

i Acddl Bl king D wace

TP A rmm; fovaes
Senzor'sHAT Acdckmss lopbionals |
Davics Logi Profie: F= =
Device Typs: m

Remponse Capehiltes: B Baodk [T Rate Limit

S— E—
(=4 I Canecel | Help |
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10. Go to Configuration 2 Sensor Management 2 Router Blocking
Device Interfaces and click Add. Select R2's IP address form drop-
down list and configure g0/0 interface to apply the ACL in the Inbound
direction. Click OK when finished.

f% Add Rouber Blocking Device Tnterlfane

Rauter BlockngDwdee:  [10.1.1022 =]
Blacking Inkerfare ||;|IJ|'|:I—
Directian: ]
praflockock foptona [
Post-Block AL foptiomel: [

oK I Caned | Heb |

Veri n

BSA-FW(config)# access-list OUTSIDE_IN permit ip any any
RSR-FW({config)¥ access-group OUTSIDE IN in interface Cutside

Ridpi 10.1.101.4 rep 100

Type escape sequence to abort.
Sanding 100, 100=byte ICMF Echos to 10.1.101.4, timecut is 2 seconds:
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L nL UL UL UL UL UL UL

<, ..output omitted...>

R2§
$3Y3-5-CONFIG_I: Configured from console by wtyd (10.1.101.100)
B2 ¥
$5¥8-5-CONFIG_I: Configured from console by wkyd (10.1.101.100)

F2#sh access-lists

Extended IF access list IDS g0/0_in_1
10 permit ip hest 10.1.101.100 any € This is Hever Block Address
20 deny icmp hest 10.1.100.1 host 10.1.101.4 € This is Regquest Block Connection
30 permit ip any any

Go to Monitoring 2 Time-Based Actions 2 Host Blocks and check if there is R1's IP address
on the list.

e dma paw vilnarly.
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Go to Monitoring - Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the fired signature 2004 on the event list.
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Double click on the event to see more detalls. Here's the text output for event details.

evidsAlert: eventId=12558591271053%0112 wendor=Cisce severity=informational
originator:
hostId: CCIE-IFS
appHame: sensorhpp
appInstanceld: 386
time: Feb 14, 2010 12:45:17 UTC offset=0 timeZone=UTC
signature: description=ICHMP Echo Request id=2004 wversion=S1 type=octher
created=20001127
subsigld: 0
marsCategory: Info/RAllSsssion
inter faceGroup: wsi
vlan: 0
participants:
attacker:
addr: 10.1.100.1 locality=0UT
target:
addr: 10.1.101.4 lecality=0UT
[-T-H idsourcesunknown type=unknown relevance=relewvant
actions:
blockConnectionRequested: true
riskRating¥alue: 35 targetValueRating=medium attackRelewvanceRating=relevant
threatRatingvalue: 15
interface: gel_0
protocel: icmp

evidshlert: eventId=12539835127105390114 wendor=Cisco severity=informational
originator:
hostId: CCIE-IES
appHams: sensorApp
appInstanceld: 386
time: Feb 14, 2010 12:45:47 UTC offset=0 timeZone=UTC
signature: description=IMF Echo Request id=2004 wversion=51 type=octher
created=20001127
subsigld: 0
marsCategory: Info/RAllSession
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interfaceGroup: wval
vlan: 0
participants:
attacker:
adde: 10.1.100.1 lecality=oUT
target:
addr: 10.1.101.4 locality=QoUT
o8! idSource=unknown type=unknown relevance=ralewvant
summary: 10 final=true initialRlert=125989%127105330112 summaryType=Regular
alertDetails: Regular Summary: 10 events this interwal ;
riskRatingValue: 35 targetValueRating=medium attackRelevanceRating=relevant
threatRatingvalue: 35
interface: gel_0
protocol: ilomp

Task2

Configure sensor to monitor traffic in VLAN 102 using promiscuous mode and its
GO0M interface. Create a custom signature so that it blocks host telnetting on port
TCP 3005 (SYN packet). The signature must connect to the ASA using SSH and
shun the attacker.

Set enable password to “cisco123” on the ASA and configure a new user named
“sensor” with password of “sensor123” and use it for shunning.

The sensor must be able fo communicale with the blocking device. The sensor must have a roufe fo
{only default route is possible), or must be on the same subnef as, the managed firewall.

The blocking device must also have ane of the following configured:

TELNET: Telnet access should be allowed from the sensor.

S5H: 55H access should be allowed from the sensor.

55H is the defaulf communicaion mechanism befween the sensor and the blocking device. if 55H
is used, the blocking device must have a software license that supports DES or 3DES encryplion.
As soon as the blocking device Is configured on the sensor, the sensor allempis o log info the
blocking device using the specfied credentials and access profocol, Teinel or SSH. If the sensor
logs in successfully, 8 user conneclion is maintained befween the sensor and the blocking device.
This persistent connecfion allows the sensor fo immediafely and dynamically configure blocking
rules on the blocking device as required.

If local authenticafion, nof AAA, is used for 55H on the ASA, the 55H username is always “pix" and
the password s the same as enable password on the device.

The ASA uses “shun” fo enable blocking. The “shun” command is imited fo blocking hosts; it does
nof support blocking of specific host connections or manuval blocking of enfire networks or
subnelworks.
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Configuration
Complete these steps:

Step 1 SWA4 configuration.

W4 (config) #vlan 888

&W4 (config-vlan) #name REPAH
W4 (config-vlan) # remcte-span
W4 (config-vlan) #exi

awd (config) émonitor session 2 source remote vlan 988

W4 (config) #monitor session 2 destination interface £0/16

Step 2 SW2 and SW3 configuration.

EWZ (config) #vlan BEE

W2 (config-vlan) #name REFAN
BW2(config-vlan) #remote-span
BWZ (config-vian) #exi

B2 (config) #monitor session 2 source wvlan 102
W2 (config) #monitor session 2 destination remote vlan 888

Step 3 SSH configuration on ASA.

ASA-FW(oconfig)# =sh 10.1.101.100 255. 255 255 255 Insids
A2A-FW{config) ¥ enable password ciscel2l3
ASA-FW({oconfig)# usernams sensor password sensorl?3
ASA-FW({config)# aaa authentication ssh consoles LOCAL

Wa need to use a specific username and password to enable blocking on

the ASA. Hence, we need to confiqure local AAK.

Step 4 |PS configuration.

1. Go to Configuration - Interfaces 2 Interfaces, select
GlgabitEthernet0/1 Interface and click Enable button.
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2. Goto Configuration 2 Policies 2 IPS Policies, select “vs0” virtual
sensor on the list and click Edit. Highlight GigabitEthe rnet0/1 interface
on the list and click Assign button. Then click OK and Apply the
changes to the sensor.
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3. Goto Configuration 2 Policies < sig0 - Active Signatures and click
on Signature Wizard. Select No option on the first page and click Next.
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Hi: Custom Signabures Wizard k]

‘eknome bo the Custom Siorabre Iizand. This sezard will guide wou through the process of defining
& CLpEoim SEnatune.

| Do oo brvowe which Signiabure Engine o weank ko use For the poston sionshars?

[

Selerk s [apcic P -

<Hatk I Maxt> I Erish I Cancel I Halp I

4. Check TCP as protocol type and click Next.

= ¥au can dafire 8 sigrabre bo idertify melioiols traffic inoa speofic probocal. Selact the promenl yau
| want boderode and repedt.

L

ot | e | oceed | e |

5. Select Siingle Packet option to use Atomic IP engine and click on
Next.
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1 Sirae Packet
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6. Enterthe name for new signature, make some Notes and Comments
and click on Next.

Pt Cuskam Signabure Wirand b

Sigrabre identificadon paramesters idendfy and desodbe the Sgnatune, bus do noe affiert the
| Sgnaturs behawior. You nust spedt @ Sgnatuns 10 and SubSignaturs 10, You can override the
de ke vales, bk mach required vale st be ongue (not used by ancthes signatoee).

Sigraabare IO E
SubSgnaturs IH; F

Sagruabre Hame: ka TELKET cornections on port 2005

Hert: Hotes !‘r}; S Info

Lksar Conmants: !_-‘qcnm:

Eiresh I Care] I Hefp I

7. Onthe Engine Specific Parameters screen, click on Event Action and
select Produce Alert and Request Block Host from the list. Then click
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Remember that ASA does not support connection blocking. Thus, the only

option here is to snable “Reguast Block Host®

8. Set Specify Layer 4 Protocol/Layer 4 Protocol to TCP Protocol and
TCP Flags to SYN. Destination Port Range should be set to 3005,

ame I ok I
| = G Desapton :I
& Sonsbure Hana Eincl: TELKET conrmckions on port 3005
= dlart ok s "y g Infa
& Lumr Coarmarks Sy Cowmark
[ et Treks o
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1~pm Fy TCF Papload Lencth L]
Spec Py TCF Ligent Painber [
+—=per Fy TCF Hesder Lenpth L]
Spag Py TCP Aesensed [
=-pet Fy Diestinstion Port Range s
Destnatian Part Fargs 005
=pes Fy Sours Port: Fange [1=]
Spedly Pawiond Inepection L] =l
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# Faremeter uses alUissr-Defired valun, Tk Hha koon b restor e defauk vabn,
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9. Set Signature Fidelity Rating to 75 and Action Severity to Medium.
Click Next.
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10. Leave default settings for Alert Behavior and click Finish to close the

wizard.

|]r.- Custanm Skanabure Wiz %

Thear sanesor sends this First st For sach address sek, and then 2 sommary of Jll the darts hat
ooour on this addness sek auer tha et 15 ss00nds,
| Tha summarny akeft oonkains the sames Infomakion as theoiginal 3k and provides an inberval
cLImmar ¥ Chak showes tha numbar of fofal Skeets par dma inberval & summak y Counis sgnakues finngs
on atkackar acdre=s,
The zsreor il nok sutomstcsly uporads or dowrgrade] bogliobsl sommesr zskon mods,

T et bhis abert befavior and oreate the oustom signature, PRV— I
Click Finish. TonChange e abert behayior, CRCk A vaced.
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11. Go to Configuration 2 Sensor Management 2 Device Login Profiles
and click Add. This login profile will be for ASA so enter Profile Name
(can be arbitrary name) and Username of “sensor” and its associate
Login/Enable passwords. Click OK.

i Aeddd Bevvice Login Prolil=

Profile Hems: Ia.s.n—
Uepnames (opbomal I:Iem—

Lagin Fes=xord [optiora(]

Plar: Pas=eord; SRR L]

Confirm MaM Paseord: [7rxccaTsx

Erabln Passveord {opbonal)

Pl Pacewor d: TIETTITT

Confirm Nes Password: [fraeress

| cnm | e
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12. Go to Configuration --> Sensor management--> 55H --> Known Host
Keys and click Add. Enter IP address of ASA device and click Retrieve

Host Key button.

% Add Enown Host Key

1P st Jio. 100 Rstrive Host Ky |

Moduus Lendgth: |

Publc Expanert: I

Fublic Modubis:

Ok I Cancel Help

13. IPS sensor will try to contact the ASA to get its Public SSH key and
store it. After successful key retrieval, the following message appear:
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15. Go to Configuration < Sensor Management < Bloc king Devices and
click Add. Configure ASA's IP address, select previously configured
Device Login Profile and set Device Type to PIX/ASA. Communication
must be set to SSH 3DES. Click OK when finished.
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Verification

RF2étal 10.1.101.4 3005
Trying 10.1.101.4, 3005 ... Open

User Access Verification

Password:
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<...gession hangs...>
ASA doss HOT support Connection Blocking!!! Thus, wa saas “host” blook only.
ASA-FW{configl# sh shun

shun {Outside) 10.1.102.2 0.0.0.0 0 0 O
RSR-FW({config)#

Go to Monitoring 2 Sensor monitoring 2 Time-Based Actions 2 Host Blocks and see if
there's R2's IP address.

Go to Monitoring 2 Events, check Show past events radio button and select 5§ minutes. Then
click on View button. See the custom signature fired.

# | Topr [|sewerurcT.[swewicca. | B | Everis [sao [Potometac | oo,
P seitme.. Fab 14, 0., FebiLt, #010... 12596A5057... Book TEINET monedio.. B0000 shurAeqested =1
B aertne... Feb it A00l... Febid, 20i0... 1555EFdIT. . Hock TEINET conneddin.. 0000

26 slartme.., Feb 14, 200, Febr L4, 2030, 1259695027,, . Bock TELMET cornectio.,  SAOD00 shurfes ested

7 abartie,, Fob i, S000,, Feb Lt 20300, 1259993027, . Mook TEIMET cornedtio,| G000

23 abartime.., Fab 14, 2000, FebiL4, 2040, 1259833017, Bock TEINET cornactio., G000 shurfeg_ested

25 sartme,., Fab 14, 200, Febr L4, 2010.., 1255892027, . Bock TEINET connactn.,| G000

30 slartme.., Fab 14, 2000, Febi L4, 2010.., 1259899037, Bock TEINET connactin., G000 shurfeg_ested

L mlartame,,, Peb 14, 2000, Feb Lt, 2000, 1279892127, Mook TELNET rorneckio,,| S0000

Iz sartame,., Pab 14, 2000, Feb LY, 2010, 1ZTAIFIZT.,, Oock TEIMCT mornectio, G000 shyrAmg_esisd

T3 garkames,., Pab 14, 200, Feb L4, 2010, 1275095127, . Bock TEIMET cornectio,,| G000

34 wartaa... Pab 14, 2000... FebLé, 2030... 127899027... Bock TENET connactio..  S0D00 shy risg_astsd

= alartrra... Pab 14, 2000... FebLé, 2010... 125989027... Bock TEINET onnadio.. | S0000

36 alarkara... Fab 34, Z000... Fub L4, 2090... 12598%027., . Block TEINET cornacko., G000 ahu rflmg_ssked

Lk Lpclsbmd: 2010 1 2204 P4

Double click on the event to see more details. Here's the text output for event details.

evidsflert: eventId=1259589912710533%0843 wendor=Cisce severity=medium
originator:
hostld: CCIE-IFS
applame: sensocrApp
appInstanceld: 3286
time: Feb 14, 2010 21:02:56 UTC offset=0 timeZone=UTC
signature: description=RBlock TELMET connections on port 3005 id=60000
wvarsion=custom type=cther created=20000101
subsigld: 0
sighetails: My Sig Info
marsCategory: Info/Misc
interfaceGroup: vsl

wlan: 0
participants:
attacker :
addr: 10.1.102.2 locality=OoUT
port: 57266
target:

addr: 10.1.101.4 locality=0UT
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port: 3005
o5 idsource~unknown typesunknown relevance=relevant
actionsa:

shunRequested: true

riskRatingvalue: &6 targetvalueRating=medium attackRelevanceRating=relevant
threatRatingvalue: 46

interface: gel 1

protocel: tcp

Kote that “shunPfequested: true” does not indicate that the blocking is
successful. It only says that the IFS triggered ARC process to block the
traffic. If for some reascn the IFS cannot centact the blecking deviee, there
is another event saying that.

evidaflert: aventId=l259835127105330845% wendor=Clesce severity=medium
originator:
hostld: CCIE-IFS
appHama: sensorApp
appInstanceld: 386
time: Feb 14, 2010 21:03:11 UTC offset=0 timefone=UTC
signature: description=Bleck TELHET connections on port 3003 id=60000
version=custom type=cther created=z0000101
subsigld: 0
sighetails: My 2ig Infe
marsCategory: Info/Misc
interfaceGroup: val
wlan: 0
participants:
attacker:
addr: 10.1.102.2 locality=0UT
pert: 0
target:
adde: 0.0.0.0 locality=QUT
port: 0
o8:  idScurcesunkneown type=unknown relevance=unknown
summary: 12 final=true initialAlert=1259899127105390843 summaryType=Regular
alertDetails: Regular Summary: 12 events this interwval ;
riskRatingValue: 56 targetValueRating=medium
threatRatingvalusa: 56
interface: gel_1
protocel: top
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Task 3

Configure signature “ICMP Flood” so that it triggers when level of 50 packets-per-
second is reached. R2 should be used to rate limit the connection speed to 10% of its
GO0/0 interface speed.

The IPS can also re-configure remole devices fo limii the packeis going through them. This can be

m done only on routers and is using MQC (Modwar Quality of Service Command Line Interface) fo
configure that. Simply speaking when the Reguesf Rate Limit action is triggered for the signaiture,
the IPS sands ouf a couple of commands fo the roufer with fraffic policing configuration. There is
no opfion thal using fraffic shaping non-conformed fraffic will be dropped.

Con ration
Complete these steps:
Step 1 |IPS configuration.

1. Go to Configuration 2 Sensor Management = Blocking Devices,
highlight entry for R2 device and click Edit.

Idanty tha bied-arg desiean il B narss thould raraoe. Spaoiy tha daoe o ol Fon sach beching deace. ¥ ipao-am
S5H DES o 33H-ICES Fow 3 blockineg dervice, sucd ey publc ke of dhes Bochineg ikevece bo thes tebly of 350 Eraesn Host Keryes, & single
ST G TR T e, Lk Wikiphy Senesor Conof bt Cofigun @ Sngka dirace, Il Cois, US4 B Neeher
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2. Select Rate Limit checkbox.

Page 127 of 409




CCIE SECURTY v4 Lab Workbook

i Edit Blocking Pevice

IP Addrass: 10,1102
Sersoe's NAT Adoress [optional:
Device Lagin Profie: A2 -

Divvice Type: oo Roubsr * |

Cammuarication: Telne: -

ik I Cancel I Helo I

3. Go to Configuration 2 Policies 2 sig0 2 Active Signatures. From
Filter drop-down list select Sig Name and enter “icmp flood" string.
Then click on Filter button. Highlight the signature ID 2152/0 and click
on Enable.

& ek aions (@ Enable [ Dibln ¥ Padore Dofedk W on ek Badd [0 Bl corw  JE-
Pt [5] b = sonp Aood Fos | Cewr Ol Sigrashues Wiand

Tkl a8 Gashlad ACNT ot Gonshuest 2057 Enshlad ot Cashesn 60T

. s Aest | atewesd. |

Theses ks e b ke st abs] i the e, BT BT ﬂ

4. Then click on Edit Actions and check Produce Alert and Request Rate
Limit actions from the list. Click OK.
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Click on Edit button and set Engine/Event Action settings/External
Rate Limit Type/External Rate Limit Percentage to 10. The Rate item
should be set to 50. Click OK and Apply the changes.
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Verification

Rliping 10.1.102.10 rep 100

Type escape seguence to abort.
Sending 100, 100-byte ICMF Echos to 10.1.102.10, timeout is 2 seconds:
TRRnnennrnn e nnneeennnnnnnenenl

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/4 ms
RL#

The ping is sucoassful, s&e if this traffic was matohed by the polioar.

B2 §sh policy-map interface g0/0
Gigabi tEthernetd/ 0

Service-policy input: IDS RL POLICY MAF 1

Clags-map: IDS_RL_CLASS MAP icmp-xxBx-8-10 1 (match-any}
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bpe
Match: access—group name IDS_RI,_ RCL_icmp-xaBx-8-10_1
0 packets, 0 bytes
5 minute rate 0 bps
police:
cir 10 &
cir 100000000 bps, bc 3125000 bytes
conformed 0 packets, 0 bytes; actions:
transmit
exceeded 0 packets, 0 bytes; acticns:
drep
conformed 0 bps, exceed 0 bps

Class-map: clasa-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any

KHe it wasn't! Why? This is bacause the router was reconfigured by the IPS when
the signature was triggered. Thus, it took some time to enable rate limiting on
the router.

Try to ping again and see now everything is OK.

Flé#ping 10.1.102.10 rep 100

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 10.1.102.10, timeocut is 2 seconds:
g RRRRRR R R RR R RRRRELR PR RR LR RRRRR LR LTRR TR RRRRRLR LR RRLIRLRRRLIRRIRHRHIII L

Success rate is 100 percent (100/100), round-trip min/avg/maz = 1/2/4 ms
RL#
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R2é#sh policy-map interface g0/0
Gigabi tEtherneti/ 0

Service-policy input: IDS RL POLICY MAP 1

Class-map: IDS_RL CLASS MAP icmp-xxBx-8-10_1 (match-any)
100 packets, 11400 bytes
5 minute offered rate 2000 bps, drop rate 0 bps
Match: access-group name IDS RI, ACL icmp-zzBx-8-10_1
100 packets, 11400 bLytes
5 minute rate 2000 bps
police:
cir 10 %
cir 100000000 bps, bec 3125000 bytes
conformed 100 packets, 11400 bytes; actiona:
transmit
exceeded 0 packets, 0 bytes; actions:
drop
conformed 2000 bps, excesd 0 bps

Class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any

How all packets have been matched and conformed to the policy configured.

Go to Monitoring - Time-Based Actions =2 Rate Limits and check if you see the Rate Limit for
ICMP.

-HIH-!lh

T Tha radw it antabinban tra raceram parcant of raFse of et e orsschieds bsbeg inberf s
%mmﬁ Frobacol | Rabe | Sourcs [P | Source Pot: | Desthatia... | Destrsson ... | Data Mrutes | Tireot

Risining | freniec
Hetrah, Elechs
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Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the fired signature 2152 on the event list.

o Typs | Sere T T, | Sereor Lo Ev e 1o Evenbs ] Fefomnsd Schiorne | Catulle. ..
= 1 3 s

RnfTesh
Laat Uschsbad: 20510 LL: 22:11 AR

Double click on the event to see more details. Here's the text output for event details.

evIidshlert: eventId=lZ59835127105330680 wendor=Ciasco severity=medium
originator:
hostId: CCIE-IES
applame: senscrRApp
appInstanceld: 386
time: Feb 14, 2010 19:20:19% UTC offset=0 timeZone=UTC
signature: description=ICMP Flood id=2152 version=S354 type=other
created=20000101
subsigId: 0
marsCategory: DoS/Hetwork/ICMP
inter faceGroup: wvsl
wvlan: 0
participants:
attacker:
addr: 10.1.100.1 locality=0UT
target:
addr: 10.1.102.10 lecality=0UT
-1 H idSour cesun known typesunknown relevances=relevant
actions:
ratelimi tRequested: true
riskRatingValue: 85 targetValueRating=medium attackRelevanceRating=relewvant
threatRatingvalue: 65
interface: gel_1
protocel: icmp

evidshAlert: eventId=1259899127105330685 wvendor=Cisce severity=medium
origlnator
hostld: CCIE-IES
appHame: sensorhpp
appInstanceId: 386
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time: Feb 14, 2010 19:20:4% UTC offset=0 timeZone=UTC
signature: description=ICMF Floocd id=2152 version=5354 type=other
created=20000101
subsigld: 0
marsCategory: DosS/Hetworlk/ICMP
interfaceGroup: wal
wvlan: 0
participants:
attacker:
addr: 0.0.0.0 locality=0UT
target:
addr: 10.1.102.10 leocality=0UT
-1 H idSource=unknown type—unknown relevance=relevant
summary: 27 finalstruse initialAlert=1255899127105390680 summaryType=Regular
alertDetails: Regular Summary: 27 events this interwal
riskRatingvValue: 85 targetVvalueRating=medium attackRelevanceRating=relevant
threatRatingvalue: 85
interface: gel 1
protocel: icmp
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LAB 2.11. Rules

This lab is based on the configuration from the previous lab

10 A0 VLAN 101 -
— Eon 10.4.101.0/24
VLAN 100 101.100.0/24 VLAH 102 - 10.1.102.0124

Task 1

R4 is an important asset for your company. Configure rules so that R4 will be treated
as High TVR (Target Value Rating) and use risk rating mechanism to enable alerting
with packets dump for every signature getting RR (Risk Rating) between 85 and 89.
You may NOT use an IP address in TVR configuration.

Remove blocking actions for the signature 2004 to test your solution.

IPS Rules is the mo st common method of IPS iuning and is the besi method fo decrease false
positives. There are a couple of rules fo configure depends on what you wan! fo achieve:
=  Evenf Acfion Overrides — use them fo change the aclions assodafed with an ewvenf based
on the calculated risk
- Evwent Acfion Filfers — use them fo remmove specific aclions from an evenf or fo discard an
enfire event and prevent further processing by the sensor. You can also use the variables
that you defined on the Event Variables panel fo group addresses for your fillers.
For example, by specifying the source of traffic that is friggering false positives, you can preven !
the sensor from generating unnecessary alerts.

To make this process more flaxible, there are some variables to be defined and used in the “filters "
and “overrides”. Those variables are:
=  Event Variables - if you wan! to use the same value within multiple filters, vse a variable.
When you change ithe value of the variable, any filter using thait variable Is updated with
the newvalue, Note that you must preface the variable with a dollar sign (3} fo indicate

that you are using a variable rather than a sfring.
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=  Target Value Rating (TWVR) - you can assign a TVR to your network assets. The TVR is one
of the factors used to calculate the risk rating value for each alert. Events with a higher
risk rating trigger more severe signature event actions. These values are avallable:

o Low
o Medium
o High
o Mission Critical
o No Value
[FRisk Rating Sysiem

In confrast fo simplistic alerf raing modeals that are commonly used in the indusiry, Cisco IPS
delivers unigue risk ratings that are assigned fo alerts generafted from the IPS sensors. Therisk
rating Is an integer value in the range from 0 fo 100. The higher the value, the greater the securily
risk of the rigger event for the associated alert. The risk rating is a calculated number that is based
on several components and is used by evenf acion overrides.
There are six valves used fo calculate the risk rating:
Atiack Severity Rating (ASR] - this Is nothing more than the severity level configured for the
signature. The ASR is nol a defermination of the accuracy of the signature definifion. It is only an
indication of the seriousness of the attack. Each of severily has an assoclated numeric value which
the risk rating formula uses for the ASR value:

«  Informational (25

=  Low (50}
= Mediwm (75)
= High (100}

Targef Valve Rating (TVR) — this is a user-configurable value that identifies the importance of a
nefwork assel, through iis IP address. The following are the current numeric values for fthe

configured fargets:
L] Zero (50
=  Low (T5)
= Medium {100)
=  High (150}
®*  Mission Crifical (200)
Signature Fidality Rating (SFR] = this is configurable value on a per-signature basis. It is an

indication of he confidence thal the signalure writer has In the signalure aceuracy: it is nol an
indication of the seriousness of the polential artack. Valld numbers are 0—100.
Attack Relevancy Rating (ARR) - this is a derived value. it is nof configurable. If describes how
relevant the attack is fo the fargef sysftem. For example, a Microsoff web senver (115) buffer overflow
attack is serious. But if if is launched against an Apache server, it is nof relewant. The ralevancy of
any fargel operating sysiam |s defermined af the fme of the aleri. ARR values are:

=  Ralevant (10}

=  Unknown (0}

=  Nof Relevant (10}
Promisciious Delfa (PD) - this value lowers the risk raing of certain aleris in promiscuous mode. K
is configwred on a per-signature basis with numbers of 0—30, The PD is relevant only when the
sensoris in promiscuous mode. When the sensor is inline, the PD is subfracted from the risk rating.
Warch List Rating (WLR) - this is a value of 0-100 derived from Cisco Security Agent (CSA)
Management Center. If the attacker for the alerf is found on the watch list, the WLR for that attacker
is added fo the rating.
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The risk rating is calculated by the following formula:
RR =(ASR *TWVR * SFR) / 10000 + ARR - PD + WLR

Valid nuwmbers are from 0—100.

Configuration
Complete these steps:
Step 1 IPS configuration.

1. Find out the signature ID 2004 (ICMP Echo Request) by filtering Active
Signatures database. Then, click on Edit Actions button and remove
blocking actions. Make sure that Alert Severity is Low.

T

CISCO
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2. Ping R4 from R1 to check if the signature triggers.

Rilping 10.1.101.4
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos te 10.1.101.4, timeocut is 2 seconds:

et
Buccess rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
H1#

Go to Monitoring - Events, check Show past events radio button and select 5
minutes. Then click on View button. See the fired signature 2004 on the event
list.

§F Event Yiewesr

1 o FRO D | LEE 70 | CHF BEdw Riequest
Zamitin, ., Feb 10, 201, Febl.. LZ5S998LZILMEIEET] 1CHF Mood 2192 ratelimitR g, .,

Laat Updatect 2{11)40 12:25:02 FM

o] v | om | we

Double click on the event to see more details. Here's the text output for event
details.

evIidshlert: eventId=1259899127105391670 vendor=Cisco severity=low
originator:
hostId: CCIE-IFS
appHame: senscrApp
appInstanceld: 3288
time: Feb 16, 2010 20:24:46 UTC offset=0 timeZone=UTC
signature: description=ICHMP Echo Request 1id=2004 wersion=51
type=other created=20001127
subsigld: 0
marsCategory: Info/RllSession
interfaceGroup: val
wilan: O
participants:
attacker:
addr: 10.1.100.1 locality=QUT
target:
addr: 10.1.101.4 locality=0UT
L= H idsource=unknown type=unknown relevancesrelevant
riskRatingvalue: 60 targetValueRating=medium
attackRelevanceRating=relevant
threatRatingvalue: &0
interface: ged 0
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protocol: icmp

Se& that Risk Rating is 60 for that alart.

Go to Configuration 2 Policies - Event Action Rules 2 rules0 2
Risk Category (tab) and click Add. Enter “SIGNIFICANT" for the Risk
Name and set the Risk Threshold to 85. Select Yes to activate the risk
level and click OK.

5% add risk Lewel
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Aisk Threshold: EI
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Go to Configuration - Policies - Event Action Rules < rules0 2
Ewvent Variables (tab) and click Add. Create the variable named “R4" of
a type in Address and the Value of 10.1.101.4. This variable will be
used when creating action rules.
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Go to Configuration - Policies - Event Action Rules 2 rules0 -
IPv4 Target Value Rating (tab) and click Add. From the Target Value
Rating (TVR) drop-down list select High and use the variable of "§R4"
in the Target IPv4 Address({es) field. Click OK.

tating
Torgst Wk Babing (T gt =]
Tosgst [P bdisies]l  [For doesnplty, L00T00E B 10, 002 4-40, 10 205
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RFamembar that ¥ou can use variables in the ccmt'.qurnt‘. en. You mist usea
a dellar sign (§) to use the wvariable. Alsc note that you must commit
changeas on the sansor (Apply the changes) bafore using the variable so

that the sensor knows about it before first uss

Go to Configuration < Policies - Event Action Rules < rules0 =
Event Action Override (tab) and click Add, For the Risk Rating named
SIGNIFICANT add an action of Produce Verbose Alert by selecting
Assigned checkbox next to that alert name.
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Verification

Rléping 10.1.101.4

Type escape segquence to abort.
Sending 5, 100-byte ICMP Eches to 10.1.101.4, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms
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Rl#

Go to Monitoring 2 Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the fired signature 2004 on the event list.

w| Typm | SsmorUTC,., | Sermar... Everk T Event= SqlID | Performed fe L, | Depsls..

Lacsk Lipcateads 2111110 1213313 PH

o] v | om | |

Double click on the event to see more detalls. Here's the text output for event details.

evidsflert: aventId=l259835127105391685 wendor=Clace severity=low
originator:
hostId: CCIE-IFS
appHame: sensorhpp
appInstanceld: 386
time: Feb 16, 2010 20:35:22 UTC offset=0 timeZone=UTC
gignature: description=ICMP Echo Request 1id=2004 wversion=sl type=cther
created=20001127
subsigld: 0
marstategory: Info/RllSession
inter faceGroup: wvs
wlan: 0
participants:
attacker:
addr: 10.1.100.1 locality=0UT
target:
addr: 10.1.101.4 locality=R4
T H idSourcesunknown typesunknown relevancesrelevant
triggerFacket:

oooo0D 00 1A ARl BF BC FO OO0 19 30 10 86 18 08 00 45 00 ........ ' P E.
000010 00 &4 75 B1 00 00 FF 01 &8 E1 OA O1 &4 01 OR 01 .du..... h...d...
QoooZ0 85 03 08 00 03 23 00 1F OO0 OO0 00 00 OO OO0 OO B0 &......c000000: :
0oOo030 68 38 ABCDAB CODRE CD AB CD RE CD AB CDORB CD hB...ccsvssscass
000040 AR CD RBCD RB CDRB CD RB CD RB CDRAB CD RB CD .............---
0Oo050 AB CDRE CDAB CDRE CD AB CD AE CD AB CD RAB CD  ...ccccisnnsaneass
0000ED) AB CD ABE CD AE CDRB CD AECD RECDRAE CODRE CD  .........¢c000e--
000070 RE CD
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riskRatingValue: 85 targetValueRating=high attackRelevanceRating=relevant
threatRatingvalue: 85

interface: gel 0O

protocel: icmp

How, as the R4 is treated as a HIGH valued asset, the Risk rating is 85. Hence

some action override can be applied.

Task 2

The ICMP Flood (ID 2152) signature is triggered when pinging R4. Configure Event
Action Filters to subtract Rate Limiting action from triggered signature when the ping
is issued from R1.

Action Filters are used fo subtract some actions from the signature. If we do nof want fo trigger
M some aciions on the signatures friggered for specific host, we can subfract those acfions here.

Configuration
Complete these steps:

Step 1 Before any configuration.

Before configuring the solufion:

Fl#ping 10.1.101.4 pep 100

Type ascape segquence to abort.

Sending 100, 100-byte ICHMF Echos to 10.1.101.4, timecut is 2 seconds:
PR RRR R R R R R RN

TR nnnnnnnnnntnl
Success rate is 100 percent (100/100), round-trip min/favg/max = 1/2/4 ms

Go to Monitoring - Events, check Show past events radio button and select 5
minutes. Then click on View button. See the signature ID 2152 on the event
list.
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Double click on the event to see more details. Here's the text output for event
detalls.

avidsflert: eventId=1259899127105391695 wvendor=Ciaco severity=medium
eriginator:
hostld: CCIE-IFS
appHame: sensorhpp
appInstanceId: 386
time: Feb 16, 2010 20:48:14 UTC offset=0 timeZone=UTC
signature: description=ICHMF Flood 1id=2152 wversion=85354 type=other
created=20000101
subsigld: O
marsCategory: DoS/Hetwork/ICHP
inter faceGroup: val
wlan: 0
participants:
attacker:
addr: 10.1.100.1 lecality=0UT
target:
addr: 10.1.101.4 lecality=R4
-1 H idscurcesunknown typesunknown relevancesrelevant
actions:
denyPacketRequestediotPerformed: true

This is becaise there is Event Action Override confiqured for HIGHRISK
signatures which automatically enforces an action of Deny Facket
Inline. As in our example we use promiscuocus mode, this reguest is

ignored

ratelimitRequested: trua
riskRatingValue: 100 targetValusRating=high
attackRelevanceRating=relevant
threatRatingvalue: 80
interface: gel 1
protocel: icmp

The Rate Limit action is taking place. Let's change that
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Step 2 IPS configuration.

fl

Go to Configuration - Policies - Event Action Rules 2 rules0 2
Event Action Filters {tab) and click Add. Configure the filter for ICMP
Flood signature {ID 2152) to substract “Request Rate Limit" action
from the signature when trigger due to RT (10.1.101.1) attack.

it Add Event Action Filter

fame: [AL1-1CMP-FLOGD
Ersbled: i Y=g Mo
Signaturs [0 HEH

Subeignanure I0: [0-253

Acarker addrese:  [1001.10001

fzacker Part: [p-e552s

Mickin Address: [10.1.1004

‘lictim Part: |I]-EESSE

Flish Rakbimeg: II]_ to IE

Actiors bo Subbract : |F.=q.|=:|: Aete Lirmit E’
Move Dpbione e B
Activa: a5 (" Mo

Dany Parcentaga: [100

Stop on Match: o vas  (F po

Commenis: |

s I Cancel I Help
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Veri n

Rliping 10.1.101.4 rep 100

Type ascape sequence to abort.
Sending 100, 100-byte ICMF Echos to 10.1.101.4, timeout is 2 seconds:

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/2/4 ms

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the signature ID 2152 on the event list,

% Evenl Viewer

[ #] wme [sensorinc..[serseria. | Ever: 1T | ewn=  |[sgie[pskne..]| Come.. |
L sheriilo.,, FebLh, 200, Feb 10, 2.0 LES8BF9127 100371703 FoHF Echo Feg,., 2004
mhsrt -y 1f 1 T 3 157 &

Refresh |

Last Upchated: 2111110 1254:13 PH
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Double click on the event to see more detalls. Here's the text output for event detalls.

evIidshlert: eventId=lZ59835127105391704 wendor=Ciasco severity=medium
originator:
hostId: CCIE-IES
applame: sensorApp
appInstanceld: 386
time: Feb 16, 2010 20:55:56 UTC offset=0 timeZone=UTC
gignature: description=ICMP Flood id=2152 version=33534 type=other
created=20000101
subsigld: 0
marsCategory: DoS/Hetwork/ICMP
inter faceGroup: wvsl
wvlan: 0
participants:
attacker:
addr: 10.1.100.1 locality=0UT
target:
addr: 10.1.101.4 locality=R4
[-T-H idSsurces=unknown type=unknown relevance=relevant
actions:
denyPacketRequesteddotPerformed: true
riskRatingValue: 100 targetValueRating=high attackRelevanceRating=relewvant
threatRatingvalue: 100
interface: gel 1
protocel: icmp

Kete that there is no Rate Limiting action applied!

Let's ping from anothar IF address.

Ridping 10.1.101.4 rep 100

Type escape sequence to abort.
Sending 5, l100-byte ICMP Echos to 10.1.101. 3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms
Rz M

Go to Monitoring 2 Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the signature ID 2152 on the event list.
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% Evenl Viewsi
#| tme [ sensoeinc. [Sersor Lo Everk ID |  evars  [5pip [Peefomen| Cotsie. |
L ek, Peb L, 200, Peb 16, 2. LZS3Fe9127 108091703 KHFEcho Feg,.. 2004
Z abertm.., Peb L6, 200, Feb 16, 2. LZ5RRE91Z7 105391704 HP Food 2152 denyFak. .

Jabetilo,, Peb Lo, 200, Pebo16, 20 LEWSEESI1IFI0SIRITON KOAF Echo Reg,. . 2004
4 sertilo.,, Peb LA, 200, Peb 19, 2., LZS9F91ZF 105351708 KCHF Echo Ren,.. 2004

Refresh |

Last Lipdated; 2110130 12:56:36 PH

Double click on the event to see more details. Here's the text output for event details.

evidsAlert: aventId=1259899127105391709 wvendor=Cisce severity=medium
eriginater:
hostld: CCIE-IES
appHame: sensorhpp
appInstanceId: 386
time: PFeb 16, 2010 20:58:17 UTC offset=0 timeZone=UTC
signaturae: description=ICMPF Flood id=2152 wersion=5354 type=cther
created=20000101
subsigld: 0
marsCategory: DoS/Hetwork/ICHMP
interfaceGroup: wval

wlan: 0
participants:
attacker:
addr: 10.1.102.2 locality=OoUT
target:
addr: 10.1.101.4 locality=R4
o8 idSourcesunknown type=unknown relewvance=relewvant
actions:

denyPacketRequestediotPerformed: true
ratelimi tRequested: true
riskRatingValue: 100 targetValueRating=high attackRelevanceRatingsrelevant
threatRatingValue: 80
interface: geld 1
protocel: icmp

NHote that there is Rate Limit action applied to the IOMP Flood criginated from R2
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LAB 2.12. Anomaly Detection

This lab is based on the configuration from the previous lab

e
4 -
L R4
10 A0 VLAN 101 -
- P 10.1.101.024

VLAN 100- 101900024 VLAN 102 - 1049020724

Task 1
Configure Anomaly Detection (ad0) engine with the following characteristics:

L

Knowledge learing must start every workday (Mo-Fri) at 9am

A vulnerability assessment tool at IP address of 10.1.100.100 must be
excluded from anomaly detection learning and detection

Your internal zone consists of 10.1.101.0/24 valid host IP addresses

Scanner threshold for TELNET protocol (TCP/23) must be set to 100 with a
custom histogram of L=12 M=8 H=2

Scanner threshold for ICMP protocol must be set to 50

lllegal IP addresses in your network are from Class E address space

Anomaly detection (AD) features allow you fo initially sef the IPS device into learning mode which

m samples lows fraversing your IPS appliance and establishes a baseline of known normal fraffic

flows. When fraffic flow deviates from what is expected, the anomaly defection engine will respond
fo the deviation by either dropping fraffic or nofifying securily responders of the anomalous
behavior.

In general the AD angine looks for behavior on the network that is indicative that scanning worm s
present on the neiwork. This detection engine is nof based on predefined sign atures instead it's
based on nefwork behavior.

Learnin
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The fundamental objective of lsarming mode is (o establish normal behavior of the nalwork.
Learning mode keeps frack of behavior that may be attributed to worm scanning behavior such as.
&  TCP SYN packets that are nof followed by a flow
=  UDP packets that are nof followed by flows
= 1CMP packeis thaf display scanning fype behavior
Ilegal IP address desfinations, such as private addresses that aren'f parf of your nefwork, bogon
addresses, addresses thal are in predefined zones and showld not be accessed by the host
sourclng the packel.

The network profile, called a histogram, is a fable with an entry for every TCP and UDFP destination
port which carries significanf nefwork fraffic. An enftry in the fable describes not just a single
threshold, buf a complefe histogram of the highest scan raltes observed on this desfination port.
This might mean that on HTTP we don't expect any source IP to make falled connection aftempis fo
maore than § different destination within a single one minute time interval; and that on ports
associated with Kezea, we don'f expect fo see concurrenfly more than 3 source IP's each making
mare than 5 failed connection affempfs during & single given one minute inferval.

By building this histogram profile of the network during guiet periods, when a certain source of sef
of sources becomes infected with worm, very guick and accurate defection is possible, since the
network behavior for that port will immediately differ from the one cbserved during p eace-time.

E. le for ice 80:
Default Histogram =
# Source lps 18 & 2
# Destination IPs 5 20 100
Default Scanner threshold = 120
This means that:
=  From a single source we do nol expect o see morse than 120 un-sstablished conneclions
fo differeni destination IPs.

=  We do not expect fo see more than 18 sources generale un-established connections fo §
ormore different destinations
L We do hot expect fo see more than 6 sources generale un-esfablished conneclions fo 20
ormore diffarent destinations
= We do not expec! lo see more than 2 sources generale un-esiablished connections fo 100
ormaore different destinations
All values are for 60 seconds durafion.

Deteclion
Basically AD detection mode kicks after a learned baseline is established. Detection uses the
following charactleristics:
=  AD monitors the nefwork fraffic and looks for wormscanners by comparing fraffic fo the
Knowledge Base hisfograms' and scanners’ threshold
=  Once ascanner thrashold is violated an aleri is iriggered for the appropriate signaiure
=  QOnce an histogram thrashold is crossed the service is considered fo be under worm
aftack
& AD will try to detect and report infected hosts

Configuration
Each AD configuration incidents contains the following elaments:
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Scheduler - schedule learmning mode and how often you want o save an AD knowledge
database.

Zones'IP addresses — define zones and valid IP addresses assodated with those zones
1P addresses fo ignore - defining IP addresses that can be ignored, such as scanning the
worksiafions that are being used by approved corporafe securify scanners

Services' histograms and scanner threshold - manually defined thresholds and
paramealers for sach service in histogram

AD uses nine signaiures for aleris. The signaiures are in the range 13000 - 13008. Each signaiure
has fwo sub signafures:

0~ Scanner

1— Scannper during worm

AD Zones
The concepl of zones is used in anomaly defection ro help fo decrease false positives. Below is a
summary of how zones are used by the AD engine:

Zone information is used fo sub-divide the nefwork fo achieve lower falze p osifives

A zone is a sel of desiination IP addresses.

An lifegal Zone contains ilegal addresses and'or non allocated addresses,

Traffic toward illegal addresses might be a strong indication of worm activity and you may
wan! fo allow low thresheolds for worm detfection when fraffic destined fo these addresses
are defected.

Infernal Zone confains addresses within the profecfed network

External Zone con tains valid addresses that are nol part of the protected zone

Confiquration

Complete these steps:
Step 1 |IPS configuration.

1. Go to Configuration < Policies - Anomaly Detections < ad( = (tab)
Operation Settings and configure it as follows:
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Go to the {tab) Learning Accept Mode and select “Calendar Schedule”
from the drop-down Schedule list.

Fim
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3. Click Add and set the Start time to 9am.

& Add Start Time

th 1mm 1=

statTmei i ofo0 1 [od getteur duck)
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4. Select workdays (Mo-Fri) from the Days of the Week section.

ﬁl

I Cparation Sattings Lawming feccapt Made | rismed Tore | el 2o | Exberred Zom |
B e Spacify ¥ wd mh e lnarrirg ircoedecios bass tobe ¢ vl landad.
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i F b ot e b
Em
] L |
iF o5
B xmrs
£ Imbani Vawnagng :
- 4 Turaa of Durg s s I
15 Pietwod Sores
e = |
i Sarvican
zem [
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Emw i Daymof the Wask [~ 5 rriay  Thursday
m B Al b e 'd 7 Morek FE
¥ Tuseduy [ Sy
 wWedresds
: _moow | x|
There ks rabcetss key netabsd o He sereo, B P B

Go to the (tab) Internal Zone and configure the range of 10.1.101.1-
10.1.101.254

T

CISCo

Spar stion Satings | Lawring Boceck Meds: D'I-'r-lh-hqnlhlu-r-lh-l
Coafigura He o P schirmesn wnd thrashekde of tha sbamal zore, By defesk, hara s no configured [F scdms For e
inbarresl rove
Garverd | P Protocal | LD *rotoa | Gt ootz |
¥ Enabim tha [réemal Toa
Sarvica Subreste for acanph, 1001005 % 1,10 2. 1-1001002.350)
NIRRT |
: U L
Thewe ks rios koo ke inctalbad o the e, ) st |E|

Then click on TCP Protocol tab under the Internal Zone tab and click
Add bution.

Page 153 of 409




CCIE SECURTY v4 Lab Workbook

L LE.EDE. L T -
fﬂ]“‘“ ii ......... u"’““" Qoo () | Qe D v ! CIsco
[ -

Cparstian %ating1 | Lasming Accapt Meds Drl-r-lh-|:lqulm|u-ulh-|
Coafigur tha P addranman arcdHushaid: of tha rhaml sora, By saf e, bara e rocondgursd IF e btk
rtaral rora.
el TCF Protocd | 0P Protan | Otter Protodss |
 Ersabia tha TCF Probacd
Cwstination Pork M | Cofimsk: Thrashok |
Foit SeviE ST G TR ST Salact il
[Ce ]
Exf
Dot
: I LT
Thewe ks rios koo ke inctalbad o the e, i adnirerTabor |E|

7. Configure the options as follows for port 23:

Bl A Destinakion Port

Diestination Pork Rumier: [35

F Enable the Service
T varide Scanner Setings

Scanne+ Threshold Ilm

~Theashold Hekogram

ruurber of Destnation TP Add-esas| Homber of Soorea 1P Addtessas|  Selctal
=T 12 _l
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8. Change the tab to Other Protcols and click Add to configure the
options for protocol 1 (which is ICMP):

wol Number

Froboool humber: II'

7 Enatle e Service
I Oyemids Scammer Setings

Scanner Threshold: E

Threshold Histogram
ruLinber 0f Cestination [P sdresses [Mumber of Sourm [P Addesses | Sebect Al

B

I

ak Cancel I Help
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9. Go to the {tab) lllegal Zone and configure the range of 240.0.0.1-
255.255.255.254 (which is whole Class E).
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LAB 2.13. Virtual Sensors

This lab is based on the configuration from the previous lab

10 A0 VLAN 101 -
— Eon 10.4.101.0/24
VLAN 100 101.100.0/24 VLAH 102 - 10.1.102.0124

Task 1

Change the configuration of GO/ interface so that it belongs to different Virtual
Sensor and triggers ICMP Flood signature with a High severity. The new virtual
sensor must have separate signature and rules defined. The Anomaly Detection
must be disabled in VLAN 102 and no Action Override happens.

A virtual sensor can monifor mulfiple segmenis, and lef you apply a different policy or configuration
for each virfual sensor within a single physical sensor, You can sef up a different policy per
monitored segment under analysis. You can also apply the same policy instance, for example, sig0,
rulesd, or add, to different viriual sensors. You can assign interfaces, inline interface pairs, inline
VLAN pairs, and VLAN groups fo & virtual sensor,
Virtual sensors have the following advantages:

= You can apply different configurations fo different seis of fraffic.

= You can monifor fwo neftworks with overlapping IP address spaces with one sensor.

=  You can monitor both inside and outside of a firewall or NAT device with one physical

sensor device.

Each virtual sensor consists three components:

=  Signature definition

=  Rules

= Anomaly detection
By default there are sig0, rules0 and adl components but you can create new ones with different
configuration and then assign them fo the new virfual sensor instance. Note thai the default virtual

sensoris "vs0.” You cannof daelefe the defaulf wirtual sensor.
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Configuration
Complete these steps:

Step |PS configuration.
1
1. Go to Configuration 2 Signature Definitions and click Add.
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2. Enter a name for a new Policy (set of signatures). Click OK to finish.

& Add Policy

Folicy Hame: [y Loz

Note that the newly created signature set is not assigned to any V5 yet.

Page 158 of 409




CCIE SECURTY v4 Lab Workbook

varwervng | (0 eek () Forvt | G petren B e cisco
8 o = Plicinn [m]
Yoa 0an ek sl defndionpoboy o oy ok, Ok A et poboy end i Qores 0 ooy oy, Th e the
Py e B v |
_om |
£ )
N
y——
=
Thedek niobeese kay natalsd mn thes e, B aiiraraiTatn |‘E|

3. Go to Configuration 2 Policies 2 SIG-VLAN102 2 Active Signatures.
From Filter drop-down list select Sig Name and enter “icmp flood"
string. Then click on Filter button. Highlight the signature ID 2152/0 and
click on Enable.

| Fedeson @ eubs 3 tabla (b RmbaDsud W Meon Fek Sadd [ oo Bncors JE
_I'uﬂ — rh—ﬁqm =] porofoed Foe O Tk Sgredues weand

There ks ric beeise ke instalsd i thes sered,

4. Select the signature from the list and click Edit. Change the Alert
Severity to High.
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i Edit Sagnature
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5. Go to Configuration 2 Policies - Event Action Rules and click Add.
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6. Enter a name for the Policy (set of rules) and click OK.

P& Addd Policy

Folicy Hans: )| E5-yLAhLCE|

I O

Page 160 of 409




CCIE SECURTY v4 Lab Workbook

Note that the newly created ruleset is not assigned to any VS yet.
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7. Go to Configuration 2 Policies 2 IPS Policies, select “vs0” virtual
sensor on the list and click Edit.
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8. Highlight GigabitEthernetd/T interface on the list and click Remove
button. Then click OK and Apply the changes to the sensor.
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9. Go to Configuration 2 Policies 2 IPS Policies and click Add Virtual
Sensor. Enter a name for virtual sensor i.e. VS-VLAN102. Highlight
GigabitEthernet0/1 interface on the list and click Assign button. Select
SIG-VLAN102 as Signature Definition Policy and RULES-VLAN102 as
Event Action Rules Policy. Uncheck Use Event Action Overrides option
and set AD QOperational Mode to “Inactive”.
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Verification

Fldping 10.1.101.4

Type escape segquence to abort.
Sending 5, l00-byte ICWMF Echos to 10.1.101.4, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/4 ms
Rl

Go to Monitoring - Events, check Show past events radio button and select 5 minutes. Then
click on View button. See there is only Signature ID 2004 on the event list.

=T T

_rath |

Lt Updstad: 2/12)10 202:04 FA

Double click on the event to see more details. Here's the text output for event details.

evIidshlert: eventIcd=l259899127105392089 vendor=Cisco severityslow
originator:
hostld: CCIE-IFS
appHame: sensorApp
appInstanceld: 3286
time: Feb 17, 2010 22:03:54 UTC offset=0 timeZone=UTC
signaturae: description=ICMPF Echo Regquest id=2004 wersiocn=51 type=octher
created=20001127
subsigId: 0
marsCategory: Info/RllSession
interfaceGroup: wal
vian: 0
participants:
attacker:
addr: 10.1.100.1 locality=oUT
target:
addr: 10.1.101.4 locality=Rd
-1 H id8ource=unknown type—unknown relevance=relevant
triggerPacket:
000000 00 1A Al BF BC FO 00 1% 30 10 86 18 08 00 45 00 ........ [ R E.
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000010 00 64 75 CO 00 00 FF 01 68 D2 OAR 01 64 01 OR 01 .du.....h...d...
QO00Z0 65 03 08 00 D5 40 00 22 00 00 00 00 OO 00 11 D7 e....@."........
0oo030 %7 10 ABCDAB CODRE CD AB CD RE CD AB CD RAE CD ... cicisnnnnnnss
000040 AB CD RBECD AE CDRB CD AECD RECDRAE CDRE CD .........c.000a--
000050 RAB CD AB CDRE CODRE CD AB CD RE CD AB CD RB CO ..vcccsccasccns-
Qo060 AB CD AB CD AE CDRE CD AB CD AB CD REB CD AB CD ... ceevcumannnns
000070 RB CD -

riskRatingValue: 85 targetValueRating=high attackRelevanceRating=relevant
threatRatingWValue: 85

interface: gel_0

protocel: icmp

The abowve signature is triggersd by VB0 only as VE-VLAN1OZ has dafault sattings
and the signature 2004 is disabled by default

Fléping 10.1.101.4 rep 120

Type escape sequence to abort.
Sending 120, 100-byte ICHMF Echos to 10.1.101.4, timeocut is 2 seconds:

frrrrennnnnn e nnnenetnnnnn
Success rate is 100 percent (120/120), reund-trip min/avg/max = 1/2/4 ma
Rl§

Go to Monitoring & Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the ICMP Flood signature has triggered.

AT T - BT | Event 1 | Everts | s | Perfamed ... | mt...l
1 shart:ho... . PV, 2120 [ZHP B Aecuest EL

dahrtim,., o Febd?,, LESGEIIEFLIGWELSL [CHF Aood 2LEE derFacketh...,
| + ot Feb LT, 201, Feb 17, LZS9EI2TLIGMZLA [CNF Bho Faquest 2004

Salurt:hi... Fab L7, 20L... Febi?... LESGGENIZ7I0S592154 [CHP Aood 2EE
| babrting, Feb LT 20l Fed?i, LEE9EE9I2TL0GAELE5 ICNF Food 2LE2

Refresh
Last Updakad: ELE)10 21152 PR

Double click on the event to see more details. Here's the text output for event details.

evidshAlert: eventId=125989912710539%2130 wendor=Ciasce sewverity=high
originator:
hostId: CCIE-IFS

appHame: sensorhpp
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appInstanceld: 386
time: PFeb 17, 2010 22:13:20 UTC offset=0 timeZone=UTC
gignature: description=ICMP Flood id=2152 version=3354 type=sther
created=20000101
subsigId: O
marsCategory: DoS/Hetwork/ICHMP
interfaceGroup: VS-VLAN1O0Z
wlan: 0
participants:
attacker:
addr: 10.1.100.1 locality=0UT
target:
addr: 10.1.101.4 locality=0UT
o8 idgsurcesunknown typesunknown relevancesrelevant
riskRatingValue: 100 targetValueRating=medium attackRelevanceRating=relevant
threatRatingWalue: 100
interface: gel_1
protocol: icmp

Hote the serverity is High for that signature and it has triggered on V&-

VLAN1OZ .

evidshAlert: eventId=1259899127105352121 wendor=Cisce severity=medium
originator:
hostId: COCIE-IES
appName: sensorRpp
appInstanceld: 386
time: Feb 17, 2010 22:13:20 UTC offset=0 timeZone=UTC
signature: description=ICMF Flood id=2152 wersion=5354 type=cther
created=20000101
subsigId: 0
marsCategory: DoS/Hetwork/ICHMP
interfaceGroup: wval
wlan: 0
participants:
attacker:
addr: 10.1.100.1 locality=QoUT
target:
addr: 10.1.101.4 locality=R4
o8 idSourcesunknown type=unknown relewvance=relewvant
actions:
denyPacketRequestediotPerformed: true
riskRatingValue: 100 targetValueRating=high attackRelevanceRating=relevant
threatRatingWalue: 100
interface: gel_0
protocol: icmp
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LAB 2.14. Event Summarization

=200

Lad VLAN 101 - Lol
111132 CAC | 4911010124 22.2.2132
— A00 =
2 &
Gl GIM GO
VLAN 100- 10.1.12.0/24 VLAN 200 -10.1.12.0/24
Lab Setup

» R1's FO/0 and R2's G0/0 interface should be configured in VLAN 100 and
VLAN 200 respectively

» PC and IPS Command and Control (C&C) interface should be configured in
VLAN 101

» Configure Telnet on all routers using password “cisco”

» Configure RIPv2 on all devices (except PC and IPS)

IP Addressing

Hostname Interface (ifname) IP address

R1 FO/0 10.1.12.1/24
Lo0 1.1.1.1/32

R2 G0/0 10.1.12.2/24
Lo0 2222132

Task 1

Configure IPS Sensor in inline mode using its G0/0 and G0/1 interfaces configured in
VLAN 100 and VLAN 200 respectively. Use the following initial settings:

Hostname: IPS-CCIE

IP address: 10.1.101.100/24

Default Gateway: 10.1.101.10
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Allowed Hosts: 10.1.101.200

Enable ICMP Echo Request (ID 2004) signature so that it generates only one event
no matter how many ICMP packets it seen.

Enable ICMP Echo Reply (ID 2000) signature so that it summarize events in 10 sec
interval using Victim Address as a key. Also, enable global summarization for this
signature so that it generates global summary event after see 100 ICMP Echo Reply
packets.

Signature engines enable you fo configure signatures by modifying their paramefers. Some
paramefers are common across all engines, and others are specialized for a specific engine.

One of commen signafure properities is Event Counter. When expanded (in signature's properifies)
this displays the paramefers that defermine whether the signaiure fires. The Eveni Counter
paramefers enable you to configure how the sensor counts events. For exampla, you can specify
that you only want the signature fo fire if the activity it detfects happens five imes for the same
address sel within a specified period of ime.

The Eveni Count enables you to prevent the signature from firing unil the number of specified
evenls is seen during the specified alert inferval on the specified Event Counit Key. The defaulf
value s 1.

Event Count Key - is used for counting multiple firings of the signature. This key influences
signature firing by specifying the address sefs on which the Event Counf parameferis based. K has
the following seffings:

L Affacker address

& Antacker address and vietim port

=  Aptacker and viclim addresses

=  Aftacker and vicim addresses and porfs

=  Vicim address

Alert Interval (2-1000) - is the number of seconds during which the Event Count must be met if the
signature is fo fire.

In addifion fo event counbng we may configure Alert Frequency, When expanded, this displays the
parameters for configuring how often the sensor sends an alart to the Evenl Store when the
signaiure is firing. The Alert Frequency paramelars enable you fo control the number of alarms
generated by a specific signature.

Summary Mode - is a fechnigue used fo limif alarm firings. The Summary Mode has the following
setfings:

=  Fire Once: Sends the first alert and then deleles the inspecior

*  Fire All: Sends all alerts

=  Summarize: Sends an inferval summary alerf

=  Global Summarize: Sends a global summary alert

Summary Key- identifies the address sel (o use for counting events for even! summarization. For
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axample, if you want the sensor fo count events based on whether they are from the same attacker,
choose Altacker address as the Summary Key. Summary Key has the following setfings:

=  Aftacker address

=  Antacker address and victim port

= Aftacker and vichim addresses

= Aftacker and viclim addresses and ports

s Vielim address

Global Summary Threshold (1-65535) - This is the number of events reguired fo aufomatically
change the summ ary mode fo Global Summarize. When the alerf rate exceeds this threshold within
the summary inferval, the sensor changes from sending a summary alert fo sending a global
summary alerf. When the rate during the inferval drops below this threshold, the sensor reveris fo
its configured summary mode behavior. A global summary counts the signature firings on all of the
attacker IP addresses and ports and all of the vicim IP addresses and ports.

Summary Interval (1-65535) - defines the period of fme used fo confrol alarm summarization.

Con ration
Complete these steps:
Step1 SWA4 configuration.

W4 (config) linterface FastEthernetd/15
&W4 (config-if) #switchport mode access
EWd (config-if) ¥switchport access vlan 100

oWd (config) dinterface PastEthernet0/16
awd (config-if) #switchport mods access
sW4 (config-if) #switchport access vlan 200

Step 2 |IPS CLI configuration.

sanscr loegin: sises

Password:

N ROT IO Edd &

This produnt contains oryptographio features and is subjeoct to United States
and local country laws governing import, soport, transfer and use. Dalivery

of Cismse aryptographie produsts does mot imply third-party autherity to impork,
axport, distribubs or uss enaryption. Importers, exportars, distributors and
usars are responsible for compliance with U.8. and local counktry laws. By using
this product you agres to comply with applicable laws and regulaticns, If you
ara unabla to comply with U.8. and local laws, meturn this produot immediataly.

A sumary of U, 8, laws governing Cisgo aryptographic products mey be found ak:
hittp:/ fwww, ol sco, comfwwl/export/ crypto/ tool//stgrg . himl

If you require Ffurther assistance pleasse contact us by sending email to
axportiolisoo. com.
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w ik LICEMSE HOTICE &k
Thara is no licensa key installed on tha IFS-4240.

The system will continue to cspearats with the currently installad
signaturs set. A valid license mist ba obtained in ordar to apply
sigrnature updates. Flease go to hitp://www. clisco.comfgo/licensa
to cbtain & new license or install a license,

-—= Basiec Setup ---

=== System Configuration Dialog ===

At any peoint you may enter a question mark '?' for help.
User ctrl-c te abort configuration dialeg at any prompt.
Default settings are in square brackets "[]°".

Current time: Sun Feb 7 20:00:22 2010

Sstup Configuration last modified: Sun Feb 07 20:00:00 2010

Enter host name[senscr]: IFS-CCIE
Enter IF interface[192.168.1.2/24,152.168.1.1]: 10.1.101.100/24,10.1.101.10
Hodify current access list? [ne]: yes
Current access list entries:
Ho antrias
Permit: 10.1.101.200/32
Parmik:
Hodify system cleck settingsa? [ne]:

The fellowing configuratien was entered.

sarvice host

network -settings

hest-ip 10.1.101.100/24,10.1.101.10
host-nama IFS-CCIE
talnat-option disabled
access-list 10.1.101.200/32
fep-timecut 300

ne legin-banner-text

axit

time-zone-sattings

of faat 0
standard-time-zone-namea UTC
exit

summertime-option disabled
ntp-option disablad

axit

[0] Go to the command prompt without saving this config.
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[1] Faturn te setup without saving this config.
[2] Bave this configuration and exit setup.

[3] Continue to Advanced setup.

Enter your selection[3]: 2

=== Configuration Saved ---

Complete the advanced setup using CLI or IDM.
To use IDM,peint your web browser at https://<senscr-ip-address>.

sensoré exi

IF8-CCIE login:

Step 3 IPS GUI configuration.

1. Goto Configuration 2 Interfaces = Interfaces, select
GigabitEthernet0/0 and GigabitEthernet0/1 interfaces and click Enable

£ Ciscn B0
Fin Vaw Hap

& e SRR

ﬁ':(’""* Gmbifthemetllz Mo Toiopper]  Subn o [ JET—
b EhamstlEl Rio  Teiopps] Al T o -

o e S0

[ pokien

3 P—

T

. o

Thewe ks rios koo ke inctalbad o the e,

2. Goto Configuration 2 Interfaces 2 Interface Pairs and click Add.
Enter a name for Interface Pair and select G0/0 and G0/1 interface on

the list. Click OK.
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Inbwrfacs Far flarsa: 'm.p\up

e

fa gt e T2
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[rdeifaes
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%4 VLAN Rairs
4 VLAN Groups
By
bl TrodTic Foea Wt stione
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lsp, oy 0y
Elk—-!-_—t |
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Thare ks ra e ke et lsd i the seeaa,

3. Goto Configuration 2 Policies = IPS Policies, select “vs0” virtual
sensor on the list and click Edit. Highlight Inkine Interface Pair on the
list and click Assign button. Then click OK and Apply the changes to

the sensor.
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4. Go to Configuration - Policles = sig0 - Active Signatures. From
Filter drop-down list select Sig ID and enter “2004" string. Then click

on Filter button.

Highlight the signature ID 2004/0 and click on Enable.
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Then Apply the changes to the sensor.
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5. Highlight the signature 2004 on the list and click Edit. Change the
Summary Mode to “Fire Once” and click OK.
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Verification

Blipi 10.1.12.2 rep 5

Type ascape seguence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.12.2, timeout is 2 seconds:
1

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms

Flépi 10.1.12.2 mep 100

Type ascape segquence to abort.
Sending 100, 100-byte ICMP Echos to 10.1.12.2, timeocut is 2 seconds:

TLirrnnnnnnnnnnnnnnnnnnnnnnnni
Success rate is 100 percent (100/100), round=-trip min/avg/max = 1/2/4 ms
R1#

Go to Monitoring - Events, check Show past events radio button and select 5 minutes. Then
click on View button. See that there is only one event for signature |D 2004 on the event list.

# Type | Sancor UTC T, | Saeor L., Evark [ Everbs Sq10 [Perfomead.at.,.| Dbl

_paen |

Lok Updetact 2(14/00 LOB:ASFA

Double click on the event to see more details. Here's the text output for event details.

evidshlert: aventId=l259005947105390362 vendor=Cisce severitysinformational
originator:

hostId: IPS—CCIE
BppName: sensorApp
appInstanceld: 386
time: Feb 1%, 2010 21:08:58 UTC offset=0 timefonesUTC

signature: description=ICMF Echo Regquest id=2004 wersicn=51 type=octher
created=20001127

subsigId: 0
marsCategory: Info/RllSession
interfaceGroup: wal
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vlan: 0
participants:
attacker:
addr: 10.1.12.1 loecality=0UT
target:
addr: 10.1.12.2 locality=0UT
o8 idsourcesunknown typesunknown relevancesrelewvant
riskRatingValue: 35 targetValueRating=medium attackRelevanceRating=relewvant
threatRatingWalue: 35
interface: gel_0
protocoel: icmp

Con ration
Complete these steps:
Step 4 |IPS GUI configuration.

1. Go to Configuration 2 Policies - sig0 - Active Signatures. From
Filter drop-down list select Sig ID and enter “2000” string. Then click
on Filter button. Highight the signature ID 2000/ and click on Enable.
Then Apply the changes to the sensor.

i ritar: [ =] [0 Fits |cher| ) Soratues W

= Felly
=i Hye |E|dhd] Servmiby I R
i oo XN [P Echa Freghy & whor. i 2 g, et -

5 e
B xmrs

5 Jutand Memsong
5 LN Protoad

Thees = ne b ke inctabsd i the e, e Lo i ﬂ

2. Highlight the signature on the list and click Edit. Change Event
counter/Event Count Key to “Victim address ", Change the settings
under Alert Frequency/Summary Mode as follows:
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[0 Pararsmbar uses s Dufut Uskem, Cick bhe vahm Fakd bo st tha valus,
# Paremeber ussy 4 Usar-Disfines Walm, Chick Hs icon b restore the def sl val,
o Cancel | Help ]
Veri n
Bl #sh aleck
21:13:10.187 UTC Fri Feb 1% 2010
Flépi 10.1.12.2 rep 5§
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.12.2, timeout is 2 seconds:
1l
Success rate is 100 percent (5/5), round=-trip minfavg/max = 1/2/4 ms
Flépd 10.1.12.2 rep 5
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.12.2, timeout is 2 seconds:
el
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms
Bliésh clock
21:13:26.203 UTC Fri Feb 1% 2010 € 16 seconds after the first packet

Rldpi 10.1.12.2 rep §
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Type escape seguence to abort.
Sending 5, l00-byte ICWMF Echos to 10.1.12.2, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/4 ms

Fl#pi 10.1.12.2 rep 100

Type escape segquence to abort.

Sending 100, 100-byte ICHMF Echos to 10.1.12.2, timecut is 2 seconds:
AR IR E R R R R R R RN RN I R R R RN NN R RN NN R RN NN NN e aINY

TLirrnnnnnnnnnnnnnnnnnnnnnnnnl
Success rate is 100 percent (100/100), round-trip min/avg/max = 1/2/4 ms

R1#

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. There is only one event for ICMP Echo Request and four for ICMP Echo
Reply..

IF Eersk Vorwar (]
#| mps |Sworurcr.. | Seo.. Fvart D [ 3D | Performed Act...|  [etsk...
T akrtinf,,. Peh13,2000.. ., Peb 1., 1250FHTLEEIN0T 10 Bcho Reply 2000
3alertinf,,, Pob 13, 200, Peb 1., 125930HTLIEEIN0N 10 Echo Feply 200
+alertinf,,,  Peb 13, 20000, Peb 1., 12533057 LRGN 10 Bcho Reply 2000
5 alertinf,. Peb 19, 70L0.., Peb 1., 125599057 LETI9008] 109 Echao Rephy 20

Rafresh

Last Updated 1 21410 Lid Li4d P

] | o= |_ws |

only one ICMF Echo Request because of Fire Onoe summary mode:

evidshlert: eventId=l1259305947105390376 wvendor=Clisce severity=informational
originator:
hestld: IPS—CCIE
appiams: sensorApp
appInstanceld: 386
time: Feb 1%, 2010 21:12:22 UTC offset=0 timeRone=UTC
signature: description=ICMF Echo Request id=2004 versioen=51 type=cther
created=20001127
subsigld: 0
marsCategory: Info/RllSession
inter faceGroup: wvsl
vlan: 0
participants:
attacker:
addr: 10.1.12.1 locality=0UT
target:
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addr: 10.1.12.2 leocality=0UT

os: idSource=unknown typesunknown relevance=relevant
rigkRatingValue: 35 targetValueRating=medium attackRelevanceRating=relevant
threatRatingWalue: 35
interface: gel 0
protocol: icmp

First ICHF Echo Reply:

evidshlert: eventId=1252205247105320377 wendor=Cisce severity=informaticnal
originator:
hostId: IPS-CCIE
applame: sensoERPE
applnstanceld: 386
time: Feb 1%, 2010 21:12:22 UTC offser=0 timeZone=UTC
signature: description=ICMFP Echo Reply id=2000 wersion=31 type=octher
created=20001127
subaigIid: O
marsCategory: Info/RllSession
interfaceGroup: wal
vian: 0
participants:
attacker:
adde: 10.1.12.2 locality=QUT
target:
addr: 10.1.12.1 locality=0QUT
[:1-H idSpurce=unknown type=unknown relevance=relewvant
rigkRatingvValue: 35 targetValueRating=medium attackRelevanceRating=relevant
threatRatingWalue: 35
interface: gel_1
protocel: icmp

Summary for first two ping commands (10 packets) because both commands hawve
bean entered within 10 seconds Summary Interval. Hote that there is only an IF
address of the wictim. This is because the summary key is set te Victim

Address.

evidsAlert: ewentId=12559059471053%0378 wendor=Cisce severity=informational
originator:
hostlid: IPS-CCIE
appHame: sensorhpp
appInstanceld: 386
time: Feb 19, 2010 21:12:32 UTC offset=0 timeZone=UTC
gignature: description=ICMP Echo Reply 1id=2000 wersicn=81 type=sther
created=20001127
subsigid: O
marsCategory: Info/RAllSession
interfaceGroup: wval
wvlan: 0
participants:
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attacker:
addr: 0.0.0.0 locality=0UT
target:
addr: 10.1.12.1 lecality=0UT
o8: idsource=unknown type=unknown relevance=relevant
summary: 10 final=true initialAlert=1255%%0535%47105390377 summaryType=Regular
alertDetails: Regular Summary: 10 events this interwval ;
riskRatingValue: 35 targetValueRating=medium attackRelevanceRating=relewvant
threatRatingWalue: 35
interface: gel_1
protocoel: icmp

This is first IOMF Eche Reply packet which has been sesn 16 seconds after
previsus ping commands (Global summary thresheld is set te 10 seconds) .

evidasflert: aventId=l255305947105330373 wendor=Clace severity=informational
originator:
hostld: IES=-CCIE
applama: sensorApp
appInstanceld: 386
time: Feb 1%, 2010 21:12:38 UTC offset=0 timeZone=UTC
signature: descripticn=ICHMFP Echo Reply id=2000 wersion=51 type=cther
created=z0001127
subsigld: 0
maraCategory: Info/RllSsasion
inter faceGroup: wsl
wlan: 0
participants:
attacker:
addr: 10.1.12.2 locality=0UT
target:
addr: 10.1.12.1 leocality=0UT
LT H idSource=unknown typesunknown relevance=relevant
rigkRatingValue: 35 targetValueRating=medium attackRelevanceRating=relevant
threatRatingValue: 35
interface: gel 1
pretocel: icmp

After 10 seconds the IPS starts global summarizing fer the signature ID 2000.
Hense 5 packets + 100 packets egqual 105 ICMP Eche Reply packets summarized.

Kote that there are no Attacker/Victim IF addresses for Global Summary event.

evidshAlert: ewventId=12555055471053%0380 wendor=Cisce severity=informational
originator:
heatld: IPS=CCIE
appHams: sensocrBpp
appInstanceld: 386
time: Feb 1%, 2010 21:12:48 UTC offset=0 timeZone=UTC
gignature: description=ICMP Echo Reply 1id=2000 wersion=s31 type=other
created=20001127
subsigld: O
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marsCategory: Info/AllSession
inter faceGroup: wvsl
wvlan: 0
participants:
attacker:
addr: 0.0.0.0 locality=0UT
target:
addr: 0.0.0.0 locality=0UT
-1 H id8Source=unknown type—unknown relevance=unknown
summary: 105 final=true initialAlert=125%3059471053%037% summaryType=Glcbal
alertDetails: Global Summary: 105 events this interval ;
riskRatingValue: 25 targetValueRating=medium
threatRatingvalue: 25
interface: geld 1
protocel: icmp
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LAB 2.15. Application Inspection and Logging

This lab is based on the configuration from the previous lab

Lob 2001\ Ant01 - Lol
CaC 222232
14447352 10.1101.0/24
Siknlitenlunhior] Aoo P
T
A -2
Fom G0 GIH Gon
VLAN 100 - 101120124 VLAN 200 -10.1.12.0/24

Configure deep packets inspection for HTTP so that it blocks CONNECT method
used by connections to port TCP/8100 in addition to the standard HTTP ports
configured. You may use default signature id of 12678 to accomplish this task.
Enable FTP packets inspection as well.

The AIC angines, AIC HTTP and AIC FTP, provide Layer 4 to Layer T packef inspection for HTTP and
FTP. By iuning the buili-in AIC engine signaiures, you can creale granular policies for HTTP and
FTP. The AIC engines can inspect HTTP fraffic when it is received on AIC web ports. If traiffic is web
traffic buf is nof received on a designafed AIC web porf, the SERVICE HTTF engine is execuled

To use the AIC engines, you musf firsf enable Applicafion Policy enforcement. Applicafion Policy
enforcement is disabled by defauli for both HTTP and FTP. I you enable Application Policy
enforcement for these profocols, the sensor checks o be sure that the fraffic is compllant with their
respective RFCs. Nofe that the AIC HTTF engine is 8 supersef of the SERVICE HTTF engine. If
enabled, the AIC HTTP engine handles the tradifional SERVICE HTTP signatures.

AIC FTP Engine Capah iithes:
=  Confrols which recognized FTP commands are permitted infto the network

=  Confrols whether unrecognized FTP commands are permitfed into the nefwork
The AIC FTP engine confrols the following fypes of signatures:
= Define FIP command: Used fo associate an acfion with a specific FTP command
=  Unrecognized FTP command: Used fo have the sensor take an action when it defects an
FTP command that is nol recognized
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=  Enforces RFC compliance

=  Authorizes and enforces HTTP request methods

= Validates response messages

=  Enforces MIME iypes

= Validates fransfer encoding fypes

= Confrols content based on message confent and fype of data being fransferred
=  Enforces URI length

=  Enforces message size according o policy configured and the header

=  Enforces funnding, peer-fo-peer, and instant messaging applicafons

Configuration
Complete these steps:

Step 1 IPS configuration.

1. Go to Configuration - Policies - Signature Definintions - sig0 >
Active Signatures - Advanced... & Signature Variables (tab) and
click Edit.
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2. Add 8100-8100 to the list of ports.
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3. Go to Miscellaneous tab and set “Yes" on Enable FTP option, Click
OK.
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4. Go to configuration 2 Policies - Signature Definitions 2 sig0 >
Active Signatures. From Filter drop-down list select “Engine™ and
“AIC HTTP" from the corresponding drop-down list. Then click on
Fifter button. Find the signature ID 12678 “Define request Method
CONNECT" and enable it,

_ﬁu:m[“ 2| Erdason @ Enebs (@ Cesia b Peboe Defut W M [T @odd [ Do Bpcors e
e I e - | 2 | v ) ¥ |
Em m-.| i | I”""Im|¥ et rd L™
(& (%] e - T e wr
& oos L26TE Feuest Mathod Mot Recogriesd F Lea B A g et |:||:m-ﬁ
Enld I24TTD Dufira Aspumt: Mathod Alwasd FUT r Ly B w5 At Do
= R — O T
I Itard Vawacrg L2THD Dol Aopusst FMothod GELETE (] [ T @ Car
Ewr: meli L26EINT  Defines FLaqusst Phsthod GET r Lea B g, et & Car
£ L26EID Define Peguest Method HEAD r Lea B WE et QN Cor
I Cthar Servican 262D clafines-racqusst-resthod OPTICHS [l L B a0y et & Cor
&> I24ET  Dufira st Mathod POST r LA B 0 5 dhert & o
5% Arcorrapmranny LB Dufires Poguast Mrthod TRACE r Lm " 0 g, Mt @ Canr
1 Prteaszs L26EET Fegogrized transter ancodng F Lea B U At @ Car
i o Tion LSETD Dedwe Trardes-Encoding defiede r Lea B et Car
i || | oebra Tebm-Ereeirg ety F Lea B Mg st G o
4l | * |B5T  Dufirm Tranfar-Ercodng Cospram L B 0 G5 et & ot
1240000 DwFiras Tranker-Ereoding G r [ [l 40 5 et & Conr
&WW L2661 Define Trander-Encoding Cunked r Lea B N et Car
i & 1266411 Chunded Teanfer Encodng Ernos r Lea B W et QN Cor
- |50 Dubra A gt Plthod Indes r L B -I:ﬁm-t & Cor
Ty |.ain|'u Dnfire Asqumnt: Mathod Mo r LA | B W05 dat ] =
A L]
] T 1596 Agtsa Sgnaurm: 2133 Ersbiad fedran Samaburan: 199
E o T M |
There ks rarbcesse key netasd o the sereon, B P B

Verification

Enable HTTP Server on R2 on port 8100 (to be able to verify the solution).
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R2 (config)#ip http port 8100
B2 (config)#ip http server

Fli#tel 10.1.12.2 8100

Trying 10.1.12.2, Bl00 ... Open
CONMHNECT 2.2.2.2:23

<...segsion freezes...>

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the signature 12678 on the event list.

Lk Lipelabmd: 3(15/°10 12:54:22 AW

Double click on the event to see more details. Here's the text output for event details.

evidsAlert: aventId=1255205247105350571 wendor=~Cisce severity=low
eriginater:
hostId: IFS-CCIE
appHame: sensorhpp
appInstanceld: 386
time: Feb 20, 2010 08:53:46 UTC offset=0 timeZones=UTC
signature: description=Define Request Method COMMECT id=12678 wersion=514%
type—other created=20050304
subsigId: 0
sighetails: Define Regquest Method OCOMNECT
marsCategory: Info/Misc
interfaceGroup: wvsl
vlan: 0
participants:
attacker:
addr: 10.1.12.1 locality=0UT
port: 49&48
target:
addr: 10.1.12.2 lecality=0UT
port: 8100
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[:T-H idSource—unknown type—unknown relevance=relewvant
actions:
deniedFlow: true
riskRatingValue: 50 targetValueRating=medium attackRelevanceRating=relevant
threatRatingvalue: 15
interface: gel_0
protocol: teop

Sassion freezes dus to Deny Connection Inline action configured on “Define

Request Method CONMNECT* signaturs

Task 2

Configure IPS so that it logs all TELNET sessions (TCP/23) in order to see user
passwords and store them in PCAP format on the sensor. Ensure that no more than
100 packets or 100Kb is logged for each session. Packets logging must be finish
after 60 seconds. You should create custom signature to accomplish this task.

Configuration
Complete these steps:
Step 1 IPS configuration.

* Goto Configuration - Policies - Signature Definintlons 2 sigd >
Active Signatures 2 Advanced... 2 Miscellaneous (tab) and set IP
Log settings as follows:

& Enabi=HT TP -1
[ Ma= HTTF Regquests 10
& LI Web Pats EO0-EL0 08,2050, L7822 B 8 DNCHI000, BT 0 -8 0, e,
' Erabda FTP [
=+ Frapresnt P sesembly
O P Rearsavbly Mode HT
=) Shraam Piasrsanbhy
=1 TCF Hendchsos Reguired L3
O TCP Reassanbly Made St
=H1P Log
L ®MeiFlgkxes  fo
¥ F Log Time 1]
& Max F Log Bries 1000
[ Pararsetar Lse thie Defal Wakiss, Clids b vl £l o edit e vabm.
W Parareetar G 3 Lkor-Dafired Yakie. ChckHha kontn radone tha defaik vakic

o Cancal rla
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Go to Configuration < Policies = sigd < Active Signatures and click
on Signature Wizard. Select Atomic IP from the drop-down list and
click Next.

‘isdrome bo the Custom Signaturs Wizerd, This wizard wil guide vou through the process of definng
| aruston sigrahre.

F T ™ U I~ I

Enter the name for new signature, make some Notes and Comments
and click on Next.

Sigrabee identificaton parameaters identfy and desodbe e sgnatuns, but do not affert e

| sgnaturs behmwior. You mist spedfy 8 Signatne 100and SubSignature 100 You can overids the
| defad vabes, bk mach required valoe st be unique (not used by ancthes signatuee).
N

Sigrabare O E
SubSignaturs ID; F

Sagrubure Hems: ITE|I'I\ET Passward

HEIT Hoes pr; S Info

Lsar Conments:  [5a Comment

ack | mets | e | oo | omee |
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On the Englne Specific Parameters screen, click on Event Action and
select Produce Alert and Log Attacker Packets from the list. Then
click OK.

i Select it erms)

[ Deny Attacker Tlina

[ [eny dkbsdier Service Par Nire Selmct Al
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[ Log P Fackets
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[~ Produce erboes Akt

[~ Bequest Bladk. Connechion
[T Request Bl Host

[~ Request SHHP Trep

[~ Reset TCP Cornackion

o |_co |

Set Specify Layer 4 Protocol/ Layer 4 Protocol to “TCP Protocol” and
port 23 as a Destination Port Range under Specify Layer4
Protocol/Layer 4 Protocol/Specify Destination Port Range. Click Next.

i Cusbom Signabure Wizard Ed

Ergine-specfic parameters determing st at the signabre looks fo- and mhat coreess the signabee
| m fine. Yol can sat Hhe Folloaing Stomic P encine parsieters dssd For this gnatine.

Mane | el |
- Ewert notion Log Attachier Packets | Produce lat =
i~ [ Fragment Stabus ey
= -Soedfy Laper 4 Protocad es
i -Layer 4 Prokocol TCF Profocol
i TP Aags -
+Spmafy TP Wirdon Size o
TP Hask ~Hiore-
“Spedify TCF Parpined Length o
Speaify TOP Urngerk Poinker ]
Speaby TP Header Lenglth Ho
| Spealy TOP Resared ha _
| = -Spedfy Destination Port ange Va3
- Cactination Port Range 25
- apedfy Source Port Range 2]
! L Spadfy Paylead Inepection ™
I+ -Spedfy P Payload Lergth Ha
i -Snenfy 1 Header Larcth e |
[ Parameher uses bhe Dafaok Wale, Tk the valos fiald o edt tevabe,
" Paramebsr uses & User-Defired Yelus, Oidk the icon ko restore the default valoe,
Hah I et I Frish I Cancel I Halp I

Set Signature Fidelity Rating to 75 and Action Severity to Mediurm.
Click Next.
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*  Leave default settings for Alert Behavior and click Finish to close the
wizard.

ature Wisard M|

The sarsot sends the First sbeet For each address set, and then & sommeary of ol Hhe alerts tat
omour on this addness st over the net 15 se0onds.

The summary alert conkains e same iWfomation as the arignal akei: and peovides aninterval
surmmer v Ehat shoass the number of eobal slests per ime nbsrual & summery counes Sgnatuee frings
on attacker address.

The sarsor will nok sutomatical v upgrads for downgrade] bo global summer zaton node.

To accepk this abert behavior and create the custom signature, Bckeanced. .. I
click Finish. To change the alert behavior, dick Advanced.

Hack, I Tt I Frish T tawd 1 b I
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Verification

Rlitelnst 10.1.12.2
Trying 10.1.12.2 ... Open
Password:

R2>

Go to Monitoring = Events, check Show past events radio button and select 5 minutes. Then
click on View button. See the newly created signature on the event list.

aetine... Febo.. Feb... ES9S0SHTI0G 0600 TELMET Pasmeond &0000

L2t LUp dated | 211B]100 1 ILEMT A

e L [

evidshlert: eventId=125353055471053505%3 wvendor=Cisce severity=medium
originator:
hostId: IPS-CCIE
appHams: sensorApp
appInstanceld: 386
time: Feb 20, 2010 09:16:41 UTC offset=0 timeZone=UTC
signature: descript ion=TELHET FPassword id=60000 version=custom type=other
created=20000101
subsigld: 0
sigDetails: My Sig Info
marsCategory: Info/Misc
interfaceGroup: wal
vlan: 0
participants:
attackar:
addr: 10.1.12.1 locality=0UT
port: 38852
target:
addr: 10.1.12.2 locality=0UT
pert: 23
[-T-H idSource=unknown type=unknown relevances=relevant
actions:
ipLogginghctivated: true
loghttackerPacketsActivated: true
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iplogIds:
ipLogld: 1701868338
riskRatingValue: &6 targetValueRating=medium attackRelevanceRating=relevant
threatRatingValue: 66
interface: gel 0
protocol: top

evidshAlert: eventId=1259305947105390600 wvendor=Cisce severity=medium
originator:
hoestld: IFS-CCIE
applame: sensorApp
appInstanceld: 386
time: Feb 20, 2010 09:16:56 UTC offset=0 timeZone=UTc
signature: descript ion=TELNET Fassword id=&0000 wersion=custom type—=other
created=20000101
subaigId: 0O
sigDetails: My 3ig Info
marsCategory: Info/Misc
inter faceGroup: wsd
wlan: 0
participants:
attacker:
addr: 10.1.12.1 lecality=0UT
port: 0
target:
addr: 0.0.0.0 locality=CUT
port: 0
[-T-H idSsurce=unknown type=unknown relevance=unknown
summary: 23 final=true initialAlert=1255%%05947105390599 summaryType=Regular
alertDetails: Regular Summary: 23 events this interval ;
riskRatingValue: 56 targetvValueRating=medium
threatRatingvalue: 56
interface: gel 0O
protocel: tcop

Go to Monitoring - Sensor Monitoring - Time-Based Actions - IP Logging and check if there
Is a capture file associated with our custom signature,
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Tou can downleoad the capture file using Download... button and opean it with Wireshark.
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L

ogical Topology for WSA labs
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WSA is connected to the network using two interfaces:
+ P11 -data interface, placed in VLAN 30 (ASA DMZ)
* M1 - management interface, placed in VLAN 10 (ASA Inside)

Management access to WSA should be allowed from WinXP PC (10.1.10.50).
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LAB 2.16. WSA bootstrapping (optional)

Objectives
This lab shows how to pre-configure Cisco Web Security Appliance from CLI
and GUI.

IP_Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 LoO 1.1.1.1/32
E0/O 10.1.10.1/24
EONM 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 22.22/32
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24

Task
Perform WSA installation and bootstrapping. Provide the following information
during the installation process:

* Hostname: wsa.micronics.local
+« |nterfaces:

Interface IP address & mask Hostname Default gateway
M1 101.10.80/24 wsa.micronics.local 10.1.101
P1 10.1.30.80/24 proxy micronics local 10.1.30.10
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* Management access: HTTP/8080, HTTPS/B443, SSH/22

» Separate routing table for management and data

+ MNameserver. 8.8.8.8

* NTP server and timezone: default

+ Explicit proxy mode

*  Administrative user: admin/ironport, email: admin@micronics.local

Configure Win7 PC to use explicit proxy mode in its IE configuration.
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Configuration
Complete these steps:

Step 1 Log into the WSA console (if you have access to it) or SSH to it. Run
interfaceconfig command.

ironport.example. com> interfaceconfig

Currently configured interfaces:
1. Management (10.1.10.102/24 on Management:
ironport. example. com)

Choose the operation you want to perform:

- HEW - Create a new interface.
= EDIT - Modify an interface.

- DELETE - Remowve an interface.
[1> edit

Enter the number of the interface you wish to edit.
[1> 1

IP hddress (Ex: 192.168.1.2):
[10.,1.10.102]> 10.1.10.80

Netmask (Ex: "255.255.255.0" or "OxfE£££££007) :
[OxfE£EEEFO0]> 255.255.255.0

Hostname:
[irenport.example.com]> wsa.micronics.local

Do you want to enable FTP on this interface? [Y]> n
Do yvou want to enable 88H on this interface? [Y]» <antar>

Which port do you want to use for S3H?
[22]> <enter>

Do you want to enable HTTP on this interface? [Y]> <enter>

Which port do you want to ussa for HTTF?
[8080]> <enter>

Do you want to enable HTTPS on this interface? [Y]> <enter>
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Which port do you want teo use for HTTFS?
[8443])> <antear>

You have not entered an HTTPS certificate. To assure privacy,
run "ecertconfig" first. You may use the demo, but this will
not be secure.

Do you really wish to use a demo certificate? [Y]> <anter>

Both HTTPF and HTTPS are enabled for this interface, should HTTP
requasts redirect to the secure sarvica? [Y]> <anter>

You have edited the interface you are currently logged into.
Are you sure you want to change it? [Y]> <enter>

Currently configured interfaces:

1. Management (10.1.10.80/24 on Management:
wsa.micronies.local)

Choose the operation you want to perform:
- WHEW - Create a new interface.

- EDIT - Modify an interface.

= DELETE - Remove an interface.
[]1><enter>

Flease run System Setup Wizard at http://10.1.10.80:8080
ironport.example. com> commit

Warning: In order to process these changes, the

proxy process will restart after Commit. This will cause
a brief interruption in service. Additionally, the
authentication cache will be cleared, which might require
some users to authenticate again.

Please enter some comments describing your changes:
[]1=<enter>

If you're connected through SSH and you've changed IP address then
you'll get disconnected. You must reconnect to the new IP address.

Step 2 Configure WSA using GUI.

Using web browser, connect to http://wsa.micronics.local :8080 or
(preferred) https://wsa.micronics.|ocal:8443 and authenticated using
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default admin/ironport credentials.

Walcoma

Run setup wizard at System Administration > System Setup
Wizard. Provide Default System Hostname and DNS Server. Leave
NTP Server and Time Zone untouched. Click Next.

1. Stark 2, Mt 1. Secunty 4. Ravma

Diefsult Bystan Hestamel (2| fau s micronics Jacal
DIHS Smrvarinl: | Lige the Imlimat's Roat DHS Servars
= Lga thass ONS Sarvers:
[EXT]
|
| WTR Sarvar: | [ ronport oom
|
Tireet 20081 | Reguan GHT Ofask =
Cauntry: GMT =
| Tirres 2o L GHT Ozt [Swar -i
ettt 8 8 o 8 T 23

Then the configuraton wizard is asking for upstream proxy. There is
no upstream proxy in our lab. Click Next.

1. Fark . Habesik 3, Gemurky a, Bervinn

rertmark [osbest

I 15 thpme g wsh Doy i o redna ki
|
IF arwthar b pro L L 1 Wk cu iy Apphk arce i rece rerereded b oo ok L i) 1 -] 1
farebert
) » <
[ < Frav | Bancal | [t |

On Network Interfaces and Wiring screen provide correct IP
addresses for both M1 and P1 interfaces. Pick Use M1 port for
management only checkbox and click Next
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This il fane & ued o manage the sppisnce This inderTaoe muy be usel Tor Wb Prooy
Cphionally, & man slee harde Web Praxy marsterng ard L Traffc Honitor backarg

monkarmng and L4 Trafhe Maniter bloding.
g ! Etharzat Pert: | P In Duples mode, TL meosives ioming sid
wabgoing treftia, [n Simobed rode, TL ressives

Ethamat Part: | S0 T
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Wrtwark Mark: | [ 255 2651
Fsnaort Madl | [omwoms zomn Winirg Tepe! | 5 Duples TR,
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Hasnama: | [rcymicrardos Joad i ot e, covm! € Simplex TAF:
Ti ey sred TE [0k

fa.g. verwararnhe o)

Thease intertaces are uned Tor L Traffio Honioe
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B ke ML et For o s et only

There are two separate routing tables if ‘Use M1 port for management
only’ checkbox was selected on the previous screen. Configure two
different default gateways.

1. Shart . et 1. Sucuriy 4. Raviam

Rt 1 1)
Cariautt G ke g hu 1,01

Stats Hewtes Tabls for Hansgement 10.0.08.080
Ephonally, add tabic rovbes For Mansgermant soosr ko the Cieca IranPork Web Securky Apphance

Flama Dantinatian Hatwark Lt

I s 3 F I — =

Tosrfife g pames e AnTe P daldeaee feovk me ML 0] e OO0 Feagk | IO doeer
45 200803

Ak Rauts

Rowftus for kate Traffic (Interface F1: 1003008

Corlatt S wbaa ap: |_,.;. 1,500

Statsc Rowtes Table For Dat 1AL
Cprionily, 1od stk raukes For [ty traffic, Deperding on the sppdisnce Tunmions v o analky, thess roaies sl be uead Tor montoeing be the Semre Wb
Fraxp ard sphcnal biedking by tha L4 Traffic Mariar.

Plwia D et n H bl GNTeaNy
]
Tobsmtdfeing oo foe e 1P dafdrase (euch Be BOUE X300 o DI (Ruk | TP dodresr
A5 2L e

Akl Rt

On Transparent Connection Settings screen leave default option.
This will allow us to use either ‘transparent proxy’ or ‘explicit proxy’
deployments.

Page 202 of 409




CCIE SECURTY v4 Lab Workbook
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If required provide new password for administrator and admin email
address. Do not participate in SensorBase and AutoSupport.
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On Security Settings screen leave all options default Click Next.

1. Start = Hubwark £ Sty 4. Bavima
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T obe' Socane Podor asd Owiboor' Mevere Townng Foloe rA? ba maial condipured io aaoir e
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Review the configuration and click Install This Configuration.

Page 203 of 409




CCIE SECURTY v4 Lab Workbook

1, Bt 2, Hetraik A, Beairity 4. Ruwinm
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Rsadadshestive & Bkt

B inktratr Paseaned] | [oes)
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sk Suppart | Ho
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L4 Traffic Moniar: | Moniar
Accaptshie Une Contraie: | Enabled
Raputshon Fitarng: | Enabled

Cinco IranPort DWS Engine: | ‘Wabroat: Enabled
Medfes Enabied
Saphoa: Ensblad

Cinco IranPort Dats Sacuriy Fiterng: | Enabied

» After a while the following screen should appear. This may fail if you
changed management |IP address during the configuration wizard.

Fagarang Whab Sacury M aregar Supurity Sarkan lstmark Spatan Adinkiatan

System Setup Mext Steps
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Step 3 Win7 client configuration.
* Open up web browser and go to Tools > Internet Options >
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Connections > LAN Settings and enter proxy.micronics.local in
the Address field. Use port 80 and Bypass proxy server for local

= | B
Irismiet Dyikire ]
B Blak Page
Genveral | Benuity | Privacy | Content | Conveckons | Frograms | advanced
.-ﬂ Tombup an Intwrret conrecton, ke | Sewp
Eatup,
[ ] sl Privi e Ftwenek settings
A,
A VFHL
Loscal Aran Harteeark (LAN] Sattings (=]
Byivergd, ponfigunsbon
Chaass Sattngs # pounasd to confgars s praxy e darhmy B TR AN W (eI rawual settings. Ta erure the
servar b wcorracsan, e of sl setings, deable auiric configraiion
" 1 | iy tically denect seftngs
el TR 8 I | peesat L S0 DN TN Soript
Prawy sareer
Local Arma Fintwoek (ARG amttings N o L & proey s for pour LAN [Tham satinge vl ret apply i
L Epdfings oo not apoly @) COnnecioe. L g - OF W ConneCions]
Chodrse BEtings Aot T deHip serings .
Addem: | morpmoonic., Fot  BO Ay
o | Exvoas proay server Por kocel sddnesses
— .
1 o Cancal ' | b

Verification

// This lab does not include ASA firewall configuratien. It is

assumed in this lab that ASA permits all the traffic.

Connect to WSA and go to System Administration > Policy Trace. Enter URL
www.google.com and Client IP address 10.1.10.104 and hit Find Policy Match. If
you see something similar to the output below — this means WSA works fine.
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Policy Trace

URL: | Eymm gocegheicarn

Al fimhae beloa sns cotions)

Clisnt 1P fddneas; | foiioim

Uz=r: | M Authenhioation Resims sre dfined,

¥ Advancad

User Informatian

LUnar Marea: bores
Grup Membershipn More
Lwar-Agent: Mexila/S 0 [Windowe NT 5 3; ry:17.0] Sacko 20100000 FirefaxL7.0

URL Chedck

'WERE Score: B

LEL Cskegory: Search Ergres and Portals

Sranner "Wabraot” Wardict [Reguest] : Unknawn

Spanner “OYCT Yardick (Raqueskl Google (Search Engres)
HINE-Typa: kn=t'himnl; crsramt=LUTF-5

Sranner A% C* Yerdict (Respanse) Gaagle (Search Engine;}
Adaptive Scanrireg Vardict [Rasponsa]: Unknosves

Sranner ‘Modfee® Werdiot (Response ]l Unknowvin

Seanner "Sophoa® Werdict [Respon==); Unkrorn

Palicy Match

Cigca lranPart Data Security polley: Hone
Dacryphion policy Mans

Routing policy: Global Routing Palicy
Idemtity policyt Glabal 1darkky Palicy
Acconn policy : Saobal Access Policy

Final Rezult

Eequest completed
Datads: Tranzaction permithed
Traoe sesFin oomplete

Go to the Win7 client PC and try to connect to www .google.com. The connection
should be successful.

S — R T

Google

Google braxh Tom Fpmiimy Lumcity

Eabvoiiebn] Porones  Sugmaih Bobabns  Pieain & Teavs 000l Aloul Googks
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LAB 2.17. DNS and routing configration

Objectives

This lab shows how to configure advanced DNS settings on WSA.

IP Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24

Task
Configure WSA so that it resolves FQDNs against public DNS Server at
8.8.8.8 using its P1 interface. The domain ‘micronics.com’ must be resolved
using DNS Server at 172.31.1.200.
The base ASA firewall configuration is as follows:

1
ocbject network IHSIDEHET

subnat 10.1.10.0 255.255.255.0

nat (inside,cutside) dynamic interface
!
cbject network WSA

host 10.1.30.80

nat (dmz, cutside) statiec 100.2.2.80
!
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access-list DME IN extended permit icmp any any
access-list OUTSIDE_IN extended permit icmp any any
accass-group OUTSIDE IN in interface ocutsids
access—group DMZ_IN in interface dm=z

L]

route cutside 0.0.0.0 0.0.0.0 100.2.2.2

route inside 172.31.1.0 255.255.255.0 10.1.10.1

i

Ensure that WSA is performing DNS resolution and is able to access hosts on
the Internet with HTTP and HTTPS.
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Configuration
Complete these steps:

Step 1 ASA firewall configuration.
'
access-list DMZ_IM permit udp host 10.1.30.80 host 8.8.8.8 =g
53
access-list DMZ_IN permit udp host 10.1.30.80 heost 172.31.1.200
eq 53
access-list DMZ_IN permit top host 10.1.30.80 any =g 443
access-list DMZ IN permit top host 10.1.30.80 any eq 80
!

Step 2 Configure WSA using GUL.
= Go to Network = DNS configurationand click Edit Settings... Enter
micronics.com domain name and 172.31.1.200 as DNS Server IP
Address. From Routing Table for DNS Traffic drop-down list select
DATA. Click Submit.

Edit DNS

Dris Sarverst |7 se thess DG Sarees
Friority (7] | Servar P Add R

a aeae |

Alteimgte DHE servars Cresrmidas [Opbonal)

Caman(u] OME Sarvar 1F Addrann Add Ram

s oo B e [17eatL.a0n 1]

T lise the Irbamer's Rioat OHE Bervars

Alierrerte OHE servar Creerides [Opdonal)
Caarreain DRiS Sareer FOOH DHE Berver 1P Address Ak Fos

Figaiting Tehke for CAES TroMin | [Date

wait Befors Timing oot Aavarss DRS Lookwns! | [20 seconds

Dioeriadn Saprch st (1

== [ =kt |
* Click Commit Changes >. Enter some description for the change
and click Commit Changes button.
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DUS Serveran U thess DHS Seroen:

Pricetty [P deddrans
o LEE

Coerriding mith the DM Served Brisd balaar

Ferirg Tabla for DS affie:  Cats
WA B T G R DM Lk o0
CHS Danaln Search Lnt:  ficre

Verification

Before ASA configuration it was not possible to resolve FQDN as udp/53 traffic was

blocked by DMZ_IN interface ACL. The message in the client's web browser is as
follows:

Ll = Ed
G-' H- e e R [ [ —— i

Thits Page Cannot Ba Displayed

The sy carmil rommaricYe Wik the el sesver | www pongie com | Tha isiemet

Sy LRy Do Dy PRy Dot (oSNNI BT, OF PP Dok LNREACTalie: BEC s o1 Betwan
TR
Seana check T apeirg of e interned addwess prives HE

W oomec, by s raqeesi ier

T N0 PR UDTRENE. [ 52 CONRG] FOUT GOaR B30 i RETADIT SOInITIated an pRovioe ihe
s SR Do

After ASA and WSA configuration check if you can go to the Internet and also to the
Internal website.

Internet host resolved by the public DNS
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Go ugle
Host resolved by the private DNS.

= !;! Ty VR 00T b= | @ micrarécs.com

Welcome to the Outside Web Server

Check DNS functionality from CLI:

wea.micrenics.lecal> ping

Which interface do you want te send the pings from?
1. hute

2. Management (10.1.10.80/24: wea.micronics.locall
3. Pl {10.1.30.80/24: proxy.micrenics. local)

[L)> 3

Flease enter the host you wish to ping.
[1> www.micronics.com

Page 211 of 409




CCIE SECURTY v4 Lab Workbook

Fress Ctrl-C to stop.

FING www.micronics.com (200.1.1.1) frem 10.1.30.80: 536 data bytes
64 bytes from 200.1.1.1: icmp seq=0 ttl=127 time=1.530 ms

&4 bytes from 200.1.1.1: icmp_seg=1 ttl=127 time=50.220 ms

64 bytes from 200.1.1.1: icmp seg=2 ttl=127 time=4.04¢ ms

~C

=== www .micronics.com ping statistics --—

3 packets transmitted, 3 packets receiwved, 0.0% packet leoss
round-t rip min/avg/max/stddev = 1.590/18.619/50.220/22.368 ms
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LAB 2.18. WSA Identities and Access
Policies

Objectives

This lab shows how to use WSA identities and access policies.

IP Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 Lo0 1.1.1.1/32
E0/O 10.1.10.1/24
EO/M 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 2222132
E0/0 100.2.2.2/124
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24

Task

Configure the following access policy to allow access to websites:

From (ldentity) What (URL categories) When (Time Ranges)
10.1.10.104 (Win7 PC) Business and Industry Mon-Fri: 8am — 6pm
Computer Security
Computers and Internet
Education
Any Gambilng Mon-Fri: Bpm — Bam

Shopping Sat-Sun: all day
Traffic to uncategorized URLs should be allowed all the time.
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Configuration

Complete these steps:
Step 1 Add Identity.

-

Go to Web Security Manager > Identities and click Add Identity...
Enter a name for identity e.g. Win7 and specify subnet/host IP
address. Click Submit.

Identities: Add Identity

F Enable Idestity

Farmes) (7 Fnr

Do ripd on

Trawrt ibava: | [ (bl Polir) =

Cerfinie Mesmibesrs by Bubirest

L0 ADAAE

Caafini Membsana by Protacel | @ porpagrres
I Hakive FTP

e it v o] 4 s ol o 0

b Advarcad | Defns sodtanal oo amibmeih

The new identity is on the list. Click Commit Changes or go to next
step.

Tdentities

Surcess — Gettings have been saved

climnt § Tramsac tion Iduntiy Definitisms
Add ldarkty...
End-Lizar
Crdar | Mamberahip Definitian Ackrardsd gamant Calatn
Win?
1 Bubrests 104,10, 10452 iplobal pakor] -]
Frekacole:  HTTR/HTTPS
Giadad Idantify fadicr Mat Avaishls

suthertioathan ¥ Ensbiled W DEabled

Step 2 Add Time Range.

-

Go to Web Security Manager > Definied Time Ranges and click
Add Time Range... Enter a name for time range e.g. Business-
hours and pick Monday-Friday with 9:00-18:00 timerange. Click
Submit.

Page 214 of 409




CCIE SECURTY v4 Lab Workbook

Timm Range Meme: | Bires o

W 2001 | & i Timae Zore Saitieg from Applance
faee Sprtes Adedutrrins » T Jone)

© Epesife Tame Zone Tir this Time Bange

Regoni  [owr ofest -

Gt [T =
Tme [onriomr) .i
Zrey

Akt m roar dn Sens wo sadEonw covbiuetion oFf Dmp o eak mad Tincs of iy fo S pad o ihdt Thmes Sacgs

Diay af wask (§ Tirren of Corp (F add paw |
1 & Gy
¥ Marday FF Tumndap F wWadnmaday FF Tharuday 7 Friday
B Fami p:pn Tl [13:00 ]
I Saburdep I Surday Sulnct | | Cmar all
SeRr B BT one dar off fhe Resk ) St0h FoL A (T o Rnetd

Step 3 Add Access Policy for business hours.

-

Go to Web Security Manager > Access Policies and click Add
Policy... Enter a name for new policy e.g. Business Hours Policy,
select Win7 identity and click None Selected link next to Time
Range.

Access Policy: Add Group

o b by
Palicy Rarma: (7 F.m waar Fuliop
w3 e I poskop )
[ pricdions

Tumri dboen Polioe: | o oCketal Ralicys =)

e réarien 1 definnd by fom comirainen of dea elimang codoer. AN et o b et B dha Dol A drke e

RhrmtE @ S [l o ar Poes ksl o)
Martity Aatherand W awd G s A [danity |
[TH = Mo wibasicaie rnend &

= hdviesd | Uds e A dranced ol e o e OF SO ma nbanehip B4 profe ecd, proocy g, dabned, Ties R, deetnate s (WAL
ol ), or Lhor degonds.

Tre Fodirneg wdvincid Ve birdd B orit rig hues B dafirad

Peitaiak HTTRAHTTRELTTR av HTTH i [de vy Wind
L s Fln e Tebecied
o bt Fill i i e

Pick Business-hours time range object and select Match during the
selected time range option. Click Submit.

Access Policies: Policy " Business Hours Policy”: Membership by Time Range

Adwanced Hesbarsbag Fefisftion: Tee Rasge

Pakcp mambarahip can be defned o spply durng & ipecfied trra ranga, ar auteide of that tme rarge. Whan cashng & policp basad on terea ranga, ke
CRPTAR TN o g7 st Dby RAB Iishoh b pagts iy of that Bres range, Ly this satting ax A0 Do Timess F et b rehdp b Tirs Rargs & not
dezirad

Time Renge] | [Ausires- ko =

Hutch Timn Ranga: ¥  Match dunng the ieisctad tara rarga

T Hatch ancegt dunrg the sakcbad tme rarge
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Click None Selected link next to URL Categories and pick the
following categories on the list:

Business and Industry

Computer Security

o Computers and Internet

o Education

Q

Click Submit.
Access Policies: Policy "Business Hours Policy”: Membership by URL Categories

Advanced Membership Definitisac UAL Catugery

Salact any row balaw ko ua that URL Catsgory s mambarship critaria. Leava @l ross unaslsctad i membsarship by URL Catagory in rat dasiced.

Cusiom I Cabrgaries

fa Seatorm Calegoriar ave defizad, Saw Wab Secriy Maceger = Scrfom (L Caleporier.

Predefmed UAL Catmgories

Ak
Categary | sebctan
Adult |
Adwarmisements
Alcohol
Arts
Aghrod g
Auchan
Businezs and [ndustry | o
Chat and Iratart Memagng |
Chesaing sl PLgsrET
Child Abuse Contant

Coamipeter Bemity

<8

Compatsrs and Inkamat
Diatirg

Diigikal Poabcards

D Ared Cinibireg
Dyname ard Rondark s
Edhaiation | o

Erkartan mank

Review all options selected and click Submit.
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Access Policy: Add Group
e eiohme |

= Emakle Felicy

Folboa Aeren (F | [Eusinm s ficurs Faicr

[rr———

[ D pyer ey |

ATt L i T b W ST o 6 B Kol i) N A DT e S P T Pl e il i
Iderttmp and Usare: | [Saiect e or Flors [derdies =
Therdie e Urers aed Oremo i i
[ | oo RETANBCIEN racE nd "

* dibvarwoed | L fh Remuncnd cobmur b dere ar ek mankersen by probnecd, oy pork subnek, Tres Banoge, desbrasten AR
Cangorylor Leer Apants

T bl e g degreed reombesba mdnres by bren dsee
Frotcale HTTRATTRSATE wopr HTTE i Derity T
Frody Ferma
Sebnrin

T Frange:

WL AR e B i ] D 1, S e 0 B i, S e 0 @R DT, B

f/f The new access policy is added to the list. There are
4 URL categories being monitored. This option is
inherited from Glcbal Policy. If we want to really allow
those categories but not allow other categories we must
change Global Policy to block all categories on the list.
This will auvtomatically be inherited by our new policy -
hence won't work. We must go to our new policy and
statically enable monitoring for 4 URL categories and
then go to the Global Policy and explicitly block all

categories.

Click on Monitor: 4 in URL Filtering column to edit URL filtering
policy.
Access Policies

Goangss  — Trie pol iy 0D Eees rec Hars Pobop” mus medd ed

Rl Fokcs.

Froaa ks ey BTN e
Crdar | Grem Lipar & gty AL Akmen  sopdowiona ol ety - Hphegrg Filgring Dulwin
B prenn Heurs Baley
[darity: WnT
THW B F B S
AL Comgmeer Bomivr gud [roiy iy, Cormostar Sepors

m’:‘*’ Mo hiwkeedrieres | Ploritan T8 | Hordon L0 | M blodeed dormo m-mszmbwn.mu

L phobal Bl gy MorEEr 4 gk polion) | dolobsal pal iy Paba polen -]

Click Select All in Monitor column. Click Submit.
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Access Policies: URL Filtering: Business Hours Policy

th cuartorn AL categorder e defioed’ Ay catagoriar i the Wd Securitr Masepes > Coalors GRL Ceeaorie capa.

Thenzs LR S B o B ROAS PR O, AN AT HIOAEH A OF ADATEMS fo SR Pl

Unm Overnde Glabal Satirge
Giohal |
SeHngn Bk Meritar | Wam (T | Tims-Gaead
o (1] ik [}
Catagery Sakek all | Sabct @l | Selaci al | Sakct ol

i murivesn end Indusiry
W Campiner Becurity
¥ Camguian s Inbarzek

L L ALY

O Educstian

Step 4 Add Access Policy for off-business hours.

-

Go to Web Security Manager > Access Policies and click Add
Policy... Enter a name for new policy e.g. After Hours Paolicy, select
All Identities identity and click None Selected link next to Time
Range.

Access Policy: Add Group

¥ emabie Py
rolicy AN CF | R Hours Prbey
& . o T pakepd

Carcrgnan | [

It Bk FRlEr 17 | Basare s Hours Pricpl =

saicutei iy M AR ol S ) A e e S o Sy e
lmtitie oed Wrore: | [@Tideraeme =]
180 Merdadi= o s wmdncbed, o e ore da'poreea’ resrrdee st oo el adben b by

= Bdearmed | Lz o debraw e opbioe s b defies orod mororsbn by prstoool, preer cerks sbert, T Brnges dovbnoten [ UL
Catn gyl o Livar & ganks .

The kol rmeg o reroed reembe rabap odona kres been delecd

Fratecels
Frasy Fuors:
suberersi
Tiuee dange:
L et gl e Teleitn
e Aoyl Worm Gnlapta)

Pick Business-hours time range object and select Match except
during the selected time range option. Click Submit.

Access Policies: Policy "After Hours Policy”: Membership by Time Range

Advameed Mambership DefiniEan: Tiss Bange

Policy mambarth g can ba defirend to apply dunreg @ spafmd tme rarga, or autnde ofthet tme rarge. When cysbng @ pakcy basad on tare ranga, bu
et n b oo gl e sahat polioy vl mateh shien ot of thet time rangs, Leave this setting ax A0 Do Tinss & mesmisrship by Tirs Rangs & oot
desivesd

Time: Aa0081 | [Easirss-rurs =l

Watch Timm Rasgs: | = ek, diring the selected tmm rangs
F  Mabch mxoept during tha mlacad Gne range
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* Click None Selected link next to URL Categories and pick the
following categories on the list:
o Gambilng
o Shopping

Click Submit. Review all options and click Submit

Access Polley: Add Group

' £ ekl Palicy

Pober owe 1 )| [aftar iours Poey
o 2oy aT gk

CmoriptiEn

Tk Bbmer Prbor

L [ B wmrp Fourn Poben| 5

ki K G B Dhie O O Dh PR GO, (M ke O i Dt o W iy 1 D e
[ T T T T |

¥ A Faiorfives” i andoarionl e one S nFaend reriee e e

= Rvgwond | Lhe bhr Achvoraed oo
Coagarg], ardmr Agani

et e b amioond
b delien or pdd mcre b be preiooel; creep cors e T Reegs; dosinaton |LRL

The fullommy ackvr o membersiin ik b bres defiaed

Froteceds: Moree Salecind

Pramy Parta: e Calckad

Sharty o

Time Barga: Bt churineg Busas-heas
UmL sategan el oumbig whegg

Uper dquerkr Hore Salecind

* Click on Monitor: 2 in URL Filtering column for After Hours Policy
to edit it Click Select All in Monitor column. Click Submit

Access Policies: URL Filtering: After Hours Policy

Custnrs 8L Catagery Filtmrmg

Mo copiorn UL categones ane cefned. Acd crtegoness /n i Mt Seconilty Meneger > Caplorn LEL Cateparn oape .

Thege (L CRMorits I cfUoad BF Qpus Semianaiis Srtnn, 40 oiter e A it anpdoside for 34 sodop

Usa Overnde Habed Satinge
Glcbal ||
Settrege | Mock | Pankar | Wem (| Time-Eamd
Lx] il [11] [ ]
Cabagery Salwct ol | Salwct al | Selack all | Salect wl
| & cambling o
B rooning o

Thir category i imavadable

=
Step 5 Change Global Access Policy.

* Click on link in URL Filtering column for Global Policy to edit it. Click
Select All in Block column. Click Submit.
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Access Policies: URL Filtering: Glabal Palicy

P CUSTON AR Caiegies are Shnd Aol cangonsr (4 She el Seuni Mlanmer r Cottions (9L CHERDGTES See

Thara LT Sataporen e dafed an groce remberrhis critenie. A oihar crtrponies ane nof apphcable for thi poloy

Bl | Monkor | Wwn(T | Time-Bsced
o L= i

Catagory Subact all | Saimct o | Swlaci al
L P E

2 Ay ertisanients

& sicanol
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£ ol oy

onumru

¥ Panivwan ard Trckistrs
W St aned [t Plseaging
o Che #ting and Haglarim
T child dbune Cartenk

O Campier Becurity

€ Camguian s Irisrnsk
¥ Diating

¥ Digiinl Pasmoh

{2 Dining and Crinking

¥ Dpriamic ard Raicanti sl
¥ Eduostinn

¥ Entartaravsari

¥ Extramu

2 Fashian

€ File Traneler Qere ke

¥ Fitar Avaidares
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= T s

* Review all settings and Commit Changes.

Access Policies

Jucens — SIS Py e b Een Sved

Froftooal s wed Web Boputrion and

Srdar | Groug Liar gy AL Mlering | Applcationn | Chjeci Al -Had s MiHaring bin
After waars Follcp
Fl rriell IR kol g Fcaitan & H v | phabead Bu eyl Bl pecii -}
e — I [LTTR= BT w1 d | (gl gl | pobad palicy [LTTT=

UNL Ctagorinn: Gambdng, 3 aaping
Wasinnad Mo s Felicy

] Tm“:.’.'_::'m_"_hm_ gk poliel PR g i b oy | igiobusd palicy) [LITT= ]
UNL Cotsorid: Badina m and Indutiry, Cowguler Secarty,. .

2 M

Giata! Bl L1 i ¢ Kl el
3 ,rf‘:,*,“" | Molslackud Farmn ey | Mantar: 20 .mmdm_u_m‘““' E 1

Verification

Go to Win7 client PC and test URL filtering by accessing different websites.
*  Accessing website from category matched by Global Policy.
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D - & % || @ natwication Pobcn URLFL, % ||

2 5 [

ait=d

This Page Cannot Be Displayed

Erascadl o Wour rganiZation's. sCoess poRCES, BIOESS 10 INE web S0 NHP e, DO0gk com' |
has een bocked becauss the web catapory “Search Engines and Potaly™ is nol alowed.

If you have questions, please confac your fjanzaion’s netwark samintsraior and provide e
codes: shown besiow.

Eat, 02 Fels 2043 190558

Soume 0104
UAL: GET hHpoiwwawy goog ke oom
W ez and Portak

Accessing website from Auctions category (notice that eBAy is NOT in Shopping

category).

A it e, sy com e | gt catian Palicy) URL FiL, =

This Page Cannot Be Displayed

Baged on vour eiganizalion's. aciess pobicies, Broess 1 Wis web site | hipfewe ehay com' )
T e HOCKe DECALER e web Caepony “AUCHnS™ (5 not allowend.

IF ot Foaely cpuaerslioos, (HEGsE CORLACT yOUT OFANEAIONs natednk saminismaior and prowids Te
CObErs BN Dl

a2 GMT

1F: 0190104
ET hitpaiwww. ety com

Accessing website from Education category but outside business hours.
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e e e |

ﬂ@lﬂ'-np'mmhm' o= GH:lummmﬁm Palicy: UALFil. :-c; | kI

This Page Cannot Be Displayed

Blagsad on vour organizalion’s aocess oS, access o ihis web sle | hHp.fwway miladw § has
i bochoadd Decaiine the wab categqory "Educabon” & not aliovwed

If ol izl Gliesions, please ooRiacT wour AIaniZalion’s neteon sdmnisiraton and prowvide the
codes shown below:,

] Fds 3043 19:23:22 GMT

= 1P 10110104
JAL: GET hitpeiwwaw. mit edu.

BCAT

* Accessing website from Gambilng category on Sunday afternoon.

THE HIWE oF THLINE FT

(SLTHE FONER. PORER STORE TIHHHARENTS CAfES B PILES TUFFORALS PEOME FORER CRLTURE

Frhur suparslam Prirk Aniceia srd Phil

eay ar wrong ety ploevar okl 4, Carhon Poker THD oA, Winp
conierian b= win e I012 Auxss Nillaan _m.|.—wml smq.-s .|'_:n',|:!.u|
§ Main Bt e

Rand tha Full Siory

FIEGEE MiWT:
+ Foobi Wang. 3013 Sesss biltore § 1000 {amierge
+ Miks Maboow 'Wira KEC Hebesal Hasde-Up Champiomiep

+ 11 Axaais Milliorn Updsies

+ Nagreanu Fulls cul OF MBC Fesch-Up Chamgcrabip

+ Fll Hews. Archie

Tha rrcal popalar criss pobar garrs in Texas Holders, bul thars s sisa many other paber games sl abla Iz plry crina

Check WSA logs on CLI:

1359831958.541 1 10.1.10.104 TCF_DENIED/403 0 GET http://www.google.com/ - NONE/- -
ELOCK WEBCAT 12-DefaultGroup-WinT -HOME-HONE -HONE-HONE <IW_srch, 8.2,=,%=", =, ==, =, "=" =
P e i T “_'ml‘ =, "=", =", "Unknown", "Unknown®”, "-","=",0.00,0,-,"=", "=
L -

135983199%2.661 166 10.1.10.104 TCP DENIED/403 0 GET http://www.ebay.com/ - NOME/- -
BLOCK_WEBCAT _12-Da faultGroup-winT -HONE-NONE -HOME-HONE <IW_auct, 6.9,=,"=",=,=, =, =, "=", =
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==y =y M= = = =, IN_auct, -, =", "=", "Unknown", "Unknown", "-","=-",0.00,0,-,"=", "-

"y -

1355832018.281 681 10.1.10.104 TCP MISS/200 9527 GET http://ww.poker.com/ -

DIRECT/ www.poker.com text/html DEFAULT CRSE 12-After Hours Folicy-Win7-HONE-NONE-NONE-
DefaultGroup <IN _gamb,0.0,0,"=",0,0,0,1,"=", = =, = "=t ] = "= 0¥ - =, IN_ganb, -

» "Unknown®, "=, "Unknown ™, "Unknown ™, *=", *=", 111. %2, 0, -, "Unknown®™ , "-"> -

1359832018.647 232 10.1.10.104 TCP_MISS/403 677 GET

<anip>
1359833002.052 203 10.1.10.104 TCP_DENIED/403 0 GET http://www.mit.adu/ - NOME/- -

BLOCK_WEBCAT_12-DefaultGroup-win7-NONE-NONE-HONE-NHONE <IW_edu,d.9,-, """, =, =, =, =, "=", =, =
gy MM oo Mo wm L TW edu, =, T=", e ", " knewn ', "Unknown™, =", Ta® 0,00, 0,=, "=", farn o
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LAB 2.19. Active Directory integration

Objectives

This lab shows how to integrate WSA with Active Directory.

IP Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24

Create NTLMSSP type of connection between WSA and micronics.local Active
Directory domain. Use Domain Controller at IP address 172.31.1.200 and user

credentials of caadmin/Micronics1. Make sure that FQDN of all hosts in
micronics.local domain is resolved using DNS server at 172.31.1.200.
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Configuration
Complete these steps:
Step 1 Create DNS routing.
* Go to Network > DNS and click Edit Settings... Add ancther

altemate DNS server by clicking Add Row and specifying
micronics.local domain with IP address of 172.31.1.200. Click

Submit and Commit Changes.
Edit DNS
DMS Servare: | ¥ Lige thaon OHS Sarvars
Pricrky (K | Saresr IP Add Fow
|o [ea.ea -]

alamahy DHE ssreers Ceermoes [Opdonal)

Domsngey OMS Servar IF Addram Add Ram
[mécrardes.com [fFeati.mn -]

[mécranics.bocal [iFeat a0 u

o Lk they [teerest's Aok OHE Bervars
Akamats DRSS mreery Cearnidas (Optonad):
Do sin LS Sarver FOOH DOHE Berver 1P Lddress Adid o
[ [ [ |

Fgaiting Table far OHE Tratfl | [Cuta 2

wait Befors Timing ot Reverse DHE Loabups! | [E0 secareds

Cayrnain Beanoh Lit) (2

m . Em
Step 2 Add new Realm for NTLM protocol.
* (Go to Network > Authentication and click Add Realm... Entera

name for new realm e.g. AD and specify |P address of Active

Directory server. Enter Micronics.local for Active Directory Domain
and click Join Domain...
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Acld Realm

Reabm Hamisl IiE

Autterrtiostion Frotoeod end Schem sl | [WTLM [NTLMSSP or Basic Authanticatian] =)

TR RuiBeeaticstion

Aot Fetary Bervsl | gracdy up o thrae Sobive [4ractoey $arvers
II.": Bl.1200

e o [F hides

totiee Direchary A0o0inh | aciivs Directary Darvain: (7 [oone ol

Campubar ccaunt (¥

Leoatiant  f-ompartars
[Erample: CompotannMerimarr it Mapsrimast Tanarn)

Join Doman...

Status: Camputar account vaad rat yat crastad.

Lotive Directory apantl (7 T Ensble Transparen Lisar 1ds rafostian using Active Dirsotary et
Frimary Aotive [irotory agant
Sarvar: I Shered Swruk:
Beokiup fctive Direohary sJent [Optdonsl)

Sarvar: I Shared Smerut:

[Mort marmar or [ soldresren) [apaadly tha rharad aonet for sach e

Matrark Swounty: | I Chent Signing Required

Tart Authentizatiar Aaslm SaHnm: —

You must provide credentials for user who can add a computer
account to domain. Provide user/pass of caadmin/Micronics1 and
click Create Account

Computer

Erdar lagin crederialy fo crerie 8 compuler accound an your
Actia Drerdiry server, Thesa cradendials s usad oms aind
WY o A s fored

Lissrmiame: [caadmin

Dzzowor : [ssssssasas

Do st inchadke Hhe damais nema with tha weor name [ion
sxarpts, ander ahnoies” rather dhan D0 ahedoe T ar
"R BT

If process was successful you'll get the following message and new
account should be created in AD. Click Start Test button to check if

it's working.
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Add Realm

Fuoomss — Computer dccount wsaf sucoesshully oeated

Ry A | IiE

Authertication Frobacol and Schamalal: | [HTLA (HTUMEBF or Besin Authenticatan] =]

fActien Dinctory: Sarsar:

Speafy up ta thres Adave Dvreciory sreare:

—

ST 0 (F B
ki DECtory A00UT | cive Dirctory Comiin 17 [ricramimalocal

Compater Googink (7

Lecabion:  [Carputsre
(Eampie: CompotarsSaina Ut Tapartmant Servacs |

lnin Domain... |
Statum: Camprisr sccaunt meaf has besn crastad.
Rotiva Diramory sqent (71 T Erashibs Tearcparent Lisar Tds rfostian ising ctive Dirsotry Sp60

Frimary Acttm Dirmctory agank:

Berver Share] Beret |

Backup Activa Diractory sgent [Optional
Berver Zhered Beretl |

(™=t nemar or 7 soidrerrer ) irpmciy tha rharen’ recrad for asch ranvar)

stk Ssourkyl | Clsne Signing A i eed

Test duthentation Aeskm Befings Etart Tast

* The test will create a log and should be completed successfully. Click
Submit.

Tuut Austhantication Rasln Setngs:

Skark

Chackirg kacal ' WSA tme ard smrvsr tme diffsrsnce...
Suineeds| B0 Server e aoe] WER Hrre @FfEraroe pdthin tolerane limd

Atarrabng ba fatch graup rfarmakion. ..
Suigoesl Able o quary Tor Grau [nformstion fram Lotive Direary sereer

111300, :I
Tant complated nuccansfullp, -

*  You'll get the following message. Click Submit

Wmming - Faais conydber scocant has nok pet
baen crasbed . Farthanticotion apsinet this reslm sl
et by wimmakil Co you weh to procss o7

* Review all settings and click Commit Changes >
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0TI l:manms -
Authentication

Tucozss — The WTLM Realm oD was sdded

Authestication Realms

Adid Asam

'I'ra.r&m User

Faslm flama Pratecal | Schamain] Sarvann Id ki o E-ar D ar RiatlilOS Caman Calutm

AD uTLA :I'I.:':S-'S-Pl:lf 1tra1.1.mo Mok Enabled MICROHICS .'
Actian if Auth ants Service Unavslable: | Black all traffic if sutha ricatian fails

Failnd Austhmnbicabion Handing: | Lo Gusek Usar by: [P diddemm
Ra-suthsnticatian:  Cinsblad
Eanic Authanticatian Tokan TTL: | 3400
Asthenbcatzs Srtings
Credential Enoryptian)  Cisshbed
Asinst Heatniamel - peod s o s, kcad

Cradantial Cacks COHORE| | gy eropaie Timeout 3500 sacon s

Clark IF 1dw Tmeaut: 2200 mconds
ke Bize 9195 anires

Lpar Sassion Aastiotare | | pyoahbed

Edi Glabal Satimp...

Verification
There is no Verification for this task.
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LAB 2.20. User authentication

Objectives

This lab shows how to use user authentication with AD integration.

IP Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24

Delete all previously created Access Policies and Identities.
Configure WSA to ask users to accept Internet Access Policy before

displaying the first website. Configure user authentication and allow access to

the following URL categories for users from AD groups:

AD group URL categories

Employees Al
Contractors Business and Industry
Computers Security

Computers and Internet
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Education

Ensure that the user will not be asked to provide credentials after closing and
re-opening web browser.
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Configuration
Complete these steps:
Step 1 Delete all previously created Access Policies and Identities.
* Go to Web Security Manager > Access Policies and click Bin Icon
on the right to delete all access policies.
Access Policies
Suetass — [Eom was soossseflly delated.
Add Pdiy,
Cyodar | Grip Err.:lmlmd AL Fkering | Applioations bgspis r-?-:-m:«;"ﬂ-:-"f«-; Dielene
| R | eiomne BT ertor 10 | oknd s | RODRS s |
-

-

Go to Web Security Manager > Identities and click Bin lcon on the
right to delete all identities.

Tdentities

Climnt § Trassac tion Identity Defmstione

Add Idarkty...
End-liser
Crdar | Marmhars hip Defiritian Acknowiadgemant | Dalsta

Gifodad Tdantity Fodioy
| Authentiatang Exiamip framn 4uth stioati n Hik &yslable

tarthartication: T Erabled ¥ Cinsblad

Click Commit Changes.

Step 2 Enable End User Notifications (EUN).

-

Go to Security Services > End-User Notification and click Edit
Settings... Check Use Cisco Logo radio bution and pick Require
end-user to click through acknowledgement page checkbox. Click
Submit.
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Edit End-liser Notification

Lomsme: [grghe "]
Loom [racmon ) Diptmnally, g rmooe can e dopkorod by e weh brewseor o pord ol pver robfostoon o ooke weked goreord c e
e g
B lae e ge
P e G Lge:

mearncnin, A gy —

w|

Ered-lnar doraslimigre i | R e crdner b chck Birough ok swekd gorserd pa g
Tirun Ewiwan frg
Cacdrace g e G

Tnzobdn Teweont 6 5
wescyges 2, bt A, s

mercgase Type i CH @ addreasn
o Cackis

e, o For rTafen, o Aoaet, o depl ooty 3 aeconet )

AT P gy et nel et e Be ckplye d an sy mkoed edgrend pags,
s ol b e gy g

Eile ARG, Pl K DRBDN g Chimchl i ek’ e ) el e [echon K | s i gacaiedd

s i ks worked e o D 8 Curiomingson 07

M st n Tree [Ty G bms Fad Lber Usimodma o

CLOETIPRCCROR | gy gciy sddtingd tact b b cleobene il o ssery st oon page.
Taich, 0| W ECR Ny o

e ATRE Pant Rorasiiang feach #v haly' & Pabor) sod sy (eachor begr e nsonind,

Step 3 Enable user authentication for Global Identity Policy.
*  Go to Web Security Manager > Identities and click on Global
Identity Policy to edit it. Select Authenticate Users from
Identification and Authentication drop-down list and pick Apply
same surrogate settings to explicit forward requests checkbox.
Click Submit.

Identity Policies: Global Group

Igeraifiaatian ard uthentiostan | [uthenticats Uan =]
Belet g Reskm or Bequsnos 0 =]
Select a Scharra: m
ke SRR BEONET B0 NTTEMTTRS ony
IF & unar Faile wotharbcation: I suppart Gumst privilgas (¥

BRIt OF EERcA ST B GTTUST (F hetnad i Jubsegusnd sokny AT
[res et Secoriy SHaseges > JecTroiion Fotioer, Soutng Fot'osr e Scosrr Fotiosr ).

Authantication Surragate: B | yrrpgrres: o .
™ ersitent Cookie

" Sammian Coakis

F ipply sames survagate seting: mosphor Fnasd requssts

It thir opfion & not redecien), ~o poropater pal be cred i ATTERMTTRS

epdae SR FAGUATE, mr WTLM oremen) (acking RV S b ek By
thars regoerts.

Hasbva FTP:
- = pg Surmapats

1P Address

Thir smtiing i) ool o expho¥ formans’ Metive FTF requetn. For frannoanant
VS FTF FAGUITT UERG BOASTRNENON, P SOy SRS 5 BAE G

= Verify the Authentication Realm and check if EUN in required. If so,
click Commit Changes.
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ILdentities

Ak Ld ety

End-Unar

arder | Membarship Dafnition Btknommogement | Deleta
Glnbal Eduntiy Policy T .
iyt nfd ki 00| Asalmi A0 8ok HTLMEEF] equirad

suthartication: T Enabled ¥ Cinablad

Step 4 Create access policies for different users groups.
*  Go to Web Security Manager > Access Policies and click New
Policy... Enter a name for new policy e.g. Employees and check
Selected Groups and Users radio button. Then click No groups
entered link to specify AD group.

Access Policy: Add Group

¥ Enshle Felacy

Pdbry Rl (7 h“u“"
ez mF IT poiige)

Cancription:

Insert dbove Poliayl | |1 fcichal Falcy) -I

Heammbersin 5 ORHn A B OOSRUnaRt O the S0 ROn SEctiund A0 RS L b oot for b DONCE B0 e st

Igerditias ared Users) | [al rdanttias =l
Al Autharbcabad Liars
& zalected Groups and Uesrs (7
Graupn: Mo groups sntsred

ikary) Housers emarad

Al e esttmnbcated snd d urrn)

et "N LEars” o500 & seinred of Mt one Ao Soemabee i Srdiet st alio b
ravacted

¥ Advanced | Pefre oK GTole TS OReEh

* Select MICRONICS\employees group from the left pane and add it to
the right pane. Click Done.

Access Polickes: Pollcy “Employess’: Edit Groups

Dwnrinry Sqprch: F Faphorired Gre e
I EE 3 H

Dirncturp search oo sl s {1 ratcha )

et 241 -
HICRCHICT e Pub nhers

HICROMICTCEB TR0 _[ M- CE55

GRS A s o 13

HICR RIS Eraerprie Admire
HICRSME S o an Falicy Crastar Swnad
HICROH I HE T e L8
HICROMICTE WG
HICESMIC 2R § e 185 Saruars
HICRRICE el i Sdmira

I
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-

Click Advanced link to show more optionas and click None Selected
link next to URL Categories.

Access Policy: Add Graup

FF ma bl Py

L L A =y

CET T

Insari tbewes Pobicr: | 3| Glbad Py =]

Bimrmbemrabi (v i o P poarbmr oot S Arklomstey ks S peorin vt b et o S ooy e b e
lertder wed lory | [Wi i =

™ BN Rtk nated Uren
R Sslecied Groaps and Uses 7
dreapn
Braley wE
FICED TS g e sm
Upre: o e sbmred
P Lk el Eaed b o ksh raicaed uend |

¥ i "V Liaaea” apfica ir relecied & Meart coe Aoleoced mareerntis apfon s #leo de salecied,

* éskuwcnd | e the Adeanced npoone te define o e re b e rvhip by prokoesd; pross port, mabe st Tima Range; depte woon [ LAL
ClE By, oF Ldr ACEWCH.

Tiez foll wesrey webvom o e robi ot g beone b ek

Fratacahs
Fraup Farte
fubmain:

Thares B g
LML Cobrgsracy
Lo Apeyte: Mo Selnced

Click Select all and then Submit

Access Policies: Policy "Employees": Membership by URL Categories

Bedeat any row bielow To use that AL Sabagary &5 membership oribenia, Leave A8 s urcsbscted § membership by UAL Categary & not desined

Dwstass URL C8egaries

e LM MR B e, Ses W SRounty HEET = Do LEL Saami

Fepdedined UEL Categaeses

Add
Catagory Selet al

Acky mrtia ek

akheal

Arte

dstrakigy

#iskions

Bumirass and Ird ustry
Chat ard [nstant Ressaging
Chuatng ard Feguanam
Child Abiss Canberd
Camputar Sacurikp
Corgibers ared [viemest
Catng

Caprtnd Posioards

Cariregg and Dnnkng
Crprarndc s Ras dentisl
Educatian

Erviwrisd e &avt

Extrarra

L L A L L L L L L L LS

Fashion

Review the new access policy and click Submit.
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Accass Pobey: Add Group

[rem——
Eopmion .
BT Wi Rk | [ T Fen 2

Mrilies, s e | [0 frmirs |
L TS SERE
B Esbewind Crmmp mmd e ¥
e
a
[T ———
T iy (pmarangs e watharapd e

] [P T B P e e—— Ry Sy ST e— Ty ——Tee—

ik Iy Dl i e T B s T

Add another access policy by clicking Add Policy... Enter a name for
new policy e.g. Contractors and check Selected Groups and Users
radio button. Then click No groups entered link to specify AD group.

Access Policy: Add Group

F Enable Policy

Falioy Wemel (2} [Canbrechars
fag. oy IT podicr ]

Duscrigtian:

Ireeart Abavet Fobes| | [1 [Emplayam) =
e

SrelERE (2 N by hes SOTTSHISN O B FONSIRG BSRone, AV SR AT e i Ml i madoy e fake wter

[dentiies snd Usarsl | [all 1darkitn =l
T &l Avthenticated U
7 Beleobsd Groups and Users (2
Groups: Mo graups arkarad
Users) Ry ubsis @ nteed

T Al User | ard tharbcabad urere)

b TAD ChensT G B S o Bt ong ARn0ed MSTETRND 00 e HEe B
wlecied.

¥ Achimncad | Do SUAE0ea! R membaeriun calena

Select MICRONICS\contractors group from the left pane and add it
to the right pane. Click Done.
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Accass Policies: Palicy "Contractors™: Edit Groups

<'M'|w~|:.l-|:| ~.,'\-Mw-.rc~ua-ﬂ.mr'\-. 3 b iseD anfees Sar ¥ MY GYCRAEE, STRY A lLPRHN RS (e
o, Cyod g™ e i Ui v Gy i, M e, i clnal & aned 3 e

charmciar,
Taect Aame frorm b Dowciony .Jl'\L‘:- At wesy prar A2 s ac e fo e Ruttonises Srouar dek. ASmativir, row ons PO e AR clme o raiee,
fo st 8 D Mt alongr o uried doman or @ groap et A oof Fed avedete i e crecion |, & provpde | ane g Shet slesde gre i the dutosimd
Sroup dr, the duphoeter mad by u!‘o"':"f:'i amaz

Faulbon: A

Dirackory Saarch: . H Autteruad Grosps:

hide | Moan A =

MICROMIZ S canirecian

Doy sagroh compkeosd (31 resiohes)

I

An
HICROHIC S Cart Fub Babers
HICROMICSWCERTS W _OC

HICROMICSIDHCT Radrmurastratary
HICROMICSICHCR Lhary
HICROHICSiDradd nre
HICROHIZF Dol dotofrasy

HICHOHIG! L Ll

HICROHICED0TME Y G
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HICRONIC Do Guests
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HICEOHIC S Ha koS mra cawaroup. -
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Click Advanced link to show more optionas and click None Selected
link next to URL Categories.

becass Palicy: Add Group

= Emabds Pebcy
Pokce Wane B [Cantramoes

=0 oy JT ooder

pEsoiion|

Trezawt Abise Palby [ [ prpipocs s .,.I
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Ideriitws s Uhwrn: | [SiLaarteae 5]
O A0 maghertiostel s
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FICACKIC S canirectors
Users Fio unors orterod
T A ks {nuthestioated snd naithentoated iss)

¥tk 54 rwrr” codion s ralected, mt dewat ooe Aduanoed membermhin cokoe murd et be relecter’

* Bednarcad | L th st sreced aption s ba dufre ar sdt mambaratip by prosacal pracy port, mbest, Tems Laage,
Cstination (UAL Cabigaryl, ar Uisr Aganks.

Tres ol krvaineg advancad mambsndhip orferia by s b definedi
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Fraur Prris: Manw 5o leched
Selinetsl N B pkedted
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URL Cateqoriess  Mone Seleched
UEEF MjpEnLH MK 5 bl

Select the following categories on the list:
o Business and Industry
o Computers Security
o Computers and Internet
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o Education
Click Submit.

Access Policies: Policy "Contractors”: Membership by URL Categories

Sbeoh a0y Foes bekaw b b that URL Cabepary & memibsrshio oiteris, Leave al rars dres oted © membsrshio by DAL Csbagary & not desiead

Custom UL Cabegaeses

A s CEEDORAE AT fioed, Des Wad Secori Manager = ST (L ISR

Predefed UL Cseqaries

Cabagary Heleat 8l
Adult

A it s e eavis
Alcchol

Aty

Aabrol oy

Ay thre
Busnme ard [ndurtrp W
hat wnd Irefank Mesraping
£ hwnibirey wnid Pl g sk

Child Atuse Cotent

Comperter Beaurity o
Computers end Irbamat -
Dating

Diigikal Prabcards
Diving ard Crinking
Cisnamiz ard Fasidarhsl

Eduration o

Review the new access policy and click Submit.

Access Policy: Add Group
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Two new polices were added. Click link in URL Filtering column for
Contractors policy to edit it.
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Booess FDIICIE'S

Gucmmr — Tha palicy proup "Conrachans” wes added.

S Fum
FroaEsck il [r_s W W A
orir e Urer gty LL ] L ety Anb-M g gy Mitareg Culniy
Cradeariors
1 ghobad gl iET Block: 4 Iglubal palcy LI Llap] kel oodo @
F] dobad pulrs | BTEITR gkl paley) | (Weoa peiyd | Gpkobal peos ]

Ain bleckad Harm r“:"‘; Hordar: 100 | ba bl s x::“m“::'“m

Click Select all link in Monitor column. Click Submit.
Access Policies: URL Filkering: Contractors

A WO AL ciepores B oleedl A eareponiss 0 i W Snounii AR T Sariom LR ORI Sipe

Thears UEL Cataporian ane Geiied s oD THITTRrabN Critee . Al CRteparin ane nol aTpicERie far dhi cok .
o B— L —
e e | @ o

Satagery sabet oll | sabect ol | Select ol | Selact 4l

R Bassirecss wnd Indasiny o

5 Computar ety | v

¥ Cemputare and [nbarrat | o

O edustion | +

Click link in URL Filtering column for Employees policy to edit it.
Click Select all link in Monitor column. Click Submit.
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Access Policies: URL Filtering: Employees
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* Review access policies and click Commit Changes.

[ comrachemucs |
Access Policies

GuomEr — Sedangrhsasbeen ssasd

e
Frwcoacd wrd WAL Wil Facatation ol
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Verification
Go to Win7 PC client and open up web browser.

* Go to some website from URL category matching Emplyees access policy and
authenticate as user employeei.
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- IEIIEI
T e B~ &% sbayoom = at wr &

Conressting bz prazy. micronicsbecal

[ T e |
[Femanmemse |

Doemain MICRONICS
1 Famumbar my condentisly

T

* The user first should be asked to accept access pdlicy.

7 (rm——
,

Mosificatior: Policy Ackno.. %
2 ey

Internet Access Policy Acknowledgemeant

Plaaan ackniowkadps the foliowing satemants bodone acoasang the inlemat.

Your wel Iransachions will b2 aulomalicaly mdnilonad and processad 10 deect danganis
Ol & 10 enfonos onganzatens policks. By choking ha link bk, i acknowkaip: this
monfioring and accepl thal daia abouf? the: sies you visk may be recorded. YVouw will be
perodicaly asked fo acknowliedge the presence of the manioring sysism. You are responsibls
for following crganization’s polick=s on Inlemet access.

Chick Feve 1o aocept this statemant and acoess The nbarmsl

Crak: Sam, 25 Feb 20703 1914257 O
LiEsrnaie. MCEONICEmpoyeat@al
SOaRCe 1P 9001 700104

» Then the user should be allowed to open the webpage.
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Colecibies & art

Home, ouldoors & decor
Sporting goods

Tows & hobbiea

Jewelry & wakches
Healh & bagty

Deak & gits
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ebay ==
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Wi .
e SHOWYOURLOVE.
Fashmn ——
- DIAMOND amd. 17
ks GEMSTONE :

OEALSFORHER

FREE SHIFFING

Ewar arcts Frickiry, Fabruary B, 24MPT

Welcome to eBay

WRETT pEUTE R 10 aBay o @
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Ll A

Wy By Sull Commanly  Cesle

A Gl =| I

Sign in

ey beejeiyeciiclirafull Take

SR EBGY On
| T

Clear the authentication cache on WSA to re-authenticate with a different user on the

client PC.

wga.micronics.local> authcache

Choosa the operation you want to perform:

= FLUSHALL - Flush all entries from auth cache

= FLUSHUSER - Flush specific user entry from auth cache
= LIST - List all entries from auth cache

= BERRCH - Search all entries from auth cache

[1» flushuser

List of Authentication Realms

1. AD
2. GUEST Realm

Enter the auth realm of the user:

(1> 1

Enter the username to be removed:

[1> employesl

User "MICRCHICS\employeelBAD" removed from auth cache.

Choose the operation you want to perform:

= FLUSHALL - Flush all entries from auth cache

= FLUSHUSER = Flush specific user entry from auth cache
= LIST - List all entries from auth cache

- SERRCH - Search all entries from auth cache

[1> <enter>
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* Open up web browser and go to some website from URL category matching

Emplyees access policy and authenticate as user contractor1. The user first should
be asked to accept access policy.

B ===E=
s ol ETE——— B = & % || ) Mosifcaion Dalicy Acknn.. = ok 0

"

Internet Access Policy Acknowledgement
Piesrse aokniwiedgs the folicwing siaiements Bedore scoassing the Inlemet

Wour wely IFarsacions wil 02 autamatically mdriloned and processed 1 delec] dangemis
Ot & 10 enfoncs organizations policies. By choking e link Dl you acknowksipe this
moniorng and accepl thal data about the: Stes you visE may be recorded. You will be
perodically asked to acknowiedge the presence of the manionng syskem. You are respansibie
fior fallowing organizalion’s policks on Inlemet aocess.

Click Fera To aocepl this statement and access The nterma)

+« The page is blocked because contractors group is not allowed to access this URL
category.

A P T R R P, P T e |

e e | V1 i 1=
I .—:l';_-:;_i e £ = & X || i HatRication Pabcy URL Fi, = | ok T

This Page Cannol Be Displayed

Brassad o yiour GIganization's sC0ess pobces, BOCesS ¥ M web sike | NHpCews ehay com' |
Nas D IOCKa] DeCaie Ne web CAapery "AUCTOnS™ i noT allowed

If you hawe questions, please contact your eganzation’s neteork adminisirabor and provide e
Cooes Shown beiow.

Try different website from different URL category (e.g. Gambilng) which is not allowed
for those users. The website is blocked.
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e |

o~ | 1 — e
G'--:;_H L T ] 0= Rl & patication Pabicy URL F., kI

s

This Page Cannol Be Displayed

Brad N ol oiganizalion's s00ess pobciEs, BOCEsS 10 This wab 38 | NHp s, pORer Comd
has been blocked because the web category "Gambing” & not alkowes

If you hawe questions, pleasse conkac] your NjanZAion’s neteork adminisirabor and provide e
Cooes Shown beiow.

Go to webpage from allowed category e.g. Education. The webpage should be

opened.
o Pr— : - _ s

GE-’Jla i PN CETI NG OMy 0w 0 || 8 weromis Metwaoeiing 8¢ Tr.. % | ok L

Hamm  Log = |
Micronics Network |

Icronics &

MING INC

Rowting & Switching || Secority || Om-Lime || Custom Courses || Video on Demand || Instructoss || Workt

Micronics Training and Consulting is all about delivering the best training and
consulting to empower clients to attain their goal.

=
I order iz schiees thie, we: deliver S et complete 50d up o dabe raning uting ths Mt cerifed intinucion and cosadtet
Bazt ko chat achaaars Thy claraas sre fapgrad far the [T profmonss. W provids complsts u b dete fechnoiogy by provideg harch-oe, conbank rick
lpzhurg uping foa lpins: souipreard, Yoar petiiaction b er PHTER

VIDEOS

[ A
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LAB 2.21. Custom URL categories

Objectives
This lab shows how to configure custom URL categories and use them in
access policy.

IP_Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 LoO 1.1.1.1/32
E0/O 10.1.10.1/24
EONM 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 22.22/32
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24
Task

There is an intranet web server in the company at http://inside.micronics.local.
Allow access to that server for Employees based on custom URL category
Internal Websites. Also, allow access to the following websites using IP
address instead of FQDN:

o 200.1.11
o 172.31.1.200
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Configuration
Complete these steps:

Step 1 Check how WSA behavies before re-configuration.

-

On Win7 client PC open up web browser and go
htip://inside.micronics.local. You should be asked for authentication
(or not if user's session is there). Then try to access website at
htip://200.1.1.1. You should be successful.

= |[E]&

2 Wit in sk emiranics local O = O X || O micranics bacal

Wirsloews Secuity ==

CoaresCting B By, i onics kel
ampl ol
EEI TR
I_I Deman: MICEOMICS
Fsmernber iy credeniiss

ok | [ ceca

Go to WSA CLI and check accesslogs. Both requests are allowed

based on Global Palicy settings for Uncategorized URLs.
1359983077 .038 281 10.1.10,104 'I'CP_W&B.I’RW 457 GET
http://insida . micronics.local/ "MICRONICS\employesl8AD"
DIRECT/inside . micronics.local text/html DEFAULT CASE_12-Employeas-—
Dafaul tGroup-HOHE-HOHE-HOHE-De faul tGroup <nec, ns,0, *-*,0,0,0,0,%-",-
1,0,-1,%-%,0,0,%-%,5-% - - ne, ne, “Onknewn® ,*-*, “Onknown ® , *Unknown ™ , ==
", m-%,13.01,0,~,"Unknown® ,"="3> -

1359964383 .032 573 10.1.10.104 TCP_MISS/200 267 GET http://200.1.1.1/
"MICRONICS \esployeel BAD" DIRECT/200.1.1.1 text/html DEFAULT CASE 12-
Empl oyeas-DafaultEreup-HONE-HORE-HONE -Dafaul t Group <ne, -3.5,0,7-
"0,0,0,0,*"*,-1,0,-1,"-",0,0,%-","-", -, -, ne, 0, "Unknown"™ , " -

", "Unknown " , "Unknewn™ ,"=" ,"=", 3.73, 0, -, "Unknown" , " -"> =

Step 2 Configure new URL Category.

-

Go to Web Security Manager > Custom URL Categories and click
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Add Custom Category... Enter Internal Websites as category name
and in Sites field provide the following:

o .micronics.local

o 200111

o 172.31.1.200
Click Submit.

Custom URL Categories: Add Category

Categary HoME| | [intarnal wabites
List Grari | [1

e rnis, Wod, B0 1.1, 172,90, 200 ot LALs |

= tivenced | Asgular Exprassione (3

Go to Web Security Manager > Access Policies and click link in
URL Filetring column for Employees policy.

Acrass F-ulic iEF

ool wned usL Waby Bagpuistun wnd

Uior dgai | Py hophorkond | dikcs Aari-Fiskvars A laring [
g au pudep] e 1 ol | e £y N e D WD paky I}
bk b | (ko ook || sl oy ®
b Bris, L
Hohal Pahny Bk 25 - - i B totm By gbed
CobalPoky bk i Berry | Pest 100 | o ket | i ek B

Click on URL Categories to edit them.
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Broess Policy: Employees

¥ R nahie Palicy

¥ [Gkkal Bok i) o]

MernbarThi /7 e Bp the CombAaian oF 1 Eafoesag orbani, A Crimve roaTr A et for e oy do tee AR

Menites wd otrss | [3F 1k vl =

ol Bhmebpoiod e
& Sabected Groups srd U [

o

ey B

WA 0] s o

LRID Mo e § e
£l e [edwrisind oo ureedhoniceta | wer)
P e A L™ s 3 e, 9 dmmd e Ay e rmameahs opes ¥ st b peidesd

= éxhromped | Lhe e Adwarwod srdom b dotee or edd membersho br croboce b pros e ports et Tiee Soenes dork vsteon 1L
Categoay), of Leer iy,

The Frlicmerg arbros rord meeibery g criong hos e beee defeed)

Pradugaby

W [RHETR N p, ok G0 IR0, L
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Pick the Internal Websites category in Custom URL Categories

section. Click Done.
Access Policies: Policy “Employees™; Membership by URL Categories

chad if membarshp by UREL Category i rat dani

Add
Cabagarp Salact i
Inksmnal Wehsies o

i, P
haid Corsaing, §
ared

dunal Hrkeerbing, beaal &
T —

Review the changes in access palicy and commit them.

Access Polcias

Sumceen — ‘gwrchangsn baww besn oo mkbad.

ITTTTT|
Frwicoods wrd ‘obkﬂ:'-ll il
Srdar| Grouy [irperre Sk et ki W Fiawiog [T
Corieaciers
L Ty a0 ghebdl pa eyl ok | kgl dohd poky o
UL b kit Bl it el B A O 0 ek ¢ B
B T} [FRE— gl | dpiebalipclerl | plohnl pokoy o
UL Cots vkt Critama | webainad, Raule, Ak weud e, Mok, -
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* On Win7 client PC go to the http://inside.micronics local website.

= ||

B it v nniconec lacd T [ ———"

Welcame in the Inside Weh Server

* Check accesslogs on CLI.

1359984 915.129 525 10.1.10.104 TCP MISS/200 457 GET http://inside.micronics.local/
"MICRONICS\employeelBAD™ DIRECT/inside.micronics.lecal text/html MONITOR CUSTOMCAT 12-
Employees—De faultGroup— NONE-HONE-HONE-DefaultGroup <C_Inte,ns,0,"-", 0,0, 0, 0,"-",-1,0,—
1, "=, 0,0,%=", "=, =, =, IW_comp, -, "Unknown®, "=", "Unknown", "Unknown™, "=, "=", 28.80,0,-

. nmmmn’ oty

*  Go to http://200.1.1.1

G_: WALLL £ Gx |l graan

Welcome o defvnli wehsite

* Check logs on CLL

1359964924.538 25 10.1.10.104 [CP_MISS/200 267 GET hEEp://200.1.1.1/
SMICROMICS\employeel@ADY DIRECT/200.1.1.1 text/html MONITOR CUSTOMCAT 12-Employess-
De fault Group-NOME-HOME-NONE-DefaultGroup <C_Inte,=-3.5,0,"=",0,0,0,0, "=",=1,0,=-1,"=
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" 0,0,"=" " - - 0, nc, "Unknown™ , =", "Unknown", "Unknown®, =", "=-",085.44,0, -

+ "Unknown™, "= "> -
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LAB 2.22. Decryption policies

Objectives

This lab shows how to use decryption policies to handle HTTPS traffic.

IP Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24

There is an intranet web server in the company at hitp:/inside.micronics. local.
Allow access to that server for Employees based on custom URL category
Internal Websites. Also, allow access to the following websites using IP

address instead of FQDN:
o 200111
o 172.31.1.200
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Configuration
Complete these steps:
Step 1 Check how WSA behavies before re-configuration.
*  On Win7 client PC open up web browser and connect to
htips://www.google.com. Authenticate as user from Employees group.

The connection should be successful.
* (Go to WSA CLI and check accesslogs.

1359985729 .430 3745 10.1.10.104 TCPF_CLIENT REFRESH MISS/200 413 CONNECT
tunnal: //www.google. com: 443/ *MICRONICS\smployeals AD®

DIRECT/www .google. com — DEFAULT CASE 12-Employees-DefaultGroup-HONE-
HONE -HOME-Defaultdroup <IW srch,8.2,0,%-%,0,0,0,1,%-% - — - #-8 1 - &
",mem, = =, IN srch,-,"="," =", "Unknown" , "Unknown® "~ ", "~" 0 88,0, -
,"Dnknown®™ ,"="> =

Step 2 Disable HTTP Tunneling for all ports and disable FTP over HTTP.
* (Go to Web Security Manager > Access Policies and click link for
Protocols and User Agents column for Global Policy. Pick options
FTP over HTTP and clear all port numbers from HTTP CONNECT
Ports. Click Submit.

Access Policies: Protecals and User Agents: Global Palicy

[Dafne Custom Satings =]

Blook Frotoookl | = PP avar HTTR
I wrme
T Hetrve FTP

HTTR CORRECT Parts) 7

Ecarmg e Wasr &gt Patams &=

Bdcck Curtom Liar Aganis:

* Review the changes and commit them.

Commt Changen
Access Policias

BTN Farves Pen savd
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Try to connect to webserver using HTTPS and verify the accesslog.

1359986616.554 0 10.1.10.104 TCF DEHIED/403 0 COMNECT

tunnel: //www.google. com: 443/ "MICRONICS)\employesald AD" HOME/= =

BLOCK ADMIN COMMECT 12-Employess-Defaultiroup-HONE -HOME -HOME -NONE

<IW _srch,8.2,=,"=", =, =, =, =, "=" = = = =W == "N 00—, - IN srch,-,"-

I'H_I'Imml 'Immi 'I_I' I_I'u_w'u'_'I_l'I_I> -
Step 3 Enable HTTPS Proxy.

* (o to Security Services > HTTPS Proxy and click Enable and Edit
Settings... Read and Accept the license.

HTTPS Proxy

HTTPS Prouy Lense Sgreement

Ta anshls HTTFES Praxy, pliass raview snd accapt the licaras sgrasmant balars.

-
supplewnral Erd Usep Lloenae Aqpeement for Ciseo Spavews Ewail ard
Bab Sacurity ScEtwsce

IAFIETANT: PBEAD CARERILLY

Thiz Supplsmsntal Ind Taer licsnrs Agrmamant |"SEULAT) cantsiros
sddicional terwd arvd condiciohs for che Acfowsre poodmoc 1ioenaed
mndac the Ind Taex lLicenzs Agressant ("DI0LA"| betsasn Tou C"Tou™ s
wied hereln weans You sl che Dusinsss sAclcy yol [EPEESEnT oF
"Company”| wed Cizca (mallectivaly, the "Agoasmant™). Cepitslized
cepme waed in chis AEVLA bot not defined will hewe che wssnings
marigned to them in the EILh. Ta the sxtant that there iz a conflick
Dexrwesn che corms sl oorditions of che EULA and chis JE0LA, che cepms
mnd rarditians af chiz SEULA will caka precedsnca.

In msditiaon ta the Limitstions ast forth in the EULA on your scoaxs
end wae of The Scfowere, you Agres To cowply &t 41l Times with che

tarmr snd carditions providsd in thiz SOULA. DOWLIADING, TMSTALLING,

0B UEIRG THE ADFTUARE CORSTITUTES RCCEFTARCE OF THE AGREEHENT, AN TOU

ARE BEIWDING YOURSELF AMD THE BUSINESS FNTITY THAT Y04 BEFRESEMT TD THE

RIFEEMENT, IF YU 14 HOT AGREE TO ALL OF THE TEFHE OF THE AGREEMENT,

THEN CISC0 IS TWRILLING T0 LICENSE THE SOFTWARE TD TOU RND |A) ¥OD FAY

BOT TTWLORD . IHETALL DB, UEE THE SOFTMARE. MM+ 1B YOO HAY FETURH THE =

* Enable HTTPS Proxy option should be checked. Select Use
Generated Certificate and Key radio button and click Generate New
Certificate and Key.

Fadit HTTRR Frowy Gettings

e VTR Py

Gy o st it | [ s g s Bl s 0 TS i

o b S Rt 1 % | [ e oy pime o prdmmne o pyn e rovdsbie s mmired

b LR

* Povide information to generate new certificate and click Generate.
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L

Ganarate Cortificats and Key a

Coommior Mame: [preey micronicn el
Orgarization: [Wicranks Tranng
Crpenizationsl Uni; [Lee
Cowwry: [us
Curation befors axgiration: 12 morths
Basic COMErants: 7 Set w053 Basic Conskraints
Extenzion to Crikcal

Information about new certificate will appear. Optionally you can
download new certificate and import it to the client web brower. Click

Submit.
e e g ]

= Ensbla HTHFS Prasy

HTTFS Farks b Py N

ook Carificate bor Sging T e 5l ed CortFmate ored Ko

el '— [

B Rn AR Feb il L3 T8RN T8 GMT

B COMFRG WG Ok

Picremrdond Crvkhooks . | Creslngd ©erbbcste Bioning B e

v Coridiesin:

A message appears that enabling HTTPS Proxy causes some
changes in WSA policies. Click Continiue and Commit Changes.

Confirmn Enable =

Onca the HTTRS proyy service is enabled, HTTPS
blocking will na longer ba available in Access
polides. [n addidon, the HTTPS protoodl can Ao
longer e used to define membership inAccess,
Routing, Quthaund Malware Seanning, G
IranPart Data Sacurity Polioes, and External OLP
polices. Al HTTRS polcy decisions wil be handled oy
Decryption palicies.

Lo you want to continue?

Try to connect to some webservers using HTTPS and verify the
accesslog.

o Go to hitps:/Awww.google.com
1359987764 . 147 B5274 10.1.10.104 TCF CLIENT REFRESH MISS/200
66038 CONNECT tunnel://www.google.com:443)
"MICRONICS\efployesldAD" DIRECT/www .gocgle.com -
PASSTHRD WERS 7 -DefaultGroup-Defaul tGroup-RONE ~HONE ~HOKE -
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DefaultGroup <IW _srch,8.2,=,"=",=, === " =" =y =y =" ="y =y = " =", "~
®,==IW_srch,-,"-","-" "Unknown" , " Unknown™ , *-",*-* §.20,0,-,"-

LML E LS

o Go to hitps:/Awww.ccie1.com You should see certificate emor.
e ]

[z el com ] p-ox |' Cartircptn frrae Hageon

% erais a problem with this welbsite's security certificate |

Wa siidinsie ol Wit s olirie Bhis wer bpagee ardll do et Gl o This e lesiie
¥ Oick here o dowse iz webcag

o View the certificate after connection. Notice that the certificate

was issued by WSA.
Certificata =]

Gererdl | Detads | Certficetion Fat

waly  cerilicate Infermation

This carbficate cannct be werfied up bo s brasted
il thos aitheeity.

Essumd b3: = narsa. o

Bssued by praey, micrones, kosl

vald frame 37 10 2012 t8 3 1F 2003

[raial Carbfcuim...| s

Leam more sbout (TR0

o Check accesslogs.
1359988179 .812 2314 10.1.10.104 TCF_CLIENT REFRESH MISS S8L/200
38 CONNECT tunnel://www.cciel.com:443/ "MICRONICS‘\amployeslAAD"
DIRECT/ www .coiel. com = :Imn_m_T-maulmm-maulmmw-
HOWE -HOHE-HOHE-Default@roup <IW_comp,0.0,-,"-" ,- -, =, =, "=" =, =, =
QM= == em mew o IW comp,=,"=", "=","Unknown" , "Unknown" , "~
e 0,13,0,-, "=, "= =

Step 4 Change Web Reputation engine to decrypt all traffic.
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Go to Web Security Manager > Decryption Policies and click on
link in Web Reputation column for Global Policy. Edit the Web
reputation so that WSA will decrypt all traffic with a score from -10 to
+10. Also, select option to Decrypt for Sites with No Score. Click
Submit and Commit Changes.

Decryption Policies: Reputation Settings: Global Palicy

|Dl|r|l Curtorm ‘Wab Esputshen Safirge ﬂ

Wl Repelation Settes) s

Wb Aopubabon Goarg

ohnp DELETET PAGE THRMIGH
Mk LU L]
il )

2]

A0 -4 & 4 -2 D 2 4 & B 410

Cvep Cacrppt Pans Through

Thea raguuabad HTTFS connuctinn in mmadisbaly | Tha HTTPS fransactian sl ba decrppbad for Tha HTTPS requartis pamad through withaut
drappad. Ho and- ussr ratfication sl be scanning and ra-sncrepisd is eneare wer privacy | decyption. Ha scening Ml b perlammad.
praskied, L this satting siih cautiin ared seoiry, Thie seanning defined in the

apnhcible 'Web Accans Policy will b parformad.
Sy v BS¥on K ntan et ot not baer @ Kat Seoulstor Soone.

Zhas pith Ho Boors m
== =l

Verification
On Win7 client PC connect to hitps:/fwww.qooagle.com

-

LN o CEE] || [T er——
| a a 2 b wich This websile's secuily caniials Gl el | D M Pl
O Cormon iskerios

T it v vt g vedllad cop v . mbrd
e ey

W rm e i e A i g and S ek cevieas s B srie
L]
W i 1 . it v -

b EEESTEE
srm ot
ey =1

Check access log on CLI.

13599868929,257 346 10.1.10.104 TCE CLIENT REFRESH MISS SSL/200 35 COMMECT

tunnel: / /fwww.google.com: 443/ "MICRONICS\employee 13AD" DIRECT/www.google.com -

CECRYFT WERS T7-DefaultGroup-DefaultGroup-HONE-HONE-NHONE-DefaultGroup <IW srch,8.2,-, "=
Wy M =, MW e o W WoW__ . TW_srch,=,"=","=", "Unknown", "Unknown", "=", "~

,0.80,0,—, =", tous _
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LAB 2.23. Bandwidth and file type limits

Objectives
This lab shows how to configure different limits on WSA to enforce blocking
some file types or MIME types.

IP_Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 LoO 1.1.1.1/32
E0/O 10.1.10.1/24
EONM 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 22.22/32
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24
Task

Configure an overall bandwidth limit on WSA to download from teh Internet

with a speed of 50 Mbps. For Employees group set up file access limits and
block downloading of following files: ZIP archives, RAR archives, EXE files

and *.torrent files.
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Configuration
Complete these steps:
Step 1 Configure global bandwidth limit for all users.

«+ Go to Web Security Manager > Overall Bandwidth Limits and click
Edit Settings... Set the limit to 50 Mbps and click Submit.

Edit Overall Bandwidth Limit

Thw o vered Brraiaidit St i aopted sorcer o urssr fihe fole! fmitsr dvidied by borevar manr e ane efecpdiog b cre reesing med s ey
s finod, |, Fio et ATV O SONOE GYBLD Shat DD 0 B0l AEer, SO0 40 nat aitlerere CTUG o Samdto SOOCOHIDNT, LS Web Taourty MITages
AGOETT PGS = ARTEEINNE M D R (OT0 D CuAaTT TR BT A0 AT BEEEF 0 DR W I AOARRITT TR B

MedBl | o i avrall vt

& Limit o [ Hbgn =]

Lk rarga i frome [ kbor da 51T Moo,

Step 2 Configure bandwidth and file type limits for Employees policy.
* (Go to Web Security Manager > Access Policies and click link in
Objects column for Employees policy. From drop-down list select
Define Custom Objects Blocking Settings and specify maximum
object size of 1024 MB. Pick RAR, ZIP, Windows Executable and
BitTorrent Links from the list and click Submit.

Access Policies: Objects: Errlplnl,ll:'l;_“.'

e e jucts Blacking Settings

[ Dnfires Custom Chjmcks Blocking Sattngs =)

Djects Backing Settings
Dibpect Saze

HTTRAHTTFS: Mol Daenkisd Bizs | = IF'"' Bund i

FTF Mt Dawnband 8181 | - — 0 1y i

Chjnct ared MIME Typ Aafarance 2

1
r
=
F

L HLE
cPra

GIIP

LH#A

LH&RC
Wicrasoft CAB
Rk

Bt

TaR

b A e U e A I 1 e (I (1]

Cargrass drohive (23
2P trchive
b Doourmant Tppan

T

= Exacutabln Codu
I actress Plugin
F Wirdows Exaartshis
[ 2ava Pregram
[ uNCe Exacutabis
I wazilaFirafo: Ectannian
¥ Iretalers
¥ Medbs
= PEP Watafiks
F  BrTarrent Links {tomane
¥ ‘Wab Pagm Contant

¥ Mucalansau
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* Review all settings and click Commit Changes.

Aocess Policies

s — Gettngs hass been sassd

Frutocols and L sk Eapatation snd
miw | i AgEnty fEming Aplbiacan | Obiech swi-Heves e Cmles

T amirarinm

L | g i kol i ity | gk | iy | [ e el o iy ]
1P Caftmporey Bnmmzord [n bt Sevpdter Browrh
[ — .

¢ | ey R okl Fomtors 80 | (e poicy | Bk T Dbt T . T
UL Coporme Inkmmal wabeidm, dd ok, Acksrtssrae . 8 ool .
Bl Ranbivy Rlask: 70 [ ———)
ale ki« LA ki 3 el Ly Meaiken LG | Mo blodkad san e Emasrrsy: Enakbed

Verification
* On Win7 client PC open up web browser and go to http://inside.micronics. local (the
URL in custom Intemal Websites category allowed to Employees group).

i:\. il g e et macorscanera CE-E] [ —— . oW O
Welcome to the INSTDE Web Server

Link= &0 test fles

EAE Apchive |OOME
P Archive 1006P

EAR Archive S0KH
File containg "LIWC kevwnid SOHE
file s e Y S|

Torrant il [raal)
arent file [packsd bv BAR

Windows executable file draal)
i " [ T

EICAR Winig test file (21P7

+ Click to download RAR Archive. You should be denied.

'ﬁ

G{,}a i 6 s ek R e b £ = 05 || @ hotcsiion: PalicyiFla T o | | G =2

=

This Page Cannal Be Displayed

B 5N FOUF (MOARCIOnN's BCSS DOACes, Boness ko i web e or dowsioad
[ it Mirmskct. mcronics kocabtestile rar | has B Biocked becarss the N Spe "appcat on b
Tar & rol alnee

1T yT0 Rawe QUeSHONs, pEsIse OORLCT yORI CHgan@aion's neiwiik 2ominsizia and prove ine
des Shoan beirw.
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1359994026.3%5 25 10.1.10.104 TCP_DEMIED/403 0 GET
http://inside.micronics.local/testfile.rar "MICRONICS\employeel BRD™
DIRECT/inside.micronics.local application/x-rar ELOCK ADMIN FILE TYPE 12-Employess-

De fault Group—-HONE-NONE- HONE-DefaultGroup <C_Inte,ns, 0,"=", 0,0, 0,=, """, == = "=", =, =, "=
It’ It__,ltr = I'_mf - It__ltr Ii-__,ltr Hmmmﬂr Ifmmmﬂ-’ It__ll-’ It__lll-’ D_ Du’ DF_’ Ifmkmﬂ" Ii‘__,li')I -

* Click to download ZIP Archive. You should be denied.

ol

ﬂ= I:—;‘- a1 SRR AT v @ 3 | B Mawkcas e Poko il Ty L

This Page Cannct Be Displayed

Based on your RN S J00E55 BORCES, AC0ESS 1 his web Sie of downioad

{ puinsae micmnics iocaiesTile.op | has been biociod becauss e e ype “apphcaiion/x
op" i ot alowas

T pou T (el ease CONGA ol ONJAnCEanais NaDe (i ACTASFal and (roids T
SO0 STrwT Doioes

1359994122.454 237 10.1.10.104 TCF_DENIED/403 0 GET

http://inside.micronics.local/testfile.zip "MICRONICS‘\employeslBAD™

DIRECT/ inside.micronics.local applicatieon/x-zip BLOCK _ADMIN_FILE TYFE_ l2-Employess—
L]

De faul t Group-HONE-HONE-HONE-De faultGroup <C_Inte,ns,0,"-",0,0,0,-,"",-, -, -, "=, - -,
" =", = IN_comp, =, "™, "=", "Unknown", "Unknown", "=", "=", 0. 00, 0, -, "Unknown" , "-"> -

* Click to download Windows Executable. You should be denied.

G. _d I ¥ ek e oronk LRCE § e lpad w B =GN R hctilcadion: Policys Fill Ty a L e

This Page Tanmal Be Displayed

B 5 poar organicai-on's aoomss pofickes. poca s othe web e or dowsiosd

[ hifp NMirmide. niconics iocslnctessd soe ) has besn bocked because [he Se b pe “spplication®
EEEHEA" B ol GBCwA]

1§ P QUSROS S OORIACT YOI DA S e Wik aominesimior and provice (e
rdee hoEn el

1359994270.344 23 10.1.10.104 TCF_CDENIED/403 0 GET

http://inside.micronics.local/notepad. exe "MICRONICS'employeelRAD"
DIRECT/inside.micronics.local application/xz-dosexac BLOCK ADMIN FILE TYPE_12-Employess-
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De fault Group-HNONE- NONE- NONE- DefaultGroup <C_Inte,ns,0,"-",0,0,0,-,"=",=,=, =, "=",=, =,
", =", =, =, IN_comp, =, "=", "=", "Unknown", "Unknown", "=", "=", 0. 00, 0, -, "Unknown" , "-="> -

* Click to download Windows Executable with changed extension. It is still recognized
as dosexec MIME type. You should be denied.

a g e e mererseBana) retimad b B = G | g et ptiors Paficy: Rl Ty,

This F-'H_"ﬂ- Canngl Be |:Ii1.|1|-'|','ﬁl1

Eras 3001 g0l (VAN IO mCCirs poliChes. acCerih 10 Rk wel ale of downie e

TS b2 PRI POCRTE R Pard 151 ) M D02y DOOERE DeaCausd N TG [l “Sas bCa e
dosexe” b ral aiowe
Wy hwe quesione, glease contac your sganization’s network admiristrabor and peowids the
rvies shovan bekow

* Click to download BitTorrent file. You should be denied.

= = —

=0 el

G-_-a--r iermicrrio ioosldek - roinenet 0 - & % || 2 boiTatior Bolay Fle Ty, Ll !

This Page Cannct Be Displayed

B 00 yO0u GIganZal BT S A00=58 obOES, 0055 In Nk web SiE o downkasd
| SRR micrpnios D) Fepbean- s e | nae bean packed Donaess the e ype
“pgicaiona -t Ent” i st aboeerd

g Pl (ol PR EOERCE (W ST RTATS RAAAE BT RSIRIET 30 A 2

EOakEs ShTwTi heios

1359994650.844 26 10.1.10.104 TCP_DENIED/403 0 GET
http://inside.micronics.local/debian-iso.torrent "MICRONICS\employesl@AD"
DIRECT/ inside.micronics.lecal application/x-bittorrent BLOCK ADMIN FILE TYFE 12-

Employees-De faul tGroup-HONE-HRONE-HOHE-DefaultGroup <C_Inte,ns,0,"=",0,0,0, =,"=", =, =,
Py = = == IN_cOmp =, "=, =", "Bit Torrent™, "File Sharing”,"=","=",;0.00,0,=

» "Unknown™, "="x -
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LAB 2.24. Application Visibility and Control

Objectives
This lab shows how to use AVC policies to block access to certain web

applications.

IP_Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 LoO 1.1.1.1/32
E0/O 10.1.10.1/24
EONM 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 22.22/32
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24
Task

Configure an overall bandwidth limit on WSA to download from teh Internet

with a speed of 50 Mbps. For Employees group set up file access limits and
block downloading of following files: ZIP archives, RAR archives, EXE files

and *.torrent files.

Page 261 of 409




CCIE SECURTY v4 Lab Workbook

Configuration
Complete these steps:
Step 1 Configure global bandwidth limit for all users.
«+ Go to Web Security Manager > Access Policies and link in
Applications column for Employees policy. Expand Facebook
section and click Use Global (Monitor) option next to Facebook
Applications: Games. Select Block option and click Apply.

Bccess Policies: Applications Visibility and Control: Employees

[Dafire Appications Cutkam Sattnge =) |

[Econtn Anplicetion Tyve &1 splications 1rfa &
App st Satirgn
B ®egwm 0 5 Menikar =
Edkt wl
Ed collsbaratian & 2 Monkar
Edkt all...
Ed Ertamnes Applicsacns (2 L TN T
edit wll...
B recatack
Faosbanki Gpokoatiore Business 3 Use Glabal {Wanitor)
Faoat=iol #po bostia rel Communicy & Uz Fhabal (Manitor) [
Foosbank dpobostars Edusstan & iise Shabal {Ranitor)
Foosbandi Sppkoatiare Entertsnment ) use Ghlabal {Wanitors

Snt sctism for applicaties Facehook Agsdications: Games
T Unm Glabal Sattng (Heonikar]

Fasombaobl &0 Boatio res| G mess ' Rardior
= Black
e Apply

Feabeaohi spphostiare | Cther i Use Ghbal {Wanitors

Feabaok Spphostio e Bparts EF Use Ghbal (Manitor)

Pacaback dpphicabians: Uk I Unn Shabal {Maritor)

Fecaback: Evants t:? Use Ghabal (Manstor)

Facaback Garara i Unn Glabal {Maritor)

Facaback Masssgen and Chat 3 Unn Glabal {Mariter)

Pacaback: Hoban I Unn Shabal {Maritor) o
-

* Click Editall... link next to File Sharing category and select Block
and Apply. Do the same for Google+ Games.
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-

L

IBncm-:e Apoloation Tepes "'I

Gacgled Samum
Gacglad Ganersl

Baogke+ Lacation TeIpng

Tid AR Roimid AEDNCHNON, CodDanon of RTTFS ooofent mar D rpanad, Ao BT ooy, SHle the HTTRE Prou, Don febiol the oitan fsd
anather SecrEton ST apstoation MRS e cosenod [nes Secriy Senwioen > BTTRS Proerl.

BB ol o Bedtinegs
El Fieshong 14 Blazk
B4 50
3 Garm 0 3 Monitoe
edie al...
B cashs
Gacghe+ Chat 8 unn Gichal [Monikar]

& Black
3 unn Sichal [Moniar]

¥ Use Fobd (Monmar]

50 g ba+ Phaoios D Use Goba Monkar]
g b+ o B Use Foby Monkar]
Edit all
Ef Instwnt Messaging 0¥ & Monitor
Edik all
[ Ivtwenest Utdnes i & Monitor
edital...
|3 iTuran Bl o e
edit al...
Ed tinbadin 3 5 Monitor
edit all...
TR Bancidth Lmk: Ho Bardrdth Limi
B = Wavkar

Appiiatire Infa O

Click No Bandwidth Limit link next to Media section and select Set
Bandwidth Limit option and set it to 612 kbps. Click Submit.

| Brarea Application Typas =) Applicatiarm Irfa B
To sdantty roroe appication, Gupection of HTTES contast may be regoired. For beet sfficecy, aneble the STTPS Fravy, than el the cotion that
Anes deoig for SRR WY AT oantrd [Fes Seounly Seases = RTTES Prowr]
Appd Rtk Bettingr
=
EE  Crvierrest i kiias i & Monigar
Edki all
B3 muran b4 Menkar
edit all..
Ed Lnkedin 5 Monkar
Eikt all
".' Wady Set dweadth Limit for T Typm: Medis
' Use Ghlabal Getting (o Bandka dth Limik)
Mo Bardwith Limit for @ pplication Trps
& mer mandrdah Limin [s1z] ki =] per user
el Aoply
3 23 Wanito
Eikt all
Ed Wrapacs Hd Monkar
Edkt all..
|g3l Frusarkaton / Confersncmg W07 Monkar
Edii all
EE Prooes 0 14 Waritor
Eikt all
Ed Sccsl Metvarking o 15 Black
ekt all..
3 Scfvars Updatan B Menkar

Review the configuration and click Commit Changes.
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R CRAng -
Bccess Policles

Verification

On Win7 client PC open up web browser and go to facebook.com. Authenticate as
user from Employees group.

& Pt Sacakeckcon D-gX

T fmechomkcnn
W dran Sk
Conmmting b prosp Fe Tk bocd
wrviphogudl |
...... s |

-

Facebook redirects all requestst automatically to HTTPS. Hence, having decryption
policy for all sites enabled, we should intercept that session. The WSA sends
caerfificate that is not trusted by the client.

=t =]
T . ] r—r.
g Canfam Ex
: G TR e
- B O b o Tl s % 4 W
e rbrmamm s
Br e thal vn Lo eormmg amd G wd e bs Das srlade
e st
L

T ——

Bl by (o s

e v o G i b D
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* Go to games section and try to launch a game. You can directly go to
facebook.convappcenter/angrybirds and click Play Game.

=)

-
. 0 B b ol 2 i
Ll -
) vors P g o i, B it 4 s e o s
Wia L Tard PR 1Y
_:'_ S

* The connection should not be allowed.

=

| [
L e e L

This Fage Cannot Be Dizplayed

Brsd o Yo DFgEnasi ey BOCES Pl BT i ppiouica Farctock Appicabern.
T O by e P ]

O N T, DR CESTRCT O | G SN L Mk ATl LBAC W TN T

= Ty to connect to some File Sharing websites and Social Networking websites. The
connections should be denied.
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LAB 2.25. Web Reputation and DVS

Objectives

This lab shows how to use WBRS and DVS to secure web traffic.

IP Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24

Configure WSA policy for Employees to automatically block websites if they
Web Reputation score is -4 and below (from 4 to -10). Also, if a website
provides viruses, encrypted content or is unscannable for whatever reason,
block it automatically.

There is a special website www.ihaveabadreputation.com hosted by Cisco to
test web repuatation. It's reputation is -9.5 so it should be blocked by WSA.
Configure exceltion for all users to allow access to that website.
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Configuration
Complete these steps:
Step 1 Disable Adaptive Scanning.
+ (Go to Security Services > Web Reputation and Anti-Malware and
click Edit Global Settings... Uncheck Enable Adaptive Scanning
opftion and click Submit.

Edit Web Reputation and Anbi-Mahsare Settings

e M ) ol ] R L |l R SR

Baputatins Serveons
Wialy Aapuisinn Rbwrieg | probls Mo Acpotobon Fiterng
Adaprive Bl I [ Erahis osvhve Bosnd
[t Boanning onarcuar sficacy bj Mendfivey Bik-nink condare snd

CORLTHIRS O MERNRLE WS- ERATE T r. Coni ICh o KT
CTCRY 0. Ao SoRvTng (ol et pber awt repctetion tileeng ir anashed,

Einn frarford B9 Engn S ciisgs

O BN LT | g, et e [T

P AT JEETA] AL, DT T RONGT A ] S 1 S

Adpe | F Erabds Gophan

HcAfam: | 7 Erabls Mcifem

H T P Crabls Hewricha Sesnning
Eoarrdng Spard i ansPNT YRR dicenly eotecion, St can rauk o Tl powtoer N
Faoraesad CTOrMATn.

Waareak | B Erobls wobract

Thirksk Rk 1m.|mu.|§
rate mempe 11 dhemupe I3, reonommiaadien’ peinum e 00

* Review the configuration and click Commit Changes.

Cammi Charges =

Web Reputation and Anti-Mahware
Surctass — Sottirgs have besn savad.

Weh Reputstion and Asti-Malmare Settgs
Frpstalszn Srrescos
‘Wab Raputstian Fikanng: | Ensbiad
Adapiren Scanning: | Acwpiie Soenieg dr curresl desbd misdady.
Conce Irsafarct DWE Engens SoHings

Obgact Sesnning Limits: | Mz, Sbgact Sice: 12 MB

Ants-MHalesrs Farvices
Scphean: | Enablad
Mcifes: | Ensbiad
Hesaristh Soarnigl Enskled

‘Wabroat | Enshled
Thrast Risk Thramhedd: B0

Edt Clohil Geifirgs

Step 2 Change WBRS threshold for Employees.
* (Go to Web Security Manager > Access Policies and click link in
Web Reputation and Anti-Malware Filtering column for Employees
policy. Select option Define WEB Reputation and Anti-Malware
Custom Settings from drop-down list and move the slider from -6
position to -4. Check Block opfion for categories: Virus, Encrypted
file and Unscannable. Click Submit.
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dAocess Policies: Web Reputation and Anti- Mahvare Sattings: Employass
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= Review the configuration and click Commit Changes.

; o Ch grzmy

Aroess Policles

ke e el e ok Fap atwteoa a0 d
Qs | Grosp [T Fibarng Aopiecatia W Db At Mds e FlEG (=

1| Doty 3 whinl gyl | P i | ok g [Erpereey e &
UBL g rimse Bumsees and [y iy, Comparier Semuri,
Erapbpans
¢ | Dbera

Wtk Foap arieca; Enabiad
o Wtk st G o
UBL Catwgn ey Inieral Wl iea Rdul, ddveriemants, doshal

Wi i
oy

Step 3 Configure custom URL category and access policy to whitelist specified
URL.
* (o to Web Security Manager > Custom URL Categories and click
Add Custom Category... Enter a name for category e.g. My Trusted

Sites and add '.ihaveabadreputation.com' domain to the list. Click
Submit.
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Custom URL Categories: Add Category

‘Cutagary Hamu: | [y Trusted Bioss

Lint Ordar: | [5

Sitmm: (F

- mabadraputatan com Scrt URLE
Nk the Eort LGLE
bution io sort el e
LELE AR TR (i

.. avamsde. oo, esempte.com, TR0, 20,2, Lav24)

= Advanced | Ragular Exprassianm: E

Ertar o Fepula axprRnnon s Sna,

+ (Go to Web Security Manager > Access Polices and click Add
Policy... Enter a name for new policy e.g. Trusted Sites and insertis
at the top of policy list. Click None Selected nextto URL Categries.

fccess Policy: Add Group

F Erskils Pelicy
oy Wamel 5| Frmied saee
[ran rer 17 ooty

Cioription:

Trecart Abowv Folioy | [} {ortractars] &

Herrdarab o aadnas Ay fa cadatmaan o B foals ming apboos. Goiess mar b e for e sohor o Ak afect
Idirttios and Unsrr: | [a8 mwinee

AN Ak caud Liar
¥ Smhcted Grougn end Uear (F
Groape: Ma g sntsred
Umarw: Ha umrs aviersd
AN Umry |smthnrbcatad snd sractheebcsbed usars]
P Pl "R LS SRR T AN B IR S 8 VA WA T CRCU DRI A G b

® ddvanced  Lisw tha Advarced ophiors 4o defirs or scik nembershn by protom )|, proee port, subret Tires Aange, destinstion
UL By | OF LHET il

The tol kemang achearend mambarshap créana beor been defeect

Frofecoky Hona Sekeoked
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RUTEY FET W oty
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* Pick My Trusted Sites category on the list and click Done.

Access Policies: Policy "Trusted Sites”: Membership by URL Categories
Adwsaced Fembe reieg Defation) UEL C abegory

Bedect any raw below 1o use that UAL Sategary 15 membership ortenia, Leave a8 rass urcslscted F membership by UAL Catsgary & not desined

Coitis URL Cateqaries

Add
Catagory Select al
il W beites
M Trustsd Sikan o

* Review the policy and click Submit
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Verification

Access Policy: Add Growp

¥ Erusbls padicy

Fekry Hare 1 (U | [Frrosces) Seime

3. mr 1T paker)
Do Fipiicra

e above rakon | [1 (Contreciors] =
Feficy Hambar Bt iisn

Heroberabic M o’ byt compbanation of S oD sl oabioa. S cridenie et S et for the ooy do ke aflect

Igerities snd Ussst | [ dertinar =
W AN Aataniioaed e
M Gakesisd Srcape and Lesmne [T
rcapt: K groaps ariarsd
Umars: Ma e antaned
™ &N Usre |sutd svicetad end anasivaniceted sers
it 38 Lo " acinn (3 ot o fean ane Airrend morrirabin apbtes e ok be sokreicd

= e | Laa th A6 Noed cptiond be difing or Bl mambsrahin by protacal, ooy poet, mubast, T RN ge, dedtinetion
WAL Categres, ar laar Agerks

Tha tol lowving advarcad mambanibip oriteris have bean defiaed:

Fresaress: Vers Salmrmad
Froay Fars: Vors Salmrmad
subneb- Hors Salmcad
Tiree Bamyger Hor Talneted

URL Cabegerien:  Hu Trurtsd Sées

User dgents: Mors T leched

Click link in Web Reputation and Anti-Malware Filtering column for
Trusted Sites palicy. Select option Define WEB Reputation and
Anti-Malware Custom Settings from drop-down listand uncheck
Enable Web Reputation Filetring option. Click Submit.

Access Policies: Web Reputation and aAnti-Malware Settings: Trusted Sites

Wk Rapetatisn and Anbi-Malwars Setbmgs

|DlF|r\.| Wb Fsputataan ard Arb-Malreara Curtom Satngs _:j

T Enwhbs Web Reputsiian Akering |

Review the configuration and click Commit Changes.

et i
Access Polickas
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*  On Win7 client PC open up web browser and go to some website with bad reputation.
Authenticate as user from Employees group. You might need to accept AUP before
continueing. This connection should be denied.
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& e B = 2| i Howamon errn Al d

This Page Cannol Be Displapes

P O L DR AU (R T D I | N i S | S 5

Dea = Aes Fe[erin. Filary 10 06 3 SRCUy sl

TERE COMpEEI o He Crgant o rsiwori. Th s 360 A0 S0en aocier i
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|

13600582683.13%9 1 10.1.10.104 TCP_DEMIED/403 0 GET http://www.serials.ws/
"MICRONICS)\empleyeelBAD™ NONE/- - BLOCK WERS_12-Employees—DefaultGroup—HNONE-NONE-HONE-
m“E {I'_ildl.- __E s ‘ = L - H' ===y u-__lr' ==y If__H' == L. . u-__lr' = I'_il_dl' = L -

", "adware”, "Unknown", "Unknown", "= ", =", 0.00,0,-, "=","="5 -

*  Go to www.google.com and see the log.

1360058344.078 487 10.1.10.104 TCPF MISS/200 31422 GET http://www.google.com/
"MICRONICS\employeelAD" DIRECT/wwW.google, com text/html ALLOW WERS 12-Employess—

De fault Group ~HONE- NONE-NONE-DefaultGroup <IW srch,B.2,-, "=®, — = = = Mol o o =, H=f, =, =
£ =" =~ TN_srch,—, "-", "-", "Google”, "Search Engine®,"-","-", 516.17,0,-,"-", "-"> -

* Go to www.ihaveabadreputation.com and see the log.

1360058 386.537 878 10.1.10.104 TCE MISS/403 11575 cET

http://www, Lhaveabadreputation.com/ "MICRONICS\employeeldRD"

DIRECT/ www. i haveabadreputation.com text/html MONITOR CUSTOMCAT 12-Trusted Sites-

De fault Group-HONE-HONE-HONE-DefaultGroup <C_My T,=8.5,0,"-",0,0,0,-,"-",—, ==, "=", 1, -
P R = IW_cBec, -, "-", "othermalwa re®, "Unknown™, "Unknown", "=, "="_ 109,11, 0, -

« "Unknown™, "-"> -
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LAB 2.26. Transparent Proxy with ASA

Objectives
This lab shows how integrate WSA with ASA to do transparen proxy services
for users.

IP_Addressing and devices

Device Interface IP address
WSA M1 10.1.10.80/24
P1 10.1.30.80/24
R1 LoO 1.1.1.1/32
E0/O 10.1.10.1/24
EONM 172.31.1.1/24
ASA 0/0 (outside) 100.2.2.10/24
0/1 (inside) 10.1.10.10/24
0/2 (dmz) 10.1.30.10/24
R2 Lo0 22.22/32
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24
Win7 NIC 10.1.10.104/24
AD NIC 172.31.1.200/24
Task

Reconfigure WSA to provide Transparent Proxy services to all users. THE
WSA should use it's M1 interface and talk to ASA using WCCP v2 protocol.
Messages exchanged between WSA and ASA should be authenticated using
‘cisco123’ shared secret. Enable Transparent proxy for hitp and HTTPS.
Disable CONNECT method for explicit proxy.
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Configuration
Complete these steps:
Step 1 Configure WCCP on ASA.

'

access-list WCOCP permit tep 10.1.10.0 255.255.255.0 any =g 80
acocess-list WCCP permit tep 10.1.10.0 255.255.255.0 any eg 443
'

wacp 90 redirect-list WCCP password ciscoll3

woop interface inside 90 redirect in

t

Step 2 Reconfigure interfaces on WSA.
+ Go to Network > Interfaces and click Edit Settings... Uncheck
Restrict M1 port to appliance management services only option
and erase P1 interface configuration. Click Submit.

Edit Interfaces

[ T aoss
Wtk

{ Ethamat Fark IP fddrum Hoatnarms
M1 [a03 20,60 [e5s. =5, 560 [Ressmirardcs Jeal
1 [ [ I

|
Pz

, | | |

| Port NI 1 roquired i B conlipurod ar dhe erlemiree e MoragETm Sar e

Swparats Aoutng for Henagermant Seracas: | [T puginict M1 pert ba appliancs mansgemant sarvices oniy
| I e o & peiaEs bt Sl PoALE P
P YL BT DR

tppbans Henegerment Berviossl | g o i

F wries [=TH]

F Redirao HTTR reaquesits b HTTPS (HTTR and HTTRE Berekes vl b turmed on)

C LU R —

T Ciplas THP: T1 {In] anel T2 (out)

* Note the following message. Click Continue.

‘ol hawe choosen to use M1 port for bath
managemen: and data servioes. A nesult, it ORS,
SMTR NTP andyor Service Lipdates wena onfigunad
ko use data only roukrg table, hesy wll b
atomatically changed tn usa the managamant
routing table. Do you want to eontinua?

* Review the configuration and click Commit Changes.
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; Commit Changan =
Interfaces

Stess — Seftings hava baan saved.

Inbarfaces: | pypo e et IF Addrann Matmank Hottnams

M R R L] SHE2EG, FREA | w5 e sl
Saparais Rauting for Managamant Servaces: | o ssparsts ravarg (M1 park ueed for bath dsta snd mensgemant]
Appliares Managamant Services: | HTTP on part 00, HTTPS an port B443, Ead rect HTTP raquast to HTTPS
L4 Traffic Markar Wirng: | Cuplax TAP: T1 {Inf0ut]

Ed i St

Step 2 Enable Transparent Proxy services.
+ Go to Network > Transparent Redirection and click Edit Device...

Transparent Redirection

Toel | Laperd Ssakch or Ho Devios

Edi Dinvica...

+  From the drop-down list select WCCP v2 Router and click Submit.

Edit Transparent Redirection Dewvice

Tieal | [WiCP w2 Rotar -
J Cencel | EE

+ Click Add Service...
Transparent Redirection

Waming — Trarsparent mdiraction dasica tape has bean changed. Pkase nobe that the WOCP v2 Routar
configuration must be complated by adding serdicas.

Trpm: | WCEP 2 Raukar

Eit Cawine

Add Sarvica...

o WADEE rwevicar are daficed. WOCF rowting sl mot be cosratioral uodd renvoer ane configored,

* Provide name for WCCP service e.g. asa-wccp and select Dynamic
service ID option. Set the ID to 90 and associate Port Numbers of
80,443, Put 10.1.10.10 (ASA's inside interface IP) as Router IP
Address and tick Enable Security for Service option configuring
‘cisco123" as password. Click Submit
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Edit WECP v Service

Sarvica Profile Hamn: | [ Sanop

SEPMERE T mpendard sarvics 10 0 mabecachs (dastinstion part a0)

¥ Cpnamic servics 10: [ -2

Pt b g |M.4-|:-
fug to & port sumders, sepsreted by comoman)

Rediret hasad an destination pa
™ pedirsct bassd an moree port [retuen path)

For [ sEioding, Selne hee Feasoes, oo bared on destnation
Pt mod’ ancther bared on rowsoe port (retun cath).

¥ Lead belenee berad an sareer sddrans
' Load balsnce basad an d ik a ddres
Anmias ondE O aoes S e BEHD SeouTiy Annlanoe 5 e

Rauksr 1P Addresses | [10,14040

Sepaeate mulinds adnas mth ine deemls oF comneas

Raver SR | B Enahie Becurity for Service

Pamacrd: fee
The SassRind TRALE b et [0 7 Gharasiars e

Carfirm Pavacrd: [ eassas

¥ Advarcad: | Optional ssttings for customising tha bahavior of the WOCP +2 Routar:

»  Review configuration and click Commit C hanges.

| Commit changas »
Transparent Redirection

Type: WZCP v2 Foutsr

Edki Caswice

fidd Service...

Sarvics Prafie Nama Sarvica [O Rautar 1F Addreman Fartx Calartn

sa-accp v 10.1.10.10 B 443 ]

Step 3 Win7 client PC configuration.

* Open up web browser and go to Tools > Internet Options >
Connections > LAN Settings and uncheck Use a proxy server for
your LAN option.

Local drea Pletworic [LAK) Settings a

Aurowaiic conlouration

#utprest configureiion may ovemice norual sebinge. Toenmre he
s of wannl sebings, deable sutoeatic morfgurason

| Ristoangtically detect seHings

e masdcarutic coavPigunsion soipt
Proocy serear
e B pransy sanvtr for yoar LA [Theese setiege wll et 500l 0
dinup or VPh cnnecions).
prosrymiroraca. | 20 .

By proony S ver i kocal acdresses

Lo ][ conm
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Verification

-

On Win7 client PC open up web browser and go to http:/'www.google.com.
Authenticate as user from Employees group.

D T — £~ &% [0 geegacom

[ ==

it T 1 v g | b ol

ainployail

PR
Duserosin: MICRORMTS
Famrmisn my ciedirtuh

[T Cared |

f/ there is 401 returned by the proxy which is authentication request.

1360089008,110 0 10.1.10.104 TCF_ DENIED/401 0 GET

http://proxy .micronics. Local /E0000DOG0 OHO00 LEOOO 0S000 0R000 4/ http: / /www. google. com/ -
HOME/— — OTHER-NONE-HOME-HOME-HONE-HONE-HONE <—, — —, "%, —, —, —p—, "M, —,—,—, ", _
WOW_W . L . H_W M_W O W_W W_ W H_#W H_# D Du D - W Ii‘__ll‘} -

r I r r r r r ol Ll r

FFF F

f/ after authentication the request is proceedsed normal 1y

1360089020.203 413 10.1.10.104 TCP_MISS/200 31422 GET http://www.google.com/
"MICRONICS\employeel@AD" DIRECT/www.google.com text/html ALLOW WERS_12-Employees-

De fault Group ~HONE-HNONE-HONE-DefaultGroup <IW _srch,8.2,=,"=", =, = =, =, T=W =, ==, "=, =, =
II_lll_ l'_ln_l . I'_E-I‘Ch, - H_I'H_Irﬂwlrlsalmh m—tﬂﬂ-r I_Hr I_Ir 6&5.66, nr - rl_lr L S

Connect to hitp://www facebook com. The FB is redirecting the userto HTTPS by
default, so you should get certificate error (the cedificate is not trusted because it is
signed by WSA). You should be connected after accepting the certificate.

e pr—r—— " o — — Sign Up

g BT [T —— . h ponsr H's Free and abvoys w

e e ettt LICI T
e by

Wl T T o TR T S EgE e 09 BT COMTR 1 i beine,

] »E dounta ey [———r——
"I — r' s S —— |
’ R & 20 MO D OUHD mosre [=] | oups]  renf _
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[/ HTTF request to facebook.com
1380089089.513 271 10.1.10.104 TCP_MISS/302 405 GET http://www. facebook.com/
"MICRONICS\smployeslfAD™ DIRECT/ www.facebook.com text /html DEFAULT CASE_l2-Employess—
De fault Group ~HONE- NONE-NONE-DefaultGroup <IW snet,d4.7,0,%=%,0,0,0,-, %=, —, -, =, W8 -, -
= et - =, IN_snet,-, "=","=" "Facebook General"”,"Facebook", "-", "-", 11.96,0,-
» "Unknown™, "="x -

f/ TCF Connect to 443, redirected to WBA.

1360089089,703 183 10.1.10.104 TCP MISS SSL/200 0 TCP_CONMECT 31.13,64.23:443
"MICROMICS\employeel@AD" DIRECT/31.13.64.23 - DECRYPT_AVC_T-DefaultGroup-Defaul tGroup-
HOME-NONE-HONE-DefaultGroup <IW_snet,d.7,1, "=", =, =, =, =, =", = = =, "=", =, =, "= mon _ _
LIW_anet, -, "= U_W Wpamehook General™, "Facebook", "Encrypted"™, "-%_0.00,0,-, "=", "0 -

// check connection table on ASA - there should be WO connections from Win7 PC

ASAl (config)d sh conn

11 in use, 77 most used

TCPF outslde 2.16.216.40:443 inside 10.1.10.80: 57688, idle 0:00:07, bytes 32361, flags UID
TCP outsids 2.16.216.401443 insids 10.1.10.B0:5768B6, idle O0:tDO0:07, bytas ZTEDS, flags UIO
TCF outside 2.16.216.401443 inside 10.1.10.B0:57685, idle 0p00:07, bytes TI840, flags UID
TCF outslde 2.16.216.40:443 Inside 10.1.10.80:5768d4, idle 0:00:07, bytes T54EZ6, flags UID
TCPF outside 2.16.216.40:1443 inside 10.1.10.B0:576683, idle O0:D0:0B, bytes 11142, flags UIO
TCF outside 2.16.216.40:443 inside 10.1.10.B0:57682, idle 0:00:0B, bytes B35ZE, flags UL
TCF outslds 2.16.216.40:443 inslde 10.1.10.80: 57680, ldle 0:00:14, bytes 2593, flage UfFrIO
TCP outside Z.16.216.40:443 inside 10.1.10.B0:57679, idle 0:D0:ld, bytes 45467, flags UEFcIO
TCP outslda 195,12.233,137:443 inside 10.1.10,80:57666, ildle 0:00:15, bytes 2548, flags UIO
TCF outsids 31,13.64.23:443 inside 10.1.10.80: 5832058, idle 0:00:17, bytas 30380, .f_Laga I

Check ASA WCCP commands output.

ASAl (config) # deb wccp packet
WCCP-PET:D30: Received wvalid Here_I_Am packet from 10.1.10.80 w/rov_id 00000112
WCOCP-FET:D90: Sending I_See_You packet to 10.1.10.80 w/ rev_id 00000113

RSAl (config) # sh weep
Global WCCP information:
Router information:
Router Identifier: 100.2.2.10

FProtocol Version: 2.0

Sarvice Identifier: 50

Murber of Cache Engines: 1
Number of routers: 1

Total Packets Redirected: 11464
Redirect access—list: WCoCE

Total Connecticons Denied Redirect: o
Total Packets Unassigned:
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Group access-list: =N0 e
Total Messages Denied to Group: o
Total Authentication failures: o]
Total Bypassed Packets Received: o

R3Al (config) # sh woop 30 detail

WCCF Cache-Engine information:

Web Cache ID: 10.1.10.80

Frotocol Yersion: 2.0

State: Usable

Initial Hash Info: Q00000000 00000 0000000000 00000
Q0 Q00000000 00000 0000 0000000000

Assigned Hash Info: FFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF

Hash Allotment: 256 (100.00%)

Packets Redirected: 114i4d

Connect Time: Oo:00:18

R3Al (config) ¥ sh weep 90 service

WCCP service information definition:

Type: Dynamic
Id: a0
Friority: 240
Protocol: [
Opticns: 00000012
Hash: DatIP
Alt Hash: -none-
Ports: Destination:: B0 443 0 0 0 0 O O
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Logical Topology for ACS labs

AD

DHES
DHGE ACS ISE
ACCESE 200 00 20
Faint
172.31.1.0i24

SRR
= %
S0
gl b s [ aide ]
10.1.10.0/24

3
022024 [ Oueide |
a Wi

200.1.1.0/24
1,25

100.1.25.0¢24

100.1.24. 0024

5 100.1.56.0/24 R

r wo |68
10.1.60.0/24
10,1.40,0/24 10.1.50.0/24 viango |.7

wvlan4d |.7

wvlansd| .7

ACS 5 is connected to the network behind Router1 and has IP address of
172.31.1.100. Default gateway should be setto R1.
Management access to ACS should be allowed from WinXP PC (10.1.10.50).
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LAB 2.27. ACS Bootstrapping

Objectives

This lab introduces Cisco Secure Access Control Server v5.3 and verifies
basic connectivity with other network elements.

IP_Addressing and devices

Device Interface IP address
ACS NIC 172.31.1.100
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EOA 172.31.1.1/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
WinXP NIC 10.1.10.50/24

Page 282 of 409




CCIE SECURTY v4 Lab Workbook

Task 1 — Verify ACS installation

Connect to ACS console using SSH and usemame/password of
admin/Micronics1. Check and note the following:

* ACS application version

*  ACS daemon status

* Interface configuration

* Routing table {with default gateway)

* Clock configuration

* Timezone configuration

Configure the following:
* NTPserversetto 172.31.1.1
» Connectto the GUI and install the license located on WinXP desktop
(ACSS5.lic)

Configuration
Complete these steps:

Step1 Run Putty and connect to IP address of 172.31.1.100

Step 2 Verify that ACS is installed properly

AC35/admin# show application
<name> <Descripticn>
acs Cisce Secure Access Ceontrel System 5.3

Cisso ACSE is Aan application instal led on undarlying oparating system
called Cisco ADE. Once you're connected to ADE you mist check what

applications are installed. Then you ocan use application name (in our

case ‘'acsd’') in all other commands

Step3 Check ACS version

AC85/admind show application version acs

Cisco ACE VERSION INFORMATION
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Varsion
Intarna

: 5.3.0.40
1 Puild ID : B.B839.EVAL

The main wersieon is 5.3 and the patch lewel is 40. The build depends
on the develepment stage and alse indicates that we use evaluatien
version of ACS. You ocan install production license or evaluation
license (50 days). Remember that if the ACS was installed with G0GE
disk (minimum) there will be ne option te run it with no-eval
license. The 60GE is a minimmm walue and can only be used in lab

anviconmant.

Step4 Check status of ACS processes

ACs5/adminé show application status acs

ACS role: PRIMARY

Frocass
FProoass
Frocass
Frocess
Frocesas
Frocess
Prooass

Frocess

Step5 Check

'database " running
'mAn agement' running
"run tima® running
'view-database’ running
"view-jobmanager’ running
‘view-alertmanager"’ running
'view-colleator’ running
'viaw-logproce ssor ' running

If there is other status than ‘running® it means theres something
wrong with a particular ACS subsystem/process. To fix that you can
try to restart ACS application using ‘applicatien step acs' and then
‘application start acs' . Be patient as it may teake a while to start

all ACS processas.

interface configuration and verify IP address and netmask

Acs5/adming show interface

athl

Link sncap:Ethernet HWaddr 00:50:56:AE:83:.F8

inat addr:172.31.1.100 Boast:172.31.1.255 Mask:255 255.255.0
inets addr: fef0::250:56ff: feas: 83£6/64 Scope:Link

UF BROADCAST RIMHING MULTICAST MTU:1500 Metric:l

X packets:12645 errors:0 dropped:0 overruns:0 frame:0

TX packets:16627 errors:0 dropped:0 overruns:0 carrier:0
oollisions:0 tmqueuelsan:l1000

RX bytes:1105589 (1.0 MiB} TX bytes:15717105 (18.8 MiB)
Interrupt:177 Base address:O0x2000
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Step 6

Step 7

Make sure that you see RE and TE packets and noe error counters
increasing. This is a first indicator that something can be wrong
with connectivity. If you 4o not ses athl intarface that usually

means the interface is down

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inets addr: ::1/128 Scope:Host
UF LOOPEBACK RUNNING MTU:16436 Metric:1
FX packets:1535218 errors:0 dropped:0 overruns:0 frame:0
TX packets:1538218 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelean:O
RY bytes:300253955 (286.3 MiB) TX bytes:300253055 (286.3 MiBE)

=iel Link encap:IPvé-in-IPvd
ROARF MIU:1480 Metric:l
BX packets:0 errors:0 dropped:0 overruns:0 frams:0
TX packets:0 arrcrs:0 dropped:0 overruns:0 carriar:0
collisions:0 txqueuwelan:0
FX bytes:0 (0.0 b) TE bytes:0 (0.0 b)

Check routing table and default gateway

AC35/admin# shoew ip route
Earnel IP routing table

Dastinatisn Gateway Ganma sk Flags Matric Raf Usa
Iface

172.31.1.0 0.0.0.0 255.255.255.0 © [+] o 0 ethd
0.0.0.0 172.31.1.1 0.0.0.0 oG o o 0 ethD

Check basic connectivity to the gateway and to other network
elements

ACSS/admin# ping 172.31.1.1

PING 172.31.1.1 (172.31.1.1) 556(84) bytes of data.

64 bytes from 172.31.1.1;: icmp seg=0 ttl=255 time=10.0 ms
64 bytes from 172.31.1.1: icmp seg=l ttl=255 time=0.642 ms
64 bytes from 172 .31.1.1: icomp seqpe? ttl=255 times=0. 690 ms
64 bytes from 172.31.1.1: icmp_seg=3 ttl=255 time=0.7824 ms

=== 172.31.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 2535ms
rtt min/avg/max/mdev = 0.642/3.049/10.083/4.061 ms, pipa 2

ACSE/admind ping 10.1.10.10
PING 10.1.10.10 (10.1.10.10) 56(84) bytes of data,
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Step 8

=== 10.1.10.10 ping statistics ---
4 packets transmitted, 0 recaived, 100% packet loss, time 3027Tms

Hote that you cannot reach ASA firewall at this stage. This is
because the ASA has no route back te netwerk 172.31.1.0/24 Tou will

fix this later.

ACS5 admind ping 10.1.10.50

FING 10.1.10.50 (10.1.10.50) 56(84) bytes of data.

64 bytes from 10.1.10.50: icmp seg=0 ttl=127 time=0.812 ms
64 bytes from 10.1.10.50: icmp seg=l ttl=127 time=1.02 ms
64 bytes froam 10.1.10.50: iomp seqel tel=127 timesl.02 ms
64 bytes from 10.1.10.50: icmp _seg=3 ttl=127 time=10.8 ms

=== 10.1.10.50 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 0.812/3.428/10.860/4.291 ma, pipa 2

Check the name server and domain configuration. Verify if DNS
works asking to resolve FQDN of acs5.micronics.local

AC35/admin# show running-config | inc name

hostname ACSS

ip domain-nams micronics.local

ip name-server 172.31.1.200

username admin password hash 513V1lgou3EZx3ShWEQZ1gIKFEF . /OlFJ/Wil role admin

Acs5/adminl ping 172.31.1.200

FING 172.31.1.200 (172.31.1.200) S56(84) bytes of data.

64 bytes from 172.31.1.200: icmp_seq=0 ttl=128 time=0_551 ms
64 bytes from 172.31.1.200: icmp segel ttl=128 time=D.331 ms
64 bytes from 172.31.1.200: icmp seq=2 ttl=128 time=0.401 ms
64 bytes from 172.31.1.200: icmp segqe3 ttl=128 time=0.415 ms
=== 172.31.1.200 ping statistics =--

4 packets tranamitted, 4 received, 0% packet loss, time 2555ma
rtt min/avg/max/mdev = 0.331/0.424/0.551/0.082 ms, pipe 2

Aca5/admind nslookup acsS.micronics. local

Trying "acs5 .micreonics.local™

i =>>HENDER<<- opoode: QUERY, status: HOERROR, id: 1641

¢: flags: gr aa rd ra; QUERY: 1, AMSWER: 1, AUTHORITY: O, ADDITIOMAL: O

ii QUESTION SECTION:
racaS micrenics.leocal. IN BNY

;; AHSWER SECTION :
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acs5.micrenics.local. 3800 IN A 172.31.1.100

RBaceived 54 bytes from 172.31.1.200#53 in O ms

Step9 Check clock and timezone configuration

AC35/admind show clock
Bun Jan 6 12:23:45 UTC 2013

ACS5/adminl show timezone
oTC

If thare is a different timezone configured you can always change it
te the correct value using ‘clock timezone UTC' command in the globhal
configurtion. To chedk what timeazone namss are available usa ‘*show

timezones ' command

Step 10 Configure NTP

ACE5/admin{config)d ntp server 172.31.1.1

The HTF server was modified.

If this action resulted in a clock modification, you mist restart ACS.
AC85/admin(config) # exit

ACS5/ /admind write mem
Ganerating configuration...

ACsS/admindé show ntp
Frimary WTF © 172.31.1.200

unsynchronised
tims sarver ﬂ-lmhm

pelling server every 64 s

ramote rafid st £t whan poll reach dalay offsat
dittar
127.127.1.0 LOCAL (0) 10 1 42 54 7 0. 000 0. 000
0. o002
172.31.1.1 LOCAL (1) 8 u ad 64 77 0.733 4.846
3.02%9

Warning: Output results may conflict during periecds of changing
synchronization.

Ao/ adming show ntp
Frimacry WIF i 172.31.1.1
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synchronised to HTIF server (172.31.1.1) at stratum 9
time correct to within 452 ms

pelling server every 64 s

ramote rafid st £ whan poll reach dalay offaat
jitter
127.127.1.0 LOCAL {0} i0 1 45 54 ™ 0. 000 0.000
0. 002
*172.31.1.1 LOCAL (1) 8 u 44 654 7 0.733 4.846
3.02%

Warning: Cutput results may conflict during periods of changing
synchroenization.

NTF synchrenizatien is very important especially when ACS is a part
of Active Directory domain. If you plan to jein AD then clock between
Demain Centreller and ACS must be synchrenized. The NTF related
issues are causing most problems with AD integration.

Tou can also check application logs when synoing with NHTE.

Hota that ACS may not synchronize with a source which is not reliable

{the socurcs gats time from its local aloak).

ACES/admind show logging applicatien | in ntp

Wov & 11:38:05 ACSS ntpd[25716] : ntpd 4.2.0a8l.11%0-r Mon Jul 28 11:03:50
EDT 2008 (1)

Woev & 11:38:05 ACSS ntpd: ntpd startup succeedad

Hov 8 11:38:05 ACSS ntpd[25716] : precision = 2.000 usec

Wev @ 11:38:05 ACSS ntpd[25716] : Listening on interface wildecard,
0.0.0.0#123

Wov 8 11:38:05 ACSS ntpd[20716] : Listening on interface wildoard, ::#123
How 8 11:38:05 ACSS ntpd[29716] : Listening on interface lo, 127.0.0.1#123
Row & 11:38:05 ACSS ntpd[28716] : Listening on interface ethd,
172.31.1.100#123

Wov 8 11:38:05 ACS5 ntpd[29716] : kernel time synoc status 0040

Woev & 11:38:05 ACSS ntpd[25716] : frequency initialized 0.000 PPM from
Srar/lib/ntp fdrife

Wov & 11:41:20 ACSS ntpd[25716] : synchronized to LOCAL(O) , stratum 10
Hov 8 11:41:20 ACSS ntpd[29T716] : kernel time sync disabled 0041

Roev @ 11:42:23 ACSS ntpd[25716] : synchrenized te 172.31.1.1, stratum &
Hov 8 11:42:24 ACSS ntpd[25716] : kernel time sync enabled 0001

Step 11 Connect through the GUI and install the license. Open up web
browser (IE or FF) and enter the following URL
https:/172.31.1.100/acsadmin

* Authenticate as acsadmin/default and change the default
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password to Micronics1.

T L L R e o ety [T AR E b Dbt
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dgiracs [ @] bagea 1172 20 1, 100 caxosree EhomrirtigPesd b | Bl |une ®

“ Yol nsed is chbSgs piidward.
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A Do E

* Provide a license file ACS5.lic (should be on WinXP desktop)

B iy Si1e 05 - Faresalt B eveed et

ol o ] en | &

ek = i - W] 2] (| ) e Pucrten 5] R

Al | bitgoe 1172 20 1, 10w o= R
-
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Welcome to Cisco Secure ACS

Step 1. Use the link below to ablain a valid licensa file fram CCO
uzing th Broduct Activation Key [PAK) supplied with this prouct

Step 2 « Specify your Beense file below and click on the install
button to install your license

LiCarral PR | e Lk il 560 Broese

insad

A Dot 2 | et

* Once license file is installed, the ACS is ready for further
configurtion
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LAB 2.28. Setup AAA clients

Objectives

This lab shows how to configure AAA clients in ACS and perform basic
authentication using RADIUS and TACACS+ protocols.

IP_Addressing and devices

Device Interface IP address
ACS NIC 172.31.1.100
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EOA 172.31.1.1/24
SWA Vian10 10.1.10.7/24
WinXP NIC 10.1.10.50/24
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Task 1 — Create a user in ACS internal database

Create a new user with username of student1 with a password of student123
in ACS Internal Identity Store. The user should belong to Students user

group.

Configuration
Complete these steps:
Step1 Connect to ACS from WinXP PC and authenticate using acsadmin.
Add new entry to Device Type and Location NDGs (Network Device
Groups).
*+ Go toUsers and Identity Stores > Identity Groups and click
Create. Add name Students under All Groups and click Submit
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* (Go toUsers and Identity Stores > Users and click Create. Add
new user with a name of student1 and password of student123,
select Students under Identity Groups and click Submit.
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Verification
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There is no Verification for this task.
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Task 2 — Adding the router as AAA clientin ACS

Configure R1 router as AAA client in ACS using TACACS+ with secret key of
cisco123. Make sure the device is sourcing TACACS+ traffic from its
loopback0 interface and uses only one TCP connection for whole AAA
conversation.

The new AAA client should be added as Device Type = Routers in Location =
HQ. Configure AAA on the router and use test aaa command to verify your
solution.

Configuration
Complete these steps:
Step1 Connectto ACS from WinXP PC and authenticate using acsadmin.
Add new entry to Device Type and Location NDGs (Network Device
Groups).

* Go to Network Resources > Network Device Groups > Location
and click Create, Add name HQ under All Locations and click
Submit.
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Devices can be differentiated based on their type and/er leocaticon. There
are twoe pre-defined containers in ACS: one for location and second for
type. This information can be further used in authorization policies and it

is recommended to add new devices to correct categories.

* (Go to Network Resources > Network Device Groups > Device
Type and click Create. Add name Routers under All Device Types
and click Submit.
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Step 2 Add new AAA client to the ACS.

* Go to Network Resources > Network Device and AAA Clients and
click Create. Add new client with name of R1, select Location = HQ
and Device Type = Routers, configure IP address of 1.1.1.1, select
TACACS+ as a protocol and configure Shared Secret of cisco123.
Select Single Connect Device option and click Submit.
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Step 3 Router configuration.

1

interface Loopback0
ip address 1.1.1.1 255.285.255,255

1

aaa new-modal

1

tacacs sarver ACS
address ipwvd 172.31.1.100
kay cisocol23
single-connection

!

Hotice that we do not need to confiqure ‘aaa authentication ' command
hara. It is encugh to specify TACACS server in the configuration and
then we can use it in ‘test aaa’ command.
Alsc note that you can specify AAA server in three ways:

1. using old command structure like ‘tacacs-server host '/

2. using new command structure as confiqured above

3. using AAA groups with commands like ‘aaa group server '

The first option is deprecated and is not recommanded to be used in
Io2 15.0 and above.
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Verification

Use test aaa command to check user authentication.

Rlitest aas group tacacs+ studentl studentl23 legacy
Attempting authentication test te server-group tacacs+ using tacacs+

Ugar was succssafully authenticated.

Check logs on ACS. Go to Monitoring and Reports and launch
Authentications - TACACS - Today report.
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Task 3 — Adding the switch as AAA clientin ACS

Configure SW1 switch as AAA client in ACS using RADIUS with secret key of
cisco123. Make sure the device is sourcing RADIUS traffic from vian10
interface with IP address of 10.1.10.7/24.

The new AAA client should be added as Device Type = Switches in Location =
HQ. Configure AAA on the switch and use test aaa command to verify your
solution.

Configuration
Complete these steps:
Step 1 Connect to ACS from WinXP PC and authenticate using acsadmin.
* Go to Network Resources > Network Device Groups > Device
Type and click Create. Add name Switches under All Device Types
and click Submit.
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Step 2 Add new AAA clientto the ACS.
= Go to Network Resources > Network Device and AAA Clients and
click Create. Add new client with name of SW1, select Location = HQ
and Device Type = Switches, configure IP address of 10.1.10.7,
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select RADIUS as a protocol and configure Shared Secret of
cisco123 and click Submit.
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Step 3 Switch configuration.

1
interface Vlanld
ip address 10.1.10.7 255.255.255.0
1
aaa new-model
1
ip default-gateway 10.1.10.1
ip radius socurce-interface Vianl0
radius-server host 172.31.1.100 key ciscoll3
1

Fote that when you enable ‘aaa new-model® the router will start asking
for Username/Fasswoerd on VIY lines. Tou must seither configure ‘login
authenticaticn’ command en VIE¥s or create scme backup/fallback usernams
in the lecal router's database.

It is always recomsnded to have siich local user account.

!
username backup password backup
L
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Verification

Use test aaa command to check user authentication.

SWl#ping 172.31.1.100

Type ascape sagquence to abart.
Sanding 5, 100-byte IOMPF Eches te 172.31.1.100, timecut is 2 seconds:
el

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/205/1015% ms

SWlktest aas group radius student]l studentl?3 legaoy
Aittempting authentication test te server-group radius using radius
User was sucocessfully authenticated.

Check logs on ACS. Go to Monitoring and Reports and launch
Authentications = RADIUS - Today report.
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LAB 2.29. User authentication and

authorization (I0S)

Objectives

This lab shows how to configure routers to perform basic authentication and
authorization.

IP_Addressing and devices

Device Interface IP address

R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EOM 172.31.1.1/24

R2 Lo0 2222132
E0/0 100.2.2.2/24

The router may authenticate remote users using its local user database. Every
user connecting to the router must be authenticated and authorized to perform
specific tasks. There are 16 privilege levels on the router. The levels are defined
with a number of 0 through 15. By default only three levels are configured:

* Level 0- basic level which is accessible by every user with only access
to basic commands like “exit" and “logout”

* Level 1- user without administrative permissions has this level
assigned. Usually every user in non-privileged router mode {non-enable
maode) is on this level

= Level 15 — user with administrative privileges is on this level. All
commands are available on this level by default. When a user enters
“spable” command and authenticates successfully, he/she is by default

authorizred on level 15.
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Rest of the levels (2-14) is user configurable so that we can assign commands
to a specific level. The term “assign® is unfortunate here as we are able to only
“move” a command between levels. For example, if a command is by default on
level 15 (remember that most of the configuration commands are available only
on level 15) we can move it down to level 10. However, this command will be
now available on level 10 and on all levels above up to level 15.

The router can have different passwords for every privilege level, so that we can
authenticate to a specified level by entering command “enable <lvi=".

Note that because most configuration commands are available on level 15,
entering level 5 for example will not give us any access to other commands. We
need to “move” specific commands first to that level to be able to use them.
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Task 1 — Local user authentication on router

On R2 configure local user “luser1” with a password of “luser1” and allow him
to issue only “show” commands when accessing the router using TELNET
session. Use strong encryption for enable password if possible. You are not
allowed to use any AAA commands or views to accomplish this task.

Configuration
Complete these steps:
Step 1 Configure R2 as follows:

1

privilage axes all lavel 3 show
1

anable secret level 3 enable3

1

username luserl password lusarl
1

line vey O 4

login local

Verification

Fl#telnet 100.2.2.2
Trying 100.2.2.2 ... Open

User Access Verification

Username: luserl
Fassword:
R2>show priv
= & vghow" command is not acocessible for level 1 user it is now on
lavel 3

% Invalid input detected at "~' marker.

R2>enable

% Mo password set & there’'s nc enalble password for level 15 configured

Rizenable 3

Pagsword: & vaenablei" password works for privilege level 3 only

R2§sh priv
Current privilege level is 3
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RZ#show 7

aaa Show RAR values

aall Show commands for ARLZ

access-expression List access expression

access-lists List access lists

accounting Rooounting data for active sessions

adjacency Adjacent nodes

alarm-inter face Display informatieon about a specific Alarm
Interface Card

aliases Display alias commands

alignment Show alignment infermation

alps Blps information

appfw Application Firewall information

appleatalk ApplaTalk information

Arap Show Appletalk Remote Access statistics

archiwve Archive of the running configuration infermation

arp ARF table

ase Display RSE specific information

async Information on terminal lines used as router
interfaces

auteo Show Rutomation Template

autoupgrade Show autoupgrade related information

backhaul-session-manager Backhaul Session Manager information

<...snip...>

R2#conf t

4 & higher level commands are not accessible for level 3 user
% Invalid input detected at '"*' marker.
RZ#exit

[Connection te 100.2.2.2 closed by foreign hest)
R1#
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Task 2 — Local user authentication and authorization on router

On R2 configure user “admin15” with password of "admin15” and allow him to
access all commands when accessing the router via TELNET session as well
as via CONSOLE connection.

A user can have a privilege level assigned. This can be done when creating a
M user in the router's local database. Once the user has privilege assigned the

router will try to authorize the user to that level while user is connecting.

Configuration
Complete these steps:

Step1 Configure R2 as follows:

!
username adminl5 privilege 15 password adminl5
!
line son O
login local
!

Veri n

B2 cond is now available

Press RETURN to get started.

User Access Verification

Username: adminl3
Pasgsword:

R2#sh priv
Current privilege lewvel is 15

This was for Console access. Hote that we have landed on level 15

automatically

F2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config)#exi

RZ#¥
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Flé#telnet 100.2.2.2
Teying 100.2.2.2 ... Open

User Access Verification

Username: adminli

Password:

R2#sh priw

Current privilege level is 13
R2¥

This was for TELNET acoass. Nobte that we have landed on lavel 15 automatically.
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LAB 2.30. Local user authentication and
authorization using AAA (10S)

Objectives

This lab shows how to configure routers to perform basic authentication and
authorization using AAA.

IP Addressing and devices

Device Interface IP address

R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EO0N 172.31.1.1/24

R2 Lo0 222.2/32
E0/0 100.2.2.2/24
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Task 1 — Local user authentication and authorization using AAA

Configure R2 so that it authenticates CONSOLE connections using AAA
services and its local user database. Create a new user “admin” with a
password of “admin123". Local password policy should enforce password
length for local users (min. 6 characters). To be compliant with company’s
security policy you need to configure login banner with the following
information:

Access to this router is restricted!
Di sconnect now if you are HOT legitimate user!

Set enable password for administrative level (15) to “enable321” with strong
encryption. You are allowed to alter previous configuration to accomplish this
task.

Another option is to use AAA {Authentication, Authorization and Accounting)
M services. Although, it is commonly used in conjunction with external user
databases, we can use it for local user database as well. We should use
“named" method when configuring AAA. The name assigned to the AAA
method is used on specific line {console, VTY, AUX). There is also “default”
method that by default enforces AAA service on every line on the router.
Be careful here, because when we use “aaa authentication login default local”
command without first creating a username in the local database, we'd be
effectively blocked out of the router.
The router can also enforce some basic password policy to be compliant with
best practices and security standards.

Configuration
Complete these steps:

Step 1 Configure R2 as follows:

!

aaa new-model

aaa authentication legin CON local

aaa authentication banner &

Enter TEXT message. End with the character "&°'
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Access te this router is restricted!
Disconnect now if you are HOT legitimate userl
&

1

sacurity passwords min-length &
username admin pasawerd adminl23
enable secret enable3zl

1

line con O

login authentication CON

1

Veri n

R2 con( is now available

Fress RETURN to get started.

ARcoess to this router is restricted!
Disconnect now if you are HNOT legitimate user!

Username: admin

Password:

RZ>en
Password:
R2#

RZ#conf t

Enter configuration commands, one per line. End with CNTL/E.

B2 (config)#

B2 (sonfig) fusername test password tast

% Inwvalid Password length - must contain & to 25 characters. Password configuration
failed

Hote that the password is not compliant with our policy

Verification (detailed)

R2#deb aaa authentication

AARA Authentication debugging is on
R2#deb aaa authorization

ARA Authorization debugging is on

AAR/BIND (000 00008) : Bind i/f

ARASAUTHEH/LOGIN (00000008): Pick method list °CON'

ARA: parse name=tty0d idb type=-1 tty=-1

RAR: name=ttyld flage=0xll type=4 shelf=0 slat=0 adapter=) port=0 channel=0
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AAR/MEMORY: create_user (0=z4%C383EC) user="admin' ruser="NULL' ds(=0 port="tty('
rem_addr="async' authen_type=RSCII service=ENRABLE priv=13 initial task id="0", vrf=
(Ld=0)

AAA/AUTHEN/START (2451440368} : pert="ttyd' list="" acticn=LOGIN service=ENABLE
FARRSRAUTHEN/STRRT (2451440368): console enable - default to enable password (1f any)
AARA/AUTHEN/START (2451440368): Method=ENABLE

FAASRUTHEN (2451440368) : Status=GETERSS

AAR/AUTHEN/CONT (2451440368) : continue login (user='(undef)')

ARAA/RUTHEN (2451440368) : Status=GETPASS

ARA/AUTHEN/CONT (2451440368} : Method=ENABLE

BAR/BUTHEN (2 451440368) : Status=FASS

AAR/MEMORY: free user {0xz4SC383EC) user="NULL' ruser="NULL' port="ttyl'
rem_addr="async' authen_type=RSCII service=ENRELE priv=13 wvrf= {id=0)
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Task 2 — Local user authentication and authorization using AAA

On R2 create a new user “student1” with password of “student1” and assign a
privilege level of 6 to that user. User should be authenticated when connecting
remotely and authorized to issue the following commands only:
- show startup
- show privilege
- ip route
all commands starting with “ip” under interface configuration mode

Assigning a privilege level to the user is an easy task. It will enable the userto

m access only commands specified on the user's level and below. Commands
from higher level must be “moved” down to the user's level to make them
available to that user. We do that using “privilege’ command where we specify
at which configuration mode and privilege level a command can be accessed.
When we need to move a command with its all arguments we should use
keyword “all”,

Configuration
Complete these steps:

Step 1 Configure R2 as follows:

1
username studentl privilege § password studentl
ans muthentication legin VIY local
aaa authorization exec VIYT local

1
privilege axec lavel § conf t
privilege exec lavel & show startup
privilage axec lavel & show privilege
privilege configure level & interface
privilege interface all level 6 ip

privilege configure level & ip route

!

line wty O 4

login authentication VTY

authorization sxec VIY
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Verification

Flé#telnat 100.2.2.2

Teying 100.2.2.2 .

.. Open

Access to this router is restricted!
Disconnect now if you are HOT logitimate user!

Username: studentl

Password:

R2#sh privilege

Current privilege level is &

The usar has landsd on lewvel 6. As wa can sas balow the usaer sses the Dedquired

commands .

R2§T?

Exec commands:
<1-8%>
access—enable

rasums

rlogin

Session number teo resume

Create a temporary Rccess-List entry
Apply user-profile to interface

Reset functions

Enter configuration mode

Open a terminal connection

load the credential info from file system
Encryption related commands.

Turn off privileged commands

Disconnect an existing network connection
IEEE 802.11 commands

Run a coenfigured Menu System

Turn on privileged commands

Ethernet parameters

Exit from the EXEC

Description of the interactive help system
Copen a lat connection

Lock the terminal

Log in as a particular user

Exit from the EXEC

Start a modem-like user interface

Request neighbor and wersion information from a multicast router
Show statistics after multiple multicast traceroutes
Trace reverse multicast path from destination to source
Hame an existing network connection

Open a ¥.2% PAD connection

Send echo messages

Start IETF Point-to-Point Frotocol (FEF)
radius exec commands

Release a rescurce

Renew a resource

Resume an active network connection

Open an rlogin ceonnection
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sat et system parameter {not config)

show Show running system information

slip Start Serial=line IP (SLIF}

ssh Cpen a secure shell client connection
systat Display information sbout terminal lines

tolguit guit Tool Command Language shell
telnet Cpen & telnet connection
terminal et terminal line parameters
tn3270 Cpen a tn3270 cennection
traceroute Trace route to destination
RZ#conf ©
Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #7?
Configure commands:
beep Configure BEEF (Blocks Extensible Exchange Protocol)
call Configure Call parameters
default Set a8 command to its defaults
and Exit from configure mods
exit Exit from configure mode
help Description of the interactive help system
interface Select an interface to configure
ip Global IP configuration subcommands

license Configure license features
netoont Configure METCONF

e Hegate a command or set its defaults

oBE Cptimized Exit Routing configuration submodes
sasl Configure SASL

WEma Configure Web Services Management Rgents

R2 {configl#ip 7
Global IPF configuration subcommands:
route Establish static routes

R2 {cenfigl#interface g0/0
B2 (config-if)#7?
Interface configuration commands:

default Set & command to its defaults
Exit from interface configuration mode
Dascription of the interactive help system
Interface Internet Frotocol config commands
Hegate a command or set its defaults

E-E“Eé

RZ (config-if)#ip 7
Interface IP configuration subcommands :

ACCeSs S-Jroup Specify access control for packets
accounting Enable IP accounting on this interface
address Set the IF address of an interface
admigsion Rpply Betwork Rdmission Control

auth-p roxy Apply authentication proxy
authentication authentication subcommands
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bandwidth-percent

bgp
broadcast-address

load=-sharing
lecal-proxy-arp
magk=reply
mobile

MEm
mroute—cache
mtu

multicast

nat

nbar
next-hop—self
ospf

pogm

pim

pelicy
PTOxY=AIp
proxy-mobile
Farp-server
rhacp
rediracts

security
sarvice
gplit=horizen

summa ry-add ress

tep

Set EIGRP bandwidth limit

BGF interface commands

Set the broadcast address of an interface
Cisco Bxpress Forwarding interface commands
Enable/disable CGMP

Configure dynamic DHS

Configure DHCP parameters for this interface
Enable forwarding of directed breoadcasts
Configure DHS server

DVMRF interface commands

HatFlow related commands

Configures IP-EIGRF hellos interwval

Specify a destination address for UDF broadcasts
Configures IP-EIGRP hold tims

Specify interesting packets for idle-timer
IGMP interface commands

Enable sending ICMP Information Reply messages
Rpply inspect name

Creata IPFS rule

ICHMF Router Discovery Frotocol

Style of lead sharing

Enable local-proxy ARF

Enable sending ICMP Mask Reply messages
Mobile IF support

Configure IP Multicast Routing Monitor tester

Enable switching cache for incoming multicast packets

Set IP Maximun Transmission Unit

IF mlticast interface commands

HAT interface commands

Hetwork-Based Application Recognition
Configures IF-EIGHF next-hop-self

OSPF interface commands

F&M Reliable Transport Frotocol

PIM interface commands

Bnable policy routing

Enable proxy RARP

Enable Froxy Mobile IF services

Enable RARF server for static arp entries
RESCP subfeatures for this interface
Enable sending ICMP Redirect messages
Enable/disable RGP

Router Information Protocol

Enable fast-switching cache for ocutgeoing packets
IF router interface commands

RESVP Interface Commands

Session Announcement Protocel interface commands
DDN IF Security Option

IF service

Perform split horizon

Parform address summarization

TCP header compression and other parameters
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traffic-export Configure this interface for exporting ip traffic
unmumbsered Enable IF processing without an explicit address
unreachabl es Enable sending ICMP Unreachable messages

urd Configure URL Rendezvousing

verify Enable per packet wvalidation

virtual=-reassembly Enable Virtual Fragment Reassembly

vt VPN Routing/Forwarding parameters on the interface
wCCp WCCP interface commands

R2#show startup
startup-config is not present
R2paxi

[Connection to 100.2.2.2 closed by foreign hest)
RL#

KHete that only commands from that level and belew are visible te the user.

Verification (detailed

ARR/EIND (0000000C) : Bind i/f

AAA/RUTHEN/LOGIN {0000000C): Pick method list "VTY'

ARR/RUTHCR (0xC): Pick method list 'vry'

AAR/AUTHOR/EXEC (0000000C) : processing AV cmd=

AARSRUTHCOR/EXEC(0000000C) : processing AV priv-lvi=g
RRAR/RAUTHOR/EXEC(0000000C) : Authorization successful

RAAR/AUTHOR: auth need : user= 'studentl' ruser= 'R2'rem addr= "10.1.10.1°
"' AUTHOR-TY FE= 'command'

AAR/RAUTHOR: auth need : user= ‘studentl' ruser= 'R2'rem addre= "10.1.10.1°
"' AUTHOR-TYFE= 'command'

RAR/RUTHOR: auth need : user= 'studentl' ruser= 'R2'rem addr= "10.1.10.1"
"' AUTHOR=-TY FE= 'command'

PAR/RUTHOR: auth need : user= 'studentl' rusers 'R2'rem adde= "10.1.10.1°
! AUTHCOR-TYFE= ‘command’

AAR/RUTHCOR: auth need : user= 'studentl' ruser= 'R2'rem addr= "10.1.10.1"
** AUTHCR-TYFE= 'command’

¥8YS=5=-00NFIG_I: Configured from console by studentl on viy0d (10.1.10.1})
PAAR/RUTHOR: auth need : user= 'studentl' rusger= 'R2'rem adde= "10.1.10.1"
"' AUTHOR-TY FE= 'command'

PAAR/RUTHOR: auth need : user= 'studentl' ruser= 'R2'rem addr= "10.1.10.1"
"' AUTHOR-TY FE= 'command'

prive

priv=

privs

privs

priv=

prive

priv=

6 listw

6 list=

6 list=

0 list=

0 list=

6 liatw

0 list=
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Task 3 - Local command authorization

On R2 configure local commands authorization for all privilege level 6 commands.

Having a command on specific level is one thing but having access to that
command is another thing. We can configure command authorization to
authorize a user to run specific command so that before running a command
the router will consult its database for permission to run that command.

By default configuration commands {those entered in configuration mode) are
not authorized and must be explicitly configured to do so. Also, command

authorization for a specific level must be enabled on a line.

Configuration
Complete these steps:
Step1 Configure R2 as follows:

1
aaa authorization commands 6 VIT local
aaa authorization config-commands
1
line vty O 4
authorization commands 6 VTY
1

Verification
Rl#telnet 100.2.2.2
Trying 100.2.2.2 ... Open

Access to this router is restricted!
Disconnect now if you are HOT logitimate userl

Username: studentl
Pasgaword:

B2 #show priv

Current privilege level is &

RZi#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2 (configl#ip route 1.1.1.1 255.255.255.255 100.2.2.10

R2 (config)#exit

2 #exit
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[Connection te 100.2.2.2 closed by foreign hest)

RL#
The user has landed on level & and is able te run “ip route” command. See balow
what has happened in the background.

Verification (detailed)

AAA/BIND (000 0000F) : Bind i/f

PAARS/RCCT/EVENT/ (0000000F) : CALL START

Getting session id for WET{0000000F) : db=450RACES
PAARS/RCCT (00000000} : add node, session 12
ARA/RCCT/NET (0000000F) : add, count 1

Getting session id for HONE({O000000F) : db=d49DRCE94
AAR/AUTHEN/LOGIN {0000000F): Pick method list 'WTY!
BAR/AUTHOR {0xF): Fick method list 'VTY'
FAR/RUTHOR/EXEC (0000000F) : processing AV cmd=
ARR/RUTHOR/EXEC(0000000F) : processing AV priv-lvl=6
FAAASRUTHOR/EXEC (0000000F) : RAuthorization successful

The usar has bean authorized to use leavel 6. Hote that the AAR authorization-

exec process has dene that (AAASAUTHOR,EXEC) .

AAR/AUTHOR: auth need : user= 'studentl' ruser= 'R2'rem addr= "10.1.10.1' priv= & list=
"WTY' AUTHOR-TYFE= 'command'

AAA: parse name=tty514 idb type=-1 tty=-1

PAA: name=ttyS51l4 flags=0x1l type=5 shelf=0 slot=0 adapter=0 port=514 channel=0
PAAR/MEMORY: create user (0x43FR48E0) user='studentl' ruser='R2' ds(=0 port="'tty5l4®
rem_addr="10.1.10.1" authen_type=ASCII service=NONE priv=6 initial task id='0", wvri=
{1d=0}

tty514 ARR/AUTHOR,/CMD({1580387562) : Port="tty514' list="VTY' service=CMD
PARSRUTHOR/CMD: tty514(1980387562) user="studentl®

tty514 ARRSAUTHOR/CMD(1980387562) : send AV service=shell

tty51l4d ARRSAUTHOR/ CHMD (1980387562) : send AV cmd=show

tty5ld ARR/AUTHOR,/CMD(1580387562) : send AV cmd-arg=privilege

£Ey514 AAR/AUTHOR/CMD(1380387562) : send AV cmd-arg=<cr>

After connecting the user has issued “sh priv' command so that the AAR
autherization-command process has been consulted. This process was repeated for

every command the usar issued.

tty51l4 ARRSAUTHOR/CMD (15980387562) : found list "VTY"

tty31l4 ARRSAUTHOR/CHMD (1980387562) 1 Method=LOCAL

AAR/AUTHOR (1980387562) : Post authorization status = PASS _ADD

ARR/MEMORY: free user (Ox{SFR4SEQ) user='studentl' ruser='R2' port="tty3l{’

ram _addr="10.1.10.1" authen_ type=ASCII sarvice=NOME priv=e wvrf= (id=0}

RAR/RUTHOR: auth _need : user= 'studentl' ruser= 'R2'rem adder= "10.1.10.1"' priv= & list=
"WTY' AUTHOR-TYPE= 'command'

AAA: parse name=ttySld idb type=—1 tty=-1

FAR: name=tty531l4 flags=0xll type=35 shelf=0 slot=0 adapter=0 port=5314 channel=0
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AAR/MEMORY: create_user (0=z48F7C388) user="studentl' ruser="HZ" ds(=0 port='tty5l4'
rem_addr="10.1.10.1" authen_type=ASCII service=NONE priv=6 initial task id='0"', vri=

{id=0}

tty514 AAR/RUTHOR/CMD{4198853883) :
FRAR/RUTHOR/CHMD: tty514(4198853863)
tty514 ARR/AUTHOR, CMD (41%8853883) :
tty514 RARSRUTHOR/ CMD (4 19885 3863) :
tty514 ARR/AUTHOR/CMD(41%8853883) :
tty514 RAR/RUTHOR/CMD (4138853883 :
tty514 ARR/AUTHOR/CMD{41%8853883) :
tty514 AAR/AUTHOR/CHMD(4198853883) :

Port="tty514" list="VTY' service=0MD
user="gtudent1?

send AV service=shell

send AV cmd=configure

send AV cmd-arg=terminal

send AV cmd-arg=<cr>

found list "VTY"

Mat hod=LOCAL

AAR/AUTHOR (4198853883) : Post authorization status = PRASS_ADD

AAR/MEMORY: free user (Ox48FTC388)

user="studentl" ruser="R2' port="tty51l4"'

rem Aaddr="10.1.10.1" authen type=ASCII services=NOME privee vef= (id=0)
BARR/AUTHOR: auth need : user= "studentl' ruser= "R2'rem addr= "10.1.10.1"' priv= & list=

"VTY' AUTHCR-TYFE= 'command'

ARA: parse name=tty5l4 idb type=-1 tty=-1

RAR:

name=tty5ld flage=0xll type=5 shelf=0 glot=0 adapter=0 port=5314 channel=Q

AAR/MEMORY: create_user (0=z49%6E9768) user='studentl' ruser="H2" ds(=0 port='tty514'
rem_addr="10.1.10.1" authen_type=RSCII service=HNOME priv=6 initial task id="0', wrf=

{id=0}

tty514 ARASAUTHOR/CMD(3915173581) :
ARR/RUTHOR/CMD: tty$1d(3915173581)
tty514 ARRSAUTHOR/CMD(39151723581) :
tty51l4 ARASRUTHOR/CMD (3915172581) :
tty514 ARR/AUTHOR/CMD{3915173581) :
tty5ld ARASRUTHOR/CMD (3915173581) :
tty514 ARRSAUTHOR/CMD(3915173581) :
tEy51ld ARASRUTHOR/ CMD (3915173581)
tty514 ARR/AUTHOR/CMD(3915173581) :
tty514 AARR/AUTHOR/CMD{3915173581) :
tty514 ARRSAUTHOR/CMD(3915173581) :

FPort="tty514" list="VTY' service=0D
user="studentl"

sand AY service=shell

send AV cmd=ip

send BV cmd-arg=route

gend AV omd-arg=1.1.1.1

send AV cmd-arg=255.255.255.255
send AV cmd-arg=l00.2.2.10

send AV cmd-arg=<cr>

found list "YTE"

Met hod=LOCAL

BAR/RUTHOR (3915173581) : Post authorization status = PRSS_ADD

AAR/MEMORY: free user (Ox{96ES768) user='studentl' ruser='R2' port="tty53lq’
rem_addr="10.1.10.1" authen_type=ASCII service=HOHE priv=6 vrf= [(id=0]

AAR/RAUTHCOR: auth need : user= ‘studentl' ruser= ‘R2'rem addr= *10.1.10.1' prive 0 list=

"' RAUTHOR-TY FE= 'command'

$83Y3-5-0ONFIG I: Configured from console by studentl on vty0 (10.1.10.1})

AAR/AUTHOR: auth need :
"' AUTHOR-TY FE= 'command'

uger= 'studentl' ruser= 'R2'rem addr= "10.1.10.1" priv= 0 list=

unknown ARR/DISC: 1/%"iUser Reguest™

unknown ARASDISC/EXT: 1020/"User Regquest™
ARASRACCT/EVENT/ (0000000F) : CALL STOP

ARR/RCCT/CALL STOF{0000000F) : Sending stop requests
PAARS/RCCT (0000000F ) : Send all steps
RAR/RCCT/HET {0000 000F) : STOP
PAARS/RCCT/HET (0000 000F) : Method list not found
ARRJSRCCT (0000000F) : del node, session 12
RARS/RCCT/HET (0000000F) : free rec, count O
ARRSRACCT/MET (0000 000F) reccnt 0, csr TRUE, osr 0
ARAR/RCCT/HET (0000 000F) : Last rec in db, intf not engueued
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LAB 2.31. TACACS+ user authentication (10S)

Objectives

This lab shows how to configure routers to perform user authentication and
authorization using TACACS+ protocol and AAA server.

IP_Addressing and devices

Device Interface IP address
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
ACS NIC 172.31.1.100
WinXP NIC 10.1.10.50
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Task 1 — Basic TACACS+ user authentication

Configure R1 router to use TACACS+ protocol for remote users TELNET
session authentication. On the ACS create a new user “rladmin” with a
password of “riadmin” which is a member of user group “ADMINS".

You must successfully authenticate when telnetting from WinXP and have
evidence in the ACS's log file for that event.

The most common scenario for authentication is to use external user database.

M This can be done by configuring TACACS+ server where user's profile is stored
and configuring the router to consult that server in order to authenticate the

user. The server must be aware of the router as well to be able to serve it with
reguested data. So that the router and the TACACS+ server must have the same
Secret Key. This key is used for encryption of TACACS+ messages.

The router R1 has already been added as AAA clent to the ACS.

Configuration
Complete these steps:
Step1 Configure R1 as follows:

aaa new-model
1

tacacs server ACS

address ipwvd 172.31.1.100

key ciscol2l

single -connection!

!
aaa authentication login VIYT-AAA group tacacs+ local
!
line vty O 4

login authentication VTI-AAAR

L

Step 2 Add user to the ACS.
Connect to ACS from WinXP PC and authenticate using acsadmin.

= Go toUsers and Identity Stores > Identity Groups and click
Create. Add name ADMINS under All Groups and click Submit.
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Verification

Fl#test aaa group tacacs+ rladmin rladmin legacy

Attempting authentication test to server-group tacacs+ using tacacs+

User was successfully authenticated.
The “test"” command is very useful in erder te verify communication between the

router and tha ACS. From above command we sea that the user rladmin has bean

succassfully authenticated.

Telnet from WinXP machine to R1 and authenticate.

Go to Monitoring and Reports and click on Launch Monitoring and Report
Viewer. Click on Authentications - TACACS - Today report on the
Dashboard to see the log.
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Verification (detailed)

Rlideb aas authenticatisn

AARA Authentication debugging is on

RL#

Rl#deb aaa authorization

ARAA Ruthorization debugging is on

Bl#

RL#

R1#

RL#

Kowv 13 15:48:19.859%: AARSBIND(00000010): Bind i/£f

How 13 15:48:19.659: AAA/AUTHEN/LOGIN (00000010} : Pick method list "VIY-ARA'
Bld

Mow 13 15:48:25.664: AAASAUTHOR (00000010} : Method list id=0 not configqured. Skip
auther

Thera is no AARA Authorization list configured so the authorization is skipped
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Task 2 — Basic AAA with TACACS+

On ACS configure a new user “contractor1” with a password of “contractor1”
and make him a member of Contractors group. This group should have
access to network devices only during workdays (Mon-Fri) between 9am and
6pm and be allowed to only one session at time.

This must be done using ACS Authorization Rules. The ACS v5 is rule-based.
m This means that Authentication and'or Authorization decisions are independed
and based on configured rules.

Configuration
Complete these steps:

Step 1 Configure Authorization and Accounting on R1. Whole AAA
configuration should look like this:

1
aaa authentication login VIT-AAA group tacacs+ local
aaa authorization exec VIT-AUTHE group tacacs+ local
aaa accounting exec VIT-ACC start-stop group tacacs+
!
line vty O 4

authorization exec VIT-AUTHZ

accounting exec VIT-ACC

login authentication VTY-AAR

To make Jession Count restrictions on the ACS work, TACAS
authorization and accounting mist also be enabled. This is important
te let ACE know about new user session in A particular group and to

dif ferentiate batween new session and re-authenticated session.

Step 2 Add user group and new user to the ACS.
Connect to ACS from WinXP PC and authenticate using acsadmin.
* Go toUsers and Identity Stores > Identity Groups and click
Create. Add name Contractors under All Groups and click Submit.
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* Go toUsers and Identity Stores > Users and click Create. Add
new user with a name of contractor1 and password of contractor1,
select Contractors under Identity Groups and click Submit.
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Step 3 Set max sessions per group.
* (Go to Access Policies > Max User Session Policy > Max Session
Group Settings and click on Contractors group. Uncheck
Unlimited Sessions checkbox and set Max Session for Group to
1, then click Submit.
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Step 4 Set time restriction policy.
* Go toPolicy Elements > Session Conditions > Date and Time
and click Create. Provide a name for the condition and select only
Mon-Fri 9am-6pm boxes on the chart, and then click Submit.
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* (Go to Access Policles = Access Services > Default Device
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Admin > Authorization and click Create. Name it Contractors
Access and select Contractors group for Identity Group and
Weekdays for Time And Date then click OK.
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Verification
TELNET to R1 and authenticate.

The succass of this oparation depends of the time as we have restrictions and should
enly be allowed to authenticate during the business heours Moen-Fri

M= |

Do not close this session and TELNET again to R1.

¥You should HOT be allowed to authenticate

T |

Led

Canmectios ta host lact
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Enable ‘debug aaa authentication’ and ‘debug aaa authorization’ on the router
and see what happened.

Hov 14 05:33:54.824: ARAS/BIND(0000002T): Bind 4/f
Mov 14 05:33:54.824: RAAR/AUTHEN/LOGIN (000000Z7): Pick methoed list "VTY-ARR'

How 14 05:34:02.021: AAR/AUTHOR {0x27): Pick method list 'VTY-AUTHZ®

How 14 05:34:02.033: RAR/AUTHCR/EXEC(00000027): processing AV cmd=

How 14 05:34:02.033: RAA/AUTHOR/EXEC(00000027): Authorization successful
RL#

How 14 05:34:05.273: ARA/AUTHOR: auth need : user= 'contractorl' ruser= 'Rl'rem addr=
"10.1.10.50" prive 1 list= '' RUTHOR-TYFE= 'command’

R1§

Howv 14 05:34:16.896: RAR/BIND(00000028): Bind i/f

Hov 14 05:34:16.896: AAR/AUTHEN/LOGIN (00000028) : Pick methed list °VTT-ARR'
R1#

Mov 14 05:34:23.961: RAR/AUTHOR (0x28): Pick methed list 'VIT-AUTHZ'

How 14 05:34:23.969: ARA/AUTHOR/ENEC(00000028): Ruthorization FATLED

RL#

Check TACACS+ Authentication log.
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Hote that both sassions have beaan sucoassfully authenticated. To really sas what
happened yoii mist check TACACS Rithorization log (note that this log is not showed on

the Dashboard) .

You must go to Reports > Catalog > AAA Protocol and click on TACACS
Authorization log.
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Task 3 — Basic AAA with TACACS+

On ACS configure a user restricted1 with a password of restricted1 and
make him a member of Restricted group. This user should be able to telnet to
R1 from R2's loopback0 interface only.

The first thing you should note here is that TELNET traffic will be traversing the

M ASA firewall. This implies special configuration on the ASA. There is no need

for any NAT configuration.
Also note that only that user must be affected by this configuration. Hence, you

must add new Authorization policy.

Configuration
Complete these steps:
Step1 Make changes on ASA to allow TELNET traffic from R2.

!
accass-list OUTSIDE TH axtendsd parmit tep host 2.2.2. .7 host

10.1.10.1 eg telnet
1
access-group OUTSIDE IN in interface cutside

Step 2 Create user group and new user.
Connect to ACS from WinXP PC and authenticate using acsadmin.
*+ Go toUsers and Identity Stores > Identity Groups and click
Create. Add name Restricted under All Groups and click Submit.
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* GotoUsers and Identity Stores > Users and click Create. Add
new user with a name of restricted1 and password of restricted1,
select Restricted under Identity Groups and click Submit.
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Step 3 Create new Authorization rule.
* Goto Access Policies > Access Services > Default Device
Admin > Authorization and click Customize. Select Compound
Condition from the left pane and move it to Selected pane. Click
OK.
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* Click Create to create new Authorization rule. Name it Restricted
User and select Restricted group for Identity Group and select
Compound Condition checkbox. Pick TACACS+ from Dictionary
drop-down list, click Select button and chose Remote-Address
attribute. Value set to Static 2.2.2.2 and click Add V button. Click
OK.
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Verification
TELNET from R2 loopback0

R2#tel 10.1.10.1 /se lod
Teying 10.1.10.1 ... Open

ugsername: restrictedl

password:

Rl#sh users

Line User Hoat(s) Idle Location
0 con O idle 00:23:06
= 2 wvky 0 restricted idle 00:00:00 2.2.2.2
Inter face User Mode Idle Feaer Rddress
Rl#exit

[Connection te 10.1.10.1 closed by foreign heost)
R2#

R2#tel 10.1.10.1

Teying 10.1.10.1 ...

% Connecticn timed out; remote host not responding

Tou can connect and authenticate when sourcing from R2 loopback( interface

only . Tou cannot even connect using different source address because the ASA

firewall blocks the traffic.

TELNET from WinXP
T |

timsgut mxpiesd?

Lot

You can connect but cannot authenticate to Rl when scurcing traffic from WinXp
This is because ACE denies the usar based on our configuration. Te achack that

sea ACS logs

ALE Wiy Tirmastamp ACE Timasimap Blatus Catmile Failiirm Hagson Lgar Mama Davica
Mow 14 12 0.4501.933 AR Kow 14 12 ®:45:01 213 AM ® 8 13035 Selecied Bhi rofila 18 DEnyAece reafriciad]
oy 14,12 9:44:07. 583 A Mow 14,12 D407 566 A o ! resfriciad]

The green connection is for successful authentication and authorization. The

AARAR session was hit Restricted Usar authorizationrule.
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The red connection has missed all authorization rules and finally hit Default

rule that says DenyAccass
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LAB 2.32. TACACS+ authentication and
authorization (I0S)

Objectives

This lab shows how to configure routers to perform user authentication and
authorization using TACACS+ protocol and AAA server.

IP Addressing and devices

Device Interface IP address
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EO0N 172.31.1.1/24
R2 Lo0 222.2/32
E0/0 100.2.2.2/24
ACS NIC 172.31.1.100
WinXP NIC 10.1.10.50
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Task 1 — TACACS+ authorization (10S)

Configure R1 and ACS so that all users from ADMINS group (already created
in previous lab) get authorized to use CLI at privilege level of 15 and their
session idle timout is set to 2 minutes when connecting using TELNET. The
user must not use “enable” command to switch to the appropriate privilege
level.

AAA EXEC authorization is a method of authorization to use router's shell. The
M most common usage is to configure privilege level for a user on the ACS and

then this user is automatically raised to that level during connection.

Configuration
Complete these steps:

Step 1 Configure R1 (the router should be configured already in the previous
tasks). The following configuration is just for reference.

1
AAA mew-model
1
tacacs server RCS
address ipv4 172.31.1.100
key ciscoll3
single -connection
ip tacacs source-interface Loopback0
L]
aaa authentication login VIT-AAA group tacacs+ local
aaa authorization exes VIT-AUTHE group tacacs+ local
aaa accounting exec VIT-ACC start-stop group tacacs+
!
line vty 0 4
authorization exes VIY-AUTHE
acceounting exec VIT-ACC
login authentication VTTI-RAA
1

Step 2 Configure ACS to assign privilege level 15 to all users in ADMINS
group. First create Shell Profile wich will be applied to Authorization
Policy.
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* (Go to Policy Elements > Authorization and Permissions >
Device Administration > Shell Profiles and click Create. On the
General tab provide a name for the profile (e.g. Admin Access).
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Step 3 Create Authorization rule.
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* (o to Access Policies > Access Services > Default Device
Admin > Authorization and click Create. Enter name for the rule
(e.g. Administrators), select ADMINS for Identity Group and assign
Shell Profile of Admin Access. Click OK.
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Verification
TELNET to R1 from WinXP PC and authenticate using riadmin. You should
get the following debug information on R1 console (if debug aaa is enabled).

How 14 10:53:56.413: AAR/AUTHEN/LOGIN (00000030} : Pick method list *VTY-RAR'
Bl#

How 14 10:54:02.222: ARAJAUTHOR (0x=30) : Pick methed list 'VTY-AUTHZ'

Wow 14 10:54:02.231: ARA/AUTHOR/EXEC{00000030): processing AV cmd=

How 14 10:54:02.231: ARAR/AUTHOR/EXEC{00000030): processing AV idletime=120
Hov 14 10:54:02.231: ARA/AUTHOR/EXEC(00000030): processing AV priv-lwl=l5
KWov 14 10:54:02.231: AAR/AUTHOR/EXEC(00000030): Authorization succesaful

User’s attribute “priv-1v¥l" is sent down to the router from the ACE. This
attribute centains user’'s privilege level assigned. Ancther attribute is for

Idle Timeout.
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Task 2 — Local privilege and TACACS+ authorization (I10S)

On ACS create a new user “studentd” with a password of “student4” (a

member of Students group) and assign privilege level 4 to his account. This
user must have access to run the following commands at privilege level 4 on

R2:

L]

configure terminal
interface

ip address

ip route

The user cannot escalate his privileges to the higher level.
Also, create local user ‘locald’ with a password of locald’ on R2 that will have
access to privilege level 4 and be used only when ACS is inaccessible.

M

There is a difference between local and remote authorization. There are sixteen
privilege levels available on the router where only three of them are
preconfigured. Level 0,1 are basic levels for unprivileged users (their command
prompt looks like ‘='), and level 15 is for privileged user ([command prompt is
#'). We can configure other levels and assign/move commands to those levels
locally on the router. The user will get access to those commands on a specific
level and all levels below while being authenticated and authorized to that level.
For example, if we create level 7 and assign some commands with that level, the
user authorized to that level would get access to all commands from level T as
well as for lower levels 0-6.

The goil in this task is to create a new level 4, assign some commands to that
level and authorize ACS-based user {studentd4) as well as local user {locald) to
that level.

Confiqur.

Complete these steps:
Step 1 Configure R2 to authenticate and authorize the users.

]
ana new-model
1

aaa authentication login VIYT-AAA group tacacs+ local
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aaa authorization exec VIT-AUTHE group tacacs+ local
1

tacacs server RCS

address ipv4 172.31.1.100

key ciscoli3

single -connection

L

ip tacacs source-interface loopback(

1

line vty O 4

authorization exec VIT-AUTHE

legin authenticatien VTI-AAR

1

username locald privilege 4 password locald
1

priv axec level 4 configure terminal

priv configure level 4 interface

priv configure level 4 ip route

priv interfaca level 4 ip addrass

1

Step 2 Configure ASA firewall to pass TACACS traffic.

1

route inside 172.31.1.0 255.255.255.0 10.1.10.1

1

acocess-list COUTSIDE IW permit top host 2.2.2.2 host 172.31.1.100 eg
48

1

Step 3 Configure R2 as AAA client on the ACS.

* (o to Network Resources > Network Device and AAA Clients
and click Create. Add new client with name of R2, configure IP
address of 2.2.2.2, select TACACS+ as a protocol and configure
Shared Secret of cisco123. Select Single Connect Device option
and click Submit.
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Step 4 Create a new user on the ACS.
* Go toUsers and |dentity Stores > Users and click Create. Add
new user with a name of student4 and password of student4, select

Students under ldentity Groups and click Submit.
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Step 5 Create Shell Profile with provilge level 4 assigned.
* Go to Policy Elements > Authorization and Permissions >
Device Administration > Shell Profiles and click Create. On the
General tab provide a name for the profile (e.g. Students Access).

Page 344 of 409




CCIE SECURTY v4 Lab Workbook

[ B e securs s ok bmenet e Bk
D [ Sew Fpwie Todd Delo _.n‘."
[+ L R

a8 b (117230, 100 fon o

m % 1
ol | ) e

sillisilis Ciiil:aﬂ = L
CISCO  pvaLID: Bt 0]
P ———

v [0 1 epean e es
v b Uery s iiendily Eniss

¥ Tagka | Curaion slvicukes
T

* GREERn CIIoon rueriion: |
D i T [; i
CaTkm

" reaurE Canglane

= e sl o Permess ione
" PaTIE Aee
- » AdmrneidEr

Snell Frof e |

CommardSrin
' Famed Permizsion Objads

v | o Rapes Fuliion
s ] Morduieg e Rogon
o B, BB e Gl O

T

Click on Common Tasks tab and set Default Priviledge to 4 and
Max Privilege to 4. Click on Submit.

e = - (W] (2] g e e (e

Aairas [ oo (172 2 1100 Lmied

= -4 3

CISCD AL Do b

v S MyNATRERACE
N A S T T a

Gorral | Doty Tagka | Cusion AlTibuag
v 3l Unets e ienddy Bales e
. '-" Cufacll Friviegs | Sak = vl Z)
= g 18 Bl
Dwier v Tive: Besmind i Prvilage: | B - vens [EZ]

Gk
* btk Condlars
= dbharisl on s Permiss o

Sl Rkt ea

AREEE COR LR | Rk

i Pl 1% A 1 [oena—— (Mol s =

& & iy | | e commant T |

Zhall Profliea | | | Pacalbodkberie  [robinUee =]
CormandSrl |

. R P crObinds | Ha Lismpy el in e |

——— 1B ey

v o] Mondudgsand Regoek | | Timeaat ol i l|

| r

o B, ENEIRA AN Gl 00 | | T it i Lise =]

Cial ek Lires [Pk nidza =]

ol i b b A b '|

S | et

Step 6 Configure new authorization rule for the user.

-

Go to Access Policies > Access Services > Default Device
Admin > Authorization and click Create. Enter name for the rule
(e.q. Students), select Students for Identity Group and assign
Shell Profile of Students Access. Click OK.
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Verification
TELNET to R2 from R1 and authenticate as student4.

Bl#tel 100.2.2.2

Tryimg 100.2.2.2 ... COpen
username: studentd
pasaword:

R2i#sh privilege

Current privilege lewel is 4

RZW7?

Exec commands:
<1-99> Segsion number to resume
access-enable Create a temporary Access-List entry
access-profile Apply user-profile to interface

clear Reset functions
confiqure Enter configuration mode
connect Open a terminal connectieon
credential load the credential info from file system
crypte Encryption related commands.
disable Turn off privileged commands
disconnect Disconnect an existing network connection
do=-axec Mode=-independant "do-exec" prefiz support
enable Turh oh privileged commands
aetharnet Ethernet parameters
exit Exit from the EXEC
help Description of the interactive help system
ips Intrusicn Frevention System
lat Cpen & lat connectisn
lig LISF Internet Groper
lock Lock the terminal
login Log in as a particular user
logout Exit from the EXEC
R2dconf t

Enter configuration commands, one per line. End with CNTL/E.
R2 (config) #7
Configure commands:

beap Configure BEEP (Blocks Extensible Exchange Protocol)
call Configure Call parameters

cta Cisco Trusted Security commands

default St a command to its defaults

and Exit from configure mode

exit Exit from configure mode

help Degcription of the interactive help system
interface Select an interface to configure

ip Global IPF configuration subcommands
netcont Configure METCONF

ne Hegate a command or set its defaults

pfe Performance Routing configuraticon submodes
sasl Configure SASL
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waas 105 Wide Area Application Services

WSma Configure Web Services Management Agents
R2 [config) #
Debug on R2 shows:

RZ#deb aaa authenticatiocn

ARR Ruthentication debugging is on

HZ#deb aaa authorization

RAR Ruthorization debugging is on

R2#¥

R2#

R2§

*Hev 15 09:20:02.908: ARA/BIND(0000001Z): Bind i/£

*Hov 15 05:20:02.908: AAR/AUTHEN/LOGIN (00000012): Pick method list 'VI¥-ARR"

R2#

*How 1% 09:20:10.545: ARAR/AUTHCR (Ox12): Pick methed list "VTY-AUTHZ'

*Hov 15 09:20:10.595: RAR/RUTHOR/EXEC{00000012): processing AV cmd=

*How 15 09:20:10.595: RAAR/AUTHOR/EXEC(00000012): processing AV priv-lwvl={

*Wow 1% 09:20:10.595: ARA/AUTHOR/EXEC(00000012): ARuthorization successful

R2#

*Hov 15 09:20:16.582: ARR/AUTHOR: auth need : user= 'studentd' ruser= "R2'rem addr=
"10.1.10.1" priv= 3 list= "' AUTHOR-TYFPE= 'command'

R2#

*Nov 15 09:20:27.243: RAR/RUTHOR: auth_need : user= 'student4' ruser= "RZ'rem addr=
"10.1.10.1" priv= 4 list= '' AUTHOR=-TYPFE= 'command'

You should see in TACACS Authorization log on the ACS:
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Verify if fallback user works by temporarly block out TACACS traffic on the
ASA firewall. Then try to authenticate.

Rl#tel 100.2.2.2
Teying 100.2.2.2 ... Open

User Access Verification

Username: studentd

Pagsword:

% Authentication failed
Hote that studentd cannot authenticate. We must use local usernams to

authanticate

Username: locald

Pagsword:

Rz i¥sh priw
Current privilege level is 4
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Task 3 - TACACS+ command authorization (I10S)

User “rladmin™ has privilege level 15 (as configured in previous task).
Configure ACS to authorize this user to issue “show run” command only and
be able to disconnect from Telnet session using “logout” command.

Command authorization can be configured on the ACS. This is very flexible
M solution so that every user in a specified group on the ACS has access to a list
of commands.
Remember that the user must see the command on an appropriate level to
access it. So that we first need to “move” a command to a lower level and then
configure command authorization on the ACS. The ACS will confirm that the
user may have {or may not) access to a specified command.
The most common scenario is when the user has privilege level 15 but is
limited/authorized to run specific commands only. The disadvantage of this is
that the user sees all commands but can run only some of them (or all if
specified on ACS for that userigroup).
Keep in mind that configuration commands {commands issued in configuration
mode) and console commands {commands issued while connected through the
console) are not authorized by default. You must configure this explicitly.

Command authorization only works for level for which it was configured. So
that we can have a scenario when a user has access to privilege level 15and
sees all commands accessible on the router but cannot use some of them (is
not authorized to use them) as those commands may be from different level.
This is very common mistake because we often forget that there are default
levels of 0 and 1 with some useful commands on those levels. For example, the
command “exit” is on level 0 so that we cannot close the session or change the

configuration mode without allowing this simple command.

Con ration
Complete these steps:
Step 1 Configure R1 to authorize commands.

L

aaa authorization commands 0 VIT-AAR-CMD group tacacs+
aaa authorization commands 1 VIT-AAA-OMD group tacacs+
aaa authorization commands 15 VITY-ARA-CHMD group tacacs+d
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1
line vty O 4

authorization commands 0 VIT=-ARA-CMWD
authorization commands 1 VIT-ARA-OMD
authorization commands 15 VIY-RAA-CMD

Why do we nead to configure command authorization fer all 3 lavels?
Command ‘logout’ is from lewveal O

Command ‘show runn’ is from lewvel 1=

Other commands MUST HOT be allowed, so the router MUST send them to
ACE in crder te get autherizaticn If we not enable command
authorization on lewvel 1, other commands (e.g ‘show priv') will ba

allawed without avaen sconsulting RACE.

Step 2 Configure Command Set on ACS.

-

Go to Policy Elements > Authorization and Permissions >
Device Administration > Command Sets and click Create. Name
the new object Admins — Limited and add to allowed commands list
the following commands:

Grant Command Arguments

Permit Show Running-config

Permit logout

L e )
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Step 3 Reconfigure Authorization profile for ADMINS group.
* (Go to Access Policies > Access Services > Default Device
Admin > Authorization and click Customize. Select Command
Sets from the left pane and move it to Selected pane. Click OK,

Customize Conimions
Avallakle: Selacted:
A3 Ho=l Mame - Iderity Groupg
auinenticaion Wethod I DG Lacstan
suthamication S1aias MDGDevice Type
Dawica Flter I Tirne &nd Dals
Dewice IF Bddress Cornpound Condd ion
Dawvica Fort Fliter
Eap Autentcation Methad e |
Eaf Tunngl Bullding Method
End Stalion Filer o I
Fratocol =l
Custormize Results
Hrilabile Salacted
Shall Fralile
=i &]
=] ey
K| Cancel
hitps: 172,211, 100)acsadmind Policy InputBeon. da o Intemst

* Click on Administrators rule to edit it Click Select button under
Command Sets list and chose Admins — Limited command set.
Click OK.
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* Click on Save Changes button.
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Verification

TELNET to R1 from WinXP and authenticate as riadmin. Check if you can run
commands.

farled

As you can ses you

‘axit’ and

autherized. Tou <can

A0S Wiaw Tmastamp ACE Timestamp

run ‘show run' and

‘sh priv’

commands

Stalus Dataila

‘logout !
This is because tho
ACS log to see that
Falbara Riason
ALt A 0 T

commands but you cannot run

s commands are not

(1}==0

H Cammand Sai
]

Ehal Profia

Page 354 of 409

Mebwuaik




CCIE SECURTY v4 Lab Workbook

It is alseo recommendsd te run ‘deb aaa authentieatien’ , ‘deb aaa
authorization', and ‘deb tacacs' commands to see what exactly is happening

bahind the soanes.

Hov 15 14:55:44.270: BAA/AUTHOR: auth _need : user= 'rladmin' ruser= 'Rl'rem addr=
"10.1.10.50" priv= 1 list= "VTY-AAR-CMD' AUTHOR-TYFE= 'command"

Mov 15 14:55:44.270: ARR: parse name=ttyZ idb type=-1 tty=-1

How 15 14:55:44.270: ARA: name=tty2 flags=0xll type=5 shelf=0 slot=0 adapter=0 port=2
channel =0

Howv 1% 14:55:44.270: RAR/MEMORY: create user (0xBE3051DF0) user='rladmin' ruser='R1l®
ds0=0 port="tty2' rem addr="10.1.10.50" authen type=RSCII service=NONE priv=1
initial task id='0", vrf= (id=0}

How 15 14:55:44.270: tty2 RAR/AUTHOR/CMD (2279862949) @ Port="tty2' list='VTY-ARA-CMD"
service=CHD

How 15 14:55:44.270: ARA/AUTHOR/CMD: tty2 (2279%86294%) user="'rladmin'®

How 15 14:55:44.270: tty2 BAR/AUTHOR/CMD (2279862949) : send AV service=shell

Hov 15 14:55:44.270: tty2 RARJAUTHOR/CMD (2279862949%) : send AV cmd=show

Wow 15 14:55:44.270: tty2 RAA/AUTHOR/CMD (2279862949) : send AV cmd-arg=privilege

How 15 14:55:44.270: tty2 AAR/AUTHOR/CMD (2279862949) : send AV cmd-arg=<cr>

Hote that using those recommendsd debugs you can check what level a particular
command is at (priv=l), what user is trying te run the command (user='rladmin’)

and the command itsalf.

How 15 14:55:44,270: tty2 AAR/AUTHCR/CMD (2279862943} : found list "VIT-RAR-CHD"

Howv 15 14:55:44.270: tty? ARAJAUTHOR/CMD (2279862949%) : Method=tacacs+ (tacacs+)

How 15 14:55:44.270: ARA/AUTHOR/TRC+: (2279862343): user=rladmin

Howv 15 14:55:44.270: ARA/AUTHOR/TAC+: (2279862949): send AV service=shall

How 15 14:55:44.270: ARR/AUTHOR/TAC+: (2279862949} : send AV cmd=show

Howv 15 14:55:44.270: AAR/AUTHOR/TRAC+: (227%8625%4%): send AV cmd-arg=privilege

How 15 14:55:44.270: ARA/AUTHOR/TRC+: (2279862943): send AY cmd-arg=<cr>

How 15 14:55:44.270: TAC+: using previously set server 172.31.1.100 from group tacacs+
Howv 15 14:55:44.270: TAC+: 172.31.1.100 (2279862945%) AUTHOR/START queusad

Hov 15 14:55:44.474: TAC+: (227986294%) RAUTHCOR/STRRT processed

How 15 14:55:44.474: TAC+: (-2015104347): received author response status = FAIL

How 15 14:55:44.474: ARR/RUTHOR (2279862949): Post authorization status = FRIL

Mowv 15 14:55:44.474: AAA/MEMORY: free user (0=B3091DF0)} user="rladmin' ruser="E1"
port="tty2' rem addr="10.1.10.50" authen_ type=RSCII service=HONE priv=1 vri= (id=0])
How 15 14:55:55.910: ARA/AUTHOR: auth need : user= 'rladmin' ruser= 'Rl'rem addr=
"10.1.10.50" priv= 15 list= "VTY-ARR-CMD" AUTHOR-TYFE= 'command®

How 15 14:55:55.910: AAR: parse name=tty2 idb type=-1 tty=-1

Hev 13 14:55:55.910: RAR: name=tty2 flags=0xll type=53 shel f=0 slot=0 adapter=0 port=2
channel=0Q

Howv 15 14:55:55.910: ARA/MEMORY: create_user (0zB31254A0) user='rladmin' ruser='R1'
dalf=0) port='tty2"' rem addr="10.1.10.50"' authen type=ASCII service=NOME priv=l3
initial task id="0", wrf= (id=0}

How 15 14:55:55,910: tty2 PARJAUTHCR/CMD (1808451852) : Port="ttyl' list='VIT-ARR-CMD"'
sarvice=CHD

How 15 14:55:55.910: BAA/AUTHOR/CMD: tty2 (1808451892) user='rladmin’

How 15 14:55:55.910: tty2 ARAJAUTHOR/CMD (1808451852) : send AV service=shell

HWow 15 14:55:55.9%10: tty2 RAA/AUTHOR/CMD ([1808451832) : send AV cmd=show
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Hov 15 14:55:55.910: tty2 RARASAUTHOR/CMD (18084518%2) : send AV cmd-arg=running-config
How 15 14:55:55.910: ttyZ RAA/AUTHOR/CMD (180845183Z) : send AV cmd-arg=<cr>

HNow

port="tty2"

13
15
15
is
15
15
15
15
15
15
15
13
15

Hote that every command has its name and arguments. Even though you specify the

command without the argumant,

there is always <or> arguments sent to the ACS.

CR. means Carrier Return and this is nething mere than ENTER key.

Hotioe that even if you specify a short form of the command like

‘sho runn’

this will be expanded to the full command. Tou must always profide full

commands in the ACS configuration.

14:353:35.910:
14:55:55.910:
14:535:55.910:
14:55:55.910:
14:55:55.910:
14:55:55.910:
14:55:55.910:
14:55:55.910:
14:55:55.910:
14:55:56.117:
14:55:56.117:
14:353:36.117:
14:55:56.117:

tty2 BARSAUTHOR/CHMD(1808451892) : found list "VTY-ARA-CHMD"
tty2 RARSAUTHOR/CMD (18084518%2) : Method=tacacs+ (tacacs+)
BAR/RUTHOR/TAC+: (1808451832):
ARRSRAUTHOR/TRC+: (1808451892} :
BAR/RAUTHOR/TAC+: (1808451832):
PAARSRUTHOR/TRC+: (1808451852} : send AV cmd-arg=running-config
ARRSRAUTHOR/TAC+: (18084518%2): send AY cmd-arg=<crs»

TRC+: using previcusly set server 172.31.1.100 from group tacacs+
TAC+: 172.31.1.100 (1808451892} AUTHOR/START gqueusd

TAC+: (1808451852} AUTHOR/START processed

TRC+: (180845185%2): received author response status = PRSS_ADD
ARR/RUTHCOR (1808451852): Post authorization status = PRSS_RADD
RARS/MEMORY: free user (OxB31254R0) user="'rladmin' ruser='R1"

user=rladmin
send AV service=shell
send AV cmd=show

rem _addr="10.1.10.50"' authen type=RSCII service=NONE priv=13 vrf= (id=0)

Hov 15 14:56:05.270: RAR/AUTHCR: auth need : user= 'rladmin' ruser= "Rl°'rem addr=
"10.1.10.50" priv= 0 list= "VTY-ARR-(MD' AUTHOR-TYPFE= 'command"

Hov 1% 14:56:05.270: ARAR: parse name=tty2 idb type=-1 tty=-1

Howv 15 14:56:05.270: ARA: name=tty2 flags=0xzll type=5 shel f=0 slot=0 adapter=0 port=2
channel=0
Hov 15 14:56:05.270: ARASMEMORY: create user ((xB31254A0) user="rladmin' ruser='R1'
ds0=0 port="=%tLty2" rem addr="10.1.10.50"' authen type=RSCII service=NOHE priv=0
initial task_id='0",
How 13 14:56:05.270:
sarvice=CMD

Howv
How
Howv
How
How
How
How
Howv
Howv

15
is
13
15
15
is
15
13
15
15

15
15
15
15
15

14:56:05.270:
14:56:05.270:
14:536:05.270:
14:56:05.270:
14:56:05.270:
14:56:05.270:
14:56:05.270:
14:536:05.270:
14:56:05.270:
14:56:05.270:

14:56:05.270:
14:56:05.270:
14:56:05.474:
14:56:05.474:
14:56:05.474:

wvri= (id=0}

tty2 BARSAUTHOR/CMD (1446193452) : Port="tty2' list="V¥TY- "
user="rladmin"

send AV service=shell

ARR/AUTHOR/CMD: tty2 [1446193452)
tty2 AAR/AUTHCR/CHMD (1446153452)
tty2 BAR/AUTHOR/CMD {1446193452) : send AY cmd=exit

tty2 RARSRUTHOR/CMD (1446193452) : send AV cmd-arg=<cr>
tty? ARASAUTHOR/CMD(14461%3452): found list "WTY-ARR-CMD"
tity2 RAR/RAUTHOR/CHMD (1446193452) @ Method=tacaca+ (tacacsa+)
ARA/AUTHOR/TAC+: (1446193452): user=rladmin
ARR/AUTHOR/TAC+: (1446193452): send AY service=shell
ARA/AUTHOR/TAC+: (1446193452): send AV cmd=exit
BAR/RAUTHOR/TAC+: (1446193452): send AV cmd-arg=<crs

TAC+: using previcusly set server 172.31.1.100 from group tacacs+
TAC+: 172.31.1.100 (1446193452} AUTHOR/START queued

TAC+: {144615%3452) AUTHOR/START processed

TRC+: [144619%3452): received author response status = FRIL
ARA/AUTHOR (1446193452} : Post authorization status = FAIL
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Mov 15 14:56:05.474: AAA/MEMORY: free user (0=B31254A0) user="rladmin' ruser="H1"
port="tty2' rem addr="10.1.10.50" authen_ type=RSCII service=NONE priv=0 vri= (id=0])
Howv 15 14:56:08.317: RAR/AUTHOR: auth need : user= 'rladmin' ruser= "Rl'rem addr=
"10.1.10.50" priv= 0 list= "VIY-AAR-CHMD' AUTHOR-TYFE= "command"

Howv 15 14:56:08.318: AAAR: parse name=tty? idb type=-1 tty=-1

How 15 14:56:08.318: ARA: name=tty2 flags=0zll type=5 shel f=0 slot=0 adapter=0 port=2
channel=0Q

Howv 15 14:56:08.318: ARA/MEMORY: create_user (0zB30%1DF0) user='rladmin®' ruser='R1'
ds(=0 port="ttyl"' rem addr="10.1.10.50" authen_type=RSCII service=HONE priv=0
initial task id="0", wrf= (id=0}

How 15 14:56:08,318: tty2 RAA/AUTHOR/CMD (3058483521): Port="ttylZ' list="VTY¥- '
service=CHMD

Hov 15 14:56:08.318: BRAA/AUTHOR/CMD: tty2 (30584835Z1) user='rladmin®

How 15 14:56:08.318: tty2 AAR/RAUTHOR/CHMD (3058483521): send AV servicesshell

Hov 15 14:56:08,318: tty2 RAA/AUTHOR/CMD (3058483521) : send BV cmd=logout

How 15 14:56:08.318: tty? RFAR/AUTHOR/CMD (3038483521): send AV cmd-arg=<cr>

Mowv 15 14:56:08.318: tty? AARSAUTHOR/CMD(3058483521): found list "VTY-ARR-CMD"

Kow 15 14:56:08,318: tty2 AAR/RAUTHCOR/CMD (3038483521): Method=tacacs+ (tacacs+)

How 15 14:56:08.318: ARA/AUTHOR/TAC+: (3058483521): user=rladmin

How 15 14:56:08.318: ARA/AUTHOR/TAC+: (3058483521): send AV service=shell

How 15 14:56:08.318: ARA/AUTHOR/TAC+: (3058483521)}: send AV cmd=logout

How 15 14:56:08,318:; ARA/AUTHOR/TAC+: (3058483521): send AY cmd-arg=<cr>

How 15 14:56:08.318: TAC+: using previously set server 172.31.1.100 from group tacacs+
How 15 14:56:08.318: TRC+: 172.31.1.100 (3058483521) AUTHOR/START queusd

How 15 14:56:08.520: TRC+: (3058483521) AUTHOR/START processed

Hov 15 14:56:08,520: TRC+: (-1236483775): received author response status = PASS ADD
Hov 1% 14:56:08.520: RAR/RUTHCOR (30584835321): Post authorization status = PRSS_ADD
How 15 14:56:08.520: RRA/MEMORY: free user (0xB3091DF0) user="rladmin' ruser='R1"
port="tty2' rem addr='10.1.10.50" authen typesRSCII service=NONE priwv=0 vrf= (id=0)}
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LAB 2.33. Accounting using TACACS+ and
RADIUS (10S)

Objectives

This lab shows how to configure routers to perform accounting using
TACACS+ and RADIUS protocols.

IP Addressing and devices

Device Interface IP address
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EO0N 172.31.1.1/24
R2 Lo0 222.2/32
E0/0 100.2.2.2/24
ACS NIC 172.31.1.100
WinXP NIC 10.1.10.50
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Task 1 - TACACS+ accounting (I10S)

Configure R2 to send accounting information for all users connecting to the
router via TELNET/SSH. There must be session start and stop events in the
log. In addition to that, enable privilege level 4 commands accounting.

Using AAA services we can perform accounting that is nothing more than

M information logging about user's session. This information may be useful for
billing purposes or for security reasons so that we know who and when has

connected to the device and what commands he/she used.

There are two basic accounting services:
¢ EXEC accounting - for user's access to the shell
* COMMAND accounting - for information about commands entered by

the user

Con ration
Complete these steps:
Step1 Configure R2 for TACACS+ accounting.

!
Aaa accounting exec VIT-AAA-ACC start-stop group tacacs+
asa accounting commands 4 VIT-AAA-ACC start-stop group tacacss
!
line vty 0 4
aooounting exes VIT-RAR-ROC
acoounting commands 4 VII-AAA-ACC
!
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Verification
TELNET to R2 from R1 and authenticate as student4. Check debug command
output on R2 and ACS logs.

Rl #§telnet 100.2.2.2
Teying 100.2.2.2 ... Open

ugername: studentd
pasaword:

R2#

R2#sho priv

Current privilege level is 4
B2 #

RZ #exit

[Connection to 100.2.2.2 closed by foreign host]

Debug on R2

RZ #deb aaa accounting

RAAR Rocounting debugging is on

k2 #deb tacacs

TRCACS access control debugging is on
RZ¥

f/ TACACE START massage

*Mov 15 16:19:52.288: ARAJACCT/EVENT/ (00000014} : CALL STRART

*Hov 15 16:19:52.288: Getting session id for MET (00000014) : db=R3157518

*Hov 15 16:19:52.288: ARRSACCT (00000000} : add node, session 3

*Hov 1% 16:19:52.2688: ARAJRCCT/NET (00000014} : add, count 1

*Wow 1% 16:1%:52.288: Getting session id for NONE(00000014) : db=B3157518

*Hov 15 16:19:52.291: TPLUS: Queuing ARA Ruthentication regquest 20 for processing
*How 15 16:19:52.291: TPLUS: processing suthentication start reguest id 20

*Hov 15 16:19:52.291: TPLUS: Authentication start packet created for 20(}

*How 15 16:19:52.291: TPLUS: Using server 172.31.1.100

*Mov 15 16:19:52.291: TELUS{00000014)/0/HE_WRIT/BE3161030: Started 5 sec timecut
*Now 1% 16:19:532.301: TPLUS({00000014)/0/NB_WRIT: wrote entire 33 bytes regquest
*How 13 16:19:52.301: TFLUS: Would bleck while reading pak header

*Hov 15 16:19:52.304: TPLUS(00000014)/0/READ: read entire 12 header bytes (expect 16

*Hov 1% 16:19:52.305: TFLUS(00000014)/0/READ: read entire 28 bytes response

*How 15 16:19:52.305: TPLUS(00000014)/0/B3161030: Processing the reply packet
*Hov 15 16:19:52.305: TPLUS: Received authen response status GET _USER (7)

*Hov 15 16:15:55.178: TPLUS: Queuing ARR Authentication request 20 for processing
*Hov 15 16:19:55.178: TFLUS: processing authentication continue request id 20
*Wowv 1% 18:19:55.178: TPLUS: Authentication continue packet generated for 20
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*Howv 15 16:19:55.178: TELUS(00000014)/0/WRITE/B28438CH: Started 5 sec timeout

*Wow 1% 16:19:55.178: TELUS(00000014}/0/WRITE: wrote entire 25 bytes request

*Meowv 1% 16:1%:55.187: TPLUS( 00000014}/ 0/READ: read entire 12 header bytes (expect 16
bytes)

*Wov 15 16:1%:55.187: TPLUS( 00000014}/ 0/READ: read entire 28 bytes response

*How 15 16:19%:55.187: TPLUS{00000014)/0/B28438C8: Processing the reply packet

*Hov 15 16:15:55.187: TPFLUS: Received authen response status GET_PRASSWORD (8)

R2#

*Wow 15 16:19:57.7587: TPLUS: Queuing AARR Authentication request 20 for processing
*Hov 13 16:19:37.797: TFLUS: processing authentication continue reguest id 20

*Hov 15 16:19:57.797: TPLUS: Authentication continue packet generated for 20

*Nov 15 16:19:57.797: TELUS{00000014)/0/WRITE/BZ8438C8: Started 5 sec timecut

*How 15 16:1%:57.75%7: TPLUS({00000014}/0/WRITE: wrote entire 25 bytes reguest

*Mow 15 16:159:57.805: TPLUS{00000014)/0/READ: read entire 12 header bytes [expect &

*How 15 16:19%:57.805: TPLUS{00000014)/0/READ: read entire 18 bytes response
*How 15 16:1%:57.805: TPLUS(00000014)/0/B28438CE: Processing the reply packet
*How 15 16:19:57.805: TPFLUS: Received authen response status PRSS (2)

*How 15 16:19:57.809: TFLUS: Queuing ARR Authorization request 20 for precessing
*Hov 15 16:15:57.809%: TPFLUS: processing authorization request id 20

*How 13 16:19:57.809: TFLUS: Frotocol set to Mone ..... Skipping

*Hov 15 16:19:57.80%: TPLUS: Sending AV service=shell

*How 15 16:19:57.809: TFLUS: Sending AV cmd*

*Hov 15 1e:19:57.80%: TPLUS: Authorization request created for 20(studsntd)

*How 15 16:19:57.809: TELUS: using previocusly set server 172.31.1.100 frem group

*How 15 16:19%:57.80%: TPLUS({O00000014)/0/IDLE/E28438C8: got immediate connect on new 0
*Wow 1% 16:1%:57.809: TPLUS{00000014)/0/WRITE/B2B438CE: Started 5 sec timesut

*How 15 18:1%:57.805: TPLUS({O00000014)/0/WRITE: wrote entire &0 bytes request

*Hov 15 16:19:57.818: TFLUS{00000014)/0/READ: read entire 12 header bytes [expect 17
bytes)

*Nov 15 16:19:57.818: TELUS{00000014)/0/RERD: read entire 29 bytes response

*Hov 15 16:19:57.818: TPLUS(00000014)/0/B28438CE: Processing the reply packet

*Heow 15 16:19:57.818: TFLUS: Frocessed AV priv-1vl=4

*Hov 15 18:15:57.818: TPLUS: received authorization response for 20: FRSS

*Wov 1% 16:19:57.818: ARA/RACCT/EXEC(00000014): Pick method list 'VTY-RARR-ACC"

*How 15 16:1%:57.818: ARR/ACCT/SETMLIST(00000014): Handle 4C000005, mlist B31611D0,
Hame VTY=-RARAR=-RACC

*Hov 1% 1e:19:57.818: Getting sessien id for EXEC(00000014) : db=B3157518

*How 15 16:15:57.818: AAR/ACCT/EXEC(00000014): add, count 2

*Hov 15 16:19:57.818: ARR/RCCT/EVENT/ (00000014} : EXEC UP

*Now 15 16:1%:57.818: ARR/ACCT/EXEC(00000014): Queueing record is START

f/f TRACACS Accounting message for shell asocess.

*Mew 15 16:19:57.822: RAR/RCCT(00000014): Accounting method=tacacs+ (TRACACS+)
*Howv 15 16:19:57.822: TPLUS: Queuing ARR Accounting regquest 20 for processing
*Hov 1% 16:19:57.822: TFLUS: processing accounting request id 20

*How 15 16:159:57.822: TPLUS: Sanding AV task id=3

*Hov 1% 16:15%:57.822: TPLUS: Sending AV timezone=GHMT
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*Hov 1% 16:19%:57.822: TPLUS: Sending AY service=shell

*Now 13 16:13:57.822: TFLUS: Rccounting request created for 20(studentd)

*Wow 1% 16:19:57.822: TPLUS: using previcusly set serwver 172.31.1.100 frem group
tacacs+

*Hov 1% 16:19:57.823: TPLUS(00000014}/0/IDLE/B31644E8: got immediate connect on new 0
*Hov 15 16:19:57.823: TPLUS({00000014)/0/WRITE/E31644E8: Started 5 sec timeout

*How 1% 16:19:57.823: TELUS(00000014)/0/WRITE: wrote entire 7% bytes request

*Now 15 16:1%:57.827: TPLUS({00000014)}/0/READ: read entire 12 header bytes (expect 5

*Howv 15 16:15:57.827: TPLUS({00000014)/0/READ: read entire 17 bytes response

*Mow 1% 16:19:57.827: TELUS(00000014)/0/B31644E8: Proecessing the reply packet

*Hov 15 16:19:57.827: TPFLUS: Received accounting response with status FRASS

*How 15 16:19:57.827: RARSRCCT/EXEC(00000014): START protocel reply BRSS

*Mew 15 16:19:57.827: RRR/RCCT(00000014): ARecounting response status = SUCCESS
*Mow 15 16:159:57.827: ARR/ACCT (00000014} : Send START accounting notification to EM
success fully

*Hov 15 16:19:57.827: ARRSRCCT (00000014): mlist periodic is not set, interval 0
*How 15 16:20:12.458: unknown ARRR/DISC: 1/"User Reguest"™

*Hov 15 16:20:12.458: unknown ARR/DISC/EXT: 1020/"User Reguest"

*Mow 15 16:20:12.458: ARR/ACCT/EXEC(00000014): Pick method list 'VTY-ARR-ACCY

*Howv 15 16:20:12.458: AAR/ACCT/SETMLIST (00000014): Handle 4C000005, mlist B3161100,
Hame VTY-RAR-RCC

f/ TACACE STOF message, se8 what information is sent while session’'s over.

*How 15 16:20:
*Howv 1% 1le:20:
*Howv 15 16:20:
*Hov 15 1le:20:
*How 15 16:20:
*How 15 16:20:
*Hov 15 16:20:
*How 13 16:20:
*Hov 15 1le:20:
*How 15 16:20:
*Hov 15 1e:20:
*Hew 13 16:20:
*Howv 15 1le:20:
*Howv 15 16:20:
*Hov 15 le:20:
*Howv 15 16:20:
*Hew 13 16:20:
*Hov 15 16:20:
*How 13 16:20:
*Hov 15 1le:20:
*Heow 15 16:20:
*How 15 1le:20:
tacacs+

*Hov 1% 1le:20:
*How 15 16:20:
*Hov 15 16:20:

L462; ARR/RCCT/EVENT/ (00000014): CALL STOP

«462: ARAJRCCT/CALL STOP({00000014): Sending stop reguests
L462: ARRSRCCT(00000014): Send all stops

.462: ARARSACCT/EXEC(00000014): STOP

482 ARRSRCCT/EXEC(00000014): Queueing record is STOP osr 1
L462: ARRSROCT/MET (00000014} : STOP

L4682 ARRSRCCT/HET (00000014} : Method list not found

.462: ARA/RCCT/HET(00000014): free rec, count 1

.462: /ARRJRCCTHET(00000014) recent 1, car TRUE, esr 1

L482: ARRSROCT(00000014) : Accounting method=tacacs+ (TACACS+)
.d62: TEFLUS: Queuing ARR Accounting request 20 for processing
. 462: TFLUS: precessing accounting regquest id 20

.462: TELUS: Sending AV task id=3

.4E82: TPLUS: Sending AV timezone=EMT

.4Ee2: TPLUS: Sending AV servicesshell

A62: TPLUS: Sending AV disc-cause=1

.462; TPLUS: Sending AV disc-cause-sxt=3

.462: TPLUS: Sending AV pre-session-time=6

.462: TFLUS: Sending AV elapsed time=15

.483: TPLUS: Sending AV stop time=1352996412

.463: TFLUS: Roccounting request created for 20(studentd)
«4E63: TPLUS: using previcusly set gerver 172.31.1.100 from group

EEREREEREREERBERERBREREEEEREREREERR

483 TPLUS(00000014)/0/IDLE/B3161030: got immediate connect on new 0
LAE3: TPLUS({ 00000014}/ 0/WRITE/E2161030: Started 5 sec timeout
«A63: TPLUS{00000014)/0/WRITE: wrote entire 165 bytes reguest

EEE
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"Howv

15 16:20:12.467:

bytes)

=Now
*How
=Naowr
*Now
=How

"Howv

15 16:20:12.467:
15 16:20:12.4687:
15 16:20:12.467:
15 16:20:12.487:
15 16:20:12.467:
15 16:20:12.467:

success fully

"How
*Hov
"Howv
*How

*Now

15 16:20:12.467:
13 16:20:12.467:
15 16:20:12.467:
15 16:20:12.467:
15 16:20:12.467:

TPLUS{ 00000014}/ O/READ: read entire 12 header bytes (expect 5

TPLUS (30000014} / 0/RERD: read entire 17 bytes response

TPLUS { 00000014}/ 0/B3161030: Processing the reply packet
TEFLUS: Recelved accounting response with status FRSS
ARRSACCT/EXEC (00000014} : STOP protocol reply PASS

ARASRCCT (00000014) : Accounting response status = SUCCESS
ARRSACCT (00000014): Send STOP accounting notification to EM

ARR/ACCT/EXEC (00000014} : Cleaning up from Callback osr O
ARR/RCCT (00000014} : del node, session 3
AAR/RCCT/EXEC(00000014): free_rec, count O

/ARA/RCCTEXEC (00000014) reccnt 0, csr TRUE, osr 0
ARASRCCT/EXEC (00000014} : Last rec in db, intf not engqueued

TACACS Accounting log on ACS shows two events.

ACE Yaw Timeskanp

oW 15,12 47201250 PW
Mow 15,12 4:13:57 540 FW

ACS Timestarp Datail= ALS L )
Mow 15,12 :20:12.455 PM | ACES gluderid
Mow 1512 4:13:57 526 P % ACES gludenid
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Task 2 - RADIUS accounting (10S)

Configure R2 to send EXEC accounting information (for all possible lines)
using RADIUS protocol. Set RADIUS secret key to cisco123 and source
RADIUS packets from R2's loopback0 interface. Periodically verify RADIUS
server reachability using ‘radtest’ user and use newer ports for accounting.

RADIUS usues ports UDP/1813 or UDP/1646 for accounting purposes. You must
m open a path to the ACS server if there is a firewall in between the client and

AAA server.

RADIUS messages are usually more informative than TACACS+. Hence,

RADIUS is often used for billing purposes.

Configuration
Complete these steps:
Step1 Configure R2 for RADIUS accounting.

1

aaa accounting exec default start-stop group radius

1

ip radius scurce-interface Loopback0

radius server ACES
address ipwvd 172.31.1.100 auth-port 1812 acct-port 1813
automate-tester username radtest
keay oclsocolll

1

Step 2 Reconfigure ASA firewall.

L
accasg-list OUTSIDE IN parmit udp heat 2.2.2.2 heat 172.31.1.100 a3
1813

Step 3 Reconfigure R2 AAA client on ACS.
* Go to Network Resources > Network Devices and AAA Clients
and edit R2 device. Check RADIUS protocol and set Shared Secret
Click Submit.

Page 364 of 409




CCIE SECURTY v4 Lab Workbook

Dscilgion: [
itk e Gragpa

e WA Tk [Cocatin [ Lazztora gokart |
L-m:l'ﬂ': Hll.;:-l:-i Treas %IJ
o 0 Vo o =
- o SingsiF - (FRapsmEy o PRege b TGEE F
b [gAmaEPaan Pty e i ~RARE F
1 Mania ing s Rw et or[ii] 8 Gl Geerst [dm0i 2

canput [i710
I Eawwe gy

Fim G erypiion Hex

iz page Aciheric ate 1 Coce Fae

o gt P AciCl F REOAD R WAL

S | wewrar

Veri n

TELNET to R2 from R1 and authenticate as student4. Check debug command
output on R2 and ACS logs.

There is no log messages on RZ. Why?

This is because FADIUS accounting is enabled using ‘default’ AARA list. The

‘default’ method means it is automatically applied to all ‘lines’

‘named’ list applied already to the
VTI. The list is for TACACS+ accounting and is takes precendence bafore
‘dafault’

inaluding
CONSOLE and VIT. Unfertunately, we have

list fer RADIUS.

There is ne way to enable accounting of the same service (EXEC in this case) to

two different protocols.

Connect to R2 CONSOLE and see debugs.

"How
*How
"Howv
*Howv
*Now
=Howv

15
15
15
15
15
15

1646/1,

*How

15

16:55:16.571:
16:55:16.571:
16:55:16.571:
16:33:16.57L:
16:55:16.571:
16:5353:16.57L:
len 78

16:55:16.571:

6D 03 73
*Howv 15 16:55:16.571:
*Nov 15 16:55:16.571:

(2]

RADIUS/ENCODE (00000017} :0rig. component type = Exec

RADIUS (00000017} : Config MRS IF: 2.2.2.2
RADIUS (00000017) : Config HNAS IPwE: ::

RADIUS (00000017} : sending

RADIUS (00000017) : Sending & IFvd Radius Facket

RADIUS (00000017} : Send Rccounting-Request to 172.31.1.100:1813 id

RADIUS: authenticator 47 %1 &C BF 50 C6 84 5F - R4 7D 6D 77 E1
RADIUS: Acct-Session=-Id [44] 10 "00000006"
RADIUS: RAoct-Authentic [45] & Local
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*Hov 15 16:55:16.571: RADIUS: Acct-Status-Type [40) & Start

11

*Heow 1% 16:55:16.571: RADIUS: MAS-Port (33 & 0

*How 15 16:55:16.571: RADIUS: MWAS-Port-Id [87] 6  "ttyo"
*Hov 15 16:55:16.571: RADIUS: NAS-Fort-Type [61] & Rayne

[o]

*Now 15 16:55:16.571: RADIUS: Service-Type [6] & MAS Prompt
[7]

*How 15 16:55:16.571: RADIUS: MAS-IP-Rddress (41 & 2.2.2.2
*Hov 15 16:55:16.571: RADIUS: Acct-Delay-Time [41] & o

*Hew 13 16:55:16.371: RADIUS (00000017} : Started 5 sec timecut

*Hov 15 16:55:16.627: RADIUS: Received from id 1646/1 172.31.1.100:1813, Accounting-
response, len Z0

*Hov 1% 1e:55:16.627: RADIUS: authenticator SA 60 DR 88 &4 AB 2C DR - 2E AD E1 77 FD
06 5C &2

R2#

R2gexit

*Mow 15 16:55:25.271: RADIUS/ENCODE(00000017):0rig. component type = Exec

*Hev 13 16:55:25.271: RADIUS (00000017} : Cenfig HWAS IF: 2.2.2.2

*Nov 15 16:55:25.271: RADIUS (00000017) : Config NAS IPvG:

*Heow 15 16:55:25.271: RADIUS (00000017} : sending

*Hov 15 16:55:25.271: RADIUS (00000017) : Sending a IPvd Radius Packet

*Now 153 16:55:25.271: RADIUS (00000017} : Send Accounting-Request teo 172.31.1.100:1813 id
1646/2, len %0

*How 15 16:55:25.271: RADIUS: authenticator 16 32 6B 1C C6 04 S5E 31 - EA BR 4D 71 14

TR FE 4D

®Mow 15 16:55:25.271: RADIUS: Acct-Session-Id [44] 10 "0000000&"
®*Nov 13 16:55:25.271: RADIUS: RAcct-Ruthentic [45] & [Local

[2]

*Hov 13 16:35:25.271: RADIUS: Roct-Terminate-Cause[43] 6  user-reguest
(1]

®Hov 13 16:55:25.271: RADIUS: RAcct-Session-Time [46]1 & 9
*Mov 1% 16:55:25.271: RADIUS: RAcct-Status-Type [40] & sStop

[21

*Kov 15 16:55:25.271: RADIUS: MNAS-Port (31 s 0

*Howv 15 16:55:25.271: RADIUS: HAS-Port-Id [87] & "tLyo®
*Nov 15 16:55:25.271: RADIUS: MHAS-Port-Type [6l] & Resyne

[a)

*Mov 15 16:55:25.271: RADIUS: Service-Type [] & HAS Frompt
7

*Nov 15 16:55:25.271: RADIUS: MAS-IP-Rddress [4] [ 2.2.2.2
*Nov 15 16:55:25.271: RADIUS: RAcoct-Delay-Time [41) & 0

*Hov 15 18:55:25.271: RADIUS (00000017) : Started 5 sec timeout

*Mow 1% 16:55:25.373: RADIUS: Receiwved from id 1e4e/2 172.31.1.100:1813, Accounting-
response, len 20

*Wov 1% 18:535:25.373: RADIUS: authenticator 18 43 23 D% Cé E4 FA 1% - 07 D8 36 EB BF
71 2E F#4

R2>
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*Mowv 15 16:55:28.617: RADIUS/ENCODE(00000018):0rig. component type = Exec

*Wow 13 16:35:2Z8.617: RADIUS (00000018} : Coenfig WAS IF: 2.2.2.2

*Nov 1% 1e:55:28.617: RADIUS (00000018) : Config NAS IPve: ::

*Hew 15 16:55:28.617: RADIUS (00000018} : sending

*Hov 15 16:55:28.617: RADIUS (000000168) : Sending a IPvd Radius Packet

*Howv 15 16:55:28.617: RADIUS (00000018) : Send Accounting-Request to 172.31.1.100:1813 id
1646/3, len 78

*Howv 15 16:55:28.617: RADIUS: authenticator 2% S9E DE 30 C3 EC A3 32 - FF 58 EBE F8 4F

cF 59 12

“Mow 15 18:55:28.617: RADIUS: Acct-Session-Id [44] 10 "00000007"
*Mov 15 16:55:28.617: RADIUS: Acct-Ruthentic [45]1 & |Lecal

[2]

*Hov 15 16:55:28.617: RADIUS: Rcct-Status-Type [40] & Start

1]

*Mow 15 16:55:28.617: RADIUS: MAS-Port 51 & 0O

*Nov 15 16:55:28.617: RADIUS: MHAS-Port-Id [87] & "eryo"
*Hov 15 16:55:28.617: RADIUS: MNAS-FPort-Type [61] & Async

(o]

sMow 15 186:55:28.617: RADIUS: Sarvice-Type [6] & HAS Prompt
[71

*Mow 15 186:55:28.617: RADIUS: MNAS-IP-Rddress [4] & 2.2.2.2
*Hov 15 16:55:28.617: RADIUS: Rcct-Delay-Time [411 6 0

*Hov 15 16:535:28.617: RADIUS (00000018) : Started 5 sec timeout

R2>

*Nov 15 16:55:28.622: RADIUS: Received from id 1646/3 172.31.1.100:1813, Reccounting-
response, len 20

*Hov 1% 16:55:28.622: RADIUS: authenticator 23 F3 07 OF 3E 51 B% B9 - 55 AB E& EF 91
F& 87 75

B>

See RADIUS accounting log on ACS.

AR Protecal = RADILS Accounsng
Dati Meorsanibear 15, 2002

Gararatud an Mowmbsr 15, 2012 45508 Fa UTC

Fonon
[ ACE Wiow Tmesiamp B Tinesiamp Ditais Ao oo ElUcTypa Uaer Marma Caling Etaion D Endwim P Bodacs A count Suibanii Actounl Taminata
New 15,12 45570 646 PM Mow 15,12 (5528616 PM % Stanl Loscal

Nea 15,12 4552506 FM N 15,12 452576 M % Btap Losal Lar Rt

Moa 15,12 5516636 PM Mo 15,12 45516630 P " Etad Liszal
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LAB 2.34. 10S Authentication Proxy

Objectives

This lab shows how to configure routers to perform Cut-Through Proxy
authentication.

IP_Addressing and devices

Device Interface IP address
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
ACS NIC 172.31.1.100
WinXP NIC 10.1.10.50
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Task 1 - TACACS+ CTP (I10S)

Configure R1 so that it first authenticate and authorize users via TELNET and
HTTP behind its 0/0 interface to be able to connect to inside.micronics.local
website. User “proxy1” with a password of “proxy1”, a member of CTP group
on ACS, must be able to use the following services after successful

authentication:

Protocol DSTIP DST Port
TCP 172.31.1.200 80
ICMP ANY -

You must allow the following traffic to pass without authentication:

Protocol DSTIP DST Ports

TCP 10.1.10.1 22-23

UDP 10.1.10.1 123

TCP 172.31.1.100 49, 443

UDP 172.31.1.100 1645-1646, 1812-1813
UDP 172.31.1.200 53

In order to be compliant with the regulations, all users connecting through the
router must see the following message:

Tou mist first be authenticated te connect te the network!
Fleasa provide usarname and passwordl

Have a nice day!

You must use ACS server to authenticate, authorize and log user's
(dis)connect time using TACACS+ protocol.
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Configuration
Complete these steps:

Step 1 Configure R1 for TACACS+ Cut-Through Proxy (CTP). Note that
some AAA commands are already on the router.

1

ana new-model

aaa authentiecatien legin default group tacacs+

aaa authorization auth-proxy default group tacacs+

aaa accounting auth-proxy default start-stop group tacacs+
!

ip auth-prexy name FROXY telnet

ip auth-proxy auth-proxy-banner telnet &

Enter TEXT message. End with the character "&°'

Tou mist first be authenticated to connect to the network!
Fleasa provide username and password!

Have a nice day!

&
'
ip auth-proxy name FROXY http

ip auth-prexy auth-proxy-banner http &

Enter TEXT message. End with the character "&'

Tou must first ba authenticated to connest to the network!
Flease provide username and password!

Have a nice dayl

access-list 100 permit top any host 172.31.1.100 eg 443
acoeass-list 100 permit udp any host 172.31.1.100 range 1645 1646
access=-list 100 permit wdp any host 172.31.1.100 range 1812 1813
acoass-list 100 parmit top any hest 172.31.1.100 eg 459
access-list 100 permit top any host 10.1.10.1 egq 22

acosss-list 100 parmit top any host 10.1.10.1 egq 23

access-list 100 permit udp any host 10.1.10.1 eg 123

acoesss=-list 100 permit udp any host 172.31.1.200 &g 53

I

ip http server

I

int «0/0

ip access-group 100 in
ip avth-proxy FROXY

Step 2 Create CTP group and proxy1 user. Connect to ACS from WinXP PC
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and authenticate using acsadmin.
* Go toUsers and Identity Stores > Identity Groups and click
Create. Add name CTP under All Groups and click Submit.
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* Go to Users and |dentity Stores > Users and click Create. Add
new user with a name of proxy1 and password of proxy1, select
CTP under Identity Groups and click Submit.
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Step 3 Create new Shell Profile for CTP.
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L

Go to Policy Elements > Authorization and Permissions >
Device Administration > Shell Profiles and click Create. On the
General tab provide a name for the profile (e.g. CTP).
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Click on Custom Attributes tab and add the following attributes to
the list:

Attribute Requiremant Value

priv-ivl Mandatory 15

proxyaci#1 Mandatory permit top any host 172.31.1.200 eq 80
proxyacl#2 Mandatory permiticmp any any

You must enter above viues in respective fields and click on
Add* button to add them to the list. Click on Submit.
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Step 4 Create new authorization rule.
* (Goto Access Policies > Access Services > Default Device
Admin > Authorization and click Create. Name it CTP Rule and
select CTP group for Identity then click OK.

) Cmcn Securm KL% - Wik Page Halog
sl
rame: [CTF Fule st [Ersben =] @

"’ The CLSIDmEe Ouan in e Ireer rgnt aea of e policy nies Scnsen mnink shich
policy condbons and resits ans avalable here for use in policy rkes

Casdtines
¥ Moniy Gioun [ i Groups £TF
I nogLocaion fose
I mooDedaTme:  [ARe

I~ Time Ard Dz [-orai-
™ Compaund Condion AR
Fasiins
BhellFrofbe: [oTF Sl
Cam mand Est
Dozl i D imima nd s -
;l —
Salent g | e -
b S UL FE: 3 L Lo L Y e g Pl Jrapm it i a3 W [niernst

Page 373 of 409




CCIE SECURTY v4 Lab Workbook

* (Click on Save Changes button.

Verification
Enable the following debugs on R1:

Rl#deb aaa authentication

AAR Ruthentication debugging is on
Rl#deb aaa authorization

ARR Putheorization debugging is on
Rl#del tacacs packet

TACRCS+ packets debugging is on

Open up the web browser (FF) and enter inside.micronics.local in the URL
bar. Hit Enter. Router should present website for authentication:

1l bt S Beday | Bin
B Bt Be Hples  Gednedr Rd sk

#athankicuton P Lig Rige +

* rcaios bl ARt | AR

]

You must first be authenticated to connect to the network!
Please provide vsername and password!

Have a nice day!

Username: |

Password:

o
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Provide username and password and click OK. You should get a new window
with Successful Authentication message.
Shortly after that you should be redirected to inside.micronics.local

webpage.

Check R1ACL:

Rlésh ip access-lists
Extended IP access list 100

Those two entries at the beginning of the list have been added during the

authorization.

permit tep host 10.1.10.50 hest 172.31.1.200 eg www (7 matches)
permit icmp host 10.1.10.50 any

10 permit tcp any host 172.31.1.100 eq 443 (9020 matches)

20 permit tcp any heost 10.1.10.1 eq 22

30 permit tcp any host 10.1.10.1 eq telnet (139 matches)

40 permit udp any hest 172.31.1.200 eq demain (1075 matches)

Rl¥sh ip auth-proxy cache

Ruthentication Proxy Cache

Client Hame proxyl, Client IP 10.1.10,50, Port 2371, timeocut 54, Time Remaining 54,
state ESTRBE

Here's the debug output:

Hov 17 14:29:14,654: RAA/BIND(00000044): Bind i/f

Hov 17 14:29:14.654: AAASAUTHEN/LOGIN (00000044) : Pick method list "default'
Hew 17 14:29:14.667: : Versien 1592 ([0x00), type 1, seg 1, encryption 1

Bov 17 14:29:14.867: : session id 2298529072 (0x8300C530), dlen 14 (OXE)

Hov 17 14:29:14.667: : type!AUTHEN/START, priv_1vl:15 action: LOGIN ascii

Howv 17 14:29:14.667: : sve:LOGIN user len:é port len:0 (0x0) raddr_len: 0 (0x0)
data_len:0

T2

The first packet is TACACS Authenticaticn. The router asks for username and

password .
Howv 17 14:29:14.667: T+: user: proxyl
Hev 17 14:29:14.667: T4: port:
How 17 14:29:14.667: T+: rem_addr:
How 17 14:29:14.667: T4+: data:
How 17 14:29:14.667: T+: End Facket
Hov 17 14:29:14.676: T+: Version 192 (0xC0), type 1, seq 2, encryption 1
Howv 17 14:25:14.676: T+4: session id 2298525072 (0x8500C530), dlen 16 (O0x10})
Hov 17 14:29:14.676: T+: AUTHEN/REPLY status:5 flags:Oxl msg_len:l0, data_len:0
Howv 17 14:29:14.676: T+: msg: password:
Howv 17 14:29:14.676: T+: data:
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How 17 14:29:14.676: T+: End Packet

How 17 14:29:14.680: T+: Version 152 (0xC0), type 1, seq 3, encryption 1

Howv 17 14:29%:14.680: T+: session id 2298529072 (O0x8300C530), dlen 11 (0xB)
Hov 17 14:29:14.680: T+: AUTHEN/CONT msqg_len:6 (0x6), data_len:0 (0x0) £lags:0x0
How 17 14:2%:14.680: T+: User msg: <elided:>

How 17 14:2%:14.680: T+: User data:

Hov 17 14:2%:14.680: T+: End Packet

Howv 17 14:29%:14.687: T+: Version 1%2 (0=C0), type 1, seqg 4, encrypticn 1

How 17 14:29:14.687: T+: session_id 2298529072 (0x8900C530), dlen & {0x6)

How 17 14:2%:14.687: T+: AUTHEN/REPLY status:1 flags: (=0 msg_len:0, data_len:d
Hev 17 14:29:14.687: T+: msg:

Hov 17 14:29%:14.687: T+: data:

How 17 14:29:14.687: T+: End Packet

How 17 14:29:14.687: ARA/AUTHOR (Oxd4): Pick methed list 'default®

How 17 14:29:14.691: T+: Versien 152 ({0xC0), type 2, seq 1, encrypticn 1

How 17 14:29%:14.691: T+: session_id 3714287399 (O0xDDE38727), dlen 45 (0=2D)
How 17 14:259:14.6%1: T+: AUTHOR, priv_lwvl:15, authen:l method:tacacs+

How 17 14:29:14.691: T+: svc:1l user len:é port len:0 rem addr len:0 arg cnt:2

The next packet is TACACS Authorization. Hote that the service field specifies
‘auth-proxy’ . This is different than autherizatien te the exec where the

sarvice is ‘shell’.

How 17 14:29:14.691: T+: user: proxyl
Hov 17 14:29:14.6591: T+: port:
How 17 14:25:14.6%1: T+: rem_addr:
Hov 17 14:29:14.65%1: T+: arg(0): size: 18 service=auth-proxy
Howv 17 14:29%:14.691: T+: arg([l): size:1ll protocol=ip
Howv 17 14:29%:14.691: T+: End Packet
How 17 14:29:14.697: T+: Version 1%2 (0=C0), type 2, seq 2, encrypticn 1
How 17 14:29:14.697: T+: session_id 3714287399 (0xDDE38727), dlen 99 (0x&3)
Mowv 17 14:25:14.697: T+: AUTHOR/REFLY status:1 msg_len:0, data_len:0 arg_cnt:3
How 17 14:29:14.697: T+: msg:

T+

Hov 17 14:29:14.657: : data:
Hare A ar-gum.&nts the roubtsr g‘t‘at from ARCE upsh sSuScoasS ful authorization.

How 17 14:2%:14.697: T+: arg([0] size:ll

Howv 17 14:29:14.697: T+: priv=1lvl=15

Hov 17 14:29:14.6597: T+4: arg(l] aize:49

How 17 14:29:14.697: T+: proxyacl#l=permit tcp any host 172.31.1.200 eg 50
How 17 14:29:14.697: T+: argl[2] size:30

How 17 14:29%:14.69%7: T+: prozyacl#2=permit icmp any any

How 17 14:29:14.697: T+: End Facket

Hov 17 14:29:14.701: T+: Veraien 152 (0xC0), type 3, seq 1, encryptien 1
How 17 14:25:14.701: T+: session_id 2367776413 (0xBD21665D), dlen 132 (0x84)
How 17 14:29:14.701: T+: ACCT, flags:0x2 method: & priv lvl:15

Howv 17 14:25:14.701: T+: type:l svc:l user len:6 port_len:( rem_addr_len: 10
How 17 14:29:14.701: T+: arg_cnt: 5

This is TACACE Accounting packet.
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How
HNow
How
How
How
How
Now
How
How
How
How
How
How
Bl#§
How

R1#

17
17
17
17
17
17
17
17
17
17
17
17
17

17
17

14:29:14.
14:29:14.
14:29:14.
14:2%9:14.
14:29:14.
14:29:14.
14:259:14.
14:29:14.
14:2%:14.
14:29:14.
14:25%:14.
14:29:14.
14:29:14.

14:259:14.
14:29%:14.

T01:
T01:
T01:
To1:
T01:
T01:
T01:
T01:
T01:
T03:
T03:
T03:
T03:

T03:
T03:

user: proxyl

port:

rem_addr: 10.1.10.50

arg0]: size:10 task id=35

arg[l): size:12 timezone=GMT

arg[2): size:18 service=auth-proxy

arg[3]: size:2] start_time=1353162554

arg[4]: size: 4l audit-session-id=0A010A010000000A3IIETZSFT
End Packet

Yersion 192 (0xC0), type 3, seq 2, encryption 1
session_id 2367776413 (0=B8D21665D}, dlen 5 (0x5)
RCCT/REFLY status:1l msg_len:0 data_len:0

mEg 2

Clear Auth-Proxy cache and check CTP with TELNET.

Rléeclear ip auth-proxy cache *

TELNET to inside.micronics.local and authenticate.

ctiom ke hoet

ote zeresr desx net rex

Hote that you' re not allowed to telnet to inslde.micronics.local aftar

authentication because the ACL downloaded from ACE does not contain TELHET
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Task 1 — RADIUS CTP (I0S)

Configure R2 so that it first authenticate and authorize users (via HTTP)
behind its 0/0 interface to be able to connect to www.micronics.com website.
Members of CTP group on ACS, must be able to use the following services
after successful authentication:

Protocol DSTIP DST Port
TCP 200.1.11 80
TCP ANY 23

You must allow the following traffic to pass without authentication:

Protocol DSTIP DST Ports
IP 2222 -

ICMP ANY -

TCP ANY 3389

In order to be compliant with the regulations, all users connecting through the
router must see the following message:

Tou mast first be authenticated to connect te the network!
Fleasa provide username and password!

You must use ACS server to authenticate and authorize the user using
Downloadable ACLs and limit Proxy-Auth login reties to 2.

You can configure Cut-Through Proxy on I0S router with RADIUS AAA.
M Depending on the software version this can be done either using dACL or Cisco

AVP (proxyacl) or both. Note that since you're using RADIUS for AAA, the

authorization policy on the ACS must be configured under ‘Default Network

Access’,
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Configuration

Complete these steps:
Step 1 Configure R2 for RADIUS Cut-Through Proxy (CTP). Note that some
AAA commands are already on the router.

1
ana new-model
aaa authentiecatien legin default group radius
aaa authorization network default group radius
aaa authorization auth-prexy dafault group radius
!
ip auth-prexy auth-prexy-banner http &
Tou must first be authenticated to connect to the network!
Pleasa provide username and password!
[
!
ip auth-proxy max-login-attempts 2
ip auth-proxy name PFROXY http
1
interface Ethernet0/0

ip access—group 100 in

ip auth-proxy FROXY
!
access-list 100 permit icmp any any
acoceass=-list 100 parmit top any any eg 3389
access-list 100 permit ip any host 2.2.2.2
L]
radius-server attribute & on-for-login-auth
radius-sarver vsa send
1

Hotice that you MIST enable ‘authorization network' in ocrder to allow
the router to download the dACL entries.

Rlso, there must be BRDIUS AVE #6 and VSR (Vendor Specifia Attributes)
enabled.

Step 2 Create Downloadable ACL.

-

Go to Policy Elements > Authorization and Permissions >
Named Permission Objects > Downloadable ACLs and click
Create. Enter name e.g. dACL-CTP and the following entries. Note
that ACS does NOT check those entries.
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Step 3 Create new Authorization Profile for CTP.

-

-

Go to Policy Elements > Authorization and Permissions >
Network Access > Authorization Profiles and click Create. On the
General tab provide a name for the profile (e.g. CTP Profile).
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Click on Common Tasks tab and select Static option for
Downloadable ACL Name and pick newly created dACL from the
drop-down list. Click on Submit.
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Step 4 Create new authorization rule.
* Go to Access Policies > Access Services > Default Network
Access > Authorization and click Customize. Select Identity

Group from Avaialable list and move it to the right pane. Click OK.
T N ||

Cirshinize Comitines
Al Gelailed
[Ccsies PartFiler =1 MNOGELoraion

Eap Auharheation Mathod Tirve £l Dol

Eap Tunnal Eulding Watad

e &
MOGrDeatee Tona

Prifesad

Bystarilacrkame |

UsaCasa
s Wachi e BUtha et “«

k| Cancel

hetpa: 172 30, 1. 100y scnmdrin Fobevinputk vicbian . de A [nberrat

+ Click on Create to create new authorization rule. Name it CTP Rule
and select CTP group for Identity. Click Select button and chose
CTP Profile then click OK.
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* Click on Save Changes button.
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Verification
Enable the following debugs on R2:

RZ#deb radius

Radius protocol debugging is on

Radius protocol brief debugging is off
Radius protocol wverbose debugging is off
Radius packet hex dump debugging is off
Radius packet protocel debugging is on
Radius eleg debugging debugging is off
Radius packet retransmission debugging is off
Radius server fail=-owver debugging is off
Radius elog debugging debugging is off

First try to ping www.micronics.com to see if DNS default ACL on R2 work.

C:h»ping www.micronics.com
Pinging www.micronics.com [200.1.1.1) with 32 bytes of data:

Reply from 200.1.1.1: bytes=32 time=28ms TTL=127
Reply from 200.1.1.1: bytes=32 time=56ms TTL=127
Reply from 200.1.1.1: bytes=32 time=2ms TTL=127
Reply from 200.1.1.1: bytes=32 time=25ms TTL=127

Ping statistics for 200.1.1.1:

Packets: Sent = {, Recelved = {, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 56ms, RAverage = 27ms

Using web browser connect to www.micronics.com website. You should be
asked for authentication.

| g sty sl o= rpay Ligny Ppgr - Hinolia Pl ise
Fo DS Vea Hgoy [Eedmewis Tech  Hep
Aathantication Prooy Logn Page +

4= B ] o |- Fal |

You must first be authenticated to connect to the network!
Please provide username and password!

Username: |

Password:
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You should get new window with Authentication Successfull message.

You must first be authenticate
Please provide username and |

Authentication Successful !

D".NEI

See debug output on R2

*How 18 11:34:39%.825: RADIUS/ENCODE(00000024) :0rig. component type = Ruth Proxy
*How 18 11:34:39.825: RADIUS(00000024): Config HAS IPF: 2.2.2.2

*Mov 18 11:34:39.825: RADIUS{00000024): Config HAS IPwe: ::

*Mow 18 11:34:3%.825: RADIUS/ENCODE({00000024) : acct_session_id: 1%

*How 18 11:34:39,.825: RADIUS(00000024): sending

*How 18 11:34:39%.825: RADIUS(00000024): Sending a IPvd Radius Packet

*How 18 11:34:39.825: RADIUS(00000024): Send Access-Request to
172.31.1.100:1812 id 1645/116, len 160

*Mow 18 11:34:39.825: RADIUS: authenticator FB €9 38 RO 31 DR 68 76 — Bé CE 63
24 D7 SR 52 FD

This i= RADIUS Access-Request message with ‘proxyl’ usaer.

*Mow 18 11:34:39.825: RADIUS: User—Hame [1] 8  "proxyl®
*Mow 18 11:34:39%.825: RADIUS: User-Password [2] 15 =

*Nov 18 11:34:39.825: RADIUS: Service-Type [&] &  Outbound
(3]

*How 18 11:34:39.825: RADIUS: Vendor, Cisco [2e] 29

*Mow 18 11:34:3%.825: RADIUS: Cisco AVpair [1] 23 ‘“gerwvice-
type=out bound ™

*Mow 18 11:34:39.825: RADIUS: Message-Authenticato[B0] 18
"How 18 11:34:39%.825: RADIUS: AF B2 87 20 B& 50 3% %3 FB B1 20 8% 51 F3 E8 &8

[ 9 Qh)

*HWow 18 11:34:39%.826: RADIUS: Vendor, Cisco [26] 4%

*How 18 11:34:39.826: RADIUS: Cisco RAVpair [1] 43 "audit-session—
id=640202020000000D 38606 8B0"

*Mow 18 11:34:39,.826: RADIUS: NAS-Bort-Type [el] & hRsync

(9]

*Hov 18 11:34:39.826: RADIUS: MRS-IP-Rddress [4] & 2.2.2.2

*How 18 11:34:39%.826: RADIUS(00000024): Started 5 sec timeout
*Novw 18 11:34:39.922: RADIUS: Received from id 1645/116 172.31.1.100:1812,

Rocegs=Rocept, len 136

This is RADIUS Acoass-Aocapt message with dACL nams .
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*How 18 11:34:39.%22: BADIUS: authenticator A3 4% ED 1C EE AC TR 0E - 2C 2C TB
9A TF 18 73 11

*Now 18 11:34:39.922: RADIUS: User-Hame (1] 8 ‘“"proxyl"

*How 18 11:34:39,.922: RADIUS: Class [253] 25

sMow 18 11:34:39.822: RADIUS: 43 41 43 53 3R 41 43 53 35 2F 31 34 31 37 35 31
[CECS:MSE.I" 141751)

*Nov 16 11:34:39,922:; RADIUS: 39 39 34 2F 36 34 38 [ 994/848)

*How 18 11:34:39.922: RADIUS: Message-Ruthenticato[80)] 18

*How 18 11:34:39,.922: RADIUS: 31 2C 4D CB CPF 44 5B 8E D8 DA 25 EB 16 DC 57 D2

[ 1,MD¥W]
®How 18 11:34:39.923: RADIUS: Vendor, Cisco [26] &5
*How 18 11:34:39.923: RADIUS: Cisco AVpair [1)] 3% "“ACS:CiscoSecure-

De £ ined-PACL=§ACSACL #-IF-dACL- CTF-50aBcZ 75"

*Wow 18 11:34:39.327: RADIUS(00000024): Received from id 164%/116

*Mow 18 11:34:39.327: RADIUS/ENCODE (00000000} :0rig. component type = Invalid
*Wow 18 11:34:39.527: RADIUS(00000000): Config MRS IP: 2.2.2.2

*How 18 11:34:39%.%27: RADIUS({00000000): sending

*Wow 18 11:34:39%.328: RADIUS(00000000): Sending & IPvd Radius Packet

®"How 18 11:34:39.528: RADIUS (00000000} : Send Access-Request to
172.31.1.100: 1812 id 1645/117, len 137

This is RADIUS Access-Request message with dACL as a usernama. This is a
second step to downlad the ACL entries from RCS.

*How 18 11:34:39.928: BADIUS: authenticator A3 BT CC 96 9E 20 E3 BC - BO EB BF
10 SA 17 57 46

*Mov 18 11:34:39.928: RADIUS: NRS-IP-Rddress (4] € 2Z.2.2.2

*How 18 11:34:39.928: RADIUS: User-Hame [1] 31 "BRCSACLE-IP-dACL-
CTP=50aBc275"

*How 18 11:34:39.928: RADIUS: Vendor, Cisco [26] 32

*How 18 11:34:39.928: RADIUS: Cisco AVpair [1] 26

"aaa:service=ip admission"

*How 18 11:34:395.928: RADIUS: VYendor, Cisco [26] 30

*Hov 18 11:34:39.928: RADIUS: Cisco RAVpair [1) 24 "aaa:event=acl=
download™

*Mow 18 11:34:39.9528: RADIUS: Message-Authenticato[B80] 18

*Hov 18 11:34:39.928: BADIUS: F3 D5 €1 48 E1 RO 2C TA 68 F7 D& F4 DB B& CB DO
[ H,zh]

*Hov 18 11:34:35.928: RADIUS({00000000): Started 5 sec timeout

*Mov 18 11:34:39%9.931: RADIUS: Receiwved from id 1645/117 172.31.1.100:1812,
Access-Rocept, len 151

*Hov 18 11:34:39.931: BADIUS: authenticater TF 30 43 1B R4 46 Fé B2 - 36 49 FS
SF 6B B6 Teé 85

*How 18 11:34:39.931: RADIUS: User-Name [1] 31 "#ACSRCLE-IF-dRACL-
CTP=50a8c275"
®How 18 11:34:39.931: RADIUS: Class [251 25

*How 18 11:34:39.931: RADIUS: 43 41 43 53 3R 41 43 53 35 2F 31 34 31 37 35 31
[CACS:ACS5/141751)

*Now 18 11:34:39.931: RADIUS: 39 3% 34 2F 38 34 39 [ 984/849)

“Mow 18 11:34:39.531: RADIUS: Message-Authenticato[80] 18
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*How 18 11:34:39%.931: RADIUS: E% 16 11 33 DF TE 70 43 0D DD BE 7F 20 D6 DD CA

[ 3-pE 1
*How 18 11:34:39.931: BADIUS: Vendor, Cliaco [28] 54

Those are ACL antries in RADIUS Acoess-Rooapt Mmesssoe.

*Wov 18 11:34:39.931: RADIUS: Cisco Avpair {1] 48 *ip:inacl#l=permit
tep any hest 200.1.1.1 eq 80"

*Mow 18 11:34:39,931: RADIUS: Vendor, Cisco [261 43

*Mow 18 11:34:35.931: RADIUS:  Cisco AVpair [1] 37 "ip:inacl#2=pemmit
tep any any eg 23"

R2§

=Mov 18 11:34:39.936: RADIUS{00000000): Received from id 1645/117

R2#

A bunch of useful commands R2

S/ to see who has authenticated

RI#sh ip auth-proxy cache

Authentication Proxy Cache

Client Hame prexyl, Client IF 100.2.2.10, Port 16717, timeocut 52, Time
Remaining 52, state ESTAE

f/ to sesa authentication sessions par intarfsos

Rzdsh apm sesslon summary
EFM Session Information

Total sesslons seen so far : 10

Total active sassions i 1
Interface IF Fekiress MAC Pldress Pudlit Sesslon Id:
Etlhemetl /0 100, 2.2.10 0000, 0000, 0000 &402020 2000000003 86 DBEBO

[/ to see per-user 4ACL on the router (can’'t see where ACL is applied though)
RZ¥sh ip access=lists
Extended IF access list 100
10 permit icmp any any (8 matches)
20 permit ip any host 2.2.2.2 (14 matches)
30 permit top any any eg 8888
Extended IF access list xACSACLx-IFP-dACL-CTF-30aBci73 (per-user)
10 permit tep any hest 200.1.1.1 eg www
20 permit tcp any any eg telnet

[/ to see AACL applied to the interface
RZWeh ip access-lists interface a0/0
Extended IF access list 100 in
10 permit icmp any any (8 matches)
20 permit ip any hest 2.2.2.2 (14 matches)
30 permit top any any eg 8888
permit tep host 100.2.2.10 host 200.1.1.1 &g www (10 matches)
permit tep host 100.2.2.10 any &g telnet
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LAB 2.35.

Authentication Proxy on ASA

Objectives

This lab shows how to configure ASA to perform Cut-Through Proxy.

IP_Addressing and devices

Device Interface IP address
R1 Lo0 1.1.1.1/32
E0/O 10.1.10.1/24
EON 172.31.1.1/24
R2 Lo0 2222132
E0/O 100.2.2.2/24
ASA 0/1 (inside) 10.1.10.10/24
0/0 (outside) 100.2.2.10/24
ACS NIC 172.31.1.100
WinXP NIC 10.1.10.50
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Task 1 - RADIUS CTP

Configure ASA1 to authenticate users on the Inside network (10.1.10.0) who
want to connect through the firewall to outside hosts using port 3389. The
users from group CTP on the ACS must use HTTP website of http://<asa-
inside>:8888/netaccess/connstatus.html to authenticate. Make sure the
user's session can last for up to 2 hours and be disconnected after 15 minutes

of inactivity.

Use ‘cisco123’ as RADIUS secret key and assign the ASA to Firewall NDG
(Network Device Group).

Configuration

Complete these steps:
Step 1 Configure ASA for RADIUS AAA.

1

aaa-sarver ACS protocol radius

aasa-server ACS (inside) host 172.31.1.100 ciscollld

!

access=-list CTF extended permit top 10.1.10.0 255.255.255.0 any &g
3388

access-list CTF extended permit top 10.1.10.0 255.255.255.0 host
10.1.10.10 &g 8HE8E8

1

aaa authentication match CTP inside ACS

aaa authentication listener http inside port 8888 redirect

L]

timecut wauth 2:00:00

timecut uvauth 0:15:00 inactiwvity
!

Step 2 Add ASAto the ACS AAA client list.

-

Go to Network Resources > Network Device and AAA Clients
and click Create. Add new client with name of ASA, select Location
= HQ and Device Type = Firewalls (create it if there is no such
NDG), configure |P address of 10.1.10.10, select RADIUS as a
protocol and configure Shared Secret of cisco123 and click
Submit.
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Step 3 Create Downloadable ACL.

-

Go to Policy Elements > Authorization and Permissions >
Named Permission Objects > Downloadable ACLs and click
Create. Enter name e.g. ASA-CTP and add the following entries:
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Step 5 Create new Authorization Profile for CTP.
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Go to Policy Elements > Authorization and Permissions >
Network Access > Authorization Profiles and click Create. On the
General tab provide a name for the profile (e.g. ASA CTP Profile).

Bl EM e Foasier Tods bl |

Qs -0 - duﬂ@ﬂ“ﬁmmﬁ

Aeddnem | iG] wa o TR 'HIIMP\'

il Cisco Secure RS
CISCD  EyaliTmys Nt B

» Mrbwrrk fpcaxa s Audborsdor Frobies s Cresie

| [ Gemersl | Common Tases | RACILE Ariies |
| = tamm E=rT

Cesscriaare |

&= Foeg e 18 K

Click on Common Tasks tab and select Static option for

Downloadable ACL Name and pick newly created dACL from the
drop-down list. Click on Submit.
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Step 6 Create new authorization rule.
* (o to Access Policies > Access Services > Default Network
Access > Authorization and click Customize. Select NDG:Device

Type from Avaialable list and move it to the right pane. Click OK.
R |
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il b Sektie]
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=l
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s Waechi red Bthecil catead

) Cancel

g 172 260, 1. Lo wcnmcnin Folcyi npatkfctian . do

o [nbarrat

* Check CTP Rule on the authorization rules list and click on arow
next to the Create button and chose Create Above option to create
new rule. Name it ASA CTP Rule, select CTP group for ldentity and
All Device Types:Firewalls for NDG:Device Type. Click Select
button and chose ASA CTP Profile then click OK.
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* Click on Save Changes button.
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Verification
Using Windows CMD start TELNET session to www.micronics.com on port
3389. The session should fail.

Welcome to Microsoft Telnet Client

Escape Character is "CTRL+]"

Microseft Telnet> open wWwW.micreonics.com 3389
Connecting To www.micronics.com...

Error: Must authenticate before using this serviece.

Connection to host lost.

Press any key to continue...

Open up the web browser and goto
http://10.1.10.10:8888/netaccessfloginuser.html. Provide username and

password for authentication and click Continue button.
e . |

B B Yes Hgoy Decleseis Tech  Hep

i Sk, W Fasiowerk. Acan | ar |
= % &L | |- Fa
Netwark User Awthentication
Bober the follwrg edomnaton b kg @ to the reniote pemwerk. Please wokt for the aperation to rosphets,

Usensame |pros]
Passavrd | mesens

ot Cancal

You should get the following information after successful authentication.
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Chitee S ke, Ik . fastwerk. Accass +

+

0L, I

= [H-

Mepanrk User Amhewtication

T ane logged in
Thername proxy ]
[CogOwtiow ] | weer IP: 10.1.10.20
S 13:77.28 UTC Tha JTen 172013
¢ Bor Eoers: 0 Blirs D Saz 1)
Verify commands on the ASA

ASAl {config) # sh uauth

Current Most Seen
Authenticated Users 1 1
Ruthen In Progress 1] 2

user "proxyl' at 10.1.10.50, authenticated
access-1ist BACSACLE-IP-ASA-CTP-S0aalbaf (*)
absoclute timecut: 2:00: 00
inactivity timecut: 0:15: 00
Hote the username and DACL name. Also timecut values are
Check the ACL

It is applied ‘par usar’

RA3Al (config) ¥ sh access-list WACSACLE-IP-ASA-CTP-50aalbaf

access-1list #ACSACLE-IP-ASA-CTPF-50aalbaf; 1 elements; name hash:

important

0x7£dal24f (dynamic)

acceag=1liat WACSACLE=-IP=ASA=-CTP=50aal0baf line 1 extended permit tep any any eg 3389

{hitcnt=0} 0x30224544

Try to TELNET to www.micronics.com port 3389. It should now be successful.
Alternatively you can try to use RDP client for that connection.
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LAB 2.36.

ACS External Identity Store

Objectives

This lab shows how to configure ACS to perform use External Identity Stores
and enable Identity Seqences.

IP_Addressing and devices

Device Interface IP address
R1 Lo0 1.1.1.1/32
E0/0 10.1.10.1/24
EON 172.31.1.1/24
R2 Lo0 2222132
E0/0 100.2.2.2/24
ASA 0/1 (inside) 10.1.10.10/24
0/0 (outside) 100.2.2.10/24
ACS NIC 172.31.1.100
WinXP NIC 10.1.10.50
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Task 1 — AD Integration

Configure ACS to join Active Directory domain of micronics.local. Use AD
user credentials of employeei1/Micronics1 to join the domain. Import the
following groups from AD to the ACS:

o micronics.local/Users/contractors

o micronics.local/U sers/employees
o micronics.local/Users/students

Configuration

Complete these steps:
Step 1 Join the Active Directory domain.

= Go to Users and |dentity Stores > Extemnal Identity Stores >
Active Directory and provide micronics.local as Active Directory
Domain Name. Provide user credentials and click Test Connection.

Y Comce Srcure ACE - Mizrassit Intereet Eepiorer
B (B Now. Frewies ek Hep re
{}m - s - _-:': fl ;; /' Vamch - Faworbas £ - o i

et [ ] hpec)) 172311 100 acaacariny” EERECE

i by W e poce

= 1 habeath Rascucss

|ERETY O & Arie Do Damas  [rromes aea
= innalidarkl Bame Parms [ :

Flanza wpectly the cradentinke e d o jaindhix machirs da He Acks Disclony Damaine

WU samsma mpkrpea‘l
& Passwird Lallallo Ll

VLI o A LT TSl i e B B e e e ek Ra ks and COmacl an o AEF Dind cioey Camain s
ranchoshs

Cariicak At niiadion Profil Taci Conrction |

Idarkl Fiom Ssquences R

» T Policy Bemanis o B0 B Chrras 1 e o e e Dieacoes Caomain 2nd Gove thig oo s murain Cnis vou
» [La MeLiEFURIES it 4 b sy £ Gacha ey e D i, Ll ka1 e C TGy ATHLs e Do iy A b s
o e A O 45 1 0 B

1] M g e R pOALE

Fa BT A6l 0L AT O Ervd W fesfhesst: s Sedtings

F Enible piccwond changs

F Enstiemachiee mitemicaion

[ EnableMae bk S e i Bastieions

&1 Duove o [ Tieret

* You should get the following message when connection is
successful.
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L

1 'E “ornaction best to ‘miconica, lcd succeeded,

Click on Save Changes to join the domain.
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Step 2 Import AD groups into ACS.

Go to Directory Groups tab and click Select. All groups from AD
should be displayed. Select those three fo import them and click OK.
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Click Save Changes.
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Verification
There is no verification for that task.
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Task 2 - Identity Segences
The ASA is currently configured to authenticate users before allowing
connection to port 3389. Reconfigure ACS so that it first considers users from
Active Directory employees group and then ACS Internal Users Store. This
must be done only for ASA Cut-Through Proxy using new service on the ACS.
You may alter previous ACS configuration.

Configuration
Complete these steps:
Step1 Delete previous ASA CTP Rule from authorization rules.
* (o to Access Policies > Access Services > Default Network
Access > Authorization, check ASA CTP Rule on the listand click

i by Wi i e
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+ (Click on Save Changes.
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Step 2 Create new Access Service.

Go to Access Policies > Access Services and click Create. Enter
a name for new service e.g. ASA CTP Access, select User Selected

Service Type and chose Network Access from the drop-down list

and click Next.
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* On Step 2 - Allowed Protocols select Allow PAP/ASCII and
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L

uncheck Process Host Lookup. Click Finish.
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Answer Yes to the following question. You should be transferred to
Service Selection Rules configuration.
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On Service Selection Rules dlick Customize and move
NDG:Device Type to the right pane. Click OK.
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On Service Selection Rules pick Rule-1 on the list, click an arrow
next to the Create button and chose Create Above. Enter a name
for new policy rule e.g. ASA CTP Access, select Radius for
Protocol, select All Devices Types: Firewalls for NDG:Device
Type, select ASA CTP Access for Service and click OK.
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Click on Default rule and change its Results to DenyAccess. Click
Save Changes.
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Step 3 Create new Identity Sequence.

* (o toUsers and |dentity Stores > identity Store Sequences and
click Create. Enter a name e.g CTP Identity, pick Password Based
checkbox and move AD1 and Internal Users to the right pane on
both lists. The AD1 must appear first on the list.
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Step 4 Change the identity for ASA CTP Access service.

-

Go to Access Policies > ASA CTP Access > Identity and change
default Identity Source to CTP Identity (identity sequence). Click

on Save Changes.
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Step 5 Add new authorization rule for ASA CTP Access service.
* GotoAccess Policies > Acess Services > ASA CTP Access >
Authorization and click Create. Enter a name for a new rule e.q.
CTP Authorization and create new Compound Condition built
upon two rules (with OR in between):

Dictiona  Attribute Operator WValue
ry
AD-AD1 BExternalGroups containe any Micronicz localUsers/femployees
System  enfityGroup in All Groups:CTP
RS | m
Hame: [CTF Autharzaten Stabe [Ensbled =] @

t’ The Cistomize budon i the lower dght sma of the policy ik & sensen tantnak which
! policy condbicrs ard re=uits are avalable bere for use in policy nes

Camilties
F Compound Candiion

Doy Kb e
[Etsstern Flikniktioin Anlar
Qe Vaks
[n = |
Gedac]
i Caivdit b St
[CFaar . Ewmin | |
Jar -
—AL-ACH Exdemabirouns conbins any micronics lorald)s el
And - -2 T ] SR G g i A i e TP
are=
Deieie P redewn
Fesnig -
DK Caneal Hedp
i s AL T2 2L L L OOy P st e tion e o [rhamst

+ |f you're unsure if this is correct rule, you can always click Preview
button to see the whole ruleset.

Meficrmsoft Internet Explorer

1 [AC-AD0 L Etemal Graups moncairs any micranics bl Usersjemplrees
» O Syctem: Idantkwaroup in A Groups:CTR)

* Click on Default rule to edit it and change Results to DenyAccess.
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Verification
Using Windows CMD start TELNET session to www.micronics.com on port
3389. The session should fail.

Welcome to Microsoft Telnet Client

Escapes Character is "CTRL+]’

Microsoft Telnet> open www.micronics.com 3389

Connecting To www.micronics.com.. .

Error: Must authenticate before using this service.

Connection to host lost.
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Press any key to continue...

Open up the web browser and go to
http://10.1.10.10:8888/netaccess/loginuser.html. Provide username and
password from Active Directory and click Continue button.

oo Spdoms, bag Hobwerk fqoeas - Mocila Peclon
fe EE Ges gy Dedmai Deoh Hen
[P Sy Yeu— +
& & oL | |- Fa

Metaark User Awhewtbcation

Eober the follwrg edformmaton b bog i to thes reniote pemwork. Please walt for the aperation to rospets,

Usemsams [sroioenl

JLET | e— .

Cpnbmas Cancal

You should get the following information after successful authentication.

I mae Speoms_ oy Hotemrd faoess P il Fecd

& &L |- P
Netanrk User Amthemtbcation

Tow ane logged s
Thernane: smpdapes 1
| LogiOuibow || | e IF: 101.10.50
Suxe 113723 UTC FaJan 12 2003
«f for Hlomra: 0 i 0 Sz )

Verify commands on the ASA

ASAl (config) # sh uauth
Current Most Seen
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Authenticated Users 1 1

Buthen In Frogress 0 2

user "emplayesl' at 10.1.10.50, authenticated
access-1ist $ACSACLE-IP-ASR-CTP-SOaalbaf (*)
absclute timecut: 2:00:00
inactiwvity timeout: 0:15:00

Kote the username and DACL name. Alss timecut values are impertant.
Check the ACL. It is applied ‘par usar’ .

R3Al (config) # sh access-list #ACSACLE-IP-RASA-CTP-50aadbatf

access-list #ACSACLE-IP-ASA-CTP-50aalbaf; 1 elements; name hash: (0=xT7fdal24f (dynamic})
access-list $RACSACLE-IF-RSRA-CTP-50aalbaf line 1 extended permit tcp any any egq 3389
(hitent=0} 0x30224544

Try to TELNET to www.micronics.com port 3389. It should now be successful.
Alternatively you can try to use RDP client for that connection.

) T PG O - Ptimotn Dedoinp

L O b W st

Serverzo03

¥ Ertereis Edtion

Copyg 2 1B 3301 Ml Crpes

Check ACS RADIUS Authentication logs. You should see the employee1 user
was authenticated and authorized by ASA CTP Access service.

| B o Termslamp AL E Tarwestarnp Cxim r'."f. [P [T TS ml L Fxruwy Gerce Mm”cm Matwork [wwrs HAS 1P dddrres
Hee D22 MEI0A KMo IZ2 AR AEAN ¥ . PALSACLAP ST CTP Sl i ematsp10 L TS A5A 0L ELID
eI WA MAN N IIZI R A F . eyl it D] N A5 CTF Sccegs PAF S50 ASA 01110
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