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L t I t
L30UT Key Components ~ (biernoemdoves

> Import route-control (optional)

@Distribute external routes to other
Dlstrlbute |eaveS

P oy i P - > MP-BGP

VRF Overlay-1

( ]

| |

: : @Advertise internal or other external
{ J routes (BD subnet or routes from
other L3out) to outside

» Redistribution - export route-

non-BLEAF

. o
and
> Contract

Advertise - Learn

Internal Routes External Routes

@ (Export) e @Allow traffic with contracts
> L30UT EPG (Prefix Based EPG)
>
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Example 1 : Simple
eBGP L3 out
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Setup 1 - Simple L3 out eBGP

IPN a

Simple L3 out on leaf 101 Spine202 Spine401 0402
Receive eBGP route | - P - - - - R -
EP 172.16.21.1 in Pod?2 | Pod BGP AS 101 -

i BD subnet 172.16.21.254/24 4

| [ Leaf102] ! i | Leaf301

: = m : L-E -----

----- CS SR YAC, ki

EPG
172.16.21.2
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Setup 1 - Control plane - L3 out route to Server Leaf

BGP routes received on BL
@ (default is import all)
Spine are Route Reflector
per pod to distribute to
local pod

BGP AS 101
BD subnet 172.16.21.254/24

@ BGP VPNv4 exchanged
Route across Pod (spine to - REZM- BN -  “-REN---REW-----
spine)

EPG
172.16.21.2

Spine egress Pod RR
’ reflect to leaf in pod?2

AS 3700
10.1.0.0/24
0.0.0.0/0
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Border Leaf - CLI check - BGP

1. BGP peering to external router is up and we received 2 routes

S1P1-Leafl01# show bgp ipv4 unicast summary vrf DC:DC

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ |Up/Down State/P£fxRc
192.168.101.2 4 3700 21 18 10 0 0100:10:46 2

2. Verify routes in bgp table - here received from AS 3700

S1P1-Leafl01# show bgp ipv4 unicast vrf DC:DC
Network Next Hop Metric LocPrf Weight Path

*>e10.1.0.0/24 192.168.101.2 0 3700 i

3. Routes is injected in VPNv4 address family

S1P1-Leafl01# show bgp vpnv4 unicast vrf DC:DC | egrep "Net|Route|10.1.0.0"

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 101:2359302 (VRF DC:DC)
*>e10.1.0.0/24 192.168.101.2 0 3700 i
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Border Leaf - CLI check

4. Border leaf have VPNv4 peering with 2 spine Route Reflector

S1P1-Leafl101# show bgp vpnv4 unicast summary vrf overlay-1 | egrep "Neig|10\.O0"
BGP router identifier 10.0.0.64, local AS number 101

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
10.0.0.65 4 101 17769 17615 712 0 0 lw5d 72
10.0.0.66 4 101 17778 17615 712 0 0 lwsd 72

5. Routes are exported with Route Target of format : BGP-ASN:VRF-VNID

S1P1-Leafl01# show bgp process vrf DC:DC | egrep -A 5 "Export"
Export RT list:
101:2359302
Import RT list:
101:2359302

cisco M./ BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Server Leaf - CLI check

1. Server leaf receive BGP VPNv4 from spine

S1P2-Leaf301# show bgp vpnv4 unicast 10.1.0.0/24 vrf DC:DC

Path type (0xa25alc60): internal 0xc0000018 0x40 ref 0 adv path ref 2, path is wvalid, is best path
Imported from (0xa25f74b4) 101:2359302:10.1.0.0/24
AS-Path: 3700 , path sourced external to AS
10. metric 33) from 10.1.96.64

Extcommunity:
RT:101:2359302
COST:pre-bestpath:165:2415919104
ID:2359302.

S1P2-Leaf301# show bgp process vrf DC:DC | egrep -A 2 Import

2. Serverl\leaf install route in RIB with NH PTEP of BL

S1P2-Leaf301# show ip route 10.1.0.0 vrf DC:DC

10.1.0.0/24, est/mbest: 1/0
*via 10.0.0.64%overlay-1, [200/0], 2d20h bgp-101, internal, tag 3700

S1Pl-Leafl01 10.0.0.64




Setup 1 - Control plane
BD subnet to external

IPN
Spine201 Spine202
No route exported by default _______ ]
(deny all route-map default)
@ ©BD subnet must be in RIB of BL e N BGP AS 101
(COI’]’[I’aC’[) ; .| BD subnet 172.16.2?.254/24
0) BD subnet must be | [ Leaf301

redistributed to BGP process
(VPNv4)

i 0
Contract
@ BD subnet added to outbound é EPG

route-map 172.16.21.2

10.1.0.0/24
0.0.0.0/0
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Border leaf — Routing and contract

S1Pl1-Leafl01#

2. BD subnet added when a

S1P1-Leafl101# show ip route 172.16.21.0 vrf DC:DC contract is added between
172.16.21.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.72.64%0overlay-1,[1/0],00:00:04, static,[tag 4294967294 Ext EPG and EPG

recursive next hop: 10.0.72.64/32%overlay-1

Default Route tag

for a private subnet

S1Pl1-Leafl1l01# show bgp ipv4 unicast 172.16.21.0/24 vrf DC:DC

> 3. BD subnet not in BGP vet

S1Pl1-LeaflO01#

S1P1-Leafl0l# show bgp ipv4 unicast neighbors 192.168.101.2 vrf

DC:DC

' .Inbound route-map configured is permit-all, handle obtained 4 By defaU|t OUtbound
Outbound route-map configured is exp-1l3out-BGP-peer-235930 rou’[e—map deny all

S1P1-Leafl0l# show route-map exp-l3out-BGP-peer-2359302
route-map exp—l3out—BGP—peer—2359302,l deny,| sequence 16000

M .
i route-type: direct I BRKDCN-3678




Border leaf - Sending BD subnet

St 1 Description: | optional

Treat as virtual IP address: []
Make this IP addrgssriRa )
[ Shared between VRFs
Subnet Control: [] No Default SVI Gateway
[ Querier 1P
L3 Out for Route Profile:  select a value

S1P1-Leafl0l1# show ip route 172.16.21.0 vrf DC:DC
172.16.21.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.72.64%overlay-1,[1/0],00:00:04, static,

recursive next hop: 10.0.72.64/32%0overlay-1

Configuration Issues:
Policy Tags: @) Click to add a new tag

IP Data-plane Learning: C Disabled Enabled

S1P1-Leafl01# show bgp process vrf DC:DC | egrep -A 2 "Redis"
Redistribution

static, route-map imp-ctx-bgp-st-interleak-2359302 No more route tag

S1P1-Leafl01# show route-map imp-ctx-bgp-st-interleak-2654211 Static to BGP Route-map used
route-map imp-ctx-bgp-st-interleak-2359302 [ deny, |sequence 1
Match clauses: ]
tag{ 4294967294 Sequence 1 deny private subnet
Set clauses: based on tag
route-map imp-ctx-bgp-st-interleak-2359302, permit,sequence 20000 Sequence 20000 permlt all the
B rest > route goes to BGP VPNv4
S1Pl1-Leafl0l# show bgp vpnv4 unicast vrf RD-MPOD:RD | egrep "172.16.11.0"
*>r172.16.11.0/24 0.0.0.0 0 100 32768 ?
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Border leaf - Sending BD subnet -
Method 1 - Step 2

S1P1-Leafl01# show route-map exp-l3out-BGP-peer-2359302

route-map exp-l3out-BGP-peer-23§9302, permit, sequence 15801
Match clauses : | ﬁ\dge Domain - BD1
ip address prefix-lists: IPv4-peerl6387-2359302-exc-int-inferred-export-dst

S1Pl-Leafl0l# show ip prefix-list IPv4-peerl6387-2359302-exc-int-inferred-export-dst
ip prefix-list IPv4-peerl6387-2359302-exc-int-inferred-export-dst: 1 entries

I seq I perm:LE I,Z.IB.ZI.ZSZ7EZ I Operational Valu

Virtual MAC Address: Not Configured

Subnets:

Description

S1P1-LeaflOl#show bgp ipv4 unicast neighbor 192.168.101.2|advertised—routes krf DC:DC

Network Next Hop Metric LocPrf Weight Path
*>r172.16.21.0/24 0.0.0.0 0 100 32768 101 ?
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Troubleshooting :

Routing protocol unexpected behavior

RP traffic is targeted to cpu you can always use tcpdump to see what you receive (on
kpm_inb)

Easer on kpm_inb if linux interface on leaf/spine

bdsol-aci32-leafl# tcpdump
bdsol-aci32-leafl# tcpdump
bdsol-aci32-leafl# tcpdump

-ni kpm inb proto eigrp
-ni kpm_inb proto ospf

-ni kpm inb -f port 179

You can add extra filter such as :

bdsol-aci32-leafl# tcpdump

Or get more verbose :

bdsol-aci32-leafl# tcpdump

Or write to pcap file

bdsol-aci32-leafl# tcpdump

cisco W/

-ni kpm inb -f port 179 and host 1.1.1.1

-nxxvvi kpm inb -f port 179 and host 1.1.1.1

-i kpm _inb -f port 179 -w /bootflash/bgp-trace.pcap

BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Debug log for routing protocol

Bgp, eigrp, isis, ospf and some other protocol traces are binary encoded.
File end up with .bl
All can be decoded using : “log_trace_bl_print_tool” <file name>

Note in latest code a lot more process have bl trace (arp, pim, urib, acllog,...)

S1P1l-Leafl01l# 1ls -al /var/sysmgr/tmp logs/*.bl
-rw-rw-rw- 1 root root 43439057 Oct 19 10:53 bgp_trace.bl

-rw-rw-rw- 1 root root 39618433 Oct 19 10:53 coop_trace.bl
-rw-rw-rw- 1 root root 59710790 Oct 19 10:53 isis_trace.bl
-rw-rw-rw- 1 root root 37771710 Oct 19 10:53 ospfv2 1 trace.bl
-rw-rw-rw- 1 root root 6671 Oct 3 14:38 ospfv2 2 trace.bl
-rw-rw-rw- 1 root root 2666 Sep 22 13:20 ospfv3_1 trace.bl
-rw-rw-rw- 1 root root 374065 Oct 19 10:53 rpm trace.bl

S1P1-Leafl01l# log_trace bl print tool /var/sysmgr/tmp logs/bgp trace.bl | more

version: 1, pid: 60215

[2019 Sep 11 07:13:23.632899106:main:4257] (0) OBJ: kcache lib initialized succesfully in BGP
[2019 Sep 11 07:13:23.634434168:main:4298] BGP process bgp-132 startup, reason: configuration

cisco M./ BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Example 2 :
Transit Layer 3 out.
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Setup 2- Transit L3 out

IPN

Simple L3 out on leaf 101
Receive eBGP route 10.1.0.0

| Spine<0’ l_--_ Spine402 | - - _,

OSPF on leaf301-302
receive 192.168.1.0

Goal : Transit between to the
layer 3 out

_____

AS 3700
10.1.0.0/24
0.0.0.0/0

OSPF
192.168.1.0/24
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Setup 2- OSPF route

IPN

Spine401

OSPF routes is received from
external router

@

Route is redistributed in MP-
BGP

Route is propagated in MP-
BGP to all leaf in VRF

Route (192.168.1.0) on leaf 1(?51 375/(2)4 i
101 from IMP-BGP to eBGP 0.0.0.0/0

OSPF
192.168.1.0/24
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OSPF CLI check

1. Verify OSPF interface parameters - matching with neighbors ?

S1P2-Leaf301# show ip ospf interface vrf DC:DC

V1anl0l is up, line protocol is up
IP address 192.168.102.1/29, Process ID default VRF DC:DC, area backbone
State DR-OTHER, Network type BROADCAST, cost 4
Index 141, Transmit delay 1 sec, Router Priority 1
Designated Router ID: 192.168.0.13, address: 192.168.102.3
Backup Designated Router ID: 192.168.0.4, address: 192.168.102.2
2 Neighbors, flooding to 2, adjacent with 2
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5

S1P2-Leaf301# show interface vlan 101 | egrep MTU

MTU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

2. Verify OSPF neighbor is established on Broadcast network - FULL/(B)DR or

TWOWAY/DROTHER

S1P2-Leaf301# show ip ospf neighbor vrf DC:DC

Neighbor ID Pri State Up Time Address Interface
192.168.0.4 1 FULL/BDR 00:51:21 192.168.102.2 VlianlO01
192.168.0.13 1 FULL/DR 00:51:23 192.168.102.3 Vlianl01

3. Receiving OSPF external routes ?

S1P2-Leaf301# show ip route 192.168.1.0 vrf DC:DC
192.168.1.0/24, ubest/mbest: 1/0
*yvia 192.168.102.3, vlanl01l, [110/5], 00:57:47, ospf-default, intra

BRKDCN-3678
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Border Leaf - CLI check - From OSPF to MP-BGP

1. Verify the OSPF route is inject in MP-BGP (default permit-all import route-map

S1P2-Leaf301# show bgp process vrf DC:DC | egrep ospf
ospf, route-map permit-all

S1P2-Leaf301# show bgp vpnv4 unicast 192.168.1.0/24 vrf DC:DC
Route Distinguisher: 301:2359302 (VRF DC:DC)
Advertised path-id 1, VPN AF advertised path-id 1
AS-Path: NONE, path locally originated
0.0.0.0 (metric 0) from 0.0.0.0 (10.1.208.65)
Origin incomplete, MED 5, localpref 100, weight 32768 tag 0, propagate 0
Extcommunity:
RT:101:2359302
VNID:2359302

-
| S
Leaf302

Yool
ACH

(=

ACn

OSPF
Acea 0

VPN AF advertised path-id 2
Path type (0xa25ale50): internal 0xc0000018 0x4Q ¥adv path ref 1, path is valid

reason: Weight
Imported from (0xa25f6cf4) 302:2359302:192.168.1.0/24
AS-Path: NONE, path sourced internal to AS
10.1.208.64 (metric 3) from 10.1.96.64 (172.16.2.4)
Origin incomplete, MED 5, localpref 100, weight 0 tag 0, propagate 0
Extcommunity: ———
RT:101:2359302
OSPF

. 192.168.1.0/24
Cisco LLV&_/ BRKDCN-3678 /




Setup 2- export transit route - method 1

OSPF routes (now iBGP) to 2
eBGP on leaf 101

xternal EPG - ExtEPG-BGP ]

10.1.0.0/24
0.0.0.0/0

Scope

BRKDCN-3678

IPN

192.168.1.0/24

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Export to eBGP - Cli check

1. Find outbound route-map for BGP neighbor

S1P1-LeaflO0l# show bgp ipv4 unicast neighbors 192.168.101.2 vrf DC:DC | egrep Outbound
Outbound route-map configured is exp-1l3out-BGP-peer-2359302, handle obtained

2. Route-map sequence for External prefix inferred export

S1P1-Leafl01# show route-map exp-l3out-BGP-peer-2359302

route-map exp-l3out-BGP-peer-2359302, permit, sequence 15802
Match clauses:
ip address prefix-lists: IPv4-peerl6387-2359302-exc-ext-inferred-export-dst
ipv6 address prefix-lists: IPv6-deny-all
Set clauses:
tag 4294967295

3. Prefix-list

S1P1-Leafl0l# show ip prefix-list IPv4-peerl6387-2359302-exc-ext-inferred-export-dst
ip prefix-list IPv4-peerl6387-2359302-exc-ext-inferred-export-dst: 1 entries
seq 1 permit 192.168.1.0/24

cisco W. BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Export to eBGP - Cli check

4. Route-map sequence for External prefix inferred export

S1P1-Leafl01l# show bgp ipv4 unicast neighbors 192.168.101.2 advertised-routes vrf DC:DC

Peer 192.168.101.2 routes for address family IPv4 Unicast:

BGP table version is 56, local router ID is 192.168.100.1

Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, 1l-local, a-aggregate, r-redist, I-injected

Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup
Network Next Hop Metric LocPrf Weight Path
*>i192.168.1.0/24 10.1.208.64 5 100 0 101 »

cisco W. BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Setup 2- Redistribute IBGP to OSPE

eBGP routes (now iBGP) to -01
’ OSPF on leaf 301-302
ACI

_________________ 1
|
|
|
|
|
|

© External EPG - EXEPG-OSPF ] |
|
|
|
|
|
|
|
|

Name: EXIEPG :
Alias:
‘ |
Annotations: e
Global Alias:
Description: o pt
pcTag: 32770
Cont Exception Tag

Configured VRF Name: DC

Resolved VRF: uniftn-DC/ctx-DC

QoS Class: Unspecified

The QoS priority class identifier. 1 O 1 O o 0/2 4
0.0.0.0/0

192.168.1.0/24

Intra Ext-EPG Isolation: [ Enforced Unenforced

Subnets:

[ 1010002 Frport oute Sontral Subnet BRKDCN-3678 © 2023 Cisco and/or s affiliates. Al rights reserved. Cisco Public 26




Export to OSPF - Cli check

1. Find outbound route-map for BGP to OSPF redistribution

S1P2-Leaf301# show ip ospf vrf DC:DC | egrep bgp
bgp route-map exp-ctx-proto-2359302

2. Route-map sequence for External prefix inferred export

S1P2-Leaf301# show route-map exp-ctx-proto-2359302

route-map exp-ctx-proto-2359302, permit, sequence 15801
Match clauses:
ip address prefix-lists: IPv4-proto32770-2359302-exc-ext-inferred-export-dst
ipv6 address prefix-lists: IPv6-deny-all
Set clauses:
tag 4294967295

3. Prefix-list

S1P2-Leaf301# show ip prefix-list IPv4-proto32770-2359302-exc-ext-inferred-export-dst
ip prefix-list IPv4-proto32770-2359302-exc-ext-inferred-export-dst: 1 entries
seq 1 permit 10.1.0.0/24
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Export to OSPF - Cli check

4. Verify prefix is in OSPF database as external LSA (type 5)

S1P2-Leaf301# show ip ospf database external 10.1.0.0 vrf DC:DC
OSPF Router with ID (192.168.0.3) (Process ID default VRF DC:DC)

Type-5 AS External Link States

Link ID ADV Router Age Seqg# Checksum Tag
10.1.0.0 192.168.0.3 410 0x80000002 0x3elb 4294967295
10.1.0.0 192.168.0.4 410 0x80000002 0x3820 4294967295

—

Leaf301

192.168.1.0/24

cisco L‘V&. BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




Example 3 - Policy
enforcement and
Layer 3 out

or how to derive pclTag when source
and/or destination is an L3 out prefix 7

cisco La//&/




Policy enforcement - Where 7

> &N Ecommerce

Assumption is using default vrf ingress enforcement mode .. e (o D

In that case policy is always enforced on server leaf in both direction

cisco M. BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



L30UT Contract - EPG to external EPG

|Src: Subnet A -> Dst: Subnet B|

Source EP  |Forwarding
\Oﬂ APIC Learning Lookup
'
S Source EPG (pcTag) Destination EPG
ICMP Check (pcTag) Check
On LEAF ‘ VLAN + I/F Forwarding Result
e I
Show zoning-prefix | /RF bnet T . .
. 9P supne pelag ) Prefix To pcTag mapping
VRF1 subnet B pcTag B for L3OUT
) pcTag A | pcTag B
JShowzoning ey s, rce destination Filter [ Hit subnet B
chTag A pcTag B ICMP
> Contract Filter Check Ato B

cisco M. BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



| 30UT Contract - External EPG to EPG

| Src: Subnet B -> Dst: Subnet A |

Forwarding
Lookup (EP or

Pervasive BD)
I O O 1 @ )

Source EPG (pcTag)

2\ On APIC

Destination EPG (pcTag)

ontract
&

ICMP Check Check I
Oﬂ LEAF ‘ VLAN + I/F = Ext EPG Forwarding Result

VRF subnet pclag I
VVRF subnet B pcTag B > Src Prefix To chag mapping

for L30OUT in vrf

pcTag B pcTag A
source destination Filter [ Hit subnet B * *
pcTag B pcTag A ICMP I

> Contract Filter Check B to A

cisco M. BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



L30UT Contract - EPG to external EPG
L 30UT EPG with 0.0.0.0/0

| Src: Subnet A -> Dst: Subnet B |

Source EP
Learning

Forwarding
Lookup

() () () ()~

Source EPG (pcTag) Destination EPG (pcTag)

Chick Check I

ontract
&

ICMP

On LEAF ‘ VLAN + I/F Forwarding Result
VRF subnet pclag I
VRF1 0.0.0.0/0 pcTag 15 Prefix To pcTag mapping for L30OUT
pcTag A pcTag 15
source destination Filter * [ Hit subnet 0.0.0.0/0 *
clag A 15 ICMP
L 20 — Contract Filter Check A to 15
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L 30UT Contract - External EPG to EPG
L30UT EPG with 0.0.0.0/0

Ton APIC

ontract .
-
ICMP

Chick

Source EP  |Forwarding
Learning Lookup

() () () () 2

Source EPG (pcTag)

Destination EPG (pcTag)
Check

VLAN + I/F

Forwarding Result

pcTag VRF
N

Prefix To pcTag mapping for L30OUT
(unused here - override by vrf pcTag)

onLEAF ¥
VRF subnet pclag
VRF1 0.0.0.0/0 15
(vrf pcTag if ingress)
source destination Filter
pclTag VRF pcTag B ICMP

cisco M/

pclTag VRF

pclTag A

Contract Filter Check vrf pcTag to B

BRKDCN-3678
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Setup 3a - Contract and L3 out Specific L3 out
subnet

Spine202 Spine401 Spine402
Goal : T Nvml FemE v

Pod1 ™

eBGP L3 out (10.1/24) and !
BD 172.16.21/24 |

|
BD2/EPG2 172.16.22.254/24 FORE 1
|

Leaf301 Leaf302

ICMP contract between
OSPF L3 out (192.168.1/24)

and BD2 172.16.22/24
AS 3700
10.1.0.0/24 ospr
192.168.1.0/24

cisco W‘/ BRKDCN-3678 © 2023 Cis s. All rights ved. Cisco Public




Subnet Config 3a - external subnet - cli check

© External EPG - ExtEPG-BGP @ External EPG - EXtEPG-OSPF

Name: EXIEPG-BGP Name: EXEPG-OSPF

Allas: Allas:
Annotations: () Cick 1 " Annotatons: )
Global Allas:

Global Alias:

Description: optional

Contract Exception 1ag

Configured VRF Name: DC
Resalved VRF: ur
QoS Cla

Configured VRF Name: DC
Resolved VRF: uniftn-DC/ctx-DC
QoS Class: Unspecified

N Target DSCP: Unspecified
Configuration Stat

Configuration Issue

Preferred Group Member. m )
Intra Ext-EPG Isolation: | m

Configuration Status: applied
Configuration Issues:

Preferred Group Member: ([l

Subners: Intra Ext-EPG Isolation
» IP Address Scope Subnets
rrrrrrr « IP Address Scope
I 10.1.0.0/24 Extemal Subnets for the Extemal EPG 0.0.0.0/0 ternal Subnets for the Extemal EPG
I 182.168.1.0/24 Export Route Control Subnet

S1P2-Leaf301# show zoning-prefixe

2359302 |
2359302 | DC:DC
2359302 |
2359302 | DC:DC

cisco Lje/

enabled |
enabled |
enabled |
enabled |
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Subnet Config 3a - exact subnet - cli check Ll

Zoning-rule check

S1P2-Leaf301# show zoning-rule scope 2359302 | egrep "ICMP|HTTPS|Filter|--"

o o o B R e L L R R R LT ittt +-————- +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | Scope | Name | Action | Priority
S SEEE SEEE Sttt e L L E b L e et LS e e e Ll e e +
| 4290 | 16387 | 49153 (4 | bi-dir | 2359302 | DC:HTTPS | permit | fully qual(7) |
| 4287 | 49153 | 16387 | 6 | uni-dir-ignore | 2359302 | DC:HTTPS | permit | fully qual(7) |
| 4296 | 32770 | 16389 | 5 | uni-dir-ignore | 2359302 | DC:ICMP | permit | fully qual(7) |
| 4295 | 16389 | 32770 | 5 | bi-dir | 2359302 | DC: ICMP | permit | fully qual(7) |
TPemme=mm== Pemme=m== Pemme=m== Pemmsmso=== S sttt sttt Pemmsmm=== Pemmsmm=== S ittt e ss=e= r

Filter check

S1P2-Leaf301# show zoning-filter | egrep "FilterId|4|5|6|--"

o o - dommm - Fommmm - dm—mm - o o - dommm - do—mm - +

| FilterId | Name | EtherT | ArpOpc | Prot | SFromPort | SToPort | DFromPort | DToPort |

TR Fmmmmm - ommm e dommm e ommmmmm e ommm e ittt ommm e ittt +

| 5 | 50 | ip | unspecified | icmp | unspecified | unspecified | unspecified | unspecified |

| 6 | 6_0 | ipv4 | unspecified | tcp | https | https | unspecified unspecified |

[::::Z::::Jl 4 0 | ipv4 | unspecified | tcp | unspecified | unspecified ‘ https | httpsl |

dommmm oo e s ommm e fommm e o mmmmmmm e ommm e Fommm e EESELECEEEE Fommmm - +

Python scruot (embedded in leaf code)

z.py —-vrf DC:DC | egrep "ICMP|HTTPS"
[7.4290] [vrf.DC.DC] ipv4 tcp tn-DC/1l3out-BGP/instP-ExtEPG-BGP(16387) tn-DC/ap-App/epg-EPG1(49153) eq 443 [contract:uni/tn-DC/brc-HTTPS] ]
[HITC=UT

[7:4295] [vrf:DC:DC] permit ip icmp tn-DC/ap-App/epg-EPG2(16389) tn-DC/l3out-OSPF/instP-ExtEPG-OSPF (32770) [contract:uni/tn-DC/brc-ICMP] [hit=0]
[7:4296] [vrf:DC:DC] permit ip icmp tn-DC/1l3out-OSPF/instP-ExtEPG-OSPF (32770) tn-DC/ap-App/epg-EPG2(16389) [contract:uni/tn-DC/brc-ICMP] [hit=0]
[7:4287] [vrf:DC:DC] permit ipv4 tcp tn-DC/ap-App/epg-EPG1 (49153) eq 443 tn-DC/13out-BGP/instP-ExtEPG-BGP(16387) [contract:uni/tn-DC/brc-HTTPS]
[hit=0]
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Setup 3b - Contract and L3 out — random mix of subnet
across |3 out PN

Spine201

Spine202 Spine401 Spine402

Contract C1 and C2 both allow all  ____
C1 from BGP L3 out to EPG1
C2 from OSPF L3 out to EPG2

BD1/EPG1 172.16.21.254/24

BD2/EPG2 172.16.22.254/24

Pod1 A ™

Pod?2

Now many subnet from same range
10.x.x.x on both L3 out

Leaf301 Leaf302

Can’t use the same LPM prefix — =---- 2
10.0.0.0/8 on multiple external EPG

Need to use 0.0.0.0/0 on both L3
out

AS 3700
10.1.0.0/24

+ a lot of 10.x.X.X

subnet

192.168.1.0/24
+ a lot of 10.x.x.x
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© External EPG - ExtEPG-BGP

Sublnet Config 3b - 0.0.0.0/0 usage

I @ External EPG - EXEPG-OSPF I
=
Name: EXtEPG-BGP Properties
Alias: Name: EXIEPG-OSPF
Annnmlicns'ew K a new annotat Alias:
Global Alias: Annatations: (R)
Global Alias:

Description: optional
Description: |optional

pcTag: 32770

Contract EXCERUON 195,

peT:

Contract EXcepron 130

Configured VRF Name: DC
Resolved VRF: uni/tn-DC/ctx-DC

Configured VRF Name: DC
Resolved VRF: uni/tn-DC/ctx-DC

QoS Class: Unspecified QoS Class: |Unspecified
Target DSCP:  Unspecified Target DSCP: |Unspecified
Configuration Status: applied Configuration Status: applied
Configuration Issues: Configuration Issues:

~
N Preferred Group Member: m )
Preferred Group Member: nclude ) S

P Intra Ext-EPG Isolation: | W
Intra Ext-EPG Isolation: [ Enforced .

Subnets:
Subnets:

- ot Name

s P Addﬁ Qpe

I 0.0.0.0/0 External Subnets for the External EPGI
I I 0.0.0.0/0 External Subnets for the External EPG'I\

S1P2-Leaf301l# show zoning-prefixes rep "DC:DC|---

CISCcO L&V&_/ BRKDCN-3678
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Subnet Config 3b - “catch-all” subnet - cli check

Zoning-rule check

S1P2-Leaf301# show zoning-rule scope 2359302 | egrep "ICMP|HTTPS|Filter|--"

o - - o o o o - - Fom - +
FilterID | Dir | Scope | Name | Action | Priority
—————————— Bt e et et
default | uni-dir | 2359302 | DC:C1l | permit | fully qual(7) |
default | uni-dir | 2359302 | DC:C2 | permit | fully qual(7) |
default | uni-dir | 2359302 | DC:C1 | permit | fully qual(7) |
default | uni-dir | 2359302 | DC:C2 | permit | fully qual(7) |
—————————— B e e 3
© Healthy
~ VRF Name VRF Class ID Segment ID Scope
Alias
DC 2359302 2359302
@ Healthy
~ Application Profile EPG Name Class ID Scope
Name
App EPGT 49153 2359302
App EPG2 16389 2359302

cisco Lz//&/

BRKDCN-3678
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-

C1
L
C2
A
-

L30OUT BGP

L30OUT OSPF

Risk of using 0.0.0.0/0 on multiple L3 out
\ )

— gt External
- _

——i= External
network

-

C1

C2

L30OUT BGP

L30UT OSPF

— g=== External
network

cisco L{{@/

——r= External
network

BRKDCN-3678
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| 30ut Internal Route
Maps .

cisco M/




(OSPF, EIGRP) Two types of route maps

—

OSPF

direct route-map
static route-map _
bgp route-map exp-ctx-proto-2785280
elgrp route-map exp-ctx-proto-2785280

border-leaf# show ip ospf vrf TK:VRFA | egrep 'direct|static|bgp|eigrp’

EIGRP

bgp-65002 route-map exp-ctx-proto-2785280
direct route-map

ospf-default route-map exp-ctx-proto-2785280

static route-map

border-leaf# show ip eigrp vrf TK:VRFA | egrep 'direct|static|ospf|bgp'

.

)

Route maps for direct or static routes

» L30ut association to a BD
» Export Route Control Subnet
* Route map like default-export

cisco La//&/

BRKDCN-3678

| exp-ctx-proto-<VRF VNID>

)

Route maps for routing protocols

» Export Route Control Subnet
» Route map like default-export

.
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(BGP) a route map per L30ut or per peer

(when not using a per peer route map)
border-leaf# show bgp ipv4 unicast neighbors vrf TK:VRFA | grep Outbound

Outbound route-map configured is ERPEIGOUC BCP pPeer 280280, handle obtained

(when using a per peer route map)
border-leaf# show bgp ipv4 unicast neighbors vrf TK:VRFA | grep Outbound

Outbound route-map configured is TK=BGP PEERI=BGP-OUEt, handle obtained

in 4.2 and after

Without per-peer route-map (default behavior) With per-peer route-map
~ exp-I3out-<L30ut>-peer-<VRF VNID> ~—| <tenant>-<route_map>-<L30ut>-out |~
« [ 30ut association to a BD « Non-default route map in BGP peer
* Export Route Control Subnet connectivity profile
« Route map like default-export (best) or « Qverride regular ACI behavior (subnet
named route-map flags, BD to L3 out association
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default-export route map configuration

All route advertisement (both BD subnets and transit routing) in one single
component while L30ut external EPGs are dedicated for security.

> Bl Appication Brofiles Name: default-export -
- [ Metworking Type: l( Match Prefix AND Routing Policy Match Routing Policy Only ]
> [ Bridge Domains Description: | optional ~
> [l VRFs
> [l L20uts el Route-Map Continue: [ ]
This action will be applied on all the entries which are part of BGP Route-map
» [l L30uts
Contexts:
> & BGP
o « _Order Name Action
': EIGRP
0 BD_SUBNETS Permit
~ &3 OSPF [ - ]

> [l Logical Node Profiles

> [l External EPGs ; ge le

= Route map for import and e. P - Description Aggregate From Prefix To Prefix
192.168.1.0/24 BD1 Falze
E default-export
) I 192.168.2.0/24 BD2 False o 0
E default-import
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BGP per-peer route maps (4.2+

TK

> C» Quick Start
v B 1«
> [ Application Profiles
v [ Networking
> [ Bridge Domains
> [ VRFs
> [ L20uts
+ [ L30uts
6 BGP
~ ll_| ogical Node Profiles,

-1

E BGP Peer 10.51.255.33

Bl BGP Peer 10.51.255.34

> [ Configured Nodes
> [l Logical Interface Profiles
> [ External EPGs

cisco Lg/&/

BGP Peer Connectivity Profile 10.51.255.34

BGP Peer Prefix Policy: | select a value

Pre-existing BGP session

Site of Origin:

Local-AS Number Config:

Local-AS Number:

This value must not match the MP-BGP RR policy

Route Control Profile:

~ Name

Policy Faults

E

00

History

TK

> [l Application Profiles

> [ Networking

must be reset to apply the Prefix policy

Direction

BGP_PEER1

Route Export Paolicy

BRKDCN-3678

> [ Contracts

~ [ Policies

= Protocol
> [ BFD
> [ BFD Multihop
> [l ND RA Prefix
> [ BGP

> [ Route Maps for Multicast

= Route Maps for Route Control
B BGP_PEER1
> fml Route Tag
> [ SetRules
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Ways to advertise routes from an L30ut

- BD association to an L30ut (see example 1)
- “Export Route Control Subnet” in L30ut EPGs (see example 2)
- Non-default route maps in L30ut EPGs/Subnets (not recommended)

- The default route map (default-export) in an L30ut (example 4)

- Non-default route maps (per-peer route maps) in BGP peer

connectivity profile
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-xample 4 -Routing policies
BGP community setting and
matching

cisco La//&/




Setup 4

We receive many network from eBGP AS 3700
e do not want to send those network to

— IPN

—=_ .

_______ r—-

—

Spine402

OSPF. ) , - Tp—
ACI A ACI N
Multiple BD 172.16.X.X/24 (5 ¥ ACla

We also have an interconnect with eBGP AS

:

3701 we do want to send those to OSPF withI Pod1 ! N 3. Permit .
1
:

N

type E1

. We should send to OSPF all BD subnet

2. Permit
Set E1

Many network

Using BGP community Set and

including Many network
MatCh 10.1.0.0/24 including
10.99.0.0/24
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Setup 4 - Set and Match community

Match community 1001:1001 = deny
Match community 2001:2001 - OSPF type E1
Permit BD subnet range

Set BGP community ingress to W Kol ------
1001:1001

Set BGP community ingress to
2001:2001

Many network

including Many network
10,1.0.0/24 including
10.99.0.0/24
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Prerequisite to make any ingress route-map

- By default there is no ingress
route-map so everything is
allowed.

« First need to enable on both BPG
|3 out import route control

- Note : at that stage inbound
route-map is not existing

» Using default deny all so all
incoming prefix are dropped

cisco Lg/&/

S1P1-Leafl01# show bgp ipv4 unicast neighbor 192.168.101.2 vrf
DC:DC | egrep route-map

Inbound route-map configured is permit-all

Outbound route-map configured is exp-1l3out-BGP-peer-2359302

[E—

PIMvE: []

Route Control Enforcement:[v] |mport

S1P1-Leafl101# show ipv4 unicast neighbor 192.168.101.2 vrf
DC:DC | egrep route-map
Inbound route-map configured is imp-13out-BGP-peer-2359302

Outbound route-map configured is exp-1l3out-BGP-peer-2359302
S1P1-Leafl0l# show route-map imp-1l3out-BGP-peer-2359302
% Policy imp-l3out-BGP-peer-2359302 not found
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ROUte —Mma D COﬂfig - BG P 1 eweweesen \Match All aggregate subnet

Name: | Match-All-BGP1

default-import .-

Create route_map Match Regex Cgafmunity Terms 4
Name Regular Community Type Description
. Expression
Create Route map for import and export route control [2]x]
Name: | default-import
Match Prefix AND Routing Policy
n
Description: | optional Match Community Terms 4
Specifies a description of the policy definition Name Description
Route-Map Continue:
n all the entrias which are
Contexts
Order Name Action Description
Match Prefix @ 4
i=] Descripton Greater than Less than Mask
Create permit context
J o000 True o 0

reate Route Control Gonte

Qrder: |5 o~

Name: | Set-Community1001

Description: | optional

Set community

Create Set Rules for a Route Map

STEP 1 > Select

Name

Descrpton: Opton3 1 Create Set Rules for a Route Map [2]%]

STEP 2 > Additional Communities 1. Select 2. Additional Communities

W +

Associated Matched

Rule Name
] Matcn-an-86P1 4

Community
regular:as2-nn2:1001:1001

Set Criteria Description
Append community

Set Rule: | Set-Comm1001
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BGP BL resulting route-map

« Sequence matching Prefix-list for all routes and setting community

S1P1-Leafl01l# show route-map imp-l3out-BGP-peer-2359302
route-map imp-1l3out-BGP-peer-2359302, permit, sequence 18201
Match clauses:
ip address prefix-lists: IPv4-peerl6387-2359302-agg-ext-in-default-import4Set-Communityl0015Match-
All1-BGPl-dst
ipv6é address prefix-lists: IPv6-deny-all
Set clauses:
community 1001:1001 additive

S1Pl1-Leafl0l# show ip prefix-list IPv4-peerl6387-2359302-agg-ext-in-default-import4Set-
Communityl0015Match-All1-BGPl-dst
ip prefix-list IPv4-peerl6387-2359302-agg-ext-in-default-import4Set-Communityl0015Match-A11-BGPl-dst: 1
entries

seq 1 permit 0.0.0.0/0 le 32
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Resulting route-map BGP?2

Next apply similar config in BGP2 layer 3 out to set community to 2001:2001 for the 279 AS
connection

S1Pl-Leafl01# show bgp ipv4 unicast neighbors 192.168.201.2 vrf DC:DC | egrep route-map
Inbound route-map configured is imp-13out-BGP2-peer-2359302, handle obtained
Outbound route-map configured is exp-1l3out-BGP2-peer-2359302, handle obtained

S1P1-Leafl01# show route-map imp-13out-BGP2-peer-2359302
route-map imp-13out-BGP2-peer-2359302, permit, sequence 18201
Match clauses:
ip address prefix-lists: IPv4-peer32771-2359302-agg-ext-in-Import-BGP2-SetComm2SetComml0025Match-A11-BGPl-dst
ipv6é address prefix-lists: IPv6-deny-all
Set clauses:
community 2001:2001 additive

ip prefix-list IPv4-peer32771-2359302-agg-ext-in-Import-BGP2-SetComm2SetComm10025Match-A11-BGP1-dst: 1 entries
seq 1 permit 0.0.0.0/0 le 32

S1Pl1-Leafl0l# show ip prefix-list IPv4-peer32771-2359302-agg-ext-in-Import-BGP2-SetComm2SetComm10025Match-A11-BGPl-dst

cisco W. BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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BGP route on BL with Community set
on both BGP L3 out

L}

I

1

Pod1 1 1
1 L}

1 L}

1 [}

1 1

Leaf101 Leaf102

— v ACI —— — —

S1P1-Leafl101# show bgp ipv4 unicast 10.1.0.0/24 vrf DC:DC
BGP routing table information for VRF DC:DC, address family IPv4 Unicast
BGP routing table entry for 10.1.0.0/24, version 103 dest ptr 0xa259ee90

e e

Multipath: eBGP iBGP

Advertised path-id 1, VPN AF advertised path-id 1

Path type (0xaab9dcf8): external 0x28 0x0 ref 0 adv path ref 2, path is valid, is beg
AS-Path: 3700

ath sourced external to AS
192.168.101.2 ic 0) from 192.168.101.2 (192.168.0.11)
Origin IGP, MED

et, localpref 100, weight 0 tag 0, propagate 0
Community: 1001:10

Extcommunity:
RT:101:2359302
VNID:2359302

S1Pl-Leafl01# show bgp ipv4 unicast 10.99.0.0/24 vrf DC:DC
BGP routing table information for VRF DC:DC, address family IPv4 Unicast
BGP routing table entry for 10.99.0.0/24, version 106 dest ptr 0xa25a0788

Multipath: eBGP iBGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type (Oxaab9feel): external 0x28 0x0 ref 0 adv path ref 2, path is
valid, is best path
AS-Path: 3701
192.168.201.2
Origin IGP, MED no
Community: 2001:2001
Extcommunity:
RT:101:2359302
VNID:2359302

ath sourced external to AS
ic 0) from 192.168.201.2 (192.168.0.111)
localpref 100, weight 0 tag 0, propagate 0
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BGP VPNv4 routes on OSPF BL

S1P2-Leaf301# show bgp vpnv4 unicast 10.1.0.0/24 vrf DC:DC
BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Route Distinguisher: 301:2359302 (VRF DC:DC)

Advertised path-id 1, VPN AF advertised path-id 1
Path type (0xa25alc60): internal 0xc0000018 0x40 ref 0 adv path ref 2, path is
valid, is best path
Imported from (0xa25f74b4) 101:2359302:10.1.0.0/24
AS-Path: 3700 , path sourced external to AS
10.0.0.64 (metric 33) from 10.1.96.64 (172.16.2.4)
Origin IGP, MED not set, localpref 100, weight 0 tag 0, propagate 0

network
including
10.99.0.0/24

Received label 0

Received path-id 2 S1P2-Leaf301# show bgp vpnv4 wunicast 10.99.0.0/24 vrf DC:DC

Community: 1001:1001 BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Extcommunity : Route Distinguisher: 301:2359302 (VRF DC:DC)

RT:101:2359302 oc

COST:pre-bestpath:165:2415919104 Advertised path-id 1, VPN AF advertised path-id 1

VNID:2359302 Path type (0xa25a2230): internal 0xc0000018 0x40 ref 0 adv path ref 2, path

Originator: 10.0.0.64 Cluster list: 172.16.2.| is valid, is best path
Imported from (0xa25f5f64) 101:2359302:10.99.0.0/24

AS-Path: 3701 , path sourced external to AS
10.0.0.64 (metric 33) from 10.1.96.64 (172.16.2.4)
Origin IGP, MED not set, localpref 100, weight 0 tag 0, propagate 0
Received label 0
Received path-id 2
Community: 2001:2001
Extcommunity:
RT:101:2359302
COST:pre-bestpath:165:2415919104
VNID:2359302
ZC¢l/ Originator: 10.0.0.64 Cluster list: 172.16.2.4 172.16.100.101
CIscoO (4
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OSPF L3 out -
Use default-export Route-map with 3 sequence

Deny all prefix AND match community 1001:1001

Permit all prefix AND match community 2001:2001 + set OSPF type E1
Permit all the rest (matching BD subnet range say 172.16.0.0/16)

Route Control Profile - default-export

Properties

Name: default-export

Type: Match Prefix AND Routing Policy Match Routing Palicy Only )

Description:  optional

Route-Map Continue: [ ]
T'his action will be applied on all the entries which are part of BGP Route-map.
Contexts:

~ Order Name Action Description
3 DenyComm1001 Deny

5 MatchComm2001 Permit

7 PermitBD Permit

S1P2-Leaf301# show ip ospf vrf DC:DC | egrep bgp
bgp route-map exp-ctx-proto-2359302

cisco Lz//&/
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Sequence 1

Crééte Route Control Context
Order: |3 o

Name: | DenyComrm1001

Description: | opLional

Associated Matched
Rules:
Rule Name

| Matecommigo

Set Rule: |select a value

21>

W +

Create Match Rule
Name: | MatcComm1001

Description: | optional

Match Regex Community Terms.

_Mathommummem

Name: Comm1001

Description: |optiona

Name Regular Community Type ~ Desc
Expression
Match Community Factors:
Community
Match Community Terms: regularas2-nn2:1001:1001
Name Description
] commico1
Match Prefix = L
P Description Aggregate Less than Mask

0.0.0/0 True

0 0

Scope

Transitive

route-map exp-ctx-proto-2359302, deny,
Match clauses:
ip address prefix-lists:
ipv6é address prefix-lists:
community (community-lis
Set clauses:

S1P2-Leaf301# show ip community-1i

permit 1001:1001

e = Dxad

seq 1 permit 0.0.0.0/0 le 32

proto32770-2359302-agg-ext-out-default-export4DenyComml10013MatcComml1001-rgcom
anda Q nroto 0-2359302-agg-ext-out-MatchCommOut2DenyComm10013MatcComm1001-rgcom

JT30 STo poprefix-list IPv4-proto32770-2359302-agg-ext-out-default-export4DenyComml10013MatcComm1001-dst
9302-agg-ext-out-MatchCommOut2DenyComm10013MatcComm1001-dst: 1 entries

cisco W/

BRKDCN-3678
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Sequence 2

Create Route Control Context
Order: |5 -

Name: M,

G I

Descriptiol

Associated Matched
Rules
Rule Name
] MatehCommz001

Set Rule: | SetOSPF-E1 il

Create Match Rule

Name: | MatchComm2001

Description: |optiona

Match Regex Community Terms:

Name Community Type
Match Community Terms:
Name Description
] matchCommzo01
Match Prefix.
P Description Agoregate
J o000 True

o Create Match Community Term
Name: | MatchComm2001
Description: | optiona
'
=
Match Community Factors:
Description
= Scope
regular:as2-nn2:2001:2001 Transitive
W+
n Create Set Rules for a Route Map
STEP 1 > Select
Name: [S:
n Description: | optiona!
m +

Less than Mask
Set Community: [

Set Route Tag: []
Set Dampening: []
Set Weight: []

Set Next Hop: []
Set Preference: D

] 0

route-map exp-ctx-proto-2359302, permit,

Match clauses:
ip address prefix-lists:
ipv6é address prefix-lists:
community (community-list filter):
Set clauses:
tag 4294967295

metric-type type-1

permit 2001 2001

S1P2-Leaf301# show ip prefix-list IPv4-proto32770-2359302-agg-ext-out-default-export4MatchComm20015MatchComm2001-dst
ip prefix-list IPv4-proto32770-2359302-agg-ext-out-default-export4dMatchComm20015MatchComm2001-dst: 1 entries

seq 1 permit 0.0.0.0/0 le 32

sequence 18201

IPv4-proto32770-2359302-agg-ext-out-defaul t-export4MatchComm20015MatchComm2001-dst
IPv6-deny-all
proto32770-2359302-agg-ext-out-default-export4MatchComm20015MatchComm2001-rgcom

] show 1p community-list proto32770-2359302-agg-ext-out-default-export4MatchComm20015MatchComm2001-rgcom
032770-2359302-agg-ext-out-default-export4MatchComm20015MatchComm2001-rgcom

[ Set Metric Type: Metric Type: OSPF type1 metric

Additinnal Comminities: [
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S e q U e n C e 3 Create Match Ruie

Name: | MatchBd

Description: | optiona

Match Regex Community Terms:

Create Route Control Context 0

Order: |7 ~

Name

Name: | PermitBD
Action Deny Permit
Description: |optional Match Community Terms:
Name
Set Rule: |select a value

Associated MEFI{T:S W o+
Rule Name

I MatchBd Match Prefix:

P

Regular Community Type  Description
Expression

Description

Description Aggregate Greater than

Miask

I | 172.16.0.0/16 True Io

09 |

w +

Less than Mask

0

route-map exp-ctx-st-2359302, permit, sequence 11001
Match clauses:

ip address prefix-lists: IPv4-st32770-2359302-exc-ext-out-default-export4PermitBD7MatchBd-dst

ipv6é address prefix-lists: IPv6-deny-all
Set clauses:
tag 4294967295

S1P2-Leaf301# show ip prefix-list IPv4-st32770-2359302-exc-ext-out-default-exportd4PermitBD7MatchBd-dst

i refix-list IPv4-st32770-2359302-exc-ext-out-default-export4PermitBD7MatchBd-dst:
i seq 1 permit 172.16.0.0/16 le 32|

1l entries
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Full route-map used from BGP to OSPF
proto route-map

S1P2-Leaf301# show route-map exp-ctx-proto-2359302

route-map exp-ctx-proto-2359302, permit, sequence 11001
Match clauses:
ip address prefix-lists: IPv4-proto32770-2359302-exc-ext-out-default-export4PermitBD7MatchBd-dst
ipvé address prefix-lists: IPv6-deny-all
Set clauses:
tag 4294967295
route-map exp-ctx-proto-2359302, deny, sequence 17201
Match clauses:
ip address prefix-lists: IPv4-proto32770-2359302-agg-ext-out-default-export4DenyComml10013MatcComml1001-dst
ipv6é address prefix-lists: IPv6-deny-all
community (community-list filter): proto32770-2359302-agg-ext-out-default-export4DenyComml0013MatcComml001-rgcom
Set clauses:
route-map exp-ctx-proto-2359302, permit, sequence 18201
Match clauses:
ip address prefix-lists: IPv4-proto32770-2359302-agg-ext-out-default-export4MatchComm20015MatchComm2001-dst
ipv6é address prefix-lists: IPv6-deny-all
community (community-list filter): proto32770-2359302-agg-ext-out-default-export4MatchComm20015MatchComm2001-rgcom
Set clauses:
tag 4294967295
metric-type type-1

order of sequence in route-map have 2 rules
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External OSPF router RIB

POD2-router2# show ip route vrf DC:DC

10.99.0.0/24, ubest/mbest: 2/0
*via 192.168.102.1, Vl1an942, [110/41], 00
*via 192.168.102.2, V1an942, [110/41], 00

172.16.21.0/24, ubest/mbest: 2/0
*via 192.168.102.1, Vl1ian942, [110/20], 0O
*via 192.168.102.2, Vl1ian942, [110/20], 00
172.16.22.0/24, ubest/mbest: 2/0
*via 192.168.102.1, V1ian942, [110/20], 0O
*via 192.168.102.2, V1an942, [110/20], 00

:08:
:08:

:23:
:23:

:23:
:23:

03,
03,

24,
24,

24,
24,

NO 10.1.0.0/24 (filtered by outbound ospf route-map)

ospf-1, 4294967295
ospf-1, 4294967295

ospf-1, 4294967295
ospf-1, type-2, tag 4294967295

ospf-1, type-2, tag 4294967295
ospf-1, 4294967295

CIscc>[£¢iéyj/
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Route Control Strategy — Approach 1a and 1b
ACI| Day O implementation

Ta - BD subnet on BD - Transit on L3out

Easy to deploy subnet - All controls
under BD

BD L3 Out
On L3out itself no visibility or [ BD Subnet A } Transit Subnet B
information on which BD subnet will be - Advertised externally - Export route-control
send out |
Aggregation of BD subnet in prefix-list

is impossible

[
»

BD associated to L3out

1b -Transit and BD subnet on L3out

L3 Out
BD Transit Subnet B AND
BD subnet A
- Export route-control

L3out can decide which BD is advertise

No differentiation between internal BD BD Subnet A

subnet and transit route, neither in Ul, - Advertised externally

neither in route-map on leaf
Aggregation of subnet in prefix-list possible

but requires route-map
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Route Control Strategy -
Approach 2a and 2b Full route-map approach

Pros :

» Closer feeling to regular router

« Very tight control on routing 29 — All protocols (2 1+ code)

» Aggregation of subnet in prefix-list very easy

* More scalable - easier to troubleshoot L3 Out

* Only one configuration place for route control BD Route-map (default-export)

Cons : _ BD Subnet A - Match prefix (BD and transit)

: H_ard to migrate fr_om Approach 1 to route-map - Advertised externally - Aggregate (optional)

« Little more complicated _ - Set parameters (optional)

» For BGP : common route-map for all neighbors
on same L3

E— 2b - BGP L3out (4.2+ code)

» Even closer to regular router
+ Same Pros as 2a ' \ “ L3 Out =
Cons : _ BD Route-map defined per neighbor
» Even Hard tp migrate from Approach 1 to route- BD Subnet A - Match prefix (BD and transit)
map per neighbor - best for greenfield - Advertised externally - Aggregate (optional)
« None - Set parameters (optional

- /

cisco M— BRKDCN-3678 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 65




Policy enforcement for Layer 3 summary

Assumption is using default vrf ingress enforcement mode

Apic GUI

e

<

External subnet for external Epg in L3out

~

Allocate external subnet to External EPG pcTag
Possibility to use supernet
GUI refused duplicate subnet with same mask in
same VRF
0.0.0.0/0 is the exception that can be reused

» Flexibility BUT risks of unwanted traffic flow

4

cisco Lz/&/ BRKDCN-3678

> &% Ecommerce

=
Policy Control Enforcement Direction: @
N~

Switch

Show zoning-prefix
Aggregate all External subnet of all
External EPG per VRF
Distributed to all leaf of the VRF
Policy enforcement always on non
Border-leaf in both direction
Longest prefix match behavior
(LPM)
0.0.0.0/0 uses wildcard pcTag 15
in egress and vrf pcTag in ingress
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
iS very important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-
catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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