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Gx AVP

1 Gx AVP

1.1 In This Section

This guide provides an overview of supported Gx Attribute Value Pairs (AVP) for the
7750 SR. The implementation is based on Gx Release v11.12, doc 3GPP 29212-

bc0.doc.

The AVP descriptions are organized per application.

Table 1 displays the conventions used in this guide.

Table 1

Attribute Conventions

Attribute

Description

0

This attribute MUST NOT be present in packet.

0+

Zero or more instances of this attribute MAY be present in packet.

0-1

Zero or one instance of this attribute MAY be present in packet.

1

Exactly one instance of this attribute MUST be present in packet.

Topics include:

* AVPs

— Reserved Keywords in the 7750 SR

— Standard Diameter AVPs

— Standard Diameter AVPs (format)

— ALU-Specific AVPs

— ALU-Specific VSAs (format)

— Diameter-Based AVP Applicability

— Gx AVP Applicability

— ALU-Specific AVP Applicability

— Result Codes (Result-Code AVP)

— Rule Failure Codes (Rule-Failure-Code AVP)
— Event Triggers (Event-Trigger AVP)

— Termination Causes (Termination-Cause AVP)

Issue: 01
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1.2 AVPs

Certain AVPs are applicable in only one direction, while others are applicable to both
directions.

AVPs sent by the 7750 SR are used to:

« inform the PCRF of the host creation/termination and the subscriber host identity
in the 7750 SR

« inform the PCRF of the functionality supported in the 7750 SR
* report certain events related to the subscriber-host

* report the status of the rules

* report usage monitoring

* report status of the host (existent/non-existent)

AVPs sent by PCRF towards the 7750 SR are used to:

« install or activate policies

* request usage monitoring

* terminate the subscriber-host

* request status of the subscriber-host (existent/non-existent).

AVPs that apply to both directions are used for base Diameter functionality such as
peering establishment, routing of the Diameter messages, session identification and
reporting of catastrophic failures (OSI change).

6 3HE 10787 AAAB TQZZA 01 Issue: 01
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Gx AVP

1.2.1 Reserved Keywords in the 7750 SR

Issue: 01

The reserved keywords used to identify referenced object type within the 7750 SR
are listed in Table 2. See Standard Diameter AVPs (format) for further reference.

Table 2 Reserved Keywords in the 7750 SR
Reserved Keywords in the 7750 SR Used in AVP
ingr-v4: charging-rule-name
ingr-ve: charging-rule-name
egr-v4: charging-rule-name
egr-ve: charging-rule-name
in-othr-v4; charging-rule-name
in-othr-v6: charging-rule-name
sub-id charging-rule-name
sla-profile: charging-rule-name
sub-profile: charging-rule-name
inter-dest: charging-rule-name
cat-map: charging-rule-name
aa-functions: adc-rule-name, charging-rule-name
aa-um charging-rule-name

3HE 10787 AAAB TQZZA 01
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1.2.2 Standard Diameter AVPs

Applications for which the described AVPs apply:

* Gx-PM-ESM — Policy Management for Enhanced Subscriber management

* Gx-UM-ESM — Usage Monitoring for Enhanced Subscriber Management
* Gx-PM-AA — Policy Management for Application Assurance
* Gx-UM-AA — Usage Monitoring Application Assurance

The AVPs listed in Table 3 that do not have an associated application are AVPs that
are used for generic purposes and their use can extend through all applications.

Table 3 Standard Diameter AVPs (description)
AVP ID | AVP Name Section Application Description
Defined
5 NAS-Port RFC 2865/85.5 | — Refer to the RADIUS Attribute Reference
RFC 4005/ 84.2 Guide.
8 Framed-IP-Address | RFC 4005/ — This AVP specifies the IPv4 address of the
86.11.1 subscriber host. The IPv4 address is
obtained prior to Gx session
establishment. The IPv4 address cannot
be assigned to the subscriber host by
PCRF via Gx but is instead used only for
reporting.
25 Class RFC 2865 / — This attribute is available to be sent by the
§5.25 PCREF to the 7750 SR and is echoed
unmodified by the 7750 SR to the PCRF.
The 7750 SR does not interpret this
attribute locally.
30 Called-Station-Id RFC 2865 / — Refer to the RADIUS Attribute Reference
§5.30 RFC 4005 Guide.
/84.5
31 Calling-Station-1D RFC 4005/84.6 | — Refer to the RADIUS Attribute Reference
Guide.
55 Event-Timestamp RFC 6733/ — This AVP records the time that this event
§8.21 occurred on the 7750 SR, in seconds
since January 1, 1900 00:00 UTC
8 3HE 10787 AAAB TQZZA 01 Issue: 01
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Gx AVP

Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

61

NAS-Port-Type

RFC 2865 /
§5.41

RFC 4005/ 84.4
RFC 4603

Refer to the RADIUS Attribute Reference
Guide.

87

NAS-Port-Id

RFC 2869 /
§5.17

RFC 4005/ 84.3

Refer to the RADIUS Attribute Reference
Guide.

92

NAS-Filter-Rule

RFC 4849

Gx-PM-ESM

Refer to the RADIUS Attribute Reference
Guide.

This AVP is nested within the Charging-
Rule-Definition AVP.

97

Framed-IPv6-Prefix

RFC 4005 /
§6.11.6

This AVP specifies the IPv6-prefix/prefix-
length that is assigned to the host via
SLAAC (Router Advertisement) to the
WAN side of the user. The IPv6-prefix/
prefix-length is obtained prior to Gx
session establishment. The facilities to
provide the IPv6-prefix/prefix-length to the
subscriber-host are DHCP server/local
pools, Radius or LUDB. The IPv6-prefix/
prefix-length cannot be assigned to the
subscriber host by PCRF via Gx. Instead
the IPv6-prefix/prefix-length is the one
being reported to the PCRF during the
host instantiation phase.

123

Delegated-IPv6-
Prefix

RFC 4818

This attribute carries the Prefix (ipv6-
prefix/prefix-length) assigned to the host
via DHCPvV6 (IA-PD) for the LAN side of
the user (IPoE, PPPoE). The IPv6-prefix/
prefix-length is obtained prior to Gx
session establishment. The facilities to
provide the IPv6-prefix/prefix-length to the
subscriber-host are DHCP server/local
pools, Radius or LUDB. The IPv6-prefix/
prefix-length cannot be assigned to the
subscriber host by PCRF via Gx. Instead
the IPv6-prefix/prefix-length is the one
being reported to the PCRF during the
host instantiation phase.

Issue: 01
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

257

Host-IP-Address

RFC 6733/
§5.3.5

This AVP is used to inform a Diameter
peer of the sender's IP address.

The IPv4 address used is the one
configured in the diameter-peer-policy. If
none is configured, then system-ip
address is used.

258

Auth-Application-Id

RFC 6733/ 86.8

This AVP indicates supported Diameter
applications. The application support is
exchanged in CER/CEA when the peering
sessions is established.

The diameter base protocol does not
require application id since its support is
mandatory.

The Gx application id value is 16777238
and it is advertised in Auth-Application-Id
AVP within the grouped Vendor-Specific-
Application-ld AVP in CER message.

In addition, each Gx specific message

carries Auth-Application-ld AVP with the
value of 16777238.

260

Vendor-Specific-
Application-1d

RFC 6733/
§6.11

This is a Grouped AVP that is used to
advertise support of a vendor-specific
Diameter application in CER/CEA
messages. Gx is one such application.
This AVP contains the vendor-id AVP of
the application and the auth-application-id
AVP.

263

Session-id

RFC 6733/ 88.8

This AVP must be present in all messages
and it is used to identify a specific IP-Can
session. IP-Can session corresponds to a
subscriber host, which can be DHCPv4/
v6, PPPoX or ARP host. Session-id AVP is
unique per host.

Dual stack host (IPoE or PPPoX) share a
single session-id.

264

Origin-Host

RFC 6733/86.3

This AVP must be present in all messages
and it is used to identify the endpoint
(Diameter peer) that originated the
message.

10

3HE 10787 AAAB TQZZA 01

Issue: 01



GX AVPS REFERENCE GUIDE Gx AVP
RELEASE 14.0.R4

Table 3 Standard Diameter AVPs (description) (Continued)
AVP ID | AVP Name Section Application Description
Defined
265 Supported-Vendor- | RFC 6733/ — This AVP is used in CER/CEA messages
Id 85.3.6 in order to inform the peer that the sender

supports a subset of) the vendor-specific
AVPs defined by the vendor identified in
this AVP.

Supported vendors in the 7750 SR are:
3GPP — 10415

ETSI— 13019

ALU — 6527

BBF — 3561

266 Vendor-1d RFC 6733/ — The value of this AVP is the IANA
85.3.3 assigned code to a specific vendor.

This AVP may be part of the Vendor-
Specific-Application-ld AVP, Failed-AVP
AVP, Experimental-Result AVP to identify
the vendor associated with the relevant
message/AVP.

In case of a standalone vendor-id AVP
(outside of any grouped AVP) that is
conveyed in CER/CEA messages, it is
envisioned that this AVP along with the
Product-Name AVP and the Firmware-
Revision AVP may provide useful
debugging information.

Supported vendor-id AVPs in the 7750 SR

are:
3GPP — 10415
ETSI— 13019
ALU — 6527
267 Firmware-Revision RFC 6733/ — The SR OS version is reported.
§5.3.4
268 Result-Code RFC 6733/87.1 | — This AVP indicates whether a particular

request was completed successfully or an
error occurred.

All answer messages in Diameter/Gx must
include one Result-Code AVP or
Experimental-Result AVP.

For the list of supported error codes see
Table 10.

Issue: 01 3HE 10787 AAAB TQZZA 01 11
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

269

Product-Name

RFC 6733/
§5.3.7

This AVP specifies the vendor-assigned
name.

278

Origin-State-Id

RFC 6733/
§8.16

This AVP is used to inform the PCRF of the
loss of the state on the 7750 SR side. Its

value monotonically increases each time

the PCRF is rebooted with the loss of the
previous state.

Since Gx sessions are not persistent in the
7750 SR, Origin-State-Id increases each

time the 7750 SR is rebooted.

279

Failed-AVP

RFC 6733/87.5

This is a Grouped AVP that provides
debugging information in cases where a
request is rejected or not fully processed
due to the erroneous information in
specific AVP. The value of the Result-
Code AVP will provide information on the
reason for the Failed-AVP AVP.

The Failed-AVP AVP contains the entire
AVP that could not be processed
successfully.

281

Error-Message

RFC 6733/87.3

This AVP provides more information of the
failure that is indicated in the Result-Code
AVP.

283

Destination-Realm

RFC 6733/ 86.6

This AVP represents the realm to which
this message is to be routed. The value of
this AVP is either explicitly configured in
the 7750 SR.

285

Re-Auth-Request-
Type

RFC 6733/
§8.12

This AVP is mandatory in RAR requests.
The content of this AVP is ignored by the
7750 SR.

293

Destination-Host

RFC 6733/ 86.5

This AVP represents the host to which this
message is to be sent. The value of this
AVP can be explicitly configured.

In case that it is omitted, the DRA
(Diameter relay-agent) that receives the
message will select the destination host to
which the message will be sent.

12
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Gx AVP

Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

295

Termination-Cause

RFC 6733/
§8.15

This AVP is used to indicate the reason
why a session was terminated on the
7750 SR.

The supported termination causes in the
7750 SR are given in Table 13.

296

Origin-Realm

RFC 6733/ 86.4

This AVP contains the realm of the
originator of message. In the 7750 SR, the
Origin-Realm is explicitly configured per
Diameter peer.

297

Experimental-
Result

RFC 6733 /87.6

This is a Grouped AVP that indicates
whether a particular vendor-specific
request completed successfully or
whether an error occurred. It contains a
vendor-assigned value representing the
result of processing a request.

The result-code AVP values defined in
Diameter Base RFC (6733, §7.1) are also
applicable to Experimental-Result AVP.

For a list of Gx-specific Experimental-
Result-Code values supported in the
7750 SR, see the Table 10. For Gx
application, the vendor-id AVP is set to
10415 (3GPP).

All answer messages defined in vendor-
specific application must include either
one Result-Code AVP or one
Experimental-Result AVP.

298

Experimental-
Result-Code

RFC 6733 /87.7
29.214/85.5

This AVP specifies vendor-assigned
(3GPP — Gx) values representing the
result of processing the request.

For a list of the 7750 SR supported values
for Gx refer to Table 10.

Issue: 01
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

302

Logical-Access-Id

ETSI TS 283
034/§7.3.3

BBF TR-134
(§7.1.4.1)

This AVP contains information describing
the subscriber agent circuit identifier
corresponding to the logical access loop
port of the Access Node from which the
subscriber's requests are initiated,
namely:

» circuit-id from DHCPv4 Option
(82,1)
* circuit-id from PPPOE tag (0x105,

0x00000de9 [dsl| forum], Ox01 —
DSL Forum TR-101)

« interface-id from DHCPv6 option
18.

The vendor-id in CER is set to ETSI
(13019).

313

Physical-Access-Id

ETSI TS 283
034/ §7.3.14
BBF TR-134
(§7.1.4.1)

This AVP contains information about the
identity of the physical access to which the
user device is connected, namely:

 remote-id from DHCPv4 Option
(82,2)
 remote-id from PPPoE tag

(0x105, 0x00000de9 [dsl forum],
0x02 — DSL Forum TR-101)

* remote-id from DHCPv6 option
37.

The vendor-id in CER is set to ETSI
(13019).

412

CC-Input-Octets

RFC 4006 /
§8.24

Gx-UM-ESM
Gx-UM-AA

This AVP contains the number of
requested, granted or used octets from the
user.

414

CC-Output-Octets

RFC 4006 /
§8.25

Gx-UM-ESM
Gx-UM-AA

This AVP contains the number of
requested, granted or used octets towards
the user.

415

CC-Request-
Number

RFC 4006 / 88.2

This AVP identifies each request within
one session. Each request within a
session has a unique CC-Request-
Number that is used for matching requests
with answers.

14
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Gx AVP

Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

416

CC-Request-Type

RFC 4006 / 88.3

This AVP identifies the request type:
INITIAL_REQUEST (CCR-I)
UPDATE_REQUEST (CCR-U)
TERMINATION_REQUEST (CCR-T)

418

CC-Session-
Failover

RFC 4006 / 8.4

This AVP controls whether the secondary
peer will be used in case that the primary
peer is unresponsive (peer failover
behavior). The unresponsiveness is
determined by the timeout of the
previously sent message.

If this AVP is not supplied via PCRF, the
locally configured options in the 7750 SR
will determine the peer failover behavior.
For further details on the peer failover
behavior, refer to “Gx Fallback Function”
section in the Gx Configuration Guide.

421

CC-Total-Octets

RFC 4006 /
§8.23

Gx-UM-ESM
Gx-UM-AA

This AVP contains the number of
requested, granted or used octets
regardless of the direction (sent or
received).

427

Credit-Control-
Failure-Handling

RFC 4006 /
§8.14

This AVP controls whether the subscriber
will be terminated or instantiated with
default parameters in case that the PCRF
is unresponsive. The unresponsiveness is
determined by the timeout of the
previously sent message.

If this AVP is not supplied via PCRF, the
locally configured options in the 7750 SR
will determine the behavior. For further
details, refer to “Gx Fallback Function”
section in the Gx Configuration Guide.

Issue: 01
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Table 3 Standard Diameter AVPs (description) (Continued)
AVP ID | AVP Name Section Application Description
Defined
431 Granted-Service- RFC 4006 / Gx-UM-ESM | This Grouped AVP is sent by PCRF to the
Unit 88.17 Gx-UM-AA 7750 SR for usage monitoring purposes.
Once the granted amount of units is
consumed by the user, a report is sent
from the 7750 SR to the PCRF.
The amount of consumed units can be
measured on three different levels:
« session level (host level)
» PCC rule level (credit category in
the 7750 SR)
» ADC rule level (AA level in the
7750 SR)
433 Redirect-Address- RFC 4006 / Gx-PM-ESM | This AVP specifies the address type of the
Type 88.38 HTTP redirect server.
URL (2) type is the only address type
supported in the 7750 SR.
435 Redirect-Server- RFC 4006 / Gx-PM-ESM | This AVP specifies the URL string of the
Address 88.39 redirect server.
443 Subscription-Id RFC 4006 / — This AVP is of type Grouped and is used to
§8.46 identify the subscriber host in the
7750 SR. The nested AVPs are
subscription-id-data and subscription-id-
type.
16 3HE 10787 AAAB TQZZA 01 Issue: 01
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Gx AVP

Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

444

Subscription-1d-
Data

RFC 4006 /
§8.48

This AVP is part of the subscription-id AVP
and is used to identify the host by:

e Circuit-id

* Dual-stack-remote-id
* Imei

e Imsi

» Mac of the host

* Msisdn
 Subscriber-id

» Username (ppp-username or a
string returned in the Username
attribute via RADIUS or NASREQ)

Subscription type (subscription-id-type
AVP) has to be explicitly set via CLI. The

data will be formatted according to the type
set.

446

Used-Service-Unit

RFC 4006 /
§8.19

Gx-UM-ESM
Gx-UM-AA

This AVP is of type Grouped and it
represents the measured volume
threshold for usage monitoring control
purposes.

It is sent in the Usage-Monitoring-Report
AVP from the 7750 SR to the PCRF when
the granted unit threshold is reached or in
response to a usage-report request from
the PCRF.

450

Subscription-Id-
Type

RFC 4006 /
§8.47

This AVP is used to determine which type
of identifier is carried by the subscription-id
AVP. The following formats (types) are
supported in the 7750 SR:

» E.164 format (ITU-T E.164)
 IMSI format (ITU-T E.212)
* NAI format (RFC 2486)

* Private format

458

User-Equipment-
Info

RFC 4006 /
§8.49

This is a Grouped AVP that carries
information about the identity and the
capabilities of the host.

Issue: 01
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

459

User-Equipment-
Info-Type

RFC 4006 /
§8.50

This AVP is nested within the User-
Equipment-Info AVP. The following types
are supported in the 7750 SR:

* IMEISV - contains the IMEI and
software version according to
3GPP TS 23.003 document.

« MAC address

* Eui64 based on 48-bit MAC
address with Oxfffe inserted in the
middle.

» Modified_eui64 — similar to eui64
but with inverted ‘u’ bit as defined
in: http://standards.ieee.org/
develop/regauth/tut/eui64.pdf
and RFC 4291.

460

User-Equipment-
Info-Value

RFC 4006 /
§8.51

This AVP carries the value that is defined
by the User-Equipment-Info-Type AVP.

507

Flow-Description

29.214/85.3.8

Gx-PM-ESM

This AVP is nested within Flow-
Information AVP. It identifies traffic within
the PCC rule based on the 5 tuple.

511

Flow-Status

29.214/85.3.11

Gx-PM-ESM

This AVP is used to set the service gating
action for the service represented by the
PCC rule. It is nested inside of Charging-
Rule-Definition AVP.

Supported values are:
* ENABLED (2)
* DISABLED (3)

The service identified by PCC rule is by
default enabled (Flow-Status =
ENABLED). If explicitly configured within
the PCC rule, it must be accompanied with
one or more additional actions. Otherwise,
the entire PCC rule instantiation will fail.
Flow-Status = DISABLED can be the sole
action within the PCC rule. Traffic
associated with this action, will be
dropped.

18
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Gx AVP

Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

515

Max-Requested-
Bandwidth-DL

29.214/85.3.14

Gx-PM-ESM

Depending on the context in which it is
configured (nested), this AVP represents
the egress PIR of a queue or a policer.

516

Max-Requested-
Bandwidth-UL

29.214/85.3.15

Gx-PM-ESM

Depending on the context in which it is
configured (nested), this AVP represents
the ingress PIR of a queue or a policer.

628

Supported-
Features

29.229/ 86.3.29
29.212/85.4.1

This is a Grouped AVP that is used during
Gx session establishment to inform the
destination host about the required and
optional features that the origin-host
supports.

The 7750 SR will advertise the support for
the following:

* Gx Rel 8,9,10,11, 12
* ADC

The 7750 SR sends this AVP with M-bit
cleared.

This AVP is ignored when received by the
7750 SR.

629

Feature-List-1d

29.229 / 86.3.30

This AVP contains the identity of a feature
list. This AVP allows differentiation
between multiple feature lists in case that
an application has multiple feature lists
defined.

Gx reference point has only one feature list
defined (feature-list-id = 1). The vendor-id
is set to 10415 (3GPP).

630

Feature-List

29.229/86.3.31

This AVP contains a bitmask indicating the
supported feature in Gx.

The Gx features in feature-list 1 are
defined in 3GPP TS 29.212, §85.4.1, table
5.4.1.1.

The 7750 SR advertises the support for
the following features:

* Gx Rel 8,9,10, 11
* ADC

Issue: 01
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1001

Charging-Rule-
Install

29.212/85.3.2

This AVP is of type Grouped and is used to
enforce overrides, install NAS filter inserts
and install or modify PCC rules in the node
as instructed by PCRF.

Each override, NAS filter insert or a PCC
rule that is to be instantiated is identified by
the charging-rule-name AVP.

1002

Charging-Rule-
Remove

29.212/85.3.3

This AVP is of type Grouped and is used to
remove PCC rules from an IP CAN
session.

Note that Gx overrides (ESM string
overrides, updates of queue/policer rates,
filter overrides, category-map overrides),
cannot be removed. For those cases, the
Charging-Rule-Remove AVP is ignored,
even if the M-bit in the AVP is set.

1003

Charging-Rule-
Definition

29.212/85.3.4

This AVP is of type Grouped and is used
for rule overrides, NAS filter inserts or PCC
rules installation. It contains nested AVPs
that define the overrides (rate changes of
a subscriber, a queue or a policer, etc.),
NAS filter insert or a complete new PCC
rule definition.

The override/PCC rule (defined by the
Charging-Rule-Definition) is instantiated
via Charging-Rule-Install AVP.
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Table 3 Standard Diameter AVPs (description) (Continued)
AVP ID | AVP Name Section Application Description
Defined
1005 Charging-Rule- 29.212/85.3.6 — This AVP is used to:
Name

» Reference a predefined rule in the
node. This predefined rule
represents an override of an
existing rule. The override will be
activated by including Charging-
Rule-Name AVP nested within the
Charging-Rule-Install AVP sent
from the PCRF to the 7750 SR.

Name the PCC. rule which is
defined through Charging-Rule-
Definition AVP. Once the PCC
rule is installed, it can be removed
by referencing the PCC rule
name.

Reportrule/override status in case
of a rule/override activation
failure. The status will be reported
within Charging-Rule-Report AVP
sent from the node to the PCRF.

1006 Event-Trigger 29.212/85.3.7 — This AVP can be sent from the PCRF to
subscribe to a particular event in the
7750 SR.

When certain events occur on the

7750 SR, they will be reported to the
PCREF in the related AVP along with the
event trigger indication.

The supported events are listed in
Table 12.
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1010

Precedence

29.212/85.3.11

Gx-PM-ESM

This AVP is carried within a PCC rule
definition (Charging-Rule-Definition) and it
determines the order in which PCC rules
are installed for the subscriber-host. PCC
rules with lower values are evaluated
before PCC rules with higher values.

PCC rules without the Precedence value
will be automatically ordered by the
system in order to optimize the use of
system resource.

In case that there is a mix of PCC rules
with and without the Precedence value,
PCC rules without the explicit Precedence
value will be ordered after the PCC rules
with the explicitly set Precedence value.

1014

ToS-Traffic-Class

29.214 /85.3.15

Gx-PM-ESM

This AVP is nested within Flow-
Information AVP. It identifies traffic within
the PCC rule based on DSCP bits. The
only supported mask in this AVP is
11111100 (6 bits denoting DSCP field).

1016

QoS-Information

29.212/85.3.16

Gx-PM-ESM

This AVP is used to rate-limit a flow within
a PCC rule definition.

It can also be used to define QoS
overrides that can be submitted from
PCREF to the 7750 SR. The overrides are
nested in Charging-Rule-Definition AVP
and are activated in the 7750 SR via
Charging-Rule-Install AVP.

The supported QoS overrides are:

» Queue rates, bursts size and
weight

« Policer rates and burs size

» Subscriber egress aggregate rate
limit

« Arbiter rates
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1018

Charging-Rule-
Report

29.212/85.3.18

This AVP is of type Grouped and is used to
report the status of PCC rules in the
7750 SR.

Failure to install or activate one or more
policy rules will be always reported in
CCR-u messages. One or more Charging-
Rule-Report AVP(s) in CCR-u command
will be included, indicating the failed rules.
The report about successful rule
activation or rule resource allocation is not
sent to the PCRF even in the cases when
the PCRF specifically demands such
reports from the 7750 SR.

1019

PCC-Rule-Status

29.212/85.3.19

This AVP describes the status of the rules
as active or inactive and is nested within
the Charging-Rule-Report AVP.

1025

Guaranteed-Bitrate-
DL

29.212/85.3.25

Gx-PM-ESM

Depending on the context in which it is
configured (nested), this AVP represents
the egress CIR of a queue or a policer.

1026

Guaranteed-Bitrate-
uL

29.212/85.3.26

Gx-PM-ESM

Depending on the context in which it is
configured (nested), this AVP represents
the ingress CIR of a queue or a policer.

1027

IP-CAN-Type

29.212 / 85.3.27

This AVP indicates the type of
Connectivity Access Network in which the
user is connected.

The supported value in the 7750 SR is
xDSL (code 2).
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1028

QoS-Class-
Identifier

29.212 / 85.3.17

This AVP identifies a QoS forwarding class
within the router. Mapping between QCls
and forwarding classes in the 7750 SR is
the following:

« QCl1— FCH1
« QCl 2 — FC H2
« QCI3—FCEF
«QCl4—FCL1
« QCI5—FC NC
« QCl 6 — FC AF
«QCI7—FC L2
- QCI 8 —FCBE

1031

Rule-Failure-Code

29.212/85.3.38

This AVP is sent from the router to the
PCRF within a Charging-Rule-Report or
ADC-Rule-Report AVP to identify the
reason a rule is being reported. For the list
of supported failure codes in the 7750 SR,
see Table 11.

1032

RAT-Type

29.212/85.3.31

This AVP is used to identify the radio
access technology that is serving the UE.
This is used for WiFi users and the
supported value in the router is WLAN(O).

1045

Session-Release-
Cause

29.212/85.3.33

Gx-PM-ESM
Gx-PM-AA

This AVP is used to terminate the Gx
session from the PCRF side. The reason
for session termination will be included in
this AVP. The reason for the session
termination is ignored by the router.

1050

AN-GW-Address

29.212/85.3.49

This AVP is the system IPv4 address of
the 7750 SR.
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1058

Flow-Information

29.212 / 85.3.53

Gm-PM-ESM

This is a Grouped AVP carrying
information about traffic identification with
the PCC rule. This AVP is nested within
Charging-Rule-Definition AVP.

Possible traffic identifiers within this AVP
are:

* Flow-Description AVP — 5 tuple
information.

* ToS-Traffic-Class AVP — DSCP
bits.

* Flow-Direction AVP — ingress or
egress direction of the traffic.

1066

Monitoring-Key

29.212/85.3.59

Gx-UM-ESM
Gx-UM-AA

This AVP is used for usage monitoring, as
an identifier for a usage monitoring control
instance.

This AVP can be nested within:

 Charging-Rule-Definition AVP ?—
in this case the Monitoring-Key
AVP is used to represent the PCC
rule for which usage monitoring
might be needed.

» Usage-Monitoring-Information
AVP — in this case the
Monitoring-Key AVP is used to
trigger or report the usage
monitoring action for the entity
represented by the Monitoring-
Key AVP.
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1066
cont'd

Monitoring-Key

29.212/ 85.3.59

Gx-UM-ESM
Gx-UM-AA

The usage monitoring can be performed
on multiple levels as requested by the
Usage-Monitoring-Level AVP nested
within the Usage-Monitoring-Information
AVP:

* If the level is IP-CAN session,
then the monitoring-key is an
arbitrary octetstring set by the
PCRF — usage monitoring is
performed for the entire IP-CAN
session (which represent a host/
sla-profile instance)

If the level is pcc rule, then the
Monitoring-Key will refer to either
the predefined category (name) in
the 7750 SR, or the PCC rule
represented by the Monitoring-
Key AVP as defined in the
Charging-Rule-Definition AVP.

If the level is adc rule, then the
monitoring-key is an arbitrary
unigque name that refers to a
unique Tdf-App-Id defined in an
Adc-Rule.

There can be up to three monitoring-keys
in a single Gx messages.

1067

Usage-Monitoring-
Information

29.212/ 85.3.60

Gx-UM-ESM
Gx-UM-AA

This AVP is of type Grouped and it
contains the usage monitoring control
information. It is used to activate usage
monitoring and grant service units when it
is sent from the PCRF towards the

7750 SR.

The 7750 SR will use this AVP to report
usage monitoring to the PCRF.
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1068

Usage-Monitoring-
Level

29.212/85.3.61

Gx-UM-ESM
Gx-UM-AA

This AVP is sent by PCRF to indicate the
level on which usage monitoring is
performed in the 7750 SR:

* |P-CAN session level
* PCC rule level
* ADC rule level

If usage-monitoring-level AVP is not
provided, its absence indicates the pcc
rule level usage monitoring.

1069

Usage-Monitoring-
Report

29.212/ 85.3.62

Gx-UM-ESM
Gx-UM-AA

This AVP is sent by the PCRF to indicate
that the accumulated usage monitoring is
to be reported by the 7750 SR regardless
of whether a usage monitoring threshold is
reached. In other words, this AVP
indicated immediate request for a usage
monitoring report.

A single value for this AVP is defined:
0 — usage_monitoring_report_required

1070

Usage-Monitoring-
Support

29.212/85.3.63

Gx-UM-ESM
Gx-UM-AA

This AVP is sent by the PCRF to indicate
whether the usage monitoring will be
disabled for certain monitoring key.

The following value is defined:

0 — usage_monitoring_disabled

When usage-monitoring is disabled for a
certain monitoring-key in this fashion, the
7750 SR will generate a new CCR-u with
the event-trigger AVP set to ‘usage_report
to report the accumulated usage for the
disabled usage monitoring entities.
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1080

Flow-Direction

29.212 / 85.3.65

Gx-PM-ESM

This AVP is nested within the Flow-
Information AVP. It identifies the direction
in which the PCC rule is applied (ingress or
egress).

Supported values are:

* DOWNLINK (1) — egress
direction

* UPLINK (2) — ingress direction.

The direction to which the PCC rule is
applied can come from the following two
sources, in the order of preference:

* Flow-Direction AVP inside of the
Flow-Information AVP.

* Inside of the Flow-Description
AVP as part of IPFilterRule type
(direction field).

1085

Redirect-
Information

29.212/85.3.82

Gx-PM-ESM

Thisis a Grouped AVP that contains HTTP
redirect information. This can be used in:

* PCCrules to HTTP redirect a flow
or a group of flows.

« HTTP redirect overrides to
override currently applied URL
within the subscriber filter.
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Table 3 Standard Diameter AVPs (description) (Continued)
AVP ID | AVP Name Section Application Description
Defined

1086 Redirect-Support 29.212/85.3.83 Gx-PM-ESM | This AVP is nested inside of Redirect-
Information AVP.

The values of this AVPs are:
 REDIRECTION_DISABLED (0)
* REDIRECTION-ENABLED (1)

The behavior for Redirect-Support in the
7750 SR is the following:

« If the AVP value is:
REDIRECTION_ENABLED —
The 7750 SR will accept it and
HTTP redirect will be in effect.

* If the AVP value is different from:
REDIRECTION_ENABLED and
M-bit is set (or inherited from
parent AVP): — The 7750 SR will
reject it and the rule will fail.

* If the AVP value is different from:
REDIRECTION_ENABLED and
M-bit is not set in this AVP or any
of parent AVPs: — The 7750 SR
willignore itand the HTTP redirect
will not be explicitly disabled.

Not receiving this AVP has the same effect
as it was received with value
REDIRECTION_ENABLED.

1088 TDF-Application- 29.212/85.3.77 Gx-UM-AA This AVP is of type OctetString.
Identifier This AVP can be used in both PCC and
ADC rules.

For AA, this identifier is a reference to a
preconfigured charging-group, app-group
or application.

1092 ADC-Rule-Install 29.212/85.3.85 | Gx-PM-AA This AVP is of type Grouped and is used to
Gx-UM-AA install or modify ADC (AA) rules in the
7750 SR as instructed by the PCRF.

1093 ADC-Rule-Remove | 29.212/85.3.86 Gx-PM-AA This AVP is of type Grouped, and itis used
Gx-UM-AA to deactivate or remove ADC rules in the
7750 SR as instructed from the PCRF.
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Table 3

Standard Diameter AVPs (description) (Continued)

AVP ID

AVP Name

Section
Defined

Application

Description

1094

ADC-Rule-
Definition

29.212 / 85.3.87

Gx-PM-AA
Gx-UM-AA

This AVP is of type Grouped and it
contains the rules that are to be activated.
AA rules that can be applied to a
subscriber via Gx are:

* Application-profile activation/
override. A preexisting
application-profile must be
defined in the 7750 SR.

 Application characteristic
overrides.

» Monitoring Key and a TDF-
Application-Identifier. This
installation of this rule has the
effect of creating a usage
monitoring instance for the
subscriber for the given TDF-
Application-ldentifier.

1096

ADC-Rule-Name

29.212/85.3.89

Gx-PM-AA
Gx-UM-AA

This AVP specifies the name of the ADC
rule that is applied. This is an arbitrary
string assigned by the PCRF and is used
by the 7750 SR to report the rule status. In
case that AA-Functions AVP is used (app-
profile and ASO assignment/modification),
this arbitrary name string must be
prepended with a 7750 SR reserved
keyword “AA-Functions:”.

1097

ADC-Rule-Report

29.212/85.3.90

Gx-PM-AA
Gx-UM-AA

This AVP is of type Grouped and is used to
report the status of ADC rules which
cannot be activated or enforced in the
7750 SR.
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1.2.3 Standard Diameter AVPs (format)

Table 4 lists standard diameter AVPs.
Incl/Excl — The attribute can be suppressed via CLI.
Flags (as set by the 7750 SR when the AVP is constructed):

* V — Vendor specific bit
« M — Mandatory bit
e P — This bit is always set to 0

UTF8String is a human-readable string using UTF-8 transformation format (which is
for 7-bit encoding the same as US-ASCII).

OctetString is a basic data type which contains an arbitrary data. For example,
Charging-Rule-Name AVP is OctetString according to RFC 6733 but in the 7750 SR
it is displayed as readable string (UTF8String).

Flags for Gx specific AVPs are defined in RFC6733, 84.5; 29.212, 85.3.

Flags for the Gx re-used AVPs will be set as described in RFC6733, 84.5 and in
3GPP 29.219, 85.4 — “The AVPs from Diameter base protocol are not included in
table 5.4, but they are re-used for the Gx reference point. Unless otherwise stated,
re-used AVPs shall maintain their ‘M, 'P' and 'V' flag settings. Where 3GPP Radius
VSAs are re-used, unless otherwise stated, they shall be translated to Diameter
AVPs as described in RFC 4005 [12] with the exception that the 'M' flag shall be set
and the 'P' flag may be set”.

The ALU vendor-specific attributes will have the M-bit cleared.

NA — This keyword (Not Advertised) denotes that the AVP is not originated by the
7750 SR and thus the 7750 SR does not set the flag bits. However, the 7750 SR will
recognize the AVPs and corresponding values listed in the table, regardless of the
M-bit flags set by PCRF. However, if the V-bit is present in the received AVP, then
the Vendor-Id filed in the AVP layout also must be present and set to a proper value
since the AVP with V-bit set is identified by the <avp-id, vendor-id> pair.

Table 4 Standard Diameter AVPs (format)
AVP | AVP Name Incl/ | Type Flags Limits Format
ID Excl
5 NAS-Port Yes | Unsigned32 | M 4 octets Refer to the RADIUS Attribute
Reference Guide.
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Table 4 Standard Diameter AVPs (format) (Continued)
AVP | AVP Name Incl/ | Type Flags | Limits Format
ID Excl
8 Framed-1P- No OctetString M 4 octets Example:
Address ip-address 10.11.12.13
Framed-1P-Address = 0a0b0c0Od
As defined in RFC 4005, §86.11.1.
30 Called- Yes | UTF8String | M 64 chars Example: Called-Station-ld = mac:ssid
Station-Id or mac only if ssid is not available.
31 Calling- Yes | UTF8String M 64 chars llidjmac|remote-id|sap-id|sap-string (64
Station-ID char. string configured at sap-level)
Example: include-avp calling-station-id
sap-id
Calling-Station-Id = 1/1/2:1.1
55 Event-Time No Time M 4 octets Refer to the RADIUS Attribute
stamp Reference Guide.
61 NAS-Port- Yes | Enumerated | M 4 octets The values for this attribute are defined
Type in the RFC 2865, 4005 and 4603.
Refer to the RADIUS Attribute
Reference Guide.
87 NAS-Port-Id Yes | UTF8String M 253 octets Refer to the RADIUS Attribute
Reference Guide.
92 NAS-Filter- NA UTF8String NA Max 10 Refer to the RADIUS Attribute
Rule attributes per | Reference Guide.
message or
max 10 filter
entries per
message.
97 Framed- No OctetString M — SLAAC wan-host
IPv6-Prefix <ipv6-prefix/prefix-length> with prefix-
length 64
The AVP layout is:
<1 octet Reserved> <1 octet Length>
<max 16 octets for Prefix>
123 Delegated- No OctetString M — <ipv6-prefix/prefix-length> with prefix-
IPv6-Prefix length [48 to 64]
The AVP layout is:
<1 octet Reserved> <1 octet Length>
<max 16 octets for Prefix>
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Table 4 Standard Diameter AVPs (format) (Continued)
AVP | AVP Name Incl/ | Type Flags | Limits Format
ID Excl
257 Host-1P- No Address M — IPv4 Address
Address

258 | Auth- No Unsigned32 | M — Example:
Application- Gx Auth-Application-ld = 16777238
Id

260 Vendor- No Grouped M — This AVP contains the Vendor-Id AVP
Specific- and Auth-Application-Id AVP.
Application- For Gx, the vendor-id = 10415 (3GPP)
Id and the Auth-Application-Id =

16777238.

263 Session-id No UTF8String M 102 bytes The session-id must be globally and
eternally unique. The format of the
session-id is the following:
<Diameterldentity>;<high 32
bits>;<low 32 bits>
In the 7750 SR the session-id is
defined as:
diameter-identity;boxuptime; seg-
number
Example:
router.workstation.be;1391362206;1

264 Origin-Host No Diameterlde | M 80 bytes Example:

ntity Origin-Host = host-name-1@domain-
name-1

265 Supported- No Unsigned32 | M — IANA assigned vendor number:

Vendor-Id 3GPP — 10415
ETSI — 13019
ALU — 6527

266 | Vendor-d No Unsigned32 | M — IANA assigned vendor number:
3GPP — 10415
ETSI — 13019
ALU — 6527
BBF — 3561

267 Firmware- No Unsigned32 | — — Reference to the major/minor release

Revision version.
Example:
805 — Release 8R5
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Table 4 Standard Diameter AVPs (format) (Continued)
AVP | AVP Name Incl/ | Type Flags Limits Format
ID Excl
268 Result-Code | No Unsigned32 | M — See Table 10 for Error Codes.
269 Product- No UTF8String | — — Vendor-assigned name for the product.
Name Example:
“SR_OS”
278 Origin-State- | No Unsigned32 | M Example:
Id Origin-State-Id = 10
279 Failed-AVP No Grouped M — This AVP contains the AVP that could
not be processed successfully.
281 Error- No UTF8String | — — String describing the cause of the
Message failure.
283 Destination- No Diameteride | M 80 bytes Example:
Realm ntity Destination-Realm = domain.com
285 Re-Auth- No Enumerated | NA — This AVP is always received in RAR
Request- message and it is never sent by the
Type 7750 SR.
0 — AUTHORIZE_ONLY
1 — AUTHORIZE_AUTHENTICATE
Example:
Re-Auth-Request-Type =0
293 Destination- No Diameterlde | M 80 bytes Operator configurable.
Host ntity
295 Termination- | No Enumerated | M — For a list of the 7750 SR supported
Cause values for Gx refer to Table 13.
296 Origin-Realm | No Diameterlde | M 80 bytes Example:
ntity Origin-Realm = origin-domain.com
297 Experimental | No Grouped V,M — A grouped AVP containing:
-Result « Vendor-1d AVP
« Experimental-Result-Code
AVP
Example:
Experimental-Result = {Vendor-id =
10415 (3GPP)
Experimental-Result-Code =
DIAMETER_PCC_RULE_EVENT
(5142)}
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Gx AVP

Table 4 Standard Diameter AVPs (format) (Continued)
AVP | AVP Name Incl/ | Type Flags | Limits Format
ID Excl
298 Experimental | No Unsigned32 | M — For a list of the 7750 SR supported
-Result-Code values for Gx refer to Table 10.
302 Logical- Yes | OctetString V — Vendor ID = 13019 (ETSI)
Access-ld
313 Physical- Yes | UTF8String | V — Vendor ID = 13019 (ETSI)
Access-Id
412 CC-Input- No Unsigned64 | M — Example:
Octets CC-Input-Octets = 1000000
414 CC-Output- No Unsigned64 | M — Example:
Octets CC-Output-Octets = 1000000
415 CC-Request- | No Unsigned32 | M — Monotonically increasing from 0O for all
Number requests within one session.
416 CC-Request- | No Enumerated | M — Example:
Type CC-Request-Type = 1 (CCR-i)
3. CC-Request-Type = 2 (CCR-u)
CC-Request-Type = 3 (CCR-t)
418 CC-Session- | No Enumerated | M — FAILOVER_NOT_SUPPORTED (0)
Failover FAILOVER_SUPPORTED (1)
Example:
CC-Session-Failover = 1
421 CC-Total- No Unsigned64 | M — Example:
Octets CC-Total-Octets = 2000000
427 Credit- No Enumerated | M — TERMINATE (0)
Co_ntrol- CONTINUE (1)
Fallurg- RETRY_AND_TERMINATE (2)
Handling .
Example:
Credit-Control-Failure-Handling = 1
431 Granted- No Grouped M — This AVP can contain the following
Service-Unit AVPs:
* CC-Total-Octets
¢ CC-Input-Octets
¢ CC-Output-Octets
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Table 4

Standard Diameter AVPs (format) (Continued)

AVP
ID

AVP Name

Incl/
Excl

Type

Flags

Limits

Format

433

Redirect-
Address-

Type

No

Enumerated

M

Example:
Redirect-Address-Type = 2
(URL type)

435

Redirect-
Server-
Address

No

UTF8String

255 chars

Example:

Redirect-Server-Address = http://
www.operator.com/portal.php&

443

Subscription-
Id

Yes

Grouped

This AVP contains the following AVPs:
 Subscription-ld-Type
¢ Subscription-ld-Data

444

Subscription-
Id-Data

Yes

UTF8String

Example:

Username — Subscription-ld-Data =
userl@domain.com

Mac — Subscription-ld-Data =
11:22:33:44:55:66

Circuit-id — Subscription-ld-Data =
dslaml eth 2/1:100
Dual-stack-remote-id — Subscription-
Id-Data = myRemoteld

Subscriber-id — Subscription-ld-Data
= sub-id-1

Imsi Subscription-ld-Data =
204047910000598

Msisdn Subscription-ld-Data =
13109976224

Imei — Subscription-ld-Data =
356938035643809

446

Used-
Service-Unit

No

Grouped

This AVP contains the following AVPs:
e CC-Total-Octets
¢ CC-Input-Octets
¢ CC-Output-Octets
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Table 4 Standard Diameter AVPs (format) (Continued)
AVP | AVP Name Incl/ | Type Flags Limits Format
ID Excl
450 Subscription- | Yes | Enumerated | M — Example:

ld-Type Subscription-Id-Type = 0
(end_user_el64)
Subscription-ld-Type = 1
(end_user_imsi)
Subscription-ld-Type = 3
(end_user_nai)
Subscription-1d-Type = 4
(end_user_private)
458 User- Yes | Grouped M — This AVP contains the following AVPs:
:En?gmment- « User-Equipment-Info-Type
» User-Equipment-Info-Value
459 User- Yes | Enumerated | — — Example:
Equipment- User-Equipment-Info-Type = 0
Info-Type (emissive)
User-Equipment-Info-Type =1 (mac)
User-Equipment-Info-Type = 2 (eui64)
User-Equipment-Info-Type = 3
(modified_eui64)
460 User- Yes | OctetString — — —
Equipment-
Info-Value
507 Flow- No IPFilterRule | NAM — The IPFilterRule format within PCC rule
Description (RFC6733, in the 7750 SR has the following

§4.3.1)

syntax:

action dir proto from src to dst
action — permit

dir — direction: in or out

proto — an IP protocol specified by
number. The ip keyword means any
protocol will match.

src and dest — <address/mask> and
ports (including port ranges)
Example:

Flow-Description = permit in 6 from
192.168.7.0/24 3000-40000 to
172.16.10.0/26 10000-20000
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Table 4 Standard Diameter AVPs (format) (Continued)

AVP
ID

AVP Name

Incl/
Excl

Type

Flags

Limits

Format

511

Flow-Status

No

Enumerated

NA,M

Example:

Flow-Status = 3 — matched traffic
inside of the PCC rule is dropped.

515

Max-
Requested-
Bandwidth-
DL

No

Unsigned32

NA, V

The units of this parameter are kbps for
overrides and bps when used within
PCC rules.

The rate accounts for the IP header and
above (no L2 header).

Vendor-ID = 10415 (3GPP)

Example:
Max-Requested-Bandwidth-DL = 1000
— 1mbps in overrides
Max-Requested-Bandwidth-DL =
1000000 — 1mbps in PCC rules

516

Max-
Requested-
Bandwidth-
UL

No

Unsigned32

NA, V

The units of this parameter are kbps for
overrides and bps when used within
PCC rules.

The rate accounts for the IP header and
above (no Layer 2 header).

Vendor-ID = 10415 (3GPP)

Example:
Max-Requested-Bandwidth-UL = 1000
v

1 mbps for overrides
Max-Requested-Bandwidth-UL =
1000000 — 1 mbps in PCC rules

628

Supported-
Features

No

Grouped

This AVP contains the following AVPs:
* Vendor-Id
* Feature-List-Id
 Feature-List

Vendor-ID = 10415 (3GPP)
Example:
Supported-Features

* {Vendor-ld = 10415 3GPP
* Feature-List-ld = 1
 Feature-List = 72}
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Table 4

Standard Diameter AVPs (format) (Continued)

AVP
ID

AVP Name

Incl/
Excl

Type

Flags

Limits

Format

629

Feature-List-
Id

No

Unsigned32

Y

Vendor-ID = 10415 (3GPP)

Example:

Feature-List-ld = 1

Feature-List-Id of 1 is defined in 29.212
/ 85.4.1, table 5.4.1.1.

630

Feature-List

No

Unsigned32

Vendor-ID = 10415 (3GPP)
Example:
Feature-List = 262219.

1001

Charging-
Rule-Install

No

Grouped

NA, V

Vendor-ID = 10415 (3GPP)
This AVP contains the following AVPs:

» Charging-Rule-Definition
* Charging-Rule-Name

1002

Charging-
Rule-
Remove

No

Grouped

NA, V

Vendor-ID = 10415 (3GPP)
This AVP contains the following AVP:

 Charging-Rule-Name

1003

Charging-
Rule-
Definition

No

Grouped

NA, V

Vendor-ID = 10415 (3GPP)
This AVP contains the following nested
AVPs:

» Charging-Rule-Name
(provides the name to the
overrides so that they can be
referred in the Charging-Rule-
Report — successful or failed
rule instantiation)

* QoS-Information (defines Qos
overrides)

* NAS-Filter-Rule
* Alc-NAS-Filter-Rule-Shared
* AA-Functions
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Table 4 Standard Diameter AVPs (format) (Continued)
AVP | AVP Name Incl/ | Type Flags Limits Format
ID Excl
1005 | Charging- No OctetString V,M 100 chars for | Vendor-ID = 10415 (3GPP)
Rule-Name PCC rules This is an arbitrary rule name for PCC
(defined via | rules or a predefined strings
Charging- representing the overrides in the
RU'?-_ _ 7750 SR. Syntax for predefined names
Definition used in overrides are:
AVP) Filters:
128 chars for . INar-va:<id>
overrides. 9 )
¢ Ingr-v6:<id>
* Egr-v4:<id>
» Egr-v6:<id>
* In-Othr-v4:<id> (one-time-http-
redirect)
ESM Strings:

* Sub-ld:sub-id-name (32 Byte)
* Sla-Profile:sla-profile-string
(16Byte)

» Sub-Profile:sub-profile-string
(16Byte)
* Inter-Dest:Inter-Dest-String to
associate subscriber with Vport
HTTP Redirect Override
 V4-http-url:url-string
* V6-http-url:url-string
Category-Map (for usage monitoring):
» Cat-Map:category-map-name
HTTP Redirect Override:
 V4-http-url:url-string

* V6-http-url:url-string
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Table 4

Standard Diameter AVPs (format) (Continued)

AVP
ID

AVP Name

Incl/
Excl

Type

Flags

Limits

Format

1005
cont.

AA Strings:

* AA-Functions: <name-string>
this prefix indicates that the
rule contains aa-specific
information.

¢ AA-UM: <name-string> this
prefix indicates that the rule
contains aa-specific usage-
monitoring information, or
points to a predefined aa-
specific usage-monitoring rule.

Example:

Charging-Rule-Name = ingr-v4:5 —
reference to the predefined ingress
IPv4 filter in 7450 ESS, 7750 SR, and
7950 XRS. The filter id is 5.
Charging-Rule-Name =sla-profile:my-
premium-sla — reference to the
predefined sla-profile in 7450 ESS,
7750 SR, and 7950 XRS. The sla-
profile name is ‘my-premium-sla’.

1006

Event-
Trigger

No

Enumerated

NA, V

Vendor-ID = 10415 (3GPP)

For the list of supported event-triggers
in the 7750 SR, see Table 12.

1010

Precedence

No

Unsigned32

NA, M

0 to 65535

Vendor-ID = 10415 (3GPP)
Example:
Precedence = 100

1014

Tos-Traffic-
Class

No

OctetString

NA, M

Encoded as two octets. The first octet
contains the IPv4 Type-of-Service or
the IPv6 Traffic-Class field and the
second octet contains the ToS/Traffic
Class mask field. The only supported
mask is 11111100 (6 bits denoting
DSCP support).

Example:

ToS-Traffic-Class = 00101000
11111100 — DSCP AF11
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Table 4 Standard Diameter AVPs (format) (Continued)
AVP | AVP Name Incl/ | Type Flags Limits Format
ID Excl
1016 | QoS- NA Grouped NA, V — This AVP contains the following nested
Information AVPs:
* Max-Requested-Bandwidth-UL
* Max-Requested-Bandwidth-DL
« Guaranteed-Bitrate-UL
* Guaranteed-Bitrate-DL
* Alc-Queue
 Alc-Queue-id
¢ Alc-Committed-Burst-Size-UL
* Alc-Committed-Burst-Size-DL
¢ Alc-Maximum-Burst-Size-UL
« Alc-Maximum-Burst-Size-DL
e Alc-Wrr-Weight-UL
* Alc-Wrr-Weight-DL
« Alc-Policer
« Alc-Policer-1d
¢ Alc-Sub-Egress-Rate-Limit
« Alc-Arbiter
« Alc-Arbiter-Name
* Alc-Arbiter-Rate-Limit-DL
* Alc-Arbiter-Rate-Limit-UL
Vendor-ID 10415 (3GPP)
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Table 4

Standard Diameter AVPs (format) (Continued)

AVP
ID

AVP Name

Incl/
Excl

Type

Flags

Limits

Format

1018

Charging-
Rule-Report

No

Grouped

V,M

Vendor-ID = 10415 (3GPP)
This AVP contains the following nested
AVPs:

¢ Charging-Rule-Name

* PCC-Rule-Status

* Rule-Failure-Code
Example:
Charging-Rule-Report {
Charging-Rule-Name = sla-
profile:failed-profile
PCC-Rule-Status = 1 (inactive)
Rule-Failure-Code = 4 (GW/
7750 SR_MALFUNCTION)

}

1019

PCC-Rule-
Status

No

Enumerated | V,M

Vendor-ID = 10415 (3GPP)
Supported values in the 7750 SR:

1 —inactive

Example:

PCC-Rule-Status = 0 — rule is active

1025

Guaranteed-
Bitrate-DL

NA

Unsigned32 | NAV

The units of this parameter are kbps for
overrides and bps when used within
PCC rules.

The rate accounts for the IP header and
above (no Layer 2 header).

Vendor-ID = 10415 (3GPP)

Example:

Guaranteed-Bandwidth-DL = 1000 —
1mbps in overrides
Guaranteed-Bandwidth-DL = 1000000
— 1mbps in PCC rules
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Table 4

Standard Diameter AVPs (format) (Continued)

AVP
ID

AVP Name

Incl/
Excl

Type

Flags

Limits

Format

1026

Guaranteed-
Bitrate-UL

NA

Unsigned32

NA,V

The units of this parameter are kbps for
overrides and bps when used within
PCC rules.

The rate accounts for the IP header and
above (no Layer 2 header).

Vendor-ID = 10415 (3GPP)

Example:

Guaranteed-Bandwidth-UL = 1000 —
1mbps in overrides
Guaranteed-Bandwidth-UL = 1000000
— 1mbps in PCC rules

1027

IP-CAN-Type

Yes

Enumerated

NA,V

Vendor-ID = 10415 (3GPP)
Example:
IP-CAN-Type = 2 — xDSL

1028

QoS-Class-
Identifier

NA

Enumerated

NA,M

Vendor-ID = 10415 (3GPP)
Example:

QoS-Class-ldentifier =3 — mapsto FC
EF.

1031

Rule-Failure-
Code

No

Enumerated

V,M

Vendor-ID = 10415 (3GPP)
Example:

Rule-Failure-Code = 1 —
UNKNOWN_RULE_NAME

1032

RAT-Type

Yes

Enumerated

Vendor-ID = 10415 (3GPP)
Example:
RAT-Type = 0 — WLAN
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Table 4 Standard Diameter AVPs (format) (Continued)

AVP | AVP Name Incl/ | Type Flags Limits
ID Excl

Format

1045 | Session- NA Enumerated | V,M —
Release-
Cause

Vendor-ID = 10415 (3GPP)

This AVP is only received by the

7750 SR and it is never sent by the
7750 SR.

0 — UNSPECIFIED-REASON

1 — UE_SUBSCRIPTION_REASON
This value is used to indicate that the
subscription of UE has changed (e.g.,
removed) and the session needs to be
terminated.

2 — INSUFFICIENT_SERVER_
RESOURCES

This value is used to indicate that the
serveris overloaded and needs to abort
the session.

Example:

Session-Release-Cause =0

1050 | AN-GW- Yes | IPv4Address | V —
Address

Vendor-ID = 10415 (3GPP)
Example:
AN-GW-Address = 10.10.10.10

1058 | Flow- No Grouped Vv —
Information

Vendor-ID = 10415 (3GPP)
The following AVPs can be nested
inside:

* Flow-Description

» ToS-Traffic-Class

* Flow-Direction

1066 | Monitoring- No OctetString NA,V 32 bytes
Key

Vendor-ID = 10415 (3GPP)
Category name configured in the
7750 SR, a string used for session
monitoring or a Monitoring-Key AVP
set in PCC rule definition with the
Charging-Rule-Definition AVP.
Example:

Monitoring-Key = monitor-pcc-rule-1
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Table 4

Standard Diameter AVPs (format) (Continued)

AVP
ID

AVP Name

Incl/
Excl

Type

Flags

Limits

Format

1067

Usage-
Monitoring-
Information

No

Grouped

Vv

Vendor-ID = 10415 (3GPP)

This AVP contains the following nested
AVPs:

* Monitoring-Key

» Granted-Service-Unit

» Used-Service-Unit

» Usage-Monitoring-Level

» Usage-Monitoring-Report
» Usage-Monitoring-Support

1068

Usage-
Monitoring-
Level

No

Enumerated

Vendor-ID = 10415 (3GPP)

The following values are defined:

0 — session_level

1 —pcc_rule_level

2 —adc_rule_level

Example:

Usage-Monitoring-Level = 0 — usage
monitoring is performed based on sla-
profile (IP-CAN session level) of the
host.

Usage-Monitoring-Level = 1 — usage
monitoring is performed based on
predefined category as indicated by the
monitoring-key AVP
Usage-Monitoring-Level = 2 — usage
monitoring is performed based on ADC
rule, as indicated by the monitoring-key
AVP

1069

Usage-
Monitoring-
Report

No

Enumerated

Vendor-ID = 10415 (3GPP)
Example:

Usage-Monitoring-Report = 0
(usage_monitoring_report_required)

1070

Usage-
Monitoring-
Support

No

Enumerated

NA,V

Vendor-ID = 10415 (3GPP)
Example:
Usage-Monitoring-Support = 0 —
usage_ monitoring_disabled
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Table 4 Standard Diameter AVPs (format) (Continued)

AVP | AVP Name Incl/ | Type Flags Limits Format

ID Excl

1080 | Flow- No Enumerated | NAM — Vendor-ID = 10415 (3GPP)

Direction Example:
Flow-Direction = 1 — egress
Flow-Direction = 2 — ingress
1085 | Redirect- No Grouped NA,V — Vendor-ID = 10415 (3GPP)
Information This AVP can contain the flowing
AVPs:
* Redirect-Support
* Redirect-Address-Type
* Redirect-Server-Address
1086 | Redirect- No Enumerated | NAV — Vendor-ID = 10415 (3GPP)
Support Example:
Redirect-Support = 1 — redirection is
enabled.

1088 | TDF- OctetString NA,V 32 charslong | Vendor-ID = 10415 (3GPP)
Application- Example: 0_rated, BitTorrent
Identifier

1092 | ADC-Rule- No Grouped NA,V — Vendor-ID = 10415 (3GPP)

Install This AVP contains the following nested
AVPs:
* ADC-Rule-Definition
1093 | ADC-Rule- Grouped NAV — Vendor-ID = 10415 (3GPP)
Remove This AVP contains the following nested
AVPs:
* ADC-Rule-Name
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Table 4 Standard Diameter AVPs (format) (Continued)

AVP | AVP Name Incl/ | Type Flags Limits
ID Excl

Format

1094 | ADC-Rule- No Grouped NA,V —
Definition

Vendor-ID = 10415 (3GPP)

This AVP contains the following nested
AVPs:

* ADC-Rule-Name
* MonitoringKey
» TDF-Application-Id
* AA-Functions {
— AA profile
— AA-App-Service-Options {
— AA-App-Service-Options-
Name
— AA-App-Service-Options-
Value

}
}

1096 | ADC-Rule- No OctetString \% 17 chars for
Name prefix/
separator
(optional)
plus 32 chars
for name

Vendor-ID = 10415 (3GPP)
Example:

For app-profile and ASO changes:
ADC-Rule-Name = "AA-Functions:
AdcRuleWithAAFtn"

For usage monitoring:
ADC-Rule-Name =
"AdcRuleWithoutAAFtn"

1097 | ADC-Rule- No Grouped \% —
Report

Vendor-ID = 10415 (3GPP)

This AVP contains the following nested
AVPs:

* ADC-Rule-Name
* PCC-Rule-Status
* Rule-Failure-Code
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1.2.4 ALU-Specific AVPs

Table 5 ALU-Specific AVPs
AVP ID AVP Name Application Description
99 Alc-1Pv6-Address (IA- | Gx-PM-ESM | Attribute that carries the IPv6 address assigned to the
NA) Gx-PM-AA IPOE/PPPOE host via DHCPV6 (IA-NA). The IPv6address is
obtained prior to Gx session establishment. The facilities to
provide the IPv6 address to the subscriber-host are DHCP
server, Radius or LUDB. The IPv6 address cannot be
assigned to the subscriber host by PCRF via Gx. Instead
the IPv6 address is the one being reported to the PCRF
during the host instantiation phase.
158 Alc-NAS-Filter-Rule- | Gx-PM-ESM | Refer to the RADIUS Attribute Reference Guide.
Shared This AVP is nested within Charging-Rule-Definition AVP.
1001 AA-Functions Gx-PM-AA This is a grouped AVP that contains a set AA related AVPs
used to apply overrides to the AA subscriber.
AA-Function AVP encompasses application-profile
instantiation/overrides and the overrides of the ASOs within
the application-profile.
(AA subscriber state must exist for app-profiles and ASO
overrides to be applied.)
1002 AA-App-Profile- Gx-PM-AA The name of the application profile (app-profile) that is to be
Name applied (instantiated or overridden) to the subscriber.
The app-profile must be predefined in the 7750 SR.
1003 AA-App-Service- Gx-PM-AA This AVP is of type grouped and it contains AVPs related to
Options application service options (ASO) which are configurable
strings in AA context used to further refine identification
criteria within the same application and consequently apply
more targeted actions.
1004 AA-App-Serv- Gx-PM-AA AA service option name.
Options-Name
1005 AA-App-Serv- Gx-PM-AA AA service option value.
Options-Value
1006 Alc-Queue Gx-PM-ESM | This AVP is a grouped AVP that contains AVPs related to
the queue parameters that can be overridden.
1007 Alc-Queue-Id Gx-PM-ESM | Queue ID of a queue for which the parameters are being
modified.
1008 Alc-Committed-Burst- | Gx-PM-ESM | Committed burst size of an ingress queue or a policer in
Size-UL bytes.
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AVP ID AVP Name Application Description
1009 Alc-Maximum-Burst- | Gx-PM-ESM | Maximum burst size of an ingress queue or a policer in
Size-UL bytes.
1010 Alc-Committed-Burst- | Gx-PM-ESM | Committed burst size of an egress queue or a policer in
Size-DL bytes.
1011 Alc-Maximum-Burst- | Gx-PM-ESM | Maximum burst size of an egress queue or a policer in
Size-DL bytes.
1013 Alc-Wrr-Weight-DL Gx-PM-ESM | Weight with which a queue is parented into the HSMDA
scheduler. This AVP is only applicable to HSMDA boards.
1014 Alc-Policer Gx-PM-ESM | This AVP is a grouped AVP that contains AVPs related to
the policer parameters that can be overridden.
1015 Alc-Policer-I1d Gx-PM-ESM | Policer ID of a policer for which the parameters are being
modified.
1016 Alc-Sub-Egress- Gx-PM-ESM | This AVP contains the aggregate egress rate for the
Rate-Limit subscriber.
1017 Alc-Arbiter-Rate- Gx-PM-ESM | This AVP contains the egress arbiter rate for the
Limit-DL subscriber.
1018 Alc-Arbiter-Rate- Gx-PM-ESM | This AVP contains the ingress arbiter rate for the
Limit-UL subscriber.
1021 Alc-Arbiter Gx-PM-ESM | This AVP is a grouped AVP that contains AVPs related to
the arbiter parameters that can be overridden.
1022 Alc-Arbiter-Name Gx-PM-ESM | Arbiter name for which the parameters are being modified.
1024 Alc-Next-Hop-IP Gx-PM-ESM | This AVP contain IPv4 or IPv6 next-hop address which can
be within the same routing context or within a different
routing context as specified by Alc-v4-Next-Hop-Service-Id
or Alc-v6-Next-Hop-Service-l1d AVPs.
1025 Alc-v4-Next-Hop- Gx-PM-ESM | This AVP contains the service-id of the routing context
Service-Ild where the IPv4 traffic will be redirected. The next-hop IPv4
address can be explicitly set via Alc-Next-Hop-IP AVP or it
can be implicitly determined via routing lookup.
1026 Alc-v6-Next-Hop- Gx-PM-ESM | This AVP contains the service-id of the routing context
Service-Id where the IPv6 traffic will be redirected. The next-hop IPv6
address can be explicitly set via Alc-Next-Hop-IP AVP or it
can be implicitly determined via routing lookup.
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Table 5 ALU-Specific AVPs (Continued)
AVP ID AVP Name Application Description
1027 Alc-Filter-Action Gx-PM-ESM | This AVP sets the gating action within the filter portion of
the PCC rule.

The support values in the node are:
* FORWARD (1)
* DROP (2)
1028 Alc-QoS-Action Gx-PM-ESM | This AVP is used to create a white-list entry related to the

QoS part of the PCC rule.
The supported value is:

« FORWARD (1)

Alc-QoS-Action = Forward — Assuming that traffic is not
dropped by the filtering action, it will transparently pass
traffic through the QoS policy, without any QoS-related
action taken.
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1.2.5 ALU-Specific VSAs (format)

Table 6 ALU-Specific VSAs (format)
AVP AVP Name | Conf Type Flags Limits Format
ID
99 Alc-1Pv6- No OctetString \% — The AVP layout is:
Address <16 octets for address>
(IA-NA)
158 Alc-NAS- NA UTF8String NAV Max 50 Refer to the RADIUS Attribute
Filter-Rule- attributes per Reference Guide.
Shared message or
max 50 filter
entries per
message.
1001 | AA- NA Grouped NA,V One per ADC This AVP contains the following
Functions rule. nested AVPs:
AA-Functions « AA-App-Profile-Name
AVP must . .
contain at least * AA-App-Service-Options {
one AA-App- — AA-App-Service-
Profile-Name Options-Name
X:Dg?se eAr‘\'/Ai‘(; o — AA-App-Service-
Options AVP. Options-Value
}
1002 | AA-App- NA UTF8String NA,V 32 chars Example:
Profile- AA-App-Profile-Name =
Name MyAppProfile
1003 | AA-App- NA Grouped NA,V Max 32 per This AVP contains the following
Service- AA-Functions nested AVPs:
Options « AA-App-Serv-Options-
Name
» AA-App-Serv-Options-
Value
1004 | AA-App- NA UTF8String NA,V 32 chars Example:
Sery- Max one AVP | A-App-Serv-Options-Name = p2p
Options- per AA-App-
Name Service-
Options AVP
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Table 6 ALU-Specific VSAs (format) (Continued)
AVP AVP Name | Conf Type Flags Limits Format
ID
1005 | AA-App- NA UTF8String NA,V 32 chars AA-App-Serv-Options-Value =
Serv- Max one AVP HiPrioSub
Options- per AA_App_
Value Service-
Options AVP
1006 | Alc-Queue NA Grouped NA,V — This AVP contains the following
nested AVPs:
* Alc-Queue-Ild
* Max-Requested-
Bandwidth-UL
* Max-Requested-
Bandwidth-DL
» Guaranteed_Bitrate_ UL
» Guaranteed_Bitrate_ DL
» Alc-Committed-Burst-
Size-UL
* Alc-Maximum-Burst-Size-
UL
» Alc-Committed-Burst-
Size-DL
* Alc-Maximum-Burst-Size-
DL
» AAlc-Wrr-Weight-DL
1007 | Alc-Queue- | NA Unsigned32 NAV — Example:
Id Alc-Queue-Id = 3
1008 | Alc- NA Unsigned32 NA,V — Example:
Committed- Alc-Committed-Burst-Size-UL =
Burst-Size- 300000
UL Burst size of 300,000 bytes.
1009 | Alc- NA Unsigned32 NA,V — Example:
Maximum- Alc-Maximum-Burst-Size-UL =
Burst-Size- 300000
UL Burst size of 300,000 bytes.
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Table 6 ALU-Specific VSAs (format) (Continued)
AVP AVP Name | Conf Type Flags Limits Format
ID
1010 | Alc- NA Unsigned32 NA,V — Example:
Committed- Alc-Committed-Burst-Size-DL =
Burst-Size- 300000
DL Burst size of 300,000b bytes.
1011 | Alc- NA Unsigned32 NA,V — Example:
Maximum- Alc-Maximum-Burst-Size-DL =
Burst-Size- 300000
DL Burst size of 300,000 bytes.
1013 | Alc-Wrr- NA Unsigned32 NA,V — Example:
Weight-DL Alc-Wrr-Weight-DL = 2
1014 | Alc-Policer NA Grouped NA,V — This AVP contains the following
nested AVPs:
* Alc-Policer-Id
* Max-Requested-
Bandwidth-UL
* Max-Requested-
Bandwidth-DL
» Guaranteed_Bitrate_ UL
» Guaranteed_Bitrate_ DL
» Alc-Committed-Burst-
Size-UL
* Alc-Maximum-Burst-Size-
UL
» Alc-Committed-Burst-
Size-DL
* Alc-Maximum-Burst-Size-
DL
1015 | Alc-Policer- | NA Unsigned32 NA,V — Example:
d Alc-Policer-1d = 10
1016 | Alc-Sub- NA Unsigned32 NAV — Example:
Egress- Alc-Sub-Egress-Rate-Limit =
Rate-Limit 10000000
1017 | Alc-Arbiter- | NA Unsigned32 NAV — Example:
Rate-Limit- Alc-Arbiter-Rate-Limit-DL =
DL 10000000
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Table 6 ALU-Specific VSAs (format) (Continued)
AVP AVP Name | Conf Type Flags Limits Format
ID
1018 | Alc-Arbiter- | NA Unsigned32 NA,V — Example:
Rate-Limit- Alc-Arbiter-Rate-Limit-UL =
UL 10000000
1021 | Alc-Arbiter NA Grouped NA,V — This AVP contains the following
nested AVPs:
* Alc-Arbiter-Name
* Alc-Arbiter-Rate-Limit-UL
* Alc-Arbiter-Rate-Limit-DL
1022 | Alc-Arbiter- | NA UTF8String NA,V 32 chars Example:
Name Alc-Arbiter-Name = root
1023 | Alc-Next- NA Grouped NA,V — This AVP can contain the
Hop following AVPS:
e Alc-Next-Hop-IP
* Alc-v4-Next-Hop-Service-
Id
* Alc-v6-Next-Hop-Service-
Id
1024 | Alc-Next- NA Address NA,V 16 octets IPvv4 or IPv6 address.
Hop-IP Example:
Alc-Next-Hop-IP = 10.10.10.10
Alc-Next-Hop-IP = 2001:0db8::1
1025 | Alc-v4- NA Unsigned32 NAV lto Example:
Next-Hop- 2148007978 Alc-v4-Next-Hop-Service-ld = 10
Service-ld
1026 | Alc-v6- NA Unsigned32 NA,V 1lto Example:
Next-Hop- 2148007978 Alc-v6-Next-Hop-Service-ld = 10
Service-Id
1027 | Alc-Filter- NA Enumerated NA,V lor2 Example:

Action Alc-Filter-Action = 2 — matched
traffic inside of the PCC rule is
dropped.
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Table 6 ALU-Specific VSAs (format) (Continued)
AVP AVP Name | Conf Type Flags Limits Format
ID
1028 | Alc-QoS- NA Enumerated NA,V 1 Example:

Action Alc-QoS-Action = 1 — matched
traffic inside of the PCC rule will
not be subjected to QoS related
actions.
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1.2.6 Diameter-Based AVP Applicability

The following tables use the following symboals:

* 0 — The AVP MUST NOT be present in the message.
* 0+ — Zero or more instances of the AVP MAY be present in the message.

* 0-1 Zero or one instance of the AVP MAY be present in the message. It is
considered an error if there are more than one instance of the AVP.

* 1 — One instance of the AVP MUST be present in the message.
« 1+ — At least one instance of the AVP MUST be present in the message.
« N— The AVP is nested inside of a grouped AVP that is present in this message.

Table 7 Diameter-Based AVP Applicability
AVP ID | AVP Name CER CEA DPR DPA DWR DWA ASR ASA
257 Host-IP-Address 1 1+ 0 0 0 0 0 0
258 Auth-Application-Id 1 0+ 0 0 0 0 1 0
260 Vendor-Specific- 0+ 0+ 0 0 0 0 0 0
Application-ld

263 Session-id 0 0 0 0 0 0 1 1
264 Origin-Host 1 1 1 1 1 1 1 1
265 Supported-Vendor-Id | 1+ 0+ 0 0 0 0 0 0
266 Vendor-Id 1 1 0 0 0 0 0 0
267 Firmware-Revision 1 0-1 0 0 0 0 0 0
268 Result-Code 0 1 0 1 0 1 0 1
269 Product-Name 1 1 0 0 0 0 0 0
273 Disconnect-Cause 0 0 1 0 0 0 0 0
278 Origin-State-Id 1 0-1 0 0 0 0-1 0-1 0-1
279 Failed-AVP 0 0-1 0 0-1 0 0-1 0 0-1
281 Error-Message 0 0 0 0 0 0 0 0
283 Destination-Realm 0 0 0 0 0 0 1 0
293 Destination-Host 0 0 0 0 0 0 1 0
294 Error-Reporting-Host | 0 0 0 0 0 0 0 0-1
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Table 7 Diameter-Based AVP Applicability (Continued)
AVP ID | AVP Name CER CEA DPR DPA DWR DWA ASR ASA
296 Origin-Realm 1 1 1 1 1 1 1 1
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1.2.7 Gx AVP Applicability

Table 8 Gx AVP Applicability
AVP ID AVP Name CCR CCA RAR RAA
5 NAS-Port 0-1 0 0 0
8 Framed-IP-Address 0-1 0 0 0-1
30 Called-Station-Id 0-1 0 0 0
31 Calling-Station-1D 0-1 0 0 0
55 Event-Timestamp 0-1 0-1 0-1 1
61 NAS-Port-Type 0-1 0 0 0
87 NAS-Port-ld 0-1 0 0 0
92 NAS-Filter-Rule 0 0+ 0+ 0
97 Framed-IPv6-Prefix 0-1 0 0 0-1
123 Delegated-1Pv6-Prefix 0-1 0 0 0-1
258 Auth-Application-Id 1 1 1 0
263 Session-id 1 1 1 1
264 Origin-Host 1 1 1 1
266 Vendor-1d 0 N 0 0
268 Result-Code 0 1 0 0-1
278 Origin-State-Id 1 0-1 0-1 1
279 Failed-AVP 0-1 0+ 0 0-1
281 Error-Message 0-1 0-1 0 0-1
283 Destination-Realm 1 0 1 0
285 Re-Auth-Request-Type 0 0 1 0
293 Destination-Host 0-1 0 1 0
295 Termination-Cause 0-1 0 0 0
296 Origin-Realm 1 1 1 1
297 Experimental-Result 0 0-1 0 0-1
298 Experimental-Result-Code | 0 N 0 N
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Table 8 Gx AVP Applicability (Continued)
AVP ID AVP Name CCR CCA RAR RAA
302 Logical-Access-Id 0-1 0 0 0
313 Physical-Access-Id 0-1 0 0 0
412 CC-Input-Octets N N N 0
414 CC-Output-Octets N N N 0
415 CC-Request-Number 1 1 0 0
416 CC-Request-Type 1 1 0 0
418 CC-Session-Failover 0 0-1 0 0
421 CC-Total-Octets N N N 0
427 Credit-Control-Failure- 0 0-1 0 0
Handling
431 Granted-Service-Unit 0 0-1 N 0
433 Redirect-Address-Type 0 N N 0
433 Redirect-Server-Address 0 N N 0
443 Subscription-1d 1 0 0 0
444 Subscription-ld-Data N 0 0 0
446 Used-Service-Unit N 0 0 0
450 Subscription-1d-Type 1 0 0+ 0
458 User-Equipment-Info 0-1 0 0 0
459 User-Equipment-Info-Type | N 0 0 0
460 User-Equipment-Info- N 0 0 0
Value
507 Flow-Description 0 N N 0
511 Flow-Status N N 0
515 Max-Requested- 0 N N 0
Bandwidth-DL
516 Max-Requested- 0 N N 0
Bandwidth-UL
628 Supported-Features 0-1 0+ 0 0
629 Feature-List-1d N N 0 0
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Table 8 Gx AVP Applicability (Continued)
AVP ID AVP Name CCR CCA RAR RAA
630 Feature-List N N 0 0
1001 Charging-Rule-Install 0 0+ 0+ 0
1002 Charging-Rule-Remove 0 0+ 0+ 0
1003 Charging-Rule-Definition 0 N N 0
1005 Charging-Rule-Name N N N N
1006 Event-Trigger 0+ 0+ 0+ 0
1010 Precedence 0 N N 0
1014 ToS-Traffic-Class 0 N N 0
1016 QoS-Information 0 N N 0
1018 Charging-Rule-Report 0+ 0 0 0+
1019 PCC-Rule-Status N 0 0 N
1025 Guaranteed-Bitrate-DL 0 N N 0
1026 Guaranteed-Bitrate-UL 0 N N 0
1027 IP-CAN-Type 0-1 0 0 0-1
1028 QoS-Class-ldentifier 0 N N 0
1031 Rule-Failure-Code N 0 0 N
1032 RAT-Type 0-1 0 0 0-1
1033 Event-Report-Indication 0 0 0-1 0
1045 Session-Release-Cause 0 0 0-1 0
1050 AN-GW-Address 0-1 0 0 0-1
1058 Flow-Information 0 0+ 0+ 0
1066 Monitoring-Key N N N 0
1067 Usage-Monitoring- 0+ 0+ O+ 0

Information

1068 Usage-Monitoring-Level 0 N N 0
1069 Usage-Monitoring-Report 0 N N 0
1070 Usage-Monitoring-Support | O N N 0
1080 Flow-Direction 0 N N 0
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Table 8 Gx AVP Applicability (Continued)

AVP ID AVP Name CCR CCA RAR RAA

1085 Redirect-Information 0 0-1 0-1 0

1086 Redirect-Support 0 N N 0

1088 TDF-Application-ldentifier | 0 N N 0

1092 ADC-Rule-Install 0 0+ O+ 0

1093 ADC-Rule-Remove 0 0 0 0

1094 ADC-Rule-Definition 0 0 0 0

1096 ADC-Rule-Name N N N N

1097 ADC-Rule-Report 0+ 0+ 0 0+
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1.2.8 ALU-Specific AVP Applicability
Table 9 ALU-Specific AVP Applicability
AVP ID AVP Name CCR CCA RAR RAA
99 Alc-1Pv6-Address (IA-NA) 0-1 0 0 0-1
158 Alc-NAS-Filter-Rule- 0 0+ 0+ 0
Shared
1001 AA-Functions 0 0+ 0+ 0
1002 AA-App-Profile-Name 0 N N 0
1003 AA-App-Service-Options 0 N N 0
1004 AA-App-Serv-Options- 0 N N 0
Name
1005 AA-App-Serv-Options- 0 N N 0
Value
1006 Alc-Queue 0 N N 0
1007 Alc-Queue-Iid 0 N N 0
1008 Alc-Committed-Burst-Size- | O N N 0
UL
1009 Alc-Maximum-Burst-Size- | 0 N N 0
uL
1010 Alc-Committed-Burst-Size- | 0 N N 0
DL
1011 Alc-Maximum-Burst-Size- | O N N 0
DL
1013 Alc-Wrr-Weight-DL 0 N N 0
1014 Alc-Policer 0 N N 0
1015 Alc-Policer-1d 0 N N 0
1016 Alc-Sub-Egress-Rate-Limit | O N N 0
1017 Alc-Arbiter-Rate-Limit-DL 0 N N 0
1018 Alc-Arbiter-Rate-Limit-UL 0 N N 0
1021 Alc-Arbiter 0 N N 0
1022 Alc-Arbiter-Name 0 N N 0
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Table 9 ALU-Specific AVP Applicability (Continued)
AVP ID AVP Name CCR CCA RAR RAA
1023 Alc-Next-Hop 0 N N 0
1024 Alc-Next-Hop-IP 0 N N 0
1025 Alc-v4-Next-Hop-Service- | 0 N N 0
Id
1026 Alc-v6-Next-Hop-Service- | 0 N N 0
Id
1027 Alc-Filter-Action 0 0+ 0+ 0
1028 Alc-QoS-Action 0 0+ 0+ 0
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Gx AVP

1.2.9 Result Codes (Result-Code AVP)

Table 10 Result Codes (Result-Code AVP)
Result Result Code Name Description
Code Id
Success
2001 DIAMETER_SUCCESS The request was successfully completed.
Protocol Errors
3001 DIAMETER_COMMAND_UNSU Rx: treated as an error.
PPORTED Tx: not supported.
3002 DIAMETER_UNABLE_TO_DELI Rx: Ignored. Consequently the originally sent message will
VER timeout in the 7750 SR and potentially it be retransmitted
(following the peer failover procedure).
Tx: not supported.
3003 DIAMETER_REALM_NOT_SER Rx: treated as an error.
VED Tx: not supported.
3004 DIAMETER_TOO_BUSY Rx: Ignored. Consequently the originally sent message will
timeout in the 7750 SR and potentially it be retransmitted
(following the peer failover procedure).
TX: not supported.
3005 DIAMETER_LOOP_DETECTED Rx: treated as an error.
Tx: not supported.
3006 DIAMETER_REDIRECT_INDICA | Rx: treated as an error.
TION Tx: not supported.
3007 DIAMETER_APPLICATION_UNS | Rx: treated as an error.
UPPORTED Tx: not supported.
3008 DIAMETER_INVALID_HDR_BIT Rx: treated as an error.
S Tx: not supported.
3009 DIAMETER_INVALID_AVP_BITS | Rx: treated as an error.
Tx: not supported.
3010 DIAMETER_UNKNOWN_PEER Rx: treated as an error.
TX: not supported.
Issue: 01 3HE 10787 AAAB TQZZA 01 65



Gx AVP GX AVPS REFERENCE GUIDE
RELEASE 14.0.R4
Table 10 Result Codes (Result-Code AVP) (Continued)
Result Result Code Name Description
Code Id
Permanent Failures
5001 DIAMETER_AVP_UNSUPPORT Rx: treated as an error.
ED Tx:
Reception of an unrecognized AVP with M-bit set will trigger a
response (RAA) message that contains the Result-Code AVP
whose value is set to DIAMETER_AVP_UNSUPORTED, and
the Failed-AVP AVP containing the offending AVP.
5002 DIAMETER_UNKNOWN_SESSI Rx: treated as an error.
ON Tx:
In case that a message from PCRF is received for a non-
existing session, the 7750 SR will reply with this value.
5004 DIAMETER_INVALID_AVP_VAL | Rx: treated as an error.
UE Tx:
Reception of an AVP with invalid value will trigger a response
message (RAA) that contains the Result-Code AVP whose
value is set to DIAMETER_INVALID_AVP_VALUE, and the
Failed-AVP containing the AVP that caused the error.
5005 DIAMETER_MISSING_AVP Rx: treated as an error.
TX: not supported.
5007 DIAMETER_CONTRADICTING_ | Rx: treated as an error.
AVPS Tx: not supported.
5008 DIAMETER_AVP_NOT_ALLOW Rx: treated as an error.
ED Tx: not supported.
5009 DIAMETER_AVP_OCCURS _TO | Rx: treated as an error.
O_MANY_TIMES Tx: not supported.
5010 DIAMETER_NO_COMMON_APP | Rx: treated as an error.
LICATION Tx: not supported.
5011 DIAMETER_UNSUPPORTED_V | Rx: treated as an error.
ERSION Tx: not supported.
5012 DIAMETER_UNABLE_TO_COM | Rx: treated as an error.
PLY Tx: not supported.
5013 DIAMETER_INVALID_BIT_IN_H Rx: treated as an error.
EADER Tx: not supported.
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Gx AVP

Table 10 Result Codes (Result-Code AVP) (Continued)

Result Result Code Name Description

Code Id

5014 DIAMETER_INVALID_AVP_LEN | Rx: treated as an error.
GTH Tx: not supported.

5015 DIAMETER_INVALID_MESSAG Rx: treated as an error.
E_LENGTH Tx: not supported.

5016 DIAMETER_INVALID_AVP_BIT_ | Rx: treated as an error.
COMBO Tx: not supported.

5017 DIAMETER_NO_COMMON_SE Rx: treated as an error.
CURITY Tx: not supported.

Gx Specific Permanent Failures

5140 DIAMETER_ERROR_INITIAL_P Rx: treated as an error.
ARAMETERS Tx: not supported.

5141 DIAMETER_ERROR_TRIGGER _ | Rx: treated as an error.
EVENT Tx: not supported.

5142 DIAMETER_PCC_RULE_EVENT | Rx: treated as an error.

TX: not supported.
5148 DIAMETER_ADC_ RULE_EVENT | Rx: treated as an error.
TX: not supported.
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1.2.10 Rule Failure Codes (Rule-Failure-Code AVP)
Table 11 Rule Failure Codes (Rule-Failure-Code AVP)
Rule Failure | Rule Failure Name Description
Code Id
1 UNKNOWN_RULE_NAME Rx: treated as an error.
TX: not supported.
4 GwW/ This value indicates the problem related to the value carried in
7750 SR_MALFUNCTION the AVP. For example, the value references a non-existing
object (rule), the value is out of bounds or any other unexpected
error.
The error-message AVP in CCR/RAA carried on the top level or
Failed-AVP will provide more information about the event for
debugging purposes.
5 RESOURCE_LIMITATION Rx: treated as an error.
TX: not supported.
14 TDF_APPLICATION_IDENTI | Rx: treated as an error.
FIER_ERROR Tx: not supported.
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Gx AVP

Table 12

1.2.11 Event Triggers (Event-Trigger AVP)

Event Triggers (Event-Trigger AVP)

Event
Trigger Id

Event Trigger Name

Description

13

USER_LOCATION_CHANGE

This AVP is used when the UE moves between the access
points (WiFi).

14

NO_EVENT_TRIGGERS

Sent in CCA and RAR by the PCRF to indicate that PCRF
does not require any Event Trigger notification except for
those events that do not require subscription and are
always provisioned.

18

UE_IP_ADDRESS_ALLOCATE

When used in a CCR command, this value indicates that
the 7750 SR generated the request because a client’s IPv4
address is allocated. The Framed-IP-Address, Framed-
IPv6-Prefix, Delegated-IPv6-Prefix or Alc-IPv6-Address
AVPs will be provided in the same request. This event
trigger is reported when the corresponding event occurs,
even if the event trigger is not provisioned by the PCRF.

19

UE_IP_ADDRESS_RELEASE

When used in a CCR command, this value indicates that
the 7750 SR generated the request because a client’s IP
address/prefix is released. The Framed-1P-Address,
Framed-1Pv6-Prefix, Delegated-1Pv6-Prefix or Alc-IPv6-
Address AVPs will be provided in the same request. This
event trigger shall be reported when the corresponding
event occurs, even if the event trigger is not provisioned by
the PCRF.

22

SUCCESSFUL_RESOURCE_ALL
OCATION

Not supported.

33

USAGE_REPORT

This value is used in a CCA and RAR commands by the
PCRF when requesting usage monitoring on the 7750 SR.
The PCRF will also provide in the CCA or RAR command
the Usage-Monitoring-Information AVP(s) including the
Monitoring-Key AVP and the Granted-Service-Unit AVP.

When used in a CCR command, this value indicates that
the 7750 SR generated the request to report the
accumulated usage for one or more monitoring keys. The
7750 SR provides the accumulated usage volume using
the Usage-Monitoring-Information AVP(s) including the
Monitoring-Key AVP and the Used-Service-Unit AVP.
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1.2.12 Termination Causes (Termination-Cause AVP)
Table 13 Termination Causes (Termination-Cause AVP)
Termination | Termination Cause Name Description Reference
Cause Id
1 DIAMETER_LOGOUT Example reasons: [RFC 3588][RFC
« Clear subscriber via CLI 6733
* PADT Received
2 DIAMETER_SERVICE_NOT_ Example reasons: [RFC 3588][RFC
PROVIDED « Subscriber-host is terminated | 6733
via force-NACK received via
RADIUS CoA
3 DIAMETER_BAD_ANSWER Example reason: [RFC 3588][RFC
* Problem with initial parameters 6733]
during sub-host instantiation
while Gx fallback is disabled or
default subscriber parameters
are not available.
4 DIAMETER_ADMINISTRATIV | Example reasons: [RFC 3588][RFC
E « Host deleted via RADIUS 6733]
DISCONNECT
« Service shutdown for PPPoE
subscriber
5 DIAMETER_LINK_BROKEN Example reasons: [RFC 3588][RFC
* SAP is deleted 6733
* SHCV check fails
8 DIAMETER_SESSION_TIMEO | Example reason: [RFC 3588][RFC
Ut * When idle timeout for the 6733
subscriber-host is enabled and
its value is reached.
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Nokia assumes no responsibility for inaccuracies contained herein.

Access Node Control Protocol (ANCP)

draft-ietf-ancp-protocol-02, Protocol for Access Node Control Mechanism in
Broadband Networks

RFC 5851, Framework and Requirements for an Access Node Control Mechanism
in Broadband Multi-Service Networks

Application Assurance (AA)

3GPP Release 12 (ADC rules over Gx interfaces)
RFC 3507, Internet Content Adaptation Protocol (ICAP)

Asynchronous Transfer Mode (ATM)

AF-1ILMI-0065.000, Integrated Local Management Interface (ILMI) Version 4.0
AF-PHY-0086.001, Inverse Multiplexing for ATM (IMA) Specification Version 1.1
AF-TM-0121.000, Traffic Management Specification Version 4.1

AF-TM-0150.00, Addendum to Traffic Management v4.1 optional minimum desired
cell rate indication for UBR

GR-1113-CORE, Asynchronous Transfer Mode (ATM) and ATM Adaptation Layer
(AAL) Protocols Generic Requirements, Issue 1

GR-1248-CORE, Generic Requirements for Operations of ATM Network Elements
(NEs), Issue 3

ITU-T 1.432.1, B-ISDN user-network interface - Physical layer specification: General
characteristics (02/99)

ITU-T 1.610, B-ISDN operation and maintenance principles and functions (11/95)
RFC 1626, Default IP MTU for use over ATM AALS
RFC 2684, Multiprotocol Encapsulation over ATM Adaptation Layer 5

Border Gateway Protocol (BGP)

draft-hares-idr-update-attrib-low-bits-fix-01, Update Attribute Flag Low Bits
Clarification

draft-ietf-idr-add-paths-04, Advertisement of Multiple Paths in BGP
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draft-ietf-idr-best-external-03, Advertisement of the best external route in BGP

draft-ietf-idr-bgp-gr-notification-01, Notification Message support for BGP Graceful
Restart

draft-ietf-idr-error-handling-03, Revised Error Handling for BGP UPDATE Messages

draft-ietf-sidr-origin-validation-signaling-04, BGP Prefix Origin Validation State
Extended Community

RFC 1772, Application of the Border Gateway Protocol in the Internet

RFC 1997, BGP Communities Attribute

RFC 2385, Protection of BGP Sessions via the TCP MD5 Signature Option

RFC 2439, BGP Route Flap Damping

RFC 2545, Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing
RFC 2858, Multiprotocol Extensions for BGP-4

RFC 2918, Route Refresh Capability for BGP-4

RFC 3107, Carrying Label Information in BGP-4

RFC 3392, Capabilities Advertisement with BGP-4

RFC 4271, A Border Gateway Protocol 4 (BGP-4)

RFC 4360, BGP Extended Communities Attribute

RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNSs)

RFC 4456, BGP Route Reflection: An Alternative to Full Mesh Internal BGP (IBGP)
RFC 4486, Subcodes for BGP Cease Notification Message

RFC 4659, BGP-MPLS IP Virtual Private Network (VPN) Extension for IPv6 VPN

RFC 4684, Constrained Route Distribution for Border Gateway Protocol/
MultiProtocol Label Switching (BGP/MPLS) Internet Protocol (IP) Virtual
Private Networks (VPNS)

RFC 4724, Graceful Restart Mechanism for BGP (helper mode)
RFC 4760, Multiprotocol Extensions for BGP-4

RFC 4798, Connecting IPv6 Islands over IPv4 MPLS Using IPv6 Provider Edge
Routers (6PE)

RFC 4893, BGP Support for Four-octet AS Number Space

RFC 5004, Avoid BGP Best Path Transitions from One External to Another
RFC 5065, Autonomous System Confederations for BGP

RFC 5291, Outbound Route Filtering Capability for BGP-4

RFC 5575, Dissemination of Flow Specification Rules

RFC 5668, 4-Octet AS Specific BGP Extended Community

RFC 6810, The Resource Public Key Infrastructure (RPKI) to Router Protocol
RFC 6811, Prefix Origin Validation

RFC 7607, Codification of AS 0 Processing
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Circuit Emulation

MEF-8, Implementation Agreement for the Emulation of PDH Circuits over Metro
Ethernet Networks, October 2004

RFC 4553, Structure-Agnostic Time Division Multiplexing (TDM) over Packet
(SATOP)

RFC 5086, Structure-Aware Time Division Multiplexed (TDM) Circuit Emulation
Service over Packet Switched Network (CESoPSN)

RFC 5287, Control Protocol Extensions for the Setup of Time-Division Multiplexing
(TDM) Pseudowires in MPLS Networks

Ethernet

IEEE 802.1AB, Station and Media Access Control Connectivity Discovery
IEEE 802.1ad, Provider Bridges

IEEE 802.1ag, Connectivity Fault Management

IEEE 802.1ah, Provider Backbone Bridges

IEEE 802.1ak, Multiple Registration Protocol

IEEE 802.1aq, Shortest Path Bridging

IEEE 802.1ax, Link Aggregation

IEEE 802.1D, MAC Bridges

IEEE 802.1p, Traffic Class Expediting

IEEE 802.1Q, Virtual LANs

IEEE 802.1s, Multiple Spanning Trees

IEEE 802.1w, Rapid Reconfiguration of Spanning Tree
IEEE 802.1X, Port Based Network Access Control

IEEE 802.3ab, 1000BASE-T

IEEE 802.3ac, VLAN Tag

IEEE 802.3ad, Link Aggregation

IEEE 802.3ae, 10 Gb/s Ethernet

I[EEE 802.3ah, Ethernet in the First Mile

IEEE 802.3ba, 40 Gb/s and 100 Gb/s Ethernet

IEEE 802.3i, Ethernet

I[EEE 802.3u, Fast Ethernet

IEEE 802.3x, Ethernet Flow Control

IEEE 802.3z, Gigabit Ethernet

ITU-T G.8031/Y.1342, Ethernet Linear Protection Switching
ITU-T G.8032/Y.1344, Ethernet Ring Protection Switching
ITU-T Y.1731, OAM functions and mechanisms for Ethernet based networks
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Ethernet VPN (EVPN)

draft-ietf-bess-evpn-overlay-02, A Network Virtualization Overlay Solution using
EVPN

draft-ietf-bess-evpn-prefix-advertisement-02, IP Prefix Advertisement in EVPN

draft-ietf-bess-evpn-proxy-arp-nd-00, Operational Aspects of Proxy-ARP/ND in
EVPN Networks

draft-ietf-bess-evpn-vpls-seamless-integ-00, (PBB-)EVPN Seamless Integration
with (PBB-)VPLS

draft-ietf-bess-evpn-vpws-06, VPWS support in EVPN
RFC 7432, BGP MPLS-Based Ethernet VPN
RFC 7623, Provider Backbone Bridging Combined with Ethernet VPN (PBB-EVPN)

Frame Relay

ANSI T1.617 Annex D, DSSL1 - Signalling Specification For Frame Relay Bearer
Service

FRF.1.2, PVC User-to-Network Interface (UNI) Implementation Agreement
FRF.12, Frame Relay Fragmentation Implementation Agreement

FRF.16.1, Multilink Frame Relay UNI/NNI Implementation Agreement

FRF.5, Frame Relay/ATM PVC Network Interworking Implementation
FRF2.2, PVC Network-to-Network Interface (NNI) Implementation Agreement

ITU-T Q.933 Annex A, Additional procedures for Permanent Virtual Connection
(PVC) status management

Generalized Multiprotocol Label Switching (GMPLS)

draft-ietf-ccamp-rsvp-te-srig-collect-04, RSVP-TE Extensions for Collecting SRLG
Information

RFC 3471, Generalized Multi-Protocol Label Switching (GMPLS) Signaling
Functional Description

RFC 3473, Generalized Multi-Protocol Label Switching (GMPLS) Signaling
Resource ReserVation Protocol-Traffic Engineering (RSVP-TE) Extensions

RFC 4204, Link Management Protocol (LMP)

RFC 4208, Generalized Multiprotocol Label Switching (GMPLS) User-Network

Interface (UNI): Resource ReserVation Protocol-Traffic Engineering (RSVP-
TE) Support for the Overlay Model

RFC 4872, RSVP-TE Extensions in Support of End-to-End Generalized Multi-
Protocol Label Switching (GMPLS) Recovery
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Intermediate System to Intermediate System (I1S-IS)

draft-ginsberg-isis-mi-bis-01, IS-IS Multi-Instance (single topology)
draft-ietf-isis-mi-02, IS-I1S Multi-Instance
draft-ietf-isis-segment-routing-extensions-04, IS-1S Extensions for Segment Routing
draft-kaplan-isis-ext-eth-02, Extended Ethernet Frame Size Support

ISO/IEC 10589:2002, Second Edition, Nov. 2002, Intermediate system to
Intermediate system intra-domain routeing information exchange protocol for
use in conjunction with the protocol for providing the connectionless-mode
Network Service (ISO 8473)

RFC 1195, Use of OSI IS-IS for Routing in TCP/IP and Dual Environments
RFC 2973, I1S-IS Mesh Groups

RFC 3359, Reserved Type, Length and Value (TLV) Codepoints in Intermediate
System to Intermediate System

RFC 3719, Recommendations for Interoperable Networks using Intermediate
System to Intermediate System (I1S-IS)

RFC 3787, Recommendations for Interoperable IP Networks using Intermediate
System to Intermediate System (I1S-1S)

RFC 4971, Intermediate System to Intermediate System (I1S-IS) Extensions for
Advertising Router Information

RFC 5120, M-ISIS: Multi Topology (MT) Routing in IS-IS

RFC 5130, A Policy Control Mechanism in 1S-IS Using Administrative Tags
RFC 5301, Dynamic Hostname Exchange Mechanism for IS-1S

RFC 5302, Domain-wide Prefix Distribution with Two-Level IS-I1S

RFC 5303, Three-Way Handshake for 1S-1S Point-to-Point Adjacencies
RFC 5304, 1S-IS Cryptographic Authentication

RFC 5305, IS-IS Extensions for Traffic Engineering TE

RFC 5306, Restart Signaling for 1S-1S (helper mode)

RFC 5307, I1S-IS Extensions in Support of Generalized Multi-Protocol Label
Switching (GMPLS)

RFC 5308, Routing IPv6 with IS-IS

RFC 5309, Point-to-Point Operation over LAN in Link State Routing Protocols
RFC 5310, 1S-1S Generic Cryptographic Authentication

RFC 6213, IS-IS BFD-Enabled TLV

RFC 6232, Purge Originator Identification TLV for I1S-IS

RFC 6233, 1S-1S Registry Extension for Purges

RFC 6329, I1S-IS Extensions Supporting IEEE 802.1aq Shortest Path Bridging
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draft-ietf-rtgwg-Ilfa-manageability-08, Operational management of Loop Free
Alternates

RFC 5286, Basic Specification for IP Fast Reroute: Loop-Free Alternates
RFC 7431, Multicast-Only Fast Reroute
RFC 7490, Remote Loop-Free Alternate (LFA) Fast Reroute (FRR)

Internet Protocol (IP) — General

draft-grant-tacacs-02, The TACACS+ Protocol

draft-ietf-vrrp-unified-spec-02, Virtual Router Redundancy Protocol Version 3 for
IPv4 and IPv6

RFC 768, User Datagram Protocol

RFC 793, Transmission Control Protocol

RFC 854, Telnet Protocol Specifications

RFC 951, Bootstrap Protocol (BOOTP)

RFC 1034, Domain Names - Concepts and Facilities

RFC 1035, Domain Names - Implementation and Specification
RFC 1350, The TFTP Protocaol (revision 2)

RFC 1534, Interoperation between DHCP and BOOTP

RFC 1542, Clarifications and Extensions for the Bootstrap Protocol
RFC 2131, Dynamic Host Configuration Protocol

RFC 2132, DHCP Options and BOOTP Vendor Extensions

RFC 2347, TFTP Option Extension

RFC 2348, TFTP Blocksize Option

RFC 2349, TFTP Timeout Interval and Transfer Size Options

RFC 2428, FTP Extensions for IPv6 and NATs

RFC 2784, Generic Routing Encapsulation (GRE)

RFC 2865, Remote Authentication Dial In User Service (RADIUS)
RFC 2866, RADIUS Accounting

RFC 2867, RADIUS Accounting Modifications for Tunnel Protocol Support
RFC 2868, RADIUS Attributes for Tunnel Protocol Support

RFC 3046, DHCP Relay Agent Information Option (Option 82)
RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPV6)
RFC 3596, DNS Extensions to Support IP version 6

RFC 3768, Virtual Router Redundancy Protocol (VRRP)

RFC 4250, The Secure Shell (SSH) Protocol Assigned Numbers
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RFC 4251, The Secure Shell (SSH) Protocol Architecture

RFC 4252, The Secure Shell (SSH) Authentication Protocol (publickey, password)
RFC 4253, The Secure Shell (SSH) Transport Layer Protocol

RFC 4254, The Secure Shell (SSH) Connection Protocol

RFC 4632, Classless Inter-domain Routing (CIDR): The Internet Address
Assignment and Aggregation Plan

RFC 5082, The Generalized TTL Security Mechanism (GTSM)

RFC 5656, Elliptic Curve Algorithm Integration in the Secure Shell Transport Layer
(ECDSA)

RFC 5880, Bidirectional Forwarding Detection (BFD)

RFC 5881, Bidirectional Forwarding Detection (BFD) IPv4 and IPv6 (Single Hop)
RFC 5883, Bidirectional Forwarding Detection (BFD) for Multihop Paths

RFC 6398, IP Router Alert Considerations and Usage (MLD)

RFC 6528, Defending against Sequence Number Attacks

RFC 6929, Remote Authentication Dial-In User Service (RADIUS) Protocol
Extensions

RFC 7130, Bidirectional Forwarding Detection (BFD) on Link Aggregation Group
(LAG) Interfaces

Internet Protocol (IP) — Multicast

cisco-ipmulticast/pim-autorp-spec01, Auto-RP: Automatic discovery of Group-to-RP
mappings for IP multicast

draft-dolganow-bess-mvpn-expl-track-01, Explicit Tracking with Wild Card Routes in
Multicast VPN

draft-ietf-idmr-traceroute-ipm-07, A "traceroute” facility for IP Multicast

draft-ietf-I2vpn-vpls-pim-snooping-07, Protocol Independent Multicast (PIM) over
Virtual Private LAN Service (VPLS)

RFC 1112, Host Extensions for IP Multicasting

RFC 2236, Internet Group Management Protocol, Version 2
RFC 2375, IPv6 Multicast Address Assignments

RFC 2710, Multicast Listener Discovery (MLD) for IPv6
RFC 3306, Unicast-Prefix-based IPv6 Multicast Addresses
RFC 3376, Internet Group Management Protocol, Version 3

RFC 3446, Anycast Rendevous Point (RP) mechanism using Protocol Independent
Multicast (PIM) and Multicast Source Discovery Protocol (MSDP)

RFC 3590, Source Address Selection for the Multicast Listener Discovery (MLD)
Protocol

RFC 3618, Multicast Source Discovery Protocol (MSDP)
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RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) for IPv6

RFC 3956, Embedding the Rendezvous Point (RP) Address in an IPv6 Multicast
Address

RFC 3973, Protocol Independent Multicast - Dense Mode (PIM-DM): Protocol
Specification (Revised) (auto-RP groups)

RFC 4541, Considerations for Internet Group Management Protocol (IGMP) and
Multicast Listener Discovery (MLD) Snooping Switches

RFC 4601, Protocol Independent Multicast - Sparse Mode (PIM-SM): Protocol
Specification (Revised)

RFC 4604, Using Internet Group Management Protocol Version 3 (IGMPv3) and

Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific
Multicast

RFC 4607, Source-Specific Multicast for IP

RFC 4608, Source-Specific Protocol Independent Multicast in 232/8

RFC 4610, Anycast-RP Using Protocol Independent Multicast (PIM)

RFC 4611, Multicast Source Discovery Protocol (MSDP) Deployment Scenarios

RFC 5059, Bootstrap Router (BSR) Mechanism for Protocol Independent Multicast
(PIM)

RFC 5186, Internet Group Management Protocol Version 3 (IGMPv3) / Multicast
Listener Discovery Version 2 (MLDv2) and Multicast Routing Protocol
Interaction

RFC 5384, The Protocol Independent Multicast (PIM) Join Attribute Format
RFC 5496, The Reverse Path Forwarding (RPF) Vector TLV

RFC 6037, Cisco Systems' Solution for Multicast in MPLS/BGP IP VPNs

RFC 6512, Using Multipoint LDP When the Backbone Has No Route to the Root
RFC 6513, Multicast in MPLS/BGP IP VPNs

RFC 6514, BGP Encodings and Procedures for Multicast in MPLS/IP VPNs

RFC 6515, IPv4 and IPv6 Infrastructure Addresses in BGP Updates for Multicast
VPNSs

RFC 6516, IPv6 Multicast VPN (MVPN) Support Using PIM Control Plane and
Selective Provider Multicast Service Interface (S-PMSI) Join Messages

RFC 6625, Wildcards in Multicast VPN Auto-Discover Routes

RFC 6826, Multipoint LDP In-Band Signaling for Point-to-Multipoint and Multipoint-
to-Multipoint Label Switched Path

RFC 7246, Multipoint Label Distribution Protocol In-Band Signaling in a Virtual
Routing and Forwarding (VRF) Table Context

RFC 7385, IANA Registry for P-Multicast Service Interface (PMSI) Tunnel Type
Code Points
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Internet Protocol (IP) — Version 4

RFC 791, Internet Protocol
RFC 792, Internet Control Message Protocol
RFC 826, An Ethernet Address Resolution Protocol

RFC 1519, Classless Inter-Domain Routing (CIDR): an Address Assignment and
Aggregation Strategy

RFC 1812, Requirements for IPv4 Routers

RFC 1918, Address Allocation for Private Internets

RFC 1981, Path MTU Discovery for IP version 6

RFC 2003, IP Encapsulation within IP

RFC 2401, Security Architecture for Internet Protocol

RFC 3021, Using 31-Bit Prefixes on IPv4 Point-to-Point Links

Internet Protocol (IP) — Version 6

RFC 2460, Internet Protocol, Version 6 (IPv6) Specification

RFC 2464, Transmission of IPv6 Packets over Ethernet Networks

RFC 2473, Generic Packet Tunneling in IPv6 Specification

RFC 2529, Transmission of IPv6 over IPv4 Domains without Explicit Tunnels

RFC 3122, Extensions to IPv6 Neighbor Discovery for Inverse Discovery
Specification

RFC 3587, IPv6 Global Unicast Address Format

RFC 3633, IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP)
version 6

RFC 3646, DNS Configuration options for Dynamic Host Configuration Protocol for
IPv6 (DHCPV6)

RFC 3736, Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6
RFC 3971, SEcure Neighbor Discovery (SEND)

RFC 3972, Cryptographically Generated Addresses (CGA)

RFC 4007, IPv6 Scoped Address Architecture

RFC 4193, Unique Local IPv6 Unicast Addresses

RFC 4291, Internet Protocol Version 6 (IPv6) Addressing Architecture

RFC 4443, Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification

RFC 4861, Neighbor Discovery for IP version 6 (IPv6)

RFC 4862, IPv6 Stateless Address Autoconfiguration (router functions)

RFC 4941, Privacy Extensions for Stateless Address Autoconfiguration in IPv6
RFC 5007, DHCPv6 Leasequery
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RFC 5095, Deprecation of Type 0 Routing Headers in IPv6

RFC 5952, A Recommendation for IPv6 Address Text Representation
RFC 6106, IPv6 Router Advertisement Options for DNS Configuration
RFC 6164, Using 127-Bit IPv6 Prefixes on Inter-Router Links

Internet Protocol Security (IPsec)

draft-ietf-ipsec-isakmp-mode-cfg-05, The ISAKMP Configuration Method

draft-ietf-ipsec-isakmp-xauth-06, Extended Authentication within ISAKMP/Oakley
(XAUTH)

RFC 2401, Security Architecture for the Internet Protocol

RFC 2403, The Use of HMAC-MD5-96 within ESP and AH

RFC 2404, The Use of HMAC-SHA-1-96 within ESP and AH

RFC 2405, The ESP DES-CBC Cipher Algorithm With Explicit IV
RFC 2406, IP Encapsulating Security Payload (ESP)

RFC 2409, The Internet Key Exchange (IKE)

RFC 2410, The NULL Encryption Algorithm and Its Use With IPsec

RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP

RFC 3526, More Modular Exponential (MODP) Diffie-Hellman group for Internet Key
Exchange (IKE)

RFC 3566, The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec
RFC 3602, The AES-CBC Cipher Algorithm and Its Use with IPsec

RFC 3706, A Traffic-Based Method of Detecting Dead Internet Key Exchange (IKE)
Peers

RFC 3947, Negotiation of NAT-Traversal in the IKE
RFC 3948, UDP Encapsulation of IPsec ESP Packets

RFC 4210, Internet X.509 Public Key Infrastructure Certificate Management Protocol
(CMP)

RFC 4211, Internet X.509 Public Key Infrastructure Certificate Request Message
Format (CRMF)

RFC 4301, Security Architecture for the Internet Protocol
RFC 4303, IP Encapsulating Security Payload

RFC 4307, Cryptographic Algorithms for Use in the Internet Key Exchange Version
2 (IKEv2)

RFC 4308, Cryptographic Suites for IPsec

RFC 4434, The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange
Protocol (IKE)
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RFC 4868, Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with
IPSec

RFC 4891, Using IPsec to Secure IPv6-in-IPv4 Tunnels
RFC 4945, The Internet IP Security PKI Profile of IKEv1/ISAKMP, IKEv2 and PKIX

RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

RFC 5996, Internet Key Exchange Protocol Version 2 (IKEv2)
RFC 5998, An Extension for EAP-Only Authentication in IKEv2

RFC 7321, Cryptographic Algorithm Implementation Requirements and Usage
Guidance for Encapsulating Security Payload (ESP) and Authentication
Header (AH)

RFC 7383, Internet Key Exchange Protocol Version 2 (IKEv2) Message
Fragmentation

Label Distribution Protocol (LDP)

draft-ietf-mpls-ldp-ip-pw-capability-09, Controlling State Advertisements Of Non-
negotiated LDP Applications

draft-ietf-mpls-ldp-ipv6-15, Updates to LDP for IPv6
draft-pdutta-mpls-ldp-adj-capability-00, LDP Adjacency Capabilities
draft-pdutta-mpls-ldp-v2-00, LDP Version 2

draft-pdutta-mpls-mldp-up-redundancy-00, Upstream LSR Redundancy for Multi-
point LDP Tunnels

draft-pdutta-mpls-multi-ldp-instance-00, Multiple LDP Instances
draft-pdutta-mpls-tidp-hello-reduce-04, Targeted LDP Hello Reduction
RFC 3037, LDP Applicability

RFC 3478, Graceful Restart Mechanism for Label Distribution Protocol (helper
mode)

RFC 5036, LDP Specification

RFC 5283, LDP Extension for Inter-Area Label Switched Paths (LSPs)
RFC 5443, LDP IGP Synchronization

RFC 5561, LDP Capabilities

RFC 5919, Signaling LDP Label Advertisement Completion

RFC 6388, Label Distribution Protocol Extensions for Point-to-Multipoint and
Multipoint-to-Multipoint Label Switched Paths

RFC 6512, Using Multipoint LDP When the Backbone Has No Route to the Root

RFC 6826, Multipoint LDP in-band signaling for Point-to-Multipoint and Multipoint-to-
Multipoint Label Switched Paths
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Layer Two Tunneling Protocol (L2TP) Network Server (LNS)

draft-mammoliti-12tp-accessline-avp-04, Layer 2 Tunneling Protocol (L2TP) Access
Line Information Attribute Value Pair (AVP) Extensions

RFC 2661, Layer Two Tunneling Protocol "L2TP"
RFC 2809, Implementation of L2TP Compulsory Tunneling via RADIUS

RFC 3438, Layer Two Tunneling Protocol (L2TP) Internet Assigned Numbers:
Internet Assigned Numbers Authority (IANA) Considerations Update

RFC 3931, Layer Two Tunneling Protocol - Version 3 (L2TPv3)

RFC 4638, Accommodating a Maximum Transit Unit/Maximum Receive Unit (MTU/
MRU) Greater Than 1492 in the Point-to-Point Protocol over Ethernet
(PPPoOE)

RFC 4719, Transport of Ethernet Frames over Layer 2 Tunneling Protocol Version 3
(L2TPV3)

RFC 4951, Fail Over Extensions for Layer 2 Tunneling Protocol (L2TP) "failover"

Management

draft-ieft-snmpv3-update-mib-05, Management Information Base (MIB) for the
Simple Network Management Protocol (SNMP)

draft-ietf-isis-wg-mib-06, Management Information Base for Intermediate System to
Intermediate System (I1S-IS)

draft-ietf-mboned-msdp-mib-01, Multicast Source Discovery protocol MIB

draft-ietf-mpls-Idp-mib-07, Definitions of Managed Objects for the Multiprotocol Label
Switching, Label Distribution Protocol (LDP)

draft-ietf-mpls-Isr-mib-06, Multiprotocol Label Switching (MPLS) Label Switching
Router (LSR) Management Information Base Using SMIv2

draft-ietf-mpls-te-mib-04, Multiprotocol Label Switching (MPLS) Traffic Engineering
Management Information Base

draft-ietf-ospf-mib-update-08, OSPF Version 2 Management Information Base
ianaaddressfamilynumbers-mib, IANA-ADDRESS-FAMILY-NUMBERS-MIB
ianagmplstc-mib, IANA-GMPLS-TC-MIB

ianaiftype-mib, IANAIifType-MIB

ianaiprouteprotocol-mib, IANA-RTPROTO-MIB

IEEE8021-CFM-MIB, IEEE P802.1ag(TM) CFM MIB

IEEE8021-PAE-MIB, IEEE 802.1X MIB

IEEE8023-LAG-MIB, IEEE 802.3ad MIB

LLDP-MIB, IEEE P802.1AB(TM) LLDP MIB

RFC 1157, A Simple Network Management Protocol (SNMP)

RFC 1212, Concise MIB Definitions
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RFC 1213, Management Information Base for Network Management of TCP/IP-
based Internets: MIB-II

RFC 1215, A Convention for Defining Traps for use with the SNMP
RFC 1724, RIP Version 2 MIB Extension

RFC 2021, Remote Network Monitoring Management Information Base Version 2
using SMiv2

RFC 2115, Management Information Base for Frame Relay DTEs Using SMIv2

RFC 2206, RSVP Management Information Base using SMIv2

RFC 2213, Integrated Services Management Information Base using SMiv2

RFC 2494, Definitions of Managed Obijects for the DS0 and DSO Bundle Interface
Type

RFC 2514, Definitions of Textual Conventions and OBJECT-IDENTITIES for ATM
Management

RFC 2515, Definitions of Managed Objects for ATM Management
RFC 2570, SNMP Version 3 Framework
RFC 2571, An Architecture for Describing SNMP Management Frameworks

RFC 2572, Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP)

RFC 2573, SNMP Applications

RFC 2574, User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3)

RFC 2575, View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP)

RFC 2578, Structure of Management Information Version 2 (SMiv2)
RFC 2579, Textual Conventions for SMIv2
RFC 2580, Conformance Statements for SMIv2

RFC 2787, Definitions of Managed Obijects for the Virtual Router Redundancy
Protocol

RFC 2819, Remote Network Monitoring Management Information Base
RFC 2856, Textual Conventions for Additional High Capacity Data Types
RFC 2863, The Interfaces Group MIB

RFC 2864, The Inverted Stack Table Extension to the Interfaces Group MIB
RFC 2933, Internet Group Management Protocol MIB

RFC 3014, Notification Log MIB

RFC 3164, The BSD syslog Protocol

RFC 3165, Definitions of Managed Obijects for the Delegation of Management
Scripts

RFC 3231, Definitions of Managed Objects for Scheduling Management Operations
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RFC 3273, Remote Network Monitoring Management Information Base for High
Capacity Networks

RFC 3416. Version 2 of the Protocol Operations for the Simple Network
Management Protocol (SNMP)

RFC 3417, Transport Mappings for the Simple Network Management Protocol
(SNMP) (SNMP over UDP over IPv4)

RFC 3419, Textual Conventions for Transport Addresses

RFC 3498, Definitions of Managed Objects for Synchronous Optical Network
(SONET) Linear Automatic Protection Switching (APS) Architectures

RFC 3584, Coexistence between Version 1, Version 2, and Version 3 of the Internet-
standard Network Management Framework

RFC 3592, Definitions of Managed Obijects for the Synchronous Optical Network/
Synchronous Digital Hierarchy (SONET/SDH) Interface Type

RFC 3593, Textual Conventions for MIB Modules Using Performance History Based
on 15 Minute Intervals

RFC 3635, Definitions of Managed Obijects for the Ethernet-like Interface Types
RFC 3637, Definitions of Managed Objects for the Ethernet WAN Interface Sublayer

RFC 3826, The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP
User-based Security Model

RFC 3877, Alarm Management Information Base (MIB)

RFC 3895, Definitions of Managed Objects for the DS1, E1, DS2, and E2 Interface
Types

RFC 3896, Definitions of Managed Objects for the DS3/E3 Interface Type
RFC 4001, Textual Conventions for Internet Network Addresses

RFC 4022, Management Information Base for the Transmission Control Protocol
(TCP)

RFC 4113, Management Information Base for the User Datagram Protocol (UDP)
RFC 4220, Traffic Engineering Link Management Information Base

RFC 4273, Definitions of Managed Obijects for BGP-4

RFC 4292, IP Forwarding Table MIB

RFC 4293, Management Information Base for the Internet Protocol (IP)

RFC 4379, Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures
RFC 4511, Lightweight Directory Access Protocol (LDAP): The Protocol

RFC 4513, Lightweight Directory Access Protocol (LDAP): Authentication Methods
and Security Mechanisms (TLS)

RFC 4631, Link Management Protocol (LMP) Management Information Base (MIB)

RFC 4878, Definitions and Managed Obijects for Operations, Administration, and
Maintenance (OAM) Functions on Ethernet-Like Interfaces
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RFC 5101, Specification of the IP Flow Information Export (IPFIX) Protocol for the
Exchange of IP Traffic Flow Information

RFC 5102, Information Model for IP Flow Information Export

RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2 (TLS client,
RSA public key)

RFC 5357, A Two-Way Active Measurement Protocol (TWAMP) (server,
unauthenticated mode)

RFC 5938, Individual Session Control Feature for the Two-Way Active Measurement
Protocol (TWAMP)

RFC 6020, YANG - A Data Modeling Language for the Network Configuration
Protocol (NETCONF)

RFC 6038, Two-Way Active Measurement Protocol (TWAMP) Reflect Octets and
Symmetrical Size Features

RFC 6241, Network Configuration Protocol (NETCONF)
RFC 6242, Using the NETCONF Protocol over Secure Shell (SSH)
RFC 6243, With-defaults Capability for NETCONF

RFC 6424, Mechanism for Performing Label Switched Path Ping (LSP Ping) over
MPLS Tunnels

RFC 6425, Detecting Data Plane Failures in Point-to-Multipoint Multiprotocol Label
Switching (MPLS) - Extensions to LSP Ping

RFC 7420, Path Computation Element Communication Protocol (PCEP)
Management Information Base (MIB) Module

SFLOW-MIB, sFlow MIB Version 1.3 (Draft 5)

Multiprotocol Label Switching - Transport Profile (MPLS-TP)

RFC 5586, MPLS Generic Associated Channel

RFC 5921, A Framework for MPLS in Transport Networks

RFC 5960, MPLS Transport Profile Data Plane Architecture
RFC 6370, MPLS Transport Profile (MPLS-TP) Identifiers

RFC 6378, MPLS Transport Profile (MPLS-TP) Linear Protection
RFC 6426, MPLS On-Demand Connectivity and Route Tracing

RFC 6427, MPLS Fault Management Operations, Administration, and Maintenance
(OAM)

RFC 6428, Proactive Connectivity Verification, Continuity Check and Remote Defect
indication for MPLS Transport Profile

RFC 6478, Pseudowire Status for Static Pseudowires
RFC 7213, MPLS Transport Profile (MPLS-TP) Next-Hop Ethernet Addressing
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Multiprotocol Label Switching (MPLS)

RFC 3031, Multiprotocol Label Switching Architecture
RFC 3032, MPLS Label Stack Encoding

RFC 3443, Time To Live (TTL) Processing in Multi-Protocol Label Switching (MPLS)
Networks

RFC 4023, Encapsulating MPLS in IP or Generic Routing Encapsulation (GRE)
RFC 4182, Removing a Restriction on the use of MPLS Explicit NULL

RFC 5332, MPLS Multicast Encapsulations

RFC 6790, The Use of Entropy Labels in MPLS Forwarding

Network Address Translation (NAT)

draft-ietf-behave-address-format-10, IPv6 Addressing of IPv4/IPv6 Translators
draft-ietf-behave-v6v4-xlate-23, IP/ICMP Translation Algorithm
draft-miles-behave-12nat-00, Layer2-Aware NAT

draft-nishitani-cgn-02, Common Functions of Large Scale NAT (LSN)

RFC 4787, Network Address Translation (NAT) Behavioral Requirements for Unicast
UDP

RFC 5382, NAT Behavioral Requirements for TCP
RFC 5508, NAT Behavioral Requirements for ICMP

RFC 6146, Stateful NAT64: Network Address and Protocol Translation from IPv6
Clients to IPv4 Servers

RFC 6333, Dual-Stack Lite Broadband Deployments Following IPv4 Exhaustion

RFC 6334, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) Option for Dual-
Stack Lite

RFC 6888, Common Requirements For Carrier-Grade NATs (CGNSs)

RFC 7383, Internet Key Exchange Protocol Version 2 (IKEv2) Message
Fragmentation

Open Shortest Path First (OSPF)

draft-ietf-ospf-prefix-link-attr-06, OSPFv2 Prefix/Link Attribute Advertisement

draft-ietf-ospf-segment-routing-extensions-04, OSPF Extensions for Segment
Routing

RFC 1586, Guidelines for Running OSPF Over Frame Relay Networks
RFC 1765, OSPF Database Overflow

RFC 2328, OSPF Version 2

RFC 3101, The OSPF Not-So-Stubby Area (NSSA) Option

RFC 3509, Alternative Implementations of OSPF Area Border Routers
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RFC 3623, Graceful OSPF Restart Graceful OSPF Restart (helper mode)
RFC 3630, Traffic Engineering (TE) Extensions to OSPF Version 2

RFC 4203, OSPF Extensions in Support of Generalized Multi-Protocol Label
Switching (GMPLYS)

RFC 4222, Prioritized Treatment of Specific OSPF Version 2 Packets and
Congestion Avoidance

RFC 4552, Authentication/Confidentiality for OSPFv3

RFC 4576, Using a Link State Advertisement (LSA) Options Bit to Prevent Looping
in BGP/MPLS IP Virtual Private Networks (VPNS)

RFC 4577, OSPF as the Provider/Customer Edge Protocol for BGP/MPLS IP Virtual
Private Networks (VPNS)

RFC 4970, Extensions to OSPF for Advertising Optional Router Capabilities
RFC 5185, OSPF Multi-Area Adjacency

RFC 5187, OSPFv3 Graceful Restart (helper mode)

RFC 5243, OSPF Database Exchange Summary List Optimization

RFC 5250, The OSPF Opaque LSA Option

RFC 5309, Point-to-Point Operation over LAN in Link State Routing Protocols
RFC 5340, OSPF for IPv6

RFC 5709, OSPFv2 HMAC-SHA Cryptographic Authentication

RFC 5838, Support of Address Families in OSPFv3

RFC 6987, OSPF Stub Router Advertisement

OpenFlow

ONF OpenFlow Switch Specification Version 1.3.1 (OpenFlow-hybrid switches)

Path Computation Element Protocol (PCEP)

draft-alvarez-pce-path-profiles-04, PCE Path Profiles
draft-ietf-pce-segment-routing-05, PCEP Extensions for Segment Routing
draft-ietf-pce-stateful-pce-11, PCEP Extensions for Stateful PCE

RFC 5440, Path Computation Element (PCE) Communication Protocol (PCEP)

Point-to-Point Protocol (PPP)

RFC 1332, The PPP Internet Protocol Control Protocol (IPCP)

RFC 1377, The PPP OSI Network Layer Control Protocol (OSINLCP)
RFC 1661, The Point-to-Point Protocol (PPP)

RFC 1662, PPP in HDLC-like Framing
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RFC 1877, PPP Internet Protocol Control Protocol Extensions for Name Server
Addresses

RFC 1989, PPP Link Quality Monitoring

RFC 1990, The PPP Multilink Protocol (MP)

RFC 1994, PPP Challenge Handshake Authentication Protocol (CHAP)
RFC 2153, PPP Vendor Extensions

RFC 2516, A Method for Transmitting PPP Over Ethernet (PPPOE)
RFC 2615, PPP over SONET/SDH

RFC 2686, The Multi-Class Extension to Multi-Link PPP

RFC 2878, PPP Bridging Control Protocol (BCP)

RFC 4638, Accommodating a Maximum Transit Unit/Maximum Receive Unit (MTU/
MRU) Greater Than 1492 in the Point-to-Point Protocol over Ethernet
(PPPOE)

RFC 5072, IP Version 6 over PPP

Policy Management and Credit Control

3GPP TS 29.212 Release 11, Policy and Charging Control (PCC); Reference points
(Gx support as it applies to wireline environment (BNG))

RFC 3588, Diameter Base Protocol
RFC 4006, Diameter Credit-Control Application

Pseudowire

draft-ietf-I2vpn-vpws-iw-oam-04, OAM Procedures for VPWS Interworking
MFA Forum 12.0.0, Multiservice Interworking - Ethernet over MPLS

MFA Forum 13.0.0, Fault Management for Multiservice Interworking v1.0
MFA Forum 16.0.0, Multiservice Interworking - IP over MPLS

MFA Forum 9.0.0, The Use of Virtual trunks for ATM/MPLS Control Plane
Interworking

RFC 3916, Requirements for Pseudo- Wire Emulation Edge-to-Edge (PWE3)
RFC 3985, Pseudo Wire Emulation Edge-to-Edge (PWE3)

RFC 4385, Pseudo Wire Emulation Edge-to-Edge (PWE3) Control Word for Use
over an MPLS PSN

RFC 4446, IANA Allocations for Pseudowire Edge to Edge Emulation (PWE3)

RFC 4447, Pseudowire Setup and Maintenance Using the Label Distribution
Protocol (LDP)

RFC 4448, Encapsulation Methods for Transport of Ethernet over MPLS Networks

RFC 4619, Encapsulation Methods for Transport of Frame Relay over Multiprotocol
Label Switching (MPLS) Networks
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RFC 4717, Encapsulation Methods for Transport Asynchronous Transfer Mode
(ATM) over MPLS Networks

RFC 4816, Pseudowire Emulation Edge-to-Edge (PWE3) Asynchronous Transfer
Mode (ATM) Transparent Cell Transport Service

RFC 5085, Pseudowire Virtual Circuit Connectivity Verification (VCCV): A Control
Channel for Pseudowires

RFC 5659, An Architecture for Multi-Segment Pseudowire Emulation Edge-to-Edge

RFC 5885, Bidirectional Forwarding Detection (BFD) for the Pseudowire Virtual
Circuit Connectivity Verification (VCCV)

RFC 6073, Segmented Pseudowire

RFC 6310, Pseudowire (PW) Operations, Administration, and Maintenance (OAM)
Message Mapping

RFC 6391, Flow-Aware Transport of Pseudowires over an MPLS Packet Switched
Network

RFC 6575, Address Resolution Protocol (ARP) Mediation for IP Interworking of Layer
2 VPNs

RFC 6718, Pseudowire Redundancy

RFC 6829, Label Switched Path (LSP) Ping for Pseudowire Forwarding Equivalence
Classes (FECs) Advertised over IPv6

RFC 6870, Pseudowire Preferential Forwarding Status bit

RFC 7023, MPLS and Ethernet Operations, Administration, and Maintenance (OAM)
Interworking

RFC 7267, Dynamic Placement of Multi-Segment Pseudowires

Quality of Service (QoS)

RFC 2430, A Provider Architecture for Differentiated Services and Traffic
Engineering (PASTE)

RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and
IPv6 Headers

RFC 2598, An Expedited Forwarding PHB
RFC 3140, Per Hop Behavior Identification Codes
RFC 3260, New Terminology and Clarifications for Diffserv

Resource Reservation Protocol - Traffic Engineering (RSVP-
TE)

draft-newton-mpls-te-dynamic-overbooking-00, A Diffserv-TE Implementation Model
to dynamically change booking factors during failure events

RFC 2702, Requirements for Traffic Engineering over MPLS
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RFC 2747, RSVP Cryptographic Authentication

RFC 2961, RSVP Refresh Overhead Reduction Extensions

RFC 3097, RSVP Cryptographic Authentication -- Updated Message Type Value
RFC 3209, RSVP-TE: Extensions to RSVP for LSP Tunnels

RFC 3473, Generalized Multi-Protocol Label Switching (GMPLS) Signaling
Resource ReserVation Protocol-Traffic Engineering (RSVP-TE) Extensions
(IF_ID RSVP_HOP object with unnumbered interfaces and RSVP-TE graceful
restart helper procedures)

RFC 3477, Signalling Unnumbered Links in Resource ReSerVation Protocol - Traffic
Engineering (RSVP-TE)

RFC 3564, Requirements for Support of Differentiated Services-aware MPLS Traffic
Engineering

RFC 3906, Calculating Interior Gateway Protocol (IGP) Routes Over Traffic
Engineering Tunnels

RFC 4090, Fast Reroute Extensions to RSVP-TE for LSP Tunnels

RFC 4124, Protocol Extensions for Support of Diffserv-aware MPLS Traffic
Engineering

RFC 4125, Maximum Allocation Bandwidth Constraints Model for Diffserv-aware
MPLS Traffic Engineering

RFC 4127, Russian Dolls Bandwidth Constraints Model for Diffserv-aware MPLS
Traffic Engineering

RFC 4561, Definition of a Record Route Object (RRO) Node-Id Sub-Object

RFC 4875, Extensions to Resource Reservation Protocol - Traffic Engineering
(RSVP-TE) for Point-to-Multipoint TE Label Switched Paths (LSPs)

RFC 4950, ICMP Extensions for Multiprotocol Label Switching

RFC 5151, Inter-Domain MPLS and GMPLS Traffic Engineering -- Resource
Reservation Protocol-Traffic Engineering (RSVP-TE) Extensions

RFC 5712, MPLS Traffic Engineering Soft Preemption

RFC 5817, Graceful Shutdown in MPLS and Generalized MPLS Traffic Engineering
Networks

Routing Information Protocol (RIP)

RFC 1058, Routing Information Protocol
RFC 2080, RIPng for IPv6

RFC 2082, RIP-2 MD5 Authentication
RFC 2453, RIP Version 2
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Synchronous Optical Networking (SONET)/Synchronous
Digital Hierarchy (SDH)

ITU-G.841, Types and Characteristics of SDH Networks Protection Architecture,
issued in October 1998 and as augmented by Corrigendum 1, issued in July
2002

Timing
GR-1244-CORE, Clocks for the Synchronized Network: Common Generic Criteria,

Issue 3, May 2005

GR-253-CORE, SONET Transport Systems: Common Generic Criteria. Issue 3,
September 2000

IEEE 1588-2008, IEEE Standard for a Precision Clock Synchronization Protocol for
Networked Measurement and Control Systems

ITU-T G.781, Synchronization layer functions, issued 09/2008

ITU-T G.813, Timing characteristics of SDH equipment slave clocks (SEC), issued
03/2003

ITU-T G.8261, Timing and synchronization aspects in packet networks, issued 04/
2008

ITU-T G.8262, Timing characteristics of synchronous Ethernet equipment slave
clock (EEC), issued 08/2007

ITU-T G.8264, Distribution of timing information through packet networks, issued 10/
2008

ITU-T G.8265.1, Precision time protocol telecom profile for frequency
synchronization, issued 10/2010

ITU-T G.8275.1, Precision time protocol telecom profile for phase/time
synchronization with full timing support from the network, issued 07/2014

RFC 5905, Network Time Protocol Version 4: Protocol and Algorithms Specification

Virtual Private LAN Service (VPLS)

RFC 4761, Virtual Private LAN Service (VPLS) Using BGP for Auto-Discovery and
Signaling

RFC 4762, Virtual Private LAN Service (VPLS) Using Label Distribution Protocol
(LDP) Signaling

RFC 5501, Requirements for Multicast Support in Virtual Private LAN Services

RFC 6074, Provisioning, Auto-Discovery, and Signaling in Layer 2 Virtual Private
Networks (L2VPNS)

RFC 7041, Extensions to the Virtual Private LAN Service (VPLS) Provider Edge (PE)
Model for Provider Backbone Bridging
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RFC 7117, Multicast in Virtual Private LAN Service (VPLS)

Voice and Video

DVB BlueBook A86, Transport of MPEG-2 TS Based DVB Services over IP Based
Networks

ETSI TS 101 329-5 Annex E, QoS Measurement for VolP - Method for determining
an Equipment Impairment Factor using Passive Monitoring

ITU-T G.1020 Appendix |, Performance Parameter Definitions for Quality of Speech
and other Voiceband Applications Utilizing IP Networks - Mean Absolute
Packet Delay Variation & Markov Models

ITU-T G.107, The E Model - A computational model for use in planning

ITU-T P.564, Conformance testing for voice over IP transmission quality assessment
models

RFC 3550 Appendix A.8, RTP: A Transport Protocol for Real-Time Applications
(estimating the interarrival jitter)

RFC 4585, Extended RTP Profile for Real-time Transport Control Protocol (RTCP)-
Based Feedback (RTP/AVPF)

RFC 4588, RTP Retransmission Payload Format

Wireless Local Area Network (WLAN) Gateway

3GPP TS 23.402, Architecture enhancements for non-3GPP accesses (S2aroaming
based on GPRS)
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