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About This Guide

This documentation describes how to install, configure, and use Novell® Domain Services for
Windows on a Novell Open Enterprise Server (OES) 2 server.

¢ Chapter 1, “Overview,” on page 11

¢ Chapter 2, “Installing and Configuring Domain Services for Windows,” on page 17

¢ Chapter 3, “Logging In from a Windows Workstation,” on page 75

¢ Chapter 4, “Creating and Provisioning Users,” on page 79

¢ Chapter 5, “Managing Group Policy Settings,” on page 83

¢ Chapter 6, “Managing Trust Relationships in Domain Services for Windows,” on page 87

¢ Chapter 7, “Schema,” on page 121

¢ Chapter 8, “Printing in the Domain Services for Windows Environment,” on page 131

¢ Chapter 9, “Upgrade and Migration Issues,” on page 135

¢ Chapter 10, “Configuring Domain Services for Windows for Novell Cluster Services,” on
page 137

¢ Chapter 11, “Providing Access to Server Data,” on page 139
¢ Chapter 12, “Troubleshooting,” on page 149

Audience

This guide is intended for network installers and administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the OES 2: Domain Services for Windows Administration Guide, see
the latest Novell Open Enterprise Server 2 documentation (http://www.novell.com/documentation/
oes2/index.html).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.
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When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.
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Overview

Novell Domain Services for Windows (DSfW), a component of Open Enterprise Server (OES) 2
SP1, creates seamless cross-authentication capabilities between Windows/Active Directory* and
Novell OES 2 Linux/eDirectory™ servers. This suite of technologies allows Novell customers with
Windows networking environments to set up one or more “virtual” Active Directory domains in an
eDirectory tree. Users can then log in and authenticate to both eDirectory and Active Directory from
a Windows workstation without requiring multiple logins or having the Novell Client™ for
Windows installed.

With Domain Services for Windows, eDirectory users can use familiar Windows desktop operations
to access file services regardless of the platform/operating system where the service resides. Users
can access Novell Storage Services™ (NSS) volumes on Linux servers by using Samba shares or
NTEFS files on Windows servers that use CIFS shares. eDirectory users can also access shares in
trusted Active Directory forests.

¢ Section 1.1, “Features and Benefits,” on page 11

*

Section 1.2, “Architectural Overview,” on page 12

*

Section 1.3, “Basic Directory Services Concepts,” on page 13

*

Section 1.4, “Deployment Scenarios,” on page 14

*

Section 1.5, “Differences between the DSfTW LDAP Server and the eDirectory Server,” on
page 15

1.1 Features and Benefits

DSfW is designed to simplify the network infrastructure in mixed Windows/OES 2 SP1 Linux
environments, thereby reducing costs and streamlining IT operations. Minimal changes are required
to the default authentication, authorization, and replication mechanisms in existing eDirectory and
Active Directory environments. DSfW enforces the Active Directory security model in eDirectory
and applies it to all users and groups within the DSfW domain, regardless of the tool used to create
the users and groups. Both Microsoft” and Novell applications can be used unmodified. Resources
in either the Active Directory or eDirectory environment remain securely accessible by eDirectory
users.

Specific benefits of DSfW include the following:

¢ Clientless login and cross-platform file access for Windows users: From a standard
Windows workstation, users can authenticate to an OES 2 SP1 Linux server running eDirectory
without the need for the Novell Client software or multiple logins. After the Windows
workstations have joined the DSfW domain, authorized users can log in and access the file and
print services they are authorized to use, whether the services are provided by OES 2 SP1
Linux servers in the DSfW domain or Windows servers in a trusted Active Directory domain.

¢ Unified repository of user account information: DSfW is not a directory synchronization
solution. Each user is represented by a single user account, and that account can reside in either
eDirectory or Active Directory. A single password is used to authenticate each user to resources
in either environment.

Overview
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Support for cross-domain and cross-forest trust relationships: DSfW allows administrators
to create cross-domain and cross-forest trusts between a Windows 2003 Active Directory
domain/forest and a DSfW domain/forest. This allows authenticated and authorized DSfW
users to access data on servers in an Active Directory domain/forest.

Support for existing management tools: Administrators can use familiar tools for their
environment, such as iManager for OES 2 SP1 and Microsoft Management Console (MMC)
for Windows, thus eliminating the need for re-training. For example, Windows server/
workstation policy settings in the domain Group Policies can be changed by using MMC.

NOTE: MMC is currently the only tool other than iMananger that is supported for use with
DSfW.

Support for common authentication protocols and open standards: DSfW supports
common authentication protocols used in the Windows environment, including Kerberos*,
NTLM, and SSL/TLS.

1.2 Architectural Overview

Figure 1-1 illustrates the components included in DSfW and how they interact.

Figure 1-1 DSfW Components

l Kerberos l RPC l CIFS l DDNS l NTP
Kerberos SD°"?ai” CIFs DNS NTP
KDC Der\.rl ces Server Server Server
aemon
] { 1
NLDAP NAD

LDAP

NDAP

NMAS | GSSLSM | | SAMSPM

Directory System Agent ADPH

DSfW is made up of the following technologies:

12 OES 2 SP1:

eDirectory: eDirectory 8.8 SP4 contains the modifications required for DSfW.
Kerberos KDC (Key Distribution Center): Provides Active Directory-style authentication.

NOTE: This is a specialized KDC specifically developed for DSfW. It is different from the
Novell Kerberos KDC (http://www.novell.com/documentation/kdc15/index.html).

NMAS Extensions: Provide support for GSS-API authentication mechanisms, and for
SAMSPM, to generate Active Directory-style credentials when a user’s Universal Password is
changed.![Here and in the paragraph above: You would say “Active Directory-
style credentials™ if the credentials aren’t actually Active Directory credentials,
but just resemble them. If they really are Active Directory credentials (that is,
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they work to authenticate to Active Directory), you should probably just say
“Active Directory credentials”, even if they weren’t created by AD itself.
(Unless you’ve been directed to use this phrase by project management people)]

¢ Active Directory Provisioning Handler (Directory System Agent): Provides agent-side
support for the Active Directory information model, regardless of access protocol. It enforces
Active Directory security and information models, allocates Security IDs (SIDs) to users and
groups, validates entries, and enables existing eDirectory users and groups to use Active
Directory and RFC 2307 authorization.

+ Domain Services Daemon: Provides support for Windows RPCs, including Local Security
Authority, Security Accounts Manager, and Net Logon.

+ NAD Virtualization Layer: Virtualizes the Active Directory information model within
eDirectory so that LDAP requests are handled appropriately.

¢ CIFS: Provides file services and transport for DCE RPC over SMB. The services are provided
by the Samba 3.x software included with SUSE® Linux Enterprise Server 10 SP2 and OES 2
SP1.

¢ DNS: The DNS server has been modified to support GSS-TSIG (Kerberos secured dynamic
updates).

¢ NTP: The NTP server has been modified to support the secure signing of NTP responses.

1.3 Basic Directory Services Concepts

To effectively set up and work with DSfW, a basic understanding of both eDirectory and Active
Directory is required. This section briefly outlines helpful concepts and terminology.

¢ Section 1.3.1, “Domains, Trees, and Forests,” on page 13

*

Section 1.3.2, “Naming,” on page 14

*

Section 1.3.3, “Security Model,” on page 14

*

Section 1.3.4, “Groups,” on page 14

1.3.1 Domains, Trees, and Forests

Domain: In Active Directory, a domain is a security boundary. A domain is analogous to a partition
in eDirectory.

Forest: A forest is a collection of Active Directory domains. A forest is analogous to a tree in
eDirectory. You can set up trust relationships to share authentication secrets between domains.

Each Active Directory server has a domain, a configuration, and a schema partition.

Global Catalog: Global catalogs are special Active Directory domain controllers that store a
complete copy of all the Active Directory objects belonging to the host domain and a partial copy of
all other objects in the forest.

Federation can be accomplished through establishing cross-domain and cross-forest trusts.

IMPORTANT: DSfW requires the Windows 2003 Sever functional level for cross-forest trusts. It
does not support Windows 2000, Windows NT*, or mixed mode functional levels.

Overview
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1.3.2 Naming

Active Directory uses DC (domain class) naming at the root of a partition, while eDirectory supports
other naming attributes like OU and O. For example, in eDirectory a partition might be specified as:

ou=sales.o=company
In Active Directory, the partition is specified as:
dc=sales,dc=company

Every Active Directory domain maps to a DNS domain. The DNS domain name can be derived
from the Active Directory domain name. DSfW also follows this rule and supports mapping of
eDirectory partitions to DSfW domains.

For example, the ou=sales.o=company partition can be mapped to the DSfW domain
dc=sales, dc=company, dc=com.

1.3.3 Security Model

The Active Directory security model is based on shared secrets. The authentication mechanism is
based on Kerberos. The domain controller contains all users’ Kerberos keys. The KDC, RPC server,
and DSA operate inside a “trusted computing base” and have full access to all user information.

Active Directory users and groups are identified by unique Security Identifiers. The SID consists of
domain-specific prefix, followed by an integer suffix or “relative ID” that is unique within the
domain.

For more information about Active Directory, see the Microsoft Active Directory Technical Library
(http://technet2.microsoft.com/windowsserver/en/technologies/featured/ad/default.mspx).

1.3.4 Groups

Active Directory supports universal, global, and local groups. DSfW supports the semantics of these
groups with different scopes when the group management is performed through MMC. However,
there are exceptions. For example validation of group type transitions is not supported. Groups can
also contain other groups, which is known as nesting. Other limitations largely result from the way
eDirectory supports nested groups. You cannot add a group from other domains as a member of a
group. In addition eDirectory supports dynamic groups, because Active Directory does not support
them, dynamic groups are not supported in DSfW. All groups created by using iManager or MMC
can be used as security principals in an Access Contol List in eDirectory. Token groups can only
have groups that are enabled as security groups through MMC.

1.4 Deployment Scenarios

DSfW supports installing into a new eDirectory tree, an existing eDirectory tree, or an existing
forest, creating multiple DSfW domains, and setting up multiple DSfW domain controllers within
the same domain.

Figure 1-2 illustrates a typical deployment scenario in a mixed Novell/Microsoft environment.!| In
the illustration: Cross Forest should have a hyphen; “Repica” should be spelled
“Replica”]
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Figure 1-2 Cross-Forest Trust between Active Directory and DSfW
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The diagram shows an Active Directory forest and a DSfW forest. Within the DSfW forest are two
DSfW servers, an eDirectory 8.8 SP1 server, and an eDirectory 8.7.3 server, configured in the same
replica ring. Novell administrators can manage the domain by using iManager connected to any of
these servers, and a Microsoft administrator can use MMC connected to one of the DSfW servers.
The same set of users can access resources from the Active Directory forest through the
establishment of a cross-forest trust, which is a two-way, Kerberos-based, transitive trust between
the two forests.

Within the authentication/authorization boundary (realm) established by DSfW, eDirectory
replication can be used to expand the scope of users and groups that can access resources in a cross-
domain and cross-forest scenario. In the example scenario shown above, users created in eDirectory
8.8 SP4 and 8.7.3 are replicated into the DSfW domain and can therefore access servers in the
Active Directory forest as well.

1.5 Differences between the DSfW LDAP Server
and the eDirectory Server

+ LDAP requests, such as Search and Modify, to a DSfW server on port 389 or 636 must use
domain name format instead of eDirectory X.500 format. LDAP ports 1389 and 1636 are
enabled to support LDAP requests using the traditional X.500 format and to behave as
eDirectory ports. This feature is applicable only when DSfW is configured. LDAP requests
along with LDAP schematic controls (2.16.840.1.113719.1.513.4.5) allow LDAP requests to
select X.500 or the domain format.

¢ LDAP requests, such as Search and Modify, to a DSfW server on port 389 or 636 return only
those objects that exist in the partition and do not search beyond the partition boundary. An
LDAP referral is returned, but if the calling LDAP application does not support referrals, it
fails to search beyond the partition boundary. A search request on global catalog ports (3268,
3269) spans partition boundaries and searches the entire forest. The result set contains only the
attributes marked as Partial Attribute Set (PAS).

Overview
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¢ Attribute and class mappings are changed for some object classes. For example, User and
Group object classes are mapped to user and group; server is mapped to ndsServer User and
Group object classes are extended to hold additional Active Directory attributes.

¢ Every DSfW server has a unique domain partition (required by the Active Directory security
model).

¢ The eDirectory Multiple Instances feature is not supported on a DSfW server.

+ DSfW does not support NT ACLs. Directory objects are protected by proven eDirectory ACLs.
Login authorization and auditing is performed by using NMAS™ . Data on the wire is
encrypted as mandated by the workstations. All keys, including Kerberos and NTLM, are
encrypted by using a per attribute NICI key.
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Installing and Configuring Domain
Services for Windows

This section describes how to use the YaST administrative tool to install and configure DSfW. It
covers the following topics:

*

*

Section 2.1, “General Prerequisites,” on page 17

Section 2.2, “DNS Settings in a DSfW Environment,” on page 18

Section 2.3, “Unsupported Service Combinations,” on page 19

Section 2.4, “Installing DSfW,” on page 19

Section 2.5, “Configuring DNS in a DSfW Enviroment,” on page 68

Section 2.6, “Configuring a Domain Controller as a Backup Domain Controller,” on page 69
Section 2.7, “Post-Install Operations,” on page 69

Section 2.8, “Restarting the DSfW Services,” on page 70

Section 2.9, “Verifying the Installation,” on page 71

Section 2.10, “Removing a DSfW Server,” on page 72

2.1 General Prerequisites

This section lists general prerequisites for all DSfW installations. Prerequisites for specific
installation scenarios are given in the each installation section.

Q

To install DSfW, you need a server that meets the system requirements for SUSE® Linux
Enterprise Server (SLES) 10 SP2 and Open Enterprise Server 2 SP1. For more information, see
“Meeting All Server Software and Hardware Requirements” (http://www.novell.com/
documentation/oes2/inst_oes_Ix/data/btmu44d.html) in the OES 2: Linux Installation Guide.

If you configure DSfW in a partition, the existing Universal Password policies are overwriten.
Administrators must enable Allow admin to retrieve passwords option in the new password
policies enabling the users to access samba shares from non-DSfW servers in the tree.

You should have access to the installation media for SLES 10 SP2 and OES 2, cither on
physical CD/DVD media or on a networked installation source server. For more information
about installing OES 2 SP1 from an installation source, see “Setting Up an Installation Source”
(http://www.novell.com/documentation/oes2/inst_oes_Ix/data/bbmo6lv.html) in the OES 2:
Linux Installation Guide.

The Windows clients must be running a supported version of Windows. See Chapter 3,
“Logging In from a Windows Workstation,” on page 75 for more information.

Installing and Configuring Domain Services for Windows
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2.2 DNS Settings in a DSfW Environment

Before installing DSfW, review the following notes:

*

By default, DNS is configured on all the forest root domain controllers. For both name-mapped
and non-name-mapped installations, the Configure this server as a Primary DNS server option
is selected by default on a forest root domain controller. Because DSfW installation configures
a DNS server on the forest root domain, DSfW services must use the DNS server from one of
the DSfW servers for secure updates to work.

A YaST page takes additional parameters for DNS configuration. DNS configuration requires
three object locations: the contexts of the Locator object, RootServerInfo object, and DNS-
DHCP group object. Only one instance of these objects can exist in an eDirectory tree. You
must provide the location of existing DNS objects if you are installing into an existing tree with
DNS already configured.

The default location of the contexts of the Locator object, RootServerInfo object, DNS-DHCP
group object, and the DNS server object is the NCP™ server location

(ou=novell, SDOMAIN). The DNS Server object exists in this location, and the contexts of
the Locator object, RootServerInfo object, and DNS-DHCP group object can exist anywhere in
the tree in a name-mapped installation. In a non-name-mapped installation, because this is the
first server in the tree, these objects are placed in the NCP Server location, such as
ou=novell, $SDOMAIN.

A DNS administrator object must be created for DNS server configuration. Provide the name
and the location of the DNS administrator object. A new object is created if the DNS Install
utility fails to locate the object in the tree. This information is required only if the Configure
this server as a primary DNS server option is selected. Because you are configuring DNS by
default, this information is required for forest root domain configurations. For information on
installing and configuring Novell® DNS service, refer to Planning the Installation (http:/
wwwtest.provo.novell.com/documentation/oes2/ntwk _dnsdhcp_Ix/data/baiafc1.html) in the
OES 2: Novell DNS/DHCP Administration Guide for Linux.

The location of the contexts of the Locator object, RootServerInfo object, and DNS-DHCP
group object is automatically populated as the NCP server object location in the YaST page.
Edit it if the location is different, such as, when you are configuring an additional domain
controller or a child domain controller (when the DNS service is not being configured and you
are using an existing DNS server configured in the forest root domain).

In order to reduce the complexity of installing an additional domain controller, the additional
domain controller design does not allow you to configure DNS services. This is also useful for
administrators who might not want to configure many DNS services in a network.
Administrators can configure DNS services on any servers later, using the Java* console or
iManager.

Because the default refresh interval of the DNS server is more than 10 minutes, the DNS server
must be restarted after configuring a child domain controller or an additional domain controller.
The DNS server reads the newer data from the server again.

For information on installing and configuring Novell® DNS service, refer to Installing and
Configuring DNS (http://www.novell.com/documentation/oes2/ntwk dnsdhcp Ix/data/
bIblblr.html) in the OES 2: Novell DNS/DHCP Administration Guide for Linux.
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2.3 Unsupported Service Combinations

IMPORTANT: Do not install any of the following service combinations on the same server as
DSfW. Although not all of the combinations cause pattern conflict warnings, Novell does not
support any of the following combinations:

¢ File Server (SLES 10 - Samba)

+ Novell AFP

¢ Novell Archive and Version Services
+ Novell CIFS

¢ Novell Cluster Services™ (NCS)

¢ Novell FTP

+ Novell iFolder®

+ Novell NetStorage

¢ Novell Pre-Migration Server

+ Novell QuickFinder™

+ Novell Samba

2.4 Installing DSfW

As part of Open Enterprise Server 2, DSfW is available as a selectable pattern during the SLES 10
SP2 installation via YaST. You must install SLES 10 SP2 with Open Enterprise Server 2 as an add-
on product, as instructed in “Installing Open Enterprise Server 2 Linux” in the OES 2 SP1: Linux
Installation Guide. Most of the settings are common for all the installation scenarios, except a few
where examples are provided to differentiate these scenarios.

Table 2-1 Specific Settings for Installing DSfW

Heading, Field, or Setting for the Example

YaST Section Option Instructions Configuration
Installation Click the Software  Select Novell DSfW from
Summary: heading. the OES Services category.
Installation Settings
Configuration: Hostname and Specify the DNS hostname Refer to the individual
Hostname Domain Name and domain name that you installation scenarios for
plan to use for this server.  the hostname and
Change Hostname domain name.
via DHCP Deselect this option.

Write Hostname to  Leave this option selected.
/etc/hosts
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Heading, Field, or Instructions Setting for the Example

YaST Section Option Configuration

Configuration: Network Interfaces Select Static Address IP Address: 192.168.1.1
Network Setup and assign a static

IP address for the server’s

network interface. Change

the subnet mask, if

necessary.

Detailed Settings > Specify the IP address of =~ Name Server 1:
Hostname and the DNS server in the 192.168.1.1
Name Server Name Server 1 field and

the domain name of the

forest root domain in the

Domain Search field.

IMPORTANT: If you want
to configure the child
domain controller to act as
a primary DNS server,
make sure that the DNS
servers of the forest root
domain and the child
domain controller act as
passive primary DNS
servers of each other's
zones, otherwise you
cannot configure an
additional domain controller
as a child domain
controller.

Detailed Settings > If you are accessing the Domain Search:
Routing SLES 10 SP2/OES 2 example.com

installation source from

other servers on the

network, specify the IP

address of a DNS server

that can find the installation

source servers as Name

Server 2 and type its

domain name in the

Domain Search field.

Specify the IP address of
the default gateway for
your network.

Configuration: CA Management  Accept the defaults.
Service and OpenLDAP
Server

Configuration: OES Continue with the individual
Configuration installation scenarios given
below.
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DSfW installation identifies the container and the objects within a partition that are associated with
the password policies and modifies them to be associated with the Domain Password Policy. An
administrator can review the password policy changes from the /var/opt/novell/xad/log/
dsfw-changes. log file. Administrators must modify the Domain Password policy to match his
domain requirements.

NOTE: For more information on making appropriate settings for installing and configuring DSfW
server, refer to the Novell Open Enterprise Server 2 Installation Guide (http://www.novell.com/
documentation/oes2/inst_oes_lx/data/front.html).

DSfW installation is covered in the following sections:

¢ Section 2.4.1, “Installing the First DSfW Server in a New eDirectory Tree,” on page 21
¢ Section 2.4.2, “Installing the First DSfW Server in an Existing eDirectory Tree,” on page 28

¢ Section 2.4.3, “Installing a Name-Mapped Child Domain in an Existing DSfW Forest,” on
page 38

¢ Section 2.4.4, “Configuring a Non-Name-Mapped Child Domain in an Existing DSfW Forest,”
on page 50

¢ Section 2.4.5, “Configuring an Additional Domain Controller in a Domain,” on page 59
¢ Section 2.4.6, “Using a Container Admin to Configure DSfW,” on page 66
¢ Section 2.4.7, “Migrating NKDC Users to a DSfW Domain,” on page 67

2.4.1 Installing the First DSfW Server in a New eDirectory Tree

This section explains how to install and configure the first DSfW server in a new eDirectory™ tree.
At the same time, you are creating a new domain in a new forest. The DSfW server is automatically
configured to be a domain controller and acts as a primary DNS server.

¢ “Prerequisites” on page 21

¢ “Installation Procedure” on page 21

Prerequisites

Make sure you have performed the prerequisite tasks listed in Section 2.1, “General Prerequisites,”
on page 17. No other prerequisites apply to this installation scenario.

Installation Procedure

The example configuration shown in this section assumes that you are setting up an eDirectory tree
and DSfW server with the following parameters:

¢ Tree Name: EXAMPLE TREE

¢ Primary IP Address of the Server: 192.168.1.1
+ Hostname (also used for server name): oesdc
¢ Domain Name: example.com

Domain NetBIOS Name: EXAMPLE

*
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As you follow the procedure below, substitute your own names and IP addresses for the ones used in
the example configuration.

1 On the first eDirectory configuration page in YaST, specify that you are installing the server
into a new eDirectory tree:

[ ] YaST2E@5-32-163 — o X

Chocse whether o install in an exisfing E eDirectory Configuration - New or Existing Tree
eDireciory free or creake a new ree.

New Tree

Creates a new eDireciory free. Uss this
oplion if this is the first server 1o go into the
iree or if this sarver requines a ssparate free.
Keap in mind thai this server will have the
masker replica for the new iree, and that
usars must log inio this new free o access it

resources,
Mew or Exisling Tree

Existing Tree

e el o ®) NewTree
Incorporates this server info an exisling
eDireciory free. O Ezisfing Tree
Tree Name i
Specify the name of the eDireciory iree you eDireciory Tres Name
waniio create or the name of the iree you EXAMPLE_TREE

wani o install this szrver ino. If you ars
creafing a new ree, the name musi be
unique. @ Usz eDireciory Cerlificates for HTTPS Services

Use eDirectory Certificates for
HTTPS Services

Mest QES services thatl provide HTTPS
conneclivity are configured by defauli o uss E Configure Domain Services for Windows
ihe s=lf-signed common server cerificale
creaked by YasST. Selfsigned cerificakes
provide minimal security and limited frust,
=0 you should consider using eDireciory
cerificates inskead.

Selecling this oplion causes eDireciory o
aulomalically back up the currenily
installed cerificale and key files and
replace them with files created by the

eDireciory Crganizational CA (or Tree CA).
o 3 (=

1a Select New Tree and specify a name for the tree (EXAMPLE_TREE in the example
configuration).

1b Select Use eDirectory certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

1c Make sure Configure Domain Services for Windows is selected. It is not possible to
configure DSfW later, as you can with other OES services. It must be configured now,
along with eDirectory.

1d Click Next to continue.
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2 Select settings for the DSfW configuration and DNS:

‘Windows configuration you waniand
specify Domain Name Service (DMS)
infarmation. Inpuion these pages are not
case sensifive.

Configuration:
Select one of the following oplions:

New Demain Services for Windows
Forest: Creates a new Domain Services for
Windows foresi with a domain and domain
coniroller.

New Domain in an Existing Domain
Services for Windows Forest: Creakes a
new domain in an exisling Domain
Services for Windows forest

New Domain Controller in an Existing
Domain Services for Windows Domain:
Creaks a new domain confroller in an
exisfing Domain Services for Windows
domain.

DNS Name for New Domain or =
Existing Domain

Specify the DMNS name for the new domain;

for example, cenfral.example.com.

If you are installing a new domain
confraller in an exisling domain, specify the
DM name of the domain you are insalling
this new condraller int.

Configure This Machine to Be a
Primary/Additional DNS Server
If you wani this s2rver o be the

primary/addifional DMS server for the @

2a YaST displays a DNS name for the new domain, based on the domain name you
configured earlier (example.com in the example configuration). Leave this setting as it is.

YaST2@5-32-163

Select the type of Domain Services for E eDirectory Configuration - Domain Services for Windows

Caonfiguration:

@ Mew Domain Services for Windows Forest

O
O

DMNS Mame for Mew Domain

[exa mple.com

TIP: A container named example can be mapped to any of the following:

+ example.company.com
+ exmaple.division.company.com

+ example.company.countrycode

For the first server, the Configure this machine to be a primary DNS server option is
disabled because this server is automatically configured as a primary DNS server.

2b Click Next to continue.
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3 Leave the NetBIOS name setting at the default (EXAMPLE in the example configuration), then
click Next to continue.

YaST2@5-32-163

Specify the infarmation required o create a eDirectory Configuration - Domain Services for Windows
conkexd for this server in the new domain or as a
new domain confroller in a Domain Services
for Windows forest.

Domain NetBIOS Name

Specify a NeBIOS name for the Domain
Services for Windows domain, or specify the
MNeABIOS name for the Domain Services for
‘Windows domain you are installing this
domain or coniroller info.

By defauli, this is the domain contexd name
withoul the pareni contexl. For example, in the
domain cn=ceniral,dc=example,dc=com, the
defaull NelBIOS name is ceniral.

LDomain MelBIOS MName

EXAMPLE

The domain NetBIOS name defaults to the domain context name without the parent context.
This is the name that is displayed in the Windows login dialog box when you log in to the
domain.
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4 Specify the DSfW Administrator password in both fields to verify that you are typing it
correctly, then click Next.

1% YasT2@melanin -0 X

Wwhen creating anew  [+/|| [, eDirectory Configuration - Domain Services for Windows
domain, specify a
password for the
Domain Services for
Windows Administrator
account

If creating a new
domain controller,
specify the existing
password for an
existing the Domain
Services for Windows
Administrator account to
allow this controller
access to the domain
information New Domain Administrator Name

New or Existing [ ]

Domain Specify Administrator Password

Administrator [w ]
Name )

Note the name and Verify Administrator Password

context of the I““"‘“ I
Administrator account.
This is the Administrator
you are entering the
password for. You will
use this account to log
in to the Domain
Services for Windows
domain.

Specify
Administrator
Password @
Specify a password for
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5 Select the settings for the local server configuration:

g vespEmeann JEY
Specify the (=] |, eDirectory Configuration - Local Server Configuration

configuration for the
local server in the
eDirectory tree.

Server Context

The parent context for
the Domain Services for
Windows domain is
shown.

Server Context
Enter Directory
Information Base
(DIB) Location Directeory Information Base (DIB) Location

Specify a location for vaar!opb’noveH!eD\rectory!data!dib
the eDirectory

database. The default
path

is /varioptinovellieDirect
but you can use this
option to change the
location if you expect ||
the number of objects in
your tree to be large

and if the current file Enter iMonitor Port
system does not have -

sufficient space. [8023

4

o0

Enter Secure iMonitor Port

LDAP and Secure
8030

LDAP Ports

The LDAP and secure
LDAF port numbers this
server will use to
service LDAP requests

are shown.
N

a0

5a Leave the location of the Directory Information Base (DIB) at the default setting. This
should suffice for most eDirectory servers.

5b Leave the iMonitor port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

5c¢ Click Next to continue.
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Novell DNS Services Configuration E
Usa this dialog 1o specify opfions for
configuring & DM S sarver that is inkegrated
with eDirectory on this server.

Get Context and Proxy User
Information from Existing DNS
Server

If you @re configuring OMS in an exisling
iree where DNS is already configured and
wou wani io usa the fhe exisling Locator, Root
Server Info, Group and Proxy User conlexts,
wou can selec he 'Gel contexd informafion
from exisling DMS s=rver’ check box and
provide the IP of an NCP server hosting the

6 Specify the Novell DNS server information:

YaST2@5-32-163

Novell DNS Services Configuration

—Common DMNS Configuration Object Context

Ezisting Movell DMS server add ress:

Movell DMS Services Locator Object Contexd (2.g. o=nowvel|):

[ou =novell dc=example,dc=com

hitling

object.

iree.

exisling OMS server and click ‘Refrieve’.
This will feich the contexts of the Locaior,
Root Server Info, Group and Prowy User
context. Make sure the MCP server hosling

ihe exisling DM S server is running before
‘Retrieve’, [ou=n0ve||.dc=example.dc=com ]

If you do not wish 1o use exising contexts,
wou can provide those manually.

Novell DNS Services Locator Object
Context [..m. ]
Specify the contexd for the DMS Locaior

For example: o=novell

The Locator object contains global defaults,
DHCP oplions, and a lisiof all DNS and
DHCP servers, subnet, and zones in the

Novell DNS Services Root Server
Info Context
Specifv the context for the DNS Services roct

Movell DMS Services Rool Server Info Contexd (2.g. o=novell):

[ou=novell.dc=example.dc=com ]

Mowvell DMS Services G roup Object Contexd (2.g. o=novell):

Prowy User for DNS Managemeni (e.g. cn=myuser,o=novell)

[cn=dnsadmin.dc =example,dc=com ]

Specify Password for Prosy Ussr

erify Password for Proxy User

|m...| |

%] sz Securs LDAP Port

Back Abaord e

6a

6b

6¢c

6d
6e

6f
69

The Existing Novell DNS server address field is pre-populated with the first name server
entry from the /etc/resolv.conf file.

The option of using this IP address and fetching the context of Novell DNS specific
objects is disabled by default. To enable it, select the Get context and proxy user
information from existing DNS server check box, then click Retrieve. Ensure that a
Novell-DNS server that you want to use for DSfW domain being installed belongs to the
IP address specified in the Existing Novell DNS server address field.

Specify the context of the existing DNS service locator object. (for example,
ou=novell.dc=example.dc=com). This is the context where the DNS service
locator object is located.

Specify the context of the DNS group object where the DNS group object is located.

Specify the fully distinguished, typeful name of an existing eDirectory user. For example:
cn=dnsadmin, dc=example, dc=com to authenticate to eDirectory during runtime
for accessing information for DNS. The user must have eDirectory read, write, and browse
rights under the specified context.

Specify the password of the eDirectory user that you specified for accessing DNS.

Click Next to continue.

IMPORTANT: Leave all the inputs as the default. Specify only the proxy user name and
password. Specify the inputs in DNS format. The first set of inputs is separated by periods
(.) and the proxy user name is separated by commas (,).
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7 Complete the remainder of the OES configuration and SLES 10 SP2 installation as instructed
in “Installing Open Enterprise Server 2 Linux” in the OES2 SP1: Linux Installation Guide,
taking note of the following guidelines:

+ Be sure to specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory
requires that all servers in a tree be time-synchronized. In a single-server scenario, you can
specify the local machine as the NTP provider.

NOTE: In addition, Kerberos authentication requires that the domain controller’s time
and the Windows workstation’s time be synchronized. After the DSfW server/domain
controller is installed, verify that the Windows workstations in the domain are set to get
their time from this server.

¢ On the NMAS Methods selection page, you do not need to select SASL GSSAPI. The
GSSAPI authentication mechanism that DSfW uses is installed automatically.

+ Review the OES configuration summary to ensure that the settings are correct according
to your installation plan.

If necessary, click a heading in the summary page to modify an OES service’s
configuration.

¢ The configuration of eDirectory and DSfW takes some time to complete. Please be
patient.

+ For the User Authentication Method, accept the default of Local.
8 When the installation is complete, click Finish and wait for the server to reboot.

After the server is installed, see Section 2.9, “Verifying the Installation,” on page 71 to verify that
eDirectory and DSfW have been installed and configured correctly.

2.4.2 Installing the First DSfW Server in an Existing eDirectory
Tree

This section explains how to install and configure the first DSfW server in an existing eDirectory
tree. In this scenario, you select an eDirectory container to become the root of a new DSfW forest.
You also have the option to enable LDAP name mapping for the container. A new DSfW domain is
created in the forest, and the server is automatically configured to be a domain controller. You
should make it a primary DNS server as well.

¢ “Prerequisites” on page 28

+ “Installation Procedure” on page 30

Prerequisites

In addition to the prerequisites listed in Section 2.1, “General Prerequisites,” on page 17, the
following prerequisites apply to this installation scenario:

U You must have at least one eDirectory 8.8 SP2 or above server in the tree that holds a writable
replica of the [Root] partition. While installing the DSfW server, provide the IP address of this
server as the server holding the replica of the [Root] partition.

U The container you want to become the forest root must already exist in the eDirectory tree. The
RDN of domain name being installed and the container name that is mapped from the existing
tree must be the same.
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For example, if the eDirectory container you are creating the DSfW domain in is
ou=example.o=novell, the domain name you specify must be example.com.

You cannot insert a DSfW domain at the [Root] partition of an existing eDirectory tree. Also,
because a cn=users container is created in the new domain, there can’t be an existing
ou=users container in the container where the domain is being inserted.

A DSfW domain can only be created in Organization (O), Organizational Unit (OU) and
Domain Component (DC) containers. Installing a name-mapped domain to map Country and
Locality containers is not supported. However, you can map O and OU under these containers.

NOTE: If you have extended the schema to define custom container types that you want to use
with DSfW, the container object must be derived from LoginProperties and must be able to
contain the NCP Server object and various other objects created for the domain.

Refer to Managing Objects (http://www.novell.com/documentation/edir88/edir88/data/
a2iiikq.html) in the Novell eDirectory 8.8 Administration Guide for instructions on how to
create and modify eDirectory container objects.

The eDirectory container must be partitioned before you can install the DSfW domain. The
partition is the new domain partition for the domain being created.

Refer to Managing Partitions and Replicas (http://www.novell.com/documentation/edir88/
edir88/data/a2iiiik.html) in the Novell eDirectory 8.8 Administration Guide for instructions on
how to partition a container.

Also see Section 2.4.6, “Using a Container Admin to Configure DSfW,” on page 66 for
configuring Novell DSfW with container admin credentials.

Before installing an additional server into an existing tree as a nonadministrator user, first
create a container and then partition it. Ensure you have the following rights:

¢ Supervisor rights on this partition.

+ Read, compare, and write attribute rights on the W0.KAP.Security object.
+ Browse rights on the security container object.

+ Administrative rights to the Security container.

+ Read and compare attribute rights on the security container object.

For more information on installing a secondary server into an existing tree as a
nonadministrator user, refer to the eDirectory 8.8 Installation Guide (http://www.novell.com/
documentation/edir88/edirin88/index.html?page=/documentation/edir88/edirin88/data/
a7ivenh.html).

Before you add a DSfW server to an existing eDirectory tree, you must extend the schema for
DSfW. On an existing OES 2 SP1 Linux server, run the Novell Schema tool found in YaST >
Open Enterprise Server > Novell Schema Tool, enter the IP address of the eDirectory 8.8 SP2
server with a writeable replica of [Root], specify the tree admin’s password, click Next, then
select Novell Domain Services for Windows. It is not necessary to select any of the other items
in the list.

Wait for the schema changes to be synchronized across the tree before proceeding with the
installation of the first DSfW server.

After configuring an eDirectory partition as a DSfW domain, you can log in from a Windows
workstation in the domain only if you had Universal Password enabled prior to configuring
DSfW.

Installing and Configuring Domain Services for Windows

29


http://www.novell.com/documentation/edir88/edir88/data/a2iiikq.html
http://www.novell.com/documentation/edir88/edir88/data/a2iiiik.html
http://www.novell.com/documentation/edir88/edirin88/index.html?page=/documentation/edir88/edirin88/data/a7ivcnh.html
http://www.novell.com/documentation/edir88/edirin88/index.html?page=/documentation/edir88/edirin88/data/a7ivcnh.html
http://www.novell.com/documentation/edir88/edirin88/index.html?page=/documentation/edir88/edirin88/data/a7ivcnh.html

NOTE: Universal Password is required for creating DSfW credentials. For users who did not
have Universal Password enabled, the DSfW credentials are created when they log in to
eDirectory again.

The first component of the DNS Server name and the container name must be same. For
example, a container example.novell can be mapped to any of the following domain
names:

+ example.company.com
+ example.division.company.com

¢ example.company.countrycode

Installation Procedure

The example configuration shown in this section assumes that you are installing a DSfW server with
the following parameters:

*

*

*

*

Existing eDirectory Tree Name: EXAMPLE TREE

eDirectory Container to Become Forest Root: ou=example.o=novell

Hostname: dsfwl

Domain Name: example.com

Domain NetBIOS Name: EXAMPLE

Primary IP Address of the DSfW Server: 192.168.1.1

IP Address of eDirectory 8.8 SP2 Server with Writable Replica of [Root]: 192.168.1.100

Existing eDirectory Tree Admin Account: cn=admin.o=novell

As you follow the procedure below, substitute your own names and IP addresses for the ones used in
the example configuration.

1

2

30 OES 2SP1:

If you are installing from an installation source on the network, assign a static IP address to the
server instead of getting it from your DHCP server. OES configuration can sometimes fail
when the address changes during the network configuration when DHCP address is assigned.

On the service configuration page, accept the default settings for CA Management and
OpenLDAP Server.
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3 On the first eDirectory configuration page, select the following settings:

g vaseegmelan Y
Choose whether to +1|| "%, eDirectory Configuration - New or Existing Tree

install into an existing
eDirectory tree or
create a new free.

New Tree

Creates a new
eDirectory tree. Use this
option If this is the first
server to go into the tree
or if this server requires
a separate tree. Keep
in mind that this server -/

will have the master New or Existing Tree
replica fer the new tree, ) New Tree
and that users must log (® Existing Tree

into this new tree to
access its resources. )
eDirectory Tree Name
Existing Tree
Incorpoerates this server
into an existing
eDirectory tree [% Use eDirectory Certificates for HTTPS Services

Tree Name

Specify the name of the
eDirectory tree you want
to create or the name of [%| Configure Domain Services for Windows
the tree you want to
install this server into. If
you are creating a new
tree, the name must be
unique.

Use eDirectory
Certificates for
HTTPS Services

Mnect NES carvirac that

3a Seclect Existing Tree.
3b Specify the eDirectory tree name (EXAMPLE TREE in the example configuration).

3¢ Select Use eDirectory Certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

Do not select this option if you have already installed certificates from a third-party
certificate authority.

3d Select Configure Domain Services for Windows.
3e Click Next to continue.
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4 Provide information about the existing eDirectory tree:

g vasmemedan —————JEpY

IP Address of an | 1, eDirectory Configuration - Existing Tree Information
Existing eDirectory
Server with a
Replica

Specify the IP address
of an existing

eDirectory server that is
part of the eDirectory
free you are installing
this server into.

IP Address of an existing eDirectory server with a replica

Enter NCP Port on [1921531_100 ]
the Existing Server
Specify the NCP port -
number of the existing [524 H
server. The default NCP
port for most eDirectory

Enter NCP Port on the existing server

Enter LDAP Port on the existing server

SEervers is 524. [369 l%]
Enter LDAP Port Enter Secure LDAP Port on the existing server

on the Existing 636 H
Server

Specify the LDAP port
number of the existing
eDirectory server [cn=admin,0=n0ve|l ]
specified in the prior

field. The default LDAP
port for most eDirectory |“""”“ ]
SENVers is 389.

FDN Existing admin name with context (e.g. cn=admin,o=novell)

Admin Password

Enter Secure

LDAP Port on the
Existing Server
Specify the secure

LDAP port number of @
the existing eDirectory

4a Specify the IP address of an existing eDirectory server that holds a replica in the tree you
are installing this server into. In the example configuration, this is 192.168.1.100.

4b Leave the NCP and LDAP port parameters at the default settings unless you selected
alternative ports when you installed the eDirectory tree. YaST displays the location of the
eDirectory administrator.

4c Specify the password for the eDirectory tree admin account, then click Next to continue.
5 Select settings for the DSfW configuration and DNS:
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1} YaST2@melanin -0OX

Select the type of = EJ eDirectory Configuration - Domain Services for Windows
Domain Services for
Windows configuration
you want and specify
Domain Name Service
(DNS) information. Input
on these pages are not
case sensitive.

Configuration:
Select one of the
following options:

Mew Domain Services

for Windows Forest: Configuration:
Creates a new Domain ® New Domain Services for Windows Forest
Services for Windows () New Domain in an Existing Domain Services for Windows Forest

forest with g domain () New Domain Controller in an Existing Domain Services for Windows Domain
and domain controller
New Domain in an Configure this machine to be a primary DNS server
Existing Domain
Services for Windows
Forest: Creates a new
domain in an existing
Domain Services for
Windows forest

[example.com

New Domain
Controller in an
Existing Domain
Services for Windows
Domain: Creates a
new domain controller in
an existing Domain
Services for Windows
domain.

DNS Name for New @

5a Select New Domain Services for Windows Forest as the type of configuration.

5b YaST displays a DNS name for the new domain, based on the domain name you
configured earlier (example.com in the example configuration). Leave this setting as it is.
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6 Leave the NetBIOS name setting at the default (EXAMPLE in the example configuration), then
click Next to continue.

e vesTe@melann W}y
Specify the information 1, eDirectory Configuration - Domain Services for Windows

required to create a
context for this server in
the new domain or as a
new domain controller in a
Domain Services for
Windows forest

Domain NetBIOS
Name

Specify a NetBIOS name
for the Domain Services
for Windows domain, or
specify the NetBIOS name
for the Domain Services
for Windows domain you
are installing this domain
or controller into

By default, this is the Domain NetBIOS Name
dpmain context name EXAMPLE

without the parent context.
For example, in the

domain

cn=central, dc=example,dc:
the default NetBIOS name
is central.

1 = R 1

By default, the domain NetBIOS name is the domain name without the parent contex. This is
the name that is displayed in the Windows logon dialog box when you log in to the domain.
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7 Specify the name of the eDirectory container that you are mapping the new domain to
(ou=example, o=novell in the example configuration).

g vaswgmelan [y
Use this dialog to +]|| "%, eDirectory Configuration - Domain Services for Windows

optionally map the new
domain to an existing
eDirectory container.

Map the New
Domain to an
Existing eDirectory
Container

If you want to map the
new domain to an
existing eDirectory
container, select this
option

For example, if you
want to provision a
group of existing
eDirectory users to [ou=example,0=novell |
have access to data on
a Domain Services for —
Windows server, you

could select that user
container to be mapped NKDC realm name
as the new domain. This
new domain will be
available for these
eDirectory users to join
to.

Enter the FDN of the container that needs to be mapped as example.com (e.g. ou=domain,o=novell)

[] Migrate NKDC users to Domain Services for Windows demain

eDirectory
Container That
Needs to Be
Mapped As
(Domain Name)

Specify the fully @

dictinanichad tunaful

7a If you select Migrate NKDC users to Domain Services for Windows domain, users will be
migrated from an already existing Novell Kerberos KDC (NKDC) realm to the
overlapping DSfW domain. After the migration, the NKDC users become DSfW users. It
is possible to migrate only one realm to one DSfW domain. The supported Novell
Kerberos KDC release is V1.5.

7b Click Next to continue.
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8 Select the settings for the local server configuration:

g vespEmeann JEY
Specify the (=] |, eDirectory Configuration - Local Server Configuration

configuration for the
local server in the
eDirectory tree.

Server Context

The parent context for
the Domain Services for
Windows domain is
shown.

Server Context
Enter Directory
Information Base
(DIB) Location Directeory Information Base (DIB) Location

Specify a location for vaar!opb’noveH!eD\rectory!data!dib
the eDirectory

database. The default
path

is /varioptinovellieDirect
but you can use this
option to change the
location if you expect ||
the number of objects in
your tree to be large

and if the current file Enter iMonitor Port
system does not have -

sufficient space. [8023

4

o0

Enter Secure iMonitor Port

LDAP and Secure
8030

LDAP Ports

The LDAP and secure
LDAF port numbers this
server will use to
service LDAP requests

are shown.
N

a0

8a Leave the location of the Directory Information Base (DIB) at the default setting. This
should suffice for most eDirectory servers.

8b Leave the iMonitor port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

8c Click Next to continue.
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Novell DNS Services Configuration E
Usa this dialog 1o specify opfions for
configuring a DN S server that is inkegrated
with eDireciory on ihis server.

Get Context and Proxy User
Information from Existing DNS
Server

If you are configuring DM S in an exisling
iree where DMS is already configured and
wou wani 1o usa the the exisling Locator, Root
Server Info, Group and Prosy User conlexts,
wou can salect the Get contexd information
from exisling DMS s=rver’ check box and
provide the IP of an NCP server hosting the
exisling OMS server and click ‘Refrieve’.
This will feich the contexts of the Locaior,
Rioot Server Info, Group and Proxy User
conkext. Make sure the MCP server hosting
ihe exisling DM S server is running before
hitling ‘Refrieve’.

If you do not wish 1o use exisling conlext,
wou can provide those manually.

Novell DNS Services Locator O bject
Context

Specify the contexd for the DMS Locaior
object.

9 Enter the Novell DNS server information:

YaST2@5-32-163

Novell DNS Services Configuration

—Common DMS Configuration Object Contexts

Existing Movell DMS server add ress:

Maovell DMS Services Locator Object Contexd (2.9, o=novel )

D Gefcontexd and prowy user information from existing DNS server

Movell DMS Services Rool Server Info Contexd (2.g. o=novell):

[

Mowvell DMS Services G roup Object Contexd (2.g. o=novell):

[

Prosy User for OM5 Managemeni (e.g. cn=myuser,o=novell)

[

Specify Password for Prosy Usar

[

Verify Password for Prooty User

iree.

For example: o=novell [ ]

The Locator object contains global default,
DHCP oplions, and a lisiof all DNS and
DHCP servers, subnet, and zones in the

Novell DNS Services Root Server
Info Context
Specifv the contexd for the DNS Services root

%] sz Securs LDAP Port

-m Abort Mesi

9a

9b

9c

9d
9e

of
99

The Existing Novell DNS server address field is pre-populated with the first name server
entry from the /etc/resolv.conf file.

The option of using this IP address and fetching the context of Novell DNS specific
objects is disabled by default. To enable it, select the Get context and proxy user
information from existing DNS server check box, then click Retrieve. Ensure that a
Novell-DNS server that you want to use for DSfW domain being installed belongs to the
IP address specified in the Existing Novell DNS server address field.

Specify the context of the existing DNS service locator object. (for example,
ou=novell.dc=example.dc=com). This is the context where the DNS service
locator object is located.

Specify the context of the DNS group object where the DNS group object is located.

Specify the fully distinguished, typeful name of an existing eDirectory user. For example:
cn=dnsadmin, dc=example, dc=com to authenticate to eDirectory during runtime
for accessing information for DNS. The user must have eDirectory read, write, and browse
rights under the specified context.

Specify the password of the eDirectory user that you specified for accessing DNS.

Click Next to continue.

IMPORTANT: Leave all the inputs as the default. Specify only the proxy user name and
password. Specify the inputs in DNS format. The first set of inputs is separated by periods
(.) and the proxy user name is separated by commas (,).
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10 Complete the remainder of the OES configuration and SLES 10 SP2 installation as instructed
in “Installing Open Enterprise Server 2 Linux” in th OES2 SP1: Linux Installation Guide,
taking note of the following guidelines:

+ Be sure to specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory
requires that all servers in a tree be time synchronized.

NOTE: In addition, Kerberos authentication requires that the domain controller’s time
and the Windows workstation’s time be synchronized. After the DSfW server is installed,
verify that the Windows workstations in the domain are set to get their time from this
server.

¢ On the NMAS Methods selection page, you do not need to select SASL GSSAPI. The
GSSAPI authentication mechanism that DSfW uses is installed automatically.

+ Review the OES configuration summary to ensure that the settings have been made
correctly according to your installation plan.

If necessary, click a heading in the summary page to modify an OES service’s
configuration.

¢ The configuration of eDirectory and DSfW takes some time to complete. Please be
patient.

+ For the User Authentication Method, accept the default of Local.
11 When the installation is complete, click Finish and wait for the server to reboot.

After the server is installed, see Section 2.9, “Verifying the Installation,” on page 71 to verify that
eDirectory and DSfW have been installed and configured correctly.

2.4.3 Installing a Name-Mapped Child Domain in an Existing
DSfW Forest

This section explains how to install and configure a DSfW server to create a child domain in an
eDirectory tree. In this scenario, you have already installed the first DSfW server/domain and you
now want to install another server and create a child domain to the domain you previously created.
The new server is automatically configured as a domain controller for the child domain.

* “Prerequisites” on page 39

+ “Installation Procedure” on page 40
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Prerequisites

In addition to the prerequisites listed in Section 2.1, “General Prerequisites,” on page 17, the
following prerequisites apply to this installation scenario:

U The container you want to become the child domain must already exist in the eDirectory tree.
The RDN of domain name being installed and the container name that is mapped from the
existing tree must be same, or the installation cannot proceed.

For example, if the eDirectory container you are creating the DSfW domain in is
ou=eng.ou=example.o=novell, the domain name you specify must be
eng.example.com.

Because a cn=users container is created in the new domain, there can’t be an existing
ou=users container in the container where the domain is being inserted.

A DSfW domain can only be created in Organization (O), Organizational Unit (OU) and
Domain Component (DC) containers. Installing a name-mapped domain to map Country and
Locality containers is not supported. However, you can map O and OU under these containers.

NOTE: If you have extended the schema to define custom container types that you want to use
with DSfW, the container object must be derived from LoginProperties and be able to contain
the NCP Server object and various other objects created for the domain.

Refer to Managing Objects (http://www.novell.com/documentation/edir88/edir88/data/
a2iiikq.html) in the Novell eDirectory 8.8 Administration Guide for instructions on how to
create and modify eDirectory container objects.

U The eDirectory container must be partitioned before you can install the DSfW domain.

Refer to Managing Partitions and Replicas (http://www.novell.com/documentation/edir88/
edir88/data/a2iiiik.html) in the Novell eDirectory 8.8 Administration Guide for instructions on
how to partition a container.

O After configuring an eDirectory partition as a DSfW domain, you can log in from a Windows
desktop in the domain only if you had Universal Password enabled prior to configuring DSfW.

Universal Password is required for creating DSfW credentials. For users who did not have
Universal Password enabled, the DSfW credentials are created when they log in to eDirectory
again.

IMPORTANT: Ensure that the nameserver listed in /etc/resolv.conf points to the
DNS server already configured for the parent domain. The domain name of the local server
must be the name of child domain you are configuring.

O The first component of the DNS Server name and the container name must be same. For
example, a container example.novell can be mapped to any of the following domain
names:

+ example.company.com
+ example.division.company.com

¢ example.company.countrycode
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Installation Procedure

The example configuration shown in this section builds upon the scenario described in
Section 2.4.2, “Installing the First DSfW Server in an Existing eDirectory Tree,” on page 28. It
assumes that you are installing a second DSfW server into the same eDirectory tree with the
following parameters:

+ Existing eDirectory Tree Name: EXAMPLE TREE

¢ eDirectory Container for New Domain: ou=eng.ou=example.o=novell

¢ Forest Root Domain: example.com

¢ Parent Domain: example.com

+ Hostname (also used for server name): dsfw?2

¢ Child Domain Name: eng.example.com

¢ Domain NetBIOS Name: ENG

¢ Primary IP Address of the DSfW Server: 192.168.1.2

¢ IP Address of the Parent Domain Server: 192.168.1.1

+ Existing eDirectory Tree Admin Account: cn=admin.o=novell

+ Existing DSfW Administrator Account:

cn=Administrator.cn=Users.dc=example.dc=com
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As you follow the procedure below, substitute your own names and IP addresses for the ones used in
the example configuration.

1 On the first eDirectory configuration page, specify that you are installing the server into an
existing eDirectory tree:

g veswe@melann W=}y
Choose whether to 2 . eDirectory Configuration - New or Existing Tree

install into an existing
eDirectory tree or
create a new tree.

New Tree

Creates a new
eDirectory tree. Use this
option if this is the first
server to go into the tree
or if this server requires
a separate tree. Keep
in mind that this server

will have the master New or Existing Tree
replica for the new tree, New Tree
and that users must log ® Existing Tree

into this new free to
access its resources. .
eDirectory Tree Name
Existing Tree
Incorporates this server
into an existing
eDirectory tree. X| Use eDirectory Certificates for HTTPS Services

Tree Name

Specify the name of the
eDirectory tree you want
o create or the name of %| Configure Domain Services for Windows
the tree you want to
install this server into. If
you are creating a new
tree, the name must be
unigue.

Use eDirectory
Certificates for
HTTPS Services

Mnact MES cansirac that

Abort Next

1a Select Existing Tree.

1b Specify the name of the eDirectory tree (EXAMPLE_TREE in the example
configuration).

1c Select Use eDirectory Certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

Do not select this option if you have already installed certificates from a third-party
certificate authority.

1d Select Configure Domain Services for Windows.

1e Click Next to continue.
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2 Provide information about the existing eDirectory tree:

g vamomeann Y

IP Address of an || |, eDirectory Configuration - Existing Tree Information
Existing eDirectory
Server with a
Replica

Specify the IP address
of an existing

eDirectory server that is
part of the eDirectory
free you are installing
this server into.

IP Address of an existing eDirectory server with a replica

Enter NCP Port on |1921531_100‘ I
the Existing Server
Specify the NCP port =
number of the existing [524 H
server. The default NCP
port for most eDirectory

Enter NCP Port on the existing server

Enter LDAP Port on the existing server

Servers Is 524 [389 I%]
Enter LDAP Port Enter Secure LDAP Port on the existing server

on the Existing 638 B
Server

Specify the LDAP port
number of the existing
eDirectory server [Cn:admiﬂ.ﬂznﬂ\fﬂ” ]
specified in the prior

field. The default LDAP
port for most eDirectory [‘”‘”‘*‘" ]
servers is 389.

EDN Existing admin name with context (g.g. cn=admin,o=novell)

Admin Password

Enter Secure

LDAP Port on the
Existing Server
Specify the secure

LDAP port number of

the existing eDirectory @

2a Leave the NCP™ and LDAP port parameters at the default settings unless you selected
alternative ports when you installed the eDirectory tree. YaST specifies the location of the
eDircetory administrator.

2b Enter the DSfW Administrator password.
2c¢c Click Next.
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3 Select settings for the DSfW configuration and DNS:

g vasm@melann WP
Select the type of 4 u eDirectory Configuration - Domain Services for Windows

Domain Services for
Windows configuration
you want and specify
Domain Name Service
(DNS) information. Input
on these pages are not
case sensitive.

Configuration:
Select one of the
following options:

New Domain Services
for Windows Forest:
Creates a new Domain New Domain Services for Windows Forest

Services for Windows ® Mew Domain in an Existing Domain Services for Windows Forest
forest with a domain
and domain controller

New Domain in an DNS Name for New Domain
Existing Domain

Services for Windows
Forest: Creates a new
domain in an existing Configure this machine to be a primary DNS server
Domain Services for
Windows forest

New Domain
Controller in an
Existing Domain
Services for Windows
Domain: Creates a
new demain controller in
an existing Domain
Services for Windows
domain.

DNS Name for New |~

Configuration:

New Domain Controller in an Existing Domain Services for Windows Domain

eng.example.com

-

Back Abort

3a

3b

3c

Select New Domain in an Existing Domain Services for Windows Forest as the type of
configuration.

Specify the new domain name (eng.example.com in the example configuration).

To configure the DNS server, either use the exisitng DSfW DNS server or configure it by
selecting the Configure this machine to be a primary DNS server check box. You cannot
configure DNS after the server is installed. After installing DSfW, refer to Section 2.7.1,
“Restarting DNS,” on page 69 for more information on updating the new DNS records.

If you want to configure the child domain controller to act as a primary DNS server,
ensure DNS servers of the forest root domain and the child domain controller act as
passive primary DNS servers of each other's zones, else additional domain controller to
child domain controller installation fails.

NOTE: For an existing DNS server in your DSfW forest to act as a primary DNS server
for the domain being installed, refer to section Section 2.5, “Configuring DNS in a DSfW
Enviroment,” on page 68.

Click Next to continue.
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4 Sclect the domain NetBIOS name setting and other DSfW settings unique to this scenario:

y-— vasm@melann Y
Specify the information [+ [ eDirectory Configuration - Domain Services for Windows

required to create a
context for this server in
the new domain or as a
new demain controller in
a Domain Services for
Windows forest

Domain NetBIOS
Name

Specify a NetBIOS
name for the Domain
Services for Windows
domain, or specify the
NetBIOS name for the Domain NetBIOS Name
Domain Services for
Windows domain you

are installing this Forest Root Domain
domain or controller into,

eng

example.com

By default, this is the

Parent Domain
domain context name

without the parent example.com

contex F_or ExamplSi Trust Posix Offset (a value between 1 and 4284967294)
the domain

cn=central,dc=example, 122335671

the default NetBIOS
name is central.

Forest Root

Domain

Specify the name of the
forest root domain that

you want to create this
domain or domain
contraller in. A

4 4|»

Back Abort

4a Leave Domain NetBIOS Name at the default (ENG for the example configuration).

By default, the domain NetBIOS name is the domain context name without the parent
context. This is the name that is displayed in the Windows login dialog box when you log
in to the domain.

4b Specify the forest root domain and the parent domain.

IMPORTANT: The forest root domain is the first domain created in the forest when the
first DSfW server was installed in the eDirectory tree. The parent domain is the immediate
parent of the domain that you are configuring.

In this configuration example, the forest root domain and the parent domain are the same
because you are creating a child domain to the first domain created in the eDirectory tree.

4c Set the Trust Posix Offset value.

NOTE: You can leave the field blank because the value is not considered.

4d Click Next to continue.
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5 Specify the Administrator name of the new domain that you are creating. Specify the
Administrator password in both fields to verify that you are typing it correctly, then click Next.

1% YasT2@melanin -0 X

Wwhen creating anew  [+/|| [, eDirectory Configuration - Domain Services for Windows
domain, specify a
password for the
Domain Services for
Windows Administrator
account

If creating a new
domain controller,
specify the existing
password for an
existing the Domain
Services for Windows
Administrator account to
allow this controller
access to the domain
information New Domain Administrator Name

New or Existing [ ]

Domain Specify Administrator Password

Administrator |= |
Name )

Mote the name and Verify Administrator Password

context of the [w ]

Administrator account.
This is the Administrator
you are entering the
password for. You will
use this account to log
in to the Domain
Services for Windows
domain.

Specify
Administrator
Password @
Specify a password for
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6 Provide information about the parent domain:

g vamomeann Y

Specify the information u eDirectory Configuration - Domain Services for Windows
needed to identify the
parent domain for the new
domain you are creating.

IP Address of Parent
Domain

Specify the IP address of
the domain that will be the
parent of the new domain

you are creating.

LDAP Secure Port
for the Parent
Domain Server
Mote the secure port for 1921681 1|
accessing LDAP services
on the parent domain.

IP Address of the Parent Domain

Parent Domain
Adminstrator Name
Note the name and context
for the parent domain
administrator that you are
creating this demain in

Parent Domain Administrator Name

Enter Administrator Password

R

Admin Password
Specify the password for
the Administrator account
of the parent domain.

6a Specify the IP address of the DSfW server in the parent domain. In the example
configuration, this is 192.168.1.1.

6b Specify the password for the parent domain’s Administrator account.

6¢c Click Next to continue.
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7 Select Map the new domain to an existing eDirectory Container to allow name-mapping to the
new domain.

g vasm@melann — JEyaps
Use this dialog to +]|| "%, eDirectory Configuration - Domain Services for Windows

optionally map the new
domain to an existing
eDirectory container.

Map the New
Domain to an
Existing eDirectory
Container
If you want to map the
new domain to an
existing eDirectory
container, select this
option B : . .
(%] Map the new domain to an existing eDirectory Container
For example, if you
want to provision a
group of existing
eDirectory users to |ou:eng,ou:example.oznove\l I
have access to data on
a Domain Services for —
Windows server, you
could select that user
container to be mapped NKDC realm name
as the new domain. This
new domain will be
available for these
eDirectory users to join
to.

Enter the FDN of the container that needs to be mapped as eng.example.com (e.g. ou=domain,o=novell)

[] Migrate NKDC users to Domain Services for Windows demain

eDirectory
Container That
Needs to Be
Mapped As
(Domain Name)

Specify the fully @

dictinanichad tunaful

NOTE: Name mapping allows existing eDirectory users in the partition to access NSS file
systems and other Novell resources without the need for the Novell Client software. You
should enable this option if you plan to remove the Novell Client from the Windows
workstations in the domain to simplify your user and desktop management.

7a Specify the name of the eDirectory container that you are mapping the new domain to
(ou=eng, ou=example, o=novell in the example configuration).

7b Click Next to continue.
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8 Specify settings for the local server configuration:

g vespEmeann JEY
Specify the (=] |, eDirectory Configuration - Local Server Configuration

configuration for the
local server in the
eDirectory tree.

Server Context

The parent context for
the Domain Services for
Windows domain is
shown.

Server Context
Enter Directory
Information Base
(DIB) Location Directeory Information Base (DIB) Location

Specify a location for varfoptnovell/eDire ctory/data/dib|
the eDirectory

database. The default
path

is /varioptinovellieDirect
but you can use this
option to change the
location if you expect ||
the number of objects in
your tree to be large

and if the current file Enter iMonitor Port

4

system does not have -

sufficient space. [8023 H
Enter Secure iMonitor Port

LDAP and Secure — =

LDAP Ports LIRS <

The LDAP and secure
LDAF port numbers this
server will use to
service LDAP requests

are shown.
N

The Server Context field displays the context of the NCP Server object being added as a part of
the DSfW installation. It cannot be modified.

8a Leave the location of the Directory Information Base (DIB) at the default setting. This
should suffice for most eDirectory servers.

8b Leave the iMonitor port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

8c Click Next to continue.
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9 Specify the Novell DNS server information:

= YaST2@5-32-163 =0 X

Get Context Information from Existing Novell DNS Services Configuration
DNS Server

If you are configuring OMS in an exisling fres
where DMS is already configured and you
wiani 1o use the exisling Locator and Group
object context, you can select the Gel conexd
infarmation from exisiing DN S server' check
kot and provide the IP of an NCP s2rver
hosting the existing DMS server and click
‘Refrieve’. This will feich the contexk of the
Locator and Group condext. Make sure the
MNCP server hosting the exisling DN S server is . X .
T e e s, —Common DME Configuration Objects Contexd
@ Gef contexd information from existing DMS szrver
If you do nol wish 1o use exisling context, you

R Existing Mowell DMS server add ress:
can provide those manually. -

|192.162.1.10q] |

Novell DNS Services Locator Object
Cost
Specify the contesxd for the DMS Locaior object.

For example: o=navell Movell DMS Services Locator Object Contexd (e.g. o=novell):

The Locator object contains global default, [ ]
DHCP opfions, and a listof all DNE and DHCP Movell DMS Services Group Object Contexd  (2.g. o=novell):
sarvers, subnets, and zones in the iree. [ ]

Novell DNS Services Group Object
Context

Specify the contesxd for the DMS Group object.
For example: o=novell

This object is used 1o grani DM5 servers the
neces=ary right o other data within the
elireciory iree.

9a The Existing Novell DNS server address field is pre-populated with the first name server
entry from the /etc/resolv.conf file.

9b The option of using this IP address and fetching the context of Novell DNS specific
objects is disabled by default. To enable it, select the Get context and proxy user
information from existing DNS server check box, then click Retrieve. Ensure that a
Novell-DNS server that you want to use for DSfW domain being installed belongs to the
IP address specified in the Existing Novell DNS server address field.

9c¢ Specify the context of the existing DNS service locator object. (for example,
ou=novell.dc=example.dc=com). This is the context where the DNS service
locator object is located.

9d Specify the context of the DNS group object where the DNS group object is located.
9e Click Next to continue.

IMPORTANT: Leave all the inputs as the default. Specify the inputs in DNS format. The
first set of inputs is separated by periods (.).

10 Complete the remainder of the OES configuration and SLES 10 SP2 installation as instructed
in “Installing Open Enterprise Server 2 Linux” in the OES2 SP1: Linux Installation Guide,
taking note of the following guidelines:

+ Be sure to specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory
requires that all servers in a tree be time synchronized.
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NOTE: In addition, Kerberos authentication requires that the domain controller’s time
and the Windows workstation’s time be synchronized. After the DSfW server is installed,
verify that the Windows workstations in the domain are set to get their time from this
server.

It is not necessary to set up Service Location Protocol (SLP) if you have fewer than three
servers on your network.

If you need to set up SLP, see Configuring OpenSLP for eDirectory (http://
www.novell.com/documentation/edir88/edir88/data/aksbdp5.html) in the Novell
eDirectory 8.8 Administration Guide for more information.

On the NMAS Methods selection page, you do not need to select SASL GSSAPI. The
GSSAPI authentication mechanism that DSfW uses is installed automatically.

Review the OES configuration summary to ensure that the settings have been made
correctly according to your installation plan.

If necessary, click a heading in the summary page to modify an OES service’s
configuration.

The configuration of eDirectory and DSfW takes some time to complete. Please be
patient.

For the User Authentication Method, accept the default of Local.

11 When the installation is complete, click Finish and wait for the server to reboot.

12 Continue with Section 2.7, “Post-Install Operations,” on page 69 to restart the DNS after you
have installed the child domain.

2.4.4 Configuring a Non-Name-Mapped Child Domain in an
Existing DSfW Forest

This section explains how to configure a DSfW server as a non-name-mapped child domain in an
existing tree.
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IMPORTANT: Ensure that your nameserver in /etc/resolv.conf points to the DNS server
already configured. The domain name of the local server must be the name of child domain you are
configuring.

1 Select the existing tree option and ensure that the check box for Configuring Domain Services
for Windows is selected.

g veswe@melann W=}y
Choose whether to [+] . eDirectory Configuration - New or Existing Tree

install into an existing
eDirectory tree or
create a new tree.

New Tree

Creates a new
eDirectory tree. Use this
option if this is the first
server to go into the tree
or if this server requires
a separate free. Keep
in mind that this server
will have the master
replica for the new tree, ) New Tree
and that users must log @® Existing Tree
into this new free to
access its resources.

New or Existing Tree

eDirectory Tree Name
Existing Tree [ExamPLE TREE
Incorporates this server
into an existing
eDirectory tree. [%] Use eDirectory Certificates for HTTPS Services

Tree Name

Specify the name of the
eDirectory tree you want
to create or the name of [%| Configure Domain Services for Windows
the tree you want to
install this server into. If
you are creating a new
tree, the name must be
unigue.

Use eDirectory
Certificates for
HTTPS Services

Mnet MES cendirac that

2 Specify the IP address of an existing eDirectory server with a replica, then specify the TP
address of the primary domain controller of the domain.

3 For the existing admin name and password, specify the fully distinguished name and password
of a tree administrator who has rights to [Root].
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4 Tecave the other settings at the defaults unless you used different settings when you installed the
existing tree. Click Next to continue.

1% YasT2@melanin -0 X

IP Address of an |~ |, eDirectory Configuration - Existing Tree Information
Existing eDirectory
Server with a
Replica

Specify the IP address
of an existing

eDirectory server that is
part of the eDirectory
free you are installing
this server into.

IP Address of an existing eDirectory server with a replica
Enter NCP Port on [1921531_1

the Existing Server
Specify the NCP port =
number of the existing [524 H
server. The default NCP
port for most eDirectory

Enter NCP Port on the existing server

Enter LDAP Port on the existing server

Servers Is 524 [389 I%]
Enter LDAP Port Enter Secure LDAP Port on the existing server

on the Existing 638 B
Server

Specify the LDAP port
number of the existing
eDirectory server [anAdm\nistrator,(n=users,dc=cxamp|c,dc=com ]
specified in the prior

field. The default LDAP
port for most eDirectory I”"’”ﬁ I
Servers is 389.

EDN Existing admin name with context (g.g. cn=admin,o=novell)

Admin Password

Enter Secure

LDAP Port on the
Existing Server
Specify the secure

LDAP port number of

the existing eDirectory @
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5 Select New Domain in an Existing Domain Services for Windows Forest and type the new
domain name.

g vaspomdann S

Select the type of
Domain Services for
Windows configuration
you want and specify
Domain Name Service
(DNS) information. Input
on these pages are not
case sensitive.

+]|| "%, eDirectory Configuration - Domain Services for Windows

Configuration:
Select one of the
following options:

New Domain Services
for Windows Forest:
Creates a new Domain () New Domain Services for Windows Forest

Services for Windows (® New Domain in an Existing Domain Services for Windows Forest

farest with & domain () New Domain Contreller in an Existing Domain Services for Windows Domain
and domain controller

Configuration:

New Domain in an DNS Name for New Domain
Existing Domain

Services for Windows
Forest: Creates a new
domain in an existing [ Configure this machine to be a primary DNS server
Domain Services for
Windows forest

|cng.cxamplc.com

New Domain
Controller in an
Existing Domain
Services for Windows
Domain: Creates a
new demain controller in
an existing Domain
Services for Windows
domain.

DNS Name for New @

5a If you want to configure DNS, select the Configure this machine to be a primary DNS
server option. This option is deselected by default.

If you want to configure the child domain controller to act as a primary DNS server,
ensure DNS servers of the forest root domain and the child domain controller act as
passive primary DNS servers of each other's zones, else additional domain controller to
child domain controller installation fails.

IMPORTANT: The forest root domain should be the first domain server in the forest. The
parent domain is the immediate parent of the domain that you are configuring.

5b Click Next to continue.
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6 Specify the NetBIOS name for the new DSfW domain, forest root domain and parent domain.

g vamomeann Y

Specify the information [+]| | ", eDirectory Configuration - Domain Services for Windows
required to create a
context for this server in
the new domain or as a
new demain controller in
a Domain Services for
Windows forest

Domain NetBIOS
Name

Specify a NetBIOS
name for the Domain
Services for Windows
domain, or specify the
NetBIOS name for the Domain NetBIOS Name
Domain Services for [eng ]
Windows domain you

are installing this Forest Root Domain

domain or contreller into.

[cxamplc.com ]

By default, this is the

Parent Domain
domain context name

without the parent [cxample.com ]
contex F_or ExamplSi Trust Posix Offset (a value between 1 and 4284967294)
the domain

cn=central,dc=example, |‘\ 22335671 I

the default NetBIOS
name is central.

Forest Root
Domain

Specify the name of the
forest root domain that
you want to create this
domain or domain
contraller in.

-

E ] M

6a You can enter any value in the Trust Posix Offset field because the value is not considered.

6b Click Next to continue.
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7 Specify the Administrator password twice, then click Next.

1% YasT2@melanin -0 X

Wwhen creating anew  [+/|| [, eDirectory Configuration - Domain Services for Windows
domain, specify a
password for the
Domain Services for
Windows Administrator
account

If creating a new
domain controller,
specify the existing
password for an
existing the Domain
Services for Windows
Administrator account to
allow this controller
access to the domain

information New Domain Administrator Name

New or Existing [ ]

Domain Specify Administrator Password

Administrator |:-—- |
Name )

Mote the name and Verify Administrator Password

context of the [w ]

Administrator account.
This is the Administrator
you are entering the
password for. You will
use this account to log
in to the Domain
Services for Windows
domain.

Specify
Administrator
Password @

Specify a password for
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8 Specify the parent domain administrator name and password, then click Next.

1% YasT2@melanin -0 X

Specify the information u eDirectory Configuration - Domain Services for Windows
needed to identify the
parent domain for the new
domain you are creating.

IP Address of Parent

Domain

Specify the IP address of
the domain that will be the
parent of the new domain
you are creating.

LDAP Secure Port

for the Parent
Domain Server |P Address of the Parent Domain

Note the secure port for [‘I 92.168.1.1 ]
accessing LDAP services

on the parent domain.
Parent Domain Administrator Name

Parent Domain

Adminstrator Name
Note the name and context [ ]
for the parent domain
administrator that you are
creating this demain in

Enter Administrator Password

[ I

Admin Password
Specify the password for
the Administrator account
of the parent domain.
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9 Specify settings for the local server configuration:

configuration for the

g vaspEmeann JEY
Specify the (=] |, eDirectory Configuration - Local Server Configuration

local server in the
eDirectory tree.

Server Context
The parent context for
the Domain Services for
Windows domain Is
shown.

Enter Directory
Information Base

(DIB) Location
Specify a location for
the eDirectory
database. The default
path

is /varioptinovellieDirect
but you can use this
option to change the
location if you expect ||
the number of objects in
your tree to be large

and if the current file
system does not have
sufficient space.

LDAP and Secure
LDAP Ports

The LDAP and secure
LDAF port numbers this
server will use to
service LDAP requests

are shown.
N

Server Context

Directeory Information Base (DIB) Location

varfoptnovell/eDire ctory/data/dib|

4

Enter iMonitor Port

8028 H
Enter Secure iMonitor Port
[Bos0 B

The Server Context field displays the context of the NCP Server object being added as a part of
DSfW installation. It cannot be modified.

9a Leave the location of the Directory Information Base (DIB) at the default setting. This
should suffice for most eDirectory servers.

9b Leave the iMonitor port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

9c¢ Click Next to continue.
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10 Specify the Novell DNS server information:

= YaST2@5-32-163 =0 X

Get Context Information from Existing Novell DNS Services Configuration
DNS Server

If you are configuring OMS in an exisling fres
where DMS is already configured and you
wiani 1o use the exisling Locator and Group
object context, you can select the Gel conexd
infarmation from exisiing DN S server' check
kot and provide the IP of an NCP s2rver
hosting the existing DMS server and click
‘Refrieve’. This will feich the contexk of the
Locator and Group condext. Make sure the
MNCP server hosting the exisling DN S server is . X .
T e e s, —Common DME Configuration Objects Contexd
@ Gef contexd information from existing DMS szrver
If you do nol wish 1o use exisling context, you

R Existing Mowell DMS server add ress:
can provide those manually. -

|192.162.1.10q] |

Novell DNS Services Locator Object
Cost
Specify the contesxd for the DMS Locaior object.

For example: o=navell Movell DMS Services Locator Object Contexd (e.g. o=novell):

The Locator object contains global default, [ ]
DHCP opfions, and a listof all DNE and DHCP Movell DMS Services Group Object Contexd  (2.g. o=novell):
sarvers, subnets, and zones in the iree. [ ]

Novell DNS Services Group Object
Context

Specify the contesxd for the DMS Group object.
For example: o=novell

This object is used 1o grani DM5 servers the
neces=ary right o other data within the
elireciory iree.

10a The Existing Novell DNS server address field is pre-populated with the first name server
entry from the /etc/resolv.conf file.

10b The option of using this IP address and fetching the context of Novell DNS specific
objects is disabled by default. To enable it, select the Get context and proxy user
information from existing DNS server check box, then click Retrieve. Ensure that a
Novell-DNS server that you want to use for DSfW domain being installed belongs to the
IP address specified in the Existing Novell DNS server address field.

10c Specify the context of the existing DNS service locator object. (for example,
ou=novell.dc=example.dc=com). This is the context where the DNS service
locator object is located.

10d Specify the context of the DNS group object where the DNS group object is located.
10e Click Next to continue.

IMPORTANT: Leave all the inputs as the default. Specify only the proxy user name and
password. Specify the inputs in DNS format. The first set of inputs is separated by periods

().

11 Complete the remainder of the OES configuration and SLES 10 installation as instructed in the
OES 2: Linux Installation Guide, taking note of the following guidelines:

+ Accept the defaults on the CA Management page.
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+ Be sure to specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory
requires that all servers in a tree be time synchronized. In a single-server scenario, you can
specify the local machine as the NTP provider.

+ It is not necessary to set up Service Location Protocol (SLP) if you have fewer than three
servers on your network.

+ In the NMAS Methods selection page, you do not need to select SASL GSSAPI. The
GSSAPI authentication mechanism that DSfW uses is installed automatically.

+ For the User Authentication Method, accept the default of Local.
12 When the installation is complete, click Finish and wait for the server to reboot.

Continue with Section 2.7, “Post-Install Operations,” on page 69 to configure DNS after you have
installed the additional domain.

2.4.5 Configuring an Additional Domain Controller in a Domain

This section explains how to install and configure a DSfW server to create an additional domain
controller in an existing domain. In this scenario, you have already installed the first DSfW server/
domain and you now want to install another server and create a additional domain controller for the
domain you previously created.

The example configuration shown in this section builds upon the scenario described in
Section 2.4.1, “Installing the First DSfW Server in a New eDirectory Tree,” on page 21. It assumes
that you are installing an additional domain controller into the same eDirectory tree with the
following parameters:

+ Existing eDirectory Tree Name: EXAMPLE TREE

+ DNS name for the new Domain: example.com

¢ Forest Root Domain: example.com

+ Existing Domain Administrator Name:

cn=Administrator.cn=Users.dc=example.dc=com

+ Hostname (also used for server name): oesadc

¢ Domain NetBIOS Name: EXAMPLE-ADC

¢ Primary IP Address of the DSfW Server: 192.168.1.2

¢ IP Address of the Parent Domain Server: 192.168.1.1
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As you follow the procedure below, substitute your own names and IP addresses for the ones used in
the example configuration.

1 On the first eDirectory configuration page, select Existing Tree and specify a name for the tree
(EXAMPLE_TREE in the example configuration). Ensure that the check box for configuring

DSfW is selected.
- vesm@melann ————JEJ,
Choose whether to = [, eDirectory Configuration - New or Existing Tree

install into an existing
eDirectory free or
create a new free.

New Tree

Creates a new
eDirectory tree. Use this
option if this is the first
server to go into the tree
or if this server requires
a separate free. Keep
in mind that this server
will have the master
replica for the new free, New Tree
and that users must log ® Existing Tree
into this new free to
access its resources.

New or Existing Tree

eDirectory Tree Name
Existing Tree EXAMPLE TREE
Incorporates this server

into an existing
eDirectory tree. X| Use eDirectory Certificates for HTTPS Senvices

Tree Name

Specify the name of the
eDirectory tfree you want
to create or the name of %/ Configure Domain Services for Windows
the tree you want to
install this server into. If
you are creating a new
tree, the name must be
unigue.

Use eDirectory
Certificates for
HTTPS Services

Mect AES carsiras that [T

Back Abort

1a Seclect Use eDirectory certificates for HITPS services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

1b Make sure Configure Domain Services for Windows is selected. It is not possible to
configure DSfW later, as you can with other OES services. It must be configured now,
along with eDirectory.

1c Click Next to continue.
2 Specify the IP address of the primary domain controller of the domain.

While installing an additional domain controller in a domain, YaST prompts you to specify the
IP address of the eDirectory server holding the replica. If you specify the IP address of a plain
eDirectory server valid in name-mapped installation scenarios, YaST tries to authenticate to the
existing eDirectory server with the forest root domain admin credentials. Because the admin

fully distinguished name is specified in the DC format, a plain eDirectory server cannot map it
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with the actual object. However, you can configure it after specifying the IP address of a DSfW
server in the forest (preferably the first domain controller of the domain to which you are
adding an additional domain controller) as the IP address of the existing eDirectory server.

IP Address ofan .~ |, eDirectory Configuration - Existing Tree Information
Existing eDirectory
Server with a
Replica

Specify the IP address
of an existing

eDirectory server that is
part of the eDirectory
free you are installing
this server into.

IP Address of an existing eDirectory server with a replica
Enter NCP Port on 192.168.1.1|

the Existing Server
Specify the NCP port
number of the existing 524 =
server. The default NCP
port for most eDirectory

Enter NCP Port on the existing server

Enter LDAP Port on the existing server

sServers is 524, 389 :
Enter LDAP Port Enter Secure LDAP Port on the existing server

on the Existing 636 =
Server

Specify the LDAP port
number of the existing
eDirectory server cn=Administrator,cn=users,dc=example,dc=com
specified in the prior
field. The default LDAP
port for most eDirectory
servers is 389,

EDN Existing admin name with context (e.g. cn=admin,o=novell)

Admin Password

Aok

Enter Secure
LDAP Port on the
Existing Server
Specify the secure
LDAF port number of
the existing eDirectory |

L3

Back Abort

% YasT2@melanin -0 X

2a For the existing admin name and password, specify the fully distinguished name and
password of a tree administrator who has rights to [Root].

NOTE: Enter the tree administrator or container administrator if the install is based on
container admin rights. Refer to the Section 2.4.6, “Using a Container Admin to Configure
DSfW,” on page 66 for more information on container admin rights.

2b Leave the other settings at the defaults unless you used different settings when you
installed the existing tree.

2c¢ Click Next to continue.

NOTE: When a child domain controller is configured as an primary DNS server and if
you are adding an additional domain controller to it, make sure that the DNS server of the
forest root domain and the child domain controller act as passive primary DNS servers of
each other's zones.
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3 Select settings for the DSfW configuration and DNS.

g vaspomeann A=

Select the type of
Domain Services for
Windows configuration
you want and specify
Domain Name Service
(DNS) information. Input
on these pages are not
case sensitive.

+]|| "%, eDirectory Configuration - Domain Services for Windows

Configuration:
Select one of the
following options:

New Domain Services
for Windows Forest:
Creates a new Domain () New Domain Services for Windows Forest

Services for Windows () New Domain in an Existing Domain Services for Windows Forest

farest with & domain (@) New Domain Contreller in an Existing Domain Services for Windows Domain
and domain controller

Configuration:

New Domain in an DNS Name for Existing Domain
Existing Domain
Services for Windows
Forest: Creates a new
domain in an existing
Domain Services for
Windows forest

|cxamp|c.com

[®] Replicate the Configuration and Schema Partitions
New Domain
Controller in an
Existing Domain
Services for Windows
Domain: Creates a
new domain controller in
an existing Domain
Services for Windows
domain.

DNS Name for New @

3a Ensure that the New Domain Controller in an Existing Domain Services for Windows
Domain option is selected.

3b YaST displays a DNS name for the new domain, based on the domain name you
configured earlier (example.com in the example configuration). Leave this setting as it is.

3¢ Ensure that the Configure this machine to be an additional DNS server option is not
checked.

3d Ensure that the Replicate the Configuration and Schema Partitions option is selected to
improve the response time and performance of the server.

3e Click Next to continue.
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4 Specify the forest root domain. The forest root domain is the domain name if the server is being
added as an additional domain controller in the forest root. If this domain controller is added in
a child domain, Forest Root Domain should reflect the name of the first domain in the forest.
Click Next to continue.

g vasm@mesnn —_[E}H

Specify the information 1, eDirectory Configuration - Domain Services for Windows
required to create a
context for this serverin
the new domain or as a
new demain controller in a
Comain Services for
Windows forest

Forest Root Domain
Specify the name of the
forest root domain that you
want to create this domain
or domain contreller in.

The forest root domain is
the first domain in the first
tree of the Domain
Services for Windows
forest. The forest root has
no parent, and it provides Forest Root Domain
the LDAP entry point to -
Domain Services for
Windows.

example.com
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5 Specify the password for the domain administrator. The default administrator for the example
domain is cn=Administrator, cn=Users, dc=example, dc=com. Click Next to
continue.

1% YasT2@melanin -0 X

Wwhen creating anew  [+/|| [, eDirectory Configuration - Domain Services for Windows
domain, specify a
password for the
Domain Services for
Windows Administrator
account

If creating a new
domain controller,
specify the existing
password for an
existing the Domain
Services for Windows
Administrator account to
allow this controller
access to the domain

information

New or Existing Existing domain administrator name

Domain [ ]
Administrator Specify Administrator Password

Name ey |
Note the name and

context of the
Administrator account.
This is the Administrator
you are entering the
password for. You will
use this account to log
in to the Domain
Services for Windows
domain

Specify
Administrator

Password
Specify a password for

64 OES 2 SP1: Domain Services for Windows Administration Guide




6 Specify the Novell DNS server information:

Get Context Information from Existing Novell DNS Services Configuration
DNS Server

If you are configuring DM S in an exisling free
where DMS is already configured and you
wani 1o use the exisling Locator and Group
object conkext, you can szlect the 'Get contexd
information from exisling DM S server check
b and provide the [P of an MCP server
hesting the existing DMS server and click
‘Redrieve’. This will faich the conexts of the
Locator and Group context. Make sure the
MCP server hosling the existing DM S server is
running before hifing ‘Refrieve’.

—Common DMNS Configuration Object Conlexd

@ Ged conexd information from existing DS server
If you do not wish 1o use exisling conlexk, you

. Existing Movell DNS server add ress:
can provide those manually.

[102.168.1.1] |
Novell DNS Services Locator Object
Coen

Specify the contex for the DMS Locaior object.
Mowell DMS Services Locator Object Contexd (2.g. o=novell):

For example: o=naovell

The Locator object contains global default, [ ]
DHCP oplions, and a listof all DNS and DHCP MNowell DMS Services Group Object Contexi  (2.g. o=novell):
=ervers, subnets, and zones in the free. [ ]

Novell DNS Services Group Object
Context

Specify the contesxd for the DMS Group object.
For example: o=novell

This object is usad 1o grant DNS szrvers the
necessary rights io other data within the
elireciory iree.

et

6a The Existing Novell DNS server address field is pre-populated with the first name server
entry from the /etc/resolv.conf file.

6b The option of using this IP address and fetching the context of Novell DNS specific
objects is disabled by default. To enable it, select the Get context and proxy user
information from existing DNS server check box, then click Retrieve. Ensure that a
Novell-DNS server that you want to use for DSfW domain being installed belongs to the
IP address specified in the Existing Novell DNS server address field.

6¢ Specify the context of the existing DNS service locator object. (for example,
ou=novell.dc=example.dc=com). This is the context where the DNS service
locator object is located.

6d Specify the context of the DNS group object where the DNS group object is located.
6e Click Next to continue.

IMPORTANT: Leave all the inputs as the default. Specify only the proxy user name and
password. Specify the inputs in DNS format. The first set of inputs is separated by periods

().

7 Complete the remainder of the OES configuration and SLES 10 installation as instructed in the
OES 2: Linux Installation Guide, taking note of the following guidelines:

+ Accept the defaults on the CA Management page.
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+ Be sure to specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory
requires that all servers in a tree be time synchronized. In a single-server scenario, you can
specify the local machine as the NTP provider.

+ It is not necessary to set up Service Location Protocol (SLP) if you have fewer than three
servers on your network.

¢ On the NMAS Methods selection page, you do not need to select SASL GSSAPI. The
GSSAPI authentication mechanism that DSfW uses is installed automatically.

+ For the User Authentication Method, accept the default of Local.
8 When the installation is complete, click Finish and wait for the server to reboot.

Continue with Section 2.7, “Post-Install Operations,” on page 69 to configure DNS after you have
installed the additional domain.

2.4.6 Using a Container Admin to Configure DSfW

For this procedure, assume that you want toconfigure DSfW in an existing tree with
o=novell,ou=india.o=novell and ou=blr.ou=india.o=novell asroot
partitions.

The replica looks like:

o=novell cn=srvl.o=novell (M), cn=srv2,ou=india,o=novell (RW)ou=india.o=novell
cn=srv2,ou=india, o=novell (M) ou=blr.ou=india.o=novell
cn=srv3.ou=blr.ou=india.o=novell (M)

To install DSfW in partition ou=india, o=novell, it must be mapped to

dc=india, dc=novell, dc=com. You must have at least one eDirectory 8.8 SP4 server in the
tree that holds a writable replica of the root partition. The root partition should be present on the
server which is holding the name-mapped container. This is required for creating partitions and
moving replicas around during DSfW configuration.

To configure a container admin:

1 Create a container in an already existing tree.

eg:ou=india.o=novell

2 Install or configure a server under this container.

eg:cn=SRV2.ou=india.o=novell

3 Create a user cn=1ocaladmin under the container eg:ou=india.o=novell, and
provide the following rights for the container admin:

¢ The container must be partitioned (before or after installing the server) by using the admin
for the tree.

+ A replica of the partition must exist on cn=SRV2.ou=1india.o=novell only.

The container admin does not have complete rights on the partition. If this replica exists
on other servers, the admin can add a replica, but cannot remove it from other servers.

4 Assign the following rights to the container admin:
+ Supervisor rights on this partition.

+ Supervisor rights (inherited) for the entry rights to the security container.
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+ Supervisor rights over the DNS locator and DNS group object.
+ Supervisor rights over the DNS server object if the DNS server is located in other domain.

+ Supervisor rights (inheritable) on the ou=novell container holding the NCP Server
object of the forest root domain, while installing an additional domain or an additional
domain controller as a container admin.

For example, ou=novell, dc=parent, dc=com where dc=parent, dc=comis the
forest root domain.

The container admin needs supervisor rights on the configuration partition to create an
additional domain or an additional domain controller.

For more information on installing a secondary server into an existing tree as a
nonadministrator user, refer to the eDirectory 8.8 Installation Guide (http://www.novell.com/
documentation/edir88/edirin88/index.html?page=/documentation/edir88/edirin88/data/
a7ivenh.html).

5 Use the tree admin to extend the schema for DSfW:

5a On an existing OES 2 Linux server, run the Novell Schema tool found in YaST > Open
Enterprise Server > Novell Schema Tool and enter the IP address of the eDirectory 8.8
SP4 server with a writable replica of the root.

5b Specify the tree admin’s password and click Next.

5¢ Select Novell Linux User Management (lum), Novell DNS, Novell DSfW, and Novell
NMAS.

It is not necessary to select any of the other items in the list. Wait for the schema changes
to be synchronized across the tree before proceeding with the installation of the first
DStW server.

6 Configure Novell DSfW using YaST with the container admin credentials.

For information on installing and configuring Novell® DNS service, refer to Planning the
Installation (http://wwwtest.provo.novell.com/documentation/oes2/ntwk _dnsdhcp_Ix/data/
baiafcl.html) in the OES 2: Novell DNS/DHCP Administration Guide for Linux.

2.4.7 Migrating NKDC Users to a DSfW Domain

NKDC users are migrated to a DSfW domain by using the migrate nkdc_realm migration tool. This
migration offers them a DSfW domain identity, but they can continue using the NKDC identity.

Migrating the NKDC Principals: Standalone (Service) Principals are not migrated.

User Prinicpals existing in the eDirectory user object or linked to an eDirectory user object (alias)
are migrated. If an eDirectory user has multiple NKDC identities, the NKDC identity of that user

object takes the precedence. If it is absent, but has single or multiple linked NKDC identities, the

first entry from the alphabetically sorted list is considered.

Migrating the NKDC Password and Ticket Policies: Only the NKDC ticket policies are migrated
to a DSfW domain. Only the NKDC realm object's ticket policies are migrated to the DSfW Default
Domain Policy object. The migrated ticket policies apply to both the migrated users from the NKDC
realm and the DSfW domain users.

Migrating the NKDC Principal Kerberos Keys: NKDC Principal Kerberos keys are not
migrated.
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If Universal Password is already enabled on the NKDC realm, it continues to be the password for
NKDC identities because DSfW also uses it for generating the Kerberos keys.

If Universal Password is not enabled on the NKDC realm, the existing NKDCP Kerberos keys are
not usable. Because NKDC Principals are implicitly associated with the Universal Password, they
must use that password after the migration.

Migrating the NKDC Specific Login Restrictions: Login Restrictions specific to NKDC are not
migrated.

2.5 Configuring DNS in a DSfW Enviroment

In your DSfW environment,
+ when only one DNS server exists: Ensure that the nameserver entry in the /etc/
resolv.conf file of the server being configured points to this DNS server.

+ when multiple DNS servers exist: Ensure that the domain being configured can at least
reslove the forest root domain and the immediate parent domain.

Assume that you are configuring apac.sales.widget.com, with sales.widget.com as its
immediate parent domain and widget.com as the forest root domain.

Parent Domain
wyiclget com

Child I_Illcrmaln DHS 2
sales widget .com

DHS A

Grandchild

Domain
apac . sales widget .com

DHS 3

X Grandchild
Domain

DHS X

Lo e A

In this DSfW environment, sales.widget.com and widget.com are configured as DNS servers
for their respective domains. While configuring apac.sales.widget.com, for DNS2 to act as a
primary DNS server for this domain, it should resolve widget.com as well, which requires you
to configure DNS2 as a passive or secondary DNS server for widget.com.
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DNS1 must also act as a secondary DNS for the sales.widget.com domain to handle the queries
of this domain. For steps to confiugre a DNS server as the secodary/passive of a zone/domain
hosted on other DNS server, refer to the Associating a Zone to Specific DNS Servers (http://
wwwtest.provo.novell.com/documentation/oes2/ntwk _dnsdhcp Ix/data/ai7mfhd.html) at the
OES 2 SP1: Novell DNS/DHCP Administration Guide for Linux.

2.6 Configuring a Domain Controller as a Backup
Domain Controller

For a domain conroller to act as a backup controller:

1 Copy the schema and the configuration partitions.

2 Configure the DNS server in a passive mode.

NOTE: Because passive DNS servers cannot accept dynamic updates, do not join the
workstations after the primary domain controller is down.

3 The sysvol of other domain controllers points to that of the primary domain controller. For
policies to be available, it must be changed to that of the backup domain controller after the
primary domain controller is down.

2.7 Post-Install Operations

This section outlines tasks you need to do after the DSfW servers are installed.

¢ Section 2.7.1, “Restarting DNS,” on page 69
¢ Section 2.7.2, “Network Ports Used by DSfW,” on page 69

2.7.1 Restarting DNS

After you have installed a child domain or an additional domain controller, the DNS server running
at forest root domain (or the DNS server you are pointing to in /etc/resolv.conf file) must be
restarted. Execute the following command on the server hosting the Novell DNS service:

/etc/init.d/novell-named restart

For information on updating records, refer to Understanding DNS and DHCP Services (http://
www.novell.com/documentation/oes2/ntwk _dnsdhcp _Ix/index.html?page=/documentation/oes2/
ntwk_dnsdhep_Ix/data/a23i5fn.html#a23i5fn) in the OES2: Novell DNS/DHCP Administration
Guide for Linux.

2.7.2 Network Ports Used by DSfW

This section discusses the network ports that are used by DSfW services to listen on for incoming
network traffic. These ports are configured automatically after the DSfW installation.
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Table 2-2 Services and Network Ports used by DSfW

Service

Port / Protocol

Microsoft-DS traffic

LDAP

LDAP Ping

Kerberos

DNS

RPC Endpoint Manager
RCP Dynamic Assignments
Global Catalog LDAP
Global Catalog LDAP over SSL
Network Time Protocol
NetBIOS Name Service
NetBIOS Datagram Service

NetBIOS Session Service

445/TCP, 445/UDP
389/TCP (or 636/TCP if using SSL)
389/UDP

88/TCP, 88/UDP
53/TCP, 53/UDP
135/TCP, 135/UDP
1024 - 65535/TCP
3268/TCP
3269/TCP
123/UDP

137/TCP, 137/UDP
138/UDP

139/TCP

The RPC dynamic assignment rule allows inbound traffic on any port above 1023. If your firewall
permits this, there is very little reason to enable a firewall. However, you can force xadsd to use a
specific port by using the —p option. Otherwise, RPC ports are ephemeral.

After restarting the DNS server, refer to Section 2.9, “Verifying the Installation,” on page 71 to
verify that eDirectory and DSfW have been installed and configured correctly.

IMPORTANT: After installing DSfW server into a partition in which you want to configure a
domain, the DSfW server holds the master replica of that partition. This is required because the
master replica holds the FSMO roles for the domain.

2.8 Restarting the DSfW Services

DSfW consists of several services that need to be restarted in sequence. Execute the following
command to restart all DSfW services after installation.

xadcntrl reload

NOTE: You do not need to execute this command every time you install DSfW.
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2.9 Verifying the Installation

Perform these tasks to verify that eDirectory and DSfW have been installed and configured
correctly.

¢ Check the /etc/hosts file to ensure that it contains only one entry with this server’s
primary IP address. For example:

192.168.1.1 ocesdc.example.com oesdc

* Checkthe /etc/resolv.conf fileto ensure that it contains a nameserver and domain
search entry for this server. For example:

nameserver 192.168.1.1search example.com
¢ Verify that eDirectory has been properly configured by using the following command:
/opt/novell/eDirectory/bin/ndsstat -h localhost

This command should return information similar to the following:

Tree Name: EXAMPLE TREE

Server Name:.CN=OESDC.OU=Novell.dc=example.dc=com.T=EXAMPLE TREE
Binary Version: 20214.56

Root Most Entry Depth: O

Product Version: eDirectory for Linux v8.8 SP4 [DS]
¢ Execute the following command to run the provisioning utility:
/opt/novell/xad/sbin/provision --locate-dc example.com

This command should return information similar to the following:

DSfW Server Provisioning Tool
Copyright (c) 2001-2007 Novell, Inc. All rights reserved.
DC: \\oesdc.example.com

Address: \\192.168.1.1
Dom Guid: f£3469fb6-4197-457b-4ba3-b69f46£39741

Dom Name: example.com

Forest Name: example.com

Dc Site Name: Default-First-Site-Name
Our Site Name: Default-First-Site-Name

Flags: PDC GC DS LDAP KDC TIMESERV CLOSEST WRITABLE GTIMESERV DNS DC DNS DOMAIN
DNS FOREST

Installing and Configuring Domain Services for Windows



NOTE: By default, the provision utility runs with the —-1ocate-dc option only. To execute
other options, export SASL PATH=/opt/novell/xad/1ib64/sasl2 andrun kinit
with a valid domain username before using the provision utility.

+ Verify that the KDC is working by using the following command to obtain a Kerberos ticket:
/opt/novell/xad/bin/kinit Administrator@EXAMPLE.COM

Enter the Administrator password when prompted. The command should complete without
errors (nothing is displayed).

+ Execute the following command:
rpcclient -k localhost -c¢ dsroledominfo

If your server is configured correctly, you should see information similar to the following:

Machine Role = [5]
Directory Service is running.

Domain is in native mode.

You should now be able to add (join) a Windows machine to the new DSfW domain. This procedure
is described in Chapter 3, “Logging In from a Windows Workstation,” on page 75.

2.10 Removing a DSfW Server

Before deleting a domain controller from an OES 2 server, verify the following:

* [t should not contain a child domain.

¢ [t should not be an ADPH master. If this domain controller is an ADPH master, you must
transfer the ADPH master role to another domain controller before deleting it. See
Section 2.10.1, “Transferring the ADPH Master Role to Other Domain Controllers,” on
page 73 for more information on transferring the RID master role.

¢ Ifyou delete an additional domain controller, at least one domain controller in this domain
must have a copy of the config/schema partitions.

The example commands in this section assume that the following domains exist:

¢ Parent: example.com

¢ Child: child.example.com
To delete a DSfW server, run the ndsdcrm utility from /opt/novell/xad/sbin/ndsdcrm.
Examples:

For a non-name-mapped domain (such as example.com at IP address 1.2.3.4, with the admin
password as ‘n’), the command would be:

/opt/novell/xad/sbin/ndsdcrm -p 1.2.3.4 -w n

For a name-mapped domain (such as an eDirectory server at [P address 5.6.7.8, tree admin as
cn=admin.o=novell, with the password as ‘n’), the command would be:
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/opt/novell/xad/sbin/ndsdcrm -p 5.6.7.8 —-a cn=admin.o=novell -w n

The ndsdcrm utility can also remove a partial or failed installation. It can detect the presence of
an additional domain controller or a domain controller in a domain and prompts accordingly. If a
domain controler has the ADPH master role, it prompts and exits on removal. If a server or a domain
controller is the ADPH master and contains only a replica of the configuration or schema partition, it
must be moved to some other server in the domain by using mangement consoles.

NOTE: When DSfW is reconfigured, it is a good practice to reconfigure all the related services such
as NAM , iFolder, and so on.

2.10.1 Transferring the ADPH Master Role to Other Domain
Controllers

'[Bug 403739]You can transfer the RID master role by using MMC or LDIF as follows:

Using MMC

1 Open Active Directory Users and Computers.
2 Right click Active Directory Users and Computers, then click Connect to Domain Controller.

3 In the Enter the name of another domain controller text field, specify the name of the domain
controller that you want to assign the RID master role.

or
Select the domain controller from the Domain Controllers drop down list.
4 Right click Active Directory Users and Computers, then click Operations Masters.

5 Click the RID tab, then select Change. This transfers the RID master role to other domain
controllers.

Using LDIF File

The FSMO roles are located on the RootDSE and the becomeRidMaster operational attribute is used
to transfer them. The appropriate operational attribute is written on the new domain controller to
receive the FSMO role operation, then the old domain controller is demoted and the new domain
controller is automatically promoted.

The LDIF file looks like this,
dn:
changetype: Modify

becomeridmaster: 1
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Logging In from a Windows
Workstation

With Domain Services for Windows (DSfW) properly set up, Windows workstations can be joined
to the DSfW domain and users can log in to the domain.

Windows users can then use Windows Explorer (or other familiar Windows interfaces) to browse to
the DSfW domain and see the CIFS shares to which they have access.

DSfW supports the following workstation operating systems:

+ Windows XP Professional SP2 or greater

* Windows* Vista* Business SP1

NOTE: For this beta, use Windows XP Professional SP2. Support for Windows Vista in DSfW is
planned for a future release of Open Enterprise Server 2.

¢ Section 3.1, “Joining a Windows Workstation to a DSfW Domain,” on page 75
¢ Section 3.2, “Logging In to a DSfW Domain,” on page 78
¢ Section 3.3, “Logging Out,” on page 78

3.1 Joining a Windows Workstation to a DSfW
Domain

Follow these steps to join a Windows workstation to a DSfW domain.

NOTE: The steps might vary depending on how you have Windows configured. The examples
shown are for the Windows “classic” desktop.

1 From a Windows computer on the same network as the DSfW server, go to Network
Connections in the Control Panel, select Local Area Connection, and click Properties.

2 Select Internet Protocol (TCP/IP) and click Properties.

3 Select Use the following DNS server addresses. For the Preferred DNS Server, enter the 1P
address of the DNS server configured for DSfW, then click OK.
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-+ Local Area Connection Properties

General | Avthertication | Advanced |

Internet Protocol (TCP/IP) Properties

General | Alernate Configuration |

Yau can get |P settings assigned autamatically if vour netwark, supparts
thiz capability. Othenwize, you need to ask pour network, adminigtrator for
the appropriate [P settings.

() Obtain an IP address automatically
3 (") Use the following |P address:

IP addrezs: | . . . |

Subnet masgk: | . . . |

Drefault gatewan: | ) ) ) |

i {3 Obtain DMS server address automatically
[ {(#) Use the fallowing DMS server addresses:

Prefened DNS server. (192,188, 1 . 1| |

Alternate DMS zerver: | . . . |

[_ ak. ][ Cancel ]

4 From the Start menu, right-click My Computer and select Properties.
5 On the Computer Name tab, click Change.

6 In the Computer Name Changes dialog box, select Domain, enter the DSfW domain name, then
click OK.
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aysiem Properties E@

_ System Restare .__!, Automatic Updates T | f ~ Remate

i 4 il |
| General | Computer Mame Hardware | Advanced

Windows uses the following information to identify your computer
o the network,

Computer description: Dell OptiPles wWin<P

For example: "Kitchen Computer'' or "Many's

Computer,
Full computer name; g«110-kn.
Wwhorkgroup: WORKGROUP

To uze the Metwork, |dentification YWizard o join a Metwark D0
domain and create a local user account, click Metwork Computer Name Changes
IC.

1 b it & domain. olick Ch Y'ou can change the name and the memberzhip of this
e rename this computer or jain & domain, click Change. computer. Changes may affect access to network resources.

Computer hame:
| g<110kn

Full computer name:
gx110-kn.

[ ak. ] ’ Cancel Apply

tdember of
(% Domair:
| example.com |

() Workgroup:

[ Ok H_ Cancel ]

7 When prompted, provide the name and password for an account with permission to join the
domain. This is the Administrator and password configured when you installed DSfW.

8 A welcome message is displayed after the computer has successfully joined the domain. Click
OK to continue.

Computer Name Changes E'

L
- | ) Welcome to the example.com domain,

9 As prompted, click OK to restart the computer for the changes to take effect.

The computer you just joined to the domain has an object created for it in the Computers container
in the DSfW domain.

NOTE: A user with administrative privileges for the container that is being name-mapped can join a
workstation to the domain being created.
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3.2 Logging In to a DSfW Domain

After the Windows workstation has joined the DSfW domain and the computer has been restarted
(as explained in Section 3.1, “Joining a Windows Workstation to a DSfW Domain,” on page 75),
DSfW user accounts can be used to log on to the Windows workstation.

1 Start the Windows workstation or press Ctrl+Alt+Del to bring up the Windows log on dialog
box.

2 Inthe Log On to Windows dialog box, enter the user name and password of a user that has been
provisioned for DSfW. Initially, the only provisioned user is the Administrator account created
when you installed DSfW.

3 In the Log on to field, click the down-arrow to select the DSfW domain (identified by its
NetBIOS name), then click OK.

Log On to Windows

Copyright €1 1985-2001
Microsoft Comporation

Usetr name: | Adminiskrakor |
Passwaord; | TIITII |
Log on ko: ExAMFLE v

WhS-wP Ethis cnmiuteri

L (0] 4 J [ Zancel J [ihut Du:uwn...] [thiu:uns e

3.3 Logging Out

To log out of the DSfW domain, select Log Oft from the Start menu.
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Creating and Provisioning Users

After Domain Services for Windows (DSfW) is properly installed and configured, you can create
users with either Novell iManager or a Microsoft Active Directory management tool such as
Microsoft Management Console (MMC).

Although the users are created in eDirectory™, they appear in the domain when viewed from MMC.
User account information that is common to both eDirectory and Active Directory can be managed
with either tool.

Users created in the DSfW domain are automatically provisioned to use DSfW. In Active Directory,
logon users are normally created in the Users container within the domain. In DSfW, users can be
created anywhere within the domain (which corresponds to an eDirectory partition).

When a user is provisioned, the ADPH agent adds a number of Active Directory-specific operational
attributes to the User object. These include SAM (Security Account Manager)-related attributes and
RFC 2307 attributes.

¢ Section 4.1, “Creating Users in iManager,” on page 79

¢ Section 4.2, “Creating Users in MMC,” on page 81

4.1 Creating Users in iManager

1 Start a browser and point to http:// ip_address_of server/nps/iManager.html.
For example, http://192.168.1.1/nps/iManager.html.

2 Accept the certificate, enter the Administrator account/password and eDirectory tree, and click
Login.

IMPORTANT: Contextless logins using iManager can lead to unexpected results if you try
logging in as an administrator. An administrator object exists for every domain and you might
accidently attempt to log in as an administrator of an domain where you lack sufficient access.

Login 7]
Username:
EAdminislrator |

(Ext admin ar admin.nowvell)
Passwaord:
I

|

|
Trea:

|EXAMPLE_TREE] |

(192,168, 14,199, mytree, myserver, company .com)

. login_ |

@ Copytight 1999-2007 Movell, Inc., &l rights reserved,

3 Under Roles and Tasks, select Directory Administration > Create Object.
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4 Sclect the User object class and click OK.

Novells iManager R L e Y
ADMINISTRATOR " - -
ey, 5] - EOBEN N
@] Roles and Tasks 2
- @ Create Object
| [All Categories] V|
A
El Directory Administration | Select the object class to create.
Copy Object
Erealeiecy Available object dasses:
Delete Object =
Modify Obiect Locality |
—W—_J— Organization
Mty (Rt Organizational Person
Rename Object Organizational Role
Groups Organizational Unit
= Person
Help Desk Profile
RBS Module
Kerberos Management
i e Template L4
Linux User Management _ ¥l
Partitions and Replicas
Rights [JShow all object dasses
Schema .| Mote: This option is only available to authorized users.
S v ok | Cancel | ~
5 Specify the user account information, specify the context, and click OK.
@ Roles and Tasks L
& Create User H
| [All Categories] V| *=required
-
Archive Versioning ]
Username: * | |
Clusters
First name: | |
DHCP (DES Linux)
Last name: * | |
DHrectory Administration
Copy Object Full name: | |
Create Object Context: * | |
Dielste Object B
Miodify Object Password: | |
Miove Object =
Rename Object Retype password: | |
Mote: Failure to enter a password will allow the user to login without a password,
Dristributed File Services
DHS ‘
Set simple password
eDirectory Encryption Mote: Simple password is required for native file access for Windows and Macintosh
eDirectory Maintenance users, (Mot required when Universal password is enabled)
File Access {HetStorage)
File Protocols [ Capy fraom template or user abject
Files and Folders v I lE‘ v

Users created anywhere in the domain (partition) are automatically provisioned for DSfW.
Additional information you specify for each user, such as telephone numbers and e-mail addresses,
can also be viewed and modified in MMC. However, attributes that are specific to eDirectory can
not be managed in MMC.
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4.2 Creating Users in MMC

If you have a Windows Server 2003 network with Active Directory, you should have the
Administrative Tools already installed. If not, they can be downloaded from Microsoft’s Web site
(http://www.microsoft.com/downloads/details.aspx?FamilyID=C16AE515-C8F4-47EF-A1E4-
A8DCBACFF8E3&displaylang=en).

At a Windows workstation, click Start > Run and enter mmc.

When the Console opens, select File > Add/Remove Snap-ins.

Select Active Directory Users and Computers and click Add.

Click OK.

B WON =

A new window opens with a list of objects in the left column, including the Domain Services
for Windows domain name.

(3,

Open the Domain Services for Windows domain and click the Users container.

6 Select Action > New > User, or click on the user icon in the toolbar.
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& Active Directory Users and Computers

@ Fle Action Yew ‘Window Help ‘ 8|

€+ @m e 2 gfeves

Users 20 objecks

Active Directory Users and Computers

[ ] Saved Queries Name / [ Type | Descrintion |
B @ exampllel. o ﬁ Administrator  Lser Built-in account Far adwin.
-] Buikin -

[#-[.]] Computers

- Users

[+ [&] Domain Controllers

fH Cl FareignaecurityPrincip

New Object - User

g Create i example.com/Users

Last name; ‘Perkins

First name; Fuly [itials: I:I

Full name: ‘Pnlly Perking

Usr lagan name:

‘ ‘ ‘ (@enample.com L4 |

User lagan name (pre-windaws 2000):
‘EXAM PLE ‘ ‘

£ i ¢ Back Mt 3 [ LCancel ]

7 Follow the prompts to complete the user object creation.

Users created in the domain are automatically provisioned for DSfW. Additional information you
specify for the user, such as telephone numbers and e-mail addresses, can also be viewed and
modified in iManager. However, attributes that are specific to Active Directory cannot be managed
in iManager.
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Managing Group Policy Settings

In Active Directory, Group Policies ease the administrator's job of implementing security settings
and enforcing IT policies for all users within an organizational unit, domain, or across an entire site.
Group policy settings are made in a Group Policy Object (GPO). You can create GPOs for various
departments in an organization to more easily manage the computers and users in each department.
For example, you might create a GPO for the Engineering department and a different GPO for the
Sales department.

DSfW supports all Group Policy settings that apply to Windows servers and workstations. Group
Policy settings that apply to domain controllers (such as Password Policies) are not supported in the
OES 2 environment. The Password Policies for DSfW users are controlled by eDirectory and the
Universal Password settings.

When you install DSfW, a default Group Policy is created for the domain. It is recommended that
you create a new Group Policy and make modifications to it, rather than change the default Group
Policy.

NOTE: You must be a member of the Domain Admins group to edit an Active Directory Group
Policy for a domain.

¢ Section 5.1, “Using the Users and Computers Tool,” on page 83
¢ Section 5.2, “Group Policy Objects,” on page 84

5.1 Using the Users and Computers Tool

To create a new Group Policy, you can use the Active Directory Users and Computers tool.

NOTE: If you have installed the Group Policy Management Console from Microsoft, the Group
Policy tab options described below are no longer accessible. Refer to the Microsoft Windows Server
2003 documentation for instructions on how to use the Group Policy Management Console to
manage Group Policies.

1 Start Active Directory Users and Computers.

2 In the console tree, right-click the Domain Services for Windows domain, and then select
Properties.

3 Click the Group Policy tab, then click New to create a new Group Policy.
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"t Console1 - [Console Root' Active Directory Use B[]

% File Action Wiew Favorites Window  Help | = |
- = | | b’ | > tj37Lindia.novell.com Properties i |
D Console Roat General I Managed By Group Poliey I -
@E Active Directory Domains ar . : . )
: BE Active Directory Schema Ta improve Group Policy management ; :ita the Group Policy

H M tC le [GPMC].
ﬁ Active Directory Sikes and S e Ceeea )

: —— &

El@ Active Directory Users and ¢ Current Group Palicy Object Links far 371
[:l Saved Queties p—
E@ ri371.india.novell.com

izationlevelz
% i Group Policy Dbject Liks T No Ovenide | Disabied |

[ Computers Default Domain Policy
£ Users New Group Palicy Object
&) Daomain Contrallers

[:I ForeignSecurityPrine

@ kest
Group Policy Objects higher in the lizt hawve the highest priority.
This list abtained from: blr-edirdt-8.1j371 india. novell. com
New | agd. | Edt | |

Dptions... | Delete... | Properties | Down |

[" Block Palicy inheritance
ak I Cancel | Spply |
aa H=eTUoaal USET TS 02 LPIPLTT
;I—I —’I I [ cI— e [ Thir Ancevinkion LI

4 Specify a name for the new Group Policy, then click Ok..

The policy settings you define are linked to the domain, which means the policy settings you
define are applied to the domain according to the inheritance and preference options used by
Active Directory.

For more information about Group Policy Object settings, refer to Microsoft’s online Group Policy
documentation (http://technet2.microsoft.com/WindowsServer/en/library/abc2890d-{f3f1-408c-
bafc-ac9e4e5b0e831033.mspx?mfr=true). For more information about NMAS™ and Universal

Password settings, refer to the Novell® eDirectory documentation (http://www.novell.com/
documentation/edir88/).

5.2 Group Policy Objects

Group Policy settings are stored in Group Policy Objects (GPO). A GPO consists of the following:
Group Policy Container: Stored in the directory.

Group Policy Template: Stored in the sysvol SMB volume.

The default configuration of sysvol resides in the smb.conf file.

[sysvol]
comment = Group Policies
path = /var/opt/novell/xad/sysvol/sysvol
writable = Yes
share modes = No
nt acl support = Yes
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Every domain controller hosts a Samba volume known as sysvol. sysvol corresponds to the /
var/opt/novell/xad/sysvol/sysvol directory on the domain controller. The Group
Policy Template of the default domain policy GPO is stored in the /var/opt/novell/xad/
sysvol/sysvol/<domain name>/Policies/{31B2F340-016D-11D2-945F-
00CO04FB984F9}directory.

A Group Policy Template contains the following information:

¢ Template-based administrative policies
+ Security settings
¢ Script files

+ Information for the applications that are available for Group Policy software installation.

NOTE: Group Policies are stored in the first domain controller of the domain. They are not
replicated to the other domain controllers of that domain. For Group Policies to work, ensure that
the first domain controller is functional.

5.2.1 Account Policies and Gpo2nmas

There is a group of security settings in the GPO called Account Policies that contains the following
policies:

¢ Password Policy
¢ Account Lockout Policy

¢ Kerberos Policy

The MACHINE /Microsoft/Windows NT/SecEdit/GptTmpl.inf fileinside sysvol
contains the Account Policies of the GPO. The Password Policy and the Account Lockout Policy are
enforced by eDirectory, and the Kerberos Policy is enforced by the Kerberos Key Distribution
Center (KDC). The Account Policies file is not read directly by eDirectory or KDC. The eDirectory
server enforces only those policies that are stored in its Directory Information Base (DIB). Even the
Kerberos KDC expects the Kerberos Policy to be stored in eDirectory.

The Account Policies are located in sysvol and managed through using the Samba server. The
gpo2nmas tool synchronizes the policies stored in eDirectory with those in sysvol. This tool is
programmed to run every 30 minutes by using the cron service. If the policies stored in eDirectory
are newer than the Account Policies in sysvol, gpo2nmas updates the Account Policies. Similarly,
it updates the policies in eDirectory if they do not match the Account Policies. When you modify the
Account Policies in sysvol by using Group Policy Management Console (GPMC). gpo2nmas
makes the relevant changes to the policies in eDirectory when it runs again.
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IMPORTANT: Remember the following:

+ DSfW follows the password history feature as mentioned in the Password Policy for LDAP
Directories (http://tools.ietf.org/html/draft-behera-ldap-password-policy-08), where the current
password is not part of the password history. Therefore, it takes one extra password change to
reuse a password.

For example, if Enforce Password History Policy residing at Default Domain Policy>
Computer Configuration> Windows Setting> Security Settings> Password Policy is set to 2, it
takes 3 password changes in Domain Services for Windows to reuse a password.

¢ In a Domain Services for Windows domain, the password policies are stored in the container
cn=Password Policies,cn=System, <domain root>.

5.2.2 Enforcing Computer Configuration and User
Configuration

DSfW supports computer configuration and user configuration settings in GPOs. You can change
the computer configuration settings, such as customizing the start menu, desktop, and Internet
Explorer*, and the user configuration settings, such as roaming profiles and desktop customization.

5.2.3 Known Issues

¢ Group Policy Templates are not synchronized in the DSfW domain controllers. The Group
Policy containers and the account policy objects stored in eDirectory are automatically
replicated to all DSfW domain controllers by eDirectory replication. The changes are local to
the domain controllers on which the policies are modified.

¢ Only the default domain GPO is honored by DSfW services. Because gpo2nmas synchronizes
only the default domain GPO with the policies stored in eDirectory™, the other GPOs are
ignored.

5.2.4 Troubleshooting

If you receive a message indicating that the computer configuration or user configuration is not
applicable, do one of the following:

¢ Verify that winbindd is running and functional. The getent passwd command should
return the information for the local users and the domain users.

+ Domain users are granted access to the Group Policy settings by using UNIX* ACLs on the
directories in sysvol. To check if a user domuser]l has read access for the policies, log in as a
user on theDSfW, domain controller by using the su —domuserl command and try to
browse sysvol. If permissions on sysvol are restrictive, you cannot browse its
subdirectories.

¢ Check the Samba log files in /var/log/samba for any errors.
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Managing Trust Relationships in
Domain Services for Windows

Trust relationships are a key to managing Domain Services for Windows (DSfW).

¢ Section 6.1, “What is a Trust?,” on page 87

¢ Section 6.2, “Cross-Forest Trust Relationships,” on page 87

6.1 What is a Trust?

A trust is used to allow users of one domain to access resources from another domain. Trusts are
automatically created within an eDirectory™ tree when domains are created. In eDirectory, the trust
boundary is a forest or tree rather than a domain as in Active Directory. For authentication and name
lookups to work across domains, a trust relationship must be created between the domains. The trust
relationship includes a shared secret that can be used for both Kerberos and NTLM authentication
and information that is used to support name resolution.

Refer to New Trust Wizard Terminology (http://technet2.microsoft.com/windowsserver/en/library/
€3d396dd-c141-432b-9e¢69-50£597061e471033.mspx?mfr=true) for more information on trusts.

6.2 Cross-Forest Trust Relationships

Administrators must configure trust relationships manually to access resources in a different forests.
DSfW allows you to configure one-way, nontransitive trusts between domains in different forests.
Every trust relationship between each domain in the different forests must be explicitly configured.
For a bidirectional trust relationship, each half of the trust must be configured separately.

DSfW supports the following cross-forest trusts:

¢ External Trusts: These are one-way trust and two-way relationships between two domains in
different forests. This type of trust is useful to allow resource sharing only between specific
domains in different forests. External Trusts are are inherently nontransitive because trust exists
only between the two domains.

¢ Forest Trusts: These trusts include complete trust relationships between all domains in the
relevant forests, so resource sharing among all domains in the forests is allowed. The trust
relationship can be either one-way or bidirectional. Forest trusts are inherently transitive
because a trust extends beyond two domains to other trusted domains in a tree.

Both forests must be operating at the Windows Server 2003 forest functional level. The use of forest
trusts offers several benefits:

+ They simplify resource management between forests by reducing the number of external trusts
needed for resource sharing.

¢ They provide a wider scope of UPN authentications, which can be used across the trusting
forests.
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¢ They provide increased administrative flexibility by enabling administrators to split
collaborative delegation efforts with administrators in other forests.

¢ They provide greater trustworthiness of authorization data. Administrators can use both the
Kerberos and NTLM authentication protocols when authorization data is transferred between
forests.

Realm Trusts: These are one-way and two-way transitive and nontransitive trusts that you can set
up between an Active Directory domain and a Kerberos V5 realm, such as trusts found in UNIX and
MIT implementations.

IMPORTANT: By default, DSfW operates at the Windows Server 2003 forest functional level. An
Active Directory forest must be operating at the same level.

¢ Section 6.2.1, “Creating a Cross-forest Trust between Active Directory and Domain Services
for Windows Forests,” on page 88

¢ Section 6.2.2, “Shortcut Trusts,” on page 120

6.2.1 Creating a Cross-forest Trust between Active Directory
and Domain Services for Windows Forests

This section describes how to create a cross-forest trust between Active Directory and DSfW.

¢ “Configuring the DNS Forwarders on the Domain Services for Windows Server” on page 89
+ “Configuring the Reverse Lookup Zone Forwarder” on page 99

¢ “Configuring the DNS Forward Lookup Zone on the Active Directory Server” on page 109
¢ “Creating the Trust” on page 112

¢ “Verifying the Trust” on page 120

In this example, win2003ad.com is the domain name of the Active Directory forest and testing.com
is the domain name of the DSfW forest.
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Configuring the DNS Forwarders on the Domain Services for Windows Server

You need to configure a DNS forwarder on the DSfW DNS server to forward any DNS queries for
the Active Directory domain to the Active Directory domain's DNS server.

¢ Active Directory domain name: win2003ad.com

¢ DSfW domain name: testing.com

1 Open the Novell iManager DNS plug-in.

1a

1b

Click DNS > Zone Management to open the Zone Management window in the main
panel..
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Click DNS > Zone Management to open the Zone Management window in the main panel.
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2 From the drop-down list select Create Zone, then click OK to open the Create DNS Zone
window.

Mowell iManager - Mozilla Firefox
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3 Select Create New Zone and specify the DNS configuration parameters as follows:

- -8 % L] hmpsines 09,9117

al~[ b) [G)]

(7] Redes and Tasks

@ Create DNS Zone
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BHEP (DES Linu)

Directary Adminisiratisn

Distributed File Services

DNS
Senpe Semngs
DINS Server Management
Zome Management
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Select Zone Type:
*  Greate New Zone
" Greate IN-ADDR ARPA

Specify eDirectory Context:
Jroveltesting dafin )

Enter the Zone Domain Name:
fwinzon1ad cam

Select the Zone Type:
© Prmary
& Forward
© Secondary
Enter Name Server IP Address:

l_l_l_l_

[ IPve

Seled Assigned Authontabive Zone Server:
DME_mmiangu-frod-de novell esting dstw

Name Server Information:
Enter Host Mame:

Select Damain:

[#]

Create | | Cancel | _ Help |

3a Specify a name for the zone; that is, the domain name of the Active Directory forest (in
this example, it is win2003ad. com).

3b Specify the eDirectory context for the zone or browse to select it; that is, the container
containing the DNS related objects (In this example, it is novell.testing.dsfw).

3¢ Select the Zone Type as Forward.

3d Select a DNS server from the Assigned Authoritative DNS Server drop-down list. This is

the name of the DNS server object. In this example, it is DNS_manju-frd-

dc.novell.testing.dsfw. This parameter is optional.

or
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Specify a unique hostname in the Name Server Host Name field and select a domain by
clicking Add. Click OK.

3e Click Create. A message indicates that the new forward zone has been created.

-3 -@ fit () Mpsi1649991 17 mpsiserdetwebace BRI =R [ - & x

ﬂ Novell iManager
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4 Sclect Zone Management from the iManager DNS plug-in, then select View/Modify Zone from
the drop-down list and click OK.

- E & |0l Mipsaineds99117 &l ) [Ig =N
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5 Select Active Directory forest's domain zone from the drop-down list, then click OK.

“«-9-@

% L] hmpsines 09,9117

ﬂ. Novell iManager
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Click Next.

&5 -8 fa |1 hmpsin690.9117 @[+ p] G- %] . & x
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7 Click Add.
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Select the Forward option, then specify the IP address of Active Directory forest's DNS server
(in the example, it is 164.99.91.32). Click Add.

@B -8 |1 mps164.99.91.17 FIRIE e x

@ view/Modify Zone

Selected DNS Zone: win2003ad com
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9 Click Done.

®-9-€ % L] hmpsines 09,9117
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10 A message indicates that the new secondary zone has been created. Click OK.
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Configuring the Reverse Lookup Zone Forwarder
You need to configure a DNS reverse lookup zone for DSfW for a Windows domain.

1 After selecting Zone Management from the iManager DNS plug-in, select the Create Zone
option from the drop-down list. Click OK to open the Create DNS Zone window.
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2 Select Create New Zone and specify the DNS configuration parameters as follows:
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Enter Metwark Address:
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Select Domain:

2a Seclect the Create IN-ADDR ARPA option as the Zone Type.

2b Specify the network address. This is the IP address of the Active Directory forest's DNS
server (in this example, it is 164.99.91.32).

2c¢ Select Forward as the Zone Type.

2d Select a DNS server from the Assigned Authoritative DNS Server drop-down list. This is
the name of the DNS server object (in this example, it is DNS_manju-frd-
dc.novell.testing.dsfw).

or

Specify a unique hostname in the Name Server Host Name field, select a domain by
clicking Add, then click OK.

2e Click Create. A message indicates that the zone has been created.

3 Select Zone Management from the iManager DNS plug-in, then select the View/Modify Zone
option from the drop-down list and click OK.
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4 Sclect the Active Directory forest's reverse lookup zone from the drop-down list, then click

OK.
al+ ») (G a) | -
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5 Click Next.
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Click Add to add this DNS server object.
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7 Select Forward List and click Add.
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Select the Forward option and specify the IP address of Active Directory forest's DNS server
(164.99.91.32 in this example). Click 4dd, then click Done.
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9 A message indicates that a zone has been created. Click OK.
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10 Verify the DNS configuration by trying to resolve the Active Directory domain and its DNS
SRV records using ns1ookup, as follows:

nslookup -query=any ldap. tcp.dc. msdcs.<AD domain name>

For example:
# nslookup -query=any ldap. tcp.dc. msdcs.win2003ad.com
Server: 192.168.1.10
Address: 192.168.1.10#53

Non-authoritative answer:

ldap. tcp.dc. msdcs.win2003ad.com service = 0 100 389 osg-dtsrv22.

win2003ad.com.

Authoritative answers can be found from:

osg-dt-srv22.win2003ad.com internet address = 192.168.12.22
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Configuring the DNS Forward Lookup Zone on the Active Directory Server

You need to configure a DNS forward lookup zone for a DSfW domain.

1 At your Windows management workstation, click Start > Administrative Tools > Active
Directory Domains and Trusts and click DNS MMC snap-in.

1a Right-click the domain that you want to establish a trust relationship for, then select
Properties.
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|Opens the properties dialog box For the current selection,
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1b Select the Forwarders tab, then click New and add a new forwarder for the Domain
Services for Windows domain. Specify the DSfW domain name and click OK.
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1c Select the new forwarder, specify the IP address of the DNS server of the DSfW domain,
then click Add.

EDIRDT-38 Properties 2 x|

Debug Logging ] Ewent Logging ] Faonitoring ] Security ]
Interfaces Fonwarders ] Advanced ] Fioot Hints ]

Fonwmarders are servers that can resolve DMNS queries not answered by this
zerver. Forward queries for names in the following DMS domains.

DS domain:
All ather DHS darmains - Mew
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ranju-ad. corn j Fiemove
To add a fonwarder, select a DMS domain, tepe the fonwarder's IP address
belows, and then click Add.

Selected domain's forwarder IP address lisk:

192 163 1 a0

Add |
e |
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]9

Cancel ‘ Apply |

1d Verify the DNS configuration by using nslookup to resolve the Active Directory domain
and its DNS SRV records, as follows:

nslookup -query=any ldap. tcp.dc. msdcs.<DSFW domain name>

icrosoft Windows [Uersion 5.2.379@1
(C>» Copyright 1985-2883 Microsoft Corp.

C:Documents and Settings“Administrator>nslookup —query=any _ldap._tcp.dc._msdcs
.dsfu.com

Server: localhost

fiddreszs: 127.8.8.1

_ldap._tcp.dc._msdcs.dsfu.com SRU service location:
priority =M
we ight 188
port 389
svr hostname frd.dsfu.com
dsfuw.com nameserver = frd.dsfw.com

frd.dsfw.com internet address = 192.168.1.10

C:%Documents and Settings“Administrator>_
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2 TIfthe Active Directory domain's Domain Functional Level is not Windows Server 2003, do the
following to raise it:

2a Open Active Directory Domains and Trusts snap-in from the MMC.

2b Right-click the icon representing the Active Directory domain, select Raise Domain
Functional Level from the menu, then set it to Windows Server 2003.

3 If the Active Directory forest's Forest Functional Level is not Windows Server 2003, do the
following to raise it:

3a Right-click the Active Directory Domains and Trusts snap-in from MMC.

3b Select Raise Domain Functional Level from the menu and set it to Windows Server 2003.

Creating the Trust
1 At your Windows management workstation, click Start > Administrative Tools > Active
Directory Domains and Trusts and click the DNS MMC snap-in.
2 Right-click the Domain Services for Windows domain, then select Properties.
3 Select New Trust from the Trusts tab, then click OK.

win2003ad.com Properties 2=

General Trusts | Maraged B_I,II

Domains trusted by this domain [outgoing trusts]:

Diomain Mame | Trugt Type | Tranzitive | Broperties... |

adchild. win2003ad. com Child Yes

maniju-ad. com Farest Yes Hemaoye |

Diamainz that trust thiz domain [incoming trusts]:

Domain Mame | Trust Type | Tranzitive | Froperties. .. |

adchild. win2003ad.com Child Ve

manju-ad. conm Forest Ve Remove |

Mew Trust... |

0k I Cancel Apply
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4 Click Next to start creating a new trust.

MNew Trust Wizard x|

Welcome to the New Trust

C;% Wizard

Thiz wizard helps vou create a truzt between thiz domain
and any of the following:

n AW indows domain in thiz forest or in another farest.
= A% Indows NT 4.0 domain.

n A Kerberos W5 realm tust.

= Another forest,

A truzt iz a relatiohzhip that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Mest, Help |
Cancel |

% Back

5 Specify the DNS name (or NetBIOS name) of the Active Directory forest, then click Next.

New Trust Wizard

Trust Hame
Y'ou can create a trust by uzing a NetBI0S or DNS name.

Type the name of the domain, forest, or realm for this trogt, [F pou bppe the name of a forest, wou
muszt twpe a DMS name.

Example HetBIOS name: supplierD] -int
Example DMS name: supplierd-internal. microsoft. com

Marme:

dzfw.com

< Back I Mext > I Cancel
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6 Select Forest trust, then click Next.

New Trust Wizard

Trust Type

Thiz domain is a forest oot domain. [F the specified domain qualifies, you can
create a forest trust,

Select the type of trust you want to create.

" Extemal trust
An external gt iz a nontranzitive tust between a domain ahd another domain
outside the forest, & nontransitive tust iz bounded by the domaing in the
relationzhip.

% Forest tust
i forest brust iz & transitive trust between bwo forests that allows users in anyp of the
idarmaine in one forest to be authenticated in any of the domains in the other forest. ;

< Back I Mext = I Cancel

7 To select the direction of trust, do one of the following:
¢ Click Two-way to create a two-way forest trust.
¢ Click One-way:incoming to create a one-way incoming forest trust.

¢ Click One-way:outgoing to create a one-way outgoing forest trust.

New Trust Wizard

Direction of Trust
Y'ou can create one-way of hwo-way tusts,

Select the direction for this trust.

¢ Two-way

Llzerz in thiz domain can be authenticated in the specified domain, realm, or
forest. and users in the zpecified domain, realm, or forest can be authenticated
thiz domain.

" Ore-way: incoming
Uzers in thiz domain can be authenticated in the gpecified domain, realm, or forest,

" One-way: outgoing
Uzerz in the specified domain, realm, or forest can be authenticated in this domait.

< Back I Hest » I Cancel

8 Click Next.
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9 Select Both this domain and the specified domain and click Next.

New Trust Wizard

Sides of Trust
If wou have appropriate permizzions in both domains, vou can create both sides of
the truzt relationship,

To beqin using a trust, bath sides of the tust relationship must be created. For example,
if you create a ane-way incoming trust in the local domain, a one-way outgoing trust
muzt alzo be created in the specified domain before authentication traffic will begin
flowing acrozs the trust.

Create the truzt far the following:

" This domain anly
Thiz option creates the truzt relationship in the local domain.

" Bath this domain and the zpecified domain

This option creates a trust relationzhip in the local domain and a comesponding trust
relationzhip in the specified domain. *ou must have tust crestion privileges in the £
zpecified domain.

< Back I Mext = I Cancel

10 Specify the user name and password of the Active Directory domain administrator, then click
Next.

New Trust Wizard

Uszer Hame and Password
To create this bust relationship, you must have administrative privileges for the
specified damain.

Specified dorain; dzfw.com

Type the user name and pazsword of an account that has administrative privileges in
the zpecified domain.

Uszer narme: Iﬂ adrninistrator j

Pazzword: Io...u

< Back I Mext > I Cancel
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11 Select Forest-wide authentication to authorize users to use resources in the local forest or those
identified by the administrator, then click Next.

MNew Trust Wizard x|

Dutgoing Trust Authentication Level--Local Forest

Uzers in the specified forest can be authenticated to uge all of the resourzes in the
local forest or anly those resources that you specify,

Select the scope of authentication for users from the dsfiv,. com forest.

" Forest-wide authentication

indows will autamatically authenticate users from the specified forest for all resaurces |
in the local forest. This option 1z preferred when both forests belong to the same
organization.

" Selective authentication
Windows will not automatically authenticate users from the specified forest for ang
resources in the local forest. After you finizh this wizard, grant individual access to each
daormain and zerver that pou want to make awvailable to users in the specified forest. This
option iz preferred if the forests belong to different organizations.

< Back I Mext = I Cancel

12 Select Forest-wide authentication to authenticate Active Directory forest users to use resources
in the dsfw.com forest or those identified by the administrator, then click Next.

Mew Trust Wizard

Dutgoing Trust Authentication Level--5pecified Forest

Uzerz in the local forest can be authenticated to use all of the reszources in the
specified forest or only thoze resources that vou specify.

Select the scope of authentication for uzers from the local forest.

" Forest-wide authentication

indows will autamatically authenticate users fram the local forest far all resources in
the dsfiw.com forest. Thiz option iz prefened when both forests belong to the same ¢
orgatuzation.

" Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
in the dzfw. com forest. &fter you finish this wizard, grant individual access to each domain
and zerver that you want to make available to uzers from the local forest. This option iz
preferred if the forests belong to different organizations.

£ Back I MHext > I Cancel
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13 Review the trust settings and complete the creation of trust by clicking Next.

New Trust Wizard

Trust Creation Complete

The trust relationzhip was successfully created.

Status of changes:

Specified domain; dzfw.com

Direction:

Trust type: Forest trust

zpecified forests.

To configure the new trust, click Mest.

[T szt relationship created successiully. -

Two-way: Uzers in the lozal domain can authenticate in the specified domain and
uzers in the zpecified domain can authenticate in the local domain.

Outgoing trust authentication level; Forest-wide authentication in local and

hd

% Back I Mext = I Cancel

14 Click No, do not confirm the outgoing trust because you have not created the other side of the

trust. Click Next.

New Trust Wizard

Confirm Outgoing Trust
'ou should confirm this trust anly if the

other side of the trust has been created.

Do pow wank to confirm the outgaing brust?

" Mo, do not confirm the outgoing brust

£~ Yes, confim the outgoing trust

< Back I Mext > I Cancel

Managing Trust Relationships in Domain Services for Windows 117



15 Click No, do not confirm the incoming trust because you have not created the other side of the
trust. Click Next.

MNew Trust Wizard x|

Confirm Incoming Trust
You should confirm thiz trust only if the other side of the trust has been created.

Do pou want to confirm the incoming bust?

" Mo, do not confirm the incoming tust

" Yes, confim the incoming st

% Back I Mext = I Cancel

NOTE: In Step 14 and Step 15, do not select Yes option to confirm the trust. Selecting Yes
results in an error message, though trust creation is still successful. Trust can be validated later
by selecting Properties>Validate option.
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16 Complete the trust creation by clicking Finish.

MNew Trust Wizard x|

Completing the New Trust

C@ Wizard

Y'ou have succeszsfully completed the Mew Trust Ywizard,

Status of changes:

Mrust relationship created successiully. ;l

Route these names to the specified forest:
* dsfw.com

Foute these names to the local forest;
*in2003ad. com

To cloze thiz wizard, click Finish.

% Back I Finizh I Cancel

17 The new domain summary appears in the Trusts page.

win2003ad.com Properties 2=

General Trusts | Maraged B_I,II

Domains trusted by this domain [outgoing trusts]:

Diomain Mame | Trugt Type | Tranzitive | Broperties... |

adchild. win2003ad.com Child ez
dsfiw.com Forest Ve Hemaowe |
manju-ad. corm Forest Ve

Diamainz that trust thiz domain [incoming trusts]:

Domain Mame | Trust Type | Tranzitive | Froperties. .. |

adchild. win2003ad.com Child ez

>0 Yez Remove |
manju-ad. com Forest ez

Mew Trust... |

0k I Cancel Apply
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Verifying the Trust
To verify that the DNS configuration is correct:

1 Verify that the Log on to drop-down list in the Login window of a Windows machine that is
joined to the Domain Services for Windows domain has an entry for the Active Directory
domain.

2 Try to log on to the Windows machine that is joined to the Domain Services for Windows
domain with an Active Directory domain user principal name.

3 Verify that the Log on to field in the Login window of a Windows machine that is joined to the
Active Directory domain has an entry for the Domain Services for Windows domain.

4 Try to log on to the Windows machine that is joined to the Active Directory domain with a
Domain Services for Windows domain user principal name.

For more information, refer to the Microsoft Active Directory documentation (http://
technet2.microsoft.com/windowsserver/en/technologies/featured/ad/default. mspx).

6.2.2 Shortcut Trusts

DSfW supports shortcut trusts within a tree. The procedure to create and use a shortcut trust is
similar to how shortcut trusts are created and used in Microsoft Active Directory. For more
information on creating shortcut trusts, refer to the Administering Active Directory Operations
Guide (http://technet2.microsoft.com/WindowsServer/en/library/a874d75d-09b9-40c6-87d6-
75d0733d88301033.mspx).
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Schema

In Domain Services for Windows (DSfW), the schema is stored in its own partition (the schema
partition) in the directory. The attributes and classes are stored in the schema partition as directory
objects that are called schema objects. The schema partition is represented by an object that is an
instance of the Directory Management Domain (dMD) class. The distinguished name of the schema
partition can be expressed as

cn=schema, cn=configuration,dc=ForestRootDomainName. By default, every
primary domain controller in the forest holds a replica of the schema partition. The attributes of
rootDSE identify, among other things, the directory partitions such as domain, schema,
configuration directory partitions, and the forest root domain directory partition. The
schemaNamingContext attribute provides the location of the schema so that applications that
connect to any domain controller can find and read the schema.

eDirectory™ administration tools and applications locate the schema by using the distinguished
name. However, the NDS® schema still exists and is the real internal representation of the schema
from the Directory System Agent (DSA) perspective.

All applications can continue to use the subschemaSubentry attribute from the rootDSE. The
distinguished name of the subschema subentry container looks like
cn=aggregate, cn=schema, cn=configuration, dc=ForestRootDomainName.

Ensure that you replicate the configuration and schema partitions to improve the response time and
performance of the server.

¢ Section 7.1, “Schema Objects,” on page 121
¢ Section 7.2, “Extending the Third-Party Schema,” on page 129

7.1 Schema Objects

A schema object, named classSchema, defines each class in the schema. Another schema object, the
attributeSchema object, defines each attribute in the schema. Therefore, every class is actually an
instance of the classSchema class, and every attribute is an instance of the attributeSchema class.
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Table 7-1 Attributes for the AttributeSchema Object

Attribute Syntax Description
cn Unicode Descriptive relative distinguished name for the schema
object. cn is a mandatory attribute.
attributelD Object Object identifier that uniquely identifies this attribute.
identifier  attributelD is a mandatory attribute.
IDAPDisplayName Unicode Name by which LDAP clients identify this attribute.
IDAPDisplayName is not a mandatory attribute.
schemalDGUID String GUID that uniquely identifies this attribute. schemalDGUID
(Octet) is a mandatory attribute.
mAPIID Integer Integer by which Messaging API (MAPI) clients identify this
attribute. mAPIID is not a mandatory attribute.
attributeSecurityGUID GUID GUID by which the security system identifies the property
set of this attribute. attributeSecurityGUID is not a
mandatory attribute.
attributeSyntax Object Syntax object identifier of this attribute. attributeSyntax is a
identifier ~ mandatory attribute.
oMSyntax Integer Syntax of this attribute as defined by the XAPIA X/Open
Object Model (XOM) specification. oMSyntax is a
mandatory attribute.
isSingleValued BOOL Indicates whether this attribute is a single-value or
multivalue attribute. isSingleValued is a mandatory
attribute.
NOTE: Multivalue attributes hold a set of values with no
particular order. Multivalue attributes are not always
returned in the order in which they were stored (or in any
other order).
extendedCharsAllowed BOOL Indicates whether extended characters are allowed in the
value of this attribute. Applies only to attributes of syntax
String (teletex). extendedCharsAllowed is not a mandatory
attribute.
rangeLower Integer Lower range of values that are allowed for this attribute.
rangeLower is not a mandatory attribute.
rangeUpper Integer Upper range of values that are allowed for this attribute.

rangeUpper is not a mandatory attribute.
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Attribute

Syntax

Description

systemFlags

searchFlags

isMemberofPartial AttributeSet

systemOnly

objectClass

nTSecurityDescriptor

Integer

integer

BOOL

BOOL

Object
identifier

NT-Sec-
Des

Flags that determine specific system operations. This
attribute cannot be set or modified.

The following systemFlags attributes are relevant to the
schema objects:

* The attribute is required to be a member of the partial
set = 0x00000002

+ The attribute is not replicated = 0x00000001

* The attribute is a constructed attribute = 0x00000004

systemFlags is not a mandatory attribute.

The searchFlags property of each property’s
attributeSchema object defines different behaviors,
including whether a property is indexed.

The seven currently defined bits for this attribute are:

+ 1 =Index the attribute only
+ 2 =Index the container and the attribute

¢ 4 = Add this attribute to the ambiguous name
resolution (ANR) set

+ 8 = Preserve this attribute on logical deletion (not
implemented)

+ 16 = Include this attribute when copying a user object

+ 32 = Create a Tuple index for the attribute to improve
medial searches (not implemented)

* 64 = Reserved for future use; the value should be O.
+ 128 = Mark the attribute confidential (not
implemented)

searchFlags is not a mandatory attribute.

A Boolean value that defines whether the attribute is
replicated to the global catalog. A value of TRUE means
that the attribute is replicated to the global catalog.

isMemberof PartialAttributeSet is not a mandatory
attribute.

If TRUE, only the system can modify this attribute. A user-
defined attribute must never have the systemOnly flag set.
systemOnly is not a mandatory attribute.

The class of this object, which is always attributeSchema.
objectClass is a mandatory and multivalued attribute.

The security descriptor on the attributeSchema object itself.
inTSecurityDescriptor is a mandatory attribute.

Schema

123



Attribute Syntax Description

oMObjectClass String For attributes with object syntax (OM-syntax = 127), this is
(Octet) the Basic Encoding Rules (BER) encoded object identifier
of the XOM object class.

For more information about BER encoding, see Request for
Comments (RFC) 2251 (http://www.ietf.org/rfc/rfc2251.txt)
in the IETF RFC Database.

oMObjectClass is not a mandatory attribute.

LinkID Integer The value that determines whether the attribute is a linked
attribute. Linked attributes make it possible to associate
one object with another object. A linked attribute represents
an interobject distinguished-name reference.

A forward link references a target object in the directory; a
back link refers back to the source object that has a forward
link to it.

An even integer denotes a forward link; an odd integer
denotes a back link.

LinkID is not a mandatory attribute.

¢ Section 7.1.1, “Syntaxes,” on page 124

¢ Section 7.1.2, “Attribute Mappings,” on page 125
¢ Section 7.1.3, “Special Attributes,” on page 126
¢ Section 7.1.4, “Class Mappings,” on page 128

'[An introductory sentence if you think an intro is helpful.]

7.1.1 Syntaxes

The syntax for an attribute defines the storage representation, byte ordering, and matching rules for
comparisons. When you define a new attribute, you must specify both the attributeSyntax and the
oMSyntax numbers of the syntax that you want for that attribute. The attributeSyntax number is an
object identifier, and the oMSyntax number is an integer. oMSyntax is defined by the XOM
specification. Using this model, the syntax can provide detailed syntax definitions. For example,
distinct oMSyntax attributes distinguish several types of printable strings, according to such factors
as the supported character set and whether case is significant.

eDirectory comes with a predefined set of syntaxes. Most of the syntaxes required to support Active
Directory applications are supported directly or indirectly by eDirectory. The following table lists
the valid syntaxes for attributes in the DSfW schema. It also shows how each DSfW syntax is
internally mapped to eDirectory syntax. Refer to the Section 7.2, “Extending the Third-Party
Schema,” on page 129 for more information on automating mapping.
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Table 7-2 Mapping Valid Syntaxes for Attributes in the DSFW Schema

Syntax g;tr:it::te oMSyntax eDirectory Syntax Description
Object(DN-DN) 2551 127 SYN_DIST_NAME The fully qualified name of an
object in the directory.

String (Object- 2552 6 SYN_CI_STRING The object identifier.

Identifier)

Case-Sensitive 2553 27 SYN_CI_STRING General string. Differentiates

String uppercase and lowercase.

CaselgnoreString 2.5.5.4 20 SYN_CI_STRING Teletex. Does not differentiate

(Teletex) uppercase and lowercase.

String (Printable), 2.5.5.5 19, 22 SYN_PR_STRING Printable string or IA5 string. Both

String (IA5) character sets are case sensitive.
SYN_CE_STRING

String (Numeric) 2.5.5.6 18 SYN_NU_STRING A sequence of digits.

Object (DN- 2557 127 SYN_PATH A distinguished name plus a binary

Binary) large object.

Boolean 2558 1 SYN_BOOLEAN TRUE or FALSE values.

Integer, 2559 2,10 SYN_INTEGER A 32-bit number or enumeration.

Enumeration

String (Octet) 2.55.10 4 SYN_OCTET_STRING A string of bytes.

String (UTC- 25511 23,24 SYN_TIME UTC time or generalized time.

Time), String

(Generalized-

Time)

String (Unicode) 2.5.5.12 64 SYN_CI_STRING Unicode string.

Object 2.5.5.13 127 SYN_OCTET_STRING Presentation address.

(Presentation-

Address)

Object (DN- 25514 127 SYN_OCTET_STRING A DN string plus a Unicode string.

String)

String (NT-Sec-  2.5.5.15 66 SYN_OCTET_STRING A Windows NT security descriptor.

Desc)

Largelnteger 2.5.5.16 65 SYN_INTEGERG64 A 64-bit number.

String (Sid) 25517 4 SYN_OCTET_STRING Security identifier (SID).

7.1.2 Attribute Mappings

Because eDirectory attributes conflict with DSfW attributes, new attributes and mappings have been
introduced. The following table summarizes some of them. ![*“Some of them” makes the user
wonder what additional attributes there might be, and why they aren’t in the table. If
all of the attributes are in the table, leave out “The following table summarizes some
of them:” or just say “The following table summarizes them:” If there are other
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attributes that aren’t especially important, and you don’t want to get into a long
explanation, say “the following table summarizes them:” Just saying that it’s a
summary implies that the info is not exhaustive.]

Table 7-3 LDAP Attribute Mapping with eDirectory Attributes

LDAP Attribute Name eDirectory Attribute Name
homeDirectory mSDS:HomeDirectory
mailRecipient msds:mailRecipient
homePostalAddress msds:homePostalAddress
objectVersion msds:objectVersion
unixHomeDirectory homeDirectory

uid uniquelD

7.1.3 Special Attributes

Some of the following attributes can be used in search query:

+ allowedAttributes: Returns the list of attributes that can be present on that entry.

+ allowedAttributesEffective: Returns the list of attributes that can be modified by the user (the
logged-in entity) on that object.

+ allowedChildClasses: Returns the list of classes that can be created subordinate to that entry.

+ allowedChildClassesEffective: Returns the list of classes subordinate to an entry that can be
created by the user (logged-in entity).

Table 7-4 Attributes of a classSchema Object

Attribute Syntax Description

cn Unicode Descriptive relative distinguished name for the schema
object. cn is a mandatory attribute.

governsiD Object identifier Object identifier that uniquely identifies this class.
governsID is a mandatory attribute.

IDAPDisplayName Unicode The name by which LDAP clients identify this class.
IDAPDisplayName is a mandatory attribute.

schemalDGUID String (Octet)  The GUID that uniquely identifies this class.
schemalDGUID is a mandatory (but defaulted)
attribute.

rDNALttID Object Identifier The relative distinguished name type of instances of
this class (OU, CN). rDNALtID is not a mandatory
attribute.

subClassOf Object Identifier The class from which this object inherits attributes.
subClassOf is not a mandatory attribute.
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Attribute Syntax

Description

systemMustContain Object identifier

mustContain Object identifier

systemMayContain Object identifier

mayContain Object identifier

systemPossSuperiors Object identifier

possSuperiors Object identifier

systemAuxiliaryClass Object identifier

auxiliaryClass Object identifier

defaultHidingValue BOOL

defaultSecurityDescriptor String (Octet)

The list of mandatory attributes for instances of this
class. This list cannot be changed. systemMustContain
is not a mandatory attribute.

The mandatory attributes for instances of this class.
mustContain is multivalued but not a mandatory
attribute.

The optional attributes for instances of this class.
systemMayContain is multivalued but not a mandatory
attribute.

The optional attributes for instances of this class.
mayContain is not a mandatory attribute.

The classes that can be parents of this class in the
directory hierarchy. After the class is created, this
property cannot be changed. systemPossSuperiors is
multivalued but not a mandatory attribute.

The classes that can be parents of this class in the
directory hierarchy. For an existing classSchema
object, values can be added to this property but not
removed. possSuperiors is multivalued but not a
mandatory attribute.

The auxiliary classes from which this class inherits its
optional (mayContain) and mandatory (mustContain)
attributes. After creation of the class, this property
cannot be changed. systemAuxiliaryClass is
multivalued but not a mandatory attribute.

The auxiliary classes from which this class inherits its
optional (mayContain) and mandatory (mustContain)
attributes. This is a multivalue property that specifies
the auxiliary classes that this class inherits from. For
an existing classSchema object, values can be added
to this property but not removed. auxiliaryClass is
multivalued but not a mandatory attribute.

The default hiding state for the class. If you do not
want instances of the class displayed in the Ul for
Active Directory admin tools, New menus, you can
define the class as hidden. defaultHidingValue is not a
mandatory attribute.

The default security descriptor that is assigned to new
instances of this class if no security descriptor is
specified during creation of the class or is merged into
a security descriptor if a security descriptor is
specified. defaultSecurityDescriptor is not a mandatory
attribute.
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Attribute Syntax

Description

objectClassCategory Integer
systemOnly BOOL
ObjectClass Object Identifier

nTSecurityDescriptor NT-Sec-Desc

defaultObjectCategory Distinguished
name

The class types are defined as follows:
+ Structural =1
* Abstract =2
* Auxiliary = 3
objectClassCategory is a mandatory attribute.

An attribute of a classSchema object. systemOnly is a
mandatory attribute.

This object’s class, which is always classSchema.
ObjectClass is a mandatory and multivalued attribute.

The security descriptor on the classSchema object.
nTSecurityDescriptor is not a mandatory attribute.

The default object category of new instances of this
class. If none has been specified, the objectClass
value is used.

For example, suppose that the the objectCategory
attribute for inetOrgPerson is set to Person. This has
the effect of returning all user, computer, and
inetOrgPerson objects when the filter in a query is
objectCategory=Person.

defaultObjectCategory is a mandatory attribute.

7.1.4 Class Mappings

Because the eDirectory schema conflicts with the DSfW schema, new classes and mappings are
introduced. The following table summarizes some of them: ![“Some of them” makes the user
wonder what additional attributes there might be, and why they aren’t in the table. If
all of the attributes are in the table, leave out “The following table summarizes some
of them:” or just say “The following table summarizes them:” If there are other
attributes that aren’t especially important, and you don’t want to get into a long
explanation, say “the following table summarizes them:” Just saying that it’s a
summary implies that the info is not exhaustive.]

Table 7-5 Attributes for the AttributeSchema Class

LDAP Classes

eDirectory Classes

ndsComputer
computer
ndsDmd

dMmD
ndsServer

server

Computer
mSDS:Computer
dmd

mSDS:DMD
server

mSDS:Server
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LDAP Classes eDirectory Classes

ndsVolume volume

volume mSDS:Volume
organizationalPerson Organizational Person
organizationalUnit Organizational Unit
groupOfNames Group
groupOfUniqueNames Group

inetOrgPerson User

7.2 Extending the Third-Party Schema

To extend a third-party schema for a DSfW server:

1 Export the third-party schema to an LDIF file, such as schema.1dif.
2 Execute the following command to generate msschema . sch:

/opt/novell/xad/share/dcinit/aggregateSchema.pl schema.ldif --
ndsschema > msschema.sch

IMPORTANT: You must review msschema . sch manually for any containment issues.

3 Extend this schema to a DSfW server by executing the following command:

/opt/novell/eDirectory/bin/ndssch admin-context -t tree-name
msschema.sch

4 Use ldapadd or 1dapmodify to create schema elements in the schema partition.

NOTE: Update the DNs of the schema elements in the LDIF file as necessary.
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Printing in the Domain Services
for Windows Environment

9 Documentation
Under
Construction
Novell iPrint is the printing solution for Open Enterprise Server (OES) 2. When you install an OES

2 Linux server with iPrint, the CUPS printing functionality is disabled for that server. This section
describes how Domain Services for Windows users can access Novell® iPrint printers.

¢ Section 8.1, “Deploying iPrint on a DSfW partition,” on page 131
+ Section 8.2, “Setting the expectations,” on page 131

¢ Section 8.3, “Setting Up iPrint Printers,” on page 131

¢ Section 8.4, “Special Handling for iPrint on DSfW,” on page 132

* Section 8.5, “iPrint clustering in a DSfW environment,” on page 133

8.1 Deploying iPrint on a DSfW partition

Deploying iprint on a DSfW partition can happen in one of the following user scenarios:

— Name mapped, see Glossary for more details.

— Non-name mapped, see Glossary for more details.

— Forest Root Domain (FRD), see Glossary for more details.

Parent Domain Controller (PDC), see Glossary for more details.
Additional Domain Controller (ADC), see Glossary for more details.
— Child Domain Controller (CDC), see Glossary for more details.

— Grand Child Domain Controller (GCDC), see Glossary for more details.

8.2 Setting the expectations

For the iprint services to work smoothly on your DSfW environment, you are expected to have the
following installed and running;:

¢ An iprint client
¢ iManager on your server

¢ iCM on the DSfW partition

8.3 Setting Up iPrint Printers

With Domain Services for Windows, you set up iPrint printers in the same way as for any OES 2
Linux installation. The Novell iPrint pattern is selected automatically when you select the Domain
Services for Windows pattern during the OES 2 server installation.
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For instructions on how to install and configure iPrint on OES 2 Linux servers, see “Setting Up
iPrint on Your Server” ![make this into an external x-ref or ULink.] in the OES2: iPrint for
Linux Administration Guide. ![CiteTitle tag on the guide name. |

8.4 Special Handling for iPrint on DSfW

Use these sections to handle the specific conditions during iprint configuration on DSfW:

¢ Section 8.4.1, “Secure vs. Non-Secure Printing,” on page 132

*

Section 8.4.2, “End User and Secure Printing,” on page 132

*

Section 8.4.3, “Managing iPrint and Creating a Driver Store from a DSfW server,” on page 132

*

Section 8.4.4, “Cross Forest Trust and iPrint,” on page 133
Section 8.4.5, “iPrint on NSS in DSfW,” on page 133

*

8.4.1 Secure vs. Non-Secure Printing

iPrint supports both secure and non-secure printing.

For non-secure printing, users do not need to be authenticated in order to access printers made
available through iPrint. They simply use iPrint’s browser-based tool to find a nearby printer and
install the necessary drivers for the selected printer. Because no authentication is required, users can
be Domain Services for Windows users, non-provisioned eDirectory™ users, or Active Directory
users.

For secure printing, the workstation must first be joined to a Domain Services for Windows domain
and the user must be logged in and authenticated. Only iPrint printers that the user has rights to are
available for selection in the browser-based tool. Because users must be authenticated, only users in
Domain Services for Windows domains are supported for secure printing. Secure printing is not
supported for users in Active Directory domains.

8.4.2 End User and Secure Printing

While accessing secure printer, if a user is not unique to the tree, then that user needs to provide the
complete context in either LDAP or Domain Controller based format for the authentication window.
For example, if the user administrator is present in user context for both First Root Domain (FRD)
as well as Child Domain Controller (CDC), you need to provide the complete context for the user
who needs to be authenticated. Use one of the following format based on the user context:

¢ The LDAP format is "cn=punya,cn=Users,o=<context>,C=<context>"

¢ The DC format is "cn=punya,cn-Users,dc=<context>,dc=<context>"

8.4.3 Managing iPrint and Creating a Driver Store from a DSfW
server

There are service level inconsistencies in the interaction between LUM Daemon and DSfW partition
boundary. Due to this there are issues when the user admin creates a Driver Store or manages a Print

Object from a DSfW server attached to the eDirectory tree as a FRD. For more information, see
Troubleshooting iPrint on DSfW.
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8.4.4 Cross Forest Trust and iPrint

Under construction

8.4.5 iPrint on NSS in DSfW

Under construction

8.5 iPrint clustering in a DSfW environment

¢ Section 8.5.1, “iPrint clustering on NSS Clusters,” on page 133
¢ Section 8.5.2, “iPrint clustering on Non-NSS Clusters,” on page 133

8.5.1 iPrint clustering on NSS Clusters

It is recommended that iPrint on NSS Cluster nodes reside in the same container (as the user?). This
is because, we add 'wwwrun' user and 'www' group as trustee for the iPrint areas on the NSS
Volume. These users are created in every container the users reside in.

So, if the nodes reside in different containers, there will one set of the above user and group for
every container. When we migrate to iPrint on NSS using the script, it adds the user&group in the
first node's container.

If we have any other node - in a different container, then we need to add the respective 'wwwrun' &
'www' objects added as trustees to the iPrint locations on the Cluster NSS Volume.

The location they need to be added as trustee with 'rwcemf' rights is, var/opt/novell/iprint
on the specific clustered iPrint NSS Volume.

8.5.2 iPrint clustering on Non-NSS Clusters
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Upgrade and Migration Issues

This section outlines issues relating to server upgrade and migration in a DSfW environment.

¢ Section 9.1, “Upgrading from OES 1.0 Linux,” on page 135

¢ Section 9.2, “Migrating Data to a Domain Services for Windows Server,” on page 135

9.1 Upgrading from OES 1.0 Linux

In-place upgrade of an existing OES 1.0 Linux server to a DSfW server is not supported.

You must first install and configure a new OES 2 Linux server with DSfW, then migrate data from
the existing OES 1.0 Linux server.

9.2 Migrating Data to a Domain Services for
Windows Server

The migration of data to an OES 2 Linux server running DSfW is similar to any other data migration
to OES 2 Linux:

¢ You should use the new OES 2 migration tools.

+ When the source and destination servers are in the same eDirectory™ tree, only the data and
trustee rights are migrated.

+ When the source and destination servers are in different eDirectory trees, the data and
associated users are migrated.

For information on how to use the OES 2 migration tools for migrating data, see the OES 2:
Migration Tools Administration Guide.
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Configuring Domain Services for
Windows for Novell Cluster
Services

This section outlines information you should be aware of when deploying DSfW servers in a Novell
Cluster Services™ (NCS) environment for high availability and failover protection.

NOTE: DSfW is not supported for clustering with Novell Cluster Services for Linux in the OES 2
SP1 Linux release of DSfW.

10.1 Installation Considerations

Consider the following when planning your installation of DSfW servers in an NCS cluster:

¢ Section to be completed in Beta3 time frame.

10.2 Services that Can Be Clustered

In a DSfW environment, the following services can be clustered:

+ Novell Storage Services (NSS)
For more information about clustering NSS storage using NCS, see the OES 2 SP1: Novell
Cluster Services 1.8.4 for Linux Administration Guide.

¢ Samba (limited to features of SLES 10 SP1 Samba, no OES 2 enhancements)
For more information about clustering Samba file services, see XXX.

+ iPrint
For more information about clustering iPrint services, see “Configuring iPrint with Novell
Cluster Services” in the OES?2: iPrint for Linux Administration Guide.
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Providing Access to Server Data

With Novell® Open Enterprise Server (OES) 2, you have several options for providing DSfW users
with access to network data:

¢ Section 11.1, “Accessing Files by Using Native Windows Methods,” on page 139

¢ Section 11.2, “Accessing Files by Using the Novell Client for Windows,” on page 147

¢ Section 11.3, “Accessing Files in Another Domain,” on page 147

11.1 Accessing Files by Using Native Windows
Methods

IMPORTANT: Do not install the Novell Client™ for Windows on a workstation for which you plan
to provide native Windows access to DSfW servers. Novell Client access and native Windows
access to DSfW servers do not work well together on the same workstation.

The instructions in this section assume that you have already prepared your workstations for
accessing the DSfW server by completing the instructions in these prior sections:

¢ Section 3.1, “Joining a Windows Workstation to a DSfW Domain,” on page 75

¢ Section 3.2, “Logging In to a DSfW Domain,” on page 78

¢ Chapter 4, “Creating and Provisioning Users,” on page 79

This section discusses the following topics:

¢ Section 11.1.1, “Samba: A Key Component of DSfW,” on page 139

¢ Section 11.1.2, “Samba in the DSfW Environment,” on page 140

¢ Section 11.1.3, “Creating Samba Shares in iManager,” on page 141

+ Section 11.1.4, “Creating Samba Shares in the smb.conf File,” on page 143
¢ Section 11.1.5, “Assigning Rights to Samba Shares,” on page 143

¢ Section 11.1.6, “Adding a Network Place,” on page 145

¢ Section 11.1.7, “Adding a Web Folder,” on page 146

¢ Section 11.1.8, “Mapping Drives to Shares,” on page 146

11.1.1 Samba: A Key Component of DSfW

One of the primary benefits of DSfW is that users can access files on OES 2 Linux servers without
having any Novell client software installed. This is accomplished through Samba software that is
installed on every DSfW server.

Samba is an open source software suite that lets Linux and other non-Windows servers provide file
and print services to clients that support the Microsoft SMB (Server Message Block) and CIFS
(Common Internet File System) protocols.
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OES 2 SP1 customers actually have three Samba configuration options:
¢ The open source Samba services that are provided with SUSE® Linux Enterprise Server
(SLES)10 SP2 and other Linux distributions.

¢ The Novell Samba implementation that has always been included in OES to integrate
eDirectory™ authentication with basic Samba file services.

¢ The DSfW configuration of Samba.

The Section 11.1.2, “Samba in the DSfW Environment,” on page 140 explains key differences
between the Novell Samba configuration in OES 2 SP1 and the configuration that is included with
DSfw.

11.1.2 Samba in the DSfW Environment

When you install a DSfW server, Samba software is automatically installed on that server. This is
the same Samba software that is included in OES 2 SP1, but it is configured differently as outlined
in Table 11-1.

Table 11-1 Novell Samba in OES 2 SP1 vs. Samba in DSfW

Item Novell Samba in OES 2 SP1 Samba in DSfW

Authentication A Samba-compatible Password Policy is No Samba-compatible Password Policy is
required for compatibility with Windows required for DSfW users because the
workgroup authentication. domain is set up as a trusted

environment.

DSfW uses Active Directory/Kerberos
authentication to ensure that only
authorized users can log in to the domain.

File system It is recommended (but not required) that you create Samba shares on NSS data
support volumes.

NSS is fully integrated with eDirectory for easier management, and using an NSS
volume allows you to take advantage of the rich data security model in NSS. You can
use either iManager or the nssmu utility to create an NSS volume on an OES 2 Linux
server. For instructions on how to set up an NSS volume, see “Managing NSS
Volumes” in the OES 2 SP1: File Systems Management Guide.

Samba Users must be enabled for Samba and eDirectory users in the domain

enablement assigned to a Samba group. (eDirectory partition) are automatically
Samba users and are enabled to access
Samba shares. See Chapter 4, “Creating
and Provisioning Users,” on page 79.

Domain users are set up with the
necessary UID and default group
(DomainUsers) membership.

Every additional eDirectory group created
within the domain is automatically Linux-
enabled.
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Item Novell Samba in OES 2 SP1 Samba in DSfW

Username and The same username and password must  eDirectory users in the domain
password exist on both the Windows workstation and (eDirectory partition) can log into any
in eDirectory. workstation that has joined the domain.
There is no need for a corresponding user
object on the workstation.

11.1.3 Creating Samba Shares in iManager

To manage Samba shares, iManager must be configured with the necessary plug-ins and role-based
services. For information on how to configure iManager, see the Novell iManager 2.7
Administration Guide.

To create a Samba share in iManager:

1 Open a browser and point to http://ip_address_of server/nps/iManager.html.
2 Provide the username, password, and tree information as requested and click Login.

3 In the Roles and Tasks view, select File Protocols > Samba.

3 NovelliManager
o | (&

(€] Roles and Tasks -

All Categories v
[ ol J Samba

Archive Versioning .
To manage a Samba server, select a server where Samba is installed.

Clusters

DHCP (OES Linux) (myserver.company or 192.168.14.199)

Directory Administration | mshares \ Users |

Start | Stop | Restart

Distributed File Services

DNS Status:

Workgroup Mame:

eDirectory Encryption Domain 5ID:

NetBios Name:
eDirectory Maintenance

LDAP Suffix:
File Access (NetStorage) RPM:

Date Installed:
File Protocols

AFP
Close

NetWare CIFS

Samba

4 Specify the IP address of the server you want to manage, or use the Object Selector to browse
to and select the server.

The NCP Server objects for DSfW servers are located in .Novell.System.domain_name.com.

The General page displays Samba-related information about the selected server.
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File Protocols

Samba

To manage a Samba server, select a server where Samba is installed.

s

Server: |oesdc.Novell.System.exampIe.com |

(myserver.company or 192.168.14.199)

T s e

Start | Stop | Restart

Status: Running

Domain Name: EXAMPLE

Domain SID: 5-1-5-21-1574332969-201364638-299643277
MNetBios Mame: OQESDC

LDAP Suffix: N/A

RPM: samba-3.0.24-2.23

Date Installed: Fri Jul 13 15:38:52 MDT 2007

Close

5 Click the Shares tab.
6 Click New and enter the share name, path, and comment (optional). Click OK.
The path you enter must already exist on the OES 2 Linux server’s file system. By default, NSS

volumes are located in /media/nss/volume name.

File Protocols = Samba

New Share
Share names can have up to 80 characters and contain characters Ato Z, 00 9, _, |, @, # 5, %,
&, (, ). Mames cannot begin or end with the "_" (underscore) character or contain "__" (multiple
underscores).

Share Mame: |Pr0jects |

Path: |,fmedia,fnss,fPROJECTS

(volume mount point, fe:/media/nss/VOL1)

Comment: |Projectfo|ders|

O Read-Only
Inherit ACLs

oK | cancel |

The example shown above creates a Samba share called Projects for the NSS volume named
PROJECTS. The share name and volume name do not need to be the same, but making them
identical can make share management easier. If you want, you can enter a more complete
description of the share in the Comment field.

The new share is added to the list of shares for this Samba server.

Continue with Section 11.1.5, “Assigning Rights to Samba Shares,” on page 143 to assign users
rights to access the new share.
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11.1.4 Creating Samba Shares in the smb.conf File

If you prefer, you can create Samba shares by editing the /etc/samba/smb.conf file.

For example, to create a Samba share on an NSS volume named PROJECTS, you would create a
share to the /media/nss/PROJECTS directory as follows:
1 Openthe /etc/samba/smb.conf file in an editor.
2 Create a [projects] share in the smb. conf file by inserting the following lines:
[projects]
comment = Project folders
path = /media/nss/PROJECTS
browseable = Yes
read only = No
inherit acls = Yes
3 Save the file and restart Samba.

Continue with Section 11.1.5, “Assigning Rights to Samba Shares,” on page 143 to assign users
rights to access the new share.

11.1.5 Assigning Rights to Samba Shares

For domain users to access the Samba shares you have created, you must assign the appropriate
rights. You can assign rights to individual users or to groups. If you want all users in the domain to
have the same rights to the share, you can assign the rights to the DomainUsers group.

Table 11-2 lists the management tools available for assigning rights to Samba shares created on
various file systems.

Table 11-2 Tools for Managing File System Rights

File System Rights Management Tools Notes

Novell Storage For more information on assigning file

Services (NSS) system rights on NSS volumes in
I[GUIMenu] iManager, see “Configuring Trustees,

Trustee Rights, Inherited Rights Filters,
and Attributes for Files and Folders on an
NSS Volume” in the OES 2: NSS File
System Administration Guide.

The rights command available at the

rights command terminal prompt is for working with NSS
volumes only. For online help, enter
rights with no options. For more
information, see “RIGHTS (Linux)” in the
OES 2: NSS File System Administration
Guide.
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File System Rights Management Tools

Notes

NCP™ Volume on Linux  iManager > Flies and Folders >
POSIX* file systems (no  Properties > Rights
NSS)

ncpcon > rights

For more information on assigning file
system rights on NCP volumes in
iManager, see “Managing File or
Directory Trustees and Rights with
iManager ” in the OES 2 SP1: NCP
Server for Linux Administration Guide.

The rights command in the ncpcon
utility is for working with any NCP volume,
including NSS volumes and NCP
volumes defined on Linux POSIX file
systems. For online help, run ncpcon
and enter help rights. For more
information, see “Managing File System
Trustees and Trustee Rights for NCP
Volumes” in the OES 2 SP1: NCP Server
for Linux Administration Guide.

Linux POSIX file systems chmod
(no NSS or NCP) chown
chgrp

For information on assigning POSIX
rights, see the SLES 10 Installation and
Administration Guide (http://
www.novell.com/documentation/sles10/
sles_admin/data/
sec_system_userperm.html).

Example: Assigning Rights to Folders on an NSS Volume

The example below continues the steps described in Section 11.1.3, “Creating Samba Shares in
iManager,” on page 141 and Section 11.1.4, “Creating Samba Shares in the smb.conf File,” on

page 143.

1 Beneath the /media/nss/PROJECTS folder, create subfolders for each project.

For example, you could create folders named doc and code.

2 Assign trustees to the project folders![comma | using either iManager or the rights

command at a terminal prompt.

For example, suppose you want userl to have full rights to doc but only read and filescan
rights to code, and you want user2 to have full rights to code but only read and filescan to
doc. You could assign the rights by using the following commands:

rights add projects:doc userl.full edir context all

rights add projects:doc user2.full edir context rf

rights add projects:code userZ2.full edir context all

rights add projects:code userl.full edir context rf

Because Samba access to NSS volumes is controlled by Novell trustee rights, userl and user2 can
now work in their respective project folders, and they can see but not change the contents of the
project folder belonging to their coworker. Adjusting POSIX permissions is not required.
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11.1.6 Adding a Network Place

From a Windows 2000 or XP workstation, you can add a Network Place (also known as a Web
folder) that points to a share on the DSfW server.

IMPORTANT: The directory you are linking to must already exist on the DSfW server and fall
within the scope of a defined share.

Share names and the server directories they point to are defined by using the Samba Management
plug-in for iManager or by editing the /etc/samba/smb. conf file on the OES 2 Linux server.
For more information and setting up shares, see Section 11.1.3, “Creating Samba Shares in
iManager,” on page 141 and Section 11.1.4, “Creating Samba Shares in the smb.conf File,” on

page 143.

1 Log in to your Windows workstation.

2 From your desktop, access My Network Places.

For example, click Start My > Computer > My Network Places.
3 Click Add Network Place.
4 On Windows XP, do the following:

4a
4b
4c
4d
4e

4f

49
4h

4i
4j

In the Add Network Wizard dialog box, click Next.
Select Choose another network location, then click Next.
Click Browse.

Click Entire Network > Microsoft Windows Network.
Click the domain, then click the DSfW server.

Click the share you want to add.

Share names and the server directories they point to are defined in the /etc/samba/
smb . conf file on the OES Linux server. For more information and for instructions on
setting up shares, see Section 11.1.3, “Creating Samba Shares in iManager,” on page 141.

Click OK > Next.

(Optional) modify the name of the Network Place to a more intuitive name, such as My
Home Directory.

Click Next.
Click Finish.

The folder opens, ready for access.

5 On Windows 2000, do the following:

5a
5b
5¢c
5d

5e

Click Browse.

Double-click Entire Network > Microsoft Windows Network.
Double-click your domain name > your DSfW server.

Click the share you want to add.

Share names and the server directories they point to are defined in the /etc/samba/
smb . conf file on the OES Linux server. For more information and for instructions on
setting up shares, see Section 11.1.3, “Creating Samba Shares in iManager,” on page 141.

Click OK > Next.
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5f (Optional) modify the name of the Network Place to a more intuitive name, such as My
Home Directory.

5g Click Finish.

The folder opens, ready for access.

Network Places are persistent and are automatically made available in Network Neighborhood each
time the user logs in.

11.1.7 Adding a Web Folder

You can use the Internet Explorer browser to add a Web folder that points to a share on the DSfW
server.

IMPORTANT: The directory you are linking to must already exist on the DSfW server and fall
within the scope of a defined share.

Share names and the server directories they point to are defined by using the Samba Management
plug-in for iManager or by editing the /etc/samba/smb.conf file on the OES 2 Linux server.
For more information and setting up shares, see Section 11.1.3, “Creating Samba Shares in
iManager,” on page 141 and Section 11.1.4, “Creating Samba Shares in the smb.conf File,” on
page 143.

Log in to your Windows workstation.
Open Internet Explorer.

Click File > Open.

Click Open as Web Folder.

In the Open field, type the DSfW server name and share name as follows:

A Hh ON =

DNS Name or IP\share name

where DNS Name_or IP is the IP address or DNS name of the Samba server and share_name
is a share name specified in the /etc/samba/smb.conf file (the most common share name is
“homes”).

For example, to access the homes share on a server with the host name myserver, you
would type \\myserver.full.dns.name\homes in the Location field.

6 Click OK.

7 To make the folder automatically available, click Favorites > Add to Favorites > OK.

11.1.8 Mapping Drives to Shares

From a Windows 2000 or XP workstation, you can map a network drive letter that points to a share
on the DSfW server.

IMPORTANT: The directory you are linking to must already exist on the DSfW server.

1 Log in to your Windows workstation.
2 From your desktop, access My Computer > Tools > Map Network Drive.

3 From the Drive drop-down menu, select an unused drive letter.
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4 Click Browse and browse to Entire Network > Microsoft Windows Network.

5 Browse to your domain > the DSfW server > the share you want to map the drive to.
6 Click OK.

7 Click Finish.

The folder opens, ready for access.

11.2 Accessing Files by Using the Novell Client
for Windows

Organizations that have the Novell Client for Windows installed on Windows workstations can
continue to use the standard NCP methods, such as Novell drive mappings, to access data that is
located on NSS or NCP volumes on DSfW servers.

IMPORTANT: Do not join workstations that use the Novell Client for Windows to the DSfW
domain. Novell Client access and native Windows access to DSfW servers do not work well
together on the same workstation.

11.3 Accessing Files in Another Domain

In Active Directory, there is often a need to share resources between domains. This is accomplished
by establishing an inter-domain trust relationship between the domains.

Because DSfW is designed to emulate the Active Directory domain model, it might be necessary to
establish trust relationships between DSfW domains in the same eDirectory tree.

¢ When you install additional domains in an existing eDirectory tree, you have the option of
specifying a parent domain for the child domain you are creating. If you do this, an inter-
domain trust is automatically configured between the parent domain and the child domain.

+ If you want users to be able to access files in two DSfW domains in the same tree, but the two
domains do not have a parent-child relationship, you must use MMC to establish a trust
relationship between those two domains.

You can also use MMC to set up inter-domain trusts between a DSfW domain and an Active
Directory domain. After this is done, you can create a share on a Windows server in the Active
Directory domain and DSfW users can map a drive to that share and access the files on the Windows
server.

NOTE: It is not possible to set up inter-domain trusts between DSfW domains in different
eDirectory trees. OES services cannot grant access to users in one tree from another tree.

With DSfW, you can establish an inter-domain trust between a DSfW domain and an Active
Directory domain and thereby allow provisioned users to access files on servers in the Active
Directory domain.

NOTE: In this release of DSfW, bidirectional trusts are supported, but resource access is not
supported. DSfW users can access servers in an Active Directory domain, but it is not possible for
users in an Active Directory domain to access servers in a DSfW domain.
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Also, in this release, it is not possible to share print resources between a DSfW domain and an
Active Directory domain.

For more information on trust relationships, refer to Chapter 6, “Managing Trust Relationships in
Domain Services for Windows,” on page 87.
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Troubleshooting

Use the information in this section to resolve DSfW 1.0 issues.

¢ Section 12.1, “Supported Patterns,” on page 149
¢ Section 12.2, “Troubleshooting DSfW,” on page 149

¢ Section 12.3, “iPrint Issues,” on page 156

12.1 Supported Patterns

All users added to or created in a DSfW domain are automatically provisioned as both Active
Directory domain users and LUM users (except no LUM-enabling is needed). They are also
automatically Samba-enabled.

When you select the DSfW pattern in YaST, the following patterns are selected by default:

¢ Novell Backup / Storage Management Service

¢ Novell eDirectory

+ Novell iManager

¢ Novell iPrint

+ Novell DNS and DHCP

¢ Novell Linux User Management (LUM)

+ Novell Remote Manager (NRM)

+ Novell Storage Services (NSS)

¢ Novell NCP Server / Dynamic Storage Technology

Some patterns depend on the above patterns:

¢ The Novell eDirectory pattern requires the Novell Backup/Storage Management Services
pattern

+ The Novell Storage Services (NSS) pattern requires the Novell (LUM) pattern and the Novell
NCP Server/Dynamic Storage Technology pattern

An additional OES Services pattern, Novell Cluster Services (NCS), can be selected. It is a non-
conflicting pattern.

All other OES Services patterns are set as conflicting and, if selected, cause pattern dependency
conflicts. Only the packages and products that are listed above are supported on the DSfW server for
this release.

12.2 Troubleshooting DSfW

¢ Section 12.2.1, “If administrator and default group objects are accidentally deleted,” on
page 150

¢ Section 12.2.2, “DSfW services stop working if the concurrent LDAP bind limit is set to 1,” on
page 151
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¢ Section 12.2.3, “The provision utility succeeds only with the --locate-dc option,” on page 151

¢ Section 12.2.4, “Child domain installation fails on a non-name-mapped setup cleaned by
ndsdcrm,” on page 151

¢ Section 12.2.5, “Making the DSfW Server working when the IP address is changed,” on
page 152

¢ Section 12.2.6, “Configuring DSfW with Windows DNS server,” on page 154

¢ Section 12.2.7, “Requirements for Samba/CIFS Access to NSS Volumes via DSfW,” on
page 155

¢ Section 12.2.8, “Identifying novell-named hang,” on page 155

12.2.1 If administrator and default group objects are
accidentally deleted

'[(Bug 289938)] In Open Enterprise Server, DSfW provisions the administrator to delete the
default groups. If the administrator and default groups are accidentally deleted, they can be re-
created; however, ensure that objects are created with appropriate SIDs.

You can use the following LDIF files to search the deleted objects:

/var/opt/novell/xad/ds/domain/domain.ldif
/var/opt/novell/xad/ds/domain/domain-bl.1dif

/var/opt/novell/xad/ds/domain/nds-domain.ldif

The above LDIF files host the information for the following objects:

cn=Domain Admins,cn=users,<domain>
cn=Domain Controllers,cn=users,<domain>
cn=Domain Computers,cn=users,<domain>
cn=Domain Users, cn=users,<domain>
cn=Domain Guests,cn=users,<domain>

cn=Domain Group Policy Creator Owners,cn=users,<domain>

You can use the following LDIF files to search for the Enterprise Admins group object to restore.

/var/opt/novell/xad/ds/domain/forest.ldif
/var/opt/novell/xad/ds/domain/forest-bl.1dif

/var/opt/novell/xad/ds/domain/nds-admin-acls.1ldif
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The above LDIF files host the information for the following objects:

cn=Enterprise Admins,cn=users,<domain>
The LDIF files generated from this information should be used with ldapmodify.
Example command:

/usr/bin/ldapmodify -H "ldapi://%$2fvar%2fopt%2fnovell%2
fxad%$2frun%2fldapi" -x -D "cn=Administrator,cn=users,
dc=example,dc=com" -f /restore.ldif

12.2.2 DSfW services stop working if the concurrent LDAP
bind limit is set to 1

'[(Bug 392522)|This is an invalid scenario.

If you set the bind limit to 1, services such as kinit, rpcclient, SASL-BIND, and Samba, stop and you
cannot join a workstation. For the services to function as expected, change the LDAP bind limit to 0,
which is the default.

12.2.3 The provision utility succeeds only with the --locate-dc
option

By default, the Provision utility runs with the —-1ocate-dc option only. For other options, it fails
with the following message:

Failed to establish LDAP connection with <domain name> : Unknown authentication
method.

To execute other options, export SASL PATH=/opt/novell/xad/lib/sasl2 and kinit
with a valid domain username before using Provision utility. All the options will work.

12.2.4 Child domain installation fails on a non-name-mapped
setup cleaned by ndsdcrm

While installing a child domain, the command kinit administrator@<parentdomain>is
executed because kdc is yet to be configured on the child domain. This command fails on the parent
domain administrator because the SamAccountName of the administrator of the parent domain is
garbled.

When a child domain is removed by using the ndsdcrm utility, its administrator object is flagged for
deletion and bears the same SamAccountName as that of the parent domain's administrator. After
merging the child and the parent partitions, but before the flagged administrator object is actually
cleaned from the child domain, the Active Directory Provisioning Handler (ADPH) detects the two
users with the same SamAccountName and changes it for one of them.

Typically, if the ADPH detects two user objects with the same SamAccountName, and when either
of them is marked for deletion, it must not change the SamAccountName.
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12.2.5 Making the DSfW Server working when the IP address is
changed
Do these steps to make the DSfW server running when you change the IP address of the server:

1 Change the system IP address by using Yast.
2 Edit the hosts file that exists in the /etc, change the IP address, and then stop the DNS server.

3 Open iManager > DNS > Resource Record Management. Select Vew and Modify Resource
Record from the drop-down list, then click OK to open the Modify Resource Record window.

[ Warning e
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4 Sclect the domain name from the drop-down list, then click Search. This is the domain name
whose IP address is to be changed (In this example, it is the ‘A’ record).

ﬁ Novall iManager

™ Modify RR Set - Resource Record
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4a Specify the IP address in the Select RR Data text field.
4b Specify the Resource Record Type as ‘A’.
4c Click Modify to open the Resource Record Data window.

4d Change the IP address and enter your comments (optional).
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4e Click Done. A message indicates that the A record has been successfully modified.

5 Rename the Reverse Lookup object, such as, newipaddress_in-addr_arpa(1) by using
iManager.

6 Change the IP address in the nds.conf file.
7 Start the DNS server.
8 Change the following:
8a Edit the /etc/nam. con file and update preferred-server.

8b Update the /etc/resolve.conf file if the server was acting as the DNS server for the
domain.

8c Replace old IP addresses with new IP address in the following files:
/etc/opt/novell/eDirectory/conf/nds.conf

/etc/opt/novell/xad/xad.ini

12.2.6 Configuring DSfW with Windows DNS server

Do the following steps to configure DStW with Windows DNS server:

1 In the new server, add secondary zones for all the existing zones hosted in the DSfW (BIND-
based DNS Servers) by using the Windows DNS console.

NOTE: While transferring the zones, specify the full name of the Reverse Lookup zone, such
as, 127.1.1.1.in-addr.arpa.

2 After completing the zone transfer, convert the secondary zones to primary zones for the zones
that were obtained from the DSfW Server.

3 Configure the servers (that were previously primary for DSfW) as secondary servers by using
the Novell DNS/DHCP Management Console or iManger.
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4 Editthe /etc/resolv.conf fileinthe PDC Server of DSfW and change the IP address of
the server where the Windows DNS Server is running.

5 Stop the Novell DNS server.

12.2.7 Requirements for Samba/CIFS Access to NSS Volumes
via DSfW

[Bug 404805 |DSfW configures Samba for Samba/CIFS users. Administrators must export NSS
volumes over Samba so that domain users (eDirectoryTM users in the DSfW domain partition) can
access NSS volume over Samba/CIFS.

Samba/CIFS users must be Linux-enabled with Linux User Management in order to access an NSS
volumes via this Samba connection. To Linux-enable eDirectory users, use iManager to create a
LUM group, then add the users to that group.

NSS uses the NetWare Trustee Model for file access. Users must be made file system trustees and
granted trustee rights to data on the NSS volume that you want them to be able to access. Rights
management can be done in multiple management tools, including iManager, Novell Remote
Manager, the Novell ClientTM, and the command line.

¢ “Administrator not able to create Samba shares” on page 155

¢ “Users not able to access NSS volume/Samba shares” on page 155

Administrator not able to create Samba shares

[Bug 414533 ]To create Samba shares, the admingroup that the administrator belongs to should
be a member of the Unix Workstation Object of the server to which the Samba share is mounted.

1 Run namgrouplist -x <o=organization> | grep admingroup to list all the
admingroups.

2 Add the listed admingrops as a member of Unix Workstation Object of the server to which the
samba shares are mounted.

Users not able to access NSS volume/Samba shares
[Bug 414533 |Ensure the Domain Users group is added to the groupMembership attribute of the
Unix workstation Object of the server to which the NSS volume/Samba share is mounted.

12.2.8 Identifying novell-named hang

You can perform a nslookup operation to novell-named for an existing zone/domain in the tree.
If nslookup hangs, do the following steps to troubleshoot it:

1 Run rcnovell-named stop to stop the novell-named.

2 To disable the dynamic reconfiguration, modify the following entry from the /etc/
init.d/novell-named file:

startproc -p ${NAMED PID} ${NAMED BIN} ${NAMED ARGS} -u named

to
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startproc -p ${NAMED PID} ${NAMED BIN} ${NAMED ARGS} -u named -r off

3 Run rcnovell-named start to restartthe novell-named.

If the novell-named continues hanging, you should restart it to ensure its works properly.

12.3 iPrint Issues

¢ Section 12.3.1, “Driver store fails to create in a name-mapped FRD,” on page 156

12.3.1 Driver store fails to create in a name-mapped FRD

'[Bug 420971 |Problem: Creation of driver store (or any other print object) fails with following
error:

Internal Server Error
IPP Error: 0xFOlF4

HTTP Error: 500

This occurs when a user tries to create a print object that does not exist in the base context set for the
LDAP search in the iPrint configuration file.

Assume that two or more peer containers exist at the top, such as, o=abc and o=xyz, and the tree
admin exists in the o=abc as shown below:

TREE
|  o=abc
| cn=admin, o=abc
|  o=xyz

When you setup a DSfW name-mapped forest root domain in o=xyz by using the tree admin
(cn=admin, o=abc) and try configuring iPrint by using the domain administrator (o=xyz) , you
get this error while creating the driver store in o=xyz.

Why It Happens: The iPrint installer takes the root context of the user installing iPrint (o=abc)
and sets it as default base context for the LDAP search. When you try to create a driver store as a
domain administrator of the o=xyz container, the LDAP search fails to find the user creating the
driver store. Creating the drive store with the tree admin cn=admin, o=abc succeeds.

Solution: The base context for LDAP search is stored in the /etc/opt/novell/iprint/
httpd/conf/iprint ssl.conf as mentioned below: "

AuthLDAPDNURL "ldaps://frd.xyz.com:1636/0=abc??? (objectClass=user)

The above configuration limis thet LDAP search to o=abc. Removing the base context completely
allows the LDAP search to start from the tree root, as shown below:

AuthLDAPDNURL "ldaps://frd.xyz.com:1636/??? (objectClass=user)
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Glossary

Access Token

When a user is authenticated, the Local Security Authority (LSA) creates an access token,
which in this case is a primary access token for that user. An access token contains a
security identifier (SID) for the user, SIDs for the groups to which the user belongs, and the
user’s privileges. In Domain Services for Windows (DSfW), a user's SID and group
membership are stored in eDirectory™.

When the user logs in to a Windows workstation in a DSfW domain, the Workstation
receives this security information from the DSfW domain controller and associates it with
the user's login session.

Additional Domain

A child domain for a domain that already exists. Organizations split the data into multiple
domains to reduce administrative overhead.

Additional Domain Controller

An added server used to improve the availability and reliability of network services. If you
have an additional domain controller, it helps in fault tolerance and balances the load of
existing domain controllers. It also provides additional infrastructure support to the sites.

ADPH
Active Directory Provisioning Handler.

Responsible for automatically provisioning all the eDirectory objects in a domain with
appropriate Active Directory attributes.

Child Domain

Also known as a subdomain. A child domain is a part of a larger domain name in the DNS
hierarchy, which has the root-level domain at the top, followed by second-level domains,
then followed by subdomains.

Configuration Partition

Stores the entire eDirectory forest configuration information, which consists of the cross-
references and other forest-related information. The data stored in this partition is common
to all domains in the eDirectory forest. Each type of configuration information is stored in a
container in the configuration partition.

Cross-forest Trust

A feature that enables trust to be automatically managed among multiple DSfW forests or
between a DSfW forest and an Active Directory forest. It helps to consolidate operations
that result from mergers and acquisitions and enables the users in one forest to seamlessly
access services in the other forest.

Cross-forest trusts are transitive. For example, every domain in Forest M has an implicit
trust relationship with every domain in Forest N. However, transitivity does not mean that if
you have a cross-forest trust between Forest M and Forest N, and a second cross-forest
trust between Forest N and Forest O, a trust relationship exists between Forest M and
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Forest O. You are required to create a second cross-forest trust between Forest M and
Forest O. Cross-forest trusts can be either one-way or two-way, and you need to establish
the trust relationship between the forest root domains in each forest.

Cross-Reference Objects

Objects present in the configuration partition of the forest. Each cross-reference object
represents a domain partition. They are used by domain controllers to generate referrals to
other eDirectory partitions in the forest and to external directories when the object is not
local.

Cross-reference objects are created in two ways:
- Internally by the system to refer to known locations that are within the forest.

- Externally by administrators to refer to locations outside of the forest.

Domain
A single partition in the eDirectory tree.

In DSfW, a domain also forms the administrative boundary for a logical group of network
resources such as users or computers. Typically, a domain resides in a localized
geographic location; however, this might not always be the case. Domains are commonly
used to divide global areas of an organization and its functional units.

Domain Controller

In DSfW, an Open Enterprise Service 2 SP1 server that manages user access to a
network, which includes logging in, authentication, and access to the directory and shared
resources.

Existing Domain
A domain that is already configured in the DSfW forest.

Existing Tree

An eDirectory tree onto which a DSfW server is being added. A domain is created as part
of this process.

External Trust

You can create an external trust to form a one-way or two-way nontransitive trust with
domains beyond your forest. External trusts are sometimes necessary when users need
access to resources located in a Windows NT 4.0 domain or in a domain located within a
separate forest that is not joined by a forest trust.

Forest

A set of one or more directory trees that trust each other. All the trees in a forest share a
common schema, configuration, and global catalog. When a forest contains multiple trees,
the trees do not form a contiguous name space. All the trees in a given forest trust one
another through transitive bidirectional trust relationships.

Unlike a tree, a forest does not need a distinct name. A forest exists as a set of cross-
referenced objects and trust relationships known to the member trees. Trees in a forest
form a hierarchy for the purpose of trust. However, in DSfW, a forest contains a single tree
that shares a common schema, configuration, and a global catalog.
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Forest Root Domain (FRD)
The domain that provides the base (foundation) directory forest. It is usually the first

domain that you create in your directory forest and is known as the default forest root
domain.

Group

A set of users, computers, contacts, and other groups. Groups can be used as security or
as e-mail distribution collections. Distribution groups are used only for e-mail. Security
groups are used both to grant access to resources and as e-mail distribution lists.

Group Policy

An infrastructure that allows you to implement specific configurations for users and
computers. Group Policy settings reside in the Group Policy objects (GPOs). GPOs are
linked to directory service containers, such as sites, domains, or organizational units
(OUs). These settings are then evaluated by the impacted targets, using the hierarchical
nature of the directory. A Group Policy allows you to manage user and computer objects.

Mapped Tree/Setup

An eDirectory tree where one or more eDirectory partitions are configured as DSfW
domains and are mapped as a partition root object to a domain root. The fully qualified
domain name of the DSfW forest root domain might be different from the X500 DN of the
root of the DSfW forest.

Non-Mapped Setup

Creates a new eDirectory tree with the DNS naming format instead of the traditional X.500
naming format. The DSfW domain partitions in the tree are created at the time of
provisioning.

Microsoft Management Console (MMC)
A component of modern Microsoft Windows operating systems.

It provides system administrators and advanced users with a flexible interface through
which they can configure and monitor the system.

NetBIOS
Network Basic Input/Output System.

A network operating protocol that the NetBIOS API use to allow applications on different
computers to communicate over a local area network. In modern networks, it normally runs
over TCP/IP (NBT), giving each computer in the network both a NetBIOS name and an IP
address corresponding to a (possibly different) hostname. Older operating systems ran
NetBIOS over IPX/SPX or IEEE 802.2 (NBF). NetBIOS provides services related to the
session layer of the OSI model.

Object-Sid

A single-valued identifier that specifies the security identifier (SID) of the user. The SID is a
unique value used to identify the user as a security principal. User objects, group objects
and computer objects, among others, are security principals. A SID is a binary value set by
the system when the user is created.
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Partition

1. A logical division of a computer hard disk created in order to have different operating
systems on the same hard disk or to create the appearance of having separate hard disks
for such activities as file management.

2. A logical group of objects in an eDirectory tree, used to provide better management of
the tree.

Replica
A copy or instance of a use-defined partition that is distributed to another eDirectory server.

Relative ID Master (RID Master)

Every domain controller assigns RIDs to the security principals it creates. The RID master
FSMO role holder is the single domain controller responsible for processing RID Pool
requests from all DCs within a given domain. It is also responsible for removing an object
from its domain and putting it in another domain during an object move. In the DSfW
environment, the server holding the master replica of the domain acts as a RID master.

Root Partition
A unique partition created when the tree is installed.

Schema Partition

A partition that stores the definitions for the type of data that can be held by the directory
store. Directory services rely on schema partitions for maintaining data consistency. In
addition, applications can refer to the schema partition to determine the type of data that
the directory forest allows. The schema can be extended to allow the directory to hold data
that is specific to a particular application.

Shortcut Trust

A manually created trust that shortens the trust path within a forest to increase the speed at
which authentications performed across domains in a forest are processed. This can result
in faster authentication times and faster access to resources. A trust path is a chain of
multiple trusts that enables trust between domains that are not adjacent in the domain
namespace. For example, if users in the eng.novell.com domain need to gain access to
resources in the sales.novell.com domain, the novell.com domain must be traversed
because it is on the trust path. You can create a shortcut trust between eng.novell.com and
sales.novell.com, bypassing novell.com in the trust path.

Trusted Domain Object

A critical object that represents the trust relationship between the two domains. It is found
in the partition container under configuration partition. It directly relates to the trust
relationships displayed in the Active Directory Domains and Trusts administrative tool. If
the Trusted Domain Object is not present in DSfW, cross-domain authentication fails and
results in errors. Shortcut trust objects are created when there is more than one domain in
the forest.

Trust-Posix-Offset Attribute

An offset that the system uses to generate POSIX user and group identifiers that
correspond to a given SID. To generate a POSIX identifier, the system adds the RID from
the SID to the POSIX offset of the trusted domain identified by the SID.
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