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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area. Any
reference to an IBM product, program, or service is not intended to state or imply that only that IBM product,
program, or service may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not give you any license to these patents. You can send license inquiries, in
writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such provisions are
inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring
any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrates programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore,
cannot guarantee or imply reliability, serviceability, or function of these programs. You may copy, modify, and
distribute these sample programs in any form without payment to IBM for the purposes of developing, using,
marketing, or distributing application programs conforming to IBM's application programming interfaces.
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Preface

This IBM® Redbook contains an Installation Qualification (IQ) executed at a pharmaceutical
manufacturer with the help of IBM. The customer purchased IBM equipment to support a
major new computerized system that came within the regulatory scope of US 21CFR11. This
IQ was performed as one part of an overall systems validation, and a separate system
requirements document contained the technical infrastructure requirements, including
equipment. The system requirements document is not included in this publication, although it
is referenced in this 1Q.

The following IBM equipment was installed and qualified by the customer for this project:
» IBM @server™ pSeries™ 670 Server running AIX®, HACMP, and LPARs

» IBM TotalStorage™ Enterprise Storage Server®

» IBM LTO Tape Library

» IBM McData SAN Switches

The IQ was created from drafts of templates and procedures created by an IBM Business
Consulting Services Consultant. Adjustments were made to help fit the company’s 1) local
validation policy, 2) overall system validation plan, and 3) qualification procedures that
existed. The test scripts were written by an IBM Business Partner under contract from IBM
Life Sciences. In creating this IBM Redbook, the company name and proprietary materials
have been removed from the 1Q.

US 21CFR11 requires that computerized systems that are within the scope of the regulation
be validated. Validation of a computerized system requires that the technical infrastructure be
qualified as meeting the system requirements. Specifically, Installation Qualification of the
technical infrastructure covers the hardware and related equipment supporting the computer
application (such as servers, data storage, backup devices, and network communications
devices). Depending on the nature of the system, workstations, including their peripherals
and printers, may also be within the scope of the equipment qualification.

Installation Qualification of the equipment verifies:

» The equipment meets the specifications set for it in approved technical design documents.
» The equipment has been properly installed in the required environment.

» The equipment is connected, communicating, and functioning normally.

» The required support procedures are in place to manage the equipment to assure

continued operation.

In summary, to accomplish the Installation Qualification, this company created a “Qualification
Plan” for its “Installation Qualification” or IQ. This plan is part of an overall computerized
system validation plan or protocol for equipment acquired to support a new application, but
this sort of plan could also be used as a stand-alone qualification for shared infrastructure.
The structure and details of the 1Q can vary by company, but robust qualifications will always
provide documented evidence that the defined equipment infrastructure meets its
specifications and can operate in an acceptably controlled state.
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Assumptions and other key points to consider

Xiv

As already discussed, this IBM Redbook provides an example of one company’s qualification
of IBM equipment, performed in early 2003. In reading this IQ, please consider:

'S

This company is “U.S. based,” and only Title 21 regulations apply. Other firms may have a
different or wider scope of regulatory concerns.

All format, content, and order of the information presented in the IBM Redbook is based
on 1) the company’s interpretation of applicable regulations, 2) technical definitions, 3) IT
operating procedures or guidelines, 4) strategy or methodology for Installation
Qualification activities.

Installation Qualification of IBM systems and storage components used as examples in
this IBM Redbook includes only the IQ activities plus the test scripts for the Operational
Qualification (OQ) for an initial, single-site installation at the company’s data center. The
qualification activities identified in this IBM Redbook were a component of the company’s
requirements for a new computer system validation project.

Definition of terms and their use in this book are defined by the company to be:

— Infrastructure: Technology components of a computerized system that support the
end-user application, including hardware (servers, storage, backup devices,
workstations), operating systems, network, databases, and system utilities.

— Validation: Documented evidence that provides a high degree of assurance that a
computerized system will consistently meet its predetermined specifications and
quality attributes. It is an overall process for system-wide compliance with US
21CFR11, including multiple qualification phases.

— Qualification: Individual validation phase to verify components of total system.

— \Verification: A procedure of review, analysis, and testing to discover errors, determine
functionality, and ensure a quality system.

— Installation Qualification (1Q): Individual validation phase establishing confidence that
system infrastructure is compliant with appropriate codes and approved design
intentions, and that manufacturer's recommendations are suitably considered.

— Operational Qualification (OQ): Individual validation phase establishing confidence that
the computerized system is capable of consistently operating within established limits
and tolerances.

— Performance Qualification (PQ): Individual validation phase establishing confidence
through appropriate testing that the computerized system operating in a production
environment meets all release requirements for functionality.

— Qualification Plan: Description of the activities anticipated to complete a qualification
process (any one of the three qualification phases, 1Q, OQ, or PQ).

— \Verification or Verification Process: Qualification, meaning one of 1Q, OQ, or PQ.

— User Acceptance: Customer final approval of documentation package for individual
validation phase (see the detailed acceptance criteria in 1.3, “Acceptance criteria” on
page 7).

Because this installation was hosted in a company-site data center with multiple regulated

systems, standard operating procedures were already in effect for:

Configuration and change control

Retesting and regression testing

Staff training (on procedures)

Physical security
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— Facilities management including utility support

— Quality management, internal audits

— External (regulator) inspections

— Problem reporting, corrective action

— Data Center procedure management, records retention

» This publication includes, for reference purposes, copies of documents published by the
U.S. Food and Drug Administration (FDA) in separate appendixes. These were not part of
the actual Qualification package, but are included for the reader’s information. Because
FDA publications do change over time, readers should access the FDA Web site for the
latest materials and guidance documents (http://www.fda.gov).

The team that wrote this redbook

This redbook was produced by a team of IBM consultants and an IBM Business Partner.

James R. Bradburn is a Principal Consultant in IBM Business Consulting Services (BCS).
He has over 28 years of involvement in pharmaceutical and medical device manufacturing,
including plant operations and production management. He has focused for the past 15 years
on information technology supporting quality functions and regulatory compliance. He is a
member of the Life Sciences Regulatory Compliance team, which is focused on FDA and EU
regulations affecting pharmaceutical and medical device manufacturers. He specializes in
Title 21 regulations that impact production and quality systems, including those that relate to
computer systems. He has also designed, developed, and implemented numerous system
applications for drug/device manufacturing operations, including Electronic Document
Management, Manufacturing Execution/Electronic Batch Records, Training Management,
Corrective Action, Inventory Management, and Cost Accounting systems. He has been a
frequent speaker on manufacturing systems, 21CFR11 compliance, and computer validation
at industry conferences and seminars for the past 10 years.

William F. Drury, IBM Life Science Services, Clinical and Regulatory Practices. Mr. Drury
occupies a broad position at IBM, involved in both clinical and regulatory practices in a
strategy, sales, and delivery capacity for internal and external clients. Mr. Drury has
developed, streamlined, and taught the operating procedures for a broad range of
research-oriented businesses, and has been a key resource involved in the evaluation and
re-engineering of research practices at a wide variety of clients, including a major agricultural
chemicals firm, a leading teaching hospital, and at some of the world’s largest pharmaceutical
and biotech companies. Mr. Drury has been an active participant in the regulatory community,
from leading the compliance practice at a major consulting firm to presenting frequently and
providing expert opinion to various publications. Mr. Drury has also worked as a specialist in
branding and marketing for a variety of companies, provided independent consulting for the
National Federation of Parents in their peer-education program, created and directed a
successful illicit drug and social education program for underprivileged elementary school
students, and has entrepreneurial experience running his own business. Mr. Drury was
appointed by the President of the United States to the Selective Services Board, and serves
on the Advisory Board of Clarix, LLC. Mr. Drury graduated from The University of Texas in
Austin, Texas, with a BA in Psychology and Sociology.

Mark Steele is a Senior System Architect at Direct Systems Support
(http://www.directsys.com), a California-based IBM Premier Business Partner. He has 13
years of UNIX experience, of which 10 years are specific to AIX. He has specialized in AlX,
TSM, HACMP, and networking. He is Cisco certified and holds numerous IBM product
Certifications, including the Certified Advanced Technical Expert certification in AlX.
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Part 1

Qualification Plan
information

The Qualification Plan contains the following chapters:

» Chapter 1, “Introduction”

» Chapter 2, “Infrastructure description”

» Chapter 3, “Installation qualification preparation”

» Chapter 4, “Risk assessment”

» Chapter 5, “Testing protocol”

» Chapter 6, “Equipment operations and support procedures”

» Chapter 7, “Operations team training”

» Chapter 8, “Regulatory inspection preparation”

» Chapter 9, “Qualification Report and infrastructure acceptance”
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Introduction

The Technical Infrastructure has several major categories of components:

Hardware Computer equipment, including workstations with input devices and

CRTs, servers, data storage devices, output devices, such as printers
and data backup, communications equipment, and related connection
materials (cables, routers, and hubs).

Operating Systems Software that instructs workstations and servers on basic,

“infrastructure level” operations.

Database Software that manages data used to support an application or
applications.
General Utility Software that is used to monitor and manage the workstation, servers,

output, and storage devices.

In order for system applications to operate as described in their applicable specifications, the
components that make up the technical infrastructure must meet the system design
requirements, and must be completely and properly installed in the required environment.

The Installation Qualification (1Q) is a portion of the overall system validation process, and its
function is to verify that the infrastructure meets its acceptance criteria, and that it is ready for
the installation and/or testing of the system application. This package contains a supporting
set of quality materials supporting an infrastructure Installation Qualification, including:

>

>

>

>

Protocol
Procedures
Training materials

Test scripts

The purpose of this Qualification Plan is to determine all of the steps required to conduct an
IQ, and to provide the necessary procedures and materials to execute the IQ protocol.
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1.1 Scope

This 1Q Plan applies to the installation and configuration of the technical infrastructure only.
The tasks required for qualification of the application software itself, including certain normal
or challenge tests that relate to the application's interaction with the technical infrastructure
(such as volume or stress testing, or performance testing) are part of the Operational
Qualification (OQ) or Performance Qualification (PQ) testing, and, as such, are out-of-scope
for the installation activities herein described.

Certain utilities that support the administration, security, or monitoring of the infrastructure are
included in the 1Q since they are related to infrastructure management. Utilities that support
the management of any of the applications that use the infrastructure are out-of-scope of the
installation qualification.

Figure 1-1 shows the major portions of the system and its supporting infrastructure. It
illustrates the boundary between the Installation Qualification and Operational Qualification.

System Infrastructure

ERP Application

Utilities || Software (SAP) | ['SAP TSM Agent |

Database (Oracle)

Tivoli Storage Mgr
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: Operating System (AlX) :
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Figure 1-1 System infrastructure

1.2 Structure of the Qualification Package

6

This package is based upon general practices and standards to satisfy FDA regulations.
Appendix S, “Regulation, guidance, and standards cross references” on page 259 provides a
mapping of the IQ package to common validation guidance and standards.

This infrastructure installation is based upon the policies, procedures, and practices of the
site where the infrastructure is located. This structure of the entire 1Q package is:

» Qualification Plan (this document)
This document describes the overall 1Q process, and provides basic information that
makes up a qualification plan.
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» Procedure Appendixes O, P, Q

Performance of the tasks described in this plan can be accomplished through the use of
individual procedures and templates provided in the Plan appendixes.

Protocol Appendix M
The testing protocol is contained in Appendix M, “Testing protocol” on page 225 of this
Plan.

» Attachments (as named in the appendixes)

The major sections of the Qualification Plan, and their primary relationships, are found in
Figure 1-2.
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Figure 1-2 Installation Plan and Reporting

1.3 Acceptance criteria

To complete the Infrastructure Qualification, the following tasks must be performed:

1.

The Attachments named in the documents will be collected and listed in the Attachments
lists.

. The Qualification Plan (including the remaining Appendixes) will be approved by local

management.

The tasks described in this plan will be performed and data collected per the Appendixes
and/or referenced procedures.

Any open issues or deviations resulting from task performance will be identified, managed,
and resolved, with appropriate documentation and local management review and
approval.
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After completion of all the above tasks, a Qualification Report will summarize the results of all
activities in this plan. The report will address any open issues from the testing protocol, and
any open items or deviations from this plan, with the resolution of such items, and the
follow-up actions to be taken, if necessary. The report will provide the conclusion that the
Infrastructure meets the criteria of the technical design documents, and will adequately
discuss the rationale for allowable deviations to that specification.

When local management approves the Qualification Report, based upon its contents and
discussion of the issues, the Infrastructure will have met its acceptance criteria, and is ready
for the remaining system validation processes.

1.4 Roles and responsibilities

The roles and responsibilities for executing the tasks defined in this Plan, and its supporting
Appendixes or referenced local procedures, are based upon the following structure.

1.4.1 Management roles

Overall management responsibility for the system is based upon three functions, with a
representative designated by respective function executives:

» System Owner
The organization that has primary responsibility for the business functions that the system
supports, consists of, or represents the system users. The System Owner provides User
Requirements and determines the acceptability of the system design and functions. After
consulting with Technical Support and Quality functional groups, they are the decision
maker on all system issues.

» Technical Support
The organization that is responsible for building and/or installing the system, including
both Infrastructure (hardware, O/S, and other “baseline” software) and application
software. After implementation, Technical Support maintains the system, and provides
support for both Infrastructure and system application functions (Help Desk and Problem
Resolution).

» Quality
The organization that is responsible for quality assurance in system design and operation,
and for the system compliance to applicable regulations.

Assignment of individuals to represent these functions is based on commitments made by
signatories of this plan, particularly Appendix A, “Document master list: Roles and
Responsibilities Matrix” on page 35 (for example, Changes in assignments require an update
to Appendix A, “Document master list: Roles and Responsibilities Matrix” on page 35).

1.4.2 Qualification and project team roles
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The responsibility of executing this plan, including execution of processes detailed in the
Appendixes, or referenced local procedures, is assigned to the Validation Leader, and
recorded in Appendix A, “Document master list: Roles and Responsibilities Matrix” on
page 35. If there is a separate leader for the Installation Qualification rather than the overall
Validation Leader, both should be listed in Appendix A, “Document master list: Roles and
Responsibilities Matrix” on page 35.

The Validation Leader will make individual assignments for each task described in this Plan,
including each document to be created, and those assignments will be recorded in
Appendix A, “Document master list: Roles and Responsibilities Matrix” on page 35. Any
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changes in assignments are also recorded by revision to Appendix A, “Document master list:
Roles and Responsibilities Matrix” on page 35, which is reviewed and re-approved by
authorized management representatives.
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Infrastructure description

A primary function of Installation Qualification (1Q) is to verify that the Infrastructure meets the
requirements of the system specifications, in that the installed components meet or exceed
the Technical Design descriptions of the equipment.

A secondary function of the IQ is to create, after verification testing, an accurate and
complete inventory of components that make up the approved Infrastructure. Any additions or
replacements can be correctly identified and qualified upon their inclusion so that the
complete qualified infrastructure is always on record.

This chapter contains the following topics:

» Technical design documents

» Infrastructure identification/Inventory list

» Equipment Environmental requirements

» Infrastructure (equipment) functional description

© Copyright IBM Corp. 2003. All rights reserved. 11



2.1 Technical desigh documents

An attachment to testing protocol will be the approved Technical Design for the Infrastructure
components that will be verified during the protocol execution.

2.2 Infrastructure identification/Inventory list

The Technical Design requirements will be expanded into a complete list of the Infrastructure
components, which will be individually verified using the protocol. The component list will
become the Infrastructure Inventory, and will include the following information:

» Model, Description, and Unique identifier, where possible (may be serial number, asset
number, or license number)

» Technical Design Requirements (section or item ID) that is applicable to the component

» Number of items (if there are multiple instances of equipment (groups))

When the Infrastructure Identification verification occurs, the verifier will add the following to
the Infrastructure Inventory list:

» Equipment serial number, if any
» Software License number/ID, if applicable
» Location of the equipment, as applicable

The Infrastructure Inventory list will be included within and verified in the testing protocol. The
format of the Infrastructure Inventory list is provided in Appendix B, “Infrastructure
identification” on page 39.

2.3 Equipment Environmental requirements

Certain equipment may require installation or operation within specific environmental
conditions, with power conditioning, safety, or access provisions. Confirmation of the correct
equipment for 1Q purposes includes verification that the equipment environment meets or
exceeds vendor specifications for the proper, reliable operation of the equipment.

Appendix C, “Infrastructure environmental requirements” on page 53 is a listing of required
vendor environmental specifications.

2.4 Infrastructure (equipment) functional description

For those equipment components that contain automated processes reliant on software or
firmware, a description of functions for each component will be provided in an infrastructure
(equipment) functions list. The Infrastructure Functional Description List, shown in
Appendix D, “Infrastructure functional description” on page 65, is a supplement to the
Infrastructure Identification List in Appendix B, “Infrastructure identification” on page 39, and
the Functions will be identified based upon items listed in the Infrastructure Identification
Lists.

The Function listed for each item will be tested during the 1Q testing protocol testing, and the
relationship of each Component/Function ID number to the test script will be included in the
Trace Matrix.
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Installation qualification
preparation

This Installation Qualification presumes a situation where the System Infrastructure has been
installed prior to the Validation process. As a result, the physical installation process is
outside the scope of 1Q activities beyond verification that the equipment is installed and
operational in an acceptable manner. The Installation Qualification herein consists of the
Infrastructure verification and testing activities, but not the prior installation tasks.

This chapter contains the following topics:

» Validation team training

» Validation Team training/Qualifications Records

» Signature Log

» Installation manuals and procedures

© Copyright IBM Corp. 2003. All rights reserved. 13



3.1 Validation team training

The person, or persons, who will complete, approve, and execute the testing protocol must
have the training and qualifications that demonstrate their capability to perform their required
functions. The Installation Team Training/Qualifications Matrix (Appendix E, “Installation Team
Training/Qualifications Matrix” on page 189) identifies assignments for personnel, and states
training or qualification requirements for that assignment. The requirements will be based
upon anticipated tasks of each assignment, and must include the Appendixes or local
procedures that will be used during the assigned tasks.

General training requirements apply to most assignments, and include the following
categories.

3.1.1 General Regulatory Training/21CFR11 basics

This training provides general requirements background for FDA-regulated environments,
including the following topics:

» The need for/value of a quality system

» The purpose of the quality function

» Defined/approved procedures for tasks

» Procedure compliance and verification

» Qualification of equipment prior to use

» Importance of evidential records of performance

» Inspections and their implications to the business

This training also provides a basic introduction to the requirements of Title 21 Code of Federal

Regulations, Part 11 (21CFR11), with emphasis on those areas that affect IT infrastructure.
This includes:

» Applicability of the regulation
» Acceptance of electronic records (e-records) based upon rule compliance
» Basic controls requirements (section 11.10 of CFR21 Part11), including:
— System validation
— Data protection
— System access controls/security
— Education/training requirements (including training evidence documentation)
— System documentation controls
— Administrative procedures

The Part 11 specific materials to be used for the training, and the instructor’s guide, are found
in Appendix F, “General regulatory and 21CFR11 training” on page 193.

Note: This training course is not meant to be exhaustive. Legal counsel should be
consulted in order to help determine compliance.
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3.1.2 Good Documentation Practices training

This training covers the rules for recording data and signatures, including controls and
methods for entry corrections, making attachments, and page labeling. The materials to be
used for this training and an instructor’s guide are found in Appendix G, “Good
Documentation Practices” on page 201.

3.1.3 Qualification Plan/Protocol training

Persons who perform functions named in the Qualification Plan or the testing protocol must
be trained on that document’s content prior to performing their assigned tasks. Training may
be provided by one of the document approvers. The validation plan, Qualification Plan, or
testing protocol documents respectively shall be used as training materials.

3.1.4 Testing Procedures training

Persons who execute the testing scripts must be trained on the Appendixes herein, and any
referenced local procedures, that apply to the testing activities. Training can be provided by
one of the document approvers or qualified trainers per local policy for local procedures.

3.2 Validation Team training/Qualifications Records

The completion of training requires an associated training record using the format found in
Appendix H, “Training/qualifications record” on page 207. For those training requirements met
by qualification records, the training form is so noted and the curriculum vita or résumé is
attached to the training record. The Trainer will confirm that documented qualifications are
adequate background to meet requirements, and will attest to this fact by signing the Training
Record with references to attached qualification documentation. Where training records exist
at local sites, a copy of the records may be attached to the validation records in lieu of
completing a new training record.

3.3 Signature Log

Each person who signs documents as part of this validation plan will make an entry in the
Signature log (Appendix J, “Signature log” on page 213), which includes their full legal name,
their signature, and initials.

3.4 Installation manuals and procedures

Infrastructure installation manuals (both IBM and third party) will be identified by:

» Document Title

» Document Identification Code/Number, if any

» Publisher name and publish date

» Serial or copy ID, if any

These manuals will be verified in the testing protocol, and their physical locations, or verified

Internet locations, including any masters and copies, will be recorded. Location and
documentation controls for these manuals will be verified in the testing protocol.
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Risk assessment

System risk is defined as the potential for failure of the system to operate according to its
specifications at some point due to predicted or unforeseen circumstances. Risk may be
introduced as a result of the design, implementation, or routine operation of the system,
including human interactions or processes.

No system is without risk, as it is impossible to predict every event that will or may occur in the
future use of a system. However, an evaluation of the sources of risk, and consideration of
features or operational controls that mitigate risks, is an essential part of system design,
implementation, and operations.

An assessment of the system risk is based upon the system infrastructure. These risks are
matched to the system features and/or procedural controls that mitigate those risks, and then
tested. The risk mitigations then can be verified during system testing to assure their
effectiveness.

The purpose of the 1Q Risk Assessment is to provide a verifiable assurance that system risks
are known and mitigated to the most reasonable level that balances cost, efficiency, and
compliance. The major tasks of the Risk Assessment process are:

» Describe system risks originating within the Infrastructure.
» Identify actions that mitigate or control those risks.
» Determine and classify the net unmitigated risks.
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4.1 Risk identification

The Risk Assessment will be conducted by reviewing the functions of the Infrastructure, and
then considering the types of events that might occur in both normal and unusual situations.
This may be done by challenging the normal presumptions, and considering the possibilities
of unanticipated situations. For each risk event, the underlying (root) cause should be
determined that will create the potential risk occurrence.

Risks are ranked by scoring various criteria with appropriate numerical ratings, adding the
scores to determine the overall score of each risk, and sorting the risks into descending order
based on each score. A risk scoring threshold is established, over which risks must be
mitigated using adequate design and/or process controls that will protect the system. Those
risks that fall below the threshold are either unmitigated or scheduled for later mitigation. An
additional threshold or characteristic of risk can be used to determine the differentiation of
non-mitigation versus postponed mitigation. A more complicated risk format is sometimes
appropriate, with algorithms developed based on system function, patient safety, and financial
liability, but we will not explore this sometimes complicated format in this document.

4.2 Risk mitigation

For each identified risk event, the mitigation for the risk (system design or control features)
including manual tasks defined in the system operating procedures, are described in the risk
assessment documentation. Risks with rating scores that meet or exceed the Risk Threshold
will require mitigation by adding additional system enhancements or procedural controls to
the system. The Risk Assessment template and instructions are in Appendix L, “Risk
assessment and mitigation plan” on page 221 of this redbook.

4.3 Applying risk to the testing protocol

The Identified Risks in the Risk Assessment are a factor in determining the type of tests
required in the testing protocol. A test script should contain verification of each of the design
features or controls that are identified to mitigate identified risks. For those controls that are
based upon a manual process, the procedures test scripts will contain a verification step to
confirm that the procedure has the required instructions to effect mitigation.

The total Risk Score will also be used to determine the level (extent) of testing required for the
design features or controls. Higher total Risk Scores will require a greater number of test
alternatives, such as additional challenge tests. Test script reviewers will consider the total
Risk Scores as part of their review and must consider and accept test script adequacy.

The Trace Matrix will contain links that identify Risk Events (line items) that are verified by test
scripts (test step ID numbers).
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Testing protocol

This chapter describes the testing protocol and contains the following topics:

>

>

>

Protocol contents

Roles and responsibilities

Infrastructure installation/Configuration verification
Environmental conditions verification

Documentation verification

Infrastructure functions verification

Trace Matrix

Test script preparation, approval, and changes

Test execution

Test testing protocol and Qualification Plan deviations

Test Report

© Copyright IBM Corp. 2003. All rights reserved.
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5.1 Protocol contents

Infrastructure testing and infrastructure test planning will be conducted according to a testing
protocol. This testing protocol outlines activities and tasks for infrastructure planning.
Appendix M, “Testing protocol” on page 225 illustrates the template and procedures for
preparation and approval of the testing protocol.

5.2 Roles and responsibilities

The protocol will contain a responsibility assignment matrix, which will be used to record the
names of persons assigned to execute protocol tasks, and to confirm required training for said
persons.

5.3 Infrastructure installation/Configuration verification

Test scripts will be created that describe the process for reviewing and conducting inventory
of the installed Infrastructure against the technical design document (TDD), including
applicable configuration settings. This testing will confirm that the installed Infrastructure
meets the TDD specifications.

5.4 Environmental conditions verification

Test scripts will be created to evaluate the environment into which the Infrastructure has been
installed. Additional scripts will confirm that the Infrastructure meets the hardware vendor or
vendor requirements, and has the necessary support and security procedures in place.

5.5 Documentation verification

The testing protocol will include verifying the presence and identifying the location of all
Infrastructure supporting documentation, including, but not limited to, that supplied by the
Infrastructure vendors as well as specified in local procedures for equipment operation.

5.6 Infrastructure functions verification

There are many automated functions that are part of the core infrastructure but independent
of business applications software programs. These functions may be part of utility packages
that are installed with the hardware, or they may result from features of the operating system
that are used for hardware management. The functions may also be embedded into firmware
that is part of the equipment. Utilities that support business applications functionality and that
are installed subsequent to infrastructure installation are likely outside the scope of
infrastructure functions verification. Test scripts shall confirm the basic performance of
Infrastructure-based automated functions.

5.7 Trace Matrix

Testing must include verification of all Technical Design requirements, as well as design
features and controls identified in the Risk Assessment. To provide such assurance, a Trace
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Matrix is created that matches requirements to the test script steps. The Trace Matrix
template and completion instructions are in Appendix N, “Trace Matrix” on page 231.

Any changes, additions, or adjustments to the technical design document, or Risk
Assessment Report, that are made during the 1Q preparation or execution will require a
review to determine if the testing must be changed as well. The Trace Matrix is used to
identify the appropriate tests, and is itself updated if any changes are required.

5.8 Test script preparation, approval, and changes

Test scripts are attached to the testing protocol, and are approved concurrently with testing
protocol approval. Any changes in test scripts after testing protocol approval require
re-approval by the same persons who originally approved the testing protocol.

5.9 Test execution

The execution of the test scripts by the 1Q tester or testers will be performed in accordance
with Test Execution Procedures found in Appendix O, “Test execution procedure” on
page 233.

5.10 Test testing protocol and Qualification Plan deviations

A deviation is created anytime a process is not executed in accordance with previously
approved procedures, or observed results do not match expected results. In each situation, a
Deviation Report is created, and the event is investigated, resolved, and the resolution
approved. The Template and procedure for deviation creation, review, resolution, approval,
and documentation is in Appendix P, “Deviations procedure” on page 239.

5.11 Test Report

At the completion of testing, a Test Protocol Report will close the testing process, and explain
the results of testing. All deviations that occurred during testing will be discussed with
remedies and re-testing results included in the Test Protocol Report. Additionally, the
rationale for concluding that testing is complete, and a summary of all test results will be
included. The template and instructions for preparing and approving a Report (for both
protocol and Qualification Plan) is presented as Appendix Q, “Validation reports procedure”
on page 247.
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Equipment operations and
support procedures

Providing assurance that a system will continue to meet its specified requirements after
installation and qualification requires system maintenance and management, and user
support. These activities must be performed in accordance with procedures that maintain the
system’s state of validation.

Part of the Installation Qualification process involves verification that the required system
management procedures have been created and approved, and that appropriate support staff
training has been completed. This verification will assure that the system can be maintained
in a quality environment on an ongoing basis.

The IQ process will include an independent review of the system management procedures to
verify that the Infrastructure procedures are ready for use in managing and supporting the
system. The procedure verification process will check for inclusion of the following in each
procedure:

» The procedure contains subject matter covering the minimum requirements noted in the
procedure review checklist.

» The subject matter clearly states the requirements, and contains work instructions that
specify how the requirements are to be achieved.

» The level of detail is adequate such that a trained person will consistently meet the
requirements by following the procedure content.

» The procedure has been approved and is part of a controlled document system used by
the location.

» The staff who will be performing the procedure have been trained on the procedure, and a
training record has been created, approved, and is stored in the training records system in
use by the location.

Appendix R, “Infrastructure procedures verification checklist” on page 251 is a checklist that
identifies areas of system management with the corresponding procedural requirements. The
checklist is based upon a general list originally supplied by IBM, and can be modified to meet
the specific situation or situations at the individual site. This appendix will be used as a
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verification record for review of the system procedures. The reviewer will match the
requirements to the applicable procedure, and then record the procedure and section, if
applicable, that meets the checklist criteria. The reviewer will verify that the procedure meets
the above criteria, and then will sign and date the checklist requirement section.

A copy of the reviewed procedure will be attached to the checklist, and the documents will be
added to the 1Q records. The Quality representative will review the checklist for completion,
approve procedure attachments, and randomly audit checklist verifications for consistency
with the procedure contents.

This chapter contains the following topics:

» Physical security

» Change control/Configuration management

» Backup and restore

» Infrastructure monitoring

» Periodic/Preventative maintenance

» Resolution

» Disaster Recovery Plan/Continuity Plan

» Training management/records

» Document management

» Periodic review/internal audit
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6.1 Physical security

Physical Security procedures provide rules and physical safeguards for managing access to
the Infrastructure by persons internal (IT and Non-IT staff) and external (for example, vendors
or contractors) to the company. This includes both server/storage data centers as well as
remote and external areas such as wiring closets.

6.2 Change control/Configuration management

Once the 1Q is complete, the entire Infrastructure inventory must be under configuration
control. This means that changes made to any infrastructure components (hardware or
software) must occur according to a process that adequately describes the changes,
analyzes impact on the system and its functions, provides for appropriate re-testing, and fully
documents (with approvals) the changes in the system. The change request/control process
manages each request through complete and controlled stages that assure the Infrastructure
remains in a qualified state, which requires congruency with current documentation. Note that
change control includes service and version updates to the system.

6.3 Backup and restore

Infrastructure procedures will ensure backups are made in accordance with approved
schedules that define backup scope, timing, and a retention period prior to media recycling.

Infrastructure procedures will also define methods for media labeling, backup record keeping,
protection, and storage of media for the duration of backup periods.

Procedures and testing must also define how the backups will be used in the event of a failure
to restore the system, and periodic testing of this procedure must occur and be documented.

6.4 Infrastructure monitoring

Routine monitoring and housekeeping of Infrastructure components by data center or IT
support staff must be described in the operating procedures.

6.5 Periodic/Preventative maintenance

Periodic and preventative activities that support the Infrastructure, such as random or periodic
checks, cleaning, parts replacement, and so on, must be described in operating procedures.
This includes the schedule or methods for determining the frequency of periodic and
preventative tasks, and/or methods for coordinating downtime periods for activities that must
be done while the system is off-line.

6.6 Resolution

When a system outage occurs due to the failure of a component in the Infrastructure, or when
unexpected results or observations occur during the performance of system procedures or

other unforeseen reason, the company is required to complete an investigation of the failure.
The investigation results and conclusion or conclusions reached should be fully documented,
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and appropriate corrective action for the failure determined and logged. Additionally,
preventative actions to avoid future problems should be defined if applicable.

6.7 Disaster Recovery Plan/Continuity Plan

The data center operations must have a complete testing plan for the continuation of critical
systems in the event of partial or complete loss of use of the Infrastructure. The plan will
include transfer of the system to an alternative Infrastructure and the controlled return of the
system to the primary Infrastructure for the recovery.

The Disaster Plan will contain or link to a user-community business continuity plan for
manual, limited, or deferred processing during the period of limited or unavailable system
access. This plan will also contain methods of system re-evaluation/revalidation after
recovery to assure system integrity has not been compromised by the failure events.

Generally, the difference between backup and restore, and disaster and recovery, is the
hardware environment. Backup and restore can happen on the previously qualified
infrastructure, while disaster recovery generally requires transfer of operations to a new or
temporary infrastructure, then subsequent return of the system to a new environment with the
specifications of the originally qualified environment. It is in this instance that a detailed
installation qualification is very useful to ensure equivalence of the new infrastructure.

6.8 Training management/records

Data center and/or IT support staff that executes the system management procedures must
be trained prior to performing their assigned duties. Training procedures describe the
methods used to match training needs to staff duties. These procedures also describe how to
organize, schedule, and deliver training programs. Training record keeping should be
maintained in an approved system, with record approval and record retention procedures
outlined and available should verification by either task assignors or inspectors be required.

6.9 Document management

All documents that support validated systems must be stored and managed with a controlled
document process using a manual, computerized, or hybrid (computer and manual) system.
The process is described in procedures that cover all aspects of document authorship, review,
approval, issues or deviations reporting and resolution, and version (or change) control, with
retention of prior versions for later reference or audit support. These procedures must apply
not only to site procedures, but also to system documents, such as manuals and any
validation records.

6.10 Periodic review/internal audit

After completion of the Installation Qualification, the Infrastructure may be part of a validated
system, under the control of the operating procedures. In order to assure that the
Infrastructure remains in a qualified state, periodic reviews or internal audits of the
Infrastructure and associated procedures are required, particularly since issues or control
weaknesses may evolve over time. Periodic, internal, but independent, auditing will also
facilitate preservation of the Infrastructure’s qualified state.
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Operations team training

Initial training of Data Center personnel on the installed infrastructure is within scope of the
validation plan, and as records of such training are created, they should be added to or
referenced in the validation package. Subsequent changes in staffing, procedures, and
resulting re-training will be part of routine Data Center operations procedures and records.
This chapter contains the following topics:

» Training requirements and initial operator training

» Training records

© Copyright IBM Corp. 2003. All rights reserved.
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7.1 Training requirements and initial operator training

Upon completion of the testing protocol, the initial Data Center operators who will perform
system management tasks must be trained using operating manuals and/or Data Center
operating procedures identified in Appendix K, “Infrastructure installation and operating
manuals” on page 215.

7.2 Training records

Training records for initial data center operators will be created, using either the form in
Appendix H, “Training/qualifications record” on page 207, or forms dictated by site
procedures. The forms will be stored in accordance with local training documentation
procedures, with a copy attached to or referenced in the validation records.
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Regulatory inspection
preparation

This chapter describes regulatory inspection preparation and contains the following topics:

» Regulatory inspection procedures
» Regulation, guidance, and standards cross-references

© Copyright IBM Corp. 2003. All rights reserved.
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8.1 Regulatory inspection procedures

The Infrastructure supporting computer systems under the scope of 21 CFR 11 is subject to
audits by FDA field inspectors. These inspections may cover any aspect of the system design,
operations and management, and validation documentation. This may include questions
regarding Infrastructure management procedures, including Data Center operations and IT
support staff tasks in support of the system.

To be adequately prepared for the inspection, the site should have procedures and/or training
programs that Data Center/IT support, management, and staff may reference and understand
so that they readily address the requirements and demands of an inspection. The content for
these programs should minimally include the following:

» Inspection notification of and by management, and creation of an inspection response
team

» Inspection tours and escorting rules
» Allowable range of inspection and inspector conduct
» Inspector question response rules (guidance to answers)
— Determination/clarification of the question content
— Identification of responder
— Accuracy, interpretation, and scope of answer
— Evidence to support answers
— Documentation of questions and answers
» Documentation (copy) requests

» Inspection conclusion (observations) and company response

8.2 Regulation, guidance, and standards cross-references

The contents and structure of this Qualification Plan, and its accompanying forms and
procedures in the Appendixes, were based upon Life Sciences’ industry standard practices
for Computer System Validation, and specifically Infrastructure Installation Qualification.

As a result, this document's content is compatible with the common documents recognized by
the industry, industry consortium/association publications, and other standards regarding
computer system validation.

Appendix S, “Regulation, guidance, and standards cross references” on page 259 is a cross
reference of the sections of commonly used validation standards that cover the Installation
Qualification, related protocols, and validation topics. The validation standards are referenced
to the contents of this Qualification Plan.
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Qualification Report and
infrastructure acceptance

Upon completion of all of the tasks defined in this Plan, the Installation Qualification process
will be completed, and a final Qualification Report will close-out the Infrastructure
Qualification process.

This chapter contains the following topics:

» Infrastructure Final Report and approvals

» Follow-up item tracking

» System and documentation turnover
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9.1 Infrastructure Final Report and approvals

A Qualification Report will be prepared that will summarize the activities completed in
accordance with this Plan, and list and explain any deviations encountered other than testing
deviations that were covered in the Testing Protocol Report. The Qualification Report will
provide the rationale to support the conclusion that each element of the acceptance criteria
(as described in Section 1.4 of this Plan) has been met. The Report will be supported by and
will list accompanying documents and records as evidentiary support of the Report
conclusion.

The Template and procedure for preparing Qualification Reports (both Testing Protocol and
Final Report) are found in Appendix Q, “Validation reports procedure” on page 247.

9.2 Follow-up item tracking

Any open items or tasks that require follow-up activities after the Qualification Report is
completed must be fully explained within the Qualification Report. This includes outlining staff
responsibilities for completing the follow-up tasks and the method or methods that will be
used to verify completion of the follow-up activities. The methods must also assign persons
who will approve the satisfactory completion of tasks, and include a description of the
documents and their content that will require approval.

9.3 System and documentation turnover

32

All of the Qualification documents named in this Plan, and all supporting records referenced
by the Plan, Testing Protocol Report, or Final Report will constitute the IQ records. These
documents will be placed into binders and labeled by sections that correspond either to the
structure stated in the testing protocol for testing records, or to the structure of this Plan for all
other records. A Table of Contents will be created, and will link the various binders as
components of the total package.

Copies of all electronic files will be included in the package, and a list of the files with file
name, size, and time/date stamp will be added to the Table of Contents. The entire package
will be stored and maintained in the controlled document repository of the local site, in
accordance with local controlled document management procedures in effect for validation
packages.
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Part 2

Procedure and
protocol
appendixes

This part contains the following appendixes:

» Appendix A, “Document master list: Roles and Responsibilities Matrix”
» Appendix B, “Infrastructure identification”

» Appendix C, “Infrastructure environmental requirements”

» Appendix D, “Infrastructure functional description”

» Appendix E, “Installation Team Training/Qualifications Matrix”

» Appendix F, “General regulatory and 21CFR11 training”

» Appendix G, “Good Documentation Practices”

» Appendix H, “Training/qualifications record”

» Appendix |, “Resume equivalent for training and qualifications record”
» Appendix J, “Signature log”

» Appendix K, “Infrastructure installation and operating manuals”

» Appendix L, “Risk assessment and mitigation plan”

» Appendix M, “Testing protocol”

» Appendix N, “Trace Matrix”

© Copyright IBM Corp. 2003. All rights reserved.
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» Appendix O, “Test execution procedure”

» Appendix P, “Deviations procedure”

» Appendix Q, “Validation reports procedure”

» Appendix R, “Infrastructure procedures verification checklist”

» Appendix S, “Regulation, guidance, and standards cross references”
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General regulatory and 21CFR11
training

This appendix describes the general regulatory and 21 CFR11 training.
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Training course goals

Persons who perform tasks that are part of the validation process should have, in addition to
the specific technical training and/or qualifications that apply to their assigned tasks, an
understanding of the Quality/Regulatory environment within which they are operating. This
awareness provides an appreciation of the reasons for the controlled processes and the
exacting documentation requirements, which in turn, helps enhance their compliance with the
detailed procedures and record keeping required in a Life Sciences environment.

Note that this course is not meant to be an exhaustive review or analysis of the regulations or
what is needed to comply with them. Legal counsel should be consulted to help answer any
questions.

Training course contents and approach

This course has two sections that should be taken in sequence. Each course consists of a set
of topics that the Trainer will review with the Trainee, with a short narrative provided for each
topic. The Trainer will elaborate on each topic as required, depending on the Trainee's prior
background and/or questions.

Topic 1: General quality system and regulatory training

This section provides a general introduction to the Quality/Regulatory environment, which
creates the fundamental reasons for controlled processes, documented evidence of
compliance, and the implications of inspections by governing bodies.

1. Purpose and value of a Quality System

Products produced by a Life Sciences company are used for the diagnosis, treatment, or
prevention of disease or medical conditions. As a result, there is a risk to human health if
defects in the product exist due to either product design or errors in the production
methods. A Quality System is a methodology used by an organization to assure the
highest possible quality in its products by:

— Designing and proving the methods for its operations
— Describing those methods in detailed procedures
— Controlling the processes to assure complete compliance to those procedures

— Structuring the organization staffing, roles, and responsibilities to manage quality into
the processes, so that all specifications and requirements are always met

Quality systems are described in an organized set of documents, starting from a high level
set of quality policies that then link down to the specific procedures and organizational
roles and responsibilities for carrying out the described tasks.

2. Functions of a Quality Organization

A key requirement of a Quality System is to have a separate group within each
organization that is focused entirely on developing and maintaining quality controls over
defined processes, assuring that every cycle of activity or batch of product meets defined
specifications and procedural requirements.

This Quality function is involved in the design of processes and development of
procedures, monitors process execution, and evaluates (or tests) outcomes to assure
adherence to the specifications.
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As a result, the Quality Representative is required to review all procedures, plans, and
protocols, for adequacy of controls and verification of requirements. The execution of the
processes described must be verified by a Quality Representative, who must also review
and approve the collected data records. For this reason, all documents must be approved
by the designate Quality Representative or Representatives to the system, and their
signature constitutes the finalization of the document.

. Procedures to control processes/tasks

Every process that has a quality impact upon the products, or relates to any FDA
regulation, must be adequately described in a written procedure and approved by a
Quality Representative. The organization (structure and format) of the procedures is set
by a standardized method for the company that also prescribes the process to be followed
for review and approval.

Procedures must be controlled, meaning changes cannot be made unless a new version
is created, and approved by the same level of authority that approved the original version.
When fully approved, the new version will override the previous version, on the date that

the new version becomes effective.

Each company has a process, called Controlled Document Management, to assure that
suggested revisions to any document/procedure flows through a defined set of reviewers
and approvers that include both the technical expertise and Quality Representative. The
approved procedures are then distributed as required to various users, and returned and
superseded when overridden with a new version. This process is designed to provide the
highest possible assurance that the approved and current procedures exist for any
quality/regulated process in the company.

. Procedure compliance and verification

Having detailed procedures that contain quality assuring tasks are of little value if the
procedures are not followed every time. Thus, the company must have assurance that all
of the required procedures for any process are followed every single time the process is
executed. This will require a combination of:

— Training the persons who perform the process in the procedures
— Supervising the process execution to assure procedure compliance
— Promptly identifying and resolving exceptions that may occur

Training programs must exist for every work area, as the staff must be trained on all
procedures that apply to their assigned tasks. Periodic retraining, and training updates
when a procedure is revised, are part of the overall training program.

Adequate supervision means having the availability and attention of managerial and/or
technical personnel to support the processes and immediately address any problems that
surface during procedure execution. Any exceptions or deviations from procedure require
prompt investigation and resolution, with corrective and preventative actions taken that will
assure non-reoccurrence of the problem.

. Purpose and value of qualification of equipment/systems

In addition to using written procedures, the equipment, instruments, and computer
systems that are used in any procedure must be assured to function exactly as they were
designed, or even the proper actions will not assure a correct outcome. This means that
complete testing of the functioning of any tools used in the procedure must have been
done prior to use to assure the actual operations (according to the procedures) will always
yield the designed results.
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This pre-use testing process is called qualification. The qualification goal is to define the
requirements and structure of the equipment (infrastructure) or system, then conduct a set
of carefully controlled tests that will prove the equipment/system will function as expected
when used in accordance with the procedures. Qualification requires explicit
documentation of the design and expected results, and then testing runs with detailed
records that can be compared to the expected results to prove the design.

6. Records to evidence specification/procedure compliance

The steps enumerated above that are part of the company quality system are documented
in written form, and will provide the specifications and procedures for the execution of
each process. However, each time the described process is executed, records of the
process outcomes must also be generated as evidence that the cycle was always under
control and yielded the expected results. These records are reviewed by the Quality
function, and when approved, the cycle can be considered complete. The reviewed
records must be retained for possible review by FDA inspectors evaluating if the records
prove the process was acceptable, indicating the operations are compliant to the
requirements of the regulations.

7. 21CFR Regulations that apply to Life Sciences

The Food, Drug, and Cosmetics laws (FD&C acts) were enacted to protect the public from
dangerous, defective, or ineffective drugs and/or medical devices. The FDA has
established a series of regulations controlling how medical products are developed,
approved, manufactured, marketed, and supported by the Life Sciences industry. These
are found in Title 21 of the Code of Federal Regulations (CFR).

Virtually every aspect of the company operations that relate to its products (other than
very early stage research or financial transactions) is covered by FDA regulations. The
most common regulations that affect areas where IT systems are used are:

— 21CFR50, 21CFR54, and 21 CFR56: Good Clinical Practices (GCPs) that cover the
conduct of clinical trials of new drugs or medical devices to prove they are safe and
effective.

— 21CFR211 and 21CFR820: Good Manufacturing Practices (GMPs) that set
requirements for the manufacturing and qualify verification activities to produce
drug/device products.

— 21CFR58: Good Laboratory Practices (GLPs) that set requirements for laboratory
testing processes.

These regulations have specific requirements for each area of operation, and broad
general requirements around the principles of Quality systems previously covered. Any
violation of these standards becomes a violation of the applicable US statutes the
regulation supports. In addition, there are regulations for other areas, such as Blood
Products, Tissue Products, Food, and Cosmetics, to name a few.

8. US FDA enforcement of regulations

The Food and Drug Administration (FDA) is the federal law enforcement agency with the

responsibility for carrying out Federal Government duties assigned to it by laws (and the

supporting regulations) and assuring that companies, including Life Sciences companies,
comply with the laws.

The FDA includes several departments, or bureaus, each with a different role in law
enforcement and regulation compliance. Some departments are responsible for reviewing
and approving applications by companies for approval to market new drugs and medical
devices. Other departments conduct field investigations (inspections or audits) of Life
Sciences companies operations, to determine their compliance to 21CFR regulations.

Legal actions will be initiated against companies that do not comply with the regulations.
Penalties may include product seizure, injunctions, or even criminal prosecution.
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9. FDA inspections and their implications to the business

FDA auditors may visit each company site where product manufacturing takes place at
any time or for special reasons. The inspector may request detailed information on, and
can evaluate the processes, equipment, procedures, organization, systems, and data
records.

FDA inspectors focus heavily on the documentation and records kept by the company.
Since the inspector only infrequently visits the site, and often attempts to understand the
processes that are taking place over considerable periods of time between audits,
analyzing the documentation and data collected by the company provides considerable
insight not obtainable from just listening to the answers provided to auditor questions. The
inspector expects to see evidence of the quality processes in the form of procedures and
records, which provide evidence that the procedures are followed.

Issues that the inspector believes are a concern for the quality of the company products,
or its compliance to the 21CFR regulations, are described in a Federal Document form
FDA-483, which the inspector provides to the site management at the conclusion of the
audit. Site management will often respond to the FDA-483 with either an
explanation/rebuttal or commitment to take corrective action. If the FDA district office is
unsatisfied with the company response or with completion of the committed actions, they
may chose to convert the FDA-483 into a formal warning to the company chief executive,
indicating further actions will be taken unless prompt and acceptable company action is
taken to resolve the issue or issues documented in the warning.

21 CFR 11 training (electronic records and electronic signatures)

This section provides a general introduction to the specific FDA regulation governing the use
of computer systems that contain electronic records and/or signatures. For reference, each
Trainee should be provided a copy of 21CFR11, with the explanation that the actual rule
contents begin on page 13464, column 3. The comments on the prior pages (13430 to
13464), are explanatory statements by the FDA.

1. Applicability of the regulation to computer systems

The regulation applies to computer systems that create, modify, maintain archive, or
transmit records (data or signatures, except faxes) that either:

a. Must be submitted to the FDA, such as data from clinical trials of a new drug or medical
device.

or

b. Must be kept to support the company's compliance with any other FDA regulation,
including Good Clinical Practices (GCPs), Good Manufacturing Practices (GMPs), and
Good Laboratory Practices (GLPs). This may be data collected during production or
product testing, field information such as product complaints or distribution records of
critical devices, and many other types of internally collected data.

In general, if the data found within a system pertains to the design, development,
production, or quality of a company's products, it is likely that the system is within the
scope of 21CFR11.

2. Acceptance of e-records and e-signatures based upon rule compliance

The 21CFR11 regulation provides that the FDA will accept the authenticity of electronic
versions of records and signatures only if the computer system that creates and maintains
the records meets requirements set forth in the regulation. If the system does not meet the
requirements, the records/signatures are not valid for FDA use, which probably means the
company cannot prove compliance to whatever regulation the record would normally
support. This places the company in jeopardy of FDA action.
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3. Basic controls requirements (section 11.10)

The regulation prescribes a series of control requirements that are expected of any
in-scope computer system. The major requirements are:

System validation (11.10-a)

The Computer System must be validated. The regulation does not provide any
description or details of what validation is. However, there are several FDA guidance
documents that describe the validation process.

Invalid or altered records detection (11.10-a)

The system must be able to indicate when a record is changed, or the content of the
record is invalid. This is typically part of the software input and/or edits routine, to verify
correct user input, or notation of a replacement entry. It may also involve database
integrity checking for changes made directly to the storage, outside the normal system
processes.

Records copies (11.10-b)

FDA inspectors may ask for copies of any records that are within scope of any FDA
regulation during an inspection. 21CFR11 requires that if the records are electronic,
that the company will provide both a printed copy and an electronic copy in a format
that the FDA can use. If the records are kept in a non-standard format or database, the
company is responsible to provide (convert) the records into an FDA-usable format.

Record protection (11.10-c)

Most records that are within the scope of FDA regulations must be kept for a defined
period of time (retention period). The company must be able to produce a usable
record at any time during the retention period. As a result, the database or databases
of records must, at all times, be protected from loss, damage, or inability to read the
record at all times

System access controls (11.10-d)

Each system must have adequate security features that protect it from unauthorized
persons (internal or external) accessing the system.

Audit trails (11.10-e)

Each completed input that creates a record must have an audit trail created that is part
of or linked to that record and show the time and date that the record was created. If a
record is to be changed, the change must not erase the original record and its audit
trail (but may replace it in processing) so that a complete history of all entries (original
and updates) with their respective time/date stamps will always exist.

Authority checks (11.10-g)

Even with authority to access a computer system, users must be restricted to being
able only to use those functions of the system, equipment, and the like, that match their
authority.

Sequence and Device checks (11.10-f and 11.10-h)

When appropriate, the system must be able to limit user functions to the proper
sequence of actions. In addition, if applicable, the system should be able to check the
location or device where the data record or signature was entered in order to determine
the validity of the source of the input.
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— Education/training requirements (11.10-i)

In addition to user training for a system, the regulation also requires qualifications
(education, training, and experience) to be established for those persons who develop
and maintain in-scope computer systems. This will apply to software developers,
system implementers, and Data Center and IT support staffs.

— System documentation controls (11.10-k)

The system documentation (technical and user manuals) that supports the use and
maintenance of the system must be controlled and managed according to the same
principles as company procedures.

4. Additional controls for “open” systems (section 11.30)

The controls in section 11.10 apply to all systems within a company that come within the
scope of the regulation. However, some systems that a company may use are outside the
control of the company, such as those managed by a third party or supported through the
Internet. “Open” systems are ones where control (ability to manage access to the system)
is not solely within the company.

For an “open” system, the regulation requires all of the controls in section 11.10 above be
in effect, as well as additional security measures, such as data encryption or the use of
digital signature technology (such as PKI), which must be applied to provide additional
security.

5. Electronic signatures (sections 11.50, 11.70, 11.100, 11.200, 11.300)

In addition to the controls required for all records (whether for data or signatures), the use
of an electronic signature transaction to indicate that a person has “signed” their name is
allowed, but only if the following requirements are met by the system:

— Signature policy (11.10-j)

In order to deter user misuse of electronic signatures, such as impersonation or signing
for another person (with or without their permission) the regulation requires the
company to establish written polices that hold persons accountable for the use of their
signature. This requires a strong management policy with disciplinary actions for
falsification of a person's signature.

— Signature details

Whenever a signature is recorded in the database, it must have or be linked to a
signature audit trail. This will be the same time/date stamp as for any electronic record,
with two additional fields of data included:

e The signer’s actual name (not a user ID or coded value)
* The meaning of their signature (why they signed)

These details must be part of any display of the signature or records that were signed
for by the signature entry.

— Signature linking to e-record or e-records

When a person signs for data records (with an e-signature) those records must be
linked to the signature in such a way that it would be difficult to deliberately or
unknowingly attribute that signature to any other record. For example, if records are
added to a dataset after the person signed their approval for the records, it cannot
appear as if the post-signature records were covered under the original signature.
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— Signature issue requirements

The procedures under which electronic signature components are issued to persons
must have controls to assure that:

e Signatures are totally unique to a specific person. Two people cannot ever (in
perpetuity) have the same code combination or the same name represented as a
signature.

e When signature codes are issued, the identity of the person must be positively
confirmed.

Signature components, allowance, and requirements

It is acceptable to use either biometric methods (measuring body characteristics such
as a fingerprint or retina scan) to confirm a person's identity when they sign their name
or to use the standard keyboard input of a User ID code and a separate password.
However, the biometric scan or the dual-key entry must be supplied every single time a
person signs a record or screen.

Under certain situations, such as when the system has some features that can
guarantee the user has not left the workstation, a single key-entry can be used for a
signature (after the first dual key signature entry).

When key-entry codes are used, the passwords must be checked and/or changed on a
regular basis.

Signature components controls

It is acceptable to use badges or tokens to represent one of the two signature
components for dual key-entry (such as swiping the employee badge for the user ID).
However, procedures must exist to manage the replacement for a lost badge/token,
including controls over temporary card use. In addition, periodic checking of the
reliability of the badge/tokens must be conducted

Misuse of safeguards and alarms

Whatever method the company uses for electronic signatures, there must be controls
in place that assure that e-signature components can never be used by anyone other
than their rightful owners. If the company uses biometric means for signatures, then the
system should be designed to make it impossible to falsify a signature.

The system must also have detection capability such that if anyone ever attempts to
misuse signature identification codes, the system will immediately alert the system
security personnel and, if necessary, the company management of the security
violation.
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Good Documentation Practices

This appendix describes Good Documentation Practices.
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Detailed explanations of Good Documentation Practices (GDP)

All documents and records that are either submitted to the FDA or must be kept to prove
compliance to any FDA regulation must be originated in such a fashion that there is no
reasonable doubt of record authenticity. This is critical to all areas of regulatory compliance,
because the records (documents, data, and signatures) may someday become involved in
court proceedings, where they may be introduced as evidence.

Good Documentation Practices (GDP) are a common set of principles and practices used
throughout the FDA-regulated industry for the documentation and the records of
data/signatures.

There is no specific guidance or standard published by FDA on the subject, but inferences are
found through many different FDA documents. As a result, each company has its own internal
standard for GDPs, and minor variations will exist from firm to firm. However, the general
principles are widespread and usually consistent.

The following are the common general rules of Good Documentation Practices.

Entries or sighatures must always be clear and legible

Each handwritten entry must be clearly legible. Entry-makers must exercise great care to
assure that misinterpretation of their recorded data does not occur due to poor penmanship.
For signatures, the person must use their unique personal signature, and should include at
least the first initial and full last name. Initials may be used only if the document contains a
legend that matches those initials to a full signature. If the person’s natural signature is not
readily identifiable, the project or local records must have a signature register (matches a
printed identification to a signature sample) to positively identify each signer.

Entry-makers must sign their recordings

The persons who record the original data entries, or observations, or who make comments or
corrections or addenda to any data entries, must identify themselves with a signature that
clearly indicates what input they have provided (what data they are signing for).

Signatures must be authentic

A person signing any document or record may only supply their own identifying signature. Itis
absolutely prohibited for one person to sign another person's name. When a person is signing
for another person, they must sign their own name, but the signature may include the
commentary that identifies who they are signing for (example: John Doe signs a document as
a designee for Tom Brown. John signs the records as: “John Doe for Tom Brown”. Signature
stamps are prohibited.

Entries or signatures must be made in ink

Entries made in pencil could be erased, therefore altering the original information. Ink entries
are more difficult to erase, reducing the possibility of undetectable modification of the original
information. Blue or black ink is preferred, and with a specific color or colors dependent on the
superior of corporate or site policies.
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Each original data entry or signature cannot be removed

Any original entry (the first recording of the observation or signature) cannot be removed,
deleted, erased, or otherwise taken away. It does not matter if the entry is incorrect,
accidental, or voided, the fact that an entry or signature was originally made (and what it was)
must be part of the history of the record. Erasures, white-out, correction tape, and so on are
prohibited. Post-it notes cannot be used for data collection or signatures, as they can be
removed from the attached document. “Write-overs” (going over a value again to change its
original entry) are prohibited.

Corrections require a replacement entry that does not obscure
the original

If an entry is incorrect, or needs to be replaced or updated, the change must be made by
supplying a new value or signature. The new value will be a second, complete entry, which
can be determined to supersede the original entry. In a paper system, this is done by drawing
a single line through the first entry (but not so as to obscure the original entry or make it
unreadable) and then supplying the new replacement entry or signature, next to or above the
‘lined-out” entry.

If another correction needs to be made, the replacement entry is similarly “lined-out” and
another (now the 3rd) entry or signature is made.

If space limitations begin to make it difficult to provide legible entries, a footnote or asterisk
can be used to link the original entry to space in another part of the same document where
the replacement entry will be made. Back or reverse pages should be avoided unless
absolutely necessary, and then the footnote must note the back of the page is the location. If
multiple such off-location entries are made, the notations should be numbered to clarify which
remote corrections tie to which original entries.

For computerized entries, the entry record must show a sequence identifier or other
technique that will make it absolutely clear the order that entries were made to a data or
signature field.

Correction entries require a signature, date, and reason

When a replacement entry is made, the entry-maker should then sign the second entry, and
date that signature. Entries made to Clinical Records will also require a reason for
corrections. Local GSP procedures may also require reasons for other or all types of
corrections.

Corrections should normally be made by the person making the original entry, but may be
made by another person, in which case the reason notation must explain the reason for
another person making the correction.

If a correction is made to a document after it has been approved, the document must be
re-approved.

Voided entries or documents must be identified and retained

If an entry (data or signature) is made to a field in error, it is voided as a correction with “Void”
as the correcting entry, which is made in accordance with the correction rules. If a document
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is not to be completed, or voided, it is to be marked as “Void” across the face of the document,
with the signature, data, and reason of the person voiding the document. The voided
document must be retained, and attached to a replacement document, if any.

An entry or a sighature must be labeled as to what it represents

The meaning or purpose of a signature must be clear as to what the person is signing for.
This may be indicated on the form or document for paper records, or it may be the signature
field label for electronic signatures. In either case, the purpose and intent of the person’s
signature must be clear, and the signature label must match the signer’s intent.

Signature reasons will be defined by local procedures. Typical reasons for signatures are:

» Performed by: (Means the signer personally did the task or recorded the data.)

» Checked by: (The signer did not perform or record, but verified what someone else did.)
» Verified by: (Same as Checked by:.)

» Supervised by: (Area or functional authority over person performing the task.)

» Approved by: (The signer provided management authority to accept the results.)

Approvers cannot approve their own tasks performed, documents originated, or data
recorded.

Recopied data must have its source identified, attached, or both

While data should normally be only recorded once, there could be circumstances where data
is recorded by copying from another original entry. In this case, the copied entry is not the
original data, but a copy of the data transferred from the first source. In such a situation, the
copied entry must be labeled as “Transcripted from [document ID] [version or copy ID]". This
demonstrates from where the data originated.

The originating source of the data must be retained. If it is not another official document, it
should be attached to the document that references it (that is, if the original entry was on
“scrap paper”, that paper must be attached to the official form).

Rewriting a document or form is strongly discouraged. If necessary, the original document
must be attached to the transcript (copy), which must contain the notation that explains the
reason for the re-writing, and the entries or section that was transcribed.

Date and times must be unambiguous

There must never be confusion over the actual date and/or time that is in a record. If the time
is recorded in the AM/PM mode, the AM/PM indicator must be used. If the time is recorded in
military (24-hour) clock mode, no such indicator is required. Local procedures may dictate
time standards regarding format, and these must be followed.

Dates must include the full identification of month, day, and year, and must be in a standard
format, as defined by local procedures. The local standard will prescribe at least the following:

» The order of the periods (typically, the US standard is mm/dd/yy(yy), and European
standard is typically, but not universally, dd/mm/yy(yy).)

» The year length (either 2-digits or 4-digits)
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» The month as either a numeral or written month

» Use of military or AM/PM time recording

Blank fields must be “N/A” unless obvious

A blank field on a completed form may either mean the field was not needed, or that it was
inadvertently skipped or missed. Blank fields not needed should be marked “N/A” to indicate
that they are not applicable. A line can be draw from the “N/A” to the end of the blank fields if
necessary. An allowable exception is when a defined set of options is provided, where it is
obvious that only one space is to be indicated, and then all other spaces will not be used (For
example, when the fields Yes ___ No___ N/A ___ are set, if one is checked, then the others
must be blank, or when an exclusive list of alternate boxes is provided).

When a large number of fields, even multiple pages of a form, are not required for reasons
that will be obvious (such as stopping a test cycle and not continuing), individual “N/A”s are
not required. Whole pages can be marked with a slanted line across the page and a single
“N/A” used to indicate the entire page (or major section) is not required to be filled out.

Ditto Marks for blank fields (intended to mean “same as above”) or continuous lines (arrows)
that are intended to indicate the same data as the first entry may or may not be permissible,
depending on local procedures. Entry makers must verify the acceptability of either approach
according to local GDP procedures prior to the use of each.

Fnttries are made, signed, and dated immediately, not ex post
acto

Entries and signatures are to be made to the records contemporaneously, after the task is
completed, and/or the data observed, and as soon as practically possibly. Recording data or
task completion well after the fact (as next day) is not acceptable. If a delay occurs, and the
recording takes place later (next or later day), the entry must be identified as such with the
notation: “Observed or performed on [actual day] but recorded or signed on [record day].”

If the person who performed the task or observed the data is not the person recording the
data, but the information is derived from alternative means (such as phone call), the means
by which that information was derived must be a comment with the entry, which will identify
the source or person who performed the task and observed the data, along with the signature
of the person recording that data.

It is never permissible to record task completion or data observed in advance. Back-dating of
a signature (signing with a prior date) is also prohibited.

Document attachments must be positively linked to their
point-of-origination

Document attachments may be required when supplemental information (additional data,
comments, and explanations) cannot fit in the document space, or additional pages of
supplemental or other information (such a screen prints, printout, or referenced documents)
are required to completely record the data or support the reason for a signature on a
document
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When an attachment exists, the referring document must be noted by the field, comment, or
additional data entry place for which an attachment exists. The name of the attachment, if
applicable, is noted, along with a page count of the attachment, if it contains multiple pages.

Document attachments must be labeled and paginated

Document attachments must have labeling on each page that is sufficient to identify the page
as part of the attachment set. This identification must be precise enough so that if a page is
removed from the attachment and co-mingled with other attachment, it can positively be
located and replaced into the correct attachment.

At least the first page of any attachment must have linkage identification to the referring
document, adequate to assure that the attachment can always be positively linked to its
referring document

The attachment pages must sequentially numbered, with a total page count indicated, on
either the first page, or on each page as “nn of nn pages”.

Work organizers and work aids

A work organizer/work aid is a document that consists solely of checklists, “to-do” lists, or
other items that are used by work performers to track progress completing a procedure.
These are never used to record the actual results, attest to completion, or define the
acceptability of the results, and so are not data records. Local procedures will determine
whether these must be retained upon completion of the tasks.

Document workflows and records retention

206

Local procedures will define the routing order and rules (workflows), storage methods, and
retention periods for all records. Documentation originators and approvers will follow those
procedures. With the exception of totally unused blank forms (unless a serial numbered copy)
and work aids (if local procedures allow), all documentation, completed or not, will always be
turned over to the repository or documentation custodian by the end of the project.
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Training/qualifications record

Name:

Organization:

Emp./Serial#:

Document
[Task ID

Version Training Method
or Date

Training Date

Trainee
Signature/Date

Train/Qualification
Approver
Signature/Date

Approved By:

Date:

© Copyright IBM Corp. 2003. All rights reserved.
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Instructions

The Training Record form is used to document training provided as part of the validation
project that qualifies a person to meet the requirements of the Qualifications/Training Matrix.
A separate Training Record will be prepared for each person who performs a task named in
the validation plan or protocol, and/or who records data or signs any document that is
referenced in the reports that close either the validation plan or testing protocol. The form is
completed as follows:

» Document/Task ID
The name or ID number of the document or the name of the Task as defined in the
document (if training is only conducted on a single procedure task).

» Version or Date
The document version or issue date that defines the version of the document being trained
on.

» Training Method
The method used to conduct the training, such as:

— Classroom
— Read and Review (with Trainer)

» Training Date
The date that the training was completed.

» Trainee Signature/Date
Dated signature of the Trainee, attesting to training completion.

» Trainer Signature/Date
Dated signature of the Trainer, attesting to satisfactory completion of training.

The Project Manager or designee will review the Training record for completeness and
accuracy, and will approve the completed record.

Multiple sheets may be used for additional training records for a person, and forms will be
page numbered accordingly.
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Resume equivalent for training
and qualifications record

The attached Resume (or Curriculum Vita (CV)) has been reviewed and accepted as
evidence of equivalent experience that meets the Qualification/Training requirements for the
assigned tasks.

Resume Attached for:

Equivalent Requirement(s):

Approved for Equivalency Date

Quality Reviewer: Date
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Training and Qualifications Test Script

Objective: The objective of this verification is to ensure that the person or
persons who perform the installation shall have the training and
qualifications that demonstrate their capability to perform the required

functions.
Set Up: None.
Procedure:
Table I-1
Step | Step Expected Results Actual Results Expectations Initial/Date
# Satisfied
(Yes/No)
1 The hardware installers Certification letter is
have been certified by provided by vendor
the manufacturerto have | stating that the
the appropriate installers are
qualifications to install qualified to install
their equipment as manufacturer’s
documented in a equipment.
certification letter. Attach | Certificates attached
certificates to the to the document.
document.
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Comments:

Summary of Test Script Results

Test Outcome

Deviation Number
(if applicable)

Test Execution |:| Pass D Fail

Completion

Initial/Date:

Tester: Signature: Date:
Test Reviewer: Signature: Date:

Appendix |. Resume equivalent for training and qualifications record
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Signature log

The signature log contains a signature and initial specimen for each person who signs or
initials any document, next to their printed (full) name. The log then enables any
signature/initial set on any document to be identified to the person.

Each person makes a single line entry with their full legal name (per the company personnel
records) then signs with their normal signature, and initials, and dates the entry.

Signature identification

Printed full legal name

Signature

Initials

Date

© Copyright IBM Corp. 2003. All rights reserved.
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Infrastructure installation and
operating manuals

The following is the complete listing of the manuals that are used to install, configure, and

support the infrastructure. The indicated columns are provided by the person performing the

IQ verification.

The following manuals are published by the IBM Corporation.

Provided during 1Q verification

Server Subsystem Device Driver User's
Guide

Line Manual Title IBM Order Local ID Location Verified
Number Serial # by/date
2105 Enterprise Storage Server
1 IBM TotalStorage Enterprise Storage GC26-7444
Server Introduction and Planning Guide
2 IBM TotalStorage Enterprise Storage SC26-7445
Server User's Guide
3 IBM TotalStorage Enterprise Storage SC26-7446
Server Host Systems Attachment Guide
4 IBM TotalStorage Enterprise Storage SC26-7448
Server Web Interface User's Guide
5 IBM TotalStorage Enterprise Storage SC26-7449
Server Copy Services Command-Line
Interface User's Guide
6 IBM TotalStorage Enterprise Storage SC26-7478

© Copyright IBM Corp. 2003. All rights reserved.
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Provided during IQ verification

IBM TotalStorage Enterprise Storage
Server Configuration Planner for S/390
and IBM @server zSeries Hosts

SC26-7476

Not
Applicable

IBM TotalStorage Enterprise Storage
Server Configuration Planner for
Open-Systems Hosts

SC26-7477

3584 Linear Tape Open Library

IBM 3584 UltraScalable Tape Library
Planning and Operator Guide

GA32-0408

10

IBM Ultrium Device Driver Installation and
User's Guide (English)

GA32-0430

11

Translated Safety Notices for External
Storage Devices

SA26-7197

7014 Rack

12

7014 Series Model TO0 and T42
Installation and Service Guide

SA38-0577

RS/6000® Enterprise Server

13

Enterprise Server Model H80 and
pSeries 660 Model 6H1 Installation Guide

SA38-0575

Not
Applicable

14

RS/6000 Enterprise Server Model H80
System Unit Safety Information

SA23-2652

Not
Applicable

pSeries 670

15

IBM @server pSeries 670 Installation
Guide

SA38-0613

16

RS/6000 and pSeries PCI Adapter
Placement Reference

SA38-0538

17

IBM @server pSeries 670 Installation
Guide

SA38-0613

pSeries 690

18

IBM @server pSeries 690 Installation
Guide

SA38-0587

Not
Applicable

19

RS/6000 Enterprise Server Model H80
System Unit Safety Information

SA23-2652

Not
Applicable

20

RS/6000 and pSeries PCI Adapter
Placement Reference

SA38-0538

Not
Applicable

AlIX Version 4.3

21

AlX Version 4.3 Quick Installation and
Startup Guide

SC23-4111

22

AlX Version 4.3 Installation Guide

SC23-4112

23

AlIX Version 4.3 Network Installation
Management Guide and Reference

SC23-4113
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Provided during 1Q verification

24 AlX Version 4.3 Quick Beginnings SC23-4114
25 AlX Version 4.3.0 Release Notes G110-0697
The following manual is published by McData Corporation.
Provided during IQ verification
Line# | Manual Title Part Number Local ID Location Verified
Serial # by/date
2031 McData Switch
26 McData Sphereon™ 4500 Fabric Switch | P/N
Product Manager User Manual 620158000-000
0 RevA
Document Prepared by: Date
Approved by: Date

Appendix K. Infrastructure installation and operating manuals
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Document and Manual Verification Test Script

Objective: The objective of this verification is to provide a record of the Vendor
Documentation at the time of installation of the hardware and software.
Set Up: None.
Procedure:
Step | Step Expected Results Actual Results Expectations | Initial/Date
ID Satisfied
(Yes/No)
1 Verify IBM system IBM List of system
document list. documents.
2 Attach list to the protocol List attached to protocol
3 Verify documents on list Record of viewing of
can be viewed each individual

document on list by
testerComment and
sign off by tester on list
indicating that all
documents have been
viewed by the tester.

4 Record documentlocation | IBM intranet or IBM
for all documents maintained hardcopy.
Result recorded for all
documents.
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Comments:

Summary of Test Script Results

Test Outcome

Deviation Number
(if applicable)

Test Execution |:| Pass D Fail

Completion

Initial/Date:

Tester: Signature: Date:
Test Reviewer: Signature: Date:

Appendix K. Infrastructure installation and operating manuals
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Testing protocol

The following are the protocol contents, which will be inserted into the protocol format of the
local procedures.
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Purpose

The purpose of this testing protocol is to verify that the Infrastructure that was specified in the
applicable sections of the referenced Technical Design has been installed and configured to
the Design requirements, is within a controlled environment that meets the equipment
vendors' specifications, and is functioning normally.

Scope
The scope of testing is confined to the components that are listed in the referenced technical
design documents for the system or systems that the Infrastructure will be supporting. The
type of testing of the Infrastructure components is limited to verification of proper installation,
and confirmation that the components' major features are operational.
An evaluation of the degree of risk to the functioning of the application or applications that the
Infrastructure will be supporting will identify the critical areas that will require additional testing
of the functionality of the component. The extent of testing demonstrated in the test
cases/scripts has been based upon the approved Risk Assessment document.
Responsibilities
The persons who will execute this protocol are listed below, by their respective roles.
Role Person or persons assigned
Test Manager
Perform Infrastructure Verification Tests
Perform Environment Verification Tests
Perform Documentation Verification Tests
Perform Functions Verification Tests
Review/Approve Test results
Prepare Testing Protocol Report
Approve Testing Protocol Report
Prerequisites

Prior to the issue of the test cases/scripts to the Testers, the Test Manager will verify that the
following prerequisites have been met:

Technical design document

The technical design document, containing Infrastructure requirements (including equipment
capacity specifications, configuration settings, and other technical Infrastructure
requirements) must be approved, and an official copy attached to the Infrastructure
Verification test case copy issued under this protocol
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Training

The persons assigned functions listed in role and responsibility table must be qualified and/or
trained as per the requirements of the training matrix attached to either this protocol, or the
validation plan referenced by this protocol. The Test Manager will confirm that the
Qualification document, or Training Record, requirement or requirements are met for each
person assigned becomes part of the validation records.

Infrastructure preparation

The Infrastructure to be verified and/or tested must be completely installed, set up, and
available for the testing process. The Test Manager will contact the Infrastructure manager or
managers and technical staff, and verify the entire Infrastructure, as described in the
Infrastructure Identification document referenced by this protocol, is ready for testing.

Infrastructure access authority and security

The Tester must obtain, using current approved data center procedures, the following access

authorities.
Infrastructure component Access requirement
Servers Root password
Storage User ID/Password
HMC User ID/Password
McData Switches Admin Password

The Testers assigned in section 3.0 must be granted physical access to the Infrastructure, in
accordance with current approved Data Center security procedures. The applicable
procedure is listed in the reference section of this protocol.

Test cases/scripts

The test cases/scripts that will be used for the testing are identified in the following listings.

Testing category Test case/Script ID #

Infrastructure Verification

Environmental Conditions Verification

Documentation Verification

Infrastructure Functions Verification

Testing procedures

The procedures to be used by the Test Manager, Testers, and Test reviewers are those listed
in the reference section of this protocol.
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Infrastructure manuals

The Testing will include verification that the required Infrastructure manuals, as identified by

the list named in the Reference section of this protocol, have been located, confirmed by title
and IBM manual number, and are stored under controlled documents procedures of the site,
as listed in the Reference section.

Acceptance criteria

The Infrastructure that is listed in the Infrastructure Identification named in the Reference
section of this protocol has qualified that all the test cases/scripts are completed, reviewed,
and either:

1. No deviations are present.

2. Any deviations are resolved, closed, approved, and the Summary report supports the
conclusion that the technical design document is adequately met, and is approved.

Test Report

This protocol will be summarized and the testing activities closed by a Protocol Report that
will be prepared after all testing tasks are concluded, including the resolution and/or retesting
of all deviations that are generated by this protocol. The report will be prepared and approved
according to the procedure listed in the reference section of this protocol.

References

The following are the documents that are referenced by this protocol.

Section Referenced document Document ID Version/lssue

1.0, 4.1 Technical Design Document [Site document]

2.0 Risk Assessment and Mitigation Plan [Appendix M, “Testing protocol” on
page 225]

4.3 Infrastructure Identification [Appendix B, “Infrastructure
identification” on page 39]

4.2 Qualifications/Training Matrix [Appendix E, “Installation Team
Training/Qualifications Matrix” on
page 189]

7.0 Infrastructure Installation/Operating Manuals | [Appendix H,
“Training/qualifications record” on
page 207]

6.0 Good Documentation Practices [Appendix G, “Good
Documentation Practices” on
page 201]

4.2 Training/Qualifications Record [Appendix H,
“Training/qualifications record” on
page 207]
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Section Referenced document Document ID Version/lssue

4.2 General Regulatory and 21CFR11 Training [Appendix F, “General regulatory
and 21CFR11 training” on
page 193]

6.0 Test Execution Procedure [Appendix O, “Test execution
procedure” on page 233]

6.0 Deviations Procedure [Appendix P, “Deviations
procedure” on page 239]

9.0 Validations Reports Procedure [Appendix Q, “Validation reports
procedure” on page 247]

4.4 Data Center Security Procedure [Site SOP #]

7.0 Controlled Documents Procedure [Site SOP#]

Appendix M. Testing protocol
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Trace Matrix

The Trace Matrix lists each item (line or ID#) on the documents that provide requirements or
identify specifications for the Infrastructure. For each line, the test script name/ID and
individual test or test step that verifies the requirement, specification, or risk-mitigating design
control is identified and recorded. When multiple test scripts or multiple test steps within a
script are required for verification then all should be listed, demonstrating what may be shown
as a range of test steps, if applicable, within the same (expanded) cell. When a single test
script or test step, or steps, verifies a number of requirements/specs or design mitigations, the
latter may be grouped within a cell to make a single match.

# Document/Requirement

Line/ID #

Test Script

Step/ID #

Technical Design Document: [Doc ID#]

Infrastructure Functional Specification: [Doc ID#]

Risk Assessment: [Doc ID #]

© Copyright IBM Corp. 2003. All rights reserved.
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# Document/Requirement Line/ID # | TestScript | Step/ID #
Document Prepared by: Date
Approved by: Date
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Test execution procedure

This appendix describes the test execution procedure.
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Purpose

The purpose of this procedure is to completely and properly execute the test cases that are
part of all approved testing protocol, identify any deviations that occur, and adequately
document the testing results so that a testing report can be approved.

Scope

This procedure applies to performance of the test case that is part of a validation testing
protocol, and so identified by a listing within the protocol. It does not apply to informal (bench)
testing or trial runs that may be done prior to the formal (per protocol) testing.

Roles and responsibilities

The persons who will use this procedure, by title and activities performed, are shown in the
following table.

Role Responsibility
Test Manager » Assigns the test cases to the Tester or Testers
(ma_y also be _the_ » Verifies required training is completed and any required equipment/database/datasets are
Project or Validation
ready for use
Manager) ) . . .
» Provides approved copies of test cases or scripts, and logs issuance
» Reviews all completed test cases for completeness and adequacy of accompanying
documentation
» Logs and manages all deviations to completion
» Incorporates all completed, approved, test case results and documentation into validation
records
Tester » Performs the actions indicated in the test case or script, and records the results
» Creates a deviation form if actual results do not match the expected results
» Prints, labels, and attaches any applicable hardcopy to the test case or deviation
» Repeats any tests as specified on a completed deviation, when a retest is indicated
Prerequisites

The following must be completed and documented before the Tester may begin to perform
any testing. The Test Manager is responsible for performing or verifying these pre-requisites
are met and documented in the validation records, before testing begins:

Protocol and test cases/Scripts approved

The testing protocol and the test cases that it references must be approved.

Testing assignments

The Test Manager will determine, based upon testing resources, schedule, and test case
content, which Testers will perform each test. The test cases referenced in the protocol must
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Training

all be assigned to the Testers, either as indicated in the protocol, or by a separate assignment
log, prepared and signed by the Test Manager.

The validation plan or testing protocol, or both, will specify the qualifications and/or training
the Test Manager and Tester or Testers will require. The documentation as specified in the
validation plan must be completed, approved, and in the validation records.

Equipment, database, and dataset or datasets preparation

Any preparation of the testing environment, according to the testing protocol, or as specified
in any of the test cases, must be completed prior to the start of any test cases that require that
preparation be complete in advance. If any test cases require a reset of any portion of the test
environment (from the conduct of a prior test), then the Test Manager will monitor the testing
progress, and assure that such a reset takes place as described in the testing protocol or test
case.

Instructions: Test Manager

Here are the instructions for the performance of the Test Manager’s duties.

Test assighments and log

The Test Manager will make copies of each test case/script from approved Masters (which
are retained with validation records), and will log the issue of the test case/scripts on the Test
Assignment Log (Example Attached). This form is used to track the issue and return the
status of all assigned Tests. The Test Manager will assure that all issued Tests are returned
and logged. The Project Manager or Quality Representative will review the Assignment Log to
verify all Tests are accounted for and will approve the Log.

Deviations management

When notified by a Tester that a deviation has occurred during a test, the Test Manager will
issue and log a deviation form to the Tester, according to the deviations procedure in effect for
the testing. Resolution of the deviation will be managed by that procedure.

If, for any reason, the testing does not follow the testing protocol requirements (such as tests
cases not performed), a deviation will be created by the Test Manager.

Test case/Script review

The completed test scripts are returned from the Tester and reviewed by either the Test
Manager or the Quality Representative. If any Tests are performed by the Test Manager, the
reviewer must be a Quality Representative. The Test reviews should include verification of the
following:

» The executed Test cases/scripts (copies) match the Masters retained in the validation files,
without any modifications or missing pages

» All Test scripts were completed. If any tests or steps within a test were not completed and
recorded, a deviation must be created and logged.

» Actual test results must meet expected test results, or a deviation must have been created.
The Deviations Log will be checked to verify any discrepancies.
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» All test records follow Good Documentation Practices
» Test results are signed by Tester, as indicated on the test case/script

» Hardcopy pages as identified on a test script are attached to completed tests, and are
labeled per the instructions in “Screen prints and reports” on page 236.

Instructions: Tester

Here are the instructions for the performance of the Tester’s duties.

Test case/Script execution

The Tester will perform the test script, following the test instructions provided, and will record
in the “Actual Result” column the actual system response or displayed value provided by the
system, as appropriate. When the system result is an action completely identified in the
“Expected Result” column, it is permissible to record results as an answer “yes” or “no” if the
expected results are observed. If data values are displayed, the actual value must be written
in the column, or must be in a screen printout attached to the test script, even if the values are
the same as expected.

Each test case/script step must be initialed by the tester as testimony that the test results are
accurate.

Variable input data values

Input data (if applicable) that is used during the conduct of the test is indicated in the “Data”
column or section of the test script. In some cases, the data is not predefined on the test
script, either because it will become apparent during the conduct of the test (such as when it’s
the result of a prior output or display), or the data value is determined by tester-specific
information (such as user ID/password). In these cases the data column or section will show
the input data as an explanation within brackets [nnnnn] and the explanation will indicate how
to determine the data value.

In these cases, the actual test results must include the recording of the actual data input value
supplied by the tester.

Screen prints and reports

For tests where the test instructions indicate a report or screen print is to be done, a screen
print or report must be generated and attached to the test script. The printout should be
labeled with the following information, on each page:

1. System identification (hame and version, if applicable)
2. Protocol ID

3. Test case/script and step ID

4. Page nof nn

When a report is generated that includes a report title, date/time stamp, and page counts as
printed values on each page, then the above information is only required on the first page.
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Screen printing instructions will be found in the test script or protocol instructions. A default
set of instructions for screen printing from any workstation running Microsoft Windows is as
follows:

» Hold down the Alt key and press PrtSc.

» Open MS Word, MS WordPad, or MS Notepad.

» Select Edit -> Paste.

» Confirm that the screen display is fully pasted into the screen.
» Select File -> Print, and choose the printer you want to use.

Test discrepancies

If the actual results are not as expected, the actual results will be recorded as observed, and
also marked “Fail” (or “No” if the actual results are a Yes/No answer) The Test Manager must
be informed, and a Test Deviation form supplied by the Test Manager must be completed. A

hardcopy screen printout of the results will be attached to the Deviation form. The test script

step where the deviation occurred will be noted with the deviation number. The deviation will
be turned over to the Test Manager.

Test review and signature

The Tester must review the test cases/scripts that they have completed, and verify that the
required screen prints and reports are attached. They will review and verify the following:

» All test case/script pages are present, and the steps were completed and documented.
» Every test step is initialed by the person performing that step.

» Every test step that has hardcopy requirements (screen print or report) has that document
attached to that test page.

» If any test steps have variable input data (values are in brackets), the actual value used is
recorded in the actual results column or section.

» Actual results exist for all tests. If any results are not as expected, the test step is marked
“Fail” or “No” and a Deviation Form number is indicated.

» All Test records follow Good Documentation Practices.

» Test results are signed by Tester, as indicated on the test case/script

» Hardcopy pages identified on the test script are attached to completed tests, and are
labeled per the instructions in “Screen prints and reports” on page 236.

The test case/script (or section done by the Tester) must be signed as testimony that they
have completed the tests (or sections) and reviewed the documents per the above checklist.
The signed test case/script is turned over to the Test Manager.
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Test Assighment Log

System:

Protocol #: Page _ _of
Test case/ Issued to Issue date Return date | Comments
Script ID

Reviewed by: Date

Legend

This lists the legend of the Test Assignment Log:

» Test ID is found on upper left corner of each approved script

» Issued To is person assigned to perform testing

» Issue Date is date copy of script given for testing

» Return Date is date test results returned, approved, to Project Manager

» Comments explain any anomalies in script control, dates, or returns
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Deviations procedure

This appendix describes the deviations procedure.
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Purpose

The purpose of this procedure is to ensure that any exceptions to the testing protocol
instructions, or variances from expected results that are found during testing, are
investigated, fully resolved, and documented to their completion.

Scope

This procedure applies to performance of the test case that is part of a validation testing
protocol, and that is identified by a listing within the protocol. It does not apply to informal
(bench) testing or trial runs that may be done prior to the formal (per protocol) testing.

Roles and responsibilities

The people who will use this procedure, by role title and activity, are listed in the following
table.

Role Responsibility

Tester Prepares the Deviation form if actual results do not match the expected results.
Prints, labels, and counts/documents pages of any applicable hardcopy evidence
to the test case. Repeats tests of any test errors after receipt of resolved
Deviation Report when a retest is indicated.

Technical Staff Investigates and/or corrects the problem identified in the deviation, or develops
reasons for no-correction, and identifies re-testing required to verify problem
correction.

Test Manager Confirms that the issue is a deviation and issues a Deviation form for Tester
completion. Creates all deviations related to testing protocol conduct
(non-testing related). Logs and tracks all deviations to closure. Aids in
investigations and corrective action determination. Reassigns retesting. Assures
all deviations are closed, and documentation is entered into validation records.

Instructions: Tester

Here are the instructions for the Tester to resolve deviations.

Deviation request

If any test results do not match the preprinted expected results on the test case, the tester will
contact the Test Manager. Upon confirmation that the issue does indicate a deviation, the
Tester will receive a deviation (see attached), and will complete the “Deviation Identification”
section. The Field “Suspected Cause” will only have Tester input if the information is readily
evident to the Tester.

Deviation documentation

The Tester will make a copy of the test case/script for the step where the deviation occurred,
and attach it to the deviation form. Also attached will be any screen prints and reports that
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were generated as required by the test instructions. In addition, the Tester will create any
screen prints, as applicable, that will aid the investigation.

The deviation will note all attachments that exist. All the attached documents will be labeled
per the Testing procedure instructions.

The deviation number (top left of form) that is assigned by the Test Manager will be noted on
the test case/script where the deviation occurred. When the Tester cannot readily determine
the applicable test step, the deviation number notation will be placed at the point where the
deviation became apparent, which may be the end of the test script.

Deviation package delivery

Retesting

The Tester will provide the deviation, along with its attached supporting documentation, to the
Test Manager. The Tester fills out the top portion, explaining what the actual results are, and
provides the document, along with a copy of the test case (appropriately marked to show the
test that failed), and any hardcopy, such as screen prints, that may aid in analysis of the error,
to the Validation Manger.

If the resolution of the deviation requires retesting, the Tester repeats the original test on a
second copy of the original test case/script that is marked as such, which is provided by the
Test Manager to the Tester. The retest results, with the documentation specified in the test
case/script and/or the retest instructions on the deviation, will be attached to the deviation.
The Tester will return the retested deviation to the Test Manager.

Instructions: Technical Staff

Here are the instructions for the Technical Staff to resolve deviations.

Deviation investigation

Upon being contacted by the Test Manager regarding a deviation, the Technical Staff will
evaluate the deviation package and its accompanying documentation. The cause of the
discrepancy will be evaluated and the cause will be determined. Based upon that result, one
of the following actions will be indicated:

» Incorrect Expected Result: If the error occurred because the test case has an incorrect
expected result, the deviation will be so noted and the correct expected result will be
described. An explanation for the difference between original and corrected expected
results must be provided.

» Change Required: If a change to the infrastructure or program code is required, the
deviation will be so noted, and the correction made to the system environment. If the
environment or system code is under change control, the applicable procedures for
change control will be followed.

» No Corrective Action: If analysis of the circumstances results in a decision not to make any
changes, due to technical issues, insufficient risk, or other reasons, that conclusion will be
noted and fully explained on the deviation.
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Deviation resolution documentation

Any documents that are created as part of the investigation or resolution, including repeats of
the original failed tests that were done to evaluate the issue, must be attached to the
deviation. The attachments will be labeled per the Testing Instructions, with the additional
notation of the deviation number.

Retesting requirements

If the deviation requires a change to the environment or system code, the retesting required to
confirm the successful change must be determined. This will normally be a repeat of the
original test, but additional testing may be required. The additional tests will either be
described on the deviation (along with expected results) or will be added as formatted test
scripts as a deviation attachment.

Deviation package

The Technical Staff will turn over the resolved deviation and all attachments to the Test
Manager, who will manage retesting and/or deviation closure.

Instructions: Test Manager

Here are the instructions for the Test Manager to resolve deviations.

Deviation identification

When notified by a Tester of an apparent discrepancy in a test case/script, the Test Manager
will review the situation, and confirm that a deviation has occurred. If a consultation with the
Technical Staff is required, the Test Manager will contact the appropriate person. If a deviation
is indicated, the Test Manager will initiate a Deviation form, and provide the Identification
information (protocol ID and deviation number). The deviation number will be assigned from
the next sequential number in the Deviations Log.

Deviation logging and tracking

The Test Manager will manage the deviations until they are resolved, and will indicate in the
log all changes in status. The Test Manager will monitor the log for timely response and return
of the deviation from the person in possession of the deviations. When all deviations are
closed, the Log will be reviewed by the Quality Representative to verify the deviations are
resolved, closed, and part of the Testing Protocol Report and validation records.

Deviation investigation and resolution

The Test Manager will ensure that all deviations are fully and completely investigated,
including complete and accurate determination of the root cause of the discrepancy.

Any deviations that are indicated as “Incorrect Expected Results” should be adequately
explained, and, if applicable, reviewed and confirmed by the test case/script preparer and
approvers.

Any deviations that are indicated as “No Change” must have an accompanying explanation
that is obvious and sufficient to withstand challenge. Attachments might be required to
provide sufficient space for a full justification.
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Deviations with change and retesting

If a change is indicated, either in the system environment or code, the Test Manager will
coordinate the update of the system with retesting, as indicated in the deviation. Additional
copies of the original test case/script sections applicable to the deviation will be made, logged
on the Test Assignment Log, and provided to the Tester.

Deviation review and closure

When the deviation is completed (after resolution or retesting, if applicable), the Test Manager
will review the deviation and attached documentation and verify:

» All fields on the deviation are completed, or Not Applicable, and so marked.

» All indicated attachments are present, and labeled as per the testing procedures.

» Rationale for “Incorrect Expected Results” or “No Change” is adequate enough to
withstand a reasonable challenge

After confirmation, the Test Manager will sign the deviation to indicate verification and closure
of the deviation.

Non-testing deviations

If events occur during the conduct of the protocol, where there are any exceptions to the
protocol instructions, or execution of any test cases/scripts (other than results from the tests)
the Test Manager will originate the deviation. The deviation will be logged, tracked, and
resolved in the same methods as testing deviations, except that Tester and/or Technical Staff
involvement may not be required.
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Deviation Report

The following tables list the Deviation Report information.

Protocol ID #: Deviation #:

Deviation identification

Test case/Script #:
Reported by:
DESCRIPTION:

Applicable Step:
Date ORIGINATED:

SUSPECTED CAUSE:

Deviation resolution

Required Action: Change Expected Results |:| Change Required |:| No Change |:|
Resolved by:

Details of Code Change or Reason for No Code Change:

Retest results

Retested by:

Retest Date:
Retest Results:

Retest Approved by:

Date:

Deviation Reviewed by: Date:
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Deviations log

This lists the legend for the deviations log table:

>

>

>

Test ID is found on the upper left corner of each approved script.

Issued To is the person preparing the deviation.

Issue Date is the date the Deviation form was provided to the requestor.

Return Date is the date that the completed deviation (with documents) is provided to the

Test Manager.

System:
Protocol #: Page _of
Test case | Issued to Issue Return Resolved by | Resolved Closed
/Script ID Date Date date date
Reviewed by: Date
Legend

Resolved by is the person assigned to investigate, resolve, and determine corrective

action or actions.

Resolved date is the date the deviation was returned for closure or retesting.

Closure date is the date the deviation has final approval.
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Validation reports procedure

This appendix describes the Validation reports procedure.
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Purpose

Scope

The purpose of this procedure is to create and approve reports that will summarize and close
out major validation activities.

This procedure applies to protocols that cover computer system testing and validation plans
that cover all, or a portion of, a computer system validation.

Roles and responsibilities

The people who will use this procedure, by role title and activity, are listed in the following
table.

Role Responsibility

Report Preparer Prepares the Report, and verifies all referenced documentation and records is
attached.

Quality Reviews the Report and attached documentation, records, and verifies report

Representative conclusions are justified

Instructions: Report Preparer

Here are the instructions for the Report Preparer to prepare the Validation report.

Report preparation

At the completion of the activities described in the protocol or validation plan, the person who
has been assigned the report per the protocol/plan will gather the documentation generated
by the prescribed activities in the protocol/plan. A report summarizing the results of the
completion of those activities will be prepared, with the following sections:

Purpose
This section will explain the reports functions and summarize the activities, list and discuss
the deviations or exceptions, and then determine and explain the conclusion for acceptance.

Scope

This section specifies the system, version, applicable protocol and/or plan, and range of
activities that the report covers. In cases where an interim report is created to finalize only a
portion of the protocol/plan, the scope of the interim report explains the limitations of the
report conclusion. The final report will explain the coverage relationship between the interim
and final reports.

Results

This section summarizes the results of the tasks covered in the protocol or plan, including
either verification that the tasks were all completed, or an explanation of any incomplete
tasks.
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Deviations

This section lists all deviations, and summarizes the reasons for accepting the deviations that
do not preclude accepting the protocol and/or validation. Any open items that require
follow-up tasks must be clearly identified, with the tasks assigned to specific persons and a
scheduled date for completion.

Exceptions

During the course of the protocol or validation activities, minor variances from the
protocol/plan may surface that are not related to the meeting of any acceptance criteria, but
only superfluous items, such as documentation formats, terminology, or personnel
assignments. These do not require a deviation to be prepared, but the differences in the
protocol/plan statements and the actual validation documents and records must be explained
and justified as to why the variance does not require a full deviation.

Between the deviations and the listed exceptions, the validation report must be able to
conclude that all the exact statements in the protocol or plan have been completely and
precisely met.

Discussion

Since the presence of deviations creates the potential for challenge to the conclusion that the
protocol/plan have been met, a discussion of the overall impact of the results will explain the
rationale for the conclusion that the acceptance criteria have been demonstrated. The
discussion section will provide the conclusion commentary.

Conclusion

This section will contain the statement of conclusion that the protocol or plan demonstrates
testing and/or system (or portion named) acceptance. If that conclusion carries any
conditions (such as limitations on system use), they must be fully explained.

Follow-up actions

A detailed list of any follow-up actions, tied to specific deviations or risk considerations, must
be provided. Each follow-up action must be assigned to a specific person, with a defined
completion schedule (due date).

Attachments

Any attachments must be listed in the report. Protocol attachments will at least include the
completed test cases/scripts, and all deviations. Plan attachments will be on all the validation
records, and may be the table of contents of the validation binder or binders.

Documentation

The report will contain a listing of attachments that will be the documentation and records that
support all sections covered in the report.

For a test protocol
The attached documentation will include the test cases/scripts and deviations.

For a Validation report

The attached documentation will be all of the validation records that are within the scope of
the validation plan (which may be the table of contents to the validation package).
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Instructions: Quality Representative

Here are the instructions for the Report Preparer to prepare the validation report.

Report Quality Review

The designated Quality Representative (according to the protocol or validation plan) will
review the report and its accompanying documentation and verify the following:

>

The validation records listed in the report are complete and individually approved.
Attachments listed in a validation record are complete.

The validation records demonstrate that every requirement statement in the protocol or
plan has been accomplished

All deviations are completed, closed, and approved. If any follow-up tasks are indicated
from a deviation, those tasks have been identified and assigned to a specific person, with
a defined completion date.

Any exceptions have reasonable justification that a deviation is not required.

The conclusion has adequate support for its argument that the protocol or plan has
demonstrated the acceptance criteria has been met, in spite of any deviations.

There are no follow-up tasks that would require completion before the report conclusion
can be accepted.

The Preparer, system owner representative, and technical representative have reviewed
and approved the report.

Report approval

The Quality Representative approval closes the report. For a protocol, this authorizes the next
actions defined per the validation plan. For a validation plan, this releases the system (or
system section depending on scope) for production use.
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Part 3

FDA 21 CFR Part
11 and guidance

This section provides regulatory information that is current as of the date of this publication
from the FDA Web sites. In this regulatory information, the FDA provides readers other
reference sources some of which have been updated since this FDA publication.

This part contains the following appendixes:

» Appendix T, “FDA 21 CFR Part 11 Preamble”

» Appendix U, “FDA 21 CFR Part 11 Final Rule”

» Appendix V, “FDA guidance for industry: Computerized systems in clinical trials”

» Appendix W, “FDA guidance: General principles of software validation”

» Appendix X, “FDA guides to inspections”
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FDA 21 CFR Part 11 Preamble

WAIS Document Retrieval [Federal Register: March 20, 1997 (Volume 62, Number 54)]
[Rules and Regulations]
[FDA pages 13429-13466)]
From the Federal Register Online via GPO Access [wais.access.gpo.gov]
[DOCID:fr20mr97-25]
[FDA page 13429]

Part Il

Department of Health and Human Services

Food and Drug Administration

21 CFR Part 11

Electronic Records; Electronic Signatures; Final Rule
Electronic Submissions; Establishment of Public Docket; Notice
[FDA page 13430]

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Food and Drug Administration
21 CFR Part 11

[Docket No. 92N-0251]
RIN 0910-AA29

Electronic Records; Electronic Signatures
AGENCY: Food and Drug Administration, HHS.

ACTION: Final rule.
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SUMMARY: The Food and Drug Administration (FDA) is issuing regulations that provide
criteria for acceptance by FDA, under certain circumstances, of electronic records, electronic
signatures, and handwritten signatures executed to electronic records as equivalent to paper
records and handwritten signatures executed on paper. These regulations, which apply to all
FDA program areas, are intended to permit the widest possible use of electronic technology,
compatible with FDA's responsibility to promote and protect public health. The use of
electronic records as well as their submission to FDA is voluntary. Elsewhere in this issue of
the Federal Register, FDA is publishing a document providing information concerning
submissions that the agency is prepared to accept electronically.

DATES: Effective August 20, 1997. Submit written comments on the information collection
provisions of this final rule by May 19, 1997.

ADDRESSES: Submit written comments on the information collection provisions of this final
rule to the Dockets Management Branch (HFA-305), Food and Drug Administration, 12420
Parklawn Dr., rm. 1-23, Rockville, MD 20857.

The final rule is also available electronically via Internet: http://www. fda.gov.

FOR FURTHER INFORMATION CONTACT: Paul J. Motise, Center for Drug Evaluation and
Research (HFD-325), Food and Drug Administration, 7520 Standish PI., Rockville, MD
20855, 301-594-1089. E-mail address via Internet: Motise @ CDER.FDA.GOV, [Note
5/21/2001: Current address ismailto:pmotise@ora.fda.gov] or Tom M. Chin, Division of
Compliance Policy (HFC-230), Food and Drug Administration, 5600 Fishers Lane, Rockuville,
MD 20857, 301-827-0410. E-mail address via Internet: TChin@ FDAEM.SSW.DHHS.GOV
[Note 5/21/2001: Current address ismailto:tchin@ora.fda.gov]

SUPPLEMENTARY INFORMATION:

l. Background

In 1991, members of the pharmaceutical industry met with the agency to determine how they
could accommodate paperless record systems under the current good manufacturing
practice (CGMP) regulations in parts 210 and 211 (21 CFR parts 210 and 211). FDA created
a Task Force on Electronic ldentification/Signatures to develop a uniform approach by which
the agency could accept electronic signatures and records in all program areas. In a February
24,1992, report, a task force subgroup, the Electronic Identification/Signature Working
Group, recommended publication of an advance notice of proposed rulemaking (ANPRM) to
obtain public comment on the issues involved.

In the Federal Register of July 21, 1992 (57 FR 32185), FDA published the ANPRM, which
stated that the agency was considering the use of electronic identification/signatures, and
requested comments on a number of related topics and concerns. FDA received 53
comments on the ANPRM. In the Federal Register of August 31, 1994 (59 FR 45160), the
agency published a proposed rule that incorporated many of the comments to the ANPRM,
and requested that comments on the proposed regulation be submitted by November 29,
1994. A complete discussion of the options considered by FDA and other background
information on the agency's policy on electronic records and electronic signatures can be
found in the ANPRM and the proposed rule.

FDA received 49 comments on the proposed rule. The commenters represented a broad
spectrum of interested parties: Human and veterinary pharmaceutical companies as well as
biological products, medical device, and food interest groups, including 11 trade associations,
25 manufacturers, and 1 Federal agency.
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Il. Highlights of the Final Rule

The final rule provides criteria under which FDA will consider electronic records to be
equivalent to paper records, and electronic signatures equivalent to traditional handwritten
signatures. Part 11 (21 CFR part 11) applies to any paper records required by statute or
agency regulations and supersedes any existing paper record requirements by providing that
electronic records may be used in lieu of paper records. Electronic signatures which meet the
requirements of the rule will be considered to be equivalent to full handwritten signatures,
initials, and other general signings required by agency regulations.

Section 11.2 provides that records may be maintained in electronic form and electronic
signatures may be used in lieu of traditional signatures. Records and signatures submitted to
the agency may be presented in an electronic form provided the requirements of part 11 are
met and the records have been identified in a public docket as the type of submission the
agency accepts in an electronic form. Unless records are identified in this docket as
appropriate for electronic submission, only paper records will be regarded as official
submissions.

Section 11.3 defines terms used in part 11, including the terms: Biometrics, closed system,
open system, digital signature, electronic record, electronic signature, and handwritten
signature.

Section 11.10 describes controls for closed systems, systems to which access is controlled
by persons responsible for the content of electronic records on that system. These controls
include measures designed to ensure the integrity of system operations and information
stored in the system. Such measures include: (1) Validation; (2) the ability to generate
accurate and complete copies of records; (3) archival protection of records; (4) use of
computer-generated, time-stamped audit trails; (5) use of appropriate controls over systems
documentation; and (6) a determination that persons who develop, maintain, or use electronic
records and signature systems have the education, training, and experience to perform their
assigned tasks.

Section 11.10 also addresses the security of closed systems and requires that: (1) System
access be limited to authorized individuals; (2) operational system checks be used to enforce
permitted sequencing of steps and events as appropriate; (3) authority checks be used to
ensure that only authorized individuals can use the system, electronically sign a record,
access the operation or computer system input or output device, alter a record, or perform
operations; (4) device (e.g., terminal) checks be used to determine the validity of the source
of data input or operation instruction; and (5) written policies be established and adhered to
holding individuals accountable and responsible for actions initiated under their electronic
signatures, so as to deter record and signature falsification.

Section 11.30 sets forth controls for open systems, including the controls required for closed
systems in Sec. 11.10 and additional measures such as document encryption and use of
appropriate digital signature standards [FDA page 13431] to ensure record authenticity,
integrity, and confidentiality.

Section 11.50 requires signature manifestations to contain information associated with the
signing of electronic records. This information must include the printed name of the signer,
the date and time when the signature was executed, and the meaning (such as review,
approval, responsibility, and authorship) associated with the signature. In addition, this
information is subject to the same controls as for electronic records and must be included in
any human readable forms of the electronic record (such as electronic display or printout).
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Under Sec. 11.70, electronic signatures and handwritten signatures executed to electronic
records must be linked to their respective records so that signatures cannot be excised,
copied, or otherwise transferred to falsify an electronic record by ordinary means.

Under the general requirements for electronic signatures, at Sec. 11.100, each electronic
signature must be unique to one individual and must not be reused by, or reassigned to,
anyone else. Before an organization establishes, assigns, certifies, or otherwise sanctions an
individual's electronic signature, the organization shall verify the identity of the individual.

Section 11.200 provides that electronic signatures not based on biometrics must employ at
least two distinct identification components such as an identification code and password. In
addition, when an individual executes a series of signings during a single period of controlled
system access, the first signing must be executed using all electronic signature components
and the subsequent signings must be executed using at least one component designed to be
used only by that individual. When an individual executes one or more signings not performed
during a single period of controlled system access, each signing must be executed using all of
the electronic signature components.

Electronic signatures not based on biometrics are also required to be used only by their
genuine owners and administered and executed to ensure that attempted use of an
individual's electronic signature by anyone else requires the collaboration of two or more
individuals. This would make it more difficult for anyone to forge an electronic signature.
Electronic signatures based upon biometrics must be designed to ensure that such
signatures cannot be used by anyone other than the genuine owners.

Under Sec. 11.300, electronic signatures based upon use of identification codes in
combination with passwords must employ controls to ensure security and integrity. The
controls must include the following provisions: (1) The uniqueness of each combined
identification code and password must be maintained in such a way that no two individuals
have the same combination of identification code and password; (2) persons using
identification codes and/or passwords must ensure that they are periodically recalled or
revised; (3) loss management procedures must be followed to deauthorize lost, stolen,
missing, or otherwise potentially compromised tokens, cards, and other devices that bear or
generate identification codes or password information; (4) transaction safeguards must be
used to prevent unauthorized use of passwords and/or identification codes, and to detect and
report any attempt to misuse such codes; (5) devices that bear or generate identification
codes or password information, such as tokens or cards, must be tested initially and
periodically to ensure that they function properly and have not been altered in an
unauthorized manner.

lll. Comments on the Proposed Rule

A. General Comments

1. Many comments expressed general support for the proposed rule. Noting that the
proposal's regulatory approach incorporated several suggestions submitted by industry in
comments on the ANPRM, a number of comments stated that the proposal is a good example
of agency and industry cooperation in resolving technical issues.

Several comments also noted that both industry and the agency can realize significant
benefits by using electronic records and electronic signatures, such as increasing the speed
of information exchange, cost savings from the reduced need for storage space, reduced
errors, data integration/trending, product improvement, manufacturing process streamlining,
improved process control, reduced vulnerability of electronic signatures to fraud and abuse,
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and job creation in industries involved in electronic record and electronic signature
technologies.

One comment noted that, when part 11 controls are satisfied, electronic signatures and
electronic records have advantages over paper systems, advantages that include: (1) Having
automated databases that enable more advanced searches of information, thus obviating the
need for manual searches of paper records; (2) permitting information to be viewed from
multiple perspectives; (3) permitting determination of trends, patterns, and behaviors; and (4)
avoiding initial and subsequent document misfiling that may result from human error.

There were several comments on the general scope and effect of proposed part 11. These
comments noted that the final regulations will be viewed as a standard by other Government
agencies, and may strongly influence the direction of electronic record and electronic
signature technologies. One comment said that FDA's position on electronic
signatures/electronic records is one of the most pressing issues for the pharmaceutical
industry and has a significant impact on the industry's future competitiveness. Another
comment said that the rule constitutes an important milestone along the Nation's information
superhighway.

FDA believes that the extensive industry input and collaboration that went into formulating the
final rule is representative of a productive partnership that will facilitate the use of advanced
technologies. The agency acknowledges the potential benefits to be gained by electronic
record/electronic signature systems. The agency expects that the magnitude of these benefits
should significantly outweigh the costs of making these systems, through compliance with
part 11, reliable, trustworthy, and compatible with FDA's responsibility to promote and protect
public health. The agency is aware of the potential impact of the rule, especially regarding the
need to accommodate and encourage new technologies while maintaining the agency's
ability to carry out its mandate to protect public health. The agency is also aware that other
Federal agencies share the same concerns and are addressing the same issues as FDA; the
agency has held informal discussions with other Federal agencies and participated in several
interagency groups on electronic records/electronic signatures and information technology
issues. FDA looks forward to exchanging information and experience with other agencies for
mutual benefit and to promote a consistent Federal policy on electronic records and
signatures. The agency also notes that benefits, such as the ones listed by the comments, will
help to offset any system modification costs that persons may incur to achieve compliance
with part 11.

B. Regulations Versus Guidelines

2. Several comments addressed whether the agency's policy on electronic signatures and
electronic records should be issued as a regulation [FDA page 13432] or recommended in a
guideline. Most comments supported a regulation, citing the need for a practical and workable
approach for criteria to ensure that records can be stored in electronic form and are reliable,
trustworthy, secure, accurate, confidential, and authentic. One comment specifically
supported a single regulation covering all FDA-regulated products to ensure consistent
requirements across all product lines. Two comments asserted that the agency should only
issue guidelines or “make the regulations voluntary." One of these comments said that by
issuing regulations, the agency is shifting from creating tools to enhance communication
(technological quality) to creating tools for enforcement (compliance quality).

The agency remains convinced, as expressed in the preamble to the proposed rule (59 FR
45160 at 45165), that a policy statement, inspection guide, or other guidance would be an
inappropriate means for enunciating a comprehensive policy on electronic signatures and
records. FDA has concluded that regulations are necessary to establish uniform, enforceable,
baseline standards for accepting electronic signatures and records. The agency believes,
however, that supplemental guidance documents would be useful to address controls in
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greater detail than would be appropriate for regulations. Accordingly, the agency anticipates
issuing supplemental guidance as needed and will afford all interested parties the opportunity
to comment on the guidance documents.

The need for regulations is underscored by several opinions expressed in the comments. For
example, one comment asserted that it should be acceptable for supervisors to remove the
signatures of their subordinates from signed records and replace them with their own
signatures. Although the agency does not object to the use of a supervisor's signature to
endorse or confirm a subordinate's actions, removal of an original signature is an action the
agency views as falsification. Several comments also argued that an electronic signature
should consist of only a password, that passwords need not be unique, that it is acceptable for
people to use passwords associated with their personal lives (like the names of their children
or their pets), and that passwords need only be changed every 2 years. FDA believes that
such procedures would greatly increase the possibility that a password could be
compromised and the chance that any resulting impersonation and/or falsification would
continue for a long time. Therefore, an enforceable regulation describing the acceptable
characteristics of an electronic signature appears necessary.

C. Flexibility and Specificity

3. Several comments addressed the flexibility and specificity of the proposed rule. The
comments contended that agency acceptance of electronic records systems should not be
based on any particular technology, but rather on the adequacy of the system controls under
which they are created and managed. Some comments claimed that the proposed rule was
overly prescriptive and that it should not specify the mechanisms to be used, but rather only
require owners/users to design appropriate safeguards and validate them to reasonably
ensure electronic signature integrity and authenticity. One comment commended the agency
for giving industry the freedom to choose from a variety of electronic signature technologies,
while another urged that the final rule be more specific in detailing software requirements for
electronic records and electronic notebooks in research and testing laboratories.

The agency believes that the provisions of the final rule afford firms considerable flexibility
while providing a baseline level of confidence that records maintained in accordance with the
rule will be of high integrity. For example, the regulation permits a wide variety of existing and
emerging electronic signature technologies, from use of identification codes in conjunction
with manually entered passwords to more sophisticated biometric systems that may
necessitate additional hardware and software. While requiring electronic signatures to be
linked to their respective electronic records, the final rule affords flexibility in achieving that
link through use of any appropriate means, including use of digital signatures and secure
relational database references. The final rule accepts a wide variety of electronic record
technologies, including those based on optical storage devices. In addition, as discussed in
comment 40 of this document, the final rule does not establish numerical standards for levels
of security or validation, thus offering firms flexibility in determining what levels are
appropriate for their situations. Furthermore, while requiring operational checks, authority
checks, and periodic testing of identifying devices, persons have the flexibility of conducting
those controls by any suitable method. When the final rule calls for a certain control, such as
periodic testing of identification tokens, persons have the option of determining the frequency.

D. Controls for Electronic Systems Compared with Paper Systems

316

4. Two comments stated that any controls that do not apply to paper-based document
systems and handwritten signatures should not apply to electronic record and signature
systems unless those controls are needed to address an identified unique risk associated
with electronic record systems. One comment expressed concern that FDA was establishing
a much higher standard for electronic signatures than necessary.
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In attempting to establish minimum criteria to make electronic signatures and electronic
records trustworthy and reliable and compatible with FDA's responsibility to promote and
protect public health (e.g., by hastening the availability of new safe and effective medical
products and ensuring the safety of foods), the agency has attempted to draw analogies to
handwritten signatures and paper records wherever possible. In doing so, FDA has found that
the analogy does not always hold because of the differences between paper and electronic
systems. The agency believes some of those differences necessitate controls that will be
unique to electronic technology and that must be addressed on their own merits and not
evaluated on the basis of their equivalence to controls governing paper documents.

The agency found that some of the comments served to illustrate the differences between
paper and electronic record technologies and the need to address controls that may not
generally be found in paper record systems. For example, several comments pointed out that
electronic records built upon information databases, unlike paper records, are actually
transient views or representations of information that is dispersed in various parts of the
database. (The agency notes that the databases themselves may be geographically
dispersed but linked by networks.) The same software that generates representations of
database information on a screen can also misrepresent that information, depending upon
how the software is written (e.g., how a query is prepared). In addition, database elements
can easily be changed at any time to misrepresent information, without evidence that a
change was made, and in a manner that destroys the original information. Finally, more
people have potential access to electronic record [FDA page 13433] systems than may have
access to paper records.

Therefore, controls are needed to ensure that representations of database information have
been generated in a manner that does not distort data or hide noncompliant or otherwise bad
information, and that database elements themselves have not been altered so as to distort
truth or falsify a record. Such controls include: (1) Using time-stamped audit trails of
information written to the database, where such audit trails are executed objectively and
automatically rather than by the person entering the information, and (2) limiting access to the
database search software. Absent effective controls, it is very easy to falsify electronic
records to render them indistinguishable from original, true records.

The traditional paper record, in comparison, is generally a durable unitized representation
that is fixed in time and space. Information is recorded directly in a manner that does not
require an intermediate means of interpretation. When an incorrect entry is made, the
customary method of correcting FDA-related records is to cross out the original entry in a
manner that does not obscure the prior data. Although paper records may be falsified, it is
relatively difficult (in comparison to falsification of electronic records) to do so in a
nondetectable manner. In the case of paper records that have been falsified, a body of
evidence exists that can help prove that the records had been changed; comparable methods
to detect falsification of electronic records have yet to be fully developed.

In addition, there are significant technological differences between traditional handwritten
signatures (recorded on paper) and electronic signatures that also require controls unique to
electronic technologies. For example, the traditional handwritten signature cannot be readily
compromised by being “loaned” or “lost,” whereas an electronic signature based on a
password in combination with an identification code can be compromised by being “loaned” or
“lost.” By contrast, if one person attempts to write the handwritten signature of another
person, the falsification would be difficult to execute and a long-standing body of
investigational techniques would be available to detect the falsification. On the other hand,
many electronic signatures are relatively easy to falsify and methods of falsification almost
impossible to detect.

Appendix T. FDA 21 CFR Part 11 Preamble 317



Accordingly, although the agency has attempted to keep controls for electronic record and
electronic signatures analogous to traditional paper systems, it finds it necessary to establish
certain controls specifically for electronic systems.

E. FDA Certification of Electronic Signature Systems

5. One comment requested FDA certification of what it described as a low-cost,
biometric-based electronic signature system, one which uses dynamic signature verification
with a parameter code recorded on magnetic stripe cards.

The agency does not anticipate the need to certify individual electronic signature products.
Use of any electronic signature system that complies with the provisions of part 11 would
form the basis for agency acceptance of the system regardless of what particular technology
or brand is used. This approach is consistent with FDA's policy in a variety of program areas.
The agency, for example, does not certify manufacturing equipment used to make drugs,
medical devices, or food.

F. Biometric Electronic Signatures

6. One comment addressed the agency's statement in the proposed rule (59 FR 45160 at
45168) that the owner of a biometric/behavioral link could not lose or give it away. The
comment stated that it was possible for an owner to “lend” the link for a file to be opened, as a
collaborative fraudulent gesture, or to unwittingly assist a fraudulent colleague in an
“emergency,” a situation, the comment said, that was not unknown in the computer industry.

The agency acknowledges that such fraudulent activity is possible and that people
determined to falsify records may find a means to do so despite whatever technology or
preventive measures are in place. The controls in part 11 are intended to deter such actions,
make it difficult to execute falsification by mishap or casual misdeed, and to help detect such
alterations when they occur (see Sec. 11.10 (introductory paragraph and especially Secs.
11.10(j) and 11.200(b)).

G. Personnel Integrity

7. A few comments addressed the role of individual honesty and trust in ensuring that
electronic records are reliable, trustworthy, and authentic. One comment noted that firms
must rely in large measure upon the integrity of their employees. Another said that subpart C
of part 11, Electronic Signatures, appears to have been written with the belief that
pharmaceutical manufacturers have an incentive to falsify electronic signatures. One
comment expressed concern about possible signature falsification when an employee leaves
a company to work elsewhere and the employee uses the electronic signature illegally.

The agency agrees that the integrity of any electronic signature/electronic record system
depends heavily upon the honesty of employees and that most persons are not motivated to
falsify records. However, the agency's experience with various types of records and signature
falsification demonstrates that some people do falsify information under certain
circumstances. Among those circumstances are situations in which falsifications can be
executed with ease and have little likelihood of detection. Part 11 is intended to minimize the
opportunities for readily executing falsifications and to maximize the chances of detecting
falsifications.

Concerning signature falsification by former employees, the agency would expect that upon
the departure of an employee, the assigned electronic signature would be “retired” to prevent
the former employee from falsely using the signature.
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H. Security of Industry Electronic Records Submitted to FDA

8. Several comments expressed concern about the security and confidentiality of electronic
records submitted to FDA. One suggested that submissions be limited to such read-only
formats as CD-ROM with raw data for statistical manipulation provided separately on floppy
diskette. One comment suggested that in light of the proposed rule, the agency should review
its own internal security procedures. Another addressed electronic records that may be
disclosed under the Freedom of Information Act and expressed concern regarding agency
deletion of trade secrets. One comment anticipated FDA's use of open systems to access
industry records (such as medical device production and control records) and suggested that
such access should be restricted to closed systems.

The agency is well aware of its legal obligation to maintain the confidentiality of trade secret
information in its possession, and is committed to meet that obligation regardless of the form
(paper or electronic) a record takes. The procedures used to ensure confidentiality are
consistent with the provisions of part 11. FDA is also examining other controls, such as use of
digital signatures, to ensure submission integrity. To permit legitimate changes to be made,
the agency does not believe that it is necessary to restrict submissions to those maintained in
[FDA page 13434] read-only formats in all cases; each agency receiving unit retains the
flexibility to determine whatever format is most suitable. Those intending to submit material
are expected to consult with the appropriate agency receiving unit to determine the
acceptable formats.

Although FDA access to electronic records on open systems maintained by firms is not
anticipated in the near future, the agency believes it would be inappropriate to rule out such a
procedure. Such access can be a valuable inspection tool and can enhance efficiencies by
reducing the time investigators may need to be on site. The agency believes it is important to
develop appropriate procedures and security measures in cooperation with industry to ensure
that such access does not jeopardize data confidentiality or integrity.

I. Effective Date/Grandfathering

9. Several comments addressed the proposed effective date of the final rule, 90 days after
publication in the Federal Register, and suggested potential exemptions (grandfathering) for
systems now in use. Two comments requested an expedited effective date for the final rule.
One comment requested an effective date at least 18 months after publication of the final rule
to permit firms to modify and validate their systems. One comment expressed concern about
how the rule, in general, will affect current systems, and suggested that the agency permit
firms to continue to use existing electronic record systems that otherwise conform to good
manufacturing or laboratory practices until these firms make major modifications to those
systems or until 5 years have elapsed, whichever comes first. Several other comments
requested grandfathering for specific sections of the proposed rule.

The agency has carefully considered the comments and suggestions regarding the final rule's
effective date and has concluded that the effective date should be 5 months after date of
publication in the Federal Register. The agency wishes to accommodate firms that are
prepared now to comply with part 11 or will be prepared soon, so as to encourage and foster
new technologies in a manner that ensures that electronic record and electronic signature
systems are reliable, trustworthy, and compatible with FDA's responsibility to promote and
protect public health. The agency believes that firms that have consulted with FDA before
adopting new electronic record and electronic signature technologies (especially technologies
that may impact on the ability of the agency to conduct its work effectively) will need to make
few, if any, changes to systems used to maintain records required by FDA.

The agency believes that the provisions of part 11 represent minimal standards and that a
general exemption for existing systems that do not meet these provisions would be
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inappropriate and not in the public interest because such systems are likely to generate
electronic records and electronic signatures that are unreliable, untrustworthy, and not
compatible with FDA's responsibility to promote and protect public health. Such an exemption
might, for example, mean that a firm could: (1) Deny FDA inspectional access to electronic
record systems, (2) permit unauthorized access to those systems, (3) permit individuals to
share identification codes and passwords, (4) permit systems to go unvalidated, and (5)
permit records to be falsified in many ways and in a manner that goes undetected.

The agency emphasizes that these regulations do not require, but rather permit, the use of
electronic records and signatures. Firms not confident that their electronic systems meet the
minimal requirements of these regulations are free to continue to use traditional signatures
and paper documents to meet recordkeeping requirements.

J. Comments by Electronic Mail and Electronic Distribution of FDA Documents

10. One comment specifically noted that the agency has accepted comments by e-mail and
that this provides an additional avenue for public participation in the rulemaking process.
Another comment encouraged FDA to expand the use of electronic media to provide
information by such open systems as bulletin boards.

The agency intends to explore further the possibility of continuing to accept public comments
by e-mail and other electronic means. For this current experiment, the agency received only
one comment by e-mail. The comment that addressed this issue was, itself, transmitted in a
letter. The agency recognizes the benefits of distributing information electronically, has
expanded that activity, and intends to continue that expansion. Although only one e-mail
comment was received, the agency does not attribute that low number to a lack of ability to
send e-mail because the agency received e-mail from 198 persons who requested the text of
the proposed rule, including requests from people outside the United States.

K. Submissions by Facsimile (Fax)

11. One comment said that part 11 should include a provision for FDA acceptance of
submissions by fax, such as import form FDA 2877. The comment noted that the U.S.
Customs Service accepts fax signatures on its documents, and claimed that FDA's insistence
on hard copies of form FDA 2877 is an impediment to imports.

The agency advises that part 11 permits the unit that handles import form FDA 2877 to
accept that record in electronic form when it is prepared logistically to do so. As noted in the
discussion on Sec. 11.1(b) in comment 21 of this document, the agency recognizes that faxes
can be in paper or electronic form, based on the capabilities of the sender and recipient.

L. Blood Bank Issues

12. Two comments addressed blood bank issues in the context of electronic records and
electronic signatures and said the agency should clarify that part 11 would permit electronic
crossmatching by a central blood center for individual hospitals. One comment stated that
remote blood center and transfusion facilities should be permitted to rely on electronically
communicated information, such as authorization for labeling/issuing units of blood, and that
the electronic signature of the supervisor in the central testing facility releasing the product for
labeling and issuance should be sufficient because the proposed rule guards against security
and integrity problems.

One comment questioned whether, under part 11, electronic signatures would meet the
signature requirements for the release of units of blood, and if there would be instances
where a full signature would be required instead of a technician's identification. Another
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comment asserted that it is important to clarify how the term “batch” will be interpreted under
part 11, and suggested that the term used in relation to blood products refers to a series of
units of blood having undergone common manufacturing processes and recorded on the
same computerized document. The comment contrasted this to FDA's current view that each
unit of blood be considered a batch.

The agency advises that part 11 permits release records now in paper form to be in electronic
form and traditional handwritten signatures to be electronic signatures. Under part 11, the
name of the technician must appear in the record display or printout to clearly identify the
technician. The appearance of the technician's identification code [FDA page 13435] alone
would not be sufficient. The agency also advises that the definition of a “batch” for blood or
other products is not affected by part 11, which addresses the trustworthiness and reliability
of electronic records and electronic signatures, regardless of how a batch, which is the
subject of those records and signatures, is defined.

M. Regulatory Flexibility Analysis

13. One comment said that, because part 11 will significantly impact a substantial number of
small businesses, even though the impact would be beneficial, FDA is required to perform a
regulatory flexibility analysis and should publish such an analysis in the Federal Register
before a final rule is issued.

The comment states that the legislative history of the Regulatory Flexibility Act is clear that,
“significant economic impact,” as it appears at 5 U.S.C. 605(b) is neutral with respect to
whether such impact is beneficial or adverse.

Contrary to the comment's assertion, the legislative history is not dispositive of this matter. It
is well established that the task of statutory construction must begin with the actual language
of the statute. (See Bailey v. United States, 116 S. Ct. 595, 597 (1996).) A statutory term must
not be construed in isolation; a provision that may seem ambiguous in isolation is often
clarified by the remainder of the statute. (See Dept. Of Revenue of Oregon v. ACF Industries,
114 S. Ct. 843, 850 (1994).) Moreover, it is a fundamental canon of statutory construction that
identical terms within the same statute must bear the same meaning. (See Reno v. Koray, 115
S. Ct. 2021, 2026 (1995).)In addition to appearing in 5 U.S.C. 605(b), the term “significant
economic impact” appears elsewhere in the statute. The legislation is premised upon the
congressional finding that alternative regulatory approaches may be available which
“minimize the significant economic impact” of rules (5 U.S.C. 601 note). In addition, an initial
regulatory flexibility analysis must describe significant regulatory alternatives that “minimize
any significant economic impact” (5 U.S.C. 603(c)). Similarly, a final regulatory flexibility
analysis must include a description of the steps the agency has taken to “minimize any
significant economic impact” (5 U.S.C. 604(a)(5)). The term appeared as one of the elements
of a final regulatory flexibility analysis, as originally enacted in 1980. (See Pub. L. No. 96-354,
3(a), 94 Stat. 1164, 1167 (1980) (formerly codified at 5 U.S.C. 604(a)(3)).) In addition, when
Congress amended the elements of a final regulatory flexibility analysis in 1996, it re-enacted
the term, as set forth above. (See Pub. L. 104-121, 241(b), 110 Stat. 857, 865 (1996)
(codified at 5 U.S.C.604(a)(5)).)Unless the purpose of the statute was intended to increase
the economic burden of regulations by minimizing positive or beneficial effects, “significant
economic impact” cannot include such effects. Because it is beyond dispute that the purpose
of the statute is not increasing economic burdens, the plain meaning of “significant economic
impact” is clear and necessarily excludes beneficial or positive effects of regulations. Even
where there are some limited contrary indications in the statute's legislative history, it is
inappropriate to resort to legislative history to cloud a statutory text that is clear on its face.
(See Ratzlaff v. United States, 114 S. Ct. 655, 662 (1994).) Therefore, the agency concludes
that a final regulatory flexibility analysis is not required for this regulation or any regulation for
which there is no significant adverse economic impact on small entities. Notwithstanding
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these conclusions, FDA has nonetheless considered the impact of the rule on small entities.
(See section XVI. of this document.)

N. Terminology

(P

14. One comment addressed the agency's use of the word “ensure” throughout the rule and
argued that the agency should use the word “assure™ rather than “ensure” because “ensure”
means “to guarantee or make certain” whereas “assure” means “to make confident.” The
comment added that “assure” is also more consistent with terminology in other regulations.

The agency wishes to emphasize that it does not intend the word “ensure” to represent a
guarantee. The agency prefers to use the word “ensure” because it means to make certain.

O. I:g?ul\c.lmciaral Comments Regarding Prescription Drug Marketing Act of 1987

15. Three comments addressed the use of handwritten signatures that are recorded
electronically (SRE's) under part 11 and PDMA. One firm described its delivery information
acquisition device and noted its use of time stamps to record when signatures are executed.
The comments requested clarification that SRE's would be acceptable under the PDMA
regulations. One comment assumed that subpart C of part 11 (Electronic Signatures) would
not apply to SRE's, noting that it was not practical under PDMA (given the large number of
physicians who may be eligible to receive drug product samples) to use such alternatives as
identification codes combined with passwords.

The agency advises that part 11 applies to handwritten signatures recorded electronically
and that such signatures and their corresponding electronic records will be acceptable for
purposes of meeting PDMA's requirements when the provisions of part 11 are met. Although
subpart C of part 11 does not apply to handwritten signatures recorded electronically, the
agency advises that controls related to electronic records (subpart B), and the general
provisions of subpart A, do apply to electronic records in the context of PDMA. The agency
emphasizes, however, that part 11 does not restrict PDMA signings to SRE's, and that
organizations retain the option of using electronic signatures in conformance with part 11.
Furthermore, the agency believes that the number of people in a given population or
organization should not be viewed as an insurmountable obstacle to use of electronic
signatures. The agency is aware, for example, of efforts by the American Society of Testing
and Materials to develop standards for electronic medical records in which digital signatures
could theoretically be used on a large scale.

P. Comments on the Unique Nature of Passwords

322

16. Several comments noted, both generally and with regard to Secs. 11.100(a), 11.200(a),
and 11.300, that the password in an electronic signature that is composed of a combination of
password and identification code is not, and need not be, unique. Two comments added that
passwords may be known to system security administrators who assist people who forget
passwords and requested that the rule acknowledge that passwords need not be unique. One
comment said that the rule should describe how uniqueness is to be determined.

The agency acknowledges that when an electronic signature consists of a combined
identification code and password, the password need not be unique. It is possible that two
persons in the same organization may have the same password. However, the agency
believes that where good password practices are implemented, such coincidence would be
highly unlikely. As discussed in section XIlI. of this document in the context of comments on
proposed Sec. 11.300, records are less trustworthy and reliable if it is relatively easy for
someone to deduce or execute, by chance, a person's electronic [FDA page 13436] signature
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where the identification code of the signature is not confidential and the password is easily
guessed.

The agency does not believe that revising proposed Sec. 11.100(a) is necessary because
what must remain unique is the electronic signature, which, in the case addressed by the
comments, consists not of the password alone, but rather the password in combination with
an identification code. If the combination is unique, then the electronic signature is unique.

The agency does not believe that it is necessary to describe in the regulations the various
ways of determining uniqueness or achieving compliance with the requirement. Organizations
thereby maintain implementation flexibility.

The agency believes that most system administrators or security managers would not need to
know passwords to help people who have forgotten their own. This is because most
administrators or managers have global computer account privileges to resolve such
problems.

IV. Scope (Sec. 11.1)

17. One comment suggested adding a new paragraph to proposed Sec. 11.1 that would
exempt computer record maintenance software installed before the effective date of the final
rule, and that would exempt electronic records maintained before that date. The comment
argued that such exemptions were needed for economic and constitutional reasons because
making changes to existing systems would be costly and because the imposition of additional
requirements after the fact could be regarded as an ex post facto rule. The comment said
firms have been using electronic systems that have demonstrated reliability and security for
many years before the agency's publication of the ANPRM, and that the absence of FDA's
objections in inspectional form FDA 483 was evidence of the agency's acceptance of the
system.

As discussed in section lll.1. of this document, the agency is opposed to “grandfathering”
existing systems because such exemptions may perpetuate environments that provide
opportunities for record falsification and impair FDA's ability to protect and promote public
health. However, the agency wishes to avoid any confusion regarding the application of the
provisions of part 11 to systems and electronic records in place before the rule's effective
date. Important distinctions need to be made relative to an electronic record's creation,
modification, and maintenance because various portions of part 11 address matters relating
to these actions. Those provisions apply depending upon when a given electronic record is
created, modified, or maintained.

Electronic records created before the effective date of this rule are not covered by part 11
provisions that relate to aspects of the record's creation, such as the signing of the electronic
record. Those records would not, therefore, need to be altered retroactively. Regarding
records that were first created before the effective date, part 11 provisions relating to
modification of records, such as audit trails for record changes and the requirement that
original entries not be obscured, would apply only to those modifications made on or after the
rule's effective date, not to modifications made earlier. Likewise, maintenance provisions of
part 11, such as measures to ensure that electronic records can be retrieved throughout their
retention periods, apply to electronic records that are being maintained on or after the rule's
effective date. The hardware and software, as well as operational procedures used on or after
the rule's effective date, to create, modify, or maintain electronic records must comply with the
provisions of part 11.

The agency does not agree with any suggestion that FDA endorsement or acceptance of an
electronic record system can be inferred from the absence of objections in an inspection
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report. Before this rulemaking, FDA did not have established criteria by which it could
determine the reliability and trustworthiness of electronic records and electronic signatures
and could not sanction electronic alternatives when regulations called for signatures. A
primary reason for issuing part 11 is to develop and codify such criteria. FDA will assess the
acceptability of electronic records and electronic signatures created prior to the effective date
of part 11 on a case-by-case basis.

18. One comment suggested that proposed Sec. 11.1 exempt production of medical devices
and in vitro diagnostic products on the grounds that the subject was already adequately
addressed in the medical device CGMP regulations currently in effect in Sec. 820.195 (21
CFR 820.195), and that additional regulations would be confusing and would limit
compliance.

The agency believes that part 11 complements, and is supportive of, the medical device
CGMP regulations and the new medical device quality system regulation, as well as other
regulations, and that compliance with one does not confound compliance with others. Before
publication of the ANPRM, the agency determined that existing regulations, including the
medical device CGMP regulations, did not adequately address electronic records and
electronic signatures. That determination was reinforced in the comments to the ANPRM,
which focused on the need to identify what makes electronic records reliable, trustworthy, and
compatible with FDA's responsibility to promote and protect public health. For example, the
provision cited by the comment, Sec. 820.195, states “When automated data processing is
used for manufacturing or quality assurance purposes, adequate checks shall be designed
and implemented to prevent inaccurate data output, input, and programming errors.” This
section does not address the many issues addressed by part 11, such as electronic
signatures, record falsification, or FDA access to electronic records. The relationship between
the quality system regulation and part 11 is discussed at various points in the preamble to the
quality system regulation.

19. One comment asserted that for purposes of PDMA, the scope of proposed part 11 should
be limited to require only those controls for assessing signatures in paper-based systems
because physicians' handwritten signatures are executed to electronic records. The comment
further asserted that, because drug manufacturers' representatives carry computers into
physicians' offices (where the physicians then sign sample requests and receipts), only
closed system controls should be needed.

The agency believes that, for purposes of PDMA, controls needed for electronic records
bearing handwritten signatures are no different from controls needed for the same kinds of
records and signatures used elsewhere, and that proposed Sec. 11.1 need not make any
such distinction.

In addition, the agency disagrees with the implication that all PDMA electronic records are, in
fact, handled within closed systems. The classification of a system as open or closed in a
particular situation depends on what is done in that situation. For example, the agency agrees
that a closed system exists where a drug producer's representative (the person responsible
for the content of the electronic record) has control over access to the electronic record
system by virtue of possessing the portable computer and controlling who may use the
computer to sign electronic records. However, should the firm's representative transfer copies
of those records to a public online service that stores them for the drug firm's [FDA page
13437] subsequent retrieval, the agency considers such transfer and storage to be within an
open system because access to the system holding the records is controlled by the online
service, which is not responsible for the record's content. Activities in the first example would
be subject to closed system controls and activities in the second example would be subject to
open system controls.
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20. One comment urged that proposed Sec. 11.1 contain a clear statement of what
precedence certain provisions of part 11 have over other regulations.

The agency believes that such statements are found in Sec. 11.1(c): Where electronic
signatures and their associated records meet the requirements of this part, the agency will
consider the electronic signatures to be equivalent to full handwritten signatures, initials, and
other general signings as required under agency regulations unless specifically excepted by
regulations * * *. and Sec. 11.1(d) (“Electronic records that meet the requirements of this part
may be used in lieu of paper records, in accordance with Sec. 11.2, unless paper records are
specifically required.”). These provisions clearly address the precedence of part 11 and the
equivalence of electronic records and electronic signatures.

To further clarify the scope of the rule, FDA has revised Sec. 11.1 to apply to electronic
records submitted to the agency under requirements of the Federal Food, Drug, and
Cosmetic Act (the act) and the Public Health Service Act (the PHS Act). This clarifies the
point that submissions required by these statutes, but not specifically mentioned in the Code
of Federal Regulations (CFR), are subject to part 11.

21. Proposed Sec. 11.1(b) stated that the regulations would apply to records in electronic
form that are created, modified, maintained, or transmitted, under any records requirements
set forth in Chapter | of Title 21. One comment suggested that the word “transmitted” be
deleted from proposed Sec. 11.1(b) because the wording would inappropriately apply to
paper documents that are transmitted by fax. The comment noted that if the records are in
machine readable form before or after transmission, they would still be covered by the revised
wording.

The agency does not intend part 11 to apply to paper records even if such records are
transmitted or received by fax. The agency notes that the records transmitted by fax may be in
electronic form at the sender, the recipient, or both. Part 11 would apply whenever the record
is in electronic form. To remedy the problem noted by the comment, the agency has added a
sentence to Sec. 11.1(b) stating that part 11 does not apply to paper records that are, or have
been, transmitted by electronic means.

22. One comment asked whether paper records created by computer would be subject to
proposed part 11. The comment cited, as an example, the situation in which a computer
system collects toxicology data that are printed out and maintained as “raw data.”

Part 11 is intended to apply to systems that create and maintain electronic records under
FDA's requirements in Chapter | of Title 21, even though some of those electronic records
may be printed on paper at certain times. The key to determining part 11 applicability, under
Sec. 11.1(b), is the nature of the system used to create, modify, and maintain records, as well
as the nature of the records themselves.

Part 11 is not intended to apply to computer systems that are merely incidental to the creation
of paper records that are subsequently maintained in traditional paper-based systems. In
such cases, the computer systems would function essentially like manual typewriters or pens
and any signatures would be traditional handwritten signatures. Record storage and retrieval
would be of the traditional “file cabinet” variety. More importantly, overall reliability,
trustworthiness, and FDA's ability to access the records would derive primarily from
well-established and generally accepted procedures and controls for paper records. For
example, if a person were to use word processing software to generate a paper submission to
FDA, part 11 would not apply to the computer system used to generate the submission, even
though, technically speaking, an electronic record was initially created and then printed on
paper.

When records intended to meet regulatory requirements are in electronic form, part 11 would
apply to all the relevant aspects of managing those records (including their creation, signing,
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modification, storage, access, and retrieval). Thus, the software and hardware used to create
records that are retained in electronic form for purposes of meeting the regulations would be
subject to part 11.Regarding the comment about “raw data,” the agency notes that specific
requirements in existing regulations may affect the particular records at issue, regardless of
the form such records take. For example, “raw data,” in the context of the good laboratory
practices regulations (21 CFR part 58), include computer printouts from automated
instruments as well as the same data recorded on magnetic media. In addition, regulations
that cover data acquisition systems generally include requirements intended to ensure the
trustworthiness and reliability of the collected data.

23. Several comments on proposed Sec. 11.1(b) suggested that the phrase “or archived and
retrieved” be added to paragraph (b) to reflect more accurately a record's lifecycle.

The agency intended that record archiving and retrieval would be part of record maintenance,
and therefore already covered by Sec. 11.1(b). However, for added clarity, the agency has
revised Sec. 11.1(b) to add “archived and retrieved.”

24. One comment suggested that, in describing what electronic records are within the scope
of part 11, proposed Sec. 11.1(b) should be revised by substituting “processed” for “modified”
and “communicated” for “transmitted” because “communicated” reflects the fact that the
information was dispatched and also received. The comment also suggested substituting
“retained” for “maintained,” or adding the word “retained,” because “maintain” does not
necessarily convey the retention requirement.

The agency disagrees. The word “modified” better describes the agency's intent regarding
changes to a record; the word “processed” does not necessarily infer a change to a record.
FDA believes “transmitted” is preferable to “communicated” because “communicated” might
infer that controls to ensure integrity and authenticity hinge on whether the intended recipient
actually received the record. Also, as discussed in comment 22 of this document, the agency
intends for the term “maintain” to include records retention.

25. Two comments suggested that proposed Sec. 11.1(b) explicitly state that part 11
supersedes all references to handwritten signatures in 21 CFR parts 211 through 226 that
pertain to a drug, and in 21 CFR parts 600 through 680 that pertain to biological products for
human use. The comments stated that the revision should clarify coverage and permit blood
centers and transfusion services to take full advantage of electronic systems that provide
process controls.

The agency does not agree that the revision is necessary because, under Sec. 11.1(b) and
(c), part 11 permits electronic records or submissions under all FDA regulations in Chapter |
of Title 21 unless specifically excepted by future regulations.

26. Several comments expressed concern that the proposed rule had inappropriately been
expanded in scope [FDA page 13438] from the ANPRM to address electronic records as well
as electronic signatures. One comment argued that the scope of part 11 should be restricted
only to those records that are currently required to be signed, withessed, or initialed, and that
the agency should not require electronic records to contain electronic signatures where the
corresponding paper records are not required to be signed.

The agency disagrees with the assertion that part 11 should address only electronic
signatures and not electronic records for several reasons. First, based on comments on the
ANPRM, the agency is convinced that the reliability and trustworthiness of electronic
signatures depend in large measure on the reliability and trustworthiness of the underlying
electronic records. Second, the agency has concluded that electronic records, like paper
records, need to be trustworthy, reliable, and compatible with FDA's responsibility to promote
and protect public health regardless of whether they are signed. In addition, records
falsification is an issue with respect to both signed and unsigned records. Therefore, the
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agency concludes that although the ANPRM focused primarily on electronic signatures,
expansion of the subject to electronic records in the proposed rule was fully justified.

The agency stresses that part 11 does not require that any given electronic record be signed
at all. The requirement that any record bear a signature is contained in the regulation that
mandates the basic record itself. Where records are signed, however, by virtue of meeting a
signature requirement or otherwise, part 11 addresses controls and procedures intended to
help ensure the reliability and trustworthiness of those signatures.

27. Three comments asked if there were any regulations, including CGMP regulations, that
might be excepted from part 11 and requested that the agency identify such regulations.

FDA, at this time, has not identified any current regulations that are specifically excepted from
part 11. However, the agency believes it is prudent to provide for such exceptions should they
become necessary in the future. It is possible that, as the agency's experience with part 11
increases, certain records may need to be limited to paper if there are problems with the
electronic versions of such records.

28. One comment requested clarification of the meaning of the term “general signings” in
proposed Sec. 11.1(c), and said that the distinction between “full handwritten” signatures and
“initials” is unnecessary because handwritten includes initials in all common definitions of
handwritten signature. The comment also suggested changing the term “equivalent” to “at
least equivalent” because electronic signatures are not precise equivalents of handwritten
signatures and computer-based signatures have the potential of being more secure.

The agency advises that current regulations that require records to be signed express those
requirements in different ways depending upon the agency's intent and expectations. Some
regulations expressly state that records must be signed using “full handwritten” signatures,
whereas other regulations state that records must be “signed or initialed;” still other
regulations implicitly call for some kind of signing by virtue of requiring record approvals or
endorsements. This last broad category is addressed by the term “general signings” in Sec.
11.1(c).

Where the language is explicit in the regulations, the means of meeting the requirement are
correspondingly precise. Therefore, where a regulation states that a signature must be
recorded as “full handwritten,” the use of initials is not an acceptable substitute. Furthermore,
under part 11, for an electronic signature to be acceptable in place of any of these signings,
the agency only needs to consider them as equivalent; electronic signatures need not be
superior to those other signings to be acceptable.

29. Several comments requested clarification of which FDA records are required to be in
paper form, and urged the agency to allow and promote the use of electronic records in all
cases. One comment suggested that proposed Sec. 11.1(d) be revised to read, in part, “* * *
unless the use of electronic records is specifically prohibited.”

The agency intends to permit the use of electronic records required to be maintained but not
submitted to the agency (as noted in Sec. 11.2(a)) provided that the requirements of part 11
are met and paper records are not specifically required. The agency also wishes to
encourage electronic submissions, but is limited by logistic and resource constraints. The
agency is unaware of “maintenance records” that are currently explicitly required to be in
paper form (explicit mention of paper is generally unnecessary because, at the time most
regulations were prepared, only paper-based technologies were in use) but is providing for
that possibility in the future. For purposes of part 11, the agency will not consider that a
regulation requires “maintenance” records to be in paper form where the regulation is silent
on the form the record must take. FDA believes that the comments' suggested wording does
not offer sufficient advantages to adopt the change.
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However, to enable FDA to accept as many electronic submissions as possible, the agency is
amending Sec. 11.1(b) to include those submissions that the act and the PHS Act specifically
require, even though such submissions may not be identified in agency regulations. An
example of such records is premarket submissions for Class | and Class Il medical devices,
required by section 510(k) of the act (21 U.S.C. 360(k)).

30. Several comments addressed various aspects of the proposed requirement under Sec.
11.1(e) regarding FDA inspection of electronic record systems. Several comments objected to
the proposal as being too broad and going beyond the agency's legal inspectional authority.
One comment stated that access inferred by such inspection may include proprietary financial
and sales data to which FDA is not entitled. Another comment suggested adding the word
“authorized” before “inspection.” Some comments suggested revising proposed Sec. 11.1(e)
to limit FDA inspection only to the electronic records and electronic signatures themselves,
thus excluding inspection of hardware and software used to manage those records and
signatures. Other comments interpreted proposed Sec. 11.1(e) as requiring them to keep
supplanted or retired hardware and software to enable FDA inspection of those outdated
systems.

The agency advises that FDA inspections under part 11 are subject to the same legal
limitations as FDA inspections under other regulations. The agency does not believe it is
necessary to restate that limitation by use of the suggested wording. However, within those
limitations, it may be necessary to inspect hardware and software used to generate and
maintain electronic records to determine if the provisions of part 11 are being met. Inspection
of resulting records alone would be insufficient. For example, the agency may need to
observe the use and maintenance of tokens or devices that contain or generate identification
information. Likewise, to assess the adequacy of systems validation, it is generally necessary
to inspect hardware that is being used to determine, among other things, if it matches the
system documentation description of such hardware. The agency has concluded that
hardware and software used to generate and maintain electronic records and signatures are
“pertinent [FDA page 13439] equipment” within the meaning of section 704 of the act (21
U.S.C. 374).

The agency does not expect persons to maintain obsolete and supplanted computer systems
for the sole purpose of enabling FDA inspection. However, the agency does expect firms to
maintain and have available for inspection documentation relevant to those systems, in terms
of compliance with part 11, for as long as the electronic records are required by other relevant
regulations. Persons should also be mindful of the need to keep appropriate computer
systems that are capable of reading electronic records for as long as those records must be
retained. In some instances, this may mean retention of otherwise outdated and supplanted
systems, especially where the old records cannot be converted to a form readable by the
newer systems. In most cases, however, FDA believes that where electronic records are
accurately and completely transcribed from one system to another, it would not be necessary
to maintain older systems.

31. One comment requested that proposed part 11 be revised to give examples of electronic
records subject to FDA inspection, including pharmaceutical and medical device production
records, in order to reduce the need for questions.

The agency does not believe that it is necessary to include examples of records it might
inspect because the addition of such examples might raise questions about the agency's
intent to inspect other records that were not identified.

32. One comment said that the regulation should state that certain security related
information, such as private keys attendant to cryptographic implementation, is not intended
to be subject to inspection, although procedures related to keeping such keys confidential can
be subject to inspection.

328 Installation Qualification of IBM Systems and Storage for FDA Regulated Companies



The agency would not routinely seek to inspect especially sensitive information, such as
passwords or private keys, attendant to security systems. However, the agency reserves the
right to conduct such inspections, consistent with statutory limitations, to enforce the
provisions of the act and related statutes. It may be necessary, for example, in investigating
cases of suspected fraud, to access and determine passwords and private keys, in the same
manner as the agency may obtain specimens of handwritten signatures (“exemplars”).
Should there be any reservations about such inspections, persons may, of course, change
their passwords and private keys after FDA inspection.

33. One comment asked how persons were expected to meet the proposed requirement,
under Sec. 11.1(e), that computer systems be readily available for inspection when such
systems include geographically dispersed networks. Another comment said FDA
investigators should not be permitted to access industry computer systems as part of
inspections because investigators would be untrained users.

The agency intends to inspect those parts of electronic record or signature systems that have
a bearing on the trustworthiness and reliability of electronic records and electronic signatures
under part 11. For geographically dispersed systems, inspection at a given location would
extend to operations, procedures, and controls at that location, along with interaction of that
local system with the wider network. The agency would inspect other locations of the network
in a separate but coordinated manner, much the same way the agency currently conducts
inspections of firms that have multiple facilities in different parts of the country and outside of
the United States.

FDA does not believe it is reasonable to rule out computer system access as part of an
inspection of electronic record or signature systems. Historically, FDA investigators observe
the actions of establishment employees, and (with the cooperation of establishment
management) sometimes request that those employees perform some of their assigned tasks
to determine the degree of compliance with established requirements. However, there may be
times when FDA investigators need to access a system directly. The agency is aware that
such access will generally require the cooperation of and, to some degree, instruction by the
firms being inspected. As new, complex technologies emerge, FDA will need to develop and
implement new inspectional methods in the context of those technologies.

V. Implementation (Sec. 11.2)

34. Proposed Sec. 11.2(a) stated that for “records required by chapter | of this title to be
maintained, but not submitted to the agency, persons may use electronic records/signatures
in lieu of paper records/conventional signatures, in whole or in part, * * *.”

Two comments requested clarification of the term “conventional signatures.” One comment
suggested that the term “traditional signatures” be used instead. Another suggested
rewording in order to clarify the slash in the phrase “records/signatures.”

The agency advises that the term “conventional signature” means handwritten signature. The
agency agrees that the term “traditional signature” is preferable, and has revised Sec. 11.2(a)
and (b) accordingly. The agency has also clarified proposed Sec. 11.2(a) by replacing the
slash with the word “or.”

35. One comment asked if the term “persons” in proposed Sec. 11.2(b) would include devices
because computer systems frequently apply digital time stamps on records automatically,
without direct human intervention.

The agency advises that the term “persons” excludes devices. The agency does not consider
the application of a time stamp to be the application of a signature.
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36. Proposed Sec. 11.2(b)(2) provides conditions under which electronic records or
signatures could be submitted to the agency in lieu of paper. One condition is that a
document, or part of a document, must be identified in a public docket as being the type of
submission the agency will accept in electronic form. Two comments addressed the nature of
the submissions to the public docket. One comment asked that the agency provide specifics,
such as the mechanism for updating the docket and the frequency of such updates. One
comment suggested making the docket available to the public by electronic means. Another
comment suggested that acceptance procedures be uniform among agency units and that
electronic mail be used to hold consultations with the agency. One comment encouraged the
agency units receiving the submissions to work closely with regulated industry to ensure that
no segment of industry is unduly burdened and that agency guidance is widely accepted.

The agency intends to develop efficient electronic records acceptance procedures that afford
receiving units sufficient flexibility to deal with submissions according to their capabilities.
Although agencywide uniformity is a laudable objective, to attain such flexibility it may be
necessary to accommodate some differences among receiving units. The agency considers
of primary importance, however, that all part 11 submissions be trustworthy, reliable, and in
keeping with FDA regulatory activity. The agency expects to work closely with industry to help
ensure that the mechanics and logistics of accepting electronic submissions do not pose any
undue burdens. However, the agency expects persons to consult with the [FDA page 13440]
intended receiving units on the technical aspects of the submission, such as media, method
of transmission, file format, archiving needs, and technical protocols. Such consultations will
ensure that submissions are compatible with the receiving units' capabilities. The agency has
revised proposed Sec. 11.2(b)(2) to clarify this expectation.

Regarding the public docket, the agency is not at this time establishing a fixed schedule for
updating what types of documents are acceptable for submission because the agency
expects the docket to change and grow at a rate that cannot be predicted. The agency may,
however, establish a schedule for updating the docket in the future. The agency agrees that
making the docket available electronically is advisable and will explore this option. Elsewhere
in this issue of the Federal Register, FDA is providing further information on this docket.

VL. Definitions (Sec. 11.3)
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37. One comment questioned the incorporation in proposed Sec. 11.3(a) of definitions under
section 201 of the act (21 U.S.C. 321), noting that other FDA regulations (such as 21 CFR
parts 807 and 820) lack such incorporation, and suggested that it be deleted.

The agency has retained the incorporation by reference to definitions under section 201 of the
act because those definitions are applicable to part 11.

38. One comment suggested adding the following definition for the term “digital signature:”
“data appended to, or a cryptographic transformation of, a data unit that allows a recipient of
the data unit to prove the source and integrity of the data unit and protect against forgery, e.g.,
by the recipient.”

The agency agrees that the term digital signature should be defined and has added new Sec.
11.3(b)(5) to provide a definition for digital signature that is consistent with the Federal
Information Processing Standard 186, issued May 19, 1995, and effective December 1, 1995,
by the U.S. Department of Commerce, National Institute of Standards and Technology (NIST).
Generally, a digital signature is “an electronic signature based upon cryptographic methods of
originator authentication, computed by using a set of rules and a set of parameters such that
the identity of the signer and the integrity of the data can be verified.” FDA advises that the set
of rules and parameters is established in each digital signature standard.
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39. Several comments suggested various modifications of the proposed definition of
biometric/behavioral links, and suggested revisions that would exclude typing a password or
identification code which, the comments noted, is a repeatable action. The comments
suggested that actions be unique and measurable to meet the intent of a biometric method.

The agency agrees that the proposed definition of biometric/behavioral links should be
revised to clarify the agency's intent that repetitive actions alone, such as typing an
identification code and password, are not considered to be biometric in nature. Because
comments also indicated that it would be preferable to simplify the term, the agency is
changing the term “biometric/behavioral link” to “biometrics.” Accordingly, Sec. 11.3(b)(3)
defines the term “biometrics” to mean “a method of verifying an individual's identity based on
measurement of the individual's physical feature, or features, or repeatable action, or actions,
where those features and/or actions are both unique to that individual and measurable.”

40. One comment said that the agency should identify what biometric methods are
acceptable to verify a person's identity and what validation acceptance criteria the agency
has used to determine that biometric technologies are superior to other methods, such as use
of identification codes and passwords.

The agency believes that there is a wide variety of acceptable technologies, regardless of
whether they are based on biometrics, and regardless of the particular type of biometric
mechanism that may be used. Under part 11, electronic signatures that employ at least two
distinct identification components such as identification codes and passwords, and electronic
signatures based on biometrics are equally acceptable substitutes for traditional handwritten
signatures. Furthermore, all electronic record systems are subject to the same requirements
of subpart B of part 11 regardless of the electronic signature technology being used. These
provisions include requirements for validation.

Regarding the comment's suggestion that FDA apply quantitative acceptance criteria, the
agency is not seeking to set specific numerical standards or statistical performance criteria in
determining the threshold of acceptability for any type of technology. If such standards were
to be set for biometrics-based electronic signatures, similar numerical performance and
reliability requirements would have to be applied to other technologies as well. The agency
advises, however, that the differences between system controls for biometrics-based
electronic signatures and other electronic signatures are a result of the premise that
biometrics-based electronic signatures, by their nature, are less prone to be compromised
than other methods such as identification codes and passwords. Should it become evident
that additional controls are warranted for biometrics-based electronic signatures, the agency
will propose to revise part 11 accordingly.

41. Proposed Sec. 11.3(b)(4) defined a closed system as an environment in which there is
communication among multiple persons, and where system access is restricted to people
who are part of the organization that operates the system.

Many comments requested clarification of the term “organization” and stated that the rule
should account for persons who, though not strictly employees of the operating organization,
are nonetheless obligated to it in some manner, or who would otherwise be granted system
access by the operating organization. As examples of such persons, the comments cited
outside contractors, suppliers, temporary employees, and consultants. The comments
suggested a variety of alternative wording, including a change of emphasis from
organizational membership to organizational control over system access. One comment
requested clarification of whether the rule intends to address specific disciplines within a
company.

Based on the comments, the agency has revised the proposed definition of closed system to
state “an environment in which system access is controlled by persons who are responsible
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for the content of electronic records that are on the system.” The agency agrees that the most
important factor in classifying a system as closed or open is whether the persons responsible
for the content of the electronic records control access to the system containing those
records. A system is closed if access is controlled by persons responsible for the content of
the records. If those persons do not control such access, then the system is open because
the records may be read, modified, or compromised by others to the possible detriment of the
persons responsible for record content. Hence, those responsible for the records would need
to take appropriate additional measures in an open system to protect those records from
being read, modified, destroyed, or otherwise compromised by unauthorized and potentially
unknown parties. The agency does not believe it is necessary to codify the basis or criteria for
authorizing system access, such as existence of a fiduciary [FDA page 13441] responsibility
or contractual relationship. By being silent on such criteria, the rule affords maximum flexibility
to organizations by permitting them to determine those criteria for themselves.

42. Concerning the proposed definition of closed system, one comment suggested adding the
words “or devices” after “persons” because communications may involve nonhuman entities.

The agency does not believe it is necessary to adopt the suggested revision because the
primary intent of the regulation is to address communication among humans, not devices.

43. One comment suggested defining a closed system in terms of functional characteristics
that include physical access control, having professionally written and approved procedures
with employees and supervisors trained to follow them, conducting investigations when
abnormalities may have occurred, and being under legal obligation to the organization
responsible for operating the system.

The agency agrees that the functional characteristics cited by the comment are appropriate
for a closed system, but has decided that it is unnecessary to include them in the definition.
The functional characteristics themselves, however, such as physical access controls, are
expressed as requirements elsewhere in part 11.

44. Two comments said that the agency should regard as closed a system in which dial-in
access via public phone lines is permitted, but where access is authorized by, and under the
control of, the organization that operates the system.

The agency advises that dial-in access over public phone lines could be considered part of a
closed system where access to the system that holds the electronic records is under the
control of the persons responsible for the content of those records. The agency cautions,
however, that, where an organization's electronic records are stored on systems operated by
third parties, such as commercial online services, access would be under control of the third
parties and the agency would regard such a system as being open. The agency also cautions
that, by permitting access to its systems by public phone lines, organizations lose the added
security that results from restricting physical access to computer terminal and other input
devices. In such cases, the agency believes firms would be prudent to implement additional
security measures above and beyond those controls that the organization would use if the
access device was within its facility and commensurate with the potential consequences of
such unauthorized access. Such additional controls might include, for example, use of input
device checks, caller identification checks (phone caller identification), call backs, and
security cards.

45. Proposed Sec. 11.3(b)(5) defined electronic record as a document or writing comprised of
any combination of text, graphic representation, data, audio information, or video information,
that is created, modified, maintained, or transmitted in digital form by a computer or related
system. Many comments suggested revising the proposed definition to reflect more
accurately the nature of electronic records and how they differ from paper records. Some
comments suggested distinguishing between machine readable records and paper records
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created by machine. Some comments noted that the term “document or writing” is
inappropriate for electronic records because electronic records could be any combination of
pieces of information assembled (sometimes on a transient basis) from many noncontiguous
places, and because the term does not accurately describe such electronic information as
raw data or voice mail. Two comments suggested that the agency adopt definitions of
electronic record that were established, respectively, by the United Nations Commission on
International Trade Law (UNCITRAL) Working Group on Electronic Data Interchange, and the
American National Standards Institute/Institute of Electrical and Electronic Engineers
Software Engineering (ANSI/IEEE) Standard (729-1983).

The agency agrees with the suggested revisions and has revised the definition of “electronic
record” to emphasize this unique nature and to clarify that the agency does not regard a
paper record to be an electronic record simply because it was created by a computer system.
The agency has removed “document or writing” from this definition and elsewhere in part 11
for the sake of clarity, simplicity, and consistency.

However, the agency believes it is preferable to adapt or modify the words “document” and
“writing” to electronic technologies rather than discard them entirely from the lexicon of
computer technology. The agency is aware that the terms “document” and “electronic
document” are used in contexts that clearly do not intend to describe paper. Therefore, the
agency considers the terms “electronic record” and “electronic document” to be generally
synonymous and may use the terms “writing,” “electronic document,” or “document” in other
publications to describe records in electronic form. The agency believes that such usage is a
prudent conservation of language and is consistent with the use of other terms and
expressions that have roots in older technologies, but have nonetheless been adapted to
newer technologies. Such terms include telephone “dialing,” internal combustion engine
“horse power,” electric light luminance expressed as “foot candles,” and (more relevant to
computer technology) execution of a “carriage return.”

Accordingly, the agency has revised the definition of electronic record to mean “any
combination of text, graphics, data, audio, pictorial, or other information representation in
digital form that is created, modified, maintained, archived, retrieved, or distributed by a
computer system.”

46. Proposed Sec. 11.3(b)(6) defined an electronic signature as the entry in the form of a
magnetic impulse or other form of computer data compilation of any symbol or series of
symbols, executed, adopted or authorized by a person to be the legally binding equivalent of
the person's handwritten signature. One comment supported the definition as proposed,
noting its consistency with dictionary definitions (Random House Dictionary of the English
Language, Unabridged Ed. 1983, and American Heritage Dictionary, 1982). Several other
comments, however, suggested revisions. One comment suggested replacing “electronic
signature” with "computer based signature,” “authentication,” or “computer based
authentication” because “electronic signature” is imprecise and lacks clear and recognized
meaning in the information security and legal professions. The comment suggested a
definition closer to the UNCITRAL draft definition:(1) [a] method used to identify the originator
of the data message and to indicate the originator's approval of the information contained
therein; and (2) that method is as reliable as was appropriate for the purpose for which the
data message was generated or communicated, in the light of all circumstances, including
any agreement between the originator and the addressee of the data message.

One comment suggested replacing “electronic signature” with “electronic identification” or
“electronic authorization” because the terms include many types of technologies that are not
easily distinguishable and because the preamble to the proposed rule gave a rationale for
using “electronic signature” that was too “esoteric for practical consideration.”

[FDA page 13442]
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The agency disagrees that “electronic signature” as proposed should be replaced with other
terms and definitions. As noted in the preamble to the proposed rule, the agency believes that
it is vital to retain the word “signature” to maintain the equivalence and significance of various
electronic technologies with the traditional handwritten signature. By not using the word
“signature,” people may treat the electronic alternatives as less important, less binding, and
less in need of controls to prevent falsification. The agency also believes that use of the word
signature provides a logical bridge between paper and electronic technologies that facilitates
the general transition from paper to electronic environments. The term helps people comply
with current FDA regulations that specifically call for signatures. Nor does the agency agree
that this reasoning is beyond the reach of practical consideration.

The agency declines to accept the suggested UNCITRAL definition because it is too narrow
in context in that there is not always a specified message addressee for electronic records
required by FDA regulations (e.g., a batch production record does not have a specific
“addressee”).

47. Concerning the proposed definition of “electronic signature,” other comments suggested
deletion of the term ““magnetic impulse" to render the term media neutral and thus allow for
such alternatives as an optical disk. Comments also suggested that the term “entry” was
unclear and recommended its deletion. Two comments suggested revisions that would
classify symbols as an electronic signature only when they are committed to permanent
storage because not every computer entry is a signature and processing to permanent
storage must occur to indicate completion of processing.

The agency advises that the proposal did not limit electronic signature recordings to
“magnetic impulse” because the proposed definition added, “or other form of computer data *
**.” However, in keeping with the agency's intent to accept a broad range of technologies, the
terms “magnetic impulse” and “entry” have been removed from the proposed definition. The
agency believes that recording of computer data to “permanent” storage is not a necessary or
warranted qualifier because it is not relevant to the concept of equivalence to a handwritten
signature. In addition, use of the qualifier regarding permanent storage could impede
detection of falsified records if, for example, the signed falsified record was deleted after a
predetermined period (thus, technically not recorded to “permanent” storage). An individual
could disavow a signature because the record had ceased to exist.

For consistency with the proposed definition of handwritten signature, and to clarify that
electronic signatures are those of individual human beings, and not those of organizations (as
included in the act's definition of “person”), FDA is changing “person” to “individual” in the final
rule.

Accordingly, Sec. 11.3(b)(7) defines electronic signature as a computer data compilation of
any symbol or series of symbols executed, adopted, or authorized by an individual to be the
legally binding equivalent of the individual's handwritten signature.

48. Proposed Sec. 11.3(b)(7) (redesignated Sec. 11.3(b)(8) in the final rule) defined
“handwritten signature” as the name of an individual, handwritten in script by that individual,
executed or adopted with the present intention to authenticate a writing in a permanent form.
The act of signing with a writing or marking instrument such as a pen or stylus is preserved.
The proposed definition also stated that the scripted name, while conventionally applied to
paper, may also be applied to other devices which capture the written name.

Many comments addressed this proposed definition. Two comments suggested that it be
deleted on the grounds it is redundant and that, when handwritten signatures are recorded
electronically, the result fits the definition of electronic signature.

The agency disagrees that the definition of handwritten signature should be deleted. In
stating the criteria under which electronic signatures may be used in place of traditional
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handwritten signatures, the agency believes it is necessary to define handwritten signature. In
addition, the agency believes that it is necessary to distinguish handwritten signatures from
electronic signatures because, with handwritten signatures, the traditional act of signing one's
name is preserved. Although the handwritten signature recorded electronically and electronic
signatures, as defined in part 11, may both ultimately result in magnetic impulses or other
forms of computerized symbol representations, the means of achieving those recordings and,
more importantly, the controls needed to ensure their reliability and trustworthiness are quite
different. In addition, the agency believes that a definition for handwritten signature is
warranted to accommodate persons who wish to implement record systems that are
combinations of paper and electronic technologies.

49. Several comments suggested replacing the reference to “scripted name” in the proposed
definition of handwritten signature with “legal mark” so as to accommodate individuals who
are physically unable to write their names in script. The comments asserted that the term
“legal mark” would bring the definition to closer agreement with generally recognized legal
interpretations of signature.

The agency agrees and has added the term “legal mark” to the definition of handwritten
signature.

50. One comment recommended that the regulation state that, when the handwritten
signature is not the result of the act of signing with a writing or marking instrument, but is
applied to another device that captures the written name, a system should verify that the
owner of the signature has authorized the use of the handwritten signature.

The agency declines to accept this comment because, if the act of signing or marking is not
preserved, the type of signature would not be considered a handwritten signature. The
comment appears to be referring to instances in which one person authorizes someone else
to use his or her stamp or device. The agency views this as inappropriate when the signed
record does not clearly show that the stamp owner did not actually execute the signature. As
discussed elsewhere in this preamble, the agency believes that where one person authorizes
another to sign a document on his or her behalf, the second person must sign his or her own
name (not the name of the first person) along with some notation that, in doing so, he or she
is acting in the capacity, or on behalf, of the first person.

51. One comment suggested that where handwritten signatures are captured by devices,
there should be a register of manually written signatures to enable comparison for
authenticity and the register also include the typed names of individuals.

The agency agrees that the practice of establishing a signature register has merit, but does
not believe that it is necessary, in light of other part 11 controls. As noted elsewhere in this
preamble (in the discussion of proposed Sec. 11.50), the agency agrees that human readable
displays of electronic records must display the name of the signer.

52. Several comments suggested various editorial changes to the proposed definition of
handwritten signature including: (1) Changing the word “also” in the last sentence to
“alternatively,” (2) clarifying the [FDA page 13443] difference between the words “individual”
and “person,” (3) deleting the words “in a permanent form,” and (4) changing “preserved” to
“permitted.” One comment asserted that the last sentence of the proposed definition was
unnecessary.

The agency has revised the definition of handwritten signature to clarify its intent and to keep
the regulation as flexible as possible. The agency believes that the last sentence of the
proposed definition is needed to address devices that capture handwritten signatures. The
agency is not adopting the suggestion that the word “preserved” be changed to “permitted”
because “preserved” more accurately states the agency's intent and is a qualifier to help
distinguish handwritten signatures from others. The agency advises that the word “individua
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is used, rather than “person,” because the act's definition of person extends beyond individual
human beings to companies and partnerships. The agency has retained the term
“permanent” to discourage the use of pencils, but recognizes that “permanent” does not mean
eternal.

53. One comment asked whether a signature that is first handwritten and then captured
electronically (e.g., by scanning) is an electronic signature or a handwritten signature, and
asked how a handwritten signature captured electronically (e.g., by using a stylus-sensing
pad device) that is affixed to a paper copy of an electronic record would be classified.

FDA advises that when the act of signing with a stylus, for example, is preserved, even when
applied to an electronic device, the result is a handwritten signature. The subsequent printout
of the signature on paper would not change the classification of the original method used to
execute the signature.

54. One comment asserted that a handwritten signature recorded electronically should be
considered to be an electronic signature, based on the medium used to capture the signature.
The comment argued that the word signature should be limited to paper technology.

The agency disagrees and believes it is important to classify a signature as handwritten
based upon the preserved action of signing with a stylus or other writing instrument.

55. One comment asked if the definition of handwritten signature encompasses handwritten
initials.

The agency advises that, as revised, the definition of handwritten signature includes
handwritten initials if the initials constitute the legal mark executed or adopted with the
present intention to authenticate a writing in a permanent form, and where the method of
recording such initials involves the act of writing with a pen or stylus.

56. Proposed Sec. 11.3(b)(8) (redesignated as Sec. 11.3(b)(9) in the final rule) defined an
open system as an environment in which there is electronic communication among multiple
persons, where system access extends to people who are not part of the organization that
operates the system.

Several comments suggested that, for simplicity, the agency define “open system” as any
system that does not meet the definition of a closed system. One comment suggested that
the definition be deleted on the grounds it is redundant, and that it is the responsibility of
individual firms to take appropriate steps to ensure the validity and security of applications
and information, regardless of whether systems are open or closed. Other comments
suggested definitions of “open system” that were opposite to what they suggested for a
closed system.

The agency has revised the definition of open system to mean “an environment in which
system access is not controlled by persons who are responsible for the content of electronic
records that are on the system.” The agency believes that, for clarity, the definition should
stand on its own rather than as any system that is not closed. The agency rejects the
suggestion that the term need not be defined at all because FDA believes that controls for
open systems merit distinct provisions in part 11 and defining the term is basic to
understanding which requirements apply to a given system. The agency agrees that
companies have the responsibility to take steps to ensure the validity and security of their
applications and information. However, FDA finds it necessary to establish part 11 as minimal
requirements to help ensure that those steps are, in fact, acceptable.
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¥%I.1I(E)Iectronic Records--Controls for Closed Systems (Sec.

The introductory paragraph of proposed Sec. 11.10 states that: Closed systems used to
create, modify, maintain, or transmit electronic records shall employ procedures and controls
designed to ensure the authenticity, integrity, and confidentiality of electronic records, and to
ensure that the signer cannot readily repudiate the signed record as not genuine. * * *

The rest of the section lists specific procedures and controls.

57. One comment expressed full support for the list of proposed controls, calling them
generally appropriate and stated that the agency is correctly accommodating the fluid nature
of various electronic record and electronic signature technologies. Another comment,
however, suggested that controls should not be implemented at the time electronic records
are first created, but rather only after a document is accepted by a company.

The agency disagrees with this suggestion. To ignore such controls at a stage before official
acceptance risks compromising the record. For example, if “preacceptance” records are
signed by technical personnel, it is vital to ensure the integrity of their electronic signatures to
prevent record alteration. The need for such integrity is no less important at preacceptance
stages than at later stages when managers officially accept the records. The possibility exists
that some might seek to disavow, or avoid FDA examination of, pertinent records by declaring
they had not been formally “accepted.” In addition, FDA routinely can and does inspect
evolving paper documents (e.g., standard operating procedures and validation protocols)
even though they have yet to receive a firm's final acceptance.

58. One comment said proposed Sec. 11.10 contained insufficient requirements for firms to
conduct periodic inspection and monitoring of their own systems and procedures to ensure
compliance with the regulations. The comment also called for a clear identification of the
personnel in a firm who would be responsible for system implementation, operation, change
control, and monitoring.

The agency does not believe it is necessary at this time to codify a self-auditing requirement,
as suggested by the comment. Rather, the agency intends to afford organizations flexibility in
establishing their own internal mechanisms to ensure compliance with part 11. Self-audits,
however, may be considered as a general control, within the context of the introductory
paragraph of Sec. 11.10. The agency encourages firms to conduct such audits periodically as
part of an overall approach to ensure compliance with FDA regulations generally. Likewise,
the agency does not believe it is necessary or practical to codify which individuals in an
organization should be responsible for compliance with various provisions of part 11.
However, ultimate responsibility for part 11 will generally rest with persons responsible for
electronic record content, just as responsibility for compliance with paper record requirements
generally lies with those responsible for the record's content.

[FDA page 13444]

59. Several comments interpreted proposed Sec. 11.10 as applying all procedures and
controls to closed systems and suggested revising it to permit firms to apply only those
procedures and controls they deem necessary for their own operations, because some
requirements are excessive in some cases.

The agency advises that, where a given procedure or control is not intended to apply in all
cases, the language of the rule so indicates. Specifically, use of operational checks (Sec.
11.10(f)) and device checks (Sec. 11.10(h)) is not required in all cases. The remaining
requirements do apply in all cases and are, in the agency's opinion, the minimum needed to
ensure the trustworthiness and reliability of electronic record systems. In addition, certain
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controls that firms deem adequate for their routine internal operations might nonetheless
leave records vulnerable to manipulation and, thus, may be incompatible with FDA's
responsibility to protect public health. The suggested revision would effectively permit firms to
implement various controls selectively and possibly shield records from FDA, employ
unqualified personnel, or permit employees to evade responsibility for fraudulent use of their
electronic signatures.

The agency believes that the controls in Sec. 11.10 are vital, and notes that almost all of them
were suggested by comments on the ANPRM. The agency believes the wording of the
regulation nonetheless permits firms maximum flexibility in how to meet those requirements.

60. Two comments suggested that the word “confidentiality” in the introductory paragraph of
proposed Sec. 11.10 be deleted because it is unnecessary and inappropriate. The comments
stated that firms should determine if certain records need to be confidential, and that as long
as records could not be altered or deleted without appropriate authority, it would not matter
whether they could read the records.

The agency agrees that not all records required by FDA need to be kept confidential within a
closed system and has revised the reference in the introductory paragraph of Sec. 11.10 to
state “* * * and, when appropriate, the confidentiality of electronic records.” The agency
believes, however that the need for retaining the confidentiality of certain records is not
diminished because viewers cannot change them. It may be prudent for persons to carefully
assess the need for record confidentiality. (See, e.g., 21 CFR 1002.42, Confidentiality of
records furnished by dealers and distributors, with respect to certain radiological health
products.) In addition, FDA's obligation to retain the confidentiality of information it receives in
some submissions hinges on the degree to which the submitter maintains confidentiality, even
within its own organization. (See, e.g., 21 CFR 720.8(b) with respect to cosmetic ingredient
information in voluntary filings of cosmetic product ingredient and cosmetic raw material
composition statements.)

61. One comment asked if the procedures and controls required by proposed Sec. 11.10
were to be built into software or if they could exist in written form.

The agency expects that, by their nature, some procedures and controls, such as use of
time-stamped audit trails and operational checks, will be built into hardware and software.
Others, such as validation and determination of personnel qualifications, may be
implemented in any appropriate manner regardless of whether the mechanisms are driven by,
or are external to, software or hardware. To clarify this intent, the agency has revised the
introductory paragraph of proposed Sec. 11.10 to read, in part, “Persons who use closed
systems to create, modify * * *.” Likewise, for clarity and consistency, the agency is introducing
the same phrase, “persons who use * * *” in Secs. 11.30 and 11.300.

62. One comment contended that the distinction between open and closed systems should
not be predominant because a $100,000 transaction in a closed system should not have
fewer controls than a $1 transaction in an open system.

The agency believes that, within part 11, firms have the flexibility they need to adjust the
extent and stringency of controls based on any factors they choose, including the economic
value of the transaction. The agency does not believe it is necessary to modify part 11 at this
time so as to add economic criteria.

63. One comment suggested that the reference to repudiation in the introductory paragraph
of Sec. 11.10 should be deleted because repudiation can occur at any time in legal
proceedings. Another comment, noting that the proposed rule appeared to address only
nonrepudiation of a signer, said the rule should address nonrepudiation of record
“genuineness” or extend to nonrepudiation of submission, delivery, and receipt. The comment
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stated that some firms provide nonrepudiation services that can prevent someone from
successfully claiming that a record has been altered.

In response to the first comment, the agency does not agree that the reference to repudiation
should be deleted because reducing the likelihood that someone can readily repudiate an
electronic signature as not his or her own, or that the signed record had been altered, is vital
to the agency's basic acceptance of electronic signatures. The agency is aware that the need
to deter such repudiation has been addressed in many forums and publications that discuss
electronic signatures. Absent adequate controls, FDA believes some people would be more
likely to repudiate an electronically-signed record because of the relative ease with which
electronic records may be altered and the ease with which one individual could impersonate
another. The agency notes, however, that the rule does not call for nonrepudiation as an
absolute guarantee, but requires that the signer cannot “readily” repudiate the signature.

In response to the second comment, the agency agrees that it is also important to establish
nonrepudiation of submission, delivery, and receipt of electronic records, but advises that, for
purposes of Sec. 11.10, the agency's intent is to limit nonrepudiation to the genuineness of
the signer's record. In other words, an individual should not be able to readily say that: (1) He
or she did not, in fact, sign the record; (2) a given electronic record containing the individual's
signature was not, in fact, the record that the person signed; or (3) the originally signed
electronic record had been altered after having been signed.

64. Proposed Sec. 11.10(a) states that controls for closed systems are to include the
validation of systems to ensure accuracy, reliability, consistent intended performance, and the
ability to conclusively discern invalid or altered records.

Many comments objected to this proposed requirement because the word “conclusively”
inferred an unreasonably high and unattainable standard, one which is not applied to paper
records.

The agency intends to apply the same validation concepts and standards to electronic record
and electronic signature systems as it does to paper systems. As such, FDA does not intend
the word “conclusively” to suggest an unattainable absolute and has, therefore, deleted the
word from the final rule.

65. One comment suggested qualifying the proposed validation requirement in Sec. 11.10(a)
to state that validation be performed “where [FDA page 13445] necessary” and argued that
validation of commercially available software is not necessary because such software has
already been thoroughly validated. The comment acknowledged that validation may be
required for application programs written by manufacturers and others for special needs.

The agency disagrees with the comment's claim that all commercial software has been
validated. The agency believes that commercial availability is no guarantee that software has
undergone “thorough validation” and is unaware of any regulatory entity that has jurisdiction
over general purpose software producers. The agency notes that, in general, commercial
software packages are accompanied not by statements of suitability or compliance with
established standards, but rather by disclaimers as to their fitness for use. The agency is
aware of the complex and sometimes controversial issues in validating commercial software.
However, the need to validate such software is not diminished by the fact that it was not
written by those who will use the software.

In the future, the agency may provide guidance on validation of commercial software used in
electronic record systems. FDA has addressed the matter of software validation in general in
such documents as the “Draft Guideline for the Validation of Blood Establishment Computer
Systems,” which is available from the Manufacturers Assistance and Communications Staff,
Center for Biologics Evaluation and Research (HFM-42), Food and Drug Administration, 1401
Rockville Pike, Rockville, MD 20852-1448, 301-594-2000. This guideline is also available by
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sending e-mail to the following Internet address: CBER__INFO@A1.CBER.FDA.GOV). For
the purposes of part 11, however, the agency believes it is vital to retain the validation
requirement.

66. One comment requested an explanation of what was meant by the phrase “consistent
intended” in proposed Sec. 11.10(a) and why “consistent performance” was not used instead.
The comment suggested that the rule should distinguish consistent intended performance
from well-recognized service “availability.”

The agency advises that the phrase “consistent intended performance” relates to the general
principle of validation that planned and expected performance is based upon predetermined
design specifications (hence, “intended”). This concept is in accord with the agency's 1987
“Guideline on General Principles of Process Validation,” which is available from the Division of
Manufacturing and Product Quality, Center for Drug Evaluation and Research (HFD-320),
Food and Drug Administration, 7520 Standish PI., Rockville, MD 20855, 301-594-0093). This
guideline defines validation as establishing documented evidence that provides a high degree
of assurance that a specific process will consistently produce a product meeting its
predetermined specifications and quality attributes. The agency believes that the comment's
concepts are accommodated by this definition to the extent that system “availability” may be
one of the predetermined specifications or quality attributes.

67. One comment said the rule should indicate whether validation of systems does, or should,
require any certification or accreditation.

The agency believes that although certification or accreditation may be a part of validation of
some systems, such certification or accreditation is not necessary in all cases, outside of the
context of any such approvals within an organization itself. Therefore, part 11 is silent on the
matter.

68. One comment said the rule should clarify whether system validation should be capable of
discerning the absence of electronic records, in light of agency concerns about falsification.
The comment added that the agency's concerns regarding invalid or altered records can be
mitigated by use of cryptographically enhanced methods, including secure time and date
stamping.

The agency does not believe that it is necessary at this time to include an explicit requirement
that systems be capable of detecting the absence of records. The agency advises that the
requirement in Sec. 11.10(e) for audit trails of operator actions would cover those actions
intended to delete records. Thus, the agency would expect firms to document such deletions,
and would expect the audit trail mechanisms to be included in the validation of the electronic
records system.

69. Proposed Sec. 11.10(b) states that controls for closed systems must include the ability to
generate true copies of records in both human readable and electronic form suitable for
inspection, review, and copying by the agency, and that if there were any questions regarding
the ability of the agency to perform such review and copying, persons should contact the
agency.

Several comments objected to the requirement for “true” copies of electronic records. The
comments asserted that information in an original record (as may be contained in a database)
may be presented in a copy in a different format that may be more usable. The comments
concluded that, to generate precise “true” copies of electronic records, firms may have to
retain the hardware and software that had been used to create those records in the first place
(even when such hardware and software had been replaced by newer systems). The
comments pointed out that firms may have to provide FDA with the application logic for “true”
copies, and that this may violate copyright provisions. One comment illustrated the difference
between “true” copies and other equally reliable, but not exact, copies of electronic records by
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noting that pages from FDA's paper publications (such as the CFR and the Compliance Policy
Guidance Manual) look quite different from electronic copies posted to FDA's bulletin board.
The comments suggested different wording that would effectively require accurate and
complete copies, but not necessarily “true” copies.

The agency agrees that providing exact copies of electronic records in the strictest meaning
of the word “true” may not always be feasible. The agency nonetheless believes it is vital that
copies of electronic records provided to FDA be accurate and complete. Accordingly, in Sec.
11.10(b), “true” has been replaced with “accurate and complete.” The agency expects that
this revision should obviate the potential problems noted in the comments. The revision
should also reduce the costs of providing copies by making clear that firms need not maintain
obsolete equipment in order to make copies that are “true” with respect to format and
computer system.

70. Many comments objected to the proposed requirement that systems be capable of
generating electronic copies of electronic records for FDA inspection and copying, although
they generally agreed that it was appropriate to provide FDA with readable paper copies.
Alternative wording was suggested that would make providing electronic copies optional,
such that persons could provide FDA with nothing but paper copies if they so wished. The
comments argued that providing FDA with electronic copies was unnecessary, unjustified, not
practical considering the different types of computer systems that may be in use, and would
unfairly limit firms in their selection of hardware and software if they could only use systems
that matched FDA's capabilities (capabilities which, it was argued, would not be uniform
throughout the United States). One comment suggested that the rule specify [FDA page
13446] a particular format, such as ASCII, for electronic copies to FDA.

The agency disagrees with the assertion that FDA need only be provided with paper copies of
electronic records. To operate effectively, the agency must function on the same technological
plane as the industries it regulates. Just as firms realize efficiencies and benefits in the use of
electronic records, FDA should be able to conduct audits efficiently and thoroughly using the
same technology. For example, where firms perform computerized trend analyses of
electronic records to improve their processes, FDA should be able to use computerized
methods to audit electronic records (on site and off, as necessary) to detect trends,
inconsistencies, and potential problem areas. If FDA is restricted to reviewing only paper
copies of those records, the results would severely impede its operations. Inspections would
take longer to complete, resulting in delays in approvals of new medical products, and
expenditure of additional resources both by FDA (in performing the inspections and
transcribing paper records to electronic format) and by the inspected firms, which would
generate the paper copies and respond to questions during the resulting lengthened
inspections.

The agency believes that it also may be necessary to require that persons furnish certain
electronic copies of electronic records to FDA because paper copies may not be accurate and
complete if they lack certain audit trail (metadata) information. Such information may have a
direct bearing on record trustworthiness and reliability. These data could include information,
for example, on when certain items of electronic mail were sent and received.

The agency notes that people who use different computer systems routinely provide each
other with electronic copies of electronic records, and there are many current and developing
tools to enable such sharing. For example, at a basic level, records may be created in, or
transferred to, the ASCII format. Many different commercial programs have the capability to
import from, and export to, electronic records having different formats. Firms use electronic
data interchange (commonly known as EDI) and agreed upon transaction set formats to
enable them to exchange copies of electronic records effectively. Third parties are also
developing portable document formats to enable conversion among several diverse formats.
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Concerning the ability of FDA to handle different formats of electronic records, based upon
the emergence of format conversion tools such as those mentioned above, the agency's
experience with electronic submissions such as computer assisted new drug applications
(commonly known as CANDA's), and the agency's planned Submissions Management and
Review Tracking System (commonly known as SMART), FDA is confident that it can work
with firms to minimize any formatting difficulties. In addition, substitution of the words
“accurate and complete” for “true,” as discussed in comment 69, should make it easier for
firms to provide FDA with electronic copies of their electronic records. FDA does not believe it
is necessary to specify any particular format in part 11 because it prefers, at this time, to
afford industry and the agency more flexibility in deciding which formats meet the capabilities
of all parties. Accordingly, the agency has revised proposed Sec. 11.10(b) to read:

The ability to generate accurate and complete copies of records in both human readable and
electronic form suitable for inspection, review, and copying by the agency. Persons should
contact the agency if there are any questions regarding the ability of the agency to perform
such review and copying of the electronic records.

71. Proposed Sec. 11.10(c) states that procedures and controls for closed systems must
include the protection of records to enable their accurate and ready retrieval throughout the
records retention period.

One firm commented that, because it replaces systems often (about every 3 years), it may
have to retain supplanted systems to meet these requirements. Another comment suggested
that the rule be modified to require records retention only for as long as “legally mandated.”

The agency notes that, as discussed in comment 70 of this document, persons would not
necessarily have to retain supplanted hardware and software systems provided they
implemented conversion capabilities when switching to replacement technologies. The
agency does not believe it is necessary to add the qualifier “legally mandated” because the
retention period for a given record will generally be established by the regulation that requires
the record. Where the regulations do not specify a given time, the agency would expect firms
to establish their own retention periods. Regardless of the basis for the retention period, FDA
believes that the requirement that a given electronic record be protected to permit it to be
accurately and readily retrieved for as long as it is kept is reasonable and necessary.

72. Proposed Sec. 11.10(e) would require the use of time-stamped audit trails to document
record changes, all write-to-file operations, and to independently record the date and time of
operator entries and actions. Record changes must not obscure previously recorded
information and such audit trail documentation must be retained for a period at least as long
as required for the subject electronic documents and must be available for agency review and

copying.

Many comments objected to the proposed requirement that all write-to-file operations be
documented in the audit trail because it is unnecessary to document all such operations. The
comments said that this would require audit trails for such automated recordings as those
made to internal buffers, data swap files, or temporary files created by word processing
programs. The comments suggested revising Sec. 11.10(e) to require audit trails only for
operator entries and actions.

Other comments suggested that audit trails should cover: (1) Operator data inputs but not
actions, (2) only operator changes to records, (3) only critical write-to-file information, (4)
operator changes as well as all actions, (5) only new entries, (6) only systems where data can
be altered, (7) only information recorded by humans, (8) information recorded by both
humans and devices, and (9) only entries made upon adoption of the records as official. One
comment said audit trails should not be required for data acquisition systems, while another
comment said audit trails are critical for data acquisition systems.
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It is the agency's intent that the audit trail provide a record of essentially who did what, wrote
what, and when. The write-to-file operations referenced in the proposed rule were not
intended to cover the kind of “background” nonhuman recordings the comments identified.

The agency considers such operator actions as activating a manufacturing sequence or
turning off an alarm to warrant the same audit trail coverage as operator data entries in order
to document a thorough history of events and those responsible for such events. Although
FDA acknowledges that not every operator “action,” such as switching among screen
displays, need be covered by audit trails, the agency is concerned that revising the rule to
cover only “critical” operations would result in excluding much information and actions that are
necessary to document events thoroughly.

[FDA page 13447]

The agency believes that, in general, the kinds of operator actions that need to be covered by
an audit trail are those important enough to memorialize in the electronic record itself. These
are actions which, for the most part, would be recorded in corresponding paper records
according to existing recordkeeping requirements.

The agency intends that the audit trail capture operator actions (e.g., a command to open a
valve) at the time they occur, and operator information (e.g., data entry) at the time the
information is saved to the recording media (such as disk or tape), in much the same manner
as such actions and information are memorialized on paper. The audit trail need not capture
every keystroke and mistake that is held in a temporary buffer before those commitments. For
example, where an operator records the lot number of an ingredient by typing the lot number,
followed by the “return key” (where pressing the return key would cause the information to be
saved to a disk file), the audit trail need not record every “backspace delete” key the operator
may have previously pressed to correct a typing error. Subsequent “saved” corrections made
after such a commitment, however, must be part of the audit trail.

At this time, the agency's primary concern relates to the integrity of human actions. Should
the agency's experience with part 11 demonstrate a need to require audit trails of device
operations and entries, the agency will propose appropriate revisions to these regulations.
Accordingly, the agency has revised proposed Sec. 11.10(e) by removing reference to all
write-to-file operations and clarifying that the audit trail is to cover operator entries and actions
that create, modify, or delete electronic records.

73. A number of comments questioned whether proposed Sec. 11.10(e) mandated that the
audit trail be part of the electronic record itself or be kept as a separate record. Some
comments interpreted the word “independently” as requiring a separate record. Several
comments focused on the question of whether audit trails should be generated manually
under operator control or automatically without operator control. One comment suggested a
revision that would require audit trails to be generated by computer, because the system, not
the operator, should record the audit trail. Other comments said the rule should facilitate date
and time recording by software, not operators, and that the qualifier “securely” be added to
the language describing the audit trail. One comment, noting that audit trails require validation
and qualification to ensure that time stamps are accurate and independent, suggested that
audit trails be required only when operator actions are witnessed.

The agency advises that audit trail information may be contained as part of the electronic
record itself or as a separate record. FDA does not intend to require one method over the
other. The word “independently” is intended to require that the audit trail not be under the
control of the operator and, to prevent ready alteration, that it be created independently of the
operator.

To maintain audit trail integrity, the agency believes it is vital that the audit trail be created by
the computer system independently of operators. The agency believes it would defeat the
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purpose of audit trails to permit operators to write or change them. The agency believes that,
at this time, the source of such independent audit trails may effectively be within the
organization that creates the electronic record. However, the agency is aware of a situation
under which time and date stamps are provided by trusted third parties outside of the creating
organization. These third parties provide, in effect, a public electronic notary service. FDA will
monitor development of such services in light of part 11 to determine if a requirement for such
third party services should be included in these regulations. For now, the agency considers
the advent of such services as recognition of the need for strict objectivity in recording time
and date stamps.

The agency disagrees with the premise that only witnessed operator actions need be covered
by audit trails because the opportunities for record falsification are not limited to cases where
operator actions are witnessed. Also, the need for validating audit trails does not diminish the
need for their implementation.

FDA agrees with the suggestion that the proposed rule be revised to require a secure audit
trail--a concept inherent in having such a control at all. Accordingly, proposed Sec. 11.10(e)
has been revised to require use of “secure, computer-generated” audit trails.

74. A few comments objected to the requirement that time be recorded, in addition to dates,
and suggested that time be recorded only when necessary and feasible. Other comments
specifically supported the requirement for recording time, noting that time stamps make
electronic signatures less vulnerable to fraud and abuse. The comments noted that, in any
setting, there is a need to identify the date, time, and person responsible for adding to or
changing a value. One of the comments suggested that the rule require recording the reason
for making changes to electronic records. Other comments implicitly supported recording
time.

FDA believes that recording time is a critical element in documenting a sequence of events.
Within a given day a number of events and operator actions may take place, and without
recording time, documentation of those events would be incomplete. For example, without
time stamps, it may be nearly impossible to determine such important sequencing as
document approvals and revisions and the addition of ingredients in drug production. Thus,
the element of time becomes vital to establishing an electronic record's trustworthiness and
reliability.

The agency notes that comments on the ANPRM frequently identified use of date/time
stamps as an important system control. Time recording, in the agency's view, can also be an
effective deterrent to records falsification. For example, event sequence codes alone would
not necessarily document true time in a series of events, making falsification of that sequence
easier if time stamps are not used. The agency believes it should be very easy for firms to
implement time stamps because there is a clock in every computer and document
management software, electronic mail systems and other electronic record/electronic
applications, such as digital signature programs, commonly apply date and time stamps. The
agency does not intend that new technologies, such as cryptographic technologies, will be
needed to comply with this requirement. The agency believes that implementation of time
stamps should be feasible in virtually all computer systems because effective computer
operations depend upon internal clock or timing mechanisms and, in the agency's
experience, most computer systems are capable of precisely recording such time entries as
when records are saved.

The agency is implementing the time stamp requirement based on the understanding that all
current computers, electronic document software, electronic mail, and related electronic
record systems include such technologies. The agency also understands that time stamps
are applied automatically by these systems, meaning firms would not have to install additional
hardware, software, or incur additional burden to implement this control. In recognition of this,
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the agency wishes to clarify that a primary intent of this provision is to ensure that people take
reasonable measures to [FDA page 13448] ensure that those built in time stamps are
accurate and that people do not alter them casually so as to readily mask unauthorized
record changes.

The agency advises that, although part 11 does not specify the time units (e.g., tenth of a
second, or even the second) to be used, the agency expects the unit of time to be meaningful
in terms of documenting human actions.

The agency does not believe part 11 needs to require recording the reason for record
changes because such a requirement, when needed, is already in place in existing
regulations that pertain to the records themselves.

75. One comment stated that proposed Sec. 11.10(e) should not require an electronic
signature for each write-to-file operation.

The agency advises that Sec. 11.10(e) does not require an electronic signature as the means
of authenticating each write-to-file operation. The agency expects the audit trail to document
who did what and when, documentation that can be recorded without electronic signatures
themselves.

76. Several comments, addressing the proposed requirement that record changes not
obscure previously recorded information, suggested revising proposed Sec. 11.10(e) to apply
only to those entries intended to update previous information.

The agency disagrees with the suggested revision because the rewording is too narrow. The
agency believes that some record changes may not be “updates” but significant modifications
or falsifications disguised as updates. All changes to existing records need to be documented,
regardless of the reason, to maintain a complete and accurate history, to document individual
responsibility, and to enable detection of record falsifications.

77. Several comments suggested replacing the word “document” with “record” in the phrase
“Such audit trails shall be retained for a period at least as long as required for the subject
electronic documents * * *” because not all electronic documents are electronic records and
because the word document connotes paper.

As discussed in section Il1.D. of this document, the agency equates electronic documents with
electronic records, but for consistency, has changed the phrase to read “Such audit trail
documentation shall be retained for a period at least as long as that required for the subject
electronic records * * *.”

78. Proposed Sec. 11.10(k)(ii) (Sec. 11.10(k)(2) in this regulation) addresses electronic audit
trails as a systems documentation control. One comment noted that this provision appears to
be the same as the audit trail provision of proposed Sec. 11.10(e) and requested clarification.

The agency wishes to clarify that the kinds of records subject to audit trails in the two
provisions cited by the comment are different. Section 11.10(e) pertains to those records that
are required by existing regulations whereas Sec. 11.10(k)(2) covers the system
documentation records regarding overall controls (such as access privilege logs, or system
operational specification diagrams). Accordingly, the first sentence of Sec. 11.10(e) has been
revised to read “Use of secure, computer-generated, time-stamped audit trails to
independently record and date the time of operator entries and actions that create, modify, or
delete electronic records.”

79. Proposed Sec. 11.10(f) states that procedures and controls for closed systems must
include the use of operational checks to enforce permitted sequencing of events, as
appropriate.
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Two comments requested clarification of the agency's intent regarding operational checks.

The agency advises that the purpose of performing operational checks is to ensure that
operations (such as manufacturing production steps and signings to indicate initiation or
completion of those steps) are not executed outside of the predefined order established by
the operating organization.

80. Several comments suggested that, for clarity, the phrase “operational checks” be modified
to “operational system checks.”

The agency agrees that the added modifier “system” more accurately reflects the agency's
intent that operational checks be performed by the computer systems and has revised
proposed Sec. 11.10(f) accordingly.

81. Several comments suggested revising proposed Sec. 11.10(f) to clarify what is to be
checked. The comments suggested that “steps” in addition to “events” be checked, only
critical steps be checked, and that “records” also be checked.

The agency intends the word “event” to include “steps” such as production steps. For clarity,
however, the agency has revised proposed Sec. 11.10(f) by adding the word “steps.” The
agency does not, however, agree that only critical steps need be subject to operational
checks because a given specific step or event may not be critical, yet it may be very important
that the step be executed at the proper time relative to other steps or events. The agency
does not believe it necessary to add the modifier “records” to proposed Sec. 11.10(f) because
creation, deletion, or modification of a record is an event. Should it be necessary to create,
delete, or modify records in a particular sequence, operational system checks would ensure
that the proper sequence is followed.

82. Proposed Sec. 11.10(g) states that procedures and controls for closed systems must
include the use of authority checks to ensure that only authorized individuals use the system,
electronically sign a record, access the operation or device, alter a record, or perform the
operation at hand.

One comment suggested that the requirement for authority checks be qualified with the
phrase “as appropriate,” on the basis that it would not be necessary for certain parts of a
system, such as those not affecting an electronic record. The comment cited pushing an
emergency stop button as an example of an event that would not require an authority check.
Another comment suggested deleting the requirement on the basis that some records can be
read by all employees in an organization.

The agency advises that authority checks, and other controls under Sec. 11.10, are intended
to ensure the authenticity, integrity, and confidentiality of electronic records, and to ensure
that signers cannot readily repudiate a signed record as not genuine. Functions outside of this
context, such as pressing an emergency stop button, would not be covered. However, even in
this example, the agency finds it doubtful that a firm would permit anyone, such as a stranger
from outside the organization, to enter a facility and press the stop button at will regardless of
the existence of an emergency. Thus, there would likely be some generalized authority
checks built into the firm's operations.

The agency believes that few organizations freely permit anyone from within or without the
operation to use their computer system, electronically sign a record, access workstations,
alter records, or perform operations. It is likely that authority checks shape the activities of
almost every organization. The nature, scope, and mechanism of performing such checks is
up to the operating organization. FDA believes, however, that performing such checks is one
of the most fundamental measures to ensure the integrity and trustworthiness of electronic
records.
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Proposed Sec. 11.10(g) does not preclude all employees from being permitted to read certain
electronic records. However, the fact that some records may be read by all employees would
not [FDA page 13449] justify deleting the requirement for authority checks entirely. The
agency believes it is highly unlikely that all of a firm's employees would have authority to read,
write, and sign all of its electronic records.

83. One comment said authority checks are appropriate for document access but not system
access, and suggested that the phrase “access the operation or device” be deleted. The
comment added, with respect to authority checks on signing records, that in many
organizations, more than one individual has the authority to sign documents required under
FDA regulations and that such authority should be vested with the individual as designated by
the operating organization. Another comment said proposed Sec. 11.10(g) should explicitly
require access authority checks and suggested that the phrase “use the system” be changed
to “access and use the system.” The comment also asked for clarification of the term “device.”

The agency disagrees that authority checks should not be required for system access
because, as discussed in comment 82 of this document, it is unlikely that a firm would permit
any unauthorized individuals to access its computer systems. System access control is a
basic security function because system integrity may be impeached even if the electronic
records themselves are not directly accessed. For example, someone could access a system
and change password requirements or otherwise override important security measures,
enabling individuals to alter electronic records or read information that they were not
authorized to see. The agency does not believe it necessary to add the qualifier “access and”
because Sec. 11.10(d) already requires that system access be limited to authorized
individuals. The agency intends the word “device” to mean a computer system input or output
device and has revised proposed Sec. 11.10(g) to clarify this point.

Concerning signature authority, FDA advises that the requirement for authority checks in no
way limits organizations in authorizing individuals to sign multiple records. Firms may use any
appropriate mechanism to implement such checks. Organizations do not have to embed a list
of authorized signers in every record to perform authority checks. For example, a record may
be linked to an authority code that identifies the title or organizational unit of people who may
sign the record. Thus, employees who have that corresponding code, or belong to that unit,
would be able to sign the record. Another way to implement controls would be to link a list of
authorized records to a given individual, so that the system would permit the individual to sign
only records in that list.

84. Two comments addressed authority checks within the context of PDMA and suggested
that such checks not be required for drug sample receipt records. The comments said that
different individuals may be authorized to accept drug samples at a physician's office, and
that the large number of physicians who would potentially qualify to receive samples would be
too great to institute authority checks.

The agency advises that authority checks need not be automated and that in the context of
PDMA such checks would be as valid for electronic records as they are for paper sample
requests because only licensed practitioners or their designees may accept delivery of drug
samples. The agency, therefore, acknowledges that many individuals may legally accept
samples and, thus, have the authority to sign electronic receipts. However, authority checks
for electronic receipts could nonetheless be performed by sample manufacturer
representatives by using the same procedures as the representatives use for paper receipts.
Accordingly, the agency disagrees with the comment that proposed Sec. 11.10(g) should not
apply to PDMA sample receipts.

The agency also advises that under PDMA, authority checks would be particularly important
in the case of drug sample request records because only licensed practitioners may request
drug samples.
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Accordingly, proposed Sec. 11.10(g) has been revised to read: “Use of authority checks to
ensure that only authorized individuals can use the system, electronically sign a record,
access the operation or computer system input or output device, alter a record, or perform the
operation at hand.”

85. Proposed Sec. 11.10(h) states that procedures and controls for closed systems must
include the use of device (e.g., terminal) location checks to determine, as appropriate, the
validity of the source of data input or operational instruction. Several comments objected to
this proposed requirement and suggested its deletion because it is: (1) Unnecessary
(because the data source is always known by virtue of system design and validation); (2)
problematic with respect to mobile devices, such as those connected by modem; (3) too much
of a “how to;” (4) not explicit enough to tell firms what to do; (5) unnecessary in the case of
PDMA; and (6) technically challenging. One comment stated that a device's identification, in
addition to location, may be important and suggested that the proposed rule be revised to
require device identification as well.

FDA advises that, by use of the term “as appropriate,” it does not intend to require device
checks in all cases. The agency believes that these checks are warranted where only certain
devices have been selected as legitimate sources of data input or commands. In such cases,
the device checks would be used to determine if the data or command source was
authorized. In a network, for example, it may be necessary for security reasons to limit
issuance of critical commands to only one authorized workstation. The device check would
typically interrogate the source of the command to ensure that only the authorized
workstation, and not some other device, was, in fact, issuing the command.

The same approach applies for remote sources connected by modem, to the extent that
device identity interrogations could be made automatically regardless of where the portable
devices were located. To clarify this concept, the agency has removed the word “location”
from proposed Sec. 11.10(h). Device checks would be necessary under PDMA when the
source of commands or data is relevant to establishing authenticity, such as when licensed
practitioners order drug samples directly from the manufacturer or authorized distributor
without the intermediary of a sales representative. Device checks may also be useful to firms
in documenting and identifying which sales representatives are transmitting drug sample
requests from licensed practitioners.

FDA believes that, although validation may demonstrate that a given terminal or workstation is
technically capable of sending information from one point to another, validation alone would
not be expected to address whether or not such device is authorized to do so.

86. Proposed Sec. 11.10(i) states that procedures and controls for closed systems must
include confirmation that persons who develop, maintain, or use electronic record or
signature systems have the education, training, and experience to perform their assigned
tasks.

Several comments objected to the word “confirmation” because it is redundant with, or more
restrictive than, existing regulations, and suggested alternate wording, such as “evidence.”
Two comments interpreted the proposed wording as requiring that checks of personnel
qualifications be performed automatically by computer systems that perform database type
[FDA page 13450] matches between functions and personnel training records.

The agency advises that, although there may be some overlap in proposed Sec. 11.10(i) and
other regulations regarding the need for personnel to be properly qualified for their duties,
part 11 is specific to functions regarding electronic records, an issue that other regulations
may or may not adequately address. Therefore, the agency is retaining the requirement.

The agency does not intend to require that the check of personnel qualifications be performed
automatically by a computer system itself (although such automation is desirable). The
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agency has revised the introductory paragraph of Sec. 11.10, as discussed in section VII. of
this document, to clarify this point. The agency agrees that another word should be used in
place of “confirmation,” and for clarity has selected “determination.”

87. One comment suggested that the word “training” be deleted because it has the same
meaning as “education” and “experience,” and objected to the implied requirement for records
of employee training. Another comment argued that applying this provision to system
developers was irrelevant so long as systems perform as required and have been
appropriately validated. The comment suggested revising proposed Sec. 11.10(i) to require
employees to be trained only “as necessary.” One comment, noting that training and
experience are very important, suggested expanding proposed Sec. 11.10(i) to require
appropriate examination and certification of persons who perform certain high-risk, high-trust
functions and tasks.

The agency regards this requirement as fundamental to the proper operation of a facility.
Personnel entrusted with important functions must have sufficient training to do their jobs. In
FDA's view, formal education (e.g., academic studies) and general industry experience would
not necessarily prepare someone to begin specific, highly technical tasks at a given firm.
Some degree of on-the-job training would be customary and expected. The agency believes
that documentation of such training is also customary and not unreasonable.

The agency also disagrees with the assertion that personnel qualifications of system
developers are irrelevant. The qualifications of personnel who develop systems are relevant
to the expected performance of the systems they build and their ability to explain and support
these systems. Validation does not lessen the need for personnel to have the education,
training, and experience to do their jobs properly. Indeed, it is highly unlikely that poorly
qualified developers would be capable of producing a system that could be validated. The
agency advises that, although the intent of proposed Sec. 11.10(i) is to address qualifications
of those personnel who develop systems within an organization, rather than external
“vendors” per se, it is nonetheless vital that vendor personnel are likewise qualified to do their
work. The agency agrees that periodic examination or certification of personnel who perform
certain critical tasks is desirable. However, the agency does not believe that at this time a
specific requirement for such examination and certification is necessary.

88. Proposed Sec. 11.10(j) states that procedures and controls for closed systems must
include the establishment of, and adherence to, written policies that hold individuals
accountable and liable for actions initiated under their electronic signatures, so as to deter
record and signature falsification.

Several comments suggested changing the word “liable” to “responsible” because the word
“responsible” is broader, more widely understood by employees, more positive and inclusive
of elements of honesty and trust, and more supportive of a broad range of disciplinary
measures. One comment argued that the requirement would not deter record or signature
falsification because employee honesty and integrity cannot be regulated.

The agency agrees because, although the words “responsible” and “liable” are generally
synonymous, “responsible” is preferable because it is more positive and supportive of a broad
range of disciplinary measures. There may be a general perception that electronic records
and electronic signatures (particularly identification codes and passwords) are less significant
and formal than traditional paper records and handwritten signatures. Individuals may
therefore not fully equate the seriousness of electronic record falsification with paper record
falsification. Employees need to understand the gravity and consequences of signature or
record falsification. Although FDA agrees that employee honesty cannot be ensured by
requiring it in a regulation, the presence of strong accountability and responsibility policies is
necessary to ensure that employees understand the importance of maintaining the integrity of
electronic records and signatures.
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89. Several comments expressed concern regarding employee liability for actions taken under
their electronic signatures in the event that such signatures are compromised, and requested
“reasonable exceptions.” The comments suggested revising proposed Sec. 11.10(j) to hold
people accountable only where there has been intentional falsification or corruption of
electronic data.

The agency considers the compromise of electronic signatures to be a very serious matter,
one that should precipitate an appropriate investigation into any causative weaknesses in an
organization's security controls. The agency nonetheless recognizes that where such
compromises occur through no fault or knowledge of individual employees, there would be
reasonable limits on the extent to which disciplinary action would be taken. However, to
maintain emphasis on the seriousness of such security breeches and deter the deliberate
fabrication of “mistakes,” the agency believes Sec. 11.10 should not provide for exceptions
that may lessen the import of such a fabrication.

90. One comment said the agency should consider the need for criminal law reform because
current computer crime laws do not address signatures when unauthorized access or
computer use is not an issue. Another comment argued that proposed Sec. 11.10(j) should
be expanded beyond “individual” accountability to include business entities.

The agency will consider the need for recommending legislative initiatives to address
electronic signature falsification in light of the experience it gains with this regulation. The
agency does not believe it necessary to address business entity accountability specifically in
Sec. 11.10 because the emphasis is on actions and accountability of individuals, and
because individuals, rather than business entities, apply signatures.

91. One comment suggested that proposed Sec. 11.10(j) should be deleted because it is
unnecessary because individuals are presumably held accountable for actions taken under
their authority, and because, in some organizations, individuals frequently delegate authority
to sign their names.

As discussed in comments 88 to 90 of this document, the agency has concluded that this
section is necessary. Furthermore it does not limit delegation of authority as described in the
comment. However, where one individual signs his or her name on behalf of someone else,
the signature applied should be that of the delegatee, with some notation of that fact, and not
the name of the delegator. This is the [FDA page 13451] same procedure commonly used on
paper documents, noted as “X for Y.”

92. Proposed Sec. 11.10(k) states that procedures and controls for closed systems must
include the use of appropriate systems documentation controls, including: (1) Adequate
controls over the distribution, access to, and use of documentation for system operation and
maintenance; and (2) records revision and change control procedures to maintain an
electronic audit trail that documents time-sequenced development and modification of
records. Several comments requested clarification of the type of documents covered by
proposed Sec. 11.10(k). One comment noted that this section failed to address controls for
record retention. Some comments suggested limiting the scope of systems documentation to
application and configurable software, or only to software that could compromise system
security or integrity. Other comments suggested that this section should be deleted because
some documentation needs wide distribution within an organization, and that it is an onerous
burden to control user manuals.

The agency advises that Sec. 11.10(k) is intended to apply to systems documentation,
namely, records describing how a system operates and is maintained, including standard
operating procedures. The agency believes that adequate controls over such documentation
are necessary for various reasons. For example, it is important for employees to have correct
and updated versions of standard operating and maintenance procedures. If this
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documentation is not current, errors in procedures and/or maintenance are more likely to
occur. Part 11 does not limit an organization's discretion as to how widely or narrowly any
document is to be distributed, and FDA expects that certain documents will, in fact, be widely
disseminated. However, some highly sensitive documentation, such as instructions on how to
modify system security features, would not routinely be widely distributed. Hence, it is
important to control distribution of, access to, and use of such documentation.

Although the agency agrees that the most critical types of system documents would be those
directly affecting system security and integrity, FDA does not agree that control over system
documentation should only extend to security related software or to application or
configurable software. Documentation that relates to operating systems, for example, may
also have an impact on security and day-to-day operations. The agency does not agree that it
is an onerous burden to control documentation that relates to effective operation and security
of electronic records systems. Failure to control such documentation, as discussed above,
could permit and foster records falsification by making the enabling instructions for these acts
readily available to any individual.

93. Concerning the proposed requirement for adequate controls over documentation for
system operation and maintenance, one comment suggested that it be deleted because it is
under the control of system vendors, rather than operating organizations. Several comments
suggested that the proposed provision be deleted because it duplicates Sec. 11.10(e) with
respect to audit trails. Some comments also objected to maintaining the change control
procedures in electronic form and suggested deleting the word “electronic” from “electronic
audit trails.”

The agency advises that this section is intended to apply to systems documentation that can
be changed by individuals within an organization. If systems documentation can only be
changed by a vendor, this provision does not apply to the vendor's customers. The agency
acknowledges that systems documentation may be in paper or electronic form. Where the
documentation is in paper form, an audit trail of revisions need not be in electronic form.
Where systems documentation is in electronic form, however, the agency intends to require
the audit trail also be in electronic form, in accordance with Sec. 11.10(e). The agency
acknowledges that, in light of the comments, the proposed rule may not have been clear
enough regarding audit trails addressed in Sec. 11.10(k) compared to audit trails addressed
in Sec. 11.10(e) and has revised the final rule to clarify this matter.

The agency does not agree, however, that the audit trail provisions of Sec. 11.10(e) and (k),
as revised, are entirely duplicative. Section 11.10(e) applies to electronic records in general
(including systems documentation); Sec. 11.10(k) applies exclusively to systems
documentation, regardless of whether such documentation is in paper or electronic form.

As revised, Sec. 11.10(k) now reads as follows:
(k) Use of appropriate controls over systems documentation including:

(1) Adequate controls over the distribution of, access to, and use of documentation for system
operation and maintenance.

(2) Revision and change control procedures to maintain an audit trail that documents
time-sequenced development and modification of systems documentation.
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¥%II3(I)EIectronic Records--Controls for Open Systems (Sec.

Proposed Sec. 11.30 states that: “Open systems used to create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the authenticity,
integrity and confidentiality of electronic records from the point of their creation to the point of
their receipt.” In addition, Sec. 11.30 states:

*** Such procedures and controls shall include those identified in Sec. 11.10, as appropriate,
and such additional measures as document encryption and use of established digital
signature standards acceptable to the agency, to ensure, as necessary under the
circumstances, record authenticity, integrity, and confidentiality.

94. One comment suggested that the reference to digital signature standards be deleted
because the agency should not be setting standards and should not dictate how to ensure
record authenticity, integrity, and confidentiality. Other comments requested clarification of the
agency's expectations with regard to digital signatures: (1) The kinds that would be
acceptable, (2) the mechanism for announcing which standards were acceptable (and
whether that meant FDA would be certifying particular software), and (3) a definition of digital
signature. One comment asserted that FDA should accept international standards for digital
signatures. Some comments also requested a definition of encryption. One comment
encouraged the agency to further define open systems.

The agency advises that Sec. 11.30 requires additional controls, beyond those identified in
Sec. 11.10, as needed under the circumstances, to ensure record authenticity, integrity, and
confidentiality for open systems. Use of digital signatures is one measure that may be used,
but is not specifically required. The agency wants to ensure that the digital signature standard
used is, in fact, appropriate. Development of digital signature standards is a complex
undertaking, one FDA does not expect to be performed by individual firms on an ad hoc
basis, and one FDA does not now seek to perform.

The agency is nonetheless concerned that such standards be robust and secure. Currently,
the agency is aware of two such standards, the RSA (Rivest-Shamir-Adleman), and NIST's
Digital Signature Standard (DSS). The DSS became Federal Information Processing
Standard (FIPS) 186 on December 1, 1994. These standards are incorporated in different
software programs. The agency does not seek to certify or otherwise approve of such
programs, [FDA page 13452] but expects people who use such programs to ensure that they
are suitable for their intended use. FDA is aware that NIST provides certifications regarding
mathematical conformance to the DSS core algorithms, but does not formally evaluate the
broader programs that contain those algorithms. The agency has revised the final rule to
clarify its intent that firms retain the flexibility to use any appropriate digital signature as an
additional system control for open

systems. FDA is also including a definition of digital signature under Sec. 11.3(b)(5).

The agency does not believe it necessary to codify the term “encryption” because, unlike the
term digital signature, it has been in general use for many years and is generally understood
to mean the transforming of a writing into a secret code or cipher. The agency is aware that
there are several commercially available software programs that implement both digital
signatures and encryption.

95. Two comments noted that use of digital signatures and encryption is not necessary in the
context of PDMA, where access to an electronic record is limited once it is signed and stored.
One of the comments suggested that proposed Sec. 11.30 be revised to clarify this point.
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As discussed in comment 94 of this document, use of digital signatures and encryption would
be an option when extra measures are necessary under the circumstances. In the case of
PDMA records, such measures may be warranted in certain circumstances, and unnecessary
in others. For example, if electronic records were to be transmitted by a firm's representative
by way of a public online service to a central location, additional measures would be
necessary. On the other hand, where the representative's records are hand delivered to that
location, or transferred by direct connection between the representative and the central
location, such additional measures to ensure record authenticity, confidentiality, and integrity
may not be necessary. The agency does not believe that it is practical to revise Sec. 11.30 to
elaborate on every possible situation in which additional measures would or would not be
needed.

96. One comment addressed encryption of submissions to FDA and asked if people making
those submissions would have to give the agency the appropriate “keys” and, if so, how the
agency would protect the security of such information.

The agency intends to develop appropriate procedures regarding the exchange of “keys”
attendant to use of encryption and digital signatures, and will protect those keys that must
remain confidential, in the same manner as the agency currently protects trade secrets.
Where the agency and a submitter agree to use a system that calls for the exchange of secret
keys, FDA will work with submitters to achieve mutually agreeable procedures. The agency
notes, however, that not all encryption and digital signature systems require that enabling
keys be secret.

97. One comment noted that proposed Sec. 11.30 does not mention availability and
nonrepudiation and requested clarification of the term “point of receipt.” The comment noted
that, where an electronic record is received at a person's electronic mailbox (which resides on
an open system), additional measures may be needed when the record is transferred to the
person's own local computer because such additional transfer entails additional security risks.
The comment suggested wording that would extend open system controls to the point where
records are ultimately retained.

The agency agrees that, in the situation described by the comment, movement of the
electronic record from an electronic mailbox to a person's local computer may necessitate
open system controls. However, situations may vary considerably as to the ultimate point of
receipt, and FDA believes proposed Sec. 11.30 offers greater flexibility in determining open
system controls than revisions suggested by the comment. The agency advises that the
concept of nonrepudiation is part of record authenticity and integrity, as already covered by
Sec. 11.10(c). Therefore, FDA is not revising Sec. 11.30 as suggested.

IX. Electronic Records--Signature Manifestations (Sec. 11.50)

Proposed Sec. 11.50 requires that electronic records that are electronically signed must
display in clear text the printed name of the signer, and the date and time when the electronic
signature was executed. This section also requires that electronic records clearly indicate the
meaning (such as review, approval, responsibility, and authorship) associated with their
attendant signatures.

98. Several comments suggested that the information required under proposed Sec. 11.50
need not be contained in the electronic records themselves, but only in the human readable
format (screen displays and printouts) of such records. The comments explained that the
records themselves need only contain links, such as signature attribute codes, to such
information to produce the displays of information required.
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The comments noted, for example, that, where electronic signatures consist of an
identification code in combination with a password, the combined code and password itself
would not be part of the display.

Some comments suggested that proposed Sec. 11.50 be revised to clarify what items are to
be displayed.

The agency agrees and has revised proposed Sec. 11.50 accordingly. The intent of this
section is to require that human readable forms of signed electronic records, such as
computer screen displays and printouts bear: (1) The printed name of the signer (at the time
the record is signed as well as whenever the record is read by humans); (2) the date and time
of signing; and (3) the meaning of the signature. The agency believes that revised Sec. 11.50
will afford persons the flexibility they need to implement the display of information appropriate
for their own electronic records systems, consistent with other system controls in part 11, to
ensure record integrity and prevent falsification.

99. One comment stated that the controls in proposed Sec. 11.50 would not protect against
inaccurate entries.

FDA advises that the purpose of this section is not to protect against inaccurate entries, but to
provide unambiguous documentation of the signer, when the signature was executed, and the
signature's meaning. The agency believes that such a record is necessary to document
individual responsibility and actions.

In a paper environment, the printed name of the individual is generally present in the signed
record, frequently part of a traditional “signature block.” In an electronic environment, the
person's name may not be apparent, especially where the signature is based on identification
codes combined with passwords. In addition, the meaning of a signature is generally
apparent in a paper record by virtue of the context of the record or, more often, explicit
phrases such as “approved by,” “reviewed by,” and “performed by.” Thus, the agency believes
that for clear documentation purposes it is necessary to carry such meanings into the
electronic record environment.

100. One comment suggested that proposed Sec. 11.50 should apply only to those records
that are required to be signed, and that the display of the date and time should be performed
in a secure manner.

The agency intends that this section apply to all signed electronic records regardless of
whether other regulations require them to be signed. The agency believes that if it is
important enough that a record be signed, human readable [FDA page 13453] displays of
such records must include the printed name of the signer, the date and time of signing, and
the meaning of the signature. Such information is crucial to the agency's ability to protect
public health. For example, a message from a firm's management to employees instructing
them on a particular course of action may be critical in litigation. This requirement will help
ensure clear documentation and deter falsification regardless of whether the signature is
electronic or handwritten.

The agency agrees that the display of information should be carried out in a secure manner
that preserves the integrity of that information. The agency, however, does not believe it is
necessary at this time to revise Sec. 11.50 to add specific security measures because other
requirements of part 11 have the effect of ensuring appropriate security.

Because signing information is important regardless of the type of signature used, the agency
has revised Sec. 11.50 to cover all types of signings.

101. Several comments objected to the requirement in proposed Sec. 11.50(a) that the time
of signing be displayed in addition to the date on the grounds that such information is: (1)
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Unnecessary, (2) costly to implement, (3) needed in the electronic record for auditing
purposes, but not needed in the display of the record, and (4) only needed in critical
applications. Some comments asserted that recording time should be optional. One comment
asked whether the time should be local to the signer or to a central network when electronic
record systems cross different time zones.

The agency believes that it is vital to record the time when a signature is applied.
Documenting the time when a signature was applied can be critical to demonstrating that a
given record was, or was not, falsified. Regarding systems that may span different time zones,
the agency advises that the signer's local time is the one to be recorded.

102. One comment assumed that a person's user identification code could be displayed
instead of the user's printed name, along with the date and time of signing.

This assumption is incorrect. The agency intends that the printed name of the signer be
displayed for purposes of unambiguous documentation and to emphasize the importance of
the act of signing to the signer. The agency believes that because an identification code is not
an actual name, it would not be a satisfactory substitute.

103. One comment suggested that the word “printed” in the phrase “printed name” be deleted
because the word was superfluous. The comment also stated that the rule should state when
the clear text must be created or displayed because some computer systems, in the context
of electronic data interchange transactions, append digital signatures to records before, or in
connection with, communication of the record.

The agency disagrees that the word “printed” is superfluous because the intent of this section
is to show the name of the person in an unambiguous manner that can be read by anyone.
The agency believes that requiring the printed name of the signer instead of codes or other
manifestations, more effectively provides clarity.

The agency has revised this section to clarify the point at which the signer's information must
be displayed, namely, as part of any human readable form of the electronic record. The
revision, in the agency's view, addresses the comment's concern regarding the application of
digital signatures. The agency advises that under Sec. 11.50, any time after an electronic
record has been signed, individuals who see the human readable form of the record will be
able to immediately tell who signed the record, when it was signed, and what the signature
meant. This includes the signer who, as with a traditional signature to paper, will be able to
review the signature instantly.

104. One comment asked if the operator would have to see the meaning of the signature, or if
the information had to be stored on the physical electronic record.

As discussed in comment 100 of this document, the information required by Sec. 11.50(b)
must be displayed in the human readable format of the electronic record. Persons may elect
to store that information directly within the electronic record itself, or in logically associated
records, as long as such information is displayed any time a person reads the record.

105. One comment noted that proposed Sec. 11.50(b) could be interpreted to require lengthy
explanations of the signatures and the credentials of the signers. The comment also stated
that this information would more naturally be contained in standard operating procedures,
manuals, or accompanying literature than in the electronic records themselves.

The agency believes that the comment misinterprets the intent of this provision. Recording
the meaning of the signature does not infer that the signer's credentials or other lengthy
explanations be part of that meaning. The statement must merely show what is meant by the
act of signing (e.g., review, approval, responsibility, authorship).
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106. One comment noted that the meaning of a signature may be included in a (digital
signature) public key certificate and asked if this would be acceptable. The comment also
noted that the certificate might be easily accessible by a record recipient from either a
recognized database or one that might be part of, or associated with, the electronic record
itself. The comment further suggested that FDA would benefit from participating in developing
rules of practice regarding certificate-based public key cryptography and infrastructure with
the Information Security Committee, Section of Science and Technology, of the American Bar
Association (ABA).

The intent of this provision is to clearly discern the meaning of the signature when the
electronic record is displayed in human readable form. The agency does not expect such
meaning to be contained in or displayed by a public key certificate because the public key is
generally a fixed value associated with an individual. The certificate is used by the recipient to
authenticate a digital signature that may have different meanings, depending upon the record
being signed. FDA acknowledges that it is possible for someone to establish different public
keys, each of which may indicate a different signature meaning.

Part 11 would not prohibit multiple “meaning” keys provided the meaning of the signature
itself was still clear in the display of the record, a feature that could conceivably be
implemented by software.

Regarding work of the ABA and other standard-setting organizations, the agency welcomes
an open dialog with such organizations, for the mutual benefit of all parties, to establish and
facilitate the use of electronic record/electronic signature technologies. FDA's participation in
any such activities would be in accordance with the agency's policy on standards stated in the
Federal Register of October 11, 1995 (60 FR 53078).

Revised Sec. 11.50, signature manifestations, reads as follows:

(a) Signed electronic records shall contain information associated with the signing that clearly
indicates all of the following:

(1) The printed name of the signer;
(2) The date and time when the signature was executed; and

(3) The meaning (such as review, approval, responsibility, or authorship) associated with the
signature.

(b) The items identified in paragraphs (a)(1), (a)(2), and

(a)(8) of this section shall be subject to the same controls as for electronic records and shall
be included as part of any human readable form of the electronic record (such as electronic
display or printout).

[FDA page 13454]

X. Electronic Records--Signature/Record Linking (Sec. 11.70)

107. Proposed Sec. 11.70 states that electronic signatures and handwritten signatures
executed to electronic records must be verifiably bound to their respective records to ensure
that signatures could not be excised, copied, or otherwise transferred to falsify another
electronic record.

Many comments objected to this provision as too prescriptive, unnecessary, unattainable, and
excessive in comparison to paper-based records. Some comments asserted that the
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objectives of the section could be attained through appropriate procedural and administrative
controls. The comments also suggested that objectives of the provision could be met by
appropriate software (i.e., logical) links between the electronic signatures and electronic
records, and that such links are common in systems that use identification codes in
combination with passwords. One firm expressed full support for the provision, and noted that
its system implements such a feature and that signature-to-record binding is similar to the
record-locking provision of the proposed PDMA regulations.

The agency did not intend to mandate use of any particular technology by use of the word
“binding.” FDA recognizes that, because it is relatively easy to copy an electronic signature to
another electronic record and thus compromise or falsify that record, a technology based link
is necessary. The agency does not believe that procedural or administrative controls alone
are sufficient to ensure that objective because such controls could be more easily
circumvented than a straightforward technology based approach. In addition, when electronic
records are transferred from one party to another, the procedural controls used by the sender
and recipient may be different.

This could result in record falsification by signature transfer.

The agency agrees that the word “link” would offer persons greater flexibility in implementing
the intent of this provision and in associating the names of individuals with their identification
codes/passwords without actually recording the passwords themselves in electronic records.
The agency has revised proposed Sec. 11.70 to state that signatures shall be linked to their
electronic records.

108. Several comments argued that proposed Sec. 11.70 requires absolute protection of
electronic records from falsification, an objective that is unrealistic to the extent that
determined individuals could falsify records.

The agency acknowledges that, despite elaborate system controls, certain determined
individuals may find a way to defeat antifalsification measures. FDA will pursue such illegal
activities as vigorously as it does falsification of paper records. For purposes of part 11, the
agency's intent is to require measures that prevent electronic records falsification by ordinary
means. Therefore, FDA has revised Sec. 11.70 by adding the phrase “by ordinary means” at
the end of this section.

109. Several comments suggested changing the phrase “another electronic record” to “an
electronic record” to clarify that the antifalsification provision applies to the current record as
well as any other record.

The agency agrees and has revised Sec. 11.70 accordingly.

110. Two comments argued that signature-to-record binding is unnecessary, in the context of
PDMA, beyond the point of record creation (i.e., when records are transmitted to a point of
receipt).

The comments asserted that persons who might be in a position to separate a signature from
a record (for purposes of falsification) are individuals responsible for record integrity and thus
unlikely to falsify records. The comments also stated that signature-to-record binding is
produced by software coding at the time the record is signed, and suggested that proposed
Sec. 11.70 clarify that binding would be necessary only up to the point of actual transmission
of the electronic record to a central point of receipt.

The agency disagrees with the comment's premise that the need for binding to prevent
falsification depends on the disposition of people to falsify records. The agency believes that
reliance on individual tendencies is insufficient insurance against falsification. The agency
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also notes that in the traditional paper record, the signature remains bound to its
corresponding record regardless of where the record may go.

111. One comment suggested that proposed Sec. 11.70 be deleted because it appears to
require that all records be kept on inalterable media. The comment also suggested that the
phrase “otherwise transferred” be deleted on the basis that it should be permissible for copies
of handwritten signatures (recorded electronically) to be made when used, in addition to
another unique individual identification mechanism.

The agency advises that neither Sec. 11.70, nor other sections in part 11, requires that
records be kept on inalterable media. What is required is that whenever revisions to a record
are made, the original entries must not be obscured. In addition, this section does not prohibit
copies of handwritten signatures recorded electronically from being made for legitimate
reasons that do not relate to record falsification. Section 11.70 merely states that such copies
must not be made that falsify electronic records.

112. One comment suggested that proposed Sec. 11.70 be revised to require application of
response cryptographic methods because only those methods could be used to comply with
the regulation. The comment noted that, for certificate based public key cryptographic
methods, the agency should address verifiable binding between the signer's name and public
key as well as binding between digital signatures and electronic records. The comment also
suggested that the regulation should reference electronic signatures in the context of secure
time and date stamping.

The agency intends to permit maximum flexibility in how organizations achieve the linking
called for in Sec. 11.70, and, as discussed above, has revised the regulation accordingly.
Therefore, FDA does not believe that cryptographic and digital signature methods would be
the only ways of linking an electronic signature to an electronic document. In fact, one firm
commented that its system binds a person's handwritten signature to an electronic record.
The agency agrees that use of digital signatures accomplishes the same objective because, if
a digital signature were to be copied from one record to another, the second record would fail
the digital signature verification procedure.

Furthermore, FDA notes that concerns regarding binding a person's name with the person's
public key would be addressed in the context of Sec. 11.100(b) because an organization must
establish an individual's identity before assigning or certifying an electronic signature (or any
of the electronic signature components).

113. Two comments requested clarification of the types of technologies that could be used to
meet the requirements of proposed Sec. 11.70.

As discussed in comment 107 of this document, the agency is affording persons maximum
flexibility in using any appropriate method to link electronic signatures to their respective
electronic records to prevent record falsification. Use of digital signatures is one such method,
as is use of software locks to prevent sections of codes [FDA page 13455] representing
signatures from being copied or removed. Because this is an area of developing technology, it
is likely that other linking methods will emerge.

XIl. Electronic Signatures--General Requirements (Sec. 11.100)

358

Proposed Sec. 11.100(a) states that each electronic signature must be unique to one
individual and not be reused or reassigned to anyone else.

114. One comment asserted that several people should be permitted to share a common
identification code and password where access control is limited to inquiry only.
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Part 11 does not prohibit the establishment of a common group identification code/password
for read only access purposes. However, such commonly shared codes and passwords would
not be regarded, and must not be used, as electronic signatures. Shared access to a
common database may nonetheless be implemented by granting appropriate common record
access privileges to groups of people, each of whom has a unique electronic signature.

115. Several comments said proposed Sec. 11.100(a) should permit identification codes to
be reused and reassigned from one employee to another, as long as an audit trail exists to
associate an identification code with a given individual at any one time, and different
passwords are used. Several comments said the section should indicate if the agency intends
to restrict authority delegation by the nonreassignment or nonreuse provision, or by the
provision in Sec. 11.200(a)(2) requiring electronic signatures to be used only by their genuine
owners. The comments questioned whether reuse means restricting one noncryptographic
based signature to only one record and argued that passwords need not be unique if the
combined identification code and password are unique to one individual. One comment
recommended caution in using the term “ownership” because of possible confusion with
intellectual property rights or ownership of the computer systems themselves.

The agency advises that, where an electronic signature consists of the combined
identification code and password, Sec. 11.100 would not prohibit the reassignment of the
identification code provided the combined identification code and password remain unique to
prevent record falsification. The agency believes that such reassignments are inadvisable,
however, to the extent that they might be combined with an easily guessed password, thus
increasing the chances that an individual might assume a signature belonging to someone
else. The agency also advises that where people can read identification codes (e.g., printed
numbers and letters that are typed at a keyboard or read from a card), the risks of someone
obtaining that information as part of a falsification effort would be greatly increased as
compared to an identification code that is not in human readable form (one that is, for
example, encoded on a “secure card” or other device).

Regarding the delegation of authority to use electronic signatures, FDA does not intend to
restrict the ability of one individual to sign a record or otherwise act on behalf of another
individual. However, the applied electronic signature must be the assignee's and the record
should clearly indicate the capacity in which the person is acting (e.g., on behalf of, or under
the authority of, someone else). This is analogous to traditional paper records and
handwritten signatures when person “A” signs his or her own name under the signature block
of person “B,” with appropriate explanatory notations such as “for” or “as representative of”
person B. In such cases, person A does not simply sign the name of person B. The agency
expects the same procedure to be used for electronic records and electronic signatures.

The agency intends the term “reuse” to refer to an electronic signature used by a different
person. The agency does not regard as “reuse” the replicate application of a
noncryptographic based electronic signature (such as an identification code and password) to
different electronic records. For clarity, FDA has revised the phrase “not be reused or
reassigned to” to state “not be reused by, or reassigned to,” in Sec. 11.100(a).

The reference in Sec. 11.200(a) to ownership is made in the context of an individual owning
or being assigned a particular electronic signature that no other individual may use. FDA
believes this is clear and that concerns regarding ownership in the context of intellectual
property rights or hardware are misplaced.

116. One comment suggested that proposed Sec. 11.100(a) should accommodate electronic
signatures assigned to organizations rather than individuals.

The agency advises that, for purposes of part 11, electronic signatures are those of individual
human beings and not organizations. For example, FDA does not regard a corporate seal as
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an individual's signature. Humans may represent and obligate organizations by signing
records, however. For clarification, the agency is substituting the word “individual” for “person”
in the definition of electronic signature (Sec. 11.3(b)(7)) because the broader definition of
person within the act includes organizations.

117. Proposed Sec. 11.100(b) states that, before an electronic signature is assigned to a
person, the identity of the individual must be verified by the assigning authority.

Two comments noted that where people use identification codes in combination with
passwords only the identification code portion of the electronic signature is assigned, not the
password. Another comment argued that the word “assigned” is inappropriate in the context
of electronic signatures based upon public key cryptography because the appropriate
authority certifies the bind between the individual's public key and identity, and not the
electronic signature itself.

The agency acknowledges that, for certain types of electronic signatures, the authorizing or
certifying organization issues or approves only a portion of what eventually becomes an
individual's electronic signature. FDA wishes to accommodate a broad variety of electronic
signatures and is therefore revising Sec. 11.100(b) to require that an organization verify the
identity of an individual before it establishes, assigns, certifies, or otherwise sanctions an
individual's electronic signature or any element of such electronic signature.

118. One comment suggested that the word “verified” in proposed Sec. 11.100(b) be
changed to “confirmed.” Other comments addressed the method of verifying a person's
identity and suggested that the section specify acceptable verification methods, including high
level procedures regarding the relative strength of that verification, and the need for personal
appearances or supporting documentation such as birth certificates. Two comments said the
verification provision should be deleted because normal internal controls are adequate, and
that it was impractical for multinational companies whose employees are globally dispersed.

The agency does not believe that there is a sufficient difference between “verified” and
“confirmed” to warrant a change in this section. Both words indicate that organizations
substantiate a person's identity to prevent impersonations when an electronic signature, or
any of its elements, is being established or certified. The agency disagrees with the assertion
that this requirement is unnecessary.

Without verifying someone's identity at the outset of establishing or certifying [FDA page
13456] an individual's electronic signature, or a portion thereof, an imposter might easily
access and compromise many records. Moreover, an imposter could continue this activity for
a prolonged period of time despite other system controls, with potentially serious
consequences.

The agency does not believe that the size of an organization, or global dispersion of its
employees, is reason to abandon this vital control. Such dispersion may, in fact, make it
easier for an impostor to pose as someone else in the absence of such verification. Further,
the agency does not accept the implication that multinational firms would not verify the
identity of their employees as part of other routine procedures, such as when individuals are
first hired.

In addition, in cases where an organization is widely dispersed and electronic signatures are
established or certified centrally, Sec. 11.100(b) does not prohibit organizations from having
their local units perform the verification and relaying this information to the central authority.
Similarly, local units may conduct the electronic signature assignment or certification.

FDA does not believe it is necessary at this time to specify methods of identity verification and
expects that organizations will consider risks attendant to sanctioning an erroneously
assigned electronic signature.
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119. Proposed Sec. 11.100(c) states that persons using electronic signatures must certify to
the agency that their electronic signature system guarantees the authenticity, validity, and
binding nature of any electronic signature. Persons utilizing electronic signatures would, upon
agency request, provide additional certification or testimony that a specific electronic
signature is authentic, valid, and binding. Such certification would be submitted to the FDA
district office in which territory the electronic signature system is in use.

Many comments objected to the proposed requirement that persons provide FDA with
certification regarding their electronic signature systems. The comments asserted that the
requirement was: (1) Unprecedented, (2) unrealistic, (3) unnecessary, (4) contradictory to the
principles and intent of system validation, (5) too burdensome for FDA to manage logistically,
(6) apparently intended only to simplify FDA litigation, (7) impossible to meet regarding
“guarantees” of authenticity, and (8) an apparent substitute for FDA inspections.

FDA agrees in part with these comments. This final rule reduces the scope and burden of
certification to a statement of intent that electronic signatures are the legally binding
equivalent of handwritten signatures.

As noted previously, the agency believes it is important, within the context of its health
protection activities, to ensure that persons who implement electronic signatures fully equate
the legally binding nature of electronic signatures with the traditional handwritten paper-based
signatures. The agency is concerned that individuals might disavow an electronic signature
as something completely different from a traditional handwritten signature. Such contention
could result in confusion and possibly extensive litigation.

Moreover, a limited certification as provided in this final rule is consistent with other legal,
regulatory, and commercial practices. For example, electronic data exchange trading partner
agreements are often written on paper and signed with traditional handwritten signatures to
establish that certain electronic identifiers are recognized as equivalent to traditional
handwritten signatures.

FDA does not expect electronic signature systems to be guaranteed foolproof. The agency
does not intend, under Sec. 11.100(c), to establish a requirement that is unattainable.
Certification of an electronic signature system as the legally binding equivalent of a traditional
handwritten signature is separate and distinct from system validation. This provision is not
intended as a substitute for FDA inspection and such inspection alone may not be able to
determine in a conclusive manner an organization's intent regarding electronic signature
equivalency.

The agency has revised proposed Sec. 11.100(c) to clarify its intent. The agency wishes to
emphasize that the final rule dramatically curtails what FDA had proposed and is essential for
the agency to be able to protect and promote the public health because FDA must be able to
hold people to the commitments they make under their electronic signatures. The certification
in the final rule is merely a statement of intent that electronic signatures are the legally
binding equivalent of traditional handwritten signatures.

120. Several comments questioned the procedures necessary for submitting the certification
to FDA, including: (1) The scheduling of the certification; (2) whether to submit certificates for
each individual or for each electronic signature; (3) the meaning of “territory” in the context of
wide area networks; (4) whether such certificates could be submitted electronically; and (5)
whether organizations, after submitting a certificate, had to wait for a response from FDA
before implementing their electronic signature systems. Two comments suggested revising
proposed Sec. 11.100(c) to require that all certifications be submitted to FDA only upon
agency request. One comment suggested changing “should” to “shall” in the last sentence of
Sec. 11.100(c) if the agency's intent is to require certificates to be submitted to the respective
FDA district office.
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The agency intends that certificates be submitted once, in the form of a paper letter, bearing a
traditional handwritten signature, at the time an organization first establishes an electronic
signature system after the effective date of part 11, or, where such systems have been used
before the effective date, upon continued use of the electronic signature system.

A separate certification is not needed for each electronic signature, although certification of a
particular electronic signature is to be submitted if the agency requests it. The agency does
not intend to establish certification as a review and approval function. In addition,
organizations need not await FDA's response before putting electronic signature systems into
effect, or before continuing to use an existing system.

A single certification may be stated in broad terms that encompass electronic signatures of all
current and future employees, thus obviating the need for subsequent certifications submitted
on a preestablished schedule.

To further simplify the process and to minimize the number of certifications that persons
would have to provide, the agency has revised Sec. 11.100(c) to permit submission of a
single certification that covers all electronic signatures used by an organization. The revised
rule also simplifies the process by providing a single agency receiving unit. The final rule
instructs persons to send certifications to FDA's Office of Regional Operations (HFC-100),
5600 Fishers Lane, Rockville, MD 20857. Persons outside the United States may send their
certifications to the same office.

The agency offers, as guidance, an example of an acceptable Sec. 11.100(c) certification:

Pursuant to Section 11.100 of Title 21 of the Code of Federal Regulations, this is to certify
that [name of organization] intends that all electronic signatures executed by our
employees, agents, or representatives, located anywhere in the world, are the legally
binding equivalent of traditional handwritten signatures.

[FDA page 13457]

The agency has revised Sec. 11.100 to clarify where and when certificates are to be
submitted.

The agency does not agree that the initial certification be provided only upon agency request
because FDA believes it is vital to have such certificates, as a matter of record, in advance of
any possible litigation. This would clearly establish the intent of organizations to equate the
legally binding nature of electronic signatures with traditional handwritten signatures. In
addition, the agency believes that having the certification on file ahead of time will have the
beneficial effect of reinforcing the gravity of electronic signatures by putting an organization's
employees on notice that the organization has gone on record with FDA as equating
electronic signatures with handwritten signatures.

121. One comment suggested that proposed Sec. 11.100(c) be revised to exclude from
certification instances in which the purported signer claims that he or she did not create or
authorize the signature.

The agency declines to make this revision because a provision for nonrepudiation is already
contained in Sec. 11.10.

As a result of the considerations discussed in comments 119 and 120 of this document, the
agency has revised proposed Sec. 11.100(c) to state that:

(c) Persons using electronic signatures shall, prior to or at the time of such use, certify to the
agency that the electronic signatures in their system, used on or after August 20, 1997, are
intended to be the legally binding equivalent of traditional handwritten signatures.
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(1) The certification shall be submitted in paper form and signed with a traditional handwritten
signature to the Office of Regional Operations (HFC-100), 5600 Fishers Lane, Rockville, MD
20857.

(2) Persons using electronic signatures shall, upon agency request, provide additional
certification or testimony that a specific electronic signature is the legally binding equivalent of
the signer's handwritten signature.

ﬂl.zlci)lée)ctronic Signature Components and Controls (Sec.

122. Proposed Sec. 11.200 sets forth requirements for electronic signature identification
mechanisms and controls. Two comments suggested that the term “identification code”
should be defined. Several comments suggested that the term “identification mechanisms”
should be changed to “identification components” because each component of an electronic
signature need not be executed by a different mechanism.

The agency believes that the term “identification code” is sufficiently broad and generally
understood and does not need to be defined in these regulations. FDA agrees that the word
“component” more accurately reflects the agency's intent than the word “mechanism,” and
has substituted “component” for “mechanism” in revised Sec. 11.200. The agency has also
revised the section heading to read “Electronic signature components and controls” to be
consistent with the wording of the section.

123. Proposed Sec. 11.200(a) states that electronic signatures not based upon
biometric/behavioral links must: (1) Employ at least two distinct identification mechanisms
(such as an identification code and password), each of which is contemporaneously executed
at each signing; (2) be used only by their genuine owners; and (3) be administered and
executed to ensure that attempted use of an individual's electronic signature by anyone other
than its genuine owner requires collaboration of two or more individuals.

Two comments said that proposed Sec. 11.200(a) should acknowledge that passwords may
be known not only to their genuine owners, but also to system administrators in case people
forget their passwords.

The agency does not believe that system administrators would routinely need to know an
individual's password because they would have sufficient privileges to assist those individuals
who forget passwords.

124. Several comments argued that the agency should accept a single password alone as an
electronic signature because: (1) Combining the password with an identification code adds
little security, (2) administrative controls and passwords are sufficient, (3) authorized access
is more difficult when two components are needed, (4) people would not want to gain
unauthorized entry into a manufacturing environment, and (5) changing current systems that
use only a password would be costly.

The comments generally addressed the need for two components in electronic signatures
within the context of the requirement that all components be used each time an electronic
signature is executed. Several comments suggested that, for purposes of system access,
individuals should enter both a user identification code and password, but that, for
subsequent signings during one period of access, a single element (such as a password)
known only to, and usable by, the individual should be sufficient.

The agency believes that it is very important to distinguish between those (nonbiometric)
electronic signatures that are executed repetitively during a single, continuous controlled
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period of time (access session or logged-on period) and those that are not. The agency is
concerned, from statements made in comments, that people might use passwords that are
not always unique and are frequently words that are easily associated with an individual.
Accordingly, where nonbiometric electronic signatures are not executed repetitively during a
single, continuous controlled period, it would be extremely bad practice to use a password
alone as an electronic signature. The agency believes that using a password alone in such
cases would clearly increase the likelihood that one individual, by chance or deduction, could
enter a password that belonged to someone else and thereby easily and readily impersonate
that individual. This action could falsify electronic records.

The agency acknowledges that there are some situations involving repetitive signings in
which it may not be necessary for an individual to execute each component of a nonbiometric
electronic signature for every signing. The agency is persuaded by the comments that such
situations generally involve certain conditions. For example, an individual performs an initial
system access or “log on,” which is effectively the first signing, by executing all components of
the electronic signature (typically both an identification code and a password). The individual
then performs subsequent signings by executing at least one component of the electronic
signature, under controlled conditions that prevent another person from impersonating the
legitimate signer. The agency's concern here is the possibility that, if the person leaves the
workstation, someone else could access the workstation (or other computer device used to
execute the signing) and impersonate the legitimate signer by entering an identification code
or password.

The agency believes that, in such situations, it is vital to have stringent controls in place to
prevent the impersonation. Such controls include: (1) Requiring an individual to remain in
close proximity to the workstation throughout the signing session; (2) use of automatic
inactivity disconnect measures that would “de-log” the first individual if no entries or actions
were taken within a fixed short timeframe; and (3) requiring that the single component needed
for subsequent signings be known to, and usable only by, the authorized individual.

The agency's objective in accepting the execution of fewer than all the components of a
nonbiometric [FDA page 13458] electronic signature for repetitive signings is to make it
impractical to falsify records. The agency believes that this would be attained by complying
with all of the following procedures where nonbiometric electronic signatures are executed
more than once during a single, continuous controlled session: (1) All electronic signature
components are executed for the first signing; (2) at least one electronic signature component
is executed at each subsequent signing; (3) the electronic signature component executed
after the initial signing is only used by its genuine owner, and is designed to ensure it can only
be used by its genuine owner; and (4) the electronic signatures are administered and
executed to ensure that their attempted use by anyone other than their genuine owners
requires collaboration of two or more individuals. ltems 1 and 4 are already incorporated in
proposed Sec. 11.200(a). FDA has included items 2 and 3 in final Sec. 11.200(a).

The agency cautions, however, that if its experience with enforcement of part 11
demonstrates that these controls are insufficient to deter falsifications, FDA may propose
more stringent controls.

125. One comment asserted that, if the agency intends the term “identification code” to mean
the typical user identification, it should not characterize the term as a distinct mechanism
because such codes do not necessarily exhibit security attributes. The comment also
suggested that proposed Sec. 11.200(a) address the appropriate application of each possible
combination of a two-factor authentication method.

The agency acknowledges that the identification code alone does not exhibit security
attributes. Security derives from the totality of system controls used to prevent falsification.
However, uniqueness of the identification code when combined with another electronic
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signature component, which may not be unique (such as a password), makes the
combination unique and thereby enables a legitimate electronic signature. FDA does not now
believe it necessary to address, in Sec. 11.200(a), the application of all possible combinations
of multifactored authentication methods.

126. One comment requested clarification of “each signing,” noting that a laboratory
employee may enter a group of test results under one signing.

The agency advises that each signing means each time an individual executes a signature.
Particular requirements regarding what records need to be signed derive from other
regulations, not part 11. For example, in the case of a laboratory employee who performs a
number of analytical tests, within the context of drug CGMP regulations, it is permissible for
one signature to indicate the performance of a group of tests (21 CFR 211.194(a)(7)). A
separate signing is not required in this context for each separate test as long as the record
clearly shows that the single signature means the signer performed all the tests.

127. One comment suggested that the proposed requirement, that collaboration of at least
two individuals is needed to prevent attempts at electronic signature falsification, be deleted
because a responsible person should be allowed to override the electronic signature of a
subordinate. Several comments addressed the phrase “attempted use” and suggested that it
be deleted or changed to “unauthorized use.”

The comments said that willful breaking or circumvention of any security measure does not
require two or more people to execute, and that the central question is whether collaboration
is required to use the electronic signature.

The agency advises that the intent of the collaboration provision is to require that the
components of a nonbiometric electronic signature cannot be used by one individual without
the prior knowledge of a second individual. One type of situation the agency seeks to prevent
is the use of a component such as a card or token that a person may leave unattended. If an
individual must collaborate with another individual by disclosing a password, the risks of
betrayal and disclosure are greatly increased and this helps to deter such actions.

Because the agency is not condoning such actions, Sec. 11.200(a)(2) requires that electronic
signatures be used only by the genuine owner.

The agency disagrees with the comments that the term “attempted use” should be changed
to “unauthorized uses,” because “unauthorized uses” could infer that use of someone else's
electronic signature is acceptable if it is authorized.

Regarding electronic signature “overrides,” the agency would consider as falsification the act
of substituting the signature of a supervisor for that of a subordinate. The electronic signature
of the subordinate must remain inviolate for purposes of authentication and documentation.
Although supervisors may overrule the actions of their staff, the electronic signatures of the
subordinates must remain a permanent part of the record, and the supervisor's own
electronic signature must appear separately. The agency believes that such an approach is
fully consistent with procedures for paper records.

As a result of the revisions noted in comments 123 to 127 of this document, Sec. 11.200(a)
now reads as follows:

(a) Electronic signatures that are not based upon biometrics shall:

(1) Employ at least two distinct identification components such as an identification code and
password.
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(i) When an individual executes a series of signings during a single, continuous period of
controlled system access, the first signing shall be executed using all electronic signature
components; subsequent signings shall be executed using at least one electronic signature
component that is only executable by, and designed to be used only by, the individual.

(i) When an individual executes one or more signings not performed during a single,
continuous period of controlled system access, each signing shall be executed using all of the
electronic signature components.

(2) Be used only by their genuine owners; and

(3) Be administered and executed to ensure that attempted use of an individual's electronic
signature by anyone other than its genuine owner requires collaboration of two or more
individuals.

128. Proposed Sec. 11.200(b) states that electronic signatures based upon
biometric/behavioral links be designed to ensure that they could not be used by anyone other
than their genuine owners.

One comment suggested that the agency make available, by public workshop or other
means, any information it has regarding existing biometric systems so that industry can
provide proper input. Another comment asserted that proposed Sec. 11.200(b) placed too
great an emphasis on biometrics, did not establish particular levels of assurance for
biometrics, and did not provide for systems using mixtures of biometric and nonbiometric
electronic signatures. The comment recommended revising the phrase “designed to ensure
they cannot be used” to read “provide assurances that prevent their execution.”

The agency's experience with biometric electronic signatures is contained in the
administrative record for this rulemaking, under docket no. 92N-0251, and includes
recommendations from public comments to the ANPRM and the proposed rule. The agency
has also gathered, and continues to gather, additional information from literature reviews,
general press reports, meetings, and the agency's experience with this technology. Interested
persons have had extensive opportunity for input and comment regarding biometrics in part
11. In addition, interested persons may continue to contact the agency at any time regarding
biometrics or any other relevant technologies. The agency notes [FDA page 13459] that the
rule does not require the use of biometric-based electronic signatures.

As the agency's experience with biometric electronic signatures increases, FDA will consider
holding or participating in public workshops if that approach would be helpful to those wishing
to adopt such technologies to comply with part 11.

The agency does not believe that proposed Sec. 11.200(b) places too much emphasis on
biometric electronic signatures. As discussed above, the regulation makes a clear distinction
between electronic signatures that are and are not based on biometrics, but treats their
acceptance equally.

The agency recognizes the inherent security advantages of biometrics, however, in that
record falsification is more difficult to perform. System controls needed to make
biometric-based electronic signatures reliable and trustworthy are thus different in certain
respects from controls needed to make nonbiometric electronic signatures reliable and
trustworthy. The requirements in part 11 reflect those differences.

The agency does not believe that it is necessary at this time to set numerical security
assurance standards that any system would have to meet.

The regulation does not prohibit individuals from using combinations of biometric and
nonbiometric-based electronic signatures. However, when combinations are used, FDA
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advises that requirements for each element in the combination would also apply. For example,
if passwords are used in combination with biometrics, then the benefits of using passwords
would only be realized, in the agency's view, by adhering to controls that ensure password
integrity (see Sec. 11.300).

In addition, the agency believes that the phrase “designed to ensure that they cannot be
used” more accurately reflects the agency's intent than the suggested alternate wording, and
is more consistent with the concept of systems validation. Under such validation, falsification
preventive attributes would be designed into the biometric systems.

To be consistent with the revised definition of biometrics in Sec. 11.3(b)(3), the agency has
revised Sec. 11.200(b) to read, “Electronic signatures based upon biometrics shall be
designed to ensure that they cannot be used by anyone other than their genuine owners.”

XIIl. Electronic Signatures--Controls for Identification
Codes/Passwords (Sec. 11.300)

The introductory paragraph of proposed Sec. 11.300 states that electronic signatures based
upon use of identification codes in combination with passwords must employ controls to
ensure their security and integrity.

To clarify the intent of this provision, the agency has added the words “[p]ersons who use” to
the first sentence of Sec. 11.300. This change is consistent with Secs. 11.10 and 11.30. The
introductory paragraph now reads, “Persons who use electronic signatures based upon use of
identification codes in combination with passwords shall employ controls to ensure their
security and integrity. Such controls shall include: * * *.”

129. One comment suggested deletion of the phrase “in combination with passwords” from
the first sentence of this section.

The agency disagrees with the suggested revision because the change is inconsistent with
FDA's intent to address controls for electronic signatures based on combinations of
identification codes and passwords, and would, in effect, permit a single component
nonbiometric-based electronic signature.

130. Proposed Sec. 11.300(a) states that controls for identification codes/passwords must
include maintaining the uniqueness of each issuance of identification code and password.

One comment alleged that most passwords are commonly used words, such as a child's
name, a State, city, street, month, holiday, or date, that are significant to the person who
creates the password. Another stated that the rule should explain uniqueness and distinguish
between issuance and use because identification code/password combinations generally do
not change for each use.

FDA does not intend to require that individuals use a completely different identification
code/password combination each time they execute an electronic signature. For reasons
explained in the response to comment 16, what is required to be unique is each combined
password and identification code and FDA has revised the wording of Sec. 11.300(a) to clarify
this provision. The agency is aware, however, of identification devices that generate new
passwords on a continuous basis in synchronization with a “host” computer. This results in
unique passwords for each system access. Thus, it is possible in theory to generate a unique
nonbiometric electronic signature for each signing.

The agency cautions against using passwords that are common words easily associated with
their originators because such a practice would make it relatively easy for someone to
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impersonate someone else by guessing the password and combining it with an unsecured (or
even commonly known) identification code.

131. Proposed Sec. 11.300(b) states that controls for identification codes/passwords must
ensure that code/password issuances are periodically checked, recalled, or revised.

Several comments objected to this proposed requirement because: (1) It is unnecessary, (2) it
excessively prescribes “how to,” (3) it duplicates the requirements in Sec. 11.300(c), and (4) it
is administratively impractical for larger organizations. However, the comments said
individuals should be encouraged to change their passwords periodically. Several comments
suggested that proposed Sec. 11.300(b) include a clarifying example such as “to cover events
such as password aging.” One comment said that the section should indicate who is to
perform the periodic checking, recalling, or revising.

The agency disagrees with the objections to this provision. FDA does not view the provision
as a “how to” because organizations have full flexibility in determining the frequency and
methods of checking, recalling, or revising their code/password issuances. The agency does
not believe that this paragraph duplicates the regulation in Sec. 11.300(c) because paragraph
(c) specifically addresses followup to losses of electronic signature issuances, whereas Sec.
11.300(b) addresses periodic issuance changes to ensure against their having been
unknowingly compromised. This provision would be met by ensuring that people change their
passwords periodically.

FDA disagrees that this system control is unnecessary or impractical in large organizations
because the presence of more people may increase the opportunities for compromising
identification codes/passwords. The agency is confident that larger organizations will be fully
capable of handling periodic issuance checks, revisions, or recalls.

FDA agrees with the comments that suggested a clarifying example and has revised Sec.
11.300(b) to include password aging as such an example. The agency cautions, however, that
the example should not be taken to mean that password expiration would be the only
rationale for revising, recalling, and checking issuances. If, for example, identification codes
and passwords have been copied or compromised, they should be changed.

FDA does not believe it necessary at this time to specify who in an organization is to carry out
this system control, although the agency expects [FDA page 13460] that units that issue
electronic signatures would likely have this duty.

132. Proposed Sec. 11.300(c) states that controls for identification codes/passwords must
include the following of loss management procedures to electronically deauthorize lost
tokens, cards, etc., and to issue temporary or permanent replacements using suitable,
rigorous controls for substitutes.

One comment suggested that this section be deleted because it excessively prescribes “how
to.” Another comment argued that the proposal was not detailed enough and should
distinguish among fundamental types of cards (e.g., magstripe, integrated circuit, and optical)
and include separate sections that address their respective use. Two comments questioned
why the proposal called for “rigorous controls” in this section as opposed to other sections.
One of the comments recommended that this section should also apply to cards or devices
that are stolen as well as lost.

The agency believes that the requirement that organizations institute loss management
procedures is neither too detailed nor too general. Organizations retain full flexibility in
establishing the details of such procedures. The agency does not believe it necessary at this
time to offer specific provisions relating to different types of cards or tokens. Organizations
that use such devices retain full flexibility to establish appropriate controls for their operations.
To clarify the agency's broad intent to cover all types of devices that contain or generate
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identification code or password information, FDA has revised Sec. 11.300(c) to replace “etc.”
with “and other devices that bear or generate identification code or password information.”

The agency agrees that Sec. 11.300(c) should cover loss management procedures
regardless of how devices become potentially compromised, and has revised this section by
adding, after the word “lost,” the phrase “stolen, missing, or otherwise potentially
compromised.” FDA uses the term “rigorous” because device disappearance may be the
result of inadequate controls over the issuance and management of the original cards or
devices, thus necessitating more stringent measures to prevent problem recurrence. For
example, personnel training on device safekeeping may need to be strengthened.

133. Proposed Sec. 11.300(d) states that controls for identification codes/passwords must
include the use of transaction safeguards to prevent unauthorized use of passwords and/or
identification codes, and, detecting and reporting to the system security unit and
organizational management in an emergent manner any attempts at their unauthorized use.

Several comments suggested that the term “emergent”’ in proposed Sec. 11.300(d) be
replaced with “timely” to describe reports regarding attempted unauthorized use of
identification codes/passwords because: (1) A timely report would be sufficient, (2)
technology to report emergently is not available, and (3) timely is a more recognizable and
common term.

FDA agrees in part. The agency considers attempts at unauthorized use of identification
codes and passwords to be extremely serious because such attempts signal potential
electronic signature and electronic record falsification, data corruption, or
worse--consequences that could also ultimately be very costly to organizations. In FDA's
view, the significance of such attempts requires the immediate and urgent attention of
appropriate security personnel in the same manner that individuals would respond to a fire
alarm. To clarify its intent with a more widely recognized term, the agency is replacing
“emergent” with “immediate and urgent” in the final rule. The agency believes that the same
technology that accepts or rejects an identification code and password can be used to relay to
security personnel an appropriate message regarding attempted misuse.

134. One comment suggested that the word “any” be deleted from the phrase “any attempts”
in proposed Sec. 11.300(d) because it is excessive. Another comment, noting that the
question of attempts to enter a system or access a file by unauthorized personnel is very
serious, urged the agency to substitute “all” for “any.” This comment added that there are
devices on the market that can be used by unauthorized individuals to locate personal
identification codes and passwords.

The agency believes the word “any” is sufficiently broad to cover all attempts at misuse of
identification codes and passwords, and rejects the suggestion to delete the word. If the word
“any” were deleted, laxity could result from any inference that persons are less likely to be
caught in an essentially permissive, nonvigilant system.

FDA is aware of the “sniffing” devices referred to by one comment and cautions persons to
establish suitable countermeasures against them.

135. One comment suggested that proposed Sec. 11.300(d) be deleted because it is
impractical, especially when simple typing errors are made. Another suggested that this
section pertain to access to electronic records, not just the system, on the basis that simple
miskeys may be typed when accessing a system.

As discussed in comments 133 and 134 of this document, the agency believes this provision
is necessary and reasonable. The agency's security concerns extend to system as well as
record access. Once having gained unauthorized system access, an individual could
conceivably alter passwords to mask further intrusion and misdeeds. If this section were
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removed, falsifications would be more probable to the extent that some establishments would
not alert security personnel.

However, the agency advises that a simple typing error may not indicate an unauthorized use
attempt, although a pattern of such errors, especially in short succession, or such an
apparent error executed when the individual who “owns” that identification code or password
is deceased, absent, or otherwise known to be unavailable, could signal a security problem
that should not be ignored. FDA notes that this section offers organizations maximum latitude
in deciding what they perceive to be attempts at unauthorized use.

136. One comment suggested substituting the phrase “electronic signature” for “passwords
and/or identification codes.”

The agency disagrees with this comment because the net effect of the revision might be to
ignore attempted misuse of important elements of an electronic signature such as a
“password” attack on a system.

137. Several comments argued that: (1) It is not necessary to report misuse attempts
simultaneously to management when reporting to the appropriate security unit, (2) security
units would respond to management in accordance with their established procedures and
lines of authority, and (3) management would not always be involved.

The agency agrees that not every misuse attempt would have to be reported simultaneously
to an organization's management if the security unit that was alerted responded
appropriately. FDA notes, however, that some apparent security breeches could be serious
enough to warrant management's immediate and urgent attention. The agency has revised
proposed Sec. 11.300(d) to give organizations maximum flexibility in establishing criteria for
management notification. Accordingly, Sec. 11.300(d) now states that controls for
identification codes/passwords must include:

Use of transaction safeguards to prevent unauthorized use of passwords and/or identification
codes, and to detect and report [FDA page 13461] in an immediate and urgent manner any
attempts at their unauthorized use to the system security unit, and, as appropriate, to
organizational management.

138. Proposed Sec. 11.300(e) states that controls for identification codes/passwords must
include initial and periodic testing of devices, such as tokens or cards, bearing identifying
information, for proper function.

Many comments objected to this proposed device testing requirement as unnecessary
because it is part of system validation and because devices are access fail-safe in that
nonworking devices would deny rather than permit system access. The comments suggested
revising this section to require that failed devices deny user access. One comment stated that
Sec. 11.300(e) is unclear on the meaning of “identifying information” and that the phrase
“tokens or cards” is redundant because cards are a form of tokens.

FDA wishes to clarify the reason for this proposed requirement, and to emphasize that proper
device functioning includes, in addition to system access, the correctness of the identifying
information and security performance attributes. Testing for system access alone could fail to
discern significant unauthorized device alterations. If, for example, a device has been
modified to change the identifying information, system access may still be allowed, which
would enable someone to assume the identity of another person. In addition, devices may
have been changed to grant individuals additional system privileges and action authorizations
beyond those granted by the organization. Of lesser significance would be simple wear and
tear on such devices, which result in reduced performance. For instance, a bar code may not
be read with the same consistent accuracy as intended if the code becomes marred, stained,
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or otherwise disfigured. Access may be granted, but only after many more scannings than
desired. The agency expects that device testing would detect such defects.

Because validation of electronic signature systems would not cover unauthorized device
modifications, or subsequent wear and tear, validation would not obviate the need for periodic
testing.

The agency notes that Sec. 11.300(e) does not limit the types of devices organizations may
use. In addition, not all tokens may be cards, and identifying information is intended to include
identification codes and passwords. Therefore, FDA has revised proposed Sec. 11.300(e) to
clarify the agency's intent and to be consistent with Sec. 11.300(c). Revised Sec. 11.300(e)
requires initial and periodic testing of devices, such as tokens or cards, that bear or generate
identification code or password information to ensure that they function properly and have not
been altered in an unauthorized manner.

XIV. Paperwork Reduction Act of 1995

This final rule contains information collection provisions that are subject to review by the
Office of Management and Budget (OMB) under the Paperwork Reduction Act of 1995 (44
U.S.C. 3501-3520). Therefore, in accordance with 5 CFR 1320, the title, description, and
description of respondents of the collection of information requirements are shown below with
an estimate of the annual reporting and recordkeeping burdens. Included in the estimate is
the time for reviewing instructions, searching existing data sources, gathering and maintaining
the data needed, and completing and reviewing the collection of information.

Most of the burden created by the information collection provision of this final rule will be a
one-time burden associated with the creation of standard operating procedures, validation,
and certification. The agency anticipates the use of electronic media will substantially reduce
the paperwork burden associated with maintaining FDA-required records.

Title: Electronic records; Electronic signatures.

Description: FDA is issuing regulations that provide criteria for acceptance of electronic
records, electronic signatures, and handwritten signatures executed to electronic records as
equivalent to paper records. Rules apply to any FDA records requirements unless specific
restrictions are issued in the future. Records required to be submitted to FDA may be
submitted electronically, provided the agency has stated its ability to accept the records
electronically in an agency established public docket.

Description of Respondents: Businesses and other for-profit organizations, state or local
governments, Federal agencies, and nonprofit institutions.

Although the August 31, 1994, proposed rule (59 FR 45160) provided a 90-day comment
period under the Paperwork Reduction Act of 1980, FDA is providing an additional
opportunity for public comment under the Paperwork Reduction Act of 1995, which was
enacted after the expiration of the comment period and applies to this final rule. Therefore,
FDA now invites comments on: (1) Whether the proposed collection of information is
necessary for the proper performance of FDA's functions, including whether the information
will have practical utility; (2) the accuracy of FDA's estimate of the burden of the proposed
collection of information, including the validity of the methodology and assumptions used; (3)
ways to enhance the quality, utility, and clarity of the information to be collected; and (4) ways
to minimize the burden of the collection of information on respondents, including through the
use of automated collection techniques, when appropriate, and other forms of information
technology. Individuals and organizations may submit comments on the information collection
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provisions of this final rule by May 19, 1997. Comments should be directed to the Dockets
Management Branch (address above).

At the close of the 60-day comment period, FDA will review the comments received, revise
the information collection provisions as necessary, and submit these provisions to OMB for
review and approval.

FDA will publish a notice in the Federal Register when the information collection provisions
are submitted to OMB, and an opportunity for public comment to OMB will be provided at that
time. Prior to the effective date of this final rule, FDA will publish a notice in the Federal
Register of OMB's decision to approve, modify, or disapprove the information collection
provisions. An agency may not conduct or sponsor, and a person is not required to respond
to, a collection of information unless it displays a currently valid OMB control number.

Table T-1 Estimated Annual Recordkeeping Burden

21 CFR Section Annual No. of Hours per Total Hours
Recordkeepers Recordkeeper

11.10 50 40 2,000

11.30 50 40 2,000

11.50 50 40 2,000

11.300 50 40 2,000

Total annual burden hours 8,000

[FDA page 13462]

Table T-2 Estimated Annual Reporting Burden

21 CFR Section Annual No. of Hours per Total Burden Hours
Respondents Response

11.100 1,000 1 1,000

Total annual burden hours 1,000

XV. Environmental Impact

The agency has determined under 21 CFR 25.24(a)(8) that this action is of a type that does
not individually or cumulatively have a significant effect on the human environment.
Therefore, neither an environmental assessment nor an environmental impact statement is
required.

XVI. Analysis of Impacts

FDA has examined the impacts of the final rule under Executive Order 12866, under the
Regulatory Flexibility Act (5 U.S.C. 601-612), and under the Unfunded Mandates Reform Act
(Pub. L. 104-4). Executive Order 12866 directs agencies to assess all costs and benefits of
available regulatory alternatives and, when regulation is necessary, to select regulatory
approaches that maximize net benefits (including potential economic, environmental, public
health and safety, and other advantages; and distributive impacts and equity). Unless an
agency certifies that a rule will not have a significant economic impact on a substantial
number of small entities, the Regulatory Flexibility Act requires an analysis of regulatory
options that would minimize any significant impact of a rule on small entities. The Unfunded
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Mandates Reform Act requires that agencies prepare an assessment of anticipated costs and
benefits before proposing any rule that may result in an annual expenditure by State, local
and tribal governments, in the aggregate, or by the private sector, of $100 million (adjusted
annually for inflation).

The agency believes that this final rule is consistent with the regulatory philosophy and
principles identified in the Executive Order.

This rule permits persons to maintain any FDA required record or report in electronic format.
It also permits FDA to accept electronic records, electronic signatures, and handwritten
signatures executed to electronic records as equivalent to paper records and handwritten
signatures executed on paper. The rule applies to any paper records required by statute or
agency regulations. The rule was substantially influenced by comments to the ANPRM and
the proposed rule. The provisions of this rule permit the use of electronic technology under
conditions that the agency believes are necessary to ensure the integrity of electronic
systems, records, and signatures, and the ability of the agency to protect and promote the
public health.

This rule is a significant regulatory action as defined by the Executive Order and is subject to
review under the Executive Order. This rule does not impose any mandates on State, local, or
tribal governments, nor is it a significant regulatory action under the Unfunded Mandates
Reform Act.

The activities regulated by this rule are voluntary; no entity is required by this rule to maintain
or submit records electronically if it does not wish to do so. Presumably, no firm (or other
regulated entity) will implement electronic recordkeeping unless the benefits to that firm are
expected to exceed any costs (including capital and maintenance costs). Thus, the industry
will incur no net costs as a result of this rule.

Based on the fact that the activities regulated by this rule are entirely voluntary and will not
have any net adverse effects on small entities, the Commissioner of Food and Drugs certifies
that this rule will not have a significant economic impact on a substantial number of small
entities. Therefore, under the Regulatory Flexibility Act, no further regulatory flexibility
analysis is required.

Although no further analysis is required, in developing this rule, FDA has considered the
impact of the rule on small entities. The agency has also considered various regulatory
options to maximize the net benefits of the rule to small entities without compromising the
integrity of electronic systems, records, and signatures, or the agency's ability to protect and
promote the public health. The following analysis briefly examines the potential impact of this
rule on small businesses and other small entities, and describes the measures that FDA
incorporated in this final rule to reduce the costs of applying electronic record/signature
systems consistent with the objectives of the rule. This analysis includes each of the elements
required for a final regulatory flexibility analysis under 5 U.S.C. 604(a).

A. Objectives

The purpose of this rule is to permit the use of a technology that was not contemplated when
most existing FDA regulations were written, without undermining in any way the integrity of
records and reports or the ability of FDA to carry out its statutory health protection mandate.
The rule will permit regulated industry and FDA to operate with greater flexibility, in ways that
will improve both the efficiency and the speed of industry's operations and the regulatory
process. At the same time, it ensures that individuals will assign the same level of importance
to affixing an electronic signature, and the records to which that signature attests, as they
currently do to a handwritten signature.
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B. Small Entities Affected

This rule potentially affects all large and small entities that are required by any statute
administered by FDA, or any FDA regulation, to keep records or make reports or other
submissions to FDA, including small businesses, nonprofit organizations, and small
government entities. Because the rule affects such a broad range of industries, no data
currently exist to estimate precisely the total number of small entities that will potentially
benefit from the rule, but the number is substantial. For example, within the medial devices
industry alone, the Small Business [FDA page 13463] Administration (SBA) estimates that
over 3,221 firms are small businesses (i.e., have fewer than 500 employees). SBA also
estimates that 504 pharmaceutical firms are small businesses with fewer than 500
employees. Of the approximately 2,204 registered blood and plasma establishments that are
neither government-owned nor part of the American Red Cross, most are nonprofit
establishments that are not nationally dominant and thus may be small entities as defined by
the Regulatory Flexibility Act.

Not all submissions will immediately be acceptable electronically, even if the submission and
the electronic record conform to the criteria set forth in this rule. A particular required
submission will be acceptable in electronic form only after it has been identified to this effect
in public docket 92S5-0251. (The agency unit that can receive that electronic submission will
also be identified in the docket.) Thus, although all small entities subject to FDA regulations
are potentially affected by this rule, the rule will actually only benefit those that: (1) Are
required to submit records or other documents that have been identified in the public docket
as acceptable if submitted electronically, and (2) choose this method of submission, instead
of traditional paper record submissions. The potential range of submissions includes such
records as new drug applications, medical device premarket notifications, food additive
petitions, and medicated feed applications. These, and all other required submissions, will be
considered by FDA as candidates for optional electronic format.

Although the benefits of making electronic submissions to FDA will be phased in over time, as
the agency accepts more submissions in electronic form, firms can, upon the rule's effective
date, immediately benefit from using electronic records/signatures for records they are
required to keep, but not submit to FDA. Such records include, but are not limited to:
Pharmaceutical and medical device batch production records, complaint records, and food
processing records.

Some small entities will be affected by this rule even if they are not among the industries
regulated by FDA. Because it will increase the market demand for certain types of software
(e.g., document management, signature, and encryption software) and services (e.g., digital
notaries and digital signature certification authorities), this rule will benefit some small firms
engaged in developing and providing those products and services.

C. Description of the Impact

For any paper record that an entity is required to keep under existing statutes or FDA
regulations, FDA will now accept an electronic record instead of a paper one, as long as the
electronic record conforms to the requirements of this rule. FDA will also consider an
electronic signature to be equivalent to a handwritten signature if it meets the requirements of
this rule. Thus, entities regulated by FDA may, if they choose, submit required records and
authorizations to the agency electronically once those records have been listed in the docket
as acceptable in electronic form. This action is voluntary; paper records and handwritten
signatures are still fully acceptable. No entity will be required to change the way it is currently
allowed to submit paper records to the agency.

1. Benefits and costs
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For any firm choosing to convert to electronic recordkeeping, the direct benefits are expected
to include:

(1) Improved ability for the firm to analyze trends, problems, etc., enhancing internal
evaluation and quality control;

(2) Reduced data entry errors, due to automated checks;

(3) Reduced costs of storage space;

(4) Reduced shipping costs for data transmission to FDA; and

(5) More efficient FDA reviews and approvals of FDA-regulated products.

No small entity will be required to convert to electronic submissions. Furthermore, it is
expected that no individual firm, or other entity, will choose the electronic option unless that
firm finds that the benefits to the firm from conversion will exceed any conversion costs.

There may be some small entities that currently submit records on paper, but archive records
electronically. These entities will need to ensure that their existing electronic systems conform
to the requirements for electronic recordkeeping described in this rule. Once they have done
so, however, they may also take advantage of all the other benefits of electronic
recordkeeping. Therefore, no individual small entity is expected to experience direct costs
that exceed benefits as a result of this rule.

Furthermore, because almost all of the rule's provisions reflect contemporary security
measures and controls that respondents to the ANPRM identified, most firms should have to
make few, if any, modifications to their systems.

For entities that do choose electronic recordkeeping, the magnitude of the costs associated
with doing so will depend on several factors, such as the level of appropriate computer
hardware and software already in place in a given firm, the types of conforming technologies
selected, and the size and dispersion of the firm. For example, biometric signature
technologies may be more expensive than nonbiometric technologies; firms that choose the
former technology may encounter relatively higher costs. Large, geographically dispersed
firms may need some institutional security procedures that smaller firms, with fewer persons
in more geographically concentrated areas, may not need. Firms that require wholesale
technology replacements in order to adopt electronic record/signature technology may face
much higher costs than those that require only minor modifications (e.g., because they
already have similar technology for internal security and quality control purposes). Among the
firms that must undertake major changes to implement electronic recordkeeping, costs will be
lower for those able to undertake these changes simultaneously with other planned computer
and security upgrades. New firms entering the market may have a slight advantage in
implementing technologies that conform with this rule, because the technologies and
associated procedures can be put in place as part of the general startup.

2. Compliance requirements

If a small entity chooses to keep electronic records and/or make electronic submissions, it
must do so in ways that conform to the requirements for electronic records and electronic
signatures set forth in this rule. These requirements, described previously in section Il. of this
document, involve measures designed to ensure the integrity of system operations, of
information stored in the system, and of the authorized signatures affixed to electronic
records. The requirements apply to all small (and large) entities in all industry sectors
regulated by FDA.
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The agency believes that because the rule is flexible and reflects contemporary standards,
firms should have no difficulty in putting in place the needed systems and controls. However,
to assist firms in meeting the provisions of this rule, FDA may hold public meetings and
publish more detailed guidance. Firms may contact FDA's Industry and Small Business
Liaison Staff, HF-50, at 5600 Fishers Lane, Rockville, MD 20857 (301-827-3430) for more
information.

[FDA page 13464]
3. Professional skills required

If a firm elects electronic recordkeeping and submissions, it must take steps to ensure that all
persons involved in developing, maintaining, and using electronic records and electronic
signature systems have the education, training, and experience to perform the tasks involved.
The level of training and experience that will be required depends on the tasks that the person
performs. For example, an individual whose sole involvement with electronic records is
infrequent might only need sufficient training to understand and use the required procedures.
On the other hand, an individual involved in developing an electronic record system for a firm
wishing to convert from a paper recordkeeping system would probably need more education
or training in computer systems and software design and implementation. In addition, FDA
expects that such a person would also have specific on-the-job training and experience
related to the particular type of records kept by that firm.

The relevant education, training, and experience of each individual involved in developing,
maintaining, or using electronic records/submissions must be documented. However, no
specific examinations or credentials for these individuals are required by the rule.

D. Minimizing the Burden on Small Entities

376

This rule includes several conditions that an electronic record or signature must meet in order
to be acceptable as an alternative to a paper record or handwritten signature. These
conditions are necessary to permit the agency to protect and promote the public health. For
example, FDA must retain the ability to audit records to detect unauthorized modifications,
simple errors, and to deter falsification.

Whereas there are many scientific techniques to show changes in paper records (e.g.,
analysis of the paper, signs of erasures, and handwriting analysis), these methods do not
apply to electronic records. For electronic records and submissions to have the same integrity
as paper records, they must be developed, maintained, and used under circumstances that
make it difficult for them to be inappropriately modified. Without these assurances, FDA's
objective of enabling electronic records and signatures to have standing equal to paper
records and handwritten signatures, and to satisfy the requirements of existing statutes and
regulations, cannot be met.

Within these constraints, FDA has attempted to select alternatives that provide as much
flexibility as practicable without endangering the integrity of the electronic records. The
agency decided not to make the required extent and stringency of controls dependent on the
type of record or transactions, so that firms can decide for themselves what level of controls
are worthwhile in each case. For example, FDA chose to give firms maximum flexibility in
determining: (1) The circumstances under which management would have to be notified of
security problems, (2) the means by which firms achieve the required link between an
electronic signature and an electronic record, (3) the circumstances under which extra
security and authentication measures are warranted in open systems, (4) when to use
operational system checks to ensure proper event sequencing, and (5) when to use terminal
checks to ensure that data and instructions originate from a valid source.

Installation Qualification of IBM Systems and Storage for FDA Regulated Companies



Numerous other specific considerations were addressed in the public comments to the
proposed rule. A summary of the issues raised by those comments, the agency's assessment
of these issues, and any changes made in the proposed rule as a result of these comments is
presented earlier in this preamble.

FDA rejected alternatives for limiting potentially acceptable electronic submissions to a
particular category, and for issuing different electronic submissions standards for small and
large entities. The former alternative would unnecessarily limit the potential benefits of this
rule; whereas the latter alternative would threaten the integrity of electronic records and
submissions from small entities.

As discussed previously in this preamble, FDA rejected comments that suggested a total of
17 additional more stringent controls that might be more expensive to implement. These
include: (1) Examination and certification of individuals who perform certain important tasks,
(2) exclusive use of cryptographic methods to link electronic signatures to electronic records,
() controls for each possible combination of a two factored authentication method, (4)
controls for each different type of identification card, and (5) recording in audit trails the
reason why records were changed.
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FDA 21 CFR Part 11 Final Rule

List of Subjects in 21 CFR Part 11

Administrative practice and procedure, Electronic records, Electronic signatures, Reporting
and recordkeeping requirements.

Therefore, under the Federal Food, Drug, and Cosmetic Act, the Public Health Service Act,
and under authority delegated to the Commissioner of Food and Drugs, Title 21, Chapter | of
the Code of Federal Regulations is amended by adding part 11 to read as follows:

Part 11--Electronic records; electronic signatures

Subpart A: General Provisions

Sec.

11.1 Scope

11.2 Implementation
11.3 Definitions

Subpart B: Electronic Records

11.10 Controls for closed systems
11.30 Controls for open systems
11.50 Signature manifestations
11.70 Signature/record linking

Subpart C: Electronic Signatures

11.100 General requirements
11.200 Electronic signature components and controls
11.300 Controls for identification codes/passwords

Authority: Secs. 201-903 of the Federal Food, Drug, and Cosmetic Act (21 U.S.C. 321-393);
sec. 351 of the Public Health Service Act (42 U.S.C. 262).
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Subpart A: General Provisions

Sec. 11.1 Scope

(a) The regulations in this part set forth the criteria under which the agency considers
electronic records, electronic signatures, and handwritten signatures executed to electronic
records to be trustworthy, reliable, and generally equivalent to paper records and handwritten
signatures executed on paper.

(b) This part applies to records in electronic form that are created, modified, maintained,
archived, retrieved, or transmitted, under any records requirements set forth in agency
regulations. This part also applies to electronic records submitted to the agency under
requirements of the Federal Food, Drug, and Cosmetic Act and the Public Health Service Act,
even if such records are not specifically identified in agency regulations. However, this part
does not apply to paper records that are, or have been, transmitted by electronic means.

(c) Where electronic signatures and their associated electronic records meet the
requirements of this part, the agency will consider the electronic signatures to be equivalent
to full handwritten signatures, initials, and other general signings as required by agency
regulations, unless specifically excepted by regulation(s) effective on or after [FDA page
13465] August 20, 1997.

(d) Electronic records that meet the requirements of this part may be used in lieu of paper
records, in accordance with Sec. 11.2, unless paper records are specifically required.

(e) Computer systems (including hardware and software), controls, and attendant
documentation maintained under this part shall be readily available for, and subject to, FDA
inspection.

Sec. 11.2 Implementation

(a) For records required to be maintained but not submitted to the agency, persons may use
electronic records in lieu of paper records or electronic signatures in lieu of traditional
signatures, in whole or in part, provided that the requirements of this part are met.

(b) For records submitted to the agency, persons may use electronic records in lieu of paper
records or electronic signatures in lieu of traditional signatures, in whole or in part, provided
that:

(1) The requirements of this part are met; and

(2) The document or parts of a document to be submitted have been identified in public
docket No. 925-0251 as being the type of submission the agency accepts in electronic form.
This docket will identify specifically what types of documents or parts of documents are
acceptable for submission in electronic form without paper records and the agency receiving
unit(s) (e.g., specific center, office, division, branch) to which such submissions may be made.
Documents to agency receiving unit(s) not specified in the public docket will not be
considered as official if they are submitted in electronic form; paper forms of such documents
will be considered as official and must accompany any electronic records. Persons are
expected to consult with the intended agency receiving unit for details on how (e.g., method of
transmission, media, file formats, and technical protocols) and whether to proceed with the
electronic submission.
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Sec. 11.3 Definitions

(a) The definitions and interpretations of terms contained in section 201 of the act apply to
those terms when used in this part.

(b) The following definitions of terms also apply to this part:

(1) Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-903 (21 U.S.C.
321-393)).

(2) Agency means the Food and Drug Administration.

(3) Biometrics means a method of verifying an individual's identity based on measurement of
the individual's physical feature(s) or repeatable action(s) where those features and/or actions
are both unique to that individual and measurable.

(4) Closed system means an environment in which system access is controlled by persons
who are responsible for the content of electronic records that are on the system.

(5) Digital signature means an electronic signature based upon cryptographic methods of
originator authentication, computed by using a set of rules and a set of parameters such that
the identity of the signer and the integrity of the data can be verified.

(6) Electronic record means any combination of text, graphics, data, audio, pictorial, or other
information representation in digital form that is created, modified, maintained, archived,
retrieved, or distributed by a computer system.

(7) Electronic signature means a computer data compilation of any symbol or series of
symbols executed, adopted, or authorized by an individual to be the legally binding equivalent
of the individual's handwritten signature.

(8) Handwritten signature means the scripted name or legal mark of an individual handwritten
by that individual and executed or adopted with the present intention to authenticate a writing
in a permanent form. The act of signing with a writing or marking instrument such as a pen or
stylus is preserved. The scripted name or legal mark, while conventionally applied to paper,
may also be applied to other devices that capture the name or mark.

(9) Open system means an environment in which system access is not controlled by persons
who are responsible for the content of electronic records that are on the system.

Subpart B: Electronic Records

Sec. 11.10 Controls for closed systems

Persons who use closed systems to create, modify, maintain, or transmit electronic records
shall employ procedures and controls designed to ensure the authenticity, integrity, and, when
appropriate, the confidentiality of electronic records, and to ensure that the signer cannot
readily repudiate the signed record as not genuine. Such procedures and controls shall
include the following:

(a) Validation of systems to ensure accuracy, reliability, consistent intended performance, and
the ability to discern invalid or altered records.

(b) The ability to generate accurate and complete copies of records in both human readable
and electronic form suitable for inspection, review, and copying by the agency. Persons
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should contact the agency if there are any questions regarding the ability of the agency to
perform such review and copying of the electronic records.

(c) Protection of records to enable their accurate and ready retrieval throughout the records
retention period.

(d) Limiting system access to authorized individuals.

(e) Use of secure, computer-generated, time-stamped audit trails to independently record the
date and time of operator entries and actions that create, modify, or delete electronic records.
Record changes shall not obscure previously recorded information. Such audit trail
documentation shall be retained for a period at least as long as that required for the subject
electronic records and shall be available for agency review and copying.

(f) Use of operational system checks to enforce permitted sequencing of steps and events, as
appropriate.

(g) Use of authority checks to ensure that only authorized individuals can use the system,
electronically sign a record, access the operation or computer system input or output device,
alter a record, or perform the operation at hand.

(h) Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the
source of data input or operational instruction.

(i) Determination that persons who develop, maintain, or use electronic record/electronic
signature systems have the education, training, and experience to perform their assigned
tasks.

(j) The establishment of, and adherence to, written policies that hold individuals accountable
and responsible for actions initiated under their electronic signatures, in order to deter record
and signature falsification.

(k) Use of appropriate controls over systems documentation including:

(1) Adequate controls over the distribution of, access to, and use of documentation for system
operation and maintenance.

(2) Revision and change control procedures to maintain an audit trail that documents
time-sequenced development and modification of systems documentation.

Sec. 11.30 Controls for open systems

Persons who use open systems to create, modify, maintain, or transmit electronic records
shall employ procedures and controls designed to [FDA page 13466] ensure the authenticity,
integrity, and, as appropriate, the confidentiality of electronic records from the point of their
creation to the point of their receipt. Such procedures and controls shall include those
identified in Sec. 11.10, as appropriate, and additional measures such as document
encryption and use of appropriate digital signature standards to ensure, as necessary under
the circumstances, record authenticity, integrity, and confidentiality.

Sec. 11.50 Signature manifestations

(a) Signed electronic records shall contain information associated with the signing that clearly
indicates all of the following:

(1) The printed name of the signer;
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(2) The date and time when the signature was executed; and

(3) The meaning (such as review, approval, responsibility, or authorship) associated with the
signature.

(b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall be subject
to the same controls as for electronic records and shall be included as part of any human
readable form of the electronic record (such as electronic display or printout).

Sec. 11.70 Signature/record linking

Electronic signatures and handwritten signatures executed to electronic records shall be
linked to their respective electronic records to ensure that the signatures cannot be excised,
copied, or otherwise transferred to falsify an electronic record by ordinary means.

Subpart C: Electronic Signatures

Sec. 11.100 General requirements

(a) Each electronic signature shall be unique to one individual and shall not be reused by, or
reassigned to, anyone else.

(b) Before an organization establishes, assigns, certifies, or otherwise sanctions an
individual's electronic signature, or any element of such electronic signature, the organization
shall verify the identity of the individual.

(c) Persons using electronic signatures shall, prior to or at the time of such use, certify to the
agency that the electronic signatures in their system, used on or after August 20, 1997, are
intended to be the legally binding equivalent of traditional handwritten signatures.

(1) The certification shall be submitted in paper form and signed with a traditional handwritten
signature, to the Office of Regional Operations (HFC-100), 5600 Fishers Lane, Rockville, MD
20857.

(2) Persons using electronic signatures shall, upon agency request, provide additional
certification or testimony that a specific electronic signature is the legally binding equivalent of
the signer's handwritten signature.

Sec. 11.200 Electronic signature components and controls

(a) Electronic signatures that are not based upon biometrics shall:

(1) Employ at least two distinct identification components such as an identification code and
password.

(i) When an individual executes a series of signings during a single, continuous period of
controlled system access, the first signing shall be executed using all electronic signature
components; subsequent signings shall be executed using at least one electronic signature
component that is only executable by, and designed to be used only by, the individual.

(i) When an individual executes one or more signings not performed during a single,
continuous period of controlled system access, each signing shall be executed using all of the
electronic signature components.

(2) Be used only by their genuine owners; and
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(3) Be administered and executed to ensure that attempted use of an individual's electronic
signature by anyone other than its genuine owner requires collaboration of two or more
individuals.

(b) Electronic signatures based upon biometrics shall be designed to ensure that they cannot
be used by anyone other than their genuine owners.

Sec. 11.300 Controls for identification codes/passwords

384

Persons who use electronic signatures based upon use of identification codes in combination
with passwords shall employ controls to ensure their security and integrity. Such controls shall
include:

(a) Maintaining the uniqueness of each combined identification code and password, such that
no two individuals have the same combination of identification code and password.

(b) Ensuring that identification code and password issuances are periodically checked,
recalled, or revised (e.g., to cover such events as password aging).

(c) Following loss management procedures to electronically deauthorize lost, stolen, missing,
or otherwise potentially compromised tokens, cards, and other devices that bear or generate
identification code or password information, and to issue temporary or permanent
replacements using suitable, rigorous controls.

(d) Use of transaction safeguards to prevent unauthorized use of passwords and/or
identification codes, and to detect and report in an immediate and urgent manner any
attempts at their unauthorized use to the system security unit, and, as appropriate, to
organizational management.

(e) Initial and periodic testing of devices, such as tokens or cards, that bear or generate
identification code or password information to ensure that they function properly and have not
been altered in an unauthorized manner.

Dated: March 11, 1997.

William B. Schultz, Deputy Commissioner for Policy.
[FR Doc. 97-6833 Filed 3-20-97; 8:45 am]
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l. Introduction

This document addresses issues pertaining to computerized systems used to create, modify,
maintain, archive, retrieve, or transmit clinical data intended for submission to the Food and
Drug Administration (FDA). These data form the basis for the Agency's decisions regarding
the safety and efficacy of new human and animal drugs, biologics, medical devices, and
certain food and color additives. As such, these data have broad public health significance
and must be of the highest quality and integrity.

FDA established the Bioresearch Monitoring (BIMO) Program of inspections and audits to
monitor the conduct and reporting of clinical trials to ensure that data from these trials meet
the highest standards of quality and integrity and conform to FDA's regulations. FDA's
acceptance of data from clinical trials for decision-making purposes is dependent upon its
ability to verify the quality and integrity of such data during its onsite inspections and audits.
To be acceptable the data should meet certain fundamental elements of quality whether
collected or recorded electronically or on paper. Data should be attributable, original,
accurate, contemporaneous, and legible. For example, attributable data can be traced to
individuals responsible for observing and recording the data. In an automated system,
attributability could be achieved by a computer system designed to identify individuals
responsible for any input.

This guidance addresses how these elements of data quality might be satisfied where
computerized systems are being used to create, modify, maintain, archive, retrieve, or
transmit clinical data. Although the primary focus of this guidance is on computerized systems
used at clinical sites to collect data, the principles set forth may also be appropriate for
computerized systems at contract research organizations, data management centers, and
sponsors. Persons using the data from computerized systems should have confidence that
the data are no less reliable than data in paper form.

Computerized medical devices, diagnostic laboratory instruments and instruments in
analytical laboratories that are used in clinical trials are not the focus of this guidance. This
guidance does not address electronic submissions or methods of their transmission to the
Agency.

This guidance document reflects long-standing regulations covering clinical trial records. It
also addresses requirements of the Electronic Records/Electronic Signatures rule (21 CFR
part 11).

The principles in this guidance may be applied where source documents are created (1) in
hardcopy and later entered into a computerized system, (2) by direct entry by a human into a
computerized system, and (3) automatically by a computerized system.

Il. Definitions

Audit Trail means, for the purposes of this guidance, a secure, computer generated,
time-stamped electronic record that allows reconstruction of the course of events relating to
the creation, modification, and deletion of an electronic record.

Certified Copy means a copy of original information that has been verified, as indicated by
dated signature, as an exact copy having all of the same attributes and information as the
original.

Commit means a saving action, which creates or modifies, or an action which deletes, an
electronic record or portion of an electronic record. An example is pressing the key of a
keyboard that causes information to be saved to durable medium.
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Computerized System means, for the purpose of this guidance, computer hardware,
software, and associated documents (e.g., user manual) that create, modify, maintain,
archive, retrieve, or transmit in digital form information related to the conduct of a clinical trial.

Direct Entry means recording data where an electronic record is the original capture of the
data. Examples are the keying by an individual of original observations into the system, or
automatic recording by the system of the output of a balance that measures subject’s body
weight.

Electronic Case Report Form (e-CRF) means an auditable electronic record designed to
record information required by the clinical trial protocol to be reported to the sponsor on each
trial subject.

Electronic Patient Diary means an electronic record into which a subject participating in a
clinical trial directly enters observations or directly responds to an evaluation checklist.

Electronic Record means any combination of text, graphics, data, audio, pictorial, or any other
information representation in digital form that is created, modified, maintained, archived,
retrieved, or distributed by a computer system.

Electronic Signature means a computer data compilation of any symbol or series of symbols,
executed, adopted, or authorized by an individual to be the legally binding equivalent of the
individual's handwritten signature.

Software Validation means confirmation by examination and provision of objective evidence
that software specifications conform to user needs and intended uses, and that the particular
requirements implemented through the software can be consistently fulfilled. For the
purposes of this document, design level validation is that portion of the software validation
that takes place in parts of the software life cycle before the software is delivered to the end
user.

Source Documents means original documents and records including, but not limited to,
hospital records, clinical and office charts, laboratory notes, memoranda, subjects' diaries or
evaluation checklists, pharmacy dispensing records, recorded data from automated
instruments, copies or transcriptions certified after verification as being accurate and
complete, microfiches, photographic negatives, microfilm or magnetic media, x-rays, subject
files, and records kept at the pharmacy, at the laboratories, and at medico-technical
departments involved in the clinical trial.

Transmit means, for the purposes of this guidance, to transfer data within or among clinical
study sites, contract research organizations, data management centers, or sponsors. Other
Agency guidance covers transmission from sponsors to the Agency.

lll. General principles
A. Each study protocol should identify at which steps a computerized system will be used to
create, modify, maintain, archive, retrieve, or transmit data.

B. For each study, documentation should identify what software and, if known, what hardware
is to be used in computerized systems that create, modify, maintain, archive, retrieve, or
transmit data. This documentation should be retained as part of study records.

C. Source documents should be retained to enable a reconstruction and evaluation of the
trial.

D. When original observations are entered directly into a computerized system, the electronic
record is the source document.
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. The design of a computerized system should ensure that all applicable regulatory

requirements for recordkeeping and record retention in clinical trials are met with the same
degree of confidence as is provided with paper systems.

Clinical investigators should retain either the original or a certified copy of all source
documents sent to a sponsor or contract research organization, including query resolution
correspondence.

. Any change to a record required to be maintained should not obscure the original

information. The record should clearly indicate that a change was made and clearly
provide a means to locate and read the prior information.

. Changes to data that are stored on electronic media will always require an audit trail, in

accordance with 21 CFR 11.10(e). Documentation should include who made the changes,
when, and why they were made.

The FDA may inspect all records that are intended to support submissions to the Agency,
regardless of how they were created or maintained.

Data should be retrievable in such a fashion that all information regarding each individual
subject in a study is attributable to that subject.

Computerized systems should be designed: (1) So that all requirements assigned to these
systems in a study protocol are satisfied (e.g., data are recorded in metric units,
requirements that the study be blinded); and, (2) to preclude errors in data creation,
modification, maintenance, archiving, retrieval, or transmission.

Security measures should be in place to prevent unauthorized access to the data and to
the computerized system.

IV. Standard operating procedures

Standard Operating Procedures (SOPs) pertinent to the use of the computerized system
should be available on site.

SOPs should be established for, but not limited to:

>

>

>

System Setup/Installation

Data Collection and Handling

System Maintenance

Data Backup, Recovery, and Contingency Plans
Security

Change Control

V. Data entry

A. Electronic Signatures

1. To ensure that individuals have the authority to proceed with data entry, the data entry
system should be designed so that individuals need to enter electronic signatures,
such as combined identification codes/passwords or biometric-based electronic
signatures, at the start of a data entry session.

2. The data entry system should also be designed to ensure attributability. Therefore,
each entry to an electronic record, including any change, should be made under the
electronic signature of the individual making that entry. However, this does not
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necessarily mean a separate electronic signature for each entry or change. For
example, a single electronic signature may cover multiple entries or changes.

a. The printed name of the individual who enters data should be displayed by the data
entry screen throughout the data entry session. This is intended to preclude the
possibility of a different individual inadvertently entering data under someone else’s
name.

If the name displayed by the screen during a data entry session is not that of the
person entering the data, then that individual should log on under his or her own name
before continuing.

3. Individuals should only work under their own passwords or other access keys and
should not share these with others. Individuals should not log on to the system in order
to provide another person access to the system.

4. Passwords or other access keys should be changed at established intervals.

5. When someone leaves a workstation, the person should log off the system. Failing this,
an automatic log off may be appropriate for long idle periods. For short periods of
inactivity, there should be some kind of automatic protection against unauthorized data
entry. An example could be an automatic screen saver that prevents data entry until a
password is entered.

B. Audit Trails

1. Section 21 CFR 11.10(e) requires persons who use electronic record systems to
maintain an audit trail as one of the procedures to protect the authenticity, integrity,
and, when appropriate, the confidentiality of electronic records.

a. Persons must use secure, computer-generated, time-stamped audit trails to
independently record the date and time of operator entries and actions that create,
modify, or delete electronic records. A record is created when it is saved to durable
media, as described under “commit” in Section Il, Definitions.

b. Audit trails must be retained for a period at least as long as that required for the
subject electronic records (e.g., the study data and records to which they pertain)
and must be available for agency review and copying.

2. Personnel who create, modify, or delete electronic records should not be able to modify
the audit trails.

3. Clinical investigators should retain either the original or a certified copy of audit trails.

4. FDA personnel should be able to read audit trails both at the study site and at any other
location where associated electronic study records are maintained.

5. Audit trails should be created incrementally, in chronological order, and in a manner
that does not allow new audit trail information to overwrite existing data in violation of
§11.10(e).

C. Date/Time Stamps
Controls should be in place to ensure that the system's date and time are correct.

The ability to change the date or time should be limited to authorized personnel and such
personnel should be notified if a system date or time discrepancy is detected. Changes to
date or time should be documented.

Dates and times are to be local to the activity being documented and should include the
year, month, day, hour, and minute. The Agency encourages establishments to
synchronize systems to the date and time provided by trusted third parties.

Clinical study computerized systems will likely be used in multi-center trials, perhaps
located in different time zones. Calculation of the local time stamp may be derived in such
cases from a remote server located in a different time zone.
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VI. System features

A. Systems used for direct entry of data should include features that will facilitate the
collection of quality data.

Prompts, flags, or other help features within the computerized system should be used to
encourage consistent use of clinical terminology and to alert the user to data that are out
of acceptable range. Features that automatically enter data into a field when that field is

bypassed should not be used.

Electronic patient diaries and e-CRFs should be designed to allow users to make
annotations. Annotations add to data quality by allowing ad hoc information to be
captured. This information may be valuable in the event of an adverse reaction or
unexpected result. The record should clearly indicate who recorded the annotations and
when (date and time).

B. Systems used for direct entry of data should be designed to include features that will
facilitate the inspection and review of data. Data tags (e.qg., different color, different font,
flags) should be used to indicate which data have been changed or deleted, as
documented in the audit trail.

C. Retrieval of Data

Recognizing that computer products may be discontinued or supplanted by newer
(possibly incompatible) systems, it is nonetheless vital that sponsors retain the ability to
retrieve and review the data recorded by the older systems. This may be achieved by
maintaining support for the older systems or transcribing data to the newer systems.

When migrating to newer systems, it is important to generate accurate and complete
copies of study data and collateral information relevant to data integrity. This information
would include, for example, audit trails and computational methods used to derive the
data. Any data retrieval software, script, or query logic used for the purpose of
manipulating, querying, or extracting data for report generating purposes should be
documented and maintained for the life of the report. The transcription process needs to
be validated.

D. Reconstruction of Study

FDA expects to be able to reconstruct a study. This applies not only to the data, but also
how the data were obtained or managed. Therefore, all versions of application software,
operating systems, and software development tools involved in processing of data or
records should be available as long as data or records associated with these versions are
required to be retained. Sponsors may retain these themselves or may contract for the
vendors to retain the ability to run (but not necessarily support) the software. Although
FDA expects sponsors or vendors to retain the ability to run older versions of software, the
agency acknowledges that, in some cases, it will be difficult for sponsors and vendors to
run older computerized systems.

VII. Security

A. Physical Security

In addition to internal safeguards built into the system, external safeguards should be in
place to ensure that access to the computerized system and to the data is restricted to
authorized personnel.

Staff should be thoroughly aware of system security measures and the importance of
limiting access to authorized personnel.
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SOPs should be in place for handling and storing the system to prevent unauthorized
access.

B. Logical Security

Access to the data at the clinical site should be restricted and monitored through the
system's software with its required log-on, security procedures, and audit trail. The data
should not be altered, browsed, queried, or reported via external software applications
that do not enter through the protective system software.

There should be a cumulative record that indicates, for any point in time, the names of
authorized personnel, their titles, and a description of their access privileges. The record
should be in the study documentation accessible at the site.

If a sponsor supplies computerized systems exclusively for clinical trials, the systems
should remain dedicated to the purpose for which they were intended and validated.

If a computerized system being used for the clinical study is part of a system normally
used for other purposes, efforts should be made to ensure that the study software is
logically and physically isolated as necessary to preclude unintended interaction with
non-study software. If any of the software programs are changed the system should be
evaluated to determine the effect of the changes on logical security.

Controls should be in place to prevent, detect, and mitigate effects of computer viruses on
study data and software.

VIIl. System dependability

The sponsor should ensure and document that computerized systems conform to the
sponsor's established requirements for completeness, accuracy, reliability, and consistent
intended performance.

A. Systems documentation should be readily available at the site where clinical trials are
conducted. Such documentation should provide an overall description of computerized
systems and the relationship of hardware, software, and physical environment.

B. FDA may inspect documentation, possessed by a regulated company, that demonstrates
validation of software. The study sponsor is responsible, if requested, for making such
documentation available at the time of inspection at the site where software is used.
Clinical investigators are not generally responsible for validation unless they originated or
modified software.

1. For software purchased off-the-shelf, most of the validation should have been done by
the company that wrote the software. The sponsor or contract research organization
should have documentation (either original validation documents or on-site vendor
audit documents) of this design level validation by the vendor, and should have itself
performed functional testing (e.g., by use of test data sets) and researched known
software limitations, problems, and defect corrections.

In the special case of database and spreadsheet software that is (1) purchased
off-the-shelf, (2) designed for and widely used for general purposes, (3) unmodified,
and (4) not being used for direct entry of data, the sponsor or contract research
organization may not have documentation of design level validation. However, the
sponsor or contract research organization should have itself performed functional
testing (e.g., by use of test data sets) and researched known software limitations,
problems, and defect corrections.

2. Documentation important to demonstrate software validation includes:

Written design specification that describes what the software is intended to do and how
it is intended to do it;
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C.

A written test plan based on the design specification, including both structural and
functional analysis; and,

Test results and an evaluation of how these results demonstrate that the predetermined
design specification has been met.

Change Control

Written procedures should be in place to ensure that changes to the computerized system
such as software upgrades, equipment or component replacement, or new
instrumentation will maintain the integrity of the data or the integrity of protocols.

The impact of any change to the system should be evaluated and a decision made
regarding the need to revalidate. Revalidation should be performed for changes that
exceed operational limits or design specifications.

All changes to the system should be documented.

IX. System controls

A.

Software Version Control

Measures should be in place to ensure that versions of software used to generate, collect,
maintain, and transmit data are the versions that are stated in the systems documentation.

Contingency Plans

Written procedures should describe contingency plans for continuing the study by
alternate means in the event of failure of the computerized system.

Backup and Recovery of Electronic Records

Backup and recovery procedures should be clearly outlined in the SOPs and be sufficient
to protect against data loss. Records should be backed up regularly in a way that would
prevent a catastrophic loss and ensure the quality and integrity of the data.

Backup records should be stored at a secure location specified in the SOPs. Storage is
typically offsite or in a building separate from the original records.

Backup and recovery logs should be maintained to facilitate an assessment of the nature
and scope of data loss resulting from a system failure.

X. Training of personnel

A.

Quialifications

Each person who enters or processes data should have the education, training, and
experience or any combination thereof necessary to perform the assigned functions.

Individuals responsible for monitoring the trial should have education, training, and
experience in the use of the computerized system necessary to adequately monitor the
trial.

Training

Training should be provided to individuals in the specific operations that they are to
perform.

Training should be conducted by qualified individuals on a continuing basis, as needed, to
ensure familiarity with the computerized system and with any changes to the system
during the course of the study.
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C. Documentation
Employee education, training, and experience should be documented.

Xl. Records inspection

A. FDA may inspect all records that are intended to support submissions to the Agency,
regardless of how they were created or maintained. Therefore, systems should be able to
generate accurate and complete copies of records in both human readable and electronic
form suitable for inspection, review, and copying by the Agency. Persons should contact
the Agency if there is any doubt about what file formats and media the Agency can read
and copy.

B. The sponsor should be able to provide hardware and software as necessary for FDA
personnel to inspect the electronic documents and audit trail at the site where an FDA
inspection is taking place.

XIl. Certification of electronic signatures

As required by 21 CFR 11.100(c), persons using electronic signatures to meet an FDA
signature requirement shall, prior to or at the time of such use, certify to the agency that the
electronic signatures in their system, used on or after August 20, 1997, are intended to be the
legally binding equivalent of traditional handwritten signatures.

As set forth in 21 CFR 11.100(c), the certification shall be submitted in paper form signed with
a traditional handwritten signature to the Office of Regional Operations (HFC-100), 5600
Fishers Lane, Rockville Maryland 20857. The certification is to be submitted prior to or at the
time electronic signatures are used. However, a single certification may cover all electronic
signatures used by persons in a given organization. This certification is a legal document
created by persons to acknowledge that their electronic signatures have the same legal
significance as their traditional handwritten signatures. An acceptable certification may take
the following form:

“Pursuant to Section 11.100 of Title 21 of the Code of Federal Regulations, this is to certify
that [name of organization] intends that all electronic signatures executed by our employees,
agents, or representatives, located anywhere in the world, are the legally binding equivalent
of traditional handwritten signatures.”
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Preface

Public comment

Comments and suggestions may be submitted at any time for Agency consideration to
Dockets Management Branch, Division of Management Systems and Policy, Office of Human
Resources and Management Services, Food and Drug Administration, 5630 Fishers Lane,
Room 1061, (HFA-305), Rockville, MD, 20852. When submitting comments, please refer to
the exact title of this guidance document. Comments may not be acted upon by the Agency
until the document is next revised or updated.

For questions regarding the use or interpretation of this guidance which involve the Center for
Devices and Radiological Health (CDRH), contact John F. Murray at (301) 594-4659 or email
mailto:jfm@cdrh.fda.gov.

For questions regarding the use or interpretation of this guidance which involve the Center for
Biologics Evaluation and Research (CBER) contact Jerome Davis at (301) 827-6220 or email
mailto:davis@cber.fda.gov.

Additional copies

CDRH

Additional copies are available from the Internet at:
http://www.fda.gov/cdrh/comp/guidance/938.pdf or via CDRH Facts-On-Demand. In order
to receive this document via your fax machine, call the CDRH Facts-On-Demand system at
800-899-0381 or 301-827-0111 from a touch-tone telephone. Press 1 to enter the system. At
the second voice prompt, press 1 to order a document. Enter the document number 938
followed by the pound sign (#). Follow the remaining voice prompts to complete your request.

CBER

Additional copies are available from the Internet at:
http://www.fda.gov/cber/guidelines.htm, by writing to CBER, Office of Communication,
Training, and Manufacturers' Assistance (HFM-40), 1401 Rockville Pike, Rockville, Maryland
20852-1448, or by telephone request at 1-800-835-5709 or 301-827-1800.
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General principles of software validation

This document is intended to provide guidance. It represents the Agency’s current thinking on
this topic. It does not create or confer any rights for or on any person and does not operate to
bind Food and Drug Administration (FDA) or the public. An alternative approach may be used
if such approach satisfies the requirements of the applicable statutes and regulations.

Section 1. Purpose

This guidance outlines general validation principles that the Food and Drug Administration
(FDA) considers to be applicable to the validation of medical device software or the validation
of software used to design, develop, or manufacture medical devices. This final guidance
document, Version 2.0, supersedes the draft document, General Principles of Software
Validation [available at: http://www.fda.gov/ora/inspect_ref/igs/gloss.html], Version 1.1,
dated June 9, 1997.

Section 2. Scope

This guidance describes how certain provisions of the medical device Quality System
regulation apply to software and the agency’s current approach to evaluating a software
validation system. For example, this document lists elements that are acceptable to the FDA
for the validation of software; however, it does not list all of the activities and tasks that must,
in all instances, be used to comply with the law.

The scope of this guidance is somewhat broader than the scope of validation in the strictest
definition of that term. Planning, verification, testing, traceability, configuration management,
and many other aspects of good software engineering discussed in this guidance are

important activities that together help to support a final conclusion that software is validated.

This guidance recommends an integration of software life cycle management and risk
management activities. Based on the intended use and the safety risk associated with the
software to be developed, the software developer should determine the specific approach, the
combination of techniques to be used, and the level of effort to be applied. While this
guidance does not recommend any specific life cycle model or any specific technique or
method, it does recommend that software validation and verification activities be conducted
throughout the entire software life cycle.

Where the software is developed by someone other than the device manufacturer (e.g.,
off-the-shelf software) the software developer may not be directly responsible for compliance
with FDA regulations. In that case, the party with regulatory responsibility (i.e., the device
manufacturer) needs to assess the adequacy of the off-the-shelf software developer’s
activities and determine what additional efforts are needed to establish that the software is
validated for the device manufacturer’s intended use.

2.1. Applicability
This guidance applies to:

» Software used as a component, part, or accessory of a medical device;
» Software that is itself a medical device (e.g., blood establishment software);

» Software used in the production of a device (e.g., programmable logic controllers in
manufacturing equipment); and

» Software used in implementation of the device manufacturer's quality system (e.g.,
software that records and maintains the device history record).
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This document is based on generally recognized software validation principles and, therefore,
can be applied to any software. For FDA purposes, this guidance applies to any software
related to a regulated medical device, as defined by Section 201(h) of the Federal Food,
Drug, and Cosmetic Act (the Act) and by current FDA software and regulatory policy. This
document does not specifically identify which software is or is not regulated.

2.2. Audience
This guidance provides useful information and recommendations to the following individuals:

» Persons subject to the medical device Quality System regulation

» Persons responsible for the design, development, or production of medical device
software

» Persons responsible for the design, development, production, or procurement of
automated tools used for the design, development, or manufacture of medical devices or
software tools used to implement the quality system itself

» FDA Investigators
» FDA Compliance Officers
» FDA Scientific Reviewers

2.3. The least burdensome approach

We believe we should consider the least burdensome approach in all areas of medical device
regulation. This guidance reflects our careful review of the relevant scientific and legal
requirements and what we believe is the least burdensome way for you to comply with those
requirements. However, if you believe that an alternative approach would be less
burdensome, please contact us so we can consider your point of view. You may send your
written comments to the contact person listed in the preface to this guidance or to the CDRH
Ombudsman. Comprehensive information on CDRH’s Ombudsman, including ways to contact
him, can be found on the Internet at:

http://www.fda.gov/cdrh/resolvingdisputes/ombudsman.html

2.4. Regulatory requirements for software validation

The FDA’s analysis of 3140 medical device recalls conducted between 1992 and 1998
reveals that 242 of them (7.7%) are attributable to software failures. Of those software related
recalls, 192 (or 79%) were caused by software defects that were introduced when changes
were made to the software after its initial production and distribution. Software validation and
other related good software engineering practices discussed in this guidance are a principal
means of avoiding such defects and resultant recalls.

Software validation is a requirement of the Quality System regulation, which was published in
the Federal Register on October 7, 1996 and took effect on June 1, 1997. (See Title 21 Code
of Federal Regulations (CFR) Part 820, and 61 Federal Register (FR) 52602, respectively.)
Validation requirements apply to software used as components in medical devices, to
software that is itself a medical device, and to software used in production of the device or in
implementation of the device manufacturer's quality system.

Unless specifically exempted in a classification regulation, any medical device software
product developed after June 1, 1997, regardless of its device class, is subject to applicable
design control provisions. (See of 21 CFR §820.30.) This requirement includes the
completion of current development projects, all new development projects, and all changes
made to existing medical device software. Specific requirements for validation of device
software are found in 21 CFR §820.30(g). Other design controls, such as planning, input,
verification, and reviews, are required for medical device software. (See 21 CFR §820.30.)
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The corresponding documented results from these activities can provide additional support
for a conclusion that medical device software is validated.

Any software used to automate any part of the device production process or any part of the
quality system must be validated for its intended use, as required by 21 CFR §820.70(i). This
requirement applies to any software used to automate device design, testing, component
acceptance, manufacturing, labeling, packaging, distribution, complaint handling, or to
automate any other aspect of the quality system.

In addition, computer systems used to create, modify, and maintain electronic records and to
manage electronic signatures are also subject to the validation requirements. (See 21 CFR
§11.10(a).) Such computer systems must be validated to ensure accuracy, reliability,
consistent intended performance, and the ability to discern invalid or altered records.

Software for the above applications may be developed in-house or under contract. However,
software is frequently purchased off-the-shelf for a particular intended use. All production
and/or quality system software, even if purchased off-the-shelf, should have documented
requirements that fully define its intended use, and information against which testing results
and other evidence can be compared, to show that the software is validated for its intended
use.

The use of off-the-shelf software in automated medical devices and in automated
manufacturing and quality system operations is increasing. Off-the-shelf software may have
many capabilities, only a few of which are needed by the device manufacturer. Device
manufacturers are responsible for the adequacy of the software used in their devices, and
used to produce devices. When device manufacturers purchase “off-the-shelf" software, they
must ensure that it will perform as intended in their chosen application. For off-the-shelf
software used in manufacturing or in the quality system, additional guidance is included in
Section 6.3 of this document. For device software, additional useful information may be found
in FDA’s Guidance for Industry, FDA Reviewers, and Compliance on Off-The-Shelf Software
Use in Medical Devices [available at: http://www.fda.gov/cdrh/ode/guidance/585.html1].

2.4. Quality system regulation vs pre-market submissions

This document addresses Quality System regulation issues that involve the implementation of
software validation. It provides guidance for the management and control of the software
validation process. The management and control of the software validation process should
not be confused with any other validation requirements, such as process validation for an
automated manufacturing process.

Device manufacturers may use the same procedures and records for compliance with quality
system and design control requirements, as well as for pre-market submissions to FDA. This
document does not cover any specific safety or efficacy issues related to software validation.
Design issues and documentation requirements for pre-market submissions of regulated
software are not addressed by this document. Specific issues related to safety and efficacy,
and the documentation required in pre-market submissions, should be addressed to the
Office of Device Evaluation (ODE), Center for Devices and Radiological Health (CDRH) or to
the Office of Blood Research and Review, Center for Biologics Evaluation and Research
(CBER). See the references in “Appendix A - References” on page 426 for applicable FDA
guidance documents for pre-market submissions.

Section 3. Context for software validation

Many people have asked for specific guidance on what FDA expects them to do to ensure
compliance with the Quality System regulation with regard to software validation. Information
on software validation presented in this document is not new. Validation of software, using the

402 Installation Qualification of IBM Systems and Storage for FDA Regulated Companies


http://www.fda.gov/cdrh/ode/guidance/585.html

principles and tasks listed in Sections 4 and 5, has been conducted in many segments of the
software industry for well over 20 years.

Due to the great variety of medical devices, processes, and manufacturing facilities, it is not
possible to state in one document all of the specific validation elements that are applicable.
However, a general application of several broad concepts can be used successfully as
guidance for software validation. These broad concepts provide an acceptable framework for
building a comprehensive approach to software validation. Additional specific information is
available from many of the references listed in “Appendix A - References” on page 426.

3.1. Definitions and terminology

Unless defined in the Quality System regulation, or otherwise specified below, all other terms
used in this guidance are as defined in the current edition of the FDA Glossary of
Computerized System and Software Development Terminology [available at
http://www.fda.gov/ora/inspect _ref/igs/gloss.html].

The medical device Quality System regulation (21 CFR 820.3(k)) defines “establish” to mean
“define, document, and implement.” Where it appears in this guidance, the words “establish”
and “established” should be interpreted to have this same meaning.

Some definitions found in the medical device Quality System regulation can be confusing
when compared to commonly used terminology in the software industry. Examples are
requirements, specification, verification, and validation.

3.1.1 Requirements and specifications

While the Quality System regulation states that design input requirements must be
documented, and that specified requirements must be verified, the regulation does not further
clarify the distinction between the terms “requirement” and “specification.” A requirement can
be any need or expectation for a system or for its software. Requirements reflect the stated or
implied needs of the customer, and may be market-based, contractual, or statutory, as well as
an organization's internal requirements. There can be many different kinds of requirements
(e.g., design, functional, implementation, interface, performance, or physical requirements).
Software requirements are typically derived from the system requirements for those aspects
of system functionality that have been allocated to software. Software requirements are
typically stated in functional terms and are defined, refined, and updated as a development
project progresses. Success in accurately and completely documenting software
requirements is a crucial factor in successful validation of the resulting software.

A specification is defined as “a document that states requirements.” (See 21 CFR §820.3(y).)
It may refer to or include drawings, patterns, or other relevant documents and usually
indicates the means and the criteria whereby conformity with the requirement can be
checked. There are many different kinds of written specifications, e.g., system requirements
specification, software requirements specification, software design specification, software test
specification, software integration specification, etc. All of these documents establish
“specified requirements” and are design outputs for which various forms of verification are
necessary.

3.1.2 Verification and validation

The Quality System regulation is harmonized with ISO 8402:1994, which treats “verification”
and “validation” as separate and distinct terms. On the other hand, many software
engineering journal articles and textbooks use the terms “verification” and “validation”
interchangeably, or in some cases refer to software “verification, validation, and testing
(VV&T)” as if it is a single concept, with no distinction among the three terms.
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Software verification provides objective evidence that the design outputs of a particular phase
of the software development life cycle meet all of the specified requirements for that phase.
Software verification looks for consistency, completeness, and correctness of the software
and its supporting documentation, as it is being developed, and provides support for a
subsequent conclusion that software is validated. Software testing is one of many verification
activities intended to confirm that software development output meets its input requirements.
Other verification activities include various static and dynamic analyses, code and document
inspections, walkthroughs, and other techniques.

Software validation is a part of the design validation for a finished device, but is not separately
defined in the Quality System regulation. For purposes of this guidance, FDA considers
software validation to be “confirmation by examination and provision of objective evidence
that software specifications conform to user needs and intended uses, and that the particular
requirements implemented through software can be consistently fulfilled.” In practice,
software validation activities may occur both during, as well as at the end of the software
development life cycle to ensure that all requirements have been fulfilled. Since software is
usually part of a larger hardware system, the validation of software typically includes evidence
that all software requirements have been implemented correctly and completely and are
traceable to system requirements. A conclusion that software is validated is highly dependent
upon comprehensive software testing, inspections, analyses, and other verification tasks
performed at each stage of the software development life cycle. Testing of device software
functionality in a simulated use environment, and user site testing are typically included as
components of an overall design validation program for a software automated device.

Software verification and validation are difficult because a developer cannot test forever, and
it is hard to know how much evidence is enough. In large measure, software validation is a
matter of developing a “level of confidence” that the device meets all requirements and user
expectations for the software automated functions and features of the device. Measures such
as defects found in specifications documents, estimates of defects remaining, testing
coverage, and other techniques are all used to develop an acceptable level of confidence
before shipping the product. The level of confidence, and therefore the level of software
validation, verification, and testing effort needed, will vary depending upon the safety risk
(hazard) posed by the automated functions of the device. Additional guidance regarding
safety risk management for software may be found in Section 4 of FDA’s Guidance for the
Content of Pre-market Submissions for Software Contained in Medical Devices [available at:
http://www.fda.gov/cdrh/ode/57.html1], and in the international standards ISO/IEC 14971-1
and IEC 60601-1-4 referenced in “Appendix A - References” on page 426.

3.1.31Q/0Q/PQ

For many years, both FDA and regulated industry have attempted to understand and define
software validation within the context of process validation terminology. For example, industry
documents and other FDA validation guidance sometimes describe user site software
validation in terms of installation qualification (IQ), operational qualification (OQ) and
performance qualification (PQ). Definitions of these terms and additional information
regarding IQ/OQ/PQ may be found in FDA’s Guideline on General Principles of Process
Validation, dated May 11, 1987 [available at: http://www.fda.gov/cdrh/ode/425.pdf], and in
FDA’s Glossary of Computerized System and Software Development Terminology [available
at: http://www.fda.gov/ora/inspect _ref/igs/gloss.html], dated August 1995.

While IQ/OQ/PQ terminology has served its purpose well and is one of many legitimate ways
to organize software validation tasks at the user site, this terminology may not be well
understood among many software professionals, and it is not used elsewhere in this
document. However, both FDA personnel and device manufacturers need to be aware of
these differences in terminology as they ask for and provide information regarding software
validation.
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3.2. Software development as part of system design

The decision to implement system functionality using software is one that is typically made
during system design. Software requirements are typically derived from the overall system
requirements and design for those aspects in the system that are to be implemented using
software. There are user needs and intended uses for a finished device, but users typically do
not specify whether those requirements are to be met by hardware, software, or some
combination of both. Therefore, software validation must be considered within the context of
the overall design validation for the system.

A documented requirements specification represents the user's needs and intended uses
from which the product is developed. A primary goal of software validation is to then
demonstrate that all completed software products comply with all documented software and
system requirements. The correctness and completeness of both the system requirements
and the software requirements should be addressed as part of the design validation process
for the device. Software validation includes confirmation of conformance to all software
specifications and confirmation that all software requirements are traceable to the system
specifications. Confirmation is an important part of the overall design validation to ensure that
all aspects of the medical device conform to user needs and intended uses.

3.3. Software is different from hardware

While software shares many of the same engineering tasks as hardware, it has some very
important differences. For example:

» The vast majority of software problems are traceable to errors made during the design and
development process. While the quality of a hardware product is highly dependent on
design, development and manufacture, the quality of a software product is dependent
primarily on design and development with a minimum concern for software manufacture.
Software manufacturing consists of reproduction that can be easily verified. It is not
difficult to manufacture thousands of program copies that function exactly the same as the
original; the difficulty comes in getting the original program to meet all specifications.

» One of the most significant features of software is branching, i.e., the ability to execute
alternative series of commands, based on differing inputs. This feature is a major
contributing factor for another characteristic of software — its complexity. Even short
programs can be very complex and difficult to fully understand.

» Typically, testing alone cannot fully verify that software is complete and correct. In addition
to testing, other verification techniques and a structured and documented development
process should be combined to ensure a comprehensive validation approach.

» Unlike hardware, software is not a physical entity and does not wear out. In fact, software
may improve with age, as latent defects are discovered and removed. However, as
software is constantly updated and changed, such improvements are sometimes
countered by new defects introduced into the software during the change.

» Unlike some hardware failures, software failures occur without advanced warning. The
software’s branching that allows it to follow differing paths during execution, may hide
some latent defects until long after a software product has been introduced into the
marketplace.

» Another related characteristic of software is the speed and ease with which it can be
changed. This factor can cause both software and non-software professionals to believe
that software problems can be corrected easily. Combined with a lack of understanding of
software, it can lead managers to believe that tightly controlled engineering is not needed
as much for software as it is for hardware. In fact, the opposite is true. Because of its
complexity, the development process for software should be even more tightly controlled
than for hardware, in order to prevent problems that cannot be easily detected later in the
development process.
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» Seemingly insignificant changes in software code can create unexpected and very
significant problems elsewhere in the software program. The software development
process should be sufficiently well planned, controlled, and documented to detect and
correct unexpected results from software changes.

» Given the high demand for software professionals and the highly mobile workforce, the
software personnel who make maintenance changes to software may not have been
involved in the original software development. Therefore, accurate and thorough
documentation is essential.

» Historically, software components have not been as frequently standardized and
interchangeable as hardware components. However, medical device software developers
are beginning to use component-based development tools and techniques.
Object-oriented methodologies and the use of off-the-shelf software components hold
promise for faster and less expensive software development. However, component-based
approaches require very careful attention during integration. Prior to integration, time is
needed to fully define and develop reusable software code and to fully understand the
behavior of off-the-shelf components.

For these and other reasons, software engineering needs an even greater level of managerial
scrutiny and control than does hardware engineering.

3.4. Benefits of software validation

Software validation is a critical tool used to assure the quality of device software and software
automated operations. Software validation can increase the usability and reliability of the
device, resulting in decreased failure rates, fewer recalls and corrective actions, less risk to
patients and users, and reduced liability to device manufacturers. Software validation can also
reduce long term costs by making it easier and less costly to reliably modify software and
revalidate software changes. Software maintenance can represent a very large percentage of
the total cost of software over its entire life cycle. An established comprehensive software
validation process helps to reduce the long-term cost of software by reducing the cost of
validation for each subsequent release of the software.

3.5 Design review

Design reviews are documented, comprehensive, and systematic examinations of a design to
evaluate the adequacy of the design requirements, to evaluate the capability of the design to
meet these requirements, and to identify problems. While there may be many informal
technical reviews that occur within the development team during a software project, a formal
design review is more structured and includes participation from others outside the
development team. Formal design reviews may reference or include results from other formal
and informal reviews. Design reviews may be conducted separately for the software, after the
software is integrated with the hardware into the system, or both. Design reviews should
include examination of development plans, requirements specifications, design specifications,
testing plans and procedures, all other documents and activities associated with the project,
verification results from each stage of the defined life cycle, and validation results for the
overall device.

Design review is a primary tool for managing and evaluating development projects. For
example, formal design reviews allow management to confirm that all goals defined in the
software validation plan have been achieved. The Quality System regulation requires that at
least one formal design review be conducted during the device design process. However, it is
recommended that multiple design reviews be conducted (e.g., at the end of each software
life cycle activity, in preparation for proceeding to the next activity). Formal design review is
especially important at or near the end of the requirements activity, before major resources
have been committed to specific design solutions. Problems found at this point can be
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resolved more easily, save time and money, and reduce the likelihood of missing a critical
issue.

Answers to some key questions should be documented during formal design reviews. These
include:

» Have the appropriate tasks and expected results, outputs, or products been established
for each software life cycle activity?

» Do the tasks and expected results, outputs, or products of each software life cycle activity:

— Comply with the requirements of other software life cycle activities in terms of
correctness, completeness, consistency, and accuracy?

— Satisfy the standards, practices, and conventions of that activity?
— Establish a proper basis for initiating tasks for the next software life cycle activity?

Section 4. Principles of software validation

This section lists the general principles that should be considered for the validation of
software.

4.1. Requirements

A documented software requirements specification provides a baseline for both validation and
verification. The software validation process cannot be completed without an established
software requirements specification (Ref: 21 CFR 820.3(z) and (aa) and 820.30(f) and (g)).

4.2. Defect prevention

Software quality assurance needs to focus on preventing the introduction of defects into the
software development process and not on trying to “test quality into” the software code after it
is written. Software testing is very limited in its ability to surface all latent defects in software
code. For example, the complexity of most software prevents it from being exhaustively
tested. Software testing is a necessary activity. However, in most cases software testing by
itself is not sufficient to establish confidence that the software is fit for its intended use. In
order to establish that confidence, software developers should use a mixture of methods and
techniques to prevent software errors and to detect software errors that do occur. The “best
mix” of methods depends on many factors including the development environment,
application, size of project, language, and risk.

4.3. Time and effort

To build a case that the software is validated requires time and effort. Preparation for software
validation should begin early, i.e., during design and development planning and design input.
The final conclusion that the software is validated should be based on evidence collected
from planned efforts conducted throughout the software lifecycle.

4.4. Software life cycle

Software validation takes place within the environment of an established software life cycle.
The software life cycle contains software engineering tasks and documentation necessary to
support the software validation effort. In addition, the software life cycle contains specific
verification and validation tasks that are appropriate for the intended use of the software. This
guidance does not recommend any particular life cycle models — only that they should be
selected and used for a software development project.
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4.5. Plans

The software validation process is defined and controlled through the use of a plan. The
software validation plan defines “what” is to be accomplished through the software validation
effort. Software validation plans are a significant quality system tool. Software validation plans
specify areas such as scope, approach, resources, schedules and the types and extent of
activities, tasks, and work items.

4.6. Procedures

The software validation process is executed through the use of procedures. These
procedures establish “how” to conduct the software validation effort. The procedures should
identify the specific actions or sequence of actions that must be taken to complete individual
validation activities, tasks, and work items.

4.7. Software validation after a change

Due to the complexity of software, a seemingly small local change may have a significant
global system impact. When any change (even a small change) is made to the software, the
validation status of the software needs to be re-established. Whenever software is changed, a
validation analysis should be conducted not just for validation of the individual change, but
also to determine the extent and impact of that change on the entire software system. Based
on this analysis, the software developer should then conduct an appropriate level of software
regression testing to show that unchanged but vulnerable portions of the system have not
been adversely affected. Design controls and appropriate regression testing provide the
confidence that the software is validated after a software change.

4.8. Validation coverage

Validation coverage should be based on the software’s complexity and safety risk — not on
firm size or resource constraints. The selection of validation activities, tasks, and work items
should be commensurate with the complexity of the software design and the risk associated
with the use of the software for the specified intended use. For lower risk devices, only
baseline validation activities may be conducted. As the risk increases additional validation
activities should be added to cover the additional risk. Validation documentation should be
sufficient to demonstrate that all software validation plans and procedures have been
completed successfully.

4.9. Independence of review

Validation activities should be conducted using the basic quality assurance precept of
“independence of review.” Self-validation is extremely difficult. When possible, an independent
evaluation is always better, especially for higher risk applications. Some firms contract out for
a third-party independent verification and validation, but this solution may not always be
feasible. Another approach is to assign internal staff members that are not involved in a
particular design or its implementation, but who have sufficient knowledge to evaluate the
project and conduct the verification and validation activities. Smaller firms may need to be
creative in how tasks are organized and assigned in order to maintain internal independence
of review.

4.10. Flexibility and responsibility

Specific implementation of these software validation principles may be quite different from
one application to another. The device manufacturer has flexibility in choosing how to apply
these validation principles, but retains ultimate responsibility for demonstrating that the
software has been validated.
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Software is designed, developed, validated, and regulated in a wide spectrum of
environments, and for a wide variety of devices with varying levels of risk. FDA regulated
medical device applications include software that:

» Is a component, part, or accessory of a medical device;
» Is itself a medical device; or

» Is used in manufacturing, design and development, or other parts of the quality system.

In each environment, software components from many sources may be used to create the
application (e.g., in-house developed software, off-the-shelf software, contract software,
shareware). In addition, software components come in many different forms (e.g., application
software, operating systems, compilers, debuggers, configuration management tools, and
many more). The validation of software in these environments can be a complex undertaking;
therefore, it is appropriate that all of these software validation principles be considered when
designing the software validation process. The resultant software validation process should
be commensurate with the safety risk associated with the system, device, or process.

Software validation activities and tasks may be dispersed, occurring at different locations and
being conducted by different organizations. However, regardless of the distribution of tasks,
contractual relations, source of components, or the development environment, the device
manufacturer or specification developer retains ultimate responsibility for ensuring that the
software is validated.

Section 5. Activities and tasks

Software validation is accomplished through a series of activities and tasks that are planned
and executed at various stages of the software development life cycle. These tasks may be
one time occurrences or may be iterated many times, depending on the life cycle model used
and the scope of changes made as the software project progresses.

5.1. Software life cycle activities

This guidance does not recommend the use of any specific software life cycle model.
Software developers should establish a software life cycle model that is appropriate for their
product and organization. The software life cycle model that is selected should cover the
software from its birth to its retirement. Activities in a typical software life cycle model include
the following:

» Quality Planning

» System Requirements Definition

» Detailed Software Requirements Specification

» Software Design Specification

» Construction or Coding

» Testing

» Installation

» Operation and Support

» Maintenance

» Retirement

Verification, testing, and other tasks that support software validation occur during each of
these activities. A life cycle model organizes these software development activities in various

ways and provides a framework for monitoring and controlling the software development
project. Several software life cycle models (e.g., waterfall, spiral, rapid prototyping,
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incremental development, etc.) are defined in FDA’s Glossary of Computerized System and
Software Development Terminology [available at:

http://www.fda.gov/ora/inspect ref/igs/gloss.html], dated August 1995. These and
many other life cycle models are described in various references listed in “Appendix A -
References” on page 426.

5.2. Typical tasks supporting validation

For each of the software life cycle activities, there are certain “typical” tasks that support a
conclusion that the software is validated. However, the specific tasks to be performed, their
order of performance, and the iteration and timing of their performance will be dictated by the
specific software life cycle model that is selected and the safety risk associated with the
software application. For very low risk applications, certain tasks may not be needed at all.
However, the software developer should at least consider each of these tasks and should
define and document which tasks are or are not appropriate for their specific application. The
following discussion is generic and is not intended to prescribe any particular software life
cycle model or any particular order in which tasks are to be performed.

5.2.1. Quality planning

Design and development planning should culminate in a plan that identifies necessary tasks,
procedures for anomaly reporting and resolution, necessary resources, and management
review requirements, including formal design reviews. A software life cycle model and
associated activities should be identified, as well as those tasks necessary for each software
life cycle activity. The plan should include:

» The specific tasks for each life cycle activity;

» Enumeration of important quality factors (e.g., reliability, maintainability, and usability);
» Methods and procedures for each task;

» Task acceptance criteria;

» Criteria for defining and documenting outputs in terms that will allow evaluation of their
conformance to input requirements;

» Inputs for each task;

» Outputs from each task;

» Roles, resources, and responsibilities for each task;
» Risks and assumptions; and

» Documentation of user needs.

Management must identify and provide the appropriate software development environment
and resources. (See 21 CFR §820.20(b)(1) and (2).) Typically, each task requires personnel
as well as physical resources. The plan should identify the personnel, the facility and
equipment resources for each task, and the role that risk (hazard) management will play. A
configuration management plan should be developed that will guide and control multiple
parallel development activities and ensure proper communications and documentation.
Controls are necessary to ensure positive and correct correspondence among all approved
versions of the specifications documents, source code, object code, and test suites that
comprise a software system. The controls also should ensure accurate identification of, and
access to, the currently approved versions.

Procedures should be created for reporting and resolving software anomalies found through
validation or other activities. Management should identify the reports and specify the
contents, format, and responsible organizational elements for each report. Procedures also
are necessary for the review and approval of software development results, including the
responsible organizational elements for such reviews and approvals.
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Typical tasks — Quality planning
» Risk (Hazard) Management Plan
» Configuration Management Plan
» Software Quality Assurance Plan
— Software Verification and Validation Plan
* \Verification and Validation Tasks, and Acceptance Criteria
» Schedule and Resource Allocation (for software verification and validation activities)
* Reporting Requirements
— Formal Design Review Requirements
— Other Technical Review Requirements
» Problem Reporting and Resolution Procedures
» Other Support Activities

5.2.2. Requirements

Requirements development includes the identification, analysis, and documentation of
information about the device and its intended use. Areas of special importance include
allocation of system functions to hardware/software, operating conditions, user
characteristics, potential hazards, and anticipated tasks. In addition, the requirements should
state clearly the intended use of the software.

The software requirements specification document should contain a written definition of the
software functions. It is not possible to validate software without predetermined and
documented software requirements. Typical software requirements specify the following:

» All software system inputs;
» All software system outputs;
» All functions that the software system will perform;

» All performance requirements that the software will meet, (e.g., data throughput, reliability,
and timing);

» The definition of all external and user interfaces, as well as any internal
software-to-system interfaces;

» How users will interact with the system;
» What constitutes an error and how errors should be handled;
» Required response times;

» The intended operating environment for the software, if this is a design constraint (e.g.,
hardware platform, operating system);

» All ranges, limits, defaults, and specific values that the software will accept; and

» All safety related requirements, specifications, features, or functions that will be
implemented in software.

Software safety requirements are derived from a technical risk management process that is
closely integrated with the system requirements development process. Software requirement
specifications should identify clearly the potential hazards that can result from a software
failure in the system as well as any safety requirements to be implemented in software. The
consequences of software failure should be evaluated, along with means of mitigating such
failures (e.g., hardware mitigation, defensive programming, etc.). From this analysis, it should
be possible to identify the most appropriate measures necessary to prevent harm.
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The Quality System regulation requires a mechanism for addressing incomplete, ambiguous,
or conflicting requirements. (See 21 CFR 820.30(c).) Each requirement (e.g., hardware,
software, user, operator interface, and safety) identified in the software requirements
specification should be evaluated for accuracy, completeness, consistency, testability,
correctness, and clarity. For example, software requirements should be evaluated to verify
that:

» There are no internal inconsistencies among requirements;
» All of the performance requirements for the system have been spelled out;
» Fault tolerance, safety, and security requirements are complete and correct;
» Allocation of software functions is accurate and complete;
» Software requirements are appropriate for the system hazards; and
» All requirements are expressed in terms that are measurable or objectively verifiable.
A software requirements traceability analysis should be conducted to trace software
requirements to (and from) system requirements and to risk analysis results. In addition to
any other analyses and documentation used to verify software requirements, a formal design
review is recommended to confirm that requirements are fully specified and appropriate
before extensive software design efforts begin. Requirements can be approved and released
incrementally, but care should be taken that interactions and interfaces among software (and
hardware) requirements are properly reviewed, analyzed, and controlled.
Typical tasks — Requirements
» Preliminary Risk Analysis
» Traceability Analysis
— Software Requirements to System Requirements (and vice versa)
— Software Requirements to Risk Analysis
» Description of User Characteristics
» Listing of Characteristics and Limitations of Primary and Secondary Memory
» Software Requirements Evaluation
» Software User Interface Requirements Analysis
» System Test Plan Generation
» Acceptance Test Plan Generation
» Ambiguity Review or Analysis

5.2.3. Design

In the design process, the software requirements specification is translated into a logical and
physical representation of the software to be implemented. The software design specification
is a description of what the software should do and how it should do it. Due to complexity of
the project or to enable persons with varying levels of technical responsibilities to clearly
understand design information, the design specification may contain both a high level
summary of the design and detailed design information. The completed software design
specification constrains the programmer/coder to stay within the intent of the agreed upon
requirements and design. A complete software design specification will relieve the
programmer from the need to make ad hoc design decisions.

The software design needs to address human factors. Use error caused by designs that are
either overly complex or contrary to users' intuitive expectations for operation is one of the
most persistent and critical problems encountered by FDA. Frequently, the design of the
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software is a factor in such use errors. Human factors engineering should be woven into the
entire design and development process, including the device design requirements, analyses,
and tests. Device safety and usability issues should be considered when developing
flowcharts, state diagrams, prototyping tools, and test plans. Also, task and function analyses,
risk analyses, prototype tests and reviews, and full usability tests should be performed.
Participants from the user population should be included when applying these methodologies.

The software design specification should include:

» Software requirements specification, including predetermined criteria for acceptance of
the software;

» Software risk analysis;
» Development procedures and coding guidelines (or other programming procedures);

» Systems documentation (e.g., a narrative or a context diagram) that describes the
systems context in which the program is intended to function, including the relationship of
hardware, software, and the physical environment;

» Hardware to be used;

» Parameters to be measured or recorded;

» Logical structure (including control logic) and logical processing steps (e.g., algorithms);
» Data structures and data flow diagrams;

» Definitions of variables (control and data) and description of where they are used;

» Error, alarm, and warning messages;

» Supporting software (e.g., operating systems, drivers, other application software);

» Communication links (links among internal modules of the software, links with the
supporting software, links with the hardware, and links with the user);

» Security measures (both physical and logical security); and
» Any additional constraints not identified in the above elements.

The first four of the elements noted above usually are separate pre-existing documents that
are included by reference in the software design specification. Software requirements
specification was discussed in the preceding section, as was software risk analysis. Written
development procedures serve as a guide to the organization, and written programming
procedures serve as a guide to individual programmers. As software cannot be validated
without knowledge of the context in which it is intended to function, systems documentation is
referenced. If some of the above elements are not included in the software, it may be helpful
to future reviewers and maintainers of the software if that is clearly stated (e.g., There are no
error messages in this program).

The activities that occur during software design have several purposes. Software design
evaluations are conducted to determine if the design is complete, correct, consistent,
unambiguous, feasible, and maintainable. Appropriate consideration of software architecture
(e.g., modular structure) during design can reduce the magnitude of future validation efforts
when software changes are needed. Software design evaluations may include analyses of
control flow, data flow, complexity, timing, sizing, memory allocation, criticality analysis, and
many other aspects of the design. A traceability analysis should be conducted to verify that
the software design implements all of the software requirements. As a technique for
identifying where requirements are not sufficient, the traceability analysis should also verify
that all aspects of the design are traceable to software requirements. An analysis of
communication links should be conducted to evaluate the proposed design with respect to
hardware, user, and related software requirements. The software risk analysis should be
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re-examined to determine whether any additional hazards have been identified and whether
any new hazards have been introduced by the design.

At the end of the software design activity, a Formal Design Review should be conducted to
verify that the design is correct, consistent, complete, accurate, and testable, before moving
to implement the design. Portions of the design can be approved and released incrementally
for implementation; but care should be taken that interactions and communication links
among various elements are properly reviewed, analyzed, and controlled.

Most software development models will be iterative. This is likely to result in several versions
of both the software requirement specification and the software design specification. All
approved versions should be archived and controlled in accordance with established
configuration management procedures.

Typical tasks — Design

» Updated Software Risk Analysis

» Traceability Analysis - Design Specification to Software Requirements (and vice versa)
» Software Design Evaluation

» Design Communication Link Analysis

» Module Test Plan Generation

» Integration Test Plan Generation

» Test Design Generation (module, integration, system, and acceptance)

5.2.4. Construction or coding

Software may be constructed either by coding (i.e., programming) or by assembling together
previously coded software components (e.g., from code libraries, off-the-shelf software, etc.)
for use in a new application. Coding is the software activity where the detailed design
specification is implemented as source code. Coding is the lowest level of abstraction for the
software development process. It is the last stage in decomposition of the software
requirements where module specifications are translated into a programming language.

Coding usually involves the use of a high-level programming language, but may also entail the
use of assembly language (or microcode) for time-critical operations. The source code may
be either compiled or interpreted for use on a target hardware platform. Decisions on the
selection of programming languages and software build tools (assemblers, linkers, and
compilers) should include consideration of the impact on subsequent quality evaluation tasks
(e.g., availability of debugging and testing tools for the chosen language). Some compilers
offer optional levels and commands for error checking to assist in debugging the code.
Different levels of error checking may be used throughout the coding process, and warnings
or other messages from the compiler may or may not be recorded. However, at the end of the
coding and debugging process, the most rigorous level of error checking is normally used to
document what compilation errors still remain in the software. If the most rigorous level of
error checking is not used for final translation of the source code, then justification for use of
the less rigorous translation error checking should be documented. Also, for the final
compilation, there should be documentation of the compilation process and its outcome,
including any warnings or other messages from the compiler and their resolution, or
justification for the decision to leave issues unresolved.

Firms frequently adopt specific coding guidelines that establish quality policies and
procedures related to the software coding process. Source code should be evaluated to verify
its compliance with specified coding guidelines. Such guidelines should include coding
conventions regarding clarity, style, complexity management, and commenting. Code
comments should provide useful and descriptive information for a module, including expected
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inputs and outputs, variables referenced, expected data types, and operations to be
performed. Source code should also be evaluated to verify its compliance with the
corresponding detailed design specification. Modules ready for integration and test should
have documentation of compliance with coding guidelines and any other applicable quality
policies and procedures.

Source code evaluations are often implemented as code inspections and code walkthroughs.
Such static analyses provide a very effective means to detect errors before execution of the
code. They allow for examination of each error in isolation and can also help in focusing later
dynamic testing of the software. Firms may use manual (desk) checking with appropriate
controls to ensure consistency and independence. Source code evaluations should be
extended to verification of internal linkages between modules and layers (horizontal and
vertical interfaces), and compliance with their design specifications. Documentation of the
procedures used and the results of source code evaluations should be maintained as part of
design verification.

A source code traceability analysis is an important tool to verify that all code is linked to
established specifications and established test procedures. A source code traceability
analysis should be conducted and documented to verify that:

» Each element of the software design specification has been implemented in code;

» Modules and functions implemented in code can be traced back to an element in the
software design specification and to the risk analysis;

» Tests for modules and functions can be traced back to an element in the software design
specification and to the risk analysis; and

» Tests for modules and functions can be traced to source code for the same modules and
functions.

Typical tasks — Construction or coding
» Traceability Analyses
— Source Code to Design Specification (and vice versa)
— Test Cases to Source Code and to Design Specification
» Source Code and Source Code Documentation Evaluation
» Source Code Interface Analysis
» Test Procedure and Test Case Generation (module, integration, system, and acceptance)

5.2.5. Testing by the software developer

Software testing entails running software products under known conditions with defined
inputs and documented outcomes that can be compared to their predefined expectations. It is
a time consuming, difficult, and imperfect activity. As such, it requires early planning in order
to be effective and efficient.

Test plans and test cases should be created as early in the software development process as
feasible. They should identify the schedules, environments, resources (personnel, tools, etc.),
methodologies, cases (inputs, procedures, outputs, expected results), documentation, and
reporting criteria. The magnitude of effort to be applied throughout the testing process can be
linked to complexity, criticality, reliability, and/or safety issues (e.g., requiring functions or
modules that produce critical outcomes to be challenged with intensive testing of their fault
tolerance features). Descriptions of categories of software and software testing effort appear
in the literature, for example:

» NIST Special Publication 500-235, Structured Testing: A Testing Methodology Using the
Cyclomatic Complexity Metric;
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» NUREG/CR-6293, Verification and Validation Guidelines for High Integrity Systems; and
» |IEEE Computer Society Press, Handbook of Software Reliability Engineering.

Software test plans should identify the particular tasks to be conducted at each stage of
development and include justification of the level of effort represented by their corresponding
completion criteria.

Software testing has limitations that must be recognized and considered when planning the
testing of a particular software product. Except for the simplest of programs, software cannot
be exhaustively tested. Generally it is not feasible to test a software product with all possible
inputs, nor is it possible to test all possible data processing paths that can occur during
program execution. There is no one type of testing or testing methodology that can ensure a
particular software product has been thoroughly tested. Testing of all program functionality
does not mean all of the program has been tested. Testing of all of a program's code does not
mean all necessary functionality is present in the program. Testing of all program functionality
and all program code does not mean the program is 100% correct! Software testing that finds
no errors should not be interpreted to mean that errors do not exist in the software product; it
may mean the testing was superficial.

An essential element of a software test case is the expected result. It is the key detail that
permits objective evaluation of the actual test result. This necessary testing information is
obtained from the corresponding, predefined definition or specification. A software
specification document must identify what, when, how, why, etc., is to be achieved with an
engineering (i.e., measurable or objectively verifiable) level of detail in order for it to be
confirmed through testing. The real effort of effective software testing lies in the definition of
what is to be tested rather than in the performance of the test.

A software testing process should be based on principles that foster effective examinations of

a software product. Applicable software testing tenets include:

» The expected test outcome is predefined;

» A good test case has a high probability of exposing an error;

» A successful test is one that finds an error;

» There is independence from coding;

» Both application (user) and software (programming) expertise are employed;

» Testers use different tools from coders;

» Examining only the usual case is insufficient;

» Test documentation permits its reuse and an independent confirmation of the pass/fail
status of a test outcome during subsequent review.

Once the prerequisite tasks (e.g., code inspection) have been successfully completed,
software testing begins. It starts with unit level testing and concludes with system level
testing. There may be a distinct integration level of testing. A software product should be
challenged with test cases based on its internal structure and with test cases based on its
external specification. These tests should provide a thorough and rigorous examination of the
software product's compliance with its functional, performance, and interface definitions and
requirements.

Code-based testing is also known as structural testing or “white-box” testing. It identifies test
cases based on knowledge obtained from the source code, detailed design specification, and
other development documents. These test cases challenge the control decisions made by the
program; and the program's data structures including configuration tables. Structural testing

can identify “dead” code that is never executed when the program is run. Structural testing is

416 Installation Qualification of IBM Systems and Storage for FDA Regulated Companies



accomplished primarily with unit (module) level testing, but can be extended to other levels of
software testing.

The level of structural testing can be evaluated using metrics that are designed to show what
percentage of the software structure has been evaluated during structural testing. These
metrics are typically referred to as “coverage” and are a measure of completeness with
respect to test selection criteria. The amount of structural coverage should be commensurate
with the level of risk posed by the software. Use of the term “coverage” usually means 100%
coverage. For example, if a testing program has achieved “statement coverage,” it means that
100% of the statements in the software have been executed at least once. Common structural
coverage metrics include:

» Statement Coverage — This criteria requires sufficient test cases for each program
statement to be executed at least once; however, its achievement is insufficient to provide
confidence in a software product's behavior.

» Decision (Branch) Coverage — This criteria requires sufficient test cases for each
program decision or branch to be executed so that each possible outcome occurs at least
once. It is considered to be a minimum level of coverage for most software products, but
decision coverage alone is insufficient for high-integrity applications.

» Condition Coverage — This criteria requires sufficient test cases for each condition in a
program decision to take on all possible outcomes at least once. It differs from branch
coverage only when multiple conditions must be evaluated to reach a decision.

» Multi-Condition Coverage — This criteria requires sufficient test cases to exercise all
possible combinations of conditions in a program decision.

» Loop Coverage — This criteria requires sufficient test cases for all program loops to be
executed for zero, one, two, and many iterations covering initialization, typical running and
termination (boundary) conditions.

» Path Coverage — This criteria requires sufficient test cases for each feasible path, basis
path, etc., from start to exit of a defined program segment, to be executed at least once.
Because of the very large number of possible paths through a software program, path
coverage is generally not achievable. The amount of path coverage is normally
established based on the risk or criticality of the software under test.

» Data Flow Coverage — This criteria requires sufficient test cases for each feasible data
flow to be executed at least once. A number of data flow testing strategies are available.

Definition-based or specification-based testing is also known as functional testing or
“black-box” testing. It identifies test cases based on the definition of what the software product
(whether it be a unit (module) or a complete program) is intended to do. These test cases
challenge the intended use or functionality of a program, and the program's internal and
external interfaces. Functional testing can be applied at all levels of software testing, from unit
to system level testing.

The following types of functional software testing involve generally increasing levels of effort:

» Normal Case — Testing with usual inputs is necessary. However, testing a software
product only with expected, valid inputs does not thoroughly test that software product. By
itself, normal case testing cannot provide sufficient confidence in the dependability of the
software product.

» Output Forcing — Choosing test inputs to ensure that selected (or all) software outputs
are generated by testing.

» Robustness — Software testing should demonstrate that a software product behaves
correctly when given unexpected, invalid inputs. Methods for identifying a sufficient set of
such test cases include Equivalence Class Partitioning, Boundary Value Analysis, and
Special Case Identification (Error Guessing). While important and necessary, these
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techniques do not ensure that all of the most appropriate challenges to a software product
have been identified for testing.

» Combinations of Inputs — The functional testing methods identified above all emphasize
individual or single test inputs. Most software products operate with multiple inputs under
their conditions of use. Thorough software product testing should consider the
combinations of inputs a software unit or system may encounter during operation. Error
guessing can be extended to identify combinations of inputs, but it is an ad hoc technique.
Cause-effect graphing is one functional software testing technique that systematically
identifies combinations of inputs to a software product for inclusion in test cases.

Functional and structural software test case identification techniques provide specific inputs
for testing, rather than random test inputs. One weakness of these techniques is the difficulty
in linking structural and functional test completion criteria to a software product's reliability.
Advanced software testing methods, such as statistical testing, can be employed to provide
further assurance that a software product is dependable. Statistical testing uses randomly
generated test data from defined distributions based on an operational profile (e.g., expected
use, hazardous use, or malicious use of the software product). Large amounts of test data are
generated and can be targeted to cover particular areas or concerns, providing an increased
possibility of identifying individual and multiple rare operating conditions that were not
anticipated by either the software product's designers or its testers. Statistical testing also
provides high structural coverage. It does require a stable software product. Thus, structural
and functional testing are prerequisites for statistical testing of a software product.

Another aspect of software testing is the testing of software changes. Changes occur
frequently during software development. These changes are the result of 1) debugging that
finds an error and it is corrected, 2) new or changed requirements (“requirements creep”), and
3) modified designs as more effective or efficient implementations are found. Once a software
product has been baselined (approved), any change to that product should have its own “mini
life cycle,” including testing. Testing of a changed software product requires additional effort.
Not only should it demonstrate that the change was implemented correctly, testing should
also demonstrate that the change did not adversely impact other parts of the software
product. Regression analysis and testing are employed to provide assurance that a change
has not created problems elsewhere in the software product. Regression analysis is the
determination of the impact of a change based on review of the relevant documentation (e.g.,
software requirements specification, software design specification, source code, test plans,
test cases, test scripts, etc.) in order to identify the necessary regression tests to be run.
Regression testing is the rerunning of test cases that a program has previously executed
correctly and comparing the current result to the previous result in order to detect unintended
effects of a software change. Regression analysis and regression testing should also be
employed when using integration methods to build a software product to ensure that newly
integrated modules do not adversely impact the operation of previously integrated modules.

In order to provide a thorough and rigorous examination of a software product, development
testing is typically organized into levels. As an example, a software product's testing can be
organized into unit, integration, and system levels of testing.

1. Unit (module or component) level testing focuses on the early examination of sub-program
functionality and ensures that functionality not visible at the system level is examined by
testing. Unit testing ensures that quality software units are furnished for integration into the
finished software product.

2. Integration level testing focuses on the transfer of data and control across a program's
internal and external interfaces. External interfaces are those with other software
(including operating system software), system hardware, and the users and can be
described as communications links.
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3. System level testing demonstrates that all specified functionality exists and that the
software product is trustworthy. This testing verifies the as-built program's functionality and
performance with respect to the requirements for the software product as exhibited on the
specified operating platform(s). System level software testing addresses functional
concerns and the following elements of a device's software that are related to the intended
use(s):

— Performance issues (e.g., response times, reliability measurements);

— Responses to stress conditions, e.g., behavior under maximum load, continuous use;
— Operation of internal and external security features;

— Effectiveness of recovery procedures, including disaster recovery;

— Usability;

— Compatibility with other software products;

— Behavior in each of the defined hardware configurations; and

— Accuracy of documentation.

Control measures (e.g., a traceability analysis) should be used to ensure that the intended
coverage is achieved.

System level testing also exhibits the software product's behavior in the intended operating
environment. The location of such testing is dependent upon the software developer's ability
to produce the target operating environment(s). Depending upon the circumstances,
simulation and/or testing at (potential) customer locations may be utilized. Test plans should
identify the controls needed to ensure that the intended coverage is achieved and that proper
documentation is prepared when planned system level testing is conducted at sites not
directly controlled by the software developer. Also, for a software product that is a medical
device or a component of a medical device that is to be used on humans prior to FDA
clearance, testing involving human subjects may require an Investigational Device Exemption
(IDE) or Institutional Review Board (IRB) approval.

Test procedures, test data, and test results should be documented in a manner permitting
objective pass/fail decisions to be reached. They should also be suitable for review and
objective decision making subsequent to running the test, and they should be suitable for use
in any subsequent regression testing. Errors detected during testing should be logged,
classified, reviewed, and resolved prior to release of the software. Software error data that is
collected and analyzed during a development life cycle may be used to determine the
suitability of the software product for release for commercial distribution. Test reports should
comply with the requirements of the corresponding test plans.

Software products that perform useful functions in medical devices or their production are
often complex. Software testing tools are frequently used to ensure consistency,
thoroughness, and efficiency in the testing of such software products and to fulfill the
requirements of the planned testing activities. These tools may include supporting software
built in-house to facilitate unit (module) testing and subsequent integration testing (e.qg.,
drivers and stubs) as well as commercial software testing tools. Such tools should have a
degree of quality no less than the software product they are used to develop. Appropriate
documentation providing evidence of the validation of these software tools for their intended
use should be maintained (see section 6 of this guidance).

Typical tasks — Testing by the software developer
» Test Planning
» Structural Test Case Identification
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» Functional Test Case Identification

» Traceability Analysis - Testing
— Unit (Module) Tests to Detailed Design
— Integration Tests to High Level Design
— System Tests to Software Requirements

» Unit (Module) Test Execution

» Integration Test Execution

» Functional Test Execution

» System Test Execution

» Acceptance Test Execution

» Test Results Evaluation

» Error Evaluation/Resolution

» Final Test Report

5.2.6. User site testing

Testing at the user site is an essential part of software validation. The Quality System
regulation requires installation and inspection procedures (including testing where
appropriate) as well as documentation of inspection and testing to demonstrate proper
installation. (See 21 CFR §820.170.) Likewise, manufacturing equipment must meet specified
requirements, and automated systems must be validated for their intended use. (See 21 CFR
§820.70(g) and 21 CFR §820.70(i) respectively.)

Terminology regarding user site testing can be confusing. Terms such as beta test, site
validation, user acceptance test, installation verification, and installation testing have all been
used to describe user site testing. For purposes of this guidance, the term “user site testing”
encompasses all of these and any other testing that takes place outside of the developer’s
controlled environment. This testing should take place at a user's site with the actual
hardware and software that will be part of the installed system configuration. The testing is
accomplished through either actual or simulated use of the software being tested within the
context in which it is intended to function.

Guidance contained here is general in nature and is applicable to any user site testing.
However, in some areas (e.g., blood establishment systems) there may be specific site
validation issues that need to be considered in the planning of user site testing. Test planners
should check with the FDA Center(s) with the corresponding product jurisdiction to determine
whether there are any additional regulatory requirements for user site testing.

User site testing should follow a pre-defined written plan with a formal summary of testing and
a record of formal acceptance. Documented evidence of all testing procedures, test input
data, and test results should be retained.

There should be evidence that hardware and software are installed and configured as
specified. Measures should ensure that all system components are exercised during the
testing and that the versions of these components are those specified. The testing plan
should specify testing throughout the full range of operating conditions and should specify
continuation for a sufficient time to allow the system to encounter a wide spectrum of
conditions and events in an effort to detect any latent faults that are not apparent during more
normal activities.

Some of the evaluations that have been performed earlier by the software developer at the
developer's site should be repeated at the site of actual use. These may include tests for a
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high volume of data, heavy loads or stresses, security, fault testing (avoidance, detection,
tolerance, and recovery), error messages, and implementation of safety requirements. The
developer may be able to furnish the user with some of the test data sets to be used for this
purpose.

In addition to an evaluation of the system's ability to properly perform its intended functions,
there should be an evaluation of the ability of the users of the system to understand and
correctly interface with it. Operators should be able to perform the intended functions and
respond in an appropriate and timely manner to all alarms, warnings, and error messages.

During user site testing, records should be maintained of both proper system performance
and any system failures that are encountered. The revision of the system to compensate for
faults detected during this user site testing should follow the same procedures and controls as
for any other software change.

The developers of the software may or may not be involved in the user site testing. If the
developers are involved, they may seamlessly carry over to the user's site the last portions of
design-level systems testing. If the developers are not involved, it is all the more important
that the user have persons who understand the importance of careful test planning, the
definition of expected test results, and the recording of all test outputs.

Typical tasks — User site testing
» Acceptance Test Execution

» Test Results Evaluation

» Error Evaluation/Resolution

» Final Test Report

5.2.7. Maintenance and software changes

As applied to software, the term maintenance does not mean the same as when applied to
hardware. The operational maintenance of hardware and software are different because their
failure/error mechanisms are different. Hardware maintenance typically includes preventive
hardware maintenance actions, component replacement, and corrective changes. Software
maintenance includes corrective, perfective, and adaptive maintenance but does not include
preventive maintenance actions or software component replacement.

Changes made to correct errors and faults in the software are corrective maintenance.
Changes made to the software to improve the performance, maintainability, or other attributes
of the software system are perfective maintenance. Software changes to make the software
system usable in a changed environment are adaptive maintenance.

When changes are made to a software system, either during initial development or during
post release maintenance, sufficient regression analysis and testing should be conducted to
demonstrate that portions of the software not involved in the change were not adversely
impacted. This is in addition to testing that evaluates the correctness of the implemented
change(s).

The specific validation effort necessary for each software change is determined by the type of
change, the development products affected, and the impact of those products on the
operation of the software. Careful and complete documentation of the design structure and
interrelationships of various modules, interfaces, etc., can limit the validation effort needed
when a change is made. The level of effort needed to fully validate a change is also
dependent upon the degree to which validation of the original software was documented and
archived. For example, test documentation, test cases, and results of previous verification
and validation testing need to be archived if they are to be available for performing
subsequent regression testing. Failure to archive this information for later use can
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significantly increase the level of effort and expense of revalidating the software after a
change is made.

In addition to software verification and validation tasks that are part of the standard software
development process, the following additional maintenance tasks should be addressed:

» Software Validation Plan Revision - For software that was previously validated, the
existing software validation plan should be revised to support the validation of the revised
software. If no previous software validation plan exists, such a plan should be established
to support the validation of the revised software.

» Anomaly Evaluation — Software organizations frequently maintain documentation, such
as software problem reports that describe software anomalies discovered and the specific
corrective action taken to fix each anomaly. Too often, however, mistakes are repeated
because software developers do not take the next step to determine the root causes of
problems and make the process and procedural changes needed to avoid recurrence of
the problem. Software anomalies should be evaluated in terms of their severity and their
effects on system operation and safety, but they should also be treated as symptoms of
process deficiencies in the quality system. A root cause analysis of anomalies can identify
specific quality system deficiencies. Where trends are identified (e.g., recurrence of similar
software anomalies), appropriate corrective and preventive actions must be implemented
and documented to avoid further recurrence of similar quality problems. (See 21 CFR
820.100.)

» Problem Identification and Resolution Tracking - All problems discovered during
maintenance of the software should be documented. The resolution of each problem
should be tracked to ensure it is fixed, for historical reference, and for trending.

» Proposed Change Assessment - All proposed modifications, enhancements, or
additions should be assessed to determine the effect each change would have on the
system. This information should determine the extent to which verification and/or
validation tasks need to be iterated.

» Task Iteration - For approved software changes, all necessary verification and validation
tasks should be performed to ensure that planned changes are implemented correctly, all
documentation is complete and up to date, and no unacceptable changes have occurred
in software performance.

» Documentation Updating — Documentation should be carefully reviewed to determine
which documents have been impacted by a change. All approved documents (e.g.,
specifications, test procedures, user manuals, etc.) that have been affected should be
updated in accordance with configuration management procedures. Specifications should
be updated before any maintenance and software changes are made.

Section 6. Validation of automated process equipment and quality system

software

422

The Quality System regulation requires that “when computers or automated data processing
systems are used as part of production or the quality system, the [device] manufacturer shall
validate computer software for its intended use according to an established protocol.” (See 21
CFR §820.70(i)). This has been a regulatory requirement of FDA’s medical device Good
Manufacturing Practice (GMP) regulations since 1978.

In addition to the above validation requirement, computer systems that implement part of a
device manufacturer’s production processes or quality system (or that are used to create and
maintain records required by any other FDA regulation) are subject to the Electronic Records;
Electronic Signatures regulation. (See 21 CFR Part 11.) This regulation establishes additional
security, data integrity, and validation requirements when records are created or maintained
electronically. These additional Part 11 requirements should be carefully considered and
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included in system requirements and software requirements for any automated record
“keeping systems. System validation and software validation should demonstrate that all Part
11 requirements have been met.

Computers and automated equipment are used extensively throughout all aspects of medical
device design, laboratory testing and analysis, product inspection and acceptance,
production and process control, environmental controls, packaging, labeling, traceability,
document control, complaint management, and many other aspects of the quality system.
Increasingly, automated plant floor operations can involve extensive use of embedded
systems in:

» Programmable logic controllers;

» Digital function controllers;

» Statistical process control;

» Supervisory control and data acquisition;
» Robotics;

» Human-machine interfaces;

» Input/output devices; and

» Computer operating systems.

Software tools are frequently used to design, build, and test the software that goes into an
automated medical device. Many other commercial software applications, such as word
processors, spreadsheets, databases, and flowcharting software are used to implement the
quality system. All of these applications are subject to the requirement for software validation,
but the validation approach used for each application can vary widely.

Whether production or quality system software is developed in-house by the device
manufacturer, developed by a contractor, or purchased off-the-shelf, it should be developed
using the basic principles outlined elsewhere in this guidance. The device manufacturer has
latitude and flexibility in defining how validation of that software will be accomplished, but
validation should be a key consideration in deciding how and by whom the software will be
developed or from whom it will be purchased. The software developer defines a life cycle
model. Validation is typically supported by:

» Verifications of the outputs from each stage of that software development life cycle; and

» Checking for proper operation of the finished software in the device manufacturer’s
intended use environment.

6.1. How much validation evidence is needed

The level of validation effort should be commensurate with the risk posed by the automated
operation. In addition to risk other factors, such as the complexity of the process software and
the degree to which the device manufacturer is dependent upon that automated process to
produce a safe and effective device, determine the nature and extent of testing needed as
part of the validation effort. Documented requirements and risk analysis of the automated
process help to define the scope of the evidence needed to show that the software is
validated for its intended use. For example, an automated milling machine may require very
little testing if the device manufacturer can show that the output of the operation is
subsequently fully verified against the specification before release. On the other hand,
extensive testing may be needed for:

» A plant-wide electronic record and electronic signature system;
» An automated controller for a sterilization cycle; or

Appendix W. FDA guidance: General principles of software validation 423



» Automated test equipment used for inspection and acceptance of finished circuit boards in
a life-sustaining/life-supporting device.

Numerous commercial software applications may be used as part of the quality system (e.g.,
a spreadsheet or statistical package used for quality system calculations, a graphics package
used for trend analysis, or a commercial database used for recording device history records
or for complaint management). The extent of validation evidence needed for such software
depends on the device manufacturer’'s documented intended use of that software. For
example, a device manufacturer who chooses not to use all the vendor-supplied capabilities
of the software only needs to validate those functions that will be used and for which the
device manufacturer is dependent upon the software results as part of production or the
quality system. However, high risk applications should not be running in the same operating
environment with non-validated software functions, even if those software functions are not
used. Risk mitigation techniques such as memory partitioning or other approaches to
resource protection may need to be considered when high risk applications and lower risk
applications are to be used in the same operating environment. When software is upgraded
or any changes are made to the software, the device manufacturer should consider how those
changes may impact the “used portions” of the software and must reconfirm the validation of
those portions of the software that are used. (See 21 CFR §820.70(i).)

6.2. Defined user requirements

A very important key to software validation is a documented user requirements specification
that defines:

» The “intended use” of the software or automated equipment; and

» The extent to which the device manufacturer is dependent upon that software or
equipment for production of a quality medical device.

The device manufacturer (user) needs to define the expected operating environment
including any required hardware and software configurations, software versions, utilities, etc.
The user also needs to:

» Document requirements for system performance, quality, error handling, startup,
shutdown, security, etc.;

» Identify any safety related functions or features, such as sensors, alarms, interlocks,
logical processing steps, or command sequences; and

» Define objective criteria for determining acceptable performance.

The validation must be conducted in accordance with a documented protocol, and the
validation results must also be documented. (See 21 CFR §820.70(i).) Test cases should be
documented that will exercise the system to challenge its performance against the
pre-determined criteria, especially for its most critical parameters. Test cases should address
error and alarm conditions, startup, shutdown, all applicable user functions and operator
controls, potential operator errors, maximum and minimum ranges of allowed values, and
stress conditions applicable to the intended use of the equipment. The test cases should be
executed and the results should be recorded and evaluated to determine whether the results
support a conclusion that the software is validated for its intended use.

A device manufacturer may conduct a validation using their own personnel or may depend on
a third party such as the equipment/software vendor or a consultant. In any case, the device
manufacturer retains the ultimate responsibility for ensuring that the production and quality
system software:

» Is validated according to a written procedure for the particular intended use; and
» Will perform as intended in the chosen application.
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The device manufacturer should have documentation including:
» Defined user requirements;

» Validation protocol used;

» Acceptance criteria;

» Test cases and results; and

» A validation summary

that objectively confirms that the software is validated for its intended use.

6.3. Validation of off-the-shelf software and automated equipment

Most of the automated equipment and systems used by device manufacturers are supplied by
third-party vendors and are purchased off-the-shelf (OTS). The device manufacturer is
responsible for ensuring that the product development methodologies used by the OTS
software developer are appropriate and sufficient for the device manufacturer’s intended use
of that OTS software. For OTS software and equipment, the device manufacturer may or may
not have access to the vendor’s software validation documentation. If the vendor can provide
information about their system requirements, software requirements, validation process, and
the results of their validation, the medical device manufacturer can use that information as a
beginning point for their required validation documentation. The vendor’s life cycle
documentation, such as testing protocols and results, source code, design specification, and
requirements specification, can be useful in establishing that the software has been validated.
However, such documentation is frequently not available from commercial equipment
vendors, or the vendor may refuse to share their proprietary information.

Where possible and depending upon the device risk involved, the device manufacturer should
consider auditing the vendor’s design and development methodologies used in the
construction of the OTS software and should assess the development and validation
documentation generated for the OTS software. Such audits can be conducted by the device
manufacturer or by a qualified third party. The audit should demonstrate that the vendor’s
procedures for and results of the verification and validation activities performed the OTS
software are appropriate and sufficient for the safety and effectiveness requirements of the
medical device to be produced using that software.

Some vendors who are not accustomed to operating in a regulated environment may not have
a documented life cycle process that can support the device manufacturer’s validation
requirement. Other vendors may not permit an audit. Where necessary validation information
is not available from the vendor, the device manufacturer will need to perform sufficient
system level “black box” testing to establish that the software meets their “user needs and
intended uses.” For many applications black box testing alone is not sufficient. Depending
upon the risk of the device produced, the role of the OTS software in the process, the ability to
audit the vendor, and the sufficiency of vendor-supplied information, the use of OTS software
or equipment may or may not be appropriate, especially if there are suitable alternatives
available. The device manufacturer should also consider the implications (if any) for continued
maintenance and support of the OTS software should the vendor terminate their support.

For some off-the-shelf software development tools, such as software compilers, linkers,
editors, and operating systems, exhaustive black-box testing by the device manufacturer may
be impractical. Without such testing — a key element of the validation effort — it may not be
possible to validate these software tools. However, their proper operation may be satisfactorily
inferred by other means. For example, compilers are frequently certified by independent
third-party testing, and commercial software products may have “bug lists”, system
requirements and other operational information available from the vendor that can be
compared to the device manufacturer’s intended use to help focus the “black-box” testing
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effort. Off-the-shelf operating systems need not be validated as a separate program.
However, system-level validation testing of the application software should address all the
operating system services used, including maximum loading conditions, file operations,
handling of system error conditions, and memory constraints that may be applicable to the
intended use of the application program.

For more detailed information, see the production and process software references in
Appendix A - References.
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FDA guides to inspections

The FDA guides to inspections can be found on the FDA Web site at:

http://www.fda.gov/ora/inspect_ref/igs/iglist.html

Guides to inspections of:

>

>

>

Biotechnology
Biologics
Computer Issues
Devices

Drugs

Foods Cosmetics
Miscellaneous

Note: These documents are reference material for investigators and other FDA personnel.
The documents do not bind FDA and do not confer any rights, privileges, benefits or
immunities for or on any person(s). An alternative approach may be used if such an
approach satisfies the applicable statutes, regulations or both.

Updated: April 2001

Guides to Inspections of:

>

>

Biotechnology

— Biotechnology Inspection Guide (11/91) [available at:
http://www.fda.gov/ora/inspect ref/igs/biotech.html]

Biologics

— Blood Banks (9/94) [available at:
http://www.fda.gov/ora/inspect _ref/igs/blood.html]

— Source Plasma Establishments (Rev 4/01) [available at:
http://www.fda.gov/ora/inspect _ref/igs/Source Plasma/default.htm]
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— Infectious Disease Marker Testing Facilities (6/96) [available at:
http://www.fda.gov/ora/inspect ref/igs/infdis.html]

— Viral Clearance Processes for Plasma Derivatives [available at:
http://www.fda.gov/ora/inspect ref/igs/viralcl.html]

» Computer Issues

— Computerized Systems in Drug Establishments (2/83) [available at:
http://www.fda.gov/ora/inspect_ref/igs/csd.html]

— Computerized System in the Food Processing Industry [available at:
http://www.fda.gov/ora/inspect ref/igs/foodcomp.html]

— Glossary Comp. Systems. Software Development Terminology (8/95) [available at:
http://www.fda.gov/ora/inspect _ref/igs/gloss.html]

» Devices

— Quality Systems [available at:
http://www.fda.gov/ora/inspect ref/igs/qsit/qsitguide.htm]

— Electromagnectic Compatibility Aspects of Medical Device Quality Systems [available
at: http://www.fda.gov/ora/inspect ref/igs/elec_med dev/emcl.html]

— Bioresearch Monitoring Inspections of In Vitro Diagnostic Devices [available at:
http://www.fda.gov/ora/inspect ref/igs/bimoivd.html]

— Mammography Quality Standards Act Auditor's Guide [available at:
http://www.fda.gov/ora/inspect_ref/igs/mgsa.html]

— Medical Device Manufacturers [available at:
http://www.fda.gov/ora/inspect_ref/igs/med_dev_mnfct/toc.html]

» Drugs

— Bulk Pharmaceutical Chemicals (9/91) [available at:
http://www.fda.gov/ora/inspect _ref/igs/bulk.html]

— High Purity Water Systems (7/93) [available at:
http://www.fda.gov/ora/inspect _ref/igs/high.html]

— Lyophilization of Parenterals (7/93) [available at:
http://www.fda.gov/ora/inspect _ref/igs/1yophi.html]

— Microbiological. Pharmaceutical Quality Control Labs (7/93) [available at:
http://www.fda.gov/ora/inspect _ref/igs/micro.html]

— Pharmaceutical Quality Control Laboratories (7/93) [available at:
http://www.fda.gov/ora/inspect_ref/igs/pharm.html]

— Validation of Cleaning Processes (7/93) [available at:
http://www.fda.gov/ora/inspect _ref/igs/valid.html]

— Dosage Form Drug Manufacturers - CGMP's (10/93) [available at:
http://www.fda.gov/ora/inspect _ref/igs/dose.html]

— Oral Solid Dosage Forms Pre/Post Appr. Issues (1/94) [available at:
http://www.fda.gov/ora/inspect _ref/igs/solid.html]

— Sterile Drug Substance Manufacturers (7/94) [available at:
http://www.fda.gov/ora/inspect _ref/igs/subst.html]

— Topical Drug Products (7/94) [available at:
http://www.fda.gov/ora/inspect _ref/igs/topic.html]

— Oral Solutions and Suspensions (8/94) [available at:
http://www.fda.gov/ora/inspect _ref/igs/oral.html]
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Foods Cosmetics

Allergy Inspection Guide (April, 2001) [available at:
http://www.fda.gov/ora/inspect ref/igs/Allergy Inspection Guide.htm]

Nutritional Labeling and Education Act (NLEA) Requirements (8/94-2/95) [available at:
http://www.fda.gov/ora/inspect ref/igs/nleatxt.html]

Cosmetic Product Manufacturers (2/95) [available at:
http://www.fda.gov/ora/inspect ref/igs/cosmet.html]

Computerized Systems in the Food Processing Industry [available at:
http://www.fda.gov/ora/inspect ref/igs/foodcomp.html]

Grain Product Manufacturers [available at:
http://www.fda.gov/ora/inspect _ref/igs/grain.html]

Interstate Carriers and Support Facilities (4/95) [available at:
http://www.fda.gov/ora/inspect _ref/igs/icsf.html]

Dairy Product Manufacturers (4/95) [available at:
http://www.fda.gov/ora/inspect _ref/igs/dairy.html]

Miscellaneous Food Products-Vol. 1 (5/95) [available at:
http://www.fda.gov/ora/inspect ref/igs/foodsp.html]

Miscellaneous Food Products-Vol. 2 (9/96) [available at:
http://www.fda.gov/ora/inspect ref/igs/foodsp2.html]

Low Acid Canned Food Manufacturers Part 1 - Administrative Procedures/Scheduled
Processes [available at:
http://www.fda.gov/ora/inspect ref/igs/lacfptl/Tacfptl0l.html]

Low Acid Canned Food Manufacturers Part 2 - Processes/Procedures [available at:
http://www.fda.gov/ora/inspect _ref/igs/lacfpt2/Tacfpt201.html]

Acidified Food Manufacturers [available at:
http://www.fda.gov/ora/inspect_ref/igs/acidfgde.htm]

Traceback of Fresh Fruits and Vegetables Implicated in Epidemiological Investigations
[available at: http://www.fda.gov/ora/inspect _ref/igs/epigde/epigde.html]

Miscellaneous

Foreign Medical Device Manufacturers (9/95) [available at:
http://www.fda.gov/ora/inspect ref/igs/fordev.html]

Foreign Pharmaceutical Manufacturers (5/96) [available at:
http://www.fda.gov/ora/inspect _ref/igs/fordrug.html]
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this redbook.

Other publications
These publications are also relevant as further information sources:

2105 Enterprise Storage Server

» IBM TotalStorage Enterprise Storage Server Introduction and Planning Guide, GC26-7444
» IBM TotalStorage Enterprise Storage Server User's Guide, SC26-7445

» IBM TotalStorage Enterprise Storage Server Host Systems Attachment Guide, SC26-7446
» IBM TotalStorage Enterprise Storage Server Web Interface User's Guide, SC26-7448

» IBM TotalStorage Enterprise Storage Server Copy Services Command-Line Interface
User's Guide, SC26-7449

» IBM TotalStorage Enterprise Storage Server Subsystem Device Driver User's Guide,
SC26-7478

» IBM TotalStorage Enterprise Storage Server Configuration Planner for S/390 and IBM
@server zSeries Hosts, SC26-7476

» IBM TotalStorage Enterprise Storage Server Configuration Planner for Open-Systems
Hosts, SC26-7477

3584 Linear Tape Open Library

» IBM 3584 UltraScalable Tape Library Planning and Operator Guide, GA32-0408

» IBM Ultrium Device Driver Installation and User's Guide, GA32-0430

» Translated Safety Notices for External Storage Devices, SA26-7197

7014 Rack
» 7014 Series Model TOO and T42 Installation and Service Guide, SA38-0577

RS/6000 Enterprise Server
» Enterprise Server Model H80 and pSeries 660 Model 6H1 Installation Guide, SA38-0575
» RS/6000 Enterprise Server Model H80 System Unit Safety Information, SA23-2652

IBM @server pSeries 670

» IBM @server pSeries 670 Installation Guide, SA38-0613

» RS/6000 and pSeries PCI Adapter Placement Reference, SA38-0538
» IBM @server pSeries 670 Installation Guide, SA38-0613

IBM @server pSeries 690
» IBM @server pSeries 690 Installation Guide, SA38-0587
» RS/6000 Enterprise Server Model H80 System Unit Safety Information, SA23-2652
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» RS/6000 and pSeries PCI Adapter Placement Reference, SA38-0538

AIX Version 4.3

» AIX Version 4.3 Quick Installation and Startup Guide, SC23-4111

» AIX Version 4.3 Installation Guide, SC23-4112

» AIX Version 4.3 Network Installation Management Guide and Reference, SC23-4113
» AIX Version 4.3 Quick Beginnings, SC23-4114

» AIX Version 4.3.0 Release Notes, GI10-0697

2031 McData Switch

» McData Sphereon 4500 Fabric Switch Product Manager User Manual, P/N
620158000-0000 Rev A

Online resources

These Web sites and URLs are also relevant as further information sources:

» The Food and Drug Administration Web site
http://www.fda.gov

» FDA Glossary of Computerized System and Software Development Terminology
http://www.fda.gov/ora/inspect_ref/igs/gloss.html

» The FDA guides to inspections
http://www.fda.gov/ora/inspect_ref/igs/iglist.html

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips, draft
publications and Additional materials, as well as order hardcopy Redbooks or CD-ROMSs, at
this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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