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About This Guide

This documentation describes how to install, configure, and use Novell® Domain Services for
Windows on a Novell Open Enterprise Server (OES) 2 server.

This guide is divided into the following sections:

¢ Chapter 1, “Overview,” on page 13

¢ Chapter 2, “What’s New,” on page 19

¢ Chapter 3, “Use-Cases,” on page 21

¢ Chapter 4, “Deployment Scenarios,” on page 25

¢ Chapter 5, “Planning for DSfW,” on page 29

¢ Chapter 6, “Installing Domain Services for Windows,” on page 43

¢ Chapter 7, “Provisioning Domain Services for Windows,” on page 105
¢ Chapter 9, “Upgrading DSfW,” on page 129

¢ Chapter 10, “Running Domain Services for Windows in a Virtualized Environment,” on
page 131

¢ Chapter 11, “Logging In from a Windows Workstation,” on page 133

¢ Chapter 12, “Creating Users,” on page 139

¢ Chapter 13, “Understanding DNS in Relation to DSfW,” on page 143

¢ Chapter 14, “Managing Group Policy Settings,” on page 149

¢ Chapter 15, “Managing Trust Relationships in Domain Services for Windows,” on page 157
¢ Chapter 16, “Providing Access to Server Data,” on page 191

¢ Chapter 17, “Printing in the Domain Services for Windows Environment,” on page 201

¢ Chapter 18, “Flexible Single Master Operation (FSMO) Roles,” on page 203

¢ Chapter 19, “Troubleshooting,” on page 207

Audience

This guide is intended for network installers and administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the OES 2:Domain Services for Windows Administration Guide, see
the latest Novell Open Enterprise Server 2 documentation (http://www.novell.com/documentation/
oes2/index.html).
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http://www.novell.com/documentation/oes2/index.html

Additional Documentation

For information about security issues and recommendations for Novell®Domain Services for
Windows see OES 2: Novell Domain Services for Windows Security Guide

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.
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Overview

Domain Services for Windows (DSfW) is a suite of technologies in Open Enterprise Server (OES) 2
SP1 and later versions that allows Microsoft* Windows users to access OES services through native
Windows and Active Directory* protocols. By allowing OES Linux servers to behave as if they
were Active Directory servers, this technology enables companies with Active Directory and
Novell® eDirectory™ deployments to achieve better coexistence between the two platforms. Users
can work in a pure Windows desktop environment and still take advantage of some OES back-end
services and technology, without the need for a Novell Client™ on the desktop.

Administrators can use either Novell iManager or Microsoft Management Console (MMC) to
administer users and groups. Network administrators manage file systems using the native tools of
each server, and they can also centrally administer Samba shares on OES Linux/ DSfW servers by
using iManager.

Administrators can use MMC to create inter-domain trusts between DSfW domains and Active
Directory domains.

Users can access Novell Storage Services™ (NSS) volumes on Linux servers by using Samba shares
or NTFS files on Windows servers that use CIFS shares. eDirectory users can also access shares in
trusted Active Directory forests.

Domain Services for Windows is not a meta-directory or a synchronization connector between
eDirectory and Active Directory. It does not do desktop emulation. Domain Services for Windows
can only run on SUSE Linux Enterprise deployments of Open Enterprise Server 2 SP1 and later.

¢ Section 1.1, “Features and Benefits,” on page 13
¢ Section 1.2, “Architectural Overview,” on page 14
¢ Section 1.3, “Basic Directory Services Concepts,” on page 16

¢ Section 1.4, “Key Differences Between the DSfW LDAP Server and the eDirectory Server,” on
page 17

1.1 Features and Benefits

DSfW is designed to simplify the network infrastructure in mixed Windows/OES 2 SP2 Linux
environments, thereby reducing costs and streamlining IT operations. Minimal changes are required
to the default authentication, authorization, and replication mechanisms in existing eDirectory and
Active Directory environments. DSfW enforces the Active Directory security model in eDirectory
and applies it to all users and groups within the DSfW domain, regardless of the tool used to create
the users and groups. Both Microsoft” and Novell applications can be used unmodified. Resources
in either the Active Directory or eDirectory environment remain securely accessible by eDirectory
users.

Specific benefits of DSfW include the following:

¢ Clientless login and cross-platform file access for Windows users: From a standard
Windows workstation, users can authenticate to an OES 2 SP2 Linux server running eDirectory
without the need for the Novell Client software or multiple logins. After the Windows

Overview
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workstations have joined the DSfW domain, authorized users can log in and access the file and
print services they are authorized to use, whether the services are provided by OES 2 SP2
Linux servers in the DSfW domain or Windows servers in a trusted Active Directory domain.

¢ Unified repository of user account information: DSfW is not a directory synchronization
solution. Each user is represented by a single user account, and that account can reside in either
eDirectory or Active Directory. A single password is used to authenticate each user to resources
in either environment.

¢ Support for cross-domain and cross-forest trust relationships: DSfW allows administrators
to create cross-domain and cross-forest trusts between a Windows 2003 Active Directory
domain/forest and a DSfW domain/forest. This allows authenticated and authorized DSfW
users to access data on servers in an Active Directory domain/forest.

¢ Support for existing management tools: Administrators can use familiar tools for their
environment, such as iManager for OES 2 SP2 and Microsoft Management Console (MMC)
for Windows, thus eliminating the need for re-training.

Network administrators can manage file systems using the native tools of each server, as well
as centrally administer Samba shares on OES Linux/DSfW servers using iManager.
Administrators can use MMC to create one-way cross-forest trusts between DSfW domains
and Active Directory domains. For example, Windows server/workstation policy settings in the
domain Group Policies can be changed by using MMC.

¢ Support for common authentication protocols and open standards: DSfW supports
common authentication protocols used in the Windows environment, including Kerberos*,
NTLM, and SSL/TLS.

+ Single Password to Login: One of the biggest benefits Domain Services for Windows
provides end users is it eliminates multiple logins if they need access to both Active Directory-
and eDirectory-based services. The trust relationship between eDirectory and Active Directory
enables them to employ a single password for the services provided by either directory. From
an IT perspective, this also greatly simplifies user management as objects for those users only
need to be maintained in one directory repository instead of two.

1.2 Architectural Overview

Figure 1-1 illustrates the components included in DSfW and how they interact.

14 OES 2 SP2: Domain Services for Windows Administration Guide



Figure 1-1 DSfW Components

DSfW is made up of the following technologies:

¢ eDirectory: eDirectory 8.8 SP2 and above supports DSfW.
¢ Kerberos Key Distribution Center (KDC): Provides Active Directory-style authentication.

NOTE: This is a KDC specifically developed for DSfW. It is different from the Novell
Kerberos KDC (http://www.novell.com/documentation/kdc15/index.html).

+ NMAS Extensions: Provide support for GSS-API authentication mechanisms, and for
SAMSPM, to generate Active Directory-style credentials when a user’s Universal Password is
changed.

¢ Active Directory Provisioning Handler (ADPH /Directory System Agent): Provides agent-
side support for the Active Directory information model, regardless of access protocol. It
enforces Active Directory security and information models, allocates Security Identifier (SIDs)
to users and groups, validates entries, and enables existing eDirectory users and groups to use
Active Directory and RFC 2307 authorization.

¢ Domain Services Daemon: Provides support for Windows RPCs, including Local Security
Authority, Security Accounts Manager, and Net Logon.

+ NAD Virtualization Layer: Virtualizes the Active Directory information model within
eDirectory so that LDAP requests are handled appropriately.

¢ CIFS: Provides file services and transport for DCE RPC over SMB. The services are provided
by the Samba 3.x software included with SUSE® Linux Enterprise Server 10 and OES 2.

+ DNS: The DNS server has been modified to support GSS-TSIG (Kerberos secured dynamic
updates).

¢ NTP: The NTP server has been modified to support the secure signing of NTP responses.
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1.3 Basic Directory Services Concepts

To effectively set up and work with DSfW, a basic understanding of both eDirectory and Active
Directory is required. This section briefly outlines helpful concepts and terminology.

¢ Section 1.3.1, “Domains, Trees, and Forests,” on page 16
¢ Section 1.3.2, “Naming,” on page 16

¢ Section 1.3.3, “Security Model,” on page 16

¢ Section 1.3.4, “Groups,” on page 17

1.3.1 Domains, Trees, and Forests

Domain: In Active Directory, a domain is a security boundary. A domain is analogous to a partition
in eDirectory.

Forest: A forest is a collection of Active Directory domains. A forest is analogous to a tree in
eDirectory. You can set up trust relationships to share authentication secrets between domains.

Each Active Directory server has a domain, a configuration, and a schema partition.

Global Catalog: Global catalogs are special Active Directory domain controllers that store a
complete copy of all the Active Directory objects belonging to the host domain and a partial copy of
all other objects in the forest.

Federation can be accomplished through establishing cross-domain and cross-forest trusts.

1.3.2 Naming

Active Directory uses DC (domain class) naming at the root of a partition, while eDirectory supports
other naming attributes like Organization (O) and Organizational Unit (OU). For example, in
eDirectory a partition might be specified as:

ou=sales.o=company
In Active Directory, the partition is specified as:
dc=sales,dc=company

Every Active Directory domain maps to a DNS domain. The DNS domain name can be derived
from the Active Directory domain name. DSfW also follows this rule and supports mapping of
eDirectory partitions to DSfW domains.

For example, the ou=sales.o=company partition can be mapped to the DSfW domain
dc=sales,dc=company, dc=com.

1.3.3 Security Model

The Active Directory security model is based on shared secrets. The authentication mechanism is
based on Kerberos. The domain controller contains all users’ Kerberos keys. The KDC, Remote
Procedure Call (RPC) server, and Directory System Agent (DSA) operate inside a “trusted
computing base” and have full access to all user information.
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Active Directory users and groups are identified by unique Security Identifiers. The SID consists of
domain-specific prefix, followed by an integer suffix or “relative ID” that is unique within the
domain.

For more information about Active Directory, see the Microsoft Active Directory Technical Library
(http://technet2.microsoft.com/windowsserver/en/technologies/featured/ad/default.mspx).

1.3.4 Groups

Active Directory supports universal, global, and local groups. DSfW supports the semantics of these
groups with different scopes when the group management is performed through MMC. However,
there are exceptions. For example, validation of group type transitions is not supported.

Groups can also contain other groups, which is known as Nesting. Other limitations largely result
from the way eDirectory supports nested groups. You cannot add a group from other domains as a
member of a group.

In addition eDirectory supports dynamic groups, because Active Directory does not support them,
dynamic groups are not supported in DSfW. All groups created by using iManager or MMC can be
used as security principals in an Access Control List in eDirectory. Token groups can only have
groups that are enabled as security groups through MMC.

1.4 Key Differences Between the DSfW LDAP
Server and the eDirectory Server

Table 1-1 Comparison of DSfW LDAP server and eDirectory server

Function DSfW LDAP Server eDirectory Server

LDAP Operations like Search and Uses Domain Name format. For  Uses X.500 format. For example:
Modify example: dc=eng, dc= novell. ou=eng, o=novell.

Ports When DSfW server is configured eDirectory uses ports 389 and
LDAP requests, such as Search 636 for communication purposes.
and Modify, to a DSfW server on  The format used is X.500.
port 389 or 636 uses domain
name format instead of
eDirectory X.500 format. LDAP
ports 1389 and 1636 are enabled
to support LDAP requests using
the traditional X.500 format and
to behave as eDirectory ports.

Semantic Controls LDAP requests along with LDAP  No support for semantic controls
semantic controls
(2.16.840.1.113719.1.513.4.5)
allow LDAP requests to select
X.500 or the domain format.
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Function DSfW LDAP Server eDirectory Server

Schema Addition Attribute and class mappings are
changed for some object classes.
For example, User and Group
object classes are mapped to
user and group; server is mapped
to ndsServer User and Group
object classes are extended to
hold additional Active Directory
attributes. For more information,
Attribute Mappings and Class
Mappings.

Search Search and Modify, to a DSfW The search spans across
server on port 389 or 636 return  partitions.
only those objects that exist in the
partition and do not search
beyond the partition boundary. An
LDAP referral is returned, but if
the calling LDAP application does
not support referrals, it fails to
search beyond the partition
boundary. A search request on
global catalog ports (3268, 3269)
spans partition boundaries and
searches the entire forest. The
result set contains only the
attributes marked as Partial
Attribute Set (PAS).

Multiple Instances Not supported. Supported.

Support for NT ACLs No support for NT ACLs. Directory objects are protected by
proven eDirectory ACLs.

Domain Partition Every DSfW server has a unique No concept of domain partition.
domain partition (required by the
Active Directory security model).

For both DSfW server and LDAP server, login authorization and auditing is performed by using
NMAS™ . Data on the wire is encrypted as mandated by the workstations. All keys, including
Kerberos and NTLM, are encrypted by using a per attribute NICI key.
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What’s New

This section describes additions to the Novell® Domain Services for Windows (DSfW) service for
the Novell Open Enterprise Server 2 SP2 Linux platform over the previous release:
+ DSfW Installation and configuration are now handled in a two-step process:

1. The YaST install prepares the server and the tree for domain users. This part of the
process features restructured installation screens.

2. A Provisioning Wizard, which is a separate utility that configures the DSfW server and
supporting services, and completes the installation process.

¢ The SYSVOL is now located on every domain controller of each domain. This resolves the
limitation resulting from having the SYSVOL only on the first domain controller of the
domain.

¢ Support for Upgrade to OES 2 SP2.

¢ Support to join Windows 2003 server as a member server to the domain.
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Use-Cases

This section describes some common usage patterns that will help you in understanding the
possibilities and functionalities of DSfW.

¢ Section 3.1, “Authenticating to Applications That Require Active Directory-Style
Authentication,” on page 21

¢ Section 3.2, “Working With Windows Systems Without Novell Client,” on page 22

¢ Section 3.3, “Leveraging an Existing eDirectory Setup,” on page 23

+ Section 3.4, “Interoperability Between Active Directory and eDirectory,” on page 23

3.1 Authenticating to Applications That Require
Active Directory-Style Authentication

This use-case can be described using the following scenarios:
¢ Section 3.1.1, “Users Located in the DSfW Forest and Accessing Applications Hosted in the
Active Directory Tree,” on page 21
¢ Section 3.1.2, “Users and Applications Hosted in the DSfW Forest,” on page 22

3.1.1 Users Located in the DSfW Forest and Accessing
Applications Hosted in the Active Directory Tree

In this case DSfW is deployed as an interoperable solution for organizations that have both
eDirectory and Active Directory as part of their infrastructure. Most organizations use Active
Directory-enabled applications which means that the application vendor has tested and certified his
application against Active Directory for authentication and management.

By keeping the users in the DSfW forest and the applications in the Active Directory tree,
organizations have the following advantages:

+ Manageability is easier as the users reside on a single directory service and are not spread out.
The company need not invest in network resources that may be required if the users were
spread out.

+ Applications can continue to be certified by the vendors for Active Directory as they are hosted
on an Active Directory infrastructure. With the users residing on DSfW, there is no need to
certify applications.

Figure 3-1 DSfW users Accessing Resources on Active Directory

Domain Services Active
for Windows Directory

=

Cross—forest
Users trust Applications
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3.1.2 Users and Applications Hosted in the DSfW Forest

The applications in this use case are hosted in the DSfW infrastructure along with the users. This
kind of deployment helps organizations to consolidate their Directory infrastructure.

While most of the application vendors specifically request Active Directory-support, as many
applications are LDAP-enabled, the applications work seamlessly on DSfW.

However, some of the applications that have Active Directory-specific schemas may need additional
effort in terms of schema extensions to work with DSfW.

Figure 3-2 Users and Applications in DSfW Forest

eDirectory

>
' Applications
Users

Domain Services
for Windows

3.2 Working With Windows Systems Without
Novell Client

DSfW allows Microsoft Windows users to work in a pure Windows desktop environment and still
take advantage of some OES back-end services and technology, without the need for a Novell Client
on the desktop.

Administrators can either use Novell iManager or Microsoft Management Console (MMC) to
administer users and groups. Network administrators manage file systems using the native tools of
each server, as well as centrally administer Samba shares on OES Linux/DSfW servers using
iManager. Administrators can use MMC to create cross-forest trusts between DSfW domains and
Active Directory domains.

When deployed in an environment that also supports NetWare Core Protocol (NCP), DSfW supports
cross-protocol locking. Whether customers decide to use only Windows clients, NCP clients, or a
combination of both, access rights for files is enforced by the Novell Storage Services (NSS) file
system.

Novell Client does not need to be installed and managed as an extra software on the desktop. This
helps in streamlining user experiences in terms of login to the directory and single login facility to
both Active Directory applications and eDirectory services.
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Figure 3-3 Accessing applications without Novell Client
Before MMC After MMC
Server /l:]‘? Server /@?

iManager
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Server Server

iManager

Desktop

IMPORTANT: Do not install the Novell Client™ for Windows on a workstation for which you plan
to provide native Windows access to DSfW servers. Novell Client access and native Windows
access to DSfW servers do not work well together on the same workstation. But if you already have
Novell Client installed on your workstation, we recommend that you follow the instructions in
Joining a Workstation that Has Novell Client Installed

3.3 Leveraging an Existing eDirectory Setup

If you already have an eDirectory setup but want to install DSfW in your environment, it is
recommended you utilise the existing eDirectory setup and install DSfW in a container in the
existing eDirectory tree. This way you can utilise all the user information in the eDirectory
container. This kind of setup is known as a name-mapped setup.

For more details on name-mapped setup, see Section 5.4.2, “Installation Prerequisites for a Name-
Mapped Setup,” on page 35 and Section 4.2, “Deploying DSfW in a Name-Mapped Setup,” on
page 27

3.4 Interoperability Between Active Directory
and eDirectory

Trust relationships are a key to managing Domain Services for Windows (DSfW). To facilitate
communication between Windows and Linux environments you can create a trust to access
resources from another domain. When a domain is installed, a trust is automatically established with
its parent domain.

To assist you in doing this, DSfW supports installing into a new eDirectory tree, an existing
eDirectory tree, or an existing forest, creating multiple DSfW domains, and setting up multiple
DSfW domain controllers within the same domain.

Figure 3-4 illustrates a typical deployment scenario in a mixed Novell/Microsoft environment.
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Figure 3-4 Cross-Forest Trust between Active Directory and DSfW
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The diagram shows an Active Directory forest and a DSfW forest. Within the DSfW forest are two
DStW servers, an eDirectory 8.8 SP2 server, and an eDirectory 8.8 SPx server, configured in the
same replica ring. Novell administrators can manage the domain by using iManager connected to
any of these servers, and a Microsoft administrator can use MMC connected to one of the DSfW
servers. The same set of users can access resources from the Active Directory forest through the
establishment of a cross-forest trust, which is a two-way, Kerberos-based, transitive trust between
the two forests.

Within the authentication/authorization boundary (realm) established by DSfW, eDirectory
replication can be used to expand the scope of users and groups that can access resources in a cross-
domain and cross-forest scenario. In the example scenario shown above, users created in eDirectory
8.8 SP2 and above are replicated into the DSfW domain and can therefore access servers in the
Active Directory forest.
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Deployment Scenarios

This section describes deployment scenarios for name-mapped and non-name mapped scenarios:

¢ Section 4.1, “Deploying DSfW in a Non-Name-Mapped Setup,” on page 25
¢ Section 4.2, “Deploying DSfW in a Name-Mapped Setup,” on page 27

4.1 Deploying DSfW in a Non-Name-Mapped
Setup

In case of installing DSfW in a non-name-mapped setup, you are setting up a new tree in a DSfW
forest. Here the tree structure overlaps with the DNS namespace. Before you start the process of
installation, ensure you have read and understood the details in Installation Prerequisites For a Non-
Name-Mapped Setup.

The scenarios explained here are only indicative of the various ways in which you can deploy DSfW
server in your environment.

¢ Section 4.1.1, “Deploying as a Single Domain,” on page 25
¢ Section 4.1.2, “Deploying as Multiple Domains in a Forest,” on page 25

4.1.1 Deploying as a Single Domain

In this scenario, you have a single domain in the forest and have multiple DSfW servers acting as
domain controllers in the domain.

Figure 4-1 Deploying DSfW as a Single Domain
dc=example, dc=com

-}
F== ——> domain
==

Domain server 1 server 2 server 3 server 4 server 5
Controllers

In Figure 4-1 the example.com domain is served by 5 domain controllers.

4.1.2 Deploying as Multiple Domains in a Forest

* “Width” on page 26
¢ “Depth” on page 26
¢ “Depth and Width” on page 27
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Width

In this scenario, the DSfW forest is spread out in an horizontal manner. You can have each branch
office of the company configured as a domain.

As represented in the figure, example.com is the first domain in the forest. It represents the head
office of the company and the branch offices are represented by domains, America, India, Korea,
China and Mexico.

Figure 4-2 Deploying DSfW in a Horizontally Spread Tree
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Depth

In this form of structuring, the tree is vertically structured and you can create domains corresponding
to each engineering and support function in the organization.

Figure 4-3 Deploying DSfW in a Vertically Structured Tree

Example
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Depth and Width

With this combination you get benefits of a tree that is spread both horizontally and vertically spread
out. This is best suited for organizations that have offices locally as well as globally and there is a
high requirement for load processing.

Figure 4-4 Deploying DSfW in a Combination Structure

dc=example,dc=com

Geographic dc=amerc dc=pacrim dc=europe
(Regional) = = -
T T T
1] 1] 1]
= = =
Geographic dc=chi dc=prv dc=tkyo dc=hnkg
(Location) = = = =
| -N -] | -N ] - - | -N -]
H== H== H== HEE
= = = =
dc=hr dc=sales
Operational = =
- - - -
== ==
= =

4.2 Deploying DSfW in a Name-Mapped Setup

If you already have an eDirectory setup but want to install DSfW in your environment, it is
recommended you utilise the existing eDirectory setup and install DSfW in a container in the
existing eDirectory tree. This way you can utilise all the user information in the eDirectory
container. This kind of setup is known as a name-mapped setup. Before you start the process of
installation, ensure you have read and understood the details in Installation Prerequisites for a
Name-Mapped Setup.

In Figure 4-5 DSfW is installed in eDirectory container Asia. The container Asia becomes part of
the DSfW domain. If you have name-mapped an existing partition to a domain, you cannot name-
map the sibling partitions to create a domain. Using the example in Figure 4-5, if you have already
name-mapped the O=Asia partition, you cannot name-map the O=America or O=Europe partitions.

However, it is possible to map the partitions underneath O=Asia to a domain. So you can map the
OU=India partition to create a DSfW domain. But if you have already mapped O=Asia partition and
now want to map the OU=Delhi partition, it cannot be done without mapping the OU=India
partition. The boundaries of a domain are valid till it encounters another partition.

Installing DSfW in a tree root partition is not supported.

Deployment Scenarios
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Figure 4-5 Deploying DSfW in an Existing eDirectory Tree

T=Global

T

Asia

America

India

ou ou

& :
=) _Aﬁl ’
5
)
,l
! (]

Delhi Bangalore

ou

Finance

Sales Finance Sales

28 OES 2 SP2: Domain Services for Windows Administration Guide

dc=com

dc

dc=asia

dc



Planning for DSfW

This section describes requirements and guidelines for using the Novell® Domain Services for
Windows on a Novell Open Enterprise Server (OES) 2 server.

¢ Section 5.1, “Server Requirements for Installing DSfW,” on page 29

¢ Section 5.2, “Scalability Guidelines,” on page 29

¢ Section 5.3, “Deciding Between Name-Mapped or Non-Name-Mapped Installation,” on

page 30

¢ Section 5.4, “Meeting the Installation Requirements,” on page 32

¢ Section 5.5, “Supported Installation Scenarios,” on page 39

¢ Section 5.6, “Unsupported Service Combinations,” on page 39

¢ Section 5.7, “Administrative Tools,” on page 40
¢ Section 5.8, “Utilities Not Supported in DSfW,” on page 40
¢ Section 5.9, “Limitation with NETBIOS Names,” on page 40

¢ Section 5.10, “Restrictions with Domain Names,” on page 41

5.1 Server Requirements for Installing DSfW

To install DSfW, you need a server that meets the system requirements for SUSE® Linux Enterprise
Server (SLES) 10 SP3 and Open Enterprise Server 2 SP2. For more information, see “Installing
OES 2 SP2” in the OES 2 SP2: Installation Guide

You should have access to the installation media for SLES 10 SP3 and OES2 SP2, either on physical
CD/DVD media or on a networked installation source server. For more information about installing
OES 2 SP2 from an installation source, see “Setting Up an Installation Source” in the OES 2 SP2:

Installation Guide

NOTE: Ensure that only root account is created during the SLES installation because administrator
or other Active Directory account names can conflict with the DSfW users.

5.2 Scalability Guidelines

The details presented below show the performance of a DSfW server during tests in a lab
environment. However, you can use these details to plan your production environment for DSfW.

Table 5-1 Scalability Guidelines

Forest Component Scale upto
Number of domains in a forest 10
Number of users per domain 5000
Number of client workstations per domain 1000

Planning for DSfW
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Forest Component Scale upto

Number of simultaneous logins per domain 500
Number of domain controller per domain 5
Number of simultaneous logins per domain 200
controller

Number of child domains at the same level (width) 5

Number of child domains(depth) 6

5.3 Deciding Between Name-Mapped or Non-
Name-Mapped Installation

Name-Mapped Installation: Installing DSfW in a name-mapped setup means you are installing
DSfW in an existing eDirectory tree inside a specific container.

Before you install DSfW in an existing container, the container must be partitioned.In Figure 5-1 the
existing container Asia is mapped to create a DSfW forest. After the mapping, all of the containers
below the O= Asia container become part of the DSfW forest.

If you have mapped an existing container to a domain, you cannot map the sibling containers to
create a domain. Using the example in Figure 5-1, if you have already partitioned the O=Asia
container, you cannot partition the O=America or O=Europe containers.

However, it is possible to map the containers underneath O=Asia to a domain.

It is not possible to partition the root container and map it to create a DSfW forest.
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Figure 5-1 Name-Mapped Installation
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Non-Name-Mapped: In case of installing DSfW in a non-name-mapped setup, you are setting up a
new tree in a DSfW forest. Here the tree structure overlaps with the DNS namespace.

Figure 5-2 Non-Name-Mapped Installation
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5.3.1 Impact of a Name Mapped / Non-Name-Mapped setup on
a Tree

This section analyses the various options of setting up a DSfW tree and the associated limitations.

¢ “Using a Pyramid Design” on page 32
¢ “Using a Flat Design” on page 32

Using a Pyramid Design

With a forest designed in the form of a pyramid, managing and initiating changes to large groups,
and creating logical partitions are easier. This structure is best suited for large organizations with
operations spread out across the globe.

Using a Flat Design

The alternative to the pyramid design is a flat tree that places all objects at one level of the tree.
However, the flat tree design is not supported in DSfW.

DSfW can have only one top level domain and all the other domains need to be organized
underneath the top level domain.

If you have mapped an existing container to a domain, you cannot map the sibling containers to
create a domain. It is also not possible to partition the root container and map it to create a DSfW
forest.

For more information, see Designing the eDirectory Tree (http://www.novell.com/documentation/
edir871/?page=/documentation/edir871/edir871/data/a2iiidp.html)

5.4 Meeting the Installation Requirements

Before you start the process of installation, ensure you have met the following prerequisites. These
steps can be used to validate the state of the system before beginning the installation process.

¢ Section 5.4.1, “Installation Prerequisites For a Non-Name-Mapped Setup,” on page 32

¢ Section 5.4.2, “Installation Prerequisites for a Name-Mapped Setup,” on page 35

5.4.1 Installation Prerequisites For a Non-Name-Mapped Setup

¢ “Domain Name is Correct” on page 33
+ “eDirectory Version” on page 34

+ “DNS Server is Installed” on page 34
¢ “Time is Synchronized” on page 34

¢ “Schema is Synchronized” on page 35

¢ “Servers in the Replica Ring are Synchronized” on page 35
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Domain Name is Correct

Before installing DSfW, ensure the domain name is entered correctly in YaST. To verify and correct
the domain name, do the following:

1 Open YaST>NetWork Configurations. Select the Hostname and Name Server option.

Enter the name for this | =) %, Hostname and Name Server Configuration
computer and the DMS
domann thal & belongs
1o
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doman search bst
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e,

The domain s
especially impaortant if

thiss compuler s a mal

senver
I yeu awe using DHCP _

1o get an IF address, Hosiname and Domain Name (Globaly

check whether lo get a Hostname Domain Name

hastname via DHCP.
The heostrame of your
hast iwhich can be seen
by 1ssuing hostname
cemmand) will be set
autemascally by DHCP
client ou may want b

|dstwedet ditw com

Name Servers and Domain Search List

disable this option if you Mame Server | Domain Search
connect to different [192.168.108.3 dsfw.c
networks that might N com|
each assign a different MName Sewver 2

hesmame, because
changing the hastname !
at runtime may confuse Mame Server 3
the graphical deskiop r

if you are using DHCF
1 gt an 1B address,
your hesmame will be
wntten to fetcihosts and
be resclvable as
127002 IP address
This is default behavicr.
I e wanl fi disable
this, uncheck this bex
bul your hostname wll
nat be resclvable
wathout active nehwork.

Enter the name servers
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for resciving

hosmames. Usually

they can be obtsned by (2
DHCP. [=]

Back Abort [k ]

2 Verify that the domain name is correct.

3 Select the Write Hostnames to /etc/hosts option to ensure that that changes you have made gets
added to the /etc/hosts files.

4 Verify that the Name Server 1 points to the local DNS server. For details see, “DNS Server is
Installed” on page 34.
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IMPORTANT: In case of installation of a child domain, make sure you specify the name of
the parent domain in the Domain Search field for resolving hostnames.

5 Click OK to save the changes.

eDirectory Version

Before installing DSfW, ensure that the eDirectory version is 8.8 SP 2 or greater and that at least one
eDirectory server in the replica ring holds a writeable copy of the tree root replica.

DNS Server is Installed

Ensure that Novell DNS service is installed and the server is up and running to resolve name
resolution queries.

In case of a first domain installation, the /etc/resolv.conf file must have an entry of the local
DNS server. Whereas if it is child domain installation, the /etc/resolv.conf file must have the
entry of the parent DNS server.

Time is Synchronized

Ensure time is synchronized between all servers in the replica ring by executing the following
command:

ndscheck -a <bind dn> -w <password>

This command in addition to displaying partition and replica health also displays time difference
between servers in the replica ring.
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If you observe a time difference between the server, ensure that all the servers in the replica ring are
referencing the same NTP server. After this is done, restart the NTP server by using the rcntp
restart command.

Schema is Synchronized

Ensure schema is synchronized between all the servers in the replica ring by executing the following
command:

ldapsearch -b cn=schema -s base -x attributetypes=<schema attribute>
Substitute the schema attribute value with the attribute you have used in the schema.
For example: ldapsearch -b cn=schema -s base -x attributetypes=forcelogoff

This will return the schema entry of the attribute forcelogoff indicating that the schema is
synchronized across all the servers in the replica ring.

Alternatively you can also use iMonitor to see if the schema is synchronized. For information on
using iMonitor, see Novell eDirectory Management Utilities (http://www.novell.com/
documentation/ndsedir86/?page=/documentation/ndsedir§6/taoenu/data/aShgofu.html)

Servers in the Replica Ring are Synchronized
Ensure all the servers in the replica ring are synchronized by executing the following command:
ndsstat -r

The ndsstat utility displays information related to eDirectory servers, such as the eDirectory tree
name, the fully distinguished server name, and the eDirectory version.

5.4.2 Installation Prerequisites for a Name-Mapped Setup

In case of a name-mapped installation, you are installing DSfW in an existing tree. To ensure the
installation does not encounter errors, make sure you meet the following prerequisites:

¢ “Domain Name is Correct” on page 35

+ “eDirectory Version” on page 37

¢ “Container is Partitioned” on page 37

+ “DNS Server is Installed” on page 37

¢ “Time is Synchronized” on page 38

¢ “Schema is Synchronized” on page 38

¢ “Servers in the Replica Ring are Synchronized” on page 38

¢ “Permissions for Objects” on page 38

¢ “Container Names” on page 38

Domain Name is Correct

Before installing DSfW, ensure the domain name is entered correctly in YaST. To verify and correct
the domain name, do the following:

1 Open YaST>NetWork Configurations. Select the Hostname and Name Server option.
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check whether lo get a Hostname Domain Name

hastname via DHCF.
The heostrame of your
hast iwhich can be seen
by 1ssuing hostname
command) will be set

duhwdc1 dsfw com

autemascally by DHCP

client ¥ou may want to ~Mame Servers and Domain Search List-

disable this option if you Mame Server | Domain Search
connect o differert 192,168.108.3 dsfwc
networks that might | com|
each atsign a differert Mame Sever 2

hesmame, because [
changing the hostname —

at runtime may confuse Mame Server 3
the graphizal deskiop

if you are using DHCF
1o et an 1B address,
your hesmame will be
wntten to fetcihosts and
be resclvable as
127002 IP address
This is default behavicr.
I e wanl fi disable
this, uncheck this bex
bul your hostname wll
nat be resclvable
wathout active nehwork.

Enter the name servers
and domain search list

for resciving

hosmames. Usually

they can be obtaned by (2
DHCP. -

2 Verify that the domain name is correct.

3 Select the Write Hostnames to /etc/hosts option to ensure that that changes you have made gets
added to the /etc/hosts files.

4 Verify that the Name Server 1 points to the local DNS server. For details see, “DNS Server is
Installed” on page 34.
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Enter the name for this = %, Hostname and Name Server Configuration
compuler and the DNS
domain that it belongs
to.

Gglionally enler the
name server st and
comam search st

Mote that the hosiname
is glebal-it applies to all
wnleaces, nol ust his
one

The domain is
especally mpotant i
this cemputer is a mail
server

If you are using DHCR
to get an I address, Hostiname and Domain Name (Global)

check whelber o get a Hestname DCloman Mame
hestname via DHCP.
The hesiname of your
host (which can be seen Change Hostname via DHCP

amencade? amenca dsfw com

by 1s3ung hosiname X write Hostname to Jetcosts
command) will be set
autamatically by DHCP

client You may wanl to Name Servers and Domain Search List

disable this apion if you Name Server | Domain Search
connect 1o different 192.168.108.3 difw.com
networks that might

each assign a different Mame Senver 2

hestname, because

«changing the hostname
at runtime may confuse Name Server 3
the graphical deskiop.

If you are usmg DHCP Update Name Servers and
te get an IF address, Search List via DHCP

your hestname wil be
written to fetcthosts and
be resalvable as
127002 IP address
This is default behavior
IF you wank [ dheatile
this, uncheck this bax
but your hostname wiil
not be resclvable
witheut active network

Enler the name servers
and domain search kst

for resaolving

hosmames Lisually

they can be chtained by [«
DHCP [

Back Abogt oK

IMPORTANT: In case of installation of a child domain, make sure you specify the name of
the parent domain in the Domain Search field for resolving hostnames.

5 Click OK to save the changes.

eDirectory Version

Before installing DSfW, ensure that the eDirectory version is 8.8 SP 2 or greater and that at least one
eDirectory server in the replica ring holds a writeable copy of the tree root replica.

Container is Partitioned

The container in which you are installing DSfW must be partitioned.

NOTE: Ensure that the domain name that you are creating is same as the partition name. If the
names do not match, installation will fail.

DNS Server is Installed

Ensure that Novell DNS service is installed and the server is up and running to resolve name
resolution queries.

In case of a first domain installation, the /etc/resolv.conf file must have an entry of the local
DNS server. Whereas if it is child domain installation, the /etc/resolv.conf file must have the
entry of the parent DNS server
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Time is Synchronized

Ensure time is synchronized between all servers in the replica ring by executing the following
command:

ndscheck -a <bind dn> -w <password>

This command in addition to displaying partition and replica health also displays time difference
between servers in the replica ring.

If you observe a time difference between the server, ensure that all the servers in the replica ring are
referencing the same NTP server. After this is done, restart the NTP server using the rcntp
restart command.

Schema is Synchronized

Ensure the schema is synchronized between all the servers in the replica ring by executing the
following command:

ldapsearch -b cn=schema -s base -x attributetypes=<schema attribute>
Substitute the schema attribute value with an attribute you have used in the schema.
For example: 1ldapsearch -b cn=schema -s base -x attributetypes=forcelogoff

This command returns the schema entry of the attribute forcelogof f indicating that the schema is
synchronized across all the servers in the replica ring.

Servers in the Replica Ring are Synchronized
Ensure all the servers in the replica ring are synchronized by executing the following command:
ndsstat -r

The ndsstat utility displays information related to eDirectory servers, such as the eDirectory tree
name, the fully distinguished server name, and the eDirectory version.

Permissions for Objects

When you are installing in a name-mapped setup, ensure that you have adequate permissions for the
following objects in the tree:

+ Container that is being provisioned
¢ Permissions for DNS Locator and Group objects
¢ Permissions to the Security container

¢ Modify permissions to the NCP servers holding replica of the master server

Container Names

When you are installing DSfW, it creates few default containers. Make sure that the following
container names do not already exist under the domain partition:

¢ cn=Computers

+ cn=Users
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¢ ou=Domain Controllers

¢ cn=DefaultMigrationContainer
¢ cn=Deleted Objects

+ cn=ForeignSecurityPrincipals
+ cn=Infrastructure

¢ cn=LostAndFound

+ cn=NTDS Quotas

+ cn=Program Data

¢ cn=System

+ cn=Container

5.5 Supported Installation Scenarios

The following installation scenarios are supported:

¢ Section 6.2.1, “Installing DSfW in a Non-Name-Mapped Setup,” on page 43
¢ Section 6.2.2, “Installing DSfW in a Name-Mapped Setup,” on page 73

5.6 Unsupported Service Combinations

IMPORTANT: Do not install any of the following service combinations on the same server as
DSfW. Although not all of the combinations cause pattern conflict warnings, Novell does not
support any of the following combinations:

¢ File Server (SLES 10 - Samba)

¢ Novell AFP

¢ Novell Archive and Version Services
¢ Novell CIFS

¢ Novell Cluster Services™ (NCS)

+ Novell FTP

+ Novell iFolder®

¢ Novell NetStorage

¢ Novell Pre-Migration Server

+ Novell QuickFinder™

+ Novell Samba

5.6.1 Installing Other Products in the DSfW Partition

Novell doesn't support installing other Novell products within a Domain Services for Windows
(DSfW) partition.
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Some products might be supported in name-mapped implementations of DSfW. Consult the product
documentation (http://www.novell.com/documentation) and the Novell Support site (http://
www.novell.com/support) for confirmation before attempting such installations.

You should assume that an installation is not supported unless these sources indicate otherwise.

NOTE: This section refers to Novell products that are not included with OES 2® such as
GroupWise. It doesn’t apply to services included with OES 2, such as Novell iPrint.

Limitations for installing OES 2 services on the same server are outlined in Section 5.6,
“Unsupported Service Combinations,” on page 39.

5.7 Administrative Tools

The following administrative tools are supported in DSfW:

¢ Section 5.7.1, “Windows Administration Tools,” on page 40

¢ Section 5.7.2, “Linux Administration Tools,” on page 40

5.7.1 Windows Administration Tools

From a Windows workstation the only tool supported to administer DSfW is Microsoft Management
Console (MMC).

5.7.2 Linux Administration Tools

From managing DSfW server, use iManager.

5.8 Utilities Not Supported in DSfW

The following eDirectory utilities are not supported on a DSfW server

¢ 1dif2dib - Utility to load data in to the eDirectory server

¢ ndsmerge - Utility to merge two eDirectory trees.

5.9 Limitation with NETBIOS Names

The NETBIOS names are automatically configured from the DNS name you provide for the domain
during the DSfW installation. We recommend you to not change the NETBIOS name.

In case you need to change the NETBIOS names, avoid using the following names:

¢ security

+ schema

+ linkengine

+ administrator
+ ndsschema

+ ndscontainer
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5.10 Restrictions with Domain Names

Domain names that end with . 1ocal are not supported with DSfW. For instance, avoid specifying a
domain name such as example.local. This is because when a domain name ends with . local, the
.local top level domain is regarded as a link-local domain and the DNS queries are sent to a
multicast address instead of a normal DNS request.
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Installing Domain Services for
Windows

This section describes how to install and configure DSfW using the YaST administrative tool. It
covers the following topics:

¢ Section 6.1, “Prerequisites for Installation,” on page 43

¢ Section 6.2, “Installation Scenarios,” on page 43

¢ Section 6.3, “Using a Container Admin to Install and Configure DSfW,” on page 103

6.1 Prerequisites for Installation

Before you proceed with the installation, please review the details in “Planning for DSfW” on
page 29

6.2 Installation Scenarios

DSfW can be installed in the following scenarios :

¢ Section 6.2.1, “Installing DSfW in a Non-Name-Mapped Setup,” on page 43
¢ Section 6.2.2, “Installing DSfW in a Name-Mapped Setup,” on page 73

6.2.1 Installing DSfW in a Non-Name-Mapped Setup

¢ “Installing a Forest Root Domain™ on page 43
¢ “Installing a Child Domain” on page 52

+ “Installing DSfW as a Subsequent Domain Controller in a Domain” on page 63

Installing a Forest Root Domain

Prerequisites: Before proceeding with this non-name-mapped installation, review Installation
Prerequisites For a Non-Name-Mapped Setup.

1 In the YaST install for OES from Sofiware Selections page, select Novell Domain Services for
Windows pattern. Click Accept.
Ensure that Novell DNS is selected along with Novell Domain Services for Windows.

Pattern deployment provides patterns for different services. Selecting a pattern automatically
selects and installs its dependencies.

For information about the entire OES 2 Linux installation process, see the OES 2 SP2:
Installation Guide.
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2 On the first eDirectory configuration page in YaST, select the New Tree option. This indicates
that you are installing a new DSfW server in the forest:

Choose whether 1o insiall inban exising |+ | eDirectory Configuration - New or Existing Tree
eDlireciory free or creale a new free.

New Tree

Creates 3 new free. Use this option if this is
the first server o go info the iree or if this
SEMVEr requires a ssparake ree. Keep in
mind that this server will have the masker
replica for the new free, and that users musi
log into this new ree o access it resources.

Existing Tree Maw or Exisling Tres
Incorporates this server into an exisling
eDlireciory free. This ss=rver might nol have a
replica copied 1o i depending on the iree
configuration. See fhe eDireciory 8.2
documentation for details.

(@) Mew Tres

'_- | Exzisting Tres

eDireciory Tree Mame

Tree Name | |
Specify the name of the eDireciory iree you
wiani o creake or the name of the fres you
wantio install this sever into, If you are [®] Use eDireciory Ceriificates for HTTPS Services
crealing a new free, specify @ unigue iree
name.

[® Require TLS for Simple Binds with Password
Use eDirectory Certificates for
HTTPS Services

Most OES =ervices thal provide HTTPS
conneclivity are configured by defaulido use
the self-signed common server cerlificate
created by YaST. Selfsigned cerificakes
provide minimal security and limiked frust,
=0 you should consider using eDireciory
cerfificates insiead.

[3¢] Install SecretSiore

Selecting this option causss eDireciory o

auviomatically back up the currenily =
installed cariificate and key files and [=]
replace them with files created by the |:|

ﬂ

[ ] )

2a Select New Tree and specify a name for the tree. For example, DSfW-TREE.

2b Sclect Use eDirectory certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST. This option is selected by default.

2c¢ Select the Require TLS for Simple Binds with Password option if you want to disallow
clear passwords and other data.This option is selected by default.

2d Sclect Install SecretStore if you want to eliminate the need to remember or synchronize all
the multiple passwords required for accessing password-protected applications. This
option is selected by default.

2e Click Next to continue.
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3 Specify the eDirectory administrator password in both fields, then click Next.

¥aST2@ds hv-dci

FDMN Admin Name with Context eDirectory Configuration - New Tree Information
Specify the name of the adminisirative user for
the new free. This is the fully distinguished
name of a User object that will be created with
full adminisirative rights in the new direciory

When specifying a contexl, you can use LDAP
{comma delimited) or MOAP (dot delimited)
format

Admin Password

Specify the eDireciory adminisirators password.
This is the password of the user specified in the
priar field.

Verify Admin Password EDM admin name with contexd (e.g. cn=admin.o=novell}

Retype the password o verify that you [ |
previously typed the inkended password.

Admin Password
[... |
Verify Admin Password

I... I
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4 Specify the settings to configure the local server in the eDirectory tree.

Specify the configuration for the local server in- | eDirectory Configuration - Local Server Configuration
1he eDireciory free.

Server Context

The pareni context for the Domain Services for
‘Windows domain is shown for a new iree. This
walue is calculaked laker when joining an
exisling free.

Enter Directory Information Base (DIB) Heneronts)
Location |
Specify a location for the eDireciory databass.
The defauli path

is varioptnovellfeDireciory’dataidib, but you I.f\ra rfoptnovel lieDirectory/data/idib
can use this oplion 1o change the location if you
expect the number of object in your free o b
large and if the current file syslem does not
hawe sufficient space.

Direciory Information Base (DIB) Location

LDAP and Secure LDAP Ports |
The LOAP and secure LDAP porl numbers this
sarver will use o service LOAP requesk are

T

shown . | |
-

Enter iMonitor Port Enter iMonitor Porl

Specify the por this sarver will uss o provide |aoza l:']

access o the iMonitor application. iMonitor les X

wyou monitor and diagnose all servers in your Enfer Sectirai Moniir Part

eDireciory free from any locafion an your =1 -

network where a Web browsar is available. The |3030 H

default iMaonitor port is BO28.

Enter Secure iMonitor Port

Specify the sacure port this server will uss o

provide access 1o the iMonitor application. The

defaull secure iMonitor por is 8030,

| Back | | Abon | Nexd

4a Leave the location of the Directory Information Base (DIB) at the default setting.

4b Leave the iMonitor Port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

4c Leave the Secure iMonitor Port settings at the defaults unless you need to change them to
avoid port conflicts with other services.

4d Click Next to continue.
5 Specify details for NTP and SLP.
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Network Time Protocol (NTP) Server |+ |
Specify the IP address or DMS hosiname of
an NTP sarver. For the first server in a tree,
we recommend specifying a reliable,
exiernal fime source, or you can spacify
Local Clock in the field 1o use the server
hardware clock.

For =ervers joining a iree, specify the same
exizrnal NTP fime source that the ree is
using, or specify the IP address of a
configured fime source in the free. A time
source in the free should be running fime
services for 15 minukes or more before
conneciing io i, or the fime synchronization
requesi for the installation fails.

If the fime source server is NefWare 5.0 or
earlier, you musl specify an alernake NTP
{ime source, or the fime sync hronization
request fails. For maore information, see the
OES 2 Planning and Implementation Guide.

Do Not Configure SLP

Do nol configure the Service Location
Protocol. SLP enables cliem applications o
dynamically discover services in TCF/IP
networks.

IMPORTANT: If the iree where you are
installing this server has or will have more
than three servers, you musl configure SLP.

Use Multicast to Access SLP

Sends S5LP request o muliple servers

using the Service Location General

Mullicast Address (224.0.1 22). All Service
Agent holding service information that :l

safisfies the request unicast the reply direcily |v I

eDirectory Configuration - NTP & SLP

MNetwork Time Projocol (NTP) Server

[ ] Use tocal clock

':" Do nol configure SLP

i- Use mullicasi o access SLP

l'--_‘] Configure SLP 40 use an exisling Direciory Ageni
'.':"' Configure as Direclory Agani

Service Location Prokcol Scopes

DEFALLT

Configured SLP Direciory Agents

Back | | Abort | et

5a Specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory requires that
all servers in a tree be time-synchronized. In a single-server scenario, you can specify the
local machine as the NTP provider.

5b Specify details to configure SLP:

5b1 If you do not want to configure the Service Location Protocol, select the Do not
configure SLP option.

5b2 Select the Use multicast to access SLP option to request SLP information using

multicast packet.

5b3 If you have more than three servers in your eDirectory tree, and you already have a
Directory Agent running, select the Configure SLP to use an existing Directory Agent

option.

5b4 Select the Configure as Directory Agent option if you already have a DA running.

5¢ Click Next.

6 Select the authentication service you want to install.
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Novell Modular Authentication
Services

Choose the login methods that you want o
insall into eDireciory by selecling the
appropriak check boxes

If you wanito insiall all of he login methods
inio eDireciory. click Select All.

If you wani o clear all sslections, click
Deselect All.

IMPORTANT: The NMAS clieni software
musi be insialled on each client worksiation
wihere you want 1o use the MMAS login
methods. The MMAS client software is
included with the Movell Clieni software.

CertMutual

The Cerlificate Muiual login method
implement the Simple Authenfication and
Security Layer (SASL) EXTERMAL
mechanism, which uses S55L cerlificates
provide client authentication 1o eDireciory
through LDAP

Challenge Response

The Challenge-Respanse login method
wiorks with the Ideniity Manager passwond
salf-service process. This method allows
either an adminisirator or a user o define a
password challenge question and a
response, which are saved in the password
policy. Then, when users forget their
passwords, they can reset their own
pas=words by providing the correct response
o the challenge question.

Click Next.

Novell Modular Authentication Service

Select the NMAS Login Methods 1o Install

|Z| CeriMuiual

@ Challenge Response
[%| DIGEST-MDS

3] nDs

|Z| Simple Password
%] sasLGssAR

| selgran | | Desslectall

=a

7 Specity details to configure DSfW on eDirectory.
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D

Select the type of Domain Services for
‘Windows configuration you wantand
specify Domain Mame Sarvice (DMS)
information. Inpuion these pages are nod

eDirectory Configuration - Domain Services for Windows

case sensilive.

Configuration:
Select one of the following opions:

New Domain Services for Windows
Forest: Creates a new Domain Services for
‘Windows faresi with @ domain and domain (@) Me=w Domain Services for Windows Forest

coniraller. 0

Configuration:

Mew Domain in an Existing Domain o
Services for Windows Forest: Creates a
new domain in an exisling Domain

DNS N, for Mew Domai
Services for Windows forest = ame for New Domain

dsfw.com

Mew Domain Controller in an Existing

Domain Services for Windows Demain: | |
Creakes a new domain coniraller in an Domain MeBI0s Mame
existing Domain Services for Windows

domain. DSFW

DNS Name for New Domain or
Existing Domain

Specify the DMS name for the new domain;
for example, ceniral example.com.

If you are insalling & new domain
coniraller in an exisling domain, specify the
DMS name of the domain you are insialling
this new coniraller ino.

Domain NetBIOS Name

Specify a MeiBIOS name for the Domain
Services for Windows domain, or specify the |:|
MetBIOS name for the Domain Services for |:| Back | Abord |

7a Sclect the New Domain Services for Windows forest option. This indicates that you are
installing a new DSfW forest.

7b The DNS Name for the New Domain is by default taken from the entry in the /etc/hosts
file. In case you need to change the domain name, make sure you follow the instructions in
“Domain Name is Correct” on page 33.

7c¢ We recommend you to leave the NetBIOS name setting at the default, then click Next to
continue.

For more information, see Section 5.9, “Limitation with NETBIOS Names,” on page 40
7d Click Next to continue.
8 Specify details to configure the DNS server.
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Novell DNS Services Configuration |+ |
Usa this dialog o specify options for
configuring a DMS server that is inlegraked
with eDireciory on this server.

Get Context and Proxy User
Information from Existing DNS
Server

If you are configuring DMNS in an existing
iree where DMS is already configured and
you wani 1o use the the exisling Locator, Rool
Server Info, Group and Proxy Wser conlexts,
wou can salect the Gel conkexd information
from existing DNS server check box and
provide the [P of an MCP server hosling the
existing DM 5 sarver and click Retrieve’.
This will feich the contexts of the Locator, E—
Rool Server Info, Group and Proxy User
conexts. Make sure the NCP sarver hosting

ihe existing DMS sarver is running before

hifling ‘Retrieve’.

If you do not wish o use existing contexts,
wyou can provide those manually.

MNovell DNS Services Locator Object
Context

Specify the contexd for the DNS Locator
object

For example: ou=dns,o=naovell

The Lecator abject contains global defauls,
DHCP opfions, and a listof all DNE and
DHCP servers, subnet, and zones in the
iree.

Novell DNS Services Root Server —
Info Context =

Specifv the contexd for the DMS Services roof v_l

Novell DNS Services Configuration

—Commen DNS Configuration Object Contexts

Ezisting Movell DN5S server address:

MNovell DMS Services Locatbor Object Contexd (e.g. ou=dns,o=novell):

|ou=0ES SysemObizck,de=dsfw,de=com |

Movell DMS Services Rool Server Info Context (.9, ou=dns,o=novell):

|ou=0ES SyskemObjects,de =dsfw.dc=com |

Mowvell DNS Services Group Object Context (2.9. ou=dns,o=novell):

!0u=OESSys‘emOb]ecs,dc=dsfw,dc=com |

Prowy User for DNS Managemeni ie.g. cn=myuser,o=novell)

|cn=dns-admin,ou=0E 5 SysmObjects,de =dsfw,dc=com |

Specify Password for Prowy Ussr
r |

WVerify Password for Proxy Lser

[%] Use Secure LDAP Porl

—Credeniial Storage Location:

® casa
() Local file basad forma

| Beck |

8a Specify the following information:

+ Specify the context of the DNS service locator object (for example,
ou=0ESSystemObjects,dc=dsfw, dc:com).

+ Specify the context of the DNS Root ServerInfo object (for example,
ou=0ESSystemObjects,dc=dsfw, dc:com).

+ Specify the context of the DNS Services Group object (for example,
ou=0ESSystemObjects,dc=dsfw, dc:com).

8b

Specify the fully distinguished, typeful name of the proxy user that will be used for DNS

Management. For example: cn=dns-admin, dc=dsfw, dc=com to authenticate to
eDirectory during runtime for accessing information for DNS. The user must have
eDirectory read, write, and browse rights under the specified context.

8c
8d

Specify the password of the proxy user that you specified for accessing DNS.
Use Secure LDAP Port option is selected by default to ensure that the data transferred by

this service is secure and private. If you deselect this option, the data transferred is in clear

text format.

8e Specify the Credential Storage Location as CASA.
8f Click Next to continue.

9 After the installation is completed, the OES Configuration Summary page is displayed. Review
the settings made earlier. Click Next.
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To use the s=tings as displayed, press Next.

Change the values by clicking on the respective
headline or by using the Change... manu.

Novell Open Enterprise Server Configuration

O Skip Configuration

@ Use Following Configuration

LDAP Configuration for Open Enterprise Services
Configure is enabled

* LDAP Server Address: 164.99.102 22
* LDAP Server Address: 164.99.101.111

eDirectory

Configure is enabled

* Tree Name: DSPW_IT

* Tree Type: exisling

* Use eDirectory cerificates for HTTP services: yes

* Require TLS for Simple Binds with Password: yes

* Ins@all SecreiSiore: yes

* Address of an exisling server: 164.99.102 22

* Configure Domain Services for Windows: yes

* Domain fype: Mew domain coniroller in an exising domain

DNE name for new domain: it.com

Configure this machine to be a primary DNS s=rver: no

Forest ool domain: itcom

Replicak Parifions: no

Movell DNS Services Locator Object Context: ou=0ES SyslemObjects,o=navell
Movell DNS Services Rool Server Info Conesxt:

Mavell DNS Services Group Object Context: au=0ES SysemObject,o=navel |
Movell DNS Usz Secure LDAP Porl: no

L I

10 This starts the DSfW installation. When the installation is complete, click Finish.

=

To use the s=tings as displayed, press Next.

Change the values by clicking on the respective
headline or by using the Change... menu.

YaST2@dsfw-dc1

Perform eDirectory Configuration

v
v
v
v
v
v
v
-

Configure the firewall for direciory services
Perform fime synchronization

Configure and star the Service Location Profocol
Copy the MIC| Foundation Key file

Check for conflicting object in the directory
Establish eDiraciory on all stafic IP addresses
Tune ebireciory for OES services

Configure and star eDireciory using "ndsconfig”

Configuring and starting eDirectory

This will ke a while.........

Configure the NMAS login methods
Configure Movell DMS

Configure Domain Services for Windows

Configure and star eDireciory using "ndsconfig”

46%
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This completes the process of DSfW installation. But the server is not ready for use till you
complete configuring DSfW and the supporting services through the process of provisioning.

Mot : Domain Services for Windows( 25FW) configuration is nod yel complete.
Launch the DEAW Provisioning Wizard in ¥aS5T 1o complete the configuration.

11 To start provisioning, do one of the following:
¢ From the terminal, run the /opt/novell/xad/sbin/provision dsfw.sh script.
¢ Launch YaST. The DSfW Provisioning Wizard is listed as an option.
To authenticate, enter the password of the current domain.

For more details on Provisioning, see “Provisioning Domain Services for Windows” on
page 105

12 The DSfW server is now ready for use. Verify that eDirectory and DSfW have been installed
and configured correctly by executing the instructions in Chapter 8, “Verifying DSfW
Installation,” on page 127.

Installing a Child Domain

Prerequisites: Before proceeding with this non-name-mapped installation, review Installation
Prerequisites For a Non-Name-Mapped Setup

1 In the YaST install for OES from Sofiware Selections page, select Novell Domain Services for
Windows pattern. Click Accept.
Ensure that Novell DNS is selected along with Novell Domain Services for Windows.

Pattern deployment provides patterns for different services. Selecting a pattern automatically
selects and installs its dependencies.

For information about the entire OES 2 Linux installation process, see the OES 2 SP2:
Installation Guide.

2 On the eDirectory configuration page in YaST, select the Existing Tree option. This indicates
that you are installing the server into an existing eDirectory tree:
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Choose whether = instsll inban exising |+ | aDirectory Configuration - New or Existing Tree
eDireciory iree or create a new iree.

New Tree

Creakes a new free. Uss this oplion if this is
the first =2rver 1o go inio the free or if this
sarver requires a separatke free. Keepin
mind thai this szrver will have the maser
replica for the new iree, and that users must
log inko this new free o access its resources

Existing Tree Mew or Exisling Tree
Incorporates this sereer info an exisfing
eDlirectory free. This server might nol have a =,
replica copied 1o it depending on the ires |®) Existing Tree
configuration. See the eDireciory 8.8
documeniafion for details.

() New Tree

eDireciory Tree Mame

Tree Name |osFw_TREE |
Specify the name of the eDireciory free you
wiani o creake or the name of the fres you
wiani o insiall this sever into. If you are Igj Us== eDireciory Cerlificates for HTTPS Services
crealing a new free, spacify a unique free
name.

[%| Reguire TLS for Simple Binds with Password
Use eDirectory Certificates for
HTTPS Services

Most DES services thal provide HTTPS
conneclivity are configured by defaull io use
the szlfsigned common server cerificate
created by ¥aST. Selfsigned cerificatkes
provide minimal sscurity and limited frust,
50 you should consider using eDireciory
cerlificates insiead.

(%] Install Secreisiore

Selecting this opfion causes eDireciory o
aulomatically back up the currenily ==
insialled cerlificate and key files and [l — — —_—
replace them with files created by the z_! | ek Aol | e |

2a Select Existing Tree and specify the name of the tree. For example, DSFW_TREE.

2b Select Use eDirectory certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

2c¢ Select the Require TLS for Simple Binds with Password option if you want to disallow
clear passwords and other data.

2d Select Install SecretStore if you want to eliminate the need to remember or synchronize all
the multiple passwords required for accessing password-protected applications.

2e Click Next to continue.

3 Specify information to access the existing eDirectory Tree.
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IP Address of an Existing + | eDirectory Configuration - Existing Tree Information
eDirectory Server with a Replica
Specify the IP address of an exisiing
eDireciory s2rver that is par of the
eDireciory free you are installing this server
ini.

If you are insalling Domain Services for
‘Windows and you will b2 installing an

additional Domain Coniroller, enter 1P 1P Address of an exisling eDireciory ssrver with & replica
address of the existing domain controller.

[122.162.108.3 |
Enter NCP Port on the Existing Enter MCP Porlen the exisling server
Server =
=0 =

Specify the MCP port num ber of the existing

ser.ver. ke de{auli. Ll R R Enter LDAP For on the exisling server
eDireciory servers is 524,
Y
ED =

Enter LDAP Port on the Existing
Server

Specify the LOAP por number of the |535 I-e-{
existing eDireciory sarver specified in the
prior field. The defaull LDAP por for most
eDireciory servers is 328, EDM of the free administrator (2.g9. cn=admin.o=novell)

Enter Secure LDAP Por on the exising server

Enter Secure LDAP Port on the Icn=adminis!rabr.cn=users.dc=dsfw,dc=com |
Existing Server

Specify the sacure LDAP pord number of the
exisling eDirectory server specified in the I‘ “| I
prior field. The defauli secure LDAP port for
miost e Direciony servers is 636, i

Admin Password

FDN of the tree administrator

Specify the Admin name and context of the
Admin user in the exising eDireciory iree

yiou are insialling this server info. This is the
fully distinguished name of the user abject |:
with adminisirafive rights o eDireciory. = | Back | | Abor Mext

3a Specify the IP address of the Forest Root Domain.

3b Do not change the NCP Port, LDAP Port and Secure LDAP Port information.

3¢ Specify the tree admin credentials for the administrator to log into the eDirectory tree.
3d Click Next.
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4 Sclect the settings for the local server configuration:

Specify the configuration for the local server in- | eDirectory Configuration - Local Server Configuration
1he eDireciory free.

Server Context

The pareni context for the Domain Services for
‘Windows domain is shown for a new iree. This
walue is calculaked laker when joining an
exisling free.

Enter Directory Information Base (DIB) Heneronts)
Location |
Specify a location for the eDireciory databass.
The defauli path

is varioptnovellfeDireciory’dataidib, but you I.f\ra rfoptnovel lieDirectory/data/idib
can use this oplion 1o change the location if you
expect the number of object in your free o b
large and if the current file syslem does not
hawe sufficient space.

Direciory Information Base (DIB) Location

LDAP and Secure LDAP Ports |
The LOAP and secure LDAP porl numbers this
sarver will use o service LOAP requesk are

T

shown . | |
-

Enter iMonitor Port Enter iMonitor Porl

Specify the por this sarver will uss o provide [aoza I:]

access o the iMonitor application. iMonitor les X

wyou monitor and diagnose all servers in your Enfer Sectirai Moniir Part

eDireciory free from any locafion an your =1 -

network where a Web browsar is available. The |3030 H

default iMaonitor port is BO28.

Enter Secure iMonitor Port

Specify the sacure port this server will uss o

provide access 1o the iMonitor application. The

defaull secure iMonitor por is 8030,

| Back | | Abon | Nexd

4a Leave the location of the Directory Information Base (DIB) at the default setting.

4b Leave the iMonitor port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

4c Leave the Secure iMonitor Port settings at the defaults unless you need to change them to
avoid port conflicts with other services.

4d Click Next to continue.
5 Specify details for NTP and SLP.
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Network Time Protocol (NTP) Server |+ |
Specify the IP address or DMS hosiname of
an NTP sarver. For the first server in a tree,
we recommend specifying a reliable,
exiernal fime source, or you can spacify
Local Clock in the field 1o use the server
hardware clock.

For =ervers joining a iree, specify the same
exizrnal NTP fime source that the ree is
using, or specify the IP address of a
configured fime source in the free. A time
source in the free should be running fime
services for 15 minukes or more before
conneciing io i, or the fime synchronization
requesi for the installation fails.

If the fime source server is NefWare 5.0 or
earlier, you musl specify an alernake NTP
{ime source, or the fime sync hronization
request fails. For maore information, see the
OES 2 Planning and Implementation Guide.

Do Not Configure SLP

Do nol configure the Service Location
Protocol. SLP enables cliem applications o
dynamically discover services in TCF/IP
networks.

IMPORTANT: If the iree where you are
installing this server has or will have more
than three servers, you musl configure SLP.

Use Multicast to Access SLP

Sends S5LP request o muliple servers
using the Service Location General
Mullicast Address (224.0.1 22). All Service
Agent holding service information that |:|

safisfies the request unicast the reply direcily |v I

eDirectory Configuration - NTP & SLP

MNetwork Time Projocol (NTP) Server

[ ] Use tocal clock

() Dona configure SLP

Use mullicasi o access SLP
[_) Configure SLP 1o use an exisling Direciory Ageni
() Canfigure as Direciory Agent

Service Location Prokcol Scopes

DEFALLT

Configured SLP Direciory Agents

E=n

5a Specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory requires that
all servers in a tree be time-synchronized. In a single-server scenario, you can specify the
local machine as the NTP provider.

5b Specify details to configure SLP:

5b1 If you do not want to configure the Service Location Protocol, select the Do not
configure SLP option.

5b2 Select the Use multicast to access SLP option to request SLP information using

multicast packet.

5b3 If you have more than three servers in your eDirectory tree, and you already have a
Directory Agent running, select the Configure SLP to use an existing Directory Agent

option.

5b4 Select the Configure as Directory Agent option if you already have a DA running.

5¢ Click Next.

6 Select the authentication service you want to install.
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Novell Modular Authentication
Services

Choose the login methods that you want o
insall into eDireciory by selecling the
appropriak check boxes

If you wanito insiall all of he login methods
inio eDireciory. click Select All.

If you wani o clear all sslections, click
Deselect All.

IMPORTANT: The NMAS clieni software
musi be insialled on each client worksiation
wihere you want 1o use the MMAS login
methods. The MMAS client software is
included with the Movell Clieni software.

CertMutual

The Cerlificate Muiual login method
implement the Simple Authenfication and
Security Layer (SASL) EXTERMAL
mechanism, which uses S55L cerlificates
provide client authentication 1o eDireciory
through LDAP.

Challenge Response

The Challenge-Respanse login method
wiorks with the Ideniity Manager passwond
salf-service process. This method allows
either an adminisirator or a user o define a
password challenge question and a
response, which are saved in the password
policy. Then, when users forget their
passwords, they can reset their own
pas=words by providing the correct response
o the challenge question.

6a Click Next.

7 Specity details to configure DSfW on eDirectory.

Novell Modular Authentication Service

Select the NMAS Login Methods 1o Install

lz‘ CeriMuiual

@ Challenge Response
[%| DIGEST-MDS

3] nDs

[ simple Password
%] sasLGssAR

| selgran | | Desslectall

=a
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eDirectory Configuration - Domain Services for Windows

Select the type of Domain Services for
‘Windows configuration you waniand
specify Domain Mame Service (DMS)
information. Inpuion these pages are nod
caze sensilive.

Configuration:
Select one of the following opfions:

New Domain Services for Windows

Forest: Creatkes a new Domain Services for |
‘Windows foresi with a domain and domain |
coniroller.

Configuration:

() New Domain Services for Windows Forest

Mew Domain in an Exisling Domain Services for Windows Forest

New Domain in an Existing Domain - MNew Domain Coniroller in an Existing Domain Services for Windows Domain

Services for Windows Forest: Creates a
new domain in an exisling Domain .
Services for Windows forest. ENS A AN S
america dsfw.com

Mew Domain Controller in an Existing =
Domain Services for Windows Demain: | |

Creates a new domain coniraller in an Domain MeBIOS Mame
existing Domain Services for Windows —
e .AMERICA

DNS Name for New Domain or
Existing Domain

Specify the DMS name for the new domain;
for example, ceniral example.com.

|| Configure this machine to be a primary DNS sarver

If you are installing & new domain
coniraller in an existing domain, specify the
DME name of the domain you are installing
this new coniraller into.

Domain NetBIOS Name

Specify a NelBIOS name for the Domain |
Services for Windows domain, or specify the ]|
MNeiBIOS name for the Domain Services for | ||

| Back | | Abon |

7a Seclect the New Domain in an Existing Domain Services for Windows forest option. This
indicates that you are installing a new domain in an existing DSfW forest.

7b The DNS Name for the New Domain is by default taken from the entry in the /etc/hosts
file. In case you need to change the domain name, make sure you follow the instructions in
“Domain Name is Correct” on page 33.

7c Seclect the Configure this machine to be a primary DNS server if you want the machine
being configured to function as a DNS server.

IMPORTANT: If you want to configure the child domain controller to act as a primary
DNS server, ensure the DNS servers of the forest root domain and the child domain
controller act as passive primary DNS servers of each other's zones, else the installation of
an subsequent domain controller to the child domain controller fails.

Also make sure you configure the forward lookup zone and the reverse lookup zone for
this DNS server. For more information, see “Zone Management” in the OES 2 SP2:
Novell DNS/DHCP Administration Guide for Linux.

7d We recommend you to leave the NetBIOS name setting at the default, then click Next to
continue.

For more information, see Section 5.9, “Limitation with NETBIOS Names,” on page 40
7e Click Next to continue.

8 Specify the name of the forest root domain in which you want to create the child domain.
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Specify the informafion required o create a
contexd for this sarver in the new domain in a
Domain Services for Windows forest.

Forest Root Domain

Specify the name of the forest root domain that
you wanl o creatke this domain or domain
coniroller in.

The forest root domain is the first domain in the
firsl free of the Domain Services for Windows
foresi The forest root has no parent, and it
provides the LDAP enfry point o Domain
Services for Windows.

Parent Domain
Specify the name of the pareni domain that you
want o create this domain in.

The parenidomain is any domain superior o
ihe domain being configured.

Specify the information needed fo identify the
new domain you are creafing.

IP Address of Parent Domain

S pecify the IP address of the domain that will
ke the pareni of the new domain you are
creafing.

LDAP Secure Port for the Parent
Domain Server

Mote the secure port for accessing LDAP
sarvices on the parenidomain.

Parent Domain Adminstrator Name
Mot the name and contexd for the parent
domain adminisirator that you are creating this
domain in.

Admin Password
Specify the password for the Administrator
accouni of the parenidomain.

New Domain Administrator Name

Mote the name and context of the Adminisirator
account. This is the Adminisirator you are
enkering the password for. You will use this
accouniio log in 4o the Domain Services for
‘Windows domain.

Specify Administrator Password
Specify a password for the Adminisirator
accouni shown in the previous field

Verify Administrator Password
Retype the password 1o verify that you
previously typed the intended password.

eDirectory Configuration - Domain Services for Windows

Foresi Root Domain

[dsfw.com |

Pareni Domain

Idsfw.com I

eDirectory Configuration - Domain Services for Windows

1P Address of the Pareni Domain

[192.156.1[3.3

[

Parent Domain Adminisirator Name

lc n=Adminisiraior.cn=Users.dc =dsfw.dc=com J

Enter Administrator Password

[ l

Mew Domain Adminisirator Mame

[ J

Specify Adminisirator Password

= )

Werify Adminisirator Password
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10 This screen need to be used when you need to map a new domain to an existing eDirectory
container. As this is a non-name-mapped installation scenario, click Next to skip this screen.

Use this dialog i optionally map the new t] eDirectory Configuration - Domain Services for Windows
domain ¥o an exisling eDireclory container.

Map the New Domain to an Existing
eDirectory Container

If you wantio map the new domainoan
exisling eDirectory container, select this
option.

For example, if you wani o provision a
group of existing eDireciory usars o have
access o data on @ Domain Services for
‘Windowes s2rver, you could select {hat user
continer o be mapped as the new domain.
This new domain will be available for thess
eDireciory users 1o join 1o,

|j Map the new domain 1o an exisling eDireciory Container

Enger the FOM of the container that needs 1o be mapped as america.dsfw.com (e.g. cu=domain,o=navell)

Enter the FDN of the Container That
Needs to Be Mapped As (Domain
Name)

Specify the fully distinguishad, typeful
name of the exisling eDireclory container

MEDC realm name
1hat you wani o be mapped.

Cnly ©, OU, and containers derived from
LoginProperies can be mapped. Mapping
Couniry and Locality object is nod
suppared.

Migrate NKDC Users to Domain
Services for Windows Domain
Migrates uzers from an already exisling
Movell Kerberos KDC (NKDC) realm o the
overlapping Domain Services for Windows
(D=fW) domain.

NKDC realm name =
An existing Novell Kerberos KOC (NKDC) |~ |
realm. |:J

11 Specify details to configure DNS.
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Get Context Information from Existing
DMNS Server

If you @re configuring DMS in an exisiing free
wihere DMS is already configured and you
wiani 1o use the existing Locator and Group
object context, you can select the 'Gel contexd
infarmation from existing DN S server’ check
box and provide the IPof an NCP sarver
hosting the existing DNS server and click
‘Refrieve’. This will fech the contexk of the
Locator and Group context. Make sure the
MCP server hosting the existing DM S server is
running befare hifing ‘Refriewe’

If you do not wish 1o use exisling context, you
can provide those manually.

Movell DNS Services Locator O bject
Context

Specify the conext for the DNS Locator object.
For example: ou=dns,o=naovell

The Locator object contains global default,
DHCP opiions, and a listof all DNS and DHCP
servers, subnets, and zones in the free.

Novell DNS Services Group Object
Context

S pecify the context for the DNS Group object
For example: ou=dns,o=novell

This object is used 1o grani DMS servers the
necessary rights o other dats within the
eDireciory free.

Novell DNS Services Configuration

—Common DMNS Configuration Ohjects Conext
[gj Ged contexd information from existing DNS server

Existing Movell DN S server address:

[122.162.108.3 |

Refrieve |

Mowvell DMNS Services Locator Object Context (e.g. ou=dns,o=novell):

|ou=0F 5SyskemObiec &.de=dsfw.de=com |

Mewell DNS Services Group Object Context (2.9 ou=dns,o=novell):

Elou=OESSysiemObjecls.dc=dsfw.dc=c0m |

| Back | Abart |

11a If you already have an DNS server configured in your tree, select the Get context
information from existing DNS Server option and provide the IP address of an existing
DNS server and select Retrieve.

This will fetch the contexts of the existing Locator and Group objects.

If you do not wish to use the existing contexts, you can manually enter the details.
11b Specify the context of the DNS Locator object.
11¢ Specify the context of the DNS Group object.

12 After the installation is completed, the OES Configuration Summary page is displayed. Review
the settings made earlier. Click Next.
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To use the s2tiings as displayed, press Nesxt. Novell Open Enterprise Server Configuration

Change the values by clicking on the respective
headline or by using the Change... menu. O Skip Configuration

@ Use Following Configuration

LDAP Configuration for Open Enterprise Services

Configure is enabled

* LDAP Server Address: 164.00.102 22
* LDAP Server Address: 164.29.101.111

eDirectory
Configure is enabled

* Tree Mame: DSPW_IT

* Tree Type: exisfing

* Use eDirecory cerificates for HTTP services: yes

* Require TLS for Simple Binds with Password: yes

* Inslall SecreiSiore: yes

* Address of an exisling server: 164.99.102 22

* Configure Domain Services for Windows: yes

* Domain fype: Mew domain confroller in an exising domain

* DNS name for new domain: ilcom

* Configure this machine o be a primary DNS sarver: no

* Forest root domain: itcom

* Replicak Parifions: no

* Movell DNS Services Locator Object Context: ou=0E S SysiemObjects,o=novell
* Movell DNS Services Roof Server Info Context:

Maovell DNS Services Group Object Context: au=0ES SysemObject,o=novel |
Movell DNS Use Secure LDAP Port: no

13 This starts the DSfW installation.When the installation is complete, click Finish.

= YaST2@dsfw-de1

To use the sefiings as displayed, press Next Perform eDirectory Configuration

Change the values by clicking on the respective
headline or by using the Change... menu.

Configure the firewall for directory services
Perform fime synchronization

Configure and star the Service Location Projocol
Copy the MIC| Foundation Key file

Check for conflicling object in the direciory

Establish eDireciory on all siatic |P add resses

Tune eDireciory for OES sarvices

A S S S S O

Configure and siar eDireciory using "ndsconfig”

Configuring and starting eDirectory

This will ke a while..........

) Configure the MMAS login methods
- Configure Movell DMS

- Configure Domain Services for Windaows

Configure and siar eDirectory using "ndsconfig”

46%
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This completes the process of DSfW installation. But the server is not ready for use till you
complete configuring DSfW and the supporting services through the process of provisioning.

Mot : Domain Services for Windows( 25FW) configuration is nod yel complete.
Launch the DEAW Provisioning Wizard in ¥aS5T 1o complete the configuration.

14 To start provisioning, do one of the following : For details on Provisioning, see
¢ From the terminal, run the /opt/novell/xad/sbin/provision dsfw.sh script.
¢ Launch YaST. The DSfW Provisioning Wizard is listed as an option.

To authenticate, enter the password of the current domain, the parent domain and the tree
admin.

For more details on Provisioning, see “Provisioning Domain Services for Windows” on
page 105.

15 The DSfW server is now ready for use. Verify that eDirectory and DSfW have been installed
and configured correctly by executing the instructions in Chapter 8, “Verifying DSfW
Installation,” on page 127.

Installing DSfW as a Subsequent Domain Controller in a Domain

Prerequisites: Before proceeding with this non-name-mapped installation, review Installation
Prerequisites For a Non-Name-Mapped Setup

1 In the YaST install for OES from Sofiware Selections page, select Novell Domain Services for
Windows pattern. Click Accept.
Ensure that Novell DNS is selected along with Novell Domain Services for Windows.

Pattern deployment provides patterns for different services. Selecting a pattern automatically
selects and installs its dependencies.

For information about the entire OES 2 Linux installation process, see the OES 2 SP2:
Installation Guide.

2 On the first eDirectory configuration page in YaST, select the Existing Tree option. This
indicates that you are an additional DSfW server (Domain Controller) in the forest:
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Choose whether = instsll inban exising |+ | aDirectory Configuration - New or Existing Tree
eDireciory iree or create a new iree.

New Tree

Creakes a new free. Uss this oplion if this is
the first =2rver 1o go inio the free or if this
sarver requires a separatke free. Keepin
mind thai this szrver will have the maser
replica for the new iree, and that users must
log inko this new free o access its resources

Existing Tree Mew or Exisling Tree
Incorporates this sereer info an exisfing
eDlirectory free. This server might nol have a =,
replica copied 1o it depending on the ires |®) Existing Tree
configuration. See the eDireciory 8.8
documeniafion for details.

() New Tree

eDireciory Tree Mame

Tree Name |osFw_TREE |
Specify the name of the eDireciory free you
wiani o creake or the name of the fres you
wiani o insiall this sever into. If you are Ig} Us== eDireciory Cerlificates for HTTPS Services
crealing a new free, spacify a unique free
name.

[%| Reguire TLS for Simple Binds with Password
Use eDirectory Certificates for
HTTPS Services

Most DES services thal provide HTTPS
conneclivity are configured by defaull io use
the szlfsigned common server cerificate
created by ¥aST. Selfsigned cerificatkes
provide minimal sscurity and limited frust,
50 you should consider using eDireciory
cerlificates insiead.

(%] Install Secreisiore

Selecting this opfion causes eDireciory o

aulomatically back up the currenily I_'
installed cerificate and key files and el | T ST (T
replace them with files created by the |_-"t! | Lock A | —ﬂe;n |

2a Sclect Existing Tree and specify the name of the tree. For example, DSfW-TREE.

2b Select Use eDirectory certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

2c¢ Select the Require TLS for Simple Binds with Password option if you want to disallow
clear passwords and other data.

2d Select Install SecretStore if you want to eliminate the need to remember or synchronize all
the multiple passwords required for accessing password-protected applications.

2e Click Next to continue.

3 Specify information to access the existing eDirectory Tree.

64 OES 2 SP2: Domain Services for Windows Administration Guide



IP Address of an Existing + | eDirectory Configuration - Existing Tree Information
eDirectory Server with a Replica
Specify the IP address of an exisiing
eDireciory s2rver that is par of the

eDireciory free you are installing this server
ini.

If you are insalling Domain Services for
‘Windows and you will b2 installing an

additional Domain Coniroller, enter 1P 1P Address of an exisling eDireciory ssrver with & replica
address of the existing domain controller.

[122.162.108.3 |
Enter NCP Port on the Existing Enter MCP Porlen the exisling server
Server =
=0 =

Specify the MCP port num ber of the existing
sarver. The defaull NCP por for most
eDireciory servers is 524,

Enter LDAP For on the exisling server
Y
ED =

Enter Secure LDAP Por on the exising server

Enter LDAP Port on the Existing
Server

Specify the LOAP por number of the |535 E-e-{
existing eDireciory sarver specified in the
prior field. The defaull LDAP por for most
eDireciory servers is 328, EDM of the free administrator (2.g9. cn=admin.o=novell)

Enter Secure LDAP Port on the Icn=adminis!rabr.cn=usiers.dc=dsfw,dc=com |
Existing Server

Specify the sacure LDAP pord number of the
existing eDireciory server specified in the I‘ “| I
prior field. The defauli secure LDAP port for
miost e Direciony servers is 636, i

Admin Password

FDN of the tree administrator

Specify the Admin name and context of the
Admin user in the exising eDireciory iree
yiou are insialling this server info. This is the
fully distinguished name of the user abject |—

with adminisirative rights o eDireciory. |:| | Back | | Abort | Mexi

3a Specify the IP address of the an existing eDirectory tree that holds read/write or master
replica of the partition.

3b Do not change the NCP Port, LDAP Port and Secure LDAP Port information.
3¢ Specify the tree admin credentials for the administrator to log into the eDirectory tree.
3d Click Next.

4 Specify the configuration for the local server in the eDirectory tree
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S pecify the configuration for the local server in
1he eDireciory free.

Server Context

The pareni contexd for the Domain Services for
‘Windows domain is shown for & new iree. This
value is calculated later when joining an
axisting iree.

Enter Directory Information Base (DIB)
Location

Specify a location for the eDireciory databases.
The defauli path

is fvarioptnovellfeDireciory’data/dib, but you
can usa this option 1o change the location if you
expact the number of objeck in your free o be
large and if the current file syslem does not
hawve sufficient space.

LDAP and Secure LDAP Ports

The LOAP and secure LDAP porl numbsers this
server will use o service LDAP request are
shown .

Enter iMonitor Port

Specify the port this server will uss 1o provide
access 1o the iMonitor application. iMonitor let
you monitor and diagnose all servers in your
eDireciory free from any location on your
netwark where a Web browser is available. The
defaull iMonitor por is B0Z8.

Enter Secure iMonitor Port

Specify the secure port this server will uss 1o
provide access 1o the iMonitor application. The
defaulisecure iMonitor port is 2030,

eDirectory Configuration - Local Server Configuration

Server Conlexi

Direciory Information Base (DIB) Location

I.f\ra rfopt novel lieDirectorydataidib

T

Enter iMaoniior Porl

L L3

A

[poze

Enter Secure iMonitor Por

s

|e030

| Abor | Mext

4a Leave the location of the Directory Information Base (DIB) at the default setting.

4b Leave the iMonitor Port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

4c Leave the Secure iMonitor Port settings at the defaults unless you need to change them to

avoid port conflicts with other services.
4d Click Next to continue.
5 Specity details for NTP and SLP.

66 OES 2 SP2: Domain Services for Windows Administration Guide



Network Time Protocol (NTP) Server |+ |
Specify the IP address or DMS hosiname of
an NTP sarver. For the first server in a tree,
we recommend specifying a reliable,
exiernal fime source, or you can spacify
Local Clock in the field 1o use the server
hardware clock.

For =ervers joining a iree, specify the same
exizrnal NTP fime source that the ree is
using, or specify the IP address of a
configured fime source in the free. A time
source in the free should be running fime
services for 15 minukes or more before
conneciing io i, or the fime synchronization
requesi for the installation fails.

If the fime source server is NefWare 5.0 or
earlier, you musl specify an alernake NTP
{ime source, or the fime sync hronization
request fails. For maore information, see the
OES 2 Planning and Implementation Guide.

Do Not Configure SLP

Do nol configure the Service Location
Protocol. SLP enables cliem applications o
dynamically discover services in TCF/IP
networks.

IMPORTANT: If the iree where you are
installing this server has or will have more
than three servers, you musl configure SLP.

Use Multicast to Access SLP

Sends S5LP request o muliple servers

using the Service Location General

Mullicast Address (224.0.1 22). All Service
Agent holding service information that :l

safisfies the request unicast the reply direcily |v I

eDirectory Configuration - NTP & SLP

MNetwork Time Projocol (NTP) Server

[ ] Use tocal clock

':" Do nol configure SLP

i- Use mullicasi o access SLP

l'--_‘] Configure SLP 40 use an exisling Direciory Ageni
'.':"' Configure as Direclory Agani

Service Location Prokcol Scopes

DEFALLT

Configured SLP Direciory Agents

Back | | Abort | et

5a Specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory requires that
all servers in a tree be time-synchronized. In a single-server scenario, you can specify the
local machine as the NTP provider.

5b Specify details to configure SLP:

5b1 If you do not want to configure the Service Location Protocol, select the Do not
configure SLP option.

5b2 Select the Use multicast to access SLP option to request SLP information using

multicast packet.

5b3 If you have more than three servers in your eDirectory tree, and you already have a
Directory Agent running, select the Configure SLP to use an existing Directory Agent

option.

5b4 Select the Configure as Directory Agent option if you already have a DA running.

5¢ Click Next.

6 Select the authentication service you want to install.
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Novell Modular A uthentication '+ | Novell Modular Authentication Service
Services

Choose the login methods that you want o
insall into eDireciory by selecling the
appropriak check boxes

If you wanito insiall all of he login methods
inio eDireciory. click Select All.

If you wani o clear all sslections, click
Deselect All.

IMPORTANT: The NMAS client software Select the NMAS Login Methods fo Install.
musi be insialled on each client worksiation
wihere you want 1o use the MMAS login
methods. The MMAS client software is
included with the Movell Client software. %] Challenge Respons

[%| DIGEST-MDS
CertMutual =

The Cerlificate Muiual login method |§! NDS
implement the Simple Authenfication and !!l Simple Password
Security Layer (SASL) EXTERMAL @ SASL GSSAPI
mechanism, which uses S55L cerlificates
provide client authentication 1o eDireciory
through LDAP | selctan | | Desslectall

[ certMutual

Challenge Response

The Challenge-Respanse login method
wiorks with the Ideniity Manager passwond
salf-service process. This method allows
either an adminisirator or a user o define a
password challenge question and a
response, which are saved in the password
policy. Then, when users forget their
passwords, they can reset their own
pas=words by providing the correct response
1o the challenge question. |:

=]

| Back | | Abon

6a Click Next.
7 Specity details to configure DSfW on eDirectory

7a Seclect the New Domain in an Existing Domain Services for Windows forest option. This
indicates that you are installing a new DSfW forest.
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"k YaST2@adc (on adc) - o x

Select the type of »/|| &, eDirectory Configuration - Domain Services for Windows
Domain Services for
Windows configuration
you want and specify
Domain Name Service
(DNS) information. Input
on these pages are not
case sensiive

Configuration:
Select one of the
following options:

Configuration:
New Domain Services . . )
for Windows Forest: () New Domain Services for Windows Forest

Creates a new Domain () New Domain in an Existing Domain Services for Windows Forest

Services for Windows (® New Domain Controller in an Existing Demain Services for Windows Domain
forest with a domain
and domain centroller.

DNS Name for New Domain
New Domain in an [
Existing Domain
Services for Windows
Forest: Creates a new Domain NetBIOS Name
domain in an existing [ ]
Domain Services for
windows forest

N ]

New Domain Controller
in an Existing Domain
Services for Windows ] Replicate the Configuration and Schema Paritions
Domain: Creates a new
domain controller in an
existing Domain
Services for Windows
domain.

DNS Name for New
Domain or Existing |~|
G

7b The configuration partition is forest-specific and by default the first domain controller of
every domain gets a replica. The subsequent domain gets the replica of this partition if you
select the Replicate schema and configuration Partitions option.

NOTE: We recommend that you select this option to replicate the schema and
configuration partition to the subsequent domain controller

8 Specify administrator name and forest root domain details
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‘When creafing 3 new domain coniraller,
specify the existing password for an existing the
Domain Services for Windows Adminisirator
accouni o allow this coniroller access io the
domain information.

Forest Root Domain

Specify the name of the forest root domain that
wou wanl oo create this domain or domain
coniroller in.

The forest root domain is the first domain in the
first frze of the Domain Services for Windows
forest. The forest rood has no parent, and il
provides the LDAP enfry point o Domain
Services for Windows.

Existing Domain Administrator Name
Mot the name and contexd of the Adminisiraior
account. This is the Administrator you are
entkring the password for. You will use this
accouniio log in 1o the Domain Services for
‘Windows domain.

Specify Administrator Password
Specify a password for the Adminisiraior
accountshown in the previous field.

8a Specify the name of the forest root domain in which you want to create the domain

controller.

eDirectory Configuration - Domain Services for Windows

Back |

Forest Rool Domain

I[dsfw.com

Ezxisling domain adminisirator name

l

Specify Adminisirator Password

[rer

8b Specify the password for the domain administrator.

8c Click Next.

9 Specify details to configure DNS.
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Get Context Information from Existing
DNS Server

If you are configuring DMS in an exisfing ree
where DMS is already configured and you
wiani o use the existing Locator and Group
object conkexts, you can salect the 'Gel contexd
infarmation from existing DMS sarver check
box and provide the [P of an NCP serer
hosting the existing DMS server and click
‘Refrieve’. This will feich the context of the
Locator and Group conkext. Make sure the
MCP zzrver hosting the exisling DMNS server is
running before hifing ‘Retrieve’.

If you do not wish 1o use exisling conexis, you
can provide those manually.

Novell DNS Services Locator Object
Context

Specify the context for the DNS Locator object
For example: ou=dns,o=novell

The Locator object contains global defaults,
DHCP options, and a listof all DNS and DHCP
sarvers, subnek, and zones in the free.

Novell DNS Services Group O bject
Context

Specify the context for the DNS Group object.
For example: ou=dns,o=novell

This object is used o grant DNS servers the
necessary rights to other data within the
elireciory free.

Novell DNS Services Configuration

—Common DMS Configuration Object Condext
[?Jl el context information from exisling DNS sarver

Existing Maovell DNS server address:

[122 162 108 7 |

Redfrieve |

Movell DMS Services Locator Object Context (e.g. ou=dns,o=novel )

!0u=OESSyslemObJectou=|ndla.o=asla |

Mewell DNS Services Group Object Context (2.9 ou=dns,o=navell):

iou=OESSysiemObje\:ls.ou=india.0=asia |

9a Ifyou already have an DNS server configured in your tree, select the Get context
information from existing DNS Server option and provide the IP address of an existing
DNS server and select Retrieve.

This will fetch the contexts of the existing Locator and Group objects.

If you do not wish to use the existing contexts, you can manually enter the details.
9b Specify the context of the DNS Locator object.
9¢ Specify the context of the DNS Group object.

10 After the installation is completed, the OES Configuration Summary page is displayed. Review
the settings made earlier. Click Next.
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To use the s2tiings as displayed, press Nesxt. Novell Open Enterprise Server Configuration

Change the values by clicking on the respective
headline or by using the Change... menu. O Skip Configuration

@ Use Following Configuration

LDAP Configuration for Open Enterprise Services

Configure is enabled

* LDAP Server Address: 164.00.102 22
* LDAP Server Address: 164.29.101.111

eDirectory
Configure is enabled

* Tree Mame: DSPW_IT

* Tree Type: exisfing

* Use eDirecory cerificates for HTTP services: yes

* Require TLS for Simple Binds with Password: yes

* Inslall SecreiSiore: yes

* Address of an exisling server: 164.99.102 22

* Configure Domain Services for Windows: yes

* Domain fype: Mew domain confroller in an exising domain

* DNS name for new domain: ilcom

* Configure this machine o be a primary DNS sarver: no

* Forest root domain: itcom

* Replicak Parifions: no

* Movell DNS Services Locator Object Context: ou=0E S SysiemObjects,o=novell
* Movell DNS Services Roof Server Info Context:

Maovell DNS Services Group Object Context: au=0ES SysemObject,o=novel |
Movell DNS Use Secure LDAP Port: no

11 This starts the DSfW installation.When the installation is complete, click Finish.

= YaST2@dsfw-de1

To use the sefiings as displayed, press Next Perform eDirectory Configuration

Change the values by clicking on the respective
headline or by using the Change... menu.

Configure the firewall for directory services
Perform fime synchronization

Configure and star the Service Location Projocol
Copy the MIC| Foundation Key file

Check for conflicling object in the direciory

Establish eDireciory on all siatic |P add resses

Tune eDireciory for OES sarvices

A S S S S O

Configure and siar eDireciory using "ndsconfig”

Configuring and starting eDirectory

This will ke a while..........

) Configure the MMAS login methods
- Configure Movell DMS

- Configure Domain Services for Windaows

Configure and siar eDirectory using "ndsconfig”

46%
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12

13

This completes the process of DSfW installation. But the server is not ready for use till you
complete configure DSfW and the supporting services through the process of provisioning.

Mot : Domain Services for Windows( 25FW) configuration is nod yel complete.
Launch the DEAW Provisioning Wizard in ¥aS5T 1o complete the configuration.

To start provisioning, do one of the following:
¢ From the terminal, run the /opt/novell/xad/sbin/provision dsfw.sh script.
¢ Launch YaST. The DSfW Provisioning Wizard is listed as an option.

To authenticate, enter the password of the current domain.

For more details on Provisioning, see “Provisioning Domain Services for Windows” on
page 105

The DSfW server is now ready for use. Verify that eDirectory and DSfW have been installed
and configured correctly by executing the instructions in Chapter 8, “Verifying DSfW
Installation,” on page 127.

6.2.2 Installing DSfW in a Name-Mapped Setup

*

*

*

“Installing a Forest Root Domain” on page 73
“Installing a Child Domain” on page 84

“Installing DSfW as a Subsequent Domain Controller in a Domain” on page 93

Installing a Forest Root Domain

Prerequisites: Before proceeding with this name-mapped installation, review Installation
Prerequisites for a Name-Mapped Setup

1

In the YaST install for OES from Software Selections page, select Novell Domain Services for
Windows pattern. Click Accept.

Ensure that Novell DNS is selected along with Novell Domain Services for Windows.

Pattern deployment provides patterns for different services. Selecting a pattern automatically
selects and installs its dependencies.

For information about the entire OES 2 Linux installation process, see the OES 2 SP2:
Installation Guide.

On the eDirectory configuration page in YaST, select the Existing Tree option. This indicates
that you are installing the server into an existing eDirectory tree:
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Choese whether b install inban exising |4 | eDirectory Configuration - New or Existing Tree
eDireciory ree or creake a new free.

New Tree

Creales a new free. Use this oplion if this is
the first s2rver 1o go into the free or if this
SErver requires a ssparake ree. Keep in
mind thatihis szrver will have the masker
replica for the new iree, and that users must
log into this new iree o access it resources

Existing Tree Mew or Exisling Tree
Incorporates this server into an exisfing
eDireciory free. This szrver might not have a o,
replica copied 1o it depending on the free |®) Existing Tree
configuration. See the eDirsciory B8
documentation for details.

() New Tree

eDireciory Tree Name

Tree Name DSFW—TREE

Specify the name of the eDireciory iree you
wiani o creak or the name of the free you
wantio ins&ll this ssver into. If you are %] Use eDireciory Ceriificates for HTTPS Services
crealing a new free, specify @ unigue iree
name.

(%] Require TLS for Simple Binds with Password
Use eDirectory Certificates for
HTTPS Services.

Most OES services thal provide HTTPS
conneclivity are configured by defauli fo use
the szlfsigned common server cerlificate
creaked by ¥aST. Selfsigned cerificakes
provide minimal sscurity and limited frust,
=0 you should consider using eDirectory
cerlificates inskead.

(%€ Install Secreisore

Selecting this option causes eDirecory o
auomatically back up the currently
ins&alled cerificake and key files and
replace them with files created by the |-V:!

[ Back | Abort | Mt |

[«]

2a Select Existing Tree and specify the name of the tree. For example, DSFW-TREE.

2b Sclect Use eDirectory certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

2c¢ Seclect the Require TLS for Simple Binds with Password option if you want to disallow
clear passwords and other data.

2d Select Install SecretStore if you want to eliminate the need to remember or synchronize all
the multiple passwords required for accessing password-protected applications.

2e Click Next to continue.

3 Specify information to access the existing eDirectory Tree.
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IP Address of an Existing et
eDirectory Server with a Replica
Specify the IP address of an exisiing
eDireciory s2rver that is par of the
eDireciory free you are installing this server
ini.

If you are insalling Domain Services for
‘Windows and you will b2 installing an
additional Domain Coniroller, ener IP
address of the existing domain controller.

Enter NCP Port on the Existing
Server

Specify the MCP port num ber of the existing
sarver. The defaull NCP por for most
eDireciory servers is 524,

Enter LDAP Port on the Existing
Server

Specify the LOAP por number of the
existing eDireciory sarver specified in the
prior field. The defaull LDAP por for most
eDireciory s=rvers is 328,

Enter Secure LDAP Port on the
Existing Server

Specify the sacure LDAP pord number of the
existing eDireciory server specified in the

prior field. The defauli secure LDAP port for

most eDireciory servers is 636

FDN of the tree administrator

Specify the Admin name and context of the
Admin user in the exising eDireciory iree
yiou are insialling this server info. This is the
fully distinguished name of the user abject |:
with adminisirative rights o eDireciory. |

>

eDirectory Configuration - Existing Tree Information

1P Address of an existing eDireciory server with a replica

[122.162.108.3

Enter NCP Porlaon the exisling server

|24

=)

Enter LDAP For on the exisling server

220

Enter Secure LDAP Por on the exising server

638

K

EDM of the free administrator (2.g9. cn=admin.o=novell)

|c n=administrator,cn=usars,dc=dsfw,dc=com

Admin Password

|...|

3a Specify the IP address of the Forest Root Domain.

3b Do not change the NCP Port, LDAP Port and Secure LDAP Port information.

3¢ Specify the tree admin credentials for the administrator to log into the eDirectory tree.

3d Click Next.
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4 Sclect the settings for the local server configuration:

Specify the configuration for the local server in- | eDirectory Configuration - Local Server Configuration
1he eDireciory free.

Server Context

The pareni context for the Domain Services for
‘Windows domain is shown for a new iree. This
walue is calculaked laker when joining an
exisling free.

Enter Directory Information Base (DIB) Heneronts)
Location |
Specify a location for the eDireciory databass.
The defauli path

is varioptnovellfeDireciory’dataidib, but you I.f\ra rfoptnovel lieDirectory/data/idib
can use this oplion 1o change the location if you
expect the number of object in your free o b
large and if the current file syslem does not
hawe sufficient space.

Direciory Information Base (DIB) Location

LDAP and Secure LDAP Ports |
The LOAP and secure LDAP porl numbers this
sarver will use o service LOAP requesk are

T

shown . | |
-

Enter iMonitor Port Enter iMonitor Porl

Specify the por this sarver will uss o provide |aoza l:']

access o the iMonitor application. iMonitor les X

wyou monitor and diagnose all servers in your Enfer Sectirai Moniir Part

eDireciory free from any locafion an your =1 -

network where a Web browsar is available. The |3030 H

default iMaonitor port is BO28.

Enter Secure iMonitor Port

Specify the sacure port this server will uss o

provide access 1o the iMonitor application. The

defaull secure iMonitor por is 8030,

| Back | | Abon | Nexd

4a Leave the location of the Directory Information Base (DIB) at the default setting.

4b Leave the iMonitor port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

4c Leave the Secure iMonitor Port settings at the defaults unless you need to change them to
avoid port conflicts with other services.

4d Click Next to continue.
5 Specify details for NTP and SLP.
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Network Time Protocol (NTP) Server |+ |
Specify the IP address or DMS hosiname of
an NTP sarver. For the first server in a tree,
we recommend specifying a reliable,
exiernal fime source, or you can spacify
Local Clock in the field 1o use the server
hardware clock.

For =ervers joining a iree, specify the same
exizrnal NTP fime source that the ree is
using, or specify the IP address of a
configured fime source in the free. A time
source in the free should be running fime
services for 15 minukes or more before
conneciing io i, or the fime synchronization
requesi for the installation fails.

If the fime source server is NefWare 5.0 or
earlier, you musl specify an alernake NTP
{ime source, or the fime sync hronization
request fails. For maore information, see the
OES 2 Planning and Implementation Guide.

Do Not Configure SLP

Do nol configure the Service Location
Protocol. SLP enables cliem applications o
dynamically discover services in TCF/IP
networks.

IMPORTANT: If the iree where you are
installing this server has or will have more
than three servers, you musl configure SLP.

Use Multicast to Access SLP

Sends S5LP request o muliple servers

using the Service Location General

Mullicast Address (224.0.1 22). All Service
Agent holding service information that :l

safisfies the request unicast the reply direcily |v I

eDirectory Configuration - NTP & SLP

MNetwork Time Projocol (NTP) Server

[ ] Use tocal clock

':" Do nol configure SLP

i- Use mullicasi o access SLP

l'--_‘] Configure SLP 40 use an exisling Direciory Ageni
'.':"' Configure as Direclory Agani

Service Location Prokcol Scopes

DEFALLT

Configured SLP Direciory Agents

Back | | Abort | et

5a Specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory requires that
all servers in a tree be time-synchronized. In a single-server scenario, you can specify the
local machine as the NTP provider.

5b Specify details to configure SLP:

5b1 If you do not want to configure the Service Location Protocol, select the Do not
configure SLP option.

5b2 Select the Use multicast to access SLP option to request SLP information using

multicast packet.

5b3 If you have more than three servers in your eDirectory tree, and you already have a
Directory Agent running, select the Configure SLP to use an existing Directory Agent

option.

5b4 Select the Configure as Directory Agent option if you already have a DA running.

5¢ Click Next.

6 Select the authentication service you want to install.
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Novell Modular Authentication
Services

Choose the login methods that you want o
insall into eDireciory by selecling the
appropriak check boxes

If you wanito insiall all of he login methods
inio eDireciory. click Select All.

If you wani o clear all sslections, click
Deselect All.

IMPORTANT: The NMAS clieni software
musi be insialled on each client worksiation
wihere you want 1o use the MMAS login
methods. The MMAS client software is
included with the Movell Clieni software.

CertMutual

The Cerlificate Muiual login method
implement the Simple Authenfication and
Security Layer (SASL) EXTERMAL
mechanism, which uses S55L cerlificates
provide client authentication 1o eDireciory
through LDAP

Challenge Response

The Challenge-Respanse login method
wiorks with the Ideniity Manager passwond
salf-service process. This method allows
either an adminisirator or a user o define a
password challenge question and a
response, which are saved in the password
policy. Then, when users forget their
passwords, they can reset their own
pas=words by providing the correct response
o the challenge question.

6a Click Next.

7 Specity details to configure DSfW on eDirectory.

Novell Modular Authentication Service

Select the NMAS Login Methods 1o Install

|Z| CeriMuiual

@ Challenge Response
[%| DIGEST-MDS

3] nDs

|Z| Simple Password
%] sasLGssAR

| selgran | | Desslectall

=a

78 OES 2 SP2: Domain Services for Windows Administration Guide




Select the fype of Domain Services for = |
‘Windows configuration you wantand
specify Domain Mame Service (DNS)
information. Inpuion these pages are not
case sensilive.

Configuration:
Select one of the following opfions:

MNew Domain Services for Windows
Forest: Creates a new Domain Services for
Windows forest with a domain and domain
confroller.

Mew Domain in an Existing Domain
Services for Windows Forest: Creaksa
new domain in an existing Domain
Services for Windows forest.

Mew Domain Controller in an Existing
Domain Services for Windows Domain:
Creates a new domain conraller in an
existing Domain Services for Windows
domain.

DNS Name for New Domain or
Existing Domain

Specify the DNS name for the new domain;
for example, ceniral example.com.

If you are installing & new domain
coniraller in an exisling domain, specify the
DMS name of the domain you are installing
this new coniraller into.

Domain NetBIOS Name
Specify @ NelBIOS name for the Domain
Services for Windows domain, or specify the | . |

MeBIOS name for the Domain Services for |:J

eDirectory Configuration - Domain Services for Windows

Configuration:

®) New Domain Services for Windows Foresi

2w Domain inan Exisling Domain Services for Windows Forest

[ Mew Domain Confroller in an Exising Domain Services for Windows Domain

LOMS Mame for Mew Domain

india.com

Comain MeBIOS Mame

IMDIA

7a Sclect the New Domain Services for Windows Forest option. This indicates that you are
installing a DSfW server in an existing forest.

7b The DNS Name for the New Domain is by default taken from the entry in the /etc/hosts
file. In case you need to change the domain name, make sure you follow the instructions in
“Domain Name is Correct” on page 33.

7c We recommend you to leave the NetBIOS name setting at the default, then click Next to

continue.

For more information, see Section 5.9, “Limitation with NETBIOS Names,” on page 40

7d Click Next to continue.
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8 Specify the password for the domain administrator in both fields, then click Next.

YaST2@india-dc

FDN Domain Admin Name with Context | eDirectory Configuration - New Domain Information
This is the name of the adminisirafive user for
ihe new Domain. This value cannol be
changed by the user.

Domain Admin Password

Specify the DS PW adminisirator's password .
This is the password of the user specified in the
prior field.

Verify Domain Admin Password
Retype the password 1o werify that you
previously typed the intended password.

EDM Domain Admin name with context (e.g. cn=Adminisirator,cn=Users,dc=provo,dc=novel L, dc=com)
Domain Admin Password

[... |
Merify Domain Admin Password

[ )

Back | Abor | Mext

9 Specify details to map the existing eDirectory container to the new domain.
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Usa this dialog o optionally mapthe new |« | eDirectory Configuration - Domain Services for Windows
domain o an exisling eDireclory container.

Map the New Domain to an Existing
eDirectory Container

If you wantio map the new domain oan
existing elireciory confainer, select this
option.

For example, if you wani o provision a
group of exisling eDireciory usars o have
access o dats on a Domain Services for
Windowes server, you could select that user
contginer o b2 mapped as the new domain.
This new domain will be available for thess Enger the FOM of the container that needs to be mapped as india.com (e.g. cu=domain,o=naovell)
eDireciory users o join o

!0u=|ndla.o=asla

Enter the FDN of the Container That
Needs to Be Mapped As (Domain
MName)

Specify the fully distinguished, typeful
name of the existing eDireciory container
1hat you wani o be mapped.

|| Migrate NKDC users 1o Domain Services for Windows domain

MEDC reslm name

Cnly O, OU, and containers derived from

LoginProperies can be mapped. Mapping

Couniry and Locality objects is not || Retain existing Movell Password Policies on Users
supparied

Migrate NKDC Users to Domain
Services for Windows Domain

Migrates users from an already exisling

Movell Kerbercs KDC (NKDC) realm 1o the I
overlapping Domain Services for Windows i
(DS} domain

NKDC realm name
An exisling Movell Kerberos KDC (MKDC)

Eack Abor | Nexi |

1¥)
1

9a Enter the Fully Qualified Domain Name of the existing eDirectory container that you want
to be mapped to the new domain.

NOTE: The container that is being mapped should be partitioned.

9b Select the Migrate NKDC users to Domain Services for Windows domain option if you
want to migrate the users from existing Novell KDC realm to DSfW domain. This
facilitates the migration of existing eDirectory users who are using Novell KDC to the
DSfW domain users keeping Novell KDC security identities (security principals and
policies) intact. After the migration, the existing eDirectory users continue to use their
own security settings in DSfW kerberos environment.

9¢ Specify the name of the NKDC realm from where you want to migrate the users to DSfW
domain.

9d If you select the Retain existing Novell Password Policies on Users option the password
policies assigned to the users within the container that is mapped to the new domain does
not change. However the password policies outside the partition boundary is not carried
forward. You need to create a fresh password policy assigned to the partition root. For
details on creating a fresh password policy, see Creating Password Policies (http://
www.novell.com/documentation/password _management/pwm_administration/data/
an4bun5.html)

10 Specify details to configure the DNS server.
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Novell DNS Services Configuration |+ Novell DNS Services Configuration
Usa this dialog 1o specify options for
configuring a DM S server that is inegrated
with eDireciory on this ssrver.

—Common DNE Configuration Object Conlexts
|:I Gedcontexd and prosy user information from exisling DNS server

Existing Maowvell DMS s2rver add ress:
Get Context and Proxy User |
Information from Existing DNS
Server

If you are configuring DNS inan exising
free where DNS is already configured and Mowell DMS Services Locator Objeci Contexd (2.9, ou=dns.o=naovel l}):
wou wani o use the the exisling Locator, Rood
Server Info, Group and Proxy User contexts,
yiou can s2lect the 'Gel contexd information
from existing DMS server check box and
provide the 1P of an NCP server hosiing the lou =0ES SysemObjeck,ou=india,.o=asia |
existing DNS server and click ‘Refrieve’.
This will feich the conkexts of the Locator, =

!ou=OESSysiemObjecls..ou=|ndia,o=asia |

Mowell DNS Services Rool Server Info Context (2.9, cu=dns,o=novell):

Mowell DNS Services Group Object Contexd (2.9, ou=dns,o=novell):

Root Server Info, Group and Proxy Lser iou=OESSyslemObjecls.ou=indla.0=asia |
conext. Make sure the NCP server hosting

the exisling DMS server is running before Prowy User for DNS Management (e.g. cn=myusar,o=navell}

hiting ‘Refrieve’, Ecn=d ns-admin,ou=0E S SysemObjeck,ou=india.o=asia |
If you do not wish 1o use exisling contexts, Specify Password for Proxy User

wou can provide those manually. |. |

Novell DNS Services Locator O bject
Context

Specify the contexd for the DMS Locator I‘ i
object

For example: ou=dns,o=novell

Werify Password for Prosy Usar

The Locator object contgins global defaults,
DHCP oplions, and a listof all DNS and
DHCP servers, subnek, and zones in the
free. (@) CASA

() Lecal file bassd format

—Credeniial Storage Location:

Novell DNS Services Root Server —

& — —
ISnfo Context _ |-v—i| [ Bk | | Abeni [ Nest |
pecifv the contexd for the DMS Services rool L= ) -

10a Specify the following information:

+ Specify the context of the DNS service locator object (for example,
ou=0ESSystemObjects,dc=dsfw, dc=com).

+ Specify the context of the DNS Root ServerInfo object (for example,
ou=0ESSystemObjects,dc=dsfw, dc=com).

+ Specify the context of the DNS group object (for example,
ou=0ESSystemObjects,dc=dsfw, dc=com).

10b Specify the fully distinguished, typeful name of the proxy user that will be used for DNS
Management. For example: cn=dns-admin, dc=dsfw, dc=com to authenticate to
eDirectory during runtime for accessing information for DNS. The user must have
eDirectory read, write, and browse rights under the specified context.

10c¢ Specify the password of the eDirectory user that you specified for accessing DNS.

10d Use Secure LDAP Port option is selected by default to ensure that the data transferred by
this service is secure and private. If you deselect this option, the data transferred is in clear
text format.

10e Specify the Credential Storage Location as CASA.
10f Click Next to continue.

11 After the installation is completed, the OES Configuration Summary page is displayed. Review
the settings made earlier. Click Next.
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To usz the s=tings as displayed, press Nesxt.

Change the values by clicking on the respective
headline or by using the Change... menu.

Novell Open Enterprise Server Configuration

O Skip Configuration
@ Use Following Configuration

Configure is enabled

eDirectory
Configure is enabled
* Tree Mame: DSPW_IT

* Tree Type: exisfing

* Inslall SecreiSiore: yes

* DNS name for new domain: ilcom

* Forest root domain: itcom

* Replicak Parifions: no
* Movell DNS Services Locator Object Context: ou=0E S SysiemObjects,o=novell
* Movell DNS Services Roof Server Info Context:

Maovell DNS Services Group Object Context: au=0ES SysemObject,o=novel | @

LDAP Configuration for Open Enterprise Services

* LDAP Server Address: 164.00.102 22
* LDAP Server Address: 164.29.101.111

* Use eDirecory cerificates for HTTP services: yes
* Require TLS for Simple Binds with Password: yes

* Address of an exisling server: 164.99.102 22
* Configure Domain Services for Windows: yes

* Domain fype: Mew domain confroller in an exising domain

* Configure this machine o be a primary DNS sarver: no

Movell DNS Use Secure LDAP Port: no

12 This starts the DSfW installation.When the installation is complete, click Finish.

=

To use the s=tings as displayed, press Next.

Change the values by clicking on the respective
headline or by using the Change... menu.

YaST2@dsfw-dc1

Perform eDirectory Configuration

Configure the firewall for directory services

Perform fime synchronization

Copy the MIC| Foundation Key file
Check for conflicling object in the direciory
Establish eDireciory on all siatic |P add resses

Tune eDireciory for OES sarvices

A S S S S O

Configure and star the Service Location Projocol

Configure and siar eDireciory using "ndsconfig”

Configuring and starting eDirectory

This will ke a while..........

) Configure the MMAS login methods
- Configure Movell DMS

- Configure Domain Services for Windaows

Configure and siar eDirectory using "ndsconfig”

46%
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This completes the process of DSfW installation. But the server is not ready for use till you
complete configure DSfW and the supporting services through the process of provisioning.

Mot : Domain Services for Windows( 25FW) configuration is nod yel complete.
Launch the DEAW Provisioning Wizard in ¥aS5T 1o complete the configuration.

13 To start provisioning, do one of the following:
¢ From the terminal, run the /opt/novell/xad/sbin/provision dsfw.sh script.
¢ Launch YaST. The DSfW Provisioning Wizard is listed as an option.
To authenticate, enter the password of the current domain and the tree admin.

For more details on Provisioning, see “Provisioning Domain Services for Windows” on
page 105

14 The DSfW server is now ready for use. Verify that eDirectory and DSfW have been installed
and configured correctly by executing the instructions in Chapter 8, “Verifying DSfW
Installation,” on page 127.

Installing a Child Domain

Prerequisites: Before proceeding with this name-mapped installation, review Installation
Prerequisites for a Name-Mapped Setup

1 In the YaST install for OES from Sofiware Selections page, select Novell Domain Services for
Windows pattern. Click Accept.
Ensure that Novell DNS is selected along with Novell Domain Services for Windows.

Pattern deployment provides patterns for different services. Selecting a pattern automatically
selects and installs its dependencies.

For information about the entire OES 2 Linux installation process, see the OES 2 SP2:
Installation Guide.

2 On the first eDirectory configuration page in YaST, select the Existing Tree option. This
indicates that you are installing the server into an existing eDirectory tree:
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eDirectory Configuration - New or Existing Tree

Chooes whether 1o install into an existing
eDireciory iree or creake a new res.

New Tree

Creakes a new free. Use this option if this is
1he first s2rver o go into the fres or if this
Server requires 3 separatke free. Keep in
mind thaithis szrver will have he masker
replica for the new ree, and thal usars must
log into this new free o access it resources.

Existing Tree

Incorporates this server into an existing
eDireciory free. This sarver might not have a
replica copied o il depending on the tree

=

Mew or Exisling Tres
() Mew Traa

. Exisling Tree

configuration. See the eDireciory B8

documentation for detils. =
eDireciory Tree Name

Tree Name

Specify the name of the eDirectory free you
wani o creak or the name of the free you
waniio install this sever info. If you are
creating a new iree, specify a unique free
name

|osFw-TrEE |

[%] Use eDirectory Cariificates for HTTPS Services

x Reguire TLS for Simple Binds with Password

Use eDirectory Certificates for
HTTPS Services

Most DES services thal provide HTTPS
conneclivity are configured by defaull o use
he szlfsigned common server cerificate
created by YaST. Selfsigned cerificakes
provide minimal sscurity and limited frusl
50 you should consider using eDireciony
cerlificates instead.

[%] Instll Secretsiore

Selecting this opfion causes eDireciory o

auiomalically back up the currenily |

installed cerlificate and key files and = | = r |
replace them with files created by the exd

3

2a Select Existing Tree and specify the name of the tree. For example, DSfW-TREE.

2b Sclect Use eDirectory certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

2c¢ Seclect the Require TLS for Simple Binds with Password option if you want to disallow
clear passwords and other data.

2d Select Install SecretStore if you want to eliminate the need to remember or synchronize all
the multiple passwords required for accessing password-protected applications.

2e Click Next to continue.
3 Specify the existing eDirectory configuration details.
3a Specify the IP address of the Forest Root domain.
3b Do not change the NCP Port, LDAP Port and Secure LDAP Port information.
3¢ Specify the existing tree admin credentials.
3d Click Next.
4 Specify the configuration for the local server in the eDirectory tree
4a Leave the location of the Directory Information Base (DIB) at the default setting.

4b Leave the iMonitor Port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

4c Leave the Secure iMonitor Port settings at the defaults unless you need to change them to
avoid port conflicts with other services.

4d Click Next to continue.
5 Specify details for NTP and SLP.

Installing Domain Services for Windows



86

Network Time Protocol (NTP) Server |+ |
Specify the IP address or DMS hosiname of
an MTP sarver. For the firsi server in a iree,
we recommend specifying a reliable,
exiernal fime source, or you can spacify
Local Clock in the field 1o use the server
hardware clock.

For =ervers joining a iree, specify the same
exizrnal NTP fime source that the ree is
using, or specify the IP address of a
configured fime source in the free. A time
source in the free should be running fime
services for 15 minukes or more before
conneciing io i, or the fime synchronization
requesi for the installation fails.

If the fime source server is NefWare 5.0 or
earlier, you musl specify an alernake NTP
{ime source, or the fime sync hronization
request fails. For maore information, see the
OES 2 Planning and Implementation Guide.

Do Not Configure SLP

Do nol configure the Service Location
Protocol. SLP enables cliem applications o
dynamically discover services in TCF/IP
networks.

IMPORTANT: If the iree where you are
installing this server has or will have more
than three servers, you musl configure SLP.

Use Multicast to Access SLP

Sends S5LP request o muliple servers
using the Service Location General
Mullicast Address (224.0.1 22). All Service
Agent holding service information that |:|

safisfies the request unicast the reply direcily |v I

eDirectory Configuration - NTP & SLP

MNetwork Time Projocol (NTP) Server

[ ] Use tocal clock

() Dona configure SLP

Use mullicasi o access SLP
[_) Configure SLP 1o use an exisling Direciory Ageni
() Canfigure as Direciory Agent

Service Location Prokcol Scopes

DEFALLT

Configured SLP Direciory Agents

|_ Abort | et

5a Specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory requires that
all servers in a tree be time-synchronized. In a single-server scenario, you can specify the
local machine as the NTP provider.

5b Specify details to configure SLP:

5b1 If you do not want to configure the Service Location Protocol, select the Do not
configure SLP option.

5b2 Select the Use multicast to access SLP option to request SLP information using
multicast packet.

5b3 If you have more than three servers in your eDirectory tree, and you already have a
Directory Agent running, select the Configure SLP to use an existing Directory Agent
option.

5b4 Select the Configure as Directory Agent option if you already have a DA running.
5¢ Click Next.
6 Select the authentication service you want to install.
6a Click Next.
7 Specify details to configure DSfW on eDirectory.
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Select the type of Domain Services for
Windows configurafion you waniand
specify Domain Mame Service (DMS)
information. Inpuion these pages are not
case sensilive.

Configuration:
Select one of the following opfions:

Mew Domain Services for Windows
Forest: Creates a new Domain Services for
‘Windows foresi with a domain and domain
coniroller.

Mew Domain in an Existing Domain
Services for Windows Forest: Creates a
new domain in an exisling Domain
Services for Windows foresi.

Mew Domain Controller in an Existing

Creales a new domain coniraller in an
existing Domain Services for Windows
domain.

DNS Name for New Domain or
Existing Domain

Specify the DMS name for the new domain;
for example, ceniral example.com.

If you are installing & new domain
coniroller in an existing domain, specify the
DMS name of the domain you are installing
this new coniraller into.

Domain NetBIOS Name
Specify a NelBIOS name for the Domain

Domain Services for Windews Domain: | |

Services for Windows domain, ar specify the i:l
MetBIOS name for the Domain Services for |:'|

eDirectory Configuration - Domain Services for Windows

Configuration:

L : Mew Domain Services for Windows Forest

|§ Mew Domain inan Existing Domain Services for Windows Forest

'_' Mew Domain Coniroller in an Existing Domain Services for Windows Domain

DMNS Name for New Domain

blr.india.com

Domain NelBIOS Mame

|BLR

|:| Configure this machine 1o be a primary DNS server

Abori |

7a Seclect the New Domain in an Existing Domain Services for Windows forest option. This
indicates that you setting up a new domain in an existing DSfW forest.

7b The DNS Name for the New Domain is by default taken from the entry in the /etc/hosts
file. In case you need to change the domain name, make sure you follow the instructions in
“Domain Name is Correct” on page 33.

7c We recommend you to leave the NetBIOS name setting at the default, then click Next to

continue.

For more information, see Section 5.9, “Limitation with NETBIOS Names,” on page 40

7d Click Next to continue.

8 Specify details to configure the DSfW server.

IMPORTANT: A DSfW domain can only be created in Organization (O), Organizational Unit
(OU) and Domain Component (DC) containers. Installing a name-mapped domain to map
Country and Locality containers is not supported. However, you can map O and OU under

these containers.
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Specify the infarmation required o create eDirectory Configuration - Domain Services for Windows

contexd for this server in the new domain in a
Domain Services for Windows forest.

Forest Root Domain

Specify the name of the forest root domain that
yiou wani o creak this domain or domain
confroller in

The farest rood domain is the first domain in the
first free of the Domain Services for Windows
forest The forest noot has no parent, and i
provides the LOAP eniry point o Domain
Services for Windows.

Parent Domain
Specify the name of the parent domain thai you Foresi Root Domain
waniio creak this domain in. =

|india.com |
The parenidomain is any domain superior io .
the domain being configured. Bareni Domain

Iindia.com I

| Back | | Abori | Mext

8a Specify the name of the Forest Root Domain in which you want to create the child
domain.

8b Specify the parent domain in which you want to create the child domain.
8c Click Next.

9 Specify the information needed to identify the child domain you are creating.
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Specify the information needed io identify the
new domain you are creafing.

IP Address of Parent Domain

S pecify the IP address of the domain that will
be the parent of the new domain you are
creafing.

LDAP Secure Port for the Parent
Domain Server

Mote the secure por for accessing LOAP
sarvices on the parent domain.

Parent Domain Adminstrator Name
Mot the name and contexd for the parent
domain adminisiraior that you are creating this
domain in.

Admin Password
Specify the password for the Administrator
accouniof the parentdomain.

New Domain Administrator Name

Mot the name and context of the Adminisirator
account. This is the Adminisirator you are
enkering the password for. You will use fhis
accounito log in fo the Domain Services for
Windows domain.

Specify Administrator Password
Specify a password for the Adminisirator
accouni shown in the previous field.

Verify Administrator Password
Retype the password 1o verify that you
previously typed the inended password.

eDirectory Configuration - Domain Services for Windows

1P Address of the Pareni Domain

|102.160.108.7 |

| 5

Pareni Domain Adminisirator Name

|cn=Adminis|rabr.cn=Users.dc=india.dc=com |

Enter Adminisirator Password

[ou |

Mew Domain Administrator Mame

Specify Administirator Password

|..... |

Werify Administrator Password

|.....| |

=
]

= =a

9a Specify the IP Address, name and context for the administrator of the parent domain.

9b Specify the password for the administrator of the new child domain. Retype the password

to verify it.
9c¢ Click Next.

10 Specify the information to map the new domain to an existing eDirectory container
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Usza this dialog 1o oplionally map the new
domain o an exisling eDireclory container.

Map the New Domain to an Existing
eDirectory Container

If you wantio map the new domain oan
existing elireciory confainer, select this
option.

For example. if you wani o provision a
group of exisling eDireciory usars o have
access o dats on a Domain Services for
Windowes server, you could select that user
container o be mapped as the new domain.
This new domain will be available for these
eDireciory users o join o

Enter the FDN of the Container That
Needs to Be Mapped As (Domain
MName)

Specify the fully distinguished, typeful
name of the existing eDireciory container
1hat you wani o be mapped.

Cnly O, OU, and containers derived from
LoginPraperies can be mapped. Mapping
Couniry and Locality objects is not
supparied

Migrate NKDC Users to Domain
Services for Windows Domain
Migrates users from an already exisling
Movell Kerbercs KDC (NKDC) realm 1o the
overlapping Domain Services for Windows
(DS} domain

NKDC reailm name
An exisling Movell Kerberos KDC (MKDC)

|a

- eDirectory Configuration - Domain Services for Windows

-

|:_-| Map the new domain o an exisling eDireciory Conlginer

Enger the FON of the container that needs 1o be mapped as america. dsfw.com (2.g. ou=domain,o=novel )

MEDC realm name

| Back | Abor

10a If you want to map the new domain to an existing eDirectory container, select the Map the
New Domain to an Existing eDirectory Container option.

10b Specify the fully distinguished typeful name of the existing eDirectory container

10c Specify the name of the realm where you have existing Kerberos users.

10d If you select the Retain existing Novell Password Policies on Users option the password
policies assigned to the users within the container that is mapped to the new domain does
not change. However the password policies outside the partition boundary is not carried
forward. You need to create a fresh password policy assigned to the partition root. For
details, see Creating Password Policies (http://www.novell.com/documentation/
password management/pwm_administration/data/an4bun5.html)

10e Click Next.

11 Specify details to configure DNS

90 OES 2 SP2: Domain Services for Windows Administration Guide


http://www.novell.com/documentation/password_management/pwm_administration/data/an4bun5.html

Get Context Information from Existing
DNS Server

If you are configuring DMS in an exisfing ree
where DMS is already configured and you
wiani o use the existing Locator and Group
object conkexts, you can salect the 'Gel contexd
infarmation from existing DMS sarver check
box and provide the [P of an NCP serer
hosting the existing DMS server and click
‘Refrieve’. This will feich the context of the
Locator and Group conkext. Make sure the
MCP zzrver hosting the exisling DMNS server is
running before hifing ‘Retrieve’.

If you do not wish 1o use exisling conexis, you
can provide those manually.

Novell DNS Services Locator Object
Context

Specify the context for the DNS Locator object
For example: ou=dns,o=novell

The Locator object contains global defaults,
DHCP options, and a listof all DNS and DHCP
sarvers, subnek, and zones in the free.

Novell DNS Services Group O bject
Context

Specify the context for the DNS Group object.
For example: ou=dns,o=novell

This object is used o grant DNS servers the
necessary rights to other data within the
elireciory free.

Novell DNS Services Configuration

—Common DMS Configuration Object Condext
[?Jl Gel contexd information from existing DNS s2rver
Existing Maovell DNS server address:

[122 162 108 7 |

Redfrieve |

Movell DMS Services Locator Object Context (e.g. ou=dns,o=novel )

!0u=OESSyslemObJectou=|ndla.o=asla |

Mewell DNS Services Group Object Context (2.9 ou=dns,o=navell):

iou=OESSysiemObje\:ls.ou=india.0=asia |

11a If you already have an DNS server configured in your tree, select the Get context
information from existing DNS Server option and provide the IP address of an existing
DNS server and select Retrieve.

This will fetch the contexts of the existing Locator and Group objects.

If you do not wish to use the existing contexts, you can manually enter the details.
11b Specify the context of the DNS Locator object.
11¢ Specify the context of the DNS Group object.

12 After the installation is completed, the OES Configuration Summary page is displayed. Review
the settings made earlier. Click Next.
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To use the s2tiings as displayed, press Nesxt. Novell Open Enterprise Server Configuration

Change the values by clicking on the respective
headline or by using the Change... menu. O Skip Configuration

@ Use Following Configuration

LDAP Configuration for Open Enterprise Services

Configure is enabled

* LDAP Server Address: 164.00.102 22
* LDAP Server Address: 164.29.101.111

eDirectory
Configure is enabled

* Tree Mame: DSPW_IT

* Tree Type: exisfing

* Use eDirecory cerificates for HTTP services: yes

* Require TLS for Simple Binds with Password: yes

* Inslall SecreiSiore: yes

* Address of an exisling server: 164.99.102 22

* Configure Domain Services for Windows: yes

* Domain fype: Mew domain confroller in an exising domain

* DNS name for new domain: ilcom

* Configure this machine o be a primary DNS sarver: no

* Forest root domain: itcom

* Replicak Parifions: no

* Movell DNS Services Locator Object Context: ou=0E S SysiemObjects,o=novell
* Movell DNS Services Roof Server Info Context:

Maovell DNS Services Group Object Context: au=0ES SysemObject,o=novel |
Movell DNS Use Secure LDAP Port: no

13 This starts the DSfW installation.When the installation is complete, click Finish.

= YaST2@dsfw-de1

To use the sefiings as displayed, press Next Perform eDirectory Configuration

Change the values by clicking on the respective
headline or by using the Change... menu.

Configure the firewall for directory services
Perform fime synchronization

Configure and star the Service Location Projocol
Copy the MIC| Foundation Key file

Check for conflicling object in the direciory

Establish eDireciory on all siatic |P add resses

Tune eDireciory for OES sarvices

A S S S S O

Configure and siar eDireciory using "ndsconfig”

Configuring and starting eDirectory

This will ke a while..........

) Configure the MMAS login methods
- Configure Movell DMS

- Configure Domain Services for Windaows

Configure and siar eDirectory using "ndsconfig”

46%
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This completes the process of DSfW installation. But the server is not ready for use till you
complete configure DSfW and the supporting services through the process of provisioning.

Mot : Domain Services for Windows( 25FW) configuration is nod yel complete.
Launch the DEAW Provisioning Wizard in ¥aS5T 1o complete the configuration.

14 To start provisioning, do one of the following:
¢ From the terminal, run the /opt/novell/xad/sbin/provision dsfw.sh script.
¢ Launch YaST. The DSfW Provisioning Wizard is listed as an option.

To authenticate, enter the password of the current domain, the parent domain, and the tree/
container admin.

For more details on Provisioning, see “Provisioning Domain Services for Windows” on
page 105

15 The DSfW server is now ready for use. Verify that eDirectory and DSfW have been installed
and configured correctly by executing the instructions in Chapter 8, “Verifying DSfW
Installation,” on page 127.

Installing DSfW as a Subsequent Domain Controller in a Domain

Prerequisites: Before proceeding with this non-name-mapped installation, review Installation
Prerequisites For a Non-Name-Mapped Setup

1 In the YaST install for OES from Sofiware Selections page, select Novell Domain Services for
Windows pattern. Click Accept.
Ensure that Novell DNS is selected along with Novell Domain Services for Windows.

Pattern deployment provides patterns for different services. Selecting a pattern automatically
selects and installs its dependencies.

For information about the entire OES 2 Linux installation process, see the OES 2 SP2:
Installation Guide.

2 On the first eDirectory configuration page in YaST, select the Existing Tree option. This
indicates that you are installing the server into an existing eDirectory tree:
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Choose whether = instsll inban exising |+ | aDirectory Configuration - New or Existing Tree
eDireciory iree or create a new iree.

New Tree

Creakes a new free. Uss this oplion if this is
the first =2rver 1o go inio the free or if this
sarver requires a separatke free. Keepin
mind thai this szrver will have the maser
replica for the new iree, and that users must
log inko this new free o access its resources

Existing Tree Mew or Exisling Tree
Incorporates this sereer info an exisfing
eDlirectory free. This server might nol have a =,
replica copied 1o it depending on the ires |®) Existing Tree
configuration. See the eDireciory 8.8
documeniafion for details.

() New Tree

eDireciory Tree Mame

Tree Name |osFw_TREE |
Specify the name of the eDireciory free you
wiani o creake or the name of the fres you
wiani o insiall this sever into. If you are Ig} Us== eDireciory Cerlificates for HTTPS Services
crealing a new free, spacify a unique free
name.

[%| Reguire TLS for Simple Binds with Password
Use eDirectory Certificates for
HTTPS Services

Most DES services thal provide HTTPS
conneclivity are configured by defaull io use
the szlfsigned common server cerificate
created by ¥aST. Selfsigned cerificatkes
provide minimal sscurity and limited frust,
50 you should consider using eDireciory
cerlificates insiead.

(%] Install Secreisiore

Selecting this opfion causes eDireciory o

aulomatically back up the currenily I_'
installed cerificate and key files and el | T ST (T
replace them with files created by the |_-"t! | Lock A | —ﬂe;n |

2a Sclect Existing Tree and specify the name of the tree. For example, DSfW-TREE.

2b Select Use eDirectory certificates for HTTPS Services if you want your OES services that
provide HTTPS connectivity to use the more secure eDirectory certificates instead of the
self-signed certificates created by YaST.

2c¢ Select the Require TLS for Simple Binds with Password option if you want to disallow
clear passwords and other data.

2d Select Install SecretStore if you want to eliminate the need to remember or synchronize all
the multiple passwords required for accessing password-protected applications.

2e Click Next to continue.

3 Specify information to access the existing eDirectory Tree.
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IP Address of an Existing + | eDirectory Configuration - Existing Tree Information
eDirectory Server with a Replica
Specify the IP address of an exisiing
eDireciory s2rver that is par of the

eDireciory free you are installing this server
ini.

If you are insalling Domain Services for
‘Windows and you will b2 installing an

additional Domain Coniroller, enter 1P 1P Address of an exisling eDireciory ssrver with & replica
address of the existing domain controller.

[122.162.108.3 |
Enter NCP Port on the Existing Enter MCP Porlen the exisling server
Server =
=0 =

Specify the MCP port num ber of the existing
sarver. The defaull NCP por for most
eDireciory servers is 524,

Enter LDAP For on the exisling server
Y
ED =

Enter Secure LDAP Por on the exising server

Enter LDAP Port on the Existing
Server

Specify the LOAP por number of the |535 I-e-{
existing eDireciory sarver specified in the
prior field. The defaull LDAP por for most
eDireciory servers is 328, EDM of the free administrator (2.g9. cn=admin.o=novell)

Enter Secure LDAP Port on the Icn=adminis!rabr.cn=usiers.dc=dsfw,dc=com |
Existing Server

Specify the sacure LDAP pord number of the
existing eDireciory server specified in the I‘ “| I
prior field. The defauli secure LDAP port for
miost e Direciony servers is 636, i

Admin Password

FDN of the tree administrator

Specify the Admin name and context of the
Admin user in the exising eDireciory iree
yiou are insialling this server info. This is the
fully distinguished name of the user abject |—

with adminisirative rights o eDireciory. |:| | Back | | Abort Mexi

3a Specify the IP Address of the Forest Root domain.

3b Do not change the NCP Port, LDAP Port and Secure LDAP Port information.

3¢ Specify the tree admin credentials for the administrator to log into the eDirectory tree.
3d Click Next.

4 Specify the configuration for the local server in the eDirectory tree
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S pecify the configuration for the local server in
1he eDireciory free.

Server Context

The pareni contexd for the Domain Services for
‘Windows domain is shown for & new iree. This
value is calculated later when joining an
axisting iree.

Enter Directory Information Base (DIB)
Location

Specify a location for the eDireciory databases.
The defauli path

is fvarioptnovellfeDireciory’data/dib, but you
can usa this option 1o change the location if you
expact the number of objeck in your free o be
large and if the current file syslem does not
hawve sufficient space.

LDAP and Secure LDAP Ports

The LOAP and secure LDAP porl numbsers this
server will use o service LDAP request are
shown .

Enter iMonitor Port

Specify the port this server will uss 1o provide
access 1o the iMonitor application. iMonitor let
you monitor and diagnose all servers in your
eDireciory free from any location on your
netwark where a Web browser is available. The
defaull iMonitor por is B0Z8.

Enter Secure iMonitor Port

Specify the secure port this server will uss 1o
provide access 1o the iMonitor application. The
defaulisecure iMonitor port is 2030,

eDirectory Configuration - Local Server Configuration

Server Conlexi

Direciory Information Base (DIB) Location

I.f\ra rfopt novel lieDirectorydataidib

T

Enter iMaoniior Porl

L L3

A

[poze

Enter Secure iMonitor Por

s

|e030

| Abor | Mext

4a Leave the location of the Directory Information Base (DIB) at the default setting.

4b Leave the iMonitor Port settings at the defaults unless you need to change them to avoid
port conflicts with other services.

4c Leave the Secure iMonitor Port settings at the defaults unless you need to change them to

avoid port conflicts with other services.
4d Click Next to continue.
5 Specity details for NTP and SLP.
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Network Time Protocol (NTP) Server |+ |
Specify the IP address or DMS hosiname of
an NTP sarver. For the first server in a tree,
we recommend specifying a reliable,
exiernal fime source, or you can spacify
Local Clock in the field 1o use the server
hardware clock.

For =ervers joining a iree, specify the same
exizrnal NTP fime source that the ree is
using, or specify the IP address of a
configured fime source in the free. A time
source in the free should be running fime
services for 15 minukes or more before
conneciing io i, or the fime synchronization
requesi for the installation fails.

If the fime source server is NefWare 5.0 or
earlier, you musl specify an alernake NTP
{ime source, or the fime sync hronization
request fails. For maore information, see the
OES 2 Planning and Implementation Guide.

Do Not Configure SLP

Do nol configure the Service Location
Protocol. SLP enables cliem applications o
dynamically discover services in TCF/IP
networks.

IMPORTANT: If the iree where you are
installing this server has or will have more
than three servers, you musl configure SLP.

Use Multicast to Access SLP

Sends S5LP request o muliple servers

using the Service Location General

Mullicast Address (224.0.1 22). All Service
Agent holding service information that :l

safisfies the request unicast the reply direcily |v I

eDirectory Configuration - NTP & SLP

MNetwork Time Projocol (NTP) Server

[ ] Use tocal clock

':" Do nol configure SLP

i- Use mullicasi o access SLP

l'--_‘] Configure SLP 40 use an exisling Direciory Ageni
'.':"' Configure as Direclory Agani

Service Location Prokcol Scopes

DEFALLT

Configured SLP Direciory Agents

Back | | Abort | et

5a Specify a reliable Network Time Protocol (NTP) provider. Novell eDirectory requires that
all servers in a tree be time-synchronized. In a single-server scenario, you can specify the
local machine as the NTP provider.

5b Specify details to configure SLP:

5b1 If you do not want to configure the Service Location Protocol, select the Do not
configure SLP option.

5b2 Select the Use multicast to access SLP option to request SLP information using

multicast packet.

5b3 If you have more than three servers in your eDirectory tree, and you already have a
Directory Agent running, select the Configure SLP to use an existing Directory Agent

option.

5b4 Select the Configure as Directory Agent option if you already have a DA running.

5¢ Click Next.

6 Select the authentication service you want to install.
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Novell Modular A uthentication '+ | Novell Modular Authentication Service
Services

Choose the login methods that you want o
insall into eDireciory by selecling the
appropriak check boxes

If you wanito insiall all of he login methods
inio eDireciory. click Select All.

If you wani o clear all sslections, click

Deselect All.
IMPORTANT: The NMAS clieni software Selectthe NMAS Login Methods o Install.
musl ke installed on each client worksiafion
wihere you want 1o use the MMAS login I~
methads. The NMAS clisni software is 136/ S2 MU
included with the Novel| Client software. [%] Challenge Response
[%| DIGEST-MDS
CertMutual |Z! NDS

The Cerlificate Muiual login method
implement the Simple Authenfication and
Security Layer (SASL) EXTERMAL @ SASL GSSAPI
mechanism, which uses S55L cerlificates
provide client authentication 1o eDireciory
through LDAP | selctan | | Desslectall

[ simple Pazssword

Challenge Response

The Challenge-Respanse login method
wiorks with the Ideniity Manager passwond
salf-service process. This method allows
either an adminisirator or a user o define a
password challenge question and a
response, which are saved in the password
policy. Then, when users forget their
passwords, they can reset their own
pas=words by providing the correct response
1o the challenge question. |:

=]

| Back | | Abon

6a Click Next.
7 Specity details to configure DSfW on eDirectory

7a Seclect the New Domain in an Existing Domain Services for Windows forest option. This
indicates that you are installing DSfW in an existing eDirectory tree.
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"k YaST2@adc (on adc) - o x

Select the type of »/|| &, eDirectory Configuration - Domain Services for Windows
Domain Services for
Windows configuration
you want and specify
Domain Name Service
(DNS) information. Input
on these pages are not
case sensiive

Configuration:
Select one of the
following options:

Configuration:
New Domain Services . . )
for Windows Forest: () New Domain Services for Windows Forest

Creates a new Domain () New Domain in an Existing Domain Services for Windows Forest

Services for Windows (® New Domain Controller in an Existing Demain Services for Windows Domain
forest with a domain
and domain centroller.

DNS Name for New Domain
New Domain in an [
Existing Domain
Services for Windows
Forest: Creates a new Domain NetBIOS Name
domain in an existing [ ]
Domain Services for
windows forest

N ]

New Domain Controller
in an Existing Domain
Services for Windows ] Replicate the Configuration and Schema Paritions
Domain: Creates a new
domain controller in an
existing Domain
Services for Windows
domain.

DNS Name for New
Domain or Existing |~|
G

7b The configuration partition is forest-specific and by default the first domain controller of
every domain gets a replica. The subsequent domain gets the replica of this partition if you
select the Replicate schema and configuration Partitions option.

NOTE: We recommend that you select this option to replicate the schema and
configuration partition to the subsequent domain controller

8 Specify administrator name and forest root domain details
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‘When creafing 3 new domain coniraller,
specify the existing password for an existing the
Domain Services for Windows Adminisirator
accouni o allow this coniroller access io the
domain information.

Forest Root Domain

Specify the name of the forest root domain that
wou wanl oo create this domain or domain
coniroller in.

The forest root domain is the first domain in the
first frze of the Domain Services for Windows
forest. The forest rood has no parent, and il
provides the LDAP enfry point o Domain
Services for Windows.

Existing Domain Administrator Name
Mot the name and contexd of the Adminisiraior
account. This is the Administrator you are
entkring the password for. You will use this
accouniio log in 1o the Domain Services for
‘Windows domain.

Specify Administrator Password
Specify a password for the Adminisiraior
accountshown in the previous field.

8a Specify the name of the forest root domain in which you want to create the domain

controller.

eDirectory Configuration - Domain Services for Windows

Back |

Forest Rool Domain

I[dsfw.com

Ezxisling domain adminisirator name

l

Specify Adminisirator Password

[rer

8b Specify the password for the domain administrator.

8c Click Next.

9 Specify details to configure DNS.

100 OES 2 SP2: Domain Services for Windows Administration Guide

E=n




Get Context Information from Existing
DNS Server

If you are configuring DMS in an exisfing ree
where DMS is already configured and you
wiani o use the existing Locator and Group
object conkexts, you can salect the 'Gel contexd
infarmation from existing DMS sarver check
box and provide the [P of an NCP serer
hosting the existing DMS server and click
‘Refrieve’. This will feich the context of the
Locator and Group conkext. Make sure the
MCP zzrver hosting the exisling DMNS server is
running before hifing ‘Retrieve’.

If you do not wish 1o use exisling conexis, you
can provide those manually.

Novell DNS Services Locator Object
Context

Specify the context for the DNS Locator object
For example: ou=dns,o=novell

The Locator object contains global defaults,
DHCP options, and a listof all DNS and DHCP
sarvers, subnek, and zones in the free.

Novell DNS Services Group O bject
Context

Specify the context for the DNS Group object.
For example: ou=dns,o=novell

This object is used o grant DNS servers the
necessary rights to other data within the
elireciory free.

Novell DNS Services Configuration

—Common DMS Configuration Object Condext
[?Jl el context information from exisling DNS sarver

Existing Maovell DNS server address:

[122 162 108 7 |

Redfrieve |

Movell DMS Services Locator Object Context (e.g. ou=dns,o=novel )

!0u=OESSyslemObJectou=|ndla.o=asla |

Mewell DNS Services Group Object Context (2.9 ou=dns,o=navell):

iou=OESSysiemObje\:ls.ou=india.0=asia |

9a Ifyou already have an DNS server configured in your tree, select the Get context
information from existing DNS Server option and provide the IP address of an existing
DNS server and select Retrieve.

This will fetch the contexts of the existing Locator and Group objects.

If you do not wish to use the existing contexts, you can manually enter the details.
9b Specify the context of the DNS Locator object.
9¢ Specify the context of the DNS Group object.

10 After the installation is completed, the OES Configuration Summary page is displayed. Review
the settings made earlier. Click Next.
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To use the s2tiings as displayed, press Nesxt. Novell Open Enterprise Server Configuration

Change the values by clicking on the respective
headline or by using the Change... menu. O Skip Configuration

@ Use Following Configuration

LDAP Configuration for Open Enterprise Services

Configure is enabled

* LDAP Server Address: 164.00.102 22
* LDAP Server Address: 164.29.101.111

eDirectory
Configure is enabled

* Tree Mame: DSPW_IT

* Tree Type: exisfing

* Use eDirecory cerificates for HTTP services: yes

* Require TLS for Simple Binds with Password: yes

* Inslall SecreiSiore: yes

* Address of an exisling server: 164.99.102 22

* Configure Domain Services for Windows: yes

* Domain fype: Mew domain confroller in an exising domain

* DNS name for new domain: ilcom

* Configure this machine o be a primary DNS sarver: no

* Forest root domain: itcom

* Replicak Parifions: no

* Movell DNS Services Locator Object Context: ou=0E S SysiemObjects,o=novell
* Movell DNS Services Roof Server Info Context:

Maovell DNS Services Group Object Context: au=0ES SysemObject,o=novel |
Movell DNS Use Secure LDAP Port: no

11 This starts the DSfW installation.When the installation is complete, click Finish.

= YaST2@dsfw-de1

To use the sefiings as displayed, press Next Perform eDirectory Configuration

Change the values by clicking on the respective
headline or by using the Change... menu.

Configure the firewall for directory services
Perform fime synchronization

Configure and star the Service Location Projocol
Copy the MIC| Foundation Key file

Check for conflicling object in the direciory

Establish eDireciory on all siatic |P add resses

Tune eDireciory for OES sarvices

A S S S S O

Configure and siar eDireciory using "ndsconfig”

Configuring and starting eDirectory

This will ke a while..........

) Configure the MMAS login methods
- Configure Movell DMS

- Configure Domain Services for Windaows

Configure and siar eDirectory using "ndsconfig”

46%
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This completes the process of DSfW installation. But the server is not ready for use till you
complete configure DSfW and the supporting services through the process of provisioning.

Mot : Domain Services for Windows( 25FW) configuration is nod yel complete.
Launch the DEAW Provisioning Wizard in ¥aS5T 1o complete the configuration.

12 To start provisioning, do one of the following:
¢ From the terminal, run the /opt/novell/xad/sbin/provision dsfw.sh script.
¢ Launch YaST. The DSfW Provisioning Wizard is listed as an option.
To authenticate, enter the password of the current domain.

For more details on Provisioning, see “Provisioning Domain Services for Windows” on
page 105

13 The DSfW server is now ready for use. Verify that eDirectory and DSfW have been installed
and configured correctly by executing the instructions in Chapter 8, “Verifying DSfW
Installation,” on page 127.

6.3 Using a Container Admin to Install and
Configure DSfW

For this procedure, assume that you want to configure DSfW in an existing tree with
o=novell,ou=india.o=novell and ou=blr.ou=india.o=novell as root partitions.

The replica looks like:

o=novell
cn=srvl.o=novell (M),
cn=srv2,ou=india, o=novell (RW)

ou=india.o=novell

cn=srv2,ou=india, o=novell (M)
ou=blr.ou=india.o=novell
cn=srv3.ou=blr.ou=india.o=novell (M)

Pre-Requisites:
¢ To install DSfW in partition ou=india, o=novell, it must be mapped to
dc=india, dc=novell, dc=com.

* You must have at least one eDirectory 8.8 SP2 and above server in the tree that holds a writable
replica of the root partition.The root partition should be present on the server which is holding
the name-mapped container. This is required for creating partitions and moving replicas around
during DSfW configuration

To configure a container admin:

1 Create a container in an already existing tree.
eg:ou=india.o=novell

2 Install or configure a server under this container.
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eg:cn=SRV2.ou=india.o=novell

3 Create a user cn=localadmin under the container eg:ou=india.o=novell, and ensure the
following pre-requisites are met:

¢ The container must be partitioned (before or after installing the server) by using the admin
for the tree.

+ A replica of the partition must exist on cn=SRV2.ou=india.o=novell only.

The container admin does not have complete rights on the partition. If this replica exists
on other servers, the admin can add a replica, but cannot remove it from other servers.

4 Assign the following rights to the container admin:

O Supervisor rights on this partition.

O Supervisor rights (inherited) for the entry rights to the security container.
O Read and Write permission for the DNS locator and DNS group object.
a

Read and Write permission for the DNS server object if the DNS server is located in other
domain.

(W

Supervisor rights (inheritable) on the ou=0ESSystemObjects container holding the NCP
Server object of the forest root domain, while installing an subsequent domain or an
subsequent domain controller as a container admin.

For example, ou=0ESSystemObjects, dc=parent, dc=com where dc=parent, dc=com
is the forest root domain.

The container admin needs supervisor rights on the configuration partition to create an
subsequent domain or an subsequent domain controller.

For more information on installing a secondary server into an existing tree as a non-
administrator user, refer to the eDirectory 8.8 Installation Guide (http://www.novell.com/
documentation/edir88/edirin88/index.html?page=/documentation/edir88/edirin88/data/
a7ivenh.html).

5 Use the tree admin to extend the schema for DSfW:

5a On an existing OES 2 Linux server, run the Novell Schema tool found in YaST > Open
Enterprise Server > Novell Schema Tool and enter the IP address of the eDirectory 8.8
SP5 server with a writable replica of the root.

5b Specify the tree admin’s password and click Next.

5¢ Select Novell Linux User Management (LUM), Novell DNS, Novell Domain Services for
Windows, Novell Directory Services and Novell NMAS.

It is not necessary to select any of the other items in the list. Wait for the schema changes
to be synchronized across the tree before proceeding with the installation of the first
DStW server.

NOTE: You can use OES schema tool or iManager to extend the schema.

6 Configure Novell DSfW using YaST with the container admin credentials.

For information on installing and configuring Novell® DNS service, refer to “Understanding
DNS and DHCP Services” in the OES 2 SP2: Novell DNS/DHCP Administration Guide for
Linux.
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Provisioning Domain Services for
Windows

This section describes the process of provisioning and describes how you can use the Domain
Services for Windows (DSfW) Provisioning Wizard to configure DSfW and the supporting services
on top of eDirectory™.

*

*

Section 7.1, “What s Provisioning?,” on page 105

Section 7.2, “Features and Capabilities of the Provisioning Wizard,” on page 105
Section 7.3, “Provisioning Wizard Interface,” on page 106

Section 7.4, “Using the Wizard to Provision the DSfW Server,” on page 108
Section 7.5, “Provisioning Tasks,” on page 109

Section 7.6, “Provisioning Tasks for Name-Mapped and Non-Name-Mapped Scenarios,” on
page 113

Section 7.7, “Logging,” on page 116
Section 7.8, “Troubleshooting,” on page 117

Section 7.9, “Executing Provisioning Tasks Manually,” on page 125

7.1 What Is Provisioning?

After you have installed DSfW, you need to configure DSfW and the supporting services to make
the DSfW server ready for use. Provisioning is the process of configuring the services on a DSfW
server. It is made up of a series of logical steps that execute in a predetermined order to complete the
DSfW installation.

The configuration details provided during DSfW installation serve as input for the Provisioning
Wizard. The tasks to be executed for provisioning vary with the scenario in which DSfW has been
installed.

7.2 Features and Capabilities of the Provisioning
Wizard

The Provisioning Wizard makes it easy to configure services on DSfW.

*

Dynamic Task list : As explained in What Is Provisioning?, the tasks displayed during the
provisioning process vary with the scenario in which DSfW has been installed. When you
launch the Provisioning Wizard, you see only those tasks that are essential to provision the
DSfW server in a specific scenario.

Resuming Tasks : The Provisioning Wizard stores the status and details of the tasks being
performed in the /etc/opt/novell/xad/provisioning.xml file. If you close the wizard
window or cancel a task during provisioning, the next time you launch provisioning, the task
resumes from the point it was stopped.
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¢ Precheck and Post check : The Provisioning Wizard is made up of pluggable scripts that
contain set of instructions to validate the state of the system after a provisioning task is
completed and before the start of the next provisioning task.

Each task has a corresponding script located in the /opt/novell/xad/lib/perl/Install
folder. These scripts contain pre-operation and post-operation pluggable subroutines that take
care of the validation process. The precheck ensures that the all the pre-requisites are met for
execution of the task and the post-check ensures that the task is finished before moving on to
the next task.

¢ Skipping Tasks: If you choose not to execute a particular task from the Provisioning Wizard,
you can choose to skip that task and later execute the task manually from the console. The
logging feature is available only for tasks performed through the Provisioning Wizard. If you
execute tasks manually by using the process in Executing Provisioning Tasks Manually, the
task execution details are logged in the /var/opt/novell/xad/log/ndsdcinit.log file

IMPORTANT: When you decide to skip a task from the Provisioning Wizard, the task has to
be executed from the console. As part of pre-check process, checks are done to ensure that the
all the pre-requisites are met for execution of the next task.

¢ Error Handling and Logging : During execution of each provisioning task, any errors or
warnings are logged in the /var/opt/novell/xad/log/provisioning.log file. The log
file records details and error codes that help you when you need to debug errors. For more
information about logging, see Section 7.7, “Logging,” on page 116.

7.3 Provisioning Wizard Interface

The Provisioning Wizard provides a single interface to configure services on DSfW and is divided
into the following panes:

¢ Task List
¢ Task Description

* Log Messages
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Figure 7-1 Snapshot of the Provisioning Wizard

Provision the DS server by running the tasks in listed sequence

DS Provisioning Tasks Task Description

_ | [This task configures DNS zones and SRY records on the DSPW server, DSFW uses DS as its
@ Provisioning PreCheck location service, enabling corputers to find the location of darnain controllers and other
(% Configure DNS FEAVIZES:
|71 Create Domain Partition Command: fopt/novellfxad/share/dcinitfprovision/provision_dns. gl

|1 Configure SLAPI Plug-ins

|1 Add Domain Objects

| Create configuration Partition| L09 Messages

2005-05-01 15:23:56 Processing entry cn="#kpasswd_#cp, cn=dsfw_com,ou= 0S5y
2009-05-01 15:33.56 Processing entry cn="#kpasswd_#udp, cn=dsfw_com, ou=0ESS

|1 Create Schema Partition

(") Add Configuration Objects 2009-09-01 15:33:56 Processing entry
| — ) ) 2009-09-01 15:33:56 Processing entry ch= \#ldap_#tcp_de_#msdcs, on=dsfw_com,ou
(Elsassion Rights 2009-09-01 15:232:56 Pracessing entry

200%-05-01 15:33:56 Processing entry

2005-08-01 15,22:56 Processing entry

Ii _ Set Credentials for Accounts 2009-05-01 15,22:56 Processing entry cn="#ldap_#cp_go_#msdos, cn=dsfw_cam,au
2009-05-01 15:33:56 Processing entry cn="#ldap_#cp,cn=dsiw_com, ou=0EsSwstem
2009-059-01 15:33:56 Processing entry cn="#ldap_#cp_pdo_#msdos,cn=dsfw_cam, o
| ") update Service Configuration 2009-05-01 15:33:56 Processing entry ch=dsfw-dc 1, ch=dsfi_corm, au=0EsSystem Ol
- 2009-05-01 15:33:56 Processing entry

! Cleanup DMS Fesaurce Records are created

Fost-check of OMS configuration Failed:[] at foptfnovellfxad/lib/perlfLogger. pm ling 1157
Logger:; _err{'Fast-check of DME configuration Failed:[]% called at Jopt/novell/xad/flibfpe
Logger::Log(0, 'Fost-check of DMNS configuration Failed: [ called at foptfnovellfxadfshay |
2(109—09—01 15:33:56,850 INFO - DNS Configuratiuln:DNS Configuration returned. -
1 I [+

| [ skip || [B> Rerun || Run All |

|1 Restart DSTW Services

{) Enable Kerberos

1]

Task List : The task list displayed on the left pane of the wizard varies with the installation
scenario. The configuration information provided during DSfW installation serves as input for the
Provisioning Wizard to compute the list of tasks to be displayed.

For example: If you selected a non-name-mapped scenario for DSfW installation, the tasks to be
performed for provisioning are different from the tasks to be performed if you selected a name-
mapped scenario for installation. For details on the tasks for each provisioning scenario, see
Section 7.6, “Provisioning Tasks for Name-Mapped and Non-Name-Mapped Scenarios,” on
page 113.

Task Description : The Task Description pane displays a short description of the task currently
being performed. If you need more information on the task, select the Help option. This displays
detailed help for the wizard.

Log Messages : The Log Messages pane displays details of events happening in the background
and the status of each operation. To read more about logs, see Section 7.7, “Logging,” on page 116.

The following table describes the functionality of the buttons in the Provisioning Wizard:
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Table 7-1 Provisioning Screen Buttons

Option Description

Skip This option can be used in cases where you have already executed a
task manually and then decide to execute rest of the tasks by using the
Provisioning Wizard.
When you click the Skip option, the next task is selected.

Run All Select this option if you want all the tasks to be executed sequentially
without manual intervention.

Run Executes the current task.

Rerun This option is displayed when a task fails to complete because of an
error. Select this option to execute the task again.

Abort Cancels the current task.

Help Displays descriptive help for each task.

7.4 Using the Wizard to Provision the DSfW

Server

1 After DSfW installation is done, you must run the Provisioning Wizard to complete the DSfW
configuration process. To launch the wizard, do one of the following:

¢ From the terminal, run the /opt/novell/xad/sbin/provision dsfw.sh script.

¢ Launch YaST. The DSfW Provisioning Wizard is listed as an option.

This opens the login dialog box.

NOTE: If you do not provision the DSfW server everytime you login, a dialog box indicating
that DSfW configuration is not complete is displayed. The DSfW server will not be functional
till the provisioning is completed.

2 Enter the authentication details in the login dialog box, depending on the scenario in which you

are provisioning.

Table 7-2 Authentication Details for Provisioning

Provisioning Scenario

Password Details Required

Non-name-mapped, forest root domain The current domain password.

Name-mapped, forest root domain The current domain password and the tree

Non-name-mapped child

Name-mapped child

admin password.

The current domain password, the parent
domain password, and the tree/container admin
password.

The current domain password, the parent
domain password, and the tree/container admin
password.
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Provisioning Scenario Password Details Required

Subsequent Domain Controller The current domain password.

After the password details are verified, the Provisioning Wizard is launched.

IMPORTANT: If you are installing the first child domain in a non-name-mapped scenario, the
tree admin and the parent domain password is the same.

7.5 Provisioning Tasks

The Provisioning Wizard lets you perform the following tasks:

¢ Section 7.5.1, “Provisioning Precheck,” on page 109

¢ Section 7.5.2, “Configure DNS,” on page 110

¢ Section 7.5.3, “Configure SLAPI Plug-Ins,” on page 110

¢ Section 7.5.4, “Create Domain Partition,” on page 110

¢ Section 7.5.5, “Add Domain Replica,” on page 111

¢ Section 7.5.6, “Add Domain Objects,” on page 111

¢ Section 7.5.7, “Create Configuration Partition,” on page 111
¢ Section 7.5.8, “Create Schema Partition,” on page 111

¢ Section 7.5.9, “Add Configuration Objects,” on page 112

¢ Section 7.5.10, “Add Domain Controller,” on page 112

¢ Section 7.5.11, “Assign Rights,” on page 112

¢ Section 7.5.12, “Restart DSfW Services,” on page 112

¢ Section 7.5.13, “Set Credentials for Accounts,” on page 113
¢ Section 7.5.14, “Enable Kerberos,” on page 113

¢ Section 7.5.15, “Samify Objects,” on page 113

¢ Section 7.5.16, “Establish Trust,” on page 113

¢ Section 7.5.17, “Update Service Configuration,” on page 113
¢ Section 7.5.18, “Cleanup,” on page 113

7.5.1 Provisioning Precheck

This task verifies the state of the servers to ensure that they are ready for provisioning.

As part of the provisioning precheck activity, a health check is performed in the background to
validate the state of the system to avoid a stale state. Not validating the system state can lead to
irrecoverable failures in the system. This makes the health check very important.

The health check performs the following actions:

+ Verifies that the services important for the installation, such as Kerberos, Samba, and NMB
services, are running on the remote server.

¢ Verifies that the DNS service is active on the server configured as the DNS server.
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¢ Verifies that all the servers that are part of the replica ring are active and that time is
synchronized among the servers.

¢ Verifies that the version of eDirectory on the server where installation is done is 8.8 SP5 or
later.

+ In a name-mapped installation scenario, it checks the server to see if it contains any existing
DSfW-specific objects.

+ Triggers a purge on the remote server to clear deleted objects.

7.5.2 Configure DNS

This task configures DNS on the DSfW server. DSfW uses DNS as its location service, enabling
computers to find the location of domain controllers.

As part of this task, the following actions are performed:
¢ Forward Lookup zones are configured for the domain to resolve queries on domain name
lookup.

+ Reverse Zones are configured for the domain to resolve requests that need to associate a DNS
name with an IP address.

+ Resource records of type NS, SRV, A, PTR are created.

¢ The zone references are added to the DNS Server, DNS Group object, and the DNS Locator
object.

Currently, DSfW is tightly coupled with Novell® DNS and needs at least one DNS server to run
on a domain controller, but there are future plans to provide support any DNS server capable of
supporting secure DNS updates.

NOTE: As part of DSfW installation, the DNS server is configured in the first domain in the forest.
For subsequent child domains, you can either link to the DNS server in the first domain or install a
DNS server for the child domain.

7.5.3 Configure SLAPI Plug-Ins

This task loads the SLAPI plug-ins. The SLAPI plug-ins take care of maintaining the Active
Directory information model. This ensures that the SLAPI framework is ready before any domain-
specific data is added.

During the configuration process, the following tasks are performed:

+ Attributes and Classes are mapped between Active Directory and eDirectory schema objects.
¢ The NLDAP server is refreshed and the SLAPI plug-ins are loaded.
¢ The NAD plug-in is checked to see if it is loaded.

7.5.4 Create Domain Partition

This task creates a partition for the domain.

This partition has complete information about all the domain objects. Information about the domain
objects is replicated to domain controllers in the same domain.
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7.5.5 Add Domain Replica

This task moves the replica of the domain partition from the master server to the local server.

The replica on the local server is then changed to be the master replica. For a non-name-mapped
child installation, the read-write replica is deleted from the other server.

For an subsequent domain controller, this task moves the replica from the master server to the local
server, but doesn’t delete the copy from the other server.

NOTE: This task is executed for all provisioning scenarios except for non-name-mapped forest root
domain installation.

7.5.6 Add Domain Objects

This task adds the domain objects that represent the domain-specific information under the domain
partition.

The domain partition replicates data only to the domain controllers within its domain. In addition to
this, it also creates containers for configuration and schema partitions that are later partitioned.

7.5.7 Create Configuration Partition

This task partitions the configuration container (cn=configuration) created as part of the Domain
Objects Addition task. This configuration partition contains information on the physical structure
and configuration of the forest (such as the site topology).

For a child domain installation, the replica of the configuration container is added to the local server
and removed from other non-DSfW servers.

For a forest-root-domain, the replica from the other non-DSfW server is deleted after creation of the
configuration partition.

The configuration partition is forest-specific and by default the first domain controller of every
domain receives a replica. The subsequent domain controller receives the replica of this partition if
you select the Replicate schema and configuration partitions option in YaST during installation.

7.5.8 Create Schema Partition

This task partitions the schema container (cn=schema) created during the Domain Objects Addition
task.

The schema partition contains the definition of object classes and attributes within the forest. If there
is a child domain or addition domain controller, the replica of the schema container is added to the
local server and removed from other non-DSfW servers.

In case of the forest-root-domain, the replica from the other non-DSfW server is deleted after
creation of the configuration partition.

The configuration partition is forest-specific and by default the first domain controller of every
domain receives a replica. The subsequent domain controller receives the replica of this partition if
you select the Replicate schema and configuration partitions option in YaST during installation.
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7.5.9 Add Configuration Objects

This task adds the configuration and schema partition objects.

It helps maintain integrity with the Active Directory information model.

7.5.10 Add Domain Controller

This task adds the domain controller to the domain.

This task creates additional objects that make your server act as a domain controller. The task is only
executed if you have installed DSfW as an subsequent domain controller in the domain.

7.5.11 Assign Rights

This task configures directory-specific access rights for the domain and the domain administrator
being provisioned.

The task performs the following activities:

¢ Computes effective ACLs.
¢ Imports NDS® Super rights ACLs and sets rights for the administrator at the container level.
¢ Imports NDS Admin ACLs.

7.5.12 Restart DSfW Services

This task restarts services in order of dependence.

The restart is essential for the changes to be committed. The services that are restarted, as part of this
task are:

ndsd (eDirectory)

novell-named (DNS)

nscd (Name Server cache daemon)
rped (RPC server)

xad-krb5kdc (Kerberos)
xad-kpasswdd (Kpassword)

xadsd (XAD daemon)

nmb (NMB server, NETBIOS lookup)
winbind

smb (Samba)

. sshd (SSH)

12. rsyncd (rsync)

D e R N o A

—_ =
— O

After the services are restarted, your domain is up. However, before it is ready for use, you need to
perform a few more tasks.
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7.5.13 Set Credentials for Accounts

This task sets the password and kerberizes the administrator, krbgt, and guest accounts.

7.5.14 Enable Kerberos

In DSfW, Kerberos is the primary security protocol for authentication within a domain. The
Kerberos authentication mechanism issues tickets for accessing network services.

As part of this task, the krb5. conf file is updated and a ticket is sent to the administrator principal.

These changes trigger a change in the Kerberos Policy files that are stored in sysvol. This change
requires a synchronization update to eDirectory, which is done by using the gpo2nmas utility.

7.5.15 Samify Objects

This task is specific to a name-mapped installation. The existing user and group objects are extended
to receive Active Directory attributes that allow them to be part of the domain being provisioned.
Some of the extended attributes are supplementary Credentials, objectSid, and samAccountName.

7.5.16 Establish Trust

A trust is a relationship established between domains that enables users in one domain to be
authenticated by a domain controller in the other domain. Authentication between domains occurs
through trusts.

This task establishes two-way transitive trust relationships between the domain being provisioned
and the parent domain. In a transitive trust, all the domains belonging to the same forest trust each
other. If any more new domains are added, an automatic trust relationship is established between the
root domain and the new domain.

For example: If domain A trusts domain B and domain B trusts domain C, then users from domain C
can access resources in domain A.

7.5.17 Update Service Configuration

This task modifies the configuration of services such as sshd, rsync and krb5. It configures the
sysvol policies, synchronizes the group policies with NMAS™, and adds a crontab entry for
subsequent synchronization of policies.

7.5.18 Cleanup

This task removes files from a partial or failed installation. It also removes the temp directories and
checkpoint files created during provisioning.

7.6 Provisioning Tasks for Name-Mapped and
Non-Name-Mapped Scenarios

The following table lists the provisioning tasks corresponding to each installation scenario.
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Table 7-3 Provisioning Tasks for Different Installation Scenarios

Installation Scenario Provisioning Tasks

Installing DSfW in a Non-Name-Mapped Setup .
(Forest Root Domain)

Provisioning Precheck
Configure DNS

Create Domain Partition
Configure SLAPI Plug-Ins
Add Domain Objects

Create Configuration Partition
Create Schema Partition

Add Configuration Objects
Assign Rights

Restart DSfW Services

Set Credentials for Accounts
Enable Kerberos

Update Service Configuration

Cleanup

Installing DSfW in a Name-Mapped Setup (Forest .
Root Domain) .

Provisioning Precheck
Configure DNS

Add Domain Replica
Configure SLAPI Plug-Ins
Add Domain Objects

Create Configuration Partition
Create Schema Partition

Add Configuration Objects
Assign Rights

Restart DSfW Services

Set Credentials for Accounts
Enable Kerberos

Samify Objects

Update Service Configuration

Cleanup
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Installation Scenario

Provisioning Tasks

Installing DSfW in a Name-Mapped Setup(Child
domain)

Provisioning Precheck
Configure DNS

Add Domain Replica
Configure SLAPI Plug-Ins
Add Domain Objects

Create Configuration Partition
Create Schema Partition

Add Configuration Objects
Assign Rights

Restart DSfW Services

Set Credentials for Accounts
Enable Kerberos

Samify Objects

Establish Trust

Update Service Configuration

Cleanup

Installing DSfW in a Non-Name-Mapped Setup
(Child domain)

Provisioning Precheck
Configure DNS

Create Domain Partition
Configure SLAPI Plug-Ins
Add Domain Replica

Add Domain Objects

Create Configuration Partition
Create Schema Partition

Add Configuration Objects
Assign Rights

Restart DSfW Services

Set Credentials for Accounts
Enable Kerberos

Establish Trust

Update Service Configuration

Cleanup
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Installation Scenario Provisioning Tasks

Installing DSfW as a Subsequent Domain + Provisioning Precheck
Controller in a Domain + Configure SLAPI Plug-Ins
+ Add Domain Replica
+ Create Configuration Partition
+ Create Schema Partition
+ Add Domain Controller
+ Assign Rights
+ Restart DSfW Services
+ Update Service Configuration
+ Configure DNS

¢ Cleanup

7.7 Logging

The Log Messages pane in the Provisioning Wizard displays the details and status of events
happening in the background during the execution of each task.

The log details are displayed on the GUI and also logged in the /var/opt/novell/xad/log/
provisioning.log file.

The details that are recorded in the log file are:

¢ The status of each task.
¢ The status of health check operations

+ The output, error messages, and warnings printed by utilities such as 1dapsearch, and
ldapconfig.

Tasks return a zero value on success and specific error codes on failure. These error codes provide
useful information for debugging purposes.

Table 7-4 Error Code Identifiers

Error Codes Module

101-110 Remote Server Health Check
111-120 DNS Server Status

121-130 Bad Address Cache

131-140 Purger Execution

141-150 Top Level Container Check
151-160 eDirectory Server Status
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In addition to the provisioning.log file that contains information on tasks executed through the
Provisioning Wizard, you can use the following log files for debugging purposes:

Table 7-5 Additional Log Files

Log file What it Contains

/var/opt/novell/xad/log/ Contains details about health check process
healthcheck.log

/var/opt/novell/xad/log/ndsdcinit.log Contains log messages from the install framework.
Details recorded include:
+ Commands executed
+ Success or failure of each operation

+ Pre and post check operation details.

7.8 Troubleshooting

This section describes some issues you might experience with Novell Domain Services for
Windows(DSfW) while provisioning and provides suggestions for resolving or avoiding them.

¢ Section 7.8.1, “Troubleshooting Provisioning Tasks,” on page 117

7.8.1 Troubleshooting Provisioning Tasks

This section describes the errors that you might experience while executing the Provisioning tasks
and provides details for resolving them.

¢ “Provisioning Precheck™ on page 117

¢ “Configure DNS” on page 118

¢ “Configure SLAPI Plug-in” on page 119

¢ “Create Domain Partition” on page 120

¢ “Add Domain Replica” on page 120

¢ “Add Domain Objects” on page 121

¢ “Create Configuration Partition” on page 122
¢ “Create Schema Partition” on page 122

¢ “Add Configuration Objects” on page 123

* “Assign Rights” on page 124

+ “Establish Trust” on page 124

¢ “Update Service Configuration” on page 125
¢ “Cleanup” on page 125

Provisioning Precheck

All details related to task execution and state of the task are recorded in the provisioning. log file
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Error: Provisioning Pre-check Failed

Cause: The provisioning pre-check scripts check for existence of schema and configuration
partition in the first domain controller. If the first domain controller does not have a schema and
configuration partition, it fails to locate the partitions, an error is thrown.

Solution: It is recommended that you select the Replicate schema and configuration Partitions
option during installation. If you have failed to do that, replicate the partitions using iManager. For
more information, see Administering Replicas (http://www.novell.com/documentation/edir88/
edir88/data/fbgciaad.html)

Configure DNS
All details related to task execution and state of the task are recorded in the provisioning.log file

¢ “Error: Insufficient Access” on page 118
¢ “Entry already Exists” on page 118

¢ “ldapmodify Failed” on page 118

¢ “No such Entry” on page 118

Error: Insufficient Access

Cause: The administrator being used to execute the 1dapmodify command does not have
privileges to complete the operation.

Solution 1: In the provisioning.log file, search for the 1dapmodify command. Make sure the
administrator used to execute that command has adequate privileges to execute this command.

Solution 2: If the DNS Locator and Group objects are outside the domain partition, make sure the
administrator has privileges to access the objects.

Entry already Exists
Cause: You see this error when you retry executing a task and the task fails during execution.

Solution: For any task that has failed, delete the associated objects from the server and then retry
the task.

Depending on the task that failed, different objects are created. For instance, if the DNS
Configuration task failed, you need to delete the Locator object and the Group object

Idapmodify Failed
Cause: Replica synchronization fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http://www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

No such Entry

Cause:

This error is seen in cases where the version of the forest root domain is OES 2 SP1 and you are
attempting to install a subsequent domain controller of version OES 2 SP2.
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Solution :

1 To resolve this issue, run the provisioning script with the get-domain-guid option. For example:

/opt/novell/xad/share/dcinit/provisionTools.sh get-domain-guid -p
192.168.3.11 -c ou=domain,o=novell

Here -p represents the IP address of the domain and -c represents the distinguished name of the
mapped domain.

This command returns the GUID value of the domain.
2 Using iManager, search and select the zone object of the domain.

For more details about using iManager see, Browsing Objects (http://www.novell.com/
documentation/imanager27/imanager _admin_273/data/bob1yft.html)

3 In the zone, search for the DNS record with the following entry:
_ldap. tcp.DOMAIN-GUID.domains. msdcs.DOMAIN.COM

4 If the entry does not have a valid GUID, replace the incorrect GUID value with the correct
GUID value obtained from Step 1.

5 Check the value of the domain GUID in the dnipdnsdomainname attribute. If found to be
incorrect, replace the replace the incorrect GUID value with the correct GUID value obtained
from Step 1.

Configure SLAPI Plug-in

Cause:

The NAD Plug-in is not loaded

Solution 1:
Execute 1dapsearch on the LDAP server object to find out adman NAD plug-in is configured.

Perform LDAP server refresh using iManager or using the 1dapconfig -R -a <admin> -w
<passwd> command.

Error: Insufficient Access

Cause: The administrator being used to execute the 1dapmodify command does not have
privileges to complete the operation.

Solution 1: In the provisioning. log file, search for the 1dapmodi fy command. Make sure the
administrator used to execute that command has adequate privileges to execute this command.

Solution 2: If the DNS Locator and Group objects are outside the domain partition, make sure the
administrator has privileges to access the objects.

Entry already Exists
Cause: You see this error when you retry executing a task and the task fails during execution.

Solution: For any task that has failed, delete the associated objects from the server and then retry
the task.
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Depending on the task that failed, different objects are created. For instance, if the DNS
Configuration task failed, you need to delete the Locator object and the Group object

I[dapmodify Failed
Cause: Replica synchronization fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http://www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Create Domain Partition
All details related to task execution and state of the task are recorded in the provisioning.log file

¢ “Error: 626 All Referrals Failed” on page 120
¢ “Error: 625 Transport Failure/ Unknown Error” on page 120
¢ “Error: 30 Retry Entries to Get the Replica Status in the Log File” on page 120

Error: 626 All Referrals Failed
Cause: The synchronization process between the replicas fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http://www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Error: 625 Transport Failure/ Unknown Error

Cause: The DSfW server could not reach the master server. For example, installing a child server
requires the parent server to be reachable, or installing a DSfW server in the name-mapped forest
root domain scenario requires the server holding the tree replica to be reachable.

Solution 1: Ensure that the servers are reachable. Remove the bad address cache from the servers
by using the following command:

set ndstrace=*UP
Try executing the task again.

Solution 2: Try executing the provisioning task manually. For details see, Executing Provisioning
Tasks Manually.

Error: 30 Retry Entries to Get the Replica Status in the Log File
Cause: A very slow network link can cause incomplete operations and multiple retries.

Solution: Check the speed of your network link. Try executing the task again.

Add Domain Replica
All details related to task execution and state of the task are recorded in the provisioning.log file

¢ “Error: 626 All Referrals Failed” on page 121
¢ “Error: 625 Transport Failure/ Unknown Error” on page 121
¢ “Error: 30 Retry Entries to Get the Replica Status in the Log File” on page 121
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Error: 626 All Referrals Failed
Cause: The synchronization process between the replicas fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http:// www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Error: 625 Transport Failure/ Unknown Error

Cause: The DSfW server could not reach the master server. For example, installing a child server
requires the parent server to be reachable, or installing a DSfW server in the name-mapped forest
root domain scenario requires the server holding the tree replica to be reachable.

Solution 1: Ensure that the servers are reachable. Remove the bad address cache from the current
server by using the following command:.

set ndstrace=*UP
Try executing the task again.

Solution 2: Try executing the provisioning task manually. For details see, Executing Provisioning
Tasks Manually.

Error: 30 Retry Entries to Get the Replica Status in the Log File
Cause: A very slow network link can cause incomplete operations and multiple retries.

Solution: Check the speed of your network link. Try executing the task again.

Add Domain Objects
All details related to task execution and state of the task are recorded in the provisioning. log file.

¢ “Error: Insufficient Access” on page 121
+ “Entry already Exists” on page 121
+ “ldapmodify Failed” on page 122

Error: Insufficient Access

Cause: The administrator being used to execute the 1dapmodify command does not have
privileges to complete the operation.

Solution 1: In the provisioning.log file, search for the 1dapmodi fy command. Make sure the
administrator used to execute that command has adequate privileges to execute this command.

Solution 2: If the DNS Locator and Group objects are outside the domain partition, make sure the
administrator has privileges to access the objects.

Entry already Exists
Cause: You see this error when you retry executing a task and the task fails during execution.

Solution: For any task that has failed, delete the associated objects from the server and then retry
the task.
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Depending on the task that failed, different objects are created. For instance, if the DNS
Configuration task failed, you need to delete the Locator object and the Group object

I[dapmodify Failed
Cause: Replica synchronization fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http://www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Create Configuration Partition

All details related to task execution and state of the task are recorded in the provisioning.log file

¢ “Error: 626 All Referrals Failed” on page 122
¢ “Error: 625 Transport Failure/ Unknown Error” on page 122
¢ “Error: 30 Retry Entries to Get the Replica Status in the Log File” on page 122

Error: 626 All Referrals Failed
Cause: The synchronization process between the replicas fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http://www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Error: 625 Transport Failure/ Unknown Error

Cause: The DSfW server could not reach the master server. For example, installing a child server
requires the parent server to be reachable, or installing a DSfW server in the name-mapped forest
root domain scenario requires the server holding the tree replica to be reachable.

Solution 1: Ensure that the servers are reachable. Remove the bad address cache from the current
server by using the following command:.

set ndstrace=*UP
Try executing the task again.

Solution 2: Try executing the provisioning task manually. For details see, Executing Provisioning
Tasks Manually.

Error: 30 Retry Entries to Get the Replica Status in the Log File
Cause: A very slow network link can cause incomplete operations and multiple retries.

Solution: Check the speed of your network link. Try executing the task again.

Create Schema Partition

All details related to task execution and state of the task are recorded in the provisioning.log file

+ “Error: 626 All Referrals Failed” on page 123
¢ “Error: 625 Transport Failure/ Unknown Error” on page 123
¢ “Error: 30 Retry Entries to Get the Replica Status in the Log File” on page 123
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Error: 626 All Referrals Failed
Cause: The synchronization process between the replicas fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http:// www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Error: 625 Transport Failure/ Unknown Error

Cause: The DSfW server could not reach the master server. For example, installing a child server
requires the parent server to be reachable, or installing a DSfW server in the name-mapped forest
root domain scenario requires the server holding the tree replica to be reachable.

Solution 1: Ensure that the servers are reachable. Remove the bad address cache from the current
server by using the following command:.

set ndstrace=*UP
Try executing the task again.

Solution 2: Try executing the provisioning task manually. For details see, Executing Provisioning
Tasks Manually.

Error: 30 Retry Entries to Get the Replica Status in the Log File
Cause: A very slow network link can cause incomplete operations and multiple retries.

Solution: Check the speed of your network link. Try executing the task again.

Add Configuration Objects
All details related to task execution and state of the task are recorded in the provisioning.log file

¢ “Error: Insufficient Access” on page 123
+ “Entry already Exists” on page 123
¢ “ldapmodify Failed” on page 124

All details related to task execution and state of the task are recorded in the provisioning.log file

Error: Insufficient Access

Cause: The administrator being used to execute the 1dapmodify command does not have
privileges to complete the operation.

Solution 1: In the provisioning.log file, search for the 1dapmodify command. Make sure the
administrator used to execute that command has adequate privileges to execute this command.

Solution 2: If the DNS Locator and Group objects are outside the domain partition, make sure the
administrator has privileges to access the objects.

Entry already Exists
Cause: You see this error when you retry executing a task and the task fails during execution.

Solution: For any task that has failed, delete the associated objects from the server and then retry
the task.
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Depending on the task that failed, different objects are created. For instance, if the DNS
Configuration task failed, you need to delete the Locator object and the Group object

I[dapmodify Failed
Cause: Replica synchronization fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http://www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Assign Rights
All details related to task execution and state of the task are recorded in the provisioning.log file

¢ “Error: Insufficient Access” on page 124
+ “Entry already Exists” on page 124
¢ “ldapmodify Failed” on page 124

All details related to task execution and state of the task are recorded in the provisioning.log file

Error: Insufficient Access

Cause: The administrator being used to execute the 1dapmodify command does not have
privileges to complete the operation.

Solution 1: In the provisioning.log file, search for the 1dapmodi fy command. Make sure the
administrator used to execute that command has adequate privileges to execute this command.

Solution 2: If the DNS Locator and Group objects are outside the domain partition, make sure the
administrator has privileges to access the objects.

Entry already Exists
Cause: You see this error when you retry executing a task and the task fails during execution.

Solution: For any task that has failed, delete the associated objects from the server and then retry
the task.

Depending on the task that failed, different objects are created. For instance, if the DNS
Configuration task failed, you need to delete the Locator object and the Group object

Idapmodify Failed
Cause: Replica synchronization fails.

Solution: To resolve this issue, refer Novell Error Codes Reference Guide (http://www.novell.com/
documentation/nwec/?page=/documentation/nwec/nwec/data/al39nky.html)

Establish Trust

Cause

This error occurs in cases where the parent realm could not be resolved
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Solution

Use the provision -q -g --locate-dc parent.domain command to resolve the parent
domain. Retry executing the task.

Update Service Configuration

Cause

This error occurs in cases where the parent realm could not be resolved

Solution

Use the provision -q -g --locate-dc parent.domain command to resolve the parent
domain. Retry executing the task.

Cleanup

Cause

This error occurs in cases where the parent realm could not be resolved

Solution

Use the provision -q -gq --locate-dc parent.domain command to resolve the parent
domain. Retry executing the task.

7.9 Executing Provisioning Tasks Manually

For details on executing Provisioning tasks manually, see Executing Provisioning Tasks Manually
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Verifying DSfW Installation

This section discusses details on verifying DSfW server after installing and provisioning.

+ Section 8.1, “Verifying the Installation,” on page 127

8.1 Verifying the Installation

Perform these tasks to verify that eDirectory and DSfW have been installed and configured
correctly.

NOTE: After you have installed a child domain or an subsequent domain controller, the DNS server
running at forest root domain (or the DNS server you are pointing to in /etc/resolv.conf file)
must be restarted. Execute the following command on the server hosting the Novell DNS service:

rcnovell-named restart

O Check the /etc/hosts file to ensure that it contains only one entry with this server’s primary
IP address. For example:

192.168.1.1 ocesdc.dsfw.com oesdc

O Checkthe /etc/resolv.conf file to ensure that it contains a name server and domain search
entry for server on which DNS is hosted. For example:

nameserver 192.168.1.1
search dsfw.com

O Verify that eDirectory has been properly configured by using the following command:
/opt/novell/eDirectory/bin/ndsstat -h localhost
This command returns information similar to the following:
Tree Name: DSFW TREE
Server Name:.CN=OESDC.OQU=0OESSystemObjects.dc=dsfw.dc=com.T=DSFW_TREE
Binary Version: 20217.06
Root Most Entry Depth: 0
Product Version: eDirectory for Linux v8.8 SP5 [DS]
O Execute xadcntrl validate at the terminal prompt.

If the services are configured correctly, the result of the command will be similar to the
following output:

Tree Name: DSEFW-TREE

Server Name: .CN=testfrd.OU=0ESSystemObjects.dc=dsfw.dc=com.T=DSFW-TREE.
Binary Version: 20501.00

Root Most Entry Depth: 0

Product Version: eDirectory for Linux v8.8 SP5 [DS]

Checking for nameserver BIND
number of zones: 2

debug level: 0

xfers running: 0

xfers deferred: 0
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soa queries in progress: 0
query logging is OFF

recursive clients: 0/1000
tcp clients:
server is up and running
zone details

Checking
Checking
Checking
Checking
running

Checking
Checking
Checking
Checking
Checking
Checking

for
for
for
for

for
for
for
for
for
for

0/100

are dumped at /var/opt/novell/log/named/named zones.info

Name Service Cache Daemon:

RPC Endpoint Mapper Service
Kerberos KDC Service

Kerberos Password Change Server

Domain Services Daemon
Samba NMB daemon

Samba WINBIND daemon
Samba SMB daemon
service sshd

rsync daemon:

O Execute the following commands:

kinit administrator

rpcclient -k localhost -c dsroledominfo

running
running
running

running
running
running
running
running
running

If your server is configured correctly, you should see information similar to the following:

Machine Role

= [5]

Directory Service is running.

Domain is in native mode.
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Upgrading DSfW

This section provides information and links for upgrading DSfW to OES 2 SP2.

*

Section 9.1, “Upgrading DSfW to OES 2 SP2,” on page 129
Section 9.2, “Upgrading from OES 1.0 Linux,” on page 129

*

*

Section 9.3, “Migrating Data to a Domain Services for Windows Server,” on page 129

*

Section 9.4, “Limitations,” on page 130

9.1 Upgrading DSfW to OES 2 SP2

To upgrade DSfW from OES 2 SP1 to OES 2 SP2, follow the process documented in the
“Upgrading to OES 2” in the OES 2 SP2: Planning and Implementation Guide

IMPORTANT: While running the upgrade process, make sure you first upgrade the first domain
controller and then upgrade the additional domain controllers in that domain.

9.1.1 Prerequisite

Before running the upgrade process, ensure that time is synchronized between all the servers in the
replica ring.

9.1.2 Limitations

After upgrading, you may encounter a Samba cache file corruption issue. Follow the instruction
documented in “Error Mapping SID to UID” on page 213 to resolve the error.

9.2 Upgrading from OES 1.0 Linux

In-place upgrade of an existing OES 1.0 Linux server to a DSfW server is not supported.

You must first install and configure a new OES 2 Linux server with DSfW, then migrate data from
the existing OES 1.0 NetWare or Linux server.

9.3 Migrating Data to a Domain Services for
Windows Server

The migration of data to an OES 2 Linux server running DSfW is similar to any other data migration
to OES 2 Linux:

¢ You should use the new OES 2 migration tools.

+ When the source and destination servers are in the same eDirectory™ tree, only the data and
trustee rights are migrated.

+ When the source and destination servers are in different eDirectory trees, the data and
associated users are migrated.
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For information on how to use the OES 2 migration tools for migrating data, see the OES 2 SP2:
Migration Tool Administration Guide

9.4 Limitations

¢ An error is seen in cases where the version of the forest root domain is OES 2 SP1 and you are
attempting to install a subsequent domain controller of version OES 2 SP2. To resolve the
error, see “No such Entry” on page 118.
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Running Domain Services for
Windows in a Virtualized
Environment

Domain Services for Windows runs in a virtualized environment just as it does on a physical Open
Enterprise Server (OES) 2 Linux server and requires no special configuration or other changes.

To get started with virtualization, see “Introduction to Xen Virtualization (http://www.novell.com/
documentation/sles10/xen_admin/data/sec_xen_basics.html)” in the Virtualization with Xen (http://
www.novell.com/documentation/sles10/xen_admin/data/bookinfo.html) guide.

For information on setting up virtualized NetWare, see “Installing and Managing NetWare on a
Xen-based VM” in the OES 2 SP2: Installation Guide guide.

For information on setting up virtualized OES 2 Linux, see “Installing, Upgrading, or Updating
OES on a Xen-based VM” in the OES 2 SP2: Installation Guide guide.
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Logging In from a Windows
Workstation

With Domain Services for Windows (DSfW) properly set up, Windows workstations can be joined
to the DSfW domain and users can log in to the domain.

Windows users can then use Windows Explorer (or other familiar Windows interfaces) to browse to
the DSfW domain and see the CIFS shares to which they have access.

¢ Section 11.1, “Joining a Windows Workstation to a DSfW Domain,” on page 133
¢ Section 11.2, “Logging In to a DSfW Domain,” on page 136
¢ Section 11.3, “Logging Out,” on page 136

¢ Section 11.4, “Limitations,” on page 136

11.1 Joining a Windows Workstation to a DSfW
Domain

Kerberos authentication requires that the domain controller’s time and the Windows workstation’s
time be synchronized. After the DSfW server is installed, verify that the Windows workstations in
the domain are set to get their time from this server.

Execute the following steps to join a Windows workstation to a DSfW domain:

NOTE: The steps might vary depending on how you have Windows configured. The examples
shown are for the Windows “classic” desktop.

1 From a Windows computer on the same network as the DSfW server, go to Network
Connections in the Control Panel, select Local Area Connection, and click Properties.

2 Select Internet Protocol (TCP/IP) and click Properties.

3 Select Use the following DNS server addresses. For the Preferred DNS Server, enter the IP
address of the DNS server configured for DSfW, then click OK.
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-+ Local Area Connection Properties

General | Avthertication | Advanced |

Internet Protocol (TCP/IP) Properties

General | Alernate Configuration |

Yau can get |P settings assigned autamatically if vour netwark, supparts
thiz capability. Othenwize, you need to ask pour network, adminigtrator for
the appropriate [P settings.

() Obtain an IP address automatically
3 (") Use the following |P address:

IP addrezs: | . . . |

Subnet masgk: | . . . |

Drefault gatewan: | ) ) ) |

i {3 Obtain DMS server address automatically
[ {(#) Use the fallowing DMS server addresses:

Prefened DNS server. (192,188, 1 . 1| |

Alternate DMS zerver: | . . . |

[ ak. ][ Cancel ]

4 From the Start menu, right-click My Computer and select Properties.
5 On the Computer Name tab, click Change.

6 In the Computer Name Changes dialog box, select Domain, enter the DSfW domain name, then
click OK.
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£ L] 1= £
YSIEM ETOPEIHRE.

_SystemRestore | Automatic Updstes
| Carnputer Marme

General | Hardware

_Eiln_a_mote -
Advanced

Windows uses the following information to identify your computer
o the network,

Computer description: Dell OptiPles wWin<P

For example: "Kitchen Computer'' or "Many's

Computer,
Full computer name; g«110-kn.
Wwhorkgroup: WORKGROUP

To uze the Metwork, |dentification YWizard o join a
domain and create a local user account, click Netwaork,

To rename thiz computer or join a domain, click Change.

ok JI

Cancel Apply

Computer Name Changes

Y'ou can change the name and the memberzhip of this
computer. Changes may affect access to network rezources.

Computer hame:
| g<110kn

Full computer name:
gx110-kn.

tdember of
(% Domair:
| example.com |

() Workgroup:

[ Ok H_ Cancel ]

7 When prompted, provide the name and password for an account with permission to join the
domain. This is the Administrator and password configured when you installed DSfW.

8 A welcome message is displayed after the computer has successfully joined the domain. Click

OK to continue.

X

Computer Name Changes

L
- | ) Welcome to the example.com domain,

9 As prompted, click OK to restart the computer for the changes to take effect.

The computer you just joined to the domain has an object created for it in the Computers container

in the DSfW domain.

A user with administrative privileges for the container that is being name-mapped can join a

workstation to the domain being created.
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NOTE: When you install Windows XP, it prompts you to select whether it is part of the workgroup
or the domain. If domain is selected, it reports that an invalid domain is specified. However, if there
is an existing Windows XP machine installed, it is possible to join this workstation to the domain.

11.2 Logging In to a DSfW Domain

After the Windows workstation has joined the DSfW domain and the computer has been restarted
(as explained in Section 11.1, “Joining a Windows Workstation to a DSfW Domain,” on page 133),
DSfW user accounts can be used to log on to the Windows workstation.

1 Start the Windows workstation or press Ctrl+Alt+Del to bring up the Windows log on dialog
box.

2 In the Log On to Windows dialog box, enter the user name and password of a user that has been
provisioned for DSfW. Initially, the only provisioned user is the Administrator account created
when you installed DSfW.

3 Inthe Log on to field, click the down-arrow to select the DSfW domain (identified by its
NetBIOS name), then click OK.

Log On to Windows

Copyright € 1985-2001
Microsoft Corporation

User name: | Administratar |
Password: | (TTTYTITT) |
Log on to: ExAMPLE 3 |

W DS-xP Ethis cnmiuteri

L []4 J [ Zancel ] [ihut Du:uwn...] [thiu:uns £

11.3 Logging Out

To log out of the DSfW domain, select Log Off from the Start menu.

11.4 Limitations

This section covers the limitations and known issues that you may encounter while joining a
workstation to a domain and logging in.
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11.4.1 Joining a Workstation that Has Novell Client Installed

While joining a workstation to a domain, you do not need to have Novell Client installed. But if you
have Novell Client installed on your workstation, it will affect DSfW communication. We
recommend that you add the IP address of the DSfW server to the Bad Address Cache of the Novell
Client.

For more information see, AppNote: Novell Client 4.9 SP2: Initialization, Login and Settings (http:/

/www.novell.com/coolsolutions/appnote/620.html)

11.4.2 Error while Joining a Workstation to a Domain

This error can occur due to the extra attributes that gets added in the Domain Password Policy after
it has been opened using the iManager Passwords Plug-in and saved without making any changes.

To resolve this issue, see TID 7004481 (http://www.novell.com/support/php/
search.do?cmd=displayKC&docType=kc&externalld=7004481)
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Creating Users

After Domain Services for Windows (DSfW) is properly installed and provisioned, you can create
users with either Novell iManager or a Microsoft Active Directory management tool such as
Microsoft Management Console (MMC).

Although the users are created in eDirectory™, they appear in the DSfW domain when viewed from
MMC. User account information that is common to both eDirectory and Active Directory can be
managed with either tool.

Users created in the DSfW domain are automatically provisioned to use DSfW. In Active Directory,
logon users are normally created in the Users container within the domain. In DSfW, users can be
created anywhere within the domain (which corresponds to an eDirectory partition).

When a user is provisioned, the ADPH agent adds a number of Active Directory-specific operational
attributes to the User object. These include SAM (Security Account Manager)-related attributes and
RFC 2307 attributes.

¢ Section 12.1, “Creating Users in iManager,” on page 139
¢ Section 12.2, “Creating Users in MMC,” on page 141

¢ Section 12.3, “Limitations,” on page 142

12.1 Creating Users in iManager

1 Start a browser and point to http:// ip_address_of server/nps/iManager.html.
For example, http://192.168.1.1/nps/iManager.html.

2 Accept the certificate, specify the username, password, and eDirectory tree. Click Login.

IMPORTANT: Contextless logins using iManager can lead to unexpected results if you try
logging in as an administrator. An administrator object exists for every domain and you might
accidently attempt to log in as an administrator of an domain where you lack sufficient access.

Login H
Usernarne:
Eadministrator.users.examp\e.com |

(Ext admin or admin,nowvell)

Password:

sttt
i =

Trea:
|EXAMPLE_TREE] |
(192,168, 14,199, mytres, myserver, company,com)

_ login |

& Copyright 1999-2007 Movell, Inc., &ll rights reserved.

3 Under Roles and Tasks, select Directory Administration > Create Object.
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4 Sclect the User object class and click OK.

Novells iManager R L e Y
ADMINISTRATOR " - -
ey, 5] - EOBEN N
@] Roles and Tasks 2
- @ Create Object
| [All Categories] V|
A
El Directory Administration | Select the object class to create.
Copy Object
Erealeiecy Available object dasses:
Delete Object =
Modify Obiect Locality |
—W—_J— Organization
Mty (Rt Organizational Person
Rename Object Organizational Role
Groups Organizational Unit
= Person
Help Desk Profile
RBS Module
Kerberos Management
i e Template L4
Linux User Management _ ¥l
Partitions and Replicas
Rights [JShow all object dasses
Schema .| Mote: This option is only available to authorized users.
S v ok | Cancel | ~
5 Specify the user account information, specify the context, and click OK.
@ Roles and Tasks L
& Create User H
| [All Categories] V| *=required
-
Archive Versioning ]
Username: * | |
Clusters
First name: | |
DHCP (DES Linux)
Last name: * | |
DHrectory Administration
Copy Object Full name: | |
Create Object Context: * | |
Dielste Object B
Miodify Object Password: | |
Miove Object =
Rename Object Retype password: | |
Mote: Failure to enter a password will allow the user to login without a password,
Dristributed File Services
DHS ‘
Set simple password
eDirectory Encryption Mote: Simple password is required for native file access for Windows and Macintosh
eDirectory Maintenance users, (Mot required when Universal password is enabled)
File Access {HetStorage)
File Protocols [ Capy fraom template or user abject
Files and Folders v I lE‘ v

Users created anywhere in the domain (partition) are automatically provisioned for DSfW.
Additional information you specify for each user, such as telephone numbers and e-mail addresses,
can also be viewed and modified in MMC. However, attributes that are specific to eDirectory can
not be managed in MMC.
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NOTE: If an administrator changes the primary group of the user objects, the gidNumber and
primaryGrouplD attributes might not be synchronized. LUM refers to the gidNumber, and Samba
depends on the primaryGroupld. File system access issues might occur if they are not synchronized.

12.2 Creating Users in MMC

If you have a Windows Server 2003 network with Active Directory, you should have the

Administrative Tools already installed. If not, they can be downloaded from Microsoft’s Web site
(http://www.microsoft.com/downloads/details.aspx?FamilyID=C16AE515-C8F4-47EF-A1E4-
AS8DCBACFF8E3&displaylang=en).

1 At a Windows workstation, click Start > Run and enter mmc.
2 When the Console opens, select File > Add/Remove Snap-ins.
3 Select Active Directory Users and Computers and click Add.

4 Click OK.

A new window opens with a list of objects in the left column, including the Domain Services
for Windows domain name.

5 Open the Domain Services for Windows domain and click the Users container.

6 Seclect Action > New > User, or click on the user icon in the toolbar.

@ File  Action  Wiew ‘Window  Help

co B@Ee SEB @ 2BBTEE

|~

[#-[] Saved Queries
= @ example. com

[+ -] Builtin

- [Z] Computers

29 Users

(&3] Domain Controllers
{2} I:l ForeignSecurityPrincips

@ Active Directory Users and Computer: | Llsérs 20 ob.ject.s

Mame  / J Tvpe J Descripion

ﬁ Adminiskrator User

o

New Object - User

g Create in:  example.com/Users

Built-in account For admini. ..

First name: |F'0I|y Initialz: ‘:
Last name: |F'erkins |
Full name: |F'0II3,I Perking |

User logon name:

! | | @example.com

vl

User logon name [pre-Windows 2000);

|E><.-’-\MF'LE\ | |

Cancel

7 Follow the prompts to complete the user object creation.
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Users created in the domain are automatically provisioned for DSfW. Additional information you
specify for the user, such as telephone numbers and e-mail addresses, can also be viewed and
modified in iManager. However, attributes that are specific to Active Directory cannot be managed
in iManager.

12.3 Limitations

+ Section 12.3.1, “Moving User Objects Across Containers,” on page 142

¢ Section 12.3.2, “Primary Group Appears Twice in the memberOf Properties Page,” on
page 142

¢ Section 12.3.3, “Adding Newly Created Users to a Group gives Error Message,” on page 142
¢ Section 12.3.4, “Dynamic Groups Is Not Supported in DSfW,” on page 142
¢ Section 12.3.5, “Security Filter Not Working in Win7,” on page 142

12.3.1 Moving User Objects Across Containers

When you move objects across containers through MMC, even though the move operation is
successful, you might get an error message saying that Windows cannot move that object because
there is no such object on the server. You can use MMC to connect to the domain controller that
holds the master replica and retry the operation.

12.3.2 Primary Group Appears Twice in the memberOf
Properties Page

DSfW explicitly adds users to the primary group. This causes MMC to display the group twice in
the memberOf property page.

12.3.3 Adding Newly Created Users to a Group gives Error
Message
You cannot add users by using MMC to Domain Local, Global and Universal Groups who do not

have the Last Name property. Though an error message is displayed, the users are added to the
groups. The error message can be avoided if the user is created with the Last Name property.

12.3.4 Dynamic Groups Is Not Supported in DSfW

DSfW server does not support Dynamic Groups. However if applications are connected to plain
eDirectory servers, dynamic groups will function as expected.

12.3.5 Security Filter Not Working in Win7

To add users or groups to GPO is not supported in Windows 7. However the administrator can add
the users and groups to the GPO using Windows XP or Windows Vista.
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Understanding DNS in Relation to
DSfW

The Domain Name System (DNS) is a hierarchical naming system for computers, services, or any
resource connected to the network. DNS stores information in a distributed, coherent, reliable,
autonomous, and hierarchical database.

DStW uses the Novell DNS service as its location service, enabling users or computers to find the
location of network resources. It maps hostnames to IP addresses and locates the services provided
by the domain, such as LDAP, Kerberos and Global Catalog.

Novell DNS Services in Open Enterprise Server (OES) 2 Linux integrates the Domain Name
System (DNS) service into eDirectory. Integrating this service into eDirectory provides centralized
administration and enterprise-wide management of DNS by using either iManager or the Java*
Management Console. The Novell DNS configuration information is replicated just like any other
data in eDirectory.

NOTE: A Novell DNS server can only be managed by using the iManager or Java Management
Console utility. The DNS YaST plug-in or the DNS plug-in of Microsoft Management Console
(MMC) do not support managing a Novell DNS server.

13.1 DSfW and DNS

DSfW uses the Novell DNS service that is included with OES. The DNS server that gets installed
when you choose the DSfW pattern for installation is configured with DSfW-specific configuration.

While installing the first domain controller of a domain, you can configure a new DNS server or use
an existing parent domain DNS server to host the new domain information. By default, the first
domain controller in the forest root domain is automatically configured to be the DNS server. This is
done for both name-mapped and non-name-mapped installations, if the Configure this server as a
Primary DNS server option in YaST is selected while configuring the first domain controller of the
forest root domain.

When a domain controller is added to a forest, the DNS zone hosted on a DNS server is updated
with the DNS Locator object, the Address (A) record and the Service (SRV) record. To find domain
controllers in a domain or forest, a client queries DNS for the SRV and A resource records of the
domain controller. These records help in domain name resolution and service identification. For
more information about A and SRV resource records, see “Types of Resource Records” in the OES
2 SP2: Novell DNS/DHCP Administration Guide for Linux

While provisioning the DSfW server, secure dynamic updates are enabled as part of the Update
Service Configuration task. Dynamic updates enable DNS client computers to register and
dynamically update their resource records with a DNS server whenever changes occur.

An existing DSfW DNS server can be migrated to Active Directory DNS in order to facilitate
management of DNS data from the MMC DNS plug-in. However, migration of DNS does not
provide Active Directory's inherent storage and replication benefits. For information about how to
migrate DSfW DNS to Active Directory DNS, see Setting Up a Windows DNS Server for DSfW.
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It is also possible to migrate an existing DSfW DNS server to any other domain controller of the
same domain or to a domain that has a read/write replica of the partition where the zone records are
located. For details, see Section 13.4, “Migrating DNS to Another Domain Controller,” on page 146

13.1.1 Limitations
¢ [tis not possible to use an existing Novell DNS server configured on a local or remote server to
work with DSfW.

¢ Third-party DNS servers are also not supported, with the exception of the Windows DNS,
which can later be used by transferring the DNS data from an existing DSfW DNS to the
Windows DNS. For more details, see Section 13.2.3, “Configuring a Domain Controller by
Using an Existing DNS Server,” on page 145.

¢ [t is not possible to configure DNS servers on an subsequent domain controller.

+ DSfW cannot be configured with an existing Windows DNS. However, an existing DSfW DNS
server can be migrated to a Windows DNS server. For details, see Setting Up a Windows DNS
Server for DSTW

13.2 Understanding DNS Settings in the DSfW
Environment

This section explains the configuration changes that happen while DNS is configured for DSfW.

¢ Section 13.2.1, “General DNS Settings,” on page 144
¢ Section 13.2.2, “Configuring a Domain Controller as a Primary DNS Server,” on page 145

¢ Section 13.2.3, “Configuring a Domain Controller by Using an Existing DNS Server,” on
page 145

13.2.1 General DNS Settings

The DSfW installation page requires details on the following objects:

¢ Context of the DNS-DHCP Locator object
¢ Context of the DNS-DHCP Group object

+ Context of the RootServerInfo object

DNS-DHCP Locator Object: The DNS-DHCP Locator object contains global defaults, DNS
options, and a list of DNS servers and zones in the tree. The iManager and Java Management
Console use the Locator object to locate the object instead of searching the entire tree to display
these objects.

DNSDHCP Group Object: The DNSDHCP-Group object is a standard eDirectory group object.
The DNS servers gain access to the DNS data within the tree through the DNSDHCP-Group object.

RootServerInfo Object: The RootServinfo object is a container object that contains resource
records for the DNS root servers. The resource record sets contain Name Server(NS)records and
Address (A) records of name servers that provide pointers for DNS queries to the root servers.

In addition to these objects, the following objects are required for DSfW:

¢ DNS Server Object
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¢ DNS Zone Object
¢ DNS Resource Record Set Object
¢ DNS Resource Records

Only one copy of these objects exists in the DSfW tree. The DNS servers, DHCP servers, iManager,
and the Microsoft Management Console must have access to these objects.

13.2.2 Configuring a Domain Controller as a Primary DNS
Server

For a non-name-mapped setup, the contexts of the Locator object, RootServerInfo object, and the
DNS-DHCP group object is automatically populated as the NCP server object location in the YaST
page. By default, this context is ou=0ESSystemObjects, <DomainDN>.

For a name-mapped setup, the fields are blank and the user can enter any context in the tree.

For an subsequent domain controller configuration, the Locator and Group contexts are retrieved
from the existing DNS server. This is also useful for administrators who might not want to configure
many DNS services in a network.

The default refresh interval of the DNS server is 15 minutes. Any changes made to the DNS settings
take effect in the subsequent refresh cycle. For the changes to be applied immediately, the DNS
server (novell-named) must be restarted so that the DNS server reads the newer data from the
server.

A DNS administrator object must be created for DNS server configuration. Provide the name and
the location of the DNS administrator object. This information is required only if you configure this
server as a primary DNS server. For a forest root domain installation, the DNS is configured by
default in first domain controller, so this information is required for DNS configuration.

While configuring first domain controller in any subsequent domain (except a forest root domain),
the /etc/resolv.conf file must point to the existing DNS server. This is required to perform
lookups during configuration. Later if you choose this server to be configured as a primary DNS
server, the DNS configured on this server and the /etc/resolv.conf file gets automatically
updated during provisioning and points to the local DNS server.

For information on installing and configuring Novell® DNS services, see “Installing and
Configuring DNS ” in the OES 2 SP2: Novell DNS/DHCP Administration Guide for Linux OES 2
SP2: Novell DNS/DHCP Administration Guide for Linux

13.2.3 Configuring a Domain Controller by Using an Existing
DNS Server

When the first domain controller in a domain is using an existing DNS server, YaST provides an
option to retrieve these values from the existing DNS server. During installation through YaST, you
can retrieve these values by selecting Retrieve DNS entries, and then selecting Retrieve.

NOTE: If you are configuring an subsequent domain controller for a domain that is already
configured to host a DNS server, make sure your first entry in the /etc/resolv.conf file is
pointing to the DNS server that the first domain controller is using.
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13.3 Setting Up a Windows DNS Server for DSfW

Although it is possible to migrate DSfW DNS to a Windows DNS server, the migrated DNS records
cannot be integrated with Active Directory. Use the following procedure to migrate DSfW DNS
server to a Windows DNS server.

1 Using MMC, add secondary zones for all the existing forward and reverse lookup zones hosted
in the DSfW DNS server.
Windows DNS does a zone transfer of the newly created zones from the DSfW server.

2 Using iManager or the DNS/DHCP Management Console, configure the servers that were
designated as primary servers to be secondary servers.

3 In the first domain controller, edit the /etc/resolv.conf file and change the IP address to
the server where the Windows DNS Server is running

4 Restart Novell DNS server for the changes to take effect by using the rc-novell-named
restart command.

13.4 Migrating DNS to Another Domain
Controller

In a typical DSfW deployment, the DNS server exists on the first domain controller of the domain.
Any subsequent domain controller in the domain, cannot be configured as a DNS server. So, all the
subsequent domain controllers in the domain, use the DNS server that is being used by the first
domain controller.

If the first domain controller of the domain does not function due to a hardware or software fault, the
other domain controllers need at least one DNS server to keep the domain services intact.

IMPORTANT: The DNS migration can happen even when the source DNS server is down. If the
DNS server is down, make sure that any of the subsequent domain controllers in the forest have the
replica of the Tree Root partition. This is necessary to perform Step 2.

When the first domain controller goes down, make sure that the configuration partition and schema
partition replica is there on at least one domain controller in the domain. This is required to keep the
functioning of DSfW intact.

To migrate the DNS server from the first domain controller, from the subsequent domain controller
execute the following steps:

1 Using the CASA-c1i client utility, set the CASA credentials on the subsequent domain
controller with the following commands.
KEYVALUE=<dns-admin dn> CASA-cli -s -n dns-ldap -k CN

KEYVALUE=<password> CASA-cli -s -n dns-ldap -k Password

TIP: The casa-cli client utility is not installed by default with OES2 SP2. To execute these
steps, install the CAsa-c11 package using YaST.

2 Using iManager, execute the following steps:

2a Click DNS>DNS Server Management>Create Server option.
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Specify the NCP server name of the subsequent domain controller, hostname and the
domain name for the server object.

2b Click DNS>DNS Server Management>View/Modify Zone option.
2b1 Select the DNS zone from the list. Click OK.

2b2 Associate the zone with the DNS server. For details on associating zone with a DNS
server, see “Zone Management” in the OES 2 SP2: Novell DNS/DHCP
Administration Guide for Linux

3 Restart novell-named on the subsequent domain controller using the following command:
rcnovell-named restart
After migrating the DNS server to the destination domain controller, the DNS entry referencing the
first domain controller is still retained in the cache for some time. This does not affect the

functionality in any way as when a name resolution request is issued, it gets resolved by the DNS
server on the other domain controller, if the first domain controller has not responded.

IMPORTANT: If you have changed any DNS records or the configuration file, the changes are
effected after the dynamic reconfiguration interval of DNS. The default value of this interval is 15
minutes. If the changes are not done, we recommend you to restart the DNS server using the
rcnovell-named restart command.

13.5 Restarting DNS

If you have changed any DNS records or have changed the DNS configuration file, you need to
restart the DNS server so that the changes take effect.

To restart the DNS server, use the following command:
rcnovell-named restart

For information on updating records, refer to “Understanding DNS and DHCP Services” in the OES
2 SP2: Novell DNS/DHCP Administration Guide for Linux
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Managing Group Policy Settings

In Active Directory, Group Policies ease the administrator's job of implementing security settings
and enforcing IT policies for all users within an organizational unit, domain, or across an entire site.
Group policy settings are made in a Group Policy Object (GPO). You can create GPOs for various
departments in an organization to more easily manage the computers and users in each department.
For example, you might create a GPO for the Engineering department and a different GPO for the
Sales department.

DSfW supports all Group Policy settings that apply to Windows servers and workstations. Group
Policy settings that apply to domain controllers (such as Password Policies) are not supported in the
OES 2 environment. The Password Policies for DSfW users are controlled by eDirectory and the
Universal Password settings.

When a DSfW domain is provisioned a single group policy called 'Default Domain Policy' is
created. Along with many workstation specific policies, the Group Policy Object also contains the
Kerberos, Account Lockout and Password related policies under the 'Account Policies' section.

You must be a member of the Domain Admins group to edit an Active Directory Group Policy for a
domain.

¢ Section 14.1, “Configuring Group Policies,” on page 149
¢ Section 14.2, “Group Policy Objects,” on page 151
¢ Section 14.3, “Sysvol,” on page 153

¢ Section 14.4, “Limitations with Group Policy Management,” on page 154

14.1 Configuring Group Policies

To create a new Group Policy, you can use the Active Directory Users and Computers tool.

NOTE: If you have installed the Group Policy Management Console from Microsoft, the Group
Policy tab options described below are no longer accessible. Refer to the Microsoft Windows Server
2003 documentation for instructions on how to use the Group Policy Management Console to
manage Group Policies.

To Configure a new Group Policy

1 Start Active Directory Users and Computers.

2 In the console tree, right-click the Domain Services for Windows domain, and then select
Properties.

3 Click the Group Policy tab, then click New to create a new Group Policy.

Managing Group Policy Settings

149



't Console1 - [Console Root' Active Directory Us o [=] 3

% File Action Wiew Favorites Window  Help | = |
- = | | b’ | > tj37Lindia.novell.com Properties i |
[ Console Root General I tanaged By Group Palicy I -
@E Active Directory Domains ar . §
.[; Active Directory Schema Ta improve Group Policy management ;L

H M tC le [GPMC].
ﬁ Active Directory Sikes and S e Ceeea )

: —— &

El@ Active Directory Users and ¢ Current Group Palicy Object Links far 371
[:l Saved Queties p—
E@ ri371.india.novell.com

- izationlewel2
& % ;ﬁ;:lza i Group Policy Object Links | Mo Override | Dizabled |

[ Computers Default Domain Policy
£ Users New Group Palicy Object
&) Daomain Contrallers

[:I ForeignSecurityPrine

-] best
Group Policy Objects higher in the lizt hawve the highest priority.
This list abtained from: blr-edirdt-8.1j371 india. novell. com
New | agd. | Edt | |

Dptions... | Delete... | Properties | Down |

[" Block Palicy inheritance
ak I Cancel | Spply |
aa H=eTUoaal USET TS 02 LPIPLTT
;I—I —’I I [ cI— e [ Thir Ancevinkion LI

4 Specify a name for the new Group Policy, then click OK.

The policy settings you define are linked to the domain, which means the policy settings you
define are applied to the domain according to the inheritance and preference options used by
Active Directory.

These additional Group Policies can be associated to a Organization Unit under the domain.

Editing an Existing Group Policy

To modify Group Policy settings within Group Policy objects (GPOs), you can use the Group Policy
Object Editor which is a Microsoft Management Console (MMC) snap-in used for configuring and
modifying Group Policy settings. It operates as an extension to Group Policy Management Console
(GPMO).

If GPMC is not available, you can use the Active Directory Users and Computers snap-in or the
Active Directory Sites and Services snap-in.

To edit and existing group policy, follow the instructions in How To Use the Group Policy Editor to
Manage Local Computer Policy (http://support.microsoft.com/kb/307882)

NOTE: If you are not able to edit the Group Policy, it is because the DFS cache is pointing to a
server that is not holding the PDC Emulator role. To set the DFS link to point to the server holding
the PDC Emulator role, execute the steps in Setting the DFS Referral of the Server Holding the PDC
Emulator Role as Active on the Workstation.
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Setting the DFS Referral of the Server Holding the PDC Emulator Role as Active on
the Workstation

To set the DFS link of the server holding the PDC Emulator role as active, execute the following
procedure:

1 Browse to the sYSVOL folder by typing \\domain.tld\sysvol\ or\\ ipadress\sysvol
in the file explorer. Select the domain.t1d folder.

2 Right click the domain.t1d folder to view the properties. Click the DFS tab. It will list two
referrals.

3 Select the link of the server holding the PDC Emulator role and set it as active.
For more information about Group Policy Object settings, refer to Microsoft’s online Group Policy
documentation (http://technet2.microsoft.com/WindowsServer/en/library/abc2890d-f3f1-408c-
bafc-ac9e4eSb0e831033.mspx?mfr=true). For more information about NMAS™ and Universal

Password settings, refer to the Novell® eDirectory documentation (http://www.novell.com/
documentation/edir88/).

14.2 Group Policy Objects

¢ Section 14.2.1, “GPO Account Policies,” on page 151
¢ Section 14.2.2, “gpo2nmas,” on page 152

*

Section 14.2.3, “Enforcing Computer Configuration and User Configuration,” on page 152
¢ Section 14.2.4, “Troubleshooting,” on page 153
Group Policy settings are stored in Group Policy Objects (GPO). A GPO consists of the following:
Group Policy Container: Stored in the directory.
Group Policy Template: Stored in the sYSvoL SMB volume.
The default configuration of SYSVOL resides in the smb. conf file.
[sysvol]
comment = Group Policies
path = /var/opt/novell/xad/sysvol/sysvol
writable = Yes

share modes = No
nt acl support = No

Group Policy Template is stored in the SYsvor, SMB volume.

14.2.1 GPO Account Policies

The group of security settings in the GPO is called Account Policies and contains the following
policies:

¢ Password Policy
¢ Account Lockout Policy

¢ Kerberos Policy

The MACHINE/Microsoft/Windows NT/SecEdit/GptTmpl.inf file inside SYSVOL contains the
Account Policies of the GPO. They are managed by the Samba server.
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In a Domain Services for Windows domain, the password policies are stored in the container
cn=Domain Password Policy,cn=Password Policies,cn=System, <domain root>.

The Password Policy and the Account Lockout Policy are enforced by eDirectory. The Account
Policies settings are not read directly by eDirectory or KDC.

The Kerberos Policy is enforced by the Kerberos Key Distribution Center (KDC). The eDirectory
server enforces only those policies that are stored in its Directory Information Base (DIB). The
Kerberos KDC expects the Kerberos Policy to be stored in eDirectory.

The following Account Policies settings are supported:

+ Password Policies

*

Enforce Password History

¢ Maximum Password Age

*

Minimum Password Age

*

Minimum Password Length

+ Account Lockout Policy
+ Account Lockout Duration
+ Account Lockout Threshold

+ Reset Account Lockout Counter After

+ Kerberos Policy
+ Maximum Lifetime for User Ticket

+ Maximum Lifetime for User Ticket Renewal

14.2.2 gpo2nmas

The gpo2nmas tool synchronizes the policies stored in eDirectory with those in SYSVOL.

This tool is programmed to run every 30 minutes by using the cron service. If the policies stored in
eDirectory are newer than the Account Policies in SYSVOL, gpo2nmas updates the Account Policies.
Similarly, it updates the policies in eDirectory if they do not match the Account Policies. When you
modify the Account Policies in SYSVOL by using Group Policy Management Console (GPMC).
gpo2nmas makes the relevant changes to the policies in eDirectory when it runs again.

14.2.3 Enforcing Computer Configuration and User
Configuration

DSfW supports computer configuration and user configuration settings in GPOs. You can change
the computer configuration settings, such as customizing the start menu, desktop, and Internet
Explorer*, and the user configuration settings, such as roaming profiles and desktop customization.
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14.2.4 Troubleshooting

If you receive a message indicating that the computer configuration or user configuration is not
applicable, do one of the following:

¢ Verify that winbindd is running and functional. The getent passwd <username> command
returns the information for the local users and the domain users.

If you are using the getent utility in the DSfW environment, substitute the username with the
domain user name.

¢ Check the Samba log files in /var/log/samba for any errors.

14.3 Sysvol

¢ Section 14.3.1, “sysvolsync Utility,” on page 153

The System Volume (Sysvol) is a shared directory that stores the server copy of the domain's public
files that must be shared for common access and replication throughout a domain. The Sysvol
corresponds to the /var/opt/novell/xad/sysvol/sysvol directory on the domain controller.
The Group Policy Template of the default domain policy GPO is stored in the /var/opt/novell/
xad/sysvol/sysvol/<domain name>/Policies/{31B2F340-016D-11D2-945F-
00C04FB984F9}directory.

A Group Policy Template contains the following information:

¢ Template-based administrative policies

+ Security settings

¢ Script files

+ Information for the applications that are available for Group Policy software installation.
Beginning OES 2 SP2, the sYsvoL volume of a domain is now stored on each domain controller of

the domain. This enhancement resolves the performance and scalability limitations arising from the
initial design of having the sYSvVOL volume only on the first domain controller.

Following are the benefits of having the sYSVOL volume on every domain controller:

¢ Reduces the load on each domain controller as now during user login or workstation bootup,
policies can be read from any domain controller as each domain controller holds a copy of
SYSVOL.

¢ Provides fault tolerance in form of backup domain controllers providing seamless transition
from the first domain controller, in event of failure.

The synchronization of data between the domain controllers is handled by sysvolsync utility.
During the DSfW installation a crontab entry is added for sysvolsync that synchronizes the
changes on the domain controller playing the role of a PDC emulator with the other domain
controllers in the domain. The synchronization by default happens every half an hour.For more
details on the sysvolsync utility see, Section 14.3.1, “sysvolsync Utility,” on page 153

14.3.1 sysvolsync Utility

The sysvolsync utility is introduced to provide synchronization of sysvol and the underlying
policies between the domain controllers of a domain.
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This utility when invoked finds the domain controllers for the domain and initiates the
synchronization process with them, contacting one domain controller at a time.During the
synchronization only the changes are transferred and not the entire data. This helps in faster
synchronization between the domain controllers. All the POSIX file permissions and ACLs are
retained during transfer.

For intermediate synchronization, you can invoke the utility using the following command:
/opt/novell/xad/sbin/sysvolsync

During the synchronization the changes are transferred from the first domain controller(holding the
PDC Emulator role) to the other domain controllers.

The details of synchronization events are captured in /var/opt/novell/xad/log/
sysvolsync.log file.

14.4 Limitations with Group Policy Management
¢ Section 14.4.1, “Users Cannot Log In if They Are Moved From a Non-Domain Partition to a
DSfW Domain Partition,” on page 154

¢ Section 14.4.2, “Members of GroupPolicy Creator Owner group cannot change the active DFS
Referral,” on page 154

¢ Section 14.4.3, “Ignore Warnings while Backing up Group Policies,” on page 154
¢ Section 14.4.4, “WMI Filters Cannot be Applied for Processing GPOs,” on page 155

14.4.1 Users Cannot Log In if They Are Moved From a Non-
Domain Partition to a DSfW Domain Partition

If a user with a Universal password policy is moved from non-domain partition to a DSfW partition,
the user will not be able to login into the DSfW domain.

To resolve this issue, delete the old password policy using iManager. After this step is done, the user

will be able to login to the workstation.

14.4.2 Members of GroupPolicy Creator Owner group cannot

change the active DFS Referral
If a member of the GroupPolicy Creator Owner group tries editing the group policy through the
Group Policy Management Console(GPMC), and if the GPMC is referring the ADC, the user will

not be permitted to change the DFS referral to make it point to the first domain controller. To make
changes, you will require administrator privileges

14.4.3 Ignore Warnings while Backing up Group Policies

You might get 'access denied' warnings while backing up Group Policies in XP and Vista clients
connected to DSfW. It is safe to ignore them.
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14.4.4 WMI Filters Cannot be Applied for Processing GPOs

WML filters are not supported in this release.
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Managing Trust Relationships in
Domain Services for Windows

Trust relationships are a key to managing Domain Services for Windows (DSfW).

¢ Section 15.1, “What is a Trust?,” on page 157
¢ Section 15.2, “Cross-Forest Trust Relationships,” on page 158

¢ Section 15.3, “Limitations with Cross-Forest Trust,” on page 190

15.1 What is a Trust?

A trust is used to allow users of one domain to access resources from another domain. By default,
two-way, transitive trusts are automatically created when a new domain is created. For
authentication and name lookups to work across domains, a trust relationship must be created
between the domains. The trust relationship includes a shared secret that can be used for both
Kerberos and NTLM authentication and information that is used to support name resolution.

DSfW supports the following cross-forest trusts:

+ External Trusts: These trusts are non-transitive trusts between two domains in different
forests. They can be one-way or two-way. This type of trust is useful to allow resource sharing
only between specific domains in different forests.

¢ Forest Trusts: These trusts are transitive trusts between two forests. These trusts include
complete trust relationships between all domains in the relevant forests, so resource sharing
among all domains in the forests is allowed. The trust relationship can be either one-way or
bidirectional.

Both forests must be operating at the Windows Server 2003 forest functional level. By default,
DSfW operates at this level. The use of forest trusts offers several benefits:

¢ They simplify resource management between forests by reducing the number of external
trusts needed for resource sharing.

¢ They provide a wider scope of UPN authentications, which can be used across the trusting
forests.

¢ They provide increased administrative flexibility by enabling administrators to split
collaborative delegation efforts with administrators in other forests.

¢ They provide greater trustworthiness of authorization data. Administrators can use both
the Kerberos and NTLM authentication protocols when authorization data is transferred
between forests.

NOTE: External Trusts and Forest Trusts are cross-forest trusts.

¢ Realm Trusts: These are one-way and two-way transitive and non-transitive trusts that you
can set up between an Active Directory domain and a Kerberos V5 realm, such as trusts found
in UNIX and MIT implementations.
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Refer to Understanding Trusts (http://technet.microsoft.com/en-us/library/cc736874.aspx) and New
Trust Wizard Pages (http://technet.microsoft.com/en-us/library/cc784531.aspx) for more
information on trusts.

15.2 Cross-Forest Trust Relationships

Administrators must configure trust relationships manually to access resources in a different forests.
Every trust relationship between each domain in the different forests must be explicitly configured.

¢ Section 15.2.1, “Creating a Cross-forest Trust between Active Directory and Domain Services
for Windows Forests,” on page 158

¢ Section 15.2.2, “Shortcut Trusts,” on page 189

15.2.1 Creating a Cross-forest Trust between Active Directory
and Domain Services for Windows Forests

This section describes how to create a cross-forest trust between Active Directory and DSfW.

¢ “Configuring the DNS Forwarders on the Domain Services for Windows Server” on page 159
¢ “Configuring the Reverse Lookup Zone Forwarder” on page 169

¢ “Configuring the DNS Forward Lookup Zone on the Active Directory Server” on page 179

¢ “Creating the Trust” on page 182

¢ “Verifying the Trust” on page 189

In this example, win2003ad.com is the domain name of the Active Directory forest and dsfw.com is
the domain name of the DSfW forest.
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Configuring the DNS Forwarders on the Domain Services for Windows Server

You need to configure a DNS forwarder on the DSfW DNS server to forward any DNS queries for
the Active Directory domain to the Active Directory domain's DNS server.

¢ Active Directory domain name: win2003ad.com

+ DSfW domain name: dsfw.com
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Click DNS > Zone Management to open the Zone Management window in the main panel.
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2 From the drop-down list select Create Zone, then click OK to open the Create DNS Zone
window.
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3 Select Create New Zone and specify the DNS configuration parameters as follows:
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IDNS_ue!dN e lld st =

Name Server Information:
Enter Host Mame:

[ IPve

Select Damain:

Create | | Cancel | _ Help |

3a Specify a name for the zone; that is, the domain name of the Active Directory forest (in
this example, it is win2003ad. com).

3b Specify the eDirectory context for the zone or browse to select it; that is, the container
containing the DNS related objects (In this example, it is OESSystemObjects.dsfw).

3¢ Select the Zone Type as Forward.

3d Select a DNS server from the Assigned Authoritative DNS Server drop-down list. This is
the name of the DNS server object. In this example, it is DNS_oes-dc-
1.0ESSystemObjects.dsfw. This parameter is optional.
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3e Click Create. A message indicates that the new forward zone has been created.

@- 0 - @ O @ [ mpsinet9991 173mpssendetwebace a1k -]

ﬂ Novell iManager

] Foks ard Tasks
Compiee: The Creale DNS Zone request succesded

[AN Categones] El

Archive Versioning M DMNS Zone Created : win2003ad com.
Chusters

Direciony Administration

Serge Sellings

DINS Server Management
Tome Management

Fmstnurce Recond Managemen!
NS Key Managenent
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4 Sclect Zone Management from the iManager DNS plug-in, then select View/Modify Zone from
the drop-down list and click OK.

- E & |0l Mipsaineds99117 &l ) [Ig =N

ﬂ Novell iManager

(7] Redes and Tasks
@ Zone M

[All Categarnies] =]

Warning
The Scope Seling 1s not configured, Configure the Scope setbng for improved performance.
DHCP (OES Linu)

Selsct the operabon you woL like i perlarm:

[Mewimaadity Zane &

DNS
Senpe Semngs
DINS Server Management
Zome Management
Rescurce Recend Manasgement
NS Key Managemert
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5 Select Active Directory forest's domain zone from the drop-down list, then click OK.

“«-9-@

% L] hmpsines 09,9117

ﬂ. Novell iManager

@ view/Modify Zone

‘Gelect DNS Zone:!
winz003ad com ]

DNS
Senpe Semngs
DINS Server Management
Zome Management
Rescurce Recend Manasgement
NS Key Managemert
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Click Next.

&5 -8 fa |1 hmpsin690.9117 @[+ p] G- %] . & x
ﬂ Mevell iIManager

(7] Redes and Tasks

@ vi ’
Al Categories] 5 View/Modify Zone

Selected DNS Zone: win2003ad.com

Select the 7one Type:
BHEP {OES Linu) " Primary
= Forward
Directary Afminisiration I Aary
Distribured File Services Enter the Zone Master |P Address:
ONS.
S50 Dtaas Available NS Server(s): Selected Authoritative DNS Server(s):
NS Sarver ManoR me 1 = DNS_oes-dce] novelldste |
Zome Management. add
Rescurce Record Mansgement
DS Key Marsgement __Remove |
__Agdal |
_Remave all_| Ll
= L=l
Specify Designated Forwarder DNS Server
DNS_ses-de-l novelldsiw E]
Enter C
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7 Click Add.

E&-0 -8 fat | hipsai164.89.91.17 & (&5 %] - & x

(7] Redes and Tasks .
@ view/Modify Zone

[All Categarnies] =]

Selected DNS Zone: win2003ad com

Forward List information:

I Forward List
DNS
Soops Salirgs coPreviews | Dee | Asd | Delete | Cancel | help |
DNS Server Management
Zone Management
Rescurce Recond Mansgemen

NS Key Managemert

Movell Cerlificate Sarver

QuickFirder
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Select the Forward option, then specify the IP address of Active Directory forest's DNS server
(in the example, it is 192.168.1.20). Click 4Add.

@B -8 |1 mps164.99.91.17 FIRIE e x

@ view/Modify Zone

Selected DNS Zone: win2003ad com

Select Farward List
1 Empty forwarder

# Forward
Enter IP Address:
w fee [ o
DNS
Senpe Semings
DINS Server Management
Rescurce Record Mansgement Addl | Caneed | Holp |

NS Key Managemert
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9 Click Done.

&5 -8 fa |1 hmpsin690.9117 @[+ p] G- %] . & x

(7] Redes and Tasks .
@ view/Modify Zone

[All Categarnies]

Selected ONS Zone: win2003ad com
Forward & frst 0 enly

Forward List information:

. Forward List
r TEER A
DNS
Senpe Semings
DNS Server Management
Zone Management |
Resoure Fuzcard Mansgement cabreviows | Done | ASd | Delste | Cencl | | Mep |

NS Key Managemert

Files and Folders

Linux User Management

Mowell Cerlificate Access
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10 A message indicates that the new secondary zone has been created. Click OK.

- - fat | hipsai164.89.91.17 @[+ p] [IG- [&] - & x

(7] Redes and Tasks
Complete: The Madify DNS Zone request succesded

[All Categarnies] =]

hh._\,\.,,.,,.,.‘ ................................ = NS Zone Modified : win2003ad.com
Clusters

nu:;m“um_, ............................... -

Directary Adminisiratisn

Distributed File Services

DNS
Senpe Semngs
DINS Server Management
Zome Management
Rescurce Recend Manasgement
NS Key Managemert

11 Restart DNS by using the rcnovell-named start command.

Configuring the Reverse Lookup Zone Forwarder
You need to configure a DNS reverse lookup zone for DSfW for a Windows domain.

1 After selecting Zone Management from the iManager DNS plug-in, select the Create Zone
option from the drop-down list. Click OK to open the Create DNS Zone window.
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- - |1 mps164.99.91.17 FIRIE ] - & x

Movell IManager

Warning

The Scope Seling 1s not configured, Configure the Scope setbng for improved performance. j

BHEP (DES Linu)

Directary Adminisiratisn

Selsct the operabon you woL like i perlarm:

[Ereate Zane I
DNS
Senpe Semings
DNS Server Management
Rescurce Recond Managemeni

NS Key Managemert

Files and Folders

2 Specify the DNS configuration parameters as follows:
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@B -8 fit | hmps:ir164.99.91.1 73nps/servietwebace @[~ e 1G] (S]] - & x

(7] Redes and Tasks

@ Create DNS Zone

,m Categones] =]
.......................................................... “ SelectZone Type:

© Greate New Zone
Clusiers ® Greate IN-ADDR ARPA

BHEP (DES Linu)

Directary Adminisiratisn

Distributed File Services

DNS
Senpe Semngs
DINS Server Management
Zome Management
Rescurce Recend Manasgement
NS Key Managemert

Enter Metwork Address: 2]
o[ ®

(Example: Enter 143.72.1 for 1.72.143 IN-ADDR ARPA)

Zeone Domain Name:

Select the Fane Type:
" Primary
& Forward
" Secondary
Enter Mame Server [P Address:

rrr

Select 1) Lone Server:
[ONS _se e movellastw -

MName Server Informabon:
Enter Host Name:

fuatostons

Select Domain:

2a Seclect the Create IN-ADDR ARPA option as the Zone Type.

2b Specify the network address. This is the IP address of the Active Directory forest's DNS
server (in this example, it is 192.168.1.20).

2c¢ Select Forward as the Zone Type.

2d Select a DNS server from the Assigned Authoritative DNS Server drop-down list. This is
the name of the DNS server object (in this example, it is DNS_oes-dc-
1.0ESSystemObjects.dsfw).

2e Click Create. A message indicates that the zone has been created.

Select Zone Management from the iManager DNS plug-in, then select the View/Modify Zone
option from the drop-down list and click OK.
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E&-0-E &t |0 hipsai164.99.91.17 FIRIE %] - & x

(7] Redes and Tasks

[All Categarnies]

@ Zone M t

Warning
The Scope Seling 1s not configured, Configure the Scope setbng for improved performance.

Selsct the operabon you woL like i perlarm:
Distributed File Services

[Mewimaadity Zane I
DNS
Senpe Semings
DNS Server Management
Rescurce Recond Managemeni

NS Key Managemert

Mowell Cerlificate Access

Parions and Replicas
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4 Sclect the Active Directory forest's reverse lookup zone from the drop-down list, then click

OK.
al+ ») (G a) | -

&-5-@ |0 hups#164.89.91.17

(7] Redes and Tasks o v .
Al Caregores] o View/Modify Zone
T2 Select oS Zone:

201168 12 IN-ADDRARPA [«]

BHEP (DES Linu)

DNS
Senpe Semngs
DINS Server Management
Zome Management
Rescurce Recend Manasgement
NS Key Managemert
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5 Click Next.

&5 -8 fa |1 hmpsin690.9117 @[+ p] G- %] . & x
ﬂ Mevell iIManager

(7] Redes and Tasks

@ vi ’
Al Categories] 5 View/Modify Zone

‘Selected DNS Zone: 201168192 INADDRARPA

Select the 7one Type:
BHEP {OES Linu) " Primary
= Forward
Directary Afminisiration I Aary
Distribured File Services Enter the Zone Master |P Address:
ONS.
S50 Dtaas Available NS Server(s): Selected Authoritative DNS Server(s):
NS Sarver ManoR me 1 = DNS_ses-dcl novell dstw |
Zome Management. add
Rescurce Record Mansgement
DS Key Marsgement __Remove |
__Agdal |
_Remave all_| Ll
= L=l
Specify Designated Forwarder DNS Server
DHS_ses-de-] novelldstw E]
Enfer Ci
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Click Add to add this DNS server object.

&l - 6 x

@0 @ 0 [0 mpsinessagt g

(7] Redes and Tasks )
- @ view/Modify Zone

[All Categarnies] =]
Selected DNS Zone: J0.1.168.10LIN-ADDSLARPA

Forward List information:

- Farward List
DNS
Seope Sckirgs c<Previs | Done | Add | Delete | Cael | | Help |
DNS Server Management
Zone Management
Rescurce Riecord Managemerl

NS Key Managemert
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7 Select Forward List and click Add.

@0 @ 0 [0 mpsinessagt g

&) - & x

(7] Redes and Tasks v )
Tl Categanes] o View/Modify Zone

Selected DNS Zone: ALIGRTSZIN-ADDR.ARPA

Select Farward List
1 Empty forwarder
# Forward
Enter IP Address:
[l e[ [n
DNS
Senpe Semings

DINS Server Management

Rescurce Riecord Managemerl Add |
NS Key Managemert
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Select the Forward option and specify the IP address of Active Directory forest's DNS server
(192.168.1.20 in this example). Click 4dd, then click Done.

@B -8 |1 mps164.99.91.17 FIRIE e x

@ view/Modify Zone

Selected DNS Zone:  201.168.152IN-ADDR.ARPA
Forward & frst 0 enly

Forward List information:

. Forward List
r 152 1681 20
DNS
Seope Semings
DNS Server Management
Zone Management
Resoure Fuzcard Mansgement cabreviows | Done | ASd | Delste | Cencl | | Mep |

NS Key Managemert
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9 A message indicates that a zone has been created. Click OK.

- - fat | hipsai164.89.91.17 @[+ p] [IG- [&] - & x

(7] Redes and Tasks

[All Categarnies] =]

S| DNS Zone Modified : 201166 152 IN-ADDRARPA

Complete: The Madify DNS Zone request succesded

BHEP (DES Linu) [T

Directary Adminisiratisn

Distributed File Services

DNS
Senpe Semngs
DINS Server Management
Zome Management
Rescurce Recend Manasgement
NS Key Managemert

QuickFinder

10 Verify the DNS configuration by trying to resolve the Active Directory domain and its DNS
SRV records using ns1lookup, as follows:

nslookup -query=any ldap. tcp.dc. msdcs.<AD domain name>
For example:
# nslookup -query=any ldap. tcp.dc. msdcs.win2003ad.com
Server: 192.168.1.10
Address: 192.168.1.10#53
Non-authoritative answer:
ldap. tcp.dc. msdcs.win2003ad.com service = 0 100 389 osg-dtsrv22.

win2003ad.com.

Authoritative answers can be found from:

osg-dt-srv22.win2003ad.com internet address = 192.168.1.20
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Configuring the DNS Forward Lookup Zone on the Active Directory Server

To resolve the DSfW forest from the Active Directory forest, you must either create a forward
lookup stub zone or a forwarder on the Active Directory forest's DNS server.

1 At your Windows management workstation, click Start>Run, enter mmc in the text field and

click OK.

1a Click File>Add/Remove snap-in, click Add and select DNS snap-in, then click Add. Click
Close to close the window and then click OK.

_= dnsmgmt - [DNS4EDIRDT-38]

3_‘ File Action Wiew Window Help

o pmEXFRR @m 8 E

2, DS EDIRDT-38
- [ eemeenee
Configure a DHS Server...

Mew Zone..,.

Set AgingjScawenging For All Zones. ..
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslockup

Create Default Application Direckory Partitions. ..

S

ones

ones

All Tasks

Vigw
Mew Window From Here

Delete
Refresh
Export Lisk...

|Opens the properties dialog box For the current selection,
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1b Select the Forwarders tab, then click New and add a new forwarder for the DSfW domain.
Specify the DSfW domain name and click OK.

_= dnsmgmt - [DNS\EDIRDT-38]

2, Ble  Action

iew

tiindow

IS =T
el JRETE]

s> EExFRe (@D EHE

2 onis
) eomoT3s

EDIRDT-38
Mame
| 3 Forward Lookup Zones
[[Dreverse Lookup

EDIRDT-38 Properties 2| x
[ElEvent viewsr L Ml 5
[rost Hints Debuglogging |  Eventlogging | Monteing | Seewity |
EFaruarders Interfaces Forwarders | Advanced | Root Hints

Famwarders are servers that can resalve DNS quernies not answered by this
server. Fomward queries for names in the following DNS domains.

DNS domai

- T 2]

m
To Forward queries for names in the Following DMS domain, G
bel  DNS domain:

Sel  [dsfo.com

I_ oK I Cancel

Up

Dawn

Mumber of seconds before foward queries time out: 5

™ Do not use recursion for this domain

oK Cancel | o |

180 OES 2 SP2: Domain Services for Windows Administration Guide



1c Select the new forwarder, specify the IP address of the DNS server of the DSfW domain,

then click Add.
Debug Logging ] Ewent Logging ] Faonitoring ] Security ]
Interfaces Forearders ] Advanced ] Fioaot Hintz ]

Fonwmarders are servers that can resolve DMNS queries not answered by this
zerver. Forward queries for names in the following DMS domains.

DS domain:
All ather DHS darmains - Mew

college.edu

ranju-ad. corn j Fiemove
To add a fonwarder, select a DMS domain, tepe the fonwarder's IP address
belows, and then click Add.

Selected domain's forwarder IP address lisk:

192 163 1 a0

Add |
e |
LA
s

MHumber of seconds before forward queries time out; 5

[ Do not uze recursion far this domairn

]9

Cancel ‘ Apply |

1d Verify the DNS configuration by using ns1ookup to resolve the Active Directory domain
and its DNS SRV records, as follows:

nslookup -query=any ldap. tcp.dc. msdcs.<DSfW domain name>

icrosoft Windows [Uersion 5.2.379@1
(C>» Copyright 1985-2883 Microsoft Corp.

C:Documents and Settings“Administrator>nslookup —query=any _ldap._tcp.dc._msdcs
.dsfu.com

Server: localhost

fiddreszs: 127.8.8.1

_ldap._tcp.dc._msdcs.dsfu.com SRU service location:
priority =M
we ight
port
svr hostname = oes-de-1.dsfw.com
nameserver = ces-dco-1.dsfw.com
dafw.com internet address = 192.168.1.10

C:%Documents and Settings“Administrator>_

2 Right-click Reverse Lookup Zones, select New Zone.
2a Select Primary Zone. Deselect the Store the zone in Active Directory option.
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2b Specify the Network IP and click Finish. The zone is now created.
2c Right-click the newly created zone to create a PTR record and enter the required details.

3 Ifthe Active Directory domain's Domain Functional Level is not Windows Server 2003, do the
following to raise it:

3a Open Active Directory Domains and Trusts snap-in from the MMC.

3b Right-click the icon representing the Active Directory domain, select Raise Domain
Functional Level from the menu, then set it to Windows Server 2003.

4 If the Active Directory forest's Forest Functional Level is not Windows Server 2003, do the
following to raise it:

4a Right-click the Active Directory Domains and Trusts snap-in from MMC.

4b Select Raise Domain Functional Level from the menu and set it to Windows Server 2003.

Creating the Trust
1 At your Windows management workstation, click Start>Run, enter mmc in the text field and
click OK.

2 Click File>Add/Remove snap-in, click Add and select Active Directory Domains and Trusts
snap-in, then click Add.

3 Click Close, then click OK.
4 Right-click the DSfW domain, then select Properties.
5 Select New Trust from the Trusts tab, then click OK.

win2003ad.com Properties 2=l

General Trusts | tanaged B_I,Il

Domaing trugted by this domain [outgoing trusts]:

Damain Mame | Trust Type | Tranzitive | Broperties. . |

adchild. winZ003ad.com Child Ve

maniju-ad. com Forest ez Hemove |

Dramainz that trust thiz domain [incoming trusts);

[Dlomain Mame | Trust Type | Tranzitive | Froperties. .. |

adchild. win2003ad. com Child Yes

manju-ad. com Forest ez Remove |

Mew Trust... |

0k, I Cancel Apply
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6 Click Next to start creating a new trust.

MNew Trust Wizard x|

Welcome to the New Trust

C;% Wizard

Thiz wizard helps vou create a truzt between thiz domain
and any of the following:

n AW indows domain in thiz forest or in another farest.
= A% Indows NT 4.0 domain.

n A Kerberos W5 realm tust.

= Another forest,

A truzt iz a relatiohzhip that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Mest, Help |
Cancel |

% Back

7 Specify the DNS name (or NetBIOS name) of the Active Directory forest, then click Next.

New Trust Wizard

Trust Hame
Y'ou can create a trust by uzing a NetBI0S or DNS name.

Type the name of the domain, forest, or realm for this trogt, [F pou bppe the name of a forest, wou
muszt twpe a DMS name.

Example HetBIOS name: supplierD] -int
Example DMS name: supplierd-internal. microsoft. com

Marme:

dzfw.com

< Back I Mext > I Cancel
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8 Select Forest trust, then click Next.

New Trust Wizard

Trust Type

Thiz domain is a forest oot domain. [F the specified domain qualifies, you can
create a forest trust,

Select the type of trust you want to create.

" Extemal trust
An external gt iz a nontranzitive tust between a domain ahd another domain
outside the forest, & nontransitive tust iz bounded by the domaing in the
relationzhip.

% Forest tust
i forest brust iz & transitive trust between bwo forests that allows users in anyp of the
idarmaine in one forest to be authenticated in any of the domains in the other forest. ;

< Back I Mext = I Cancel

9 To select the direction of trust, do one of the following:
¢ Click Two-way to create a two-way forest trust.
¢ Click One-way:incoming to create a one-way incoming forest trust.

¢ Click One-way:outgoing to create a one-way outgoing forest trust.

New Trust Wizard

Direction of Trust
Y'ou can create one-way of hwo-way tusts,

Select the direction for this trust.

¢ Two-way

Llzerz in thiz domain can be authenticated in the specified domain, realm, or
forest. and users in the zpecified domain, realm, or forest can be authenticated
thiz domain.

" Ore-way: incoming
Uzers in thiz domain can be authenticated in the gpecified domain, realm, or forest,

" One-way: outgoing
Uzerz in the specified domain, realm, or forest can be authenticated in this domai.

< Back I Hest » I Cancel

10 Click Next.
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11 Select Both this domain and the specified domain and click Next.

New Trust Wizard

Sides of Trust
If wou have appropriate permizzions in both domains, vou can create both sides of
the truzt relationship,

To beqin using a trust, bath sides of the tust relationship must be created. For example,
if you create a ane-way incoming trust in the local domain, a one-way outgoing trust
muzt alzo be created in the specified domain before authentication traffic will begin
flowing acrozs the trust.

Create the truzt far the following:

" This domain anly
Thiz option creates the truzt relationship in the local domain.

" Bath this domain and the zpecified domain

This option creates a trust relationzhip in the local domain and a comesponding trust
relationzhip in the specified domain. *ou must have tust crestion privileges in the £
zpecified domain.

< Back I Mext = I Cancel

12 Specify the user name and password of the Active Directory domain administrator, then click
Next.

New Trust Wizard

Uszer Hame and Password
To create this bust relationship, you must have administrative privileges for the
specified damain.

Specified dorain; dzfw.com

Type the user name and pazsword of an account that has administrative privileges in
the zpecified domain.

Uszer narme: Iﬂ adrninistrator j

Pazzword: Io...u

< Back I Mext > I Cancel
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13 Select Forest-wide authentication to authorize users to use resources in the local forest or those
identified by the administrator, then click Next.

MNew Trust Wizard x|

Dutgoing Trust Authentication Level--Local Forest

Uzers in the specified forest can be authenticated to uge all of the resourzes in the
local forest or anly those resources that you specify,

Select the scope of authentication for users from the dsfiv,. com forest.

" Forest-wide authentication

indows will autamatically authenticate users from the specified forest for all resaurces |
in the local forest. This option 1z preferred when both forests belong to the same
organization.

" Selective authentication
Windows will not automatically authenticate users from the specified forest for ang
resources in the local forest. After you finizh this wizard, grant individual access to each
daormain and zerver that pou want to make awvailable to users in the specified forest. This
option iz preferred if the forests belong to different organizations.

< Back I Mext = I Cancel

14 Select Forest-wide authentication to authenticate Active Directory forest users to use resources
in the dsfw.com forest or those identified by the administrator, then click Next.

Mew Trust Wizard

Dutgoing Trust Authentication Level--5pecified Forest

Uzerz in the local forest can be authenticated to use all of the reszources in the
specified forest or only thoze resources that vou specify.

Select the scope of authentication for uzers from the local forest.

" Forest-wide authentication

indows will autamatically authenticate users fram the local forest far all resources in
the dsfiw.com forest. Thiz option iz prefened when both forests belong to the same ¢
orgatuzation.

" Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
in the dzfw. com forest. &fter you finish this wizard, grant individual access to each domain
and zerver that you want to make available to uzers from the local forest. This option iz
preferred if the forests belong to different organizations.

£ Back I MHext > I Cancel
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15 Review the trust settings and complete the creation of trust by clicking Next.

New Trust Wizard

Trust Creation Complete
The trust relationzhip was successfully created.

Status of changes:

[T szt relationship created successiully.
Specified domain; dzfw.com

Direction:

Two-way: Uzers in the lozal domain can authenticate in the specified domain and
uzers in the zpecified domain can authenticate in the local domain.

Trust type: Forest trust

Outgoing trust authentication level; Forest-wide authentication in local and
zpecified forests.

To configure the new trust, click Mest.

hd

% Back I Mext = I

Cancel

16 Click any option depending on your choice, then click Next.

New Trust Wizard

Confirm Outgoing Trust
'ou should confirm this trust only if the other side of the trust has been created.

Do pow wank to confirm the outgaing brust?

" Mo, do not confirm the outgoing brust

£~ Yes, confim the outgoing trust

< Back I Mext > I Cancel
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17 Click any option depending on your choice, then click Next.

New Trust Wizard

Confirm Incoming Trust
You should confirm thiz trust only if the other side of the trust has been created.

Do pou want to confirm the incoming bust?

" Mo, do not confirm the incoming tust

" Yes, confim the incoming st

% Back I Mext = I Cancel

NOTE: In Step 16 and Step 17, if you select Yes option to confirm the trust, ensure that you
validate the trust later by selecting Properties>Validate option.

18 Complete the trust creation by clicking Finish.

MNew Trust Wizard x|

Completing the New Trust

C;% Wizard

Y'ou have succeszsfully completed the Mew Trust Ywizard,

Status of changes:

Mrust relationship created successiully. ;l

Route these names to the specified forest:
* dsfw.com

Foute these names to the local forest;
*in2003ad. com

To cloze thiz wizard, click Finish.

% Back I Finizh I Cancel
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19 The new domain summary appears in the Trusts page.

win2003ad.com Properties ed |

General Trusts | Maraged B_I,II

Domains trusted by this domain [outgoing trusts]:

[ramain Mame | Trust Type | Tranzitive | Broperties. . |

adchild. win2003ad. com Child Yes

dsfw.com Forest ez Bemove |

manju-ad. com Forest Yex

Diomaing that trust thiz domain [incoming trusts);

Damain Mame | Trust Type | Tranzitive | Properties. .. |
Child ez
) Femove |

TES

Farest

Mew Trust... |

0K I Cancel Apply

Verifying the Trust
To verify that the DNS configuration is correct:

1 Verify that the Log on to drop-down list in the Login window of a Windows machine that is
joined to the Domain Services for Windows domain has an entry for the Active Directory
domain.

2 Try to log on to the Windows machine that is joined to the Domain Services for Windows
domain with an Active Directory domain user principal name.

3 Verify that the Log on to field in the Login window of a Windows machine that is joined to the
Active Directory domain has an entry for the Domain Services for Windows domain.

4 Try to log on to the Windows machine that is joined to the Active Directory domain with a
Domain Services for Windows domain user principal name.

For more information, refer to the Microsoft Active Directory documentation (http://
technet2.microsoft.com/windowsserver/en/technologies/featured/ad/default. mspx).

15.2.2 Shortcut Trusts

DSfW supports shortcut trusts within a tree. The procedure to create and use a shortcut trust is
similar to how shortcut trusts are created and used in Microsoft Active Directory. For more
information on creating shortcut trusts, refer to the Administering Active Directory Operations
Guide (http://technet2.microsoft.com/WindowsServer/en/library/a874d75d-09b9-40c6-87d6-
75d0733d88301033.mspx).
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15.3 Limitations with Cross-Forest Trust

¢ Trust created between DSfW and Active Directory, will only permit the DSfW users to access
the resources on the Active Directory domain. The users in the Active Directory domain cannot
access the resources on the DSfW domain.
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Providing Access to Server Data

With Novell® Open Enterprise Server (OES) 2, you have several options for providing DSfW users
with access to network data:

¢ Section 16.1, “Accessing Files by Using Native Windows Methods,” on page 191

¢ Section 16.2, “Accessing Files by Using the Novell Client for Windows,” on page 199

¢ Section 16.3, “Accessing Files in Another Domain,” on page 199

16.1 Accessing Files by Using Native Windows
Methods

IMPORTANT: Do not install the Novell Client™ for Windows on a workstation for which you plan
to provide native Windows access to DSfW servers. Novell Client access and native Windows
access to DSfW servers do not work well together on the same workstation.

This section discusses the following topics:

¢ Section 16.1.1, “Prerequisites,” on page 191

¢ Section 16.1.2, “Samba: A Key Component of DSfW,” on page 191

¢ Section 16.1.3, “Samba in the DSfW Environment,” on page 192

¢ Section 16.1.4, “Creating Samba Shares in iManager,” on page 193

¢ Section 16.1.5, “Creating Samba Shares in the smb.conf File,” on page 195
¢ Section 16.1.6, “Assigning Rights to Samba Shares,” on page 196

¢ Section 16.1.7, “Adding a Network Place,” on page 197

¢ Section 16.1.8, “Adding a Web Folder,” on page 198

¢ Section 16.1.9, “Mapping Drives to Shares,” on page 199

16.1.1 Prerequisites

The instructions in this section assume that you have already prepared your workstation for
accessing the DSfW server by completing the instructions in these prior sections:

¢ Section 11.1, “Joining a Windows Workstation to a DSfW Domain,” on page 133
¢ Section 11.2, “Logging In to a DSfW Domain,” on page 136
¢ Chapter 12, “Creating Users,” on page 139

16.1.2 Samba: A Key Component of DSfW

One of the primary benefits of DSfW is that users can access files on OES 2 Linux servers without
having any Novell client software installed. This is accomplished through Samba software that is
installed on every DSfW server.
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Samba is an open source software suite that lets Linux and other non-Windows servers provide file
and print services to clients that support the Microsoft SMB (Server Message Block) and CIFS
(Common Internet File System) protocols.

OES 2 SP2 customers actually have three Samba configuration options:

¢ The open source Samba services that are provided with SUSE® Linux Enterprise Server
(SLES)10 SP2 and other Linux distributions.

¢ The Novell Samba implementation that has always been included in OES to integrate
eDirectory™ authentication with basic Samba file services.

¢ The DSfW configuration of Samba.

The Section 16.1.3, “Samba in the DSfW Environment,” on page 192 explains key differences
between the Novell Samba configuration in OES 2 SP2 and the configuration that is included with
DStW.

16.1.3 Samba in the DSfW Environment

When you install a DSfW server, Samba software is automatically installed on that server. This is
the same Samba software that is included in OES 2 SP2, but it is configured differently as outlined
in Table 16-1.

Table 16-1 Novell Samba in OES 2 SP2 vs. Samba in DSfW

Item Novell Samba in OES 2 SP2 Samba in DSfW

Authentication A Samba-compatible Password Policy is No Samba-compatible Password Policy is
required for compatibility with Windows required for DSfW users because the
workgroup authentication. domain is set up as a trusted

environment.

DSfW uses Active Directory/Kerberos
authentication to ensure that only
authorized users can log in to the domain.

File system It is recommended (but not required) that you create Samba shares on NSS data
support volumes.

NSS is fully integrated with eDirectory for easier management, and using an NSS
volume allows you to take advantage of the rich data security model in NSS. You can
use either iManager or the nssmu utility to create an NSS volume on an OES 2 Linux
server. For instructions on how to set up an NSS volume, see “Managing NSS
Volumes” in the OES 2 SP2: NSS File System Administration Guide
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Item Novell Samba in OES 2 SP2 Samba in DSfW

Samba Users must be enabled for Samba and eDirectory users in the domain

enablement assigned to a Samba group. (eDirectory partition) are automatically
Samba users and are enabled to access
Samba shares. See Chapter 12, “Creating
Users,” on page 139.

Domain users are set up with the
necessary UID and default group
(DomainUsers) membership.

Every additional eDirectory group created
within the domain is automatically Linux-

enabled.

Username and The same username and password must  eDirectory users in the domain
password exist on both the Windows workstation and (eDirectory partition) can log into any
in eDirectory. workstation that has joined the domain.
There is no need for a corresponding user
object on the workstation.

16.1.4 Creating Samba Shares in iManager

To manage Samba shares, iManager must be configured with the necessary plug-ins and role-based
services. For information on how to configure iManager, see the iManager 2.7.3 Documentation

(http://www.novell.com/documentation/imanager27/)

To create a Samba share in iManager:

1 Open a browser and point to http://ip_address_of server/nps/iManager.html.

2 Provide the username, password, and tree information as requested and click Login.

3 In the Roles and Tasks view, select File Protocols > Samba.
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M Novell iManager

@] Roles and Tasks

File Protocols

All Categories ~
[ s A| Samba

Archive Versioning ‘
|

To manage a Samba server, select a server where Samba is installed.

Clusters

Server: | | @

DHCP (OES Linux) (myserver.company or 192.168.14.1%9)

Directory Administration L mshﬂrﬁ \ Users |

Start | Stop | Restart

Distributed File Services

DNS Status:
Workgroup Mame:
eDirectory Encryption Domain SID:
NetBios Name:
eDirectory Maintenance
LDAP Suffix:
File Access (NetStorage) RPM:
Date Installed:
File Protocols
AFP .
_ Close |
NetWare CIFS
Samba

4 Specify the IP address of the server you want to manage, or use the Object Selector to browse
to and select the server.

The NCP Server objects for DSfW servers are located in .Novell.System.domain_name.com.

The General page displays Samba-related information about the selected server.

File Protocols

Samba

To manage a Samba server, select a server where Samba is installed.

A

Server: |oesdc.Novell.System.exampIe.com |

(myserver.company or 192.168.14.199)

T st s

Start | Stop | Restart

Status: Running
Domain Name: EXAMPLE
Domain SID: 5-1-5-21-1574332969-201364638-299643277

MNetBios Mame: OQESDC

LDAP Suffix: N/A

RPM: samba-3.0.24-2.23

Date Installed: Fri Jul 13 15:38:52 MDT 2007

Close

5 Click the Shares tab.
6 Click New and enter the share name, path, and comment (optional). Click OK.
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The path you enter must already exist on the OES 2 Linux server’s file system. By default, NSS
volumes are located in /media/nss/volume name.

Filz Protocols » Samba

New Share z
Share names can have up to 80 characters and contain characters Ato Z, 0t0 9, _, |, @, #, 5, %,
&, (, ). Mames cannot begin or end with the "_" (underscore) character or contain "__" (multiple

underscores).

Share Mame: |Projects
Path: /media/nss/PROJECTS

(volume mount point, fe:/media/nss/VOL1)

Comment: Project folders)|
O Read-Only
Inherit ACLs

oK | Cancel |

The example shown above creates a Samba share called Projects for the NSS volume named
PROJECTS. The share name and volume name do not need to be the same, but making them
identical can make share management easier. If you want, you can enter a more complete
description of the share in the Comment field.

The new share is added to the list of shares for this Samba server.

Continue with Section 16.1.6, “Assigning Rights to Samba Shares,” on page 196 to assign users
rights to access the new share.

16.1.5 Creating Samba Shares in the smb.conf File

If you prefer, you can create Samba shares by editing the /etc/samba/smb.conf file.

For example, to create a Samba share on an NSS volume named PROJECTS, you would create a
share to the /media/nss/PROJECTS directory as follows:

1 Open the /etc/samba/smb.conf file in an editor.

2 Create a [projects] share in the smb. conf file by inserting the following lines:

[projects]
comment = Project folders
path = /media/nss/PROJECTS
browseable = Yes
read only = No
inherit acls = Yes
3 Save the file and restart Samba.

Continue with Section 16.1.6, “Assigning Rights to Samba Shares,” on page 196 to assign users
rights to access the new share.
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16.1.6 Assigning Rights to Samba Shares

For domain users to access the Samba shares you have created, you must assign the appropriate
rights. You can assign rights to individual users or to groups. If you want all users in the domain to
have the same rights to the share, you can assign the rights to the DomainUsers group.

Table 16-2 lists the management tools available for assigning rights to Samba shares created on
various file systems.

Table 16-2 Tools for Managing File System Rights

File System Rights Management Tools Notes
Novell Storage iManager > Files and Folders >  For more information on assigning file
Services™ (NSS) Properties > Rights system rights on NSS volumes in

iManager, see “Configuring File System
Trustees, Trustee Rights, Inherited
Rights Filters, and Attributes”in the OES
2 SP2: NSS File System Administration
Guide

The rights command available at the
terminal prompt is for working with NSS
rights command volumes only. For online help, enter
rights with no options. For more
information, see “RIGHTS”in the OES 2
SP2: NSS File System Administration

Guide
NCP™ Volume on Linux  iManager > Flies and Folders >  For more information on assigning file
POSIX* file systems (no  Properties > Rights system rights on NCP volumes in
NSS) iManager, see “Configuring File System

Trustees, Trustee Rights, Inherited
Rights Filters, and Attributes” in the OES
2 SP2: NSS File System Administration
Guide.

ncpcon > rights The rights command in the ncpcon
utility is for working with any NCP volume,
including NSS volumes and NCP
volumes defined on Linux POSIX file
systems. For online help, run ncpcon
and enter help rights. For more
information, see “Configuring File System
Trustees, Trustee Rights, Inherited
Rights Filters, and Attributes” in the OES
2 SP2: NSS File System Administration

Guide.
Linux POSIX file systems chmod For information on assigning POSIX
(no NSS or NCP) chown rights, see the SLES 10 Installation and
chgrp Administration Guide (http://

www.novell.com/documentation/sles10/
sles_admin/data/
sec_system_userperm.html).
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Example: Assigning Rights to Folders on an NSS Volume

The example below continues the steps described in Section 16.1.4, “Creating Samba Shares in
iManager,” on page 193 and Section 16.1.5, “Creating Samba Shares in the smb.conf File,” on
page 195.
1 Beneath the /media/nss/PROJECTS folder, create subfolders for each project.
For example, you could create folders named doc and code.

2 Assign trustees to the project folders, using either iManager or the rights command at a
terminal prompt.

For example, suppose you want userl to have full rights to doc but only read and filescan rights
to code, and you want user2 to have full rights to code but only read and filescan to doc. You
could assign the rights by using the following commands:

rights -f /projects/doc -r rwemafc trustee userl.full edir context
rights -f /projects/doc -r rf trustee userl.full edir context
rights -f /projects/doc -r rwemafc trustee user2.full edir context
rights -f /projects/doc -r rf trustee user2.full edir context

Because Samba access to NSS volumes is controlled by Novell trustee rights, userl and user2 can

now work in their respective project folders, and they can see but not change the contents of the
project folder belonging to their coworker. Adjusting POSIX permissions is not required.

16.1.7 Adding a Network Place

From a Windows 2000 or XP workstation, you can add a Network Place (also known as a Web
folder) that points to a share on the DSfW server.

IMPORTANT: The directory you are linking to must already exist on the DSfW server and fall
within the scope of a defined share.

Share names and the server directories they point to are defined by using the Samba Management
plug-in for iManager or by editing the /etc/samba/smb.conf file on the OES 2 Linux server. For
more information and setting up shares, see Section 16.1.4, “Creating Samba Shares in iManager,”
on page 193 and Section 16.1.5, “Creating Samba Shares in the smb.conf File,” on page 195.

1 Log in to your Windows workstation.
2 From your desktop, access My Network Places.
For example, click Start My > Computer > My Network Places.
3 Click Add Network Place.
4 On Windows XP, do the following:
4a In the Add Network Wizard dialog box, click Next.
4b Select Choose another network location, then click Next.
4c Click Browse.
4d Click Entire Network > Microsoft Windows Network.
4e Click the domain, then click the DSfW server.
4f Click the share you want to add.
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Share names and the server directories they point to are defined in the /etc/samba/
smb.conf file on the OES Linux server. For more information and for instructions on
setting up shares, see Section 16.1.4, “Creating Samba Shares in iManager,” on page 193.

4g Click OK > Next.

4h (Optional) modify the name of the Network Place to a more intuitive name, such as My
Home Directory.

4i Click Next.
4j Click Finish.
The folder opens, ready for access.
5 On Windows 2000, do the following:

5a Click Browse.
5b Double-click Entire Network > Microsoft Windows Network.
5¢ Double-click your domain name > your DSfW server.

5d Click the share you want to add.

Share names and the server directories they point to are defined in the /etc/samba/
smb.conf file on the OES Linux server. For more information and for instructions on
setting up shares, see Section 16.1.4, “Creating Samba Shares in iManager,” on page 193.

5e Click OK > Next.

5f (Optional) modify the name of the Network Place to a more intuitive name, such as My
Home Directory.

5g Click Finish.

The folder opens, ready for access.

Network Places are persistent and are automatically made available in Network Neighborhood each
time the user logs in.

16.1.8 Adding a Web Folder

You can use the Internet Explorer browser to add a Web folder that points to a share on the DSfW
server.

IMPORTANT: The directory you are linking to must already exist on the DSfW server and fall
within the scope of a defined share.

Share names and the server directories they point to are defined by using the Samba Management
plug-in for iManager or by editing the /etc/samba/smb.conf file on the OES 2 Linux server. For
more information and setting up shares, see Section 16.1.4, “Creating Samba Shares in iManager,”
on page 193 and Section 16.1.5, “Creating Samba Shares in the smb.conf File,” on page 195.

Log in to your Windows workstation.
Open Internet Explorer.

Click File > Open.

Click Open as Web Folder.

In the Open field, type the DSfW server name and share name as follows:

A H WON =
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DNS Name or IP\share name

where DNS Name_or_IP is the IP address or DNS name of the Samba server and share _name
is a share name specified in the /etc/samba/smb.conf file (the most common share name is
“homes”).

For example, to access the homes share on a server with the host name myserver, you would
type \\myserver.full.dns.name\homes in the Location field.

6 Click OK.
7 To make the folder automatically available, click Favorites > Add to Favorites > OK.

16.1.9 Mapping Drives to Shares

From a Windows 2000 or XP workstation, you can map a network drive letter that points to a share
on the DSfW server.

IMPORTANT: The directory you are linking to must already exist on the DSfW server.

Log in to your Windows workstation.

From your desktop, access My Computer > Tools > Map Network Drive.

From the Drive drop-down menu, select an unused drive letter.

Click Browse and browse to Entire Network > Microsoft Windows Network.

Browse to your domain > the DSfW server > the share you want to map the drive to.
Click OK.

Click Finish.

The folder opens, ready for access.

N OO g WON =

16.2 Accessing Files by Using the Novell Client
for Windows

Organizations that have the Novell Client for Windows installed on Windows workstations can
continue to use the standard NCP methods, such as Novell drive mappings, to access data that is
located on NSS or NCP volumes on DSfW servers.

IMPORTANT: Do not join workstations that use the Novell Client for Windows to the DSfW
domain. Novell Client access and native Windows access to DSfW servers do not work well
together on the same workstation.

16.3 Accessing Files in Another Domain

In Active Directory, there is often a need to share resources between domains. This is accomplished
by establishing an inter-domain trust relationship between the domains.
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Because DSfW is designed to emulate the Active Directory domain model, it might be necessary to
establish trust relationships between DSfW domains in the same eDirectory tree.

+ When you install subsequent domains in an existing eDirectory tree, you have the option of
specifying a parent domain for the child domain you are creating. If you do this, an inter-
domain trust is automatically configured between the parent domain and the child domain.

+ Ifyou want users to be able to access files in two DSfW domains in the same tree, but the two
domains do not have a parent-child relationship, you must use MMC to establish a trust
relationship between those two domains.

You can also use MMC to set up cross-forest trusts between a DSfW domain and an Active
Directory domain. After this is done, you can create a share on a Windows server in the Active
Directory domain and DSfW users can map a drive to that share and access the files on the Windows
server.

With DSfW, you can establish an cross-forest trust between a DSfW domain and an Active
Directory domain and thereby allow provisioned users to access files on servers in the Active
Directory domain.

NOTE: It is not possible to set up cross-forest trusts between DSfW domains in different eDirectory
trees. OES services cannot grant access to users in one tree from another tree.

NOTE: In this release of DSfW, bidirectional trusts are supported, but resource access is not
supported. DSfW users can access servers in an Active Directory domain, but it is not possible for
users in an Active Directory domain to access servers in a DSfW domain.

Also, in this release, it is not possible to share print resources between a DSfW domain and an
Active Directory domain.

For more information on trust relationships, refer to Chapter 15, “Managing Trust Relationships in
Domain Services for Windows,” on page 157.
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Printing in the Domain Services
for Windows Environment

Novell iPrint is the printing solution for Open Enterprise Server (OES) 2. This section describes
how Domain Services for Windows users can set up and use Novell® iPrint on DSfW.

¢ Section 17.1, “Setting Up iPrint,” on page 201

¢ Section 17.2, “Special Handling for iPrint on DSfW,” on page 201

¢ Section 17.3, “iPrint Clustering in a DSfW Environment,” on page 202

17.1 Setting Up iPrint

With Domain Services for Windows, you set up iPrint in the same way as for any OES 2 Linux
installation. The Novell iPrint pattern is selected automatically when you select the Domain Services
for Windows pattern during the OES 2 server installation.

For instructions on how to install and configure iPrint on OES 2 Linux servers, see “Setting Up
iPrint on Your Server (http://www.novell.com/documentation/oes2/iprint_Ix/data/akuji88.html) in
the OES2.: iPrint for Linux Administration Guide.

17.2 Special Handling for iPrint on DSfW

Use these sections to handle the specific conditions during iprint configuration on DSfW:

¢ Section 17.2.1, “Secure and Non-Secure Printing,” on page 201

¢ Section 17.2.2, “Using a Common Driver Store in a DSfW partition,” on page 202

17.2.1 Secure and Non-Secure Printing

iPrint supports both secure and non-secure printing.

For non-secure printing, users do not need to be authenticated in order to install and access printers
made available through iPrint. They simply use iPrint’s browser-based tool to find a nearby printer
and install the necessary drivers for the selected printer.

For secure printing, only iPrint printers that the user has rights to can be installed using the browser-
based tool.

While accessing secure printer, if a user is not unique in the iprint client authentication window, then
that user needs to provide the complete context in either LDAP or Domain Controller based format
for the authentication window. For example, if the user administrator is present in user context for
both first domain controller as well as the Child Domain Controller (CDC), you need to provide the
complete context for the user who needs to be authenticated. Use one of the following format based
on the user context:

+ The LDAP format is "cn=person, cn=Users, o=<context>, C=<context>"

+ The DC format is "cn=person, cn=Users, dc=<context>, dc=<context>"
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17.2.2 Using a Common Driver Store in a DSfW partition

There is no need to create a separate Driver Store for DSfW partition. You can configure PSM in a
DSfW partition to use an existing Driver Store which is outside of the DSfW partition.

17.3 iPrint Clustering in a DSfW Environment

¢ Section 17.3.1, “iPrint Clustering on NSS Clusters,” on page 202

17.3.1 iPrint Clustering on NSS Clusters

It is recommended that all NSS Cluster nodes for iprint reside in the same container of the DSfW
partition. This is because, we add 'wwwrun' user and 'www' group as trustee for the iPrint areas on
the NSS Volume. These users are created in every container the nodes reside in. So, if the nodes
reside in different containers, there will be one set of the above user and group for every container.

If you run the iPrint migration script on a node, the user & group in the container the node resides is
added as a trustee to the same node in the container. If we have any other node - in a different
container, then we need to add the respective 'wwwrun' & 'www' objects added as trustees to the
iPrint areas on the Cluster NSS Volume.

The location they need to be added as trustee with 'rwcemf' rights is, var/opt/novell/iprint on
the specific clustered iPrint NSS Volume.
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Flexible Single Master Operation
(FSMO) Roles

This section provides details on the various FSMO roles and provides details on transferring and
seizing FSMO roles.

+ Section 18.1, “FSMO Roles and Limitations,” on page 203
¢ Section 18.2, “Transferring and Seizing FSMO Roles,” on page 204

18.1 FSMO Roles and Limitations

FSMO roles also known as Operations Master are roles performed by the domain controller to
facilitate replication.

In a forest, there are five FSMO roles that are assigned to one or more domain controllers. By
default the first domain controller in the domain holds all the roles. The five FSMO roles are as
follows:

+ RID Master
+ PDC Emulator Master

* Infrastructure Master

*

Schema Master

*

Domain Master

18.1.1 RID Master

The RID master is responsible for processing RID pool requests from all domain controllers in a
particular domain

Limitations

We support this role completely and there are no known limitations.

18.1.2 PDC Emulator Master

The PDC emulator is a domain controller that advertises itself as the first domain controller to
workstations, member servers, and domain controllers

In DSfW the PDC Emulator supports only the following functionality:

By default the editing or creation of Group Policy Objects (GPO) is always done from the GPO copy
located in the PDC Emulator's SYSVOL share.

Limitations

All the other features of PDC Emulator are not supported.
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18.1.3 Infrastructure Master

The infrastructure is responsible for updating references from objects in its domain to objects in
other domains.

Limitations

This role is not defined in DSfW but all the functionalities provided by this role are supported.

18.1.4 Schema Master

The schema master domain controller controls all updates and modifications to the schema.

Limitations

This role is not defined in DSfW but all the functions provided by this role are supported.

18.1.5 Domain Master

The domain naming master domain controller controls the addition or removal of domains in the
forest. There can be only one domain naming master in the whole forest.

Limitations

This role is not defined in DSfW but all the functions provided by this role are supported.

18.2 Transferring and Seizing FSMO Roles

The domain controller playing the role of PDC emulator hold the writable copy of sYsvoL while all
other domain controllers host a read-only copy of sYSvoL. So for any updates to the group policies,
the domain controller has to contact the PDC Emulator.

In event of a hardware or software failure on the domain, it is important to transfer or seize the PDC
emulator role to ensure that the DSfW services are fully functional.

Transfer or Seizure of the PDC Emulator role can be done in the following methods:
+ Section 18.2.1, “To Transfer the PDC Emulator Role from the First Domain Controller to a
Subsequent Domain Controller,” on page 205

+ Section 18.2.2, “To Seize PDC Emulator Role from First Domain Controller to an Another
Domain Controller (DNS is Functional),” on page 205

+ Section 18.2.3, “To Seize PDC Emulator Role from First Domain Controller to an Another
Domain Controller (DNS is Not Functional),” on page 205

¢ Section 18.2.4, “Transferring the ADPH Master Role to Other Domain Controllers,” on
page 206

IMPORTANT: If during installation of the subsequent domain controller, you haven't selected the
Replicate schema and configuration Partitions option, the configuration and schema partition will
not be available on the newly designated first domain controller. We strongly recommend that you
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replicate the schema and configuration partition to the new first domain controller using iManager.
For more information, see Administering Replicas (http://www.novell.com/documentation/edir88/
edir88/data/fbgciaad.html)

18.2.1 To Transfer the PDC Emulator Role from the First
Domain Controller to a Subsequent Domain Controller

In this scenario, the machine functioning as the first domain controller is functional. But you want to
transfer the PDC Emulator role from the first domain controller to an another domain controller for
load-balancing purposes.

From the machine that will serve the new PDC Emulator role, execute the following steps:
1 Transfer all the FSMO roles using the MMC utility. For details, see How to View and Transfer
FSMO Roles (http://support.microsoft.com/kb/255690)
2 Get the domain administrator's kerberos ticket by executing following command:
/opt/novell/xad/bin/kinit Administrator@ DOMAIN NAME

3 Update the samba configuration, msdfs links and the DNS SRV record for the first domain
controller by running the following script:

/opt/novell/xad/share/dcinit/UpdatePDCMaster.pl

18.2.2 To Seize PDC Emulator Role from First Domain
Controller to an Another Domain Controller (DNS is Functional)

In this scenario, the directory services on the first domain controller has gone down but the DNS
service is up. As the directory services are not functional, the FSMO roles have to be forcibly seized
and transferred to an another domain controller using the following procedure:

1 From the Windows workstation joined to the domain, seize all the FSMO roles using the
ntsdutil utility.

2 From the machine that will serve as the new domain controller, get the domain administrator's
kerberos ticket by executing following command:

/opt/novell/xad/bin/kinit Administrator@ DOMAIN NAME

3 Update the samba configuration, msdfs links and the DNS SRV record for first domain
controller by running the following script:

/opt/novell/xad/share/dcinit/UpdatePDCMaster.pl

18.2.3 To Seize PDC Emulator Role from First Domain
Controller to an Another Domain Controller (DNS is Not
Functional)

In this scenario, the directory service and the DNS service is not functional. To resolve this, the

DNS service has to be migrated to the new domain controller and the FSMO roles also have to be
forcibly seized and transferred to an another domain controller using the following procedure:

1 From the Windows workstation joined to the domain, seize all the FSMO roles using the
ntsdutil utility.
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2 From the machine that will serve as the new domain controller, migrate DNS from the first
Domain Controller to an another domain controller by using the procedure in Migrating DNS
to Another Domain Controller.

3 Get the domain administrator's kerberos ticket by executing following command:
/opt/novell/xad/bin/kinit Administrator@ DOMAIN NAME

4 Update the samba configuration, msdfs links and the DNS SRV record for first domain
controller by running the following script:

/opt/novell/xad/share/dcinit/UpdatePDCMaster.pl

18.2.4 Transferring the ADPH Master Role to Other Domain
Controllers

You can transfer the RID master role by using the following methods:

¢ “Using MMC” on page 206
¢ “Using LDIF File” on page 206

Using MMC

1 Open Active Directory Users and Computers.
2 Right click Active Directory Users and Computers, then click Connect to Domain Controller.

3 In the Enter the name of another domain controller text field, specify the name of the domain
controller that you want to assign the RID master role.

or
Select the domain controller from the Domain Controllers drop down list.
4 Right click Active Directory Users and Computers, then click Operations Masters.
5 Click the RID tab, then select Change. This transfers the RID master role to other domain

controllers.
Using LDIF File

The FSMO roles are located on the RootDSE and the becomeRidMaster operational attribute is used
to transfer them. The appropriate operational attribute is written on the new domain controller to
receive the FSMO role operation, then the old domain controller is demoted and the new domain
controller is automatically promoted.

The LDIF file looks like this,
dn:
changetype: Modify

becomeridmaster: 1
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Troubleshooting

Use the information in this section to resolve DSfW issues.

*

*

*

Section 19.1, “Troubleshooting DSfW,” on page 207
Section 19.2, “Error Messages in Log Files,” on page 213

Section 19.3, “iPrint Issues,” on page 214

19.1 Troubleshooting DSfW

*

*

Section 19.1.1, “LUM-Enabling a Group Fails to Associate the Group,” on page 208

Section 19.1.2, “If Administrator and Default Group Objects are Accidentally Deleted,” on
page 208

Section 19.1.3, “Tree Admin is Not Automatically Granted Rights for DSfW Administration,”
on page 209

Section 19.1.4, “DSfW Services Stop Working if the Concurrent LDAP Bind Limit is Setto 1,”
on page 209

Section 19.1.5, “The Provision Utility Succeeds Only With the --locate-dc Option,” on
page 209

Section 19.1.6, “Users Are Not Samified When the RID Master Role is Seized,” on page 209
Section 19.1.7, “Shared Volumes Are Not Accessible,” on page 210
Section 19.1.8, “Users Cannot Join a Workstation to a Domain,” on page 210

Section 19.1.9, “Joining Multiple Workstations to the Domain at the Same Time Results in an
Error,” on page 210

Section 19.1.10, “Requirements for Samba/CIFS Access to NSS volumes via DSfW,” on
page 211

Section 19.1.11, “Identifying novell-named Error,” on page 211
Section 19.1.12, “Login Failure,” on page 212
Section 19.1.13, “Unable to Connect to Legacy Applications,” on page 212

Section 19.1.14, “User in a Domain Can Access Resources from Another Domain by Using the
UID of the Foreign User,” on page 212

Section 19.1.15, “Users Cannot Log In if They Are Moved From a Non-Domain Partition to a
DSfW Domain Partition,” on page 212

Section 19.1.16, “Users Not Associated With a Universal Password Policy Cannot Log In if
They Are Moved From a Non-Domain Partition to a DSfW Domain Partition,” on page 212

Section 19.1.17, “Child Domains Slow Down When the First Domain Controller is Not
Functional,” on page 212

Section 19.1.18, “Making the DSfW Server work When The IP address is Changed,” on
page 213

Section 19.1.19, “Error Mapping SID to UID,” on page 213
Section 19.1.20, “After DSfW Installation, the Services are Not Working,” on page 213
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19.1.1 LUM-Enabling a Group Fails to Associate the Group

LUM-enabling a group in DSfW domain does not associate the group to a workstation. This
association must be done manually by adding the group in the Group Membership attribute of the
workstation object.

19.1.2 If Administrator and Default Group Objects are
Accidentally Deleted

In Open Enterprise Server, DSfW provisions the administrator to delete the default groups. If the
administrator and default groups are accidentally deleted, they can be re-created; however, ensure
that objects are created with appropriate SIDs.

You can use the following LDIF files to search the deleted objects:

/var/opt/novell/xad/ds/domain/domain.1ldif
/var/opt/novell/xad/ds/domain/domain-bl.1dif
/var/opt/novell/xad/ds/domain/nds-domain.1dif

The above LDIF files host the information for the following objects:

cn=Domain Admins, cn=users,<domain>
cn=Domain Controllers,cn=users,<domain>
cn=Domain Computers,cn=users,<domain>
cn=Domain Users, cn=users,<domain>
cn=Domain Guests,cn=users,<domain>

cn=Domain Group Policy Creator Owners,cn=users,<domain>

You can use the following LDIF files to search for the Enterprise Admins group object to restore.

/var/opt/novell/xad/ds/domain/forest.1ldif
/var/opt/novell/xad/ds/domain/forest-bl.1dif

/var/opt/novell/xad/ds/domain/nds-admin-acls.1ldif

The above LDIF files host the information for the following objects:

cn=Enterprise Admins, cn=users,<domain>
The LDIF files generated from this information should be used with 1dapmodi fy command.

Example command:
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/usr/bin/ldapmodify -H "ldapi://%$2fvar%2fopt%2fnovell%2 fxad%2frun%2fldapi" -x
-D "cn=Administrator,cn=users, dc=example,dc=com" -f /restore.ldif

19.1.3 Tree Admin is Not Automatically Granted Rights for
DSfW Administration

When you install DSfW in a child domain or grandchild domain, the tree admin identity is not
automatically added as an administrator of services on the server unless the tree admin is the identity
used during the install. If a different identity is used for installation, the tree admin cannot manage
the DSfW services on that server.

The administrator credentials that you entered during the DSfW install are automatically configured
to allow that user to manage DSfW and related services on the server. After the install, you can add
another administrator by configuring the following for the user:

¢ Give the user the Supervisor right to the Server object

¢ Linux-enable the user with Linux User Management by adding the user to the LUM-enabled
Domain admingroup associated with the server.

This applies to any administrator that you want to manage DSfW on that server.

19.1.4 DSfW Services Stop Working if the Concurrent LDAP
Bind Limit is Set to 1

This is an invalid scenario.

If you set the bind limit to 1, services such as kinit, rpcclient, SASL-BIND, and Samba, stop and you
cannot join a workstation. For the services to function as expected, change the LDAP bind limit to 0,
which is the default.

19.1.5 The Provision Utility Succeeds Only With the --locate-dc
Option

By default, the Provision utility runs with the --1locate-dc option only. For other options, it fails
with the following message:

Failed to establish LDAP connection with <domain name> : Unknown
authentication method.

To execute other options, export SASL PATH=/opt/novell/xad/lib/sasl2 and kinit with a
valid domain username before using Provision utility. All the options will work.

19.1.6 Users Are Not Samified When the RID Master Role is
Seized

When the current RID master is down, the users already added to the servers other than DSfW after
the RID pools are exhausted are not samified.

To resolve this issue, run /opt/novell/xad/share/dcinit/provision/
provision samify.pl onthe DSfW server.
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19.1.7 Shared Volumes Are Not Accessible

Workstations might not be able to access shared volumes from a DSfW server after the server is
rebooted.

There are a number of components that must be restarted in a specific order, and this doesn’t always
happen when the server restarts.

The correct order to restart services are:

ndsd (eDirectory)

novell-named (DNS)

nscd (Name Server cache daemon)
rped (RPC server)

Xad-krb5Skdc (Kerberos)
xad-kpasswdd (Kpassword)

xadsd (XAD daemon)

nmb (NMB server, NETBIOS lookup)
winbind (winbind)

smb (Samba)

. sshd (SSH)

12. rsyncd (rsync)

O X Nk w D=

—_ =
— O

To restart the services use the xadcntrl reload command.

19.1.8 Users Cannot Join a Workstation to a Domain

For joining domains, ensure that SLES10 SP2 is installed first, updated with Samba 3.0.32 patch,
and then OES2 SP2 installed.

Joining a workstation to a domain might fail sometimes if the services are down. Execute the
following command to verify that DSfW services are running:

xadcntrl status

19.1.9 Joining Multiple Workstations to the Domain at the
Same Time Results in an Error

If you attempt to join multiple workstations to the domain at the same time it will result in an error.
To resolve this issue, add the following line in the /etc/init.d/smb file:

export KRBSRCACHETYPE="none"

After making the changes, restart the Samba service.
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19.1.10 Requirements for Sambal/CIFS Access to NSS volumes
via DSfW

DSfW configures Samba for Samba/CIFS users. Administrators must export NSS volumes over
Samba so that domain users (eDirectory users in the DSfW domain partition) can access NSS
volume over Samba/CIFS.

Samba/CIFS users must be Linux-enabled with Linux User Management in order to access an NSS
volumes via this Samba connection. To Linux-enable eDirectory users, use iManager to create a
LUM group, then add the users to that group.

NSS uses the NetWare Trustee Model for file access. Users must be made file system trustees and
granted trustee rights to data on the NSS volume that you want them to be able to access. Rights
management can be done in multiple management tools, including iManager, Novell Remote
Manager, the Novell Client™, and the command line.

¢ “Administrator Not Able to Create Samba Shares” on page 211

+ “Users Not Able to Access NSS volume/Samba Shares” on page 211

Administrator Not Able to Create Samba Shares

To create Samba shares, the admingroup that the administrator belongs to should be a member of the
Unix Workstation Object of the server to which the Samba share is mounted.

1 Run namgrouplist -x <o=organization> | grep admingroup to list all the
admingroups.

2 Add the listed admingroups as a member of Unix Workstation Object of the server to which the
samba shares are mounted.

Users Not Able to Access NSS volume/Samba Shares

Ensure the Domain Users group is added to the groupMembership attribute of the Unix workstation
Object of the server to which the NSS volume/Samba share is mounted.

19.1.11 Identifying novell-named Error

You can perform a nslookup operation to novell-named for an existing zone/domain in the tree. If
nslookup hangs, do the following steps to troubleshoot it:
1 Run rcnovell-named stop to stop the novell-named.

2 To disable the dynamic reconfiguration, modify the following entry from the /etc/init.d/
novell-named file:

startproc -p ${NAMED PID} ${NAMED BIN} ${NAMED ARGS} -u named

to
startproc -p ${NAMED PID} ${NAMED BIN} ${NAMED ARGS} -u named -r off

3 Run rcnovell-named start to restart the novell-named.

If the novell-named continues hanging, you should restart it to ensure its works properly.
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19.1.12 Login Failure

One of the common reasons for this error is that the users are not samified. To verify if the users are
samified, execute the following command:

ldapsearch -D <admin DN> -w <passwd> -b <user dn> -x samaccountname -LLL

This command returns the dn and samaccountName attribute. If the samaccountName attribute is
missing, it indicates that the users are not samified.

To samify the users, run the following script:

/opt/novell/xad/share/dcinit/provision/provision samify.pl

19.1.13 Unable to Connect to Legacy Applications

To connect to legacy applications, you must either extend the object class or connect to a non-DSfW
server.

19.1.14 User in a Domain Can Access Resources from Another
Domain by Using the UID of the Foreign User

A foreign user is a user who is part of another domain. If this is the case, the administrator must
ensure the UID allocation does not overlap between the domains.

19.1.15 Users Cannot Log In if They Are Moved From a Non-
Domain Partition to a DSfW Domain Partition

If a user with a Universal password policy is moved from non-domain partition to a DSfW partition,
the user will not be able to login into the DSfW domain.

To resolve this issue, delete the old password policy using iManager. After this step is done, the user

will be able to login to the workstation.

19.1.16 Users Not Associated With a Universal Password
Policy Cannot Log In if They Are Moved From a Non-Domain
Partition to a DSfW Domain Partition

If a user that is not associated with a Universal password policy is moved from non-domain partition
to a DSfW partition, the user will not be able to login into the DSfW domain.

To resolve this issue, attempt logging in using ndsLogin utility.
19.1.17 Child Domains Slow Down When the First Domain
Controller is Not Functional

This issue is seen where there is a parent domain and one or more child domains in the DSfW forest.

If all of the domain controllers in a domain go down, requests to domains that are up and running
might take a long time to respond.
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To prevent this issue from occurring, make sure that at least one domain controller in a domain is up.

For more details on this issue, see TID 7003552. (http://www.novell.com/support/php/
search.do?cmd=displayKC&docType=kc&externalld=7003552&sliceld=1&docTypelD=DT_TID _
1 1&dialoglD=77853582&stateld=0%200%2077851408)

19.1.18 Making the DSfW Server work When The IP address is
Changed

After the IP address is changed, execute the following instructions:

1 Execute the procedure listed in “Changing the Server’s Address Configuration” in the OES 2
SP2: Planning and Implementation Guide.

2 Complete the server reconfiguration by executing the instructions in “DSfW ”in the OES 2
SP2: Planning and Implementation Guide.

After executing these steps, if the IP address change is not effective, delete the /etc/opt/novell/
named/ { DOMAIN} .db file and restart named. The IP address changes will be effective.

19.1.19 Error Mapping SID to UID

This error will be recorded in the /var/log/samba/log.winbindd or any of the samba log files
available at /var/log/samba/ folder.

If you see arec_free read bad magic entry in the log files, it indicates that the tdb files are
corrupted. Delete the tdb files in /var/lib/samba/ folder and then proceed.

19.1.20 After DSTfW Installation, the Services are Not Working

DSfW consists of several services that need to be restarted in sequence. Execute the following
command to restart all DSfW services after installation.

xadcntrl reload

NOTE: You do not need to execute this command every time you install DSfW.

19.2 Error Messages in Log Files

¢ Section 19.2.1, “ndsd Log File Error,” on page 213

19.2.1 ndsd Log File Error

NIGetLocatorConfiguration "Could not get forest name from directory

If this message appears continuously in the /var/opt/novell/eDirectory/log/ndsd. log file, it
indicates that there is an error in name-mapping.

To resolve this error, reload the LDAP server by using the following commands:
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nldap -u

nldap -1

19.3 iPrint Issues

¢ Section 19.3.1, “Driver Store Fails to Create,” on page 214

19.3.1 Driver Store Fails to Create

Problem: Creation of driver store (or any other print object) fails with following error:
Internal Server Error

IPP Error: OxFO01F4

HTTP Error: 500

This occurs when a user tries to create a print object that does not exist in the base context set for the
LDAP search in the iPrint configuration file.

Assume that two or more peer containers exist at the top, such as, o=abc and o=xyz, and the tree
admin exists in the o=abc as shown below:

TREE
| o=abc
| _cn=admin, o=abc
| o=xyz

When you setup a DSfW name-mapped forest root domain in o=xyz by using the tree admin
(cn=admin, o=abc) and try configuring iPrint by using the domain administrator (o=xyz), you get
this error while creating the driver store in o=xyz.

Why It Happens: The iPrint installer takes the root context of the user installing iPrint (o=abc) and
sets it as default base context for the LDAP search. When you try to create a driver store as a domain
administrator of the o=xyz container, the LDAP search fails to find the user creating the driver store.
Creating the drive store with the tree admin cn=admin, o=abc succeeds.

Solution: The base context for LDAP search is stored in the /etc/opt/novell/iprint/httpd/
conf/iprint ssl.conf as mentioned below:

AuthLDAPDNURL "ldaps://frd.xyz.com:1636/0=abc??? (objectClass=user)"

The above configuration limits the LDAP search to o=abc. Removing the base context completely
allows the LDAP search to start from the tree root, as shown below:

AuthLDAPDNURL "ldaps://frd.xyz.com:1636/?2? (objectClass=user)
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Executing Provisioning Tasks

Manually

This section details the method of Provisioning DSfW server by using command line scripts.

A.1 Exporting Passwords

Before provisioning DSfW server using the command line scripts, it is important to export the
passwords in order to authenticate and pass the credentials for the provisioning tasks.

You do not need to export the username. This is because the username used during YaST
configuration is stored in the xad. ini file and reused for provisioning.

Table A-1 Details of Passwords to be Exported

Scenarios

Password Details

Forest Root Domain

Child Domain

Subsequent Domain Controller

export NDSEXISTINGADMINPASSWD and
ADM_PASSWD with tree admin credentials

export ADM_PASSWD_DOMAIN = current domain
password

export ADM_PASSWD_PARENT = parent domain
password

export NDSEXISTINGADMINPASSWD = tree
domain password.

export NDSEXISTINGADMINNAME=tree admin
export ADM_PASSWD = current domain password

export NDSEXISTINGADMINPASSWD = tree
domain password

A.2 Provisioning Tasks

NOTE: To know about the provisioning tasks associated with each installation scenario, see,
Provisioning Tasks for Name-Mapped and Non-Name-Mapped Scenarios

¢ Section A.2.1, “Provisioning Precheck,” on page 216
¢ Section A.2.2, “Configure DNS,” on page 216

¢ Section A.2.3, “Configure SLAPI Plug-ins,’

> on page 216

¢ Section A.2.4, “Create Domain Partition,” on page 217

¢ Section A.2.5, “Add Domain Replica,” on page 217
¢ Section A.2.6, “Add Domain Objects,” on page 217
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¢ Section A.2.7, “Create Configuration Partition,” on page 217
¢ Section A.2.8, “Create Schema Partition,” on page 217

¢ Section A.2.9, “Add Configuration Objects,” on page 218

¢ Section A.2.10, “Add Domain Controller,” on page 218

¢ Section A.2.11, “Assign Rights,” on page 218

¢ Section A.2.12, “Restart DSfW Services,” on page 218

¢ Section A.2.13, “Set Credential for Accounts,” on page 218
¢ Section A.2.14, “Enable Kerberos,” on page 218

¢ Section A.2.15, “Samify Objects,” on page 219

¢ Section A.2.16, “Establish Trust,” on page 219

¢ Section A.2.17, “Update Service Configuration,” on page 219
¢ Section A.2.18, “Cleanup,” on page 219

A.2.1 Provisioning Precheck

This task verifies the state of the servers to ensure that they are ready for provisioning.

As part of the provisioning precheck activity, a health check is performed in the background to
validate the state of the system to avoid a stale state. Not validating the system state can lead to
irrecoverable failures in the system. This makes the health check very important.

After you have exported the environment variable, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision precheck.pl

A.2.2 Configure DNS

This task configures DNS on the DSfW server. DSfW uses DNS as its location service, enabling
computers to find the location of domain controllers.

NOTE: As part of DSfW installation, the DNS server is configured in the first domain in the forest.
For subsequent child domains, you can either link to the DNS server in the first domain or install a
DNS server for the child domain.

After you have exported the environment variable, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision dns.pl

A.2.3 Configure SLAPI Plug-ins

This task loads the SLAPI plug-ins. The SLAPI plug-ins take care of maintaining the Active
Directory information model. This ensures that the SLAPI framework is ready before any domain-
specific data is added.

After you have exported the environment variable, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision config slapi.pl
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A.2.4 Create Domain Partition

This task creates a partition for the domain.

This partition has complete information about all the domain objects. Information about the domain
objects is replicated to domain controllers in the same domain.

NOTE: This task is not executed in a name-mapped scenario.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision partition domain.pl

A.2.5 Add Domain Replica

This task moves the replica of the domain partition from the master server to the local server.

NOTE: This task is executed for all provisioning scenarios except for non-name-mapped and forest
root domain installation.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision add domain replica.pl

A.2.6 Add Domain Objects

This task adds the domain objects that represent the domain-specific information under the domain
partition.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision add domainobj.pl

A.2.7 Create Configuration Partition

This task partitions the configuration container (cn=configuration) created as part of the Domain
Objects Addition task. This configuration partition contains information on the physical structure
and configuration of the forest (such as the site topology).

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision partition configuration.pl

A.2.8 Create Schema Partition

This task partitions the schema container (cn=schema) created during the Domain Objects Addition
task.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision partition schema.pl
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A.2.9 Add Configuration Objects

This task adds the configuration and schema partition objects. It helps maintain integrity with the
Active Directory information model.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision add configobj.pl

A.2.10 Add Domain Controller

This task adds the domain controller to the domain.

This task creates additional objects that make your server act as a domain controller. The task is only
executed if you have installed DSfW as an additional domain controller in the domain.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision domain join.pl

A.2.11 Assign Rights

This task configures directory-specific access rights for the domain and the domain administrator
being provisioned.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision config acl.pl

A.2.12 Restart DSfW Services

This task restarts services in order of dependence.
After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision restart dsfw.pl

A.2.13 Set Credential for Accounts

This task sets the password and kerberizes the administrator, krbgt, and guest accounts.
After you have exported the environment variable, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision set cred foraccounts.pl

A.2.14 Enable Kerberos

In DSfW, Kerberos is the primary security protocol for authentication within a domain. The
Kerberos authentication mechanism issues tickets for accessing network services.

As part of this task, the krb5. conf file is updated and a ticket is sent to the administrator principal.

After you have exported the passwords, execute the following script:
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/opt/novell/xad/share/dcinit/provision/provision enable local krb.pl

A.2.15 Samify Objects

This task is specific to a name-mapped installation. The existing user and group objects are extended
to receive Active Directory attributes that allow them to be part of the domain being provisioned.
Some of the extended attributes are supplementary Credentials, objectSid, and samAccountName.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision samify.pl

A.2.16 Establish Trust

A trust is a relationship established between domains that enables users in one domain to be
authenticated by a domain controller in the other domain. Authentication between domains occurs
through trusts.

After you have exported the environment variable, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision trusts crossref.pl

A.2.17 Update Service Configuration

This task modifies the configuration of services such as sshd, rsync and krb5. It configures the
sysvol policies, synchronizes the group policies with NMAS™, and adds a crontab entry for
subsequent synchronization of policies.

After you have exported the passwords, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision crontab entry add.pl

A.2.18 Cleanup

This task removes files from a partial or failed installation. It also removes the temp directories and
checkpoint files created during provisioning.

After you have exported the environment variable, execute the following script:

/opt/novell/xad/share/dcinit/provision/provision cleanup.pl
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Schema

In Domain Services for Windows (DSfW), the schema is stored in its own partition (the schema
partition) in the directory. The attributes and classes are stored in the schema partition as directory
objects that are called schema objects. The schema partition is represented by an object that is an
instance of the Directory Management Domain (DMD) class. The distinguished name of the schema
partition can be expressed as cn=schema, cn=configuration,dc=ForestRoot DomainName. By
default, every first domain controller in the forest holds a replica of the schema partition. The
attributes of rootDSE identify, among other things, the directory partitions such as domain, schema,
configuration directory partitions, and the forest root domain directory partition. The
schemaNamingContext attribute provides the location of the schema so that applications that
connect to any domain controller can find and read the schema.

eDirectory™ administration tools and applications locate the schema by using the distinguished
name. However, the NDS® schema still exists and is the real internal representation of the schema
from the Directory System Agent (DSA) perspective.

All applications can continue to use the subschemaSubentry attribute from the rootDSE. The
distinguished name of the subschema subentry container looks like
cn=aggregate, cn=schema, cn=configuration, dc=ForestRootDomainName.

Ensure that you replicate the configuration and schema partitions to all the domain controllers of a
domain to improve the response time and performance of the server.

¢ Section B.1, “Schema Objects,” on page 221
¢ Section B.2, “Extending the Third-Party Schema,” on page 228
¢ Section B.3, “Changing the PAS Status of an Attribute,” on page 229

B.1 Schema Objects

A schema object, named classSchema, defines each class in the schema. Another schema object, the
attributeSchema object, defines each attribute in the schema. Therefore, every class is actually an
instance of the classSchema class, and every attribute is an instance of the attributeSchema class.
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Table B-1 Some Attributes for the Attribute Schema Object

Attribute Syntax Description
cn Unicode Descriptive relative distinguished name for the schema
object. cn is a mandatory attribute.
attributelD Object Object identifier that uniquely identifies this attribute.
identifier  attributelD is a mandatory attribute.
IDAPDisplayName Unicode Name by which LDAP clients identify this attribute.
IDAPDisplayName is not a mandatory attribute.
schemalDGUID String GUID that uniquely identifies this attribute. schemalDGUID
(Octet) is a mandatory attribute.
mAPIID Integer Integer by which Messaging API (MAPI) clients identify this
attribute. mAPIID is not a mandatory attribute.
attributeSecurityGUID GUID GUID by which the security system identifies the property
set of this attribute. attributeSecurityGUID is not a
mandatory attribute.
attributeSyntax Object Syntax object identifier of this attribute. attributeSyntax is a
identifier ~ mandatory attribute.
oMSyntax Integer Syntax of this attribute as defined by the XAPIA X/Open
Object Model (XOM) specification. oMSyntax is a
mandatory attribute.
isSingleValued BOOL Indicates whether this attribute is a single-value or
multivalue attribute. isSingleValued is a mandatory
attribute.
NOTE: Multivalue attributes hold a set of values with no
particular order. Multivalue attributes are not always
returned in the order in which they were stored (or in any
other order).
extendedCharsAllowed BOOL Indicates whether extended characters are allowed in the
value of this attribute. Applies only to attributes of syntax
String (teletex). extendedCharsAllowed is not a mandatory
attribute.
rangeLower Integer Lower range of values that are allowed for this attribute.
rangeLower is not a mandatory attribute.
rangeUpper Integer Upper range of values that are allowed for this attribute.

rangeUpper is not a mandatory attribute.
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Attribute

Syntax

Description

systemFlags

searchFlags

isMemberofPartial AttributeSet

systemOnly

objectClass

nTSecurityDescriptor

Integer

integer

BOOL

BOOL

Object
identifier

NT-Sec-
Des

Flags that determine specific system operations. This
attribute cannot be set or modified.

The following systemFlags attributes are relevant to the
schema objects:

* The attribute is required to be a member of the partial
set = 0x00000002

+ The attribute is not replicated = 0x00000001

* The attribute is a constructed attribute = 0x00000004

systemFlags is not a mandatory attribute.

The searchFlags property of each property’s
attributeSchema object defines different behaviors,
including whether a property is indexed.

The seven currently defined bits for this attribute are:

+ 1 =Index the attribute only
+ 2 =Index the container and the attribute

¢ 4 = Add this attribute to the ambiguous name
resolution (ANR) set

+ 8 = Preserve this attribute on logical deletion (not
implemented)

+ 16 = Include this attribute when copying a user object

+ 32 = Create a Tuple index for the attribute to improve
medial searches (not implemented)

* 64 = Reserved for future use; the value should be O.
+ 128 = Mark the attribute confidential (not
implemented)

searchFlags is not a mandatory attribute.

A Boolean value that defines whether the attribute is
replicated to the global catalog. A value of TRUE means
that the attribute is replicated to the global catalog.

isMemberof PartialAttributeSet is not a mandatory
attribute.

If TRUE, only the system can modify this attribute. A user-
defined attribute must never have the systemOnly flag set.
systemOnly is not a mandatory attribute.

The class of this object, which is always attributeSchema.
objectClass is a mandatory and multivalued attribute.

The security descriptor on the attributeSchema object itself.
inTSecurityDescriptor is a mandatory attribute.
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Attribute Syntax Description

oMObjectClass String For attributes with object syntax (OM-syntax = 127), this is
(Octet) the Basic Encoding Rules (BER) encoded object identifier
of the XOM object class.

For more information about BER encoding, see Request for
Comments (RFC) 2251 (http://www.ietf.org/rfc/rfc2251.txt)
in the IETF RFC Database.

oMObjectClass is not a mandatory attribute.

LinkID Integer The value that determines whether the attribute is a linked
attribute. Linked attributes make it possible to associate
one object with another object. A linked attribute represents
an interobject distinguished-name reference.

A forward link references a target object in the directory; a
back link refers back to the source object that has a forward
link to it.

An even integer denotes a forward link; an odd integer
denotes a back link.

LinkID is not a mandatory attribute.

*

Section B.1.1, “Syntaxes,” on page 224

*

Section B.1.2, “Attribute Mappings,” on page 225

*

Section B.1.3, “Special Attributes,” on page 226

*

Section B.1.4, “Class Mappings,” on page 228

B.1.1 Syntaxes

The syntax for an attribute defines the storage representation, byte ordering, and matching rules for
comparisons. When you define a new attribute, you must specify both the attributeSyntax and the
oMSyntax numbers of the syntax that you want for that attribute. The attributeSyntax number is an
object identifier, and the oMSyntax number is an integer. oMSyntax is defined by the XOM
specification. Using this model, the syntax can provide detailed syntax definitions. For example,
distinct oMSyntax attributes distinguish several types of printable strings, according to such factors
as the supported character set and whether case is significant.

eDirectory comes with a predefined set of syntaxes. Most of the syntaxes required to support Active
Directory applications are supported directly or indirectly by eDirectory. The following table lists
the valid syntaxes for attributes in the DSfW schema. It also shows how each DSfW syntax is
internally mapped to eDirectory syntax. Refer to the Section B.2, “Extending the Third-Party
Schema,” on page 228 for more information on automating mapping.

Table B-2 Mapping Valid Syntaxes for Attributes in the DSfW Schema

Attribute . e
Syntax Syntax oMSyntax eDirectory Syntax Description
Object(DN-DN) 2.55.1 127 SYN_DIST_NAME The fully qualified name of an

object in the directory.
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Syntax

Attribute

oMSyntax eDirectory Syntax

Description

Syntax
String (Object- 2552 6 SYN_CI_STRING The object identifier.
Identifier)
Case-Sensitive 2553 27 SYN_CI_STRING General string. Differentiates
String uppercase and lowercase.
CaselgnoreString 2.5.5.4 20 SYN_CI_STRING Teletex. Does not differentiate
(Teletex) uppercase and lowercase.
String (Printable), 2.5.5.5 19, 22 SYN_PR_STRING Printable string or IA5 string. Both
String (IA5) character sets are case sensitive.

SYN_CE_STRING

String (Numeric) 2.5.5.6 18 SYN_NU_STRING A sequence of digits.
Object (DN- 2557 127 SYN_PATH A distinguished name plus a binary
Binary) large object.
Boolean 2558 1 SYN_BOOLEAN TRUE or FALSE values.
Integer, 2.55.9 2,10 SYN_INTEGER A 32-bit number or enumeration.
Enumeration
String (Octet) 2.5.5.10 4 SYN_OCTET_STRING A string of bytes.
String (UTC- 25511 23,24 SYN_TIME UTC time or generalized time.
Time), String
(Generalized-
Time)
String (Unicode) 2.5.5.12 64 SYN_CI_STRING Unicode string.
Object 25513 127 SYN_OCTET_STRING Presentation address.
(Presentation-
Address)
Object (DN- 25514 127 SYN_OCTET_STRING A DN string plus a Unicode string.
String)
String (NT-Sec-  2.5.5.15 66 SYN_OCTET_STRING A Windows NT security descriptor.
Desc)
Largelnteger 2.55.16 65 SYN_INTEGER64 A 64-bit number.
String (Sid) 25517 4 SYN_OCTET_STRING Security identifier (SID).

B.1.2 Attribute Mappings

Because eDirectory attributes conflict with DSfW attributes, new attributes and mappings have been
introduced. The following table summarizes them.

Table B-3 LDAP Attribute Mapping with eDirectory Attributes

LDAP Attribute Name

eDirectory Attribute Name

homeDirectory

mSDS:HomeDirectory
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LDAP Attribute Name eDirectory Attribute Name

mailRecipient msds:mailRecipient
homePostalAddress msds:homePostalAddress
objectVersion msds:objectVersion
unixHomeDirectory homeDirectory

uid uniquelD

B.1.3 Special Attributes

Some of the following attributes can be used in search query:

+ allowedAttributes: Returns the list of attributes that can be present on that entry.

+ allowedAttributesEffective: Returns the list of attributes that can be modified by the user (the
logged-in entity) on that object.

+ allowedChildClasses: Returns the list of classes that can be created subordinate to that entry.

+ allowedChildClassesEffective: Returns the list of classes subordinate to an entry that can be
created by the user (logged-in entity).

Table B-4 Attributes of a classSchema Object

Attribute Syntax Description

cn Unicode Descriptive relative distinguished name for the schema
object. cn is a mandatory attribute.

governsiD Object identifier Object identifier that uniquely identifies this class.
governsiID is a mandatory attribute.

IDAPDisplayName Unicode The name by which LDAP clients identify this class.
IDAPDisplayName is a mandatory attribute.

schemalDGUID String (Octet)  The GUID that uniquely identifies this class.
schemalDGUID is a mandatory (but defaulted)
attribute.

rDNALttID Object Identifier The relative distinguished name type of instances of
this class (OU, CN). rDNALtID is not a mandatory
attribute.

subClassOf Object Identifier The class from which this object inherits attributes.
subClassOf is not a mandatory attribute.

systemMustContain Object identifier The list of mandatory attributes for instances of this
class. This list cannot be changed. systemMustContain
is not a mandatory attribute.

mustContain Object identifier The mandatory attributes for instances of this class.
mustContain is multivalued but not a mandatory
attribute.
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Attribute

Syntax

Description

systemMayContain

mayContain

systemPossSuperiors

possSuperiors

systemAuxiliaryClass

auxiliaryClass

defaultHidingValue

defaultSecurityDescriptor

objectClassCategory

systemOnly

ObjectClass

Object identifier

Object identifier

Object identifier

Object identifier

Object identifier

Object identifier

BOOL

String (Octet)

Integer

BOOL

Object Identifier

The optional attributes for instances of this class.
systemMayContain is multivalued but not a mandatory
attribute.

The optional attributes for instances of this class.
mayContain is not a mandatory attribute.

The classes that can be parents of this class in the
directory hierarchy. After the class is created, this
property cannot be changed. systemPossSuperiors is
multivalued but not a mandatory attribute.

The classes that can be parents of this class in the
directory hierarchy. For an existing classSchema
object, values can be added to this property but not
removed. possSuperiors is multivalued but not a
mandatory attribute.

The auxiliary classes from which this class inherits its
optional (mayContain) and mandatory (mustContain)
attributes. After creation of the class, this property
cannot be changed. systemAuxiliaryClass is
multivalued but not a mandatory attribute.

The auxiliary classes from which this class inherits its
optional (mayContain) and mandatory (mustContain)
attributes. This is a multivalue property that specifies
the auxiliary classes that this class inherits from. For
an existing classSchema object, values can be added
to this property but not removed. auxiliaryClass is
multivalued but not a mandatory attribute.

The default hiding state for the class. If you do not
want instances of the class displayed in the Ul for
Active Directory admin tools, New menus, you can
define the class as hidden. defaultHidingValue is not a
mandatory attribute.

The default security descriptor that is assigned to new
instances of this class if no security descriptor is
specified during creation of the class or is merged into
a security descriptor if a security descriptor is
specified. defaultSecurityDescriptor is not a mandatory
attribute.
The class types are defined as follows:

¢ Structural = 1

¢ Abstract =2

* Auxiliary =3
objectClassCategory is a mandatory attribute.

An attribute of a classSchema object. systemOnly is a
mandatory attribute.

This object’s class, which is always classSchema.
ObjectClass is a mandatory and multivalued attribute.
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Description

Attribute Syntax

nTSecurityDescriptor NT-Sec-Desc

defaultObjectCategory Distinguished
name

The security descriptor on the classSchema object.
nTSecurityDescriptor is not a mandatory attribute.

The default object category of new instances of this
class. If none has been specified, the objectClass
value is used.

For example, suppose that the objectCategory
attribute for inetOrgPerson is set to Person. This has
the effect of returning all user, computer, and
inetOrgPerson objects when the filter in a query is
objectCategory=Person.

defaultObjectCategory is a mandatory attribute.

B.1.4 Class Mappings

Because the eDirectory schema conflicts with the DSfW schema, new classes and mappings are
introduced. The following table summarizes them:

Table B-5 Attributes for the AttributeSchema Class

LDAP Classes

eDirectory Classes

ndsComputer
computer

ndsDmd

dMD

ndsServer

server

ndsVolume

volume
organizationalPerson
organizationalUnit
groupOfNames
groupOfUniqueNames

inetOrgPerson

Computer
mSDS:Computer
dmd

mSDS:DMD

server
mSDS:Server
volume
mSDS:Volume
Organizational Person
Organizational Unit
Group

Group

User

B.2 Extending the Third-Party Schema

To extend a third-party schema for a DSfW server:

1 Export the third-party schema to an LDIF file, such as schema.1dif.

2 Execute the following command to generate msschema. sch:
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/opt/novell/xad/share/dcinit/aggregateSchema.pl schema.ldif --ndsschema >
msschema.sch

IMPORTANT: You must review msschema . sch manually for any containment issues.

3 Extend this schema to a DSfW server by executing the following command:
/opt/novell/eDirectory/bin/ndssch admin-context -t tree-name msschema.sch

4 Use 1dapadd or 1dapmodify to create schema elements in the schema partition.

NOTE: Update the DNs of the schema elements in the LDIF file as necessary.

B.3 Changing the PAS Status of an Attribute

DStW must be restarted on the domain controllers in the forest when the PAS status of an attribute is
modified. The PAS status changes appear in the domain controller where it was changed. Make the
following LDAP changes to update the schema cache in other domain controllers in the forest:

dn:
changetype:modify
add:schemaupdatenow

schemaUpdateNow: 1

Schema 229



230 OES 2 SP2: Domain Services for Windows Administration Guide



Understanding DSfW in Relation
to IDM and Samba

This section analyses the features and capabilities of DSfW in relation to Samba and IDM.

¢ Section C.1, “Understanding DSfW in Relation to Samba,” on page 231
¢ Section C.2, “Understanding DSfW in Relation to IDM,” on page 233

C.1 Understanding DSfW in Relation to Samba

DSfW simulates Active Directory environment on eDirectory and provides interoperability between
eDirectory and Active Directory. A suite of services integrated with Samba help in achieving Active
Directory equivalent environment. SAMBA is by default packaged with SLES and has the
capability to emulate NT4 domain controller. DSfW takes this functionality forward and uses it to
emulate Active Directory.

This means that the DSfW server can inter-operate with Active Directory and provides a gateway
for DSfW users to access Active Directory resources with the help of trusts. This facilitates an
environment where SLES and Windows servers can co-exist in an organization that has only Active
Directory or only eDirectory or a mix of both Active Directory and eDirectory environments.

It is important to note that apart from providing emulation services for Active Directory, DSfW
continues to support existing OES (Open Enterprise Server) services for the users in the DSfW
environment.

Samba is an open source software suite that lets Linux and other non-Windows servers provide file
and print services to clients that support the Microsoft SMB (Server Message Block) and CIFS
(Common Internet File System) protocols.

A DSfW server uses the following services in order to provide Active Directory equivalent
environment:

¢+ SAMBA-3.0.x
¢ cDirectory
¢ Novell Bind (DNS)
+ NTP server
¢ xadsd (For handling RPC calls over LSARPC, SAMR and NETLOGON)
+ Kerberos KDC
¢ Kerberos password server
During installation through YaST, when the Novell Domain Services for Windows pattern is

selected, a set of other dependant RPMs also get selected. Provisioning helps in configuring DSfW
and the supporting services.
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Table C-1 DSfW and Samba

Functionalities

Samba

DSfw

Emulation

Management

Group Policies

Trusts

DNS and Secure Updates

Provisioning Users

Emulates NT4 Domain Controller
or can be a member server of
Active Directory or NT domain.

Can be managed through
Windows NT4 Domain Server
Manager and the Windows NT4
Domain User Manager. But
cannot be managed from MMC.

No support for group policies that
are crucial to implement security
settings and enforce IT policies.

Supports NT style manual trusts
between two domains.

Does not come with DNS. Has to
be installed separately. The bind
DNS does not support secure
dynamic updates. So, the DNS
records have to be manually
managed by the Active Directory
administrators. Active Directory
administrator has to create
records for the DCs and for every
member server joined to the
domain.

Provisioning is performed by

including only Samba-specific
information in the user objects
created in the LDAP backend.

Emulates Active Directory and
can also be a member server.

DSfW can be managed from
Microsoft MMC as well as
eDirectory web management
tools like iManager. So any
Windows member server/client
joined to the DSfW domain can
use the power of Active Directory
for creating shares, assigning
access rights, managing users,
trusts and group policies. In
DSfW the Samba-3 shares and
access rights can be managed
using iManager.

Supports Group Policies. For
more information, see Managing
Group Policy Settings.

Supports Active Directory level
trusts that includes automatic
Kerberos transitive trusts and
cross-forest trusts.

Comes packaged with Novell
Bind DNS that supports secure
dynamic updates. As it is
integrated into eDirectory, it
provides centralized Active
Directory administration and
enterprise-wide management of
DNS using iManager or Java*
Management Console. It
leverages the benefit of
eDirectory as Novell DNS
configuration information is
replicated just like any other data
in eDirectory.

Provisioning is performed by
extending the existing eDirectory
object class and including Active
Directory information in the user
objects.

As a result, DSfW has the same
information model as Active
Directory.
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Functionalities

Samba

DSfw

Access Control at File system/
Share level

Storage of security identities

Password Policies

Interoperability with Active
Directory

Samba supports access control
at both share level and file
system level. It can be managed
at share level from any Windows
client. If the underlying file system
is NSS and Novell Samba is
installed, it can be managed
using iManager.

Samba-3 stores security
identities in local files. Whereas
Novell SAMBA is integrated with
eDirectory. This way it utilizes the
power of eDirectory access
control (trustee model) and data
replication.

Supports NT domain type
password policies.

SAMBA can be configured as a
member server of the domain, but
cannot be configured as domain
controller.

DSfW supports access control at
share level or at file system level.
The access control can be
managed at share level and file
system level from a Windows
client. If the underlying file system
is NSS then it can be managed
from iManager. It is
recommended (but not required)
that you create Samba shares on
NSS data volumes in order to
achieve this flexible dual access
control.

DSfW by default integrates
SAMBA with eDirectory.

Supports Active Directory domain
password policies and existing
eDirectory password policies.

With the help of cross-forest trust
the users in DSfW environment
will be able to access resources
in Active Directory environment.

C.2 Understanding DSfW in Relation to IDM

IDM is a data sharing and synchronization service that enables applications, directories, and
databases to share information. It links scattered information and enables you to establish policies
that govern automatic updates to designated systems when identity changes occur. On the other hand
DSfW allows Microsoft Windows users to work in a pure Windows desktop environment and still
take advantage of some OES back-end services and technology, without the need for a Novell Client

on the desktop.

The following table analyses the features of DSfW and IDM.

Table C-2 DSfW and IDM

Feature

IDM

DSfw

Purpose

Synchronization of user data and
credentials between directory
services and databases.

Allows existing eDirectory users
or new DSfW users to access
OES services as well as
Microsoft Active Directory
environment services with the
help of trust.
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Feature

IDM

DSfw

Storage of user data

Manageability

Group Policy

Trusts

Data is duplicated across
directory services.

Can be managed from iManager.

No support for Group Policy.

No concept of trusts. Data is
duplicated and the access rights
are evaluated on the local server.

Data is stored in eDirectory, but
the DSfW suite of services make
it possible for the data to be
accessed and retrieved from
Active Directory environment.

DSfW can be managed from
Microsoft MMC as well as
eDirectory web management
tools like iManager. So any
Windows member server/client
joined to the DSfW domain will be
able to use the power of Active
Directory which means share
creation, assigning various
access rights, managing users,
trusts, group policies will be very
much seamless. In DSfW the
Samba-3 shares and access
rights can be managed by
eDirectory web based
management i.e iManager.

Supports Group Policies. For
more information, see Managing
Group Policy Settings

Trusts are supported. This makes
accessing inter-forest or inter-
domain resources possible.

Supports the following forms of
trusts:

¢ External Trusts

+ Forest Trusts

¢ Realm Trusts
For more information see,

Managing Trust Relationships in
Domain Services for Windows
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Network Ports Used by DSfW

This section discusses the network ports that are used by DSfW services to listen on for incoming
network traffic. These ports are configured automatically after the DSfW installation.

Table D-1 Services and Network Ports used by DSfW

Service Port / Protocol
Microsoft-DS traffic 445/TCP, 445/UDP
LDAP 389/TCP (or 636/TCP if using SSL)
LDAP Ping 389/UDP

Kerberos 88/TCP, 88/UDP
DNS 53/TCP, 53/UDP
RPC Endpoint Manager 135/TCP, 135/UDP
RCP Dynamic Assignments 1024 - 65535/TCP
Global Catalog LDAP 3268/TCP

Global Catalog LDAP over SSL 3269/TCP
Network Time Protocol 123/UDP

NetBIOS Name Service 137/TCP, 137/UDP
NetBIOS Datagram Service 138/TCP, 138/UDP
NetBIOS Session Service 139/TCP, 139/UDP
Domain Service Daemon 8025/TCP

The RPC dynamic assignment rule allows inbound traffic on any port above 1023. If your firewall
permits this, there is very little reason to enable a firewall. However, you can force xadsd to use a
specific port by using the -p option. Otherwise, RPC ports are ephemeral.

After restarting the DNS server, refer to Chapter 8, “Verifying DSfW Installation,” on page 127 to
verify that eDirectory and DSfW have been installed and configured correctly.

IMPORTANT: After installing DSfW server into a partition in which you want to configure a
domain, the DSfW server holds the master replica of that partition. This is required because the
master replica holds the FSMO roles for the domain.
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Glossary

Access Token

When a user is authenticated, the Local Security Authority (LSA) creates an access token,
which in this case is a primary access token for that user. An access token contains a
security identifier (SID) for the user, SIDs for the groups to which the user belongs, and the
user’s privileges. In Domain Services for Windows (DSfW), a user's SID and group
membership are stored in eDirectory™.

When the user logs in to a Windows workstation in a DSfW domain, the Workstation
receives this security information from the DSfW domain controller and associates it with
the user's login session.

ADPH
Active Directory Provisioning Handler.

Responsible for automatically provisioning all the eDirectory objects in a domain with
appropriate Active Directory attributes.

Child Domain

Also known as a subdomain. A child domain is a part of a larger domain name in the DNS
hierarchy, which has the root-level domain at the top, followed by second-level domains,
then followed by subdomains.

Configuration Partition

Stores the entire eDirectory forest configuration information, which consists of the cross-
references and other forest-related information. The data stored in this partition is common
to all domains in the eDirectory forest. Each type of configuration information is stored in a
container in the configuration partition.

Cross-forest Trust

A feature that enables trust to be automatically managed among multiple DSfW forests or
between a DSfW forest and an Active Directory forest. It helps to consolidate operations
that result from mergers and acquisitions and enables the users in one forest to seamlessly
access services in the other forest.

Cross-forest trusts are transitive. For example, every domain in Forest M has an implicit
trust relationship with every domain in Forest N. However, transitivity does not mean that if
you have a cross-forest trust between Forest M and Forest N, and a second cross-forest
trust between Forest N and Forest O, a trust relationship exists between Forest M and
Forest O. You are required to create a second cross-forest trust between Forest M and
Forest O. Cross-forest trusts can be either one-way or two-way, and you need to establish
the trust relationship between the forest root domains in each forest.

Cross-Reference Objects

Objects present in the configuration partition of the forest. Each cross-reference object
represents a domain partition. They are used by domain controllers to generate referrals to
other eDirectory partitions in the forest and to external directories when the object is not
local.
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Cross-reference objects are created in two ways:
- Internally by the system to refer to known locations that are within the forest.
- Externally by administrators to refer to locations outside of the forest.

Domain
A single partition in the eDirectory tree.

In DSfW, a domain also forms the administrative boundary for a logical group of network
resources such as users or computers. Typically, a domain resides in a localized
geographic location; however, this might not always be the case. Domains are commonly
used to divide global areas of an organization and its functional units.

Domain Controller

In DSfW, an Open Enterprise Service 2 SP2 server that manages user access to a
network, which includes logging in, authentication, and access to the directory and shared
resources.

Existing Domain
A domain that is already configured in the DSfW forest.

Existing Tree

An eDirectory tree onto which a DSfW server is being added. A domain is created as part
of this process.

External Trust

You can create an external trust to form a one-way or two-way non-transitive trust with
domains beyond your forest. External trusts are sometimes necessary when users need
access to resources located in a Windows NT 4.0 domain or in a domain located within a
separate forest that is not joined by a forest trust.

Forest

A set of one or more directory trees that trust each other. All the trees in a forest share a
common schema, configuration, and global catalog. When a forest contains multiple trees,
the trees do not form a contiguous name space. All the trees in a given forest trust one
another through transitive bidirectional trust relationships.

Unlike a tree, a forest does not need a distinct name. A forest exists as a set of cross-
referenced objects and trust relationships known to the member trees. Trees in a forest
form a hierarchy for the purpose of trust. However, in DSfW, a forest contains a single tree
that shares a common schema, configuration, and a global catalog.

Forest Root Domain (FRD)

The domain that provides the base (foundation) directory forest. It is usually the first
domain that you create in your directory forest and is known as the default forest root
domain.

Group

A set of users, computers, contacts, and other groups. Groups can be used as security or
as e-mail distribution collections. Distribution groups are used only for e-mail. Security
groups are used both to grant access to resources and as e-mail distribution lists.
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Group Policy

An infrastructure that allows you to implement specific configurations for users and
computers. Group Policy settings reside in the Group Policy objects (GPOs). GPOs are
linked to directory service containers, such as sites, domains, or organizational units
(OUs). These settings are then evaluated by the impacted targets, using the hierarchical
nature of the directory. A Group Policy allows you to manage user and computer objects.

Mapped Tree/Setup

An eDirectory tree where one or more eDirectory partitions are configured as DSfW
domains and are mapped as a partition root object to a domain root. The fully qualified
domain name of the DSfW forest root domain might be different from the X500 DN of the
root of the DSfW forest.

Non-Mapped Setup

Creates a new eDirectory tree with the DNS naming format instead of the traditional X.500
naming format. The DSfW domain partitions in the tree are created at the time of
provisioning.

Microsoft Management Console (MMC)
A component of modern Microsoft Windows operating systems.

It provides system administrators and advanced users with a flexible interface through
which they can configure and monitor the system.

NetBIOS
Network Basic Input/Output System.

A network operating protocol that the NetBIOS API use to allow applications on different
computers to communicate over a local area network. In modern networks, it normally runs
over TCP/IP (NBT), giving each computer in the network both a NetBIOS name and an IP
address corresponding to a (possibly different) hostname. Older operating systems ran
NetBIOS over IPX/SPX or IEEE 802.2 (NBF). NetBIOS provides services related to the
session layer of the OSI model.

Object-Sid

A single-valued identifier that specifies the security identifier (SID) of the user. The SID is a
unique value used to identify the user as a security principal. User objects, group objects
and computer objects, among others, are security principals. A SID is a binary value set by
the system when the user is created.

Partition

1. A logical division of a computer hard disk created in order to have different operating
systems on the same hard disk or to create the appearance of having separate hard disks
for such activities as file management.

2. A logical group of objects in an eDirectory tree, used to provide better management of
the tree.

3. Partition acts as a security boundary of a domain. Domain rules are valid till it
encounters another partition boundary.
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Provisioning

Provisioning is the process of configuring the services on a DSfW server. It is made up of a
series of logical steps that execute in a predetermined order to complete the DSfW
installation.

The provisioning tasks can be executed using the DSfW Provisioning Wizard or the
command line scripts.

Replica
A copy or instance of a user-defined partition that is distributed to another eDirectory
server.

Relative ID Master (RID Master)

Every domain controller assigns RIDs to the security principals it creates. The RID master
FSMO role holder is the single domain controller responsible for processing RID Pool
requests from all DCs within a given domain. It is also responsible for removing an object
from its domain and putting it in another domain during an object move. In the DSfW
environment, the server holding the master replica of the domain acts as a RID master.

Root Partition
A unique partition created when the tree is installed.

Sysvol

The System Volume (Sysvol) is a shared directory that stores the server copy of the
domain's public files that must be shared for common access and replication throughout a
domain.

The Sysvol corresponds to the /var/opt/novell/xad/sysvol/sysvol directory on the
domain controller.

Sysvolsync
The sysvolsync utility is introduced to provide synchronization of Sysvol and the underlying
policies between the domain controllers of a domain.

This utility when invoked finds the domain controllers for the domain and initiates the
synchronization process with them, contacting one domain controller at a time. During the
synchronization only the changes are transferred and not the entire data.

Schema Partition

A partition that stores the definitions for the type of data that can be held by the directory
store. Directory services rely on schema partitions for maintaining data consistency. In
addition, applications can refer to the schema partition to determine the type of data that
the directory forest allows. The schema can be extended to allow the directory to hold data
that is specific to a particular application.

Subsequent Domain
A child domain for a domain that already exists. Organizations split the data into multiple
domains to reduce administrative overhead.

Subsequent Domain Controller

An added server used to improve the availability and reliability of network services. If you
have an subsequent domain controller, it helps in fault tolerance and balances the load of
existing domain controllers. It also provides additional infrastructure support to the sites.
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Shortcut Trust

A manually created trust that shortens the trust path within a forest to increase the speed at
which authentications performed across domains in a forest are processed. This can result
in faster authentication times and faster access to resources. A trust path is a chain of
multiple trusts that enables trust between domains that are not adjacent in the domain
namespace. For example, if users in the eng.novell.com domain need to gain access to
resources in the sales.novell.com domain, the novell.com domain must be traversed
because it is on the trust path. You can create a shortcut trust between eng.novell.com and
sales.novell.com, bypassing novell.com in the trust path.

Trusted Domain Object

A critical object that represents the trust relationship between the two domains. It is found
in the partition container under configuration partition. It directly relates to the trust
relationships displayed in the Active Directory Domains and Trusts administrative tool. If
the Trusted Domain Object is not present in DSfW, cross-domain authentication fails and
results in errors. Shortcut trust objects are created when there is more than one domain in
the forest.

Trust-Posix-Offset Attribute

An offset that the system uses to generate POSIX user and group identifiers that
correspond to a given SID. To generate a POSIX identifier, the system adds the RID from
the SID to the POSIX offset of the trusted domain identified by the SID.
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Documentation Updates

This section contains information about documentation content changes made to the OES 2 Novell
Domain Services for Windows Administration Guide since the initial release of Novell® Open
Enterprise Server 2.

July, 2010

+ Added information about Restrictions with Domain Names.

November 9, 2009

+ Modified the contents of “Key Differences Between the DSfW LDAP Server and the
eDirectory Server” on page 17 and converted it in form of a table to represent comparison.

Included “What’s New” on page 19 to capture additions to the Novell® Domain Services for
Windows (DSfW) service for the Novell Open Enterprise Server 2 SP2 Linux platform over the
previous release.o

*

*

Included new chapter on Use-Cases.

*

Included new chapter on Deployment Scenarios.

*

Included new chapter on Planning for DSfW

*

Updated Installing Domain Services for Windows with information on integrated install.

*

Included new chapter on Provisioning Domain Services for Windows.

Updated Chapter 8, “Verifying DSfW Installation,” on page 127 with steps to validate DSfW
install.

*

*

Updated Upgrading DSfW chapter with with SP2-specific prerequisites and limitations.

*

Included a chapter on Running Domain Services for Windows in a Virtualized Environment.

*

Included Limitations in the Chapter 11, “Logging In from a Windows Workstation,” on
page 133.

*

Included information on Dynamic Groups Is Not Supported in DSfW and Section 12.3.5,
“Security Filter Not Working in Win7,” on page 142in the Chapter 12, “Creating Users,” on
page 139.

Included new chapter on Chapter 13, “Understanding DNS in Relation to DSfW,” on page 143.

*

*

Made the following changes in Chapter 14, “Managing Group Policy Settings,” on page 149
¢ Included details on “Editing an Existing Group Policy” on page 150

+ Included details on “Setting the DFS Referral of the Server Holding the PDC Emulator
Role as Active on the Workstation” on page 151.

+ Updated Section 14.2.2, “gpo2nmas,” on page 152
¢ Included Section 14.3, “Sysvol,” on page 153.
¢ Updated Section 14.4, “Limitations with Group Policy Management,” on page 154.

¢ Added Section 15.3, “Limitations with Cross-Forest Trust,” on page 190 in Chapter 15,
“Managing Trust Relationships in Domain Services for Windows,” on page 157.

Documentation Updates
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+ Modified “Example: Assigning Rights to Folders on an NSS Volume” on page 197 in the
Chapter 16, “Providing Access to Server Data,” on page 191.

¢ Added Chapter 18, “Flexible Single Master Operation (FSMO) Roles,” on page 203.
¢ Updated Chapter 19, “Troubleshooting,” on page 207 chapter .
¢ Added the following Appendix files:
+ Appendix A, “Executing Provisioning Tasks Manually,” on page 215
+ Appendix B, “Schema,” on page 221
¢ Appendix C, “Understanding DSfW in Relation to IDM and Samba,” on page 231
+ Appendix D, “Network Ports Used by DSfW,” on page 235
¢ Updated “Glossary” on page 237 with details on partition boundary, SYSVol and Provisioning.
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