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SAPC VNF Deployment Instruction for VMware Introduction

1 SAPC VNF Deployment Instruction for
VMware Introduction

The purpose of this document is to describe how to deploy and set up the SAPC
on VMware platform. VMware components required to deploy the SAPC are
VMware vSphere Web Client and VMware vCenter or VMware vCloud Director.
Other VMware components, such as NSX, vSAN and so on might be also part of
the environment, however they are not mandatory and they are not part of the
scope of this document. The following procedures are covered:

— VMware vCenter configuration to be performed by the Cloud administrators
and required to deploy the SAPC:

Define Virtual Datacenter (Optional).

Define DRS (Distributed Resource Scheduler) Cluster.

Define Virtual Distributed Switches (VMware vDS).

Define the SAPC Port Groups.

vCloud Director configuration to be performed by the Cloud administrators
and required to deploy the SAPC:

¢ Create Catalogue (Optional).
¢ Define Organizational Networks.
— Deploy the SAPC vApp based on a generated OVA/OVF file.
— Post Deployment Activities after the SAPC Deployment.
— The SAPC vApp Power On.
— Health check of the SAPC.

— The SAPC Configuration.
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2.2
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SAPC VNF Deployment Instruction for VMware Overview

SAPC VNF Deployment Instruction for
VMware Overview

Basic knowledge of VMware, Linux, and networking is mandatory for any user
who wants to follow this document.

Read before SAPC VNF Network Configuration Guide.

VMware

vSphere 5.5, 6.0 or 6.5 version must be installed and configured in all physical
hosts in which the SAPC vApp would be deployed and properly connected to
vCenter Server 5.5, 6.0 or 6.5 composing a Server Cluster. In case of using
VMware vCloud Director, version 8 must be installed and configured. Installation
of vSphere, vCloud Director and vCenter Server products are out of scope of

this document and it is prerequisite for this installation instruction. For further
information about VMware products installation, refer to VMware vSphere
Documentation and VMware vCloud Director Documentation.

Warning!

The SAPC deployment requires the configuration of elements in VMware, that are
described in Section 4.4 on page 24 and in Section 5.5 on page 64 depending if
vCenter or vCloud director is used for deploying the SAPC.

Access

The following access information is required to deploy the SAPC on VMware:

— Access to the Virtual Delivery Package (VDP) through the SAPC software
gateway.

— Access to vCenter: credentials to login the vSphere Web Client must be
provided. Also, a VMware Datacenter and DRS cluster connected to a target
Virtual Infrastructure Manager (VIM) must be available.

— Access to vCloud Director: credentials to login to the vCloud Director GUI
must be provided. Also, a VMware Organization connected to a target VIM
and a vCloud Director Catalog must be available.

— Administration userlds for the SAPC can be found in SAPC Users and
Passwords
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SAPC VNF Deployment Instruction for VMware

Equipment

To run the OVF generation script (SAPC VNF Descriptor Generator Tool) in the
preparation step, it is required to have a Linux host with x86_64 architecture and
GNU C Library version 2.12 or newer installed. In the following sections, the host

is named "preparation server".
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SAPC OVF Package Generation

SAPC OVF Package Generation

Download the SAPC Virtual Delivery Package

The required software is listed in Table 1 and can be downloaded from Ericsson
Software Gateway under a unique the SAPC ticket number. Refer to Release
Notes for specific version information and ticket number.

Make sure that the Software Package file for the SAPC is available on a
preparation server. Likewise, make sure that created files generated into
preparation server can be accessed from vSphere Web Client or vCloud Director.

Table 1  Software Package

Software Package Filename

SAPC Virtual Delivery Package vdp_sapc_vmdk_cxp9032850_ <produ
ct_revision>.tar.gz

For specific version information, see the release notes.

Generate the SAPC Open Virtualization Format (OVF)
Package

The SAPC OVF package file is generated on the preparation server according to
the instruction stated in SAPC VNF Descriptor Generator Tool.
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Deploy the SAPC for Standalone Deployments using VMware vSphere Web Client

Deploy the SAPC for Standalone Deployments
using VMware vSphere Web Client

Deploy the SAPC vApp

Make sure that the SAPC OVF package file is available from the vSphere Web
Client connected to vCenter Server from which the SAPC will be deployed.

Open vCenter Server application and position into the Host and Clusters view.
Select a Host in the Cluster in which the SAPC is going to be deployed and select
Deploy OVF Template... submenu item by pressing the right mouse button.
The Deploy OVF Template popup window is shown, as in the following example
screen capture.

Note: Screen captures are from vCenter 6.5 and the resources displayed depend
on the datacenter and OVA/OVF Package uploaded.

%4 Deploy OVF Template ?) ke

1 Select template Select template

Belect an OVF template
2 Select name and location

3 Select aresource Enter a URL to download and install the OWF package from the Internet, or browse to a location accessible from your computer,
sUch as a local hard drive, a network share, or a COMDYD drive
4 Review details
5 Select storage URL
6 Readyto complete |*)
= Lacalfile
Browse

Ay Use multiple selection to select all the files associated with an OVF template (ovf, vmdk, ete)

Mext Cancel

Figure 1 Deploy OVF Template

Press Browse button to obtain File Browser Window to make possible the
selection of the OVA/OVF and delivered files to be deployed.
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Organize v New Folder =

- Favarites MName = Date modified Type Size:
M Deskfop
4§ Downloads

= Recent Places

s Libraries
3 Documents
J‘ Music
[ Pictures

B videos

1% Computer
\‘-_,i Local Disk (C:)
a Profiles (D1}
S bsp ()iseroisprojz00g

?l.l Metworl:

File marme: {*sape_vr_cxpd132850_7 2e4Lvmelk” “adapt_clusteriso® *SAPC_cmp9l32850_Tric4Lme" "SAPC_oxpdli x| [l Files 4 |

Qpen I Cancel |

Figure 2  Selection of OVA/OVF file

Locate and select the OVA/OVF file, press Open button to get completed the

Deploy from Local file or URL field and press Next button to continue with
the wizard.

Note: Please note that vCenter 6.5 incorporate some known bugs in connection
with OVA parsing when deploying from OVF Template. Since OVA
package is just a tar file containing the whole delivery files, most of the
times can be extracted the package and use the OVF with the rest of
files as a solution to these known problems. For more information about
vCenter 6.5 known issues, refer to VMware vSphere 6.5 Release Notes.

Complete the SAPC vApp Name, select the Datacenter in which the SAPC

application is going to be deployed and press Next button to continue with the
steps.
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Deploy the SAPC for Standalone Deployments using VMware vSphere Web Client

¥4 Deploy OVF Template (Z) M

+ 1 Select template Select name and location
Enter a name for the O%F and select a deployment location

2 Select hame and location
3 S et e Name [SAPC_cpa032850_712641
4 Review details

Filter | Browse

5 Select storage
Select 3 datacenter or folder.

6 Reaty to complete

) weenterBfsape. sdn-pe sero.gic ericsson se

[ i herg

Back Mext Cancel

Figure 3 Name of the vApp

Select the specific host within the VMware Cluster in which the SAPC is going to
be deployed and press Next button to continue with the steps.

¥4 Deploy OVF Template 7)) »

+ 1 Select template Select a resource
Selectwhere to run the deployed template
~ 2 Select name and location

3 Select aresource . .
Filter | Browse |

4 Review details

Select a host or cluster or resource poal or vapp

5 Select storage
w [I7 GIC-Rosenberg

O REAOCIEEDS » B Compute-Cluster

» [l Edge-Cluster

~ [ management-Cluster
&
[ 1362267322
[ 1362267324
[3136.225.73.25
[ 136.225.73.26
[ 1362267327
[3136.225.73.23
[ 136.225.73.29
[ 136.225.73.30

» [ Tools-Cluster

Back Next Cancel

Figure 4 Host and Cluster selection

Leave default values and press Next button to continue with the steps.
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¥ Deploy OVF Template 3) W

+ 1 Select template Review details
Werify the template details.
+/ 2 Select name and location

+ 3 Select aresource p
A The OYF package contains advanced configuration options, which might pose a security risk. Review the advanced

4 Review details configuration options below. Click nexto aceept the advanced configuration options.

5 Select storage

Proguct SAPC

6 Select networks ol CHP 802 20507RIC 41

7 Customize template o—— Ericzson

8 Ready to complete Publisher @ Mo certificate present
Download size Unkniowrn

Unknown (thin provisioned)

Unknown (thick provisioned)

SC-1
isolation tools diskShrink disable = true
isolation tools vmxDnDWersionBet disable = TRUE
isolation tools.memSchedFakeSampleStats disable = frue
isolation tools.copy.disable = true
isolation.ghi.host shellAction.disable = TRUE
isolation tools.unity.disable = TRUE
isolation tools unitywindowContents.disable = TRUE
izolationtools.unity.push update. disable = TRUE
izolation tools diskwiper.disable = true
isolationtools.ahl fravicon disable = TRUE M

Size on disk

Extra canfiguration

Back Next Cancel

Figure 5 Review Details

Select Thin Provision as disk format tick box and press Next button to continue
with the required steps.

¥4 Deploy OVF Template 2) 0

1 Select template Select storage
Select location to siore the files for the deployed template

3 Select aresource Selectvirual disk farmat | Thin pravigion | .|

v
+ 2 Select name and location
v
v

Sbeveretals W starage palicy | Mone | - |

5 Select storage
|:| Show datastores from Storage DRS clusters (i ]

6 Select networks

Filter

7 C ize

‘. Dratastores | Datastore Clusters |
8 Readyto complete

& (a -
Hame Satus W storage palicy Capacity Frae
() B datastoret (13 Ay Warning - 108 7@ 0719 GB
(=) B sharefs_magrnt_cluster @ Hormal Whi Encryption Po... 243.49 GB 138.01 B
1 v
i 2 Objects [ Copy ~

Back Mext Cancel y
Figure 6  Select Storage
In case Port Groups have been properly defined, the correspondence between
networks is applied, therefore simply press Next button to proceed with the next

step. In the case there is not a full name correspondence, map properly the Source
Networks with the Destination Networks available into vSphere and press Next
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¥ Deploy OVF Template 7 M
+ 1 Select template Select networks
Select 3 destination network for each source network.
+" 2 Select name and location
3 SEEEAREIER Source Network Destination Metwok
+ 4 Review details SARC_Internall | SAPC_Internalt o
~ 5 Select storage SAPC_ExTrafficO SAPC_ExtTrafficl v
6 Select networks SAPC_Internald SAPC_Internald v
7 Customize template SAPC_TraffickipD-0 SAPC_Trafficvip-0 -
8 Ready to complete SAPC_Interlinkosm SAPC_InterLinkoant -
SAPC_ExOAMD SAPC_ExtOaM -
SAPC_InterlinkTraffic SAPC_InterlinkTraffic x
SAPC_Darvipl-0 SAPC_Darmvipl -
IP Allocation Settings
IP protocol: [Pvd IF allocation: Static - Manual €
Back Hext Cancel
Figure 7 Network mapping
Default MAC addresses for the SAPC virtual machines are listed as vApp
properties. Leave the default values and press Next button.
¥4 Deploy OVF Template 7k
+ 1 Select template Customize template
Customize the deployment properties of this software solution
+" 2 Select hame and location
~ 3 Select aresource © Al properties have valid values Show next, Callapse all
" 4 Review details .
~ Uncategorized 12 settings
+ 5 Select storage
pl3etlmac_acdr  [02:10:403C:03.03 \
+ 6 Select networks
7 Customize template pl-2.ethl . mac_addr |02:1 0:40:30C:03:04 ‘
8 Readyto complete
pl3etzmac_acdr  [0210:403C:03.08 \
pldgtnlmac_acdr  [0210:403C:04:03 |
pld.gtnl mac_acdr  [02:10:403C:04.04 \
phdethZmac_acdr  [0210:403C:04:08 |
se-1.ethlmac_addr  [02:10:20:3C:01:03 \
se-l.ethl.mac_addt  [02:10:203C:01:04 |
se-1.8thZmac_addr  [02:10:20:3C:01:08 \
se-2ethlmac_addr  [02:10:20:3C:02:03 [
Back Next Cancel

Figure 8 OVF Properties

Leave the default values and press Finish button.
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%4 Deploy OVF Template ?) M
+" 1 Select template
MName SAPC_cxp8032850_7rZedl
+ 2 Select name and location
Source YM narme SAPC _cxp9032850_7r2ci
+ 3 Select aresource
Divenload gize Unkniown
+ 4 Review details
Size on disk Unkniown
+ 5 Select storage
Datacenter GIC-Rosenbery
« 6 Select networks
Resource 136.225.73.21
+~" ¥ Customize template
+ Storage mapping 1
4 8 Readyto complete
b Metwaork mapping 2
¥ IP allocation seftings |Pvd, Static - Manual

pl-3.ethl.mac_addr= 02:10:40:3C:03:03
pl-3.ethl.mac_addr = 02:10:40:3C:03:04
pl-3eth2mac_addr= 02:10:40:3C:02:05
pl-4.ethl.mac_addr= 02:10:40:3C:04:03
pl-4.ethl mac_addr= 02:10:40:3C:04:04
pl-4.eth2 mac_addr = 02:10:40:3C:04:09
se-1.ethl.mac_addr= 02:10:20:3C:01:03
sc-1.ethl.mac_addr= 02:10:20:3C:01:04
sc-1.ethZ.mac_addr= 02:10:20:3C:01:05
si-Z.ethl.mac_addr= 02:10:20:3C:02:03
se-2.ethl.mac_addr= 02:10:20:3C:02:04
sc-2 eth2 mac_addr= 02:10:20:3C:02:05

[l H r

Propeties

Baik Finish Cancel

Figure 9  Summary of the deployment options

The OVA file containing the SAPC starts to be deployed, creating all Virtual
Machines, network port connections and all the different component needed to
create the complete vApp.

This activity takes around 10-15 minutes, depending on Network bandwidth,
to be fully completed. A new vApp is created containing all Virtual Machines
belonging to the SAPC when the operation is successfully executed (check the
vCenter taskbar to track Status).

Do!

Additional configuration in VMware must be implemented before powering on the
vApp (as stated in Section 4.2 on page 12).

Therefore, to start the SAPC vApp successfully, do not select the tick box option
Power on after deployment.
Post Deploy Activities

This section describes some specific actions that need to be configured/executed
before power on the vApp to ensure the SAPC resilience if there is a host or virtual
machine failure.
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Deploy the SAPC for Standalone Deployments using VMware vSphere Web Client

42.1 Automatic Retry Boot Activation on Boot Failures

To activate automatic boot retries in the event of boot failures, select SC-1
virtual machine under Host and Clusters view, right-click on it and select

\\

Edit Settings... submenu items to get the properties window for this virtual

machine.

v BB SAPC_cxpQ032860_Tricdd

& PL-3

1 PL-4

& 5C-2 5 Actions - 5C-1

5 WR-1 Fowear ,

G vR-2 Guest 05 ,

51 WR-3 Snapshots 3

G vR-4 [ Open Console I
(G hSngevd &5 Migrate... F
G hfsserve Clone |
EDMSSEWE Template ,
G MEH_Co E
G MSH_Co Fault Tolerance ’ E
GBNIE_CO  ym Policies S
G oracledh —
Ef)ifl:enterﬁ Coampatibility 3
GpweloudDi  Export System Logs.. !i
R Whrares

Hs Edit Resource Settings... |
[ WR-3

Figure 10  Edit settings of the Virtual Machine

Once the Virtual Machine Properties window is displayed, move to Options
Tab -> VM Options and select Failed Boot Recovery tick box to ensure that

virtual machine retries booting in the event of failure.
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5h 8C-1 - Edit Settings 7 M

virual Hardware | WM Options | SDRES Rules | vApp Options

» General Options Wi Mame: |51 *

, YWhtware Remote Console Lock the guest operating systerm when the last remote user
Cptions disconnects

b Whlweare Tools Expand for Wfware Tooks seltings

b Power management Expand for power management seftings

~ *Boot Options

Firrmwware Chooze which firrmware shodld be used o boot the wirtual
machine:

BICQS (recormnmended) -

iy Chanaing firrmware might cause the installed guest
operating systemn to hecome unhootahle.

Boot Delay Whenever the vitual machine is powered aon or reset, delay the
hoot order for:

] ; milliseconds
Secure Boot

The next time the vifual machine boots, farce entry into the

Faorce BIOS setu
2 BIOS setup screen

Failed Boot Recoveny (*) +[ Wihen the virtual machine fails to find a boot device,
autornatically retry boot atter:
10 —| seconds
Compatibility: ESXi 6.5 and |ater Wi wersion 13) 0K Canceal

Figure 11  Virtual Machine Properties

Note: Repeat the steps for all Virtual Machines of the vApp.

Antiaffinity Rules between Virtual Machines into the SAPC vApp
Antiaffinity rules between Virtual Machines are recommended to be defined
to ensure much better the SAPC resilience in the event of virtual machine or
hypervisor malfunctions or crashes.

To define antiaffinity rules, select Cluster Server in which the SAPC were

deployed from the Host and Clusters view, right mouse button and select Edit
Settings... itemtoget Cluster Settings popup window.
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[ 136.225.73.21
[{,136.225 7322
[ 136.225.73.24
[ 136.225.73.25
[{,136.225 73,26
[ 136.225.73.27
[ 136.225.73.28
[7,136.22573.29
[ 136.225.73.30

+ O SAPC_cxpB0a2esl

& PL-3
& PL-4
i 5C-1
[ 5C-2
5 WR-1

5 WR-2

Tﬁ. Actions - Management-Cluster

Add Host..
2 Move Hosts into Cluster...

Mew Wirtual Machine

Il ey wA R
¥ Mew Resource Pool..,
¥@ Deploy OVF Template...

Festare Resource Pool Tree...
Storage
Host Profiles

Edit Default WM Compatibility...

g Assign License...

Figure 12 VMware Cluster

] Niclk Mananc

\\

Once the Cluster Settings popup is shown, select VM/Host Rules settings on right

panel to define specified antiaffinity rules, as it is seen in below picture.

- VEAN

General

Chaster

Hisalth and P
iSCSI Targets
15051 Intiator
Configuration
-5 Updates
« Configuration
$ Genoral
j Licensing
& Wiware EVC
& VMHOSL Grow
&
v VM Overtides
Figure 13

Désk Management

Fault Domaing & Strelched

rfarmance

Groups

Assist

VMRt Ruls Dataile
The listed 2 irtasl Machines must run on iferent hasis
]
P Cariict
o5 & s
& se2

Rules to be added in Cluster

Just for reference is shown one of the Antiaffinity rules described in former
window.
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" 5

% Management-Cluster - Edit VMHost Rule 2 M

WETO =M= - Antiaffinity

[v/] Enahle rule.
Type: Separate Virtual Machines
Description:

The listed Virual Machines must be run an separate hosts.

| oadd. |
Members

& 5C-1
& 50-2

oKk || cancel

Figure 14  Rule Settings

Virtual Machine Initial Placement

Distribute the Virtual Machines to balance the load or ensure antiaffinity rules
before powering on the SAPC application.

Move a virtual machine to a different physical server of the Cluster than the
initially assigned. Select the virtual machine to be moved from the Host and
Clusters view, right mouse button and select Migrate item to get the Migrate
Virtual Machine popup window.
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« 3E SAPC_cxp8032850_7r2cH o
1 PL3 Gh Actions - SC-1
PL-4
& Fower »

EEE ,

[ sc-2

& wR-1
5 VR-3 [ Open Console

ﬂl WH-3
51 WR-4 Clone »

Figure 15 SC1 Virtual Machine Selection

Snapshots 3

Select Change both compute and datastore and press Next to continue with
the next screen.

(F1 SC-1- Migrate 7 M
¥4 1 Select the migration type Select the migration type
Change the viftual machines' compute regource, storage, ar both.
2 Select a compute resource
3 Select storage (_) Change compute resource only
4 Select networks MWigrate the virtual machines to another host or cluster.
5 Reatly to complete
() Change storage only
MWigrate the virtual machines' storage to a compatible datastore or datastore cluster.
(=) Change hoth compute resource and storage
MWigrate the virtual machines to a specific host or cluster and their storage to a specific datastore or datastore cluster.
(=) Select compute resource first
(_) Select storage first
Next Cancel

Figure 16  Migrate Compute and Datastore
Select the Destination Server to which the virtual machine would like to be initially

started, keeping into consideration antiaffinity rules if applicable, and press Next
to continue with the next screen.
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1 SC-1 - Migrate

« 1 Select the migration type Select a compute resource

Selectthe destination compute resource for the virtual maching migration.
% ? Select a compute resource

3 Select storage
Q
4 Select networks

~ [Jucenterffsape sdn-pe.sero gic ericsson se -
w [[7 GIG-Rosenberg
» Bl Compute-Cluster
» EJ Edoe-Cluster
v@Managemem—C\uster
[L136.22573.21
[ 1362257322

5 Readyto complete

[L136.22573.25
[L136.22573.26
[ 1362257327
[ 136.225.73.28
[L136.226.73.29

Bl 4np ans 7o a0

Compatibility

@ compatibility checks succeeded.

Back

Next Cancel

Figure 17 Compute Destination Selection

Select appropriated disk format and datastore, and press Next to continue with

the next screen.

1 SC-1 - Migrate

+ 1 Select the migration tyne Select storage
Select the destination starage for the vitual machine migration.
+~" 2 Select a compute resource

s T Selectvinual disk farmat. | Thin Provision [~]

4 Select networks

M starage policy: | keep existing WM storage policies | v | [i ]

5 Readyto complete

virtual machine configuration files and all ofthe vitual disks.

@ Compatibility checks succesded.

Back

Hame Capacity Provisioned Free
Compatible

E datastore? (4) A51.26 GH 1373 GB 540.96 GB
1 sharefs_rmarmt_clustar 243.49GB B37.91 GB 130.25 GB
1

Compatibility

The following datastores are accessible from the destination resource thatyou selected. Select the destination datastore for the

Type Cluster

WhiFS &
NFSv3

r

Advanced ==

Hext Cancel

Figure 18 Datastore Selection

Leave default Networking mapping, and press Next to continue with the next

screen.
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(F1 SC-1- Migrate

+ 1 Select the migration type
+/ 2 Select a compute resource
~ 3 Select storage

¥4 4 Select networks

5 Readyto complete

Select networks
Select destination networks for the virtual machine migration.

Migrate YW netearking by selecting 2 new destination network for all VM network adapters attached 10 the same source netwark

Sourse Netmo Used By

SAPC_Internalt 1 %Whis 11 Nebwork adapters

SAPC_Internall 1 Whs 11 Metwark adapters

SAPC_OQamvipd 1 Whis 11 Metwark adapters
Compatibility

@ Compatibility checks suceeeded.

Destination Netwotk
SAPC_Internall
SAPC_Internald
SAPC_Oamvipd

Advanced ==

Back Next Cancel
Figure 19 Network mapping
Finally confirm the introduced data by pressing Finish button.
h SC-1-Migrate 2 b
1 Select the migration type Ready to complete
Verify that the information is correct and click Finish to start the migration
~ 2 Select a compute resource
8 EEEEET Migration Type Change compute resource and storage
R —— irtual Machine 501
5 Ready to complete Cluster Managemant Cluster
Host 136.225.73.24
Metworks Mo netwaork reassignments
Storage [sharefs_mgmt_cluster]
Disk Format Thin Provision
Back Finish Cancel

Figure 20 Summ

ary of the options of the migration

Warning!

These steps must be repeated as many times as needed to position the SAPC
Virtual Machines as it is desired.
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Align vApp Properties with VIM

The SAPC allows to customize MAC addresses during the SAPC deployment. This
customization can be done either using the Adapt Cluster Tool (see the Interface
section in Adapt Cluster Tool) or dynamically retrieving the MAC addresses
allocated by the vCenter application during the deployment. In the second case,
the SAPC vApp properties need to be modified to match the ones in the virtual
infrastructure before powering on the SAPC application. In particular, the ones
that need to be adapted are MAC addresses for SC-1, SC-2, PL-3 and PL-4 VMs.

Get MAC Addresses from VIM

To find out MAC addresses assigned by vCenter to different virtual machines,
select SC-1 virtual machine under Host and Clusters view, right mouse click

it and select Edit Settings..

for this virtual machine.

w OB SAPC_cxpa032850_Tr2cd

& PL-3
(3 PL-4

m G Actions - SC-1

&1 502

&1 YR-1

& vR-2

& vR-3

& R4 &
G hanoovi 5,
i nfsservet
i nfsservel
(s NSX_Cor
i NSX_Cot
i NSX_Cot
(s oracledh
i voentergs
G veloudDir

G Whwiare-| Hg Edit Resource Settings...

Eh vR-3 G

P oweear

Guest 05
Snapshots
Cpen Console

Migrate. ..
Zlone
Template

Fault Tolerance
Wil Policies
Campatibility

Export System Logs...

Edit Settings...

Figure 21 -Edit setings of the Virtual Machine

. submenu item to get the properties window

Expand all Network Adapters underVirtual Hardware Tab and make note of
all assigned MAC addresses for this virtual machine to be later on assigned to
SAPC vApp properties fields, Section 4.2.4.2 on page 22.
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1 SC-1 - Edit Settings ) »
[ Wirtual Hardware | VM Options ‘ SDRS Rules | wApp Options ]
~ [ Metwork adapter 1 | SAPC_Internald (\DS_Mgmt_And_T |+ | -
Status [ Cannect & Pawer On
Faort 1D 13117
Adapter Type -
DirectPath If0 [+ Enable
MAC Address 00:50:56:ab:ef86 | Automatic | - |
Shares | Mormal [+ -
Reservatian ‘ a | ~ | | Mbitrs | - |
Limit | Uniimited |~ | [mbits |~
~ [ Metwork adapter 2 | BAPC_Internall (\DS_Mgmt_And_T |~ |
Status [+ connect &t Power On
Fort |0 13125
Adapter Type -
DirectPath If0 [ Enable
MAC Address 00:50:66:ab:12:ce | Automatic | |
Shares | Mormal [+ -
Reservatian ‘ a | ~ | | Mbitrs | - |
Limit | Uniimited |~ | [mbits |~
~ [ Metwork adapter 3 | BAPC_Oamiipd (/DS_Mamt_And_T |~ |
Status [+ connect &t Power On
Fort |0 13133
Adapter Type -
DirectPath If0 [ Enable
MAC Address 00:50:66:ab:3d:11 | Automatic | |
Shares [ Mormal [ | - -
Mew device: | e T[T p— |v|
Compatibility: ESXi 6.5 and later (vM wersion 13) Ok Cancel
Figure 22 SC-1 VM properties
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Do!

These steps must be repeated for SC-2, PL-3 and PL-4 virtual machines.

4242 Modify SAPC vApp Properties

Once all assigned MACs during deployment are known simply select SAPC
deployed vApp Host and Clusters view, right mouse click it and select Edit
Settings... submenu item to get the properties window for SAPC vApp.

the zame hasic nnerati

g50_7racdd

Ej PL-7 = DE Actions - SAPC_cxpl032850_Tr2cdd
1 PL-4 Povver »
& 501 Mew Wirtual Machine b
& 50-2 M vARE p |
1 VR-1 # MNew Resource Poal...
(G VR-2 Clane »

WR-3
E VR4 OWF Template »

Gk hEnocyA-3.27.0.0-70551 02 B S (v
Figure 23  vApp Settings

Expand Uncategorized Field from Edit vApp window and modify all MACs with

the ones collected in previous chapter. Once all MACs are aligned, press Ok to
apply the changes. SAPC is now ready to be powered on.
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55 SAPC_cxp9032850_7r2c41 - Edit vApp 2) W

Application properties - SAPC
Product.  SAPC

Wersion:  CHP 903 ZBA0ITR2ZC4
Vendor  Ericssan

~ Lincategorized 12 settings

pl-3.eth0 mac_addr |02:1D:4u:30:03:03 |

pl-3.eth1.mac_addr |02:10:4u:3o:03:u4 |

pl-3.eth? mac_addr |02:1D:4u:3o:n3:05 |

pl-4.eth0 mac_addr |02:1D:4u:30:n4:03 |

pl-4.eth1.mac_addr |02:10:4u:3o:n4:u4 |

pl-4.eth? mac_addr |02:1D:4u:3o:n4:05 |

sc-1.ethil.mac_addr |02:10:20:3o:n1:03 |

sc-1.ethl mac_addr |02:1D:20:3o:n1:u4 |

se-1.8th2 mac_addr |02:1D:20:30:n1:05 |

sc-2.ethil.mac_addr |02:10:2u:3o:02:03 |

sc-2.ethl mac_addr |02:1D:20:3C:02:u4 |

sc-2.eth2.mac_addr |02:10:20:3o:02:05 |

Deployment

r CPU resources

b WMemory resources

0K Cancel

Figure 24  vApp Properties

4.3 Power on the SAPC vApp

Therefore to start the SAPC application select the vApp from the Host and
Clusters view, right mouse click it and select Power On item.
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ﬁ .SAP{.l‘.:nr;'.déZZI E.T Mew Virtual Machine. .. Ctrl+M
36 SAPC_node2 Y @&  New Resource Poal... Cirl+0
df SAPC_Orig_Ba E Mew vApp... Cirl+A
=l gl SAPC_Vodafon

s PL-3 [# PowerOn

g3 PL-4 Prwer (1FF

Figure 25 Power On vApp

The Virtual Machines come up in a proper order to ensure that at the end of the
process the SAPC is fully available for operation.

4.4 Configuration in vCenter

44.1 Define Datacenter (Optional)

This step is optional and only in the case that the SAPC would like to be deployed
under a specific Datacenter must be executed, otherwise any of the existing ones
can be used. Even though the SAPC works in any case, either if it is defined in a
new datacenter or in an existing one, there are some specific VMware operations
that do not cross datacenters. Check VMware reference documentation for
detailed information about specific operations not allowed between different
datacenters.

In case a specific datacenter needs to be created for the SAPC deployment simply
select the New Datacenter menuitem under vCenter Server Host and Clusters
view.

ﬁ ]
_,J Actions - voenterB2sapc sdn-po . sero gic ericsson . se

v

-

1 W= Mew Datacenter...
7 Mew Folder..

¥4 Deploy OWF Template...
Export Systermn Logs...

Eg Assign License...

Settings
vzenter HA Settings
Tags & Custom Attributes »
3] Add Permission...
0 mams y
pdate Manager ]

Figure 26  Datacenter definition

Give the Datacenter a unique name. The new created datacenter is displayed
listed under vCenter Server left pane tree in the ‘Host and Cluster’view.
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Note: In this case Hosts must be connected to the newly created Datacenter,
to achieve this just position into new created Datacenter and click right
mouse button to select “Add Host ...” option.

Define DRS (Distributed Resource Scheduler) Cluster

Select the Host and Clusters view from vCenter GUI and select the Datacenter
in which the SAPC is going to be deployed. At this stage, click right mouse button
to obtain New Cluster... menu item and select it to obtain New Cluster
Wizard pop-up window.

= g C : Rose -

5 Cmpl Actions - GIC-Rosenbery
-

fL 136 1 Add Host..

[ 138 ¥l Mew Cluster...

@,135 Mew Folder J

[ 138 Digtributed Switch J
~BCR e Yirtual Maching »

» @& cR 58 New wspp fram Library..
b 3 owe T Deploy OVF Template...
b Eys

P o)
b @ Edge-t Edit Default Wi Cormpatibility...

Storage r

vﬁ‘ﬁhﬂanag 2 Migrate WMs to Another BMetwark...

3136

EUSE Maove To...
@,135 Renamea...

E,HE Tags & Custom Attributes ¥

[L136  Add Permission...

[L136  Alarms ’

3136

: Delete

7136 X

[ 136  AllvCenter Orchestrator plugin Actions  »
w 0 SAF Update Manager »

Figure 27  New Cluster definition

Complete the Cluster Server Name, select Turn On vSphere DRS tick box and
press

Select Manual as Automation Level Leave default values for EVC, HA and vSAN
and press 0K button to continue with the cluster creation.
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%J New Cluster 2 M
Marme Dell RE30 SAPC Cluster
Location GlC-Rogenbery
-~ DRS [w/] Turn Ok
Automation Lewvel Manual T
Migration Threshold Conservative —— AOressive
b wSphere HA [ ] Turn om
r EVC Dizable -
WSAN [ ] Turn om
OK Cancel |

L

Figure 28  Cluster Features settings

= [ [sc 5]

=] ﬁh Dell RE20 SAPC Cluster
Figure 29  VMware Cluster after creation

Created cluster is displayed under datacenter icon with the previously defined
name, however it does not include any hosts as part of it.

Simply Drag and Drop Hosts from Datacenter to Cluster icon to include them
as part of the specified cluster. Execute it one by one until include all hosts to be
used to deploy the SAPC application as part of the cluster, as it can be seen in
the following picture.

= [ SAPC_IHD
B ﬁllj Dell RE20 SAPC Chster

@ 10.95,95, 226

[@ 10.95.95.227
[# 10.95.95.223
[E 10.95.95.229
[@ 10.95.95.230

Figure 30  Hosts and Clusters in the Datacenter

Define Distributed Virtual Switches (VMware vDS)

This step determines how physical hosts are interconnected among of them
using their physical interfaces through external switches/routers part of the
customer infrastructure. Obviously, the virtual switch layout definition is
hardware-dependent (NIC available interfaces in the hosts) and it depends on
how those interfaces are physically connected to the physical customer network
infrastructure.
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Therefore there are many possible alternatives, all them valid. One possibility

is one NIC per Physical host connected to one Physical Router with no traffic
separation. The one presented in this example is four Physical NICs per Physical
Host connected to four Routers, two carrying OAM traffic, and two carrying Traffic.

Configuration on any possible layout is out of the scope of this document and
only an example is provided as a guide to help during the configuration, taking
Virtual Distributed Switches as base. VMware virtual switch configuration must
be considered as a prerequisite for the SAPC deployment, from which the SAPC
Port Groups are created, and it must follow the customer hardware-specific layout
in which the SAPC is going to be deployed.
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Cluster
5 Dell PowerEdge R630 OAM TRAFFIC
2-Ports 1 Gb Active/Passive

Customer OAM Customer OAM
Backbone Backbone
Cluster
5 Dell PowerEdge R630 SAPC TRAFFIC

2-Ports 10 Gb Active/Passive

AR

- E %

Customer Traffic Customer Traffic
Backbone TRAFFIC VMWARE VIRTUAL DISTRIBUTED SWITCH Backbone

Figure 31  Physical connection of the Hosts, OAM, and Traffic switches
For the specific example mentioned, select the Networking view from vCenter
GUI and select the Datacenter in which the SAPC is going to be deployed. Click

right mouse button to obtain New vSphere Distributed Switch... menuitem
and select it to obtain Create vSphere Distributed Switch popup window.
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el ]_Illw r:' Mew Folder

i Ctrl+F
B e | |
2 WP I Mew Cluster. .. Chrl+L
= WS Mew Datastore Clusker
5 &dd Haost.,, Zhrl+H
ﬁj Mew Virtual Machine. .. Chel+HR

gegciegegegem

[
]
¥
E

Mew vwSphere Distributed Switch.,.,  Ctrl4k
add Datastare, ..
Rescan For Datastores. ..

Eﬂﬂ Migrate Virtual Machine Nebworking. ..

=

nem Add Permissian, .. Ctrl+P

% Alarm »
I:emn Open in Mew Window, CrH-Alt+

ﬂem Remave

% Rename

Figure 32  Distributed Switches in the dotocent.er

@ Create vSphere Distributed Switch

Select ySphere Distributed Switch Yersion
Specify vSphere distributed switch version,

I[s] B3

wSphere Distributed Switch Version: 5.1.0

\\

Select ¥DS ¥ersion

General Properties

Add Hosts and Physical Adapters
Ready to Complete

-

—w3phere Distributed Swiktch Version

wSphere Distributed Switch Yersion: 4.0

This wersion is compatible with YMware ES3 version 4.0 and later. The features supported by later wSphere
distributed switch versions will not be available,

w¥Sphere Distributed Switch ¥ersion: 4.1.0

This wersion is compatible with YMware ES3 version 4.1 and later. The Following new Features are available:
Load-Based Teaming and Metwark IjQ Contral.

w5phere Distributed Switch ¥ersion: 5.0.0

This wersion is compatible with YiMware ESX version 5.0 and later, The Following new features are available:
User-defined network resource poals in Metwork IO Control, MetFlow and Port Mirroring.

wSphere Distributed Switch Yersion: 5.1.0

See the YMware documentation For a list of compatible YMware ESX version and supported Features for this
wersion of the vSphere distributed switch,

Help |

= Back | Next = I Cancel

Figure 33  Version of the vDS selection

Select the Default value as vDS version when the popup window is opened. Press
Next button to continue with the vDS creation.
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(%] Create ySphere Distributed Switch

General Properties wSphere Distributed Switch Yersion: 5.1.0

Specify the wSphere distributed switch properties,

Select YOS Yersion General

General Properties Marne: IVSAPCISA_VDS_OAM
Add Hosts and Physical Adapters

Ready to Complete Mumber af uplink ports: I?g 3:

Maximurn number of physical adapters per host

¥SAPC15A_vDS_OAM

[= Uplink ports

@ dviJplinkl {0 Hosts)

Your port groups will go here,
@ dviJplinkz {0 Hosts)

Help | < Back | Next = I

Cancel

Figure 34  Properties of the vDS

A

Enter the virtual switch Name and select the Number of uplinks ports to be
part of the vDS, in our example 2, once done press Next button to continue with

the vDS creation.

4/1531-CSH 109 215/7 Uen D

2018-07-11




\\

Deploy the SAPC for Standalone Deployments using VMware vSphere Web Client

|1-_T,J Create vSphere Distributed Switch

Add Hosts and Physical Adapters wSphere Distributed Switch Yersion: 5.1.0
Select hosts and physical adapters to add to the new vSphere distributed switch,

Select VDS Yersion ‘when do you want to add hosts and their physical adapters ko the new vSphere distributed switch?
General Properties i+ add now
Add Hosts and Physical Adapters ¢ add later
Ready to Complete
Settings...  View Incompatible Hosts. ..
Host/Physical adapters | In use by switch | Settings ;I
Om vmnicz - View Details...
O vmnica - View Details...
E@ vmnicS - View Details...
Oem vmnics - View Details...
E@ vmnic? - View Details...
HEMEE 1095520 View Detals...
Select physical adapters
Om vmnicl - View Details...
Om vmnicz - View Details...
Omm vmnica - View Details...
E@ vmnics - View Details...
Omm vmnics - View Details...
@ vmnic? - View Details...
EME 1055523 View Detals...
Select physical adapters
Om vmnicl - View Details...
Om vmnicz - View Details...
O vmnica - View Details...
E@ vmnics - View Details...
O vmnics - View Details...
@/ vmnic? - View Details... z
Help | < Back | Mext = I Cancel |
y

Figure 35 Hosts and Physical adapters selection

Select on each host of the cluster the physical NICs to be used to create the Port
Groups traffic among the Physical Hosts, and therefore defining the Uplinks. In
our example 2 NICs per host. Once done, press Next button to continue with
the vDS creation.

4/1531-CSH 109 215/7 UenD | 2018-07-11 31



\\

32

SAPC VNF Deployment Instruction for VMware

@ Create ySphere Distributed Switch =] &3

Ready to Complete wSphere Distributed Switch Yersion: 5.1.0
verify the settings for the new wSphere distributed switch,

Select VDS Version

General Properties

Add Hosts and Physical Adapters
Ready to Complete

V' automatically create a default port group

¥SAPC15A_¥DS_DAM

& dvPorkGroup [=1Uplink. ports

= @ duUplink1 (& Hosts)
wmnicS 10,95,95.226
wmnicS 10,95,95.227
wmnicS 10,95,95.225
wmnicS 10,95,95.229
wmnicS 10,95,95,230
wmnicS 10,95,95.231

= dvUplinkz {6 Hosts)
wmnic? 10,95.95.226
wmnic? 10,95,95.227
wmnic? 10,95,95.225
wmnic? 10,95,95.229
wmnic? 10,95,95,230
wmnic? 10,95,95,231

WLAM 1D --
wirtual Machines {0}

ol e e f e

o ol ol

Help | < Back | Finish I Cancel

Figure 36 Summary of the Selected options

A

And finally confirm the virtual switch creation by pressing Finish button.

=] YSAPCLSA_vDS_OaM
B SAPCISA_vDS_OAM-DvUplinks-5163

% dvPartGroup

wSAPCLSA_wDS_wMTraffic
Figure 37  Distributed Switch view

Created virtual distributed switch is displayed under datacenter icon including
only a Port Group.

In case bonding is required as it is in our example, port groups can be edited

to align with this capability by right click the port group and selecting Edit
Settings... menu item, otherwise proceed with next section to define required
the SAPC Port Groups to allow the SAPC deployment.
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o] mm wSAPCISA_vDS_OAM
B ySAPCISA_vDS_OAM-DYUplinks-B166

% dvPartiGt

YOARPC15A
]_'l SAPC_Tests
]_'l wiCUDE_GTECH

Add Permission, .. Chrl+P
Alarm »
Edit Settings. ..

Cpen in Mew Window..,  Chrl+al+~
Delete

Figure 38

Edit Settings of the Port Group

\\

Whenever port groups have been edited to implement bonding capabilities in any

of possible variants, it can be achieved by modifying Teaming and Failover

characteristics for the specific port group.

%) dvPortGroup Settings =] B
p— —Paolicies
Policies Teaming and Failover
Security P A -
Traffic Shaping Load Balancing: IRoute based on originating virtual part j
YLAN ; - -
Te:aming and Failover Hietwork Failover Detection: ILInk status anly j
Resource Allocation Matify Switches: IYes j
Monitaring
Miscellaneous Failback: IYes j
advanced
Failover Order
Select active and standby uplinks. During & Failover, standby uplinks activate in the
arder specified belaw,
Mame |
Mawve Up |
Active Uplinks
dvlplink1 | Movve Dawn |
Standby Uplinks
dwUplinkz
Unused Uplinks
Help | (o4 I Cancel |

Figure 39  Teaming and Failover options

Note:

Follow the same procedure shown to define all vDS that are required

to deploy the requested the SAPC Port Groups. In our example repeat
at least once more to create another vDS SAPC_vDS_Traffic to create
specific Traffic Port Groups achieving traffic separation between OAM

and Traffic.
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Define the SAPC Port Groups

Port Group in VMware terminology is similar as subnet which is normally
associated with a VLAN to achieve network separation.

Port Groups are always defined into existing VMware virtual switches either
distributed or standard switches.

To deploy the SAPC application, it is required to define the following Port Groups
together with their attributes to ensure proper connectivity among all Virtual
Machines composing the SAPC application.

Create these port groups under one or several datacenter virtual distributed
switches as it has been already mentioned, although other virtual switches
distributions are also possible. The following port group distribution between the
different virtual Distributed Switches provided is just a suggestion. Following the
approach of traffic separation, there is no problem if it is changed as long as it is
properly configured into the physical underlying infrastructure.

Note: Agree with the infrastructure owner the VLANSs to be used before
deploying the SAPC to guarantee fully communication among VMs.

The port groups required are aligned to the subnetworks used by the vApp,
which are described in the SAPC VNF Network Configuration Guide among other
internal particularities. To ensure that the SAPC can be successfully deployed,
the following port groups are needed:

— Internal-@ (Traffic vDS Port Group)

Used for cluster internal communication (NFS, TFTP, and so on) among all
Virtual Machines being part of the SAPC.

— Internal-1 (Traffic vDS Port Group)

Similar than Internal-0 but created for TIPC communication among all Virtual
Machines composing the SAPC.

— OAM-VIP-0 (OAM vDS Port Group)
One of the networks used for EVIP OAM propagation through OSPF protocol.
It is a point-to-point connection between SCs and VRs Virtual Machines on
which OAM VIP address is published.

— Traffic-VIP-0 (Traffic vDS Port Group)
One of the networks used for EVIP Traffic propagation through OSPF
protocol. It is a point-to-point connection between PLs and VR Virtual

Machines on which Traffic VIP address is published.

— External-OAM (OAM vDS Port Group)
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Used for system management purposes (Management access to VRs, in case
VRs are part of the SAPC deployment) and a point of interconnection from
customer backbone to the SAPC OAM Services.

External-Traffic (Traffic vDS Port Group)

Used for point of interconnection from customer traffic backbone to the SAPC
Traffic Services, in case VRs are part of the SAPC deployment.

Following table specify the required parameters that must be applied for
each described Port Groups when Port Groups are provisioned into VMware
applications to ensure proper the SAPC connectivity among all Virtual Machines

in the vApp.
ALL PORT GROUPS
General Port Group Attributes
PARAMETER VALUE
Number of Ports Default (128 for 5.x version)
Port Binding Static Binding
Security Policy Attributes
PARAMETER VALUE
Promiscuous Mode Reject
MAC Address Changes Reject
Forget Transmits Reject
Trafic Shaping Policy Attributes
PARAMETER VALUE
Ingress Traffic Shaping Status Disable
Egress Traffic Shaping Status Disable
VLAN Policy Attributes
PARAMETER VALUE
VLAN Type VLAN
VLAN ID Site Specific, needs to be configured in Physical Switches|
Teaming and Failover Policy Attributes
PARAMETER VALUE
Loading Balancing Routes based on originating virtual port
Network Fallover Detection Link Status Only
Notify Switches Yes
Fallback Yes
Resource Allocation Policy Attributes
PARAMETER VALUE
Network Resource Pool None
Monitoring Policy Attributes
PARAMETER VALUE
Netflow Status Disabled
Miscellaneous Policy Attributes
PARAMETER VALUE
Block all Ports No
Teaming and Failover Policy Attributes
PARAMETER VALUE
Advanced Keep all as default
Figure 40  Port Groups options
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To create above port groups from vSphere Web Client from the Networking
inventory view, select and click the adequate virtual distributed switch in which
Port Group must be created on.

+ [lg CLOUD_SARCOT
€3 Wil Metwork
m o= Actions - SAPCOH g
P 20107

b flgcLOUD 8

Distributed Port Group * Mew Distributed Port Graup...

E?g, Add and Manage Hosts. .. Import Distributed Port Group...
g2 Migrate WM to Another Metwork... gg mManage Distributed Por Groups..

Updgrade % 4 L
Settings »

hove To...
Fename...
Tags »

Alarms »

5 Delete

Figure 41  Port Groups creation on a vDS

Right-click on it and select New Distributed Port Group... menuitem to
obtain the New Distributed Port Group pop-up window.

22, New Distributed Port Group ) W

1 Select name and location Marme: External-0Ah

2 Configure settings

Location: &= SAPCOD1
3 Readyto complete

Next Cancel

Figure 42  Port Group name selection

Complete Port Group Name and click Next to configure the settings for the Port
Group being created.
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2 New Distributed Port Group 7 MW

+ 1 Select name and location Configure settings

Set general properties ofthe new port group.
2 Configure settings

3 Configure policies
Pott hinding: Static hinding v
3a Security
Port allacation: Elastic -
3b Traffic shaping

@ Elastic port groups automatically increase or decrease the number of ports as needed
3¢ Teaming and failover

3d Monitaring Murnber of ports 128 =2
I8 Miscellaneous Metwork resource pool (defaulf) -
4 Edit additional settings YLAN
5 Ready let
ady to complete VLA ype T -
VLA 1D 247 z
Advanced

[ Customize default policies configuration

Back Next Cancel

Figure 43  Configure settings of the Port Group

Check and modify, if necessary, the Port Group parameters shown in Figure 43
according to the values described in Figure 40 . Select the Customize default
policies configuration check-box and click Next to customize the Port Group
policies according to the table Figure 40.

%2 Mew Distributed Port Group 2 W

+ 1 Select narme and location Security

Caontrols promiscuous mode, MAC address changes, and farged transmits
~ 2 Configure settings

3 Configure policies

FPromiscuous mode Reject -

WAC address changes Reject -
3b Traffic shaping

Forged transmits: Reject -

3t Teaming and failover
3d Monitoring
3e discellaneous
4 Edit additional settings
5 Readyto complete

Back Next Cancel

Figure 44  Security options of the Port Group

After customizing all the settings, at Ready to complete step, a summary with
the parameters set for the Port Group is shown, as seen in Figure 45. Review them
to ensure their correctness and click Finish to complete the Port Group creation.
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, New Distributed Port Group ?) M

+ 1 Select name and location Ready to complete
Review the changes hefore pracesding.
+/ 2 Configure settings

3 Configure policies

Distribted port group narme: External-OAM
~  3a Security Fart binding Static hinding
o 3b Traffic shaping Murnber of ports: 128

Port allacation Elastic
v 3¢ Teaming and failover

Metwork resource pool: (default)
~  3d Monitoring WLAM 1D 247
' 3e Miscellaneous
+~ 4 Edit additional settings

5 Readyto complete

Back Finish Cancel

Figure 45 Summary of the parameters set for the Port Group

Note: Repeat the previous steps to create and configure all Port Groups needed
to deploy the SAPC as it has been specified earlier. One of the Port Groups
per Virtual Distributed Switch can use VLAN “None” (that is External-OAM
and External-Traffic Subnetworks).
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5 Deploy the SAPC for Standalone Deployments
using VMware vCloud Director

During the following procedure related to deployments using VMware vCloud
Director, the scope related to networking management in VMware vCloud
Director is not covered. The reason for this is the wide range of possibilities and
configurations (vApp networks, Organization networks, External networks, and so
on).

However as described in Section 5.5.2 on page 67 a suggestion for networking
configuration to be used could be to create a number of Organization networks in
VMware vCloud Director, and map all of them to the proper SAPC vApp virtual
network defined into the OVA/OVF package.

51 Upload the SAPC vApp and PL Scale-Out Packages to
the Catalogue

Even though it is possible to deploy the SAPC vApp directly from OVA/OVF
package without passing through the vCloud Director Catalogue, a more common
scenario is to upload the SAPC vApp to the Catalogue, from where it can be
deployed at any moment at a later stage. Therefore this is the scenario covered
mainly by this document.

Note: The deployment of SAPC through the vCloud Director Catalogue is
applicable only when the MAC addresses assigned to the SAPC VMs
are dynamically retrieved from the vCenter application during the
deployment. If the customization of MACs addresses is done with the
Adapt Cluster Tool, deployment from OVA/OVF package is always
required. In this case, this chapter is not applicable.

As a previous step to upload the SAPC vApp to the vCloud Director catalogue,
make sure the SAPC OVA/OVF package file is available from the VMware vCloud
Director to be deployed.

Note: Screen captures are from VMware vCloud Director 8.20 and the resources
displayed depend on the Organization, Virtual DataCenter and OVA/OVF
Package uploaded.

The first step is to connect to the VMware vCloud Director using a web browser.
Then, log in using your credentials.
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e— VMware vCloud Director

Figure 46  Log in VMware vCloud Director

After login, click on Manage & Monitor under System. A list of Organizations
is displayed.

4 v Vitware vCloud Director

admnigralor (Srslen Admisiskatng | Preferesces | Meln < |

Leguul
System | Ewarm ¥

@ rome | Manage & Morstar | 8 aamirestanon

Manage & Mondor o Ovganizations

| L -
- Cloud Aesowees

I} ce
S . .. - e | [cmran| [cmrompans| oo || o[y wen | |0
i Provider VoS @ CR_Team v an = -3 ®o0 @ a1
- s & CR_Teami v [ER) £ -] dn
i Tampiat| & Bwarm v @ [ #o e 82
G wiordiow_Div v @ We 1 &0 4z
@ fags Gavewrs

ol Bl Nehworis
E=Metwnrk Fools

- vphare Retaurces
Evtanters

@esource Fooks

@ Hosts

[ Datassaras & Catassara £
[ B Paleins

S & Por Groups
(4 Shranced Rems

5] Loge

@ Backing Tasks

Figure 47 Home View

Double click in your organization to access it, if more than one is shown.
Note: vCloud Administrator might directly provide credentials to the specific
Organization in which the SAPC would be deployed, in which case

after completing the login, vCloud Director application will present the

Organization View automatically, and therefore previous step is not
applicable.
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4 v Whware vCloud Direclor admisiskator  (Gysbem Admintiralen) | Preterences

Fystem  Swar. %

| e | o My Glows | [ Canalogs | &) agninigration

s Gotup mis arganizaton =
Quick Azcoss Py
To star & wam, click Starl To s & powsrsd on chos, el en & humbnsil @8 Manage VDCe
* e tom Cataing TR 0 W Fu apn 63 import from edphere C @ comem
3B Wanugs wieps
& Addwpn
¥ a0 vagn hom o4
i Bl Herwwinp

[ wansgs Camlogs
$ vow cataiag
Users & Groups
B Admisister Usors
[ Moty Usrs

Figure 48  Organizations View

Click on Catalogs Tab, and double click in the Catalogue in which the SAPC will
be uploaded, to open Catalogs view.

4+ WMware vCloud Director

Freem | Swar. X
(@ Heene | 2 My Cloud | [ Gatalags | 8 adminstratan

otk [id catatogun
- IA My Organizatisn's Catalogs

wApp Tomplates | Mesia & Cthar
2B (o ctas [ =l co

Bl Fublic Gatsiogs N 3a Ve s et s p— [IEp—p— pa—— shagmsts | ([

Figure 49 Catalogue View

Press Upload button to start the SAPC vApp to the catalogue.

]
Figure 50  Upload OVA/OVF icon
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Upload OVF package as a vApp Template @ | (%)

Selectthe OVF package that will define this vApp template.
Source

OWF package: (O URL

(® Localfile

Browse...

Destination

Mame: #

Description:

Catalog: Catalogue

0 Adfter the uplosd completes, check WMware Tools version installed on all YMs in the vApp template.
Guest customization requires minimum tools version of 7299,
You may weant to reviewy "Customize W Settings" option on va&pp template properties page.

Figure 51  Select Source

Select Local file and press the Browse button to obtain a File Browser
window to make possible the selection of the OVF package to be deployed.

Upload OVF package as a vApp Template @ | (%)
Selectine ov pac Loxnaa |

Lok in: |}, 54PC_c4p3032850_7r2c41 i (< e e
Source

Mame =~

OWF package: C

Destination
Mame: ]
Description:
| | i
Catalog: Ca

File name: ISAPE_CRDSDS2850_?r2C41 Lovf j Open I
Files of type: IDVF Packages [*.ovf, *.ova) j Cancel |

0 After the upload
Guest customi
“ou may wart to review "Customize %M Settings" option on vApp template properties page.

Figure 52  Select the OVF Package
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Locate and select the OVF package and click the Open button to get completed the
Local File field. Fill in the fields Name (mandatory) and Description (optional).
Finally, click Upload to start SAPC upload to catalogue..

Selectthe OVF package that will define this wApp termplate.
Source

OWF package: () URL

(®) Lacal file
Browse...

Callsersireejerf BETEMADRICWD ownloadsi201 7-Maw- 2 2w Cloudl, .

Destination

Mame: SAPC &
Description:

Catalog: Catalogue

6 Adfter the uplosd completes, check Yhiware Tools version installed on all YMs in the vApp template.
Guest customization requires minimum tools version of 7299,

You may weant to reviewy "Customize WM Settings" option on vApp template properties page.

Upload Cancel

Figure 53  Source of the OVF Package

Note: Please note that vCloud Director 8.20 incorporate some known bugs in
relation with OVA parsing when uploading from OVF Package. Since
OVA package is just a tar file containing the whole delivered files, most
of the times the package can be extracted in a directory and the OVF
file selected instead, as a solution to these known problems. For more
information about vCloud Director 8.20 known bugs, refer to vCloud
Director 8.20 Release Notes.

A transfer progress popup window is presented showing the status of the images
upload. Once the transfer has been completed the operation still continue for a
while importing the vApp.
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4 \ware vCloud Director

administralor  (Bystem Admintrator) | Fredpronces | Helnv | Logout

Sysm | Swar. X
() Home | @ My Cloud | [i] Catslaga | &L, Asministration

Catalogs [ Carabogue

onis Catalogs

whpp Tomplates. | Meda 6 Omer

 gapo 1 <} Importng = 5 wsiem
C W @

e veehounseppnet firansler progress iml - Win..

Transfer progres
&y [Bseec & Suwcesded ®

€ , DETEHADRID/ Downioads/ 2017

eeje Mo~
1 SAPC_Cap3012850_Tricd1/SAPC_cep0l2050_Tr2ca.ovi

Clear | [Elese

Figure 54  Transfer Progress popup

Wait till upload operation has been fully completed.

+ v \ware vCloud Director admintstratol

A0 T AT5A AN il Gwarm 96,00 G

m Administrator) | Preferences | Help = | Logout

Sysem | Swarm X

(3} Homa | @ My Cloud | [ Cataloge | &% Administration

Cataloys.
w [& My Organization’s Catalops

St Dy

il Catatoque

whpp Templates | Media & Other

B ue h® [ - o AN Ctnings. 7 Iz ¢ @
[y Public Cstalogs e 1 £ 1 = [
¥ zapc A o
B [Rsarc @ Svconeded »
Cifusers/reejer.BETEMADRID.00 L/ Cownloads/CHCP_on_Different_Port/SAPC _cxp903;
Complete
Chear || Close
< >

Figure 55 SAPC vApp Uploaded

Do!

To ensure that the SAPC can be scaled out at a later stage in case it is needed,
the PL_ScaleOut_Template OVA/OVF package needs to be uploaded to the
Catalogue at this stage. Therefore, repeat the steps in this section to upload
PL_ScaleOut_Template to the vCloud Director Catalogue.
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« »  Viware vCloud Director admnisiralor  (Systom Administrato | Preferences | Holp o« | Logout

System | Swann X
(2} Mo | G My Cloud | [ Gatalogs | & Admnistration

[f Catalague

s Catalogs wApp Templates | Media & Other
h® B & A1 Catogs - | - ce
Wam vee.. |1 S| |saem — Connts [— 0 P Shagsm nts m
¥ awpc 1 Reaty = & systern | 0TAS2010 4 Swarm | 560000 & o
# sarc_pL_scanout_Template 1 Ry = & systern | OTOSZIE i Bwarn 100 MB @ o

Transfer progress]

i [Dsarc @ Sueess dad "
¢ BETEMADRID. 001 P_on_ifferent_Port/SAPC_cxp$03
Complete
B > O Succended x
SAPC_PL_SealeOut_Template
© /Users/recjer! BETEMADRID. 001/ Downleads/BHOP_on_Dilferent_Port/ SAPC_exp03:

Eomplate

Clear || Close

< >

Figure 56  SAPC PL Scale-Out Uploaded

Deploy the SAPC vApp

To deploy the SAPC vApp from vCloud Director catalogue, simply select SAPC
vApp from the Organization catalogue in which was previously uploaded, right
clickonitand select Add to My Cloud... submenu item to start the deployment.

4 Vhiware vCloud Director a i | Frafe

Eptem | Swar. X
) Home | & Wycloud | [1] Calaiogs | E3 ssministraton
Catalogs [li Caralogue

[ My Organizatien’s Calogs whpp Tomplates: | Mesia & Cher

= & e B O e
Statee Masta - Coastast & < 3 Shagems v m
= BIMAI0NT 10755 AM a ol
- G swm BIRT 1054, Fwarm #6.00 68 20
open
Dowriad

Upisad raw versian

Copyla Catslg

Mirvé ta Catslog

Delaln

Open InvEphere Vs Chent
Froparties

Figure 57 Add to My Cloud

To deploy the SAPC vApp from OVA/OVF package, select the option Add vAPP
from OVF to start the deployment.
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| (i} Home |_.;L My Cloud | [ Catalogs | &% Administration |

ity Cloud % vApps
m_ * % 5 &
s
2 Expired ltems Add wapp from OWF Hams la Statuz
[7] Loas

Figure 58 Add vAPP from OVF

Complete the SAPC vApp Name field, which is mandatory, select the Virtual
Datacenter where the SAPC vApp is going to be deployed within your
Organization, and click on the Next button to continue.

Add to My Cloud @ £

Select Hame and Location
Select Name and Location
AvApp is a cloud computer systern that containg one or more vitual machines. Describe this vApp and select its Virual Datacenter,

Configure Resources

Mame: SAPC_yD| &

Description

Virtual Datacenter

Selectthe Yitual Datacenter (YDCY inwhich this wApp s stored and runs when itis started.

‘u:g Swarm |_|

Leases

o Thiz vApp will remain povwered on for 7 days. will be deleted 30 days after pover-off or suspend. You can edit these leases st any time by going to the
vapps propetties

l et “ Finish H Gancel |

Figure 59 Name of the vApp and Virtual Datacenter

The Virtual Machines part of the SAPC vApp are presented (two System
Controllers, two Payloads, and finally, in case of selecting Virtual Routers for the
deployment, two Virtual Routers for O&M and two Virtual Routers for Payload
Traffic). Select the proper storage policy for the virtual machines and click Next
button to continue.
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Figure 60 Configure resources

Add to My Cloud @ | &
Configure Resources
Select Name and Location
Selectwhat Storage Policies this wApp's vidual machines will use when deployed
Configure Resources
) Virtual Machine Computer Hame Storage Policy Template VM Default Storage Pc
Hetwork Mapping
Custom Properties WR-3 WR-3-007 # INFS Compute Cluster Datastore ‘ - |
Customize Hardware
Readyto Complete VR VR-1-005 El INFS Compute Cluster Datastore ‘ - |
SC1 SC-1-001 # INFS Compute Cluster Datastare ‘ hd |
FLg PL.0.004 % [nPs compute Clister Datactors - |
WR-4 WR-4-008 £ INFS Compute Cluster Datastare ‘ hd |
PL-3 PL-3-003 # INFS Compute Cluster Datastare ‘ - |
8C-2 SC-2-002 & INFS Compute Cluster Datastore ‘ hd |
WR-2 WR-2-006 # INFS Compute Cluster Datastare ‘ hd |
[ Back “ Mext I[ Finish ][ Cancel ]

Map Source and Destination Networks. When done, click Next.
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Add to My Cloud @ | ®

Network Mapping
Select Name and Location
Map netwarks used in the OWF template to networks inyour inventory

Configure Resources
Source Destination IP allocation IP protocol
Network Mapping SAPC_Internald |§- SAPC_internald |z | ‘Stallc - P ool i = | (P4
Custom Properties i
Custom Properties SAPC_OamVipl-0 |§- SAPC_Camiipd 1 v| ‘Stat“: - IP Paol |'| IFed
Customize Hardware SAPC_InterlinkOAM [& sapc_rterinkoam = | [static - P pouy [=] 1P
Readyto Complete SAPC_IntarlinkTrafic [& sapc_nerickTraic - | [static- P pool [ ] 1wt
SARC_ Trafictip-0 [& sepc_trattovin -] [static - ppea |z 1P
SAPC_ExtDAMD [ sapc_Ex_oam Tenant_101 |~ | [static - P pou [] 1P
SAPC_ETraffica (i sapc e Tratfco Tenant 101 |+ | [stetic - PPacl [~ ] 1Pwat
SARC_Internall |g. SAPC_Internall \-| \Staﬁc-"’ Begl |'| IPed

Source: SAPC_Internal1 - Description

SAPC SAPC_Intermall network

Destination: SAPC_Internal1 - Protocol settings
Gateway 172168101 254

Netrmask: 255.265.255.0

DNE:

DIMS suffi

Dack || IMext ]| Finish || Cancel

Figure 61 Network mapping
MAC addresses for the SAPC virtual machines are listed as vApp properties when

their value is configured with the Adapt Cluster Tool. Leave the values and press
the Next button.
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Add to My Cloud @ | x

Select Name and Location ~ Uncategorized

Configure Resources se-1.eth0.mac_addr 02:10:20:3C:01:03
Hetwork Mapping st-1.ethl.rac_addr, 02:10:20:3C:01:04
se-1.ethZ.rmac_addr, 0210:20:3C:01:05
sc-2.eth0.mac_addr: 0210:20:3C:0203

se-2.ethl.rac_addr, 0210:20:3C.02.04

zc-2.eth2.mac_addr, 02:10:20:3C:0205

pl-3.eth0.mac_addr: 0210:40:3C:03:03

pl-3.ethl mac_addr 0210400300504

pl-2.eth2 mac_addr; 02:10:40:3C:0305

pl-4.eth0 rmac_addr: 0210:40:3C:04:03

pl-4.ethl mac_addr 0210400 3C:04:04

pl-4 eth2 mac_addr 02:10:40:3C:04:05

| Back H et || Finizh H Cancel

Figure 62 MAC addresses listed as vApp properties

When the MAC addresses correspond to the ones allocated by the vCenter
application, None is shown as the default value for them. A later step (see Section
5.3.3 on page 59) is need to configure the definitive values, but, at this stage,
leave the default values and press the Next button.

Configure the desired virtual machines resources, or leave the default values
offered in this step of the wizard. The values configured here at the same ones
available in the OVA/OVF file generated for this deployment. Click Next.
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Add to My Cloud @ | x
Customize Hardware
Select Name and Location
Review the hardware of each virtual machine in this vapp
Configure Resources
Virtual Machine CPUs Memory Total storage
HMetwork Mapping
Custom Properties & ¥R-3 2 1 6B 4.00 GB
Customize Hardware
@ YR-1 2 1 GH 4.00 GB
Ready to Complete
cPU
Mumber ofvirtual CPLUs
Cores per socket:
Mumber of sockets 2
Memory
Total memony: 4 j GB | = ‘
Hard Disks
Disk D 4 j ‘GB | - ‘
o Increasing disk size might require configuration of the guest OF after powering on the vapp.
ﬂ Hard disks cannot be made smaller than their template size
Back | I et I | Finish | | Cancel

Figure 63  Customize Hardware

Do not select the tick box option Power on

vApp and press Finish button.
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Add to My Cloud @ |

Reathy to Complete
Select Name and Location

You are aboutto create a vApp with these specifications. Review the settings and click Finish
Configure Resources

Marne: SAPC_wCD
Network Mapping
Description
Custom Properties
Customize Hardware
Owner: systern
R A s Virtual datacenter. Swarm
Runtime lease: 7 Daye

Runtime lease expiration 12/08/2017 11:14 AM
Storage lease 30 Days

Storage lease expiration 120312017 1114 AW

Metwarks - 0
Vs - 8 virtual Machine  Guest 05 Storage Policy CPUs Memory Storage
VR-3 Uhuntu Linux (6 NFS Compute © 2 168 4GB
WR-1 Uhuntu Linux (8 NFS Compute © 2 168 4GB
sC1 SUSE Linux Ent NFE Compute ¢ 2 BGE 40 GE
PL-4 SLISE Linux Ent NFS Compute ¢ 2 TGH 1MB
WR-4 Ubuntu Linux (6 MFS Compute ¢ 2 1GB 4 GH
PL-3 SLISE Linux Ent MFS Compute © 2 TG 1HMB
5c-2 SUSE Linux Ent NFS Compute © 2 BGE 40GH
VR-2 Uhuntu Linux (8 NFS Compute © 2 168 4GB

[7] Powrer on wapp after this wizard is finished

Back Cancel

Figure 64  Confirmation pop-up

At this point vCloud Director will create all Virtual Machines, network port
connections and all the different component needed to create the complete vApp.

This activity takes a while, depending on the Network bandwidth, to be fully
completed. A new vApp is created containing all Virtual Machines belonging to
the SAPC when the operation is successfully executed.

Some additional screenshots are shown to illustrate the process.

4 »  Whtware vCloud Direclor adminisralor  (Systam ASminisTaln | Praferances | Help = | Legout

Systom | Swar.. X
(2} Mo | MrGloud | [ Catatogs | 8 Adernistration
oy o 3 vaers

+ W B W [ 3 AlvApps | | - (-]

I Mi  qapcycD 7% Conating 4 epstam TN 11480 @ Sunem
i - o

Figure 65 Creating SAPC vApp
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1+ VMware vCloud Director adminiitralor (Sratem ASinisraton | Préferances | Help - | Logout

Syatam | Swar. ¥
(@ Home |2 Mycioud | [ catalogs | € adminstraton

My Clowl 3 whpps

ETTEE ., -, o T T | - ¢o

| 1a ate are Ot Corated O v m

---. # anpccn Empped & syswm VROT 11444 @ Swam

Figure 66 SAPC vApp already created

Warning!

In some vCloud Director releases it has been seen that vCloud Director wrongly
map virtual machines vNICs and networks associated to them. In order to
guarantee that the SAPC vApp application would start properly providing full
functionality virtual machine vNICs should be compared against the order
indicated in SAPC VNF Network Configuration Guide document.

To check proper networking mapping for a virtual machine, select the virtual
machine and open the Properties menu by right click on it.

+ v VMware vCloud Direclor Admisisyaor (Sysm ASminibann | Preferences | Hew -+ | Logouw

Eytem  Swa_ X

i a8 cae
B Ly [a—~. | Vb - § 2 s
B Foww
4 Peswarad 0 U1 B 13225230038 E2 15 comp £ sharets_computs_ciesiee
a
n
= a
861 Fowsrd 01— B 138225233138 B2 s comp B3 sharets_compute_ckester
= Powsred 0 @1 E2 v comp B3 shars_compute_chsster
1 Powared O [“RE b biiill 12 v Comp E sharets_compute_chester
5 e Pewered 0 U 3 o
RUE] [o—T- 1 (- K] i B

Fowered by VITIWENE

Figure 67 Open the Properties of the virtual machines

Match the virtual machine vNICs with the proper virtual network:

4/1531-CSH 109 215/7 Uen D | 2018-07-11



53

53.1

\\

Deploy the SAPC for Standalone Deployments using VMware vCloud Director

Vfirtual Machine Properties: PL-4 Q )

General | Hardware | Guest OS Customization Guest Properties Resource Allocation Systemn Alerts  Metadata

Totslmemar: 7 <] [ea |7

Hard Disks
A\ Fast provisioned hard drives and hard drives part of & %M snapshot cannot be resized

Hame Storage Bus Type Bus Number Unit Humber

Disk 0 ] j (e T [use var deteury ~| e [ - o -] | oelete |

| 4k Add \
NICs

0 Guest customization is required to run for the NIC changes to take effect.

[_] Show network adapter type
Adapter choice can affect both netvworking performance and migration compatibility . Consutt the Whiveare KnowledgeBase for more information on choosing among the netvwork adapter
support for various guest operating systems and hosts

HIC# Connected Hetwork Frimany NIC 1P Mode IP Address MAC Address
o ol }%- SAPC_nternall v| ® |Stanc - IP Pool " 17216.100.2 [uu:su:ss:m 488 v| ‘ Dalate
1 4 [& sapc_nternan - 0 [stetic-ppoat  [+|  7ziG1012 [onsossonosen |~ | | Detete
2 ™ l% SLPC_Trafficyip0-0 - | @] |Stat\c -IP Pool - ‘ 172161132 [UEI:SU:SE:M Odec - | ‘ Delete
| 4k add |
Removahle Media -
| ok || cancer |

Figure 68 Example of PL-4 virtual machine to check proper network mapping

Warning!

Additional configuration in VMware must be implemented before powering on the
vApp (as stated inSection 5.3 on page 53)

Post Deploy Activities

Customize the SAPC vApp

After deploying the SAPC vApp, and to facilitate SAPC customization in case is

required, the configuration has to be injected with an ISO image generated with
the the Descriptor Generator Tool; see SAPC VNF Descriptor Generator Tool for
details about how to use the tool. The adapt cluster ISO must be injected to the
SC-1 and the VRs. First, go to the Catalogs tab and select your catalog.

| (a3} Home | & My Cloud | [ Catalogs | €% Administration

Figure 69 Menu tab

Select the Media & Other tab
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» Vidware vCloud Director

Sten | uim X
2 viemn |y Ciews | Gatings | B} aamievarston
| cotmogs i 1505
~ Rt pantenis Catahis | gy Tompiaten | et & OOt |
(— - v e C - E co)
| * ContDS T Lnw 1 Ramdy & wutem @ uom 120N 153 P 1208
B omueng @ OFsied RS Vibwary vCioud Dorectar Frwered 5 VITRWANE

L -
Figure 70  Media & Other tab

Click Upload button. A pop-up window appears.

Upload Media & Other @ | ®

Selectthe IS0 image or other file type to upload.
Source

Mediato upload: () URL

(#) Local file
| Browse...
Destination
MName: &
Description:
Catalog: 1505

Cancel |
Figure 71  Upload ISO pop-up

Click Browse. A file browser window appears. Navigate and select your
adapt_cluster.iso.
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Upload Media & 0t & Open @ | ®

Look in:] , vdp_sapc_vmdk_cxp3032850_7r1aZ2 _:j G ? * v

-

MName Date modified T
basic_config_prov_example 6/20/2017 243PM  Fi

. orchlib 6/22/2017 12:26 PM  Fi
-. [1€] adapt_cluster 7/4/20175:33PM D

Selectthe SO im:

L
Source o B
Recent places

Media to upload:

=l
Libraries
Destination i 1
A

e —  SELIWDPUDM
Ame: 304 at Linképing

Description: e“ < >
Netwaork File name: ]adapt_c:luster :_] Open ]
Catalog: IS Files of type: |Media files {*iso) __vJ Cancel

| Upload || Cancel

Figure 72  Select the adapt_cluster ISO

Click Open. The path to the selected adapt_cluster.iso file appears in Upload
Media & Other pop-up window.

Upload Media & Other @ | &

Selectthe 150 image or other file type to upload.
Source

Mediato upload: () URL

(®) Local file
Browse...

YASAPCUMAGESWdp_sapc_vmdk_cxp9032850_7r1a22\adapt_clusteriso

Destination

Mame: adapt_cluster.iso £
Description:

Catalog: 1505

Upload || Cancel

Figure 73  Upload Media filled in

Click on Upload, a progress window appears and Media & Other tab shows the
uploaded file.
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+ Vhware vCloud Director
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Figure 74  Media & Other tab with ISO uploaded

After uploading the file, go to your SAPC vApp and select the vApp Diagram tab.

*  Viiware vCicud Director

e | wim X
2 verw (s Glown | i Catalsgn | 8 ssmansiaton
Aty Camt. BH 3APC sueeer

= Hlwers shop Dugram | Vi Machean  Htworting

| - % ¢ 0 e ¢o

B sarc pona (- L e (L1 1 ) 15
N s e

B SR msernatt

B A et

B SAPC_Ownied

B e genvgn ||

3 swcmne. ||

¥ s tame.

4, WPCENOMN g

B2 Vehwars oGl Carvciss Frmsind by VITIWIE

- -]

Figure 75 vApp Diagram screen

Right click in SC-1 and click Insert CD/DVD from Catalog....
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*  Viware vCicud Director sdrmerisiutsr | (Bysiem Agreiiniv) | Pretwssess | balp s | Logoul
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L - —
Figure 76  vApp Diagram screen with options

Powsred by VITIWANG

A new pop-up appears. Select the adapt_cluster.iso uploaded in the first step.
Repeat this process with all the VRs.

Insert CD @ | =

Selectthe mediafile toinsertin the VM.

Media available now:

Al w | adapt_clusteriso a
Name 1a Catslog Owner Created On Storage Used m
E adapt_clusteriso 1808 En system 0710472017 6:51 PM 364.00 KB
1-10f1

Selected media:  adapt_clusteriso

I Cancel
Figure 77 Insert CD pop-up window

After inserting the adapt_cluster.iso, a blue symbol appears in each VM with an
ISO injected.
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asisishiy  [SptemAdmsemu) | Preferssces | Heg e | Lsgod

| © on o B2 Viwars i Cunctsr Prmsred by VITIVSIE

Figure 78 vApp Diagram with injected ISOs

Antiaffinity Rules between Virtual Machines into the SAPC vApp

Similarly to Section 4.2.2 on page 14 antiaffinity rules between virtual machines
are recommended to be defined from vCloud Director to ensure SAPC resilience in
the event of virtual machine or hypervisor malfunctions or crashes.

To define antiaffinity rules, press Green "+" iconunder Anti-Affinity Rules
pane after selecting Affinity Rules Tabinto My Cloud area inside of the
Organization in which the SAPC vApp was deployed.

1 v VMware vCloud Director admisiskator (Srstem Admisistaton | Preferences | Melp < | Logost

A Aty Fuburs

+ & e - ce

reing @ 0Fale 5 Vewace vCioud Director Powened by VITIWAIE

Figure 79  Affinity Rules

Specify a name for the rule and select from the list of virtual machines the ones
to which will apply the anti-affinity rule. Finally press OK button to confirm the
rule creation.
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Add Anti-Affinity Rule (%] X
Select at least two vitual machines that the system shaould not deploy on the same host.
Rule Mame SC_Antiatfinty
c
wirtual Machines 1a wApp Status
FL-4 SARC_wCD Fowered Off -
FPL-3 SAPC_wCD Fowered Off
WR-1 SAPC_wCD Fowered Off -
3 - 1-40f8 3 bl
“Wirtual Machines WARR Status
80C-2 SAPC_wCD Powered Off
80C-1 SAPC_wCD Powered Off
| Enabled
[o]24 Cancel

Figure 80  Anti-Affinity Rules
Note: Depending on vCloud Director version used to deploy the SAPC vApp,
Affinity Rules functionality might be available or not. In the case
this functionality is not available it can be applied directly in the VIM as
described in Section 4.2.2 on page 14 in this document.

5.3.3 Align vApp Properties with VIM
Likewise to Chapter Section 4.2.4 on page 19, vApp properties need to be modified
to match the ones in the virtual infrastructure in case the MAC addresses for the
VMs are the ones allocated by vCenter application during the SAPC deployment.
5.3.3.1 Get MAC Addresses from VIM from vCloud Director

To find out MAC addresses assigned by vCenter to different virtual machines,
select SC-1 virtual machine under Virtual Machines TabinMy Cloud Area of
my Organization, there, right mouse click it and select Properties submenu item
to get the properties window for this virtual machine.
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Figure 81 Edit setings of the Virtual Machine

Select Hardware Tab and make note of all assigned MAC addresses for this virtual
machine to be later on assigned to SAPC vApp properties.

Virtual Machine Properties: SC-1 @ | {x)

General | Hardware | Guest OS Customization Guest Properties Resource Allocation  System Alerts  Metadata

Mermory
Total memory. & 3 -
Hard Disks

& Fast-pravisionzd hard drives and hard drives part of a ¥M snapshot cannot be resized.

Name Storage Bus Type Bus Number Unit Humber

Disk0 40 j lGEI - ‘ [(Use W cletautt] - LSl Logic Parallel (SCSN) [D | ‘

o -] [ paee |

NICs

0 Guest customization is required to run for the MIC changes to take effect
[ Show neteark adaptertrpe
Adapter choice can affect both networking performance and migration compatibility. Consutt the Vidware KnowledgeBasze for more information on choosing among the network adapter

support for warious guest operating systems and hosts

HIC# Connected Networic Frimary NIC IF Mode IF Address MAC Address

0 ¥ & sapc rteman ] @ Stetic-FPool || 172161004 [osossoraara |+ | [ Delete
1 = E, SAPC_nternall ‘ - | (@] Static - IP Pool - 17216101 4 luu.su SE:01:0376 - Delete
z ¥ [& sapc_oamvinn -] = Stetic-PPool | v| 172162134 [rsossorozrs - || Delets

ol Add -
|

LFigure 82 SC-1 VM Properties
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Warning!

These steps must be repeated for SC-2, PL-3 and PL-4 virtual machines.

5.3.3.2 Modify SAPC vApp Properties

Once all assigned MACs during deployment are known simply select SAPC VAPP
under My Cloud view, right mouse click it and select Properties submenu item to
get the properties window for SAPC vApp.

4 ¢ Vidware vCloud Director AOmnIEYatr  (System ASministralon | Preferences | Help = | Lopsut

A vapes = | |aa - [<~]

Stopped 5 sratem VIR0 T 250 M < Swaenn

At VEAPG_VCD

deooo

Figure 83 vApp Properties
Select Guest Properties Tab window and modify all MACs with the ones

collected in previous chapter. Once all MACs are aligned, press 0Ok to apply the
changes. SAPC is now ready to be powered on.
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vApp Properties: vSAPC_wCD @ X,

General Starting and Stopping ¥Ms ~ Sharing | Guest Properties | Metadata

Uncategorized

pl-3.ethl.mac_addr: 00:50:56:01:03:6d
pl-3.eth2.mac_addr: 00:50:56:01:03:6c
ze-1.ethD.mac_addr, 00:50:56:01:03:74
=c-1.eth1.mac_addr, 00:50:56:01:03:76
zc-1.eth2 mac_addr, 00:50:56:01:03:75
=e-2.ethD.mac_addr, 00:50:56:01:03:658
=e-2.ethl . mac_addr: 00:50:56:01:03:6a
=e-2.eth2 mac_addr, 00:50:56:01:03:69
pl-3.ethl.mac_addr: 00:50:56:01:03:6b
pl-4.ethl.mac_addr: 00:50:56:01:03:65
pl-4.eth1.mac_addr: 00:50:56:01:03:67
pl-4.eth2.mac_addr: 00:50:56:01:03:66

Cancel

Figure 84 vApp Properties

Power on the SAPC vApp

To start the SAPC application select the vApp from the ‘vApps’ view, right mouse
click it and select ‘Start‘ item.

The Virtual Machines come up in a proper order to ensure that at the end of the
process the SAPC is fully available for operation.

Some screenshots are shown to detail the process.
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Figure 85

*  Viware vCicud Director
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Figure 86  vApp is starting
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o - B Vb vooea Descise Prwarea by VITIWANE

Figure 87  vApp is finally up and running

The vApp Diagram view can be checked to see all the virtual machines running
and the networking. In this example, all the networks are Organizational
networks in terms of VMware vCloud Director, except the networks for external
OAM and payload traffics, which have been mapped to VMware vCloud Director
external networks. Anyway, as previously mentioned, given the wide range of
possibilities to configure the vApp networking in VMware vCloud Director, this is
just an example.

4 Wi vCloud Deector it ks Sbinbaks | Pk | Hale = | Laged

R Wi = i W s
o L] -] o o L-]
g vy w i i & iy W

Figure 88 vApp Diagram showing the virtual machines created and its
networking
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Configuration in vCloud Director

Create Catalogue (Optional)

This step is optional and it is only in the case that provided Organization to deploy
the SAPC is not defined by vCloud System Administrator or it has been indicated
to use a Catalogue not currently defined into the Organization.

In case a specific Catalogue needs to be created for the SAPC deployment simply

press Green "+" Icon under vCloud Director Catalogs Tab in the selected
Organization.

Systern | Swarm X

| (2} Home |<_*. Wy Cloud | [z Catalogs |%Administratinn |

Catalogs E] My Organization's Catalogs

E My Organization's Catalogs

[y Public Catalogs

Catalogs | vwApp Termplates  Media & Other

+ O~

Name 1a “Wersion Shar...

Figure 89 Create Catalogue

New Catalog @ | 2

Hame this Catalog
Hame this Catalog
A catalog allows you to share vaApp templates and media with other users in your organization. You can also have a private

catalog for wApp termplates and media that you frequently use.

Mame Ericsson #

Description | Ericsson WMFs

net || Fnisn | cancel |

i:igure 90 Catalogue Name

Enter Catalogue Name, press Nextto continue with the next screen.
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New Catalog @ | =

Select Storage Type
Name this Catalog

Add St ) Use any storage available in the organization
[ELE orage

Choose thiz option if you do not need to store catalog items on & specific storage.
Share this Catalog

(@) Fre-provision on specific storage policy
Ready to Complete

Back |l IMext || Finish || Cancel

Figure 91  Associate Storage for Catalogue

Leave default values, and press Nextto continue with the next screen.

New Catalog =) | =y

Share this Catalog
Mame this Catalog

With which members of your organization do you wantto share this catalog?
Add Storage
Share this Catalog | e
Ready to Complete

Name Access Level
| mark | [ net |[ Finisn |[ cancer |

i:igure 92  Share Catalogue

Leave default values, and press Nextto continue with the next screen.
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i:igure 93 Summary of the options

Leave default values, and press Finish to complete the creation..

{a} Home |-;"_'*,~ru13r Cloud | [z Catalogs |%Admini5tratinn |

Catalogs E] My Organization’s Catalogs

Catalogs | w&pp Templates  Media & Other

+ G-

[ Public Catalogs

New Catalog @ |
Ready to Complete
Hame this Catalog
Add Storage Mame Ericssan
Share this Catalog Drescription Ericssan %MFs
Ready to Complete Shared Mo
Qrganization: Workilawe_Ciew
Starage Policy: Usze any storage availahle in the organization
Back | cancel

Mame 14 “ersion Shar...

EI Ericssan 1

Figure 94  Catalogue View

Define Organizational Networks

This step ensure that proper mapping and network connectivity is provided during

the SAPC deployment. To facilitate this task it is mandatory that vCloud System

Administrator have previously defined in vCloud Director application external
networks as part of the System Admin tasks.

A valid proposal for SAPC networks to ensure SAPC application can be successfully

deployed is provided below. Note that other variants can be also valid but this is

provided as the reference one.
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4 v \hiware vCloud Director adminisirator  (System Asminisiraton) | Prefarences

System  Swarm X | Workdiow_Dew X

() Horne | & My Cloud | [ Catalogs |ES Admiistation

Adeministration TA Workflow Dev
- Cloud Resources wAgps  vAppTemnplabes  Media B Other  Storage Policies  dge Oalewsys | Ong VI Netwarks | Resource Pocks  Affiiiy Rules
- Vil Dot oo
Besrt taws +* & L= -
" 1 S tevaay —— # Feal (UnarT
 Mambers 2. SAPC_E0AM @  i0ssi0zs0e Direct Lz Exf_Temanti 05_EA0AM [T
Usirs y N
@ Ve 3. SAPC_EdTrafied @  iossTozesae Direct s Exf_Tenant| 05_EATraicd [T
 Lost & Found .
- 2. SAPC_EMTramc! @  iosse0zsae Direct 2 Exf_Temant| 05_EdTrafict 0.00%
- Setings
& Cenenal @ SAPC_Intemal o 172.16.100.254i24 Izolated | e
Fhemall & GAPC_Intemall @ AT6001.2540 Isolated ma | e
& S SAPC_Oamiviph ] tgolated | Ingema T
@ Po & SAPC_Camivipl ] 172 ! Isnlated  Insem 6000
dhoues S SAPC_Trafcvipno @ iTetaE Isnlatan  Intema R
& Fadarati
& SAPC_TraficVip-1 @ menaangg Isolatac  Intema 0.00%
dFmetagaa

Figure 95 Organization vDC Networks

As it can be seen in the previous figure there exists two kind of network types,
direct and isolated which will be possible to be selected while creating the
networks in later steps.

On the other hand, note that below networks might not be applicable to all SAPC
releases and configurations, some of them might only require a subset of them
while other might need all of them. Anyway, during deployment and based on this
naming would be very easy to map them correctly.

To create an organization network simply press Green "+" Icon under vCloud
Director 0Org VDC Networks Tabin the selected Organization.

Administration Swarm

v Cloud Resources wApps  wApp Templates  Media & Other  Storage Policies

Edige Gate

- (g Virtual Datacenters
Recent fems * ﬁv
Figure 96 Create Organization Network

4/1531-CSH 109 215/7 Uen D | 2018-07-11



Deploy the SAPC for Standalone Deployments using VMware vCloud Director

\\

You can create a routed network that provides controlled access to machines and netwoarks outside of the YDiC via an
Name and Description edge gateway, or an isolated netwark that only machines in this ¥DiC can connect to.

fou can also create a network that connects directly to an external network.
Reatly to Complete
(® Create anisolated netaorkowithin this virtual datacenter.

() Create a routed network by connecting to an existing edge gateway:

All

|| Create as suhinterface

() Cannect directly to an external netwark:

Al

Ext_Tenant101_ExtOAN
Ext_Tenant101_ExTraf.
Ext_Tenantini FudTrafl

Ext_Tenantl0l_ExtTrafficO
Eut_Tenanrroe= s

i:igure 97  Network Type

Leave default values, and press Next to continue with the next screen.
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New Organization VDC Network

@ ‘ (x)

Select Network Type

Configure Hetwork

Name and Description

Readyto Complete

Configure Network

Enter the network settings of the new organization YD C network for this virftual datacenter.

Gateway address: 1721611314 E

Metwork mask: 255255.255.240 £

[ | Use gateweay DMS

Select this option to use DMNS relay of the gateway . DMS relay must be pre-configured on the gateway.

Primary DME:
Secondary DME:
DME suffie
Static IP pool:

Enter an IP range (format: 1921651 .2 - 192.165.1.100) or IP address and click Add.

AT2ZAB3.1-17216.113.13 Add

TT2A61131 - 1721611313

Total: 13

Back Mext

Cancel

Figure 98 Network Attributes

Complete appropriate Network values, and press Next to continue with the next

screen.
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Hew Organization VDC Network @ | (%) ]
Name this Organization VDC Network
Select Network Type
Enterthe name and description of this new Org WD C network,
Configure Network
Marne: SAPC_Trafficyipd-0| =
Name and Description
Description:
Ready to Complete
[[] Share this network with other vDCs inthe arganization
[ Back ] [ Mext I I Finigh l [ Cancel l

Figure 99  Organization Network Name

Introduce Organization network name, and press Nextto continue with the next

screen.
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New Organization VDC Network @ X
Ready to Complete
Select Hetwork Type
You are about to create an arganization YD C network. Review these settings and click Finish.
Configure Network
Marme: SAPC_Trafichip0-0
Name and Description
Description:
Ready to Complete
hetwark Type: Isalated Org WO Metwnork
Gatewsay address: 1721611314128
Primary DME:
Secondary DMNE:
DMS suffix:
Static IP poal: 1721614131 - 1721611313
Back Cancel

Figure 100  Summary Window

Finally confirm organization network creation by pressing Finish button.

Warning!

These steps must be repeated as many times as needed to create all Organization
networks the SAPC specific configuration will require during deployment.

In the specific case of Organization network creation with direct type the steps
are fundamentally same apart of the ones shown below which substitute to steps
shown in Figure 97 and Figure 98.

72
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New Organization YDC Network

Select Network Type
Select Network Tvpe
Create a network for use by vApps in this virual datacenter,

Name and Description

“ou can create a routed netwark that provides contralled access to machines and netwarks outside ofthe WD G via an

Ready to Complete edoe gateway, or an isolated netwark that only machines in this YOS can connect ta.

You can also create a network that connects directly to an external netwark.

() Create an isolated netwark within this virtual datacenter

() Create a routed netwark by connecting o an existing edge gateway:

Al
[[] Create as subinterface
(®) Cannect directly to an external network:
Al -l [e]
Mame 1a IF Pool (Uszd/Totaly M
T oo |
L= Ext_Tenant!D4_ExtOAM 0.00%
——
J{g Ext_Tenant!04_ExdTrafficl 0.00%
—
Jg Ext_Tenant104_ExTrafic1 0.00%
4 1-30f3 pl

Figure 101  Select Network Type
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6 Verify the SAPC Deployment

Even though the SAPC comes up properly after deployment with no manual
interaction, a command is provided to be executed in case a check of the SAPC
health must be performed for whatever reason. The VMware Virtual Machine
Console is used for health check activities in this section.

Log on to the SC-1 VM, through the virtual console from within:
— VMware vSphere Web Client. The virtual console (VM Console) for the SC-1
VM is reachable from the vCenter Server GUI through the blue Open Console

menu item.

— VMware vCloud Director . The virtual console for the SC-1 VM is accessible by
clicking over the VM icon in the vApp Diagram view.

Note: Copy & Paste to and from the virtual console do not work, everything must
be typed manually into the console.

Execute the sapcHealthCheck command as explained in the SAPC Advanced
Troubleshooting Guideline document for getting the SAPC state.
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Install Additional SAPC Instances in the
VMware Cluster Using VMware vSphere Web
Client

It is possible to deploy additional SAPC instances in the same VMware cluster
using VMware vSphere Web Client. A new OVA file containing the details of the
new instance must be generated as indicated in Section 3.2 on page 5.

The different instances of the SAPC deployed within the same VMware cluster
must use different Port Groups. Define a different set of Port Groups in the

Distributed Virtual Switch for the new instance as stated in Section 4.4.4
on page 33.

Follow the steps defined in Section 4.1 on page 7 using the described options,
except in the Network Mapping step, where the new set of Port Groups defined
must be selected for each of the SAPC Networks.

Once the vApp is deployed, follow the remaining sections of Section 4 on page
7. but define a different set of Antiaffinity Rules for the new instance, as
stated in Section 4.2.2 on page 14.
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8 Install Additional SAPC Instances in the
VMware Cluster Using VMware vCloud
Director

It is possible to deploy additional SAPC instances in the same VMware cluster
using VMware vCloud Director. A new OVA file containing the details of the new
instance must be generated as indicated in Section 3.2 on page 5.

The different instances of the SAPC deployed within the same VMware cluster
must use different Organizational Networks. Define a different set of
Organizational Networks in the vCloud Director Organization for the new
instance as stated in Section 5.5.2 on page 67

Follow the steps defined in Section 5 on page 39 using the described options, but
taking into account a different vApp Name to avoid collision with the previously
deployed SAPC instance, as well as using the proper Network Mapping, where the
new set of Organizational networks defined must be selected for each of the
SAPC Networks.
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9 Deploy the SAPC for Geographical
Redundancy Scenarios

To perform the SAPC installation on Geographical Redundancy scenario, deploy
each of the SAPC nodes as stated in Section 4 on page 7 or Section 5 on page
39, depending on the use of VMware vSphere Web Client or VMware vCloud
Director respectively. Additionally, remember during the whole process (Adapt
Cluster configuration file, OVF package generation, and so on), if the desired
deployment is about an Active-Standby or an Active-Active GeoRed deployment
(and considering also the presence or not of Virtual Routers as part of the vApp).
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10 Configure the SAPC

10.1 SAPC Hardening after Deployment

Refer to Security Hardening Guide.

10.2 Connectivity to the External Networks
The SAPC application uses a predefined set of Subnetworks that were set up
during installation process when the SAPC vApp was created.This is just an
example considering basic configuration without traffic separation, in other
configurations might exist additional external networks, although the principle

shown in this chapter would be the same including the additional external
networks.

The networks External OAM (10.41.30.224/29) and External Traffic
(10.41.70.224/29) are the ones used to connect the vApp to the external world.

To ensure the SAPC accessibility from outside the cloud and from other nodes
(such as EPG and MME), specific routes must be defined into Border Gateway
Routers to guarantee access to the vApp VIPs (OAM and Traffic).
The following sections describe an example (four Border Gateway Routers) and
just taking an Extreme Switch x460/x670 as a reference, the following routing
must be set up.

10.2.1 Configuration Example of OAM Border Gateway Routers (Extreme x670)
Log on to the Border Gateway Routers:

PreparationServer :# ssh admina<Extreme Switch=>

Check that External-OAM VLAN exists and contains suggested IP address
(10.41.30.225 for External-OAM) and required configuration.

BorderGatewayRouter :# show vlan

SAPC_Cloud_2004 2004 10.41.30.225 /29 -f---------=-=-zmmomomm-
ANY 4 /4 VR-Cloud

If the VLAN does not exist, create them:

BorderGatewayRouter :# create vlan <Vlan Name 1, SAPC_Cloud_<tag
1>>

BorderGatewayRouter :# configure vlan <Vlan Name 1> tag <Tag 1>
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BorderGatewayRouter :# configure vlan <Vlan Name 1> add ports
<Switch Ports> tagged

Ensure the SAPC accessibility from outside the cloud and from other nodes (such
as EPG and MME):

Configure IP addresses for the External VLAN and IP routing:

BorderGatewayRouter :# configure vlan <Vlan Name 1> ipaddress
10.41.30.225 255.255.255.248

BorderGatewayRouter :# enable ipforwarding vlan <Vlan Name 1>

BorderGatewayRouter :# configure iproute add 10.58.31.7
255.255.255.255 10.41.30.226

Save the configuration changes done in the Site Router switch:

BorderGatewayRouter :# save configuration

The configuration file primary.cfg already exists.

Do you want to save configuration to primary.cfg and overwrite it? (y/N) Yes
Saving configuration on master ....... done!

Configuration saved to primary.cfg successfully.

BorderGatewayRouter :# save configuration secondary
The configuration file secondary.cfg already exists.
Do you want to save configuration to secondary.cfg and overwrite it? (y/N) Yes
Saving configuration on master ....... done! Configuration saved to secondary.:

The current selected default configuration database to boot up the system (prir
Default configuration database selection cancelled.

10.2.2 Configuration Example of Traffic Border Gateway Routers (Extreme
x670)

Log on to the Border Gateway Routers:
PreparationServer :# ssh admina<Extreme Switch=>

Check that External-Traffic VLAN exists and contains suggested IP address
(10.41.70.225 for External-OAM) and required configuration.

# show vlan

SAPC_Cloud_2005 2005 10.41.70.225 /29 -f---------------"-----~-----
ANY 4 /4 VR-Cloud

If the VLAN does not exist, create them:

BorderGatewayRouter :# create vlan <Vlan Name 2, SAPC_Cloud_<tag
2>>
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BorderGatewayRouter :# configure vlan <Vlan Name 2> tag <Tag 2>

BorderGatewayRouter :# configure vlan <Vlan Name 2> add ports
<Switch Ports> tagged

Ensure the SAPC accessibility from outside the cloud and from other nodes (such
as EPG and MME):

Configure IP addresses for the External VLAN and IP routing:

BorderGatewayRouter :# configure vlan <Vlan Name 2> ipaddress
10.41.70.225 255.255.255.248

BorderGatewayRouter :# enable ipforwarding vlan <Vlan Name 2>

BorderGatewayRouter :# configure iproute add 10.58.31.137
255.255.255.255 10.41.70.226

Save the configuration changes done in the Site Router switch:
BorderGatewayRouter :# save configuration

The configuration file primary.cfg already exists.

Do you want to save configuration to primary.cfg and overwrite it? (y/N) Yes
Saving configuration on master ....... done!

Configuration saved to primary.cfg successfully.

BorderGatewayRouter :#

save configuration secondary The configuration file secondary.cfg already ex
Do you want to save configuration to secondary.cfg and overwrite it? (y/N) Y
Saving configuration on master ....... done! Configuration saved to secondar
The current selected default configuration database to boot up the system (p
Default configuration database selection cancelled.

Setting the SAPC Licenses Configuration

The configuration of the SAPC if done logging in to it through the OAM VIP. This
can be done either directly from the X670 switch, or from outside the cloud (for
example: Jumpstart Server) if proper routing was in place:

ssh vr "VR-Default" rootal@.58.31.7

In case of problems logging in to the SAPC VM through the OAM VIP, you can
always connect through a virtual console reachable from VMware, as it was
specified in former sections.

Configure the Licenses following these steps:

1. Set the fingerprint with the value given during license ordering readLicense
Fingerprinting sectionin LM User Guide for ELIM.
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2. Install license key file following Install License Key File.

3. Check the license information following View License Information.

Final Backup

Once the SAPC configuration is done, create a system backup. Follow the
instructions specified in the Create Backup.
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