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1.3

1.4

1.5
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Introduction

Introduction

This section contains information about the prerequisites, purpose, scope, and
target group for the document. This section also contains information about
typographic conventions used in this document.

Purpose and Scope

This document covers descriptions of installation, interface and configuration of
Ericsson™ Dynamic Activation (EDA).

In the Secure Entitlement Server (SES) solution, Dynamic Activation is
responsible for user and service profile provisioning towards the monolithic
nodes, for example IPWorks.

Note: This document is not a tutorial of CAI3G, it must be used together with
document Generic CAI3G Interface 1.2, Reference [2].

Target Groups

The target group for this document is as follows:

e System Integrator

For more information about the different target groups, see Library Overview,
Reference [1].

Typographic Conventions
Typographic conventions are described in the document Library Overview,
Reference [1].

Prerequisites

This document is written with the assumption that the users:
* Have basic knowledge about the Dynamic Activation product.

* Have knowledge about Generic CAI3G Interface 1.2, Reference [2].

Web Service Interface

The Web Services Definition Language (WSDL) and XML Schema Definition
Language (XSD) files that describe the provisioning interface can be found in
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urn:x-ericsson:r2:reg-doc:*-*:*:*?title=Generic CAI3G Interface 1.2
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=Library Overview
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=Library Overview
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=Generic CAI3G Interface 1.2

\\

1.6

1.7

Wi-Fi Calling Provisioning over CAI3G

/home/dveinstaller/ma/. Itis also possible to download the files and view
or store them in an appropriate area by following below instruction:

1. Save the zip file, Dynamic_Activation_WSDL__and_ XSD_ files.zip, to a
local folder.

2. Unpack the zip file.

MOType

MOType is a plain text string based on the type xs:string. An MOType
consists of two parts. One is the namespace of the MO, and the other is the
MO name string that is always starting with an alphabetical character in either
upper or lower case, followed by zero or more alphabetical characters, digits
or underscores.

Those two parts are connected with symbol @. The syntax of the MOType string
is MO_Name@MO Namespace. The name string of an MOType must follow the
regular expression: [A-Za-z] [A-Za-z0-9]*

The MO name together with the MO namespace must be globally unique.

MOlId

MOId is an XML fragment containing the MOId parameter-value pairs that
are used to identify an MO instance in the interface data model. CAI3G 1.2
standard supports compound MO identifiers or multiple MO identifier. The
following is an example of an MOlId:

<MOId>
<msisdn>46455395000</msisdn>
<imsi>46234563545000</imsi>
</MOId>

Example 1 Example of MOId

The MOId is defined as a sequence of xs : any element in CAI3G schema file.
It is the developers responsibility to define the real schema for this parameter.

The MOId is also the key attributes that must be defined in the top-level element,
CreateMODefinition or SetMODefinition, within MOAttributes
parameter.

Each implementation of CAI3G interface is to define own logic relationship of

MOId. It is also the CAI3GAgents responsibility to interpret this parameter
correctly by either the hard-coded logic or the dynamic parsing of the schema.
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edw:/alex?FN=wsdlxsdfiles.zip

2.1

2.1.1

Voice over Wi-Fi Subscription

Create VoWifiService

This section describes how to create VowifiService.

MOType

Voice over Wi-Fi Subscription

\\

VoWifiService@http://schemas.ericsson.com/ma/nonSIM/

Request Data

MOld

Table 1 MOID Parameters of Creating VoWifiService

Max length = 16

Parameter Type Occurrence Description
transactionLogId String Optional The transaction ID
Max length = 64
vImsi String Mandatory The virtual IMSI number
Min length = 6

MOAttributes

Table 2 MOAttributes of Creating a VoWifiService

Max length = 256

Parameter Type Occurrence Description
vImsi String Mandatory The virtual IMSI number
Min length = 6
Max length = 16
deviceRealm String Mandatory The Non-SIM device
realm
Max length = 128
imsi String Mandatory The SIM device IMSI
) that is associated with
Min length = 6 the Non-SIM device
Max length = 16
msisdn String Mandatory The SIM device
. MSISDN that is
Min length = 5 associated with the
Non-SIM device
Max length = 16
impi String Mandatory The private user identity

in HSS of the Non-SIM
device
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Parameter Type Occurrence Description

apn String Mandatory The Access Point Name
of the Non-SIM device

Format: FQDN

password String Mandatory The HSS private user
) password of Non-SIM
Min length = 15 device
Max length = 256 Format: Plain text,

US-ASCII character
set is accepted, except
control characters
(0-31) and DEL
character (127). Linear
White Space (LWS) is
also accepted.

userStatus One of the following Optional The non-SIM device
strings: user status. It can be
enabled, disabled and
enable, disable, reset:
reset

* enable: the user
can use the non-SIM
service.

e disable: the user
is blocked for the
non-SIM service.

e reset: it means to
tear down the TLS
tunnel.

csr String Mandatory The required certificate
sign request for the
Non-SIM certificate.

2.1.2 Response Data
MOAttributes

Table 3 MOAttributes of Creating a VoWifiService Response

Parameter Type Occurrence Description

certificate String Mandatory The signed certificate
for non-SIM device

certId String Mandatory The signed certificate
identity

Max length = 64

certExpireTime dateTime Mandatory The signed certificate
expiration time

21.3 Example

An example for creating VowifiService is shown as follows.
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2.2.1
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Voice over Wi-Fi Subscription

Request:
<cai3:Create>
<cai3:MOType>VoWifiService@http://schemas.ericsson.com/ma/nonSIM/
</cail3:MOType>
<cai3:MOId>
<non:vImsi>123456</non:vImsis>
</cai3:MOId>
<cai3:MOAttributes>
<non:CreateVoWifiService xmlns:non="http://schemas.ericsson.com/ma/nonSIM/”
vIimsi="123456">
<non:vImsi>123456</non:vImsi>
<non:deviceRealmsericsson</non:deviceRealm>
<non:imsi>12345678</non:imsi>
<non:msisdn>13812345678</non:msisdn>
<non:impis>impiuser ewahong</non:impis>
<non:apns>apn</non:apns
<non:passwords>passwordpassword</non:passwords>
<non:userStatus>enable</non:userStatus>
<non:csr>MIICtTCCAZOCADBXMQswCQYDVQQGEwWJ jbjEWMBQGAIUEAXMNDbW1 jaGVsbGUud2Fu
ZzZERMA8GA1UEBxMIc2hhbmdoYWkxETAPBgNVBAOTCGVyaWNzc2 9uMREwWDwYDVQQT
EwhzaGFuZ2hhaTERMA8SGA1UECxXMIY2JjL3hsZWcwggEiMAOGCSQGSIb3DQEBAQUA
A4IBDWAWggEKAOIBAQC7WXv4WOB6CEgzXwwCDnh7T8ING34vBNycSKA13yg2WuCwW
5ftyV9/SPRjpSiUDVIHgEKkmhT3yBBsH5JRulfQhkEvwl4E8zr7EUFa4JFHO3Xtd8
ngh2JFEjayHpa/NWol6NeSS8GrRShZWbiIII+wLwlHRODJhMFFjDFQwKgnfyNwmZ
avlhkzCoBvIYgYD/1nFZiyaAuAulBLLVe768qyaP0TUYq00eJqgiKS5B/pVecF1ZIH
GslT8deWTigxLj6ulYAzQoZNbglgAOxVW+cR7YgbmOoQjFQoS1EZbPs/QADOd7vX
ZOJoDgt FmKgKRmpYtT2gHeD2gt 8v+61mUuQN4 ONTAGMBAAGgADANBgkghkiGOw0B
AQQFAAOCAQEASHczP1hsi9PGr9IZDYIidUYUadMcKyyAY2AagsupIruVFwARV7cd
rgO69vUAh8bZ/gOQFWSYTRBckusz927kayTLQLGCOZZXGKYd6pACri8MMijQ2
MYVW4sthVJv/FTkrWBIvl9X431m0ctND7J/n3dnjRMwYch72ZSH9gAYEquSVK
3J1Mj8JKByx/atsHxxTM59xKYVpnLPprEviZ1lxzvolAHI+RLU6dQxKK/AOL1rVBFY
3Vjxh7D/RAahVMF 9eLJ3 cMKOEMKmKvkUoGLUgwC+ZhADx20sm3 TOTIFDZKGggVs7
94jDIFsJP0587t8vLXLtiFe6JcbSOvjLhQ==</non:csr>
</non:CreateVoWifiServices>
</cail3:MOAttributes>
</cail3:Create>

Response:
<cail3:CreateResponse>
<cai3:MOId>
<non:vImsis>?</non:vIimsis>
</cai3:MOId>
<cai3:MOAttributes>
<non:CreateResponseVoWifiServices>
<non:certificate>?</non:certificates
<non:certId>?</non:certIds>
<non:certExpireTime>?</non:certExpireTime>
</non:CreateResponseVoWifiServices>
</cail3:MOAttributes>
</cai3:CreateResponse>

Example 2  Create VoWifiService

Set VoWifiService

This section describes how to set VoWifiService.
MOType

VoWifiService@http://schemas.ericsson.com/ma/nonSIM/

Request Data

MOld
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Table 4 MOID Parameters of Setting VoWifiService

Parameter Type Occurrence Description
transactionLogId String Optional The transaction ID
Max length = 64
vImsi String Mandatory The virtual IMSI number
Min length = 6
Max length = 16
MOAttributes

Table 5 MOAttributes of Setting a VoWifiService

Parameter Type Occurrence Description
vImsi String Mandatory The virtual IMSI number
Min length = 6
Max length = 16
deviceRealm String Mandatory The Non-SIM device
realm
Max length = 128
imsi String Optional The SIM device IMSI
. that is associated with
Min length = 6 the Non-SIM device
Max length = 16
msisdn String Optional The SIM device
) MSISDN that is
Min length =5 associated with the
Non-SIM device
Max length = 16 v
impi String Optional The private user identity
in HSS of the Non-SIM
Max length = 256 device
apn String Optional The Access Point Name
of the Non-SIM device
Format: FQDN
password String Optional The HSS private user
. password of Non-SIM
Min length = 15 device

Max length = 256

Format: Plain text,
US-ASCII character
set is accepted, except
control characters
(0-31) and DEL
character (127). Linear
White Space (LWS) is
also accepted.
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Parameter

Type

Occurrence

Description

userStatus

One of the following
strings:

enable, disable
reset

Optional

The non-SIM device
user status. It can be
enabled, disabled and
reset:

e enable: the user
can use the non-SIM
service.

e disable: the user
is blocked for the
non-SIM service.

e reset: it means to
tear down the TLS
tunnel.

csr

String

Optional

The required certificate
sign request for the
Non-SIM certificate.

certId

String

Optional

The signed certificate

222

identity
Max length = 64

Example

An example for setting vowifiService is shown as follows.

Request:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/

" xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/" xmlns:non="http://
schemas.ericsson.com/ma/nonSIM/">
<soapenv:Header>
<cail:SessionId>a9dd468448dd4d389£6367ac04993930</cail3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Set>

<cai3:MOType>VoWifiService@http://schemas.ericsson.com/ma/nonSIM/

</cail3:MOType>
<cai3:MOId>
<!--Optional:-->
<non:transactionLogId>transactionid9999#SetVoWifiService
</non:transactionLogId>
<non:vImsi>112233</non:vImsis>
</cail3:MOId>
<cai3:MOAttributess>
<non:SetVoWifiService vImsi="112233">
<non:deviceRealmsericsson</non:deviceRealm>
<!--Optional:-->
<non:Ccsr>----- BEGIN CERTIFICATE REQUEST-----
MIICgzCCAZMCADBNMQswCQYDVQQGEwJjbjEVMBMGAIUEAXMMbW1jaGVsbGUuY29t
MREwDwYDVQQHEwhzaGFuZ2hhaTEMMAOGA1UEChMDY2JjMREwWDWYDVQQIEwhzaGFu
Z2hhaTENMASGA1UECXMEeGx1ZzCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOC
ggEBANMPKQyLgIZ4S2MMrJjCM2uD0U+J8AHpCMV5DCc7x0wL3Z5RN2KR59YeTt8t6
7SZt14g0I51fEKASS77EDANT +eXGA3HoI5Mvk+QX0KmsB7h5Ah9/bwYNbM21EBCG
5fjtfDn3W+XCEL9cp21116LloclIoC]jIuNKNWBwu7+bmGGQuaXJQgPw4 s2sbuHhO
hpGDalY/CiWxEbNw3XIIAHoc3xjHmoQjeTkbmiD++hcbkOu9jTNIAQOWM]5Y9IJTGK
FpLO7PXtAlFxMGY7fbOwXDIge6zurldgpZ5G0l/pjOpeZhWO7Ien6UP+v9b/gnTC
a5gE7dw3THCbYVLNJgWAP5ssnMsCAWEAAaARAMAOGCSgGSIb3DQEBBAUAA4 IBAQBP
h4gYL8tfT1VnyyW2h1ip+BOP11Q0jSENn/0r0C9049IAFZWTs2s70GydCXkKt4IYq
txvTGAhvUWVQKRe71xSRrvUoMIPglD9tTbt CAhuTM11QKd8ghgeCebYau9PPQb20
VVW5RYglr8zji5010App5v4hQPstEGIMky/vLUZjwze/aCkl3bmfgZoxOpyVhoQM
QV9g8Sexb8ToIl6f0ep6T+eQsargXcXPISS2RRtpThanmDwlhWr7TtVynY99qg2 /FW
iMWjAsUx/y3NjM0JxLcX700J9Rk2V1IgAMDWCVLEeFX0RrUs1Cvinzgqiik4TESN1i3
v8MoYNDU+2R+H8t1gdX5
————— END CERTIFICATE REQUEST-----</non:csr>
<!--Optional:-->
<non:certId>2007d7a7804a918</non:certIds>
</non:SetVoWifiServices>
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</cail3:MOAttributes>
</cail3:Set>
</soapenv:Body>
</soapenv:Envelope>

Response

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/
" xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>a9dd468448dd4d389f6367ac04993930</cail3g:SessionId>
</S:Header>
<S:Body>
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOAttributes>
<nonsim:SetResponseVoWifiService xmlns:nonsim="http://
schemas.ericsson.com/ma/nonSIM/" >
<nonsim:certificate>LS0tLS1CRUAJTiBDRVJIUSUZJIQOFUR
S0tLS0tCk1JSURkakNDQWw2Z0F3SUJBZ01JREV4ATWVzdHVhMHA3RFFZSktviwklodm
NOQVFFRkKJRQXdAOekVSTUE4ROExXVUUKQXd3 SVFXUnRhVzVEUVRFeEZUQVRCZ0O5WQkFv
TURFVktRa05CSUZ0aGIYQNNaVEVMTUFrROEXVUVCaE1DVTBVAwpIaGNOTVRRAO9EQT
JNRFV6TnpVMFdoYO05NVF13TORBMULEVXpOelUwV2pBK01SZ3dGZ11EV1IFRRERBOHhN
VE15Ck16TkFaWEpwWINOemIyNHhGVEFUQMAOVkIBbO1ERVZLUWEtOQk1GTmhiWEJZW1R
FTE1Ba0dBMVVFQMhNQ1UwVXcKZ2dFaUlBMEdJDU3FHUO11MORRRUJBUVVBQTRJIQkR3QX
dnZOVLQWOJQkFRRFREeXFzaTRDR2VFAGPES31Zd2p0cgpnOUZQaWZBQj ZRcGx1UTNPOG
RNQzkyZVVaOWlrZWZXSGs3Zkx1dTBtYmR1SUSDT1pYeENNTEV1K3hBKORVL25sCnhnTng
2Q2VUTDVQa0Y5Q3ByQWUOZVFJIZmYyOEdEV3pOdFJBUWh1WDQ3WHC10TF2bHdoQy 9YS2Rw
WmR1aTVhSEoKUOtBb31MalNgVmdj THUVvbTVoaGtMbWx5VUtgOEIMTNnIHN2g0VGo9hUmcydFd
Qd29sc1JHemNOMX1DQUI2SE44WQPp4NXFFSTNrNUc1lb2cvdm9YRzVEcnZZMHpaUUt 2VmpJK1
dQU1JpaGFTOU96MTARS1JjVEJt TzMyenNGd31JSHVzCjdxNVhhcVdlUmpwZjZZenFYbV1
WanV5SHATbEQvci9XLzZwMHAtdV1CTzN]jTjB4d20yRIN6U2FsZ0QrYkxKekwKQWANQkFB
R2pmek ISTUIWROEXVWREZ1FXQkJRNU90UXBvY21zTzJ6V3AIN3JPADNrKOpoTGFgQQU1CZ
05WSFJINQgPBZjhFQWpBQU1COEABMVVkSXARWU1CYUFGQkEYZHp6WXNETExJCczdIVzZNIZE
gveclVgZnk2TUEOROEXVWREAOVCC193UUVBAO1GNERBZEIJNT1ZIU1VFRmpBVUJINZ3JCZ0V
GQlFJjREFNWU1LA11CQlFVSEF3UXdEUV1KS29aSWh2Y04KQVFFRkJRQURNZOVCQU1GVNN
MSWAXSUdxbzVCOVJIUVOhYZkRXYzN1V3VBAHO5QUZHV1YzWWlaazZKRGkyZ0hnZworVWw
tncE91RjNxUXg1lNm85NVFmTmc3aGs1ZF1XRmNKaitwbUhzekhHMDVoaFRxeUltajd5Q
UlkNO1xWWV3M1I1CkoOTmJRazRgSjdsaWZTalpSOV1PAnpMV3FQM1ZEbEtjc2d3WWI3
aXJsa3ZTYWx3M3A0aEkzQlpNTEFSMG5KkMOCKNExX5ODFJTF16TEhoYzVCOTVLTjhOcEd
Sd1A4NmME5eXFNZk13MEpqV0ZvZERIR]12Z2VYbTBKS0V6N211iQnorVQpKaVFoYk5yM
S91cG5Ja]jRsZUXMWk IVWUS5SOXK5WESGV] JuRHIXN2Z6dXBDW) 1lwTj1CVjFGd3BmNit
naFpyNkp2C1B1MjFkakVLV1B1RWg3SE5QqY2ZGbW5uQkl1XcCOFRTIMeTR3PQotLSOt
LUVORCBDRVJUSUZJQOFURSOtLSOt</nonsim:certificate>
<nonsim:certId>c4c4c7acbéebbdc</nonsim:certIds
<nonsim:certExpireTime>2016-08-05T05:37:54+00:00
</nonsim:certExpireTime>
</nonsim:SetResponseVoWifiServices
</ns2:MOAttributess>
</ns2:SetResponse>
</S:Body>
</S:Envelope>

Example 3 Set VoWifiService

2.3 Delete VoWifiService

This section describes how to delete VoWwifiService.
MOType

VoWifiService@http://schemas.ericsson.com/ma/nonSIM/

2.3.1 Request Data
MOId
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Parameter Type Occurrence Description
transactionLogId String Optional The transaction ID
Max length = 64
vImsi String Mandatory The virtual IMSI number
Min length = 6
Max length = 16
MOAttributes
Table 7 MOAttributes of Setting a VoWifiService
Parameter Type Occurrence Description
vImsi String Mandatory The virtual IMSI number
Min length = 6
Max length = 16
deviceRealm String Mandatory The Non-SIM device
realm
Max length = 128
imsi String Optional The SIM device IMSI
. that is associated with
Min length = 6 the Non-SIM device
Max length = 16
msisdn String Optional The SIM device
) MSISDN that is
Min length =5 associated with the
Non-SIM device
Max length = 16
impi String Optional The private user identity
in HSS of the Non-SIM
Max length = 256 device
certId String Optional The signed certificate
identity
Max length = 64
2.3.2 Example

An example for deleting VvowifiService is shown as follows.

Note: The parameter certId in the following example is an optional
parameter in the delete request. When a valid cert1d is defined in the
delete request, PG NGN revokes the specified certification of the user.
Otherwise PG NGN revokes all certifications of the user.
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/" xmlns:non="http://schemas.
ericsson.com/ma/nonSIM/">
<soapenv:Header>
<cai3:SessionId>a9dd468448dd4d389£6367ac04993930</cail3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Delete>
<cai3:MOType>VoWifiService@http://schemas.ericsson.com/ma/nonSIM/
</cai3:MOType>
<cai3:MOId>
<!--Optional:-->
<non:transactionLogId>transactionid9999#DeleteVoWifiService
</non:transactionLogId>
<non:vImsi>112233</non:vImsis>
</cai3:MOId>
<!--Optional:-->
<cai3:MOAttributess>
<non:DeleteVoWifiService vImsi="112233">
<non:deviceRealm>ericsson</non:deviceRealm>
<!--Optional:-->
<non:imsi>123456</non:imsi>
<!--Optional:-->
<non:msisdn>54321</non:msisdn>

<!--Optional:-->
<non:impi>impi ewahong 123@ericsson.com</non:impi>
<!--Optional:-->

<non:certId>c4c4c7acbbéebbdc</non:certIds>
</non:DeleteVoWifiServices>
</cai3:MOAttributes>
</cail3:Delete>
</soapenv:Body>
</soapenv:Envelope>

Response:

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/" xmlns:cai3lg="
http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>a9dd468448dd4d389f6367ac04993930</cai3g:SessionId>
</S:Header>
<S:Body>
<ns2:DeleteResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOId>
<non:transactionLogId xmlns:non="http://schemas.ericsson.com/ma/
nonSIM/">transactionid9999#DeleteVoWifiService</non:transactionLogId>
<non:vImsi xmlns:non="http://schemas.ericsson.com/ma/nonSIM/
">112233</non:vImsi>
</ns2:M0Id>
</ns2:DeleteResponse>
</S:Body>
</S:Envelope>

Example 4 Delete VoWifiService
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NonSIM HSS User Subscription

This section is only for the customized HSS user data mode with xB2BUA
deployment scenario.PG NGN will update the Non-SIM HSS user password.
After that, HSS subscription is not needed in the next phase Non-SIM device
on-boarding, as described in Section 2.1 on page 3.

Create NonSIMHSSUser

This section describes how to create NonSIMHSSUser.

MOType

NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/

Request Data
MOId

Table 8 MOID Parameters of Creating NonSIMHSSUser

Parameter Type Occurrence Description

transactionLogId String Optional The transaction ID
Max length = 64

impi String Mandatory The non-SIM device
private user identity in
Max length = 256 HSS

MOAttributes

Table 9 MOAttributes of Creating a NonSIMHSSUser

Parameter Type Occurrence Description

impi String Mandatory The non-SIM device
private user identity in
Max length = 256 HSS

imsi String Mandatory The SIM device IMSI
) that is associated with
Min length = 6 the Non-SIM device

Max length = 16
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Parameter Type Occurrence Description
msisdn String Mandatory The SIM device
) MSISDN that is
Min length = 5 associated with the

Non-SIM device
Max length = 16

password String Mandatory The password of
. Non-SIM device user
Min length = 15 and HSS private user

Max length = 256

3.1.2 Example

An example for creating NonSIMHSSUser is shown as follows.

Request:
<cail3:Create>
<cail3:MOType>NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/</cai3 :MOType>
<cai3:MOId>
<non:impi>impi nonsim hssuser 123@ericsson.com</non:impis>
</cai3:MOId>
<cai3:MOAttributes>
<non:CreateNonSIMHSSUser impi="impi_nonsim hssuser l23@ericsson.com">
<non:impi>impi nonsim hssuser 123@ericsson.com</non:impis>
<non:imsi>123456</non:imsi>
<non:msisdn>8613512341234123</non:msisdn>
<non:passwords>passwordpasswordpass</non:passwords>
</non:CreateNonSIMHSSUser>
</cai3:MOAttributes>
</cail3:Create>

Response:
<ns2:CreateResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOId>
<non:impi xmlns:non="http://schemas.ericsson.com/ma/nonSIM/">impi nonsim hssuser 123@
ericsson.com</non: impi>
</ns2:MOId>
</ns2:CreateResponse>

Example 5 Create NonSIMHSSUser

3.2 Set NonSIMHSSUser

This section describes how to set NonSIMHSSUser.
MOType

NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/

3.2.1 Request Data

MOld
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Table 10 MOID Parameters of Setting NonSIMHSSUser

Parameter Type Occurrence Description

transactionLogId String Optional The transaction ID

Max length = 64

impi String Mandatory The non-SIM device
private user identity in
Max length = 256 HSS
MOAttributes

Table 11 MOAttributes of Setting a NonSIMHSSUser

Parameter Type Occurrence Description
imsi String Mandatory The SIM device IMSI
) that is associated with
Min length = 6 the Non-SIM device
Max length = 16
msisdn String Mandatory The SIM device
] MSISDN that is
Min length = 5 associated with the

Non-SIM device
Max length = 16

password String Mandatory The password of
) Non-SIM device user
Min length = 15 and HSS private user

Max length = 256

impi String Mandatory The non-SIM device
private user identity in
Max length = 256 HSS

Example

An example for setting NonSIMHSSUser is shown as follows.

Request:
<cai3:Set>
<cai3:MOType>NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/</cai3 :MOType>
<cai3:MOId>
<non:impi>123456@ericsson</non:impis>
</cai3:MOId>
<cai3:MOAttributes>
<non:SetNonSIMHSSUser xmlns:non="http://schemas.ericsson.com/ma/nonSIM/”
impi="123456@ericsson">
<non:imsi>12345678</non:imsi>
<non:msisdn>13812345678</non:msisdn>
<non:passwords>passwordpasswordpassword</non:passwords>
</non:SetNonSIMHSSUser>
</cail3:MOAttributes>
</cail3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>

Example 6 Set NonSIMHSSUser
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Delete NonSIMHSSUser
This section describes how to delete NonSIMHSSUser.
MOType

NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/

Request Data
MOId

Table 12 MOID Parameters of Deleting NonSIMHSSUser

Parameter Type Occurrence Description

transactionLogId String Optional The transaction ID
Max length = 64

impi String Mandatory The non-SIM device
private user identity in
Max length = 256 HSS

MOAttributes

Table 13 MOAttributes of Deleting a NonSIMHSSUser

Parameter Type Occurrence Description
imsi String Mandatory The SIM device IMSI
) that is associated with
Min length = 6 the Non-SIM device
Max length = 16
msisdn String Mandatory The SIM device
. MSISDN that is
Min length = 5 associated with the

Non-SIM device
Max length = 16

impi String Mandatory The non-SIM device
private user identity in
Max length = 256 HSS

Example

An example for deleting NonSIMHSSUser is shown as follows.
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<cai3:Delete>

<cail3:MOType>NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/</cai3 :MOType>

<cai3 :MOId>
<non:impi>impi nonsim hssuser 123@ericsson.com</non:impi>
</cai3:MOId>
<cai3:MOAttributes>
<non:DeleteNonSIMHSSUser impi="impi nonsim_hssuser_l23@ericsson.com">
<non:imgi>123456</non:imsi>
<non:msisdn>8613512341234123</non:msisdn>
</non:DeleteNonSIMHSSUser>
</cai3:MOAttributes>
</cail3:Delete>

Response:
<ns2:DeleteResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOId>

\\

<non:impi xmlns:non="http://schemas.ericsson.com/ma/nonSIM/">impi nonsim hssuser_ 123e@

ericsson.com</non:impi>
</ns2:MOId>
</ns2:DeleteResponse>

Example 7 Delete NonSIMHSSUser
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4 HSS ISM Subscription

HSS open interface is for IMS private user (IMPI) data provisioning in monolithic
HSS. This interface supports the Set and Get operations. Create, Delete,
and set IMPI data are accomplished by using the Set operation.

4.1 Create IMPI

This section describes how to create IMPTI.
MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

411 Request Data
MOId

Table 14 MOID Parameters of Creating IMPI

Parameter Type Occurrence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

MOAttributes

Table 15 MOAttributes of Creating IMPI

Parameter Type Occurence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do

pre-configuration in
Dynamic Activation

privateUser

16 14/155 19-CSH 109 628 Uen B | 2017-09-12



HSS ISM Subscription

\\

Parameter Type Occurence Description
privateUserId String Mandatory The HSS private user
. identity
Min length = 1
Max length = 256
userPassword String Optional Contains the private
_ user password to be
Min length = 4 used in the SIP Digest
authentication.
Max length = 256
userPrimaryHAlPas | String Optional Contains the A1 hashed
sword value to be used in SIP
Pattern value= Digest authentication.
"[0-9A-F]{1,64}"
If the value of UserPa
sswordEncryption
in JDV configuration
is YES, the value of
userPassword is
encrypted and stored in
userPrimaryHAlPas
sword.
userSecondaryHA1P | String Optional Contains the A1 hashed
assword value to be used in SIP
Pattern value= Digest authentication.
"[0-9A-F]{1,64}"
allowedAuthMechan | One of the following Optional The default user
ism strings: authorization
mechanism
* Digest
* SSO
* NBA
userBarringInd One of the following Optional Indicates whether the
strings: HSS user is barred.
* TRUE
* FALSE
roamingAllowed One of the following Optional Indicates whether the
strings: HSS user roaming is
allowed.
* TRUE
* FALSE
Example

An example for creating IMPI is shown as follows.
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Request:
<cai3:Set>
<cai3:MOType>ISMSubscription@http://schemas.ericsson.com/ema
/UserProvisioning/HSS/ISM/
</cai3:MOType>
<cai3:MOId>
<subscriberId>123456_1002@ericsson.com</subscriberIds>
</cai3:MOId>
<cai3:MOAttributess>
<SetISMSubscription subscriberId="123456_1002@ericsson.com"
xsi:schemaLocation=
"http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
ema_UserProvisioning HSS ISM.xsd"
xmlns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<privateUser privateUserId="user0Ol@ericsson.com">
<privateUserId>user0Ol@eericsson.com</privateUserId>
<userPasswords>password00l</userPasswords>
<allowedAuthMechanism>Digest</allowedAuthMechanism>
<userBarringInd>TRUE</userBarringInds>
<roamingAllowed>TRUE</roamingAllowed>
</privateUser>
</SetISMSubscriptions>
</cail3:MOAttributes>
</cail3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>

Example 8 Create IMPI

4.2 Delete IMPI

This section describes how to delete IMPT.

MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

421 Request Data

MOld

Table 16 MOID Parameters of Deleting IMPI

Parameter Type Occurrence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do

pre-configuration in
Dynamic Activation

MOAttributes
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Parameter Type Occurence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain
Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation
privateUser
privateUserId String Mandatory The HSS private user
) identity
Min length = 1
Max length = 256
userPassword String Optional Contains the private
) user password to be
Min length = 4 used in the SIP Digest
authentication.
Max length = 256
userPrimaryHAlPas | String Optional Contains the A1 hashed
sword value to be used in SIP
Pattern value= Digest authentication.
"[0-9A-F1{1,64}"
If the value of UserPa
sswordEncryption
in JDV configuration
is YES, the value of
userPassword is
encrypted and stored in
userPrimaryHAlPas
sword
userSecondaryHA1P | String Optional Contains the A1 hashed
assword value to be used in SIP
Pattern value= Digest authentication.
"[0-9A-F1{1,64}"
allowedAuthMechan | One of the following Optional The default user
ism strings: authorization
mechanism
* Digest
* SSO
* NBA
userBarringInd One of the following Optional Indicates whether the
strings: HSS user is barred.
* TRUE
e FALSE
roamingAllowed One of the following Optional Indicates whether the
strings: HSS user roaming is
allowed.
* TRUE
* FALSE
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4.2.2 Example

An example for deletingIMPI is shown as follows.

Request:
<cai3:Set>
<cai3 :MOType>
ISMSubscriptionehttp://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
</cai3:MOType>
<cai3:MOId>
<subscriberId>123456_1002@ericsson.com</subscriberIds>
</cai3:MOId>
<cai3:MOAttributes>
<SetISMSubscription subscriberId="123456_1002@ericsson.com"
xsi:schemalocation=
"http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
ema_UserProvisioning HSS ISM.xsd"
xmlns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<privateUser privateUserId="user(OOl@ericsson.com" xsi:nil="true"/>
</SetISMSubscriptions>
</cail3:MOAttributes>
</cail3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>

Example 9 Delete IMPI

4.3 Set IMPI

This section describes how to set IMPI.

MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

4.3.1 Request Data
MOId

Table 18 MOID Parameters of Setting IMPI

Parameter Type Occurrence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do

pre-configuration in
Dynamic Activation

MOAttributes
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Parameter Type Occurence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain
Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation
privateUser
privateUserId String Mandatory The HSS private user
) identity
Min length = 1
Max length = 256
userPassword String Optional Contains the private
) user password to be
Min length = 4 used in the SIP Digest
authentication.
Max length = 256
userPrimaryHAlPas | String Optional Contains the A1 hashed
sword value to be used in SIP
Pattern value= Digest authentication.
"[0-9A-F1{1,64}"
If the value of UserpPa
sswordEncryption
in JDV configuration
is YES, the value of
userPassword is
encrypted and stored in
userPrimaryHAlPas
sword
userSecondaryHA1P | String Optional Contains the A1 hashed
assword value to be used in SIP
Pattern value= Digest authentication.
"[0-9A-F1{1,64}"
allowedAuthMechan | One of the following Optional The default user
ism strings: authorization
mechanism
* Digest
* SSO
* NBA
userBarringInd One of the following Optional Indicates whether the
strings: HSS user is barred.
* TRUE
e FALSE
roamingAllowed One of the following Optional Indicates whether the

strings:
* TRUE

* FALSE

HSS user roaming is
allowed.
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4.3.2 Example

An example for setting IMPI is shown as follows.

Request:
<cai3:Set>
<cai3 :MOType>
ISMSubscription@http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
</cai3:MOType>
<cai3:MOId>
<subscriberId>123456_1002@ericsson.com</subscriberIds>
</cai3:MOId>
<cai3:MOAttributess>
<SetISMSubscription subscriberId="123456_1002@ericsson.com"
xsi:schemaLocation=
"http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
ema_UserProvisioning HSS ISM.xsd"
xmlns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<privateUser privateUserId="user002@ericsson.com">
<userPassword>password</userPassword>
<allowedAuthMechanism>SSO</allowedAuthMechanism>
<userBarringInd>FALSE</userBarringInd>
<roamingAllowed>FALSE</roamingAllowed>
</privateUser>
</SetISMSubscriptions>
</cai3:MOAttributes>
</cail3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>

Example 10 Set IMPI

4.4 Get IMPI

This section describes how to get IMPI.

MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

441 Request Data
MOId

Table 20 MOID Parameters of Getting IMPI

Parameter Type Occurrence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation
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Parameter Type Occurence Description
subscriberId String Mandatory The SIM subscriber
identity
Max length = 255
For example:
<imsi>@domain or
<msisdn>@domain
Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation
privateUser
privateUserId String Mandatory The HSS private user
) identity
Min length = 1
Max length = 256
allowedAuthMechan | One of the following Optional The default user
ism strings: authorization
mechanism
* Digest
* SSO
* NBA
userBarringInd One of the following Optional Indicates whether the
strings: HSS user is barred.
* TRUE
* FALSE
roamingAllowed One of the following Optional Indicates whether the
strings: HSS user roaming is
allowed.
* TRUE
* FALSE
Example

An example for getting IMPI is shown as follows.
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Request:

<cai3:Get>
<cai3:MOType>
ISMSubscriptionehttp://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
</cai3:MOType>
<cai3:MOId>

<subscriberId>123456_1002@ericsson.com</subscriberIds>

</cai3 :MOId>

</cail3:Get>

Response:
<ns2:GetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOAttributes>
<ns:getResponselSMSubscription subscriberId="123456_ 1002@ericsson.com"
xmlns:ns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/">
<ns:subscriberId>123456_ 1002@ericsson.com</ns:subscriberIds>
<ns:privateUser privateUserId="user0Ol@ericsson.com">
<ns:privateUserId>user00l@ericsson.com</ns:privateUserId>
<ns:userBarringInd>TRUE</ns:userBarringInd>
<ns:roamingAllowed>TRUE</ns:roamingAllowed>
<ns:allowedAuthMechanism>Digest</ns:allowedAuthMechanism>
</ns:privateUser>
</ns:getResponseISMSubscriptions>
</ns2:MOAttributes>
</ns2:GetResponse>

Example 11 Get IMPI
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IPWorks NonSiM AAA User Subscription

IPWorks open interface is used for provisioning IPWorks Name Server Daemon
(NSD) user directly, including creating, setting, deleting, and getting Domain
Name System (DNS) entity. It provides the Create, Delete, Set, and Get
operations.

Create AAANSDUser

This section describes how to create AAANSDUser.
MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

Request Data
MOId

Table 22 MOID Parameters of Creating AAANSDUser

Parameter Type Occurrence Description

transactionLogId String Optional The transaction ID

Max Length = 64

name String Mandatory The user name of
AAANSDUser. The
Pattern value=["A-Z]{1 common format is

,256} * %% **@domain

MOAttributes

Table 23 MOAttributes of Creating AAANSDUser

Parameter Type Occurrence Description
name String Mandatory The user name of
AAANSDUser. The
Pattern value=["A-Z]{1 common format is
,256} *****@domain
password String Optional The password of
AAANSDUser
Min length = 4
Max length = 256
imsi Digit String Mandatory The Non-SIM device
o IMSI that is associated
6-16 digits with the Non-SIM device

Each digit is 0-9
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Name

Max length = 512

Parameter Type Occurrence Description
msisdn Digit String Mandatory The SIM device
o MSISDN that is
5-16 digits associated with the
. Non-SIM device
Each digit is 0-9
apn String Optional The Access Point Name
of the Non-SIM device
Multiple values,
separated by comma
userStatus One of the following Optional The status of
strings: AAANSDUser. Only
enable and disable
e enable operations are valid
when creating the
¢ disable AAANSDUser. Enable,
disable, and reset
operations are valid
when setting the
AAANSDUser.
certificatelId String Optional The certificate
identity for Non-SIM
Max length = 64 device. The value of
certificateIdis a
decimal value, which
equals to the decimal
value converted from
the hexadecimal value
of certificateSN
in the ECAS interface.
See Table 33.
certificateIssuer | String Optional The DN of the certificate

issuer. The parameter
value equals to the
value of certificat
eIssuerName in the
ECAS interface. See
Table 34.

Example

An example for creating AAANSDUser in IPWorks is shown as follows.
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Request:
<cail3:Create>
<cai3 :MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3 :MOType>
<cai3:MOId>
<!--Optional:-->
<ipw:transactionLogId>transactionid9876540000111##999</ipw:transactionLogId>
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
</cai3:MOId>
<cail3:MOAttributess>
<ipw:CreateAAANSDUser name="${Properties#AAANSDUserNameTIDO001}">
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
<!--Optional:-->
<ipw:password>tidpasswdl1l1#0001</ipw:password>
<ipw:1imsi>987654321</ipw:imsi>
<ipw:msisdn>6543210</ipw:msisdn>
<!--Optional:-->
<ipw:apns>aliba.com, aaa.com,ating.cn</ipw:apn>
<!--Optional:-->
<ipw:userStatus>enable</ipw:userStatus>
<!--Optional:-->
<ipw:certificateId>123456789</ipw:certificatelds>
<!--Optional:-->
<ipw:certificateIssuerName>ECAS</ipw:certificateIssuerName>
</ipw:CreateAAANSDUser>
</cai3:MOAttributes>
</cail3:Create>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>c5feda708a4a4c07890dcc32dc041la75</cai3g: SessionId>
</S:Header>
<S:Body>
<ns2:CreateResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOId>
<ipw:transactionLogId xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">
transactionid9876540000111##999</ipw:transactionLogId>
<ipw:name xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">aaansduser002
</ipw:name>
</ns2:MOId>
</ns2:CreateResponse>
</S:Body>
</S:Envelope>

Example 12 Create AAANSDUser

5.2 Set AAANSDUser

This section describes how to set AAANSDUser.
MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

5.2.1 Request Data

MOld
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Table 24 MOID Parameters of Setting AAANSDUser

28

Parameter Type Occurrence Description
transactionLogId String Optional The transaction ID
Max Length = 64
name String Mandatory The user name of
AAANSDUser. The
Pattern value=["A-Z]{1 common format is
,256} ***x**@domain
MOAttributes
Table 25 MOAttributes of Setting AAANSDUser
Parameter Type Occurrence Description
name String Mandatory The user name of
AAANSDUser. The
Pattern value=["A-Z]{1 common format is
,256} * % ***@domain
password String Optional The password of
AAANSDUser
Min length = 4
Max length = 256
apn String[nillable]“) Optional The Access Point Name
of the Non-SIM device
Multiple values,
separated by comma Use xsi:nil="true" to
remove apnlist.
or
Single value
userStatus One of the following Optional The status of
strings: AAANSDUser. Only
enable and disable
e enable operations are valid
when creating the
¢ disable AAANSDUser. Enable,
disable, and reset
operations are valid
when setting the
AAANSDUser.
certificatelId String Optional The certificate
identity for Non-SIM
Max length = 64 device. The value of
certificateIdisa
decimal value, which
equals to the decimal
value converted from
the hexadecimal value
of certificateSN
in the ECAS interface.
See Table 33.
certificateIssuer | String Optional The DN of the certificate
Name issuer. The parameter
Max length = 512 value equals to the
value of certificat
eIssuerName in the
ECAS interface. See
Table 34.

(1) There are two scenarios for nillable: Remove a single apn value such as <apn
value="apnNeedRemove" xsi:nil="true'/>; remove all apn values such as <apn xsi:nil="true’/>.
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5.2.2 Example

An example for setting AAANSDUser (including password, apn, and user status)
in IPWorks is shown as follows.

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/" >
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cail3:Set>
<cai3 :MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/
</cail3:MOType>
<cai3:MOId>
<!--Optional:-->
<ipw:transactionLogId>${Properties#transactionLogId}</ipw:transactionLogId>
<ipw:name>${Properties#imsi}@aaansd</ipw:name>
</cai3:MOId>
<cai3:MOAttributess>
<ipw:SetAAANSDUser name="${Properties#imsi}@aaansd">
<!--Optional:-->
<ipw:password>originPas</ipw:password>

<!--Zero or more repetitions:-->
<ipw:apn>mnc007.mcc490.3gppnetworks.org</ipw:apn>
<!--Optional:-->
<ipw:userStatus>disable</ipw:userStatuss>
<!--Optional:-->
<ipw:certificateId>123456789222</ipw:certificateIds>
<!--Optional:-->

<ipw:certificateIssuerName>ECAS</ipw:certificateIssuerName>
</ipw:SetAAANSDUser>
</cail3:MOAttributes>
</cail3:Set>
</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>lalfe8d5e8c042429322f0359ee3756f</cai3g:SessionId>
</S:Header>
<S:Body>
<SetResponse xmlns="http://schemas.ericsson.com/cai3gl.2/"/>
</S:Body>
</S:Envelope>

Example 13 Set AAANSDUser

If the user status is set to disable, the system updates the user status to
disable and then disconnects the session between AAA and ePDG.

If the user status is set to reset, the system disconnects the session between
AAA and ePDG directly.

Examples for apn operations are shown as follows:

14/155 19-CSH 109 628 Uen B | 2017-09-12 29



\\

30

Wi-Fi Calling Provisioning over CAI3G

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/" >
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cail3:Set>
<cai3 :MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3 :MOType>
<cai3:MOId>
<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
</cai3:MOId>
<cai3:MOAttributes>
<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID0OO01}">
<ipw:apns>apnl, apnl,apnl,apn2,apn3, apn4</ipw:apn>
</ipw:SetAAANSDUser>
</cai3:MOAttributes>
</cail3:Set>
</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cail3g:SessionId>4e00a89dlec946bl87c33f7aac611391</caildg:SessionId>
</S:Header>
<S:Body>
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>
</S:Body>
</S:Envelope>

Example 14 Set AAANSDUser - Update All apn List
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Set>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3 :MOType>
<cai3:MOId>
<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
</cai3:MOId>
<cai3:MOAttributes>
<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID0OO01}">
<ipw:apn value="valuel"svaluel</ipw:apn>
<ipw:apn value="value2">value2</ipw:apn>
</ipw:SetAAANSDUser>
</cai3 :MOAttributess>
</cai3:Set>
</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>4e00a89dlec946bl87c33f7aac611391</cai3g:SessionIds>
</S:Header>
<S:Body>
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>
</S:Body>
</S:Envelope>

Example 15 Set AAANSDUser - Add New apn Values
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/" >
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cail3:Set>
<cai3 :MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3 :MOType>
<cai3:MOId>
<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
</cai3:MOId>
<cai3:MOAttributes>
<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID0OO01}">
<ipw:apn value="apnNeedRemove" xsi:nil="true"/>
</ipw:SetAAANSDUser>
</cai3:MOAttributes>
</cail3:Set>
</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cail3g:SessionId>4e00a89dlec946bl87c33f7aac611391</caildg:SessionId>
</S:Header>
<S:Body>
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>
</S:Body>
</S:Envelope>

Example 16 Set AAANSDUser - Remove a Single apn Value
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Set>
<cai3 :MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3 :MOType>
<cai3:MOId>
<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
</cail3:MOId>
<cai3:MOAttributes>
<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID0OO01}">
<ipw:apn xsi:nil="true"/>
</ipw:SetAAANSDUser>
</cail3:MOAttributes>
</cail3:Set>
</soapenv:Body>
</soapenv:Envelope>
Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cail3g:SessionId>4e00a89dlec946bl87c33f7aac611391</caildg:SessionId>
</S:Header>
<S:Body>
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/"/>
</S:Body>
</S:Envelope>

Example 17 Set AAANSDUser - Remove the apn List

5.3 Delete AAANSDUser

This section describes how to delete AAANSDUser.
MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

5.3.1 Request Data

MOld

Table 26 MOID Parameters of Deleting AAANSDUser

Parameter Type Occurrence Description

transactionLogId String Optional The transaction ID

Max Length = 64

name String Mandatory The user name of
AAANSDUser. The
Pattern value=["A-Z|1 common format is

,256} ** % *x*@domain
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5.3.2 Example
An example for deleting AAANSDUser from IPWorks is shown as follows.

The system deletes AAANSDUser first and then disconnects the session
between AAA and ePDG.

Request:
<cai3:Delete>
<cai3 :MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cail3 :MOType>
<cai3:MOId>
<ipw:name xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">
123456@ericsson</ipw:name>
</cai3:MOId>
</cail3:Delete>

Response:
<ns2:DeleteResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOId>
<ipw:name xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/" >
123456@ericsson</ipw:names>
</ns2:MOId>
</ns2:DeleteResponse>

Example 18 Delete AAANSDUser

54 Get AAANSDUser
This section describes how to get AAANSDUser.
MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

5.4.1 Request Data
MOId

Table 27 MOID Parameters of Getting AAANSDUser

Parameter Type Occurrence Description

transactionLogId String Optional The transaction ID
Max Length = 64

name String Mandatory The user name of
AAANSDUser. The
Pattern value=["A-Z]{1 common format is
,256} *****@domain
5.4.2 Response Data
MOAttributes
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Table 28  MOAttributes of Getting AAANSDUser Response

Name

Max length = 512

Parameter Type Occurrence Description
name String Mandatory The user name of
AAANSDUser. The
Pattern value=["A-Z]{1 common format is
,256 ****x*@domain
imsi Digit String Mandatory The SIM device IMSI
. that is associated with
6-16 digits the Non-SIM device
Each digit is 0-9
msisdn Digit String Mandatory The SIM device MSISDN
o that is associated with
5-16 digits the Non-SIM device
Each digit is 0-9
apn String Mandatory The Access Point Name
of the Non-SIM device
userStatus One of the following Mandatory The status of
strings: AAANSDUser. Only
enable and disable
e enable operations are valid
when creating the
¢ disable AAANSDUser. Enable,
disable, and reset
operations are valid
when setting the
AAANSDUser.
certificatelId String Optional The certificate
identity for Non-SIM
Max length = 64 device. The value of
certificateIdis a
decimal value, which
equals to the decimal
value converted from
the hexadecimal value
of certificatesSNin
the ECAS interface. See
Table 33.
certificateIssuer | String Optional The DN of the certificate

issuer. The parameter
value equals to the value
of certifcatelIssu
erName in the ECAS
interface. See Table 34.

Example

An example for getting the AAANSDUser from IPWorks is shown as follows.
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/" >
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Get>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/
</cai3:MOType>
<cai3:MOId>
<!--Optional:-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
</cai3:MOId>
</cail3:Get>
</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>4e00a89dlec946bl87c33f7aac611391</caildg:SessionId>
</S:Header>
<S:Body>
<ns2:GetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOAttributes>
<ip:GetResponseAAANSDUser xmlns:ip="http://schemas.ericsson.com/ma/IPWORKS/">
<ip:name>aaansduser002</ip:name>
<ip:imsi>987654321</ip:imsi>
<ip:msisdn>6543210</ip:msisdn>
<ip:apn>aliba.com,aaa.com,ating.cn</ip:apn>
<ip:userStatuss>enable</ip:userStatus>
<ip:certificateId>123456789111l</ip:certificateld>
<ip:certificateIssuerName>ECAS NEW</ip:certificateIssuerName>
</ip:GetResponseAAANSDUser>
</ns2:MOAttributess>
</ns2:GetResponse>
</S:Body>
</S:Envelope>

Example 19 Get AAANSDUser
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Ercisson Certificate Authority Server
Subscription

ECAS CAI3G interface is provided by PG NGN for the provisioning of CA
directly including certification enroliment, renewal, revocation, and retrieval.

The ECAS operation includes the Create, Delete, Set, and Get operations.

Create ECASCertificate
This section describes how to create ECASCertificate.
MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

Request Data
MOId

Table 29 MOID Parameters of Creating ECASCertificate

Parameter Type Occurrence Description
username String Mandatory Entity user name, used
to create an end entity
Max length = 256 in CA server
MOAttributes

Table 30 MOAttributes of Creating ECASCertificate

Parameter Type Occurrence Description
username String Mandatory Entity user name, used
to create an end entity
Max length = 256 in CA server
password String Optional Entity user password
Min length = 8
Max length = 256
caName String Optional The CA name that is
used to sign the CSR.
Max length = 512 The CA name should

be as same as the
definition in CA server.
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Parameter Type Occurrence Description

csr String Mandatory Certificate Sign
Request. PKCS10
request in base64
encode.

certificatesN String Optional The certificate’s serial
number

Max length = 512

6.1.2 Response Data
MOAttributes
Table 31  MOAttributes of Creating ECASCertificate Response

Parameter Type Occurrence Description

certificate String Mandatory The signed certificate

certificateSN String Mandatory The certificate’s serial
number

Max length = 64

certificateExpire dateTime Mandatory The certificate expiration
Time time
certificateIssuer | String Mandatory The DN of the certificate
Name issuer.

Max length = 512

6.1.3 Example

The Create operation of the ECASCertificate provider interface generates
a certification according to given csr and returns a signed certificate.

An example for creating ECASCertificate is shown as follows.

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Create>
<cai3:MOType>ECASCertificate@http://schemas.ericsson.com/ma/ECAS/</cai3 :MOType>
<cai3:MOId>
<ecas:username>S${username 1l}</ecas:username>
</cai3:MOId>
<cai3:MOAttributess>
<ecas:CreateECASCertificate username="${username 1}">
<ecas:username>S${username l}</ecas:username>
<!--Optional:-->
<ecas:passwords>onetimePassword</ecas:password>
<!--Optional:-->
<ecas:caName>ManagementCA</ecas:caName>
<ecas:csr>
MIICpjCCAY4CADBiMQswCQYDVQQGEwWJIDT]EVMBMGAIUEAXMMY29tbWOuTmFt ZVQx
MREwDWYDVQQHEwhzaGFuZ2hhaTENMASGA1UEChMEYnVzczELMAKGA1UECBMCUOgx
DTALBgNVBAsSTBHhsZXQwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWgGGEKAOIBAQDD
g+zZICj1fmIGMzI7glNTC+EcoCXIK40aXIVzPQIRJI51iCW7cNBS8LIVEYKCMNWrVNM
Bv9PLLZ8Tg6HtXAQtz/SyYJj15SplkpPU98pSNXoylzIFImknMMea0g5D1FPVGM7
pgjLaYtMyaKSY9z8h93CAQOBHK]jVA+eRtm+LDF6PsVHYTUuvTOWUgkRpnt yQMupvi
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n9jAZxNjg+dvAMhjSqg8gruKhuD85NGOwsZK1 zMMVVKzFRoaY7r2bksvdHgepOVR
Ka0DkVw+ONOUzDn/FkWA70XjhULNgYFWRLOB6gbXbF3eD66K8MzU2X6RN+uFNJIg+
2M/F2X4Uz+0J7ckdFLIJAgGMBAAGGADANBgkghk 1G9wOBAQQFAAOCAQEAUIC+aBQi
GK1IIibCRccJYyySaZPZ1Sen70MRh87/0a5PwSHYyOvQEGdybUCojOWvySHTngpsw
hILM05k3s2DdZSy2wUnLIhulm46ttNg7tslycxv+p506vP8GSN5CeazZLeDWeXZTLm
3+Ry50Cn7ygvZ/oaikKZubl/1j07vHYINGswif1lp9blW8MuxyWRIPMXxwCDATMiW]
1083mmDrKw29cW/LEWMWZccD9F4 fGHt LRc7J0Khb80C0hgdwDt tRMCZ4 Icwklzdw
UPutgKcKgJdp75L/anQBsW7G3LxeeWLbL1xTcDuXGLzhBOf3t3£fnRDIZJDU7/9rjZ
/bDz6Jjp7uHulw==</ecas:csr>

<!--Optional:-->

<!l--<ecas:subjectDN>CN=ezhimen@Ericsson</ecas:subjectDN>-->

</ecas:CreateECASCertificates>
</cail3:MOAttributes>
</cail3:Create>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>3c31alfa9409472balcl48a823702e48</cai3g:SessionId>
</S:Header>
<S:Body>
<ns2:CreateResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOId>
<ecas:username xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
ezhimen@ericsson.com</ecas:username>
</ns2:MOId>
<ns2:MOAttributes>
<ecas:CreateResponseECASCertificate
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
<ecas:certificate>LS0tLS1CRUAJTiBDRVJUSUZIQOFURSOtL
S0tCk1JISURXekNDQWtPZOF3SUJBZ01JRFpIJWX1OMWI5enN3RFFZSktviwk1odmNOQVF
FRKJRQXdPekVWTUJINROEXVUUKQXd3TVRXRNVZV2RsY1dWAWRFTkINU1V3RXdAZRFZRU
UtEQXhGU2tKRFFTQ1RZVzF3YkdVeEN6QUPCZO05WQkFZVAPBOESGTUI OWERURTFNRFV
5TnpBek 1 EWXpOVMOYRFRFMO1EVX10akF6TURZek5Wb3dIekVkTUJzROEXVUVBA3dVC
1pYcGO9hVzFsYmt CoGNtbGpjM052Y¥mklamIyMHANZO0VPpTUEWRONTCUATSWIZRFFFQKF
RVUFBNE1CRHABA2dnRUsKQW9JQkFRRERNK3paSUNgMWZt SkdNekk 3 cTFOVEMrRWNvVQ
1hJSzQwYVhIVnpQUT1SSjVpQlc3Y05COExIJVMZZSwpDbU5Xc1lZOTUJ20VBMTF04VHE
2SHR4QVF0e19TeV1KajE1U3Axa3BQVTk4 cFNOWGISMXpKRj1lta2 5NTWVhMGc1CkRsR
1B2R003cGAgTGFZAE1S5YULtTWT160Gg5MONBUVFCSEtqVkErZVJ0bStMREY2UHN2SF1
UdXZUT1dVcWtScG4KAH1IRTXVwdmluOWpBWnhOamcr ZHZBTWhqU3 FnOHFydUtodUQ4N
USHT3dzWktseklNV1ZLekZSb2FZN3IyYmtzdgpkSGAdlcDBWUkthMERrVncrT04wVXp
Ebi9GaldBN29YamhVbE5SxWUZ3UkwwQjZnY1lhiRjN1RDY2SzhNelUyWDZSCk4rdUZOS
mcrMkOVRIJYNFVE6KzZBKN2NrZEZMSmRBZ 01 CQUFHamZ6Qj 1NQjBHQTFVZERNUVACQ1 T
5ajI3VTVMQ24KQ1drTX13WCtRUDRNKzMr SFVUQU1CZ05WSFINQkFMOEVBakFBTUI4R
0EXVWRJA1FZTUJhQUZOTFExSXhiT0ZSbAorMmh0Znovibl1HTUdiS11XTUEOROEXVWR
EJOVCL3dRRUF3SUYOREFKQMAOVKhTVUVGakFVQmdnckIJnRUZCUWNECKFnNWU1LAd11CQ
1FVSEF3UXdEUV1KS29aSWh2Y05BUUVGQ1FBRGANRUJBROtkRjhEUFF4OENINGNTVWL
zZRUI1XQ1kKZFh6YzJnRkxncE1TUMV1Y01QVT1XQ3BIWGPprTELKY1pNdVpSclEwQk9ojS
GInemhQOF1lvekpQdUp3Y0pCa0dINApsczNYSXkxUOXYK3ZYTFJYdS9EM3ppVU95Yz1
6WFVaV3kxZkc4SV1ICZEtTRXNsYVZYd3VURHp4MXFPRHZ6RFNVCkZgK2hTekcra3 Q5T
0JQK2kzdUJInQzJKbEdid3ZUcCt2VnFxaEZwdG1BK1ZISzJhdy93elZQaFArQzRgZTR
OR04KeFZyT3BsdDNMTORZeF1URHQ3M1V0ZVFhQnFJAE90TnZvRk1QYnBoMzNkMFQzd
EpwZHVjaEI1NMS9neW9JOHU1leQpOVDI5STVFOCXQIMGFIL3gwWlVFYTUZRKXWSFZjdmV
gcmRIVFZQZCIMNmMmdAOemt VY21JVEhxM3VsTjdMUT1DcTQ9Ci0tLSOtRUSEIENFULIRJIR
k1DQVRFLS0tLSO=</ecas:certificate>
<ecas:certificateSN>d9218c8dd5bf73b</ecas:certificateSN>
<ecas:certificateExpireTime>2017-05-26T03:06:35+00:00
</ecas:certificateExpireTime>
<ecas:certificateIssuerName>C=SE, O=EJBCA Sample, CN=ManagementCA
</ecas:certificateIssuerName>
</ecas:CreateResponseECASCertificates>
</ns2:MOAttributes>
</ns2:CreateResponse>
</S:Body>
</S:Envelope>

Example 20 Create ECASCertificate
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Set ECASCertificate

This section describes how to set ECASCertificate.

MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

Request Data

MOld

Table 32 MOID Parameters of Setting ECASCertificate

Parameter Type Occurrence Description
username String Mandatory Entity user name, used
to create an end entity
Max length = 256 in CA server
MOAttributes

Table 33 MOAttributes of Setting ECASCertificate

Max length = 512

Parameter Type Occurrence Description
username String Mandatory Entity user name, used
to create an end entity
Max length = 256 in CA server
password String Optional Entity user password
Min length = 8
Max length = 256
certificateSN String Mandatory The certificate’s serial
number
Max length = 64
caName String Optional The CA name that is
used to sign the CSR.
Max length = 512 The CA name should
be as same as the
definition in CA server.
csr String Mandatory Certificate Sign
Request. PKCS10
request in base64
encode.
subjectDN String Optional Certificate user DN. CA
server considers it as
Max length = 512 the Subject DN when
generating a certificate.
issuerDN String Optional CA’s DN, for example,

CN=AdminCAl, O=EJB
CA Sample, C=SE

Response Data

MOAttributes
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Table 34 MOAttributes of Setting ECASCertificate Response

Parameter Type Occurrence Description
certificate String Mandatory The signed certificate
certificatesSN String Mandatory The certificate’s serial
number

Max length = 64
certificateExpire dateTime Mandatory The certificate
Time expiration time
certificateIssuer | String Mandatory The DN of the certificate
Name issuer.

Max length = 512

6.2.3 Example

The set operation of the ECASCertificate renews a certificate of the given
user. It contains two steps during the provisioning: revoking the old certificate;
signing and issuing a certificate.

An example for setting ECASCertificate is shown as follows.

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Set>
<cai3:MOType>ECASCertificate@http://schemas.ericsson.com/ma/ECAS/</cail3 :MOType>
<cai3:MOId>
<ecas:username>S${username l}</ecas:username>
</cai3:MOId>
<cai3:MOAttributes>
<ecas:SetECASCertificate username="${username 1}">
<!--Optional:-->
<ecas:password>setPassword</ecas:passwords>
<!--This set operation will revoke certification which declare in request
and issue one new certification-->
<ecas:certificateSN>${certificateSN1}</ecas:certificateSN>
<!--Optional:-->
<ecas:caName>ManagementCA</ecas:caName>
<ecas:csr>
MIICpjCCAY4CADBiMQswCQYDVQQGEwWJIDT]EVMBMGAIUEAXMMY29tbWOuTmFt ZVQx
MREwDwWYDVQQHEwhzaGFuZ2hhaTENMASGA1UEChMEYnVzczELMAKGA1UECBMCUOgx
DTALBgNVBASTBHhsZXQwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWgGGEKAOIBAQDD
g+zZICj1fmIGMzI7glNTC+EcoCXIK40aXIVzPQIRJI51CW7cNBS8LIVEYKCMNWrVNM
Bv9PLLZ8Tg6HtXAQtz/SyYJj15SplkpPU98pSNXoylzIFImknMMea0g5D1FPvGM7
pgjLaYtMyaKSY9z8h93CAQOBHK]jVA+eRtm+LDF6PsSVHYTUuvTOWUgkRpnt yQMupvi
n9jAZxNjg+dvAMhjSgg8gruKhuD85NGOwsZK1 zMMVVKzFRoaY7r2bksvdHgepOVR
Ka0DkVw+ONOUzDn/FkWA70XjhULNgYFWRLOB6gbXbF3eD66K8MzU2X6RN+uFNJIg+
2M/F2X4Uz+0J7ckdFLJIJAgMBAAGgADANBgkghkiGO9wOBAQQFAAOCAQEAUIC+aBQ1
GK1IIibCRccJYyySaZPZ1Sen70MRh87/0a5PwSHYyOvQEGdybUCojOWvySHTngpsw
hIM05k3s2DdZSy2wUnLIhuIm46ttNg7tslycxv+p506vP8GSN5CeaZLeDWeXZTLm
3+Ry50Cn7ygvZ/oaikKzubl/1j07vHYINGswiflp9blW8MuxyWRIPMxwCDATMiW]
1083mmDrKw29cW/LEWMWZccD9F4 fGHt LRc7J0Khb80C0hgdwDt tRMCZ4 Icwk1lzdw
UPutgKcKgJdp75L/anQBsW7G3LxeeWLbL1xTcDuXGLzhBOf3t3£fnRDIZJDU7/9rjZ
/bDz6Jjp7uHulw==</ecas:csr>

<!--Optional:-->
<!l--<ecas:subjectDN>CN=ezhimen@Ericsson</ecas:subjectDN>-->
<!--Optional:-->

<!--ecas:issuerDN>CN=AdminCAl, O=EJBCA Sample,C=SE</ecas:issuerDN-->
<ecas:issuerDN>CN=ManagementCA, O=EJBCA Sample, C=SE</ecas:issuerDN>
</ecas:SetECASCertificate>
</cail3:MOAttributes>
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</cail3:Set>
</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>8e8allf9acf34e3fbf807aa68a9d7ddl</cail3g:SessionId>
</S:Header>
<S:Body>
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOAttributes>
<ecas:SetResponseECASCertificate
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
<ecas:certificate>LS0tLS1CRUAJTiBDRVJUSUZJIQOFURSOtLS0tCk1JS
URXekNDQWtPZO0F3SUJBZ01JT1E3dDY1VWpKOUV3RFFZSkt vilk1odmNOQVFFRkKIJRQXAPekVWTUJ
NROEXVUUKQXd3TVRXRNVZV2RsY1dWAWRFTKINU1V3RXAZRFZRUUtEQXhGU2tKRFFTQ1RZVZF3Y
kdVeEN6QUPCZ05WQkFZVAPBLESGTUI OWERURTFNREFV5TmpBMULGRXpORMOYRFRFMO1EVX10VEE
XTWpFek5Gb3dIekVkTUJzZROEXVUVBA3dVClpYcGo9hVzFsYmt CoGNtbGpjM052YmklamIyMHdNnZ
OVPTUEWRONTCcUdTSWIZRFFFQkFRVUFBNE1CRHABA2dnRUsKQWI9JQkFRRERNK3paSUNgMWZtSkd
Nekk3cTFOVEMrRWNvQ1hJdSzQwYVhJIVnpQUT1SSjVpQlc3Y05COEXIVMZZSwpDbU5Xc1Z0TUJ20
VBMTF04VHE2SHR4QVF0e19TeV1KajE1U3Axa3BQVTk4 cFNOWGISMXpKRj1ta2 SNTWVhMGc1CkR
sR1IB2R003cGAqTGFZdE15YULtTWT160Gg5MONBUVFCSEtgQVKErZVJI0bStMREY2UHN2 SF1UAXZUT
1dVcWEt ScG4KAHIRTXVwdmluOWpBWnhOamcr ZHZBTWhqU3 FnOHFydUtodUQ4NUSHT3dzWktsekl
NV1ZLekZSb2FZN3IyYmt zdgpkSGd1lcDBWUkthMERrVncrT04wVXpEDbi9GaldBN29YamhVbESXW
UZ3UkwwQjZnY1hiRjNI1IRDY2SzhNelUyWDZSCk4 rdUZOSmcrMkOvRjJYNFV6KzBKN2NrZEZMSmR
BZ01CQUFHamzZ6Qj1NQjBHQTFVZERNUVACQ1I5aj I3VTVMQ24KQ1ldrTX13WCtRUDRNKzMr SFVUQ
UlCZO5WSFINQkFMOEVBakFBTUI4ROEXVWRJIJA1FZTUJhQUZOTFEXSXhiT0ZSbAorMmh0Znovbll
HTUdiS11XTUEOROEXVWREAOVCL3dRRUF3SUYOREFkQmMAOVKhTVUVGakFVQmdnckIJnRUZCUWNEC
kFnWU1LA11CQlFVSEF3UXdEUV1KS29aSWh2Y05BUUVGQ1FBRGANRUJBREL1yOTJUQL1EZFVYWMN
PCcWIYMHR]cWMKOS90NXJkaOt1lRV1DUSSzaXV0ay96NkRIQTFhU2FmMMGl 6MmoxalBVa040Uk5me
1hSMWY5RHPWNmMR3cU96Y0Y3WgpEd3I1M1010UdpVDVMbVNDOUJKNE9RUys5T3dmQlhicGxoeSt
TbEdDSS92dj ZEVNVKSWNWWU4xZnp ITENiQk5BCnJ4 ZWxNUUVvU3h0eGl1XVEg5emQxcjczd0l0a
zdMS283ZGhOS2hrR2EYybGFpZnYzMGhKSzZiN05mNXIxXxNUAdgVUkKQWZKNHARTDAObFphNnpgaWg
wTmRGY1g0bm1lDM1ZYeUsS1NWYzcm5GWU1lgS2dXUWtTejd3eDe3YXNFSEY1ZEt IQgo5VG11RnQ5V
11KUnRGN3BOTXZmTS9YUmMJ1dDFWUUFLMTNKU1 1HWndOWkw4 Z3JkWVJIZT1NoUHYrVHCcOCEt6c0U
9CiO0tLSOtRUSEIENFUIRJRk1DQVRFLS0tLSO=</ecas:certificate>
<ecas:certificateSN>350eedeb952327dl</ecas:certificateSN>
<ecas:certificateExpireTime>2017-05-25T05:21:34+00:00
</ecas:certificateExpireTime>
<ecas:certificateIssuerName>C=SE, O=EJBCA Sample, CN=ManagementCA
</ecas:certificateIssuerName>
</ecas:SetResponseECASCertificates>
</ns2:MOAttributess>
</ns2:SetResponse>
</S:Body>
</S:Envelope>

Example 21  Set ECASCertificate

6.3 Delete ECASCertificate

This section describes how to delete ECASCertificate.
MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

6.3.1 Request Data

MOld
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Table 35 MOID Parameters of Deleting ECASCertificate

Parameter Type Occurrence Description
username String Mandatory Entity user name, used
to create an end entity
Max length = 256 in CA server
MOAttributes

Table 36 MOAttributes of Deleting ECASCetrtificate

Parameter Type Occurrence Description
username String Mandatory Entity user name, used
to create an end entity
Max length = 256 in CA server
password String Optional Entity user password
Min length = 8
Max length = 256
issuerDN String Optional CA’s DN, for example,
CN=AdminCAl, O=EJBC
Max length = 512 A Sample, C=SE
certificatesN String Optional The certificate’s serial
number

Max length = 64

Example

The Delete operation of the ECASCertificate provides the capacity to
revoke a certificate or end entity. When the certificate SN is provided, PG NGN
tries to revoke the given certificate. If only username is provided, PG NGN
tries to revoke all the certificates of the end entity.

An example for deleting ECASCertificate is shown as follows.

Requestl: revoke the certificate according to certificateSN.
<ecas:DeleteECASCertificate username="username">
<ecas:issuerDN>CN=AdminCAl,O0=EJBCA Sample,C=SE</ecas:issuerDN>
<ecas:certificateSN>44b9b175bb6b2244</ecas:certificateSN>
</ecas:DeleteECASCertificates>

Response 1
<ns2:revokeCertResponse xmlns:ns2="http://ws.protocol.core.ejbca.org/"/>

Request 2: revoke all certificates that belong to the given user
<ecas:DeleteECASCertificate username="username">
</ecas:DeleteECASCertificates>

Response 2
<ns2:revokeCertResponse xmlns:ns2="http://ws.protocol.core.ejbca.org/"/>

Example 22 Delete ECASCertificate

Get ECASCertificate

This section describes how to get ECASCertificate.
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MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

Request Data

MOld

Table 37 MOID Parameters of Getting ECASCertificate

Parameter

Type

Occurrence

Description

username

String

Mandatory

Entity user name, used
to create an end entity

Max length = 256 in CA server
MOAttributes
Table 38 MOAttributes of Getting ECASCertificate
Parameter Type Occurrence Description
certificatesN String Mandatory The certificate’s serial
number
Max length = 64
issuerDN String Optional CA’s DN, for example,

Max length = 512

CN=AdminCA1l, O=EJBC
A Sample,C=SE

Response Data

MOAttributes

Table 39 MOAttributes of Getting ECASCertificate Response

Parameter Type Occurrence Description
certificate String Mandatory The signed certificate
certificateSN String Mandatory The certificate’s serial
number
Max length = 64
certificateExpire dateTime Mandatory The certificate expiration
Time time
issuerDN String Mandatory CA’s DN, for example,
CN=AdminCAl, O=EJB
Max length = 512 CA Sample,C=SE
isRevoked One of the following Mandatory Indicates whether the
strings: certificate is revoked.
* Yes
* No
revocationDate dateTime Optional The date when the

certificate is revoked
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6.4.3 Example

The Get operation of the ECASCertificate retrieves the certificate from CA
server according to the given certification's SN and issuer’s DN.

An example for getting ECASCertificate is shown as follows.
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3gl.2/"
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>
</soapenv:Header>
<soapenv:Body>
<cai3:Get>
<cai3:MOType>ECASCertificate@http://schemas.ericsson.com/ma/ECAS/
</cai3:MOType>
<cai3:MOId>
<ecas:username>S${username 1l}</ecas:username>
</cai3:MOId>
<!--Optional:-->
<cai3:MOAttributess>
<ecas:GetECASCertificates>
<ecas:certificateSN>${certificateSN1}</ecas:certificateSN>
<!--Optional:-->
<ecas:issuerDN>CN=ManagementCA, O=EJBCA Sample,C=SE</ecas:issuerDN>
</ecas:GetECASCertificates
</cai3:MOAttributes>
</cail3:Get>
</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3gl.2/">
<S:Header>
<cai3g:SessionId>8e8allf9acf34e3fbf807aa68a9d7ddl</cail3g:SessionId>
</S:Header>
<S:Body>
<ns2:GetResponse xmlns:ns2="http://schemas.ericsson.com/cai3gl.2/">
<ns2:MOAttributes>
<ecas:GetResponseECASCertificate
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
<ecas:certificate>LS0tLS1CRUAJTiBDRVJIUSUZJIQOFURSOtLS0tCk1JSUR
XekNDQWtPZOF3SUJBZ01JRMIKSNEYMWUSUL13RFFZSktvitk1odmNOQVFFRkJRQXdPekVWTUJNROE
XVUUKQXA3TVRXRNVZV2RsY1dWAWRFTkIJNU1V3RXAZRFZRUUtEQXhGU2tKRFFTQ1RZVzF3YkdVeEN
6QUPCZO5WQKFZVAPBLESGTUI OWERURTFNRFV5TmPpBMULgRXpNMWOYRFRFMO1EVX1OVEEXTWpFek0
xb3dIekVkTUJzZROEXVUVBA3dVClpYcGoOhVzFsYmt CoGNtbGpjM052YmklamIyMHANZOVpTUEWRON
TcUdTSWIzZRFFFQkFRVUFBNE1CRHABA2dnRUSKQWIJQkFRRERNK3paSUNgMWZt SkdNekk3cTFOVEM
rRWNvVQ1hJSzQwYVhIVnpQUT1SSjVpQlc3Y05COExXIJVMZZSwpDbUS5Xc1lZOTUJ20VBMTFo4VHE2 SHR
4QVF0ei9TeV1KajE1U3Axa3BQVTk4 cFNOWG95MXpKR] 1ta25NTWVhMGc1CkRSR1IB2R003cGAgTGF
ZAE15YUtTWT160Gg5MONBUVFCSEtgVKErZVJ0bStMREY2UHN2SF1UAXZUT1dVCeWt SCG4KAHIRTXV
wdmluOWpBWnhOamcrZHZBTWhqU3 FnOHFydUtodUQ4NUSHT3dzWkt sek1NV1ZLekZSb2FZN3IyYmt
zdgpkSGd1cDBWUkthMERrVncrT04wVXpEbi9GaldBN29YamhVbESXWUZ3UkwwQjZnY1hiRjNIRDY
2S8zhNelUyWDZSCk4rdUZOSmcrMkO0vRjJYNFV6KzZBKN2Nr ZEZMSMRBZ01CQUFHamZ6Qj 1NQJjBHQTF
VZERNUVACQ1I5ajI3VTVMQ24KQ1ldrTX13WCtRUDRNKzMr SFVUQU1CZ05WSFINQkFMOEVBakFBTUI
4ROEXVWRJA1FZTUJhQUZOTFExSXhiT0ZSbAorMmh0Znovbl1HTUdiS11XTUEOROEXVWREAOVCL3d
RRUF3SUYOREFKQmAOVKhTVUVGakFVQmdnckIJnRUZCUWNECKFNWULlLA11CQlFVSEF3UXdEUV1KS29
aSWh2Y05BUUVGQ1FBRGANRUIJBRMNYNERFNmFmMTHVQONXNram5jVijNHZUsKc1lp5Tz1lpYUptQVplTGg
5TDNPUU91eH1YWi9aYVgvNkNDOmdkUXNyWThpRGISVUFhdVZ4TU4vMmt kNEFNU1ExegpDY2NrUlh
wU3ZORmxNZHRQVU13YkRiYjN6cDNLbXVmMRmMAGY110T1IM5bTBxOT1oc3FkTy93cHZuY1lpkaDl1wSFZ
uCkx6bX1rTUQ2emVyN1VXSHErcXhNbWRNMDN1SWQ4YThzUHZ1M2g2NnRGWWNNZUNyck5pbStDRGN
kcnY2MXY3Z0gKVTVMMEE2U210SGJaamlaTFVvbVV]jY31uaWE2VINGRDBKcW1hQXQ0eEpUVEAUWMJ
EYkV1d0c2V1hwZ2xKMWFVOQp4MnpYaWpsbFh5ZVNOYVF5UFp3aS82QUprbXFGQ0oya3N5Vm1VUDV
QWTVPZUhxNnRrc0I1T1INWaUNuSDJIJVdnc9CiOtLSOtRUSEIENFULIRJRKk1IDQVRFLSOtLS0=
</ecas:certificates>
<ecas:certificateSN>168249ab6d5ef516</ecas:certificateSN>
<ecas:certificateExpireTime>2017-05-25T05:21:33+00:00
</ecas:certificateExpireTimes>
<ecas:issuerDN>CN=ManagementCA, O=EJBCA Sample,C=SE</ecas:issuerDN>
<ecas:isRevokeds>No</ecas:isRevoked>
</ecas:GetResponseECASCertificates
</ns2:MOAttributes>
</ns2:GetResponse>
</S:Body>
</S:Envelope>

Example 23 Get ECASCertificate
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Table 40 VoWifiService

Error Codes
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Error Error Message MO Operation
Code
30000 AAA operation failure VowifiService C
30001 CSR renew failure VoWifiService S
30002 CSR revocation failure VoWifiService S/D
30003 IMPI operation failure, AAAis | VoWifiService C
been cleared
IMPI operation failure VoWifiService C
30004 IMPI operation failure, AAAis | VoWwifiService C
not been cleared
30005 CSR enrollment failure, AAA | VoWifiService C
data is been cleared and IMPI
is been cleared
CSR enrollment failure, AAA | VoWifiService (o]
data is been cleared
30006 CSR enrollment failure, AAA | VoWifiService C
data is not been cleared and
IMPI is been cleared
CSR enrollment failure, AAA | VoWifiService C
data is not been cleared
30007 CSR enrollment failure, AAA | VoWifiService C
data is been cleared and IMPI
is not been cleared
30008 CSR enrollment failure, AAA | VoWifiService C
data is not been cleared and
IMPI is not been cleared
30009 AAA user removal failure VoWifiService D
30010 IMPI data removal failure VoWifiService D
30011 IMPI data modification failure | VowifiService S
30012 AAA data modification failure | VoWwifiService S
30013 CSR enroll failure VoWifiService C/S
30020 CSR enrollment failure, HSS | VowifiService C
data is cleared
30021 CSR enrollment failure, HSS | VoWwifiService C
data is not cleared
30022 AAA operation failure, VoWifiService C
certificate is cleared and HSS
data is cleared
AAA operation failure, VoWwifiService C
certificate is cleared
30023 AAA operation failure, VoWifiService C
certificate is not cleared and
HSS data is not cleared
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Error Error Message MO Operation
Code
30024 AAA operation failure, VowifiService (¢}
certificate is not cleared and
HSS data is cleared
AAA operation failure, VoWifiService C
certificate is not cleared
30025 AAA operation failure, VowifiService (¢}
certificate is cleared and HSS
data is not cleared
30026 AAA certificate update failure, | VowifiService S
certificate is cleared
30027 AAA certificate update failure, | VowifiService S
certificate is not cleared
Table 41  NonSIMHSSUser
Error Error Message MO Operation
Code
35103 Operations error NonSIMHSSUser C/S/D
35104 HSS Cannot contact LDAP NonSIMHSSUser C/S/D
server
35105 HSS Already exists NonSIMHSSUser C
35106 HSS No such object NonSIMHSSUser S
35199 Other HSS dependent faults NonSIMHSSUser C/S/D
Table 42 HSS Open Interface
Error Error Message MO Operation
Code
35101 Missing or invalid parameter ISMSubscription C
35102 Invalid DN, missing parameter | ISMSubscription C
35103 Operations error ISMSubscription C/S/G/D
35104 Cannot contact LDAP server | ISMSubscription C/S/G/D
35105 | Already exists ISMSubscription C
35106 No such object ISMSubscription S/G/D
35108 Type or value exists ISMSubscription C
35199 Other HSS dependent faults ISMSubscription C/S/G/D
Table 43 IPWorks Open Interface
Error Error Message MO Operation
Code
35250 Other IPWorks error AAANSDUser C/S/G/D
35255 No AAANSDUser found AAANSDUser S/G/D
35256 An AAANSDUser with the AAANSDUser C
given name already existed
35257 AAA is in maintenance mode, | AAANSDUser C/S/G/D
please try later.
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Error Error Message MO Operation
Code
35258 OPERATION FAILED, AAANSDUser c™
ROLLBACK HAS
BEEN PERFORMED
SUCCESSFULLY
35259 OPERATION FAILED, AAANSDUser c
ROLLBACK WAS
UNSUCCESSFUL
(1) For layered AAANSD only.
Table 44 ECAS Open Interface
Error Error Message MO Operation
Code
36000 Certificate Enrollment failure ECASCertificate C
36001 Certificate Renew failure ECASCertificate S
36002 Certificate Revocation failure | ECASCertificate D
36003 Certificate Retrieve failure ECASCertificate G
36004 Certificate Already Revoked ECASCertificate D
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