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Introduction

1 Introduction

This section contains information about the prerequisites, purpose, scope, and
target group for the document. This section also contains information about
typographic conventions used in this document.

1.1 Purpose and Scope

This document covers descriptions of installation, interface and configuration of
Ericsson™ Dynamic Activation (EDA).

In the Secure Entitlement Server (SES) solution, Dynamic Activation is
responsible for user and service profile provisioning towards the monolithic
nodes, for example IPWorks.

Note: This document is not a tutorial of CAI3G, it must be used together with
document Generic CAI3G Interface 1.2, Reference [2].

1.2 Target Groups

The target group for this document is as follows:

• System Integrator

For more information about the different target groups, see Library Overview,
Reference [1].

1.3 Typographic Conventions

Typographic conventions are described in the document Library Overview,
Reference [1].

1.4 Prerequisites

This document is written with the assumption that the users:

• Have basic knowledge about the Dynamic Activation product.

• Have knowledge about Generic CAI3G Interface 1.2, Reference [2].

1.5 Web Service Interface

The Web Services Definition Language (WSDL) and XML Schema Definition
Language (XSD) files that describe the provisioning interface can be found in
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/home/dveinstaller/ma/. It is also possible to download the files and view
or store them in an appropriate area by following below instruction:

1. Save the zip file, Dynamic_Activation_WSDL_ and_ XSD_ files.zip, to a
local folder.

2. Unpack the zip file.

1.6 MOType

MOType is a plain text string based on the type xs:string. An MOType
consists of two parts. One is the namespace of the MO, and the other is the
MO name string that is always starting with an alphabetical character in either
upper or lower case, followed by zero or more alphabetical characters, digits
or underscores.

Those two parts are connected with symbol @. The syntax of the MOType string
is MO_Name@MO_Namespace. The name string of an MOType must follow the
regular expression: [A-Za-z][A-Za-z0-9]*

The MO name together with the MO namespace must be globally unique.

1.7 MOId

MOId is an XML fragment containing the MOId parameter-value pairs that
are used to identify an MO instance in the interface data model. CAI3G 1.2
standard supports compound MO identifiers or multiple MO identifier. The
following is an example of an MOId:

<MOId>
<msisdn>46455395000</msisdn>
<imsi>46234563545000</imsi>

</MOId>

Example 1 Example of MOId

The MOId is defined as a sequence of xs:any element in CAI3G schema file.
It is the developers responsibility to define the real schema for this parameter.

The MOId is also the key attributes that must be defined in the top-level element,
CreateMODefinition or SetMODefinition, within MOAttributes
parameter.

Each implementation of CAI3G interface is to define own logic relationship of
MOId. It is also the CAI3GAgents responsibility to interpret this parameter
correctly by either the hard-coded logic or the dynamic parsing of the schema.
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2 Voice over Wi-Fi Subscription

2.1 Create VoWifiService

This section describes how to create VoWifiService.

MOType

VoWifiService@http://schemas.ericsson.com/ma/nonSIM/

2.1.1 Request Data

MOId

Table 1 MOID Parameters of Creating VoWifiService

Parameter Type Occurrence Description

transactionLogId String

Max length = 64

Optional The transaction ID

vImsi String

Min length = 6

Max length = 16

Mandatory The virtual IMSI number

MOAttributes

Table 2 MOAttributes of Creating a VoWifiService

Parameter Type Occurrence Description

vImsi String

Min length = 6

Max length = 16

Mandatory The virtual IMSI number

deviceRealm String

Max length = 128

Mandatory The Non-SIM device
realm

imsi String

Min length = 6

Max length = 16

Mandatory The SIM device IMSI
that is associated with
the Non-SIM device

msisdn String

Min length = 5

Max length = 16

Mandatory The SIM device
MSISDN that is
associated with the
Non-SIM device

impi String

Max length = 256

Mandatory The private user identity
in HSS of the Non-SIM
device
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Parameter Type Occurrence Description

apn String Mandatory The Access Point Name
of the Non-SIM device

Format: FQDN

password String

Min length = 15

Max length = 256

Mandatory The HSS private user
password of Non-SIM
device

Format: Plain text,
US-ASCII character
set is accepted, except
control characters
(0-31) and DEL
character (127). Linear
White Space (LWS) is
also accepted.

userStatus One of the following
strings:

enable, disable,
reset

Optional The non-SIM device
user status. It can be
enabled, disabled and
reset:

• enable: the user
can use the non-SIM
service.

• disable: the user
is blocked for the
non-SIM service.

• reset: it means to
tear down the TLS
tunnel.

csr String Mandatory The required certificate
sign request for the
Non-SIM certificate.

2.1.2 Response Data

MOAttributes

Table 3 MOAttributes of Creating a VoWifiService Response

Parameter Type Occurrence Description

certificate String Mandatory The signed certificate
for non-SIM device

certId String

Max length = 64

Mandatory The signed certificate
identity

certExpireTime dateTime Mandatory The signed certificate
expiration time

2.1.3 Example

An example for creating VoWifiService is shown as follows.
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Request:
<cai3:Create>

<cai3:MOType>VoWifiService@http://schemas.ericsson.com/ma/nonSIM/
</cai3:MOType>

<cai3:MOId>
<non:vImsi>123456</non:vImsi>

</cai3:MOId>
<cai3:MOAttributes>

<non:CreateVoWifiService xmlns:non=”http://schemas.ericsson.com/ma/nonSIM/”
vImsi="123456">

<non:vImsi>123456</non:vImsi>
<non:deviceRealm>ericsson</non:deviceRealm>
<non:imsi>12345678</non:imsi>
<non:msisdn>13812345678</non:msisdn>
<non:impi>impiuser_ewahong</non:impi>
<non:apn>apn</non:apn>
<non:password>passwordpassword</non:password>
<non:userStatus>enable</non:userStatus>

<non:csr>MIICtTCCAZ0CADBxMQswCQYDVQQGEwJjbjEWMBQGA1UEAxMNbWljaGVsbGUud2Fu</non:csr>

</non:CreateVoWifiService>
</cai3:MOAttributes>

</cai3:Create>

Response:
<cai3:CreateResponse>

<cai3:MOId>
<non:vImsi>?</non:vImsi>

</cai3:MOId>
<cai3:MOAttributes>

<non:CreateResponseVoWifiService>
<non:certificate>?</non:certificate>
<non:certId>?</non:certId>
<non:certExpireTime>?</non:certExpireTime>

</non:CreateResponseVoWifiService>
</cai3:MOAttributes>

</cai3:CreateResponse>

Example 2 Create VoWifiService

2.2 Set VoWifiService

This section describes how to set VoWifiService.

MOType

VoWifiService@http://schemas.ericsson.com/ma/nonSIM/

2.2.1 Request Data

MOId
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Table 4 MOID Parameters of Setting VoWifiService

Parameter Type Occurrence Description

transactionLogId String

Max length = 64

Optional The transaction ID

vImsi String

Min length = 6

Max length = 16

Mandatory The virtual IMSI number

MOAttributes

Table 5 MOAttributes of Setting a VoWifiService

Parameter Type Occurrence Description

vImsi String

Min length = 6

Max length = 16

Mandatory The virtual IMSI number

deviceRealm String

Max length = 128

Mandatory The Non-SIM device
realm

imsi String

Min length = 6

Max length = 16

Optional The SIM device IMSI
that is associated with
the Non-SIM device

msisdn String

Min length = 5

Max length = 16

Optional The SIM device
MSISDN that is
associated with the
Non-SIM device

impi String

Max length = 256

Optional The private user identity
in HSS of the Non-SIM
device

apn String Optional The Access Point Name
of the Non-SIM device

Format: FQDN

password String

Min length = 15

Max length = 256

Optional The HSS private user
password of Non-SIM
device

Format: Plain text,
US-ASCII character
set is accepted, except
control characters
(0-31) and DEL
character (127). Linear
White Space (LWS) is
also accepted.
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Parameter Type Occurrence Description

userStatus One of the following
strings:

enable, disable,
reset

Optional The non-SIM device
user status. It can be
enabled, disabled and
reset:

• enable: the user
can use the non-SIM
service.

• disable: the user
is blocked for the
non-SIM service.

• reset: it means to
tear down the TLS
tunnel.

csr String Optional The required certificate
sign request for the
Non-SIM certificate.

certId String

Max length = 64

Optional The signed certificate
identity

2.2.2 Example

An example for setting VoWifiService is shown as follows.

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/
" xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/" xmlns:non="http://
schemas.ericsson.com/ma/nonSIM/">

<soapenv:Header>
<cai3:SessionId>a9dd468448dd4d389f6367ac04993930</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Set>
<cai3:MOType>VoWifiService@http://schemas.ericsson.com/ma/nonSIM/
</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<non:transactionLogId>transactionid9999#SetVoWifiService
</non:transactionLogId>
<non:vImsi>112233</non:vImsi>

</cai3:MOId>
<cai3:MOAttributes>

<non:SetVoWifiService vImsi="112233">
<non:deviceRealm>ericsson</non:deviceRealm>
<!--Optional:-->
<non:csr>-----BEGIN CERTIFICATE REQUEST-----
-----END CERTIFICATE REQUEST-----</non:csr>

<!--Optional:-->
<non:certId>2007d7a7804a918</non:certId>

</non:SetVoWifiService>
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</cai3:MOAttributes>
</cai3:Set>

</soapenv:Body>
</soapenv:Envelope>

Response

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/
" xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>a9dd468448dd4d389f6367ac04993930</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">
<ns2:MOAttributes>

<nonsim:SetResponseVoWifiService xmlns:nonsim="http://
schemas.ericsson.com/ma/nonSIM/">

<nonsim:certificate>LS0tLS1CRUdJTiBDRVJUSUZJQ0FUR</nonsim:certificate>

<nonsim:certId>c4c4c7acb6e6b4c</nonsim:certId>
<nonsim:certExpireTime>2016-08-05T05:37:54+00:00
</nonsim:certExpireTime>

</nonsim:SetResponseVoWifiService>
</ns2:MOAttributes>

</ns2:SetResponse>
</S:Body>

</S:Envelope>

Example 3 Set VoWifiService

2.3 Delete VoWifiService

This section describes how to delete VoWifiService.

MOType

VoWifiService@http://schemas.ericsson.com/ma/nonSIM/

2.3.1 Request Data

MOId
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Table 6 MOID Parameters of Setting VoWifiService

Parameter Type Occurrence Description

transactionLogId String

Max length = 64

Optional The transaction ID

vImsi String

Min length = 6

Max length = 16

Mandatory The virtual IMSI number

MOAttributes

Table 7 MOAttributes of Setting a VoWifiService

Parameter Type Occurrence Description

vImsi String

Min length = 6

Max length = 16

Mandatory The virtual IMSI number

deviceRealm String

Max length = 128

Mandatory The Non-SIM device
realm

imsi String

Min length = 6

Max length = 16

Optional The SIM device IMSI
that is associated with
the Non-SIM device

msisdn String

Min length = 5

Max length = 16

Optional The SIM device
MSISDN that is
associated with the
Non-SIM device

impi String

Max length = 256

Optional The private user identity
in HSS of the Non-SIM
device

certId String

Max length = 64

Optional The signed certificate
identity

2.3.2 Example

An example for deleting VoWifiService is shown as follows.

Note: The parameter certId in the following example is an optional
parameter in the delete request. When a valid certId is defined in the
delete request, PG NGN revokes the specified certification of the user.
Otherwise PG NGN revokes all certifications of the user.
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/" xmlns:non="http://schemas.
ericsson.com/ma/nonSIM/">

<soapenv:Header>
<cai3:SessionId>a9dd468448dd4d389f6367ac04993930</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Delete>
<cai3:MOType>VoWifiService@http://schemas.ericsson.com/ma/nonSIM/
</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<non:transactionLogId>transactionid9999#DeleteVoWifiService
</non:transactionLogId>
<non:vImsi>112233</non:vImsi>

</cai3:MOId>
<!--Optional:-->
<cai3:MOAttributes>

<non:DeleteVoWifiService vImsi="112233">
<non:deviceRealm>ericsson</non:deviceRealm>
<!--Optional:-->
<non:imsi>123456</non:imsi>
<!--Optional:-->
<non:msisdn>54321</non:msisdn>
<!--Optional:-->
<non:impi>impi_ewahong_123@ericsson.com</non:impi>
<!--Optional:-->
<non:certId>c4c4c7acb6e6b4c</non:certId>

</non:DeleteVoWifiService>
</cai3:MOAttributes>

</cai3:Delete>
</soapenv:Body>

</soapenv:Envelope>

Response:

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/" xmlns:cai3g="
http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>a9dd468448dd4d389f6367ac04993930</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:DeleteResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">
<ns2:MOId>

<non:transactionLogId xmlns:non="http://schemas.ericsson.com/ma/
nonSIM/">transactionid9999#DeleteVoWifiService</non:transactionLogId>

<non:vImsi xmlns:non="http://schemas.ericsson.com/ma/nonSIM/
">112233</non:vImsi>

</ns2:MOId>
</ns2:DeleteResponse>

</S:Body>
</S:Envelope>

Example 4 Delete VoWifiService
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3 NonSIM HSS User Subscription

This section is only for the customized HSS user data mode with xB2BUA
deployment scenario.PG NGN will update the Non-SIM HSS user password.
After that, HSS subscription is not needed in the next phase Non-SIM device
on-boarding, as described in Section 2.1 on page 3.

3.1 Create NonSIMHSSUser

This section describes how to create NonSIMHSSUser.

MOType

NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/

3.1.1 Request Data

MOId

Table 8 MOID Parameters of Creating NonSIMHSSUser

Parameter Type Occurrence Description

transactionLogId String

Max length = 64

Optional The transaction ID

impi String

Max length = 256

Mandatory The non-SIM device
private user identity in
HSS

MOAttributes

Table 9 MOAttributes of Creating a NonSIMHSSUser

Parameter Type Occurrence Description

impi String

Max length = 256

Mandatory The non-SIM device
private user identity in
HSS

imsi String

Min length = 6

Max length = 16

Mandatory The SIM device IMSI
that is associated with
the Non-SIM device
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Parameter Type Occurrence Description

msisdn String

Min length = 5

Max length = 16

Mandatory The SIM device
MSISDN that is
associated with the
Non-SIM device

password String

Min length = 15

Max length = 256

Mandatory The password of
Non-SIM device user
and HSS private user

3.1.2 Example

An example for creating NonSIMHSSUser is shown as follows.

Request:
<cai3:Create>

<cai3:MOType>NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/</cai3:MOType>
<cai3:MOId>

<non:impi>impi_nonsim_hssuser_123@ericsson.com</non:impi>
</cai3:MOId>
<cai3:MOAttributes>

<non:CreateNonSIMHSSUser impi="impi_nonsim_hssuser_123@ericsson.com">
<non:impi>impi_nonsim_hssuser_123@ericsson.com</non:impi>
<non:imsi>123456</non:imsi>
<non:msisdn>8613512341234123</non:msisdn>
<non:password>passwordpasswordpass</non:password>

</non:CreateNonSIMHSSUser>
</cai3:MOAttributes>

</cai3:Create>

Response:
<ns2:CreateResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">

<ns2:MOId>
<non:impi xmlns:non="http://schemas.ericsson.com/ma/nonSIM/">impi_nonsim_hssuser_123@
ericsson.com</non:impi>

</ns2:MOId>
</ns2:CreateResponse>

Example 5 Create NonSIMHSSUser

3.2 Set NonSIMHSSUser

This section describes how to set NonSIMHSSUser.

MOType

NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/

3.2.1 Request Data

MOId
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Table 10 MOID Parameters of Setting NonSIMHSSUser

Parameter Type Occurrence Description

transactionLogId String

Max length = 64

Optional The transaction ID

impi String

Max length = 256

Mandatory The non-SIM device
private user identity in
HSS

MOAttributes

Table 11 MOAttributes of Setting a NonSIMHSSUser

Parameter Type Occurrence Description

imsi String

Min length = 6

Max length = 16

Mandatory The SIM device IMSI
that is associated with
the Non-SIM device

msisdn String

Min length = 5

Max length = 16

Mandatory The SIM device
MSISDN that is
associated with the
Non-SIM device

password String

Min length = 15

Max length = 256

Mandatory The password of
Non-SIM device user
and HSS private user

impi String

Max length = 256

Mandatory The non-SIM device
private user identity in
HSS

3.2.2 Example

An example for setting NonSIMHSSUser is shown as follows.

Request:
<cai3:Set>

<cai3:MOType>NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/</cai3:MOType>
<cai3:MOId>

<non:impi>123456@ericsson</non:impi>
</cai3:MOId>
<cai3:MOAttributes>

<non:SetNonSIMHSSUser xmlns:non=”http://schemas.ericsson.com/ma/nonSIM/”
impi="123456@ericsson">

<non:imsi>12345678</non:imsi>
<non:msisdn>13812345678</non:msisdn>
<non:password>passwordpasswordpassword</non:password>

</non:SetNonSIMHSSUser>
</cai3:MOAttributes>

</cai3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>

Example 6 Set NonSIMHSSUser
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3.3 Delete NonSIMHSSUser

This section describes how to delete NonSIMHSSUser.

MOType

NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/

3.3.1 Request Data

MOId

Table 12 MOID Parameters of Deleting NonSIMHSSUser

Parameter Type Occurrence Description

transactionLogId String

Max length = 64

Optional The transaction ID

impi String

Max length = 256

Mandatory The non-SIM device
private user identity in
HSS

MOAttributes

Table 13 MOAttributes of Deleting a NonSIMHSSUser

Parameter Type Occurrence Description

imsi String

Min length = 6

Max length = 16

Mandatory The SIM device IMSI
that is associated with
the Non-SIM device

msisdn String

Min length = 5

Max length = 16

Mandatory The SIM device
MSISDN that is
associated with the
Non-SIM device

impi String

Max length = 256

Mandatory The non-SIM device
private user identity in
HSS

3.3.2 Example

An example for deleting NonSIMHSSUser is shown as follows.
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<cai3:Delete>
<cai3:MOType>NonSIMHSSUser@http://schemas.ericsson.com/ma/nonSIM/</cai3:MOType>
<cai3:MOId>

<non:impi>impi_nonsim_hssuser_123@ericsson.com</non:impi>
</cai3:MOId>
<cai3:MOAttributes>

<non:DeleteNonSIMHSSUser impi="impi_nonsim_hssuser_123@ericsson.com">
<non:imsi>123456</non:imsi>
<non:msisdn>8613512341234123</non:msisdn>

</non:DeleteNonSIMHSSUser>
</cai3:MOAttributes>

</cai3:Delete>

Response:
<ns2:DeleteResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">

<ns2:MOId>
<non:impi xmlns:non="http://schemas.ericsson.com/ma/nonSIM/">impi_nonsim_hssuser_123@
ericsson.com</non:impi>

</ns2:MOId>
</ns2:DeleteResponse>

Example 7 Delete NonSIMHSSUser
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4 HSS ISM Subscription

HSS open interface is for IMS private user (IMPI) data provisioning in monolithic
HSS. This interface supports the Set and Get operations. Create, Delete,
and Set IMPI data are accomplished by using the Set operation.

4.1 Create IMPI

This section describes how to create IMPI.

MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

4.1.1 Request Data

MOId

Table 14 MOID Parameters of Creating IMPI

Parameter Type Occurrence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

MOAttributes

Table 15 MOAttributes of Creating IMPI

Parameter Type Occurence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

privateUser
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Parameter Type Occurence Description

privateUserId String

Min length = 1

Max length = 256

Mandatory The HSS private user
identity

userPassword String

Min length = 4

Max length = 256

Optional Contains the private
user password to be
used in the SIP Digest
authentication.

userPrimaryHA1Pas
sword

String

Pattern value=
"[0-9A-F]{1,64}"

Optional Contains the A1 hashed
value to be used in SIP
Digest authentication.

If the value of UserPa
sswordEncryption
in JDV configuration
is YES, the value of
userPassword is
encrypted and stored in
userPrimaryHA1Pas
sword.

userSecondaryHA1P
assword

String

Pattern value=
"[0-9A-F]{1,64}"

Optional Contains the A1 hashed
value to be used in SIP
Digest authentication.

allowedAuthMechan
ism

One of the following
strings:

• Digest

• SSO

• NBA

Optional The default user
authorization
mechanism

userBarringInd One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user is barred.

roamingAllowed One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user roaming is
allowed.

4.1.2 Example

An example for creating IMPI is shown as follows.
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Request:
<cai3:Set>

<cai3:MOType>ISMSubscription@http://schemas.ericsson.com/ema
/UserProvisioning/HSS/ISM/
</cai3:MOType>
<cai3:MOId>

<subscriberId>123456_1002@ericsson.com</subscriberId>
</cai3:MOId>
<cai3:MOAttributes>

<SetISMSubscription subscriberId="123456_1002@ericsson.com"
xsi:schemaLocation=
"http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
ema_UserProvisioning_HSS_ISM.xsd"

xmlns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<privateUser privateUserId="user001@ericsson.com">
<privateUserId>user001@ericsson.com</privateUserId>
<userPassword>password001</userPassword>
<allowedAuthMechanism>Digest</allowedAuthMechanism>
<userBarringInd>TRUE</userBarringInd>
<roamingAllowed>TRUE</roamingAllowed>

</privateUser>
</SetISMSubscription>

</cai3:MOAttributes>
</cai3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>

Example 8 Create IMPI

4.2 Delete IMPI

This section describes how to delete IMPI.

MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

4.2.1 Request Data

MOId

Table 16 MOID Parameters of Deleting IMPI

Parameter Type Occurrence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

MOAttributes
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Table 17 MOAttributes of Deleting IMPI

Parameter Type Occurence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

privateUser

privateUserId String

Min length = 1

Max length = 256

Mandatory The HSS private user
identity

userPassword String

Min length = 4

Max length = 256

Optional Contains the private
user password to be
used in the SIP Digest
authentication.

userPrimaryHA1Pas
sword

String

Pattern value=
"[0-9A-F]{1,64}"

Optional Contains the A1 hashed
value to be used in SIP
Digest authentication.

If the value of UserPa
sswordEncryption
in JDV configuration
is YES, the value of
userPassword is
encrypted and stored in
userPrimaryHA1Pas
sword.

userSecondaryHA1P
assword

String

Pattern value=
"[0-9A-F]{1,64}"

Optional Contains the A1 hashed
value to be used in SIP
Digest authentication.

allowedAuthMechan
ism

One of the following
strings:

• Digest

• SSO

• NBA

Optional The default user
authorization
mechanism

userBarringInd One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user is barred.

roamingAllowed One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user roaming is
allowed.
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4.2.2 Example

An example for deletingIMPI is shown as follows.

Request:
<cai3:Set>

<cai3:MOType>
ISMSubscription@http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/

</cai3:MOType>
<cai3:MOId>

<subscriberId>123456_1002@ericsson.com</subscriberId>
</cai3:MOId>
<cai3:MOAttributes>

<SetISMSubscription subscriberId="123456_1002@ericsson.com"
xsi:schemaLocation=
"http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
ema_UserProvisioning_HSS_ISM.xsd"

xmlns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<privateUser privateUserId="user001@ericsson.com" xsi:nil="true"/>
</SetISMSubscription>

</cai3:MOAttributes>
</cai3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>

Example 9 Delete IMPI

4.3 Set IMPI

This section describes how to set IMPI.

MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

4.3.1 Request Data

MOId

Table 18 MOID Parameters of Setting IMPI

Parameter Type Occurrence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

MOAttributes
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Table 19 MOAttributes of Setting IMPI

Parameter Type Occurence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

privateUser

privateUserId String

Min length = 1

Max length = 256

Mandatory The HSS private user
identity

userPassword String

Min length = 4

Max length = 256

Optional Contains the private
user password to be
used in the SIP Digest
authentication.

userPrimaryHA1Pas
sword

String

Pattern value=
"[0-9A-F]{1,64}"

Optional Contains the A1 hashed
value to be used in SIP
Digest authentication.

If the value of UserPa
sswordEncryption
in JDV configuration
is YES, the value of
userPassword is
encrypted and stored in
userPrimaryHA1Pas
sword.

userSecondaryHA1P
assword

String

Pattern value=
"[0-9A-F]{1,64}"

Optional Contains the A1 hashed
value to be used in SIP
Digest authentication.

allowedAuthMechan
ism

One of the following
strings:

• Digest

• SSO

• NBA

Optional The default user
authorization
mechanism

userBarringInd One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user is barred.

roamingAllowed One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user roaming is
allowed.
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4.3.2 Example

An example for setting IMPI is shown as follows.

Request:
<cai3:Set>

<cai3:MOType>
ISMSubscription@http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/

</cai3:MOType>
<cai3:MOId>

<subscriberId>123456_1002@ericsson.com</subscriberId>
</cai3:MOId>
<cai3:MOAttributes>

<SetISMSubscription subscriberId="123456_1002@ericsson.com"
xsi:schemaLocation=
"http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/
ema_UserProvisioning_HSS_ISM.xsd"

xmlns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<privateUser privateUserId="user002@ericsson.com">
<userPassword>password</userPassword>
<allowedAuthMechanism>SSO</allowedAuthMechanism>
<userBarringInd>FALSE</userBarringInd>
<roamingAllowed>FALSE</roamingAllowed>

</privateUser>
</SetISMSubscription>

</cai3:MOAttributes>
</cai3:Set>

Response:
<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>

Example 10 Set IMPI

4.4 Get IMPI

This section describes how to get IMPI.

MOType

ISMSubscription@http://schemas.ericsson.com/ema/UserProvi
sioning/HSS/ISM/

4.4.1 Request Data

MOId

Table 20 MOID Parameters of Getting IMPI

Parameter Type Occurrence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

22 14/155 19-CSH 109 628 Uen B | 2017-09-12



HSS ISM Subscription

4.4.2 Response Data

MOAttributes

Table 21 MOAttributes of Getting IMPI Response

Parameter Type Occurence Description

subscriberId String

Max length = 255

Mandatory The SIM subscriber
identity

For example:
<imsi>@domain or
<msisdn>@domain

Domain shall derive
from IMPI and do
pre-configuration in
Dynamic Activation

privateUser

privateUserId String

Min length = 1

Max length = 256

Mandatory The HSS private user
identity

allowedAuthMechan
ism

One of the following
strings:

• Digest

• SSO

• NBA

Optional The default user
authorization
mechanism

userBarringInd One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user is barred.

roamingAllowed One of the following
strings:

• TRUE

• FALSE

Optional Indicates whether the
HSS user roaming is
allowed.

4.4.3 Example

An example for getting IMPI is shown as follows.
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Request:
<cai3:Get>

<cai3:MOType>
ISMSubscription@http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/

</cai3:MOType>
<cai3:MOId>

<subscriberId>123456_1002@ericsson.com</subscriberId>
</cai3:MOId>

</cai3:Get>

Response:
<ns2:GetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">

<ns2:MOAttributes>
<ns:getResponseISMSubscription subscriberId="123456_1002@ericsson.com"
xmlns:ns="http://schemas.ericsson.com/ema/UserProvisioning/HSS/ISM/">

<ns:subscriberId>123456_1002@ericsson.com</ns:subscriberId>
<ns:privateUser privateUserId="user001@ericsson.com">

<ns:privateUserId>user001@ericsson.com</ns:privateUserId>
<ns:userBarringInd>TRUE</ns:userBarringInd>
<ns:roamingAllowed>TRUE</ns:roamingAllowed>
<ns:allowedAuthMechanism>Digest</ns:allowedAuthMechanism>

</ns:privateUser>
</ns:getResponseISMSubscription>

</ns2:MOAttributes>
</ns2:GetResponse>

Example 11 Get IMPI
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5 IPWorks NonSiM AAA User Subscription

IPWorks open interface is used for provisioning IPWorks Name Server Daemon
(NSD) user directly, including creating, setting, deleting, and getting Domain
Name System (DNS) entity. It provides the Create, Delete, Set, and Get
operations.

5.1 Create AAANSDUser

This section describes how to create AAANSDUser.

MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

5.1.1 Request Data

MOId

Table 22 MOID Parameters of Creating AAANSDUser

Parameter Type Occurrence Description

transactionLogId String

Max Length = 64

Optional The transaction ID

name String

Pattern value=[^A-Z]{1
,256}

Mandatory The user name of
AAANSDUser. The
common format is
*****@domain

MOAttributes

Table 23 MOAttributes of Creating AAANSDUser

Parameter Type Occurrence Description

name String

Pattern value=[^A-Z]{1
,256}

Mandatory The user name of
AAANSDUser. The
common format is
*****@domain

password String

Min length = 4

Max length = 256

Optional The password of
AAANSDUser

imsi Digit String

6-16 digits

Each digit is 0-9

Mandatory The Non-SIM device
IMSI that is associated
with the Non-SIM device
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Parameter Type Occurrence Description

msisdn Digit String

5-16 digits

Each digit is 0-9

Mandatory The SIM device
MSISDN that is
associated with the
Non-SIM device

apn String

Multiple values,
separated by comma

Optional The Access Point Name
of the Non-SIM device

userStatus One of the following
strings:

• enable

• disable

Optional The status of
AAANSDUser. Only
enable and disable
operations are valid
when creating the
AAANSDUser. Enable,
disable, and reset
operations are valid
when setting the
AAANSDUser.

certificateId String

Max length = 64

Optional The certificate
identity for Non-SIM
device. The value of
certificateId is a
decimal value, which
equals to the decimal
value converted from
the hexadecimal value
of certificateSN
in the ECAS interface.
See Table 33.

certificateIssuer
Name

String

Max length = 512

Optional The DN of the certificate
issuer. The parameter
value equals to the
value of certificat
eIssuerName in the
ECAS interface. See
Table 34.

5.1.2 Example

An example for creating AAANSDUser in IPWorks is shown as follows.
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Request:
<cai3:Create>

<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<ipw:transactionLogId>transactionid9876540000111##999</ipw:transactionLogId>
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>

</cai3:MOId>
<cai3:MOAttributes>

<ipw:CreateAAANSDUser name="${Properties#AAANSDUserNameTID001}">
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>
<!--Optional:-->
<ipw:password>tidpasswd111#0001</ipw:password>
<ipw:imsi>987654321</ipw:imsi>
<ipw:msisdn>6543210</ipw:msisdn>
<!--Optional:-->
<ipw:apn>aliba.com,aaa.com,ating.cn</ipw:apn>
<!--Optional:-->
<ipw:userStatus>enable</ipw:userStatus>
<!--Optional:-->
<ipw:certificateId>123456789</ipw:certificateId>
<!--Optional:-->
<ipw:certificateIssuerName>ECAS</ipw:certificateIssuerName>

</ipw:CreateAAANSDUser>
</cai3:MOAttributes>

</cai3:Create>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>c5feda708a4a4c07890dcc32dc041a75</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:CreateResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">
<ns2:MOId>

<ipw:transactionLogId xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">
transactionid9876540000111##999</ipw:transactionLogId>

<ipw:name xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">aaansduser002
</ipw:name>

</ns2:MOId>
</ns2:CreateResponse>

</S:Body>
</S:Envelope>

Example 12 Create AAANSDUser

5.2 Set AAANSDUser

This section describes how to set AAANSDUser.

MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

5.2.1 Request Data

MOId
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Table 24 MOID Parameters of Setting AAANSDUser

Parameter Type Occurrence Description

transactionLogId String

Max Length = 64

Optional The transaction ID

name String

Pattern value=[^A-Z]{1
,256}

Mandatory The user name of
AAANSDUser. The
common format is
*****@domain

MOAttributes

Table 25 MOAttributes of Setting AAANSDUser

Parameter Type Occurrence Description

name String

Pattern value=[^A-Z]{1
,256}

Mandatory The user name of
AAANSDUser. The
common format is
*****@domain

password String

Min length = 4

Max length = 256

Optional The password of
AAANSDUser

apn String[nillable](1)

Multiple values,
separated by comma

or

Single value

Optional The Access Point Name
of the Non-SIM device

Use xsi:nil="true" to
remove apnlist.

userStatus One of the following
strings:

• enable

• disable

Optional The status of
AAANSDUser. Only
enable and disable
operations are valid
when creating the
AAANSDUser. Enable,
disable, and reset
operations are valid
when setting the
AAANSDUser.

certificateId String

Max length = 64

Optional The certificate
identity for Non-SIM
device. The value of
certificateId is a
decimal value, which
equals to the decimal
value converted from
the hexadecimal value
of certificateSN
in the ECAS interface.
See Table 33.

certificateIssuer
Name

String

Max length = 512

Optional The DN of the certificate
issuer. The parameter
value equals to the
value of certificat
eIssuerName in the
ECAS interface. See
Table 34.

(1) There are two scenarios for nillable: Remove a single apn value such as <apn
value=”apnNeedRemove" xsi:nil="true"/>; remove all apn values such as <apn xsi:nil=”true”/>.
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5.2.2 Example

An example for setting AAANSDUser (including password, apn, and user status)
in IPWorks is shown as follows.

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Set>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/
</cai3:MOType>

<cai3:MOId>
<!--Optional:-->
<ipw:transactionLogId>${Properties#transactionLogId}</ipw:transactionLogId>
<ipw:name>${Properties#imsi}@aaansd</ipw:name>

</cai3:MOId>
<cai3:MOAttributes>

<ipw:SetAAANSDUser name="${Properties#imsi}@aaansd">
<!--Optional:-->
<ipw:password>originPas</ipw:password>
<!--Zero or more repetitions:-->
<ipw:apn>mnc007.mcc490.3gppnetworks.org</ipw:apn>

<!--Optional:-->
<ipw:userStatus>disable</ipw:userStatus>
<!--Optional:-->
<ipw:certificateId>123456789222</ipw:certificateId>
<!--Optional:-->
<ipw:certificateIssuerName>ECAS</ipw:certificateIssuerName>

</ipw:SetAAANSDUser>
</cai3:MOAttributes>

</cai3:Set>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>1a1fe8d5e8c042429322f0359ee3756f</cai3g:SessionId>

</S:Header>
<S:Body>

<SetResponse xmlns="http://schemas.ericsson.com/cai3g1.2/"/>
</S:Body>

</S:Envelope>

Example 13 Set AAANSDUser

If the user status is set to disable, the system updates the user status to
disable and then disconnects the session between AAA and ePDG.

If the user status is set to reset, the system disconnects the session between
AAA and ePDG directly.

Examples for apn operations are shown as follows:
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Set>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>

</cai3:MOId>
<cai3:MOAttributes>

<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID001}">
<ipw:apn>apn1,apn1,apn1,apn2,apn3,apn4</ipw:apn>

</ipw:SetAAANSDUser>
</cai3:MOAttributes>

</cai3:Set>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>4e00a89d1ec946b187c33f7aac611391</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>
</S:Body>

</S:Envelope>

Example 14 Set AAANSDUser - Update All apn List
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Set>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>

</cai3:MOId>
<cai3:MOAttributes>

<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID001}">
<ipw:apn value="value1">value1</ipw:apn>
<ipw:apn value="value2">value2</ipw:apn>

</ipw:SetAAANSDUser>
</cai3:MOAttributes>

</cai3:Set>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>4e00a89d1ec946b187c33f7aac611391</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>
</S:Body>

</S:Envelope>

Example 15 Set AAANSDUser - Add New apn Values
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Set>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>

</cai3:MOId>
<cai3:MOAttributes>

<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID001}">
<ipw:apn value="apnNeedRemove" xsi:nil="true"/>

</ipw:SetAAANSDUser>
</cai3:MOAttributes>

</cai3:Set>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>4e00a89d1ec946b187c33f7aac611391</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>
</S:Body>

</S:Envelope>

Example 16 Set AAANSDUser - Remove a Single apn Value

32 14/155 19-CSH 109 628 Uen B | 2017-09-12



IPWorks NonSiM AAA User Subscription

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Set>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<!--<ipw:transactionLogId>transactionid9876540000111@333#enable
</ipw:transactionLogId>-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>

</cai3:MOId>
<cai3:MOAttributes>

<ipw:SetAAANSDUser name="${Properties#AAANSDUserNameTID001}">
<ipw:apn xsi:nil="true"/>

</ipw:SetAAANSDUser>
</cai3:MOAttributes>

</cai3:Set>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>4e00a89d1ec946b187c33f7aac611391</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/"/>
</S:Body>

</S:Envelope>

Example 17 Set AAANSDUser - Remove the apn List

5.3 Delete AAANSDUser

This section describes how to delete AAANSDUser.

MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

5.3.1 Request Data

MOId

Table 26 MOID Parameters of Deleting AAANSDUser

Parameter Type Occurrence Description

transactionLogId String

Max Length = 64

Optional The transaction ID

name String

Pattern value=[^A-Z]{1
,256}

Mandatory The user name of
AAANSDUser. The
common format is
*****@domain
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5.3.2 Example

An example for deleting AAANSDUser from IPWorks is shown as follows.

The system deletes AAANSDUser first and then disconnects the session
between AAA and ePDG.

Request:
<cai3:Delete>

<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/</cai3:MOType>
<cai3:MOId>

<ipw:name xmlns:ipw=”http://schemas.ericsson.com/ma/IPWORKS/”>
123456@ericsson</ipw:name>

</cai3:MOId>
</cai3:Delete>

Response:
<ns2:DeleteResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">

<ns2:MOId>
<ipw:name xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">
123456@ericsson</ipw:name>

</ns2:MOId>
</ns2:DeleteResponse>

Example 18 Delete AAANSDUser

5.4 Get AAANSDUser

This section describes how to get AAANSDUser.

MOType

AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/

5.4.1 Request Data

MOId

Table 27 MOID Parameters of Getting AAANSDUser

Parameter Type Occurrence Description

transactionLogId String

Max Length = 64

Optional The transaction ID

name String

Pattern value=[^A-Z]{1
,256}

Mandatory The user name of
AAANSDUser. The
common format is
*****@domain

5.4.2 Response Data

MOAttributes
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Table 28 MOAttributes of Getting AAANSDUser Response

Parameter Type Occurrence Description

name String

Pattern value=[^A-Z]{1
,256}

Mandatory The user name of
AAANSDUser. The
common format is
*****@domain

imsi Digit String

6-16 digits

Each digit is 0-9

Mandatory The SIM device IMSI
that is associated with
the Non-SIM device

msisdn Digit String

5-16 digits

Each digit is 0-9

Mandatory The SIM device MSISDN
that is associated with
the Non-SIM device

apn String Mandatory The Access Point Name
of the Non-SIM device

userStatus One of the following
strings:

• enable

• disable

Mandatory The status of
AAANSDUser. Only
enable and disable
operations are valid
when creating the
AAANSDUser. Enable,
disable, and reset
operations are valid
when setting the
AAANSDUser.

certificateId String

Max length = 64

Optional The certificate
identity for Non-SIM
device. The value of
certificateId is a
decimal value, which
equals to the decimal
value converted from
the hexadecimal value
of certificateSN in
the ECAS interface. See
Table 33.

certificateIssuer
Name

String

Max length = 512

Optional The DN of the certificate
issuer. The parameter
value equals to the value
of certifcateIssu
erName in the ECAS
interface. See Table 34.

5.4.3 Example

An example for getting the AAANSDUser from IPWorks is shown as follows.
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Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ipw="http://schemas.ericsson.com/ma/IPWORKS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Get>
<cai3:MOType>AAANSDUser@http://schemas.ericsson.com/ma/IPWORKS/
</cai3:MOType>
<cai3:MOId>

<!--Optional:-->
<ipw:name>${Properties#AAANSDUserNameTID001}</ipw:name>

</cai3:MOId>
</cai3:Get>

</soapenv:Body>
</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>4e00a89d1ec946b187c33f7aac611391</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:GetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">
<ns2:MOAttributes>

<ip:GetResponseAAANSDUser xmlns:ip="http://schemas.ericsson.com/ma/IPWORKS/">
<ip:name>aaansduser002</ip:name>
<ip:imsi>987654321</ip:imsi>
<ip:msisdn>6543210</ip:msisdn>
<ip:apn>aliba.com,aaa.com,ating.cn</ip:apn>
<ip:userStatus>enable</ip:userStatus>
<ip:certificateId>123456789111</ip:certificateId>
<ip:certificateIssuerName>ECAS_NEW</ip:certificateIssuerName>

</ip:GetResponseAAANSDUser>
</ns2:MOAttributes>

</ns2:GetResponse>
</S:Body>

</S:Envelope>

Example 19 Get AAANSDUser
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6 Ercisson Certificate Authority Server
Subscription

ECAS CAI3G interface is provided by PG NGN for the provisioning of CA
directly including certification enrollment, renewal, revocation, and retrieval.

The ECAS operation includes the Create, Delete, Set, and Get operations.

6.1 Create ECASCertificate

This section describes how to create ECASCertificate.

MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

6.1.1 Request Data

MOId

Table 29 MOID Parameters of Creating ECASCertificate

Parameter Type Occurrence Description

username String

Max length = 256

Mandatory Entity user name, used
to create an end entity
in CA server

MOAttributes

Table 30 MOAttributes of Creating ECASCertificate

Parameter Type Occurrence Description

username String

Max length = 256

Mandatory Entity user name, used
to create an end entity
in CA server

password String

Min length = 8

Max length = 256

Optional Entity user password

caName String

Max length = 512

Optional The CA name that is
used to sign the CSR.
The CA name should
be as same as the
definition in CA server.
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Parameter Type Occurrence Description

csr String Mandatory Certificate Sign
Request. PKCS10
request in base64
encode.

certificateSN String

Max length = 512

Optional The certificate’s serial
number

6.1.2 Response Data

MOAttributes

Table 31 MOAttributes of Creating ECASCertificate Response

Parameter Type Occurrence Description

certificate String Mandatory The signed certificate

certificateSN String

Max length = 64

Mandatory The certificate’s serial
number

certificateExpire
Time

dateTime Mandatory The certificate expiration
time

certificateIssuer
Name

String

Max length = 512

Mandatory The DN of the certificate
issuer.

6.1.3 Example

The Create operation of the ECASCertificate provider interface generates
a certification according to given csr and returns a signed certificate.

An example for creating ECASCertificate is shown as follows.

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Create>
<cai3:MOType>ECASCertificate@http://schemas.ericsson.com/ma/ECAS/</cai3:MOType>
<cai3:MOId>

<ecas:username>${username_1}</ecas:username>
</cai3:MOId>
<cai3:MOAttributes>

<ecas:CreateECASCertificate username="${username_1}">
<ecas:username>${username_1}</ecas:username>
<!--Optional:-->
<ecas:password>onetimePassword</ecas:password>
<!--Optional:-->
<ecas:caName>ManagementCA</ecas:caName>
<ecas:csr>

MIICpjCCAY4CADBiMQswCQYDVQQGEwJDTjEVMBMGA1UEAxMMY29tbW9uTmFtZVQx
MREwDwYDVQQHEwhzaGFuZ2hhaTENMAsGA1UEChMEYnVzczELMAkGA1UECBMCU0gx
DTALBgNVBAsTBHhsZXQwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDD
g+zZICj1fmJGMzI7q1NTC+EcoCXIK40aXIVzPQ9RJ5iCW7cNB8LIVfYKCmNWrVNM
Bv9PLLZ8Tq6HtxAQtz/SyYJj15Sp1kpPU98pSNXoy1zJF9mknMMea0g5DlFPvGM7
pgjLaYtMyaKSY9z8h93CAQQBHKjVA+eRtm+LDF6PsvHYTuvTOWUqkRpntyQMupvi
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</ecas:csr>

<!--Optional:-->
<!--<ecas:subjectDN>CN=ezhimen@Ericsson</ecas:subjectDN>-->

</ecas:CreateECASCertificate>
</cai3:MOAttributes>

</cai3:Create>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>3c31a1fa9409472ba1c148a823702e48</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:CreateResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">
<ns2:MOId>

<ecas:username xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">
ezhimen@ericsson.com</ecas:username>

</ns2:MOId>
<ns2:MOAttributes>

<ecas:CreateResponseECASCertificate
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">

<ecas:certificate>LS0tLS1CRUdJTiBDRVJUSUZJQ0FURS0tL</ecas:certificate>

<ecas:certificateSN>d9218c8dd5bf73b</ecas:certificateSN>
<ecas:certificateExpireTime>2017-05-26T03:06:35+00:00
</ecas:certificateExpireTime>
<ecas:certificateIssuerName>C=SE, O=EJBCA Sample, CN=ManagementCA
</ecas:certificateIssuerName>

</ecas:CreateResponseECASCertificate>
</ns2:MOAttributes>

</ns2:CreateResponse>
</S:Body>

</S:Envelope>

Example 20 Create ECASCertificate
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6.2 Set ECASCertificate

This section describes how to set ECASCertificate.

MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

6.2.1 Request Data

MOId

Table 32 MOID Parameters of Setting ECASCertificate

Parameter Type Occurrence Description

username String

Max length = 256

Mandatory Entity user name, used
to create an end entity
in CA server

MOAttributes

Table 33 MOAttributes of Setting ECASCertificate

Parameter Type Occurrence Description

username String

Max length = 256

Mandatory Entity user name, used
to create an end entity
in CA server

password String

Min length = 8

Max length = 256

Optional Entity user password

certificateSN String

Max length = 64

Mandatory The certificate’s serial
number

caName String

Max length = 512

Optional The CA name that is
used to sign the CSR.
The CA name should
be as same as the
definition in CA server.

csr String Mandatory Certificate Sign
Request. PKCS10
request in base64
encode.

subjectDN String

Max length = 512

Optional Certificate user DN. CA
server considers it as
the Subject DN when
generating a certificate.

issuerDN String

Max length = 512

Optional CA’s DN, for example,
CN=AdminCA1,O=EJB
CA Sample,C=SE

6.2.2 Response Data

MOAttributes
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Table 34 MOAttributes of Setting ECASCertificate Response

Parameter Type Occurrence Description

certificate String Mandatory The signed certificate

certificateSN String

Max length = 64

Mandatory The certificate’s serial
number

certificateExpire
Time

dateTime Mandatory The certificate
expiration time

certificateIssuer
Name

String

Max length = 512

Mandatory The DN of the certificate
issuer.

6.2.3 Example

The Set operation of the ECASCertificate renews a certificate of the given
user. It contains two steps during the provisioning: revoking the old certificate;
signing and issuing a certificate.

An example for setting ECASCertificate is shown as follows.

Request:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Set>
<cai3:MOType>ECASCertificate@http://schemas.ericsson.com/ma/ECAS/</cai3:MOType>
<cai3:MOId>

<ecas:username>${username_1}</ecas:username>
</cai3:MOId>
<cai3:MOAttributes>

<ecas:SetECASCertificate username="${username_1}">
<!--Optional:-->
<ecas:password>setPassword</ecas:password>
<!--This set operation will revoke certification which declare in request

and issue one new certification-->
<ecas:certificateSN>${certificateSN1}</ecas:certificateSN>
<!--Optional:-->
<ecas:caName>ManagementCA</ecas:caName>
<ecas:csr>
</ecas:csr>

<!--Optional:-->
<!--<ecas:subjectDN>CN=ezhimen@Ericsson</ecas:subjectDN>-->
<!--Optional:-->
<!--ecas:issuerDN>CN=AdminCA1,O=EJBCA Sample,C=SE</ecas:issuerDN-->
<ecas:issuerDN>CN=ManagementCA,O=EJBCA Sample,C=SE</ecas:issuerDN>

</ecas:SetECASCertificate>
</cai3:MOAttributes>
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</cai3:Set>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>8e8a11f9acf34e3fbf807aa68a9d7dd1</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:SetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">
<ns2:MOAttributes>

<ecas:SetResponseECASCertificate
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">

<ecas:certificate>LS0tLS1CRUdJTiBDRVJUSUZJQ0FURS0tLS0tCk1JS</ecas:certificate>

<ecas:certificateSN>350eedeb952327d1</ecas:certificateSN>
<ecas:certificateExpireTime>2017-05-25T05:21:34+00:00
</ecas:certificateExpireTime>
<ecas:certificateIssuerName>C=SE, O=EJBCA Sample, CN=ManagementCA
</ecas:certificateIssuerName>

</ecas:SetResponseECASCertificate>
</ns2:MOAttributes>

</ns2:SetResponse>
</S:Body>

</S:Envelope>

Example 21 Set ECASCertificate

6.3 Delete ECASCertificate

This section describes how to delete ECASCertificate.

MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

6.3.1 Request Data

MOId
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Table 35 MOID Parameters of Deleting ECASCertificate

Parameter Type Occurrence Description

username String

Max length = 256

Mandatory Entity user name, used
to create an end entity
in CA server

MOAttributes

Table 36 MOAttributes of Deleting ECASCertificate

Parameter Type Occurrence Description

username String

Max length = 256

Mandatory Entity user name, used
to create an end entity
in CA server

password String

Min length = 8

Max length = 256

Optional Entity user password

issuerDN String

Max length = 512

Optional CA’s DN, for example,
CN=AdminCA1,O=EJBC
A Sample,C=SE

certificateSN String

Max length = 64

Optional The certificate’s serial
number

6.3.2 Example

The Delete operation of the ECASCertificate provides the capacity to
revoke a certificate or end entity. When the certificate SN is provided, PG NGN
tries to revoke the given certificate. If only username is provided, PG NGN
tries to revoke all the certificates of the end entity.

An example for deleting ECASCertificate is shown as follows.

Request1: revoke the certificate according to certificateSN.
<ecas:DeleteECASCertificate username="username">

<ecas:issuerDN>CN=AdminCA1,O=EJBCA Sample,C=SE</ecas:issuerDN>
<ecas:certificateSN>44b9b175bb6b2244</ecas:certificateSN>

</ecas:DeleteECASCertificate>

Response 1
<ns2:revokeCertResponse xmlns:ns2="http://ws.protocol.core.ejbca.org/"/>

Request 2: revoke all certificates that belong to the given user
<ecas:DeleteECASCertificate username="username">
</ecas:DeleteECASCertificate>

Response 2
<ns2:revokeCertResponse xmlns:ns2="http://ws.protocol.core.ejbca.org/"/>

Example 22 Delete ECASCertificate

6.4 Get ECASCertificate

This section describes how to get ECASCertificate.
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MOType

ECASCertificate@http://schemas.ericsson.com/ma/ECAS/

6.4.1 Request Data

MOId

Table 37 MOID Parameters of Getting ECASCertificate

Parameter Type Occurrence Description

username String

Max length = 256

Mandatory Entity user name, used
to create an end entity
in CA server

MOAttributes

Table 38 MOAttributes of Getting ECASCertificate

Parameter Type Occurrence Description

certificateSN String

Max length = 64

Mandatory The certificate’s serial
number

issuerDN String

Max length = 512

Optional CA’s DN, for example,
CN=AdminCA1,O=EJBC
A Sample,C=SE

6.4.2 Response Data

MOAttributes

Table 39 MOAttributes of Getting ECASCertificate Response

Parameter Type Occurrence Description

certificate String Mandatory The signed certificate

certificateSN String

Max length = 64

Mandatory The certificate’s serial
number

certificateExpire
Time

dateTime Mandatory The certificate expiration
time

issuerDN String

Max length = 512

Mandatory CA’s DN, for example,
CN=AdminCA1,O=EJB
CA Sample,C=SE

isRevoked One of the following
strings:

• Yes

• No

Mandatory Indicates whether the
certificate is revoked.

revocationDate dateTime Optional The date when the
certificate is revoked
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6.4.3 Example

The Get operation of the ECASCertificate retrieves the certificate from CA
server according to the given certification's SN and issuer’s DN.

An example for getting ECASCertificate is shown as follows.
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3="http://schemas.ericsson.com/cai3g1.2/"
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">

<soapenv:Header>
<cai3:SessionId>${Properties#sessionId}</cai3:SessionId>

</soapenv:Header>
<soapenv:Body>

<cai3:Get>
<cai3:MOType>ECASCertificate@http://schemas.ericsson.com/ma/ECAS/
</cai3:MOType>
<cai3:MOId>

<ecas:username>${username_1}</ecas:username>
</cai3:MOId>
<!--Optional:-->
<cai3:MOAttributes>

<ecas:GetECASCertificate>
<ecas:certificateSN>${certificateSN1}</ecas:certificateSN>
<!--Optional:-->
<ecas:issuerDN>CN=ManagementCA,O=EJBCA Sample,C=SE</ecas:issuerDN>

</ecas:GetECASCertificate>
</cai3:MOAttributes>

</cai3:Get>
</soapenv:Body>

</soapenv:Envelope>

Response:
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:cai3g="http://schemas.ericsson.com/cai3g1.2/">

<S:Header>
<cai3g:SessionId>8e8a11f9acf34e3fbf807aa68a9d7dd1</cai3g:SessionId>

</S:Header>
<S:Body>

<ns2:GetResponse xmlns:ns2="http://schemas.ericsson.com/cai3g1.2/">
<ns2:MOAttributes>

<ecas:GetResponseECASCertificate
xmlns:ecas="http://schemas.ericsson.com/ma/ECAS/">

<ecas:certificate>LS0tLS1CRUdJTiBDRVJUSUZJQ0FURS0tLS0tCk1JSUR=

</ecas:certificate>
<ecas:certificateSN>168249ab6d5ef516</ecas:certificateSN>
<ecas:certificateExpireTime>2017-05-25T05:21:33+00:00
</ecas:certificateExpireTime>
<ecas:issuerDN>CN=ManagementCA,O=EJBCA Sample,C=SE</ecas:issuerDN>
<ecas:isRevoked>No</ecas:isRevoked>

</ecas:GetResponseECASCertificate>
</ns2:MOAttributes>

</ns2:GetResponse>
</S:Body>

</S:Envelope>

Example 23 Get ECASCertificate
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7 Error Codes

Table 40 VoWifiService

Error
Code

Error Message MO Operation

30000 AAA operation failure VoWifiService C

30001 CSR renew failure VoWifiService S

30002 CSR revocation failure VoWifiService S/D

IMPI operation failure, AAA is
been cleared

VoWifiService C30003

IMPI operation failure VoWifiService C

30004 IMPI operation failure, AAA is
not been cleared

VoWifiService C

CSR enrollment failure, AAA
data is been cleared and IMPI
is been cleared

VoWifiService C30005

CSR enrollment failure, AAA
data is been cleared

VoWifiService C

CSR enrollment failure, AAA
data is not been cleared and
IMPI is been cleared

VoWifiService C30006

CSR enrollment failure, AAA
data is not been cleared

VoWifiService C

30007 CSR enrollment failure, AAA
data is been cleared and IMPI
is not been cleared

VoWifiService C

30008 CSR enrollment failure, AAA
data is not been cleared and
IMPI is not been cleared

VoWifiService C

30009 AAA user removal failure VoWifiService D

30010 IMPI data removal failure VoWifiService D

30011 IMPI data modification failure VoWifiService S

30012 AAA data modification failure VoWifiService S

30013 CSR enroll failure VoWifiService C/S

30020 CSR enrollment failure, HSS
data is cleared

VoWifiService C

30021 CSR enrollment failure, HSS
data is not cleared

VoWifiService C

AAA operation failure,
certificate is cleared and HSS
data is cleared

VoWifiService C30022

AAA operation failure,
certificate is cleared

VoWifiService C

30023 AAA operation failure,
certificate is not cleared and
HSS data is not cleared

VoWifiService C
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Error
Code

Error Message MO Operation

AAA operation failure,
certificate is not cleared and
HSS data is cleared

VoWifiService C30024

AAA operation failure,
certificate is not cleared

VoWifiService C

30025 AAA operation failure,
certificate is cleared and HSS
data is not cleared

VoWifiService C

30026 AAA certificate update failure,
certificate is cleared

VoWifiService S

30027 AAA certificate update failure,
certificate is not cleared

VoWifiService S

Table 41 NonSIMHSSUser

Error
Code

Error Message MO Operation

35103 Operations error NonSIMHSSUser C/S/D

35104 HSS Cannot contact LDAP
server

NonSIMHSSUser C/S/D

35105 HSS Already exists NonSIMHSSUser C

35106 HSS No such object NonSIMHSSUser S

35199 Other HSS dependent faults NonSIMHSSUser C/S/D

Table 42 HSS Open Interface

Error
Code

Error Message MO Operation

35101 Missing or invalid parameter ISMSubscription C

35102 Invalid DN, missing parameter ISMSubscription C

35103 Operations error ISMSubscription C/S/G/D

35104 Cannot contact LDAP server ISMSubscription C/S/G/D

35105 Already exists ISMSubscription C

35106 No such object ISMSubscription S/G/D

35108 Type or value exists ISMSubscription C

35199 Other HSS dependent faults ISMSubscription C/S/G/D

Table 43 IPWorks Open Interface

Error
Code

Error Message MO Operation

35250 Other IPWorks error AAANSDUser C/S/G/D

35255 No AAANSDUser found AAANSDUser S/G/D

35256 An AAANSDUser with the
given name already existed

AAANSDUser C

35257 AAA is in maintenance mode,
please try later.

AAANSDUser C/S/G/D
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Error
Code

Error Message MO Operation

35258 OPERATION FAILED,
ROLLBACK HAS
BEEN PERFORMED
SUCCESSFULLY

AAANSDUser C(1)

35259 OPERATION FAILED,
ROLLBACK WAS
UNSUCCESSFUL

AAANSDUser C(1)

(1) For layered AAANSD only.

Table 44 ECAS Open Interface

Error
Code

Error Message MO Operation

36000 Certificate Enrollment failure ECASCertificate C

36001 Certificate Renew failure ECASCertificate S

36002 Certificate Revocation failure ECASCertificate D

36003 Certificate Retrieve failure ECASCertificate G

36004 Certificate Already Revoked ECASCertificate D
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