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Procedure

1 Description

This instruction describes how to cancel an ongoing offline node credential
enroliment that is in RUNNING state.

2 Procedure

2.1 Cancel Offline Enrollment
Prerequisites
e This instruction references the following document:
— Install or Renew Node Credential by CSR
* No tools are required.
e The following conditions must apply:
— The user has the System Security Administrator role.
— Operation startOfflineCsrEnrollment has been started
successfully (value true was returned), refer to Install or Renew Node

Credential by CSR.

— An Ericsson Command-Line Interface (ECLI) session in Exec mode
is in progress.

Steps
1. Navigate to the CertM Managed Object (MO), for example:

>dn ManagedElement=NODEO06ST, SystemFunctions=1, SecM=1
,CertM=1

2. Select the NodeCredential MO, for example:
(CertM=1) s>NodeCredential=2
3. Cancel the enroliment:

(NodeCredential=2) >cancelEnrollment
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urn:x-ericsson:r2:reg-doc:*-*:*:*?title=Install or Renew Node Credential by CSR
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=Install or Renew Node Credential by CSR
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=Install or Renew Node Credential by CSR
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=class CertM
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=class NodeCredential
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4. Verify the result:

(NodeCredential=2) >show enrollmentProgress

[...]

result=FAILURE

resultInfo="the enrollment started by =
startOfflineCsrEnrollment canceled"
state=CANCELLED

[...]

The enroliment cancellation automatically deletes the CSR file from the
managed element.
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