
Configure Node Credential for ECLI,
NETCONF, or FTP over TLS

OPERATING INSTRUCTIONS

33/1543-CAA 901 2587/7 Uen D



Copyright

© Ericsson AB 2017. All rights reserved. No part of this document may be
reproduced in any form without the written permission of the copyright owner.

Disclaimer

The contents of this document are subject to revision without notice due to
continued progress in methodology, design and manufacturing. Ericsson shall
have no liability for any error or damage of any kind resulting from the use
of this document.

Trademark List

All trademarks mentioned herein are the property of their respective owners.
These are shown in the document Trademark Information.

33/1543-CAA 901 2587/7 Uen D | 2017-08-25



Contents

Contents

1 Description 1

2 Procedure 1

2.1 Configure Node Credential for ECLI 1

2.2 Configure Node Credential for NETCONF 2

2.3 Configure Node Credential for FTP 3

33/1543-CAA 901 2587/7 Uen D | 2017-08-25



Configure Node Credential for ECLI, NETCONF, or FTP over TLS

33/1543-CAA 901 2587/7 Uen D | 2017-08-25



Procedure

1 Description

This instruction describes how to configure the Node Credential for ECLI,
NETCONF, or FTP over TLS.

2 Procedure

2.1 Configure Node Credential for ECLI

Prerequisites

• No documents are required.

• No tools are required.

• The following conditions must apply:

� An Ericsson Command-Line Interface (ECLI) in exec mode is in
progress.

� A known NodeCredential Managed Object (MO) exists; in these
examples, NodeCredential=1 is used.

Steps

1. Navigate to the CliTls MO, for example:

>dn ManagedElement=1,SystemFunctions=1,SysM=1,CliTls=1

2. Enter Config mode:

(CliTls=1)>configure

3. Set the reference to the applicable NodeCredential MO, for example:

(config-CliTls=1)>nodeCredential="ManagedElement=1,Syst
emFunctions=1,SecM=1,CertM=1,NodeCredential=1"

4. Commit the settings:

(config-CliTls=1)>commit

5. Verify the settings:
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(CliTls=1)>show

The following is an example output:

CliTls=1
[...]

nodeCredential="ManagedElement=1,SystemFunctions=1,⇒
SecM=1,CertM=1,NodeCredential=1"

2.2 Configure Node Credential for NETCONF

Prerequisites

• No documents are required.

• No tools are required.

• The following conditions must apply:

� An Ericsson Command-Line Interface (ECLI) in exec mode is in
progress.

� A known NodeCredential Managed Object (MO) exists; in these
examples, NodeCredential=1 is used.

Steps

1. Navigate to the NetconfTls MO, for example:

>dn ManagedElement=1,SystemFunctions=1,SysM=1,Netcon
fTls=1

2. Enter Config mode:

(NetconfTls=1)>configure

3. Set the reference to the applicable NodeCredential MO, for example:

(config-NetconfTls=1)>nodeCredential="ManagedElement=1
,SystemFunctions=1,SecM=1,CertM=1,NodeCredential=1"

4. Commit the settings:

(config-NetconfTls=1)>commit

5. Verify the settings:

(NetconfTls=1)>show

The following is an example output:
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NetconfTls=1
[...]

nodeCredential="ManagedElement=1,SystemFunctions=1,⇒
SecM=1,CertM=1,NodeCredential=1"

2.3 Configure Node Credential for FTP

Prerequisites

• No documents are required.

• No tools are required.

• The following conditions must apply:

� An Ericsson Command-Line Interface (ECLI) in exec mode is in
progress.

� A known NodeCredential Managed Object (MO) exists; in these
examples, NodeCredential=1 is used.

Steps

1. Navigate to the FtpTlsServer MO, for example:

>dn ManagedElement=1,SystemFunctions=1,SysM=1,FileTPM=1
,FtpServer=1,FtpTlsServer=1

2. Enter Config mode:

(FtpTlsServer=1)>configure

3. Set the reference to the applicable NodeCredential MO, for example:

(config-FtpTlsServer=1)>nodeCredential="ManagedElement=
1,SystemFunctions=1,SecM=1,CertM=1,NodeCredential=1"

4. Commit the settings:

(config-FtpTlsServer=1)>commit

5. Verify the settings:

(FtpTlsServer=1)>show

The following is an example output:

FtpTlsServer=1
[...]

nodeCredential="ManagedElement=1,SystemFunctions=1,⇒
SecM=1,CertM=1,NodeCredential=1"
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