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Introduction

Introduction

This document describes the system administration tasks performed in the EO
(Ericsson Orchestrator - Cloud Manager). The EO provides a workflow execution
environment and a web-based application for managing VNF life cycle procedures.
VNF life cycle procedure can be performed in two types:

— Small stack: VNF life cycle procedure without EO. For detailed information,
refer to IPWorks VNF Life Cycle Management (Workflow) - Small Stack.

— Full stack:
¢ VNF life cycle procedure trigger from EO.
e VNF life cycle procedure trigger from LCM with EQO involved.
The following use cases are supported for IPWorks:
— Instantiate VNF
— Scale VNF
— Terminate VNF

Table 1  Functions Supported by Full Stack

Function Trigger from EO Trigger from ENM
Instantiation Supported Not supported
Scale-out Not supported Supported

Scale in Not supported Supported
Termination Supported Supported
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Prerequisites

Prerequisites

This section describes the prerequisites that must be fulfilled to manage the
IPWorks VNF life cycle by EO.

Hardware and Software
The following hardware (virtual and physical) and software are required:

— The software delivery package including IPWorks workflows and the
VNF-LCM scripts is available.

— CEE as Virtual Infrastructure Managers (VIMs) is used.

— VNF-LCM (with version 18.16 IP1, media version 4.9.22 or above) is available
using either Operations Support System for Radio and Core (OSS-RC), or
Ericsson Network Manager (ENM).

— EO (version 18.0.0.1)

— Integration of EO/LCM/CEE is complete.

User Access

During the execution of the procedures described in this guide, the following user
roles should be pre-created:

— EO admin user and tenant credentials user
For detailed information about system administration users and roles at in

VNF-LCM, refer to VNF-Lifecycle Manager System Administration Guide,
Reference [2], in the OSS-RC documentation.
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Onboarding

3 Onboarding

This section describes how to prepare for VNF operations triggered by EO.

3.1 Setup Environment in VNF-LCM

1. Install IPWorks workflows package.

a. LogontoVNF-LCM services VM as cloud-user and switch to root user.
$ssh cloud-usera<VNF-LCM services VM>
[cloud-useravnflaf-services ~]$ su -

b. Uninstall the existing workflow. (Optional)

[rootavnflaf-services ~]# wfmgr bundle uninstall
--name=<Name> --version=<Version=>

Use command "wfmgr bundle list"to view the package name and
version.

Note: Before the uninstallation, make sure the configuration files
under /vnflcm-ext/current/vnf_package_repo/ have
been backed up.

c¢. Install package.

[rootavnflaf-services ~]# wfmgr bundle install
--package=<The path of the workflow package name=>

d. Verify that the installation is successful.
[rootavnflaf-services ~]# wfmgr bundle list
For example:
Name | Version | Package
_________ b m o m o e b e e e e e eeeeee oo
vIPWorks | 3.1.2 | ERICvIPWorks CXP9040851-3.1.2-1.noarch.rpm
2. Check SSH key pair.
a. Checkif the key pair id_rsa and id_rsa.pub exist.
[rootavnflaf-services ~]#1ls /home/jboss_user/.ssh/

If it exists, skip step b.
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b. Generate SSH key pair.

Note:

[rootavnflaf-services ~]# su jboss_user
[jboss_useravnflaf-services root]$ ssh-keygen -t rsa

# Generating public/private rsa key pair.

# Enter file in which to save the key (/home/jboss_user/.ssh/id_rsa)
# Enter passphrase (empty for no passphrase): [Press enter]

# Enter same passphrase again: [Press enter]

Your identification has been saved in /home/jboss_user/.ssh/id_rsa.
Your public key has been saved in /home/jboss_user/.ssh/id_rsa.pub.

[jboss_useravnflaf-services root]$ exit

Encrypted private keys are not supported, that is, keep passphrase
empty.

3. Edit the template nfvoconfig.jsonin /ericsson/vnflcm/data, fulfill all
the parameters according to the environment settings, and make sure the
values of the following parameters are set as below:

"isGrantSupported":"true",
"isNotificationSupported": "true",
"nfvoInUse":"Y"

4. Configure nfvo.

a.

Check the existing nfvo configuration.
[rootavnflaf-services ~]#vnflcm nfvo list

If the nfvo configuration doesn’t exist, create it and add configuration
file.

[rootavnflaf-services ~]#vnflcm nfvo add --file
<nfvoconfig file>

For example:

[rootavnflaf-services ~]#vnflcm nfvo add --file
template_nfvoconfig.json

5. Set the environment variables.

If you don’t want to add IPWorks to ENM, skip this step.

Add ossUserName and ossPassword in environment.

[rootavnflaf-services ~]#/ericsson/pib-scripts/etc/config.py
update --app_server_address localhost:8080 --name=<variable_ na
me> --value=<variable_value>
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For example:

[rootavnflaf-services ~]#/ericsson/pib-scripts/etc/config.py
update --app_server_address localhost:8080 --name=ossUserName
--value=ipwuser

[rootavnflaf-services ~]#/ericsson/pib-scripts/etc/config.py
update --app_server_address localhost:8080 --name=ossPassword
--value=aXBXdXN1lclBhc3N3MHIk

Note: Password must be encoded by Base64.

3.2 Register New VIM Zone in EO

1. Logon to EO as admin user.
2. Choose Infrastructure > Register VIM Zone.

£ Encsson Orchestrator - Gloud Manager Oustn @ A D) @ Weow & FCMscmasmn

Provider Dashboard

= il #ufrech 0 Contoure Dastboud

Active Alarms Summarny

‘ Acuve Alarms ']
L

VIM Virtual CPU - Aggregate = 1 VM Virtual Memory - Aggrogate

3. Fill all the attributes on Enter Attributes page, including General Information
and VIM Zone Credential. Then click Next.

— Default Project Name: use admin.
— Administrator Name: the name of Atlas admin user.

— Administrator Password: the password of the Atlas admin user.
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F Cucts @ Maemi (0] @ MWepe B DCM/scmasmis.
Register VIM Zone
[rler Attribrtes Erfer Capacity & Rt
Enter &
Qameral Indsrmation
Nama" 'y’ Sy
owony CEE GIC_Lnkoging
Teme Zone Locae Vernon
Wi isoaan oo T <530 gt - ied S
— S
WM Zene Credentisls
Dttt Frogect hame
)
P —— P —— [aer—
»amn = L] — el

4. On the Enter Capacity & Characteristics page, define the capacity of the
zone, and click Next.

Register VIM Zone

Enter Capacity & Characteristics

Enter Capacity & Characteristics Regst

WVIM Zone Capacity

Matrics Total®

VIM Zone Charactenstics =
Available (0} Supporied (0)

Charactaristics 5 Characteristics -

0 No o

5. Onthe Register Availability Zone page, fill the name of the Availability zone
and Availability Zone Capacity. Then click Next.
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Register VIM Zone
@ ®
Enter Anrisses Ervler Capacity & Crarsciesistes Register Availability Zone
Register Availability Zone
General Information Avallability Zone Characteristics
Characteristics i Characteristics -
Availability Zone Capacity : @ No Avalat @ o
| —— ——— -
[ =P
6. On the Set Connectivity page, fill in all the required fields.
g PP Ousts | Adaem @ hene & ECH) aonades
Register VIM Zone
r.,f External Networs Vil ©

a. Choose a Security Type. "https" is recommended.

b. Fill End Point Configuration information, adding Cinder, Glance,
Nova, Ceilometer, Neutron and Heatstack, which can be found in

Atlas:

Note: Use "heat"in Atlas to find the information of Heatstack.

# ssh <atlas admin user>a@<atlas server>

# openstack endpoint list

# openstack endpoint show <Service Name/endpoint name>

For example:
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atlasadmaatlas:~ # openstack endpoint list

. N S +---
| ID | Region | Service Name | Se
o e e e e e e m e e e o - Fomm e — - - gt +---
| 9£1683£958824f659ecbadf79948885a | RegionOne | heat | or
| 4f1b7d0183974359b56e0ebc4a862b91 | RegionOne | ceilometer | me
| 5e0c59479a0554d948a7e571870£26115 | RegionOne | nova | co
| 1£5253cf8b61407b9a413£9£d059£f0d0 | RegionOne | cinder | vo
| 8000c08564b64cab915002199939b145 | RegionOne | glare | ar
| 54d6238e840f4006853cf413bb5adcle | RegionOne | glance | im
| 08ec83cc777f4b750f0d2a431£7c9c02 | RegionOne | keystone | id
| 361£5b72213346e£984dd0fe8c639602 | RegionOne | neutron | ne
. N S +---
atlasadmaatlas:~$ openstack endpoint show keystone

oo - o e e e e e e e e e e e e e e e e e e m e e e e m o +
| Field | Value |
I oo oo oo o o e e oo o—ooo--- +
| adminurl | https://ctrlpodu.seli.gic.ericsson.se:35357/v2.0 |

| enabled | True |

| id | 4b01ddc866dd4968a8ce9ddb7372ee72

| internalurl | http://192.168.2.72:5000/v2.0 |

| publicurl | https://ctrlpodu.seli.gic.ericsson.se:5000/v2.0 |
| region | RegionOne |

| service_ id | 4f11lecd654ff496a8deb7a11d2d8dd81

| service_name | keystone |

| service_type | identity |
oo - o e e e e e e e e e e e e e e e e e e m e e e e m o +

Fill in the fields according to the output information. For example:

Endpoint IP Address Port Version | Test

Name URL

KeystoneAd | ctrlpodu.seli.gic.erics | 35357 | 2.0 /v2.0

min son.se

Keystone ctrlpodu.seli.gic.erics | 5000 2.0 /v2.0
son.se

7. Click Register to finish VIM Zone register.

Generate Tenant Credentials User in EO

Tenant user is created for operating CEE projects which belong to the specific
tenant.

1. Logonto EO as admin user. Choose Administration > Tenants, and click
Create.
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32/1553-AVA 901 33/3 UenB |

£ Ericsson Orchestrator - Cloud Manager

Assets » Resources v Crders Alarms Infrastructure ~ Administration ~
Users
Tenants
Tenants
2 | |@ Create! i 2 )
My Tenant Profile
Tenants (34) User Groups
... v Refine Results Q ¥ Show Additional Filters
i Tenant Name 3

5G_WF_TENANT

aurora_fenant

CUDB-VNF21

ECM

HS5_PODS_VNF19

Subscriptions

@ Active

B @ Active

E= @ Active

o Active

= g Acive

\\

Onboarding
= Alarms Project Type 2:?{2:‘:22&10[
Unknown Shared
Unknown Dedicated
Unknown Dedicated
Unknown Shared
Unknown Dedicated ecemamb

2. Onthe Create Tenant page, fill in the fields under Tenant Information, Quota
Assignment, and User Information. Tenant Log URL canl be generated

according to Tenant Name.

£ Ericsson Orchestrator - Cloud Manager
General Information | Characteristics

Tenant Information

Tenant Name*®
ipworks

Business Administrator

Quota Assignment

Project Type*®
Shared among fena | _ |

Technical Administrator

Virtual CPU

Total
Unlimited >

User Information

Virtual Memory

Total
Unlimited 7

GB

Storage Volume

Total
Unlimited ¥

GB

Login*
admin

First Name*
admin

Mobile Phone

=

2018-12-21

hitps//selius02511 seli.gic ericsson se/cloudMgrGuil?ipworks/

Password® @

Last Name*
admin

User Roles*
TenantAdmin

;

Confirm Password*

Email Address

Additional User Contacts
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Note:

— The Tenant Name is a part of the EO Tenant URL. It can be
modified, but it's NOT recommended.

— User Information is the EO credentials to log on to EO Tenant
URL.

— When log on to EO as tenant user, use the Tenant Log URL and
username / password.

3. Click Save button to finish creating Tenant.

3.4 Create Project

1. Logon to EO as admin user. Choose Infrastructure > Projects, and click

Create.
Assels v Resources Orders Alarms Infrastructure Administration
H VIM Zones
Projects
Register VIM Zone
< | Qe Projects
Filters Reset|X  Projects (20) Domains

Y Hide Fiters | Al v Refine Results
Action Needed

i Provisioning Project
Project Name - Status Status Type Tenants
Provisioning Status =
vuDC56 = Active Enabled Shared @z
Active (20) =
@ Pending @ PODQ_projects = Active Enabled Shared PODQ_tenant_projects
Project Status PODQ_project4 = Active Enabled Shared PODQ_tenant_projectd
Enabled  (20)
@ Disabled (L} PODQ_project3 = Active Enabled Shared POD_Q_Tenant

Tvpe PODG-HLR-VNF 08 = Active Enabled Dedicated PODG_HLR_VNF08
Shared )

Dedicated (15) PODG-HLR-VNF02 = Active Enabled Dedicated PODG_HLR_VNF02

Tenants POD_L-HSS-VNF02 = Active Enabled Dedicated POD_L_HSS_VNF02
Unassigned 1
Assignedto o) POD_L-HLR-VNFO5 = Active Enabled Dedicated PODL_HLR_VNF05
Tenants )

VIM Zones HSS-UNF31 = Active Enabled Dedicated HSS_VNF31_POD_B_new
Unassigned () HSS-NF30 = Active Enabled Dedicated PODY_HSS-VNF30
Assigned to VIMs (20)

HSS-VNF26 = Active Enabled Dedicated hss_vni26_tenant_2
HSS-VNF24 i Active Enabled Dedicated PODE_HSS_VNF24

2. Fill all the parameters on Project Information.

12 32/1553-AVA 901 33/3UenB | 2018-12-21
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Create Project
u ]
. W Tk
SU—— e -
1
[

3. Goto VIM Zone Connections, and click Connect VIM Zone.

Create Project

0 Connect VIM Zones

Project Information VM Zone Connections

VIM Zone Connections (0)

Alw  Rofine R

VIM Zone Home * VIM Zone Type VIM Zone Site
on

4. Select the VIM zone from the list to connect, and click Connect.

| 2018-12-21
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Connect VIM Zones

Available (

19)

To Connect (1)

Refine Results

VIM Zone

CEE_POD_A_Celia (CEE)

Site: GIC_Linkoping

Refine Results

VIM Zone

CEE_POD_U (CEE)
Site: GIC_Linkoping

CEE_POD_E (CEE) «
Site: GIC_Linkoping

CEE_POD_B_VNF24 (CEE)

Site: GIC_Linkoping

CEE_POD_B_VNF26 (CEE)
Site: GIC_Linkoping

CEE_POD_B_VNF27 (CEE)
Site: GIC_Linkoping

CEE_POD_L_HSS_VNF02 (CEE)

Site: GIC_Linkoping

CEE_FOD_Q (CEE)

Site: GIC_Linkoping

CEE_POD_S (CEE)
Site: GIC_Linkoping

CEE_POD_Y (CEE)

Site: GIC_Linkoping

CEE_POD_Y_VNF31 (CEE)
Site: GIC_Linkoping

CEE_PODL_VNFO1_NEW (CEE)

Site: GIC_Linkoping

POD_B_VNF18 (CEE)
Site: GIC_Linkoping

Connect Cancel

Create Virtual Data Center (VDC) in EO

1. LogontoEO astenant user. Choose Assets > Virtual Data Centers.

3.5

§ Ericsson Orchestrator - Cloud Manager

Assels + Resources « Orders Alarms Infrastructure « Administration «

VIrtLIJ Virtual Data Centers

Services

'DC)

Virtual Applications

Filters
Virtual Machines

—— Results T Hide Filters
TOVISION e
Status Virtual Networks T vIM
o Act ame ] Status VIM Zone Zone
Block Storage Volumes Type

User
Groups System 1D
# Per

Shared Assets : @ Your search did not refum a
User Gro

AsSigl pocently Visited

Unass

Create New Asset

VIM Zone

2. Onthe Virtual Data Centers page, click Create.

3. On the Search for Offers page, choose an Asset Type, and click Next.
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Z Ericsson Orchestrator - Cloud Manager D Quota @ Alarms (0) @ Helpv & ECM/ ecmadmin v

- Assels w Resources w Orders Alarms Infrastructure + Adminisiration « 4| CUDB-VNF21

Create Virtual Data Center (VDC)

Search for Offers Choose Offer Enter Attributes
Search for Offers
CUDB-VNF21
Asset Type*
Virtual Data Center ‘T
CEE

Cancal Next

4. Onthe Choose Offer page, choose a VDC Offer, and click Next.

Create Virtual Data Center (VDC)
&
Suaich for Offrs Choase Offer Chaose VIM Zon Entir Attributes
Choose Offer
VDG Offers (2) SAMPLE_VOG_GFFER?
Virtual Data Center; DataCenier_002
Offer Name - Description
SAMPLE_VDC_OFFER2 Sample Standalone VOC Offer

Jampée Standalone VOC Offer with Custom

SAMPLE_VDIE_OFFERS
Qrder Parameters

Cancel |+ Frevious | [

5. On the Choose VIM Zone page, select the VIM zone that is registered. For
detailed information, see Section 3.2 Register New VIM Zone in EO on page 7.
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Create Virtual Data Center (VDC)

Choose VIM Zone

& )

Search for Offers Choose Offer

Chaose VIM Zane

Enter Attributes

Al Al matrics ~ | |PercentUsed | = | | >
Hame ~ s Used Virtual CPU !chs;“ virtual Memary :"cf;;’ Storage Volume Used SR
IPW-HDS W21 Data Center Nene Re

el -
N188-DESVHALUDC M18s-SOU-ROB Data Center None Re
0 ped 0 ped 0
N18-DES-VHAYERT N183-$0U-RUE Data Canter Hone Re
N122-DES VHAVME N18a-SDU-ROB Data Conter Hoe Rie

« Pravous

Cancel

6. On the Enter Attributes page, modify the Virtual Data Center Name, input
the description, then click Submit Order to finish VDC creation.

Create Virtual Data Center (VDC)

[

e

v
Search for Offars Choose Offer Enter Atuributes

Enter Altributes

SAMPLE_VDE_DFFER2 for selected VIM Zone Attributes

Virtusd Data Cener Nama*
DataCantar_043

w Orer. Virtsl Data Cenler

Wirtual Diata Contar DataCenter_002

Description

~ User Groaps

3.6 Create Image

Make sure the image name is same as it is in ipwvnf.conf, which is prepared in
Section Configuring IPWorks VNF Parameters in IP\Works Deployment Guide.

There are 2 ways to create the image:
— Section 3.6.1 Creating Image from File on page 16

— Section 3.6.2 Creating Image from VIM Zone on page 17

3.6.1 Creating Image from File

1. Log on to Atlas server.
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$ ssh atlasadma<Atlas_addr>

$ cd /home/atlasadm/ipworks/images

Copy the following image files to a directory that can be accessed from EO.
— ipw-sc-22.qcow2

— pxeboot.qcow2

Start creating the image.

Refer to section Create Image from File in Cloud Manager User Guide.

Creating Image from VIM Zone

Log on to Atlas server.
$ ssh atlasadma<Atlas_addr>
Create SC and PL images on VIM.

$ glance image-create --name <SC_IMAGE_NAME> --disk-format
gcow2 --container-format bare --file <SC_IMAGE_FILE>

$ glance image-create --name <PL_IMAGE_NAME> --disk-format
gcow2 --container-format bare --file <PL_IMAGE_FILE>

For example:

$ glance image-create --name IPW_SC_IMAGE --disk-format qcow2
--container-format bare --file /home/atlasadm/ipworks/images/ip
w-sc-22.qcow2

$ glance image-create -—-name IPW_PL_IMAGE --disk-format qcow2
--container-format bare --file /home/atlasadm/ipworks/images/
pxeboot.qcow2

Check the result and get VIM Image Object ID.

$ glance image-list

Start creating the image from VIM.

Refer to section Create an Image from a VIM Zone in Cloud Manager User
Guide.

Create Flavor

Make sure the flavor name is same as it is in ipwvnf.conf, which is prepared in
Section Configuring IPWorks VNF Parameters in IPWorks Deployment Guide,
Reference [3].

32/1553-AVA 901 33/3UenB | 2018-12-21 17
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1. Logonto EO as admin user.
2. Select Resources > Server Resource Templates.

3. Select Create on Server Resource Templates, and fill the fields of Name,
Virtual Memory (MB), Disk Size, and Extra Specifications. Then click Create.

Create Server Resource Template

Basic Information

Name™

Type Accessibility

@ Tenant ECM Only All Tenants

Number of Virtual CPUs™ Virtual Memory (MB)~ Disk Size (GB)”

Swap Disk Size (MB) Ephemeral Disk Size (GB) Receive/Transmit Factor

Description

Extra Specifications

Key * Value *

Create Cancel

— The required fields information can be found in configuration file.

— Extra Specifications must be added as below:

Key Value
hw:cpu_threads 1
hw:cpu_cores 1
hw:cpu_sockets 2
hw:cpu_policy dedicated
hw:mem_page_size 1048576

4. Select the SC flavor that you want to transfer to VIM. Then click Transfer
to VIM.
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B3 Transfer to VIM
Server Resource Templates (8)
Hide Filters All v Refine Results Q ir
Name - ;a:t\:.::innlng :I",TL"";I E;:::‘ry ?ﬂlsBl; Size gfs':(ng:;at g:::psixe
[MB) (GB) (mB)
apg.vipsip.eph i= @ Active 4 6144 86 137 0
cp.vipsip = ® Active [ 10,240 o ']
Ipw05_PL_new_0929 = Awalting Delete 2 6,144 o 0
Ipw05_PL_new_1102 = @ Active 2 6,144 o 0
/] ipw05_SC_new 0929 is Awalting Delete 2 4,096 75 0
Ipwl5_SC_new_1102 i @ Active 2 4,086 75 1]
2 @ Active 16 12,288 0 0
2 @ Active 16 12,288 200 0

5. Select the VIM Zone which was registered according to IPWorks VNF Life
Cycle Management (Workflow) - Full Stack, and click Transfer.

Transfer Template: CM-SRT2

Transfer Server Resource Template to the selected VIM Zones

Candidate VIM Zones (1)

Refine Results

VIM Zone

CEE_POD_U
CEE

Transfer

Selected VIM Zones (0)

Refine Resulis

VIM Zone

@ No Selected VIM Zones

Cancel

6. Select the PL flavor that you want to transfer to VIM. Then click Transfer

to VIM.

7. Select the VIM Zone which was registered in IPWorks VNF Life Cycle
Management (Workflow) - Full Stack, and click Transfer.

Note: After the transfer, EO will add a prefix "CM-" to the names of the flavors
that are on CEE. For example:

"SC_FLAVOR_NAME": "CM-ipw@5_SC_new_0929",
"PL_FLAVOR_NAME":"CM-ipw@5_PL_new_0929",

32/1553-AVA 901 33/3UenB | 2018-12-21
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Generate VNF Package

VNF package is used in EO procedure. This package contains all the VNF
configuration information which will be upload onto EO for VNF deployment.

1. Generate the wrapper file VNFD_Wrapper_vIPWorks. json.

a.

Copy the HOT files (env.yaml, main.yaml, and ipw_scaling_group
.yaml) and id_rsa.pub to the folders that under /vnflcm-ext/curr
ent/vnf_package_repo/vIPWorks__<Version>.

HOT files are generated in Atlas, refer to section Deploying IPWorks
By EO in IPWorks Deployment Guide.

# cp <path to store the HOT Files>/env.yaml
/vnflcm-ext/current/vnf_package_repo/vIPWorks__<Version
>/configurations/<Instance configuration folder>

# cp <path to store the HOT Files>/main.yaml /vnflcm-ext
/current/vnf_package_repo/vIPWorks__<Version>/

# cp <path to store the HOT Files>/ipw_scaling_group.ya
ml /vnflcm-ext/current/vnf_package_repo/vIPWorks__ <Ver
sion>/Resources/HotFiles/

#cp /home/jboss_user/.ssh/id_rsa.pub /vnflcm-ext/curren
t/vnf_package_repo/vIPWorks__<Version>/configurations/<I
nstance configuration folder>

#cp /home/jboss_user/.ssh/id_rsa.pub /vnflcm-ext/curren
t/vnf_package_repo/vIPWorks__<Version>/Resources/UserCon
figurationFiles

Logonto LCM, and goto /vnflcm-ext/current/vnf_package_rep
o/vIPWorks__<Version>/Resources/LcmScripts

Run the script yaml2json.py.

> python yaml2json.py -i ../../configurations/instancel

_config/env.yaml -o ../VnfdWrapperFiles/VNFD_Wrapper_v

IPWorks.json

VNFD_Wrapper_vIPWorks.json will be generated in
/vnflcm-ext/current/vnf_package_repo/vIPWorks__ <Version
>/Resources/VnfdWrapperFiles/

2. Verify the structure of the vnflcm-ext/current/vnf_package_repo/vIPWor
ks_<Version> directory is as follow:

<vnfld>

configurations
L— instancel_config
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L— env.yaml

L— id_rsa.pub

Resources

—— EnvironmentFiles

L— config.yaml

—— HotFiles

L— ipw_scaling_group.yaml
—— LcmScripts

—— post_instantiation.py
—— pre_instantiation.py
—— pre_termination.py

—— ipwcommon.py

— pre_scale.py

—— post_scale.py

L— yaml2json.py

—— UserConfigurationFiles
L— id_rsa.pub

—— VnfdWrapperFiles/

L— VNFD_Wrapper_vIPWorks.json

main.yaml
— y

3. Modify the file VNFD_Wrapper_vIPWorks. json, add the prefix "CM-"in front
of SC_FLAVOR_NAME and PL_FLAVOR_NAME.

4. LogontoLCM, goto/vnflcm-ext/current/vnf_package_repo/, and
create a zip file with all the files in vIPWorks__<Version>.

#zip -r vIPWorks__ <Version>.zip vIPWorks__<Version>
Then a vIPWorks__ <Version>.zip fileis created.
5. Copy this zip file vIPWorks__<Version>.zip and the wrapper file

VNFD_Wrapper_vIPWorks.json to any storage where user can upload them
to EO.
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4 Procedures - Triggered from EO

These sections describe how to perform full stack triggered from EO.

4.1 Deploy Network Stack

Network stack contains the network functions that are used for IPWorks. It can be
detached from IPWorks stack and deployed/terminated independently.

1. Logon to Atlas server.

$ ssh atlasadma<Atlas_addr>

2. Put the following files to a directory that can be accessed from EO.

— /home/atlasadm/ipworks/cee_deployment/tmp/<VNF_Name>/<VNF_N

ame>-network-env.yaml

— /home/atlasadm/ipworks/temp/mode22/ipw-network.yaml (for HDS

environment)

— /home/atlasadm/ipworks/temp/mode22/ipw-network-eo.yaml (for

BSP environment)

3. Logon to EO with tenant credentials, and select Resources > Packages.

£ Encssan Orchestrator - Cloud Mansg

Packages

A

uote i Awmae @ resv & ECM/ scmmann

4. On the Packages page, select Upload > HOT Package.
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2 Ericsson Orchestrator - Cloud Manager

v Resources » Orders Alarms Infrastructure « Adminisiration

2 | @upload ~ ] b Re 14l De
VNFVAPP
Filters ! t|x  Packages (1 - 20 of 26)
Unclassified
Y Hide Filters | Al »  Refine Results Q
Provisiol Tosca
v @ OVF 18) Package Name b Format 2{:‘:}:'““‘ gf:muﬂ"m
7 @ | I}
HoT vnflai_PODL_VNF0S ig Unclassified @ Active @ Enabled
Format
+| Unclassified 22) vnilaf_new = Unclassified @ Active @ Enabled
7| TOSCA (0
7] ovF (@ ynfiai_Demo = Unclassified @ Active @ Enabled
7| HOT 4
HOT Package Famiy VIPWorks_CXPOD40851_R4AD1_1121 i Unclassified @ Aclive @ Enabled
All Selected ¥ vIPWorks_CXP9040851_R3C01_1119 = Unclassified ® Active @ Enabled
Type . i ’
vIPWorks_CXP9D40851_R3C01_1117_1445 = Unclassified @ Active @ Enabled
7| VAPP (26)
7w ] vIPWorks_CXPOD40851_R3C01_1117 i Unclassified @ Aclive @ Enabled
Management
" vIPWorks_CXP9D40851_R3C01_1116 = Unclassified @ Active @ Enabled
7| External 22
| Intemnal (&) vIPWorks__3010_C1 = Unclassified @ Active @ Enabled
Accessibili
ty vIPWorks__3.0.1.0-1012 i Unclassified @ Active @ Enabled
7] Tenant (14)
| All Tenanis 12) vIPWorks__3.0.1.0_test iS Unclassified @ Active @ Enabled
vIPWorks__3.0.1.0_scale2 -1 Unclassified @ Active @ Enabled

5. Onthe Upload HOT Package, select the template hot file. For example:
ipw-network.yaml. Then click Start.

Upload VNF HOT Package

Select File

New Package Name*

Package Family

Type value or select... v |

Description

Start Pause Stop

6. Back to the Packages page, select the template hot file, and click Deploy to
start installing Network VNF.
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2 | @upload v [ Delete  Ib 2= |8 Deploy
Filters Reset X Packages (17)
Provisioning Status All v Refine Results Q Hide Filters
7| @ Active 7 ——
/| @ Pending - Package Name ol Format E::t‘ﬂ:m“'“g
Format Compact_MSC_NG00_Provider_ECMADMIN H- HOT ® Active
) Hot @ ipw_env_testl H HOT ® Active
V] OVF
¥| VNF (13) | v ipw-network I i= HOT @® Active
Accessibility ipw-vnf-22-zone-persistent-storage i HOT @ Active
| Tenant 5 -
®) viPWorks__3.0.1.0 = VNF ® Active
| All Tenants (12)
vIPWorks__3.0.1.0_test1 i= VNF @ Active
viPWorks_ 3.0.1.0_test10 i= VNF @ Active

7. On the Create Virtual Application page, make sure the information is correct,
and click Next.

Create Virtual Application (VAPP)

Sasrch for Offars [ — Fréer netrease

Search for Offers

Aavt Tiga®

Virtual Apgac aten

Package Ofler

VOC Name*

DsComter 007 CEE) -

-----
8. Confirm the HOT Package name, and click Next.
Create Virtual Application (VAPP)
il T e
Chooss Offer
VAPP Offers in VOC DataCeries 002 (17) B ———
B e Py ——

9. Leave Set VIM Criteria blank, click Next.
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Create Virtual Application (VAPP)

@ {2
e Ol Chussan Cifer et 114 Criteris hagse Vil Torw (ke Mertate
Set VIM Criteria
Awaitatie {0 Riequied (11}
Cracmra 4 Chamaw -
L] L R

e | erees ([EE
10. Choose a VIM Zone, and click Next.
Create Virtual Application (VAPP)
Choose VIM Zone
CEE VIM Zones (1)

11. On the Attributes page, fill in the required fields.

a. Under Basic Information tab, Virtual Application Name. For
example:

Create Virtual Application (VAPP)

JatxContor_002

b. Under Files tab, click Add More Files to add environment files. For
example:

<VNF_Name>-network-env.yaml
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Create Virtual Application (VAPP)

®
S i Ol Croe (e et VR Coten [N e b

Enter Atiributes

fow-natwork in VDT DataCantor_D02 Asvituton
S oo Cotigain e
Configuratien Fies (0) Ot Fres %) R T Dt

Emdrarement Fils (1) © dtthn Fims %) P T Dt

Crun o s e s o NN o

e —

12. Click Submit Order, result is as follows.

@ order Submitted

Coer X144 Fo e et sy

[

13. Click Orders. Check the Status of the submitted order. Completed means
the deployment succeeded.

Status Description
Completed Succeeded.

In Progress Not yet finish.
Warning Finished with defects.
Failed Instantiation failed.
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= Assats w Resouras v Perlormance w Orders Alarms Wrastructurs Administration «

Orders

~
L5
Filters Resat % Orders (1 - 20 of 96)
Order Status All »  Rofi Q Hide Filters
4| @ Completed (15)
7 @ InProgress (26) Order ID Status Submitted Date i C Date i By
7| @ Waming ik i
253472 @ In Progress 10252018 170421 ProvidarAdmin
+| @ Falled (55)
253136 @ In Proguess 10252018 16.:55:20 ProviderAdmin
Submitted Date
Friu 253008 ® In Progress 102572018 16:53:27 ProviderAdmin
bt iz *B s ® Faied 107252018 155005 10/25/2018 15.50.35 ProwiderAdmin
To 252466 @ Failed 10252018 140850 10/25/2018 14 1028 ProvidarAdmin
MMODAYYY =)
252198 ® Failed 10/25/2018 135100 10/25/2018 13-51:39 ProviderAdmin
251930 @ Failed 1022018 13:46:34 10/25/2018 134724 ProviderAdmin
247928 @ In Progress 102572018 08.52.55 ProwderAdmin
247877 ® Failed 12572018 09:40 16 10/25/2018 00 40 47 ProvidarAdrmn

14. If HDS platform with SDN is used, configure the L2 gateway connections.
Refer to section SDN Network Configuration for IPWorks VNF in IPWorks
Deployment Guide,Reference [3].

4.2 Instantiate VNF

1. Logon to EO with tenant credentials, and select Resources > Packages.

£ Encsson Orchestrator - Clowd Manager Tiowets W Awma o @ rees & ECM/ scswonn

Packagesl .

2 QU v e ppsnuers Tempais

Filtars Ruset | o, c 28)
&
Provissoming Status
5w A a8 Provisioning Operabonal Usage "
i Femmat Status State State b e
/) @ Fanang "
Uncisssites - Actve o Fratiad Helmum  yARP
Forma
) Uncisssses » Acve ® Evatied ® use VAR
o
0 Unelisaibed o Actve © Erabid ® ue uapp
une » Actve ® Erabiod netnum  VAPP
- Uncissases o Franad ® s s
T
g HoT _—
VPR 2
W o Unciasstias » Actve ® Eratied & Bum VAR
WiiPfona_1018_scarmpn £ Unciasstes » Aatve @ Eratied WEnuE  VAPP
] nEal_nes | Uncsetes » Actve & Eratisd ® bue o

2. Onthe Packages page, select Upload > Unclassified.
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Assels w

Packages

2 | QuUpload v

VNENAPP
Filters ’ t

x

Unclassified

Provisiol 1osca

] 12)
281 ovr &
7 @ )
HOT
Format

+| Unclassified {25)

+| TOSCA [{u)]}
| OVF (0)
7] HOT 3)

HOT Package Family

All Selected v
Type
+| VAPP (28)

Resources w

Z FEricsson Orchestrator - Cloud Manager

Orders Alarms

Packages (1 - 20 of 28)
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Infrastructure « Administration w

Refine Results

Package Name

vIPWorks__3010_C1

viPWorks__3.0.1.0_scale2
vIPWorks__3.0.1.0_aurora_1023_1030
vIPWorks__3.0.1.0_C2

viPWorks__3 0 1.0-181012

hot_vAPZN_1_CEEGA 1_providerNetw_A_WA_shared

Y Hide Filters

Format };{;:l\[::ionim
i Unclassified @ Active
H Unclassified @ Active
i2 Unclassified @ Active
g Unclassified @ Active
i= Unclassified @ Active
- HOT @ Active

3. Onthe Upload VNF Unclassified Package page, fill in all the required fields.

Upload VNF Unclassified Package

Mew Package File *

Select File

Package Version®

Software Verslon®

Description

Package Viendor

Package Category

Mew Package Name*

New Schema File

Name ™ UNFM Type Vendor Site

© Assign Managers

Package Resource Groups

a. Select vIPWorks__ <Version=>.zip that was created in Section 3.8
Generate VNF Package on page 20 as New Package File. The
package name must be the same as the folder where the main.yaml
is located. That is, the folder where all workflow files are stored. For
example: vIPWorks__ <Version>.
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Upload VNF Unclassified Package

£ Open
New Package File *
’ &« « 4 wme ¥ This_ 3 hwed ehuiwse Qwvhub.sh.corso.ercss. w0 2oL
Select File
Ex3 : 10

i Select Flle

Package Version

Site

Software Versian & A

B tmp

L5 05Dk () & VNFD_Wrapper_vifWorks son

- brvd_ebuiwae [\) | viWerks_3.0.1.0.0p

@ Network

*
v < »
Flle name: |viPWorks_3.0.1.0ip PR
Open | Cancel

b. Select the corresponding wrapper file in vIPWorks__<Version>/Res
ources/VnfdWrapperFiles/ as New Configuration File.

Upload VNF Unclassified Package
M Package Fie g
1+ = Resources * VnfdWrapperFiles v U Search VnfdWrapperFiles 2

Organize = New folder - i |

Name Diate modified 1

& OneDrive - Ericsse “
P W This PC « | VNFD_Wrapper_viPWorks json
SoMtware Verson® 3 3D Objects

m Desktop
Dascription % Documents
4 Downloads
B Music

= Pictures L 4 2

File name: v | |FAs &

Open |v Cancel

c. Fill in Package Version and Software Version. This
parameter must be the same as the parameter vnfdId of the
VNFD_Wrapper_vIPWorks.json. For example:

"dataVNFDSpecific": {

"vnfdId": "vIPWorks__<Version>",
"vnfdVersion": "<Version>",
"vnfProvider": "Ericsson",
"vnfProductName": "vIPWorks",
"vnfSoftwareVersion": "<Version>",
“flavourId": ["default"],

Take the value of vnfdVersion as Package Version; take the value
of vnfSoftwareVersion as Software Version.
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d. Rename the package in New Package Name. The package name
cannot be same as other existing ones.

e. Click Assign Managers, select the corresponding manager, add it to
Managers for this Package, then click Assign.

Assign Managers

Candidate Managers (20) Managers for this Package (1)

Manager (Name, VNFM Type, Vendor, Site)

vrfiem4B134
.
wnficm3
-
m-PODS
N /NFOS Py

f.  Onthe Upload VNF Unclassified Package page, click Start. Wait
until package uploading succeeded.

Upload VNF Unclassified Package

New Fackage File” Hew Package Name

viIPWarks__3 010

Select Flle -
viPWorks__3.0 1.0 zip (38 99 KB

New Configuration Fie New Schama File

Select File

G5 x # Edil Assigreninls
Namg = WNFM Type Vendor Site
illema8134 Extimal Virrsian 2 Ericsson
< 3
Packige: Risaurci Groups
Package Version Package Vendor
010
Sofware vVersion Package Category
010
Descnipbon

4. Select Resources > Packages. Check the available package, and click Deploy.
Or click the hyperlink of the package, go to the package information page,
and click Deploy.
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5.

Packages

& | @ Upload v

Filters Reset [ x

] ] Il Deploy

Packages (1)

Provisioning Status
J| @ Active
+| @& Pending

Format

| Unclassified
< TOSCA

<| OVF

<] HOT

HOT Package Family
All Selected

Type
+| VAFP
| VM

Management

v| External
| Internal

Accessibility

+| Tenant
| All Tenants

(1)
(0)

(1)
(0
(0
(0

(1)
(0)

(1
(@)

(1)
(@)

All ~ vIPWorks_ 3.0.1.0_test » Q Y Hide Filters

" Packape Name

[#]  wIPWorks_ 3.0.1.0_test

Following pages show the configuration parameters. Click Next to process.

Create Virtual Application (VAPF)

Search for Offers

e

==

O

¥O_ 18 11 L
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Create Virtual Application (VAPP)

L
e (IR
Create Virtual Application (VAPP)
-
Set VIM Crite
L L
. [~+]
Create Virtual Application (VAPP)
= o
o M Zorw
- - m

6. On the Enter Attributes page, rename Virtual Application Name to avoid
conflict with other application name. Select VNF manager if it is empty. Click
Submit Order to start instantiation.
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Create Virtual Application (VAPP)

& % @ & o
Search for Offers Choose Offier

Bt VIM Criteria Choose VIM Zone Enter Atiributes

Enter Altributes

-megutns2 14 [Extemal Varsion 2

VAPP Version WAPP Viendior
010 Ericsson

VAFE Type Flavor®

Description

If you want to connect vIPWorks to ENM, click the tag Configuration, and
add the following parameters in the end of configuration.

"workflow_0SS_NETWORK_ELEMENT_TYPE": "vIPWorks",
"workflow_0SS_NETWORK_ELEMENT USER_NAME": "root",
"workflow_0SS_NETWORK_ELEMENT_ PASSWORD": “"rootroot","workflow_0SS_ADDVNFTOO

For example:
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Attributes

VAPP Attributes Configuration

Configuration Parameters

Select File

L e o o e o e o o e e e e e e e e e e . e e e e . . . . . .

Configuration Parameters

PL_IMAGE™: “IPW PL WNF21l aurora’,

“WIP_TRF_IPZ7: "10.135.62, 1167,

“YIP_TRF_IP17: "10.135.61.1167,

“S02 MAC ADDEESS ETHO™: “02:10:20:01:02:007,
“workflow 055 NETWORE _ELEMENT TYPE™: “wIFWorks",

“workflow 0355 NETWORE ELEMENT USERE _NAME®: “root”,

“worlkflow 055 NETWORE ELEMENT FPALSSWORD™ : “rootroot”,

“worlkflow 055 ADDVNFTOOSS : “true”

!

Parameter Type | Description

workflow_0OSS_NETWOR | string | The Network element type.
K_ELEMENT_TYPE

workflow_0OSS_NETWOR | string | Username to access the VNF.
K_ELEMENT_USER_NAM

E

workflow_0OSS_NETWOR | string | Password of the username to access
K_ELEMENT_PASSWOR the VNF.

D

workflow_0OSS_ADDVNF | bool Whether add the VNF to OSS.
TOOSS )

e true: add it to OSS
e false: don't add it to OSS

7. Verify the instantiation.

a. Logontoworkflow. The instantiation triggered from EO will also
be displayed in workflow.
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B Werktow bastance ® o+ - cE.

% C (@ Netsecure | 1013349134 x . _— Kok Nork M & & o B

£ Enicsson 0SS @ 1
Workflow Instance

viPWorks__3.0.1 0sss1820_2018.10-12T12:20.29 7200200

WerkNm Defintticn Workiow Frograss

b. Logonto EQ, click Orders. Check the Status of the submitted order.
Completed means the instantiation succeeded.

Status Description
Completed Succeeded.

In Progress Not yet finish.
Warning Finished with defects.
Failed Instantiation failed.
Orders

Filters Resat % Orders (1 - 20 of 96)

Crder Status Al firve R Q Hide Filters

Order ID Status it Date o [+ ion Date Submitted By

| @ Faied
Submitied Date

From

10112018 * M

Ta

8. Change the password for the <EMERGENCY_USER> user.

$ssh <EMERGENCY_USER>@<SC-1_IP_Address>
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This <EMERGENCY_USER> user is used for graceful termination and scale
operations. The default value of <EMERGENCY_USER> is emergency. The
default password is emergency.

After logging on the system for the first time, there is a prompt to have the
user change the password.

For more information about the parameter <EMERGENCY_USER>, refer to

the table "IPWorks VNF Deployment Parameter for HEAT Stack" in IPWorks
Deployment Guide, Reference [3].

4.3 Scale VNF

This section describes how to scale-in and scale-out a VNF using EO.

Scale is NOT supported in this LCM version (18.16 IP1, media version 4.9.22).

4.4 Terminate VNF

This section describes how to terminate a VNF using EO.
1. Logonto EO with tenant credentials and select Assets > Virtual Applications.

2. Check the VAPP you want to delete, and click Delete to implement termination
operation.

w v mal ~ Crdars fras! w w

Virtual Applications (VAPPSs)

2 | @ CreateVAPP ([ Dalete Other Actions v
Filters Reset % VAPPs (1- 20 of 51)

Provisioning Status Al w fing R Q Hide Fittars

¥

Provisioning Virtual Data

VAFF Hame Status Center

VAPP Type

VIM Zane

[T T TR 1]

All Salected v

Virtual Data Center vIPWorks__ 30 1 D_test1D150852

All Selected - vIPWorks 3010 tesi
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Terminate VAPP

Termination Type

Tenmmata Cance

The following options are available as termination types:

Graceful

The VMs in the cluster are gracefully
locked: the VAPP instance gradually
stops processing traffic, but there
still might be a minor traffic loss.
The VAPP is terminated after

the expiration of the graceful
termination period.

Forceful

The VAPP is terminated
immediately, all ongoing traffic

is lost. This option must be
confirmed on the next screen, as it
stops all traffic.

Graceful termination timeout (sec)

The graceful termination timeout
value defines the time length from
applying graceful termination

to the termination of the VAPP.
Ongoing traffic still happens during
this period. 120 seconds is the
recommended value.

Verify the termination.

a. Logon to workflow. The instantiation triggered from EO is also

displayed in the workflow.
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B Werkdow bnstance x4 - -l
“ Q@ Netsecure | 1013349134 hrmie _— Wk Wik WNF - & & B i
£ Encsson 055 o] 7
Workflow Instance
£ Rz
viPWorks__3.0.1 0sss1820_2018-10-12T13:05:40 0950200
oo Delritcn Wikt Brogress

1700%

G+ @0

b. Logonto EQ, click Orders. Check the Status of the submitted order.
Completed means the termination succeeded.

Status Description
Completed Succeeded.

In Progress Not yet finish.
Warning Finished with defects.
Failed Termination failed.
Orders

Filters Resat % Orders (1 - 20 of 96)

Bty a o [ Brooesss

Submitied Date

@ In Proaress

From
101172018 *BH @ Fabed

Te @ Faled
® Failed

@ Fadad

@ In Proaress

@ Faiad

ProvidesAdman

4. Terminate the corresponding network stack.

a. Select the network stack from VAPPs list and click Delete.
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es - B “  Ouwn  Meva b

Virtual Applications (VAPPs)

O Oceme @omse #om Bom 1) Puse O oot I fenree  Ober At =

Fitars. B | W VAPPs (3)

vk i P —— T i s

i

Qe - -

oy S F s E R Ottt 81
Frtmra

Mg Ty

2 Umne

o Lomnet -
o

it

ot Do Camtns
et

i['
i
!

P TR ot 01

b. Click Delete on the warning window to complete the operation.

c. Verify the operation. Back to VAPPs list and check if the network

stack is removed.
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Procedures - Trigger from LCM with EO
Involved

These sections describe how to perform full stack triggered from LCM but with
EO involved.

Instantiate VNF

Instantiation is NOT supported in this LCM version (18.16 IP1, media version
49.22).

Scale VNF

This section describes how to scale-in and scale-out a VNF using EO.
Continue with this procedure only when the VNF is already instantiated by EO.

For how to do scale, refer to section Scale VNF in IPWorks VNF Life Cycle
Management (Workflow) - Small Stack.

Terminate VNF

\\

This section describes how to terminate a VNF using VNF-LCM with EO involved.

Continue with this procedure only when VNF is already instantiated by EO.

1. Onthe VNF-LCM Workflows page, select Terminate VNF, and click Start
a New Instance.

€ Encsson 055 o]

VNF LifeCycle Management

Workflows & Tanke Senngs Instance Activity
Hame Instances with User Tasks Active Instances Brescription

ane VWS VINF

- Today

Scale viPWorks VNF_ 1532613429

IPWorks VNF_ 1532613244

ks VNF_ 1532613082

2. On the Start a Workflow page, fill out the Instance Name field, and click
Submit.

3. Select the newly created workflow from the Instance Activity panel.

32/1553-AVA 901 33/3UenB | 2018-12-21

41



urn:x-ericsson:r2:reg-doc:*-*:*:*#Chl-Scale_VNF?title=IPWorks VNF Life Cycle Management (Workflow) - Small Stack
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=IPWorks VNF Life Cycle Management (Workflow) - Small Stack
urn:x-ericsson:r2:reg-doc:*-*:*:*?title=IPWorks VNF Life Cycle Management (Workflow) - Small Stack

\\

IPWorks VNF Life Cycle Management (Workflow) - Full Stack

4. 0Onthe Workflow Instance page, select the VNF that is to be terminated,
select termination type, and click Submit.

& Task

Collect user data for Terminate

Terminate VMNF instance

Termination data

Select VMF instance®
ipwd7 (a2dfef2b-aff8-40. .. »

Termination type:

Graceful termination timeout (sec)

-1

Note: It will take a few minutes to complete. You can click Refresh to check
the status of the task.

The following options are available as termination types:
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Procedures - Trigger from LCM with EO Involved

Graceful

The VMs in the cluster are gracefully
locked: the VNF instance gradually
stops processing traffic, but there still
might be a minor traffic loss. The VNF
is terminated after the expiration of
the graceful termination period.

Forceful

The VNF is terminated immediately,
all ongoing traffic is lost. This option
must be confirmed on the next screen,
as it stops all traffic.

Graceful termination timeout (sec)

The graceful termination timeout
value defines the time length from
applying graceful termination to the
termination of the VNF. Ongoing
traffic still happens during this period.
The default value is -1, which means
the VNF is terminated only after all
VMs stopped processing traffic.
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Troubleshooting

6 Troubleshooting

If the workflow execution is unsuccessful, refer to the section IPWorks Workflows
Problems in IPWorks Troubleshooting Guideline to investigate and resolve the
possible issues.

The log from VNF-LCM is located in VNF-LCM: /ericsson/3pp/jboss/standalo
ne/log/server.log.
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