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Preface

This guide provides the required information to setup and configure the
ESB20 switch, firmware version 1.28. It is intended for network
administrators who are responsible for installing and setting up network
equipment. It assumes a basic working knowledge of the following:

» Local area networks (LANS)

» Ethernet concepts

» Ethernet switching and bridging concepts
* Routing concepts

» Internet Protocol (IP) concepts

If the information in the Release Notes that are shipped with your unit differs
from the information in this guide, follow the Release Notes.

Manual Organization

Chapter 1-.  Introduction. Describes the wunit, its features, and
specifications

Chapter 2 - Getting Started. Describes how to unpack and install the
unit, perform the initial setup procedure, navigate the
management applications, and unit operation commands.

Chapter 3 - Configuration Procedures. Describes all the unit and the
port configuration procedures, except for the VLAN related
procedures. The latter are described in Chapter 4.

Chapter 4 — VLAN Configuration.  Describes the VLAN related
configuration procedures.

Chapter 5 - Statistics and Status Reports. Describes the statistics and
status reports.

Chapter 6 — TFTP Procedures. Describes how to perform remote
software upgrades, uploads, and download using TFTP.

Chapter 7 - Troubleshooting. Describes common problems and
provides solutions.
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Chapter 1 Introduction

General

Nokia ESB20 switch is a 20 port 10/100BaseT/Tx switch board which is
integrated into the DX200 M98 system. Interface to two ports is provided on
the front panel via standard RJ-45 connectors, and to eighteen additional ports
via the backplane.

Two management applications are integrated into the switch: Terminal
Interface  management for initial setup and troubleshooting, and Web
Management application for remote management and monitoring.

Main Features

» Store and Forward operation.

» Half and full duplex on all ports.

» IEEE802.3X Full Duplex flow control on all ports
» Back pressure in Half Duplex mode on all ports

» Priority queuing based on Port or 802.1p.

o Complies with IEEE802.1d Spanning Tree protocol.
* None blocking operation.

* VLAN per 802.1q

» Address table contains 4000 entries.

* Port Trunking

* Hot-swap

1-1 DN02109172 Issue 1-0 en
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Specifications

Compliance

Switching
characteristics

Management

Indicators:

Physical
Characteristics

Environmental
Characteristics

Power
Characteristics

Hot-swap:

IEEE802.3
IEEE802.1D
IEEE802.3X
IEEE802.1q
IEEE802.1.
Bridging

Address table:
Forwarding Rate:

Internal Bandwidth (max.):

Buffers Memory:

Priority Queuing:
Virtual LAN:

Port Trunking:

In-Band:
Supported MIBs:

Local:

Software download:
Monitoring

General:

Dimension:
Operating Temp:

Humidity:
Voltage:
Power Consumption:

Per IEEE 802.1d spanning tree.

4,000 MAC address per switch.

More than 2Mpps max.

5.3 Gbit per second (F.D.).

737,280 bytes total

24,576 bytes per 10/100Mbps port

2 Queues per port, provides CoS per 802.1p
Port Based VLAN per 802.1q.

Up to 32 VLAN groups can be defined.

4096 VLAN ID’s are supported.

Up to three trunks can be defined: two trunks
consisting of up to 8 rear panel ports, and an
additional trunk consisting of either the two front-
panel ports or the remaining two rear panel ports.
SNMP, TELNET, Java Based WEB application
MIB-Il, BRIDGE MIB (RFC-1493) , PRIVATE
MIB, RMON MIB (Group 1,2,3,9)

For initial configuration,

EIA-232 protocol,

RJ-45 console connector on the front panel,
VT100 compatible

Via TFTP (Server application)
Port mirroring for sniffer connection

A single two-color LED (Green/Red)
Green — Unit is operational

Red — Unit is not operational or faulty. During
reset the LED should lit in RED till unit is
finalizing the restart procedure.

Blinking — while firmware is being updated.
Off — powered off (during Hotswap process).

233.4*220 mm with PCB thickness of 1.6mm and
spacing of 20.34mm (4T)

According to Nokia Environmental Specification
(Commercial range 0-70C)

According to Nokia Environmental Specification
3.3Vand 5V

<30w

The card can be inserted and removed when power is applied to the DX200
chassis. Before removing the card it is necessary to push the Reset button
twice within two seconds. Doing so, will remove the power (the LED will go
off) from the card for 20 seconds. During those 20 seconds the card can be

removed safely.

DN02109172 Issue 1-0 en
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Chapter 2 Getting Started

Overview

ESB20 installation consists of inserting the card into the appropriate slot in
the system, powering on the unit, and setting the IP Address in order to enable
remote management. All other management procedures may be performed
remotely via the Web or Terminal Interface management applications that are
integrated into the unit.

This chapter describes how to install the unit, perform initial setup, navigate
the Web and the Terminal Interface management applications, and how to
perform basic switch operations.

Unpacking

After unpacking:

» Verify that the ESB20 unit is not damaged during shipment.

» It is recommended that you keep the shipping package until the unit has
been installed and verified as being fully operational. As all electronic
devices with static sensitive components, ESB20 should be handled with
care.

ESB20 Front Panel

ESB20 front panel is illustrated below.

LoV m
=] ol v I

10/100BaseT/Tx ports

Operation indicator

Reset button

Open tabs outwards to insert or extract card.
Serial connector [

-

T
"]

(=

Figure 2-1. ESB20 Front Panel

1.

ETH1, ETH2 Two 10/100BaseT/Tx ports interface connectors

OPR

Operation Indicator. A single two-color LED (Green/Red)
Green — Unit is operational

Red — Unit is not operational or faulty. During reset the LED turns
RED until the restart procedure has been completed.

Blinking — while the firmware is updated, the LED blinks.
Off — powered off (during the Hotswap process).
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RST Local Reset and Hotswap button.
To perform Hotswap, press twice within two seconds before
removing the card. Power will be turned off for 20 seconds during
which the card may be removed safely.
SER1 RJ45 console connector used for initial configuration.
Initial Setup

In order to manage the card remotely, it is first required to locally connect to
the card via a VT100 compatible console and set the card IP Address
definitions. By default, ESB20 is setup with the static IP-address 192.168.0.5.

During the initial setup procedure, you may configure the unit with a user
defined IP Address and change the IP Address acquisition source (changes are
implemented after the unit has been reset). All other configuration,
management and monitoring operations may be performed remotely after
logging in using the IP Address assigned to the unit.

Card Installation and Initial Login

1.
2.

Insert ESB20 into its chassis slot.

Connect the supplied console cable between the card RJ-45 (Console)
connector and the PC.

Open the terminal-emulation application on the PC and verify that it is set
up as follows:

* Emulation mode: VT-100 mode (default mode).

« Communication parameters: 9600, 8 bits, No parity, 1 stop bit

Reset ESB20 by using front panel reset switch. Self-test will be

performed and the corresponding messages indicating the various stages
in the test will be displayed on the screen.

Enter the default User Name followed by the Password.

Set the IP Address definitions according to the following section, referring
to the basic editing instructions given below:

DN02109172 Issue 1-0 en 2-2
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Basic Editing Instructions for the Terminal Interface Menus

Access the next menu by typing the item number.
Re-access previous menus by pressing Esc.
Access the Main menu by typing the number 9 from any menu.

Edit an option by typing the number of the option, entering the new value
at the prompt, and pressing Enter. The change is automatically saved and
displayed either immediately or after a short waiting period on the screen.

IP Address Definitions

User Assigned IP Address

In the Main menu, type 1 (option 1. General Configuration.) The General
Configuration menu appears.

Cener al

CoukwnE

Confi guration

MAC addr ess

Agent | P Address
Agent Net nask

Def aul t Gat eway
Super vi sor/ Ter m nal
Syst em Nane
Advanced Feat ures
Mai n Menu

00 A0 12 07 14 58
010. 002. 005. 250
255. 255. 000. 000
010. 002. 001. 001
Passwor d

Figure 2-2. General Configuration Menu

The assigned IP Address definitions (in addition to other options) are
displayed.

Define the following parameters as necessary and upon concluding the
definitions, press Esc to return to the Terminal Interface Main menu:

Agent IP Address. A unique address in the network that is assigned to
the unit. The address is in standard dot notation; for example:
192.115.16.131.

Agent Netmask. Thirty-two bit number that determines the network size
and the IP of the unit subnet.

Default Gateway. The gateway to which packets with unknown
addresses are sent, to be forwarded to their destination on other subnets.

2-3 DN02109172 Issue 1-0 en
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Setting-up and Navigating the Management
Applications

Two management applications are integrated into the ESB20:

« WEB Management. Remotely accessible via Internet Explorer or WEB
Browser applications. This management application is used to configure,
monitor, and manage the switch after the initial setup procedure, executed
via Terminal Interface, has been completed.

* Terminal Interface Management. Accessible either locally via direct
connection, or remotely via Telnet. This application is used to perform the
initial setup (as described in the previous section). It also provides basic
monitoring and configuration options.

In order to use either management applications, some configuration of the
management station is required. The management applications and the
corresponding configuration procedures are described in the following
sections.

Web Management Application

Network Management Station Minimum Requirements
* Pentium 90 MHz PC Minimum
* 32 Mbytes of memory
*  Windows 95
* Internet Browser or Internet Explorer 4.X installed.

* Microsoft Java Virtual Machine™. This application may have been
automatically installed after installing Microsoft Internet Explorer
(depending on the chosen options).

If necessary, Microsoft Java Virtual Machine™ may be downloaded from
the URL.: http://www.microsoft.com/java/ (go to: get components. Castle
Rock SNMPc™ for Windows).

NOTE: Linux, Unix etc. operating systems can be used as well; however, it is
required that the Web Browser used support Java (version x.x or later).

Working with a DNS Server

If you have a DNS Server, you can register the unit's IP Address and logical
name on the DNS Server.

DN02109172 Issue 1-0 en 2-4
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Setting Up the Web Browser to Connect to the Web Application

In order to access the switch management Web application, the Web browser
on the management station must first be setup to allow communication with
the unit.

Note: The setup description is applicable to the Internet Explorer versions
5.x. The procedure slightly differs for 4.x. Browsers than Internet Explorer
can be use as well, however it is required that they support Java. Internet
explorer is used through this document for example.

To setup the Internet Explorer:

1. From the Tools (View in Version 4.x)] menu, depending on the Internet
Explorer version, choose Internet Options. The Internet Options menu
appears.

2. Select the Security tab. The following dialog appears.

iGeneral  Ecdrity ICDntent I Canneckions I Proqrams I ddvanced I Click Int ¢ and .
ick Internet and configure

Select a Wehb content zone ko specify its security settings. the options; Click Local
[ Intranet and configure the

o ° options.

L-:i(al intranet  Trusted sites  Restricked
sikes

Internekt
y This zone contains all Web sites wou Sites, ., |
haven't placed in other zones =

—Security level For this zone

Custom

Cuskom settings.
- To change the settings, click Custom Lewel,
- To use the recommended settings, click Default Lewvel,

Custom Lewvel. .. I Default Level |

K | Zancel | Gl |

Figure 2-3. Security Options

3. Select the Internet/Local Intranet icon. (Perform the configuration
procedure first for the Internet zone and then for the Local Intranet).

4. Click the Custom Level button. The Security Settings dialog appears.
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5. Click the Security Settings button. The Security Settings dialog appears.

Security Settings 21X
Settings:
O Disable ;l
{3} Enable
O Prompk

EE:i Micrasaft Wi
|:§j Java permissions

OB skom
{3 Disable Java J
O High safety
O Low safety
O Medium safety

@ Miscellaneous

@ Access data sources across domains

O Disable

A Ce-ble x
1] |
—Reset cuskom setkings

Reset ko: IMedium j Reset |
Jawa Cuskom Setkings. .. | Ok I Cancel |

Figure 2-4. Java Custom Settings

6. Under Java Permissions select Custom. The Java Customs button
becomes available.

7. Click the Java Customs Button. The Internet dialog appears.

DN02109172 Issue 1-0 en 2-6
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8. Click the Edit Permissions tab. The following dialog appears.

Wiew Pemizsions Edit Permizzionz |

2l x|

E Unzigned Content
@ Run Unzigned Content

& Runin zandbox <
) Dizable
) Enable
@ Additional Unzigned Permiszions
rﬁ Access to all Files
(®) Dizable
Q) Enable
rﬁ Access to all Mebwork, dddreszes

O Dizable <

o
rﬁ Execute

(®) Dizable

Q) Enable

rﬁ Dialogs

=

— Rezet Java Permizzsions

Reszet to: ISaved pEIMiEEions j Fezet |

o]

Cancel |

Figure 2-5. Internet Explorer Configuration window

9. Under Run Unsigned Content, enable Run in Sandbox.
10. Under Access to all Network Addresses, Click Enable.

11. Click OK for each consecutive dialog to save all changes.

12. Repeat steps 3 to 11 for Intranet Options.

Opening the Web Management Application

It is assumed that the Explorer on the management station is configured

according to the previous section.

1. Open your Web Browser application.

2. Enter the unit IP Address in the Web Browser address field. After
connection has been established you will be prompted to enter the User

Name.

3. Enter the switch User Name (default is nokia) followed by the password

(press Enter if none has been assigned).

2-7
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The Welcome dialog appears together with the switch view dialog from
which all configuration and monitoring options can be accessed.

4} ESB20 - Microsoft -0l x|

J File Edit Miew Fawaorites  Tools  Help ﬁ

J R Back = = - @ a3 | @Search (3] Favorites @Histnry ||%v =h -
J.ﬂ.ddress @ http:/f10.2.5.250; j 2o JLinks ==

NOKIA B

@ Title ESE20

@ Supported

Yersions wEw. holiia.com
@[nternet
Explorer Special

Settings Nokia techmical Support

=10l

System  Config Reports  Commands  Settings  Help

07 - .

Init Console

1 2
1 2 E] 4 5 6 7 ] 9 i 11 i2 13 14 1% 16 17 18

Online Supervisor

Warning: Applet Window

Figure 2-6. Web Management application Welcome screen and switch view dialog

4. You may now start working with the Web Management application
according to the description given in the following section.

Navigating the ESB20 Web Management Dialog

The switch view provides a real-time display of the ESB20 interfaces,
showing the currently active connections (green). The menu options provide
access to unit configuration and monitoring options.  Port specific
configuration and monitoring options are invoked by right-clicking the port of
interest.
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If the unit generates traps while switch view is open, a Trap window will

appear.
¥ Unit IP Address

-iBix]

Syskem  Config Reports  Commands  Settings  Help

10/100 Mbps port

* e l—options. Gbps port

Init Conszole options differ.

1 2 3 4 H & I & 9 i 11 12 13 14 15 16 17 18

Part Properties
Part Statistics
Online Supervizor Part STP
Wearning: Applet Window Port Graphs
Trunking »

Figure 2-7. Web Management Application Main dialog

Standard Dialog Buttons
Below is a standard dialog showing the Refresh, Set, and Abort buttons.

_ioix
Enable Spanning Tree | %
Priority |32768
Hello Time [zec] |2
Forward Delay [zec) |15
Saves changes.
b ax Age [zec) |2|:|
Cancels changes.
Displays settings that are
Set | Abart I Fefresh |< ﬁlrj]l;trently saved on the
|Warning: Applet Window

Figure 2-8. Standard ESB20 Web Management dialog

The menu options are described below:

Note: The menu options provide unit related functionality. All port related
options such as port configuration, statistics, STP, Trunking, etc., are
accessible by right-clicking the relevant port and selecting the function from
the displayed pull-down menu.

Password and unit identification options (in

Passwords addition to application Exit function).
filarme

Exxit
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All unit configuration options.
Global
SHMP
Spanning Tree
Mail Mokification
SnifFer
YLAMN's L4

Reports Invokes version information, as well as
Description displays of various types of status and log
Hardware Skatus reports.

FDE Table
STP Status

Potts Skakus
Ports Counters

Trap Log

Commands Executes the displayed commands.
Restart Linit
Restore Default Settings
Ipgrade Software

Clear all Counters
Poll [ow

Settings Global Polling settings.

Polling I

Terminal Interface Management Application

About the Terminal Interface Application

The Terminal Interface application provides simple menu driven operator
interface that is to be used for system initialization and diagnostics. The
terminal interface is VT-100 compatible and as such, can be viewed via a
Telnet session. The primary purpose of the terminal interface is to set only the
basic operational parameters.

The communication parameters are: 9600, 8 bits, No parity, 1 stop bit

DNO02109172 Issue 1-0 en 2-10
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Accessing the Terminal Interface Menu

Remotely

1. Open the Telnet application on the management station by clicking the
Start button and choosing Run. The Run dialog appears.

Run 2/ x|

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it for wou,

=~

(a4 I Cancel | Browse. .. |

Figure 2-9. Opening a Telnet session

2. Type Telnet and the IP Address of the unit.

3. The Telnet window appears. If a connection is established, you will be
prompted to enter the User Name.

4. Enter the User Name (default is nokia). You will be prompted for the
Password.

5. Enter the Password (default is none; press Enter). The Setup menu
appears.

6. You may start working with the Terminal Interface application according
to the instructions given in the following section.

Terminal Interface Navigation Commands
» Previous menus are accessed by pressing Esc.
* The Main menu is accessed by typing the number 9 from any menu.

» Options are edited by typing the number of the corresponding item,
entering the new value at the prompt, and pressing Enter. The change is
automatically saved and may be displayed immediately on the screen, or
after a short waiting period.

* You may now type the next number corresponding to another item to be
modified.
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Terminal Interface Application Main Menu

All Terminal Interface management application options are accessible from
the Main menu.

ESB20 1.28 Aug 17 2000
Mai n Menu

ONoOURWNE

CGeneral Configuration
SNWP Confi guration
Ports Configuration
Ports Status

Load Factory Defaults
Sof t war e Upgr ade
Reset

Logout

Figure 2-10. Terminal Interface Menus

Main Menu Options

General Configuration. Access to remote access IP Address definitions
and passwords. Provides access to the Advanced Menu via which DHCP,
and VLAN settings are defined, in addition to other functions and protocol
settings.

SNMP Configuration. Access to SNMP community and management
station definitions.

Ports Configuration. Accesses port configuration screens, where each
port is defined separately.

Port Status. Accesses a screen summarizing the status of the ports and
their configurations.

Factory Defaults. Loads (after a verification message) the factory
defaults.

Software Upgrade. Performs (after a verification message) software
upgrade.

Reset. Resets the switch.
Logout. Session logout.

Subsequent submenus are accessed by typing the item number (it is not
necessary to press Enter).

General Configuration

The General Configuration Menu provides access to the SNMP agent address
definitions, and via the Advanced Features, to unit identification defintiions,
Watchdog Timer Test, and DHCP address assignment mode setting.

Watchdog and DHCP definitions are only available via the Terminal Interface
menus (not via Web Management).
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To access the General Configuration Menu:

From the Main Setup Menu, enter 1 (General Configuration.) The Genreal

Configuration menu appears.

General Configuration

MAC addr ess 00 A0 12 07 14 58
1. Agent |P Address : 010. 002. 005. 250
2. Agent Net mask . 255. 255. 000. 000
3. Default Gateway 010. 002. 001. 001
4. Supervisor/Term nal Password
5. System Nane
6. Advanced Features
9. Min Menu

Figure 2-11. General Configuration Menu

Mac Address. This is a unique address identifying each unit. The MAC
address cannot be modified.

Agent IP Address. This is either the user assigned or the DHCP assigned
SNMP address that is used to access the unit remotely. The Agent IP
Address is unique in the network.

Agent Netmask. Thirty-two bit number that determines the network size
and the IP of the unit subnet.

Default Gateway. This is the gateway to which all packets with unknown
IP addresses are sent.

Supervisor/Terminal Password. Password that enables editing access to
the unit (the default was blank).

System Name. Name assigned by the user to the switch.

Advanced Features.  Accesses menu for enabling VLAN mode,
Spanning Tree mode, and Watchdog timer test.
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Advanced Features

To access the Advanced Features Menu:

From the Main Menu, enter 1 (General Configuration), and choose 6.
Advanced Features. The Advanced Features menu appears.

1.
2.
3.
9.

Advanced Feat ures

Enabl e VLAN node

Enabl e Spanni ng Tree node
Wat chdog tiner test
General Configuration

£66

Figure 2-12. Advanced Features Menu

» Enable VLAN mode. Enables the unit to support VLAN configuration
mode. VLAN options may only be configured via the Web Management
applications.

* Enable Spanning Tree Mode. Enables the unit to support Spanning Tree
mode.

* Watchdog Timer Test.

Watch Dog time out value.

Terminal Interface option only. Tests the
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SNMP Configuration

Defines the manager to which the unit will send Traps, enables the Alerts, and
sets the Read and the Write Community names.

To access the SNMP Configuration Menu:

From the Main Setup Menu, enter 2. SNMP Configuration. The SNMP
Configuration menu appears.

SNWP Confi guration

CoukwnE

| P Address of Manager :  000. 000. 000. 000
Read Comunity Name © public

Wite Conmunity Nane . private

Trap Conmunity Nane : public

Send Alert Traps : No

Advanced Mbdde : No

Mai n Menu

Figure 2-13. SNMP Configuration Menu

IP Address of Manager. The address to which Traps (notification of
specific events) are sent.

Read Community Name. In order to view management information for
this switch, the manager must access the switch using the Community
name defined in this field. The default name is public.

Write Community Name. In order to set management definitions for this
switch, the manager must access the switch using the Community name
defined in this field. The default name is private.

Trap Community Name. This is the Community name used by the
switch when sending traps to the management station. The default value is
public.

Send Alert Traps. Setting this option to No, prevents Traps from being
sent by the unit. Setting this option to Yes, causes Traps to be sent by the
unit upon the following conditions:

* if it receives SNMP queries with the wrong community name;

« ifalink goes up or goes down;

» ifthere is a Cold Start or a Remote Fault.

Advanced Mode. When this option is enabled, the unit can only be
managed by the designated manager and not by any other stations that may
have been defined via the Web Management application.
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Ports Configuration

To access the Ports Configuration Menu:

From the Main Setup Menu, enter 3. Ports Configuration. The Ports
Configuration menu appears.

Ports Configuration
Type 10/ 100BaseTx Ports

1. Select Panel (F=Front,R=Rear) : F
2. Select Port [1:2] 1
3. Enable © Yes
4. Auto Negotiation . Yes
5. Speed 0=10M 1=100M 0
6. Full Dupl ex © Yes
7. Flow Control : No
8. Back Pressure : No
9. Min Menu

Figure 2-14. 1Gbps module Configuration Menu

To access the desired port

1. In the Select Panel field, enter the letter corresponding to the location of
the number of the port to be defined: F (front panel), or R (rear panel or
backplane).

2. In the Select Port field, enter the number of the port to be defined: 1..2 if
F was previously selected, or 1..18 if R was previously selected.

3. Make the desired modifications according to the parameter definitions
given in the Port Configuration section.

4. If no other ports are to be configured, press Esc until the Main menu is
accessed.
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Basic Unit Operation Commands

Reset Options

The switch can be restarted using the following methods:
» From the Front Panel: by pressing the Reset button on the front panel.

* Via the Web Management application: by selecting Reset from the
Commands menu.

* Via the Terminal Interface Management application: by selecting 7
(Reset) from the Main menu.

Restore Default Settings

The factory defined default settings can be reloaded to the switch using the
following methods:

* Via the Web Management application: by selecting Restore Default
Settings from the Commands menu.

* Via the Terminal Interface Management application: by selecting 5
(Load Factory Defaults) from the Main menu.

For additional information on Default Settings, refer to section XX.

Clearing Counters

To clear all counters

In the Web Management application, select Clear All Counters from the
Commands menu.
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Executing a Polling Command and Setting the Timing Values

Enabling Polling and Setting Polling Timing Values

1. In the Web Management application, choose Setting, and select
Polling. The following dialog appears.

i
Enable Palling v
Falling lrterval [zec] IEU
set| ko Retresh
|'-.-'-.-'arning: Applet Window

Figure 2-15. Polling Setting dialog

2. Set the Polling Interval to the desired value: 1..60 seconds (Default = 60).
3. Click Set.

Executing a Polling Operation

In the Web Management application, select Poll Now from the Commands
menu.
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Chapter 3 Configuration Procedures

Factory

ESB20 may be remotely configured by opening a sessions using the IP
Address and passwords assigned to the unit. The Web Management
application is most commonly used for configuring and monitoring the unit.
The Terminal Interface Management application also provides basic functions
necessary for unit configuration and management and is usually used only for
the initial setup. Consequently, this chapter describes in detail the
configuration procedures as performed via the Web Management application,
followed by a short description of the same procedures that may be executed
via the Terminal Interface application.

The unit is supplied with pre-configured factory default values. The default
values can be reloaded anytime by executing the appropriate command.

Defaults

The unit is supplied with pre-configured factory default values which can be
reloaded anytime by executing the appropriate command. It is recommended
to peruse the default definitions and determine which require modification.
This section describes the default configuration values, and how to reload
them if necessary.

Default Configuration Values

ITEM DEFAULT DEFINITIONS

Global Setting User Name nokia
Password none (press Enter)
Aging Time 300 sec
Long Frames Mode Disabled

SNMP Settings Read Community public
Write Community private
Trap Community public
Send Alert Trap Disabled
Advanced Mode Disabled

Spanning Tree Disabled
Priority 32768
Hello Time 2 sec
Forward Delay 15 sec
Max Age 20 sec

Sniffer Setting Disabled

VLAN Setting Disabled
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ITEM DEFAULT DEFINITIONS
10/100 Mbps Port Auto-negotiation Enabled
settings Duplex Mode Half Duplex
Class of Service Low
Flow control options Disabled

Reloading Factory Defaults

Factory defaults may be reloaded either from the Web Browser or via the
Telnet Setup menu.

Reloading Factory Settings via the Web Management Application

From the Command menu, select Restore Default Settings and respond with
Yes to the displayed verification prompt. The factory settings will be restored
to the unit.

Reloading Factory Settings via the Terminal Interface Menu

In the Terminal Interface Main Menu, type 5 (Reload Factory Defaults),
and enter Yes in response to the verification prompt. The factory settings will
be restored to the unit.

System Information

These parameters include two passwords for different access levels, system
access information, and global parameters such as IP Address definitions,
Aging Time, and enabling Long Frames mode.

System Passwords

Two different password definitions options are provided for the unit: Web and
Supervisor. The Web password secures Web Management session entry and
Read Only access to parameters that affect switch operation. The Supervisor
password provides access to editing functions. Both passwords are undefined
by default, enabling access to a Web session and to editing functionality.

The Supervisor password may be modified via the Terminal Interface Menu
or via the Web and is enabled after the unit is reset. The Web password is only
modifiable via the Web and is enabled for the next time that the Web
application is opened.
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Changing Passwords via the Web Management Application

To set the passwords

1. From the switch view System menu, choose Password. The following
dialog appears.

ol

WEE | xxxxxxxxx

Supervisor | xxxxxxxxx

Set

|Warning: Applet Window

Figure 3-1. Password Definitions dialog

2. To secure all access (including Read Only) to the unit via the Web
application, redefine the WEB password. You will be prompted to enter
the new Web password each time you attempt to open the Web application
for this unit.

3. To limit Write access to the unit, redefine the Supervisor password. This
password will be a conditional entry in order to edit the unit parameters.
The Supervisor password will be enable-ed after the next Reset operation.

Password Modifications via the Terminal Interface Menu

To set the Supervisor password
1. In the Terminal Interface Main Menu, type 1 (General
Configuration). The General Configuration menu appears.

2. Type 4 (Supervisor / Terminal Password). You will be prompted to
enter the new Supervisor password.

System Location and Contact Information

Web Management enables defining the unit name, its location, and contact
information, while via Terminal Interface Management only the system name
may be assigned.
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Setting System Contact Information via the Web Manager

1. From the System menu, choose Names. The following
dialog appears.

| inames ~10| x|

Mame I

Contact I

Location I

Set I {Abart Refresh |

|'-.-'-.-'arning: Applet Window

Figure 3-2. Password Definitions dialog

2. In each field, enter the appropriate information according to the following
descriptions and click Set to apply:

* Name. Unit name appearing in the application window. If none is
assigned, then the unit IP Address (e.g. 10.2.42.28) is displayed.

« Contact. Enter the name of the person or organization responsible for
administering the system.
« Location. Physical location of the system.

Setting System Name via the Terminal Interface Menu
Only the System Name can be defined via the Terminal Interface Menu.

1. In the Terminal Interface Main Menu, type 1 (General
Configuration). The General Configuration menu appears.

2. Type 5 (System Name), and enter the designated name for the unit.
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IP Address, Aging Time, and Long Frames Mode

This group includes the IP Address settings and additional parameters.

Defining Global Settings via the Web Manager

1. From the Config menu, choose Global. The following dialog appears.

-0l
Local MAC Address |o0a012 0602 18
Local IP &ddress |1 0242728
Gateway P Address |1 0211
Subnet Mask |255.255.0.0
Aging Time [sec) |1 0o
Enable long frames mode I
Set I Abort | Refresh |
|Warning: Applet Window

Figure 3-3. Password Definitions dialog

2. To update the currently displayed unit values, Click Refresh.

3. Modify the settings according to the following definitions, and click Set to
enable:

Local MAC Address. Unique address specifically assigned to the unit
during the manufacturing stage. This address cannot be modified.
Local IP Address. Identifies the device on the network. The value of
an IP Address should be unique in the network.

Gateway IP Address. IP Address of the Gateway device. The device
is on the same network as the unit.

Subnet Mask. Designates the subnet to which the IP Address
belongs.

Aging Time. Maximum duration (in seconds) for which the address
of a learned network device remains on the list of stations bridged by
the unit. The address is removed from the list of stations if no frame is
received within the specified Aging Time.

Enable Long Frames Mode. Enables the module to transfer non-
standard packets up to 6K bytes long.
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Defining Global Settings via the Terminal Interface Menu

1. In the Terminal Interface Main Menu, type 1 (General
Configuration). The General Configuration menu appears.

2. Define the Agent IP Address, Agent Netmask, and Default Gateway by
selecting the corresponding menu numbers and entering the values.

Port Configuration

Each of the ports is configured by default according to Factory Defaults page
3-1. The configuration of each port may be viewed or modified via the Web
Management application or the Terminal Interface.

Configuring Ports via the Web Manager

The port configuration dialog is invoked separately for each port. The port
dialog includes the option Use Port Properties for All Ports that enables you
to automatically assign a selected port configuration to all other ports in the
same group (group of two, or group of eighteen)..
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To configure an ESB20 port

1.

In the Switch View dialog, right-click on the port of
interest. A pull down menu appears.

2. Choose Port Properties. The following dialog appears.

i Port Properties [Slot:Back, Pork:10 ] - |EI|5|

— Current Status
F.J-45. 10/ 00BazeT ATk Auto Megotiation, 10kbps, Half Duples
Mame: I
Automatically detects the
highest communication rate
A (Speed) and mode
Generdl ¢ (Duplex) supported by the
¥ Enable Part v Auto Negotiation link.
I
— Speed Diuplex
O e @ 11 F‘ Ful + TH B
— Flow Control
[~ Usze Flow Caontral for Full Duples [~ Use Back Pressure for Half Duplex
— LClazs of Service —|P Multizazting [IGRMP] State—|
= . Ao Enable to assign the
Low " High settings in this dialog to all
ports of the same type in

[
Y
[T Uze properties for all =lot members

the unit.

set|  Abor Refesh 5TP

|'-.-'-.-'arnin|;|: Applet Window

Figure 3-4. Port Configuration

3.

Set the parameters according to the following definitions:

Name. User assigned name to the port.
Enable Port. Used to enable (or disable) the port.

Auto Negotiation. When check-marked, it automatically sets the
Speed and Duplex Mode (Half or Full Duplex) of the port to
correspond to the connected device. Default = enabled.

Speed. If Auto Negotiation mode is disabled, the port communication
rate is determined by the assigned value (10Mbps, or 100Mbps).
Default = 100Mbps.

Duplex (Mode). If Auto Negotiation mode is disabled, the port
Duplex Mode is determined by the assigned value (Full, Half).
Default = Half
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Flow Control. Enables controlling the flow of data from one device
to another to ensure that the receiving device can handle all of the
incoming data. This is particularly important where the sending device
is capable of sending data much faster than the receiving device can
receive it:

* Flow Control for Full Duplex. Generates Flow Control packets
and processes received flow control packets.

* Back Pressure for Half Duplex. When enabled, it ensures that
the transmitting port does not overwhelm a receiving port with
data. When the buffers allocated to a port exceed a certain size, a
"Jam" message will be sent to the transmitting port to stop its
transmission.

Class of Service (CoS). The priority flag of an input port may be set
to High to Low. All frames received from that port would be assigned
with the port priority to the output queues. The Priority weight
between the low and high priority queues is defined as 8 to 2, means
that 8 frames from the high queue will be transmitted and two from the
low queue.

Use Properties for all slot members. Copies the configuration values

of this port to other ports of the same group (all front-panel ports and
all rear-panel ports).

Configuring the Ports via the Terminal Interface Menu

1. In the Terminal Interface Main Menu, type 3 (Port
Configuration). The Port Configuration screen appears.

LCoNoUIRWIdE

Ports Configuration

Type 10/ 100BaseTx Ports
Sel ect Panel (F=Front, R=Rear)
Sel ect Port [1:2]

Enabl e

Aut o Negoti ation

Speed 0=10M 1=100M

Ful I Dupl ex

Fl ow Cont r ol

Back Pressure

Mai n Menu

66683 "

2. Select the location of the port to be modified as follows:

Type 1 (Select Panel).
Enter R for Rear Panel, or F for Front Panel (Gbps ports).

3. Select the port to be configured as follows:

Type 2 (Select Port).

Enter the port number. The number of the port corresponding to the
current configuration screen will appear in the Select Port line.
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4. For each parameter to be modified:
* Enter the number corresponding to the option.
* Enter the value.

5. Press the Esc key to save the changes and return to the previous screen.

SNMP Agent Configuration

The SNMP protocol provides a mechanism for management entities, or
stations, to extract information from the Management Information Base (MIB)
of a managed device. The Network Management Station (NMS) accesses this
information by using the SNMP protocol to send commands to the managed
device.

The NMS polls the managed device for information as and when it is
required. A managed device may initiate an exchange of information by
generating various types of traps to notify the NMS of critical events that may
affect the ability of the NMS to communicate with the managed device or
other managed devices on the network, and therefore to "manage" the
network. Such events include the restarting or re-initialization of a device, a
change in the status of a network link (up or down), or an authentication
failure.

A community is a relationship between an NMS and an agent. The community
name is used like a password for a trivial authentication scheme. A pairing of
an SNMP community and an SNMP community profile determines the level
of access that the agent affords to an NMS that is a member of the specified
community

The SNMP Settings dialog designates the NMS address and the Community
names for various access levels. In standard mode, the unit sends traps to a
single designated station, and other network stations with the appropriate
Community names can read and write unit parameters. In Advanced mode,
the unit can send traps to more than one designated manager; however, non-
designated stations have no management access. The traps sent by the unit to
the NMS are displayed in the Traps Log dialog. The Advanced mode may be
enabled or disabled from the Terminal Interface Menu and the WEB
Management applications; however, additional management stations can only
be defined via the WEB Management Applications.

Note: The Web Management application may also be configured to send e-
mail notification messages when specific types of Traps occur.
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SNMP Agent Configuration via Web Management

The SNMP Settings dialog designates management profile for a single
management station (standard mode). If Advanced Mode is enabled, a dialog
enabling the definitions of eight management profiles is opened and the
definitions for the single profile are irrelevant.

Note: The Trap Community name is relevant to both standard and Advanced
modes. Only management stations accessing the unit with the defined Trap
Community name will receive Traps.

Configuring SNMP Parameters for a Single Manager

1. From the Config menu, choose SNMP. The following dialog appears.

i SNMP Settings =10l x|

Manager IP Address ||:|.|:|.|1 0

Read Community ||:|u|:||in::

“frike: Commurity | xxxxxxxx This option must be

; m enabled, in order for

Trap Carmmuinity |F$' - traps to be sent to the
management station.

Send Alert Trap [
Enables Advanced

Uze Advanced Mode < mode.

Set | { Abart Refrezsh | Advanced Mode
|'-.-'-.-'arning: Applet Window

Figure 3-5. SNMP Configuration Settings

2. To update the display of the switch definitions, Click Refresh.

3. Define the parameters according to the following definitions, and Click
Set to save:

Manager IP Address. The address of the NMS to which the unit
sends traps in standard mode (Advanced mode is disabled).

Note: In order for Traps to be sent, verify that Send Alert Traps is
check marked.

Read Community. Enables get types of operations to be performed
on the unit if it is accessed with this Community name. Default =
public

Write Community. Enables set types of operations to be performed
on the unit if it is accessed with this Community name.. Default =
private

Trap Community. An additional security measure that limits the
stations to which Traps are sent (even if they are defined to receive
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Traps), to those that access the unit using this Community name.
Default = public

Configuring SNMP Parameters for Up To Eight Managers

To configure the unit to send traps to up to eight stations
1. From the Config menu, choose SNMP. The SNMP Setting dialog

appears.
2. Click the Advanced Mode button. The SNMP Advance Setting dialog
appears.
=10l x]
# IP Address Level Trap Commmumity
1 ||:|_|:|_|:|_|:| IHead Write Trap ;l Ipul:uliu:
2 [o000 | Fiead Only ]
3 [o000 | Read Oriy =
4 [oooo | Read Orly ]
5  [0000 | Fiead Only ]
g [0000 | Read Oriy =
7 [pooo | Read Orly ]
g |n.n.n.n | Fead Orily - |
Set | bt Fefresh |
|'-.-'-.-'arning: Applet Window

Figure 3-6. Defining up to Eight Management Stations

3. To view the currently Trap management definitions, Click the Refresh
button.

Note: The single manager definitions (standard mode) are automatically
assigned to the first profile.

4. For each management profile:
* Enter the NMS IP Address
» Select the access mode (Read/Write/Trap, Read Only).

Note: Trap access mode may be limited by the Trap Community
name defined in the SNMP Setting dialog.
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* Define the Community Name.
5. Click the Set button to save.

Note: Enable or disable the Advanced Mode by checking the Use
Advanced Mode button in the SNMP Settings dialog.

Configuring E-Mail Trap Notifications
You may configure up to four different e-mails to which specified Traps are
sent from selected ports. Two types of Trap Notifications may be sent:
» Control Traps, include Cold Start, and Authentication Failure.
* Link Traps, consist of the link status (link up or down).

To configure the E-mail Trap Notifications

1. From the Config menu, select Mail Notification. The following dialog

appears.
This parameter must be enabled
in order for the e-mail notification

-=! il Notification =101xI|  option to be active.

[v E nable kail Motification

Cantral Lirk &l
e-mail address Traps Traps Ports
|smith_i@hn:nkia.n::n:nm [+ [ [
|I:uru:uwn_m@nnkia.u:u:um I~ |_ o
|ric:hards_w@nnkia.c:nm i v r
|re_l,lnnlds_b@nnkia.cum [+ [ rd
Mail Server |168.212.058.28

Mate

Contral Traps - Caold start, Authentication.
. . . Used to limit ports from which
Link Traps - Link up. Link down. traps are sent. The selections are
common to all profiles defined in
the Mail Notification dialog.

Select Portz | Set I Abort |

|'-.-'-.-'arning: Applet Window

Figure 3-7. Configuring Alert E-mail Notifications
2. Verify that Enable Mail Notification is check-marked.
3. Type the Mail Server IP Address.
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select ports x|

4. For each e-mail trap notification profile, do the following:

In the E-mail Address fields, enter the e-mail addresses to which
Traps will be sent.

Check-mark Control Traps and/or Link Traps according to the type
of traps to be sent to the specified e-mail address.

For the e-mail addresses to which Traps will be sent from all the ports,
check the All Ports checkbox. Unchecked e-mail addresses will
receive traps from ports defined by via the dialog invoked by clicking
Select Ports button (step 5).

5. To choose the ports from which Traps will be sent:

Part List: Selected Parts:

Click the Select Ports button. The following dialog appears.

Back.
Back.
Back.
Back.
Back.
Back,
Back.
Back.
Back, 12
Back, 13
Back, 14
Back, 15
Back, 16
Back, 17

— D 00 ] LT e L
—_

Back, 2
Frant, 1
Frant, 2
Back. 1
Back, 18
Back, 10

<-- Hemove

Set I Abort |

Warning: Applet Window

6.

Figure 3-8. Selecting the Ports From which Trap Notifications will be sent

Select each port from the Port List and Click Add to add it to the
Selected Ports.

To remove a selected port, highlight the port in the Selected Ports and
Click Remove.

Click Set to save the settings. The previous (Mail Notification) dialog
will be re-accessed.

In the Mail Notification dialog, click Set to save the changes.
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SNMP Configuration via the Terminal Interface Menu

The Terminal Interface Menu provides capabilities for defining only a single
manager; however, Advanced Mode may be controlled from this menu. This
allows enabling or disabling access of additional manager profiles that were
defined via Web Management.

To access the SNMP Configuration Menu

From the Main Setup Menu, enter 2. SNMP Configuration. The SNMP
Configuration menu appears.

SNWVP Configuration

1. | P Address of Manager : 000. 000. 000. 000
2. Read Community Name : public

3. Wite Conmmunity Nane : private

4. Trap Community Name . public

5. Send Alert Traps : No

6. Advanced Mode

9. Main Menu

Figure 3-9. SNMP Configuration Menu

Spanning Tree Configuration

Spanning-Tree Protocol is a link management protocol that provides path
redundancy while preventing undesirable loops in the network. The logical
tree computed by the spanning tree algorithm has the following properties:

» Asingle switch, called the root switch, forms a unique root to the tree. The
switch with the lowest switch ID is designated as the root switch

» Each switch in the tree, except the root switch, has a unique parent. This
is the designated switch for the LAN that logically connects the LAN to
the next LAN closer to the root switch.

» Each port connecting a switch to a LAN has an associated root path cost
(link cost) which is the sum of the costs for each port between the switch
and the root switch.

The spanning tree algorithm is implemented by communication using the
Spanning Tree Protocol. The primary protocol data unit (PDU) is the Hello
message which includes information on the previously mentioned spanning
tree properties (root switch ID, designated switch ID, and link cost).

Hello messages are initiated a regular intervals by the root switch and
propagated throughout the extended LAN.

ESB20 Spanning Tree Parameters are set via the Web Manager, where
Spanning Tree Parameters are set for the unit and for individual ports. These
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designate the priority of the unit, and Hello message timing parameters.
However, support for Spanning Tree Protocol may be enabled or disabled
from the Terminal Interface application as well.

Configuring the Spanning Tree Unit Parameters

Note: Changes in Spanning Tree parameters are enabled only after the unit
has been reset.

To configure the Spanning Tree unit parameters

1. From the Config menu, choose Spanning Tree. The following dialog

appears.

i1

Enable Sparning Tree v

Pricirity |32?EE

Hella Time [sec) |2

Fonward Delay [zec) |1 &5

Max Age [sec) |2|:|

Set I fAbart Refresh |

|'-.-'-.-'arning: Applet Window

Figure 3-10. Spanning Tree Protocol Unit Configuration dialog

2. Define the parameters according to the following definitions and Terminal
click Set to save:

Enable Spanning Tree Protocol. Enables the unit to support
Spanning Tree Protocol.

Priority. If all switches are enabled with default settings, the switch
with the lowest MAC address in the network becomes the root switch.
However, due to traffic patterns, number of forwarding ports, or line
types, that switch might not be the ideal root switch. By increasing the
priority (lowering the numerical priority number) of the ideal switch so
that it then becomes the root switch, you force a Spanning-Tree
Protocol recalculation to form a new, stable topology.

Hello Time. Time (in seconds) that determines how often the switch
broadcasts its Hello message to other switches.
Value: 1..10 sec Default = 2.

Maximum Age Timer. Measures the age of the received protocol
information recorded for a port and ensures that this information is
discarded when its age limit exceeds the value to the maximum age

3-15 DNO02109172 Issue 1-0 en



SubMenu

Configuration Procedures ESB20 Switch

parameter recorded by the switch. The timeout value for this timer is
the maximum age parameter of the switches.

* Forward Delay Timer. Monitors the time spent by a port in the
learning and listening states. The timeout value is the forward delay
parameter of the switches.

Configuring the Spanning Tree Port Parameters

The Port STP Properties dialog contains the port relevant STP configuration
parameters and the displays the status of other port relevant STP parameters
that are not configurable.

Note: Spanning Tree is activated only after the unit has been reset.

To configure a port’s Spanning Tree parameters

1. In the switch view, right-click on the port of interest and select Port
STP (Spanning Tree Protocol). The following dialog appears.

i Port STP Properties [Slot:Back, Pork:5 | - |EI|5|
— Caonfiguration

Priaity: |1 28

Path Cost: I'I Qo
—Status

State: Ifurwarding

Designated Foat; IEIEI 0000 00 00 00 00 0o

Designated Cost: ID

Designated Bridge: IEIEI 0000 00 00 00 00 0o

Set | Abort I Refrezh I
|'-.-'-.-'arning: Applet Window

Figure 3-11. Spanning Tree Protocol Port Configuration dialog

2. Define the parameters according to the following definitions and Terminal
click Set to save:

* Priority. Priority of the current port (see RFC 1493 for detailed
explanation).
The Priority and the Port number compose the STP port id to be
encoded in BPDU.
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« Path Cost. This port’s share of the cost of the paths, heading towards
the Spanning Tree root, that include this port; in other words, the
Spanning Tree “cost” of going through this port.

« State. The port's current state as defined by the Spanning Tree
Protocol. Possible states include Disabled, Blocking, Listening,
Learning, Forwarding, and Broken.

* Designated Root. The MAC address of the network device that
functions as the root of the Spanning Tree.

* Designated Cost. The path cost of the designated port of the segment
connected to this port. This value is compared to the Root Path Cost
field in received bridge PDUs.

* Designated Bridge. The identifier of the designated bridge for this
port's segment.

Enabling Spanning Tree Mode via the Terminal Interface Menu

To enable the Spanning Tree Protocol

1. From the Main Menu, enter 1. General Configuration, and choose 6.
Advanced Features. The Advanced Features menu appears.

Advanced Feat ures

1. Enabl e VLAN node No
2. Enabl e Spanning Tree nobde No
3. Watchdog tiner test No
9. General Configuration

New Enabl e Spanni ng Tree node . Yes

Figure 3-12. Advanced Features Menu

2. Type 2 (Enable Spanning Tree mode) and type Yes.
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Port Trunking

The Link Aggregation Group (LAG or Trunk) feature is used to create Fast
Ethernet port groups. These LAGs act as single logical ports for high-
bandwidth connections between switches or between switches and servers.

Link properties and trunk properties. Properties of a trunk are configured
in the same way that the properties of an individual link are configured.
Properties for both a trunk and for the individual links of the trunk can be
configured, where the properties of an individual link can be different from
the properties of the trunk to which it belongs. When a link is a member of a
trunk, it takes on the properties of the trunk; when removed from the trunk, it
reverts to its own configured properties. For example, a link is configured to
half-duplex and the trunk is configured to full duplex. When the link belongs
to the trunk, it will transmit full duplex; when the link does not belong to the
trunk it will transmit half duplex.

Port groups. Up to three port groups can be defined on each ESB20 switch:
two each consisting of up to eight 10/100T/TxBase ports of the same octate (1
to 8, and 9 to 16), and an additional Trunk consisting of the two remaining
ports.

The lowest port in the group is the master. It is used as the group
communication port for broadcasts, spanning tree and routing. If the lowest
port link goes down, the next lowest port in the trunk becomes the master.

Communication rate and connection continuity. A port trunk can be
defined to operate at full duplex or at half duplex. Full duplex is
recommended in order to achieve the higher bandwidth. If one of the links in
the trunk fails, the traffic on that link is automatically divided among the other
links in the trunkJ assuring continuity of the connection.

Trunking method. ESB20 switch port trunk operates by the method of
Source Address Distribution (SA). With this method, the switch distributes
traffic in a sequential manner to the links within the trunk on the basis of the
source address. Thus, traffic from the same source address is transmitted over
the same trunked link regardless of its destination address.

For example, for a trunk of three links that is handling traffic from four nodes
A, B, C, and D, distribution would be as follows:
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ESB20
ESB20 - ’

Link 2 B \

Limk 3: C
Link1: & D

JLink Trunk

Figure 3-13. Source Address Distribution in Port Trunking

The sequence of learning the addresses of the PCs on the Trunk ports of the
ESB20 on the right are:

Mac #1 will be learned on Link1

Mac #2 will be learned on Link 2

Mac #3 will be learned Link 3

Mac #4 will be learned Link 1

Next Mac will be learned on Link 2

Trunks in a Spanning Tree — Port Connection Order

A port trunk acts in a spanning tree just like an individual link. When the
trunk is unblocked in the spanning tree, all its links are unblocked; when the
trunk is blocked, all its links are blocked.

When a port trunk between two ESB20 switches is to be used in a spanning
tree, you need to connect the trunk’s links between the switches in ascending
order. If, for example, ports 1, 2, and 3 of the first switch are to be connected
to ports 4, 5, and 6 of the second switch, then they must be connected as
follows: 1-4, 2-5, 3-6.

Note: It is recommended that the ports of each trunk be defined to begin with
port 1 so that the port connections between switches will be 1-1, 22, 3-3,
etc.
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Trunk Configuration

ESB20 provides two predefined empty trunks; one for each octate. To
activate a trunk a port from that octate is added to the trunk.

To add a port to the predefined trunk

1. In the switch view, right-click on the port to be added to the trunk. The
port menu appears.

2. Select Add to Trunk. The port will be added to the trunk of that octate.
3. Repeat the process for any other ports to be added to that trunk.

To remote a port from the predefined trunk

1. In the switch view, right-click on the port to be added to
the trunk. The port menu appears.

2. Select Remove from Trunk. The port will be removed from the trunk of
that octate.

3. Repeat the process for any other ports to be removed from that trunk.

Port Mirroring

The Web Management application provides a function that enables analyzing
the traffic on a port without disturbing the connections. This is done by
copying the traffic from the port designated as the ‘Monitored' port to the one
designated as the 'Sniffer' port where it will be analyzed. Each port of the
Switch can be mirrored to a Sniffer port under the following conditions:

* Only a single Sniffer port and the corresponding mirrored port can be
defined at any one time the same time

 If the mirroring is full duplex, all receive and transmit frames are mirrored
to the sniffer port.

» The Sniffer port can be any of the switch ports.

Note: Port mirroring settings are cleared when the unit is reset.
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To configure and use the Sniffer function

1. From the Config menu, select Sniffer. The following dialog appears.

1 sniffer Settings

[v Enable Sriffer Mode

=10l x|

— Sniffer Port
Part Mame: Frant, 1

Select Port

—Monitared Paort

Part M arme:

Select Port

Set |

Abort |

|'-.-'-.-'arning: Applet Window

Figure 3-14. Port monitoring Sniffer configuration options

2. Select the Sniffer Port by doing the following:
* In the Sniffer Port area, click on Select Port. The following dialog

appears.

Select Sniffer Port x|

Part List

OO0~ O L e L —

Back, 10

Back, 12
Back, 13
Back, 14
Back, 15

Back, 17
Back, 18

Add

¢-- Remove

>

Selected Port

Setl

Abort |

Frant, 1

|Warning: Applet Window

Figure 3-15. Selecting the Sniffer port
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* Under Ports List, click on the port designated as the Sniffer.
« Click Add. The port appears in the Selected Port list.
« Click Set to save the changes. The Sniffer Settings dialog is
reaccessed.
3. From the Sniffer Settings dialog, select the Monitored Port window area
by doing the following:

* In the Sniffer Setting dialog, Monitored Port area, click on Select
Port. The following dialog appears.

Select Monitored Port x|

Part List Selected Paort

Front, 1 Back, 4
Frant,

Back. 1

Back, 2

Back, 3

Back, &

Back. &5 e :
Back, 7 Add >
Back, &
Back. 9
Back, 10
Back. 11 <-- Hemove
Back, 12

Set | Abort |

|'-.-'-.-'arning: Applet Window

Figure 3-16. Selecting the Monitored port

» Under Ports List, click on the port designated as the Monitored Port.

« Click Add. The port appears in the Selected Port list.

« Click Set to save the changes. The Sniffer Settings dialog will be
reacessed.

4. Check-mark the Enable Sniffer Mode option in the Sniffer dialog.
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Chapter 4 VLAN Configuration

General

VLANSs enable segmenting a network into related groups by limiting the
propagation of multicast and broadcast messages to members of a specific
VLAN. VLANS provide the following advantages for the network:

e Users can be grouped according to logical function rather than physical
location.

* Reduction of broadcast traffic.

* Network security since transmissions do not cross from one VLAN to
another.

» Software station management.

» Bandwidth usage control by grouping high-bandwidth users on low-traffic
segments.

There are several methods for creating VLANS. ESB20 supports up to 32
port-based, 802.1Q-compatible virtual LANs (VLANS). A port-based VLAN
is a group of switch ports designated by the switch as belonging to the same
broadcast domain. Compatibility with the 802.1Q standard enables assigning a
single switch port to two or more VLANS, while still allowing for interfacing
with older switches that require a separate port for each VLAN. VLANs may
be statically configured by manually assigning the ports of each switch in the
network to the corresponding VLAN or VLANS.

ESB20 provides an option for enabling or disabling VLAN mode on the
switch.
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Enabling VLAN Mode

The switch can be made VLAN compliable by simply enabling or disabling
VLAN mode.

Note: VLANs are activated after the module is reset.

To enable VLAN mode

1. From the Config menu, choose VLANS, and select Global Setting. The
following dialog appears.

x
Operational Maode | 80210 VLAN's |
Enable WLAN': r

Abort |

|Warning: Applet Window

Figure 4-1. Selecting the VLAN operation mode.

2. Select the operation mode.
3. Checkmark the Enable VLANS field.

4. Click OK to save the changes and close the dialog (VLANS are activated
after the switch is reset).

VLAN Configuration

Since an ESB20 port may be assigned to more than one VLAN at the same
time, VLAN Tagging is used in order to distinguish between frames sourced
from this port. The tag contains a unique VLAN identification number
between 1 and 4095 that is inserted in packets forwarded between two VLAN-
aware devices. A VLAN-aware device is a device that complies with the
802.1Q standard; it is a switch, server or station that is able to handle traffic
from more than one VLAN on a port.

If the data is to go to a VLAN-aware device, the VLAN identifier is added to
the data. If it is to go to a VLAN-unaware device, the switch sends the data
without the VLAN identifier.

Note: VLAN configuration changes are activated after the module is reset.
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Configuring the Switch for VLAN Tagging

ESB20 is configured for VLANSs by defining the VLANS, assigning the ports
to the corresponding VLANS, identifying the ports connected to VLAN-aware
devices and configuring the switch to tag the VLAN frames forwarded
through these ports. Accordingly, ports to which VLAN-unaware device
assigned to a VLAN are connected, will be configured to untag frames that
are forwarded by that port as an egress port, and to tag frames forwarded by
that port as an ingress port with the Default VLAN value. A default VLAN
is a VID automatically attached to a frame that is to be forwarded from a
VLAN-unaware device attached to the port, to a VLAN-aware device.

Trunking and VLANs

ESB20 enables the configuration of up to three Trunks: two consisting of up
to eight ports for each octate in the back panel connection, and an additional
Trunk consisting either of the two front panel ports or ports 17 and 18 on the
back panel.

By assigning a trunk to one VLAN, all of its links are automatically assigned
to that VLAN. If a trunk is moved to a different VLAN, all the links moved
with it.

Any link that is added to the trunk after the trunk’s creation is automatically
assigned to the trunk’s VLAN. After a link is removed from a trunk, it
remains in the trunk’s VLAN until it is assigned to a different VLAN.

Defining and Editing VLAN Definitions

Up to 32 VLANS may be created on the ESB20. Each VLAN may be defined
according to a VLAN Name which may be a recognizable name such as
Accounting, Production, Red, etc., and a VLAN ID which is the Tag assigned
to the VLAN.

1. From the Config menu, choose Vlans, and select Create and Edit. The
following dialog listing the currently defined VLANS appears.
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i ¥LAN Administration O] x|

WYLAN Name | VLAN 1D |

Default Wan | 1 =
n

< |

Delete | fidd] Edit Selected |

Set I Refresh I Abort |

|'-.-'-.-'arnin|;|: Applet Window

Figure 4-2. VLAN Administration

2. To Add a VLAN definition:

* Click Add. The Edit VLAN dialog appears.

edivian x|

WLAN Mame |‘~flan 4

WLAN ID |4

Abort |

|Warning: Applet Window

Figure 4-3. Edit VLAN dialog

* By default, the VLAN Name and VLAN ID are assigned progressively
ascending numbers. Make any necessary changes according to the
following criteria:

* VLAN Name. A recognizable name that will identify the VLAN.
* VLAN ID. The Tag assigned to the VLAN. Range = 1 to 4095

* Click OK. The newly defined VLAN will be added to the VLAN list
in the VLAN Administration dialog.

3. To Delete a VLAN: In the VLAN Administration dialog, select the
VLAN to be deleted and click Delete. The VLAN will be deleted
immediately, without a verification prompt.

4. To Edit VLAN Definitions:
» Click the VLAN of interest and click Edit. The VLAN Edit dialog
appears.
* Make the necessary changes and click Set.
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Assigning Switch Ports to VLANS

By default all ports are configured to the VLAN 1, referred to as the Default
VLAN (VLAN 1). Each port may be mapped to one or more VLANS. Each
VLAN port association is defined as Tagged, Untagged, or No:

* No - assign this value to VLANS to which the corresponding port will not
be mapped.

» Tagged — assign this value to all VLANSs to which the corresponding port

will be mapped.

Incoming frames tagged with the IDs corresponding to

the VLANS to which this port is mapped, will access the port device.

* Untagged — assign this value to the default VLAN to which the port is
mapped. All VLAN frames will have access to this port device. Usually
used for devices such as printers that may be shared by several VLANSs.

To assign ports to VLANs

1. From the Config menu, choose 802.q Vlans, and select
Members. The following dialog appears.

_loix

Forts Default ¥lan | Ylan 2 Ylan 3
Front, T EEGIETl=0 I [ o Mo
Front, 2 WEGLETRal=la N -] o Mo
Back,1 QRGIEREES: . o Mo
Back, 2 EEGIERER o Ma
Back, 3 [EEGIER: . - o Mo
Back, 4 QEEGIET=0 I o Mo
Back, &  EEGIER0: 0. - o Mo
Back, & ERGIET=s . [0 Mo
Back, 7 QELIERERE. o Ma
Back, &  EEGIER0: . - o Mo
Back, 9 QEGIEGE: R Mo Mo
Back, 10 EEGIE Rl - o Mo
Back, 11 o Mo
Back, 12 REGIERERE. o Ma

:l ._

Button accessible only
after the Vlan column is

selected.

L3

Config Copy | Select ntagged WLAH | { Add/R emnove Members | Set | Refresh | Abort |

|'-.-'-.-'arnin|;|: Applet Window

Figure 4-4. Defining VLAN Member

Note: The Default Vlan is Vlanl.

2. Click on the column corresponding to the VLAN to be configured. The
Add/Remove Members button will become accessible.
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3. Click the Add/Remove Members button. The following dialog appears.

Add/Removye YLAN Members [Default ¥lan] ﬂ

Man Members kembers

Back, 2 Front, 1
Back, 10 Fraort, 2
Back, 15 Back,
Back, 18 Back,
Back,
Back,
Back,

Add --> Back,
—— Back.
Back,
Back, 11
Back, 12
Back, 13
Back,. 14
Back. 16
Back, 17

00D =] 00 7 = L2 —

Set | Abort |

Wrarning: Applet Window

Figure 4-5. Adding Removing Members of a VLAN

4. Select each member to be added to the VLAN and click Add.

5. Click Set. The VLAN table showing the changes will be displayed,
showing membership of each VLAN as Tagged.

6. Repeat the process for each VLAN.

Specifying a VLAN to be Untagged on a Port

Ports to be accessed by all defined VLANS in the switch, are mapped to a
Default VLAN. The Default VLAN is factory defined as Vlan 1. However the
definition may be changed according to the procedure described in this
section.

Note: If the port is a member of more then one VLAN, then only one of the
VLANS can be in “Untagged” mode; all others VLAN port modes must be
“tagged”.
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To change the default VLAN

1. From the Config menu, choose Vlans and select Members. The
following dialog appears.

Forts Default ¥lan | Vlan 2 Wlan 3
Front, 1 [Untagged | Mo Mo
Front, 2 [Untagged |[Mo Mo
Back.1 [Untagged |Mo Mo
Back.2 ([Untagged (Mo Mo
Back.3 ([Untagged [Mo Mo
ck. 4 Untagged
Back.5 ([Untagged (Mo Mo
Back.B |[Untagged |Mo Mo
Back.? |[Untagged [Mao Mo
Back.8 ([Untagged (Mo Mo
Back.9 (Untagged |Mo Mo
Back. 10 [Untagged (Mo Mo
Back,.11 [Untagged |Mo Mo
Ma Mo

Back. 12 |Untagged
——— ;

=10 %]

Config Copy | Select Untagged 'WLAM | &dd/Hemave Members I Set | Refrezsh | Abort |

|'-.-'-.-'arning: Applet Window

Figure 4-6. Defining the Untagged (Default VLAN)

2. Select the row of the port whose Untagged VLAN assignment is to be

modified. The Select Untagged VLAN button is accessible.

3. Click the Untagged VLAN button. The following dialog appears.
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Select Untagged YLAN for Pork X|

Select [tem

Ylan 2
Ylan 3

Abort | Select Mone |

|Warning: Applet Window

Figure 4-7. Defining the Untagged (Default VLAN)

4. Select the VLAN to be defined as Untagged and click Set. The selected
VLAN will be configured as Untagged.
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Chapter 5 Statistics and Status Reports

ESB20 provides windows for viewing versions, status parameters,
configurations, and monitoring statistics. Windows are provided on the unit
level and on the port level.

Unit level windows are invoked from the switch view Reports menu, while
port level windows are invoked by right-clicking on the relevant port and
selecting the appropriate option.

This chapter describes the unit level and the port level windows.

Unit Level Reports

Unit level status windows include Description (versions and time from last
reset), Hardware Status, FDB Table, Multicast, VLANs, STP status, ports
status, ports counters, and Trap Log.

To invoke unit level status and statistics windows

From the switch view Reports menu, choose the appropriate option.

Description (Versions)

This window shows the unit type, currently installed software version, and
time since the last reset.

To display the Unit Description window

From the switch view Reports menu, choose Unit Description.

RI=E
Unit Type |ESE=-2IJ
Software Yersion |1 .28
Time since last reset ||:|1 13334

|'-.-'-.-'arning: Applet Window

Figure 5-1 Unit Description window
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Hardware Status

This dialog shows the currently installed Boot version and the status
(Pass/fail) of the self test performed during the last boot procedure.

To display the Hardware Status window

From the switch view Reports menu, choose Hardware Status.

ol

bl azter

Boot wersion | 1.11

Self test Pazz

| »

1]

| |
.

il Refresh |

|Warning: Applet Window

Figure 5-2. Hardware Status window
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Viewing the Forwarding Database (FDB) Table

The Forwarding Database shows the source MAC addresses and the
corresponding ports that have received the data on the unit. The Forwarding
Database can hold up to 8000 entries. That is 8000 individual stations. When
the Forwarding Database table is full, no new MAC address information will
be stored in the Forwarding Database. If a packet comes from a device whose
MAC Address is not in the Forwarding Database table and the table is full, the
unknown address is broadcast to all devices connected to the ESB20 unit.

i

AL Part
r
=

000000020209 (Back,
0000000202 0a (Back,
0000F3 0012 aa |Back.
0001 eB 33 47 23 (Back,
0002 4b 82 60 &1 |Back,
000255 7c 81 1b (Back,
000255985214 (Back,
00 02 55 98 56 82 (Back,
000347 0fc07d |Back,
0003 47 b9 5b e (Back,
0003 ba0dbE 15 (Back,
0003 7 af 41 48 (Back,
0010 4b 40 De a0 | Back,
0010 a4 a2 3c 68 | Back.

—— I :

il Refresh |

I M| | || M| | | | ana| | |

|Warning: Applet Window

Figure 5-3. FDB Learning Table

The ESB20 automatically generates and updates all the FDB Table
information. The table contains two columns:

* MAC Address. MAC Address of the ports that have sent information to
the unit.

» Ports. These are the corresponding unit ports that have received this
information.
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STP Status

This window displays STP status and timing parameters. The timing
parameters values are configurable via the Spanning Tree configuration
dialog that is invoked from the switch view Config menu.

To display the Spanning Tree Report window

From the switch view Reports menu, choose STP Status.

_ioix
Designated Float |EIIZI Da00a01207 14 58
Topology Change ||:|
Root Cozt ||:|
Foot Port ||:|
b ax fge [zec) |'I 8
Hella Time [zec] |E
Hold Time [sec] L
Forward Delay [zec] |'I 0

Tinse]| Refesh |
|'-.-'-.-'arnin|;|: Applet Window

Figure 5-4. Spanning Tree Report

Topology Change. Shows the number of times the Spanning Tree has
been reconfigured since the unit was last reset. The “tree” reconfigures
itself automatically in response to network changes.

Root Cost. “Cost” of getting from this unit to the designated root. The
lower the cost, the more preferred this path.

Root Port. The unit port with the lowest travel “cost” to the designated
root.

Max Age. Number of seconds learned Spanning Tree information is kept
before being discarded.

Hello Time. Number of seconds between configuration bridge PDU
transmissions by the ports of this unit when it is the root of the Spanning
Tree or trying to become so.
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* Hold Time. Number of seconds during which no more than two
configuration bridge PDUs are transmitted by the unit.

» Forward Delay. Length of time that the unit stays in each of the Listening
and Learning states that precede the Forwarding state. In addition, when a
topology change has been detected and is underway, this parameter is used
to age all dynamic entries in the Forwarding Database.

Ports Status

This window shows the current link status for all the ports and a summary of
the port definitions.

To display the Ports Status window

From the switch view Reports menu, choose Ports Status.

o x
# Port Dezcrption | Type Link. State Auto Nego
1 Frant, 1 101008 azeTw | Dowrn Enabled | Dizable
2 Frant, 2 101 00BazeT« | Up Enabled |Dizable™
3 Back. 1 101 00BazeT = | Down Enabled |Enable
4 Back. 2 1041 00BazeT = | Davn Enabled |Enable
5 Back. 3 10/100B azeT x [ Down Enabled |Enable
B Back. 4 1041 00BazeT = | Dawn Enabled |Enable
7 Back,. b 10A100B azeT x [ Down Enabled |Enable
g Back. B 101 00BazeT = | Down Enabled |Enable
3 Back. ¥ 1041 00BazeT = | Davn Enabled |Enable
10 Back. 8 10/100B azeT x [ Down Enabled |Enable
11 Back. 3 1041 00B azeT = | Down Enabled |Enable
12 Back, 10 10A100B azeT x [ Down Enabled |Enable
13 Back. 11 101 00BazeT = | Down Enabled |Enable
14 Back. 12 1041 00BazeT = | Davn Enabled |Enable =
I v

|Warning: Applet Window

Figure 5-5. Window summarizing the status and definitions of all the ports
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Port Counters

This window summarizes various types of data transmitted and received data
on each of the unit ports.

To display the Ports Status window

From the switch view Reports menu, choose Ports Status.

-0l
# Port Dezcription | Sent Frames | Received Frames | Received Multicg
1 Frant, 1 1] ] ] =
2 Frant, 2 BE74 BR4822 R436 .
3 Back. 1 1] 1] ]
4 Back. 2 1] 1] ]
] Back. 3 1] 1] ]
E Back. 4 1] 1] ]
7 Back. 5 1] 1] ]
a Back. B 1] 1] ]
9 Back. ¥ 1] 1] ]
10 Back. 8 1] 1] ]
11 Back. 3 1] 1] ]
12 Back. 10 1] 1] ] )
13 Back, 11 0 B B Click to clear al
14 Back. 12 1] 1] ] =
4] [ v
EIKI Refrezh I Clear All Counters |
|Warning: Applet Window

Figure 5-6. Summary of the statistics on all the ports
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Trap Log

This window shows the traps sent by this unit and the corresponding
information for each trap. This includes time the trap was sent, the severity,
and the type of trap.

s Traps Log

Time

Severity

Type

Ohject

15:07:10 20./05/2000

15:07:67 30/05/2000

15:08:05 50/05/2000

| nfarmational
| nfarmational

| nfarmational

M e oot

Link up

I e oot

15:08:16 20./05/2000

| nfarmational

M e oot

15:08:40 30./05/2000

| farmational

Link, down

15:08:46 50/05/2000

| nfarmational

Link up

15:08:48 50052000

| nfarmational

Link, dowen

A

| Clear |

|'-.-'-.-'arning: Applet Window

Figure 5-7. Trap Logs
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Port Statistics

Detailed statistics accumulated on each port can be displayed separately for
each port. For each display, the corresponding graph showing frames, frame
size, and total errors can be invoked.

To display statistic of a specific port

In the switch view dialog, right-click on the port of interest and select
Statistics. The statistics window for that port appears.

i Port Statistics [, slot:Front, Pork:2 ] - |EI|£|
— Received —Sent
Bytes: |45IIIEEE=E4 Frames |5?55
E— [Ge5457 Eytes 1670860
Multicast Frames: |5548 —Receiving Ermors
Broadcast Frames: |554DE3 CRLC or Aligrment |52
Jabber I':I
—Received & Tranzmitted Framezs———————————— 5 1577 ID
B4 Bytes |BE5538 — E
b3 - 127 Btz |es72 Rix MAC Ermor [0
128- 255 Bytes I?E:ZE Dropped Packets IEI
256 - 511 Bytes ISB?EI
= — LCallizionz
512-1023 Bytes I Recerve & Tranzmit I':I
) E10
U = 11222 =D I Late Receive & Tranzmit IEI
Click to show
[ graphic displays.
Graphs | Cloze! Pauze Clear I |

|Warning: Applet Window

Figure 5-8. Statistics for the selected port of interest
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To invoke graphic display
Click on the Graphs button to show the graph.

The example illustrated below shows the Frame Size graph, where the Y-axis
shows the number of frames. You may view the following types of graphs, by
double-clicking on the appropriate option: Frames Size, Frames, or Errors.
The Show Delta option enables you to view only the difference between the

last poll.
: Port Graph [, Slot:Back, Pork:7 ] - O] x|

Frames

Errors When enabled, only the delta
between the polling time is
displayed in the graph.

Framesz Size
by B4
5423
5121023
128-255

25E-511

10241522

ak. | Fauze |

|Warning: Applet Window

Figure 5-9. Graph showing number of frames of various sizes
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Port STP

The Port STP Properties dialog is divided into to separate areas containing the
STP configuration and status parameters for the selected port.

To display STP parameters for a specific port

In the switch view dialog, right-click on the port of interest and select STP.
The STP window for that port appears.

i Port STP Properties [Slok:Back, Pork:s | - |EI|5|
— Configuration
Pricrity: |1 28
Path Cost: |1 0o
— Status
State: Ifl:urwarding
D'esignhated Roat; IEIEI 00 0000 00 0000 00
D'esignated Cost; IU
Designated Bridge: IEIEI 00 0000 00 0000 00
Set | Abart | Refrezh
|'-.-'-.-'arnin|;|: Applet Window

Figure 5-10. Port STP Properties
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Chapter 6 Software Update Procedures

Overview

This chapter describes how to update the ESB20 software image and how to
transfer configuration parameters to/from the ESB20 Ethernet switch.

In the given instructions the following configuration is assumed that:
A. IP-address of the updated switch = 192.168.0.5.

B. IP Address of the TFTP client PC is on the same subnet
as the switch.

The IP-address of the PC must be on the same subnet as the switch;
otherwise, TFTP transfer cannot be performed properly (unless there is a
router between the subnets directing the IP packets to the correct subnet).

ESB20 has two different Flash memories: one containing the ESB20
operating software (Firmware), and the other containing the Boot code. Only
the Firmware may be updated using the instructions given in this chapter. The
Boot code Flash is write-protected so that it cannot be mistakenly overwritten
during the software upgrade.

Required Equipment for Firmware Upgrade

Upgrade may be performed either using only an Ethernet connection, or using
an Ethernet connection and a session.

» ESB20 Unit to be updated
* A PC or laptop on which the following are installed:
* Ethernet card

*  TFTP-program. Walusoft TFTP client is used in these instructions for
example.

* Telnet program
» One straight through Ethernet cable (RJ-45)
» Software image to be uploaded (provided e.g. on CD-ROM)

o If the upgrade performed via an Ethernet connection and a session, a
serial cable with RJ-45 connector in other end is required as well.

6-1 DN002109172 Issue 0-2 en.



SubMenu

Software Update Procedures ESB20 Switch

Software Update via Ethernet Connection

To update the new software image to the unit Flash memory:

1. Connect a PC or Laptop to one of the Ethernet ports of the switch via an
Ethernet cable.

N

Insert media (e.g. CD-ROM) containing the new software image version
into the PC and copy the software image to your hard disk.

w

Verify that the Ethernet switch is powered up.

&

Start a Telnet session session and connect to the IP-address of the switch.
On a Windows system this can be done by entering (Start > Run >
Telnet switch IP Addresss i.e. 192.168.0.5).

o

Login to the switch:

« Username: nokia (by default)

« Password: <Press enter> (by default) or if the password is set, give
correct password and then press enter.

6. From the Main Menu, select 6. Software Upgrade. You will be
prompted by Software Upgrade (Y/N)?.

7. Enter Y. The Telnet session should now automatically terminate and the
front panel LED should blink in red indicating that the unit is in TFTP
mode and is waiting for the new software to be uploaded.

Note: If a TFTP call is not received within 10 minutes, or if the unit was
booted while waiting for it, it will restart using the last image file.

8. Start TFTP-program located on the PC.

T -TFTP32 P i 3|

Eile Options  Help

Host [192,168.0.5 Part [53
Timeout IT ™ Send timeoutto Server Block Size ——
=end | Fetch | |7|512 "l
Local File | espe20GKIMG
tatch Files r Binary WM w’f"lruf';ﬂ
Femote File Inn:ukia_img
Aport ||
Fress F1 forHelp 08:41:45

Figure 6-1. TFTP settings for software image transfer on Walusoft TFTP
client
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9.

10.

Set the TFTP according to the following settings:

« Host IP-address: IP Address of the switch e.g. 192.168.0.5

* Port: 69

« Local filename: ESBB20GX.img. This is the file you copied to the
hard drive (filename might differ). You may have to change some path
settings of the TFTP-program so the program can find the
appropriate file.

- Remote file name: nokia_img. This is the filename to be written to
the unit Flash. The destination filename must always be the
'nokia_img' and the file extension must be extended by using
underscore not period. Otherwise the unit will not accept the file and
the transfer will be terminated. This is indicated by the error message
eg."MsG from Server >file not witable" orsimilar

* Transfer type: Binary

Note: Some of these settings may not be available on all TFTP-programs.
In some TFTP-programs it may be nessessary to change the local
filename to nokia_img if the remote filename field is not available.

Start the file transfer from TFTP-program by doing one of the following

depending on the program:

« Either click Send or,

* open the File menu and choose Put, select binary mode, type
nokia_img and press Enter.

The TFTP program should now indicate that software transfer is in

progress. If the appropriate response is not displayed, verify that:

* The settings of the TFTP program are correct.

* The remote filename is nokia_img (note that the file extension is
underscore not period).

» Connection is established to the unit. this is done by using Ping (Start
- Run - ping switch IP Addresss i.e. 192.168.0.5).

When the software is uploaded the switch will begin to program the Flash
memories. This will take a while. All the previous SNMP-interface settings
will be copied to the new software version. When the programming of the
Flashes is completed, the switch will reboot itself automatically to the
operating state.

If a problem is encountered during the update phase and the Flash banks are
not thoroughly reprogrammed, the unit will automatically reboot to the TFTP
state. From this state, the unit may be reprogrammed following the
instructions in steps 8 to 10.

6-1 DN002109172 Issue 0-2 en.



SubMenu

Software Update Procedures ESB20 Switch

Software Update via an Ethernet Connection and a
Terminal Session

To transfer the new software image to the unit Flash memory:

1.

Connect PC or Laptop to one of the Ethernet ports of the switch by using
Ethernet cable.

Insert media (e.g. CD-ROM) containing the new software image version
to PC and copy the software image to your hard disk.

Use a serial cable to connect the service terminal to the switch.
Check that the Ethernet switch is powered up

Start a terminal session. Service terminal settings are:
 Bitrate: 9600 bit/s

* Parity: None

« Data bits: 8

« Stop bits: 1

*  Flow control: Xon/Xoff

Login to the switch via the service terminal:
Username: nokia (by default)

Password: <Press enter> (by default) or if the password is set, give
correct password and then press enter.

Select Software Upgrade from main menu by pressing number 6 and
entering Y in response to the prompt Software Upgrade (Y/N)?

The boot procedure should now be printed on the service terminal screen.
Upon the completion of the boot procedure, a message indicating that the
unit is waiting for the external TFTP load should be displayed. Also, the
front panel LED should blink in red indicating that the unit is in TFTP
mode and waiting for the new software to be uploaded.

Note: If after 10 minutes the unit does not receive a TFTP call, or if the
unit was booted while waiting for a TFTP call, it will restart using the last
image file.

Start TFTP-program located on the PC.

Note: TFTP-program is not included to all Windows operating systems
thus it might have to be installed separately prior to use.
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T - TFTP32 o]
Eile  Options  Help
Host [192,168.0.5 Part |59

Timeout |1EI [ Send timeoutto Server

Loeal File | espe2ocKIMG

Walusofi
batch Files r EBinary W I'[F“f';

Femote File Inn:ukia_img

Abort | |

Fress F1 for Help 08:41:45

Block Size ——
Send | Fetch | |7|51 z 'l

Figure 6-2. TFTP settings for software image transfer on Walusoft TFTP

client

10. Set the TFTP-program according to the following settings:

Host IP-address: IP Address of the switch e.g. 192.168.0.5

Port: 69

Local filename: e.g. ESBB20GX.img . This is the file you copied to
the hard drive (filename might differ). You may have to change some
path settings of the TFTP-program so the program can find the
appropriate file.

Remote file name: nokia_img . This is the filename to be written to
the unit Flash. The destination filename must always be the
'nokia_img' and the file extension must be extended by using
underscore not period. Otherwise the unit will not accept the file and
the transfer will be terminated. This is indicated by the error message
eg. "MSG from Server >file not witable" or
similar.

Transfer type: Binary

Note: Some of these settings may not be available on all TFTP-programs. In
some TFTP-programs it may be nessessary to change the local filename to
nokia_img if the remote filename field is not available.

11. Start the file transfer from TFTP-program by doing one of the following
depending on the program:

Either click Send or,

open the File menu and choose Put, select binary mode, type
nokia_img and press Enter.

Information on the update procedure should now be printed on the Service
Terminal. The procedure is as follows:
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* New image is transferred to the DRAM of the switch

* flash bank 1 is erased

« flash bank 2 is erased

 flash bank 1 is reprogrammed

« flash bank 2 is reprogrammed

* unit is booted up.

The TFTP program should also indicate that the software transfer is in
progress. If nothing happends check the connection to the switch by using
PING (Start > Run - ping switch IP Addresss i.e. 192.168.0.5).

If the connection is working, the PING should indicate this by printing
corresponding reply-messages to the screen. Check also that the settings
of the TFTP program are correct and the remote filename is nokia_img
(note that the file extension is underscore not period).

All the previous SNMP-interface settings will be copied to the new
software version. When the programming of the Flashes is completed the
switch will reboot itself automatically to the operating state.

If a problem detected during the update phase and the Flash banks are not
thoroughly reprogrammed, the unit will automatically reboot to the TFTP
state. From this state the programming can be retried by following
instructions 9 - 11.

Update Procedure Using Linux OS

Note: TFTP-clients might differ from following procedure depending on
Linux distribution.

1.

Connect a PC or Laptop with Linux operating system to one of the Ethernet
ports of the switch using Ethernet cable.Insert the floppy-disk or CD-ROM
containing the new software image version to the PC and copy the software
image to your hard disk. It is recommended to copy the image to the TFTP-
client's default directory. Otherwise the TFTP-client may not find the
image.

Verify that the Ethernet switch is powered up.

Start a Telnet session and connect to the IP-address of the switch (e.g
192.168.0.5). On Linux this can be done from terminal console by writing
telnet 192.168.0.5.

Login to the switch by entering:
Username: nokia

Password: <Press enter or if the password is set, give correct password
and then press enter>

Check the current software version and date from upper part of the main
menu to avoid unnecessary update procedure.
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6.

Select the 'Software Upgrade' from main menu by pressing number 6 and
answer Y <enter> to the question "Software Upgrade (Y/N)?"

Now the telnet session shoud be automatically terminated and the front
panel LED should blink on red. This indicates that the unit is on TFTP
mode and is waiting for the new software to be uploaded.

Note: If after 10 minutes the unit does not receive a TFTP call, or if the unit
was booted while waiting for a TFTP call, it will restart using the last image
file.

8.

10.

11.

Start TFTP-program located on the Linux by entering the command tftp
at the prompt. The tft p> prompt indictes that the tftp program is
enabled.

Connect to the switch to be updated by typing the command:
tftp> connect 192.168.0.5.

Set the binary transfer mode by typing the following command at the
prompt: tftp> node binary transfer node set to |

Send the new software image to switch to be updated by using
command put and give local file name and remote file name. For
example if the local file "ESBB20GX.img" is stored to directory
{usr/root/ use following commands:

tftp> put
(local-file):/usr/root/ESBB20G X.img

(remote-file):nokia_img

If software transfer does not begin at this point, check the connection to
the switch using the ping command (ping 192.168.0.5) at the command
prompt.

If the connection is working, the PING should indicate this by printing
corresponding Reply-messages to the screen. Check also that the settings
of the TFTP program are correct and the remote filename is nokia_img
(note that the file extension is underscore not period).

When the sotware is uploaded the switch will begin to program the Flash
memories. This will take a while. All the previous SNMP-interface
settings will be copied to the new software version. When the
programming of the Flashes is completed, the switch will reboot itself
automatically to the operating state.

If something goes wrong during the update phase and the Flash banks are
not thoroughly reprogrammed, the unit will automatically reboot to the
TFTP state. From this state the programming can be retried by following
the instructions 8 - 12.
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Chapter 7 Troubleshooting

This chapter presents common problems and describes their solutions. The
problems begin with a P, and the solutions begin with an S.

P: The Terminal Interface main menu does not appear.

S: Verify that the terminal is set to 9600 baud, 8 data bits, 1 stop bit, no
parity, and no flow control.

P: The Web Management application switch view does not appear on the
management station.

S1: It may take several seconds for the program to load from the device. If
after a reasonable time has elapsed the window still has not appeared, verify
that the management station is set up properly, and that the basic IP
Parameters are set properly.

Ping the unit to verify that connection can be established (Start > Run >
ping switch IP Addresss i.e. 192.168.0.5).

P: Web Management switch view appears, but | can’t view a device.
S: Verify that the device community names are properly set.
P: My password is not working.

S: Remember that there are two passwords; one to access switch view and
one to change parameters. If you have forgotten the password, please contact
Nokia repair services.

P: A port is not working.
S: Check that:

* The port is not disabled.

» Cabling is correct. Cross connect cable between two ESB20s, Hubs,
switches or routers. Straight through cable between CPU units, PCs,
NICs etc.

*  PING to verify the connection (Start > Run -> ping switch IP
Addresss i.e. 192.168.0.5).

« Serially connect to the Terminal Interface application on the unit, and
from the Main Menu select Port Status. A table showing the switch
ports and their status will appear.

P: The Network Management Station is not receiving traps.

S: Verify that the Manager IP Address is properly set.
Traps notification must be enabled from ESB20. SNMP Agent Configuration
via Web Management (enable Send Alert Traps).
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P: I messed up the configuration.

S: Reload the default factory values using either the configuration terminal or
the Web Management application and then restart the switch.

P: The Port Properties window for my port is different than | expected.

S: The Port Properties window contains different parameters and buttons
depending on the communication speed supported by the port.
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