          5.  Call and Mobility Management

Mobility management entails the GSM system keeping track of the mobile while on the move. The mobility management is implemented through mobility management (MM) sub-layer which is present in layer 3 of the protocol stack at MS and MSC. The functions performed by the mobility management are:  

      1. Subscribe Data management at MSC/VLR-

Subscriber data from HLR are retrieved by MM at the time of first location updating of the subscriber. Dynamic data change for a subscribe are also managed by the MM.

2. Services provided to upper layers-

MM provides basic means of transportation of upper CM sub-layer messages between MS and the network Handover procedures ensure smooth transition from one radio network to another.

3. Subscriber Authentication and confidentiality Management –

MM procedures ensure data confidentiality of a subscriber MM procedures provide a means for to ensure data confidentiality at radio interface.  

Mobility management is implemented through MM procedures, which are broadly classified in to two groups – i) MM Common Procedure

                                             ii) MM Specific Procedure

        A MM specific procedure can only be started if no other MM specific procedure is running or no MM connection exists between the network and the mobile station. The end of the running MM connection has to be awaited before a new MM specific procedure can be started.

       During the lifetime of a MM specific procedure, if a MM connection establishment is requested by a CM entity this request will either be rejected or be delayed until the running MM specific procedure is terminated (this depends upon implementation).

       Any MM common procedure (except IMSI detach) may be started during MM specific procedure.

1. MM Common Procedure.

1. TMSI reallocation procedure_

The purpose of the TMSI reallocation procedures is to provide identify confidentiality i.e. to protect a user against being identified and located by an intruder. TMSI is used for identification within the radio interface signaling procedures instead of IMSI. Usually the TMSI reallocation is performed at least at each change of a location area. The reallocation of TMSI can be performed explicitly after predetermined no. of accesses by MS to the network or implicitly by a location updating procedure . TMSI reallocation can be initiated by the network at any time whilst R R connection exists between the network and the mobile station.

            In case of TMSI reallocation procedure initiated by the network, network sends TMSI reallocation command message to the MS containing new TMSI/LAI MS on receiving the message stores new TMSI and LAI in SIM and deletes the older entries and sends TMSI reallocation complete message to the network.

2. Authentication procedure-

  Authentication Triplets.  

  At network side, authentication procedure requires authentication triplets.

Authentication triplet consists of:

· Random number RAND (128 bits)

· Signed response SRES (32 bits)

· Ciphering key  (64 bits).

        While initiating authentication procedure, if network has no authentication triplet or all triplets have been used, it requests AuC for the same. The index of currently used triplet is known as CKSN. (Ciphering key sequence number).

2. Identification procedure.  

The identification procedure is used by the network to request a MS to provide specific identification parameters to the network e.g. IMSI, IMEI.

In case MS update location in the system using TMSI, but due to data base failure, TMSI at network end is no more available; network initiates identification procedure and asks for IMSI.

 If network is unable to receive identity response, it clears all the ongoing MM connections and releases radio resources.

3. IMSI Detach procedure.   

The purpose of this procedure is to indicate the network that MS has switched off. This enables the network not to page for the subscriber and invokes other applicable supplementary service (e.g. call forwarding etc).                                     

 5.  Ciphering procedure
      Ciphering procedure is needed to encrypt data transmission over radio interface. When MSC needs to indicate ciphering on radio interface, it sends Cipher Mode Command message to BSS. This message contains Kc and a list of permitted algorithms. BSS stores Kc for this session and sends Cipher mode message to the MS. BSS enable encryption and uses Kc and permitted algorithm to encrypt /decrypt data.

       In case ciphering is completed successfully the network receives a Cipher Mode Complete command from the MS. This message contains the algorithm used for ciphering. MSC stores this information and proceeds for further activities like call set- up etc.

       In case MS is not able to support the ciphering it sends Cipher Mode Reject command to the network. At MSC the encryption control is operator controlled. If ciphering is mandatory and network receives a Cipher Mode Reject command from the MS, MSC clears all the ongoing MM connection and then releases radio resources. 

         6.  Abort   procedure.

The procedure is used to abort any ongoing or established MM connection.

2. MM specific procedure 

The MM specific procedures   are –  

- Normal location updating – MS moves from one LA to other LA. 

- Periodic location updating -- It is used to periodically notify the availability of the MS to the network.

- IMSI attach procedure – is used to indicate the IMSI as active                   in the network.

       MS initiates location-updating procedure by sending a Location Updating Request message to the network. MS starts a guard timer and enters state location updating initiated. After this the network. initiates authentication and ciphering procedure. After successful authentication and ciphering location updating procedure proceeds further.

      To limit the number of unsuccessful location updating attempts, an Attempt Counter is maintained at MS. Attempt counter is incremented when a location updating procedure fails. Attempt counter is reset when MS is powered on /a SIM is inserted / location update is successfully completed. 

     If the Location updating is successfully accepted by the network a Location Updating Accept message is transferred to the MS. Implicit TMSI reallocation procedure is also invoked. 

        MS on receiving the Location Updating Accept stores the received LAI, stops the guard timer, reset the attempt counter and sets the update status of SIM to updated. MS at all times maintains a list of forbidden LAI’s and PLMN’s in SIM. If the LAI or PLMN identity contained in the Location Updating Accept message is a member of any of the “forbidden lists” then any such entries are deleted in MS.

       After location-updating procedure is over, the RR connection is released. The network initiates the release. MS waits for the release and if within time out the connection is not released, MS aborts it.

      MM procedures make use of certain MAP (Mobile Application Part). For example location updating procedure, which is an MM specific procedure make use of MAP procedures like:  Down-loading of subscriber related data from HLR to VLR through MAP procedure on C interface. Thus LU procedure of MM makes use of a MAP procedure also. Similarly authentication procedure, which is a MM common procedure, make use of MAP procedure to retrieve authentication triplets from AuC.

      Connection Management.

      The mobility management (MM) sub-layer provides services to different entities of upper connection management (CM) sub-layer. The different entities of CM sub-layer requesting for service to MM sub-layer could be-call control (CC), short message service (SMS) or supplementary service (SS). An MM connection is established and released on request from CM entities.  Different CM entity communicates with their pier entities using different MM connection.

       An MM connection requires an RR connection. Several MM connections may be active at the same time and all simultaneous MM connection for a given MS use the same RR connection. Different MM connections are identified by different protocol discriminator  (PD) and transaction identifier (TI) value. MM connection establishment may be initiated by the MS or the network.

       For an MS to initiate MM connection its updating status should be updated and MM sub-layer should be either in IDLE or ACTIVE state. If any MM specific procedure is running then a new MM connection establishment will either be rejected or delayed (depending upon implementation). If no RR connection exists between MS and network, RR connection is established by sending CM service request message to the network and MM sub- layer enters wait for o/g MM Connection State. If RR connection already exists and an MM connection is active, CM service Request message is sent and MM sub-layer enters wait for additional o/g MM connection state. The CM service Request message contains the type of CM service requested (o/g call, Emergency call, SMS, SS). If the network can accept the CM service request, a CM Service Accept message is sent to MS and on recovering this message MM connection become active and CC message can be transferred by CM entity. If network cannot accept CM service request from MS, a CM service Reject message is sent to MS. 

In case of MT (mobile terminated) call  (incoming voice call or short message to the MS) CM sub–layer entity in the network request MM sub layer to establish a MM connection.  

         The MM sub-layer is informed after completion of paging procedure. Now these can be two scenarios depending upon whether RR connection to the desired MS already exists or not.

(a) R R connection to the desired MS already exists-

       This could be then case when MS is in conversation mode and there is a short message for the MS. When RR connection between the network and desired MS exists and also no MM specific procedure is running (is no location updating etc. is in progress) the network establishes new MM connection over same RR connection with new PD/TI combination. Before establishment of a new MM connection the network may initiate any of MM common procedure like authentication, ciphering etc. and wait for their successful completion.

(b) R R connection to the desired MS does not exist-
         MM sub layer first requests to establish an RR connection and on connection establishment MM sub-layer may initiate any of MM common procedure (authentication, ciphering etc.) Upon successful completion of any such procedure MM sub layer informs the requesting CM sub-layer entity.

        If RR connection establishment is unsuccessful or any of the MM common procedure fail, this is indicated to CM sub-layer with appropriate error cause.

        A CM sub-layer entity, after having been advised that a MM connection has been established, requests the transfer of CM massages. The CM messages passed to MM sub-layer are sent to these other side of the interface with PD & TI set according to source entity. Upon receiving CM message, the MM sub-layer on the side of the interface distributes it to the relevant CM entity according to the PD & TI value.

         After the information transfer between CM entities is over, an established MM connection can be released by local CM entity. The release of CM connection is then done locally in the MM sub-layer. After the release of last MM connection by its user, the MM sub-layer decides to release RR connection requesting RR sub-layer.  

Handover Management.

The main aim of handover is to avoid losing a call is progress when MS leaves the radio coverage of the call in charge.

Handovers can be classified as

      -Internal handover within one cell.

      -Internal handover between cells.

      -External handover. 

The hand-over process may be thought of as consisting of three phases-

1. Recognition that handover is required.

2. Decision of a target cell.

3. Execution of the handover.

· Allocation and connection of new channel.

· Reallocation and release of old channel.

The BSS is wholly responsible for first phase. However MSC may trigger BSS to do so through certain, BSSMAP procedure.  MSC participates with BSS in execution of phase 2 and 3.

Type of handovers-

· Rescuer handover are done to avoid losing a call in progress when MS leaves the radio coverage area of the cell in charge. These are the most common types of handover. The handover decision is triggered by the averaged measurement reports given by the MS, for the beacon frequencies of the adjacent cells given to it by the BSS.

· Confinement handover is an handover triggered with the goal of optimizing the interface level. The BSC divides the frequencies in a cell into five interference bands based on interference level on each of them. 
           - Traffic hand-over are aimed at reducing the congestion in congested cell by handing over some cell from one cell to less congested one.

        The hand-over procedure provides interface between the call control entities, MAP procedure and the BSSMAP procedure to realize the handover. The handover are further categorized into:

· Intra MSC handover.

· Inter MSC handover.

The intra MSC handover procedure operates as detailed below.

· BSS- A generates the HANDOVER REQUIRED message to MSC containing a list of cells in order of preference to which MS is to be hand-over.

· MSC on getting this message send a HANDOVER REQUEST message to the target BSS i.e BSS-B.

· BSS-B an receiving handover request messages takes all necessary action for giving radio access to the MS in the new cell and gives a HANDOVER REQUEST ACK to MSC with a handover reference number.

· The HANDOVER REQUEST ACK message contains a HANDOVER COMMAND message, which is to be transparently passed on by the MSC to BSS-A.

· MS now accesses the radio resources of BSS-B with a HADOVER ACCESS on getting which BSS-B verifies the reference number and sends HADOVER DETECT to MSC.

· When MS starts successfully communicating with BSS-B,BSS-B sends HANDOVER COMPLETE message to MSC.

· MSC now release the resources held on BSS-A by sending it a CLEAR COMMAND. 

Note:-  When handover procedure is operational all the  message meant for the MS are queued up and are delivered only after the handover is complete . In case handover procedure fails the queued up message meant for the MS are delivered once MS is back in communication with the old BSS. 

Inter MSC Handover-

Inter MSC handover is required when the target cell belongs to other MSC service area. The successful handover in this case requires a circuit between two MSC’s.  Inter MSC hand over procedure acquires a circuit between the two MSC’s using MAP-E interface.

The handover procedure operates as detailed below- 

· MSC-A, on receipts of HANDOVER REQUIRED message from BSS-A, sends a MAP_PREPARE_HANDOVER message to MSC-B containing HANDOVER REQUEST message.

· On receipts of this message MSC-B acquires a handover number from its VLR and returns it to MSC-A in MAP_PREPARE_HANDOVER_REQUEST_resp. message. This message also contains HANDOVER REQUEST .ACK containing in turn HANDOVER COMMAND to be given by BSS-A to the MS.

           - On getting this message MSC-A dials handover number to obtain a circuit between two MSC’s.

· MSC-A on receipt of ACM (ISUP) message from MSC-B sends the HANDOVER COMMAND to BSS-A.

· MSC-B passes the HANDOVER DETECT and HANDOVER COMPLETE message received from the BSS-B to MSC-A.

· After getting HANDOVER COMPLETE from BSS-B over E interface MSC-A initiates the release of radio resources towards BSS-A.
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