GSM Terminology

VLR Visitor Location Register
HLR Home Location Register
AUC Authentication center
EIR Equipment Identification 
MSC Mobile Switching center
BTS Base Transceiver Station 

BSC Base Station Controller
SCP Service control point
SDP Service Data Point
SSF Service Switching Functionality
SMSC Short Message Switching Center
MMSC Multimedia Messaging Service 
USSD Unstructured Supplementary Service Data
GPRS General Packet Radio Service 
EDGE Enhanced Data Rates for GSM Evolution
SGSN Serving GPRS Support Node
GGSN Gateway GPRS Support Node
HSCSD High-Speed Circuit-Switched Data
IVR Interactive voice response
Methods of Hacking GSM Network 

Note: This document is provided only for Educational use and for better understanding of GSM security concern.Donot use this information for any unlaw ful activity.

Introduction to GSM Security

The GSM standard was designed to be a secure mobile phone system with strong subscriber authentication and encryption. The security model and algorithms were developed in secrecy and were never published. Eventually some of the algorithms and specifications were found out using reverse engineering. The algorithms have been studied since and critical errors have been found. Thus, after a closer look at the GSM standard, one can see that the security model is not all that good. An attacker can go through the security model or even around it, and attack other parts of a GSM network, instead of the actual phone call. Although the GSM standard was supposed to prevent phone cloning and over-the-air eavesdropping, both of these are possible with little additional work compared to the analog mobile phone systems and can be implemented through various attacks.

Weaknesses of GSM

· The authentication process in GSM technology considers only a one-sided authentication. The Mobile Station has to prove, that it is permitted to access the network, but there is no verification of the Base Station

· It is necessary for a Mobile Station to transmit thecurrent location in short periods to the Base Station. This can be abused to track and record the movement profile of a subscriber. 

· GSM was designed to be only as secure as the fixed network to which they connect.

· GSM provides only access security , but the security part of fixed network portion aren't protected.

· In GSM there is no Explict confirmation to the Home network that authentication is properly used when customer roam in different network.

· Lack of confidence in cryptographic algorithms.
Example: 
The GSM encryption ciphers were kept secret until 1999, when Marc Briceno of the University of California at Berkeley managed to reconstruct the algorithms used.
Researchers at the Technion-Israel Institute of Technology in Haifa found a way to defeat the GSM security system(A5/2), exploiting a flaw in the way the encryption is applied.

GSM Security Model

The GSM Security Model is based on a shared secret between the subscriber's home network's HLR and the subscriber's SIM. The shared secret, called Ki, is a 128-bit key used to generate a 32-bit signed response, called SRES, to a Random Challenge, called RAND, made by the MSC, and a 64-bit session key, called Kc, used for the encryption of the over-the-air channel. When a MS first signs on to a network, the HLR provides the MSC with five triples containing a RAND, a SRES to that particular RAND based on the Ki and a Kc based again on the same Ki. Each of the triples are used for one authentication of the specific MS. When all triples have been used the HLR provides a new set of five triples for the MSC. 

When the MS first comes to the the area of a particular MSC, the MSC sends the Challenge of the first triple to the MS. The MS calculates a SRES with the A3 algorithm using the given Challenge and the Ki residing in the SIM. The MS then sends the SRES to the MSC, which can confirm that the SRES really corresponds to the Challenge sent by comparing the SRES from the MS and the SRES in the triple from the HLR. Thus, the MS has authenticated itself to the MSC. The MS then generates a Session Key, Kc, with the A8 algorithm using, again, the Challenge from the MSC and the Ki from the SIM. The BTS, which is used to communicate with the MS, receives the same Kc from the MSC, which has received it in the triple from the HLR. Now the over-the-air communication channel between the BTS and MS can be encrypted Each frame in the over-the-air traffic is encrypted with a different keystream. This keystream is generated with the A5 algorithm. The A5 algorithm is initialized with the Kc and the number of the frame to be encrypted, thus generating a different keystream for every frame.

This means that one call can be decrypted when the attacker knows the Kc and the frame numbers. The frame numbers are generated implicitly, which means that anybody can find out the frame number at hand. The same Kc is used as long as the MSC does not authenticate the MS again, in which case a new Kc is generated. In practice, the same Kc may be in use for days. Only the over-the-air traffic is encrypted in a GSM network. Once the frames have been received by the BTS, it decrypts them and send them in plaintext to the operator's backbone network. 

Hacking The Signalling Network

The air waves between the MS and the BTS are not the only vulnerable point in the GSM system.As stated earlier, the transmissions are encrypted only between the MS and the BTS. After the BTS, the traffic is transmitted in plain text within the operators network.This opens up new possibilities. If the attacker can access the operator's signaling network, he will be able to listen to everything that is transmitted, including the actual phone call as well as the RAND, SRES and Kc.

Accessing the signaling network is not very difficult. Although the BTSs are usually connected to the BSC through a cable, some of them are connected to the BSC through a microwave . This link would be relatively easy to access with the right kind of equipment. The microwave link might be encrypted, however, depending on the hardware manufacturer, thus making it slightly more difficult to monitor it . It is really a question about whether the attacker wants to crack the A5 encryption protecting the session of a specific MS or the encryption between the BTS and the BSC and gaining access to the backbone network. The ability to tap on to the data transmitted between the BTS and BSC would enable the attacker to either monitor the call by eavesdropping on the channel throughout the call or he could retrieve the session key, Kc, by monitoring the channel, intercept the call over the air and decrypt it on the fly. 

Read this link for more info about GSM A5 encryption algorithm 
http://jya.com/crack-a5.htm

Hacking a Mobile Fone User Through IMSI-CATCHER

The GSM specification requires the handset to authenticate to the network, but does NOT require the network to authenticate to the handset. This well-known security hole can be exploited by an IMSI-catcher.Even the service provider cannot notice the use of IMSI-catcher. 
An IMSI-catcher is a device for forcing the transmission of the IMSI and intercepting GSM mobile phone calls.The IMSI-catcher acts as a base station and logs the IMSI numbers of all the mobile stations in the area, as they attempt to attach to the IMSI-catcher. It allows forcing the mobile phone connected to it to use no call encryption ( A5/0 mode), making the call data easy to intercept and convert to audio.
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Working OF IMSI-CATCHER

The basic principle of GSM is, a mobile station always connects to the base station which provides the best reception. An attacker can easily enforce this kind of a setting, i.e., make a victim device connect to him instead of a real base station by drowning the real base stations that are present by sending its beacons with higher transmitting power. 
Thus the IMSI-CATCHER creates the same senario and acts as a fake basestation,so the the victim's mobile attaches with the hackers IMSI-CATCHER assuming it as the real base station. 
Now During the connection setup the attacker sends the security capabilities of the victim mobile station to the attached visitor network. 
The attacker sends the TMSI of the victim mobile station to the visited network,which he obtained during the connection setup.If the current TMSI is unknown to the attacker, he sends a faked TMSI. 
If the network cannot resolve the fake TMSI, it sends an identity request to the attacker. The attacker replies with the IMSI of the victim. 
The visited network requests the authentication information about the victim device from its home network. The home network provides the authentication information to the visited network.The network sends RAND and AUTN to the attacker. The attacker disconnects from the visited network.Thus attacker obtains an authentication token.


Read this article about tracking a suspect by mobile phone.
http://news.bbc.co.uk/2/hi/technology/4738219.stm 





Architecture of the GSM network

 

A GSM network is composed of several functional entities, Below diagram illustrates the layout of a generic GSM network. The GSM network can be divided into three broad parts. 

· The Mobile Station 

Performs the switching of calls between the mobile users, and between mobile and fixed network users

· The Base Station Subsystem

BSS Controls the radio link with the Mobile Station. 

· The Network Subsystem

Network subsystem includes the MSC,VLR,HLR

The Mobile Station and the Base Station Subsystem communicate across the Um interface, also known as the air interface or radio link. The Base Station Subsystem communicates with the Mobile services Switching Center across the A interface. 
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Mobile Station

The mobile station (MS) consists of the mobile equipment (the terminal) and a smart card called the Subscriber Identity Module (SIM). The SIM provides personal mobility, so that the user can have access to subscribed services irrespective of a specific terminal. By inserting the SIM card into another GSM terminal, the user is able to receive calls at that terminal, make calls from that terminal, and receive other subscribed services. 

The mobile equipment is uniquely identified by the International Mobile Equipment Identity (IMEI). The SIM card contains the International Mobile Subscriber Identity (IMSI) used to identify the subscriber to the system, a secret key for authentication, and other information. The IMEI and the IMSI are independent, thereby allowing personal mobility. The SIM card may be protected against unauthorized use by a password or personal identity number.

Base Station Subsystem
The Base Station Subsystem is composed of two parts, the Base Transceiver Station (BTS) and the Base Station Controller (BSC). These communicate across the standardized Abis interface, allowing (as in the rest of the system) operation between components made by different suppliers. 

The Base Transceiver Station houses the radio tranceivers that define a cell and handles the radio-link protocols with the Mobile Station. In a large urban area, there will potentially be a large number of BTSs deployed, thus the requirements for a BTS are ruggedness, reliability, portability, and minimum cost. 

The Base Station Controller manages the radio resources for one or more BTSs. It handles radio-channel setup, frequency hopping, and handovers, as described below. The BSC is the connection between the mobile station and the Mobile service Switching Center (MSC). 

Network Subsystem
The central component of the Network Subsystem is the Mobile services Switching Center (MSC). It acts like a normal switching node of the PSTN or ISDN, and additionally provides all the functionality needed to handle a mobile subscriber, such as registration, authentication, location updating, handovers, and call routing to a roaming subscriber. These services are provided in conjuction with several functional entities, which together form the Network Subsystem. The MSC provides the connection to the fixed networks (such as the PSTN or ISDN). Signalling between functional entities in the Network Subsystem uses Signalling System Number 7 (SS7), used for trunk signalling in ISDN and widely used in current public networks. 

The Home Location Register (HLR) and Visitor Location Register (VLR), together with the MSC, provide the call-routing and roaming capabilities of GSM. The HLR contains all the administrative information of each subscriber registered in the corresponding GSM network, along with the current location of the mobile. The location of the mobile is typically in the form of the signalling address of the VLR associated with the mobile station. The actual routing procedure will be described later. There is logically one HLR per GSM network, although it may be implemented as a distributed database. 

The Visitor Location Register (VLR) contains selected administrative information from the HLR, necessary for call control and provision of the subscribed services, for each mobile currently located in the geographical area controlled by the VLR. Although each functional entity can be implemented as an independent unit, all manufacturers of switching equipment to date implement the VLR together with the MSC, so that the geographical area controlled by the MSC corresponds to that controlled by the VLR, thus simplifying the signalling required. Note that the MSC contains no information about particular mobile stations --- this information is stored in the location registers. 

The other two registers are used for authentication and security purposes. The Equipment Identity Register (EIR) is a database that contains a list of all valid mobile equipment on the network, where each mobile station is identified by its International Mobile Equipment Identity (IMEI). An IMEI is marked as invalid if it has been reported stolen or is not type approved. The Authentication Center (AuC) is a protected database that stores a copy of the secret key stored in each subscriber's SIM card, which is used for authentication and encryption over the radio channel. 

Network Aspects
A GSM mobile can seamlessly roam nationally and internationally, which requires that registration, authentication, call routing and location updating functions exist and are standardized in GSM networks. In addition, the fact that the geographical area covered by the network is divided into cells necessitates the implementation of a handover mechanism. These functions are performed by the Network Subsystem, mainly using the Mobile Application Part (MAP) built on top of the Signalling System No. 7 protocol (SS7 or C7)

[image: image3.png]um A
l |
l s
s l [
s -
L ' | [ e
® ! EN R R )
l l
l
l l
Lz e T R T )
l
e
Lyt owa | V| mwa || M I

Motite Sextion 75 asc nsc




 

The signalling protocol in GSM is structured into three general layers, depending on the interface, as shown in Figure. Layer 1 is the physical layer, which uses the channel structures discussed above over the air interface. Layer 2 is the data link layer. Across the Um interface, the data link layer is a modified version of the LAPD protocol used in ISDN, called LAPDm. Across the A interface, the Message Transfer Part layer 2 of Signalling System Number 7 is used. Layer 3 of the GSM signalling protocol is itself divided into 3 sublayers. 

Radio Resources Management 
Controls the setup, maintenance, and termination of radio and fixed channels, including handovers. 

Mobility Management 
  

  

Manages the location updating and registration procedures, as well as security and authentication.

  

  

  

Connection Management 
Handles general call control and manages Supplementary Services and the Short Message Service. 

Signalling between the different entities in the fixed part of the network, such as between the HLR and VLR, is accomplished throught the Mobile Application Part (MAP). MAP is built on top of the Transaction Capabilities Application Part (TCAP, the top layer of Signalling System Number 7. The specification of the MAP is quite complex, and at over 500 pages, it is one of the longest documents in the GSM recommendations.

Radio Resource Management
The radio resources management (RR) layer oversees the establishment of a link, both radio and fixed, between the mobile station and the MSC. The main functional components involved are the mobile station, and the Base Station Subsystem, as well as the MSC. The RR layer is concerned with the management of an RR-session, which is the time that a mobile is in dedicated mode, as well as the configuration of radio channels including the allocation of dedicated channels. 

An RR-session is always initiated by a mobile station through the access procedure, either for an outgoing call, or in response to a paging message. The details of the access and paging procedures, such as when a dedicated channel is actually assigned to the mobile, and the paging sub-channel structure, are handled in the RR layer. In addition, it handles the management of radio features such as power control, discontinuous transmission and reception, and timing advance. 

Handover
In a cellular network, the radio and fixed links required are not permanently allocated for the duration of a call. Handover, or handoff as it is called in North America, is the switching of an on-going call to a different channel or cell. The execution and measurements required for handover form one of basic functions of the RR layer. 

There are four different types of handover in the GSM system, which involve transferring a call between: 

· Channels (time slots) in the same cell 

· Cells (Base Transceiver Stations) under the control of the same Base Station Controller (BSC), 

· Cells under the control of different BSCs, but belonging to the same Mobile services Switching Center (MSC), and 

· Cells under the control of different MSCs. 

The first two types of handover, called internal handovers, involve only one Base Station Controller (BSC). To save signalling bandwidth, they are managed by the BSC without involving the Mobile services Switching Center (MSC), except to notify it at the completion of the handover. The last two types of handover, called external handovers, are handled by the MSCs involved. An important aspect of GSM is that the original MSC, the anchor MSC, remains responsible for most call-related functions, with the exception of subsequent inter-BSC handovers under the control of the new MSC, called the relay MSC. 

Handovers can be initiated by either the mobile or the MSC (as a means of traffic load balancing). During its idle time slots, the mobile scans the Broadcast Control Channel of up to 16 neighboring cells, and forms a list of the six best candidates for possible handover, based on the received signal strength. This information is passed to the BSC and MSC, at least once per second, and is used by the handover algorithm. 

The algorithm for when a handover decision should be taken is not specified in the GSM recommendations. There are two basic algorithms used, both closely tied in with power control. This is because the BSC usually does not know whether the poor signal quality is due to multipath fading or to the mobile having moved to another cell. This is especially true in small urban cells. 

The 'minimum acceptable performance' algorithm gives precedence to power control over handover, so that when the signal degrades beyond a certain point, the power level of the mobile is increased. If further power increases do not improve the signal, then a handover is considered. This is the simpler and more common method, but it creates 'smeared' cell boundaries when a mobile transmitting at peak power goes some distance beyond its original cell boundaries into another cell. 

The 'power budget' methoduses handover to try to maintain or improve a certain level of signal quality at the same or lower power level. It thus gives precedence to handover over power control. It avoids the 'smeared' cell boundary problem and reduces co-channel interference, but it is quite complicated. 

Mobility Management
The Mobility Management layer (MM) is built on top of the RR layer, and handles the functions that arise from the mobility of the subscriber, as well as the authentication and security aspects. Location management is concerned with the procedures that enable the system to know the current location of a powered-on mobile station so that incoming call routing can be completed. 

Location updating
A powered-on mobile is informed of an incoming call by a paging message sent over the PAGCH channel of a cell. One extreme would be to page every cell in the network for each call, which is obviously a waste of radio bandwidth. The other extreme would be for the mobile to notify the system, via location updating messages, of its current location at the individual cell level. This would require paging messages to be sent to exactly one cell, but would be very wasteful due to the large number of location updating messages. A compromise solution used in GSM is to group cells into location areas. Updating messages are required when moving between location areas, and mobile stations are paged in the cells of their current location area. 

The location updating procedures, and subsequent call routing, use the MSC and two location registers: the Home Location Register (HLR) and the Visitor Location Register (VLR). When a mobile station is switched on in a new location area, or it moves to a new location area or different operator's PLMN, it must register with the network to indicate its current location. In the normal case, a location update message is sent to the new MSC/VLR, which records the location area information, and then sends the location information to the subscriber's HLR. The information sent to the HLR is normally the SS7 address of the new VLR, although it may be a routing number. The reason a routing number is not normally assigned, even though it would reduce signalling, is that there is only a limited number of routing numbers available in the new MSC/VLR and they are allocated on demand for incoming calls. If the subscriber is entitled to service, the HLR sends a subset of the subscriber information, needed for call control, to the new MSC/VLR, and sends a message to the old MSC/VLR to cancel the old registration. 

For reliability reasons, GSM also has a periodic location updating procedure. If an HLR or MSC/VLR fails, to have each mobile register simultaneously to bring the database up to date would cause overloading. Therefore, the database is updated as location updating events occur. The enabling of periodic updating, and the time period between periodic updates, is controlled by the operator, and is a trade-off between signalling traffic and speed of recovery. If a mobile does not register after the updating time period, it is deregistered. 

A procedure related to location updating is the IMSI attach and detach. A detach lets the network know that the mobile station is unreachable, and avoids having to needlessly allocate channels and send paging messages. An attach is similar to a location update, and informs the system that the mobile is reachable again. The activation of IMSI attach/detach is up to the operator on an individual cell basis. 

Authentication and security
Since the radio medium can be accessed by anyone, authentication of users to prove that they are who they claim to be, is a very important element of a mobile network. Authentication involves two functional entities, the SIM card in the mobile, and the Authentication Center (AuC). Each subscriber is given a secret key, one copy of which is stored in the SIM card and the other in the AuC. During authentication, the AuC generates a random number that it sends to the mobile. Both the mobile and the AuC then use the random number, in conjuction with the subscriber's secret key and a ciphering algorithm called A3, to generate a signed response (SRES) that is sent back to the AuC. If the number sent by the mobile is the same as the one calculated by the AuC, the subscriber is authenticated. 

The same initial random number and subscriber key are also used to compute the ciphering key using an algorithm called A8. This ciphering key, together with the TDMA frame number, use the A5 algorithm to create a 114 bit sequence that is XORed with the 114 bits of a burst (the two 57 bit blocks). Enciphering is an option for the fairly paranoid, since the signal is already coded, interleaved, and transmitted in a TDMA manner, thus providing protection from all but the most persistent and dedicated eavesdroppers. 

Another level of security is performed on the mobile equipment itself, as opposed to the mobile subscriber. As mentioned earlier, each GSM terminal is identified by a unique International Mobile Equipment Identity (IMEI) number. A list of IMEIs in the network is stored in the Equipment Identity Register (EIR). The status returned in response to an IMEI query to the EIR is one of the following:

White-listed : The terminal is allowed to connect to the network. 

Grey-listed : The terminal is under observation from the network for possible problems. 

Black-listed :The terminal has either been reported stolen, or is not type approved (the correct type of terminal for a GSM network). The terminal is not allowed to connect to the network.

Communication management
The Communication Management layer (CM) is responsible for Call Control (CC), supplementary service management, and short message service management. Each of these may be considered as a separate sublayer within the CM layer. Call control attempts to follow the ISDN procedures specified in Q.931, although routing to a roaming mobile subscriber is obviously unique to GSM. Other functions of the CC sublayer include call establishment, selection of the type of service (including alternating between services during a call), and call release. 

Call routing
Unlike routing in the fixed network, where a terminal is semi-permanently wired to a central office, a GSM user can roam nationally and even internationally. The directory number dialed to reach a mobile subscriber is called the Mobile Subscriber ISDN (MSISDN), which is defined by the E.164 numbering plan. This number includes a country code and a National Destination Code which identifies the subscriber's operator. The first few digits of the remaining subscriber number may identify the subscriber's HLR within the home PLMN. 

An incoming mobile terminating call is directed to the Gateway MSC (GMSC) function. The GMSC is basically a switch which is able to interrogate the subscriber's HLR to obtain routing information, and thus contains a table linking MSISDNs to their corresponding HLR. A simplification is to have a GSMC handle one specific PLMN. It should be noted that the GMSC function is distinct from the MSC function, but is usually implemented in an MSC. 

The routing information that is returned to the GMSC is the Mobile Station Roaming Number (MSRN), which is also defined by the E.164 numbering plan. MSRNs are related to the geographical numbering plan, and not assigned to subscribers, nor are they visible to subscribers. 

The most general routing procedure begins with the GMSC querying the called subscriber's HLR for an MSRN. The HLR typically stores only the SS7 address of the subscriber's current VLR, and does not have the MSRN (see the location updating section). The HLR must therefore query the subscriber's current VLR, which will temporarily allocate an MSRN from its pool for the call. This MSRN is returned to the HLR and back to the GMSC, which can then route the call to the new MSC. At the new MSC, the IMSI corresponding to the MSRN is looked up, and the mobile is paged in its current location area .

· ks
· Networking
· UNIX
Top of Form

	[image: image4.wmf]

GSMsignalling.co

Enter your search terms [image: image5.wmf]

Submit search form [image: image6.wmf]Google 

S

earch



	[image: image7.wmf]Web
[image: image8.wmf]GSMsignalling
[image: image9.wmf]

pub-8479530533



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image10.wmf]

1



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image11.wmf]

ISO-8859-1



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image12.wmf]

ISO-8859-1



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image13.wmf]

0000



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image14.wmf]

x_wVQn93iVGjt1



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image15.wmf]

GALT:#E1771E;G



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image16.wmf]

en




Bottom of Form

INTILLIGENT NETWORK

 

Introduction to IN

Intelligent Network (IN) is a telephone network architecture in which the service logic for a call is located separately from the switching facilities, allowing services to be added or changed without having to redesign switching equipment.

Basic entities in IN architecture are 

Service Switching Function (SSF)
This is a functionality of Switch co-located with exchange itself, and acts as the trigger point for further services to be invoked during a call. The SSF implements the Basic Call State Machine (BCSM) which is a Finite state machine that represents an abstract view of a call from beginning to end as each state is traversed, the exchange encounters Detection Points (DPs) at which the SSP may invoke a query to the SCP to wait for further instructions on how to proceed. This query is usually called a trigger. Trigger include the subscriber calling number or the dialed number which is send to the SCP for further processing. 

Service Control Function (SCF) or Service Control Point (SCP) 
SCP receives queries from the SSP or SSF in the form of DP's. The SCP contains service logic which implements the behavior desired by the operator. During service logic processing, additional data required to process the call may be obtained from the SDP.The SCF usually applies the Tariff and class of service (COS) required for billing. Tariff and COS are created using the SCE(SERVICE CREATION ENVIRONMENT). 

Service Data Function (SDF) or Service Data Point (SDP) 
This is a database that contains subscriber data, or other data required to process a call. For example, the subscribers balance, validity information, expiry date, etc are stored in the SDP, these data are queried in real time during the call. The SDP may be a separate platform, or is sometimes co-located with the SCP. 

Specialized Resource Function (SRF) or Intelligent Peripheral (IP)
This node can connect to both the SSP and the SCP and delivers additional special resources into the call, mostly related to voice data, for example play voice announcements or collect DTMF tones from the user. 

The Intelligent Network Application Part (INAP) is a signaling protocol used in the intelligent network architecture. It is part of the SS7 protocol suite, typically layered on top of TCAP.INAP messages are defined using ASN.1.The ITU defines several "capability levels" for this protocol starting from CS-1 to cs-3. The enhanced form of INAP is CAMEL (Customized Applications for Mobile Enhanced Logic) .

CAMEL subscriber data 

CAMEL Subscription Information (CSI) is part of the subscriber data which is stored into the HLR. Subscriber is identified as camel subscriber based on the presence of CSI parameter in the HLR. This parameter is used when subscriber makes or receives call. Some of the CSI parameter used is 

O-CSI — Originating CAMEL Subscription Information: This parameter enables a prepaid subscriber to make originating call. If subscriber balance goes below zero then operator removes this parameter form HLR data to prevent the subscriber from making originating call. 

T-CSI — Terminating CAMEL Subscription Information: This parameter enables a prepaid subscriber to receive incoming call.

SS-CSI — Supplementary Service Notification CAMEL Subscription Information.

U-CSI — USSD CAMEL Subscription Information. 
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VoIP – Welcome A New Generation

 

What is VoIP? 

VoIP is nothing but Voice over Internet Protocol, which has taken the world by storm. VoIP is both the cause and consequence of a shrinking world. Now one does not need to spend huge amount of money on making international calls. Simply with the help of Internet, one can make calls in any part of the world without having to burn a whole in the pocket. 

VoIP, also known as IP Telephony or Broadband telephony, is basically routing the voice messages over the Internet or through any other kind of IP based network services. There are dedicated service providers which are basically companies that provide such VoIP services to common people on an individual basis or in a group, however VoIP services are mostly used by corporate houses. These service providers use protocols to carry out voice signals over the IP network and they are commonly known as Voice over IP or VoIP protocols. 

VoIP is increasingly replacing the POST or Plain Old Telephone System. Now more and more organisations are switching over to the latest mode of communication. This has become a necessity as companies are extending their client base abroad and till far away from their country. Now you can speak to your client sitting in Middle East or China or USA or just about anywhere where Internet has touched the human life. VoIP ha s decreased the requirement and therefore the cost of traveling tremendously and therefore it is reaching out to more number of people in more number of countries. 

Suppliers of VoIP 

VoIP has spread its wings far and wide. And the spread has become possible due to increasing number of VoIP service providers. These suppliers provide the VoIP services on the basis of plans. One can choose services as per the requirements or the frequency at which one needs to make international calls. You can also choose to take the help of leading suppliers of traditional telephones or cordless phones, who are providing VoIP services. 

Author Resource:Dennis Jaylon is a renowned business writer.
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Overview And Operation Of Mobile Phones

 

"Placing a call begins with a request for service. A cellular transmitter seizes an available set up channels sends service request to the serving call site. The cell site assigns a voice channel set over which, Dialling and signals will take place". 


The cellular control automatically switches to this conversation channel voice link is now established. (Unlike regular telephones tone signals are not transmitted over cellular channel visual display is usually employed to indicate a channel ready. Dialling can now take place normally. 


A user may either dial the desired number while on-line or recall a presaved number from the telephone memory. The number dialled will be displayed. The cell site interprets incoming dial tones and sends the digits along to the Mobile Telecommunication switching system, which will connect the cellular telephone to its destination. 


Ring back or busy tones will be sent from the mobile telecommunication switch office (MTSO) through the cell site to the cellular telephone. If the destination telephone is ready to receive, a. conversation takes place normally. At the destination cell phone the caller number will be displayed. Receiving a call reverses this process. 


A central office will acknowledge a caller with a dial tone. The caller will dial the number of the desired cellular telephone. Central office circuits will connect to the appropriate MTSO which will order each cell to transmit the necessary code number for the cellular, unit on a set-up channel. 

When the desired cellular telephone recognizes its unique code, it will automatically seize the set up channel of the nearest cell and acknowledge that. It is ready. Call control circuits select an available voice channel set and order the cellular unit to switch over. After a voice channel link is established, the cell will signal the desired cellular telephone. Then a normal conversation takes place. 
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GSM INTER-OPERATOR SMS FLOW

GSM FREQUENCY BAND

 

GSM frequency bands are the radio spectrum frequencies designated by the ITU for the operation of the GSM phones.
There are four GSM bands: 850, 900, 1800, and 1900. The most dominant bands in the United States are 850 and 1900, while the other two are used more in the rest of the world. And Another less common GSM version is GSM-450. 
Well, different sites are compatible with different GSM frequency bands.Example Vodafone INDIA uses both 800 as well as 1800 Frequency Band for its Mobile Operation. 

 

GSM frequency bands

There are fourteen bands defined in 3GPP TS 45.005, which succeeded 3GPP TS 05.05:

	System
	Band
	Uplink (MHz)
	Downlink (MHz)
	Channel Number

	T-GSM-380
	380
	380.2–389.8
	390.2–399.8
	Dynamic

	T-GSM-410
	410
	410.2–419.8
	420.2–429.8
	Dynamic

	GSM-450
	450
	450.4–457.6
	460.4–467.6
	259–293

	GSM-480
	480
	478.8–486.0
	488.8–496.0
	306–340

	GSM-710
	710
	698.0–716.0
	728.0–746.0
	Dynamic

	GSM-750
	750
	747.0–762.0
	777.0–792.0
	438–511

	T-GSM-810
	810
	806.0–821.0
	851.0–866.0
	Dynamic

	GSM-850
	850
	824.0–849.0
	869.0–894.0
	128–251

	P-GSM-900
	900
	890.0–915.0
	935.0–960.0
	1–124

	E-GSM-900
	900
	880.0–915.0
	925.0–960.0
	975–1023, 0-124

	R-GSM-900
	900
	876.0–915.0
	921.0–960.0
	955–1023, 0-124

	T-GSM-900
	900
	870.4–876.0
	915.4–921.0
	Dynamic

	DCS-1800
	1800
	1710.0–1785.0
	1805.0–1880.0
	512–885

	PCS-1900
	1900
	1850.0–1910.0
	1930.0–1990.0
	512–810


 

Frequency bands and channel arrangement
Standard or primary GSM 900 Band, P-GSM:

· 890 - 915 MHz: mobile transmit, base receive 

· 935 - 960 MHz: base transmit, mobile receive 

Extended GSM 900 Band, E-GSM (includes Standard GSM 900 band):

· 880 - 915 MHz: mobile transmit, base receive 

· 925 - 960 MHz: base transmit, mobile receive 

Railways GSM 900 Band, R-GSM (includes Standard and Extended GSM 900 Band);

· 876 - 915 MHz: mobile transmit, base receive 

· 921 - 960 MHz: base transmit, mobile receive 

DCS 1 800 Band:

· 1 710 - 1 785 MHz: mobile transmit, base receive 

· 1 805 - 1 880 MHz: base transmit, mobile receive 

NOTE: The term GSM 900 is used for any GSM system which operates in any 900 MHz band.

NOTE: The BTS may cover the complete band, or the BTS capabilities may be restricted to a subset only, depending on the operator needs.

DUAL BAND
Dual band refers to the capability of GSM network infrastructure and handsets to operate across two frequency bands e.g. 850/1900 MHz 

TRI BAND
A Tri Band phone will operate on three different frequencies depending on the available network. e.g. 850/1800/1900 MHz.

Quad-band mobile 
A quad-band mobile phone is operational on any of the four GSM frequencies - e.g. 850/900/1800/1900 MHz.

IMEI INTERNATIONAL MOBILE SUBSCRIBER IDENDITY

IMEI

The International Mobile Equipment Identity or IMEI is a number unique to every GSM and UMTS mobile phone. 

The IMEI number is used by the GSM network to identify valid devices and therefore can be used to stop a stolen phone from accessing the network. For example, if a mobile phone is stolen, the owner can call network provider and instruct them to block the phone using its IMEI number. This renders the phone useless, regardless of whether the phone's SIM is changed.

Unlike the Electronic Serial Number or MEID of CDMA and other wireless networks, the IMEI is only used to identify the device, and has no permanent or semi-permanent relation to the subscriber. Instead, the subscriber is identified by transmission of an IMSI number, which is stored on a SIM card.

Example of the IMEI code 37-209900-176148-1

TAC: 372099 so it was issued by the BABT and has the allocation number 2099
FAC: 00 so it was numbered during the transition phase from the old format to the new format (described below)
SNR: 176148 - uniquely identifying a unit of this model
CD: 1 so it is a GSM Phase 2 or higher
SVN: 23 - The 'software version number' identifying the revision of the software installed on the phone. 99 is reserved

Final Assembly Code (FAC) For different vendor

01,02 AEG 
07 , 40 Motorola 
10, 20 Nokia 
30 Ericsson 
40, 41, 44 Siemens 
47 Option International 
50 Bosch 
51 Sony 
51 Siemens 
51 Ericsson 
60 Alcatel 
70 Sagem 
75 Dancall 
80 Philips 
85 Panasonic 

Retrieving IMEI information from a GSM device
On many devices the IMEI number can be retrieved by entering *#06#. The IMEI number of a GSM device can be retrieved by sending the command AT+CGSN through data cable. 

The IMEI information can be retrieved from most Nokia mobile phones by pressing *#92702689# (*#WAR0ANTY#), this opens the warranty menu in which the first item is the serial number (the IMEI). The warranty menu also shows other information such as the date the phone was made and the life timer of the phone.The IMEI can frequently be displayed through phone menus, under a section titled 'System Information', 'Device', 'Phone Info' or similar. 

Computation of the Check Digit
The last number of the IMEI is called the Check Digit and is defined using a formula called "Luhn formula", thus sometimes the last digit is called the Luhn Check Digit and does not necessarily always set to 0.

According to the IMEI Allocation and Approval Guidelines,

The Check Digit is calculated according to Luhn formula (ISO/IEC 7812). The Check Digit shall not be transmitted to the network. The Check Digit is a function of all other digits in the IMEI. The Software Version Number (SVN) of a mobile is not included in the calculation. The purpose of the Check Digit is to help guard against the possibility of incorrect entries to the CEIR and EIR equipment.The check digit shall always be transmitted to the network as "0".

This check digit is computed in three steps as shown in the following example.

Given 14 most significant digits of the IMEISV without the SVN which are the 6-digit TAC, 2-digit FAC, and 6-digit SNR and are labelled as follows:

TAC = D14 D13 ... D9 (with D9 the least significant digit of TAC);

FAC = D8 D7 (with D7 the least significant digit of FAC); and

SNR = D6 D5 ... D1 (with D1 the least significant digit of SNR).

Example IMEI: 49015420323751? (ignore the last digit)

TAC: 490154
D14:4
D13:9
D12:0
D11:1
D10:5
D09:4

FAC: 20
D08:2
D07:0

SNR: 323751
D06:3
D05:2
D04:3
D03:7
D02:5
D01:1

Computation of its check number / CHK for the IMEI proceeds as follows:

Step 1: Double the values of the odd labelled digits D1, D3, D5 ... D13 of the IMEI.

.D14:4=4

D13:9x2=18 
.D12:0=0

D11:1x2=2 
.D10:5=5

D09:4x2=8 
.D08:2=2

D07:0x2=0 
.D06:3=3

D05:2x2=4 
.D04:3=3

D03:7x2=14 
.D02:5=5

D01:1x2=2 
Step 2: Add together the individual digits of all the seven numbers obtained in Step 1,

1+8 + 2 + 8 + 0 + 4 + 1+4 + 2 = 30

and then add this sum to the sum of all the even labelled digits D2, D4, D6 ... D14 of the IMEI.

4 + 0 + 5 + 2 + 3 + 3 + 5 = 22

The result is:

30 + 22 = 52 or 4 + 1+8 + 0 + 2 + 5 + 8 + 2 + 0 + 3 + 4 + 3 + 1+4 + 5 + 2 = 52

Step 3: If the number obtained in Step 2 ends in 0, then set CHK to be 0. If the number obtained in Step 2 does not end in 0, then set CHK to be that number subtracted from the next higher number which does end in 0.

Since 52 ends in "2", CHK can't be set to "0". The next higher number that does end in "0" after 52 is 60, so we set: CHK = 60 - 52 = 8

So the IMEI number is: 490154203237518 and it ends in 8
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