GSM Terminology

· VLR Visitor Location Register
· HLR Home Location Register
· AUC Authentication center
· EIR Equipment Identification 
· MSC Mobile Switching center
· BTS Base Transceiver Station 

· BSC Base Station Controller
· SCP Service control point
· SDP Service Data Point
· SSF Service Switching Functionality
· SMSC Short Message Switching Center
· MMSC Multimedia Messaging Service 
· USSD Unstructured Supplementary Service Data
· GPRS General Packet Radio Service 
· EDGE Enhanced Data Rates for GSM Evolution
· SGSN Serving GPRS Support Node
· GGSN Gateway GPRS Support Node
· HSCSD High-Speed Circuit-Switched Data
· IVR Interactive voice response
Methods of Hacking GSM Network

Introduction to GSM Security

The GSM standard was designed to be a secure mobile phone system with strong subscriber authentication and encryption. The security model and algorithms were developed in secrecy and were never published. Eventually some of the algorithms and specifications were found out using reverse engineering. The algorithms have been studied since and critical errors have been found. Thus, after a closer look at the GSM standard, one can see that the security model is not all that good. An attacker can go through the security model or even around it, and attack other parts of a GSM network, instead of the actual phone call. Although the GSM standard was supposed to prevent phone cloning and over-the-air eavesdropping, both of these are possible with little additional work compared to the analog mobile phone systems and can be implemented through various attacks.

Weaknesses of GSM

· The authentication process in GSM technology considers only a one-sided authentication. The Mobile Station has to prove, that it is permitted to access the network, but there is no verification of the Base Station

· It is necessary for a Mobile Station to transmit thecurrent location in short periods to the Base Station. This can be abused to track and record the movement profile of a subscriber. 

· GSM was designed to be only as secure as the fixed network to which they connect.

· GSM provides only access security , but the security part of fixed network portion aren't protected.

· In GSM there is no Explict confirmation to the Home network that authentication is properly used when customer roam in different network.

· Lack of confidence in cryptographic algorithms.
Example: 
The GSM encryption ciphers were kept secret until 1999, when Marc Briceno of the University of California at Berkeley managed to reconstruct the algorithms used.
Researchers at the Technion-Israel Institute of Technology in Haifa found a way to defeat the GSM security system(A5/2), exploiting a flaw in the way the encryption is applied.

GSM Security Model

The GSM Security Model is based on a shared secret between the subscriber's home network's HLR and the subscriber's SIM. The shared secret, called Ki, is a 128-bit key used to generate a 32-bit signed response, called SRES, to a Random Challenge, called RAND, made by the MSC, and a 64-bit session key, called Kc, used for the encryption of the over-the-air channel. When a MS first signs on to a network, the HLR provides the MSC with five triples containing a RAND, a SRES to that particular RAND based on the Ki and a Kc based again on the same Ki. Each of the triples are used for one authentication of the specific MS. When all triples have been used the HLR provides a new set of five triples for the MSC. 

When the MS first comes to the the area of a particular MSC, the MSC sends the Challenge of the first triple to the MS. The MS calculates a SRES with the A3 algorithm using the given Challenge and the Ki residing in the SIM. The MS then sends the SRES to the MSC, which can confirm that the SRES really corresponds to the Challenge sent by comparing the SRES from the MS and the SRES in the triple from the HLR. Thus, the MS has authenticated itself to the MSC. The MS then generates a Session Key, Kc, with the A8 algorithm using, again, the Challenge from the MSC and the Ki from the SIM. The BTS, which is used to communicate with the MS, receives the same Kc from the MSC, which has received it in the triple from the HLR. Now the over-the-air communication channel between the BTS and MS can be encrypted Each frame in the over-the-air traffic is encrypted with a different keystream. This keystream is generated with the A5 algorithm. The A5 algorithm is initialized with the Kc and the number of the frame to be encrypted, thus generating a different keystream for every frame.

This means that one call can be decrypted when the attacker knows the Kc and the frame numbers. The frame numbers are generated implicitly, which means that anybody can find out the frame number at hand. The same Kc is used as long as the MSC does not authenticate the MS again, in which case a new Kc is generated. In practice, the same Kc may be in use for days. Only the over-the-air traffic is encrypted in a GSM network. Once the frames have been received by the BTS, it decrypts them and send them in plaintext to the operator's backbone network. 

Hacking The Signalling Network

The air waves between the MS and the BTS are not the only vulnerable point in the GSM system.As stated earlier, the transmissions are encrypted only between the MS and the BTS. After the BTS, the traffic is transmitted in plain text within the operators network.This opens up new possibilities. If the attacker can access the operator's signaling network, he will be able to listen to everything that is transmitted, including the actual phone call as well as the RAND, SRES and Kc.

Accessing the signaling network is not very difficult. Although the BTSs are usually connected to the BSC through a cable, some of them are connected to the BSC through a microwave . This link would be relatively easy to access with the right kind of equipment. The microwave link might be encrypted, however, depending on the hardware manufacturer, thus making it slightly more difficult to monitor it . It is really a question about whether the attacker wants to crack the A5 encryption protecting the session of a specific MS or the encryption between the BTS and the BSC and gaining access to the backbone network. The ability to tap on to the data transmitted between the BTS and BSC would enable the attacker to either monitor the call by eavesdropping on the channel throughout the call or he could retrieve the session key, Kc, by monitoring the channel, intercept the call over the air and decrypt it on the fly. 

Hacking a Mobile Fone User Through IMSI-CATCHER

The GSM specification requires the handset to authenticate to the network, but does NOT require the network to authenticate to the handset. This well-known security hole can be exploited by an IMSI-catcher.Even the service provider cannot notice the use of IMSI-catcher. 
An IMSI-catcher is a device for forcing the transmission of the IMSI and intercepting GSM mobile phone calls.The IMSI-catcher acts as a base station and logs the IMSI numbers of all the mobile stations in the area, as they attempt to attach to the IMSI-catcher. It allows forcing the mobile phone connected to it to use no call encryption ( A5/0 mode), making the call data easy to intercept and convert to audio.
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Working OF IMSI-CATCHER

The basic principle of GSM is, a mobile station always connects to the base station which provides the best reception. An attacker can easily enforce this kind of a setting, i.e., make a victim device connect to him instead of a real base station by drowning the real base stations that are present by sending its beacons with higher transmitting power. 
Thus the IMSI-CATCHER creates the same senario and acts as a fake basestation,so the the victim's mobile attaches with the hackers IMSI-CATCHER assuming it as the real base station. 
Now During the connection setup the attacker sends the security capabilities of the victim mobile station to the attached visitor network. 
The attacker sends the TMSI of the victim mobile station to the visited network,which he obtained during the connection setup.If the current TMSI is unknown to the attacker, he sends a faked TMSI. 
If the network cannot resolve the fake TMSI, it sends an identity request to the attacker. The attacker replies with the IMSI of the victim. 
The visited network requests the authentication information about the victim device from its home network. The home network provides the authentication information to the visited network.The network sends RAND and AUTN to the attacker. The attacker disconnects from the visited network.Thus attacker obtains an authentication token.

Architecture of the GSM network

 A GSM network is composed of several functional entities, Below diagram illustrates the layout of a generic GSM network. The GSM network can be divided into three broad parts. 

· The Mobile Station 

Performs the switching of calls between the mobile users, and between mobile and fixed network users

· The Base Station Subsystem

BSS Controls the radio link with the Mobile Station. 

· The Network Subsystem

Network subsystem includes the MSC,VLR,HLR

The Mobile Station and the Base Station Subsystem communicate across the Um interface, also known as the air interface or radio link. The Base Station Subsystem communicates with the Mobile services Switching Center across the A interface. 
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Mobile Station

The mobile station (MS) consists of the mobile equipment (the terminal) and a smart card called the Subscriber Identity Module (SIM). The SIM provides personal mobility, so that the user can have access to subscribed services irrespective of a specific terminal. By inserting the SIM card into another GSM terminal, the user is able to receive calls at that terminal, make calls from that terminal, and receive other subscribed services. 

The mobile equipment is uniquely identified by the International Mobile Equipment Identity (IMEI). The SIM card contains the International Mobile Subscriber Identity (IMSI) used to identify the subscriber to the system, a secret key for authentication, and other information. The IMEI and the IMSI are independent, thereby allowing personal mobility. The SIM card may be protected against unauthorized use by a password or personal identity number.

Base Station Subsystem
The Base Station Subsystem is composed of two parts, the Base Transceiver Station (BTS) and the Base Station Controller (BSC). These communicate across the standardized Abis interface, allowing (as in the rest of the system) operation between components made by different suppliers. 

The Base Transceiver Station houses the radio tranceivers that define a cell and handles the radio-link protocols with the Mobile Station. In a large urban area, there will potentially be a large number of BTSs deployed, thus the requirements for a BTS are ruggedness, reliability, portability, and minimum cost. 

The Base Station Controller manages the radio resources for one or more BTSs. It handles radio-channel setup, frequency hopping, and handovers, as described below. The BSC is the connection between the mobile station and the Mobile service Switching Center (MSC). 

Network Subsystem
The central component of the Network Subsystem is the Mobile services Switching Center (MSC). It acts like a normal switching node of the PSTN or ISDN, and additionally provides all the functionality needed to handle a mobile subscriber, such as registration, authentication, location updating, handovers, and call routing to a roaming subscriber. These services are provided in conjuction with several functional entities, which together form the Network Subsystem. The MSC provides the connection to the fixed networks (such as the PSTN or ISDN). Signalling between functional entities in the Network Subsystem uses Signalling System Number 7 (SS7), used for trunk signalling in ISDN and widely used in current public networks. 

The Home Location Register (HLR) and Visitor Location Register (VLR), together with the MSC, provide the call-routing and roaming capabilities of GSM. The HLR contains all the administrative information of each subscriber registered in the corresponding GSM network, along with the current location of the mobile. The location of the mobile is typically in the form of the signalling address of the VLR associated with the mobile station. The actual routing procedure will be described later. There is logically one HLR per GSM network, although it may be implemented as a distributed database. 

The Visitor Location Register (VLR) contains selected administrative information from the HLR, necessary for call control and provision of the subscribed services, for each mobile currently located in the geographical area controlled by the VLR. Although each functional entity can be implemented as an independent unit, all manufacturers of switching equipment to date implement the VLR together with the MSC, so that the geographical area controlled by the MSC corresponds to that controlled by the VLR, thus simplifying the signalling required. Note that the MSC contains no information about particular mobile stations --- this information is stored in the location registers. 

The other two registers are used for authentication and security purposes. The Equipment Identity Register (EIR) is a database that contains a list of all valid mobile equipment on the network, where each mobile station is identified by its International Mobile Equipment Identity (IMEI). An IMEI is marked as invalid if it has been reported stolen or is not type approved. The Authentication Center (AuC) is a protected database that stores a copy of the secret key stored in each subscriber's SIM card, which is used for authentication and encryption over the radio channel. 

Network Aspects
A GSM mobile can seamlessly roam nationally and internationally, which requires that registration, authentication, call routing and location updating functions exist and are standardized in GSM networks. In addition, the fact that the geographical area covered by the network is divided into cells necessitates the implementation of a handover mechanism. These functions are performed by the Network Subsystem, mainly using the Mobile Application Part (MAP) built on top of the Signalling System No. 7 protocol (SS7 or C7)
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The signalling protocol in GSM is structured into three general layers, depending on the interface, as shown in Figure. Layer 1 is the physical layer, which uses the channel structures discussed above over the air interface. Layer 2 is the data link layer. Across the Um interface, the data link layer is a modified version of the LAPD protocol used in ISDN, called LAPDm. Across the A interface, the Message Transfer Part layer 2 of Signalling System Number 7 is used. Layer 3 of the GSM signalling protocol is itself divided into 3 sublayers. 

Radio Resources Management 
Controls the setup, maintenance, and termination of radio and fixed channels, including handovers. 

Mobility Management 
 Manages the location updating and registration procedures, as well as security and authentication.

 

Connection Management 
Handles general call control and manages Supplementary Services and the Short Message Service. 

Signalling between the different entities in the fixed part of the network, such as between the HLR and VLR, is accomplished throught the Mobile Application Part (MAP). MAP is built on top of the Transaction Capabilities Application Part (TCAP, the top layer of Signalling System Number 7. The specification of the MAP is quite complex, and at over 500 pages, it is one of the longest documents in the GSM recommendations.

Radio Resource Management
The radio resources management (RR) layer oversees the establishment of a link, both radio and fixed, between the mobile station and the MSC. The main functional components involved are the mobile station, and the Base Station Subsystem, as well as the MSC. The RR layer is concerned with the management of an RR-session, which is the time that a mobile is in dedicated mode, as well as the configuration of radio channels including the allocation of dedicated channels. 

An RR-session is always initiated by a mobile station through the access procedure, either for an outgoing call, or in response to a paging message. The details of the access and paging procedures, such as when a dedicated channel is actually assigned to the mobile, and the paging sub-channel structure, are handled in the RR layer. In addition, it handles the management of radio features such as power control, discontinuous transmission and reception, and timing advance. 

Handover
In a cellular network, the radio and fixed links required are not permanently allocated for the duration of a call. Handover, or handoff as it is called in North America, is the switching of an on-going call to a different channel or cell. The execution and measurements required for handover form one of basic functions of the RR layer. 

There are four different types of handover in the GSM system, which involve transferring a call between: 

· Channels (time slots) in the same cell 

· Cells (Base Transceiver Stations) under the control of the same Base Station Controller (BSC), 

· Cells under the control of different BSCs, but belonging to the same Mobile services Switching Center (MSC), and 

· Cells under the control of different MSCs. 

The first two types of handover, called internal handovers, involve only one Base Station Controller (BSC). To save signalling bandwidth, they are managed by the BSC without involving the Mobile services Switching Center (MSC), except to notify it at the completion of the handover. The last two types of handover, called external handovers, are handled by the MSCs involved. An important aspect of GSM is that the original MSC, the anchor MSC, remains responsible for most call-related functions, with the exception of subsequent inter-BSC handovers under the control of the new MSC, called the relay MSC. 

Handovers can be initiated by either the mobile or the MSC (as a means of traffic load balancing). During its idle time slots, the mobile scans the Broadcast Control Channel of up to 16 neighboring cells, and forms a list of the six best candidates for possible handover, based on the received signal strength. This information is passed to the BSC and MSC, at least once per second, and is used by the handover algorithm. 

The algorithm for when a handover decision should be taken is not specified in the GSM recommendations. There are two basic algorithms used, both closely tied in with power control. This is because the BSC usually does not know whether the poor signal quality is due to multipath fading or to the mobile having moved to another cell. This is especially true in small urban cells. 

The 'minimum acceptable performance' algorithm gives precedence to power control over handover, so that when the signal degrades beyond a certain point, the power level of the mobile is increased. If further power increases do not improve the signal, then a handover is considered. This is the simpler and more common method, but it creates 'smeared' cell boundaries when a mobile transmitting at peak power goes some distance beyond its original cell boundaries into another cell. 

The 'power budget' methoduses handover to try to maintain or improve a certain level of signal quality at the same or lower power level. It thus gives precedence to handover over power control. It avoids the 'smeared' cell boundary problem and reduces co-channel interference, but it is quite complicated. 

Mobility Management
The Mobility Management layer (MM) is built on top of the RR layer, and handles the functions that arise from the mobility of the subscriber, as well as the authentication and security aspects. Location management is concerned with the procedures that enable the system to know the current location of a powered-on mobile station so that incoming call routing can be completed. 

Location updating
A powered-on mobile is informed of an incoming call by a paging message sent over the PAGCH channel of a cell. One extreme would be to page every cell in the network for each call, which is obviously a waste of radio bandwidth. The other extreme would be for the mobile to notify the system, via location updating messages, of its current location at the individual cell level. This would require paging messages to be sent to exactly one cell, but would be very wasteful due to the large number of location updating messages. A compromise solution used in GSM is to group cells into location areas. Updating messages are required when moving between location areas, and mobile stations are paged in the cells of their current location area. 

The location updating procedures, and subsequent call routing, use the MSC and two location registers: the Home Location Register (HLR) and the Visitor Location Register (VLR). When a mobile station is switched on in a new location area, or it moves to a new location area or different operator's PLMN, it must register with the network to indicate its current location. In the normal case, a location update message is sent to the new MSC/VLR, which records the location area information, and then sends the location information to the subscriber's HLR. The information sent to the HLR is normally the SS7 address of the new VLR, although it may be a routing number. The reason a routing number is not normally assigned, even though it would reduce signalling, is that there is only a limited number of routing numbers available in the new MSC/VLR and they are allocated on demand for incoming calls. If the subscriber is entitled to service, the HLR sends a subset of the subscriber information, needed for call control, to the new MSC/VLR, and sends a message to the old MSC/VLR to cancel the old registration. 

For reliability reasons, GSM also has a periodic location updating procedure. If an HLR or MSC/VLR fails, to have each mobile register simultaneously to bring the database up to date would cause overloading. Therefore, the database is updated as location updating events occur. The enabling of periodic updating, and the time period between periodic updates, is controlled by the operator, and is a trade-off between signalling traffic and speed of recovery. If a mobile does not register after the updating time period, it is deregistered. 

A procedure related to location updating is the IMSI attach and detach. A detach lets the network know that the mobile station is unreachable, and avoids having to needlessly allocate channels and send paging messages. An attach is similar to a location update, and informs the system that the mobile is reachable again. The activation of IMSI attach/detach is up to the operator on an individual cell basis. 

Authentication and security
Since the radio medium can be accessed by anyone, authentication of users to prove that they are who they claim to be, is a very important element of a mobile network. Authentication involves two functional entities, the SIM card in the mobile, and the Authentication Center (AuC). Each subscriber is given a secret key, one copy of which is stored in the SIM card and the other in the AuC. During authentication, the AuC generates a random number that it sends to the mobile. Both the mobile and the AuC then use the random number, in conjuction with the subscriber's secret key and a ciphering algorithm called A3, to generate a signed response (SRES) that is sent back to the AuC. If the number sent by the mobile is the same as the one calculated by the AuC, the subscriber is authenticated. 

The same initial random number and subscriber key are also used to compute the ciphering key using an algorithm called A8. This ciphering key, together with the TDMA frame number, use the A5 algorithm to create a 114 bit sequence that is XORed with the 114 bits of a burst (the two 57 bit blocks). Enciphering is an option for the fairly paranoid, since the signal is already coded, interleaved, and transmitted in a TDMA manner, thus providing protection from all but the most persistent and dedicated eavesdroppers. 

Another level of security is performed on the mobile equipment itself, as opposed to the mobile subscriber. As mentioned earlier, each GSM terminal is identified by a unique International Mobile Equipment Identity (IMEI) number. A list of IMEIs in the network is stored in the Equipment Identity Register (EIR). The status returned in response to an IMEI query to the EIR is one of the following:

White-listed : The terminal is allowed to connect to the network. 

Grey-listed : The terminal is under observation from the network for possible problems. 

Black-listed :The terminal has either been reported stolen, or is not type approved (the correct type of terminal for a GSM network). The terminal is not allowed to connect to the network.

Communication management
The Communication Management layer (CM) is responsible for Call Control (CC), supplementary service management, and short message service management. Each of these may be considered as a separate sublayer within the CM layer. Call control attempts to follow the ISDN procedures specified in Q.931, although routing to a roaming mobile subscriber is obviously unique to GSM. Other functions of the CC sublayer include call establishment, selection of the type of service (including alternating between services during a call), and call release. 

Call routing
Unlike routing in the fixed network, where a terminal is semi-permanently wired to a central office, a GSM user can roam nationally and even internationally. The directory number dialed to reach a mobile subscriber is called the Mobile Subscriber ISDN (MSISDN), which is defined by the E.164 numbering plan. This number includes a country code and a National Destination Code which identifies the subscriber's operator. The first few digits of the remaining subscriber number may identify the subscriber's HLR within the home PLMN. 

An incoming mobile terminating call is directed to the Gateway MSC (GMSC) function. The GMSC is basically a switch which is able to interrogate the subscriber's HLR to obtain routing information, and thus contains a table linking MSISDNs to their corresponding HLR. A simplification is to have a GSMC handle one specific PLMN. It should be noted that the GMSC function is distinct from the MSC function, but is usually implemented in an MSC. 

The routing information that is returned to the GMSC is the Mobile Station Roaming Number (MSRN), which is also defined by the E.164 numbering plan. MSRNs are related to the geographical numbering plan, and not assigned to subscribers, nor are they visible to subscribers. 

The most general routing procedure begins with the GMSC querying the called subscriber's HLR for an MSRN. The HLR typically stores only the SS7 address of the subscriber's current VLR, and does not have the MSRN (see the location updating section). The HLR must therefore query the subscriber's current VLR, which will temporarily allocate an MSRN from its pool for the call. This MSRN is returned to the HLR and back to the GMSC, which can then route the call to the new MSC. At the new MSC, the IMSI corresponding to the MSRN is looked up, and the mobile is paged in its current location area .

MOBILE ORGINATING SMS FLOW

 SMS MO call flow
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1. The mobile station transfers the short message to the MSC.


2. The MSC queries the VLR to verify that the message transfer does not violate the
supplementary services invoked or the restrictions imposed on the subscriber.


3. The MSC sends the short message to the SMSC using the forwardShortMessage
operation.


4. The SMSC delivers the short message to the SMC.


5. The SMSC acknowledges the successful outcome of the forwardShortMessage
operation to the MSC.


6. The MSC returns the outcome of the short message operation to the mobile station.

 

MOBILE TERMINATING SMS FLOW

· SMS MT callflow
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1.The Short message is transferred from SC to SMS-GMSC

2.SMS-GMSC queries the HLR(SRI) and receives the routing information for the mobile subscriber (SRI-ACK).

3. The SMS-GMSC sends the short message to the MSC using the forwardShortMessage operation(FSM).

4. The MSC retrieves the subscriber information from the VLR. This operation may include an authentication procedure.

5. The MSC transfers the short message to the mobile station.`

6. The MSC returns the outcome of the forwardShortMessage operation to the SMS-GMSC(FSM-ACK).

7. If requested by the SMC, the SMSC returns a status report indicating delivery of the short message.

GSM INTER-OPERATOR SMS FLOW

 INTER-OPERATOR SMS FLOW
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 The above fig illustrates the scenario where sms originates from GSM network and deliverd to different GSM network.

· MS ORIGINATES SMS
· NOW MSC A FORWARDS THE PACKET TO SMSC-A THROUGH MO-FORWARD-SM MESSAGE

· FOR ROUTING IT USES SCCP CALLING ADDRESS: GT OF MSC AND SCCP CALLED ADDRESS GT OF SMSC(SERVICE CENTRE ADDRESS)

· MO-FORWARD-SM MESSAGE CONTAINS: SMS, A NUMBER, B NUMBER, SC ADDRESS

· SMSC AFTER CHECKING BASIC AUTHENTICATION, RESPONDS WITH MO-FORWARD-SM-ACK

· ONCE THIS ACK REACHES TO HANDSET, ORIGINATOR KNOWS THAT HIS MESSAGES HAS BEEN DELIVERED INTO THE SMSC

· SMSC NEEDS TO KNOW THE SUBSCRIBER B LOCATION TO ROUTE THE SMS TO B NUMBER. 

· SO IT DOES SRI (SEND ROUTING INFORMATION) QUERY .

· SO SMSC WILL CONNECT TO HLR DIRECTLY OR WILL GIVE TO THE GATEWAY MSC TO SEND THE SRI QUERY TO B PARTY NETWORK.

· FOR ROUTING WE USE SCCP CALLING ADDRESS: UNIQUE GT OF SMSC AND SCCP CALLED ADDRESS: SUBSCRIBER NUMBER + SSN 6

· B PARTY HLR AFTER RECEIVES THE SRI QUERY , IT RESPONDS BACK WITH THE SRI-ACK.

· FOR ROUTING PURPOSE SCCP CALLING ADDRESS: GT OF HLR AND SCCP CALLED ADDRESS: UNIQUE GT OF SMSC IS USED

· ONCE THE LOCATION AND AVAILABILITY OF B PARTY IS KN OWN THROUGH SRI-ACK . 

· SMSC NEEDS TO FORWARD THE SMS TO MSC/VLR-B. MT-FSM(MT-FORWARD-SM)

· SCCP CALLING ADDRESS: GT OF SMSC AND SCCP CALLED ADDRESS: GT OF NODE WHICH SMSC HAS RECEIVED IN SRI-ACK IS USED FOR ROUTING

· REMOTE MSC/VLR WILL RESPOND BACK (MT-FSM-ACK) USING SCCP CALLING ADDRESS: GT OF MSC/VLR AND SCCP CALLED ADDRESS: GT OF SMSC

· RESPONSE MESSAGE HAS INFORMATION ABOUT SUCCESS/FAILURE OF SMS TO B PARTY NUMBER.

GSM - CDMA SMS FLOW

 GSM CDMA SMS FLOW
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 The above fig illustrates sms flow between GSM and CDMA network.CDMA network uses the concept of sudo HLR for SMS routing.

· MOBILE subscriber from GSM network initiate a Orginating SMS to be delivered to to a CDMA network.

· Now MSC A forwards the SMS packet to SMSC-A (MO-FORWARD-SM).

· ROUTING USES SCCP CALLING ADDRESS: GT OF MSC AND
SCCP CALLED ADDRESS GT OF SMSC(SERVICE CENTRE ADDRESS)

· INFORMATION CONTANS: SMS,A NUMBER, B NUMBER, SC ADDRESS

· SMSC AFTER CHECKING BASIC AUTHENTICATION, RESPONDS WITH MO-FORWARD-SM-ACK

· ONCE THIS ACK REACHES TO HANDSET, ORIGINATOR KNOWS THAT HIS MESSAGES HAS BEEN SUBMITED INTO THE SMSC

· NOW SMSC NEEDS TO KNOW THE LOCATION OF SUBSCRIBER B. SO SMSC INITIATES SRI QUERY(SEND ROUTING INFORMATION). SMSC SENDS THE PACKET TO GW MSC-A, WHICH FURTHER FORWARDS TO CDMA-GWMSC.

· CDMA GWMSC FORWARDS THIS PACKET TO PSEUDO-HLR(RESIDES WITHIN SMSC-B).

· PSEUDO-HLR RESPONDS WITH A FAKE-IMSI, FAKE-VLR ADDRESS(GT OF SMSC-B)

· SMSC DOES NORMAL MT-FSM TO THIS FAKE-VLR GT RECEIVED IN SRI-ACK.

· SMSC-B RESPONDS TO THIS MT-FSM WITH MT-FSM-ACK.

· SMSC-A KNOWS THAT ITS MESSAGE HAS BEEN DELIVERED AND INFORMS ORIGINATOR SUBSCRIBER IF “STATUS-REPORT” HAS BEEN REQUESTED.

· SMSC-B NEEDS TO KNOW WHERE ITS CDMA SUBSCRIBER B IS LOCATED

· SO SENDS SMS-REQ MESSAGE TO LOCAL HLR.ONCE THE LOCATION OF SUBSCRIBER IS KNOW

· SMS IS DELIVERED USING MT-SMDPP MESAGE.

GSM - LOCATION UPDATE

 BASIC LOCATION UPDATE PROCEDURE WHEN A MOBILE IS SWITCHED ON
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· When a mobile station is first switched on it is necessary to read the BCCH in order to determine its orientation within the network.

· The mobile must first synchronize in frequency and then in time. 

· The FCCH, SCH and BCCH are all transmitted on the same carrier frequency which has a higher power density than any of the other channels in a cell because steps are taken to ensure that it is transmitted information at all times.

· The mobile scans around the available frequencies, picks the strongest and then selects the FCCH. 
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GSM LOCATION UPDATE PROCEDURE DURING HANDOFF
 

· Each time a mobile station observes that it has moved into a new location area it informs the network by performing a location update; this enables the network to perform paging over a smaller area than would otherwise be necessary. 

· Location updating is used to reduce the area over which paging must be undertaken in a cellular system. 

· The cellular coverage area is divided up into a number of location areas. 

· All cells broadcast the identity of their Location Area (LAI). 

· The MS detects that it has entered a new location area by comparing the last known LA (stored on the SIM) with the information broadcast by the local cell. 

· The MS gains access to a radio channel and requests a location update. 

· If the serving MSC/VLR is unchanged the network can immediately authenticate the MS and note the change of LA. 

· If the MS has moved MSC/VLR, the MSC/VLR addresses a message to the HLR. 

· The HLR notes the new location (VLR) and downloads security parameters to allow the network to authenticate the mobile, it also passes on subscription details of the user to the new VLR and informs the old VLR to delete its records.

GSM - WHAT HAPPENS WHEN A MOBILE IS SWITCHED ON

 INITIAL STEPS INVOLVED WHEN A MOBILE IS SWITCHED ON
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· When a mobile station is first switched on it is necessary to read the BCCH in order to determine its orientation within the network.

· The mobile must first synchronize in frequency and then in time. 

· The FCCH, SCH and BCCH are all transmitted on the same carrier frequency which has a higher power density than any of the other channels in a cell because steps are taken to ensure that it is transmitted information at all times.

· The mobile scans around the available frequencies, picks the strongest and then selects the FCCH. 

 

GSM INTER-OPERATOR SMS FLOW

GSM FREQUENCY BAND

 GSM frequency bands are the radio spectrum frequencies designated by the ITU for the operation of the GSM phones.
There are four GSM bands: 850, 900, 1800, and 1900. The most dominant bands in the United States are 850 and 1900, while the other two are used more in the rest of the world. And Another less common GSM version is GSM-450. 
Well, different sites are compatible with different GSM frequency bands.Example Vodafone INDIA uses both 800 as well as 1800 Frequency Band for its Mobile Operation. 

 

GSM frequency bands

There are fourteen bands defined in 3GPP TS 45.005, which succeeded 3GPP TS 05.05:

	System
	Band
	Uplink (MHz)
	Downlink (MHz)
	Channel Number

	T-GSM-380
	380
	380.2–389.8
	390.2–399.8
	Dynamic

	T-GSM-410
	410
	410.2–419.8
	420.2–429.8
	Dynamic

	GSM-450
	450
	450.4–457.6
	460.4–467.6
	259–293

	GSM-480
	480
	478.8–486.0
	488.8–496.0
	306–340

	GSM-710
	710
	698.0–716.0
	728.0–746.0
	Dynamic

	GSM-750
	750
	747.0–762.0
	777.0–792.0
	438–511

	T-GSM-810
	810
	806.0–821.0
	851.0–866.0
	Dynamic

	GSM-850
	850
	824.0–849.0
	869.0–894.0
	128–251

	P-GSM-900
	900
	890.0–915.0
	935.0–960.0
	1–124

	E-GSM-900
	900
	880.0–915.0
	925.0–960.0
	975–1023, 0-124

	R-GSM-900
	900
	876.0–915.0
	921.0–960.0
	955–1023, 0-124

	T-GSM-900
	900
	870.4–876.0
	915.4–921.0
	Dynamic

	DCS-1800
	1800
	1710.0–1785.0
	1805.0–1880.0
	512–885

	PCS-1900
	1900
	1850.0–1910.0
	1930.0–1990.0
	512–810


 Frequency bands and channel arrangement
Standard or primary GSM 900 Band, P-GSM:

· 890 - 915 MHz: mobile transmit, base receive 

· 935 - 960 MHz: base transmit, mobile receive 

Extended GSM 900 Band, E-GSM (includes Standard GSM 900 band):

· 880 - 915 MHz: mobile transmit, base receive 

· 925 - 960 MHz: base transmit, mobile receive 

Railways GSM 900 Band, R-GSM (includes Standard and Extended GSM 900 Band);

· 876 - 915 MHz: mobile transmit, base receive 

· 921 - 960 MHz: base transmit, mobile receive 

DCS 1 800 Band:

· 1 710 - 1 785 MHz: mobile transmit, base receive 

· 1 805 - 1 880 MHz: base transmit, mobile receive 

NOTE: The term GSM 900 is used for any GSM system which operates in any 900 MHz band.

NOTE: The BTS may cover the complete band, or the BTS capabilities may be restricted to a subset only, depending on the operator needs.

DUAL BAND
Dual band refers to the capability of GSM network infrastructure and handsets to operate across two frequency bands e.g. 850/1900 MHz 

TRI BAND
A Tri Band phone will operate on three different frequencies depending on the available network. e.g. 850/1800/1900 MHz.

Quad-band mobile 
A quad-band mobile phone is operational on any of the four GSM frequencies - e.g. 850/900/1800/1900 MHz.

IMEI INTERNATIONAL MOBILE SUBSCRIBER IDENDITY

IMEI

The International Mobile Equipment Identity or IMEI is a number unique to every GSM and UMTS mobile phone. 

The IMEI number is used by the GSM network to identify valid devices and therefore can be used to stop a stolen phone from accessing the network. For example, if a mobile phone is stolen, the owner can call network provider and instruct them to block the phone using its IMEI number. This renders the phone useless, regardless of whether the phone's SIM is changed.

Unlike the Electronic Serial Number or MEID of CDMA and other wireless networks, the IMEI is only used to identify the device, and has no permanent or semi-permanent relation to the subscriber. Instead, the subscriber is identified by transmission of an IMSI number, which is stored on a SIM card.

Example of the IMEI code 37-209900-176148-1

TAC: 372099 so it was issued by the BABT and has the allocation number 2099
FAC: 00 so it was numbered during the transition phase from the old format to the new format (described below)
SNR: 176148 - uniquely identifying a unit of this model
CD: 1 so it is a GSM Phase 2 or higher
SVN: 23 - The 'software version number' identifying the revision of the software installed on the phone. 99 is reserved

Final Assembly Code (FAC) For different vendor

01,02 AEG 
07 , 40 Motorola 
10, 20 Nokia 
30 Ericsson 
40, 41, 44 Siemens 
47 Option International 
50 Bosch 
51 Sony 
51 Siemens 
51 Ericsson 
60 Alcatel 
70 Sagem 
75 Dancall 
80 Philips 
85 Panasonic 

Retrieving IMEI information from a GSM device
On many devices the IMEI number can be retrieved by entering *#06#. The IMEI number of a GSM device can be retrieved by sending the command AT+CGSN through data cable. 

The IMEI information can be retrieved from most Nokia mobile phones by pressing *#92702689# (*#WAR0ANTY#), this opens the warranty menu in which the first item is the serial number (the IMEI). The warranty menu also shows other information such as the date the phone was made and the life timer of the phone.The IMEI can frequently be displayed through phone menus, under a section titled 'System Information', 'Device', 'Phone Info' or similar. 

Computation of the Check Digit
The last number of the IMEI is called the Check Digit and is defined using a formula called "Luhn formula", thus sometimes the last digit is called the Luhn Check Digit and does not necessarily always set to 0.

According to the IMEI Allocation and Approval Guidelines,

The Check Digit is calculated according to Luhn formula (ISO/IEC 7812). The Check Digit shall not be transmitted to the network. The Check Digit is a function of all other digits in the IMEI. The Software Version Number (SVN) of a mobile is not included in the calculation. The purpose of the Check Digit is to help guard against the possibility of incorrect entries to the CEIR and EIR equipment.The check digit shall always be transmitted to the network as "0".

This check digit is computed in three steps as shown in the following example.

Given 14 most significant digits of the IMEISV without the SVN which are the 6-digit TAC, 2-digit FAC, and 6-digit SNR and are labelled as follows:

TAC = D14 D13 ... D9 (with D9 the least significant digit of TAC);

FAC = D8 D7 (with D7 the least significant digit of FAC); and

SNR = D6 D5 ... D1 (with D1 the least significant digit of SNR).

Example IMEI: 49015420323751? (ignore the last digit)

TAC: 490154
D14:4
D13:9
D12:0
D11:1
D10:5
D09:4

FAC: 20
D08:2
D07:0

SNR: 323751
D06:3
D05:2
D04:3
D03:7
D02:5
D01:1

Computation of its check number / CHK for the IMEI proceeds as follows:

Step 1: Double the values of the odd labelled digits D1, D3, D5 ... D13 of the IMEI.

.D14:4=4

D13:9x2=18 
.D12:0=0

D11:1x2=2 
.D10:5=5

D09:4x2=8 
.D08:2=2

D07:0x2=0 
.D06:3=3

D05:2x2=4 
.D04:3=3

D03:7x2=14 
.D02:5=5

D01:1x2=2 
Step 2: Add together the individual digits of all the seven numbers obtained in Step 1,

1+8 + 2 + 8 + 0 + 4 + 1+4 + 2 = 30

and then add this sum to the sum of all the even labelled digits D2, D4, D6 ... D14 of the IMEI.

4 + 0 + 5 + 2 + 3 + 3 + 5 = 22

The result is:

30 + 22 = 52 or 4 + 1+8 + 0 + 2 + 5 + 8 + 2 + 0 + 3 + 4 + 3 + 1+4 + 5 + 2 = 52

Step 3: If the number obtained in Step 2 ends in 0, then set CHK to be 0. If the number obtained in Step 2 does not end in 0, then set CHK to be that number subtracted from the next higher number which does end in 0.

Since 52 ends in "2", CHK can't be set to "0". The next higher number that does end in "0" after 52 is 60, so we set: CHK = 60 - 52 = 8

So the IMEI number is: 490154203237518 and it ends in 8
INTILLIGENT NETWORK

 Introduction to IN

Intelligent Network (IN) is a telephone network architecture in which the service logic for a call is located separately from the switching facilities, allowing services to be added or changed without having to redesign switching equipment.

Basic entities in IN architecture are 

Service Switching Function (SSF)
This is a functionality of Switch co-located with exchange itself, and acts as the trigger point for further services to be invoked during a call. The SSF implements the Basic Call State Machine (BCSM) which is a Finite state machine that represents an abstract view of a call from beginning to end as each state is traversed, the exchange encounters Detection Points (DPs) at which the SSP may invoke a query to the SCP to wait for further instructions on how to proceed. This query is usually called a trigger. Trigger include the subscriber calling number or the dialed number which is send to the SCP for further processing. 

Service Control Function (SCF) or Service Control Point (SCP) 
SCP receives queries from the SSP or SSF in the form of DP's. The SCP contains service logic which implements the behavior desired by the operator. During service logic processing, additional data required to process the call may be obtained from the SDP.The SCF usually applies the Tariff and class of service (COS) required for billing. Tariff and COS are created using the SCE(SERVICE CREATION ENVIRONMENT). 

Service Data Function (SDF) or Service Data Point (SDP) 
This is a database that contains subscriber data, or other data required to process a call. For example, the subscribers balance, validity information, expiry date, etc are stored in the SDP, these data are queried in real time during the call. The SDP may be a separate platform, or is sometimes co-located with the SCP. 

Specialized Resource Function (SRF) or Intelligent Peripheral (IP)
This node can connect to both the SSP and the SCP and delivers additional special resources into the call, mostly related to voice data, for example play voice announcements or collect DTMF tones from the user. 

The Intelligent Network Application Part (INAP) is a signaling protocol used in the intelligent network architecture. It is part of the SS7 protocol suite, typically layered on top of TCAP.INAP messages are defined using ASN.1.The ITU defines several "capability levels" for this protocol starting from CS-1 to cs-3. The enhanced form of INAP is CAMEL (Customized Applications for Mobile Enhanced Logic) .

CAMEL subscriber data 

CAMEL Subscription Information (CSI) is part of the subscriber data which is stored into the HLR. Subscriber is identified as camel subscriber based on the presence of CSI parameter in the HLR. This parameter is used when subscriber makes or receives call. Some of the CSI parameter used is 

O-CSI — Originating CAMEL Subscription Information: This parameter enables a prepaid subscriber to make originating call. If subscriber balance goes below zero then operator removes this parameter form HLR data to prevent the subscriber from making originating call. 

T-CSI — Terminating CAMEL Subscription Information: This parameter enables a prepaid subscriber to receive incoming call.

SS-CSI — Supplementary Service Notification CAMEL Subscription Information.

U-CSI — USSD CAMEL Subscription Information. 

 BASIC INAP CALL FLOW
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 ETC INAP CALL FLOW
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Transfer Account Procedure TAP

 TAP Transfer Account Procedure:

Exchange of information required for billing and accounting purposes between GSM operators 

What is TAP and how it work?

The Transferred Account Procedure is the mechanism by which GSM operators exchange roaming billing information. This is how roaming partners are able to bill each other for the use of GSM networks and services.


SAMPLE SCENARIO EXPLAINING TAP
In order to place a call from an INDIAN PMN to a Canadian fixed phone, it is not necessary for the INDIAN PMN operator to negotiate a price with a Canadian fixed network operator.

The INDIAN PMN operator negotiates a price with the INDIAN fixed network operator. The INDIAN fixed network operator then negotiates a price with the Canadian fixed network operator. So, the INDIAN fixed network operator passes this call cost back to the INDIAN PMN. This means that the INDIAN PMN has to recoup the cost of the call from its subscribers either directly (retail billing), or via the appropriate Service Provider (wholesale billing).

This form of inter-administration accounting covers the division of revenue between both fixed and mobile networks. It does not, however, cover the costs incurred by foreign subscribers whilst roaming in other networks.
The following figure illustrates the collection and transfer of TAP information between the Home Public Land Mobile Network (HPLMN) and the Visited Public Land Mobile Network (VPLMN)
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The details of the calls made by a subscriber roaming in a visited network (VPLMN) are recorded by the serving switch MSC. Each call produces one or more call records CDR. The call records produced by the MSC are transferred on a regular basis to the billing system of the VPLMN for rating. Those call records produced on behalf of roaming subscribers, will be converted and grouped in files under the TAP format. The TAP files are generated and sent, at the latest, 36 hours from call end time. This means that operators can send 1 or many TAP files per day. TAP files contain rated call information according to the operator's Inter Operator Tariff (IOT), plus any bilaterally agreed arrangements.

On reception of TAP by the HPMN, the TAP record is converted into an internal format and added together with any call records produced by the subscriber whilst within the home network.
If a service provider serves the subscriber then the records will form the basis of the wholesale billing between the HPMN and that Service Provider. On receipt of the information from the HPMN, the Service Provider may re-rate the calls according to its own tariff plans and produce an itemised bill.

TAP3 is the new version being used by operators which supports a variety of mobile services and those currently in use are outlined below.

· Roaming Scenarios

· GSM Basic Services

· SMS - Short Message Service

· Data

· Value Added Services (VAS)

· CAMEL

· Inter Operator Tariff (IOT) Charging Principles

· Marketing and Customer Service

· Rejects & Returns Process
The Returned Accounts Procedure (RAP) was introduced on 1st April 2001 and is supported by TAP3.

In some cases individual erroneous call event details are rejected, resulting in loss of revenue to operators. The rejects and returns procedure deals with this by introducing a new automated, standardised method for handling erroneous TAP files.

The Rejects and Returns process enables operators to:

• Maximise the collection of revenue for both Home Networks and Visited Networks
• Deliver fewer call event details in the reclaims process, making for a simpler invoicing process, which may facilitate future net settlement requirements
• Support non-standard validation checks which may have been agreed bilaterally between roaming partners

INFO FROM MoU BETWEEN GSM OPERATORS FOR TAP

The VPLMN Operator shall make data in respect of roamed calls available to the HPLMN Operator (or the HPLMN Operator's agent) through the TAP within 72 hours (until 31st August 1998)and then 36 hours from 1st September 1998 of the call end time. This shall be the "Standard Timescale" for the transfer of data and is a reasonable period of time for the collection and processing of data from remote switches. 
Each TAP transfer should include all charging records that are available at the time of transmission including partial charging records. 
PLMN Operators should ensure that the transfer of charging records more than 72 hours old is truly exceptional.

The data made available are considered as being valid unless the HPLMN Operator notifies the VPLMN Operator without delay, in writing, of a problem with the file or the data.

NUMBER PORTABILITY

NLP

INTRODUCTION TO NUMBER PORTABILITY

Number portability is a regulated facility which enables subscribers of publicly available telephone services (including mobile services) to change their service provider whilst keeping their existing telephone number. Its purpose is to foster consumer choice and effective competition by enabling subscribers to switch between providers without the costs and inconvenience of changing telephone number.Number portability was introduced as a tool to promote competition in the heavily monopolized wireline telecommunications industry 


There are two types of number portability

· Local number portability

· Mobile number portability 

Local number portability, (LNP) for fixed lines, and full mobile number portability (FMNP), for mobile phone lines 

wireless local number portability (LNP)

Wireless LNP is a wireless consumer's ability to change service providers within the same local area and still keep the same phone number.LNP allows consumers to switch from one wireless carrier to another within the same general metropolitan area. It does not allow consumers to keep the same phone number when moving to a new town or city. 

Mobile Number Portability (MNP) 

MNP in its simplest form is the ability to retain subscribers’ phone numbers when changing the subscription from one mobile service provider to another. Technical aspect of MNP is related to the routing of calls or mobile messages (SMS, MMS) to a number once it has been ported. There are various flavours of call routing implementation across the globe but the international and European best practice is via the use of a central database (CDB) of ported numbers. Network operators generally hold local copies of CDB and query it to find out which network to send a call to. This is also known as All Call Query (ACQ) and is highly efficient and scalable. Majority of the established and upcoming MNP systems across the world are based on this ACQ/CDB method of call routing. 
Singapore was the first to implement MNP in 1997, followed by Hong Kong in 1999, Australia in 2001, South Korea in 2004, and Taiwan in 2005

OPEN SOURCE GSM APPLICATION

 INTRODUCTION TO OPEN SOURCE GSM 

Open source is a development method for software that harnesses the power of distributed peer review and transparency of process. The promise of open source is better quality, higher reliability, more flexibility, lower cost, and an end to predatory vendor lock-in. The Open Source Initiative (OSI) is a non-profit corporation formed to educate about and advocate for the benefits of open source and to build bridges among different constituencies in the open-source community. 


OPEN SOURCE GSM-TELECOM SOFTWARES
OPENSOURCE SMS AND WAP GATEWAY
Kannel is an open source WAP gateway. It attempts to provide this essential part of the WAP infrastructure freely to everyone so that the market potential for WAP services, both from wireless operators and specialized service providers, will be realized as efficiently as possible. Kannel also works as an SMS gateway for GSM networks. Almost all GSM phones can send and receive SMS messages, so this is a way to serve many more clients than just those using a new WAP phone. 

Requirments to install Kannel opensource

Kannel is mainly being developed on Linux systems and it requires the following software environment: 

· C compiler and development libraries and related tools. 

· The gnome-xml (a.k.a. libxml) library, version 2.2.0 or newer. We recommend that you use libxml version 2.2.5.

· GNU Make. 

· POSIX threads (pthread.h). 

· GNU Bison 1.28 if you modify the WMLScript compiler. 

 

OPEN GGSN
OpenGGSN is a Gateway GPRS Support Node (GGSN). It is used by mobile operators as the interface between the Internet and the rest of the mobile network infrastructure.The project also developed an SGSN emulator suitable GPRS core network testing. 
OPEN SOURCE IMS (IP MULTIMEDIA SUBSYSTEM)
The IP Multimedia Subsystem (IMS) is an architectural framework for delivering internet protocol (IP) multimedia to mobile users. It was originally designed by the wireless standards body 3rd Generation Partnership Project (3GPP), and is part of the vision for evolving mobile networks beyond GSM. Its original formulation (3GPP R5) represented an approach to delivering "Internet services" over GPRS.

Network Database Benchmark – HLR TOOL (Developed by NOKIA)

Network Database Benchmark is a tool used for measuring the Home Location Register (HLR) type performance of databases. The goal of the project is to help database vendors to improve their products in the demanding environment of telecom infrastructure. Implementation of the evaluation software was originally developed by Nokia for internal database evaluations, but it is now published under GPL v2 license. The intention of the open source project is to develop further the reference implementation of the benchmark software by adding new features and improving its usability.

CMG LOGICA (OPEN SOURCE SMSC APPLICATION)
OPEN SMPP
SMPP stands for Short Message Peer to Peer. It is a communication protocol designed for transfer of short messages between short message centre and SMS application

The Java SMPP Library
The SMPP Library is set of classes for communication with SMSC using SMPP protocol.

The SMSC Simulator
The Simulator is an application for near-to-live testing of your SMPP applications without need of access to real SMSC. The application behaves as a real SMSC with SMPP interface, your application can bind to it, send messages, unbind etc., however nothing will get delivered anywhere as all the responses are only made-up by the Simulator. The Simulator also supports multiple connection; the authentication information is stored in user configuration file users.txt.
You can download the source code as well, so you can customize it as much as you need .
The SMSC Simulator is written in Java. To communicate with clients the version 1.1 of the Simulator uses version 1.2 of the SMPP Library. 

OPEN SS7 STACK 
This is an opensource development project (called OpenSS7) to provide robust and GPL'ed SS7 stack for Linux and other UN*X operation systems.

 MMSC
MMSC is an abbreviation for Multimedia Messaging Service Center and is an internet based server interface for the transferring of multimedia between mobile phones.A multimedia message (MM), when sent from a mobile phone, is directed via a WAP-gateway, to the server. During this process the WAP-gateway converts the messages from the WAP-protocol binary format to HTTP-protocol.

Following are the MMSC available  as opensource 
Mbuni: Open Source MMS Gateway
Mbuni is a fully-fledged Free/Open Source Multimedia Messaging Service (MMS) gateway. It includes both core network MMS switching (i.e. MMSC) capabilities as well as messaging gateway (i.e. MMSC infrastructure integration) features, and is suitable for operators and MMS VAS providers.

OPEN MMS
The aim of this project is to design an MMSC which can provide an alternative to commercial MMSC (Multimedia Messaging Service Center). The MMSC (as it is most commonly referred to) is being developed, first and foremost, for the sending of multimedia messages between mobile phones. The chosen programming platform for development is JAVA, using Java Servlets and EJB. 

GSM 06.10 lossy speech compression
Please mail me if you know more opensource GSM application.
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 Cell Phone Plans - When Minutes Count

Whether a consumer is new to the world of cell phone plans or simply trying to select the best plan to control their costs, understanding the minutes involved is key. Matching the number of "free minutes" in a cell phone plan to an individual's usage is the primary factor in avoiding extra fees and in assuring that the monthly bill is not higher than necessary.

If there are too few minutes in a given cell phone plan, the user may routinely exceed the plan limit and pay a high per minute rate for the extra talk time. If all of the available minutes are not used however, a plan with fewer minutes, and potentially a lower monthly charge, could save the user significantly.

To be able to really understand cell phone plans and make comparisons, consumers need to understand the common terminology related to the all important minutes described in the plan.

• Anytime Minutes: The anytime minutes in a cell phone plan cost nothing beyond the monthly fee. They include all calls received or placed Monday through Friday during the day time; generally considered peak times. The hours included in this time frame can vary somewhat by plan so reading the details of the plan can be important.

Any minutes used which exceed the allotment of anytime minutes are generally significantly more expensive. For instance, given an allotment of 500 anytime minutes the monthly fee might be $39.99 which averages out to just under 8 cents per minute. Minutes which exceed the plan however could run as high as $0.35 or $0.40 per minute. In addition, some plans charge roaming and long distance fees on minutes which exceed the plan, which may not be charged on anytime minutes within the same plan.

It is important to remember that the anytime minutes include minutes used to both place and receive calls in most cell phone plans in the US. There are some exceptions with specific plans which offer "free incoming" and free calling among a core group of frequently called numbers.

• Night and Weekend Minutes: If a cell phone plan includes night and weekend minutes there is no additional cost for these minutes and they do not consume the anytime minutes. In many cell phone plans, these night and weekend minutes are unlimited while others offer a set amount of time. These minutes are used during off peak times; generally between 9 p.m. and 7 a.m. and all day Saturday and Sunday. Again, the specific hours included as night and weekend minutes are defined in the plan. 

• Shared Minutes: Many families share a cell phone plan. Shared minutes allow them to use a common pool of anytime minutes. In many instances, this is more economical and certainly more efficient than having and monitoring separate plans for each individual. Shared minutes are also used by businesses which can use a single plan for multiple employees.

• Roll-Over Minutes: Cell phone use from month to month can vary somewhat of course. A cell phone plan that allows roll-over minutes offers the advantage of rolling over anytime minutes that are not used throughout the month. There are still limits however, as to how long the rolled over minutes will remain available so knowing the plan details is important to avoid losing unused minutes.

• Mobile-to-Mobile Minutes: Mobile to mobile minutes include calls within the same network; for instance, a call from a Sprint customer to another Sprint customer. Although it is unlikely everyone a user calls will be within the same network, this can still be a significant cost savings when signing up with a cellular provider that offers a large customer base or includes many of the people an individual calls frequently. 

One twist on the mobile-to-mobile concept offers free calling to a select group of numbers identified by the user. Some T-Mobile plans for instance allow users to identify five frequently called numbers and provides free calling within that group. The five numbers can change monthly and can be different for the various members of a family that share minutes within a cell phone plan.

Although there is quite a lot of detail related to minute charges within cell phone plans, knowing this information can do a lot to control the monthly cost of such services when the rules of the specific policy are followed to get the most out of "free" calling.
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 IMS SIP: The Right Solution for Widespread Next Generation Networks

 Today's telecommunication arena is rapidly moving towards next-generation networks (NGNs) that offer ubiquitous, converged services over converged voice, video, data and mobile networks. Until very recently, the prevailing telecommunications paradigm was based on multiple types of networks, each serving different types of applications. 

While IP-related technology holds the most promise for meeting the requirements of NGNs, the use of the global Internet is quite limiting. The IP Multimedia Subsystem (IMS) is an architecture that allows delivery of identical services to fixed and mobile customers - regardless of whether they are connected through the packet-switched (PS) or circuit-switched (CS) network. IMS-based services enable communication in a variety of modes - including voice, text, location, presence, messaging, pictures and video, or any combination of these. 

In addition to service creation and delivery, IMS handles call control issues, and can easily be adapted to serve roaming subscribers. The IMS architecture is inherently capable of bridging between separate networks, and will ultimately be used for all types of networks, such as wireline Voice-over-IP (VoIP) networks, WiMax wireless networks and packet cable networks.

The expansion and acceptance of IMS is an indication of just how important this technology is to the future of unified communications. Many organizations which are responsible for network standardization are currently adopting IMS technology. The ramifications for the industry are significant, and the entire telecommunications industry is gearing up for the imminent widespread implementation of IMS.

Based on a Strong Signaling Foundation: Session Initiation Protocol (SIP)
IMS technology was originally developed for the cellular arena to define how to set up advanced services for 3G cellular networks and grew out of a group of standards created by the 3rd Generation Partnership Project (3GPP).

IMS is a Media-over-IP network and uses the Session Initiation Protocol (SIP), originally standardized by the IETF, as its base signaling protocol. The 3GPP chose SIP as its base protocol because previous telecom signaling protocols failed to comply with all IMS requirements. Because SIP is an Internet protocol, it can accommodate convergence, and has the potential to meet all the needs of the IMS architecture. For instance, SIP can signal between different network entities, including endpoints and servers. In IMS, each network server has its own role, in contrast to traditional networks where a central office switch does it all, including call control and service control. In addition, SIP uses Internet extensibility mechanisms. A service provider with IMS networks initially may only have a small number of subscribers. As the subscriber base grows, IMS networks must be easily scalable to add more subscribers. SIP is also very flexible, and uses standard extensions. SIP's flexibility enables IMS networks to adapt and change signaling protocols to meet dynamic market needs. Finally, SIP provides adequate security, with both internal and external security mechanisms. 


IMS SIP: A Complex Challenge
While offering the right foundation, SIP in its IMS form has proven to be quite complex and presented many technological challenges. There were many gaps between the SIP initially defined by the IETF, and the features required for full IMS support. To solve this problem the 3GPP defined dozens of SIP extensions - additions that are specific to IMS networks. Collectively, these extensions comprise the IMS SIP protocol, which is defined in the 3GPP TS.24.229 standard. These extensions, such as extended call control, presence and instant messaging, extend the functionality of SIP on IMS networks. This new IMS SIP usage profile is perhaps the most important in the telecommunications industry, and is uniquely the most appropriate for NGN networks.

To illustrate the inherent complexity of IMS SIP and all its extensions, we will review the major extensions below:

SigComp (RFC 3320)
The SigComp extension defines how to compress SIP textual signaling data, which can be very large and problematic to transmit, causing delay. SigComp solves the challenges of roundtrip delays, as well as mobile user equipment battery life 
P-headers (RFCs 3455 and 3325)
(P- Private) In addition to standard headers, the 3GPP defined additional headers targeted at solving specific IMS network problems, such as obtaining information about the access network (cell ID) and the visited network (roamed network), and determining caller identity. 
Security Agreement (RFC 3329)
This IMS SIP extension specifies how to negotiate security capabilities for multiple types of endpoints.
AKA-MD5 (RFC 3310)
This IMS SIP extension determines how terminals and networks are authenticated using already defined mechanism (e.g. ISIM), as well as specific key exchange. 
IPSec
IPSec is used on various IMS interfaces and between different IMS networks. IMS uses IPSec in the transport mode, as opposed to the standard used in VPN services.
Media Authorization (RFC 3313)
Ensures that only authorized media resources are used. 
Mobile Registration (RFCs 3327 and 3608)
On IMS networks, the terminal registration process is more complicated, as it includes various security extensions and must deal with registration from a visited network. RFC 3608 and RFC 3327 define the syntax and SIP entity usage of the Service-route and Path headers. 
Reg-event Package (RFC 3680)
Used by the terminal and the P-CSCF to know the terminal registration status on the network.
IPv6
IMS prefers IPv6 networks, which offers distinct advantages. It permits a larger set of addresses and contains embedded IPSec functionality that may eliminate the need for entities like NATs and firewalls.
Preconditions (RFC 4032)
Specifies method for negotiating QoS, security and other required call behavior between two terminals. 
IMS Resource Reservation (RFC 3312)
Defines how to make resource reservations for phone calls or sessions. 
Session Description Protocol (SDP)
SDP defines the basic negotiation process for the media streams, and includes the bit rate and codec to be used, as well as other media attributes. IMS extends SDP with even more extensions, such as grouping of media lines, QoS and preconditions attributes, supplemental codec support, and bandwidth modifiers.
XML Usage
IMS SIP signaling uses XML protocols extensively, including XCAP, to implement various kinds of SIP message contents, and to allow full function interfaces between IMS entities.
IMS Simple Extensions
The SIMPLE group is an IETF working group that defines presence and instant messaging signaling requirements. Basic SIMPLE definitions were inadequate for IMS applications because they were not efficient enough for use on the air link. IMS SIP extended this standard with the following:
. Partial Notifications / Publications
. Notifications filtering
. Resource list / SIP exploders
. Message Session Relay Protocol (MSRP)

IMS SIP Expertise: A Prerequisite for Success
The use of SIP in IMS networks requires a great deal of adaptation and extension of the original signaling protocol. Given the breadth, variety and complexity of IMS SIP, it is indeed an arduous task to develop new services and applications from scratch. A more reasonable approach is to use prepared toolkits and infrastructure products that encompass all the nuances of IMS SIP, and where much of the development effort and interoperability testing (IOT) have already been completed. 

In order to execute IMS roadmaps and ensure on-time deployment, developers need solutions that are finely tuned to the unique characteristics of IMS SIP and that provide the extended SIP signaling infrastructure needed for IMS applications. 
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 Issues and Threats Related To Wireless Future

 Though the picture of 4G networks and its promises looks good, there are number of issues which are still to be resolved. The early players in this field such as Japan may well set standards for each of these issues.Some of these issues are discussed in this report 

 1. Wireless Spam 

Evan Cramer (2002), states that US cellular networks currently lack the capacity for widespread distribution of unsolicited wireless advertising (wireless spam), these advertisements are already well known in Japan and Europe, where they have proven to be a significant burden on cellular users.? 
Brandon Mitchener (2001), in his research about Japan?s wireless?advertising market says that two years ago, cell phone advertising was hailed as the advent of a new and burgeoning market made available only through the advancement of technology. Japan?s largest cellular provider, NTT DoCoMo (?DoCoMo?), believed it would lead the world in ushering in a new age of commerce. Wireless advertisements, in the form of emails delivered to cellular phones, would offer consumers time and location-relevant information. These unsolicited advertisements are generally unwanted and commonly referred to as ?spam.?The Japanese government and the Japan telecom network operator NTT DoCoMo has spent millions to research on this issue and to regulate the industry with governing laws. But there are still lots of issues to be finalised in this regard. 

 2. Security 

Security for mobile, wireless computing is a particularly difficult problem. Technologies, such as cell phones and digital pagers, have almost no security because of poorly designed communications protocols. 
There are options for bolstering security. For instance, industry analysts recommend firewalls for mobile devices wherever practical and antivirus software developers have added extensions into their products to support the most common handheld devices. Even then, there are no fool-proof solutions. 
According to Smiley, Ken and others (2001), the situation is made more complex because mobile workers tend to be less technically adept than tethered workers are. Therefore, security for their devices must be automatic and transparent in order to be effective. 

 3. Lack of Standards 

In order to achieve interoperability, international consortia and standardization bodies such as the ISO (International Standard Organization), OMG (Object Management Group), W3C (WWW Consortium), IETF (Internet Engineering Task Force), SS7 (Signalling System) and TINA (Telecommunications Information Networking Architecture Consortium) have released standards specification for open distributed system. These bodies shape the IT landscape and increasingly release mobile computing related specifications. 

Andry Rakotonirainy (2003) summarizes the interoperability efforts which are situated at three complementary levels. 

1. At the architecture level defining the notion of distributed objects and concepts to access and bind them. This also addresses scalability issues. 

2. At the application level where a set of standard APIs to access and provide services are defined. 

3. At the protocol or network level. This allows independent wireless networks and physical mobile devices to communicate with each other. It also addresses the characteristic specifications of hardware. 

 But there are also individual interest groups such as in Japan, which defines its own set of standards. Therefore it is still a long way to go in terms of consolidating and to create global standards. 
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 VoIP – Welcome A New Generation

What is VoIP? 

VoIP is nothing but Voice over Internet Protocol, which has taken the world by storm. VoIP is both the cause and consequence of a shrinking world. Now one does not need to spend huge amount of money on making international calls. Simply with the help of Internet, one can make calls in any part of the world without having to burn a whole in the pocket. 

VoIP, also known as IP Telephony or Broadband telephony, is basically routing the voice messages over the Internet or through any other kind of IP based network services. There are dedicated service providers which are basically companies that provide such VoIP services to common people on an individual basis or in a group, however VoIP services are mostly used by corporate houses. These service providers use protocols to carry out voice signals over the IP network and they are commonly known as Voice over IP or VoIP protocols. 

VoIP is increasingly replacing the POST or Plain Old Telephone System. Now more and more organisations are switching over to the latest mode of communication. This has become a necessity as companies are extending their client base abroad and till far away from their country. Now you can speak to your client sitting in Middle East or China or USA or just about anywhere where Internet has touched the human life. VoIP ha s decreased the requirement and therefore the cost of traveling tremendously and therefore it is reaching out to more number of people in more number of countries. 

Suppliers of VoIP 

VoIP has spread its wings far and wide. And the spread has become possible due to increasing number of VoIP service providers. These suppliers provide the VoIP services on the basis of plans. One can choose services as per the requirements or the frequency at which one needs to make international calls. You can also choose to take the help of leading suppliers of traditional telephones or cordless phones, who are providing VoIP services. 
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 Overview And Operation Of Mobile Phones

 "Placing a call begins with a request for service. A cellular transmitter seizes an available set up channels sends service request to the serving call site. The cell site assigns a voice channel set over which, Dialling and signals will take place". 


The cellular control automatically switches to this conversation channel voice link is now established. (Unlike regular telephones tone signals are not transmitted over cellular channel visual display is usually employed to indicate a channel ready. Dialling can now take place normally. 


A user may either dial the desired number while on-line or recall a presaved number from the telephone memory. The number dialled will be displayed. The cell site interprets incoming dial tones and sends the digits along to the Mobile Telecommunication switching system, which will connect the cellular telephone to its destination. 


Ring back or busy tones will be sent from the mobile telecommunication switch office (MTSO) through the cell site to the cellular telephone. If the destination telephone is ready to receive, a. conversation takes place normally. At the destination cell phone the caller number will be displayed. Receiving a call reverses this process. 


A central office will acknowledge a caller with a dial tone. The caller will dial the number of the desired cellular telephone. Central office circuits will connect to the appropriate MTSO which will order each cell to transmit the necessary code number for the cellular, unit on a set-up channel. 

When the desired cellular telephone recognizes its unique code, it will automatically seize the set up channel of the nearest cell and acknowledge that. It is ready. Call control circuits select an available voice channel set and order the cellular unit to switch over. After a voice channel link is established, the cell will signal the desired cellular telephone. Then a normal conversation takes place. 
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