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1 
Introduction
1.1 Overview of Mobile Communications
Recent years, which are characterized by booming social progress resulting from economic and technological development, especially in the fields of computer, program controlled switching and digital communications, have witnessed rapid growth of the mobile communication system and its extensive applications in the society thanks to its remarkable features and advantages. Now there are over one hundred million mobile subscribers in the world, and this number is expected to increase to two hundred million at the end of this century. Wireless communication is superior to wired communication in development potential, because it not only provides ordinary telephone services, but also can or will provide various services beyond wired communication to meet the subscribers’ demands.
Mobile communications aims to enable you to communicate with any of others whenever you want and wherever you are.
From the communication network perspective, a mobile network can be regarded as extension of a wired communication network, so it is composed of wireless and wired parts.
The wireless part provides access of subscriber terminals by transmitting voice and data reliably in air using limited frequency resources. The wired part performs the network functions, including switching, subscriber management, roaming, and authentication, which form the Public Land Mobile Network (PLMN).
According to the realization means, the land mobile communication is classified into analog mobile communication and digital mobile communication.
The mobile communication system can be divided into three phases according to its development courses and directions since 1940s.

1.1.1 First Generation – Analog Cellular Mobile System
The first generation of mobile telephone system adopts the cellular networking technology. The cell concept was put forward by Bell Labs and afterwards researched in many places throughout the world. As the first trial run network was commissioned in Chicago, America had its first cellular system AMPS (Advanced Mobile Phone Service) in 1979.
Nowadays, this kind of system that is still working practically with large capacities includes:
1)
AMPS in North America
2)
NMT-450/900 in North Europe
3)
TACS in Great Britain. Their operating frequencies linger around 450MHz and 900MHz, with a carrier frequency separation below 30 kHz.
In view of the characteristics of mobile subscribers, a mobile communication system must not only implement automatic intra-area, cross-area and cross-exchange channel switching, but also handle roaming subscribers’ (including calling and called parties) calls. Therefore, a mobile communication system hopes for both a standard open interface with the public network and an open development interface. Since mobile communication is based on the fixed telephone network, the analog mobile communication networks are quite different in networking, and the total capacities are limited considerably.

Although the analog cellular mobile communication system will continue to develop at a certain rate in the coming several years, the limitation of analog mobile communication results in the following fatal disadvantages:

A)
No public interface between the systems.
B)
Unable to keep pace with rapid digitization of the fixed network to develop digital bearer services.
C)
Unable to meet the large-capacity demands due to its low frequency utilization rate.
D)
Vulnerable to wiretapping and “faking” due to its low security utilization rate.
These fatal disadvantages will obstruct further development of the analog cellular mobile communication system, so it will be replaced gradually by the digital cellular mobile communication system. However, the networking technology in the analogy system is still applied to the digital system.

1.1.2 Second Generation – Digital Cellular Mobile Communication System
To overcome the shortcomings of the analog systems such as TACS, the mobile telephone system was developed in 1990s, featuring digital transmission, time division multiple address (TDMA), and narrowband code division multiple address (N-CDMA). It is referred to as second generation of mobile telephone system, and has two typical classifications of products.

1.1.2.1 TDMA System
Of the TDMA series, the mature and typical systems include GSM in Pan-Europe, D-AMPS in USA, and PDC in Japan.

1)
Regarding D-AMPS, its technical standards were made in 1989 by EIA (Electronics Industries Association) of USA, and its commercial application began in 1993. Derived from AMPS, it combines analog and digital features, and has complex base stations and mobile stations.

2)
As for Japan’s JDC (renamed as PDC now), its technical standards were made in 1990, and came into use in 1993, but limited to Japan proper.

3)
GSM (Group Special Mobile) of CEPT (Conference of European Postal and Telecommunications Administrations) made the first phase of standards (phase1) for GSM in 1988, with an operating frequency of about 900MHz, applied commercially in 1990. In the same year, at the request of Great Britain, the GSM specification of 1800MHz came into being.

These three products share the features of digitization, TMDA, better voice quality than the first generation, good security, data transmission, and automatic roaming.

The three systems have their own advantages. For example, PDC has a high utilization rate of frequency spectrum, and D-AMPS has the largest capacity. But GSM has the most mature technology, and it is based on OSI and has its technical standards open, so it has the largest development scale.

1.1.2.2 N-CDMA System
N-CDMA is developed on the IS-95 basis by Qualcomm. The North American digital cellular system specifications were made by Telecommunications Industry Association of USA, and its systematic research began in 1987. These specifications were accepted by EIA in 1990. Since North America already has a unified AMPS analog system, this digital cellular system was designed in dual modes. Later, its frequency band was extended to 1900MHz, namely the PCS1900 based on N-CDMA.
1.1.3 Third Generation - IMT-2000
The increasing number of subscribers and fast growth of digital communication reveal gradually the shortcomings of the second generation of mobile telephone system. First of all, the frequency band is too narrow to provide broadband information services, such as high-speed data, low-speed image, and television image. Besides, GSM, though referred to as Global System for Mobile communication, has not realized actual global roaming yet, and is not applied extensively in some countries like USA and Japan, where there are a great number of mobile telephone subscribers. The development of science & technology and communication service necessitates an integrated service system combining all the current mobile telephone system functions and various value-added services, so the International Telecommunications Union required commercialization of the third generation of mobile communication system, or IMT-2000, in 2000. Its major features include:
1)
With various systems integrated.
2)
High consistency in world-wide design.
3)
Compatibility between the services in IMT-2000 and fixed networks.
4)
High quality.
5)
World-wide use of small portable terminals.
Typical 3rd generation mobile communication system technologies:
There are two standards:
1)
The broadband cdmaOne proposed by Qualcomm, compatible reversely with the IS-95 system.
It is recommended to use multi-level DS-CDMA, with an RF channel bandwidth of 1.25/10/20MHz and a PN code frequency of 1.288/3.6864/7.3728/14.7456Mbps. The use of multiple levels aims to divide 5MHz into three channels of 1.25MHz to be compatible backward with IS-95 for sharing and overlapping.
On the basis of IMT-2000 network development, America considers to evolve the current function-layered network mode to an end-to-end client-server mode, with the broadband packet switching network as the core.

2)
The UMTS standard compatible reversely with GSM, including two sub-solutions:
(
Japan’s W-CDMA

NTT DoCoMo, the biggest mobile telephone operator in Japan, proposes the coherent multi-rate wideband CDMA (W-CDMA). As Japan’s 2nd generation mobile telephone system failed to become a global standard, Japan is determined to put its 3rd generation IMT-2000 network technology solution onto a course of global cooperation. Supporting ITU’s IMT-2000 family and interface concepts, Japan follows on purpose the cooperation means of radio transmission technology to support Europe’s GSM UMTS network concept. Now Ericsson and some other companies cooperate with NTT DoCoMo to advocate that the radio transmission technology adopts W-CDMA, and the core network inherits the GSM network platform, for the purpose of evolution from GSM to the 3rd generation IMT-2000.
(
Europe’ TD-CDMA

In Europe, Siemens and Alcatel propose TD-CDMA. This solution integrates FDMA/TDMA/CDMA. It is characterized by expansion of channel separation to 1.6MHz, but its frame structure and time slot structure are the same as those of GSM. The expansion factor is 16, which can support 8 subscribers per time slot. Since each time slot has only 8 subscribers (code division), Joint Detection is applicable, so that fast power control is unnecessary and inter-code interference is reduced. Additionally, TDD (Time Division Duplex) is applicable as well. The mobile station will employ dual-band mobile telephones in order to be compatible with GSM on the network and signaling layers.
This solution facilitates smooth transition from GSM to the 3rd generation, and thus is supported by many GSM suppliers.
IMT-2000 frequency spectrum allocation:
According to the prescriptions of the World Radiocommunication Conference 1992, the IMT-2000 frequency spectrum is allocated as follows:

Uplink frequency band: 1885~2025MHz; Downlink frequency band: 2110~2200MHz.
Mobile satellite service frequency band: 1980~2010MHz; 2170~2200MHz.
The allocation above shows that the uplink and downlink frequency bands are asymmetric, so some systems proposes to provide services by means of TDD using asymmetric frequency bands. However, each country or region has different considerations in IMT-2000 frequency spectrum allocation, and it is impossible for them to follow this allocation completely.

1.2 Characteristics of Mobile Communication
Mobile communication: As long as either of the two communicating parties is in a mobile state, a mobile communication means is established.

As extension of wired communication, mobile communication has the following characteristics in comparison with wired communication:

1.
Mobility of end subscribers:
Mobile communication is characterized chiefly by subscribers’ mobility, making it necessary to know anytime a subscriber’s present position to complete a call and connection. Subscribers’ mobility in conversation also involves the frequency channel handover.
2.
Wireless access:
Wireless access mode is employed between mobile subscribers and base station systems, on account of limitation of frequency resources, signal interference (frequency utilization, architecture influence, and signal attenuation) between subscribers and base stations, and information (signaling, data, and voice channel) security protection (authentication and encryption).

3.
Roaming function:
Automatic roaming between mobile communication networks, interworking between mobile communication networks and other networks (public telephone network, integrated service data network, data network, dedicated network, and present mobile communication networks), and realization of various service functions (telephone service, data service, short message service, and intelligent service).

2 GSM Communication System
2.1 GSM Development
GSM digital mobile communication system originates from Europe. In the early 1980s, several large-scale analog cellular mobile systems were operating in Europe, such as the NMT (Nordic Mobile Telephone System) and the British TACS (Total Access Communication System). Other countries of Western Europe provided mobile services as well. However, the analog systems met some limitations. First, due to the underestimation in the early 1980s, the potential demands of mobile service exceeded tremendously the predicted capacity of the analogy cellular network at that time. Secondly, different systems in operation could not provide subscribers compatibility, that is, one TACS terminal could not enter the NMT network, and an NMT terminal could not enter the TACS network either. To unify use of mobile telephone in the whole Europe, a public system was needed.
In 1982, CEPT set up a GSM (Group Special Mobile) to start constituting a kind of technical standard for the digital mobile communication system applicable in all countries of Pan-Europe. In 1990, the GSM900 specifications were completed, which consisted of a 12-chapter specification series. With the development of equipment and setup of digital cellular mobile communication network, GSM evolved gradually as a shortened term of Global System for Mobile Communication.
2.2 Technical Specifications and Major Performance of GSM
The GSM standard consists of 12 series of specifications:
01 Series: General
02 Series: Services Aspects
03 Series: Network Aspects
04 Series: MS-BS Interface and Protocol (air interface layers 2 and 3)
05 Series: Physical Layer on the Radio Path (air interface layer 1)
06 Series: Speech Coding Specifications
07 Series: Terminal Adaptor for MS
08 Series: BS-MSC Interface (A interface Abis interface)
09 Series: Interworking
10 Series: Service Internetworking
11 Series: Equipment and Model Approval Specifications
12 Series: Operation and Maintenance
Main features of GSM:
1.
Frequency spectrum efficiency. The efficient modulator, channel coding, interleaving, equalization, and voice coding technologies contribute to high frequency spectrum efficiency of GSM.
2.
Capacity. The increase of transmission bandwidth of each channel decreases the co-frequency reuse carrier-to-interference ratio requirement to 9dB, so that the co-frequency reuse mode of GSM can decrease to 4/12 or 3/9 or even to a smaller extent (the analog system is 7/21). In addition, the introduction of half-rate voice coding and the automatic traffic allocation decrease the times of cross-area handover, so that the capacity efficiency (number of channels in each cell per MHZ) of GSM is 3 to 5 times higher than that of TACS.
3.
Voice quality. On account of the characteristics of digital transmission technology and the definitions of the air interface and voice code in the GSM specifications, the voice quality, when over the threshold, can always reach the same level independent of the radio transmission quality.
4.
Open interface. The open interfaces provided by the GSM standard are not limited to air interfaces, but include network interfaces and those between equipment entities in a network, such as A interface and Abis interface.
5.
Security: Authentication, encryption and TMSI numbers are used to guarantee security. Authentication serves to verify a subscriber’s network access right. Encryption is applied to air interfaces, and is determined by the SIM card and network AUC key. TMSI is a temporary identification number designated by the service network to subscribers to guard their geographical positions against others’ tracing.
6.
Interconnection with ISDN and PSTN. Interconnection with other networks usually employs present interfaces, such as ISUP or TUP.
7.
Roaming based on the SIM card. Roaming is an important characteristic of mobile communication. It means a subscriber can move from a network automatically to another. GSM can provide global roaming, but needs some agreements between network operators, such as a charging agreement.
In the GSM, roaming is realized on the basis of SIM card identity and International Mobile Subscriber Identity (IMSI). It means that what subscribers need to carry is a SIM card instead of terminal equipment when they enter other countries. Terminal equipment may be leased without changing subscriber numbers or charging accounts.
2.3 Key Technologies of GSM
2.3.1 Operating Frequency Band Allocation
1.
Operating frequency band
In China, the GSM communication system of the land public cellular digital mobile communication network uses the 900MHz frequency band:
890 ~ 915 (Transmitted by mobile stations, and received by base stations)
935 ~ 960 (Transmitted by base stations, and received by mobile stations)
The duplex separation is 45 MHz; operating bandwidth is 25 MHz; carrier frequency separation is 200 kHz.

As the service develops, it may expand to the following as required, or transit to GSM1800 of 1.8GHz, that is, the 1800MHz frequency band.
1710 ~ 1785 (Transmitted by mobile stations, and received by base stations)
1805 ~ 1880 (Transmitted by base stations, and received by mobile stations)
The duplex separation is 95 MHz; operating bandwidth is 75 MHz; carrier frequency separation is 200 kHz.
2.
Channel separation
Two adjacent frequency channels have an interval of 200 kHz. Each frequency channel adopts the TDMA access mode. It is divided into 8 time slots, or 8 channels (full rate). Each channel occupies bandwidth of 200 kHz/8 = 25 kHz.

In future, GSM will adopt half rate voice coding, and each frequency channel will be able to accommodate 16 half rate channels.
2.3.2 Multiple Address Solution
The GSM communication system employs the multiple address technologies of FDMA (Frequency Division Multiple Address) and TDMA (Time Division Multiple Address), as well as the frequency hopping technology.

A basic GSM concept about transmission over radio paths is that the transmission unit is a sequence of 100 modulation bits, called a “burst pulse”. Pulse duration has priority, and occupies a limited part of radio frequency spectrum. The pulses are transmitted within the time window and frequency window, which are called gaps. To be exact, the central frequencies have an interval of 200 kHz within the system frequency band, and they appear once (for TDMA) every 0.577ms (or more accurately 15/26ms). Time interval corresponding to the same gap is called one time slot, whose duration will serve as a time unit, named BP (burst pulse cycle).
One gap can be represented by a small rectangle with a length of 15/26ms and width of 200 KHz in a time/frequency diagram. To be uniform, the 200 KHz bandwidth prescribed in GSM is called one frequency slot.
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Figure 2‑1  Gaps in time domain and frequency domain
In GSM, each carrier frequency is defined as one TDMA frame, equivalent to one frequency channel of the FDMA system. Each frame includes 8 time slots (TS0-7). Each TDMA frame has a TDMA frame number.

TDMA frames are numbered in a cycle of 3 hours 28 minutes 53 seconds 760 milliseconds (2048 ( 51 ( 26 ( 8BP or 2048 ( 51 ( 26 TDMA frames). Every 2048 ( 51 ( 26 TDMA frames form an ultra high frame. Each ultra high frame can be divided into 2048 superframes. Each superframe is a sequence of 51 ( 26 TDMA frames (6.12 seconds). Each superframe is composed of multiframes, which are classified into two types:
26-frame multiframe: Composed of 26 TDMA frames (26 ( 8BP), with a duration of 120ms. Fifty-one such multiframes form a superframe. Such type of multiframe is used to carry TCH (and SACCH plus FACCH).
51-frame multiframe: Composed of 51 TDMA frames (51 ( 8BP), with a duration of 3060/13ms. Twenty-six such multiframes form a superframe. Such type of multiframe is used to carry BCH and CCCH.
2.3.3 Radio Interface Management
In the GSM communication system, the number of available wireless channels is far smaller than that of the potential subscribers, so the bidirectional communication channels are allocated only when required. This is significantly different from the standard telephone network, in which each terminal is connected with a switch no matter whether there is a call or not.

In a mobile network, wireless channels are allocated and released dynamically according to subscribers’ call status. To establish a call, originated from or transmitted to a mobile station, a special method must be used to connect this mobile station with the system to obtain a channel. In GSM, this connection process is implemented over a dedicated mobile station-base station channel. This channel and the base station-mobile station channel for paging information transmission are called GSM common channels, because they carry information sent to/from many mobile stations. On the contrary, a channel that is allocated to an individual mobile station within a period is called a dedicated channel. Such a difference can define two macro statuses of a mobile station:
(
Idle mode: A mobile station is intercepting broadcast channels and not occupying any channel.
(
Dedication mode: One bidirectional channel is allocated to a mobile station that needs communication, so that the station can utilize infrastructure to implement bidirectional point-to-point communication.
The access process shifts the mobile station from idle mode to dedication mode.
2.3.4 GSM Channel
The GSM channels are classified into physical channels and logical channels. A physical channel is one time slot (TS). Logical channels are defined according to different types of information conveyed between BTS and MS, and are mapped onto the physical channels for transmission. The direction from BTS to MS is called downlink, while the opposite direction uplink.
Logical channels are classified into traffic channels and control channels.

1.
Traffic Channel (TCH): Used to convey coded voice or customer data over uplink and downlink channels in the point-to-point (BTS to one MS, or MS to one BTS) way.
2.
Control channel: Used to convey signaling or synchronous data. Control channels are defined as broadcast, common and dedicated control channels, depending on the required functions. Furthermore, these three kinds of channels have their own subcategories.
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2.3.5 Security Measures
GSM has made notable improvement in security. The security-related GSM functions aim to (1) protect networks against unauthorized access (and simultaneously protect subscribers from deceptive personation) and (2) protect subscribers’ privacy.

Unauthorized access is prevented by authentication (a security check of whether the inserted SIM card is consistent with the subscriber authenticator provided by the mobile station). From the operator’s view, this function is most significant, especially in the case of international roaming. A visited network can control neither subscriber’s records nor their paying capabilities.
When subscriber privacy is protected by different means, encrypting transmission can prevent communication interception over a wireless channel. Most signaling can be protected in this way to prevent a third party from knowing who is called. Besides, to replace subscriber identities with temporary code numbers is another mechanism to prevent a third party from tracing GSM subscribers over a wireless channel.
2.3.5.1 PIN Code
This is a simple authentication method.
In GSM, customer subscription and other information are recorded in a SIM card. When you insert a SIM card into a GSM terminal, this device is regarded as your telephone set, and the call bill is charged to this SIM card. To prevent a fraud call, the bill generates error charging and PIN code (similar to a computer Password) operation is set in the SIM card. A PIN code consists of 4~8 numbers, determined by the customers themselves. If a customer inputs a wrong PIN code, the customer will be prompted to input again. If three consecutive wrong numbers are input, this SIM card will be locked, and it is of no help even to unplug the SIM card or switch off the mobile telephone. What must be done is to consult the operator to unlock the card.
2.3.5.2 Authentication
Authentication calculation is shown in the following figure, in which RAND is a question to subscribers from the network side, and only the legal subscribers can give a correct answer SRES.

RAND is generated by the random number generator of AUC at the network side, with 128 bits. Its value is extracted within the range of 0~2128 – 1 (thousands of billions) at random.

SRES, which is referred to as symbol response, is obtained from calculation of a subscriber’s unique password parameter (Ki), with 32 bits.
Ki is stored in the SIM card and AUC in a confidential way, and is even unknown to its owner. Ki can take any form in any length.

A3 algorithm is an authentication algorithm, determined by the operator. This algorithm is confidential. The only limitation of A3 algorithm is the input parameter length (RAND is 128 bits) and output parameter size (SRES must be 32 bits).
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2.3.5.3 Encryption
In GSM, the encryption and decryption positions in a transmission link allow the transmit data in all the dedication modes to use one protection method. Transmit data include subscriber information (voice and data), subscriber-related signaling (such as a message containing a called number), and even system-related signaling (a message of the wireless measurement results ready for changeover).
Encryption and decryption are implemented by performing the XOR (A5 algorithm) operation on 114 radio burst pulse code bits and one 114-bit encryption sequence generated by a special algorithm. To obtain each burst encryption sequence, A5 calculates two inputs. One is a frame number, and the other is a key (called Kc) approved by the mobile station and the network. Two different sequences are used on the uplink and downlink. For each burst, one sequence is used for encryption inside the mobile station, and serves as the decryption sequence in BTS. The other sequence is used for encryption of BTS, and serves as the decryption sequence of the mobile station.
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1.
Frame number: A frame number is coded as a series of three values, adding up to 22 bits.
For the wireless channels, each burst frame number is different, and each burst given with communication in the same direction uses different encryption sequences.
2.
A5 algorithm
A5 algorithm must be stipulated internationally. This algorithm can be described as a black box that generates two 114-bit sequences using a 22-bit parameter (frame number) and a 64-bit parameter (Kc).

3.
Key Kc

Before encryption, Kc must be approved by the mobile station and the network. GSM chooses to calculate Kc during authentication, and stores it in the permanent memory of the SIM card. At the network side, this “latent” key is also stored in the visitor MSC/VLR in order to be used when encryption begins.
The algorithm of calculating Kc from RAND (the same as that used for authentication) and Ki is A8 algorithm, which can be determined by the operator as A3 algorithm (the authentication algorithm of calculating SRES from RAND and Ki).

Kc calculation is shown in the following figure.
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2.3.5.4 Subscriber Identity Protection
Encryption is effective to confidential information, but cannot be used to protect each time of information exchange on the radio path. First, encryption cannot be applied to a common channel. Secondly, when a mobile station shifts to a dedicated channel and the network has not known the subscriber identity yet, encryption cannot be done. In these two cases, a third party may learn the subscriber identity by interception and thus locate where this subscriber is roaming. This is harmful to the subscriber’s privacy, so GSM introduces a special function to guarantee this confidentiality.
If possible, a TMSI (Temporary Mobile Subscriber Identity) is used to replace IMSI (International Mobile Subscriber Identity) to obtain protection. TMSI is allocated by MSC/VLR and changed constantly in a cycle set by the network operator.
2.3.6 Composition of GSM

GSM is short for Global System for Mobile Communication.
GSM is composed of MSS (Mobile Switching Subsystem), BSS (Base Station Subsystem) and MS (Mobile Station), as shown in Figure 2‑2. A interface is used between MSS and BSS, and Um interface is used between BSS and MS. In the GSM specifications, A interface and Um interface are definitely prescribed. That is to say, A interface and Um interface are open interfaces.
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Figure 2‑2  Composition of GSM

1.
MSS

MSS serves for information exchange, subscriber information management, call connection, and number management.
2.
BSS

BSS is a system device controlled by MSC within a specified wireless coverage area to communicate with MS to implement channel allocation, subscriber access and paging, and information conveyance.
3.
MS

MS is a mobile subscriber device in GSM. It consists of a mobile terminal and a customer identification card (SIM card). This mobile terminal is the “telephone set”, which can implement voice coding, channel coding, information encryption, information modulation and demodulation, and information transmitting and receiving. The SIM card is a “person”, similar to an IC card we are using, so it is also called intelligent card. It stores all information needed to authenticate the subscriber’s identity, and can perform some important security information to bar illegal customers out of the network. In addition, the SIM card stores some management data related to the network and customers. The mobile terminal cannot access the network until the SIM card is inserted.
4.
Operation & maintenance center (OMC)
GSM also includes an OMC to manage and monitor the whole GSM network. It serves for monitoring, status reporting, and fault diagnosis of all component functions within the GSM network.

3 Digital Public Land Mobile Network (PLMN)
The structure of the digital public land mobile network (PLMN) is shown in Figure 3‑1. From the view of physical entities, the digital PLMN includes mobile terminals, BSS and MSS. A mobile terminal communicates with BSS through a standard Um radio interface, and BSS communicates with MSS through a standard A interface.
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Figure 3‑1  PLMN Network Structure
In this figure:
	BSC
	Base Station Controller

	BTS
	Base Transceiver Station

	MSC
	Mobile services Switching Center

	OMC
	Operation and Maintenance Center

	AUC
	Authentication Centre

	EIR
	Equipment Identification Register

	HLR
	Home Location Register

	VLR
	Visitor Location Register

	MS
	Mobile Station

	ISDN
	Integrated Service Digital Network

	PSTN
	Public Switching Telephone Network

	PSPDN
	Public Switched Data Network

	PLMN
	Public Land Mobile Network


3.1 BSS

BSS provides relays for the fixed part and wireless part of the PLMN. On the one hand, BSS connects directly with MS for communication through a radio interface. On the other hand, BSS connects with the MSC (Mobile services Switching Center) of MSS.

BSS includes two parts. One is BTS (Base Transceiver Station), which is connected with MS through a radio interface, and the other is BSC (Base Station Controller), which is connected with MSC. BTS serves for wireless transmission, and BSC serves for control and management.

One BSS is usually composed of one BSC and one or multiple BTSs, but it can include multiple BSCs and BTSs. One BSC can control tens of BTSs if required by traffic. BTS can be connected directly with BSC, or remotely with BSC through a BIE (Base Station Interface Equipment). In addition, BSS should contain TC (TransCoder) and SM (Sub-Multiplexer).
Figure 3‑2 shows a typical BSS structure.
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Figure 3‑2  BSS structure
In this figure:
	TC
	TransCoder

	SM
	Sub-Multiplexer

	BIE
	Base station Interface Equipment


As shown in the figure above, BSS includes:
1)
BTS

BTS consists of base band unit, carrier frequency unit, and control unit. It belongs to the wireless part of the base station system. It is a wireless transceiver controlled by BSC to serve a cell. It implements conversion between BSC and wireless channels, and provides wireless transmission between BTS and MS through an air interface as well as relevant control functions.
When BTS and BSC are configured in a remote manner, an Abis interface must be used. In this case, both BTS and BSC must be configured with BIE. If the interval between BSC and BTS is not larger than 10 meters, BSC and BTS can be connected directly through an internal BS interface, with no need of BIE.

2)
BSC

BSC is the control part of the base station system, and serves for switching in the system.
One end of BSC can be connected with multiple BTSs, and the other end with MSC and OMC. Oriented to the wireless network, BSC serves to manage the wireless network, radio resources and wireless base stations, control the setup, retention and removal of wireless connection between MS and BTS, implement MS locating, handover and paging, provide voice coding, code transform and rate adaptation, and perform operation and maintenance of base station.
The number of BTS controlled by BSC in BSS changes with the size of traffic.

3)
TC

TC serves for voice conversion between the 16kbit/s RPE-LTP (Regular Pulse Excited Long-Term Prediction) code and the 64kbit/s A law PCM. In a typical enforcement scheme, ZXG10-TC lies between MSC and BSC.

When TC lies at the MSC side, the transmission line cost can be reduced by making full use of the low voice code transmission rate used in the air interface through the transmission line SM and BIE between MSC and BSC as well as BSC and BTS.

The interface between BSC and TC is called Ater interface. The interface between TC and MSC is called A interface.
3.2 MSS

MSS implements the main switching functions of GSM, and manages the database needed for subscriber data and mobility. MSS serves to manage communication between the GSM mobile subscribers as well as between the GSM mobile subscribers and the subscribers of other communication networks.

As shown in Figure 3‑1, MSS consists of seven functional units.

(
Mobile services Switching Center (MSC) 
(
Visitor Location Register (VLR) 
(
Home Location Register (HLR) 
(
Authentication Centre (AUC) 
(
Equipment Identification Register (EIR) 
(
Short Message Center (SC) 
1.
MSC

MSC is the core of PLMN. MSC controls the mobile stations in the area it covers and implements voice channel connection. It also serves as the interface between PLMN and other networks. It is used for call connection, charging, handover between BSS and MSC, auxiliary management of radio resources, and mobility management. In addition, to establish a call route to the mobile station, each MSC must function as GSMC to query the mobile station location information.
From the three types of databases VLR, HLR and AUC, MSC obtains all the data needed for handling a subscriber’s call request. In return, MSC updates these databases with its latest data.
2.
VLR

VLR, which is usually integrated with MSC, stores the subscriber data of the mobile stations (called visitor customers) in the area governed by MSC. These data include subscriber numbers, mobile station location area information, subscriber status, and services available to subscribers.
VLR is a dynamic subscriber database. VLR obtains necessary data from a mobile subscriber’s HLR and stores them. Upon leaving the area controlled by a VLR, a mobile subscriber will register with another VLR, and the original VLR will cancel the data records of this mobile subscriber.
3.
HLR

HLR stores the data used by the management department to manage mobile subscribers. Each mobile subscriber must register with his/her HLR. HLR stores two types of information. One type includes the parameters of a mobile subscriber, such as mobile subscriber identification numbers, access capability, subscriber categories, and supplementary services. The other is information about the current location of a mobile subscriber. This information, such as MSC and VLR addresses, is used to set up a call route to the mobile station.
4.
AUC

AUC, a functional unit of HLR, is dedicated to security management of GSM. AUC generates triple authentication parameters (RAND, SERS and Kc) for authenticating legality of subscriber identity and encrypting the voice, data and signaling signals on a radio interface to prevent unauthorized access and guarantee mobile subscribers’ communication security.
5.
EIR

EIR stores the mobile station equipment parameters. It identifies, monitors, and locks the mobile equipment to prevent use of illegal mobile stations.
EIR stores three lists:

1)
White list ―― Stores all the IMEIs allocated to the countries that can participate in GSM operation.
2)
Black list ―― Stores all IMEIs that should be prohibited.
3)
Grey list ―― Stores the IMEIs that are faulty and have not undergone model certification, determined by the network operators.
6.
SC

SC provides the short message service (SMS).

SMS provides transmission of information, short in size, between GSM mobile subscribers and fixed subscribers or between GSM mobile subscribers. SMS is similar to the paging service, but it has these advantages that are absent in a paging network: guaranteed arrival and bidirectional paging.
The point-to-point SMS includes the MS originated short message service MO/PP and the MS terminated short message service MT/PP. The transfer and transmitting of point-to-point short messages are relayed by SC. SC functions as a post office to receive mails from all sides and sorts them before sending them to their respective owners. SC serves mainly to receive, store and forward subscribers’ short messages.
SC enables more reliable delivery of messages to their destinations. If delivery fails, SC will save the failure message until it is sent successfully. Another distinguished feature of SMS is that a mobile station can receive a short message even when it is in a call.
3.3 OMC

OMC is divided into several modules by function, and each module includes a foreground sub-module and a background sub-module. OMC stresses independence of each module and universality of the inter-module interface, so that they can be adaptive to the system structure changes and function increase.
The relations between OMC and the network units of GSM are shown in this figure:
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OMC is used to manage the switching entities of GSM. It provides the following functions: maintenance test, fault check and handling, system status monitoring, real-time system control, exchange data modification, performance management, subscriber trace, alarm, and traffic statistics.
The OMC functions are mostly distributed among the modules related to operation and maintenance in the entities of MSC/VLR, HLR/AUC and BSS. The OMC operator console serves as the OMC man-machine interface. The OMC functions are similar to those of ordinary maintenance consoles, and must abide by relevant specifications.
3.4 Interfaces and Protocols of GSM
As a modern telecom system, GSM is a complex network system. In the multi-service aspect, it has a lot in common with ISDN, and additionally it has the unique functions of a cellular network. The advent of digital network OSI (open system interconnection) model enables us to analyze the functions, interfaces and protocols of the specific system GSM on the basis of OSI model.

The connections between GSM and its outside are divided into three borders, involving three external interfaces:
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First, at the subscriber side, there is an interface between MS and subscribers, which can be regarded as a man-machine interface. In the GSM specifications, a SIM-ME interface is defined. Here SIM is an intelligent card, which contains all the subscriber-related information stored at the subscriber side of the wireless port. ME stands for mobile equipment.

The second one is an interface between GSM and other telecom networks. With GSM as an access network, this interface sets up a call between GSM subscribers and subscribes of other telecom networks. Certainly, we can also understand it in this way that GSM, as a telecom switch, not only performs GSM functions but also manages the PSTN/ISDN subscribers, but the general normalized GSM architecture does not consider this possibility but only defines definitely an interface between GSM and other telecom networks.

The third one is an interface between GSM and the operator. It provides equipment management and operation management of NSS and BSS to enable the operator to manage the network.

According to the OSI principles, the GSM system functions can be divided into layers in structure, as described in this figure:
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Transmission: The data transmission function enables carrying of subscriber data along segments of the communication path, and provides means of transferring signaling between entities.

RR: The radio resource management establishes and releases a stable connection between MS and MSC during a call. This management is mainly performed by MS and BSC.
MM: The mobility and security management. When the environment changes, MS can select cells of different networks to set up a call effectively, and infrastructure is additionally needed to manage subscribers’ location data (locate update).
CM: The communication management, at the request of subscribers, establishes, maintains and releases a call between them. (It includes CC-call control, SSM-supplementary service management, and SMS-short message service.)
OAM: The operation, administration and maintenance plane provides operation means for the operators. The transmission layer provides service for it directly.
We first consider the protocols on the radio interface. There are plenty of important GSM protocols, whose stack structure is shown in this figure:
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RIL3-CC: Radio interface layer 3 – CC layer
RIL3-MM: Radio interface layer 3 – MM layer
RIL3-RR: Radio interface layer 3 – radio resource management layer
RSM: Channel release acknowledgement
SCCP: Signaling connection control part
MTP: Message transfer part
BSSMAP: Base station subsystem mobile application part
LAPDm: ISDN Dm data link protocol
TCAP: Transaction Capability Application Part
MAP: Mobile application part
LAPD: D channel link access protocol
Refer to the signaling protocol model above:

1.
The interface between BSC and MSC (A interface).
The interface between BSC and MSC is A interface, which is applied to the packets between BSC and MSC as well as to the packets going into/coming out of MS (realized through CC or MM protocol discriminator).
In compliance with Technical Specifications of ETSIGSM (08.((), A interface has the following characteristics: 
A interface complies with the requirements of 08 series of the GSM specifications.
Layer1 —— The physical and electrical parameters and channel structure, used to define the MSC-BSC physical layer structure.
It is realized by the first level of MTP (Message Transfer Part) of CCS7 (Common Channel Signaling No.7), with the 2Mbit/s PCM digital link as the transmission link. The performance meets the GB7611—87 standard.
TS16 in the 2Mbit/s link is used as the signaling channel. TS0 in the 2Mbit/sPCM link is usually used to transmit the synchronous signals between MSC and BSC. Other time slots (TS1~TS15 and TS17~TS31) are used to transmit service signals. In this interface, the service signals are transmitted at the rate of 64Kbit/s in the A law PCM coding mode.
Layer2 —— The network operation program, used to define the data link layer and network layer, namely MTP2 (Q.702 — Q.703), MTP3(Q.704 — Q.705), and SCCP(Q.711—Q.714).
MTP2 is a variant of HDLC (High level Data Link Control protocol), and the frame structure is composed of flag field, control field, information field, check field, and flag sequence. MTP3 and SCCP (Signaling Connection Control Part) serve for signaling route selection.
Layer3 —— The application layer includes BSSAP (BSS application procedure) and BSSOMAP (BSS operation maintenance application procedure). It is used for maintenance and management of the resources and connections of the base station system, and for control of service connection and removal.
2.
The interface between BSC and BTS (Abis interface).
BSC supports both 900MHZ and 1800MHZ base station SITE configurations. Abis interface complies with the requirements of 08.5X series of the GSM specifications.
Layer1 —— The physical layer usually adopts the 2Mbit/sPCM link in accordance with the CCITTG.703 and G.704 requirements.
Layer2 —— The data link layer adopts the LAPD protocol, which is a one-point-to-multi-point communication protocol and is a subset of the Q.921 specifications. LAPD is of frame structure, including flag field, control field, information field, check field, and flag sequence. The flag field contains SAPI (Service Access Point Indicator) and TEI (terminal equipment identifier), respectively indicating access to what service and what entity.
Layer3 —— The upper part transmits mainly the application part of BTS, including RLM (Radio Link Management) and OML (Operation and Maintenance Link) functions.
On the Abis interface, BSC provides signaling control information, including BTS configuration, BTS monitoring, BTS test and service control. Multiple TRXs of a base station can share one LAPD signaling link, but this link must have the traffic indication function. Its service interface is eight 16Kbps (FR) circuits. If multiplexing is used, each TRX has three 64Kbps circuits, one of which serves as the LAPD signaling link, and the other two as the eight voice or data links (4 links are multiplexed).
3.
The interface between BSC and TC (Ater interface).
Ater interface is an interface defined internally in the ZXG10-BSS system.
In the Ater interface, its transmission content is similar to that of A interface, except for the difference of transmission rate of the voice channel in the two interfaces. The voice signal in A interface is 64kbit/s A law PCM code signal, while the voice signal in the Ater interface is still 13kbit/s RPE-LTP code signal. The signaling signal transmitted in the Ater interface is CCS7, and its signaling channel occupies TS16.
4.
The interface between BTS and MS (Um).
Um interface is defined as the communication interface between MS and BTS, and also called air interface. Of all the GSM interfaces, Um is the most important one.

First, it realizes compatibility between mobile stations by various manufacturers and networks of different operators, so that the mobile stations can roam. Secondly, it solves the frequency spectrum efficiency of cellular systems through some anti-interference technologies and interference-reduction measures. Obviously, the Um interface provides a physical connection, or radio link, between MS and fixed parts of GSM. At the same time, it conveys such information as radio resource management, mobility management and connection management.
In the GSM specifications, the Um interface protocol is defined definitely. According to the OSI model, we analyze the Um interface by three layers.

Layer 1, the signal link layer 1 (physical layer), is the lowest layer of radio interface. It provides a transmission channel for the radio link, and provides the higher layers with logical channels of different functions, including traffic channels and logical channels.
Layer 2, the signal link layer 2, provides a reliable dedicated data link between MS and BTS. It is an ISDN-based D channel link access protocol (LAPD), but it additionally includes some particular GSM protocols about mobile application, called LAPDm protocol.
Layer 3, the signal link layer 3, is a protocol layer for management and control. It groups the information about subscriber and system control process according to certain protocols and allocates these groups of information onto designated logical channels. It includes three sub-layers: CM, MM and RR, respectively for call control (CC), supplementary service management (SS), and short message service management (SMS).
In the MSS, each device and the No.7 signaling network have their own stand-alone interface. The protocol stack of the No.7 signaling interface is shown in the following figure.
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In this figure:

TUP is Telephone User Part.
ISUP is ISDN Integrated Services User Part.
MAP is Mobile Application Part.
TCAP is Transaction Capability Application Part.
Coresponding protocol stacks share the same lower layers. On the No.7 signaling network, the protocol for signaling transmission is called MTP (Signaling Transmission Part). On MTP, the protocols may be different with equivalent entities involved. The call-related signaling between MSC and the completed network uses TUP and ISUP. The call-irrelated signaling exclusive to GSM corresonds to many different protocols and is combined in MAP.
The internal interfaces of MSS are shown in the figure below.
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1.
B interface: The interface between MSC and VLR. Through this interface, MSC sends to VLR the location information of roaming subscribers, and queries with VLR the data of roaming subscribers during call setup. Generally, it is co-located in MSC and VLR, and an internal interface is used in between.
2.
C interface: The interface between MSC and HLR. Through this interface, MSC queries with HLR the route information of the called mobile station, since HLR provides routes.
3.
D interface: The interface between VLR and HLR. This interface is used to convey subscriber data information (about location, route, and service) between these two registers.
4.
E interface: The interface between MSC and MSC. It is used for cross-exchange channel handover. This interface transfers the general telephone network inter-exchange signaling that controls voice channel connection between two MSCs.
5.
F interface: The interface between MSC and EIR. MSC queries with EIR the legality of a mobile station.
6.
G interface: The interface between VLRs. When a mobile station moves from a VLR to the area covered by another VLR, the two VLRs will exchange necessary information through this interface. It is applied only in the digital mobile communication system.
7.
The interface between MSC and PSTN is a general telephone network inter-exchange signaling interface, used to set up a voice channel connection between the mobile network and the public telephone network.
4 Numbering Scheme and Dialing Mode
4.1 Numbering Scheme
This section introduces the coding plans of various numbers for identifying customers of GSM.

1.
Mobile subscriber ISDN (MSISDN)
MSISDN is the number dialed by a caller to call a subscriber in the digital public land cellular mobile communication network. This number is made up of:
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China’s national code is 86.
In China, the structure of a valid ISDN number is:
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A valid ISDN number in China is a 10-digit equal length number.

1)
Mobile service access number (N1N2N3) 
It is used to identify different mobile systems. At present, the mobile service access numbers of Posts and Telecommunications are 135-139, and that of Unicom is 130.
2)
HLR identifier (H1H2H3) 
In an HLR identifier, H1H2 is allocated nation-wide in a unified way, while H3 is allocated by each province. One HLR can contain one or several H1H2H3 numbers.
3)
Mobile subscriber number (ABCD) 
ABCD is the number of a mobile subscriber in each HLR. It is allocated by each HLR.
2.
International Mobile Subscriber Identity (IMSI)
IMSI is a unique number that identifies a mobile subscriber in PLMN. It consists of 15 numerals.
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MCC = Mobile Country Code. It consits of three numerals, identifying uniquely the country of a mobile subscirber. China’s MCC is 460.
MNC = Mobile Network Code. It consists of two numerals, used to identify the mobile network to which a mobile subscriber belongs. The GSM PLMN of Posts and Telecommunications uses 00, while the GSM PLMN of China Unicom uses 01.
MSIN = Mobile Subscriber Identification Number. It is a 10-digit equal length number in the form of H1H2H39XXXXXX, in which H1H2H3 is the same as H1H2H3 in MSISDN, 9 stands for GSM900MHZ, and XXXXXX is a subscriber number.
IMSI is applied to all signaling in GSM, and is stored in HLR, VLR and SIM card.
3.
Mobile subscriber roaming number (MSRN)
MSRN is a number allocated temporarily by VLR to a mobile subscriber, whenever called, at the request of HLR to enable the network to re-select a route. This number is released to be used by other subscribers upon completion of this connection.
It takes the form of 1390M1M2M3ABC, in which M1M2M3 is the number of MSC, and M1M2 is the same as the HIH2 in MSISDN.
4.
Handover number (HON)
HON is a number allocated temporarily to a mobile subscriber by the destination MSC/VLR in order to select a route during inter-exchange handover.
This number, which is part of an MSRN, is used only when a mobile subscriber is undergoing inter-change handover, and is released to be used by other subscribers upon completion of this connection.

5.
Temporary mobile subscriber identity (TMSI)
TMSI is an identify number allocated temporarily by VLR to a visiting mobile subscriber to keep the IMSI confidential. It is a 4-byte BCD code, used locally alone, and allocated by each MSC/VLR.
6.
Location are identifier (LAI)
LAI is used to identify a location area. Its structure is:
MCC+MNC+LAC

MCC and MNC are the same as MCC and MNC in IMSI.
LAC is a location area code, which identifies uniquely each location area in the digital PLMN of China. It is a 2-byte hexadecimal BCD code, in the form of L1L2L3L4 (ranging from 0000 to FFFF, with 65536 different location areas available).
4.2 Dialing Mode
Dialing mode enables a customer to dial a decimal number to originate a local call, domestic toll and international toll. In the mobile communication network technology system adopted by Posts and Telecommunications Ministry of China, the GSM dialing mode is:

Mobile customer → Fixed customer (including analog mobile customer) 0 XYZ PQR ABCD

Fixed customer → Local mobile customer 139 H1H2H3 ABCD
Fixed customer → Non-local mobile customer 0139 H1H2H3 ABCD

Mobile customer → Mobile customer139 H1H2H3 ABCD

Mobile customer → Special service 0 XYZ 1XX  The fire reporting call is 119, police emergency call is 110, ambulance call is 120, and traffic accident call is 122.
International customer → Mobile customer  International toll prefix + 139 H1H2H3 ABCD

Mobile customer →International customer  00 + country code + domestic valid telephone number
0 = Domestic toll prefix
00 = International toll prefix
XYZ = area code, made up of three or two numerals.
PQR = Exchange number
ABCD = Customer number, consisting of four or five numerals when the area code is a 2-digit number.
1XX = Special service number

5 Radio Covered Area Structure
In GSM, on account of subscriber mobility, location information is a key parameter, which is represented in Figure 5‑1.

[image: image18.wmf] 

 

 

GSM Service Area (all country members)

 

 

 

PLMN Service Area (one or more for a country)

 

 

 

MSC Service Area (controlled by one MSC)

 

 

Cell (an area covered by a particular BTS)

 

Location Area (locating & paging)

 

 


Figure 5‑1  Relations between the cells of GSM

In GSM, the undividable smallest area is an area covered by one base station (omni antenna) or one sector antenna of a base station. It is called a cell.

Several cells form a location area, division of which is set by the network operator. One location area may be associated with one or multiple BSCs, but belongs to only one MSC. The location area information is stored in MSC/VLR of the system, which uses LAI to identify a location area.
One MSC service area is the area covered by all the cells governed by this MSC. It is made up of one or several location areas.

The PLMN service area consists of one or multiple MSC service areas. Each country has one or several PLMN service areas. In China, the digital PLMNs of each provincial Posts and Telecommunications department form the national GSM network of Posts and Telecommunications Ministry, represented by the network number “00”. The digital PLMNs of China Unicom in each province form its national GSM network, represented by the network number “01”.
The GSM service area is formed by the PLMN networks of each country throughout the world.

6 Service Flow
6.1 Mobile Subscriber Status
A mobile subscriber is usually in one of these three statuses: MS power-on (idle status), MS power-off, and MS busy, so the network must handle these three statuses respectively.
1.
MS power-on, marked with “Attach” by the network.
This is so-called IMSI attachment, which has the following three cases.
1)
If MS is powered on for the first time, the SIM card contains no LAI, and MS has to send a “Location update request” message to MSC to notify the GSM system that it is a new subscriber in this location. According to the IMSI number sent by this subscriber, MSC sends a “Location update request” to HLR. HLR records the MSC number that sends this request as well as the associated VLR number, and returns to MSC a “Location update acceptance” message. Now, Regarding MS as activated, MSC marks in VLR “Attach” on the IMSI corresponding to this subscriber, and sends to MS a “Location update acknowledgement” message.
2)
If MS is not powered on for the first time, but is switched on after power-off, and the LAI received by MS is not consistent with the LAI originally stored in the SIM card, MS will send immediately a “Location update request” to MSC. VLR must judge whether the original LAI is a location in its own service area.
(
If yes, MSC needs only to change the original LAI code stored in the subscriber’s SIM card to the new LAI code.
(
If no, MSC, according to the information in the subscriber’s IMSI number, sends a “Location update request” to HLR. HLR records in the database the MSC number that sends this request, and returns to MSC a “Location update acceptance” message. Then MSC marks “Attach” on the subscriber’s IMSI, and returns to MS a “Location update acknowledgement” message. MS changes the original LAI code stored in the SIM card to the new LAI code.
3)
When MS is powered on again, the LAI received is consistent with the LAI originally stored in the SIM card, and VLR marks “Attach” only on this subscriber.
2.
MS power-off, “Detach” from the network.
After MS is powered off, MS sends to MSC a detachment handling request. Upon receiving this request, MSC notifies VLR to “Detach” the IMSI corresponding to this MS, but HLR is not notified yet of this subscriber’s detachment from the network at that time. After this subscriber is paged, VLR notifies HLR that this subscriber has powered off when HLR asks the visitor MSC/VLR for a roaming number (MSRN).
3.
MS busy.
When MS is busy, it is allocated with a traffic channel to transfer voice or data, and this subscriber’s ISDN is marked with “Busy”.
6.2 Periodical Registration
When MS sends to the network an “IMSI detachment” message, it is possible for poor radio quality or other reasons that GSM cannot decode the message correctly and regards MS as still attached. Or MS, although powered on, moves to a place beyond the covered area, or blind area, but the GSM system knows nothing about that and regards MS as still attached. In these two cases, if this subscriber is paged, the system will send constantly paging messages, occupying radio resources for no use.
To solve this problem, GSM takes the measure of forced registration, which requires MS to register once at intervals. This is called periodical registration. If GSM fails to receive the periodical registration information of an MS, its VLR will make a record of “Implicit detachment” status on this MS, and this status will be changed to “Attach” only after correct periodical registration information is received again.
6.3 Location Update
When a mobile station changes a location area, it finds out that the LAI in its memory is different from the received LAI, so it performs registration. This process is called location update, which is originated by a mobile station initiatively. There are two cases of location update:
(
The location area of a mobile station changes, but remains within the same MSC exchange.
(
A mobile station moves from one MSC exchange to another MSC exchange.
1.
Location update within one MSC exchange.
If location update takes place within one MSC exchange, HLR does not participate in this process. Figure 6‑1 shows the location update within one exchange.
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Figure 6‑1  Location update within one MSC exchange
The process of location update within one MSC exchange is simple and includes four steps:
1)
When a mobile station roams to a new location area, it notices that the received location area number is different from that stored in the SIM card, and sends a location update request to the current base station controller (BSC).
2)
Upon receiving the location update request from the MS, BSC sends to MSC/VLR another location update request.
3)
VLR modifies this MS’s data to change its location area number to the current location area number, and sends to BSC an acknowledgement message.
4)
BSC sends to the MS an acknowledgement message, and the MS changes the location area number stored in its SIM card to the current location area number. In this way, the process of location update within one MSC exchange is completed.
2.
Cross-exchange location update.
When a mobile subscriber roams from one MSC exchange to another, cross-exchange location update is needed. HLR participates in this update process, as shown in Figure 6‑2.
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Figure 6‑2  Inter-MSC location update
The location update between different MSCs is a bit more complex than that within one MSC. To make the description clear, the MSC exchange where the subscriber is originally located is named MSC1, and the MSC exchange to which the subscriber roams is named MSC2. In the figure above, BSCs are omitted, but will be mentioned in the description, so they are named BSC1 and BSC2 as MSC. The update steps are listed below.
1)
When a mobile subscriber roams to another MSC exchange, MS finds the current location area number is different from that stored in its SIM card, and sends a location update request to BSC2. Then BSC2 sends a location update request to MSC2.
2)
Upon receiving the location update request, MSC/VLR2 finds the current MSC contains no information of this subscriber (roaming from another MSC), and sends a location update request to the HLR with which the subscriber registers.
3)
HLR sends to MSC/VLR2 a location update acknowledgement message, and transfers some data of this subscriber to MSC/VLR2.
4)
MSC/VLR2 sends a location update acknowledgement message to MS through BSC2. When MS receives this message, it changes the location area number stored in its SIM card to the current location area number.
5)
HLR sends to MSC/VLR1 a message to notify VLR1 to delete this subscriber’s data.
The location update process is described through these steps (1) to (5). It must be noted here that the subscriber must be authenticated each time before location update.
6.4 Handover
When a mobile subscriber in a call moves from one BSS to another, handover function can prevent the subscriber’s established link from breaking. Whether handover is needed is determined chiefly by BSS. When BSS detects that the current radio link communication quality is declining, it will perform different handovers according to actual situations. Also, MSS can require a handover according to traffic information.

Handover includes intra-BSS handover, inter-BSS handover, and inter-MSS handover. Both inter-BSS handover and inter-MSS handover are controlled by MSC, while the intra-BSS handover is controlled by BSC.

The MSC-controlled handover is classified into intra-MSC handover, basic handover and subsequent handover.
6.4.1 Intra-MSC Handover
The intra-MSC handover refers to the handover of a mobile subscriber wireless channel from the current BSS to another BSS under the same MSC.

The whole handover process is controlled by one MSC. First, MSC needs to send a handover request to the new BSS to make it prepare for access of MS. After the new BSS responds to the handover request, MSC notifies MS to perform handover through the original BSS. Upon successful access of MS to the new BSS, MSC serves to set up a new connection.
MSC needs to retain the original connection before the whole handover process is completed, in order that the communication can continue on the original connection if MS handover fails. Only when the handover is fulfilled, can MSC release the original connection and provide communication for MS on a new connection.

6.4.2 Basic Handover
Basic handover refers to the handover that occurs to keep the communication of a mobile subscriber who is moving from the BSS coverage of one MSC to that of another MSC.
Basic handover implementation needs cooperation between MSC-A and MSC-B/VLR. MSC-A serves as the mobile subscriber controller of the handover until the call is released.

Basic handover process:
1.
BSS-A is unsatisfied with the MS wireless channel quality, checks adjacent location information, and uses the suitable adjacent location area code as the destination information to require MSC-A to control handover through handover requirement information.
2.
MSC-A analyzes the handover requirement information and finds the destination belongs to the coverage of MSC-B, and requests BSS-B through MSC-B to prepare for access of MS, namely a handover request.
3.
MSC-B receives the handover request from MSC-A, and asks VLR for a handover number as the addressing information for setup of a circuit from MSC-A to MSC-B.
4.
BSS-B gives a handover request response. MSC-B sends to MSC-A a handover request response message containing a handover number.
5.
According to the handover number in the handover request response, MSC-A selects a TUP route between MSC-A and MSC-B, and sends initial address information to MSC-B, with the handover number as the called number.
6.
MSC-B/VLR receives the initial address information acknowledgement handover number, and returns an address complete message to MSC-A.
7.
Upon receiving the address complete message, MSC-A notifies MS through BSS-A to perform handover.
8.
MS accesses BSS-B, and BSS-B notifies MSC-AMS through MSC-B of the successful access of MS to BSS-B.
9.
A channel is established between MS and BSS-B, and MSC-B notifies MSC-A the handover is fulfilled.
10.
MSC-B completes a connection and notifies MSC-A the communication is established successfully, and the handover is successful (TUP).
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6.4.3 Subsequent Handover
Subsequent handover refers to the inter-MSC handover during the subsequent communication after the mobile subscriber’s basic handover.
1.
Subsequent handover back to the main control MSC.
2.
Subsequent handover to a third-party MSC.
6.5 Authentication Handling
In the digital mobile communication system, when a subscriber accesses the network system (by switching on, originating a call, and paging), it is necessary to check the subscriber’s legality, including the following two parts:
1.
Subscriber terminal legality:
The EIR device in the network helps check whether the terminal used by the subscriber is in the “Black list”. No illegal subscriber can access the network. This function is not provided in most current networks.

2.
Subscriber identity legality:
(
Password parameter Ki: Stored in the subscriber’s SIM card and the AUC.
(
Algorithm: Including authentication algorithm A3, and encyption algorithm A8.
(
Authentication parameter group: RAND (0--2**128-1), reply signal (residual result) SRES, and key Kc.
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6.6 Mobile Subscriber Calling Mobile Subscriber
MS1 serves in MSC1/VLR1, and MS2 serves in MSC2/VLR2. MS2 belongs to HLR/AUC.
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1.
The caller subscriber MS1 dials MS2’s telephone number, and MSC1 is notified through the base station system.
2.
MSC1 analyzes the telephone number of the called subscriber MS2 to find the HLR to which MS2 belongs, and then sends a route request to this HLR.
3.
The HLR queries the current location information of MS2, and learns MS2 serves in MSC2/VLR2, so the HLR asks MSC2/VLR2 for route information.
4.
MSC2/VLR2 allocates route information, or a roaming number MSRN, and submits MSRN to the HLR.
5.
HLR sends the MSRN to the caller MSC1.
6.
MSC1 sets up a call with MSC2 according to the MSRN.
7.
MSC2/VLR2 sends addressing information to the called subscriber MS2.
8.
MSC2/VLR2 receives the message indicating that the MS2 subscriber can access.
9.
A call is established between MSC2 and MSC1.
10.
MSC1 sends a connection success signal to the caller MS1, and MS1 can converse with MS2.
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