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Motorola Solutions Technical Notification (MTN) 

  
TITLE:  McAfee scan floods Windows security event log and SysLog server with messages, causes network congestion, and 
sluggish PC performance. 
 
TECHNOLOGY: Windows Group Policy Object (GPO) 
  
SYMPTOMS: 
McAfee scan floods Windows security event log with event IDs such as 4656, 4658, 4663, and 4674 from Source=Microsoft 
Windows security auditing, which are generated by the following McAfee processes: 
 

• C:\Program Files (x86)\McAfee\VirusScan Enterprise\x64\scan64.exe 
• C:\Program Files\Common Files\McAfee\SystemCore\mcshield.exe 

 
These messages in turn cause heavy network congestion, and the PC becomes sluggish in performance. 
  
MODELS / SYSTEM RELEASES / KITS / DATECODES AFFECTED:  
All PCs running Windows 10 operating systems / ASTRO 7.17.3 and 7.18 releases 
 
SEVERITY RECOMMENDATION: 
Medium / Operational  - Schedule to implement  
 
ROOT CAUSE / DEFINITIVE TEST: 
Randomly, McAfee scan floods security event log. This is connected to default setting for GPO’s Security Settings: “Audit: Audit 
the use of Backup and Restore privilege”. This setting has different default value depending on the Windows 10 build. 
 
WORKAROUNDS AND CORRECTIVE ACTIONS:  
Follow these steps to create and apply a custom GPO that disables the security policy, “Audit: Audit the use of Backup and 
Restore privilege”. 
 
1. Login to System Level DC (UCS-DC01) as Domain Administrator. 
2. Open Group Policy Management Console. 
3. Expand Forest and Domains tree and find Active Directory domain name (e.g. ucs.astro). 
4. Expand this domain and find Group Policy Object OU. 
5. Right-click on Group Policy Object and choose “New”. 

 

 
6. Provide the following name for new GPO: “Win10 Custom GPO”. 
7. Right-click on new GPO link and choose “Edit” to open GPO Editor. 



 

 
 
8. Navigate to Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Local Policies -> 
Security Options. 

 
 
9. Double-click “Audit: Audit the use of Backup and Restore privilege” policy. 
10. Mark “Define this policy setting” and select “Disabled”. 
 

 
 
11. Choose OK. 
12. Close Group Policy Management Editor. 
13. From the left pane, find the first OU whose name starts with “WinClient” (e.g. WinClient Authentication Client”. 
14. Right-click on them and chose “Link an Existing GPO…”. 
 

 
 
15. Find  “Win10 Custom GPO” GPO, select it and click OK. 
 

 
 



 

 
 

16. Move this new policy to the first position, you can use the double arrow on the left side.  
 

 
 

17. Repeat steps 14 to 17 for all “WinClient…” OUs. 
18. Close Group Policy Management Console.  
 

RESOLUTIONS AND REPAIR PROCEDURES:   
Follow Workaround 
 
PARTS REQUIRED (HARDWARE/SOFTWARE):  
N/A 
 
ADDITIONAL INFORMATION:    
N/A 
  
REFERENCE THE FOLLOWING DOCUMENTS/PROCESSES FOR INSTALLATION PROCEDURES:  
N/A 
 
WHEN TO APPLY RESOLUTION: 
 After reboot __ 
After (re)installation __ 
After upgrade __ 
After power cycle __ 
After database restoration __ 
After failure __ 
On FRU replacement __ 
During maintenance __ 
Immediately __ 
As instructed __ 
Information only x 
  
LABOR ALLOWANCE: 
This is an informational bulletin.  No labor warranty is implied, intended or authorized for U.S. Domestic Partners/Customers.  Other 
regions should follow their own standard procedures. 
 
For assistance with this bulletin please contact your MSI Technical support centre 
https://www.motorolasolutions.com/en_us/support.html 
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