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2 Introduction to Internet Protocol Suite 

Like humans, computers need to speak the same language to communicate 
effectively across a network. 

In communication networks, the language spoken between computers is called 
“Protocol”. 

The Internet Protocol Suite or TCP/IP suite contains the most used protocols for the 
internet or similar networks. 

This internet protocol suite contains protocols from the Application layer, the 
Transport Layer, the Internet Layer and the Link layer. 

In this course, the focus will be on the most important protocols from the Internet and 
the Link layers. 
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3 Concept of Ethernet 

Ethernet is a link layer networking technology that uses wires to connect with other 
elements in the network.  

This technology uses Carrier Sense Multiple Access with Collision Detection (CSMA-
CD). 

This means that each network element with data to transmit will first sense the carrier 
to check if it is idle or not. 

If the carrier is idle, then the data is prepared to be transmitted. 

If data has been detected on the carrier, a retransmission will occur after a short 
random duration. 

Ethernet is one of the most popular local area network (LAN) technologies because it 
is reliable, cost efficient and easy to install, scale and maintain. 

Ethernet is used widely in NSN RAS. It connects BTSs with their subsequent system 
modules and transport modules as well as making the BTSs remotely accessible 
through the OAM link. 

Use your mouse pointer to get a brief overview of each symbol. 
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4 Structure of Ethernet Frame 

We will now discuss the Ethernet frame structure.  

An Ethernet Packet starts with a preamble and start frame delimiter (SFD). This 
section is 8 bytes long. The preamble is 7 bytes and it consists of alternating 0s and 
1s. The purpose of preamble is to achieve synchronization. The remaining 1 byte is 
the SFD. SFD is used to mark the end of the preamble and the start of the Ethernet 
Frame. 

The following two sections in the Ethernet frame are the MAC destination and source 
addresses. Each Mac address is 6 bytes long.  

The fourth section is the IEEE 802.1q Virtual LAN (VLAN) tag. This tag is 4 bytes 
long and it indicates the VLAN membership. This is an important section in NSN 
Radio Access System (RAS), since the BTSs and their subsequent modules should 
be protected and secured by a VLAN. 

The VLAN tag consists of four subsections:  

Tag Protocol Identifier (TPID) is a fixed value that indicates the frame carries the 
IEEE 802.1q VLAN tag. 

The Priority subsection is a user defined VLAN Priority from 0 as the lowest priority to 
7 as the highest according to IEEE 802.1p.  

The Canonical Format Indicator (CFI) describes the MAC-Address format. For 
example, CFI=0 means that canonical format starts with least significant bit (LSB). 

VLAN ID is a VLAN identifier and it can be from 0 to 4095. 

Ethernet Type, or EtherType is the fifth section and it is used to specify the 
encapsulated protocol in the payload of an Ethernet Frame. For example, IPv4 
protocol can be indicated by 0x0800.  

The data section is the part that carries the actual payload. The length of the payload 
can be a maximum of 1500 Bytes.  

The PAD section is the seventh section and it is used to pad bytes to the Ethernet 
frame if its length is less than 64 bytes.  

The final section is the frame check sequence (FCS). FCS is a 4 byte cyclic 
redundancy check generator polynomial which allows detection of erroneous data 
within the entire frame. 
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5 Concept of Internet Protocol 

The internet protocol (IP) is a connectionless internet layer protocol.  

IP is used for routing purposes. This means that IP is responsible for addressing and 
delivering packets from the source host to the destination host.  

IP has two popular versions and they are IP version 4 (IPv4) and IP version 6 (IPv6).  

In this course, only IPv4 will be described as it is the most used version in NSN RAS. 
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6 Binary/Decimal Conversion Review 

It is beneficial to have a solid understanding of Binary to Decimal and Decimal to 
Binary conversions before discussing topics related to IP address structure and IP 
subnetting.  

Binary is the main numbering system in computers and it is base 2.  

 The decimal system is base 10.  

The binary to decimal conversion can be achieved by changing the power of 2 based 
on the number of ones. For example, if the binary value 00010011 was given, the 
equivalent decimal value will be 19.  

On the other side, the decimal to binary conversion can be achieved by dividing the 
decimal number by 2. For example, if decimal number 56 was given, the equivalent 
binary value will be 00111000. 
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7 Structure of an IPv4 address ½ 

The IPv4 address consists of 4 Bytes or octets. This means it is 32 bits long.  

Each octet has a range of 0 to 255 because it is built of 8 bits and 2^8 = 256.  

The octets are separated by a dot notation. This is called the Dot-decimal notation.  

Each IP address is separated into two parts, the network ID and the host ID.  

The length of each part depends on the class of the IP address. There are 5 classes: 
A, B, C, D and E. However, the most used classes are A, B and C. 
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8 Structure of an IPv4 address 2/2 

IPv4 offers approximately 4.3 Billion IP addresses.  

However, this huge number of addresses cannot provide an individual IP address for 
each IP device in the world.  

As a solution, the Internet Engineering Task Force (IETF) has reserved certain IP 
address ranges for multiple use in private networks. These addresses are not routed 
on the Internet. 

Private networks IPv4 addresses are divided into three classes A, B and C. 

Class A has a wide range from 10.0.0.0 to 10.255.255.255. Therefore, about 16.8 
million IP addresses are available in 1 block. 

Class B has a range from 172.16.0.0 to 172.31.255.255. Therefore, about 16.8 
million IP addresses are available in 16 blocks. 

Class C has a small range from 192.168.0.0 to 192.168.255.255. Therefore, about 
16.8 million IP addresses are available in 256 blocks. 

Moreover, each block can be further divided into smaller portions using a method 
called IP Subnetting which will be introduced later in this course.  

Finally, private networks IPv4 addresses are extensively used in NSN RAS. 
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9 IPv4 Header 

The IPv4 packet header consists of 13 fields.  

The first field indicates the version of IP used, which is in this case 4.  

The second field is the Internet Header Length (IHL). This field states the size of the 
header.  

The third field is Differentiated Services (DS). This field is 8 bits long and it is used to 
enable per-hop service differentiation based on traffic class. For example, a 
streaming service can be assigned with premium QoS, while a file transfer service 
can be assigned with best-effort QoS.  

The fourth field is the total length and its purpose is to specify the total packet length.  

The fifth field is the Identification. This field is responsible of identifying the fragments 
that belong to an IP datagram.  

The sixth field is called “Flags”. The Flags field controls the fragmentation of an IP 
datagram. 

Fragment offset is the seventh field and it is used to specify the location of a 
particular fragment relative to the beginning of the original non-fragmented IP 
datagram. 

TTL or Time To Live field is used to limit a datagram's lifetime. Therefore, continuous 
loop datagrams in the network are prevented.  

The Protocol field is used to determine whether Transmission Control Protocol (TCP) 
or User Datagram Protocol (UDP) is employed.  

Header checksum is used for error detection.  When a router receives a packet it will 
calculate the header checksum. If the resulting checksum is equal to the checksum 
field in the header, then the packet will be passed through. Otherwise, the router will 
drop this packet.  

The next fields are the source and destination addresses. The source address 
means the packet sender IP address. The destination address means the packet 
receiver IP address.  

The final field is optional and it is used to pad bits in case the packet was too short. 
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10 IP Subnetting 

IP subnetting is the process of dividing a network related to a certain IP Address 
class into two or more networks. The resultant networks are called subnets.  

Each subnet needs a different subnet ID. 

A unique subnet ID is generated by ANDing the original IP address with the subnet 
mask.  

The Subnet Mask is formed by a series of ones and is used to indicate how many 
bits from the host ID to be used for the unique subnet ID. 

The ANDing operation can be clearly seen in the example. 

The size of a subnet is specified by the subnet mask and it is always 2 to the power 
of n. In the shown example, the size of the subnet is 2 to the 4th =16 addresses.  

It is also important to remember that the first and the last IP addresses cannot be 
assigned to hosts as they are for network ID and Broadcast Address. 

The main advantage of subnetting is reducing network traffic as communication 
between IP hosts of the same subnet does not require routing. 
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11 IP Subnetting Example in NSN RAS 

Now that we have learned about the principles of subnetting, we shall now apply 
what we have learnt to an actual NSN RAS case.  

Let’s consider that a BTS subnet is specified by a private IP 10.67.123.32 and subnet 
mask 255.255.255.240 or CIDR 28 for short. 

The first step will be finding the subnet ID. To get the subnet ID, an ANDing operation 
should be performed between IP address and subnet mask.  

This will result in subnet ID 10.67.123.32 .  

Then, it can be seen that the size of the subnet 2^4 = 16 as the resultant host ID is 
only 4 bits long.  

Moreover, the number of hosts is 14, because 2 addresses are reserved for 
Broadcast address and subnet identification. 

Now , all the elements in a BTS subnet can be addressed because the subnet ID, 
broadcast address and host address range are all known. 
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12 Exercise - IP Subnetting 

You have an IP address 192.168.100.96 with subnet mask: 255.255.255.224 (CIDR 
27). Attach the correct Subnet ID, the Host address ranges and  broadcast address 
of the first subnet to the relevant category. 
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13 IP Routing Principles 1 

Routing is the process of selecting a path for the IP packet to be sent over. Routing is 
necessary to ensure an IP packet reaches its destination.  

Routing destinations can be all IP addresses (default gateway), a single IP address 
(host routing) or a subnet (subnet routing). 
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14 IP Routing Principles 2 

Default gateway routing is used when the routing destination is all IP addresses. 
Therefore, the BTS (source host) is sending data to all network elements via the 
router or default gateway. 

Host routing is used when the routing destination is a single IP address. The Source 
Host will check whether the destination host is in the same network or not. If the 
destination is local, no IP routing will be used. Thus, packets will be forwarded over 
the link layer. On the other hand, if the destination host is in the remote network, then 
an intermediate router will be needed. 

Subnet routing is used when the routing destination is a subnet address. Subnet 
routing can reduce the number of routing entries.  

The network mask defines whether the destination is a host or a subnet. 
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15 IP related Commands in Windows 

IP elements with Microsoft Windows operating system allow the users to check their 
own IP settings, trace a route to a certain IP address or just check if a certain IP 
address is reachable. In Windows command prompt, there are three useful IP 
commands: 

Ipconfig or IP configuration command checks the user’s computer IP settings. 

ping [IP Address] command checks the IP connectivity to another computer or RAN 
network element. 

tracert [IP Address] or Trace Route command checks the complete path between the 
source and destination. In NSN RAN, It is usually used to trace the path to the BTS in 
remote connections. 
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16 IP in NSN RAS 

From the previous lessons, it is obvious that IP plays a vital role in the connectivity of 
NSN Radio Access System.  

Therefore, RRH modules, RF modules, Flexi BTS system module and Flexi BTS 
control modules can be accessed and controlled remotely. 

Use your mouse pointer to see the relevant local IP addresses. 
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17 Exercise - Windows Networking Commands 

Here is a small exercise. Attach the properties on the left to the correct category. 
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18 Complete the Course 

And now you have reached the end of the course. 
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