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Administration

Overview

Radware DefensePro labs are maintained and kept up to date by Radware lab managers. This lab introduces
DefensePro device administration for information only.

Exercises in this lab are viewed from the MONITORING and CONFIGURATION perspectives.

After reviewing these lab exercises, retain the information for future use.

Updating DefensePro Software Version

Since the device is already upgraded to the version of the lab manual, you should not upgrade it and just review the
options. If you update the device, the screens can be different than in the lab manual.

1. In APSolute Vision, select DefensePro Configuration perspective. Select Setup > Software Version
Management on the navigation tree. Here you can see the software versions which are on the device. Only one
version can be active (see status column). In this table you can also select a different version to be activce, if you
do so the DefensePro will reboot using the selected version with the configuration file, which was active at this
version. There will be a popup window to validate that you want to select this version and reboot.

2. To update the software select Upload Software Version below the Software Version Management

3. Inthe dialog you have the option to upload the software version and activate it imediately or just upload without
activation.

4. Each software version needs a password, which can be generated automatically, if Vision has access to the
internet to validate the support contract of the device, or can be generated on the Radware portal.

View License Informaton

1. In APSolute Vision, select DefensePro Configuration perspective and select Setup 2 Global Parameters 2>
License Upgrade

2. Inthe License Upgrade window, you can review the current licenses and update them in case it's needed.

3. NOTE: In our lab we use a virtual DefensePro, this platform has an additional license called vCPU license
In regular hardware platforms you will only have the Throughput License.

Export Configuration Files

1. In APSolute Vision, select DefensePro Operations 2 Export Configuration File to export a configuration file
saved on the local client or on the Vision server.

2. Select Client and check Include Private Keys to make sure all keys and certificates (WebUI, SSL inspection) will be
saved as well. Type radware as passphrase and click OK

3. Save the file at a location you remember.
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Import Configuration Files

1. NOTE: If you import a configuration file, the DefensePro will reboot

2. To be able to monitor the reboot process, open the DP-Console in MobaXterm

3. In APSolute Vision, select DefensePro Operations = Import Configuration File to import a configuration file
saved on the local client or on the Vision server.

4. Select the configuration you saved and don’t forget to add the passphrase (radware) and click on Import

5. On the DP-Console you can now review the boot process. After the proccess is finished the device will be available
again in APSolute Vision

6. You should see a “Upload File succeed” yellow message.

x Policy database updated successfully
x ‘Update Folicies® sucoeeded

x Update policies is in progress

7. Click Close to close the Import Configuration File window.

Updating The Signature Database

1. Before we do the update, check first which version is currently on the device

2. In APSolute Vision select DefensePro Monitoring perspective. Select Operational Status = Overview in the
navigation tree and in the Overview window see the Signature File Update - Radware Signature File Version

3. In APSolute Vision select DefensePro Operations = Update Security Signatures

Signatures can be updated direclty from Radware.com web site, or from a local client. In case Vision has no

access to the internet, the update file can be downloaded from Radware Portal.

Keep the defaults and click on Update to start the proccess from Radware.com

You should get a succeed message after the update is finished.

Click on Close to close the Update Security Signatures window.

Repeat step 2 to see the current version.

e

© N o v

Using the Scheduler

1. APSolute Vision has the Scheduler to automate some recuring tasks.
2. The first task we add, is to daily update the attack description file for the Signature protection to make sure each
time a new attack is added in the attack details window we can see the details.

3. Inthe left menu select the Scheduler icon .
4. Click + to add a new Task and use the information as follows:

Parameters

Task Type Update Attack Description File
Name SUS Description File Update
Schedule Daily

Time 08:00:00

5. Click Submit to add the new task

DefensePro Level 1 Hands-On




ococee

-2 radware

6. The second task we add is to daily update the security signature file
7. Click + to add a new Task and use the information as follows:

Task Type Update Security Signatures Files

Name SUS File Update

Schedule Daily

Time 08:01:00

Target Device List Highlight your device name and use the > button to add it to the

Parameters

Selected Device list

8. Click Submit to add the new task
9. The third task we add is a weekly backup of the configuration file

10. Click + to add a new Task and use the information as follows:

Parameters

Task Type Device Configuration Backup
Name Configuration Backup
Schedule Weekly
Time 09:00:00
Day Select Sunday
Parameters Select Include Private Keys
Pasphrase: radware
Destination APSolute Vision Server
Target Device List Highlight your device name and use the > button to add it to the

Selected Device list

11. Click Submit to add the new task
12. You can start an task at every time by highlighting the Task and use the Run Now * button
13. For each task you can see the last execution date and status

Exporting A TechSupport File

1. In APSolute Vision, select DefensePro Configurartion perspective and select Operations = Export Technical
Support File to create and export a technical support file, which is often need to open a support case.
2. Save the file at a location you remember or open it direclty to review it's content.
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Interface Walkthrough

We will import a basic policy to demonstrate the APSolute Vision Interface.

Import a base policy

To import a base template policy, go to Automation - Advanced - DefensePro Configuration Templates >
Network Protection and select vDP-MaintenancelLab template.

APSolute Vision 17:52:21 radware v
« [Advanced
D~
DefensePro Configuration Templates

© DefensePro Configuration Templates

Network Protection 4+ § | @ SeodwoDevices Delete from Devics Q
Server Protection
Source Device Name File Name File Type Export Date
2 AppShapes v Se e ¥

Common Web Application
Citrix XenDesktop System v6.12-Sample-Template_DataCenter_Web_Network txt Network Protection 17.05.2022 17:59:06
Unified PO configuration in Defense System v6.12-Sample-Template_Ecomm_Web_Network.txt Network Protection 17.05.2022 17:59:06
Defense SSL

System v6.12-Sample-Template_DataCenter_Network txt Network Protection 17.05.2022 17:59:06
Inbound SSL Inspection provides vi
Microsoft Exchange 2010 Local vDP-MaintenanceLab.txt Network Protection 17.05.2022 19:34:02
Microsoft Exchange 2013 Local vDP-Baseline1Lab.xt Network Protection 17.05.2022 19:34:12

Microsoft Lync External

Local vDP-Baseline2Lab.txt Network Protection 17
Microsoft Lync Internal
Oracle E Business Local VDP-Troubleshooting1Lab.txt Network Protection 17.05.2022 19:34:27
Qemole SOA Sulte/}1g Local VDP-Troubleshooting2Lab. txt Network Protection 17.05202219:34:34 5
Oracle WebLogic 12¢ »
2 Rows: 1

Outbound SSL Inspection provides

Click on Send to Devices and select vDefensePro from the list of Available devices and press the > button to move it
to Selected section. Click Submit.

Go to Configuration, select vDefensePro, go to Configuration = Protections = Protection Policies and comfirm
that Policy TeamLab is configured. Click on the Update Policies Required icon.
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Run the baseline traffic

If you you haven’t done it already, open the MobaXterm Legitimate Client by clicking on the shortcut on the desktop or
run it from the Sessions part of already running MobaXterm. In the JMeter window click on the green play button to

start running a legitimate traffic load.

pps % TX bps ops

23 13.17kb %o
HTTP_HTTPS DNS_Legitimate. trafficmx (opt/radware Meter (5.0 1840935)
# (] Eile Edit Search Run Options Help

VMg A P PN e e | Wl B > B B & 202456 A

HTTPS_DNS_Legitimate.

Test Plan
Name: Test Plan
Comments:

User Defined Variables

Detall  Add  Add from Clipboard

Run Thread Groups consecutively (i.e. one at a time)
Run tearDown Thread Groups after shutdown of main threads

Run an attack

120200 @

If you you haven’t done it already, open the MobaXterm Attacker by clicking on the shortcut on the desktop or run it

from the Sessions part of already running MobaXterm.

In Raptor (blue window) launch an attack Network Attacks = Floods 2 Multiple Sources - TCP 2 RST Attack.

Enter 27.1.31.100 as an attack destination.

ores detected

Welcome to Radware Raptor
Please select a task:

ntrus)on Attacks
Network Attacks ncl twork attacl
Services Attacks  Launch Services attacks
Info Shows Source/Target IP
Exit Exit from Raptor

About About this application
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Go to APSolute Vision Analytics AMS and select DefensePro Monitoring. Explore the GUI.

APSolute Vision

DefensePro Monitoring Devices

Errors

D Max ;1; 68 Min 4.8 D

APSolute Vision

Max 37.68 Min 5.33
(m] = el 1

Bits/Sex

Protection Policies

Palicy Status site
I o Training Lab
I (] Training Lab
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DefensePro Monitoring Devices
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Current Status Total Inbound Traffic (bps)

A Under Attack —

Dropped
e
Throughput License
Utilization
Traffic Bandwidth bps pps Inbound Outbound

Davice

vDefensePro

vDefensePro

Devices Q e
Inbound Statistics Inbound Bandwidth per Policy
2348 M "
Bits per Sec 23.48 B Tt \
0 Teamia
Packets per Sec » K
201 M
Connections per Sec 9
Connections Rate Concurrent Connections
O Max 12K Min 0 O
3
Devices @ 1 [=]
0 Max 12K Min 0 m|
K f -
5
g |
| 5
5]
5
4]
Policy Name Total Inbound Traffic Attack Rate Drop Rate
TeamLab 62.73 Mbps 28.89 Mbps 28.89 Mbps

TeamiU Obps 0

08:08:13 radware v

15m

Inbound Traffic Composition

=] vop
[8] Tce

ICMP
o 9
Max 12K Min 258

08:11:58 radwara v
15m Q@ @

Max 12K Min 258

Attack Category

Behavioral DoS

None
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APSolute Vision 08:13:33 radware v
<< GO BACK DefensePro Dashboard cation Map Device: vDefensePro Policy Name: TeamlLab
Inbound Traffic Top Attack Sources Top Attack Destinations
Received e 148.160.100.171 wt 27.1.31.100
o —— = ==
150.215.241.40
EE s
Dropped 2529 M
153.141.109.130

192.41.239.153

L_ =3
Last-Period Attacks Rate 197.192.1.213
- e
Bits per Sec 207.12.135.87
o
Packets per Sec € K —_ 207.130.239.209
Policy Traffic Bandwidth bps pps Inbound Outbound  Attack Traffic and Active Protections Policy CPU Utilization
O Max73.7 M Min33.5 M
O

TCP 25 Behavioral DoS

Save the configuration file as dp8-Maintenance-config.txt
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For questions, contact

019 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document
are protected by trademarks, patents and pending patent applications of Radware in the U.S. and other
countries. For more details, please see: https://www.radware.com/LegalNotice/. All other trademarks and
names are property of their respective owners.
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