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Administration

Overview

Radware DefensePro X labs are maintained and kept up to date by Radware lab managers. This lab introduces
DefensePro device administration for information only.

Exercises in this lab are viewed from the MONITORING and CONFIGURATION perspectives.

After reviewing these lab exercises, retain the information for future use.

Updating DefensePro X Software Version

Since the device is already upgraded to the version of the lab manual, you should not upgrade it and just review the
options. If you update the device, the screens can be different than in the lab manual.

1. In Cyber Controller, select DefensePro X Configuration perspective. Select Setup > Software Version
Management on the navigation tree. Here you can see the software versions which are on the device. Only one
version can be active (see status column). In this table you can also select a different version to be activce, if you
do so the DefensePro X will reboot using the selected version with the configuration file, which was active at this
version. There will be a popup window to validate that you want to select this version and reboot.

2. To update the software select Upload Software Version below the Software Version Management

3. Inthe dialog you have the option to upload the software version and activate it imediately or just upload without
activation.

4. Each software version needs a password, which can be generated automatically, if Cyber Controller has access to
the internet to validate the support contract of the device, or can be generated on the Radware portal.

View License Informaton

1. In Cyber Controller, select DefensePro Configuration perspective and select Setup > Global Parameters 2>
License Upgrade

2. In the License Upgrade window, you can review the current licenses and update them in case it's needed.

3. NOTE: In our lab we use a virtual DefensePro X, this platform has an additional license called vCPU license
In regular hardware platforms you will only have the Throughput License.

Export Configuration Files

1. In Cyber Controller, select DefensePro X Operations > Export Configuration File to export a configuration file
saved on the local client or on the cyber controller server.

2. Select Client and check Include Private Keys to make sure all keys and certificates (WebUI, SSL inspection) will be
saved as well. Type radware as passphrase and click OK

3. Save the file at a location you remember.
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Import Configuration Files

1. NOTE (optional step): If you import a configuration file, the DefensePro X will reboot. It's not necessary to import
configuration at this step. This is for your reference only.

2. To be able to monitor the reboot process, open the vDP Console in mRemoteNG

3. In Cyber Controller, select DefensePro X Operations - Import Configuration File to import a configuration file
saved on the local client or on the Cyber Controller server.

4. Select the configuration you saved and don’t forget to add the passphrase (radware) and click on Import

5. On the vDP Console you can now review the boot process. After the proccess is finished the device will be
available again in Cyber Controller.

6. You should see a “Upload File succeed” yellow message.

7. Click Close to close the Import Configuration File window.

Updating The Signature Database

1. Before we do the update, check first which version is currently on the device

2. In Cyber Controller select DefensePro X Monitoring perspective. Select Operational Status > Overview in the
navigation tree and in the Overview window see the Signature File Update > Radware Signature File Version

3. In Cyber Controller select DefensePro X Operations - Update Security Signatures

4. Signatures can be updated direclty from Radware.com web site, or from a local client. In case Cyber Controller has
no access to the internet, the update file can be downloaded from Radware Portal.

5. Keep the defaults and click on Update to start the proccess from Radware.com

6. You should get a succeed message after the update is finished.

7. Click on Close to close the Update Security Signatures window.

8. Repeat step 2 to see the current version.

Using the Scheduler

1. Cyber Controller has the Scheduler to automate some recuring tasks.
2. The first task we add, is to daily update the attack description file for the Signature protection to make sure each
time a new attack is added in the attack details window we can see the details.

3. In the left menu select the Scheduler icon .
4. Click *+ to add a new Task and use the information as follows:

Task Type Update Attack Description File
Name SUS Description File Update
Description Update Signature Description File
Schedule Daily

Time 08:00:00

5. Click Submit to add the new task
6. The second task we add is to daily update the security signature file
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7. Click * to add a new Task and use the information as follows:

Parameters

Task Type Update Security Signatures Files

Name SUS File Update

Description Update Security Signatures

Schedule Daily

Time 08:05:00

Target Device List Highlight your device name and use the > button to add it to the

Selected Device list
8. Click Submit to add the new task

9. The third task we add is a weekly backup of the configuration file
10. Click * to add a new Task and use the information as follows:

Parameters

Task Type Device Configuration Backup
Name Configuration Backup
Description Backup DefensePro X
Schedule Weekly
Time 09:00:00
Day Select Sunday
Parameters Select Include Private Keys
Pasphrase: radware
Destination Cyber Controller Server
Target Device List Highlight your device name and use the > button to add it to the

Selected Device list

11. Click Submit to add the new task

12. You can start an task at every time by highlighting the Task and use the Run Now * button
13. For each task you can see the last execution date and status

14. Run each task and check that all tasks finished successfully.

Exporting A TechSupport File
1. In Cyber Controller, select DefensePro X Configurartion perspective and select Operations - Export

Technical Support File to create and export a technical support file, which is often need to open a support case.
2. Save the file at a location you remember or open it direclty to review it's content.
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Interface Walkthrough

We will modify a basic policy to demonstrate the Cyber Controller Interface.

Modify a base policy

To modify a base policy we created in a previous lab, go to Security Operations - Security Settings 2> select
TeamXX policy you created and click on edit (pencil) icon.

Cyber Controller 13:13.04 radware ~

« Back to Security Operations

Security Settings

Policies  Security Templates &, importConfiguration. & Export Configuration (2)
Palicies 1 ©@ 0O g Q =
[ ] Status Name Description Device Template Origin Update Time
enabled TeamXX DefenseProX Level 1 Class vDefenseProX Basic-Global 10/16/2023 09:10 f_[

Or use the Security Operations > Real-Time Monitoring select TeamXX policy you created and click on edit (pencil)
icon.

Cyber Controller 131133 —

m e .
Security Operations

Traffic Bandwidth v v v | Deu Policies (1 Devices (1

8 e a B e - Status Palicy Name Device Name

Action Status Category Event Name Event Destination Updated Time Dution  Palicy Name 0P Hame info
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Click to enable BDoS Protection and keep default settings.

Edit Policy

X
Protection Sections Expand All 3 Collapse All 3%
General Parameters v
Anti-Scan v
@D BDoS Protection A
Action Footprint Strictness
Block and Report Medium ~
Bandwidth Settings
Inbound Traffic (Kbps) * Outbound Traffic (Kbps) *
50000 50000
== Advanced Settings
Connection Limit v
Connection PPS v
Cancel
Click Submit.

Run the baseline traffic

If you haven’t done it already, open the mRemoteNG Legit Client from the Connections part of already running
mRemoteNG. In the JMeter window click on the green play button to start running a legitimate traffic load. Wait a few
minutes to see the traffic in the Real-Time Monitoring.

I Legit Client | 4b %

% TX bps

HTTPS DNS_Legitimate_trafficjmx 0k 1 fic.jma) - 5.0 1184083%)

& 752343 & 120120 B

Thread Group
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Run an attack

If you you haven't done it already, open the mRemoteNG Attacker from the Connections part of already running
mRemoteNG. In Raptor (blue window) launch an attack Network Attacks - Floods = Multiple Sources > TCP >
RST Attack. Enter 27.1.31.100 as an attack destination.

Go to Cyber Controller Security Operations - Real-Time Monitoring. Explore the GUI.

Cyber Controller

@ Under Attack 26

Security Operations

Traffic Bandwidth

Devices Policies (1 Devices (1

Status Policy Name

#ation Status Category Event Name Event Destination

= Orop Ingoing Behaver retwcrk facd 1 1011672

If the attack is detected use the magnifying glass icon to see the details.

Updated Time

Duration  Palicy Name 0P Name. nfo
amicx foraserok Q)

around two minutes after the attack was detected.

Detection Events 1

inbound  Oropped  Challenged

Attack Analytics information will be available

= @

Artion Status Category Event Name Event Destination Updated Time Duration Poliny Name Attack Irformation
e Drop Ongoing Behavioral-D0S network flood [Pué...  27.1.31.100 0122024 16 00:07:31 TeamLC @
Behavioral-DOS, network flood IPvs TCP-RST X Behavioral-DOS, network flood IPv4 TCP-RST
Pretected Obiect/Poley Destinaton Aderess Stat Time Duaten  Ama N Protected Oect/Poliy Destination Adaress SartTime Ouration Attack Name
. pre— i i L,
Attack Details  Attack Analytics & [ sampiedata | Attack Details ~ Attack Analytics i
= o) s
BDoS-TCP RST PVl v bps v Inbound v BDoS Attack Life Cycle bps w
M C1Y Traffic Alert
2om
oM an - — T
2om ‘ .
an )
am — yd
k2 ~ /
= | -
B ol Taffc B ook Diwrted (@ 101225230240 103966327 (@ 10eri08a2 () 1046115658
Additional Attack Attributes. ‘ Source IP Addresses Destination IP Addresses ¥ Fiter Graph
Risk Radware 1D Direction (In/0ut) Action Type Attack 1D Physical Port Total Packet Count ot 1653 27131100 1659 M
High 4 " Drop 37-1697192853 9303833 faiin - e—— 10000%
wa wes — Pucet e ‘ oo
wa A 31397 Regula
103964327 221 o
Characteristics Real-Time Signature 1041106827 221135 0008
State Flow Label TCP Sequence Number Operatar Bammata yake 046115658 s 0.00%
Blacking
. t
ToS Lus -
- . OR ‘source-port 31337
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Starting Cyber Controller version 10.7 you can also use a dark mode for the user interface.
Click the Accessibility ® icon next to the bell symbol and click on Invert Colors.

The Ul will be in dark mode:

© Under Attack i

Security Operations

In addition you can use patterns instead of color, in case you have problems seeing colors:

Cyber Controller © o (@) ; [
5 Currsn nboued T Accessibilty
@ Under Attack i &y _ .
B
]
Security Operations g
DefensePro Traffic Dex Policies
a8 .} N Status Policy Name Device Name Int—
L 7 v

Action Policy Name Status Categary Event Name Event Destination Updated Time

Stop the attack and wait until you see Peacetime on the Security Operations dashboard.

Save the configuration file as dpX-Maintenance-config.txt in DefensePro X Operations and dpX-Maintenance-
config.zip (in Cyber Controller Security Settings).
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For questions, contact

© 2019 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document
are protected by trademarks, patents and pending patent applications of Radware in the U.S. and other
countries. For more details, please see: https://www.radware.com/LegalNotice/. All other trademarks and
names are property of their respective owners.
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