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Overview

The APSolute Vision Analytics AMS dashboards display monitoring and reporting metrics. These
metrics enable you to view and track real-time and historical information on selected AMS devices as
well as security information on the traffic that the devices protect.

Exercises in this lab are viewed from the AMS Analytics perspectives.

Before you start make sure you have done the other labs generating attacks, so the database of the Analytics is filled
with data to show.

The screenshots are based on APSolute Vision version 5.3.0. For more details read the AVA User guide for the version
you are using, available from the Radware customer portal.

DefensePro Monitoring Dashboard

1. In APSolute Vision, select Analytics AMS - DefensePro Monitoring

DefensePro Monitoring

DefensePro Attacks

DefensePro Analytics

DefensePro Behavioral Protections )

EAAF for DefensePro

Reports

Forensics

Alerts

2. By default you will see monitoring information from all DefensePro v8 devices. Clicking on Devices, you can select
a specific device and protection policy, in case you want to see only specific data. In our lab, we only have one
device, so no need to do any specific selection

3. Inthe Dashboard Toolbar you can select the device/policy, see information about problematic devices (high cpu,
license issues, down...) and select the time frame you want to see the information. There are preconfigured quick
ranges (15-30Minutes/1-3-6-12-24Hours) or you can select a specific time range you are interested. For this
exercise make sure you select a time frame, you have generated attacks, for example starting from you lab start
day until now.The selected time will not affect the Real-Time Monitoring area, which is always showing the last 90s

Devices 11 Devices o 1 (=] 15m (9 '-/.1
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4. In the Traffic Bandwidth graph you can select between bps/pps and inbound/outbound traffic information.
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5. If you click on the gear icon, you can select in the device/policy for which you want to see the information.
6. If you click on the protection policy you can see the DefensePro Dashboard, which gives you information on the
current status of the policy.

<< GO BACK DefensePro Dashboard Geolocation Map Device: vDefensePro Policy Name: TeamLab @
Inbound Traffic Top Attack Sources Top Attack Destinations
Received 65 1.75.26.139 27.1.31.100
—— & o 0.00! +a*
o 101.148.85.175
-_——
Dropped 30.88 M 103.232.118.245
104.26.101.229
| S
Last-Period Attacks Rate 109.229.153.135
- e
i 65.75M 132.93.190.239
Bits per Sec =
Packets per Sec 7777 K — 14245879
Policy Traffic Bandwidth bps pps Inbound Outhound  Attack Traffic and Active Protections Policy CPU Utilization
0 ke Max76.6 M Mind8.9 M
202 20320 .
[ bropped ler
5 w0
TCP 25 Behavioral DoS

Bits/Sec
)

7. In Protections view you can toggle between Show Events by Category or Show Events Table view, depending on
your preferences and requirements.

8. If you click on the Category, it will show the attack events.

9. If you click on any event you will see it's details.
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10. If event is protected by Behavioral DoS you will see BDoS Attack Life Cycle graph.

BDoS Attack Life Cycle bps pps
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11. If you click on red dot you can see Real-Time Signature.

Real-Time Signature X
Operator Parameter Value/s
[
OR source-port 31337
1
AND
[
AND packet-size 54
Click for details
AND destinz 25
AND destination-ip 27.1.31.100
AND ttl 42

1

12. If you click on Geolocation Map, you can see there the attacks are coming from and see if any country is blocked
or block a country for a given time

DefensePro Dashboard Geolocation Map
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13. In the attack view you can use the +Black/White List button to quickly block or allow certain traffic, based on the
information you see in the table.

Protections Show Events by Category @) Show Events Table d IP Address to Blockli
Attack ID Start Time Attack Name
41-1657013921 + Blocklist / Allowlist 06.07.2022, 08:02:29 netwark flood IPvd TCP-RST Target Devices: * VDefensePra
Rule Type: * Blacklist Rule
Allow Updates During Attacks: *

Name Prefix: *

Source IP Address: *

Source Port: 31337
Destination IP Address: 27.1.31.100
Destination Part. 25
Cancel
14. If you click on a BDoS event, you see the attack details.

Info
Protocol: Total Packets: Volume: 8 Physical Port: Device IP Address: Max bps: Max pps: Description Direction:
TCP 144,612,432 GB 1 10.10.244.31 64,297,984 145,350 In
Characteristics

Attack Identification Statistics BDoS Attack Life Cycle bps  pps BDoS-TCP RST IPv4 IPv6 bps pps  Inbound Outbound

Type SYN In SYNOut RSTIn RSTOut |

3 Total .. [W] Norma ®] Attac

[ Real-Time Signature (RTS) Legitimate otal

Normal (Kbps) 245 245 491 49 2
50M
Anomaly (Kbps) 295 0 7367 [ 4
Normal (Packets/Sec) 480 480 1024 1024 5
Anomaly (Packets/Sec) 616 0 23023 0 1 M

Bits/Sec

07:5508:0008:0508:1008:1508:2008:2508:3008:3508:4008:4508:50

State: Real-Time Sianature Blockina
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15. From here you can use the Edit Threshold button to change the bandwidth settings of the relevant BDoS

Profile, in case tuning is needed.

Edit Profile Threshold - run X

Target Device: *

Profile Type:

Profile Name:

Inbound Traffic (Khit/s):

Outhound Traffie (Khitssil:

vDefensePro -
BDos X~
TeamLab
5000
5000

Cancel

Run

DefensePro Attacks Dashboard
Starting APSolute Vision version 4.60 the DefensePro Attacks dashboard can be used to see the current attacks or
attacks for a specific time frame with it's details.

1. In APSolute Vision, select AMS Analytics - DefensePro Attacks
2. Select the relevant time frame, to make sure you see events.

Defensepro Attacks  owces QD " © @
Traffic Bandwidth bps pps Inbound Outbound
D Max 40.71 M Min 16.81 M D o
— _ = # = A\
i N\ - \ — S A
i s :
Attacks a Q Exclude Malicious IP Addresses Auto Refresh: on (D) @
Last Update . Policy Packet Device IP Saurce IP Destination P Destination
Start Time et Attasck Category |+ Attack Name Foliey pack Status protacol 1 Soce ¥ Volume Source ! Destinat pest

3. Ifyou see a peak of attacks, you can mark the relevant time range in the Traffic Bandwidth graph to see the
attacks from that specific range, or use the Search option to search for a specific attack.

4. The Auto Refresh can be disabled if needed.

5. You can sort on any row like Volume

Attacks : Q Exclude Malicious IP Addresses Auto Refresh: on (D) @
Last Update Policy Packet Device 1P Source IP Destination 1P Destination
Stant Time . Attack Categary Attack Name oy o Staws Proweol o Volume 4 ouree ! e ot
> 06,2022 0802,  Jul 06,2022 0922 Toamlab 53860 Ongoing  TCP 01024431 S2AIGHL  Multiph 27131100

6. Depending on the type of attack you will see differnet information and you will see if a pcap or/and sampled data is
availble for the attack.
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7. BDoS Example

Attacks

Last Update

Start Time
Time

Attack Category

v Jul06,202208:02..  Jul 06,2022 09:27..  Behavioral DoS

Additional Attack Attributes

Attack Name

network flood 1Py,

Risk Radware ID Direction (In/Out) Action Type
High 4 n

Attack ID Physical Port Total Packet Count VLAN
41165701 1 8 N/A

MPLS RD

Sour
N/A 3

Sampled Data

Time

06.07.2022 08:02:40
06.07.2022 08:02:41
06.07.2022 08:02:41
06.07.2022 08:02:41
06.07.2022 08:02:41
06.07.2022 08:02:41
06.07.2022 08:02:58
06.07.2022 08:02:58
06.07.2022 08:02:58
06.07.2022 08:02:58
06.07.2022 08:12:54
06.07.2022 08:12:54
06.07.2022 08:12:54

06.07.2022 08:12:54

ce Port Packet Type

ar

Source IP Address

153.141.109.130
192.41.239.153
150.215.241.40
197.192.1.213
41.246.221.98
207.12.135.87
148.160.100.171
66.197.83.67
66.249.65.176
207.130.239.209
97.197.111.87
243.144.222.9
14.2458.191

447523

8. Syn Flood example

Source Port

31337

31337

31337

31337

31337

31337

31337

31337

31337

31337

31337

31337

31337

31337

Attacks |

aQ

Start Time

v Jun 19, 2020 01:48:20

End Time

Jun 18, 2020 01:48:41 SN Flood

Additional Attack Attributes

Risk Radware ID
Medium 200000
Attack ID Physical Port
66-1591288343 Multiple

MPLS RD Source Port
Mg Multiple

DefensePro Level 1 Hands-On

Aftack Category

Aftack Name

SYN Flood HTTP

Direction (In/out)
Unknown

Total Packet Count
1,411,913

Q Exclude Malicious IP Addresses Auto Refresh: on (@D m w ®
R ur P ur s un o vr SHRP uo vomeve SP yq S ., Detoein
TeamLab 36674 Ongoing TCP 10.10.244.31 96.74Gbit  Multiple 27.1.31.100 25

Characteristics Real-Time Signature
State Flow Label Operator Parameter Value
Blocking
TCP Sequence Number Tos :
R E— 13

T ]
42

AND

[

X

Destination IP Address Destination Port VLAN Tag Protocol

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP

27.1.31.100 25 N/A TCP -

Auto Refresh: Off
Folicy Name Packet Rate Status Protocal E;;:ELP Volume & Saurce P Address Destination IP Address Destination Ports
MitiRule_Tea. o Terminated TCcP 10.10.244 31 B6.71 MB Multiple 274.31.100 80

Characteristics

Action Type Average Attack Rate (pps)
Challenge 5155

VLAN Attack Duration [Hour:Min:Sec]
MNiA 00:00:21

Activation Threshold
2500

TCP Challenge
Tep Reset

TCP Auth. List (%)
o

HTTP Challenge
Redirect 302
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9. Anti-Scanning example

Device IP

Start Time EndTime Altack Categary Aftack Name PolicyName |+ Parket Rate Status Protosal P Volume & Source IP Address Destination IP Address  + Destination Pars
v Jun19,2020015116  Jun19,2020015238  Ant-Scanning TCP IP Sean NARule_Tea... 0 Terminated TCP 10.10.244.31 5.85 1B 2743140 Muliple a0
Additional Attack Attributes B Characteristics Scan Details Il
Risk Radware D Direction (In‘Outy Action Type Avg. Time Between Probes [sec] 1P Addr... i L4 Port TCP Flag/Protocol
Medium 350 In Drop ol <oms
27431100 443 svn
Attack ID Physical Port Total Packet Count VLAN Number of Probes 27431100 80 s
72582288343 1 108262 NiA Ll 0
= 7132177 80 s
Real-Time Signature Action Reason 2713269 80 s
Operator Parameter value e — W -
[ Blocking Duration [Sec] JEp— W -
Al 40
or Destination Port 80 TAER @ —
1 Estimated Release Time P @ -
Jun 18,2020 01:51:15
AL B 27.1.3249 a0 SN
27432185 80 s
StatTime End Time Attack Category Attack Name Polisy Name Pasket Rate Status Protocol E;;":‘: Volume 4 Source IP Address Destination IP Address « + Destination Ports
¥ un18,202001556:26  Jun18,2020 01:56:41 Intrusions DOS-TookGwitehbladG  MWRule_Tea.. 2 Oceurted TCP 101024431 40038 KB 2743110 27131100 80
Additional Attack Attributes
Risk Radware ID Diraction (In/Out) Action Type
Medium 16676 In DestReset
Attack ID Physical Port Total Packet Count VLAN
921522288343 1 1,501 A
MPLS RD source Port
A Mutiple
1. In APSolute Vision, select AMS Analytics & DefensePro Analytics
2. Select the relevant time frame, to make sure you see events.
DefenseProAnahytics | DEVICES (i bz @ e a4 @ W ?
Top Attacks © X TopAttacks by Bandwidth o x
= sonst ®
-
- I
n 1
n
1
1 L
1
1
Attacks by Threat Category G X Top Attack Destination @ X TopAttack Sources & x
@ reusons ™, B 2raste00 o, & 210 o,
PRamm—— aoos anao
Trancriners P390 7a3am
ons Mutio wultgia
) Y Yars
Top Attacks by Protocol 8 X Critical Attacks by Mitigation Action 8 x
=] : : 05-ar bitoFan 0
n

3. This dashboard can be customized, by using the widgets icon III
4. Each widget can be changed to show only data from a specific device or/and policy using the gear symbol. So you
can add the same widget twice and show content from different devices/policies.

DefensePro Level 1 Hands-On
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DefensePro Behavioral Protections Dashboard

This dashboard is used to see the BDoS and DNS protection learning information for a specific policy on a specific
device.

1. In APSolute Vision, select AMS Analytics = DefensePro Behavioral Protections

2. Click on Policies to select a specific protection policy on a device to see it’s details. Make sure you have a BD0oS
or/and a DNS protection profile in the selected policy.

3. Select the relevant time frame, to make sure you see events Dashboard

DefensePro Behavioral Protections Policies 1/2 Devices @ e Show Max/Min Analysis  15m (%) [ji] (@)
DNS Flood Quantile DoS HTTPS Flood
BDoS-UDP IPvd IPv6 bps pps Inbound Outbound %t X BDoS-Advanced-UDPRate  \n 0 o6 jibound Outbound XX X BDoS-TCP IPvd IPv6 bps pps Inbound Outbound XX X
Invariant SYN
Legitimate Traffic Total Traffic  [M] Normal Edge  More RealTimeRatio  [M] CPS-Flood Edge Legitimate Traffic Total Traff [®] normai Edge
M =eeecassaccccsssansccsasannnnaaannns
16M .
1aM t
1 L w K
Z M :%l k4 0 K
g MWK g ]
2 g0k & 2 wox .. ADE.llA. . .- Al
1L « 2 . T E i s e
0K
4 094
BDoS-TCP BDoS-TCP BDoS-TCP FIN .
SYM ACK IPvd IPv6 bps pps Inbound Outbound X& X RET Pvd IPv6 bps pps Inbound Outbound X& X ALK IPvd IPv6 bps pps Inbound Outbound ¥¥ X
Legitimate Traffic Total Traffic  [M] Normal Edge  More egitimate Traffic Total Traffic  [M] Normal Edge  More Legitimate Traffic Total Traffic  [M] Normal Edge
12M
M
. a s
2 ook 8 A A - .- A8 @ =
77777777777777777777777777777777777 0K

4. You can also select DNS Flood, Quantile DoS, and HTTPS Flood behavioral protection tabs in this
section.

APSolute Vision

DefensePro Behavioral Protections Policies 1/2
8Dos (EUSELEEEY Quantile DoS HTTPS Flood

DefensePro Level 1 Hands-On
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Forensics
Use the Forensics module to analyze and discover the source of security attacks, attack methods and trends, or other
problem incidents.

When the Forensics module generates an iteration of a forensics-view, it is referred to as a forensicsview snapshot.
Each forensics-view snapshot can contain a maximum of 10,000 entries.

1. In APSolute Vision, select AMS Analytics = Forensics
2. Click on the New tab to create a new view
3. Use the following information for the new Forensics View:

Parameter Value

Forensics Name Target 27.1.31.100

Product DefensePro

Devices vDefensePro

Time Today

Criteria Destination IP Equals IPv4 27.1.31.100

- click Add Condition to use the criteria

Criteria > Apply To Any Condition (OR)

Output Select all fields (click Add All in the Available Fields)
Format HTML
Schedule Run Report / Once

4. Click Submit
5. Select the Forensic View and click on Generate Snapshot
6. Afteritis generated click on the Show View that was generated.

)
Farensics View New ®

Forensics Views Forensics View: Target27.1.31.100 Last Generation Date: 06.07.2022, 12:35:56  Forensics Snapshot ID: Target 27.1.31.100_2022-07-06_12-35-53 @
a =
¥ Start Time End Time Policy Name Device IP Address Threat Category Attack b
. 06.07.2022, 08:02:29 06.07.2022, 12:35:43 TeamLab 10.10.244.31 Behavioral DoS network
Target 27.1.31.100 i £ 0

Type: Defer

Snapshots: Generate Snapshot

show View [

DefensePro Level 1 Hands-On
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7. Click on an event to see it's details

Attack Details

B Sampled Data

Action

Attack ID

Threat Category
Destination IP Address
Destination Port
Device IP Address
Direction

Duration

End Time

Attack Name

Total Mbits Dropped
Total Packets Dropped

Drop

41-1657013921
Behavioral DoS
27.1.31.100

25

10.10.244.31

In

16394

2022/07/06 12:35:43
network flood IPv4 TCP-RST
336357.91
797293944

8. Use can use the icon to enlarge the view.

DefensePro Level 1 Hands-On

Attack Packet Rate (pps)
Physical Port
Protocol

Radware ID

Risk

Policy Name
Source IP Address
Source Port

Start Time

Status

VLAN Tag

Packet Type

48636

1

TCP

74

High
TeamLab
Multiple
31337
2022/07/06 08:02:29
Ongoing
N/A

Regular
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Alerts
Use the Alerts module to create rules for alerts that Analytics generates. The Alerts screen displays the alert rules. You

can turn alert rules on and off, as you require.

The right side of the Alerts screen can show the alerts from the alert rules. Alerts from alert rules that are turned go to
the APSolute Vision Alerts Table pane. You can also configure alert rules to send alerts via email.

1. In APSolute Vision, select AMS Analytics = Alerts
2. Click on the +New button to create a new alert
3. Use the following information for the new Forensics View:

Parameter Value

Alert Name Target 27.1.31.100
Select Product DefensePro
Scope Devices/vDefensePro
Criteria Destination IP Equals IPv4 27.1.31.100
- click Add New Condition to use the criteria
Criteria > Apply To Any Condition
Threshold - Run Alert Send an alert any time the criteria match

4. Click Submit

Run a new attack against the target server to trigger the alert

6. When the alert gets triggered, you can see it. You might need to click on the “Shown/Hidden” eye icon to
show the alert.

o

Severi Date and Time Device Name Device IP Address Message
Alerts +New i g

MINOR 06.07.2022,12:55.05 vDefensePro 10.10.244.31 M_30000: Vision Analytics Alerts

Q
PO
@ Terget271.@ shown £ T

7. If you click on the event, you can see more details.
Alert details X

Rule name: Target 27.1.31.100
Start Time End Time Threat Category Attack Nz

06.07.2022 08:02:29 06.07.2022 12:54:48 Behavioral DoS network f

DefensePro Level 1 Hands-On
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Reports

We will return to this section at the end of the training so the report will show enough activities.

Use the Reports module to create and generate a report and view a single query on the fly.
This is helpful when you want to quickly view data for a single query..

1. In APSolute Vision, select AMS Analytics = Reports
2. Click on the New Report tab to create a new report

My Raports New Report

BDoS Report 7
Report Parameters Report Parameters < BDoS Report
P DefensePra Behaviaral Protections ’ evices (I
port Name Report Name
B0 Rej S T0P W S
Lo port oo TER S “ Bs e
Tima+ BDoS-Advanasd-UDF Rate-nvarisnt Pl VG rbomd  Outbound
Logo
Seheduler A Lago (PG, 100+105) BDGS-TEP FIN ACK i P b pn
P BO6STER Frogmented i B b per iebond Dutooumd
Time
I Guick Range absoluta Relative BoSTCR RST v e s e bt Outeund
1&m aom n oW m BOSSTOR SYNATK i W6 s pr | wboma O
Templates t oday  Vestwday  ThisWesk BOOSUDP i 1B bps pps | Inbound  Outbound
DefensePro Anaiytics : This Month — Pravious Month BDOSLR Fraamaeted ot 6 bps oor | iboud  Oubousd
DafensePro Behaviors! Protactions
BDOSATMP Mi P bps [en  Wbound  Duibound
Schedule
HTTPS Flaod
Run Report
DefenseFiow Anaivtics s (o]
Daily weekly Montly

3. You can select between several different templates, create two reports one using the DefensePro Analytics and
one using the DefensePro Behavrioral Protections (use TeamXX policy) as template. Make sure you select a time
range, there you have data to show (i.e. This Week). And select your device and policy for Behavioral template
you need to select the device and the relevant protection policy.

4. Reports can be as well Scheduled and Shared via Email, so this would be useful, if you need to automatically
generate a weekly/monthly report.

5. The Format of the report output can be PDF, HTML or CSV, depending on the purpose

6. After you created the report, we need to generate the report. Click on the Generate Report button.

My Reports New Report
My Reports
Q
D Lab Report i 20
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7. You will see the report after it's ready. Click on Show Report to see the report.

i T T radware
Q,
() Lab Report i £ 0
Show Report ()
- £WEN

8. Use the Download File button to export the report.

DefensePro Level 1 Hands-On
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For questions, contact

019 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document
are protected by trademarks, patents and pending patent applications of Radware in the U.S. and other
countries. For more details, please see: https://www.radware.com/LegalNotice/. All other trademarks and
names are property of their respective owners.
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