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Overview 

 

The Cyber Controller Analytics AMS dashboards display monitoring and reporting metrics. These 

metrics enable you to view and track real-time and historical information on selected AMS devices as 

well as security information on the traffic that the devices protect. 

 

Exercises in this lab are viewed from the Analytics AMS perspectives.  

 

Before you start make sure you have done the other labs generating attacks, so the database of the Analytics AMS is 

filled with data to show. Also you can run an attack like the TCP-RST Flood to see the system under attack. 

 

The screenshots are based on Cyber Controller version 10.7.0. For more details read the User guide for the version 

you are using, available on the Radware customer portal. 

 

Security Operations Real-Time Monitoring Dashboard 

 

 

1. In Cyber Controller, select Security Operations → Real-Time Monitoring 
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2. By default you will see monitoring information from all DefensePro X policies and devices. Clicking on Policies or 

Devices, you can select a specific device and protection policy, in case you want to see only specific data. In our 

lab, we only have one device, so no need to do any specific selection. 

 

 

3. In the Traffic Bandwidth graph you can select between bps/pps and inbound/outbound traffic information. 
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4. You can click on the Received, Dropped, Excluded, or Challenged to filter out traffic you don’t want to see. 

 

5. You can click on the drop down in Search window to select which Policies, Devices, Event IDs, or Event Names 

you want to filter for display. 

  

 

6. If you click on New Connections, Concurrent Connections, or Mitigation Breakdown you see different views. 
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7. If you click on the pencil/edit icon, you can edit the policy. 
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8. If you click on the Network Analytics you can see the DefensePro Network Analytics Dashboard, which gives you 

information on the current status of the DefensePro. 

 
 

 

9. In Security Operations view you can see Detection Events.  

 

10. If you click on event info (magnifying glass) you will see it’s details. 

11. If event is protected by Behavioral DoS you will see BDoS Attack Life Cycle graph. 
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12. If you click on red dot you can see Real-Time Signature. 
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DefensePro Analytics Dashboard 

 

 

1. In Cyber Controller, select AMS Analytics → DefensePro Analytics 

2. Select the relevant time frame, to make sure you see events. 

 

3. This dashboard can be customized, by using the widgets icon  

4. Each widget can be changed to show only data from a specific device or/and policy using the gear symbol. So you 

can add the same widget twice and show content from different devices/policies. 
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DefensePro Behavioral Protections Dashboard 

 

This dashboard is used to see the BDoS and DNS protection learning information for a specific policy on a specific 

device. 

 

1. In Cyber Controller, select AMS Analytics → DefensePro Behavioral Protections 

2. Click on Policies to select a specific protection policy on a device to see it’s details. Make sure you have a BDoS 

or/and a DNS protection profile in the selected policy.  

3. Select the relevant time frame, to make sure you see events Dashboard 

 
4. You can also select DNS Flood, Quantile DoS, and HTTPS Flood behavioral protection tabs in this 

section. 
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Forensics 

 

Use the Forensics module to analyze and discover the source of security attacks, attack methods and trends, or other 

problem incidents. 

 

When the Forensics module generates an iteration of a forensics-view, it is referred to as a forensicsview snapshot. 

Each forensics-view snapshot can contain a maximum of 10,000 entries. 

 

1. In Cyber Controller, select AMS Analytics → Forensics 

2. Click on the New tab to create a new view 

3. Use the following information for the new Forensics View: 

 

Parameter Value 

Forensics Name Target 27_1_31_100 

Product DefensePro 

Policies Select device and policy you created 

Time Today 

Criteria Destination IP Equals IPv4 27.1.31.100  

- click Add Condition to use the criteria 

Criteria > Apply To Any Condition (OR) 

Output Select all fields  

Format HTML 

Schedule Run Report / Once 

4. Click Submit 

5. Select the Forensic View and click on Generate Snapshot 

6. After it is generated click on the Show View that was generated. 

 



 

DefensePro X Level 1 – Analytics AMS 13 

7. Click on an event to see it’s details 

 
 

8. Use can use the  icon to enlarge the view. 
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Alerts 

 

Use the Alerts module to create rules for alerts that Analytics generates. The Alerts screen displays the alert rules. You 

can turn alert rules on and off, as you require.  

 

The right side of the Alerts screen can show the alerts from the alert rules. Alerts from alert rules that are turned go to 

the Cyber Controller Alerts Table pane. You can also configure alert rules to send alerts via email. 

 

1. In Cyber Controller, select AMS Analytics → Alerts 

2. Click on the +New button to create a new alert 

3. Use the following information for the new Alerts View: 

 

Parameter Value 

Alert Name Target 27.1.31.100 

Select Product DefensePro 

Scope Select the device or the policy you configured 

Criteria Destination IP Equals IPv4 27.1.31.100  

- click Add New Condition to use the criteria 

Criteria → Apply To Any Condition 

Threshold → Run Alert Send an alert any time the criteria match 

4. Click Submit 

5. Run a new attack against the target server to trigger the alert 

6. When the alert gets triggered, you can see it. You might need to click on the “Shown/Hidden” eye icon to 

show the alert. 

 
7. If you click on the event, you can see more details. Scroll right to see more details. 
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Reports 

 

We will return to this section at the end of the training so the report will show enough activities. 

 

Use the Reports module to create and generate a report and view a single query on the fly. 

This is helpful when you want to quickly view data for a single query.. 

 

1. In Cyber Controller, select AMS Analytics → Reports 

2. Click on the New Report tab to create a new report 

 
3. You can select between several different templates, create two reports one using the DefensePro Analytics and 

one using the DefensePro Behavrioral Protections (use TeamXX policy) as template. Make sure you select a time 

range, there you have data to show (i.e. This Week). And select your device and policy for Behavioral template 

you need to select the device and the relevant protection policy. 

4. Reports can be as well Scheduled and Shared via Email, so this would be useful, if you need to automatically 

generate a weekly/monthly report. 

5. The Format of the report output can be PDF, HTML or CSV, depending on the purpose 

6. At the Templates you can select what should be included. Use the  icon to add all widgets from a specific 

template 
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7. After you created the report, we need to generate the report. Click on the Generate Report button. 

 
8. You will see the report after it’s ready. Click on Show Report to see the report.  

 
9. Use the Download File button to export the report. 

 

 

 

 



 

DefensePro X Level 1 – Analytics AMS 17 

 

For questions, contact training@Radware.com 
© 2019 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document 

are protected by trademarks, patents and pending patent applications of Radware in the U.S. and other 

countries. For more details, please see: https://www.radware.com/LegalNotice/. All other trademarks and 

names are property of their respective owners. 
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