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Overview

Radware DefensePro X can be configured to protect public DNS server against DNS flood attacks.

A DNS Flood is an application-specific variant of a UDP flood.

Since DNS servers use UDP traffic for name resolution, sending a massive number of DNS requests to a DNS server
can consume its resources, resulting in significantly slower response times for legitimate DNS requests.

In the Radware virtual lab environment, DNS Flood Protection is enabled on your DefensePro X device.
This guide is for DefenseProX 10.5 and later, since in 10.5 the DNS protection was updated.

Setup DNS Flood Protection

Access Cyber Controller

Select the DefensePro Configuration perspective.

In Setup section, select Security Settings > DNS Flood Protection on navigation tree

In the DNS Flood Protection tab verify that the Enable DNS Flood Protection checkbox is checked.
Configure Learning Response Period as: Week

Set Duration of Non-attack Traffic in Blocking State: 45 and Duration of Non-attack Traffic in Anomaly or
Non-Strictness State: 45

Depending on software version this is the default.

7. Click Submit button to save changes.

o0k wN =

DefensePro VDefenseProX 'Y} .
Update Policies Operations
DNS Flood Protection

Status: up
Locked By: radware
Type Virtual DefensePro X (Vhware) Enable DNS Flood Protection
Mgmt 1P 101024431
Version 10.7.0.0
¥ Mare Learning Response Period: Week - ‘

,n_ ;“ . ——  ADVANCED PARAMETERS

A

I Setup Duration of Non-Attack Traffic in Blocking State: | 45 | Sec.
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Software Version Management
- 45 |
Global Parameters Duration of Non-Attack Traffic in Anomaly or Non-Strictness State: | Sec.

&

£
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Date and Time
. Reset DNS Baseline for All Policies
Device Operation Mode
Networking
Device Security
SS5L Settings
Security Settings
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>

PP e e

& Anti-Scanning Protection
@ BDOS Protection
‘2 DNS Flood Protection

< DNS Foolprint Bypass
@ HTTPS Flood Protection
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Configure DNS Flood Protection

1. Select in the CyberController left menu the . Security Operations > Security Settings perspective or use the
Security Operations Dashboard (Real-Time Monitoring).
Edit the TeamXX policy.
Enable DNS Flood Protection.
Expand the DNS Flood Protection section.
Configure:
o Protected DNS Server: Authoritative
¢ Max Allowed QPS: 5000 QPS
e Expected DNS Query Rate: 7000 QPS
e Advanced Settings 2> enable Automatic Thresholds and enable all query types
e Advanced Settings > Footprint Strictness: Medium
e Advanced Settings > Signature Rate-Limit Target: 20%
6. Click Submit button to close the Advanced Settings.
Click Submit button to apply the changes.
8. Make sure on the Legit client the jMeter is running with the background traffic including DNS traffic.

o Rr0N

N

@D DNS Flood Protection ~ Advanced Settings - DNS Flood Protection X

Block and Report £% v General
Max. Allowed QRS (QRS) Expected DNS Queny Rate (QPS) * B Packet Reparting @ Enable DNS Protacol Compliance Checks Allow Large EDNS Packets
5000 100d
Detection
= Ad d

Learning Suppression Threshald (%} *

0

@D Automatic Thresholds ~
@ AGuery @ MXGQuery* @ PR Query* @ HTTPSQuery* () AAAAGueny* € TextQuery*
so 45 45 30 15 8
B S0A Query * & NAPTR Query * @ ShvQuery* B Other Queries *
2 2 2 2
( ResetAl
Manual Triggers "4

Real-Time Signature

Footprint Strictness Signature Rate-Limit Target (%)

Medium v 20
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Add a Manual Allowlist Entry

The DefensePro is learning during peacetime the regular queried DNS entries, but in some situations we need to
manually add entries to the Allowlist for particular fully qualified domain name (FQDN) query.

1. Create a text file allowlist.txt with the following entry www.mydomain.com,m (using Notepad++). The m
marks this entry as a manual entry.

2. Go to DefensePro Configuration perspective Protections = Protection Policies and edit your policy
containing the DNS Flood profile.

3. Inthe DNS Handling tab click Browse at DNS Subdomains Allowlist to Import.

4. Select your allowlist.txt and click Import.

Note: Importing a Subdomains Allowlist file is performed without having to run the Update Policies command.

5. Wait a few minutes before you continue.

6. Atthe DNS Handling tab and click on Export > All Entries to see the entry you generated and also the
already learned values. You only will see values if you have started the legitimate traffic in the initial lab, since
part of it are DNS queries. If you didn’t performed that, start the legitimate traffic now (see initial lab guide how
to do it) and wait a few minutes and export the file again.

You should see the following entries
a. www.mydomain.com,m
target.mylab.inside,a
attacker.mylab.inside,a
legit.mylab.inside,a
workstation.mylab.inside,a

© 200

Check DNS Analytics

1. Select in the CyberController left menu the . AMS Analytics > Network Analytics.
2. Select DNS Analytics and change the time to the last 15 minutes, you should see the DNS names.

Cyber Controller e

s
Network Analytics

Defensepro Appication Anlytcs  DNS Analytcs |:|
NS Top Demins . . v ONS Top Query Types . v u

Total ol Quary Type o Total

-
|

DNS Top FQDM Per Source . - v DM Top DN Per Souree v v

@
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Test the Configuration

Use Raptor to send DNS Flood Attack
1. Access Attacker-PC Raptor main menu select Services Attacks > DNS - Flooding.
2. Verify/Enter Destination IP address: 27.1.31.100 Keep default domain name (i.e. example.fake)

3. Click OK to start attack.

(1]

After the attack is initiated from the Attack-PC, you should see traps in the CLI/Syslog.
DNS flood attacks and Anomalies are detected by DP.

4. Use Cyber Controller to View DNS Flood Attack. Select the Security Operations - Real-Time Monitoring..

Cyber Controller
& Current Inbound Traffic v
@ Under Attack 5
3.7 Mups | Reseved Dropped
Q, v
DefensePro Traffic Inbound ~ v nits: bps w Devices
B received [ Oropped [ Excluded Challenged
&0
30M \
20M
oM
3: zJ 3:26 '8 29 3:30 13:32 3:
Diefe = o New oncus N n Breake
39N [ 287K LB.2
Detection Events 2 = &
Action Policy Name Status Category Event Name Event Destination Updated Time Duration e Infa
= Drop Teamxx Ongeing DNS-Pratection DNS flood IPu4 DNS-A  27.1.31.100 10.102024 13:3317 00:00:55 Q
® Drop Packet Anomalies Occurred Anomalies L4 Source or Destina..  Multiple 10.10.2024 13:33:07 00:00:33 Q
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5. Select your event in Detected Events section and click on info/maginfying glass icon. Notice the DNS-A attack
traffic is challenged and the protection is focused/scoped on the domain called fake, which we attack.

DNS-Protection, DNS flood IPv4 DNS-A X
Mc[.e\ftle: Object/Policy Dest \If'.i.ﬂ.!'l Address Etiu.l"Tu ne o E:.ufr:wor; i:?ur.lx Name

Attack Details  Attack Analytics | &, poap \ \ Sampled Data
£ Aute Scoping fake
DNS Attack Auto-Escalation Path View Log aps v

Current Auto- €
Escalation

o Allowlist Bug/Sec: 35 K
laps)

Blocked: 100.0%  Totak:5 M

0K .
80K
0K
Lok
0K H
0K
10K

B Allowlist Challenge Adaptive Rate Limit

DNS-A Puh v gps

333

6. Scroll down to see the Real-Time Signature and other attack details.

Additional Attack Attributes

Risk Radware ID Direction (In/Out) Action Type Attack ID Physical Port Total Packet Count
High 450 In Challenge 45-172B4B0628 5.078,515
VLAN MPLS RD Source Port Packet Type
N/A N/A Multiple Regular
Characteristics Real-Time Signature
DNS Query DNS An TTL DNSID [
example.fake Query 64 57709
Count OR ans-d 57709
DNS Query L& State Mitigation Action
Count Checksum Blocking Signature Challenge AND
[
AND dns-gname example fake
AND dns-flags ]
AND packet-size 72
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7. Also review the Attack Analytics information, scroll down until you see the DNS related information collected

DNS-Protection, DNS flood IPvé DNS-A b4

Protected Object/Policy

Attack Name

Attack Details  Attack Analytics |
DNS Top Domains Y Filte Top FQDN by Source IP Y Filter Graph
example fake 20.57 M 100.00% examplefake 100.95.116.1%4 887.127 0.00%
example fake 105.64.200.222 687.127 0.00%
example fake 109.253.130.168 867127 0.00%
example.fake 11.102.226.53 687.127 0.00%
example.fake 11.168.58.161 687.127 0.00%

Top RDN by Source IP Y Filter Graph
example.fake 100.99.116.194 687.127 0.00%
example fake 105.64.200.222 687.127 0.00%
example fake 109.253.130.168 867127 0.00%
example.fake 11.102.226.53 687.127 0.00%
example.fake 11.168.58.161 687.127 0.00%
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8. Wait a few minutes and click on the attack again, you will see if it went to the next excalation phase (not in our lab):

DNS, DNS flood IPv4 DNS-A X

Protected Jestination Address

Attack Name

Attack Details  Attack Analytics | SampledData |
G:—} Auto Scoping No domains found
DNS Attack Auto-Escalation Path View Log gps v

Current Auto-
Escalation .
(ael Aug/Sec: 253 K Avg/Sec:1.7
AP Blocked: 100.0%  Totah 6.6 M Blocked: 0.0% Toral: 432

SO K ®
S0H
LOH
30K
20K
10K

o
09:21 09:22 09:23 09:24

e Allowlist Challenge Adaptive Rate Limit
9. Select Analytics AMS - DefensePro Behavioral Protections > DNS Flood

10. Select your policy under the Policies to see the details. In our lab we only see DNS-A records, since the attack
and the legit traffic is only DNS-A record requests.

Cyber Contraller ! adare v
DefensePro Behavioral Protections Policies n Devices [ e Show Max/Min Anatysis  15m M
BDoS Quantile Dos HTTPS Flood
DHS-A e p BOX DNS-AARA TR - DNS-MX W Ps BOX
= oe - =
& & L
DNS-TXT wa P BOX DNS-S0A e e B X DNS-SRV wa wvs BOX
] & e -
DNS-PTR wa P BOX DNS-NAPTR e e X DNs-Other wa e BOX
= &
3 i

11. At Raptor Stop the attack.
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Import The Allowlist Via Zone Transfer

Now we want to see how to use the scheduler in the Cyber Controller, to grep the allowed DNS entries from a DNS
server and use it in the DNS allow list.

1. Atthe Legit Client stop the jMeter so the system don’t learn any entries.

Go to DefensePro Configuration perspective Protections > Protection Policies > Select your
policy > DNS Handling - Delete and click on All Entries

Now export all entries, to see the list is empty.

4. Go to the Schedular in Cyber Controller

5. Create a new entry using the below information:

Configure Allow and Block Lists Scheduler Task

w

Point Value
Task Type Allow and Block Lists
Name DNS Zone Transfer
Subtype DNS Allowlist
Schedule Run -> Daily
10:00:00
Manual Entries Add Manual Entries: www.radware.com
Remote Server Settings Format: DNS Zone Transfer
DNS Server: 27.1.31.100
Domain Names: mylab.inside radware.inside
Target List Select your DP and your DNS policy
Click Submit

We don’t want to wait until the next day. Select your task and click the run button »

8. Check if you see the Last Excution Status is Success
Scheduler

Task List
Date and time are presented per user local time

+ /% » 8@ Q

Task Type Name Description Current Status Enabled Last Execution Status Last Execution Date Next Execution Date Run

Search ~ | Search Search Search ~ | Search ~ | Search ~ | Search Search Search

Allow and Block Lists DNS Zone Transfer Waiting Enabled Success 06.05.2024 09:53:14 06.05.2024 10:00:00 Daily

9. Now let’s see if the transfer was really successful by exporting the list.
Go to DefensePro Configuration perspective Protections > Protection Policies > Select your
policy > DNS Handling go to Export > All Entries.

DefensePro X Level 1 — DNS Protection
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10. The exported file should be like:

Mj VDefenseProX_Tearm0255L_dns_allowlist_06032024 095523 - Notepad

File Edit Format View Help
hurkStatinn.Fadware.iHSide,m
workstation.mylab.inside,m
exchange.radware.inside,m
attacker.radware.inside,m
attacker.mylab.inside,m
target.radware.inside,m
target.mylab.inside,m
legit.radware.inside,m
legit.mylab.inside,m
mail.radware.inside,m
kali.radware.inside,m
kali.mylab.inside,m

www. radware. inside,m

www . radware. com,m
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Test the Configuration

Use Raptor to send DNS Flood Attack

1. Atthe attacker use the command prompt to type the follwoing commands, which will run a water tourture attack.
cd /opt/radware/attacks

python3 DNS_Subdomain_Attack_python3.py -i 27.1.31.100 -r -d mylab.inside

2. Use Cyber Controller to View DNS Flood Attack. Select the Security Operations &> Real-Time Monitoring..

Cyber Controller
o Current Inbound Traffic Units: bps v
0
@ Under Attack
4.8 wpps | Receives 3.2 mups  Orosped Excluded 2
Q Bpply | v
DefensePro Traffic Direction: Inbound v Fiter: All n»  Units: bps v | Devices
@ Received [ Dropped [ Excluded Challenged
&u
P
’ /]
o
oaus o s 0951 52 ws3 st 095 0055 095 oasa 0959 000 1001 1002
DefensePro Traffic New Connections Concurrent connestians Witigation Breakiown
s1M ‘ aK A 115K ‘ o
Detection Events 1 =
Action Status Category Event Name Event Destination Updated Time Duration Policy Name DP Name Info
® Drop Ongoing DNS DNS flood IPu4 DNS. 27.1.31.100 06.05.2024 10:02... 00:01:28 TeamQ2SSL VDefenseProX Q

3. Check the Attack Details, the attack is mitigated using the allow list we imported.

DNS, DNS flood IPv& DNS-A X
P_uolef..t.e!:i:-hjezt-'l"uhc‘, D.e.s_[n:?r.ion‘.ﬂunress 51’ar1 Twma B Duuatum\ nruu.k Nan‘f P

Attack Details (& poae | [ sampiesoata |
(-D Auto Scoping mylab.inside
DNS Attack Auto-Escalation Path View Log qps v

Current Auto- .
Escalation
Igps)

Allowlist Avg/Sec 7.6 K
Blocked: 100.0%  Tota:k879.9K

12K
10K
BK
(14
LK
2K
a

10:02 10:03

= Allowlist Challenge Adaptive Rate Limit
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4. Click on the View Log icon to see that the Water Torture attack was identified.

DNS-Protection, DNS flood IPvé4 DNS-A

Protected Object/Policy Destination Address Start Time Duration Attack Name
Attack Details | & PP | | sampledData |
@ Auto Scoping mylab.inside
Log X
DNS Attack Auto-Escalation Path View Log ps v

Timestamp Event
Current Auto-

FSETlat'D” Allowlist BugiSec: 7.6 K
1gps) 0y
Blocked: 100.0%  Total 655.4 K
ocke o 13:47:18 Auto-Scoping domains: mylab.inside
12K
10K
BK
BK 13:47:18 Started Water Torture attack mitigation for scoped domains
LK
2K
o
L8
34 2 y detec
e Allowlist Challenge Adaptive Rate Limit 134708  DNS anomaly detected
Additional Attack Attributes
Risk Radware ID Direction (In/Out) Action Type Attack 1D Physical Port Total Packet Count
High 450 In Drop 46-1728 1 802,441
VLAN MPLS RD Source Port Packet Type
N/A N/A Multiple Regular
Characteristics Real-Time Signature
DNS Query DNS An Query i DNS D Uperatey HaTaetRY Laus
- Count - -
- [
DNS Query L& Checksum State Mitigation AND dns-subdomain mylab.inside
Count - Blocking Action
- Allow List Only

6. Now let’s change the attack.

7. Go to the attacker and use the raptor to run a DNS flooding attack to target.mylab.inside, which is part of
the allow list.
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8. The attack should now be escalated to the Challenge phase.
Check the attack details now

DNS-Protection, DNS flood IPv4 DNS-A X

Protected Object/Policy

Start Time
T -

Attack Details  Attack Analytics | & pcap | | SampledDaa |
G:-} Auto Scoping target mylab.inside
DNS Attack Auto-Escalation Path View Log aps v

Current Auto-
Escalation

Allowlist Avg/Sec: 18.4 K Aug/Sec: 106 K
(aps) Blocked: 63.5%  Totak8.2M Blocked: 36.5%  Tota:5.3 M
100K
BOK
60K
LOK

=

14:52 14:53 14:54 14:55 14

in
o
=
i

14:58 14:59

e Allowlist Challenge Adaptive Rate Limit

9. Check the Log file as well and expand to make sure you can read all lines using -

Log X
View Log
Timestamp Event
fug/Sec: 18.4 K 14:58:19 Challenge response mitigation action started using Real-Time-Signature
Total: 9.2 M
14:58:04 Initiating re-characterization
14:58:04 Real-Time-5ignature modified
14:57:59 Auto-escalating to Challenge Response due to high DoA
14:56:20 Auto-escalating to wide scope due to high DoA
| — | |
1456 14:56:20 Auto-escalating to wide scope due to high DoA
daptive Rate Limit
14:57:44 Auto-Scoping domains: target.mylab.inside
14:51:44 Started Water Torture attack mitigation for scoped domains
14:51:32 DNS anomaly detected
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10. And also the Additional Attack Attributes and Characteristics

Additional Attack Attributes

Risk Radware ID Direction (In/Out) Action Type Attack 1D Physical Port Total Packet Count

High 450 In Challenge 47-17284B0628 14,106,022

VLAN MPLS RD Source Port Packet Type

/A MN/A Multiple Reg

Characteristics

DMNS Query DNS An Query Count TTL DNSID

target.mylab.ansioe

] Bh4 17655
DNS Query Count L& Checksum State Mitigation Action

11. Stop the attacks and after a few minutes you should see Peacetime again.
12. Save the DP configuration if you want.
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For questions, contact

© 2019 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document
are protected by trademarks, patents and pending patent applications of Radware in the U.S. and other
countries. For more details, please see: https://www.radware.com/LegalNotice/. All other trademarks and
names are property of their respective owners.
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