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Overview

In various cases there is a need to extend the Alteon functionality beyond built in features.
In such case you can use AppShape++ scripting language to achieve your goals.

Objectives

After viewing a training module on AppShape++ scripting and completing this lab, you should be able to:
Use AppShape++ script to return “no service” page

e Use AppShape++ script to insert a HTTP header (X-Forwarded-For)
e Use AppShape++ script to block traffic based on the request host name
e Use AppShape++ script to perform persistency on a HTTP Header (X-Forwarded-For) or Client-1P

Lab Preparations: Restore Standard Setup
Before you begin this lab:
a. You should have successfully competed ADC SLB setup.
b. Access Alteon management port and login.
i. Import SLB SETUP if changes were made after the previous lab.
ii. Setthe group metric to Round Robin

iii. Disable persistent binding (pbind). PBind takes precedence over string load balancing.

/c/slb/virt <virt server>/service <virt service>/pbind disable
c. Verify your SLB SETUP is properly working before going on.
i. Clear the session table.
ii. Generate test traffic to your servers (VIP)
iii. View statistics on your virtual server connection

Ist/slb/virt <virt>

/st/slb/clear
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Lab Activities

Here is a summary of tasks in this lab:
1. Use AppShape++ to return a “no service” page.
2. Use AppShape++ to remove an HTTP header.

“No Service” AppShape++ Script

1. Include an AppShape++ script to display a sorry page (no service page) in case all servers go down.
AppShape++ Script: Sorry Page

when INIT {

set static::STATUS CODE "200"

set static::CONTENT "<html><head><title>Sorry
Page</title></head><body><img
src=\"https://www.radware.com/RadwareNext/images/logo.svg
\"><br><hl>Please try again later, service will be back
soon!</hl></body></html>"

}

when HTTP REQUEST {
if {[group count active servers [LB::server group]] == 0 } {
HTTP: :respond $static::STATUS CODE content $static::CONTENT

fmah
S Gu:
e Configuration -> Application Delivery -> AppShape++ Scripts
e Click Import icon [to create script]
e Click Enable [to enable script]
e Enter Script ID no_service_page
e Browse [to select file] if you saved the above script as file, or use Text if you copy&paste it
e Click Import
e Apply
e Save

IMPORTANT: If it is necessary to type the AppShape++ script into a plain-text editor to create it -- USE A
PLAIN-TEXT EDITOR. Radware WARNS against using word processors (ie. copy/paste) because they
use hidden formatting codes that, when included in your script, will cause errors.

Alteon ADC Level 1 Lab Manual — Introduction to AppShape++




ococee

-2 radware

You can use the first example (L4) AppShape++ script available in Radware’s Knowledge Base
(https://support.radware.com/app/answers/answer_view/a id/15995)

L

| 1 I For more help, see AppShape++ User Guide. AppShape++ eLearning is available.

a. Add the AppShape++ script on the service and enable the feature “alwayson” / “Service Always Up”
(CLI/GUI)

T

&ﬂ
K4

GUI:
Configuration -> Application Delivery -> Virtual Services
Edit Virtl
Edit Virtual Service 80
AppShape++ tab
Add the new no_service_page script
Script priority = 1
Select the no_service_page script from the dropdown list
Submit
Set the Service Always Up = Enable
Close
Close
Apply
Save

b. Test your “no_service_page” script:
e Disable both servers (WebServerl and WebServer2), then open the VIP to see the sorry page
display.

famn
S Gu:
¢ Monitoring -> Application Delivery -> Server Resources -> Real Servers
¢ Highlight both real server and disable WebServerl and WebServer2 by clicking the Disable button
i. Re-enable both servers (WebServerl and WebServer2) before continuing with the lab exercises.

Access the VIP on http and you should see the sorry page:

*

.' radware

Please try again later, service will be back soon!

e Use the Monitoring -> Application Delivery -> Server Resources -> Real Servers to enable both server
again
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Insert X-Forwarded-For Header Using AppShape++

We add the X-Forwarded-For header with an AppShape++ script. This would allow for example to use a different
header name like X-IP or something else. In the lab we use X-Forwarded-For, since this header will be visible at
the server.

1. Make sure your current server group for port 80 is send to the web server on port 80 to see the “Welcome
to the Server” page.
Go to http://www.radware.lab or http://192.168.175.50

2. You should see no X-Forwarded-For IP is displayed:

Your IP is : 18.200.1.42

Host ¢ Www.radware.lab

3. Create an AppShape++ script to add the X-Forwarded-For header.

when HTTP REQUEST {
HTTP: :header insert X-Forwarded-For [IP::client addr]

L2

ik
S Gul:

e Configuration -> Application Delivery -> AppShape++ Scripts

e Click Import icon [to create script]

e Click Enable [to enable script]

e Enter Script ID [insertxff]

e Browse [to select file]

e Click Import

4. Attach the AppShape++ script to virtual server Virtl service 80.
e
w2 Gu:

¢ Configuration -> Application Delivery -> Virtual Services

o Edit Virtl

e Edit Virtual Service 80

e AppShape++ tab

e Add the new insertxff script

e Script priority = 2

e Select the insertxff script from the dropdown list

e  Submit

e Close

e Apply

e Save
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5. Verify your configuration by browsing to your VIP from your RDP PC, you should see the client IP as X-
Forwarded-For

Your visible IP is: 18.2080.1.42
X-Forwarded-For IP: 192.168.175.28

Host ! Www.radware.lab

URL Filtering Using AppShape++

In this exercise we use an AppShape++ script to block requests to the VIP if they have specific host names.
The training web server serve multiple applications: hackazon, bwapp, juiceshop and the training pages.

The script is blocking access to the VIP if the bwapp or juiceshop is requested.

We use a data class and the script check if the requested URL (Host header value) appears in it. If so, the Alteon
responds with “Access Denied” message back to the client..

1. Make sure your current server group for port 80 is send to the web server on port 80 to see the “Welcome

to the Server” page.
Go to http://bwap.radware.lab you should see the bWapp application:

< C A Notsecure | bwapp.radware.lab/login.php

$° VIP-HTTP  $° VIP-HTTPS @ GSLB-VIP Apps WAF

an extremely bugg\/ web opp !

2. We use a data class to specify the host names we want to block:
On the CLI of the Alteon add this commands:
/c/slb/dataclss/class URLs string manual
data "bwapp.radware.lab"
data "juiceshop.radware.lab"
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Data Classes Edit Data Class
Type: Wi [(Standalone)
Mgt IF: 10,10.242.11 Data Class ID: [URLs ]
HA Status: Master
Wersion: 34,0,3.10 o
A 00:50:56:00:00:01 Description: Max, Mumber of Characters: 32
s
L, ] L[\ Data Type: String A
Configuration Monitoring
Overyview
Revert to Default
Systemn
C— Data Class Entries
Application Delivery + i ¥
@ Quick Service Setup aly | Key
@ Virtual Services Search
@ Settings bwapp.radware.lab
@
& Filters juiceshop.radware.lab
@ Server Resources
® ssL
@ Traffic Match Criteria
@ Content Classes
@ metwark Classes
@ Data Classes
@ URL Filtering
Layer 7 Strings
® Application Services
DNS Autharity .
g . ! Fage of 1 !
LinkProof =
T ) N - ———
i Global Traffic Redirection
Security Close

3. Create an AppShape++ script to add them to block the special urls and add a log entry to the

when HTTP REQUEST {
set host [HTTP::host]
if
HTTP: :respond 200 content

log -a "Time: [clock second So : H ie L: Shost, Action: blocked"

4. Add the script to the virtual service as learned previously.
5. Apply the changes
6. Try again to connect to http://bwapp.radware.lab and you should see the “Access Denied” message:

<« c A Not secure | bwapp.radware.lab/login.php
£ OVIP-HTTP 2 VIP-HTTPS €8 GSLE-VIP Apps WAF

Access Denied
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7. Try as well http://juiceshop.radware.lab you should see the deny message as well, but hackzon should
work

&« C A Notsecure | juiceshop.radware.lab/#/ & C A Notsecure | hackazon.radware.lab/

$* VIPHTTP 3 VIP-HTTPS @ GSLB-VIP Apps WAF ' VIPHTTP  §° VIP-HTTPS @ GSLB-VIP Apps

a¥ DBWAPP - Login
Access Denied
L OWASP Juice Shop Ac KAzu
6 Hackazon

Perform Persistency On X-Forwarded-For Header Or ClientIP

In this exercise we use an AppShape++ script to perform persistency on the X-Forwarded-For header value and if
the header field is absent, we perform persistency on the Client-1P.

1. Make sure your current server group for port 80 is send to the web server on port 80 to see the “Welcome
to the Server” page.

Go to http://www.radware.lab or http://192.168.175.50

2. You should see no X-Forwarded-For IP is displayed (disable the “insertxff’ script ID from the Virtual
services if you activated it previously):

Your IP is : 18.280.1.42

Host ¢ www.radware.lab

3. Create an AppShape++ script to use the X-Forwarded-For header or the client IP for persistency.

when HTTP_ REQUEST {
if {[HTTP::header exists X-Forwarded-For]} {

persist usid [HTTP::header value X-Forwarded-For] 3600
} else {

persist usid [IP::client addr] 3600

4. Add the script to the virtual service as learned previously.

5. Apply the changes

6. Connect to the ssh of the Alteon

7. Use the following command to see that no persistent entry is in the dynamic datastore yet:
/info/slb/ddstore/persist/dump
Total number of printed session IDs: O

8.

In case you see entries you can use the command below to clear the table
9. We use the application called WFetch on your RDP client to test the script. The application is located at
C:\Tools\WFetch
10. In the Application set the following parameters
a. Host: www.radware.lab
b. Path:/
c. Socket: uncheck Reuse
11. Click on “Go !” to trigger an http request.
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persistency criteria

12. In the dynamic datastore now the IP of the client should be added as

/info/slb/ddstore/persist/dump
192.168.175.20, d:192.168.175.50 80, g:Both Server rs:Serverl 80, age 3590 U

Total number of printed session IDs: 1

13. Now let’s add the X-Forwarded-For header in the WFetch application
a. Advanced Request: Select “Add Headers”
b. Add into the box below: X-Forwarded-For: 1.2.3.4\r\n

S wetch - [Wretch1] - O X
win File Edit View Window Tools Help - 8 X

B elale
Verb Advanced Request:

. |GET Liﬂosl: |www.radware.lab jiﬂort:|default ﬂ‘ufgr:|1.1 ﬂ 2 Hoaders =1 fom e

ELI I/ | [%-Forwarded-For: 1.2.34\¢\n
Authentication Connection
Auth: | Anenymous | |Connect: |http - ﬂ
Domain: Cipher:  |default v Trace
User: ’7 Client cert:|none ﬂ Soc_ket
Pagswd: I Save| [ Proxy: |tgproxy 180 " Reuse

Leg Qutput [Last Status: 200 OK]

© <a href="radware/Alteon.gif'> Good link</a>\r\n

© <br=\r\n

© <a href="gm/radware/Alteon.gif"> Outdated link</a>\r\n
© <br=\r\n

@ <a href="radware/Alteon.html|"> Alteon page«</a=»\rin

@ <br>\fin

© </font> </H3> </center>\r\n

@ </body></html=\rin

©'\rin

@ '\rin

©'rin

@ \rin

L=l
© closed source port: 539954 A\n

<€|f|n|shed. o
<

Ready

14. Click on “Go !” to trigger an http request with XFF value.

15. In the dynamic datastore now the IP of the XFF header should be added as

/info/slb/ddstore/persist/dump
192.168.175.20, d:192.168.175.50 80, g:Both Server rs:Serverl 80, age 3590 U

192,168.175.50","80"\n

Connect:Clos

NUM

persistency criteria

1.2.3.4, d:192.168.175.50 80, g:Both Server rs:Server2 80, age 3595 U
Total number of printed session IDs: 2

16. You can try use different values in the X-Forwarded-For header and you should see additional values
tracked
/info/slb/ddstore/persist/dump
8.8.8.8, d:192.168.175.50 80, g:Both Server rs:Serverl 80, age 3584 U
192.168.175.20, d:192.168.175.50 80, g:Both Server rs:Serverl 80, age 3208 U

1.2.3.4, d:192.168.175.50 80, g:Both Server rs:Server2 80, age 3397 U
6.7.8.9, d:192.168.175.50 80, g:Both Server rs:Server2 80, age 3598 U
Total number of printed session IDs: 4

Export configuration as a backup. Name the file BACKUP APPSHAPE++.
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