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Overview

Cyber Controller Analytics (AVA) can provide real-time and historical information.

Analytics requires Alteon devices running version 32.2 or later

Alteon is a Radware application delivery control (ADC) product. AVA for Alteon is called AVA ADC or ADC
Analytics.

AVA ADC Modules
AVA ADC supports the following modules:

Application dashboard - displays monitoring and reporting metrics for
viewing and tracking real-time and historical information on applications
and servers that your Alteon devices manage. The dashboard
organizes and presents complex information in a way that is easy to
understand. The dashboard is composed of multiple widgets.

System and Network dashboard - displays monitoring and reporting
metrics for viewing and tracking real-time and historical information
about Alteon devices in your network. The dashboard displays
information for Alteon version 32.2.1 and later. The dashboard
organizes and presents complex information in a way that is easy to
understand. The dashboard is composed of multiple widgets.

EAAF for Alteon - The ERT Active Attackers Feed (EAAF) Dashboard
for Alteon enables users to view and monitor statistics on attacks and
attackers that Alteon devices mitigated using the ERT Active Attackers
Feed. A valid subscription is required for this service.

Reports - Use the Reports module to quickly generate an on-the-fly
view.

AVA ADC Licensing

Opening AVA ADC requires a Cyber Controller Reporting Module - ADC license, which must be installed on the
Cyber Controller server.
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Objectives

After viewing a training module on monitoring and completing this lab, you should be able to describe various
monitoring options that can be used to assess the performance of the Alteon devices and services running on it.

Lab Activities

Here is a summary of tasks in this lab:
1. Using Cyber Controller ADC Analytics
2. Alteon monitoring using WebUI
3. Alteon monitoring using CLI
4. Basics of 31 party monitoring.

Before you start discovering your way around ADC Analytics, import your SSL_Services configuration backup
and use jMeter to start some traffic requests using Apache jMeter.

On RDP PC.
1. Click on the Desktop icon JMeter
2. Open Hackazon-HTTP.jmx (File -> Open-Recent)
3. Click the “Start” button
4. Start another instance of JMeter and repeat the above for “Hackazon-HTTPS.jmx”

Using the ADC Application Dashboard

The AVA ADC Application Dashboard displays monitoring and reporting metrics for viewing and tracking real-time
and historical information on applications and servers that your Alteon devices manage. The dashboard organizes
and presents complex information in a way that is easy to understand. The dashboard is composed of multiple
widgets.

Managing Parameters for the ADC Application Dashboard
You can manage the general parameters for the dashboards from the dashboard toolbar

Y (2]

‘~ Shows the general status of the Alteon devices (version 32.2
or later} managed by APSolute Vision.

L— The number of applications selected in the Devices dialog box and
the number of available applications.

L— Opens the Applications dialog box, which you use to select the applications
that the inform ation in the dashboards relate to. The dashboard displays the
active applications according to the Application ID configured for the virtual
services.
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Controlling Applications that the Dashboard Displays

The dashboard panels display information on the applications — according to your device RBAC permissions and
(by default) according to the selection of the Applications dialog box.

Use the Applications dialog box to select the applications that you want to display in the dashboard.

Selecting the box (.) next to All selects or deselects all the applications.

Notes

e Applications are identified according to their application ID. By default, the application ID is set to <virtual
server ID:service port>. This value can be adjusted during virtual service configuration.
Important: Changing an application ID removes all its historical data. The dashboard displays the
information on the application IDs currently available.

¢ In high availability environments, the application dashboard presents the aggregated statistics of both
active and backup applications, while the status refers to the active application.

Important: Make sure that there are no conflicts between application IDs that represent different virtual
services.

— Clicking the box next to All selects or deselects all the applications.

Applications 0. m

B i34 35eSi6a0 ———The number of devices on which this application is
I—, deployed.

B 1234 325065 a6

Viewing Information in the Alteon Application Dashboard

Notes
e The display of the dashboard refreshes every 30 seconds.

e The dashboard shows information according to the configuration in the Applications dialog box and your
viewing permissions.
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Application Status and Statistics table.

Note: To drill down to additional details about an application, click in the relevant row.

Viewing Analytics of a Selected Application

When you click in a row of the Application Status and Statistics table in the Application Dashboard, the display
changes to show details about that application for the specified time period, as follows:

Cyber Controller

Applications b @ 2 e

Application

Summary

Health Throughput and Connections
W Good (2)
W Fair (0)

W Poor (0) 523 M |

W Down (0 Throughput

W Shutdown (0]

Application Status and Statistics Filter by Application Name or IP Address \

Health Application Protocol IP Address Throughput
(bps)
I Good > Virt1:443 https 192.168.175.50 836.04 K
I Good > virt1:80 http 192.168.175.50 4.39M

Top Applications by Throughput (bps)

Virt1:80
Virt1:443 ee0s
—

K

Cennections Concurrent Groups

per Second Connections (Up/Total)
469 2 17
0 23 n

140034 radware v

B

Top Applications by Requests per Second

Virt1:443

Real Servers
Device/Cluster

(Up/Total)
2/2 Alteona
2/2 AlteonA
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Click on the Virt1:80 to see more details on the traffic to the VIP on port 80:

Cyber Controller

Application Dashboard >

End-to-End Time

: Client
Current Tota o 3 %
90.70 ms X & I €
41.71ms
Clent T ServerT

Groups and Content Rules

Content-Rule or

i Default

Default Action

I Good >

© Good Virt1:80

AnsiyBce Traffic Log Security Log
Throughput (bps)
Server —
KT —y  [EB| APpResponseTme 7
48.99 ms — S =

Response Transfer Time -

Connections per Second

ime 10

Action Group ID
Group Group1

14:01:08 radware v
15m @ O
Concurrent Connections
4 400 348 356 1356 1358 1400
Requests per Second
HTTP2 HTTP 1 HTTP 10
s 6 13se 160 0
Throughput Connections Concurrent
(bps) per Second Connections
3.93M 9 26

When you click in a row of the Groups and Contents Rules table in the Application Dashboard, the display
changes to show details about that server, as follows:

Cyber Controller

Application Dashboard > (¥ Good Virt1:80

End-to-End Time

Current Total
34.96ms

Groups and Content Rules

Health Content-Rule or

Default
I Good W Default Action
Server Information
Health Server Name
@ Good = WebServerl
@ Good WebServer2

Analytics Traffic Log Security Log
Client RTT Server RTT (mg| App ResponseTime
210ms 26ms =
Response Transfer Time —
Clent BT Server RTT AppResponseTime () Response Tranfer Time
s I T 02 w03 ok
Action Group ID
Group Group1
‘Show In Table Throughput (bps)
am
10.200.1.100
10.200.1.200

140506
Throughput (bps) Concurrent Connections
s ©
w0
: 2
2
o 10
0 o
1m0 @S2 i3S 13S0 W00 1402 140 s sz use ase  13sa
Connections per Second Requests per Second
WP 2 HTTP 1

Throughput Gonnections
(bps) per Second
513 M 12

Concurrent Connections

Connections per Second

Current 1

radware .

@

O
15m D ®
W e s
HTTP 10
woo e ek
Concurrent
Connections
32
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If you click again on Application Dashboard and select the Virt1:443 servivce we see another option for SSL traffic:

Cyber Controller

Application Dashboard >

End-to-End Time

Current Total
96.25 ms

Groups and Content Rules
Health

I Goed >

) Good Virt1:443 Analytics
Cliem RTT . Server RTT
237ms : 712ms
Client RTT Server RTT
W s w1t Wi wi i
Content-Rule or
Default Action
Default Action Group

Traffic Lo

App Response Time
8.41ms

Response Transfer Time 0.35 ms

App Resp ime

] Security Log

Throughput (bps)

Connections per Second

I8 Response Transfer Time

12
8
o
W0 et T3 WIS w17 fets 1620
18 w9 w2 w2 w2 wn
sroup Throughput
(bps)
Group1 43M

@
15m O @
Concurrent Connections
0
0
10
0
1608 W 13 S Wn e w21 1623
Requests per Second
HTTP 2 HTTE 1.1 HTTP 1.0
0
o
w23 1608 W 13 1S Wn wio w21 1623
Connections Concurrent
per Second Connections
10 19

14:23:48 radware

Click on the SSL option (you can manually generate some HTTPS traffic from the browser to see more details):
System and Network

Cyber Contraller

Application Dashboard >

TLS Version

w00 10 w11 112

Rejected SSL Handshakes (%)

@ Good Virt1:443

s

|

Analytics
ns13

419 W30 WA w2 12

R R )

ssL Traffic Log

Key Exchange Algorithms

[E] RsA

ECDHE

w20 w2 w22 12

162013 radware
Security Log 15m @ B
Top Used Ciphers
ECDHE-RSA-AES256-GCM-SHA384
100%
100%
SSL Connections per Second
ew foused () Reused o-RTT Rejected
w
2
0
e
2
o
W09 W0 W1 W12 W13 el A5 1416 Wt7 w18 e1d 1420 121 12 1623




Go to Analytics ADC > System and Network

Cyber Controller

System and Network Dashboard Devices 272
System Summary Device List
Status
Status
" e
.
Down up

Maintenance

= Unknown

Top Devices by CPU Usage

Top Devices by Throughput Usage

Alteona
-

LinkProaf

o
Device Management . corm Factor - Version Platform
Name 1P
Alteana 10.10.242.11  Standalone  34.0.3.10 VA
Alteand 1010.242.12  Standalone  34.0.3.10 va

160912 radware
High current
availability  Throughput CPU Usage Cluster
Status (bps)
MASTER 10.5M 6% NA
NONE a 2% NA

Click on the active Alteon to see more system related information like CPU utilization and more.

Cyber Controller

System and Network Dashboard > @ AlteonA

Current

Up0

High Availability Master
Standalone
VA

on 34.0310
Secure

Throughput Usage SP CPU

10.50% ‘ 16%
SP Memory MP CPU
% 6%
g .

Throughput

12

10m

System Network

Throughput Usage (%)

Throughput (bps)

55 1356 1357 1358 1359 1400 1401 1402 1203 1404 1405 1406 1407 1408 1409

[Musage (%)

[E] Averagespcpu [W] MPcPU [H] HighestSPCPU

00
1354 1355 1356 1357 1358 1359 1400 1401 1402 1403 1404

—_— T

1405 1406 1407 1408 1409

1:09:33 radware v

15m @ @

CcPs

SSLCPS

CPS

500

200

oo
1408 1209

135 1355 1336 13:57 1358 1359 1400 1401 1402 1403 1404 1405 1406 1407

Memory Usage (%)

[W] Average sPMem [H] Highest SP Mem

00
13:54 1355 1356 1357 1558 1259 1400 1401 1402 1403 1404 1405 1406 1407 1408 1409
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Click on Network to see more details on the traffic statistics of the selected Alteon.

Cyber Controller

140951 radware v
System and Network Dashboard > @ AlteonA System Network 15m @ O
Port Status Current Totals
"""" Throughput (bps) Packets (per sec)
W . " s
M Down 2 L~ AlteonVA 1 . :
Disabiled . LG T ', 9.1 9 15 13
W Unplugged 4 Dy ™ radware
‘ L $
DAL TSRS ARSI .. - e Transmit Receive Transmit Receive
Traffic
Show all ports in table Throughput (bps) Transmit Receive Packets per second Transmit Receive

5 @ port 01 120 =

10
= @ port 02

am
B @ port03 =

o
[E @ port_04
[ @ port 05 -
[E @ port_06 i

a5 1600 1401 1402 1403 s 107 1408 1409 355 1356 1 s 0 40 06 1407 1408
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Using AVA ADC Reports

Use the AVA ADC Reports module to quickly generate an on-the-fly view.
You can create an Application Report or a Network Report.

To create an Application Report in AVA ADC

From the Cyber Controller main toolbar, click Analytics ADC > Reports .

Click New Report.

In the Report Name text box, enter a name for the Report.

In the Time step, do one of the following to configure the time range for the information that the report

contains:

e From Quick Range tab, select one of the following preset ranges:

e 15m - The last 15 minutes

e 30m - The last 30 minutes

e 1H - The last hour

e 1D - The last day

e 1W - The seven days

e 1M - The last month

e 3M-—The last three months

e Today - From 00:00 today

e Yesterday

e This Week - From 00:00 Sunday
e This Month

e Previous Month

e Quarter - From the beginning of the current quarter year
Default: 1H

e From Absolute tab, specify the time range up to one year in the past. You can click in a box to open a
month calendar and a 24-hour digital clock. Use the left and right arrows to choose the required
month. You can click the 24-hour digital clock to choose the time of day.

o From the Relative tab, specify the time range up to one year in the past. Use the Relative tab and
specify a time range when the Quick Range options do not suffice. Enter a number in the text box, and
select the required time unit.

5. Inthe Schedule step, select one of the following:

E .

e OFF - The report runs only when triggered manually.

e ON - The report runs according to the schedule. To configure the schedule, select the

frequency, and then, configure the related time and day/date parameters.

Values:
e Daily - The report runs daily at the specified Time of Day.
o Weekly - The report runs at the specified Time of Day, on the specified Days of Week.
e Monthly - The report runs at the specified Time of Day, on the specified Day of Month in

the specified Months.

e Once - The report runs one time only at the specified Time of Day, on the specified Day.
Note: Scheduled reports run according to the time as configured on the Cyber Controller client.

6. Inthe Share step, do the following:
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e Click in the To box and enter email addresses as required.

e Click in the Subject box and enter the text for the Subject line of the email message.

e Click in the bottom box and type the message body of the email message.

Notes

e If there is no recipient configured in the To box, there is no delivery method for the report (but you can
generate the report manually and download the HTML output of the report).

e There must be an enabled and valid configuration for Email Reporting Configuration Parameters
(Cyber Controller Configuration view System perspective, General Settings > Cyber Controller
Analytics Settings > Email Reporting Configuration).

7. Inthe Format step, select the PDF, HTML, or CSV, as required.

8. Atthe Templates click on the + sign at Applications and System and Network to add all related
widgets.

9. Inthe Application and System and Network main setting select a single application and a single device
as requested by the system.

MyReport  ~
. S N This template requires the selection -
** Application “ ofasinglzapphca‘tion. Applications ‘ ‘: -
. This templat ires the selecti
System and Network # e emplme equestnesecn [ pevices 6 -

10. Click Submit.

11. At My Reports you see now the newly created report. Select it and click on to let the
report be created. The creation of a report can take a few minutes.

12. After the report is created you can review the report by clicking on Show Report
Each already generated report shows the time that it was generated.

13. If you want you can generate another report version by clicking again on again.

14. You can export the report by clicking on on the lower right corner of the screen.
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