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Overview

The Blocklist comprises the traffic that the device always blocks without inspection. You use the Blocklist as policy
exceptions for security policies.

The Allowlist determines the traffic that is exempt from DefensePro security inspection.

An Allowlist rule can use explicit values or predefined classes to classify the traffic. The classes are displayed in the
Classes tab.

Preparations

In order to prepare for the next exercise, please complete the following:

1. Edit your protection policy and add the BDoS profile from the BDoS lab and update policies.

2. Go to the attacker and launch a TCP RST attack (Network Attacks = Floods = Single Source > TCP >
RST Attacks, destination IP 27.1.31.100)

3. Find out the source IP and destination port of the attack by examining the attack in Analytics AMS. (In this
example it is 27.1.31.10 and 25 respectively, however in your case it might differ).

Setup Blocklist and Allowlist

1. Select the Configuration perspective.
2. In Configuration = Access Control = Blocklist and Allowist select which one takes precedence.

DefensePro vDP-Team31 ') 7 -
Update Policies Operations
Blocklist and Allowlist

Status: Up
Locked By radware
Type: Vi
Mgmt IP:
Version
» More

(O Blocklist Takes Precedence
Precedence:

(@ Allowlist Takes Precedence

Setup
Classes
Protections

| Access Control

‘= Blocklist and Allowlist
Blocklist

o Allowlist

3. By default Default Allowlist Takes Precedence.
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Configure Allowlist

Configure Allowlist using DefensePro configuration

1. Select the Configuration 2 Access Control = Blocklist and Allowlist = Allowlist.
2. To add or modify an Allowlist rule, do one of the following:

a. To add arule, click + (Add) button

b. To edit a rule, double-click the entry in the table.
3. Configure Allowlist rule parameters.

a.

®coooT

f

Check Enabled

Name: TeamXX (where XX are your initials)

Source Network: <IP from preparations section> (example: 27.1.31.10)
Destination Network: TeamXX (where XX are your initials)

Destination Port: <port from the preparations section> (example: 25)
Protocol: TCP

4. Click Submit.
5. Click Update Policies Required.

Test the Configuration
Once you configured the Allowlist, the DefensePro should stop detecting the single source RST attack.

B DefensePro Monitoring Devices 11 Devices @ 1 =] 15m (@) (3/.

Current Status

© Peacetime Received 66.96 Bits por Sec 66.96 M [ Teamiu & uop
o ® Tcp
Erors g bropped . Packets per Sec 151.99 K O o O
E . - More

Throughput License
Utilization

Traffic Bandwidth

Total Inbound Traffic (bps) Inbound Statistics Inbound Bandwidth per Palicy Inbound Traffic Composition

Connections per Sec 421 100%

bps pps Inbound Outbound Connections Rate Concurrent Connections

Received Max 85.84 Min 26.35 Dropped More Connections per Seconc Max 986 Min 22 sncurrent Connectior Max 10K Min 79
O wrsses Moz [ O : = O . -
NS —~ A ERLEVAN = .
\" SO N TN =N A o

Bits/Sec

1. Go to the attacker and stop the attack.
2. Launch a TCP RST attack (Network Attacks 2 Floods = Multiple Sources > TCP 2> RST Attacks,

destination IP 27.1.31.100)
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3. Use Vision analytics to view the attack. Select the Analytics AMS - DefensePro Monitoring perspective.

B DefensePro Monitoring Devices (KD Devices [ | =] 15m @ @
Current Status Total Inbound Traffic (bps) Inbound Statistics Inbound Bandwidth per Palicy Inbound Traffic Composition
A Under Attack Received M Bits per Sec 30.68 M [ Teamius [®] uoe
—
A AT @ Tcr
Errol Packels per Sec 64.37 K
Attacked IP Addresses Dropped 26.64 M (CMP
Thrg Connections per Sec 1.01K 00 o
Utiliz
Traffic Bandwidth bps pps Inbound Outbound Connections Rate Concurrent Connections
eived Max 84.16 Min 24.3 Dropped  More Hor second Max 997 Min 22 Coneumen eton Max 10K Min 79
O " 243 O o O
A ~ n ¢ ] 3
T\ &
\ ‘I I \ H 8
'\ \ VR H :
| \ ] 5
\ / © 5

4. At Attacker Raptor Stop the attack. (CTRL-C).

Configure Allowlist using Vision Analytics AMS

1. Launch a single source TCP RST attack again.

Disable the existing Allowlist Configuration = Access Control = Blocklist and Allowlist 2 Allowlist. Double
click on the existng allowlist and uncheck Enable.

Click on the Update Policies Required.

Use Vision analytics to view the attack. Select the Analytics AMS - DefensePro Monitoring perspective.
Select your policy in the Protection Policies section.

Select Behavioral DoS in the Protections section.

Click on the +Blocklist / Allowlist button on the Ongoing attack.

n

No gk w

B << GO BACK DefensePro Dashboard Geolocation Map Device: vDefensePro Policy Name: TeamIU ®
Policy Traffic Bandwidth bps pps Inbound Outbound  Attack Traffic and Active Protections Policy CPU Utilization

cocaived MaxT11.8 M Min20.7 M
Challenged
g [~ TCP 25 | Behavioral DoS
g ' !
- |
1
L 471148 A 5011:511:5: 5311:5411:5511:5611:5711:5811.5¢
1 14 1 152 1 156 1 1200
Protections Show E by C: Show B Tabl n Blocldi‘sl.'
Show Events by Category how Events Table Allowlist
Protection Name Attack Rate Drop Rate Quantile Status
I Behavioral DoS 67.75 Mbps 67.75 Mbps
Attack 1D Start Time Attack Name Policy Name Attack Status Max bps Max pps
14136-1657013921 12.07.2022, 11:56:03 network flood |Pvd TCP-RST TeamiU Ongoing 70,848,512 160,157
1412z-1657013021  [EEECTTECTEE 12072022, 113339 network flood IPvd TCP-RST Teamiu Terminated 86,632,448 195839
1128165701392 [l 1207.2022. 11:13:41 network flood [Pv4 TCP-RST TeamiU Terminated 142808064 322826
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8. Change Rule Type to Allowlist Rule, Name Prefix to TeamXX (where XX are your initials) leave rest as
default.Then click on Run.

Add |P Address to Blocklist or Allowlist -- run b4

Target Devices: © vDefensePro v X
Rule Type: * Allowlist Rule v
Allow Updates During Attacks: *
Mame Prefix * Teamliu
Source IP Address: * 27.1.31.10
Source Port 31337 <
Destination IP Address: 27131100
Destination Port 25 =

Status of Add IP Address to Blocklist or Allowlist - run

Task completed successfully.
Results | Output Parameters | CLIOQutput  Generated Script
Raw Format []
runUnderAttack true
output Finished successfully (ADD Rule)
dpVersion null

tableColor Allowlist Rule

Dismiss
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9. You will notice the DefensePro will stop detecting an attack.

B DefensePro Monitoring Devices 11 Devices @ [<] 15m @ @
Current Status Total Inbound Traffic (bps) Inbound Statistics Inbound Bandwidth per Policy Inbound Traffic Composition
® Peacetime Recelved 5371 Bis per Sec S5ITM g e & wr
—
34 A% [ Tcp
Errors Packets per Sec 12433 K
Drapped 0 1CMP
. . More.
Throughput License Connections per Sec 519 100 100%
Unilization
Traffic Bandwidth bps pps Inbound Outbound Connections Rate Concurrent Connections
eceiv Max 132.03 Min 39.16 Dropped  Mare ections per Second Max 973 Min 0 Jrent € 4 Max 9K Min 51
o L s 0 ] o
J -
i H I\
g I ] \|
TN \
/ 3
L )

10. Go to the Attacker and stop the single source attack and start a multiple sources TCP RST attack and observe the

DefensePro blocking new attack.

11. Stop the attack.
12. Go to DefensePro Configuration and disable the new Allowlist and click on the Update Politices Required.

Configure Blocklist

Configure Blocklist using DefensePro configuration

1. Select the Configuration - Access Control = Blocklist and Allowlist & Blocklist.
2. To add or modify an Blocklist rule, do one of the following:

a. Toadd arule, click + (Add) button

b. To edit a rule, double-click the entry in the table.
3. Configure Blocklist rule Classification parameters.

B DefensePro Monitoring Devices Devices @ [=] 15m @O @
Current Status Total Inbound Traffic (bps) Inbound Statistics Inbound Bandwidth per Policy Inbound Traffic Composition

A Under Attack Received Bits per Sec 45.02M [ Teormu & we
——
P =] Tcr
Errars Packets per Sec 18.92 K .
Dropped 4428M
Throughput License Connections per Sec 71¢ oo 10bs.
LUnilization
Traffic Bandwidth bps pps Inbound Outbound Connections Rate Concurrent Connections
[ Receivet Mox 13787 Min23.31 [ ropped b [ comect od Max 992 Min 0 [ concune . Max 9K Min 58
W
g Tom i ¢
@ A \ H
\ih \ H
| L~ 5

Conc:

a. Check Enabled
b. Name: TeamXX-BL (where XX are your initials)
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c. Source Network: <IP of the legitimate client> (example: 27.1.31.20)
d. Destination Network: TeamXX (where XX are your initials)
e. Destination Port: http
f.  Protocol: TCP
4. Click Submit.
5. Click Update Policies Required.

DefensePro vDefensePro Q A~

) i Update Policies Required  Operations

Blocklist Add New Blocklist Rule*

1 Enabled
Namet TeamIU-BL
M
Descriptian
-
o
£ & v
Acti Drop
Setup ction.
Classes CLASSIFICATION
Classification
Protections Sourca Network:* 27.1.31.20 - i+
Repaorting
I Access Control
Source Port: >+
& Blocklist and Allowlist
< Blocklist
Destination Network: TeamlU -+
D Allowlist
Destination Port http -+
Physical Ports: -+

Test the Configuration
Once you configured the Blocklist, go to the Legitimate Client

Open a browser in the Legitimate Client

URL: http://target.mylab.inside

Notoce that browser times out.

Use Vision analytics to view the attack. Select the Analytics AMS - DefensePro Monitoring perspective.

rPowne

Protection Policies Q
Policy Status Site Device Palicy Name Tatal Inbound Traffic Attack Rate Drop Rate Aftack Categories

I A Defaul “DefensePro Global Palicy 2 kbps 2 Kops 2 Kps AcL

5. Disable the existing Blocklist Configuration = Access Control = Blocklist and Allowlist 2 Blocklist.
Double click on the existing blocklist and uncheck Enable.

Click on the Update Policies Required.

Open a browser in the Legitimate Client and notice the page is loading.

N o
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Configure Blocklist using Vision Analytics AMS

1. Launch a single source TCP RST attack again.
2. Use Vision analytics to view the attack. Select the Analytics AMS - DefensePro Monitoring perspective.
3. Select your policy in the Protection Policies section.
4. Select Behavioral DoS in the Protections section.
5. Click on the +Blocklist / Allowlist button on the Ongoing attack.
<< GO BACK DefensePro Dashboard  Gealocation Map Device: vDefensePro Policy Name: TeamlIU @
Bits per Sec 551 M
Packets per Sec 127.55K
Policy Traffic Bandwidth bps pps  Inbound Outbound Attack Traffic and Active Protections Policy CPU Utilization
O Max71.3 M Mind
D Dr jed
4 "“ e Tcp 25 Behavioral DoS .
Protections. Shaw Events by Categary Shaw Events Table
Protection Name Attack Rate Drop Rate Quantile Status.
Behavioral DoS 55.57 Mbps 55.57 Mbps
network fload IPva TCR-RST TeamiU Ongoing 73555968 166,277

14148165 Il 12.07.2022, 14110

6. Use Rule Type to Blocklistist Rule, Name Prefix to TeamXXBL (where XX are your initials) leave rest as default.

Add IP Address to Blocklist or Allowlist - run X

Target Devices: * vDefensePro
Rule Type: * Blocklist Rule
Allow Updates During Attacks: *
Name Prefix: * TeamlUBL|
Source IP Address: * 27.1.31.10
Source Port: 31337
Destination IP Address: 27.1.31.100
Destination Port: 25

Cancel

7. You will notice the DefensePro will stop detecting an attack as a Behavioral DoS and display ACL attack.
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8. Go to the Attacker and stop the single source.

bps pps Inbound Outbound Connections Rate

Traffic Bandwidth
ece Max 70.1 Min 0 ropped  More .
| b O O
S
¥ | = W ] |
| | 3
a | i
| g
TR
Protection Policies
Palicy Status Site Device Policy Name
I A Global Policy

Teamiu

9. Stop the attack.

Total Inbound Traffic

55.24 Mbps

43.06 Mbps

Attack Rate

5524 Mbps

0

Concurrent Connections

Drop Rate

55.24 Mbps

0bps

Attack Category

ACL

None

10. Go to DefensePro configuration and disable the new Blocklist and click on the Update Politices Required.

Export and save configuration file as dp8-BlockAllow-config.txt.
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For questions, contact

© 2019 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document
are protected by trademarks, patents and pending patent applications of Radware in the U.S. and other
countries. For more details, please see: https://www.radware.com/LegalNotice/. All other trademarks and
names are property of their respective owners.
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