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GUIDE OVERVIEW 

This guide outlines the SSL inspection demo lab environment and provides detailed instructions to 
running the demonstration.  
As part of the demonstration we will show the following scenarios: 
 
• SSL inspection with 3 security devices: TAP, ICAP, and NGFW. 
• Bypassing SSL inspection based on hostname. 
• Bypassing SSL inspection based on web category (Finance, News, etc.). 
• Blocking traffic to a specific web category. 

 
Scenario1: SSL inspection with 3 security devices 
In this scenario, encrypted traffic from the LAN is directed to the Alteon device. The Alteon decrypts 
the traffic and then redirects the clear traffic to each security device in the flow. Once each device 

has inspected the traffic, the Alteon re-encrypts it before sending it out to the internet. 

 
Scenario 2: Bypassing SSL inspection to a hostname 
In this scenario, we demonstrate how to bypass SSL inspection for a specific host. Traffic destined for 
this host is sent directly to the default gateway, bypassing the security devices. 
 

Scenario 3: Bypassing SSL inspection based on web category  
In this scenario, we demonstrate how to bypass SSL inspection for a specific web category. Traffic 
that matches the category is sent directly to the default gateway, bypassing the security devices. 
 

Scenario 4: Blocking website category using URL filtering 
In this scenario, we demonstrate how to block a specific website category. Traffic from the configured 
category (News) is sent directly to the default gateway, and when traffic matches the relevant filter it 
is blocked. 
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Note: 

For a more detailed description of the SSL Inspection solution please refer to Appendix A: SSL 

Inspection overview 
 
 

LAB TOPOLOGY 
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1. Management Station  

The Client PC serves as the management station for the setup. From this station, you can run the 
entire demo and access the following components: 

• Alteon 

• Vision 

• Security devices 

• Demo lab diagrams 

 

This station is connected to the following networks: 
1. Management network of the setup for managing the setup equipment. 
2. Data network for client traffic. 
 

2. Management Station Tools 

The following tools are used on the Management Station in the demo lab: 
• Putty ─ Used to connect the environment terminal connection. 

• Chrome browser ─ Used to browse the internet through lab components. 

• Wireshark – Used to open packet capture. 

 

3. Verifying Alteon Configuration 

Before running the demo, make sure to load the configuration to the device in order to ensure that it 
is configured correctly. 
The configuration file is located on the desktop under the Configuration folder. 
The file name is Alteon.tgz 

4. Alteon Licnese 
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In case of license issues, please find below Alteon licenses: 

• va-ngDlSwq1 
• 1Gbps-6hCdnweN 
• aas-slb-sslinsp-t3WIhyCA 
• aas-ssl-Unlimited-dgN4QH89 
• aas-perform-Uv9BRqYY 
• aas-urlfilter-19oct2020-19nov2021-P3dhDnJJ 

 
Note:  
For detailed information on how to import the configuration please refer to Appendix B: Importing 

Alteon Configuration 

 

5. IPs and Login Credentials 

Component  IP User Password 

Alteon 10.100.100.2 radware Radware1! 

Vision 10.100.100.7 radware Radware1! 

ICAP Server 10.100.100.3 admin radware 

TAP 10.100.100.4 admin radware 

NGFW 10.100.100.5 admin radware 

Router 10.100.100.6 vyos vyos 
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RUNNING THE DEMO 

During the demo you can use Wireshark to capture traffic on the Alteon and on the security devices. 
For detailed information on how to run Wireshark and how to explain the capture on the Alteon, refer 
to Appendix C: Running Packet Captures. 
 
Note: 
The client is configured to trust the Alteon as a Certificate Authority in order to avoid security 
alerts on the browser. For details on how to add the Alteon as a trusted CA refer to 
Appendix D: Adding the Alteon as a Trusted CA 

 
Note: 

Non-HTTPS traffic passes through the Alteon directly to the default gateway (ignoring the SSLi 
solution). 
 

1. Scenario 1 – SSL Inspection Demo 

In this scenario we demonstrate Alteon outbound SSL inspection core functionality: 
• Client sends HTTPS request to the internet 

• The Alteon intercepts the traffic and performs the following: 

o Decrypt the HTTPS traffic. 

o Send the unencrypted traffic to the ICAP server for malicious object scanning. 

o Send a copy of the unencrypted traffic to the TAP device for recording. 

o Send the unencrypted traffic through NGFW for layer7 inspection. 

o Re-Encrypt the HTTP traffic. 

o Send the HTTPS traffic to the original destination website. 

 
Note: 
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In order to view the Alteon configuration refer to Appendix E: Scenario 1 Configuration 

Please Open SSL Inspection analytics using Appendix I: Vision SSL Inspection Analytics  
 
 

Scenario 1 – Diagram and Traffic Flow 

The diagram below details the entire flow of the traffic: 

 
 
Note: 
Lines in Blue represent requests to the internet 
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Lines in Orange represent responses from the internet 
 
1. The Client sends request to an HTTPS web site 
2. The Alteon decrypts the HTTPS traffic and sends the unencrypted HTTP request to the ICAP 

server over ICAP protocol. The ICAP responds to the Alteon with allow or block after finishing 
inspection. 

3. The Alteon sends a copy of the request to the Tap device. 
4. The Alteon sends the request to the NGFW. 
5. The NGFW return inspected request to the Alteon. 
6. The Alteon Re-encrypts the request and sends it to the router. 
7. The Router performs NAT and forwards the request to the internet. 
8. The Website sends the response to the router. 
9. The Router sends the response to the Alteon. 
10. The Alteon decrypts the HTTPS response and sends the unencrypted HTTP response to the 

NGFW. 
11. The NGFW returns the inspected response to the Alteon. 
12. The Alteon sends a copy of the response to the Tap device. 
13. The Alteon sends the unencrypted HTTP response to the ICAP server over ICAP protocol. The 

ICAP responds to the Alteon with allow or block after finishing inspection. 
14. The Alteon re-encrypts the response and sends it to the client 
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Running Scenario 1  

1. Open Chrome browser and click on CNN bookmark: 

 

2. Click on the Lock Button and then Certificate to verify the certificate issuer: 
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3. Click on Certificate: 

 
4. We can see that the certificate was issued by the Alteon, meaning the traffic was forwarded 

to security devices for inspection and re-encrypted successfully: 
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5.  Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device: 

 
6. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click the "+"  

button: 
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7. Scroll down to get ICAP payload: 

 
 

8. To inspect the actual traffic flow using packet capture refer to: Appendix C – Running packet 
capture  
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2. Scenario 2 – Specific Host Bypass 

In this scenario we will demonstrate bypassing SSL inspection based on specific host. 
The steps in the scenario include: 

1. Browse to www.bbc.com 
2. Show that we perform SSL inspection. 
3. Enable bypass filter for www.bbc.com 
4. Browse again to www.bbc.com 
5. Show that we bypass the SSL inspection. 
6. Browse to another site. 
7. Show that it still gets inspected. 

Note: 

In order to view the Alteon configuration refer to Appendix F: Scenario 2 configuration 

Please Open SSL Inspection analytics using Appendix I: Vision SSL Inspection Analytics 
 

 

http://www.bbc.com/
http://www.bbc.com/
http://www.bbc.com/


   

 

 

 

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be 

shared with unauthorized parties. 

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or 

otherwise, regarding its accuracy, completeness or performance 

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023  Page 15 

ALTEON SSL INSPECTION V11.0 

Scenario 2 – Diagram and Traffic Flow 

The diagram below details the entire flow of the bypass traffic (when bypass filter is enabled): 

1. The client browses to www.bbc.com.  

2. Based on the host name the Alteon bypasses the SSL Inspection.  

3. The Router performs NAT and forwards the request to the internet. 

4. The Website sends the response to the router. 

5. The Router sends the response to the Alteon. 

6. The Alteon sends the response to the client. 

  

http://www.bbc.com/
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Running Scenario 2 

1. Open Chrome browser and click on BBC bookmark: 

 
2. Click on the Lock Button and then Certificate to verify the certificate issuer: 
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3. We can see that the certificate was issued by the Alteon, meaning the traffic was 

forwarded to security devices for inspection and re-encrypted successfully: 

4. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device: 
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5. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click 
the "+"  button: 

 
6. Scroll down to get ICAP payload: 
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7. Enable the bypass filter for www.bbc.com: 

• Login to the Alteon 

• Navigate to Application Delivery → Filters 

• Enable filter 50 

http://www.bbc.com/
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8. Click on BBC bookmark: 
 

 
 

9. Click on the Lock Button and then Certificate button to verify the certificate issuer: 
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10. We can see that the certificate wasn't issued by Alteon which means the request 
was served directly from the web server, effectively bypassing the SSL inspection. 

 

11. Click on Bank of America bookmark: 
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12. Click on the Lock Button and then Certificate to verify the certificate issuer: 
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13. We can see that the certificate was issued by the Alteon, meaning the traffic was 
forwarded to security devices for inspection and re-encrypted successfully: 

 

14. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device: 
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15. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click 
the "+"  button: 

 
16. Scroll down to get ICAP payload: 
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3. Scenario 3 – Category Based Bypass 

In this scenario we will demonstrate bypassing SSL inspection based on a category of web sites 
(NEWS in our example). 
The steps in the scenario include: 

1. Browse to www.cnn.com 
2. Show that we perform SSL inspection. 
3. Enable bypass filter for NEWS web category.  
4. Browse again to www.cnn.com  
5. Show that we bypass the SSL inspection. 
6. Browse to another site.  
7. Show that it still gets inspected. 

Note: 

In order to view the Alteon configuration refer to Appendix H: Scenario 3 Configuration 

Please Open SSL Inspection analytics using Appendix I: Vision SSL Inspection Analytics 

 
 

http://www.cnn.com/
http://www.cnn.com/
http://www.cnn.com/
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Diagram and Traffic Flow 

The diagram below details the entire flow of the bypass traffic (when bypass filter is enabled): 

 
 
1. The client browses to www.cnn.com.  
2. Based on web category filtering policy the Alteon bypasses the SSL inspection. 
3. The Router performs NAT and forwards the request to the internet. 
4. The Website sends the response to the router. 
5. The Router sends the response to the Alteon. 
6. The Alteon sends the response to the client. 
  

http://www.cnn.com/
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Running the Demo Scenario 

1. Click on CNN bookmark: 
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2.  Click on the Lock Button and then Certificate to verify the certificate issuer: 
 

3. We can see that the certificate was issued by the Alteon, meaning the traffic was 

forwarded to security devices for inspection and re-encrypted successfully:  



   

 

 

 

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be 

shared with unauthorized parties. 

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or 

otherwise, regarding its accuracy, completeness or performance 

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023  Page 29 

ALTEON SSL INSPECTION V11.0 

4. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device: 
 

5. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click 
the "+"  button: 

 
6. Scroll down to get ICAP payload: 
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7. Enable bypass filter for NEWS category: 

• Login to the Alteon 

• Navigate to Application Delivery → Filters 

• Disable filter 50 

• Enable filter 60 
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8. Click on CNN bookmark again then click on the Lock Button and then Certificate to 

verify the certificate issuer: 
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9. We can see that the certificate wasn't issued by Alteon which means the request was 

served directly from the web server, effectively bypassing the SSL inspection: 

10. Click on Bank of America bookmark:  
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11. Click on the Lock Button and then Certificate button to verify the certificate issuer: 
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12. We can see that the certificate was issued by the Alteon, meaning the traffic was 

forwarded to security devices for inspection and re-encrypted successfully. 

 
13. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device: 
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14. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click 
the "+"  button: 

 
15. Scroll down to get ICAP payload: 
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4. Scenario 4 – Category Based Block 

In this scenario we will demonstrate blocking specific category of web sites 
 

 

Note: 

In order to view the Alteon configuration refer to Appendix H: Scenario 4 Configuration 

Please Open SSL Inspection analytics using Appendix I: Vision SSL Inspection Analytics 
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Diagram and Traffic Flow 

The diagram below details the entire flow of the traffic: 
 
 

1. The client browses to www.cnn.com. 
2. Based on web category filter the Alteon blocks the traffic and responds with a sorry page. 
 

http://www.cnn.com/
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 Running the Demo Scenario 

 

1. Open Chrome browser and Click on Bank of America bookmark: 

 

2. Click on the Lock Button and then Certificate to verify the certificate issuer: 
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3. We can see that the certificate was issued by the Alteon, meaning the traffic was 
forwarded to security devices for inspection and re-encrypted successfully: 

 
4. Browse to "TAP" bookmark in order to watch traffic reaching the "TAP" device: 
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5. Browse to "ICAP" bookmark in order to watch traffic reaching the ICAP device and click 
the "+"  button: 

 
6. Scroll down to get ICAP payload: 
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7. Enable the block filter for News web category: 

• Login to the Alteon 

• Navigate to Application Delivery → Filters 

• Disable filter 60 (bypass filter from scenario 3) 

• Enable filter 70 

8. Click on CNN bookmark: 
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9. The website is blocked and we receive a sorry page: 

 
 



   

 

 

 

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be 

shared with unauthorized parties. 

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or 

otherwise, regarding its accuracy, completeness or performance 

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023  Page 44 

ALTEON SSL INSPECTION V11.0 

  



   

 

 

 

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be 

shared with unauthorized parties. 

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or 

otherwise, regarding its accuracy, completeness or performance 

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023  Page 45 

ALTEON SSL INSPECTION V11.0 

APPENDIX A: SSL INSPECTION OVERVIEW 
 

Radware SSL Inspection solution provides the ability to preserve visibility on organization traffic with 
the fact that most traffic is encrypted by allowing for transparent decryption of the SSL\TLS traffic in 
a centralized location. 
 
Key Drivers for Inspecting Outbound SSL Traffic: 

• Eliminate blind spots of SSL encrypted communication to/from the enterprise 
• Maintaining information’s communication’s privacy. 
• Compliance and regulatory need for information disclosure 

 – Log all information access details (what, who when and from where)  
 – Prevent unauthorized (source or destination) data communication  

• Prevent data leakage of business critical information  
• Prevent ingress of malware and advanced persistent threats  

 – through SSL encrypted channel  
• Monitor traffic to/from cloud applications and services  

 – Enforce the organization’s data privacy policies on cloud applications as well 

 

SSL Inspection – Deployment Modes  
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Transparent Proxy device 
• One leg IPS deployment mode 
• Usually used for application level protection 
• Anti virus, anti bot, anti malware, WAF 
• HTTPS traffic from client is decrypted and forwarded to VAS 
• VAS configured in L3 for IPS analysis 

 
No-MAC (bridge) device 

• Two leg IPS deployment mode 
• Usually used for network level protection – Anti DDoS 
• HTTPS traffic from client is decrypted and forwarded to VAS 
• VAS is configured as transparent L2 
• (no IP connectivity from Alteon to VAS) 
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APPENDIX B: IMPORTING ALTEON CONFIGURATION 

 

1. Open Chrome browser and click on the Alteon bookmark: 

 

2. Login using credentials admin/radware: 
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3. Click on System and then on Configuration Management: 

 
 

4. In the Configuration management screen check Include Private Keys, fill the passphrase 

(radware) and click Browse: 
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5. Browse to Documents, select Alteon passphrase 1234.tgz, which contains the default 

configuration for the SSL Inspection demo then click Open: 
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6. Click Import to import the configuration to Alteon. 
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7. After the configuration is imported, a message saying The request has succeeded 

displays: 

8. Click Apply" button to apply the configuration and "Save" for save it on boot config: 
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APPENDIX C: RUNNING PACKET CAPTURES  

You can use packet captures on the Alteon in order to show the traffic flow through different security 
devices. Since the redirection is done in L2 you should look at the MAC addresses in order to 
understand the packets source and destination. 
 
To run the capture on the Alteon perform the following: 
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1. On the Alteon main screen – Click on: Monitoring → System → Maintenance → Packet 
Capture: 
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2. Click on Start to start packet capture: 

 
3. Run the traffic through the Alteon 
4. Click on Stop to stop packet capture: 



   

 

 

 

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be 

shared with unauthorized parties. 

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or 

otherwise, regarding its accuracy, completeness or performance 

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023  Page 57 

ALTEON SSL INSPECTION V11.0 

 
 



   

 

 

 

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be 

shared with unauthorized parties. 

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or 

otherwise, regarding its accuracy, completeness or performance 

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023  Page 58 

ALTEON SSL INSPECTION V11.0 

5. Click on Export to export PCAP file: 
  

6. Open the capture file in WireShark and inspect the flow based on MAC address changes. 
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APPENDIX D: ADDING THE ALTEON AS A TRUSTED CA  

1. When you first receive the Alteon issued certificate you will receive an error.  
Click on Not secure for more information, then click on Certificate (Invalid):  

 
 

2. We can see that the Alteon issued certificate is not trusted by the PC: 
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3. In order to trust the certificate browse to the Alteon and login: 

 
 

4. Navigate to Application Delivery → SSL → Certificate Repository then double click 
on SSLiCert: 
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5.   Click on Export: 

 

 
6. Select Export to: File and click Export in order to download the certificate: 
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7. Browse to the certificate location and change its extension from .txt to .crt 

 
 
 
 
 
 
 
 
 
 
 
 

 
8. Double click the certificate to open it and click on Install Certificate 
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9. The Certificate Import Wizard will open. Click Next to proceed: 
 
   
 
 
 
 
 
 
 
 
 
 
 
 
 

10. Select Place all certificates in the following store and click Browse: 
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11. Choose Trusted Root Certificate Authorities and click OK: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

12. Click Next to import the certificate: 
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13. Click Yes to confirm you trust this certificate and install it: 
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APPENDIX E: SCENARIO 1 CONFIGURATION  

All the traffic passes through the Alteon and the SSL inspection is performed using 3 filters: 
100,150,200. 
 

1. Filter 100 

Description: 

Intercepts SSL traffic from the client and sends clear traffic to the ICAP server and the 
IDS on port 81. 

Classification: 

• Destination TCP port 443.  

• Source interface 1 (client side). 

Action: 

• Perform SSL negotiation with the client in order to decrypt the request.  

• Send a copy of the decrypted traffic to the IDS server on port 81. 

• Send the decrypted traffic to the ICAP server on port 81. 

Configuration:  
/c/slb/port "1" 

  filt ena 

  add 100 

 /c/slb/filt 100 

  name "Inspect and send to IDS" 

  ena 

  action redir 

   proto tcp 

  dport https 

  group IDS 

  rport 81 

  add 1 

  applic http 
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 /c/slb/filt 100/ssl 

  sslpol FESSLPolicy 

  inspect ena 

  l7action inspect 

 /c/slb/filt 100/adv 

   icap icap_policy 

  thash sip 

  rtsrcmac ena 

  reverse ena 

 /c/slb/filt 100/adv/redir 

  dbind forceproxy 

  fallback continueFlow 

  fbport 4 

/c/slb/filt 100/report/inspect 

  ena 

  location clientside 

  purpose inspect 

  app https 

  dir outbound 
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2.  
Filter 150 

Description: 
Intercept HTTP traffic returning from the ICAP server and send it to the NGFW server. 

Classification: 

• Destination TCP port 81  

• Source interface 3 (ICAP server) 

Action: 

• Send the traffic to the NGFW server 

Configuration: 



   

 

 

 

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be 

shared with unauthorized parties. 

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or 

otherwise, regarding its accuracy, completeness or performance 

Demo lab guide: Alteon SSL Inspection version 11.0, May 23, 2023  Page 72 

ALTEON SSL INSPECTION V11.0 

/c/slb/filt 150 

            name "Send to NGFW" 

            ena 

            action redir 

            proto tcp 

            dport 81 

            group NGFW 

            rport 81 

            add 2 

/c/slb/filt 150/adv 

            rtsrcmac ena 

            reverse ena 

/c/slb/filt 150/adv/redir 

            fallback continueFlow 

            fbport 4   

/c/slb/filt 150/report/inspect 

  ena 

  location clientside 

  purpose inspect 

  app https 

  dir outbound 

 

 
 

3.  
Filter 200 

Description: 
Intercept HTTP traffic returning from the NGFW server, re-encrypt it and send it to the 
internet. 

Classification: 

• Destination TCP port 81  
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• Source interface 5 (NGFW server) 

Action: 

• Re-encrypt the traffic.  

• Send the encrypted traffic to the default gateway on port 443 

Configuration: 

/c/slb/port "4" 

  filt ena 

  add 200 

/c/slb/filt 200 

  name "To-GW" 

  ena 

  action redir 

 proto tcp 

  dport 81 

  group GW 

  rport 443 

 add 4 

  applic http 

/c/slb/filt 200/ssl 

  sslpol BESSLPolicy 

  inspect ena 

/c/slb/filt 200/adv 

  matchdev all 

  rtsrcmac ena 

  reverse ena 

/c/slb/filt 200/adv/proxyadv 

  proxyip 192.168.200.253 

/c/slb/filt 200/adv/redir 

  dbind forceproxy 

/c/slb/filt 200/report/inspect 

  ena 

  location serverside 

  purpose inspect 

  app https 

  dir outbound 
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APPENDIX F: SCENARIO 2 CONFIGURATION  

 
Description: 

Filter 50 is configured to bypass SSL inspection for requests to host www.bbc.com and 

send them directly to the internet. 

Classification: 

• Destination TCP port 443. 

• Source interface 1 (Clients side). 

• Host name www.bbc.com. 

Action: 

• Send the traffic to directly to the default gateway. 

Configuration 

 /c/slb/port "1" 

  add 50 

 

 /c/slb/layer7/slb 

 /c/slb/layer7/slb/cntclss Host_Bypass ssl 

 /c/slb/layer7/slb/cntclss Host_Bypass ssl/hostname www.bbc.com 

  hostname "www.bbc.com" 

 /c/slb/filt 50 

  name "Bypass bbc.COM" 

  ena 

  action redir 

  ipver v4 

  sip any 

  smask 0.0.0.0 

  dip any 

  dmask 0.0.0.0 

  proto tcp 

  dport https 

http://www.bbc.com/
http://www.bbc.com/
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  group GW 

  rport 443 

  vlan any 

  add 1 

  cntclss Host_Bypass 

  applic http 

 /c/slb/filt 50/ssl 

  sslpol Outbound_FE_SSL_Inspection 

  inspect ena 

  l7action bypass 

 /c/slb/filt 50/adv 

  rtsrcmac ena 

  reverse ena 

 /c/slb/filt 50/adv/proxyadv 

  proxyip 192.168.200.253 

 /c/slb/filt 50/adv/redir 

  dbind forceproxy 

/c/slb/filt 50/report/inspect 

  ena 

  location clientside 

  purpose bypass 

  app https 

  dir outbound 
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APPENDIX G: SCENARIO 3 CONFIGURATION  

Description: 
Filter 60 is configured to bypass SSL inspection for requests to any NEWS site and send 

them directly to the internet. 

Classification: 

• Destination TCP port 443.  

• Source interface 1 (Clients side). 

• Host name matches NEWS category. 

Action: 

Send the traffic to directly to the default gateway 

Configuration: 

/c/slb/layer7/urlfiltr/urlpol News_Bypass 

/c/slb/layer7/urlfiltr/urlpol News_Bypass/categs/prod 

  42  

/c/slb/port "1" 

  add 60 

/c/slb/filt 60 

  name "News category bypass" 

  ena 

  action redir 

  ipver v4 

  sip any 

  smask 0.0.0.0 

  dip any 

  dmask 0.0.0.0 

  proto tcp 

  dport https 

  group GW 

  rport 443 

  vlan any 

  add 1 

  urlfilt News_Bypass 

  applic http 

 /c/slb/filt 60/ssl 
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  sslpol Outbound_FE_SSL_Inspection 

  inspect ena 

  l7action bypass 

/c/slb/filt 60/adv 

  rtsrcmac ena 

  reverse ena 

/c/slb/filt 60/adv/proxyadv 

  proxyip 192.168.200.253 

/c/slb/filt 60/adv/redir 

  dbind forceproxy 

/c/slb/filt 60/report/inspect 

  ena 

  location clientside 

  purpose bypass 

  app https 

  dir outbound 
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APPENDIX H: SCENARIO 4 CONFIGURATION  

 
Description: 

Filter 70 is configured to block requests to any NEWS site and present the client with a 

sorry page. 

Classification: 

• Destination TCP port 443.  

• Source interface 1 (Clients side). 

• Host name matches NEWS category. 

Action: 

Block the traffic and display sorry page. 

Configuration 

/c/slb/appshape/script SorryPage 

  ena 

  import text  

 when HTTP_REQUEST { 

    if { [HTTP::method]   ne "HEAD" } { 

 HTTP::respond 200 content { 

       <html> 

         <p><img src="https://www.israel-

braingain.org.il/uploads/images/small_16457.jpg" alt="" width="286" height="78" 

/>&nbsp;</p> 

 <p>We are sorry, but the site you are looking for is blocked by the Alteon.</p> 

       </html> 

 } 

 } 

 } 

 -----END 

 

 /c/slb/port "1" 

  add 70 

 

 /c/slb/filt 70 
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  name "News category block" 

  ena 

  action redir 

  ipver v4 

  sip any 

  smask 0.0.0.0 

  dip any 

  dmask 0.0.0.0 

  proto tcp 

  dport https 

  group IDS 

  rport 81 

  vlan any 

  add 1 

  urlfilt News_Bypass 

  applic http 

 /c/slb/filt 70/ssl 

  sslpol FESSLPolicy 

  inspect ena 

  l7action inspect 

 /c/slb/filt 70/adv 

  rtsrcmac ena 

 /c/slb/filt 70/adv/redir 

  dbind forceproxy 

  fallback continueFlow 

  fbport 4 

 /c/slb/filt 70/appshape/add 1 SorryPage 

/c/slb/filt 70/report/inspect 

  ena 

  location clientside 

  purpose bypass 

  app https 

  dir outbound 
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APPENDIX I: VISION SSL INSPECTION ANALYTICS  

 

 

In order to view SSL Inspection dashboard on Vision, please refer the following steps: 

1. Click on Vision tab (U/P radware/radware): 
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1. Click on the SSL Inspection Alteon and browse to the security monitoring tab: 

 

2. Click on SSL Inspection button: 
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All SSL inspection analytics available on this screen: 

 

 

 


