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GUIDE OVERVIEW

The document covers steps for demonstrating the following scenarios:

1. GSLB - global load balancing between two sites

o Round robin load sharing — Both sites are active.

o Main\DR sites scenario - Ability to failover to the remote site.

2. SSL Offloading and Layer 7 modification
e Redirect HTTP to HTTPS.
e Perform SSL\TLS by Alteon instead of the server.

e Perform HTTP compression by Alteon and not by server.
e HTTP header modification.
e HTTP body modification.

3. Content based load balancing

e HTTP access - server group selection based on the HTTP hostname.

e HTTPS access - server group selection based on the SNI header.

4, HTTP/2.0 GW — Operating as HTTP2 gateway.

5. Advanced Analytics — Overview Logs and Statistics collected by Cyber controller Advanced

Analytics engine. In order to provide data for this scenario, all the components of the environment
are set to send HTTP and HTTPS requests.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
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LAB TOPOLOGY
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with unauthorized parties.

The demo lab is comprised of several components:

otherwise, regarding its accuracy, completeness or performance.
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The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or




e DNS Server

e Two routers
o (Cyber controller server
e Three Alteons for GSLB\SLB

e Two sets of web servers

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 6
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THE MANAGEMENT STI-\TION -

The windows client in the diagram is our management station, from it you run the entire demo and
have access to:

e Cyber controller
e Web-App Servers
e Alteons

d.

The station is connected to three networks:
e External Network — Used for external connectivity via RDP.
e Internal Network — Used for running the demo scenarios

e Management Network — Gives us access to the management vlan.

Credentials:
e Windows Client — radware:radware
e Cyber Controller — radware:Radware1!
e Alteons - radware:Radware1!
e \Web Servers — radware:radware

e DNS Server — radware:radware

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 7
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RUNNING THE DEMO

GSLB and HA Scenarios

In this section we will demonstrate global site load balancing and different HA scenarios.
Please note Main site has two links and DR site has one link:

e Site AISPlink 1is represented by VIP 10.100.4.54

e Site AISPlink 2 is represented by VIP 10.100.5.54

e Site BISP linkis represented by VIP 10.100.7.103
Note:

For the GSLB configuration walkthrough refer to Appendix 1 — General GSLB Configuration

1 Round Robin Global Load Balancing

In this scenario we will demonstrate equal DNS distribution between the three VIPs (Site A ISP1, Site
AI1SP2, and Site B), each query should get an IP from the three possible VIPs.

e Using Chrome browser navigate to "App1", use the bookmark in "Scenario1" directory.
e Note the “Served By" indicating the responsible Alteon and Wanlink indicating the ISP.

e Refresh the page (using ctrl+f5) several times to verify that load balancing takes place.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 8



. radware

¢ o © & applradwarelabjindexhtml

dteon-Main-1 $* Main-Alteon-2 | $* DR-Alteon | §* Vision | F5] Bypess-Alteon] S Scenariol 5 Scenariod [ Scenario3 ES) scenarios
T Appt
E ar
P Tp: €

d counts

Open Allin Tabs
T TCPuaP Imfo:

Protocol Version: http/1.1

Cient IP: 10.100.3.150
Client (Src) Port: 7732
Server: Server3
Server IP: 10.100.3.13
Server (Dest) Port: 80
| Served By: Site A-Alteon 1 |

Disable Site A - Alteon 1
Disable Site A — ISP 1
Disable Site A — Real Servers

Enable Everything — Back to Normal I

Vievi/Hide Request Headers
Request URI : /index html
‘Wanlink Site A - ISP1
Host : appl radware lab

Note:
For the scenario configuration walkthrough refer to Appendix 1 — GSLB Configuration — Scenario 1

2 Local and Global High Availability

In this scenario, Site 2 functions as a Disaster Recovery (DR) site, traffic will be sent to it only in case
Site 1 is unavailable.
We are going to demonstrate the following HA scenarios:

e Failure of Alteon 1 in Site A (failover to Alteon 2).

e Failure of ISP 1 in Site A.

e Failure of Site A and failover to Site B.

e Return everything back to normal.

Note:
For the scenario configuration walkthrough refer to Appendix 1 — GSLB Configuration — Scenario 2

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

Page 9
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Establish Baseline
In this scenario we will demonstrate equal DNS distribution between the two VIPs in Site A each
query should get an IP from the two possible VIPs (ISP 1 or ISP 2).

e Using Chrome browser navigate to "App-2", use the bookmark in "Scenario1" directory.
e Note the “Served By" indicating the responsible Alteon and Wanlink indicating the ISP

e Refresh the page several times to verify load balancing take place

c @ © £ applradwarelabfindexhtml
Jteon-Main-1 £ Main-Alteon-2 | ** DR-Alteon £ Vision | EBypass-Alteon 5 Scenariol  £5 Scenariod 5 Scenario3 £ Scenariod
¥ Appl
— Ire

d counts

Open Allin Tabs
—TICPurinfo:

Protocol Version: hitp/1.1

Cient IP: 10.100.3.150
Client (S1c) Port: 7732
Server: Server3
Server IP: 10.1003.13
Server (Dest) Port: 80
| Served By: Site A - Alteon 1 |

Disable Site A - Alteon 1 I
Disable Site A — ISP 1 |

Disable Site A — Real Servers |
Enable Everything — Back to Normal |

View/Hide Request Headers |

Request URI - /index html
- rarded-For ; 10.100.1.40
[ Wantink - Site A - ISP1 |
Host : appl radware lab

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 10
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Main Alteon failover

Alteon-1 and Alteon-2 are configured with High-Availability, failover to Alteon-2 does not impact the
service. disable all interfaces of Alteon-1 to simulate the failover.

e Using Chrome browser navigate to "App-2", use the bookmark in "Scenario1" directory.
e (lick “Disable Site A — Alteon 1" button
e Note the “Served By" indicating the responsible Alteon and Wanlink indicating the ISP

e Refresh the page several times to verify load balancing

& ﬁ‘ (01 app1.radwarelab/index.html?oper=alt1-all-links-down

Iteon-Main-1 E. Main-Alteon-2

#* DR-Alteon

§. Vision | E Bypass-Alteon EScenario'I EScenariDE EScenariUB ﬁScenariod

2 radware

Every second counts

TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.3.151
Client (Src) Port: 2078
Server: Server3
Server IP: 10.100.3.13
Server (Dest) Port: 80

| Served By: Site A - Alteon 2 |

| Disable Site A - Alteon 1 | |

Disable Site A —ISP 1 |

Disable Site A — Real Servers |
Enable Everything — Back to MNormal |

View/Hide Request Headers |

Request URT : J/index html?oper=altl-all-links-down
X-Forwarded-For : 10.100.1.40

| Wanlink : Site A-ISP1 |
Host - appl radware lab

e OPTIONALY: verify links are disabled and Alteon 2 is the Master

o Logon to Alteon 1 and Alteon 2
o Navigate to Monitoring > Network > Physical Ports
o Note “Operational Status” for each link

o Navigate to Monitoring > Network > High Availability

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 11
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o Note “State”

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 12
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ISP Link failure

In this scenario we disable ISP 1 in Site A forcing the traffic to go through ISP 2 only.

e Using Chrome browser navigate to "App2", use the bookmark in "Scenario1" directory.
e C(lick "Disable Site A — ISP 1" button

e Note the "Served By" indicating the responsible Alteon and Wanlink indicating the ISP

e Refresh the page several times to verify load balancing

C @ © & applradwarelabfindex.html?oper=alt1-isp1-down

£ DR-Alteon | %7

lteon-Main-1 £ Main-Alteon-2

Vision | EIBypass—Alteon 5] Scenariol  [5] Scenario? £ Scenariod £ Scenaric

.’ radware

Every second counts

TCPAIP Info:

Protocol Version: http/1.1

Cient IP: 10.100.3.151
Client (S1c) Port: 2109

Server: Server?

Server [P: 10.100.3.12
Server (TDest) Port- 80

Served By: Site A - Alteon 2

Disable Site A - Alteon 1
I bisable ste A-15P 1 | |
Disable Site A — Real Servers |
Enable Everything — Back to Normal |

View/Hide Request Headers |

Request URI : /mdex htm1?oper=altl-1spl-down
X-Forwarded-For : 10.100.1.40

Wanlink : Site A - ISP2

Host - appl radware lab

e OPTIONALY: Logon to Alteon 2 and verify ISP link 1 (port 2) is disabled
o Logon to Alteon 2

o Navigate to Monitoring > Network > Physical Ports
The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 13
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o Note "Operational Status” for each link
Note:

It may take some time for the client to issue a new DNS request to reach the service

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 14
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D ADVANCED ANALYTICS

Failover to DR site

In this scenario we disable all local servers of Site A forcing the traffic to go to Site B.

e Using Chrome browser navigate to "App2", use the bookmark in "Scenario1" directory.
e C(lick "Disable Site A — Real Servers"” button

e Note the “Served By" indicating the responsible Alteon and Wanlink indicating the ISP

e Refresh the page several times to verify load balancing

c o © £ applradwarelab/indexhtml?oper=down

teon-Main-1 E. Main-Alteon-2 E. DR-Alteon

Vision | rfIBypass—AIteon EIScenario'l EIScenariDE rfIScenariDB EIScenariDd

" radware

Every second counts

TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.6.150
Client (Stc) Port: 2166
Server: Server5
Server IP: 10.100.6.25
Server (Dest) Port: 80

| Served By- Site B - Alteon |

Disable Site A - Alteon 1 |

Disahle Site & — 158 1|
!

I Disable Site A — Real Servers | I
Enable Everything — Back to Mormal |

View/Hide Request Headers |

Request URI : /index html?oper=down
X-Forwarded-For : 10.100.1.40

| Wanlink - Site B-ISP |
Host : appl.radware.lab

e OPTIONALY: Logon to Alteon 2 and verify real servers are down
o Logon to Alteon 2
o Navigate to Monitoring > Application Delivery > Server Resources > Real Servers

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 15
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Note “Server Status” of each server

Note:

It may take some time for the client to issue a new DNS request to reach the service

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 16
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Failback to Original Status

e Using Chrome browser navigate to "App2", use the bookmark in "Scenario1" directory.
e C(Click "Enable Everything — Back to Normal” button

e Note the “Served By" indicating the responsible Alteon and Wanlink indicating the ISP

e Refresh the page several times to verify load balancing

c @ U # appil.radwarelab/index.htmlZoper=up

W[teon-Main-1 E. Main-Alteon-2 E. DR-Alteon §

Vision | rleypass-Alteon EIScenarim rflScenarioZ rfIScenarioB rfIScenariod

2’ radware

Every second counts

TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.6.150
Client (Src) Port: 2059

Server: Serverd

Server IP: 10.100.6.24
Server (Mest) Part- 80

Served By: Site B - Alteon

Disable Site A - Alteon 1 |
Disable Site A — ISP 1 |
Disable Site A — Real Servers |
—==d0E =
I Enable Everything — Back to Normal | I

View/Hide Request Headers |

Request URI : /index html?oper=up
- arded-For - 101001 .40
| Wanlink : Site B - ISP
Host : appl radware lab

e OPTIONALY: Logon to Alteon 1 and verify it is the Master, links and real servers are up

o Logon to Alteon 1 and Alteon 2

o Navigate to Monitoring > Network > Physical Ports
o Note “Operational Status” for each link

o Navigate to Monitoring > Network > High Availability
o Note “State”

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 17
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N A

o Navigate to Monitoring > App//'cation‘e/'very> Server Resources > Real Servers
o Note “Server Status” of each server
Note:

It may take some time for the client to issue a new DNS request to reach the service

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 18
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SSL Offloading and Layer 7 Modification Scenarios

In this section we will demonstrate HTTP header and body modification as well as SSL and
Compression offloading by the Alteon.

1. Browse Directly to Web Server

In this scenario we show the server response to client request.

e Using Chrome browser Navigate to the application bypassing the Alteon, Use "HTTPS" bookmark
in the "Bypass-Alteon" directory.

e Note the following:
o SSL alertin the address bar
o Server portis 443
o No SSL information found in request headers
o No X-Forwarded-For, X-Cipher-Suite and X-SSL headers
o GZIP encoding is allowed

o Statement "Served by Apache"

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 19



- ' Web Info
&~ ¢ Q I@ ¢ lllps:_ﬁ'_

ebinfo.radware.lab/index.html

£ Alteon-Main-1 £ Main-Alteon-2 | £* DR-Alteon

$* Vision | [ Bypass-Alteon [ Scen

HTTP

HTTPS

Open All in Tabs

Request URIL:
Host :

User-Agent :
Accept :
Accept-Language :
Accept-Encoding -
Connection :
Cookie -

|Served by Apache |

riol 5 Scenario2 5 Scenario3 £ Scenariod

2 radware

Every second counts
TCP\IP Info:

Protocol Version: http/1.1
Cient IP: 10.100.0.40
Client (Src) Port: 56738
Server: Server() - Main
Saryer TD- 10100010
I Server (Dest) Port: 443
Go Down! Bring UP!

View/Hide Request Headers

/index.html
webinfo radware lab

Mozilla/5.0 (Windows NT 10.0; Win64: x64: rv:77.0) Gecko/20100101 Firefox/77.0
text/htmlapplication/xhtml+xml.application/xml:q=0.9.1mage/webp.*/*.q=0.8

en-US.en:q=0.5

gzip. deflate. br

keep-alive
ServerCookie=y)zjSHAWBOVmSdTYEVex

Upgrade-Insecure-Requests - 1

Post a Message

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance.
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Redirect HTTP to HTTPS

In this scenario we demonstrate how the Alteon modifies HTTP requests to HTTPS using 307
redirect.

e Using Chrome browser Navigate to the application through the Alteon, Use "HTTP" bookmark in
the "Scenario 2" directory.

e Note the bookmark is for HTTP, but the connection is HTTPS.

<« g o ps://scenario?.radwarelab/index.htmlfredirect=1

2 Vision | EBypass-Alteon EScenarim EScenario?_ EScenario ES:er‘laricﬂ'\l

HTTP

dware

ery second counts

£ Alteon-Main-1  $* Main-Alteon-2 | 3° DR-Alteon

Open All in Tabs

TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
Client (Src) Port: 553214
Server: Serverl - Main
Server IP: 10.100.3.11
Server (Dest) Port: 80

Go Down! Bring UP!

OPTIONAL: to view the redirect use Chrome debugger (F12) Network tab

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 21
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. ' Web Info

<« c @

#* Alteon-Main-1 ¢ Main-Alteon-2 ‘ #* DR-Alteon | #* Vision | EBypass-Alteon 5 Scenariol

scenario.radware.lab/index.html

Y 'D' Inspector Console [ Debugger N Network  {} Style Editor

W 7 Filter URLs
tatus Method Domain
387 GET 4 scenarioZ.radware.lab
GET & scenario2.radware.lab
GET scenario2.radware.lab

File
index.html
index.html?redirect=1

favicon.ico

0 & https://scenarioZ.radware.lab/index.html?redirect=1

S Scenario2 5 Scenario ES Scenariod

HTTP

= dware

ry second counts

Open All in Tabs
T1CP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
Client (Src) Port: 51478
Server Servery - Mai
Berver TP- mninniis
L Memory E Storage 'i' Accessibility E
I Q
Protocol Remote IP
HTTR/1.1 10.100.4.55:80
HTTR/1.1 10.100.4.55:443
HTTPA.1 unknown

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance.
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SSL Offloading
In this scenario we demonstrate the SSL offloading feature.

e Using Chrome browser Navigate to the application through the Alteon, Use "HTTPS" bookmark in
the "Scenario 2" directory.

e Note even though the connection is secure the Server got a connection on port 80

- 7 Web Info
<« c o © & nhttgs//scenario? radwarelab/indexhtm|

E' Alteon-Main-1 E' Main-Alteon-2 | E' DR-Alteon E' Vision | EIBypass—Altenn EI Scenariol E Scenario2 EI Scenari E’ Scenariod

= HTIP

e adware

ry second counts

Open All in Tabs
T TCP\P Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
Client (Src) Port: 55406
Server: Server5 - Main
Server IP: 10.100.3.15
I Server (Dest) Port: 80 I
Go Down! Bring UF!

Note:

For the scenario configuration walkthrough refer to Appendix 2 — SSL Offloading and L7 Modification
— Scenario 1

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 23
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2. HTTP Header Injection

In this scenario we demonstrate multiple headers injection by the Alteon.

e Using Chrome browser Navigate to the application through the Alteon, Use "HTTPS" bookmark in

the "Scenario 2" directory

e Note X-Forwarded-For, X-Cipher-Suite and X-SSL headers were added (Was not there when

browsing directly to the server in scenario 1).

<« c {D D & https://scenarioZ.radware.lab/index.html

#* Alteon-Main-1  $° Main-Alteon-2 | %" DR-Alteon

§° Vision | EI Bypass-Alteon EI Scenario

E Scenariod EI Scenari EI Scenariod

HTTP

g dware

ry second counts

Open Allin Tabs
TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
Client (Src) Port: 51576
Server: Serverd - Main
Server IP: 10.100.3.14
Server (Dest) Port: 80

Go Down! Bring UP!

View/Hide Request Headers |

I X-Forwarded-For : 10.100.1.40 I

Host :

User-Agent :

Accept :

Accept-Language :
Accept-Encoding :
Connection :

Cookie :
Upgrade-Insecure-Requests :
Cache-Control ;

scenario? radware lab

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0)
text/html application/xhtml+xml application/xml;q=0.¢
en-US.en;q=0.5

identity

keep-alive

ServerCookie=M0JddKCbluKH2tEuURT3

1

max-age=0

X-Cipher-Suite :
X-8sl:

TLS_AES_256_GCM_SHA384
decrypted=true, cipher="TLSv1.3 TLS_AES_256_G(

Served by Alteon

Note:

Post @ Message |

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance.
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For the scenario configuration walkthrough refer to Appendix 2 — SSL Offloading and L7 Modification
— Scenario 2

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 25



. radware

3. HTTP Body Maodification

In this scenario we demonstrate HTTP content modification by the Alteon.

e Using Chrome browser Navigate to the application through the Alteon, Use "HTTPS" bookmark in

the "Scenario 2" directory.

¢ Note bottom statement states "Served by Alteon" (Was “Server by Apache” when browsing

directly to the server in scenario 1)

<« c {D D & https://scenarioZ.radware.lab/index.html

#* Alteon-Main-1  $° Main-Alteon-2 | %" DR-Alteon

§° Vision | EIBypass—Alteon EIScenario

E Scenariod rfl Scenario rfl Scenariod

o dware

ry second counts

Request URI :
X-Forwarded-For :
Host :

User-Agent :
Accept :
Accept-Language :
Accept-Encoding :
Connection :
Cookie :
Upgrade-Insecure-Requests :
Cache-Control :
X-Cipher-Suite :
X-8sl:

Served by Alteon

Note:

Open Allin Tabs
TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
Client (Src) Port: 51576
Server: Serverd - Main
Server IP: 10.100.3.14
Server (Dest) Port: 80

Go Down! Bring UP!

View/Hide Request Headers |

/index html

10.100.1.40

scenario? radware lab

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0)
text/html application/xhtml+xml application/xml;q=0.¢
en-US.en;q=0.5

identity

keep-alive

ServerCookie=M0JddKCbIuKH2tEuURT3

1

max-age=0

TLS_AES 256 GCM_SHA324

decrypted=true, cipher="TLSv1.3 TLS_AES 256 GC

Post @ Message |

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance.
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For the scenario configuration walkthrough refer to Appendix 2 — SSL Offloading and L7 Modification
— Scenario 3

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 27
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AD

4. Compression Offloading

In this scenario we demonstrate the Compression offloading feature.

e Use Chrome debugger (F12) Network tab, Refresh the page and select "scenario2.radware.lab" to
view request and response headers

e Note "Accept-Encoding" header received by the server is set to identity (meaning compression is
not allowed) but "Content-Encoding" in the response to the client is set to 'GZIP' Meaning the
traffic between Client and Alteon is compressed but traffic between Alteon and server is not

compressed.
<« c @ 9 & https://scenario2.radware.lab/indexhtml e

$* Alteon-Main-1 3 Main-Alteon-2 | §* DR-Alteon | 3* Vision | 5 Bypass-Alteon FSScenariol [ Scenario2 FSScenario3 [ Scenariod
1U Uy 1no;

Protocol Version: hittp/1.1

Cient IP: 10.100.1.40
Client (Src) Port: 51576
Server: Server4 - Main
Server [P: 10.100.3.14
Server (Dest) Port: 80
Go Down! Bring UP!
View/Hide Request Headers
Request URI - /index html
X-Forwarded-For : 10.100.1.40
Host : scenario2.radware.lab
User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64: x64; rv:77.0) Gecko/20100101 Firefox/77.0
Accept : text/htm]_application/xhtml+xml, application/xml.q=0.9,image/webp,*/*,q=0.8
rmmnuhuﬁ_mlq— - 8 q=0.5
Accept-Encoding : identity
Connection : keep-alive
Cookie - ServerCookie=M0JddKCbIuKH2tEuURT3
o> O Inspector Console [ Debugger T Network {3 Style Editor (D Performance 1 Memory E Storage 'i' Accessibility ﬁ What's Mew
BT | Filter URLs [l @ ® Al HTML €S§ J5 ¥HR Fonts Images Media WS

Status Method  Domain File Protocal Remote IP Type Transferred Size [l Headers  Cookies Request  Response  Tir
W Filter Headers

@ scenarioZradw...  index.html HTTPA1

384 GET scenarioZradw...  radjpg HTTRA1 10, . ipeg cached 4.85 KB ~ Response Headers (239 B)

GET scenarioZ.radw...  favicon.ico HTTR/1.1 unknown  wnd.microsoft.icon cached 112 KB i =
Content-Encoding: gzip

Content-Type: text/html; charset=UTF-8

Note:

For the scenario configuration walkthrough refer to Appendix 2 — SSL Offloading and L7 Modification
— Scenario 4

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 28
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Content Based Load Balancing Scenarios -

In this section we will demonstrate server group selection based on host name as follows:

Hostname Group Name Group Members
Scenario3-dev.radware.lab Scenario3-dev Server #1(10.100.3.11)
Scenario3-stg.radware.lab Scenario3-stg Server #2 and Server #3 (10.100.3.12-13)
Scenario3.radware.lab Scenario3-prod Server #4 and Server #5 (10.100.3.14-15)

1. HTTP Content Based Rules

In this scenario the Alteon reads the HTTP headers and performs the decision based on the host
header.

e Use Chrome browser and navigate to "Scenario3 — Prod — HTTP" found in "Scenario 3" directory.

e Note the server type is production.

&« (& ‘Q‘ 0 Z scenario3.radware.lab/index.html

E. Alteon-Main-1 E. Main-Alteon-2

#* DR-Alteon

E. Vision | EBypass-Alteon EScenario‘I EScenar 2 EScenaricﬂ EScenari

HTTP
HTTPS

Open All in Tabs

Protocol Version: http/1.1

Cient IP: 10.100.1.40
[l # (T o) Thot - 10
Server Type: Production
Server: Serverd - Main
Server IP: 10.100.3.14
Server (Dest) Port: 80

Go Down! Bring UP!

View/Hide Request Headers |

Request URI : /index html

Note:

For the scenario configuration walkthrough refer to Appendix 3 — Content Based Rules — Scenario 1

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 29
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e Add"-stg" to change the URL to: "http://scen'iéB—sg.radware.Iab/"

e Note the server type is Staging.

&« c ‘@‘ I@ = scenario3-stg.radware.lab/index.html I

§. Alteon-Main-1 E' Main-Alteon-2

¢* DR-Alteon

E' Vision | rfl Bypass-Alteon rfl Scenariol rfl Scenariod rfIScenarioB rfl Scenariod

>’ radware

Every second counts

TCPAP Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
Client (Src) Port: 52534
Server Type: Staging
berver: Server3 - Main
Server IP: 10.100.3.13
Server (Dest) Port: 80

Go Down! Bring UF!

e Change "stg" in the URL to "dev" to get "http://scenario3-dev.radware.lab/"

e Note the server type is Development.

. ' Web Info

& C @

§° Alteon-Main-1 E‘ Main-Alteon-2

© # scenario3-dev.radware.lab/findex.html

£* DR-Alteon

»
b
H

Vision | EIBypass-Alteon rfIScenario‘I EIScenarioE EIScenariDB EIScenarioll

>’ radware

Every second counts

TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
Client (Src) Port; 51261
Server Type: Development
Server: Serverl - Main
Server IP: 10.100.3.11
Server (Dest) Port: 80

Go Down! Bring UP!

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 30
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The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 31
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2. HTTPS Content Based Rules

In this scenario the Alteon selects the server group based on the value of the Server Name Indication
(SNI) header without SSL\TLS offloading.

e Use Chrome browser and navigate to "Scenario3 — Prod — HTTPS" found in "Scenario 3" directory
e Note that the server portis 443

e Note the server type is Production.

(& ‘@' D £ https://scenario3.radware.lab/index.html

Alteon-Main-1 E. Main-Alteon-2

£* DR-Alteon | %

Vision | EBypass-Alteon EScenario‘I EScenario?_ EScenarioi EScenaricAi

. e

HTTP
*| HTIPeS
ats

Open All in Tabs

Protocol Version: http/1.1

Cient TP: 10.100.1.40
Client (Src) Port: 54461

Server Type: Production
Server: Serverd - Main
Server IP: 10.100.5.15

Server (Dest) Port: 443

Note:

For the scenario configuration walkthrough refer to Appendix 3 — Content Based Rules — Scenario 2

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 32
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e Add"-stg" to change the URL to: "http://scen.iéB—sg.radware.Iab/"

e Note the server type is Staging.

' * Web Info

e ‘@ U & https://scenario3-stg.radware.lab/index.html

ilteon-Main-1 §° Main-Llteon-2

£* DR-Alteon

§° Vision | rfl Bypass-Altean EI Scenariol EI Scenariod EI Scenario3 rfl Scenaricd

:’radware

Every second counts
TCP\IP Info:

Protocol Version:  http/1.1

Cient IP: 10.100.1.40
=Clisnt (Sron Doct: SOTI0__
Server Type: Staging
Server: servers - Main
Server IP: 10.100.3.13
Server (Dest) Port: 443
Go Down! Bring UP!

e Change "stg" in the URL to "dev" to get "http://scenario3-dev.radware.lab/"

e Note the server type is Development.

* Web Info

(e ‘Q‘ O g https://scenario3-dev.radware.lab/index.html

\teon-Main-1  ¥° Main-Alteon-2

£* DR-Alteon

2* Vision | EBypass—Alteon = Scenariol £ Scenario2 £ Scenario3 3 Scenariod

’radware

Every second counts
TCP\IP Info:

Protocol Version: http/1.1

Cient IP: 10.100.1.40
_Client (Src) Port: 51154
Server Type: Development
SErver: serverl - Main
Server IP: 10.100.3.11
Server (Dest) Port: 443
Go Down! Bring UF!

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 33
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The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 34
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HTTP2 Gateway Scenario

In this scenario we will demonstrate using the Alteon as an HTTP2 gateway, traffic from client to
Alteon is HTTP/2.0 and from Alteon to server is HTTP/1.1

Note:

For the scenario configuration walkthrough refer to Appendix 4 - HTTP/2.0 GW

e Using Chrome navigate to the application use the "HTTPS" bookmark located in the “Scenario 4"
directory

e Note protocol is H2 meaning HTTP/2.0 — In order to visualize the protocol webpage is embedded
with a JavaScript displaying the HTTP version of the browser (between client and Alteon) same
information can be viewed via Chrome debugger (F12)

(! ‘@‘ O & https://scenariod. radware.lab/index.html?redirect=1

wlteon-Main-1 E' Main-Alteon-2 E. DR-Alteon E' Vision | rleypass—Alteon rfIScenarinﬂ rfIScenarioP_ rfIScenarioB EScenaricﬂ

Protocol Version: h2

Cient IP: 10.100.1.40
Client (Src) Port: 50490
Server Type: Development
Server: Serverl - Main
Server IP: 10.100.3.11
Server (Dest) Port: 80

Go Down! Bring UP!

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 35
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Scenario — 5 — Advanced Analytics

In this scenario we will demonstrate logs collected by the Cyber controller analytics engines, show
different information ranging from L4 through L7.

e Login to Cyber controller (radware:Radware1!)

#* Management x +

& C @ cybercontrollerradware.lab/login

$* Site-A-Alteon-1  3* Site-A-Alteon2 3% Site-B-Alteon | #* CyberController Bypass-Altean Scenariol Scenario2 Scenario3

0255 Cyber Controller

Cyber Controller Login

Username

radware

Password

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 36
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Navigate to “Analytics ADC" and click Application

Cyber Controller

System Dashboard
General Information

Uptime IP Address
4d 3h 9m 44s 10.100.0.200

Analytics ADC

'a:61:8f
Application

System and Network

EAAF for Alteon

Reports

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 37



. radware

The following window opens

Cyber Controller 043116 d
Application APPLICATIONS Devices © s e ®
Summary
Health Throughput and Connections Top Applications by Throughput (bps) Top Applications by Requests per Second
o o 387.84 K 5 0 - -
¥ per Second Connection:
W Shutdown -
3
Application Status and Statistics Filter by Application Name or IP Address
Health Application Name Pratocol 1P Address ""I":;“J““‘ i‘:‘"s‘iu“n“: C"D“'ﬂ";“t'(';:'s m”p’_"T”:[:H Rf;;i‘_f‘; )‘ Device/Cluster
I Good > ScenarioZ HTTPS https 13.95K 1 o 5/5
I Good > http 37389 K a o
I Good > ssl a [ o
" n H H H
Note "Top-Talkers" and other layer4 information about the services.
n H n H H H
Expand "Scenario3:HTTP" by clicking the Arrow near it
5/5 Site-A-Alteon-1

Scenario3:HTTP

Content Rule Content Rule Default Action
Action Group  Seenario3-Prod
@ Good server_1 10.100.3.11 @ Good server.2 10.100.3.12 9 Good server_4 10.100.3.14
@ Good server_3 10.100.3.13 @ Good server_s 10100315
Total Servers: 1 Total Servers: 2 Total Servers: 2

Note the content rules, service and servers' status visualization

Drill down into “Scenario3:HTTP" by clicking it

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance.
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I Good v Scenario3:HTTP http 10.100.4.56 0 0 0 33 5/5 Site-A-Alteon-1

Scenario3:HTTP

Content Rule Content Rule Default Action
Action Group  Scenario3-Prod
@ Good server_1 10.100.3.11 @ Good server_2 10.100.3.12 @ Good server 4 10.100.3.14
@ Good server 3 10.100.3.13 @ Good server_5 10.100.3.15
Total Servers: 1 Total Servers: 2 Total Servers: 2

The following window opens:

Note application statistics, such as end to end RTT, throughput, CPS, etc...

Cyber Controller

Application Dashboard > () Good Scenario3:HTTP Analytics Traffic Log 15m @ O

End-to-End Time

Throughput (bps) Concurrent Connections
Current Total ClemRIT (5 | SeverRIT 45 Response Time o~
443ms b X 126m: HIE 249ms scon
Response Transfer Time 0.32ms R ' I l l
= Connections per Second Requests per Second
sms
fms —

e Navigate to “Traffic Log" and Note the HTTP information from the different requests.

The following window opens:

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 39
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Application Dashboard > (%) Good Scenario3:HTTP Analyic

Field Summary
Request
state
Exception Reasen
Hostname
Metnod
Pah

Schedule
Response Code
Length
End-To-End Time.
Endo-End
Cliert RTT

Server RTT

Client Parameters.

05

Device

Frontend SSL

Quary

Length

Content Type

Referer

HTTP Varsion

Content Type

Agp Response

Response Transfes

Browser

Source Address

XFF

Backend SSL

Traffic Lags by Severity

Exception 445

Normal 15K
Total 20K
Time & Date

> May222023 502

> May22.2023 5021

s

Traffic Log

Source Address
011132
171103175234
149.126.91
1396.56.55

2012349510

73664566

£9.179.204.23

65.60.48.13

218.18.253.246

12111022897

102 237 96 A1

449 AM

450 AW 451 AM

Hostname

Scenaria3.

ware iab

Scenario3 radware lab

ware lab

ware 13D

Soenariod radware lab

aware 18D

452 AM 454 A 455 AM

ot

v £ [1] > wim

Q C
~
456 AM 459 AM 500 AM 501 AM
Method Response Code End-to-End Time
o 200 &ms
T 200 ams
6T 200 ams
o a04 sms
GET 200 ams
a 200 2ms
GeT 200 ams
GET 200 ams
a 200 2ms
T a04 ams
6T o ams
Py v

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance.
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e Expand one of the requests for more information

Time & Date Source Address Hostname URI Method Response Code End-to-End Time
> May 22, 2023 5:02:18 AM 4013111321 Scenario3 radware lab Jlogout GET 200 6ms
> May 22, 2023 5:02:18 AM 171.103.175.234 Scenario3 radware lab [login GET 200 4ms
> May 22, 2023 5:02:18 AM 149.126.91.107 Scenario3.radware.lab Jeart GET 200 4ms
> May 22, 2023 5:02:18 AM 13.96.56.55 Scenario3 radware lab /home GET 404 5ms
May 22,2023 5:02:18 AM 20123495101 Scenario3 radware lab /logout GET 200 4ms
> May 22,2023 5:02:17 AM 73.66.45.66 Scenario3.radware.lab Jeart GET 200 2ms
> May 22, 2023 5:02:17 AM 89.179.204.23 Scenario3 radware lab Jeart GET 200 2ms
> May 22, 2023 5:02:17 AM 65.60.48.13 Scenario3.radware.lab /logout GET 200 3ms
> May 22, 2023 5:02:17 AM 218.18.253.246 Scenario3 radware lab Jlogin GET 200 2ms
> May 22, 2023 5:02:16 AM 131.110.228.97 Scenario3 radware lab /home GET 404 3ms
S Mav?? 2023 50015 AM 107 237 96 81 Seenarind radwara lah Noaout GFT 200 ams
1-20 of 1067 itema Page { m S of39 ~

The following window opens:

Time & Date Source Address Hostname URI Method Response Code End-to-End Time
' May22,2023 5:0218 AM 201.234.95.101 Scenario3 radware lab [logout GET 200 ams
Request Response End-To-End Time
State Sent o client Query Response Code 200
Exception Reason Length 0B Length 33KB J—

Client RTT . ServerRTT App Response Tim

Hostname Scenariodrad . ContentType text/ntmi ContentType  text/ntmi € “itms 2|2 |€ Tooms — 28ms
Method GET Referrer http.test.lab
Path Jogout HTTP Version 1.1 Response Transfer Time 0.1ms

'WAF Transaction ID

Client Parameters FrontEnd SSL. BackEnd SSL Alteon

Location Browser Firefox SSL Version SSL Version Content Class Server Address  10.100.3.15
0s Windows Source Address  201.234.95.101 Cipher Cipher GroupName  Scenario3-prod Server Port 80

Device Other XFF 10.100.3.10 SSL Policy Server Name server_5 Instance ID 10.100.0.51

SNI Hostname

Note request information as well as the client parameters.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 41



. radware

Application Dashboard > () Good Scenario3:HTTP Analytics Traffic Log
Field Summary I'¢ -rdwrAltEventSeverity:normal X
Request
Traffic Logs by Severi
State 1 Query 0 a5y Yy
Exception Reason 1 Length 1 [ urity 0 50
Hostname 1 Content Type 1 ‘:‘ Exception 445 40
Method 1 Referrer 2 E Normal 0 20
Path 2 HTTP Version 2 Total 445 0
4:50 AM 451 AM 452 AM 4:54 AM 4:55 AM 4:56 AM 4:57 AM 459 A
Response
Configuration ] 1 N
Time & Date Source Address Hostname URI Method

Length 1

> May 22,2023 5:05:12 AM 161.80.151.92 Scenariod.radware lab /home GET
End-To-End Time

> May 22,2023 5:05:12 AM 119.238.214.209 Scenariod.radware.lab /home GET
End-te-End 1 App Response 1

> May22,2023 5:0511 AM 199.106.19.43 Scenario3.radware lab Jadmin/info.php GET

e Drilldown to failed requests by unchecking "Normal" and leaving only "Exception".

e Expand one of the exceptions by clicking the arrow next to it and note the Exception reason as
well as the response code.

Time & Date Source Address Hostname URI Method Response Code End-to-End Time
“/  May 22,2023 5:06:57 AM 173.0.47.92 Scenariod radware lab /home GET 404 2ms
Request Response End-To-End Time
State Sent to client Query Response Code 404

Exception Reason  Response Co.. | Length 0B Length 2908 -
Current Total Client RTT

Hostname Scenario3rad_| Content Type  text/ntml ContentType  text/html F%ms — TTams

Method GET Referrer hitps-//demolab.rad i '

Pamn Thome HTTP Version 1.0

WAF Transaction 1D

=y Server RTT H
2 Toame

Response Transfer Time 0.1 ms

Client Parameters FrontEnd SSL. BackEnd SSL Alteon

Location Browser Mobile Safari SSL Version SSL Version Content Class Server Address  10.100.3.15
0s i0s Source Address  173.0.47.92 Cipher Cipher Group Name Scenario3-prod Server Port 80

Device iPhone XFF 10.100.6.20 SSL Policy Server Name server_5 Instance ID 10.100.0.51

SNI Hostname

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 42
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Navigate back to Application dashboard

i

Application Dashboard APPLICATIONS 2

Devices ® 3 A 0 8 o

mmary
Status Throughput and Connections Top A
ScenarioZ:HTTPS
CEE——
Scenario3:5SL
—n Az A = O
305K ‘ 3 ‘
Throughput Connections Concurrent
| (bps) per Second Connections
3
plication Status and Statistics Filter by Application Name or IP Address q ‘
itus . Application Name Protocol IP Address
> Scenario2:HTTP HTTP 10.100.4.55
> Scenario2:HTTPS HTTPS 10.100.4.55
> Scenario3:HTTP HTTP 10.100.4.56
> Scenario3:3SL S5L 10.100.4.56
> app1:80 HTTP 10.100.7.103

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 43
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e drill down "Scenario2:HTTPS"

Application APPLICATIONS Devices ® s : =)
Summary
Health Throughput and Connections
B Good
MW Fair
o P 390.69 K 4 0
W Down Throughput Connections Concurrent
(bps) per Second Connections
M Shutdown -
3
Application Status and Statistics Filter by Application Name or IP Address 4
Health L1 Application Name | - Protocol IP Address
I Good > Scenario2. HTTPS https 10.100.4.55
I Good > Scenario3:HTTP http 10.100.4.56
I Good > Scenariod:SsL ssl 10.100.4.56

e Use the fields Summary to drilldown to several requests, for example based on "No shared
ciphers found".

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
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Application Dashboard > () Good Scenario2:HTTPS Analytics ssL Traffic Log
Field Summary L4
Request Exception Reason: Top 4/4 Values (100%) X
Severity
State 4 Value %
Exception Reason Mo shared ciphers found 51.7 0 1,000
Connection Failure 37.5 ==
Hostname 1
Bad or unsupported SSL version 8.3 o« 46K .
Method 2 Response Code 4xx 24 688
Path 7 HTTP Version 1 Total 5.3K 0
4:54 AM 455 AM 457 AM 4:58 AM
Response
Response Code 2 Content Type 1 .
Time & Date Source Address Hostname
Length 2
> May 22, 2023 3:09:32 AM 218.167.5.184
End-To-End Time S May22 2023 509:32 AM 45.137.214.132
End-to-End 1 App Response 1
> May 22, 2023 5:09:32 AM 141.14.203.20
The following window opens:
| reason:"No shared ciphers found" X | X C
Traffic Logs by Severity ~
@ security 0 600
(@ Exception 2.4K 400
@ MNormal 0 200
Total 24K 0
455 AM 456 AM 458 AM 459 AM 5:00 AM 501 AM 5:03 AM 5:04 AM 5:05 AM 506 AM 5:08 AM 5:09 AM
Time & Date Source Address Hostname URI Method Response Code End-to-End Time
> May 22,2023 5:10:23 AM 188.220.16.20 oms
> May 22,2023 5:10:23 AM 93.17.104.194 oms
> May 22,2023 5:10:23 AM 114.227.128.36 oms

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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e Expend one of the requests to view more information.

Time & Date Source Address Hostname URI Method Response Code End-to-End Time
v May22,2023 5:10:23 AM 188.220.16.20 oms
Request Response End-To-End Time
State Frontend SSL . Query Response Code
ExceptionReason  Nosharedcip.  Length 0B Length 0B — ey
: Cliem RTT -2 Server RTT App Respanse Time ¢
Hostname Content Type Content Type ! € TEms 7| ‘ < “loms 0.0ms
Method Referrer
Path HTTP Version Response Transfer Time 0.0 ms

'WAF Transaction ID

Client Parameters FroniEnd SSL BackEnd SSL Alteon
Location Browser SSL Version TLSv1.2 SSL Version Content Class ‘Server Address

0s Source Address 188.220.16.20 Cipher Cipher Group Name ‘Server Port

Device XFF SSL Palicy officad Server Name

SNI Hostname

Note the client parameters, SSL policy information and instance ID.

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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ANCED ANALYTIC

e

APPENDIX 1 - GSLB CONFIGRTON

General GSLB Configuration

Below you can find the configuration steps needed for the GSLB Labs

e DNS Responder

Virtual service responsible for replying GSLB decision to clients

ﬁflteon Alteon-Main-1 4) .9} & .
HH @ Apply Save Rewvert Sync
El
DMNS Responder Edit DNS Responder VIP
Type: WA [Standalone) ;
Mgmt IP: main-zlteon-1.radwarz.lab ¥l Enable DNS Responder VIR
HA Status: Mastar
et EREILED DNS TCP VIP: DnsResp3 -
MALC: 00:0C:29:CB:BC: 2A
v w DNS UDP VIP: DnsResp4 -
Configuration | Monitering
Overview Mame:
System IP Version: * IPvd IPvE
Network VIP Address: [10.100.5.53 ]
lication Deli
Appli B E ey I Return to Last Hop: Enable "7

Quick Service Setup
Virtual Services
Filters

Server Resources
S5L

Traffic Match Criteria

Application Services

oo e

DNS Authority
@ DNS Responder
@ SOA Zones

=

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.
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e (SLB and DSSP Settings

Distributed Site State Protocol (DSSP) is used to exchange metric and statistic information between
the GSLB sites. GSLB should be enabled and DSSP settings must be identical on all devices

Alteon Alteon-Main-1 4) & & _
ajmsasan @ Apply Save Revert Sync
Global Traffic Redirection

Type: WA [Standalone) . . .
Momt 1: e |#| Enable Global Traffic Redirection
HA Status: Master
Wersion: 32.6.0.60 HTTPR/S Redirection: Enable v
MAC: 00:0C:29:CB:BC: 2A
‘);;- .'l‘ Proxy Redirection: Enable hd
Configuration | Maonitoring
Overview Respond For DNS Query: Enable -
System Distributed Site State Protocol (D5S5P)
HTTP/S Redirection — :
B -
Network Eelil] Version 5
Global Redirection T...
Application Delivery f — || TCP Port: 30
Distributed Site Sta...
@ Quick Service Setup & Site Update Interval: i0 Sec.
Virtual Services
Encryption: Disable h

Filters
Server Resources
551
Traffic Match Criteria
Application Services
DNS Authority
LinkProof
Global Traffic Redirection
©  Remote Sites
@ DMNS Proxy
DMNS Redirection Rules

@g\@@g\@g\a\a‘i

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
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e Remote site settings

Remote site is the representation of the GSLB in the remote sites

,ﬁl.lteon Alteon-Main-1 4) \Q} “ .
s @ Apply Save Revert Sync
il b b
Remcte Sites Edit Remote Site
Type: VA (Standalone) }
Mgmt IP: main-zlteon-1.radware.lab ¥/ Enable Remote Site
HA Status: Master
Wersian: 32.6.0.60 Remote Site ID: |1 ]
MAC: 00:0C:29:CB:BC:2A
:‘;‘; ."I'-" HA Peer Device: Disable "7
Configuration | Monitoring
VL Description: DR Site
System Site Updates: Enable -
MNetwork Primary
Primary .
Application Delivery I IP Version: IPv4 -
Secondary
- Primary 1P Address: 10.100.7.100

< Quick Service Setup
Virtual Services
Filters

Server Resources
SSL

Traffic Match Criteria
Application Services
DNS Authority
LinkProof

(R Y R N R R R e

Global Traffic Redirection
@ Remote Sites
@ DNS Proxy
DNS Redirection Rules

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
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e \Virtual Servers GSLB configuration

Make sure relevant virtual servers have "Domain Name" configured and at least one selected "Site

Alteon Alteon-Main-1 4) & &
Apply Save Revert Sync
Virtual Services Edit Virtual Server
Type: VA (Standalone) -
Mgmt IP: main-zlteon-1.radware.lab ¥/ Enable Virtual Server
HA Status: Master
Wersion: 22.6.0.60 Virtual Server ID: [appl-wanl ] View Virtual Server
MAC: 00:0C:29:CB:BC:2A
W .'I" Description:
Configuration Monitoring
ST IP Version: IPv4 2
System IP Address: [1.0.1.00.4.54 ]
Metwark Source Network: - ¥ +
Application Delivery Global Server Load Balancing
Virtual Services i
(5 Quick Service Setup Domain Name: radware.lab
Virtual Services Global Server Load B...
Filters II Weight: 1
Server Resources Edvanced
@ ssL Priority for Availability Metric: 1
Certificate Repository
Availability Persistence: i -
s5L Policy ¥ Disable
@ cr
MAT Address: 0.0.0.0
@ CDP Group
< Inbound SSL Inspection . ;
Site Selection Rules:
@ Outbound S5L Inspection
= L
Traffic Match Criteria Available: Q Selected:
Application Services
Rule ID
DNS Authority Rule ID
o 100
LinkProof Search
Global Traffic Redirection 1 =
A _ ?

Selection Rule"

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
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e (GSLB health check

To get awareness of remote sites service status we must use DSSP health check. To get a faster and
more accurate reading it is recommended to combine the DSSP with ICMP health check. Create
Logical expression health check for the GSLB objects

Alteon Alteon-Main-1

- = -
Type: WA (Standalone)
Mgmt IP: main-zlteon-1.radwars.lab
HA Status: Master
Version: 22.6.0.60
MAC: 00:0C:29:CB:BC:2A

o -

" wiv
Configuration | Manitoring

Overview
System
Metwork

Application Delivery

55) Quick Service Setup
Virtual Services
Filters
@ Server Resources
@ Real Servers
@ Server Groups
@ Health Check

Back to the Demo

L) & .- .
Apply Save Rewvert Sync
Health Check Edit LOGEXP
LOGEXP ID: [GSLB_CI"ECk
Description:
Always Perform Health Check: Enable

Logical Expression

Logical Expression:

icmp&dssp

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
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otherwise, regarding its accuracy, completeness or performance.
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e Remote Real Server

All relevant opposite site virtual servers should be configured as real servers while the type should be
remote and health check should be set either to DSSP or the health check from (1.2)

Alteon Alteon-Main-1 4) & & _
o @ Apply Save Revert Sync
i - -
Real Servers Edit Real Server
Type: VA (Standalone)
Mgmt IP: main-alteon-1.radware.lab Enable Real Server: Disabled ® Enabled Connections Shutdown Sessions Shutdown
HA Status: Master
Version: 32.6.0.60 §
MAC: 00:0C:29:CB:BC: 24 Real Server ID: appl-dr Wiew Real Server
ol
wiv Description:
Configuration | Monitering
Querview Server Type: Local ® Remote WARN Link
System IP Version: 1Pv4 -
Network Server IP Address: 10.100.7.103
Application Delivery
() Quick Service Setup Service Port
- y .
Virtual Services There is no data to display.
Filters i

@ Server Resources
Real Servers
Server Groups
Health Check

FODN Servers

Remote Logging

00000

"
u

There is no data to display.
Traffic Match Criteria
Application Services

i Health Check
DNS Authority

. Properties
LinkProof Health Check ID: GSLE_Check - | Inherit from group Health Check

Plobol TeofE e Ao dicobing

PODDDO

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
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GSLB Scenario 1 Configuration

e (Client Network Rules

Create a network rule for definition of acceptable IP's for GSLB to reply, in the example below
Network 10 contains Virtual servers "app1-wan1" and "app1-wan2" and remote real server "app1-
dr"

Alteon Alteon-Main-1 4) & N .
3 T Apply Save Revert Sync
&
Client Network Rules Edit Client Network Rule
Type: VA (Standalone) .
Mgmt IP: main-alteon-1.radware.lab ¥/ Enable Client Network Rule
HA Status: Master
Wersion: F2.6.0.50 Network ID: [IU
MAC: 00:0C:29:CB:BC: 24
e, B 3 -
" '3 L[\ Address Type: ® Address Metwark Class
Configuration | Monitoring
B IP Version: IPv4 2
System Source IP Address: [D.D.D.D
Network Mask: 0.0.0.0
Application Delivery | Client Address Source: ® | ocal DNS EDNS Client Subnet
e -
Server Resources Service Type: Server ® Group
550
Traffic Match Criteria Virtual Servers
Application Services + Q
DNS Authority -
= . Virtual Server ID Preference
LinkProof
@ Global Traffic Redirection Search v | Search
©  Remote Sites appl-wanl 50
@ DMS Proxy appl-wan2 50

@ DMS Redirection Rules
< client Network Rules

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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Back to the Demo

Real Servers

+ Q

Real Server ID Preference
Search ¥ | Search
appl-dr 100

e DNS Redirection Rule - Metrics

Configure the metrics used for this rule, use metric 1 for associating the network rule (2.1) and
metrics 3-8 for setting the distribution, in this case Round Robin

Alteon Alteon-Main-1

[

Type: VA (Standalone)
Mgmt IP: main-alteon-1.radware.lab
HA Status: Master
Version: 32.6.0.60
MAC: 00:0C:29:CB:BC:2A
FAY B
e L [\
Configuration | Monitoring
Overview
System
Metwork

Application Delivery

Quick Service Setup
Virtual Services
Filters
Server Resources
S5L
Traffic Match Criteria
Application Services
DNS Authority
LinkProof
Global Traffic Redirection
< Remote Sites
@ DHNS Proxy

[y Y R N R R N R

@ DNS Redirection Rules

Back to the Demo

) & H .
Apply Save Revert Sync
DNS Redirection Rules I IDNS Redirection Ruld]
|# Enable DNS Redirection Rule
Rule ID: 10
Description:
Rule Type: GSLB
Network Fallback: Disable v

DNS Redirection Metrics

| DNS Redirection Metr...

DNS Settings
Metric Index Metric Type

Activity Schedule Search Search

Network
Mone

Round Robin
Mone

Mone

Mone

Mone

[ I N N

Mone

4 | page |1 of 1 [P

Client Network Rule

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.
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e DNS Redirection Rule - DNS Settings
Configure the hostname as the Additional Domain Name, set the TTL to 1 and adjust how many

records we need per response

Alteon Alteon-Main-1 4) & 6 .
' Apply Save Revert Sync
DNS Redirection Rules Edit DNS Redirection Rule
Type: VA (Standalone) . .
Mgmt IP: main-alteon-1.radware.lab ¥ Enable DNS Redirection Rule
HA Status: Master
Version: 32.6.0.60 Rule ID: []_g ]
MAC: 00:0C:29:CB:BC: 24
-\.;‘J- .‘I" Description:
Configuration | Maonitering
e Rule Type: GSLE
System MNetwork Fallback: Disable -
MNetwork DMS Settings
DNS Redirection Metr... ST 18 - . -~
lication Delive itienal Domain Name: appl.radware.la
Appl ry i
| DNS Settings
@ Quick Service Setup — Records in Responss: i
Virtual Services Activity Schedule
Filters Record TTL: 1 Sec.
Server Resources
- Persistency Source IPvE Prefix: 54
Traffic Match Criteria
Application Servi Persistency Source IP Mask: 255.255.255.0
pplication Services
DNS Authority
& Linkproof Persistency Timeout: 50 Min
+  LinkProo
@ Global Traffic Redirection )
@ R e Sit Persist on EDNS Value: Disabled "
emote Sites
@ DS Proxy i
Persist/Hash Parameter: Source IP + Doemain =
@ DNS Redirection Rules =

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.
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GSLB Scenario 2 Configuration

e DNS Redirection Rule

Use "Local" metric to first prefer the local VIPs, then add "Remote" and finally "round robin"

DNS Redirection Rules Edit DNS Redirection Rule

|#| Enable DNS Redirection Rule

Rule ID: [1.1. ]
Description:

Rule Type: GSLB

MNetwork Fallback: Disable A

DNS Redirection Metrics

| DNS Redirection Metr...

DNS Settings
Metric Index Metric Type Client Network Rule

Activity Schedul
A Search Search -

Network 10
Mone

Local

Remote

Round Robin

Mone

Mone

[ R T N

Mone

GSLB will check the rules top to bottom until it gets enough IP's (according to the DNS settings).
1.1. DNS Redirection Rule

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance. Page 56



R X
many

records we need per response

DNS Settings
DNS Redirection Metr...

Additional Domain Name: app2.radware.lab
DNS Settings
Records in Response: 2
Activity Schedule
Record TTL: 1 Sec.

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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APPENDIX 2 - SSL OFFLOADING AND LAYER 7
MODIFICATION CONFIGURATION

SSL Offload

e SS| Certificate + Key for performing the SSL\TLS negotiation.

Alteon Alteon-Main-1 4 \25
V& : - 1 . ) ’? * w
[ I Apply Save Revert Sync
Certificate Repository
Type: WA (Standalone)
Mamt 1P in=alenn-1atiard: b MNote: After adding a key, certificate, or certificate request, you must generate it.
HA Status: Mastar
Version: 32.6.0.60
MAC: 00:00: 25:C8 B 2A Mote: Deletion of a key will also delete it's associated Certificate and/or Certificate Request.
ran) B
- W ___
Configuration | Monitoring + [ ] '-_‘E Generate
Qverview Certificate ID Type Key Type Common Name Description Status K
Search Search = | Search Search Search Search = | 5
System
Radware.lab Key RSA Generated .
MNetwork WebManagementCert Key RSA Generated |
WebManagementCert Certifica.. RSA Default_Generated_Alteon_BBI_C... Generated |
Application Delivery | Radware.lab Server C... RSA& *.radware.lab Generated
WebManagementCert Server C.. RSA Default_Generated_Alteon_BBI_C... Generated |

@ Quick Service Setup
@ Virtual Services
@ Settings
Filters
Server Resources

@ 551

@ Certificate Repository
A - . PR

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.
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e SSL policy

Frontend SSL encryption should be enabled, and Backend SSL disabled

.GI\Iteon Alteon-Main-1 4) '*‘?*" 6 .
Apply Save Revert Sync
bt ] ss . e
S5L Policy Edit S5L Policy
Type: VA (Standalone) 7 .
Mgmt IP: main-ahteon-1.radwareab | ¥ Enable SSL Policy
HA Status: Master
Version: 32.6.0.60 Palicy ID: [Offoad ]
MAC: 00:0C:29:CB1BCI2A
;';‘J- L\ Description:
Configuration | Monitoring
DEr e Secure Renegotiation: 5
System Diffie Helman Key: 2048bits 2
Network Erontend S5

Application Delivery

Quick Service Setup
Virtual Services
Filters
Server Resources
S5L
@ Certificate Repository
@ Certificate Subject Defaults

o N R

@ Certificate Groups
SSL Policy

@ CRL

|#| Enable S5L Policy

| Frontend 5L
Frontend S5L Encryption:

Hass >>L Information...

Cipher Suite:
Backend SSL

Intermediate CA:

Protocol Redirection

Client Authentication Policy:
Hardware Offload

Allowed SSL Protocel Version:

Policy ID: Offload

Description:

Secure Renegotiation: 5

Diffie Helman Key: 2048bits -

Frontend S5L

Pass SSL Information...

Backend S5L

Protocol Redirection

Hardware Offload

Backend SSL

Backend S5L Encryption: Disable

Include SNI: Disable

Client Certificate:

Server Authentication Policy:

Maximum Early Data (0-RTT) Allowed:

Enable &
Main &2
Certificate Group ® MNone

- F+
[Issw3 [JTLS1.0 WITLS1.1 WTLS1.2 WiTLs13
o Bytes
-
-
- Certificate Repository

- 4+

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or
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Virtual Service

The virtual service should be configured with appropriate service port (for HTTPS) and real service
port (for HTTP), relevant group and assigned with SSL certificate and SSL policy.

Alteon Alteon-Main-1

H .';: f “ @-I

Type: VA (Standalone)
Mgmt IP: main-alteon-1.radware.lab
HA Status: Mastar
Version: 32.68.0.60
MAC: 00:0C:29:CB:BC: 2A
w | @
Configuration | Manitering

Overview

System

Network

Application Delivery

@ Quick Service Setup
@ Virtual Services
@ Settings
Filters
Server Resources
S50
Traffic Match Criteria
Application Services
DNS Authority
LinkProof

ﬁa\@m\m\ﬁa\@@

Global Traffic Redirection

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared

with unauthorized parties.

View Virtual Service

4) \?g@ % .
Apply Save Revert Sync
Virtual Services Edit Virtual Service
Virtual Server ID: Scenario2
Application: HTTPS e
Service Port: 443
Protocol: TCP -
Action: * Group Redirect Discard
Group ID: Servers '] # +
Ss5L
Properties . .
Server Certificate Type: ® Certificate
Persistency
Server Certificate: Radware.lab
Proxy IP
SSL Policy: Offload

Content Based Rules

HTTP

TCP Optimization

S5L

Group

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

otherwise, regarding its accuracy, completeness or performance.
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HTTP Body Modification

Please note: for HTTP body modification to function, Alteon must be able to "understand” the HTTP
payload, meaning if the service is HTTPS, need to perform SSL offload or SSL Termination, in case the
traffic is compressed need to perform compression.

e HTTP Modification Rule

HTTP modification rule list should contain a rule with the following characteristics - perform text
modification, include the HTTP body, direction set to response and action is "Replace”.

Alteon Alteon-Main-1 4) & ® .

L izEzaza | Apply Save Revert Sync
Bt ]
Content Modification Rule-List Edit HTTP Content Modification Rule-List Edit HTTP Modification Rule
Type: VA (Standalone’ -
;p 5 .( ! | Enable HTTP Modification Rule
Mgmt IP: main-altecn-1.radware.lab
HA Status: Master
ersion: 22.6.0.60 Rule ID: 2 ]
MAC: 00:0C:29:CB:BC: 2A
- L[ Description: Change "served By" statement
Configuration | Maonitoring
e Element: Text =
System HTTP Body: ® Include Exclude
Network Direction: Response A
Application Delivery | Achion: Replace L
- seLliniys
-
Filters Action
= ( E
Server Resources Action
Text to Replace: Apache
S5L
o, -
Traffic Match Criteria New Text: Alteon
@ Application Services
FastWiew
@ HTTP
Caching
Compression
< Content Modification Rule-List

Back to the Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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e \/irtual service

HTTP moadification list should be assigned to the virtual service

Alteon Alteon-Main-1

@

Type: WA (Standalone)
Mgmt IP: main-alteocn-1.radware.lab
HA Status: Mastar
Version: 32,6.0.50
MAC: 00:0C:29:CB:BC: 24
rond )
w L\
Configuration | Monitoring
Overview
System
Network

Application Delivery

Quick Service Setup
Virtual Services
Filters

Server Resources
S5L

Traffic Match Criteria

oD O

Application Services
FastView
6 HTTP
Caching
Compression
©  Content Modification Rule-List

@ HTTR2
F

Back to the Demo

4) .t)*\ &
Apply Save Revert Sync
Settings Virtual Services Edit Virtual Service
Virtual Server ID: Scenario2 View Virtual Service
Application: HTTPS A
Service Port: [443 ]
Protocol: TCP 7
Action: ® Group Redirect Discard
Group ID: [Servers '] '} +
HTTP Content Modifications
Properties |#] Insert X-Forwarded-For
ey || Server Cloaking
Proxy IP

Content Based Rules

HTTP

TCP Optimization

55L

| HTTP Content Modific...

|_| Error Code Update

|| URL Changes

] URL Path Obfuscation

|| Free Text Replacement

HTTP Maodification Rule List: Scenario2

i+

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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HTTP Header Modification

e SSL Policy HTTPS headers

Cipher suite header and X-SSL header as part of the "Pass SSL Information to Backend Servers in
HTTP Headers" section of the SSL Policy should be checked

,ﬂlnlteon Alteon-Main-1 __ 4) "’)f} & .
| Apply Save Revert Syng
- - S
SSL Policy Edit SSL Policy
Type: WA (Standalone) .
Mgmt IP: main-zltezon-1.radwarea.lab ¥/ Enable S5L Palicy
HA Status: Mastar
Wersion: 32.6.0.60 Policy ID: [Of‘Foad
MAC: 00:0C:29:CB:BC: 2A
‘);‘J- v Description:
Configuration | Monitoring
T Secure Renegotiation: 5
System Diffie Helman Key: 2048bits 52
Metwork Pass S5L Information to Backend Servers in HTTP Headers

Frontend S5L [#| Cipher Suite Header: | ¥-Cipher-Suite

Application Delivery

Pass 551 Information... .
|| S5L Version Header:

@ Quick Service Setup
Virtual Services Backend S5L {J Cipher Bits Header:
I = :
Filters
= Protocol Redirection ; -
Server Resources || Add "Front-End HTTPS" Header
6 55L Hardware Offload

Certificate Repository |# 2424551 Compliant X-55L Header

@ S5L Policy
@ Authentication Policy

Back to the Demo
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e \/irtual Service

X-Forwarded-For Header injection as part of the HTTP Content Modifications of the Virtual server
should be marked

,Bltlteon Alteon-Main-1 ) 4) & 6 .
B RS £
I 2 l Apply Save Revert Sync
4 b = —————iaal
Virtual Services Edit Virtual Service
Type: WA (Standalone) . 3
Mgmt IP: o albeon =1 iradvyarelak Virtual Server ID: Scenario2 View Virtual Service
HA Status: Mastar
Version: 32.6.0.60 v 3
MAC: 00:0C:29:CB:BCi2A snplication: HTTPS v
ol
v Service Port: [443 ]
Configuration | Monitering
Overview Protocol: TCP 7
System Action: * Group Redirect Discard
Network Group ID: [ Servers '] F+

Application Delivery
HITP Content Modifications

@ Quick Service Setup Bronerbies |#] Insert X-Forwarded-For
@ Virtual Services | Tr— .
@ Settings || Server Cloaking
Filters Proxy IP

|_| Error Code Update
Server Resources

zg Content Based Rules [ URL Changes

Traffic Match Criteria

HTTP )
Application Services |_| URL Path Obfuscation
ONS uthority TCP Optimization |_J Free Text Replacement
LinkProof a
Global Traffic Redirecti SSL .
ona freihe Redirection HTTP Modification Rule List: Scenario2 - F 4+

AppShape++ Scripts |-

| HTTP Content Modific...
Port Processing | ontent Modific.

COeDed0D

Back to the Demo
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HTTP Compression Offload

e Compression policy
Create a new compression policy, if needed adjust minimum\maximum content length (for this demo

default values are enough)

A 1) & ®
Apply Save Revert Sync
Policy Edit Compression Policy
Type: VA (Standslone)
Mgmt IP: main-alteon-1.radware.lab ) Enable Compression Policy
HA Status: Master
Version: 32.6.0.80 Policy ID: default
MAC: 00:0C:29:CB:BC: 2A
\‘;“- '.'.y Description:
Configurstion|  Manitoring
Qverview Items to Compress
Items to Compress .
Minimum Content Length: 10240 Bytes
System
Compression
N Maximum Content Length: 10485760 Bytes
Application Delivery Compression URL Rule List: - F
@ Quick Service Setup - Compression Browser Rule List: - i
Virtual Services
i Predefined Browser Rule List: Disable <2

Filters

Server Resources
55L

Traffic Match Criteria

PR D S

Application Services
FastView
6 HTTFP
Caching
@ Compression
< Policy

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.
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And make sure "Real Server Compression" as pakt the omression section is disabled.

Back to the Demo

e \irtual Server

Alteon Alteon-Main-1 4) & @
I 2 | Apply Save Revert Sync
a ] S ———
Virtual Services Edit Virtual Service
Type: WA (Standalone)
Mgmt IP: e Lo o Virtual Server ID: Scenario? VMiew Virtual Service
HA Status: Master
Version: 32.6.0.60 e
MAC! 00:0C:29:CB:BC:2A Application: HTTPS e
i,
L\ Service Port: 443
Configuration | Manitoring
Overview Protocal: TCP hd
System Action: ® Group Redirect Discard
Network Group ID: Servers '} s+
Application Delivery
HTTP
@ Quick Service Setup repEE= HTTP/2 Policy: - JF +
©  Virtual Services )
§ Persistency
& Settings Fast\fiew Web Application: = F +
Filters Proxy IP
Server Resources Caching Policy: +
ssL Consent Based Rules
Traffic Match Criteria Compression Policy: default +
- _— . HTTP
Application Services
DNS Authority TCP Optimization Secured Web Apphication: T
LinkProof

Policy

Edit Compression Policy

|#| Enable Compression Policy

Policy ID: [default ]

Description:

Items to Compress

Compression

Compression

Preferred Compression Algorithm:

Compression Level:

Real Server Compression:

GZIP

Disable

The compression policy should be assigned to the Virtual server

Back to the Demo
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APPENDIX 3 — CONTENT BASED LB

HTTP Content Based Rules

e (ontentClass

Configure match criteria using HTTP type content class, in this example match based exact match of
the hostname

.ﬂlu\teon Alteon-Main-1 4) \0)’\ &
B A =
- Apply Save Revert Syne
Content Classes Edit Content Class
Type: VA (Standalone)
Mgmt 1P main-alteon-1.radwara.lab Content Class ID: [ 1 ]
HA Status: Mastar
Version: 22.6.0.60 N
MAC: 00:0C:29:CB:BC: 24 Descyiion:
T %I Content Class Type: http A
Configuration | Manitoring
Overview
Hostname
System +
URL Path
Network D Match Type Hostname
URL Fill
fename Search Search ~  Search
Application Delivery E 2
URL Filetype I 1 Egqual Scgenario3-dev.radware.lab I
@ Quick Service Setup
Virtual Services ezt
., I
& Filt -
ieers Cookie
Server Resources
ssL Text
@ Traffic Match Criteria
< Content Classes XML Tag
-

e \/irtual Service

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
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apply Save Revert sync
Virtual Services Edit Virtual Service
Type:
Mgmt 1P; Virtual Server ID: Scenario3
WA Statu
varsion 32.6.0.60
MACH 00:06:29:C8:BC: 2A Applicat HTTP v
2 -
= .5 s o
ion | Monitoring
Protocal: Tce v
SIEE Action: ® Group () Redirect () Discard
Hetaciic Group ID: Scenario3-prod -

Application Delivery
Content Based Rules

@ Quick Service Setup EIUperes
@ virtual Services +
i Persistency
O seitings Status Rule 1D
Filters Proxy IP -
Server
ssi Content Based Rules Enabled 10
© Traffic Match Criteria Enabled 20
HrTe

P N,

Back to the Demo

SNI (SSL\TLS) Based rules

View Virtual Service

Rule Name

Dev Server

Staging Servers

Action Group 1D

Importing a script for parsing the SSL\TLS and selecting the group based on the SNI
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The script can be found here:

Alteon Alteocn-Main-1

%

Type: WA [Standalone)

Mgmt IP: main-alteon-1.radware.lab
HA Status: Master

Version: 32.6.0.60

MAC: 00:0C:29:CBE:BC:2A

w =

Configuration | Maonitoring

Cverview

System

Metwork

Application Delivery

[0S Quick Service Setup
@ Virtual Services
@ Settings
Filters
Server Resources
S5L
Traffic Match Criteria
Application Services
DNS Authority
LinkProgf
Glebal Traffic Redirection
AppShape++ Scripts

OO0 D

1) & -~
Apply Save Revert Sync
App5Shape++ Scripts Edit AppShape++ Script

|#| Enable AppShape++ Scnpt

Script 1D: SNI

Description:

DINTATY STAIT $US_EXTETSIONS WS TART F35 ECYPE ETEn

if { ($etype == "00") } {
set GRABSTART [expr {§START + 5}]
set GRABEMD [expr {selen - 5}]

binary scan stls_sxtensions @5{GRABSTART }As{GRABEND} tls_servernam

set START [expr {$START + selen’}]
b oelse {
set START [expr {85START + selen}]

set x $5TART

¥
b

##% end - obtain SNI 2&#

##%# begin - select group based on SNI #£2

if { $tls_servername eg "scenario3-stg" || Stls_servername eg "scenario3-stg.radware.lab

set group "Scenario3-stg”

¥ elzeif { $tls_servername eg "scenario3-dev” || stls_servername eq "scenario3-dev.radw

set group “Scenario3-dev”

belze {

set group "Scenario3-prod”

group select Sgroup
log "SSL: $tls_servername, Group=$group”

##% end - select group based on SNI #£=
TCP::release

https://support.radware.com/app/answers/answer_view/a_id/21507/loc/en

us

Back to Demo
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APPENDIX &4 — HTTP/2.0 GW

Creating an HTTP2 policy, enable Header insertion for notifying the server, rest of the setting can
remain on their default values. And assign the policy to the virtual service

Alteon Alteon-Main-1 4) & o .
[ ¥ 2 @ ] Apply Save Revert Sync
- - S EEE—
HTTP/2 Edit HTTP/2 Policy
Type: VA (Standalone) "
Mgmt IP: main-zlteon-1.radware.lab ) Enable HTTP/2 Policy
HA Status: Master
Version: 32.6.0.60 Policy ID: [H'I_I'PZ
MAC: 00:0C:29:CB:BC: 24
:;"- .‘I" Description:
Configuration | Monitoring
Overview Frontend
Frontend
Concurrent Streams Per Connection: [LDD ]
System
Backend
Insert Header to Backend Server: Enable 7
MNetwork
Application Delivery Insert Header Name: X-HTTP2: on
- Header Compression Table Size: Medium 57

@ Quick Service Setup
Virtual Services
Filters

Server Resources
SSsL

Traffic Match Criteria

[0 o R

Application Services
Fastview

6 HTTP

Caching

Compression

Content Modification Rule-List
HTTP/2

co00

Back to Demo

The use of the demo lab and documentation is protected under the partner program guidelines and partner NDA and should not be shared
with unauthorized parties.

All information provided in the Demo lab and documentation is provided “as is”. Radware makes no warranties, express, implied or

Page 71

otherwise, regarding its accuracy, completeness or performance.



