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Best Practice Recommendations

Before changing DNS server settings, test 
service connectivity locally, using your local 
host static settings (hostfile) to point traffic 

through the Cloud WAF Service



Best Practices Recommendations

During learning:
• Let the Application QA team run the main 

business flows through the system
• Cover special flows, such as end-of-

quarter tasks, admin pages, and others



Best Practices Recommendations

During ERT’s review, review the events 
generated for the IP addresses used by 

your testing team.



Best Practices Recommendations

After policy activation:
• Let your Application QA team run main 

business flows through the system
• If your system experiences false positives 

- refine Security Policies as soon as 
possible



Best Practices Recommendations

To ensure smooth traffic flow from 
Radware Cloud to your servers, you need 
to whitelist Radware VIPs and monitoring 

services IPs.
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