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© INTRODUCTION

The CloudWAF lab is comprised of several activity flows that you will be asked to perform in the CloudWAF

service while reviewing the online course. It covers basic configurations and reporting in CloudWAF
installations.

The features and functions of Radware CloudWAF discussed in this document are based on SW version

from June 202. In case you use a newer version of the CloudWAF service, the information provided can be
different from the elements we discuss in this document.

Use an online lab and the CloudWAF portal, together with this manual to perform lab activities.

For technical assistance, please contact Radware lab support at radwarevirtuallab@radware.com or
training@radware.com .

© LAB ENVIRONMENT

This lab kit consists of:

e Radware Training CloudWAF account
e Attacker Machine
e Protected Server

Local Workstation or Laptop Capable of running a web browser with internet access

All machines are preconfigured. You will receive as assignment access information for you to use.
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© GET YOUR CLOUD ACCESS

Before you can start the lab you need to send an email to RadwareVirtualLAB@Radware.com to get lab
assigned, in case you didn’t got it assigned by your trainer already.

Our labs are reserved, in advance, for a week (Monday — Friday) per availability.
Please provide us with three different weeks that you are available to complete your labs (for example the
week of May 3-7). We will add your reservation on one of your selected dates or earliest available.

Your reservation confirmation and further instructions will be emailed separately.

© INITIAL CLOUD WAF LOGIN

You can login to the CloudWAF portal only from within the remote lab! Open the browser k& on the
remote machine and connect to https://console.radwarecloud.com

The landing page of the portal is the Dashboard, that displays details on the currently selected application.
You can always return to this screen by clicking the dashboard Icon E.

You did not yet create an application in this lab, but you may see applications that others created from the
virtual company called “Cloud WAF Training”.

2 ClowdSenvced. Cloud WAF Training > [£% Updates o 8 A

< ) Overview Application Protection Infrastructure Protection

k 1 | Al Applications during 2 menths . 0 \2 \
OWA{ 0 Mapping WAF Summary
Blocked events Blocked events/minute Database Vulnerability Configuration Applications
n manipulations events exploitations events updates
]
Bot Manager Summary Application Security Events

8ot hits signatures Transactions Impacted URLS

Top Attacked Applications Application Attack Distribution Top Application Attack Sources

]

Top Application Attacked Hosts

Bot Classification HTTP Transactions [
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CloudWAF Dashboard
Use the P to expand the sidebar menu to see the menu labels and use Bt collapse the sidebar menu.

You can use the dropdown menu (1) to change the time range and the application on which you want to
see data. To see data from all applications, leave this field empty...

All Applications during 15 minutes

Quick range
15m 30m 1H D Tw ™ ZM 3M
Time range
2025-06-03 12:10 . 2025-06-03 12:25

Using the Widgets Repository i1l jcon (2), you can add /remove additional widgets.

All Applications during 7 days “~/ ;I:l\f m

| a

Under the Monitor Il menu (3) you can select the following sections:

- Security Events showing the details about the recorded security events

- Operational Events showing the details about operational events for the Cloud DDoS
protection

- Analytics showing corelated security events

- Notifications add/remove/change notifications (alerts)

-  Reports add/remove/change/run reports



In the Assets E1 menu (4) you have the following options:

- Security Policies a new way of managing multiple applications security settings

- Assets add/delete/change applications and the relevant settings

- DNS configures the DNS as a service add-on settings

- Integrations configuration of BOT manager software integrations (server & client)

- Sites part of Infrastructure protection (CloudDDoS)

- Certificates import/export/delete SSL certificates

- Templates & Policies allows to configure Security Templates, IP Groups and Geo Blocking
Policies

The Account & menu (5) contains the following options

- Accounts see the Service Overview of the bought services and select SSL settings
- Users you can see the users of your organization
and if you have permissions - add/delete/change users
- APl Keys you can configure access keys for the API access
- Audit Logs show you activities on the account

The Threat Intelligence Center E (5) allows you to get more insight information on an IP address.



© CREATE YOUR APPLICATION

You will now create an application that you are going to protect.

In the cloud portal go to Bl >Assets (Applications). You should see applications that were

already created.

Click ° to add a new application.

In the New Application windows fill in the following information:

Application Type Standard

Display Name hackazon##

Application Domain hackazon##.radware.net

Keep HTTP/HTTPS application supporting up to 2 ports
Application Protocol only HTTPS

Certificate *.radware.net

Origin Server IPv4 12.7.197.40

Region Europe (Frankfurt (Amsterdam))

Security Hardening Standard

3. Click Save to complete the application creation dialog.
Your application will go into Provisioning.

Type Name Domain Qrigin Created : Region Events
(Last 7
days)

When Provisioning is completed, the application is ready to protect.

¢ PROVISIONING

This process typically takes a few minutes to complete.

After the application is successfully created an email with the application details will be send to
the account created it. In the lab the email will be send to radwarevirtuallab@radware.com ,

ask your instructor to receive it or directly the lab administration.

But you don’t need to wait to receive the email, the application details like the CNAME can be

found on the application itself.


mailto:radwarevirtuallab@radware.com

P Cloudsenices” Cloud WAF Training > (@ End of Support Logstash. “AIDOC ;e
(<) Assets Application Protection Infrastructure Protection

Overview  Detalls  General  Network  LoadBalancer ~CON  AccessContol  Rules  BotManager  Secuity  APIProtection  Advanced  Web DDoS Protection  Client-Side Protection (@)  Operator

Asset Name Application type o~ Domain Name

@ @y Region 5 Date Created
hackazon01 oo Standard " hackazond1 radware.net ¥ Europe - Frankfurt (Amsterd. 22/07/2025
1 N [ Y
Blocked/Reported events per second (_GoTesecurity Events ) (G0 To Application Analytics ) DNS Record Types
o Total Blocked . Total Events (Last Week) A
@ 4
18 124 167.17.134.11 Q
150
CNAME
401520157 XK net [}
25
Load Balancer - Origin Server Status (K4}
100
Server Status Pop Latency
. Europe (Frankfurt) oms
5 12.7.197.40
Europe (Amsterdam) oms
50
25
0
Jule Jul17 Junig Jul 19 Jul 20 Jur21 Jul22
= Total Events == Blocked == Modified Reported

4. Change the TCP port used for the origin server to 21045, since the application is using this
port for the web service.

In the CloudWAF Portal go to Assets and click on your application to change its settings.
Some settings are in read only while the application is in Learning mode.

Select Network > Application Services and change the Back-End Port to 27045.

( (.'- Assets Application Protection Infrastructure Protection

Overview Details General Network Load Balancer CDN Access Control Rules Bot Manager Security APl Protection Advanced Web DDoS Protectio

<— All Applications

hackazonQ1 hackazonoi.radware.net  standard

Application Domain
Modify the Application Domain N

Application Main Domain: hackazon01 radware net

Application Services
Configure Application Services: Ports, Certificate, Redirect and Health Checks

~
Parts: 1 @
Front-End Port Back-End Port Type Description
443 21045 HTTPS ]
Certificate (7
* radware.net (5931...) v

Type: Regular Valid To: 2025/09/10 i

Redirect Port 80 To Port 301 G 302 @

HTTP Health-Check Success Criteria HTTPS Health-Check Success Criteria (7
443 -= 21045 v

TCP  HTTP ® TCP O HTTPS

Cancel

Click Save to store the change.



© ENABLE BLOCKING ON THE APPLICATION

To make sure the CloudWAF is blocking all critical requests to the application, you will enable
blocking.

o In a production environment you should start with a report-only period to learn potential
issues!

1. In the CloudWAF Portal go to Assets and click on your application to change its settings.

2. Select Security and change all the security options to Block and Report instead of Report
only.

&— All Applications

TestNeworigin www2.radware.net  Standard

Details General Network Load Balancer Access Contro Rules  Bot Manager  Security  API Protection Advanced

RFC Violation Protection
Block transactions with non-compliant HTTP RFC reguests

Block and Report

Anonymous Proxy Blocking
Block anonymous requests behind TOR Exit Nodes

signature based Protection Block - .
OCK and Report
Block known vulnerabilities such as code injections, XSS, predictable resources, and more . N

5 excluded vulnerability rules

Custom Signature Block and Report
Define Custom Signatures and block specific threats such as 0-days anacks and known CVE vulnerabilities. e £

0 Custom Signatures defined

©

SQL Injection Protection
. Block and Report v
Elocks S0L injections v

1 excluded SQL injection rules

©

Path Access Protection
Block and Report ~
Allow requests to trusted URLs only W

42 trusted URLs

JSON Validation Protection
Protection from invalid JSOM structure requests, if needed, excluded paths can be

added below

Block and Report ~

Excluded URIs: 0

Source Blocking H]

Block IPs that attempt to perform malicious activities of various kinds for a limited time

DDoS Protection Block and Report
; lock and Report
Block denizl-of-service attacks such as zero-day volumetric attacks, HTTP floods, SN floods, TCP out-of-state
attacks, slow-and-low attacks, and more.

3. Now you are set to block attacks towards the application via the CloudWAF service.

The Details section of your application should show something like this:

Network Protection

@ 0008 Protection Blocking
@ Vich 0Dos Protection Disabled
@ GeoBlocking Disabled
@ Access conurol List Disabled
@ EAAF Blocking Blocking
@ Rete Limiting Disabled
@ source Biocking Disabled

Bot Management

@ Botanager Disabled

Application Protection

@ RFC Viclation Protection Blocking
@ Aronymous Praxy Blocking Disabled
@ signaturo basod Protestion Biocking
@ saL rolection Blacking
@ Path Access Protection Blocking

@ ¢ Protection - openapt Dlsabed

@ 201 Protection - Graphat Disabled



© CONFIGURE KALI TO ACCESS APPLICATION VIA CLOUDWAF

To access the application you created, let's update the DNS zone file of radware.net to add
the CNAME entry of hackazon##.radware.net to point to the CloudWAF.

1. Use the SSLVPN connection received by your trainer or RadareVirtualLab@radware.com
If the machine gets locked or you need to provide authentication for sudo commands, use kali as
username and password.

2. Open the browser and connect to https://console.radwarecloud.com/login .

3. Go to your application and copy the CNAME under the details for the next step
hackazon03 hackazon03.radware.net

Details General Network Access Control Rules Bot Manager
Protection: Immediate DNS Records (@
Region: Europe (Frankfurt-2) @ CNAME: 8e6ce00ea3744be6a307cees5fb773817.v1 radwarecloud.net

Created: 2022/05/25

4. On the desktop of the remote Kali client you will see an icon called “DNS zone file”.
D

DNS zone file

Double-Click it to open a text editor

5. Change the value in line 4 to the current date and add 01 at the end like 2024071501
6. Add a line after 13 like the following:
<application name> IN CNAME <cname string from CloudWAF>.
for example:
Hackazon09. IN CNAME 66f96be247e34b2d93baebb723c10724.v1.radwarecloud.net.
Don’t forget the . at the end of the line!

Bt HE X S

1 $TTL 86400
2
3@ IN SOA radware.net root.radware.net (
2021071501
3600
900
604800
86400

IN NS server
12 server IN A 127.0.0.1
13 delabl IN A 85.236.49.252
14 hackazon@9 IN CNAME 66f96be247e34b2d93baebb723c10724.v1.radwarecloud.net.

Click on File > Save

Close the Mousepad
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7. Open a command prompt E and run the following command:

sudo systemctl reload bind9

o The password for the user kali is kali !

8. If you continue with step 9 and it is not working and you get “connection refused” message,
wait a few more minutes and retry. The bind service need time to restart.

9. On the same command prompt check if the config was done successfully using the following
command:

dig hackazon##.radware.net

¢ ha n@9.ra re.net

DiG 9.16.15-Debian >> hackazon@9.radware.net

ADDITIONAL: 1

CNAME 66T96be2

0724.vl1.radwarecloud.net. 3@ IN A 2€

10. click on the firefox browser and try to surf to the host you just added to the DNS
configuration.

Like https://hackazon09.radware.net
Hackazon

< ¢ @ radware.net

= CloudWAF Login

FAQ Contact Us Wish List

For your convenience you can create a bookmark which is called
Hackazon to point to your application using the star symbol. Edit This Bookmari

[*]Bookmarks Toolbar

Tags:

# Show editor wh

Remove Bookmark




© RUN ATTACKS

Now you will run some attacks to see security events in the CloudWAF portal.
You'll start with some SQL Injections.

1. In the remote client, type the following string in the Search products text box of the Hackazon
web site, and click on Search:

Since the CloudWAF is in block mode, you will see the following message:

Unauthorized Activity Detected

You are seeing this page because we have detected unauthorized activity.

Case Number: 527542770

2. Open the CloudWAF portal and go to Monitor > Security Events

3. You should see an SQL Injection Database security event. Click on the event or the = icon to
see the details. You should see the string you typed in the search field in the Param Value
part of the event details.

The security event also shows you the OWASP category, here A3 and other attack details.

< ) Security Events Application Protection Infrastructure Protectior

WAF DDos £ Web DDoS Protection

Action Time Destination Source Securlty Severity More
2436545716 Last 15 minutes
03 Jun 2025 o2 AN Database

14:10: 48 SOL Injection

hackazont 01
2436545716 hackazon01 radware.net = israel 1L

Transaction ID; 2436545716
Request Details Security Details Raw HTTP Request

Application: Nackazon) OWASP Category: A3 Ipjection
Hosf 01 n e

addr

Source IP Geo-Locat)
Source IP Reput




-_—

N

B

If a security event is a false positive, you can click on Allow so Cloud WAF will allow it in the

future.

Click on Allow for this event. This question will appear.

Modify the policy to allow this file extension to be requested for your Application (applies in all URIs)?

Cancel

Click on Allow again. The status of your request will be in progress.

Allow request was sent. Status:

Status: '/ Succeeded

Allow request was sent

If you run the same attack again, CloudWAF will not trigger a security event.

As a second event, we are going to force a Server Information Leakage event.

Try to access the admin area of php installations on your web server by using a similar URL

with you application’s name:
https://hackazon09.radware.net/phpmyadmin/scripts/setup.php

You will see again the unauthorized activity detected page.

Copy the Case Number from within the error message so you can search for this event.

In the CloudWAF portal, go to Monitor > Security Events and click on Filter

button.

When the processing of your request is completed, the request status changes to Succeeded.

Security Events Application Protection Infrastructure Protection

WAF DDoS Bot Web DDoS Protection

Paste the Case Number you copied in the Transaction ID field and click Apply.

Filters

Maodified Reported Blocked

You should see only this security event:

Action Time
Last 15 minutes

Destination Source Security

03 Jun 2025 hackazon01 77.137.31.132
14:15:41 hackazon01.radware net = israel- 1L

Vulnerabilities
Predictable Resource L

190382986

Transaction ID: 190382986

Request Details Security Details Raw HTTP Request

OWASP Category: Al
Security Module: Vul

Source IP
Source IP Geo-Location:

Source IP Reputation Score: N/A

Severity

More




As the third attack you will misuse the application behavior and try to view files from the file
system of the server via the application.

Login to the application. Click on Sign-In and use the following credentials:

User Name test user

Password 123456

Open this page like:
https://hackazon09.radware.net/account/help_articles?page=/etc/passwd

You should see the security page again.
Copy the case number from the security page and search for this event.
Review the security event in the CloudWAF portal.

It is showing A5 — Security Misconfiguration and a message about the /etc/passwd.

Action Time Destination Source Security

Severity
Last 15 minutes

03 Jun 2025 hackazon01 62.90.30.34
14:23: 44 ha

Vulnerabilities
2452463484 hackazon01.radware net = Israel- 1L Security Misconfiguratio
Transaction ID: 2452463484
Request Details Security Details Raw HTTP Request

Application: hackazond1 OWASP Category: A5
Host: hacka Socurity Module:
URI: [accou Violation Type: 5
Sour "

Source IP Geo-Lo srael - IL
Source IF Reputation Score: N/

Oy TINer TIeICEPtea 3 ManCIo0s

hthe web site. This
s. (Severity: Medium)

- might be manual hacking attempt |
s Public

ed a

cookie: PHPSESSID=10s9sc499gnh 5kd89bmmm0e25

More




5.

Database.

Go to Monitor > Analytics. Make sure your application is selected (like hackazon03 in the
screen capture) and look for the attacks you just performed under Vulnerabilities and

Application Analytics

Network Analytics

Bot Manager Analytics

attempt has been made to use a SOL state

<) Analytics
llow L i etaty it Data: Web DDoS Protectior Buginess LOOIC ATacK Protection  New
hackazon01 during 7 days
6 Evenls 5 Activilies
Event: 3
cf 2
[
Rule ID Pattern Details First Seen Sources Events Trend More
9238 #phpmyadmin PHPMyAdmin |nterface 2025/06/03 141419 z /
, /
7240 etc/passwd ic/passw file ks available through the web site. This file contains th 0 1 s /
—
( ¢« ) Analytics Application Analytics Network Analytics Bot Manager Analytics
Allow List Vulnerabilities Database Web DDoS Protection
TestNewOrigin during 7 days
3 Events 3 Activities
2
2
0
Clean Traffic (bps) 5.51K e
Param Name Rule ID Description First Seen Sources Events Trend More
ATORCO An has been made 1o use the OR statement 1 /‘
/
- 1 /
/




© MONITORING AND REPORTING WITH OWASP-ZAP

To generate some more traffic and events, we use the OWASP-ZAP tool which is installed on
the Kali machine.

1. Click the OWASP-ZAP tool icon “ on the top menu bar and wait a few moments until it
starts.

2. Inthe ZAP tool select the Quick Start window, click on Automated Scan.

File Edit Wiew Analyse Report Tools Import Online Help

Standard Mode v | [ & I bl 5 & G O X w5 S 305 mE& &8 7V e o E e @ &
@ Sites < ; = Request <= Response
e 0B

[ Welcome to OWASP ZAP

(@] Default Context

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
@ Sites

If you are new to ZAP then it is best to start with one of the options below.

Vv e

Automated Scan Manual Explore Learn More
X
File Edit View Analyse Report Tools Impeort Export Online Help
Standard Mede || ] 2 Bt eEoEEeEmE L8 P @ % @ @Ee @@
@ Sites = ; 4 Quick Start # =»Request «=Response &' Requester <

[©] Default Context
@ Sites

enLBs=
e < Automated Scan D

This screen allows you to launch an automated scan against an application - just enter its URL below and
press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given
permission to test,

IURLto attack: https://hackazon01 radware.net ~ | @ Select. .. I
Use traditional spider: [/
Use ajax spider: /] with Firefox Headless ~
Progress: Mot started
# History ©, Search  [¥Alerts Output 4=
@ @& T Filter: OFF @ Export
Id  Sour... Req.Timestamp Meth... URL Co... Reason R... Size Resp. B... Highest Al... N. Tags E
Alerts ®m0 0 @0 ®O Main Proxy: localhost:8080 Qurrent Scans 40 0 @0 20 @0 0 #0 %0

3. Inthe URL to Attack field, type the URL of your CloudWAF application, like in this example:
https://hackazon01.radware.net

4. Click the 7~ “™% ‘putton.

The tool will systematically browse the application to learn its structure; you can track its
progress in the window below the quick start.

Let the tool run and return to the CloudWAF portal; remember, you need to wait several
minutes until the portal displays the events.


https://hackazon01.radware.net/

On the Cloud portal go to the EIDashboard and set the time frame to the last 15 minutes;

make sure your application is selected.

[ hackazon01 v |
(L) Quick range
15m 30m 1H 1D 1w ™ ZM am
7 Time range
2025-06-03 1510 — 2025-06-03 15:25

Wait a few minutes until you see some activity generated by the ZAP *.

<) Overview  Application Protection Infrastructure Protection

% WAF Summary

0.73 3

Blocked events/minute Database
manipulations avants

Blocked events Vulnerabilin

+ Top Application Attack Sources » Application Attack Distribution

No. of Altacks

# Application Attack Geomap

.
exploitations events

Al Applications during 15 minutes
 HTTP Traffic Volume (]
Configuration
updates

Applications

» Application Security Events

4 OWASP Top 10 Mapping

¢

» HTTP Transactions

& Access Control Violations

Review each of the widgets to see more details; hover over the graphs.

“4 HTTP Transactions per Second & *
3 <
g y.
d /
= 17 Apr 2019 12:44 1B.58
Reported 6.6
Legitimate 1298
=

4 Application Attack Distribution &% o) %
Blocked 558
B Predictable Resource Location  39.61% (221)
M Path Traversal 29.75% (166)
B SSlinjection 22.04% (123)
B Security Misconfiguration TT1% (43)
B URL Access Violation 0.54% (3)
B Server Information Leakage 0.36% (2)
B Cther 0% (0)




8. Go to Monitoring > Security Events and review the numerous events that accumulated

there.

(<) Security Events Application Protection Infrastructure Protection
WAF DDoS Bot Web DDoS Protection
Action Time Destination
Last 15 minutes

03 Jun 2025 hackazon01

2452463650 15:29:36 hackazon01.radware.net
03 Jun 2025 hackazon01

2452463650 hackazon01.radware net
03 Jun 2025 hackazen01

2452463650 15:29:36 hackazon01.radware net
03 Jun 2025 hackazon01

207486535 15:24: 44 hackazon01.radware net
03 Jun 2025 hackazon01

2452463639 15:24:42 hackazonQ1.radware.net
03 Jun 2025 hackazon01

190383092 hackazon01.radware net
03 Jun 2025 hackazon01

2452463638 15:24:29 hackazon01.radware.net
03 Jun 2025 hackazon01

2452463637 hackazon01.radware net
03 Jun 2025 hackazon01

2436629429 15:24:28 hackazonO1.radware.net
03 Jun 2025 hackazen01

2404527 ok

oo

Showing 1-11 out of 11 ever

S me - dE age - Page ~
Source Security Severity
62,90.30.34 Database
= lsrael-IL SQL Injection
62.90.30.34 Database
== israel - 1L SQL Injection
62.90.30.34 Database
Israel - 1L SQL Injection
77.137.31.132 Vulnerabilities
= lsrael-IL Predictable Resource Location
62.50.30.34 Vulnerabilities
= Ismael-IL Security Misconfiguration
77.137.31.132 Vulnerabilities
= lsrael-IL Security Misconfiguration
62.50.30.34 Vulnerabilities
= Ismael-IL Security Misconfiguration
62.90.30.34 Vulnerabilities
== tsrael -1l Predictable Resource Location
62.90.30.34 Vulnerabilities
= Ismael-IL Predictable Resource Location

77.137.31.132 Allowed File Extension
= vy

More

9. To see what the tool is testing, you can click on an event and view its details, like in this

example:

WAF DDaS
Action Time
Last 5 minutes
08 Jul 2021
180621005 [} 17:52:39

Transaction ID: 180621005

Request Details

Host: hackazonOl.radware.net
URL: fproducthview
Source IP; 188193133250

Source IP Geo-Location: M Germany - DE

Source IP Reputation Score: N/A

Event can't be allowed

< BacktwoDashboard  SECUTIty Events

Destination
hackazon01

hackazonol
hackazon0l radware net

Security Details

OWASP Category: A3 - Sensitive Data Exposure
Security Module: Tunnel Module

Violation Type: Server Information Leakage
Severity: Low

Violation Details: This message is a response that
matches a request on an event. You can get the event
using the evtid

Sort by Time v Tl 2sperpage v Pagel v

showing 1-25 out of 245 events

Source Security Severity More
~
188193.133.250 Tunnel Module
- Low ®
M Germany - DE Server Information Leakage

Raw HTTP Request

GET fproduct/View?id=%27%22%00%3Cscript33Eal ert36281%629%3B3%3C%62FsCript%3E HTTR/1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n-82.0) Gecko/20100101 Firefox/82.0

Pragma: no-cache

Cache-Control: no-cache

Content-Length: 0

Referer: httpsi//hackazonOlradware net/category/view?id=3

Cookie: PHPSESSID=3dvinpaov57ptitg0Ormmbekk;
visited_products=%2C101%2C1%2C24%2C152%2C25%2CT76%2C28%2C1059%2C33%2C67%2C30%2C194%2C51%2C72%2C99
%2C4492C195%2C13%2C98%2C54%2C102%2CI3%2C143%2C43%2C200%2C202%2C197%2C208%2C210%2C203%2C20
C199%2C196%2C185%2C191%2C193%2C187%2C189%2C175%2C160%2C182%2C184962C 177962C179% 2C171962C174%2C167%2C
169%2C162%2C164%2C15052C140%2C135% 2C157%2C158%2C151%2C147% 2C149% 9%2C130%2C1
20%2CTI0%2C132%2C1345%2C127%2C128%2C12252C 124%2CT16%2CT19%2CTI29% 2CTI4%2C90%2C106%2C107%2CI6%2CT%2
€92512C86%2C88%2Ca%2C66%2C36%2C77%2C79%2C82%2C84%2C69%2C T1%:2C 74%2062%2C75%2C65%2C37%2C40%2
C42962C48%2C50%2C 55%2C31%2C35% 2C27%2CT1% 206%2C23%2C1792C 19%2C20%2C15%2C7%2C9%62C10%2C3%2C

Host: hackazonol.radwarenet

X-ROWR-CWAF: 188193.133.250

X-RDWR-IP: 188193133250

X-RDWR-PORT: 55479




Now you'll review the Application Analytics, which aggregates security events to make the
management easier.

1. Go to Monitor > Analytics.

2. Select your application, as time frame - the last hour (1H) and click Apply.

No Application during 7 days A\
hackazonO1 v
Quick range
H iln} W 2w ™
Time range
Jul 08, 202116:55 > Jul 08, 202117:55
v

3. Review the items in the Allow List, Vulnerabilities and Database section.

Click on each to see the relevant information.

€ Back to Security Events Ap p|lCEItI0n Ana|ythS hackazonO1 during an hour “/
Allow List ()  Vulnerabilities (1) Database (0) 642 Events 12 Activities
Events 7
Activities 1
New Activities 1
Clean Traffic (bps) 5.43M
Method Extension First Seen Sources Events Trend More
GET *com 2021/07/08 17:44:36 1 7 100% /N
I

To see an event’s details, click on the event line and a summary will be presented:

New Activities

Method

GET

Clean Traffic (bps)

2
592M

« Backtosecuriy vents  ApPplication Analytics hackazon01 during an hour \/
Allow List (1)  Vulnerabilities (1)  Database (0 642 Events 12 Activities
Events 7
Activities 1

More

_— N

OWASP Category: AS - Broken Access Control

Top 5 URIs Total 1 Top 5 IPs Total 1 Top 5 Countries Total 1
/" pageHost "www.adobe.com 7 100% 188.193.133... W @ 7 100% Germany -DE 7 100%
—— —— ——




4. Click on Go to Security Events button to see the related events.

< Back to Application Analytics SeCu r|ty Events
- Sort by Time v 25 per page v Page1l v s | [csv]
WAF DDoS v per pag 9 B
showing 1-7 out of 7 events
Action Time Destination Source Security Severity More
Jul 08, 2021 16:56 - hackazonol Allowed File Extension *com
Jul 08, 202117:56 GET
08 Jul 2021 hackazon01 188.193.133.250 Allowed File Extension
180621021 17:54: 40 hackazonOlradwarenet B Germany - DE URL Access Violation
08 Jul 2021 hackazon01 188.193.133.250 Allowed File Extension
180621020 17-54:39 hackazonOlradware net B Germany - DE URL Access Violation
08 Jul 2021 hackazono1 188.193.133.250 Allowed File Extension
180621017 17.53:38 hackazonOl.radware net W Germany - DE URL Access Violation
08 Jul 2021 hackazon01 188.193.133.250 Allowed File Extension
180620996 17:52:25 hackazonOlradware.net M Germany - DE URL Access Violation
08 Jul 2021 hackazon01 188193.133.250 Allowed File Extension
180620850 17-50:59 hackazonOl.radware net B Germany - DE URL Access Violation
08 Jul 2021 hackazono1 188.193.133.250 Allowed File Extension
180620750 174712 hackazonOl.radware net B Germany - DE URL Access Violation
08 Jul 2021 hackazen01 188.193.133.250 Allowed File Extension
180620568 17: 44: 36 hackazonOlradware.net M Germany - DE URL Access Violation

still running.

5. Change the timeframe to a longer period to see more events generated by the ZAP tool that is

Dashboard

WAF Summary

1.33K

Blocked events

4447

Blocked events/minute

407

Database

manipulations events

906

Vulnerability
exploitations events

0

configuration
updates

1

Applications

hackazonO1 during 30 minutes

Top Application Attacked Hosts

v

']
MO

s X




© CONFIGURE NOTIFICATIONS (ALERTS)

1. Go to Security Events > Notifications in the CloudWAF portal and click on the plus (+) sign
to create a new notification.

2. Fillin the New Alert screen with the following parameters.

Name SQL-Injections

Type Select “Events Count”
Description

When Event count

Is >5

For at least ... 1

Applications Choose your application
Event Action Select Blocked

Event Type SQL-Injection

Send alerts by email to Type your email address
Limit notifications to ... 10

Add New Notification X

/' * sQl-Injection
Service *

~., Application |
Protection

Type*

Fo Traffic &b Events Count @ Transactions &b WebDDa! >

Description

For atleast | 1 consecutive periods of 5 minutes.

Application/s *
TestNewOrigin x

Event Action
Blocked @ Reported  Modified

Event Type *

SQL Injection x

Method Recipients *

@ Ema SMS myemail@gmail.com x

Limit notificationsto = 10 | e-mails a day

cancel @

3. Click Save to save your Alert.

Since ZAP is still running, you should get emails soon, but remember the silent period of 1
hour.

4. If you don’t receive an email, check if ZAP is running and if it is, consider lowering the
threshold.



Here is an example for an alert email:

“i radware

g “ mpplication Protection Notification
Hello,

The following notification was generated:

sql_injection - October 10 2024, 09:10:00 UTC

The notification was triggered for: Cloud WAF Training / TestNewOrigin
Mumber of events: 28 (larger than threshold: 2.0)

During sampling period of: 5 minutes

This email was sent to you based on your Motification configuration

For more information visit Radware Portal
For any further assistance, open a support case at Radware Support Portal: Support Home Page

*** Do not reply to this email, this is automatically generated message ***

If you are not sure why you are receiving this, please contact us through our Support Centel

If an alert is being triggered, the Bell symbol will turn yellow.

Click on the bell symbol to see the Notifications history.

Notifications History a X

Application Protection All Notification Types (© Quick Range: W +

=" Application Protection 10/10/2024 11:17:52

sql_injection

Account Name: Cloud WAF Training
Motification Type Events Count
Event Action Blocked &

Event Type: SOL Injection
Event Count 28 Events
Sampling period 5 Minutes

Application name: TestNewOrigin eV

Use the [ symbol to see the security event details or use the ’ symbol to see the
notification settings.

After you receive the email and you view the notification, remove the alert to make sure you
are not flooded with emails!



© CONFIGURE REPORTS

1. Go to Monitor > Reports in the CloudWAF portal and click on the plus (+) sign to create a

new alert.
2. Type your application name in the Name field A,ddrv‘m‘
3. Select Service: Application Protection —
4. Select your application .
5. Add your email address to the Recipients. i :
6. Set the report to retrieve the report via email periodically
7. Select the Report Period to be Week. Report Properties
8. Click Save to save your report
9. To force the report to be send now, open the report e
and click on “Send”, or you can download the pdf. e s

\:-e«e-ag»e: ——

10. You should receive an email with the report you generated (only partial visible below).

“eradware

Start n
03/10/2024 09:15 - 10/10/2024 09:15

™
Tn— Application Protection Repart

Test

Account Name: Cloud WAF Training
Application Name: TestNewOrigin

Date Range: Y

Table of Contents

WAF Summary 2

OWASP Top 10 Mapping 2

Application Attack Distribution

e

Application Security Events

Top Application Attack Sources

o

Top Application Attacked Hosis &




© APIPROTECTION

Application development and delivery environments are more amorphic and elastic than ever before, bringing
together independent components that interoperate and facilitate secure application delivery. The cement of
these emerging architectures are APIs that allow data exchange, integration and automation. APIs are in use
for back-end systems, microservices, mobile apps, serverless architectures and event-driven processes. As
a result, it’s critical to safeguard exposed APIs from an array of cyberthreats, such as data theft, data
manipulation, account takeover attacks, and more.

Let’'s now see how we can protect APIs with the CloudWAF

1. On the remote Client open the API folder located on the desktop and right-click on the
“hackazoon_swagger.json” file and select “Open With Mousepad”.

B Open With "Mousepad”
J§  OpenWith »

hackazon

2. Atline 29 change the “host” value from “changeme.radware.net” to your domain you entered in

the DNS file, like “hackzaon01.radware.net”.
| ~[Desktop/APl/hackazon_swagger.json - Mousepad

File Edit Search View Document Help

30 "basePath

NOTE: Make sure it is the same name used on the CloudWAF portal for the application,
otherwise the upload will fail!

3. Save the file.

4. On the CloudWAF portal go to Assets > Applications click on your application and go to API
Protection > OpenAPI Protection.

5. Click on Upload OpenAPI File and upload the changed swagger file.

6. After the upload you should see a successful message and as sign that the file handling is in
progress

Assets Application Protection nfrastructure Protection
4— All Applications

TestNeWorigin www2 radware.net ~ Standa

API Protection [ t ) t @

Import OpenAPI Schema 1

Base Paths

Endpoints Catalog 1




After a short while you should see a new message at the “Activity Logs”. It should indicate that
the file was successfully uploaded and handled

Audit Logs a X
Al Services v ® & (¢
v Application Protection 03/06/2025 15:41:14

rainers@radware.com has uploaded API Protection file for the application hackazon®1

1D: 10dc261d-5189-4880-8615-08834b 1 e9ced

After it is uploaded and processed you should see one base path (/) at Base Paths and 15
endpoints at Endpoints Catalog

Details General Network Load Balancer Access Contro Rules Bot Manager Security APl Protection Advanced
General Settings OpenAPI Protection GraphQL Protection
Import OpenAPI Schema -
, OpenAPIl Start API Discovery (NGO ~

Configure API Protection Status lﬂﬂﬂll File Di : hd

Base Paths

Configure AP| Base Paths o

1 base paths

Endpoints Catalog

Allow requests to the defined endpoints only A~

15 endpoints

Filter Table by

. Showing 15 out of 15 The filtered results have changed

[0 9 N 9 Al -
Endpoint Status Methods Origin
fapifauth Block and Report GET OpenAFI File v
/api/category Block and Report GET OpenAFI File v
fapifuser/me Block and Report GET OpenAPI File v
fapi/product Block and Report GET OpenAPI File v
fapi/product/{product_id} Block and Report GET OpenAFI File v
fapi/cartliems Block and Report POST OpenAPI File v
/api/customerAddress Block and Report POST, GET OpenAPI File v

Cancel




9. For each endpoint you can see the details like the path, status and allowed methods.

For example view the /api/cart/{cart_id} endpoint.

Filter Table by
¥, Showing 15 out of 15
Endpoint Status Methods Origin
api/cart/my Block and Report GET OpenaPI File u
B OpenaP File ]
Method Quota limit
PUT UNLIMITED
GET UNLIMITED
DELETE UNLIMITED

10. For each endpoint you can also configure a quota on how many transactions per timeframe
(Minute/Hour/Day) can be performed.

11.

Block and Report v OpenAPl File
Method Quota limit
A Unlimited @® Limitto | 10 Transactions Per [/|
Parameters Minute
. H
Type Name Requi
Day
Header Authorization Yes
Path cart_id Yes
Endpoint Status Methods Origin
Block and Report OpenAPI File
Method Quota limit
Unlimited Limitte 10 Transactions Per;
Parameters

Parameter are also visible, which needs to be present for an API request.

Method

Parameters

Type

Headel

Body

Quota limit

.

Transactions Per;

Required

Yes

pendPI Fil

Parameters
Type
Heade
Style

Simple

=

"pattern”:

Description

Explode

Inthe form of: Token kjs879sad

en

® Schema Content

"Token \\w+",

"type": "string"

Name

Required

®




12. You can also add new parameters in case the application has changed after the OpenAPI file
was created.

13. Since we want to block all requests violating the OpenAPI file definition, make sure that you
change the API Protection form “Report Only” to “Block and Report’.

. ©
API Protection Bl e Pt e
Configure AP| Protection Status e ™

14. To create an API based attack, open on the remote client the Postman application from the
desktop. In case Postman complains about the login, click on logout and login using the
following credentials:

username: radwarevirtuallab@radware.com
. password: radware24!

Postman
15. At My Workspace click on Import

File Edit View Help

Home  Workspaces - APl Network - R

2 My Workspace Mew Import
E " T [=1=T=]
Collections

16. Click on “Uploaded Files” and navigate to the desktop/API folder and select “Hackazon API —
postman_collection.json” and click on import



17. After the collection is imported select “Hackazon APl — Demo” and select on the right side the
“Variables”. Change the baseUrl > Current Value from https://delab1.radware.net:1234/ to the
URL you use like https://hackazonO1.radware.net and click Save (disk icon).

rd Postman

File Edit View

Home Workspaces ~ APl Network v~ Explore Q 8 0 @ Upgrade
2, My Workspace New  Import & Overview [ Hackazon AP1 ®
(s} + = Hackazon API - Demo A s % Fork = .
Collections
~ Hackazon API - Demo
Authorization @ F juest t Variables ®
> B apl
o I 9 API Attacks These variables are SPQCIfC to this collection and its requests. Le
v XSS In First_name VARIABLE INITIAL VALUE CURRENT VALUE ses  PersistAll  Reset All
%] Response will be in JSON .
baseUrl https://delabl.radware.net https://hackazonOl.radware.net
> T JSON Dawsmg Fallure
7d43bbaf-0130-4de6-8a5.
> SOL Injection -SLEEP
t ad6251135b276cec62bS5b ad6251135b276cec62b5bb292410161ae8ce915
» Non Defined Endpolnt oren ad62 276cec62l ad625 cect2 292 aeBce15¢
> Non Defined Endpoint - Swa.
> Swagger Violation {After You ...
» Rate Limit (Brute Force)

18. In the collection expand the “API Attacks” section and select “Json Parsing Failure”. On the
right side click on send. In the Response you should see that it was blocked, since the
_event_transid and is visible. As you can see for API protections, the response is in JSON
format not the regular security page.

& Postman
File Edit View Help
a Home  Workspaces ~  APINetwork ~  Reports  Explore Q_ Search Postman [ & BN @ Upgrade
A My Workspace New Import (3 Overview [ Hackazon API - PUT XSS in First_nam PUT JSON Parsing Fai £ ooe No Environment ~
= T = oo JSON Parsing Failure bt
Collections
~ Hackazon API - Demo
APls
> [ order
Params  Authorization Headers (10) Body @ Pre-request Script Tests Settings Cookies
=1 > 3 user
. Query Params
ERi > GET [apifauth
= v F9API Attacks KEY VALUE DESCRIPTION o0 Bulk Edit
lock Servers ~  PUT XSS in First_name
[£%] Response will be in JSON
Monitors > PUT JSON Parsing Failure
> ET SQL Injection -SLEEP
o
of
J > ET Non Defined Endpoint - . -
Flows Body Cookies Headers est Results & 2000K 23ms 3278 SaveResponse v
> ET Non Defined Endpoint - Swa... —
) w Preview Visualiz ~ =
. D 5 Pur Swagger Vialallon (After You .. Pratty Raw review Visualize JSON = O
st
> ET Rate Limit (Brute Force) 1 4

2 "var _event_transid": 83928645,
3 "85.236.49.244",

"var _event_clientip"
a "var _event_clientport”: 24608



https://delab1.radware.net:1234/
https://hackazon01.radware.net/

19. Check the Security Events on the cloud portal you should see the corresponding event.

Security Events

WAF DDoS

Action
207925542
Transaction ID: 207925542

Request Details

Application Protection

Infrastructure Protection

Web DDoS Protection

security Details

Security Module: API Sscurity Module
Violation

Violation Type: AP1 Secu
Severity: @I

Violation Detsils: A request to an AP1 endpoint includsd one or more
parmeters that failed vaication

Description:
API Security Violation Detected
ENGpOINt /api/user/{user_id}
Metnod: PUT
Vilation: Request Body Vaiidation Failure

Parameter applicationvjson - Error: the string is not a valid json or
ximl and cannol be parsed

Suggestion: Revise AP| Security settings if needed
Mooule: API Security
Error Number: 216

enticated as Pub

Showing 11 eut of 1 events

Time Destination Source Security Severity More
Last 15 minutes
03 Jun 2025 hackazon01 77.137.31.132 API Security Module
a7 hackazon01 radware net = fterael 1L API Security Violation

Raw HTTP Request

PUT /aplfuser/1 HTTP/1.1

Host: hackazon0 1. racware.net

XROWRAP: 7713731132

X-RDWR-PORT: 48744

% RDWR PORTMM-ORIG FE FORT: 443
X-RDWR-PORT-MM: 21045

%-ROWR-APP-ID: d6120d7b-0fu3-1e85 8550 70clefIca260
ComentLengin: 324

Content-Type: appication/json

Authorization: Basic 06VzdFa1C2VyO[EpMzOTNG==
User-Agent: PostmanRuntime/7.37.3

Accept
cacr
Postman-Token: 5723571274432 8ad1-8560308a8130
Accept-Encoding: gzip, deflate, br

Conol: no-cache




20. Try also the other attacks: XSS in First_name, SQL Injection, Swagger Violation and you
should see the corresponding events.

21. Let us configure a Quota limit how often the authentication via the API can be performed. On
the Application go to API Protection and at Endpoints Catalog select the path /api/auth. Add a
quota limit of 2 transactions per Minute. Scroll down and click Submit.

Endpoints Catalog

Allow reguests to the defined endpoints only ~
15 endpoints

Filter Table by
%, Showing 15 outof15 R

Y -

Endpoint Status Methods Origin
Block and Report w OpenAPI File | | H
Method Quota limit
Unlimited ® Limitto | 2 Transactions Per: | Minute v
Parameters °
Type Name Required

22. Make sure that the change was processed. After it was successful processed you should see
the green tick instead of the clock

Endpoints Catalog
Allow 10 the dafined endpoiTis 0 v

15 endpoints

Business Logic Attack Protection New
rainers@radware.com ha

n for app

)
iy
f\/“/ Succeed at 2025/06/03 16:00:37
rainers@radware.com has changed APl Endpoints
N|

configuration for application hackazon01

ID  05651743-5e74-420 f6-7a31e1b76727

23. Now use the “Rate Limit (Brute Force) attack in the Postman and run it a couple of times, after
a few requests (>2 per minute) the Quota limit should be triggered, and you should see the
blocking information.

24. See the corresponding security event on the Cloud portal

Action Time Destination Source Security Severity
Last 15 minutes
03 Jun 2025 hackazon01 62.90.30.34 API Security Module
2436963487 16:06: 22 hackazon01.radware.net == lsrael-IL API Security Violation
Transaction ID: 2436963487
Request Details Security Details Raw HTTP Request

Security Module: AP| Security Module

d quota for an AP

Source IP Reputation Scare: N/A

jed at 14:07.00 (UTG)

settings if needed

[ cot0 s roecionconon |




25. This is the end of the inline lab manual.

26. Before you close the lab you can delete your application if you don’t want to continue
practicing.
At Assets > Applications use the trash can icon at your application. You should see an icon
showing that your application is pending delete:

h

Pending Delete

27. If you finished with the lab, please send an email to radwarevirtuallab@radware.com, so your
account can be deleted.
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notice.
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