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BSDI PLATFORM SPECIFIC SECURITY PATCHES 

This appendix deals with vendor-provided patches that MUST be installed to properly secure a 
BSDI Unix system. When BSDI is informed of or discovers a vulnerability, they will issue a 
Security Advisory concerning the defect in the software product. The bulletin will contain a 
patch identification number that can be retrieved to correct the defect. Patches can be directly 
obtained from a BSDI ftp site "ftp.bsdi.com" in the bsdi/patches/patches-<os level> directory. 

Following is a matrix that identifies the vulnerable area, the operating system level and the 
patch identifier. 

VULNERABILITY OPERATING SYSTEM PATCHID 
SOURCE VERIFICATION BSDI2.1 1<21 0-021 & 1<21 0-024 
IP FRAGMENTATION U21 0-025 & U21 0-037 
SYN STORM BSDI2.1 1<21 0-022 & K 1 0-024 
ELM BSDI2.1 U210-001 & U210-010 
SENDMAIL BSDI2.1 U21 0-005 & U21 0-024 

U210-027 & U210-029 
U210-030 & U210-036 

PCNFSD BSDI2.1 U210-007 
CRON BSDI2.1 U210-008 & U210-031 
/ETC/SECURITY SCRIPT BSDI2.1 U21 0-011 & U21 0-032 
FTP BSDI2.1 U210-013 & U210-033 
SUIDPERL BSDI2.1 U210-017 
\NV'M/CONF BSDI2.1 U210-020 
RLOGIN BSDI2.1 U210-021 
XT LIBRARY BSDI2.1 U210-023 
DNS LOOKUP BSDI2.1 U210-026 
LPR BSDI2.1 U210-028 
ADDUSER & ADDGROUP BSDI2.1 U210-034 
TALKD BSDI2.1 U210-035 

PROPRIETARY 
Not for use or disclosure outside of Southwestern Bell 

except under written agreement. 
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