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Red Hat Enterprise Linux® - Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.
APACHE TOMCAT - The Apache License, version 2.0 (http://www.apache.org/licenses/).

APACHE ActiveMQ - The Apache License, version 2.0 (http://www.apache.org/licenses/).

MOD AJP (APACHE Tomcat Connectors) - The Apache License, version 2.0 (http://www.apache.org/licenses/).
Apache Xerces C++ - The Apache License, version 2.0 (http://www.apache.org/licenses/).

Apache Axis2 - The Apache License, version 2.0 (http://www.apache.org/licenses/).

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: "This product includes software
developed by the Apache Group for use in the Apache HTTP server project (http://www.apache.org/)."

4. The names "Apache Server" and "Apache Group" must not be used to endorse or promote products derived from this software without prior written
permission. For written permission, please contact apache @apache.org

5. Products derived from this software may not be called "Apache" nor may "Apache" appear in their names without prior written permission of the Apache
Group.

6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed by the Apache Group for
use in the Apache HTTP server project (http://www.apache.org/)."

THIS SOFTWARE IS PROVIDED BY THE APACHE GROUP ""AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE APACHE GROUP OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

MOD_SSL - Copyright (c) 1998-2004 Ralf S. Engelschall. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
This product includes software developed by Ralf S. Engelschall <rse @engelschall.com> for use in the mod_ssl project (http://www.modssl.org/).

4. The names "mod_ssl" must not be used to endorse or promote products derived from this software without prior written permission. For written permission,
please contact rse @engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may "mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed by Ralf S. Engelschall
<rse @engelschall.com> for use in the mod_ssl project (http://www.modssl.org/)."
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THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL ““AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL RALF S. ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Bugzilla - Mozilla Foundation; License: http://creativecommons.org/licenses/by-sa/2.0/

CentOS - CentOS Project;

Dom4J - DOMA4] Project; License: http://www.dom4j.org/dom4;j-1.6.1/license.html

LDAP C SDK - Mozilla Foundation; License: http://www.mozilla.org/MPL/MPL-1.1.html

mksh - Korn shell by David Korn; Distributed under BSD License. (https://www.mirbsd.org/htman/i386/man7/BSD-Licence.htm)
ncurses - ncurses, GNU 5.5; Distributed under MIT + GPL2+

nmon - IBM nmon; License: http://www.gnu.org/copyleft/gpl.html

PAM_RADIUS_AUTH - This module is a merger of an old version of pam_radius.c, and code which went into

mod_auth_radius.c, with further modifications by Alan DeKok of CRYPTOCard Inc.. The original pam_radius.c code is copyright (c) Cristian Gafton, 1996,
redhat.com> The additional code is copyright (¢) CRYPTOCard Inc, 1998. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, and the entire permission notice in its entirety, including the disclaimer of
warranties.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without specific prior written permission.
ALTERNATIVELY, this product may be distributed under the terms of the GNU Public License, in which case the provisions of the GPL are required
INSTEAD OF the above restrictions. (This clause is necessary due to a potential bad interaction between the GPL and the restrictions contained in a BSD-
style copyright.)

THIS SOFTWARE IS PROVIDED " AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

JAVA JDK - Sun Microsystems Inc. Binary Code License Agreement (http://java.sun.com/j2se/1.5.0/jdk-1_5_0_12-license.txt).
edtFTPj - Enterprise Distributed Technologies under LGPL License (http://www.gnu.org/licenses/Igpl.txt).

Perl DBD - Perl DBD Copyright (c) 1994-2003 Tim Bunce, Ireland is used with permission. Distributions of the standard package can be found through the
http://www.cpan.org website.

Perl Convert::ASN1 - Perl DBD Copyright (c) 1994-2003 Tim Bunce, Ireland is used with permission. Distributions of the standard package can be found
through the http://www.cpan.org website.

Perl URI - Perl DBD Copyright (c) 1994-2003 Tim Bunce, Ireland is used with permission. Distributions of the standard package can be found through the
http://www.cpan.org website.

Prototype - Copyright (c) 2005-2007 Sam Stephenson

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions:

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

Scmbug - Scmbug by Martin Tomes; License: http://www.subversionary.org/projects/scmbug
SNMP4j - SNMP4].org; License: http://www.snmp4j.org/LICENSE-2_0.txt

Subversion - CollabNet; License: http://subversion.tigris.org/license-1.html
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SWISH-E - Copyright 1995-1998 by Miles O'Neal, Austin, TX, USA. GNU General Public License.
wA4ais - Copyright 1995-1998 by Miles O'Neal, Austin, TX, USA. (http://yolo.net/w4ais/license.html)

GNU LESSER GENERAL PUBLIC LICENSE - Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public License, version 2, hence the version number
2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public Licenses are intended to
guarantee your freedom to share and change free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically libraries--of the Free Software Foundation
and other authors who decide to use it. You can use it too, but we suggest you first think carefully about whether this license or the ordinary General Public
License is the better strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are designed to make sure that you have the
freedom to distribute copies of free software (and charge for this service if you wish); that you receive source code or can get it if you want it; that you can
change the software and use pieces of it in new free programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender these rights. These restrictions
translate to certain responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the rights that we gave you. You must make
sure that they, too, receive or can get the source code. If you link other code with the library, you must provide complete object files to the recipients, so that
they can relink them with the library after making changes to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which gives you legal permission to copy,
distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the library is modified by someone else and
passed on, the recipients should know that what they have is not the original version, so that the original author's reputation will not be affected by problems
that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a company cannot effectively restrict the users
of a free program by obtaining a restrictive license from a patent holder. Therefore, we insist that any patent license obtained for a version of the library must
be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This license, the GNU Lesser General Public License,
applies to certain designated libraries, and is quite different from the ordinary General Public License. We use this license for certain libraries in order to
permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally speaking a combined work, a
derivative of the original library. The ordinary General Public License therefore permits such linking only if the entire combination fits its criteria of freedom.
The Lesser General Public License permits more lax criteria for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the ordinary General Public License. It also
provides other free software developers Less of an advantage over competing non-free programs. These disadvantages are the reason we use the ordinary
General Public License for many libraries. However, the Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library, so that it becomes a de-facto standard. To
achieve this, non-free programs must be allowed to use the library. A more frequent case is that a free library does the same job as widely used non-free
libraries. In this case, there is little to gain by limiting the free library to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large body of free software. For
example, permission to use the GNU C Library in non-free programs enables many more people to use the whole GNU operating system, as well as its variant,
the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program that is linked with the Library
has the freedom and the wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference between a "work based on the library"
and a "work that uses the library". The former contains code derived from the library, whereas the latter must be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the copyright holder or other authorized party
saying it may be distributed under the terms of this Lesser General Public License (also called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with application programs (which use some of those
functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A "work based on the Library" means either
the Library or any derivative work under copyright law: that is to say, a work containing the Library or a portion of it, either verbatim or with modifications
and/or translated straightforwardly into another language. (Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, complete source code means all the source code
for all modules it contains, plus any associated interface definition files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of running a program using the
Library is not restricted, and output from such a program is covered only if its contents constitute a work based on the Library (independent of the use of the
Library in a tool for writing it). Whether that is true depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the
absence of any warranty; and distribute a copy of this License along with the Library.
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You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library, and copy and distribute such
modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any change.
¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that uses

the facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort to ensure
that, in the event an application does not supply such function or table, the facility still operates, and performs whatever part of its purpose remains
meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must
be optional: if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Library, and can be reasonably
considered independent and separate works in themselves, then this License, and its terms, do not apply to those sections when you distribute them as separate
works. But when you distribute the same sections as part of a whole which is a work based on the Library, the distribution of the whole must be on the terms
of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise the right to control
the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the Library) on a volume of a storage or
distribution medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy of the Library. To do this, you must
alter all the notices that refer to this License, so that they refer to the ordinary GNU General Public License, version 2, instead of to this License. (If a newer
version than version 2 of the ordinary GNU General Public License has appeared, then you can specify that version instead if you wish.) Do not make any
other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License applies to all subsequent copies and
derivative works made from that copy. This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent access to copy the source code from the
same place satisfies the requirement to distribute the source code, even though third parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by being compiled or linked with it, is called a
"work that uses the Library". Such a work, in isolation, is not a derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the Library because it contains portions of the
Library), rather than a "work that uses the library". The executable is therefore covered by this License. Section 6 states terms for distribution of such
executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for the work may be a derivative work of the
Library even though the source code is not. Whether this is true is especially significant if the work can be linked without the Library, or if the work is itself a
library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small inline functions (ten lines or less in
length), then the use of the object file is unrestricted, regardless of whether it is legally a derivative work. (Executables containing this object code plus
portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of Section 6. Any executables containing
that work also fall under Section 6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the Library to produce a work containing portions
of the Library, and distribute that work under terms of your choice, provided that the terms permit modification of the work for the customer's own use and
reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are covered by this License. You must
supply a copy of this License. If the work during execution displays copyright notices, you must include the copyright notice for the Library among them, as
well as a reference directing the user to the copy of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including whatever changes were used in the work
(which must be distributed under Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the complete machine-readable "work
that uses the Library", as object code and/or source code, so that the user can modify the Library and then relink to produce a modified executable containing
the modified Library. (It is understood that the user who changes the contents of definitions files in the Library will not necessarily be able to ecompile the
application to use the modified definitions.)
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b) Use a suitble shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run time a copy of the library already
present on the user's computer system, rather than copying library functions into the executable, and (2) will operate properly with a modified version of the
library, if the user installs one, as long as the modified version is interface-compatible with the version that the work was made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in Subsection 6a, above, for a charge no
more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy the above specified materials from the
same place.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility programs needed for reproducing the executable
from it. However, as a special exception, the materials to be distributed need not include anything that is normally distributed (in either source or binary form)
with the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component itself accompanies the
executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally accompany the operating system.
Such a contradiction means you cannot use both them and the Library together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with other library facilities not covered by this
License, and distribute such a combined library, provided that the separate distribution of the work based on the Library and of the other library facilities is
otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library facilities. This must be distributed
under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining where to find the accompanying
uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this License. Any attempt otherwise to copy,
modify, sublicense, link with, or distribute the Library is void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or distribute the Library or
its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by modifying or distributing the Library (or any work
based on the Library), you indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Library
or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license from the original licensor to copy,
distribute, link with or modify the Library subject to these terms and conditions. You may not impose any further restrictions on the recipients' exercise of the
rights granted herein. You are not responsible for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues), conditions are imposed
on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence
you may not distribute the Library at all. For example, if a patent license would not permit royalty-free redistribution of the Library by all those who receive
copies directly or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution of the
Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to apply, and the section
as a whole is intended to apply in other circumstances. It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system which is
implemented by public license practices. Many people have made generous contributions to the wide range of software distributed through that system in
reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other system
and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted interfaces, the original copyright holder
who places the Library under this License may add an explicit geographical distribution limitation excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from time to time. Such new versions will be
similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License which applies to it and "any later version",
you have the option of following the terms and conditions either of that version or of any later version published by the Free Software Foundation. If the
Library does not specify a license version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible with these, write to the author to ask
for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions
for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the sharing and
reuse of software generally.

NO WARRANTY
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15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE
THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

JSch 0.0.* was released under the GNU LGPL license. Later, we have switched over to a BSD-style license.

Copyright (c) 2002-2010 Atsuhiko Yamanaka, JCraft,Inc.
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.
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1 Overview of System
Administration

Overview

Purpose

This guide provides administration procedures and reference information needed to
administer the 8920 Network Traffic Management software.

Installation-related procedures

For the sequence of tasks located in this guide that are needed as part of the 8920 NTM
installation, see “High-level process required to install NTM” (p. 10) in the Installation
Guide.
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Chapter organization

Administration tasks
Administration tasks are those that are performed by the system administrator, including:
* Chapter 2, “Adding and Removing Users on the Host”
o Chapter 3, “System Security, User Groups, and Group Permissions”
» Chapter 4, “Starting and Stopping the System”
» Chapter 5, “Backing Up and Restoring the System”
» Chapter 6, “Generating a Crash Dump”
* Chapter 7, “Administrative Performance Reports”
o Chapter 8, “Database Administration”
* Chapter 9, “Adding and Removing Network Elements”
» Chapter 10, “Time Synchronization”

* Chapter 11, “Subnetwork Administration”

Tasks related to purchasable features

This guide also includes information on administering the various purchasable features
available with NTM, including:

» Chapter 12, “BDR Administration on a Host”

» Chapter 13, “ARC Administration”

» Chapter 14, “Capacity and Usage Reporting”

» Chapter 15, “Surveillance Transition to Additional Trunk Groups”
o Chapter 16, “UDDM/UDNEI Administration”

Report Writer feature

Some functions found in this guide can also be performed on a coresident or stand-alone
Report Writer host. These chapters contain procedures that are valid for Report Writer
systems:

» Chapter 2, “Adding and Removing Users on the Host”
» Chapter 4, “Starting and Stopping the System”

o Chapter 5, “Backing Up and Restoring the System”

o Chapter 6, “Generating a Crash Dump”
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Helpful tips

Auto terminate shell

To auto terminate the shell after a specified period of inactivity on the terminal, the user
can set the shell parameter TMOUT.

Its value can be set:
» inthe “/etc/profile” file in which case it will be applicable to all users
» inthe “.profile” file of individual users

* at the command line

Example:
TMOUT=300
export TMOUT

The shell terminates if no command is entered within 300 seconds (+ 60 seconds grace
period) after the PS1 prompt has been issued.

The su command

The su command is used to change from your original login permissions to superuser
permissions. The su command logs each attempt to become superuser in the
“/var/adm/sulog” file. The entries in the file look like the following:

SU 04/04 12:45 - ttyp2 mff-nmadm
SU 04/04 12:45 ttyp2 mff-nmadm
SU 04/04 13:00 tty?? root-adm
SU 04/04 14:00 tty?? root-adm
SU 04/04 14:25 ttypc jss-root
SU 04/04 14:40 16 nmadm-root
SU 04/04 14:41 ttypc jl11-root
SU 04/04 14:41 ttypc jl11-root
SU 04/04 15:00 tty?? root-adm
SU 04/04 16:00 tty?? root-adm
SU 04/04 17:00 tty?? root-adm

The “/var/adm/sulog” file also contains log entries for system events such as unsuccessful
su attempts. When the file gets too large it is moved to “/var/adm/OLDsulog”. The new
logs are then contained in the “/var/adm/sulog” file.

Do+ o+ o+ o+ +

+ o+ + o+
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The lock command

The 10ck command is used to lock a terminal. It requests a “key” from the user, confirms
it, and then prints LOCKED on the terminal. It then refuses to relinquish the terminal until
the key is entered. The user can unlock the terminal by entering the “key” again. If the
user forgets the password, the user must log in elsewhere and kill the lock process or turn
the terminal off, then on, and login again.

The last command

The 1ast command is used to get information on all of the successful logins and logouts
on the system. It searches backwards through the file “/var/adm/wtmp” for information
about a user, a tty, or any group of users and ttys. It prints the sessions of the specified
users and ttys, most recent first, indicating when the session began, the duration of the
session, and the tty on which the session took place. It also indicates if the session is still
in progress or if it was cut short by a reboot. This works with login attempts through telnet
and rlogin.

The lastb command

The 1astb command can be used to get information on all of the unsuccessful logins on
the system (i.e. any instance of login attempt without giving a valid password). It searches
backwards through the file “/var/adm/btmp” (bad login database file) to display

unsuccessful login information. This works with login attempts through telnet and rlogin.

The dmesg command

The dme s g command can be used to view system diagnostic messages. It looks in a
system buffer for recently printed diagnostic messages and prints them on the standard
output. The messages are those printed by the system when unusual events occur, such as:
when system tables overflow, system detects hardware errors, or the system crashes.

The top command

The top command can displays the top processes on the system and periodically updates
the information. Raw CPU percentage is used to ranks the processes. To exit the program
and resume normal activities, type “q” at any time. Top can be executed with or without
command line options. Read the man page on the t op command for more information.

[
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Troubleshooting recommendations

Powering off
Never power off the disk array, unless told to do so by NTM customer support.

» Power cycling the disk array increases the likelihood of premature failure, especially if
the disk array has not been power-cycled for a long time.

» Data could be lost if there are faults with the cache.

» The disk array is a high availability device. Powering it off defeats the purpose of
having a high availability device on the system.

Hardware swapping
» Never remove or swap hardware with the power off.

— Remove faulty or suspect hardware, or install new hardware, with the power ON.
The disk array must know the state of the hardware and its configuration to be able
to keep the database disks up to date.

* Never swap suspect hardware between disk arrays.

— Always use original replacement parts to replace suspect hardware. Swapping
parts between a faulty disk array and a working disk array can result in two faulty
disk arrays.

]
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2 Adding and Removing Users on the
Host

Overview

Purpose

This chapter describes how to add and remove users from the host processor using the
addntmuser and de1ntmuser commands, respectively.

Recommended time allotment for procedures

The following table provides approximate times required for each procedure in this

chapter.
Procedure Approximate Time Required NTM Host Report Writer Host
“Adding users” (p. 4) 5 minutes X X
“Removing users” (p. 5) 5 minutes X X
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Process: Adding and removing users

Purpose
The addntmuser and delntmuser commands adds or removes RDB credentials.

Important! Users must be added or removed both in the relational database (RDB)
and in the browser-based GUI environment to have full application access. To add
users in the GUI environment, see “Adding users” (p. 55) in the User Guide . To
remove users from the browser-based GUI environment, see “Deleting users” (p. 57)
in the User Guide .

Note, prior versions of 8920 NTM used the command names adduser and deluser,
these names were in conflict with commands supplied by the Linux OS, hence the
NTM command name change to addntmuser and delntmuser. Please be sure to use
the new command names when managing NTM users. Also, the NTM product is not
constructed for operation using SE (Security Enhanced) Linux or Access Control Lists

(ACLs).

addntmuser
Use the addntmuser command to add new users to the NTM application relational
database (RDB).

delntmuser
Use the de1ntmuser command to remove users from the NTM application relational
database (RDB).
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Adding users

Instructions

4

Coordinate with your System Administrator to create the needed new user and/or groups
at the Operating System (OS) level. The method used here for OS level user and group
management is site dependent.

After the user has been created at the OS level login as the nmadm user at the command
line.

To give this new user NTM application data access the user must be added to the relational
database (RDB), this is accomplished using the addntmuser command. You may add the
new username by supplying it as a command line argument or be prompted for the
username if no argument is given.

Example:
addntmuser <username>
or

addntmuser

Once the user’s NTM RDB credentials have been added this user may be utilized for Web
GUI data access. See the Web User administration section of the User Guide for details.

END OF STEPS
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Removing users

Instructions

To remove the user from Web GUI access see the Web User administration section of the
User Guide.

Remove the user from the relational database (RDB) using the delntmuser command. You
may remove the username by supplying it as a command line argument or be prompted for
the username if no argument is given.

Example:
delntmuser <username>

or

delntmuser

Coordinate with your System Administrator to remove the user and/or groups at the Operating
System (OS) level. The method used here for OS level user and group management is site
dependent.

END OF STEPS
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3 System Security, User Groups, and
Group Permissions

Overview

Purpose
This chapter discusses system security and creating and removing user groups. By
controlling the user groups, you can allow or refuse access to system commands and files.
Important! You must have superuser permission to complete some of the processes

in this chapter.

Reference: “The su command” (p. 4)

Recommended time allotment for procedures

The following table provides approximate times required for each procedure in this

chapter.
Approximate Time Report Writer
Procedure Required NTM Host | Host
“Using the snw_admin command to add | 5 minutes X
user groups” (p. 20)
e AlcatelLucenthp"etary1
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Approximate Time Report Writer

Procedure Required NTM Host Host
“Removing user groups” (p. 23) 5 minutes X
“System Notices” (p. 13) 15 minutes X

Contents

This chapter contains the following topics:

Predefined valid user groups 3-3
Predefined user logins 3-4
NMADM login accountability 3-5
Permissions file 3-7
Permissions file layout 3-9
Editing the permissions file 3-10
Password Administration 3-11
System Notices 3-13
Adding and removing user groups 3-19
L]
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Predefined valid user groups

Overview

The following is a list of the predefined valid user groups to be created for proper NTM
application operation. These groups are to be created before NTM application
installation.

Important! These groups should not be removed or modified after installation.
Other groups, however, may be added.

* System Administrator group (sys) — This group has permission to execute
application shell programs, as well as any command or page for any and all
subnetworks in the system.

* Super network manager group (snm) — This group has permission to execute any
command or page for any and all subnetworks in the system.

» Super record base group ( srb ) -- This group has permission to execute any command
targeted for the " rb " group for any and all subnetworks. Do not place this group in the
"/nm/etc/permissions” file.

» Network manager group (nm) — This group has permission to run controls, view data,
and interact with network offices in any manner.

» Record base group (rb) — This group has permission to insert, modify, or delete
information from the record base and run the create and installdb commands.

* Browser group (nsgroup) — This group has permission to change browser server
information and preferences.

* Oracle install group (oinstal1) — This group is associated with the oracle user and
group ownership of the install Oracle Relational Database.

*  WebGUI users group (ntmgui) - This group is an optional default user group to allow
for proper NTM Web GUI operation. This group appears in the default NTM
installations as a convenience. For proper NTM Web GUI operation the Host UID
user(s) associated with the Web GUI must be a member of at least one of the groups
appearing in the /etc/suders.d/ntm-50-nsadmin-gui file. The sudoers entry in this file
lists the user groups that will operate properly within the NTM Web GUI. The default
NTM installation includes groups, nm,snm, and ntmgui. This entry should not be
changed but may be extended by adding other user groups.

References
“installdb” (p. 34) in the Input Commands Guide
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Predefined user logins

Overview

Table

The following is a list of the predefined valid users to be created for proper NTM
application operation. These users are to be created before NTM application installation.

Important! These logins should not be removed or modified. Other logins, however,
may be added.

NM Administrative login (nmadm).
Browser Administrator (nsadmin).
Oracle Relational Database login (oracle).

OSTC Support login (ostc) - NOTE: The ostc user is not strictly required for proper
NTM application operation. The ostc user is the traditional NTM product support id
and may be substituted with a different id name if necessary, but retain the group
membership listed. Failure to provide a support account can substantially complicate
and delay resolution of support items.

Default Web GUI Administrator login (netadmin) — NOTE: upon initial install the
default Web GUI password for the netadmin user is netadmin. This password should
be changed upon completion of installation.

Table 1 provides the initial login group setting for each user and their required group

membership.
Table 1 Initial login group setting for each user and their required group
membership
User Name Initial Login Group User Group Membership
nmadm snm snm, nm, rb, dba, sys, srb
oracle oinstall oinstall, dba
nsadmin nsgroup nsgroup
ostc snm snm
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NMADM login accountability

Overview
Feature 22, “NMADM Login Accountability” increases the level of security in the NTM
system without restricting user activity. This feature allows the administrator to
* eliminate the usage of the nmadm group login
* log the usage of application commands and pages

Important! Feature 22, “NMADM Login Accountability” (NMLOG) is optional. It
is available only if it has been purchased.

With this feature, it is no longer necessary to use the nmadm password to stop and start the
system. Everyone in the snm user group automatically has permission to run any of the
nmadm commands (bdr_act, startsys, stopsys, 1imitthr, and recreate) without a
password. The administrator has the option of allowing an entry to be made in the
command log file (“/musr/log/cmdlog”) each time any of these commands, or any
command or page in the permissions file, is executed.

Figure
Figure 1 shows an example of the format of the “/musr/log/cmdlog” file.
Figure 1 Format of the “/musr/log/cmdlog” file

# date/time user-id message command command args

i

00/12/01-15:34 nmadm PERMISSION act stbdcpl

00/12/01-15:50 jsigler PERMISSION recreate

00/12/01-15:52 nmadm PERMISSION cant

00/12/01-15:54 nmadm PERMISSION dbtest files=office office=5elb+noxfer

00/12/01-15:54 nmadm PERMISSION deact 5el5

00/12/01-15:55 nmadm PERMISSION act 5elb audit

Logging commands

The administrator determines which commands to log by modifying the log field in the
“/nm/etc/permissions” file.

When the command log file (“/musr/log/cmdlog”) reaches a certain size, the system
automatically copies it to the file “/musr/log/cmdlog.old”. When this happens, any old
information stored in “cmdlog.old” is overwritten.
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System security
The overall security of the system remains the responsibility of the system administrator.
The root login can override usefulness of Feature 22, “NMADM Login Accountability”
and therefore its access should be closely monitored and limited.

Important! When Feature 22, “NMADM Login Accountability”, and Feature 8,
“Disaster Recovery (Duplex)” and Feature 40, “Enhanced Disaster Recovery” are
installed, certain commands are logged in the cmdlog file on both the primary and
backup hosts. If a non-standard security system is installed, the command log may not
report the same user ID on the backup host as it does on the primary host.

]
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Permissions file

Overview

Definition

NTM supplies a permissions file to determine which user groups are permitted access to
the NTM commands and pages. System security is maintained through the following types
of permissions:

* Linux operating system file permissions (user groups and logins)
* Application administrator-definable set of permissions (permissions file)

*  Subnetwork permissions

The permissions file:
» is an ASCII file maintained by the system administrator

» consists of a list of NTM application actions in the system, a logging option, and the
user group names that can execute them

* isused by the system administrator to define which user groups are permitted to run
the NTM commands and pages, and, if Feature 22, “NMADM Login Accountability”
has been purchased, which commands and page executions are to be logged.

NTM components affected

Group-based

The set of permissions defined by the system administrator affects only the NTM
commands and pages. Through the NTM permissions file, you can customize your system
to restrict access to commands to certain groups of users.

Important! To execute some commands, such as startsys and stopsys, the user
must know the nmadm password in addition to having the group ID in the permissions
file. If Feature 22, “NMADM Login Accountability’” has been purchased,