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About this document

The following topics are discussed in this section:

*  “Who should read this document and why” (page 13)
e “What you need to know” (page 13)

*  “How this document is organized” (page 14)

e “What's new in this document” (page 16)

* “Text conventions’ (page 16)

“Related documents’ (page 17)

Who should read this document and why

This document isintended for personnel who install, configure, and use the
SNMP Surveillance Adapter to monitor Simple Network Management
Protocol (SNMP) devices within the network. The SNMP Surveillance
Adapter consists of atrap server, data collection daemon (DCD), and SNMP
Management Data Router.

Note: Data collection daemons can be generic or device-specific. Unless
otherwise specified, the DCD referred to throughout this document isthe
generic DCD.

What you need to know
To use the SNMP Surveillance Adapter, you need to be familiar with the

*  Preside Multiservice Data Manager user interface

*  UNIX operating system

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



14  About this document

e Simple Network Management Protocol (SNMP); see “ Related
documents” (page 17)

How this document is organized

The 241-6001-118 Preside MDM SNMP Surveillance Adapter Guide
contains many chapters and is intended for different types of users. For
information on how to use this document, see the following sections:

*  “Documentation roadmap” (page 14)
«  “Documentation sections’ (page 14)

Documentation roadmap
This document is divided into 10 chapters and three appendices. The first
three chapters describe the SNMP Surveillance Adapter and how to install
and configure the data collection daemon (DCD) server. These chapters are
intended for use by operators responsible for installation.

The fourth chapter describes initial planning required for device integration,
including how to model a device and design polling and trap translation.
Developers responsible for device integration should begin with this chapter
to understand the process. Chapters 5, 6, 7, 8, and 9 provide details required
to design polling and trap translation files.

Chapter 10 contains troubleshooting information required for any user.
Appendix A contains procedures for generic SNM P device support.
Appendix B contains detailed configuration file for a Repeater device.
Appendix C contains configuration files required for a dispatcher profile.

The following section provides descriptions and links to the chapters.

Documentation sections
This document contains the following sections:

e “Introduction” (page 19) describes the architecture and functions of the
SNMP Surveillance Adapter.

e “Installing and starting the SNMP Surveillance Adapter” (page 31)
provides procedures required to set up the SNMP Surveillance Adapter
and start the data collection daemon (DCD) server.

241-6001-118 15.1RSUP



About this document 15

“Configuring the SNMP Surveillance Adapter” (page 37) describes the
SNMP Surveillance Adapter configuration files and possible
modifications. This section also provides procedures required to
configure a new device with SNMP Surveillance Adapter, aswell as
configuration information for the Network Model and Network Viewer.

“Understanding the device integration process’ (page 65) describes the
planning required to integrate a device with the SNMP Surveillance
Adapter.

“Polling and response-handling” (page 83) describes polling request
groups, class declarations, and response-handling tasks.

“Response-handling commands’ (page 93) provides descriptions,
syntax, and examples for response-handling commands.

“Command expressions used by the SNMP Surveillance Adapter”
(page 125) describes the command expressions that can be used by the
SNMP Surveillance Adapter. These include constants, variables,
conditional expressions. These also include operators which are
described in the next section.

“Operators used by the SNMP Surveillance Adapter” (page 131)
describes the operators that can be used by the SNMP Surveillance
Adapter. This section providesoperator arguments, functions, errors, and
examples.

“Trap tranglation configuration” (page 197) describesthetrap transation
records used in the .tra configuration file. These records consist of trap
identification lines, rule labels such as alarm attributes, and expressions.

“Troubleshooting the SNMP Surveillance Adapter” (page 231) describes
different debugging toolsand methods. This section also provideslogfile
information, and corrective actions for common error symptoms.

“Generic SNMP device support” (page 253) provides procedures
required to configure a generic SNMP device with the SNMP
Surveillance Adapter.

“Repeater examples’ (page 275) shows a device model and
configuration file designs for a Repeater device using the SNMP
Surveillance Adapter.

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



16  About this document

“Dispatcher profile examples’ (page 305) shows configuration file
designs required for the SNMP Surveillance Adapter to use a dispatcher
profile.

What's new in this document
There have not been any new changesto thisNTP for thisrelease.

Text conventions
This document uses the following text conventions:

nonproportional spaced plain type

Nonproportional spaced plain type represents system generated text or
text that appears on your screen.

nonproportional spaced bold type

Nonproportional spaced bold type represents words that you type or that
you select on the screen.

italics

Words that appear in italicsin text are for naming.

[opti onal _par anet er ]

Words in square brackets represent optional parameters. The command
can be entered with or without the words in the square brackets.
<general _ternp

Wordsin angle brackets represent variableswhich areto be replaced with
specific values.

UPPERCASE, lowercase

Uppercase and lowercase letters that appear in UNIX commands and
parameters must be matched exactly. The system matches upper and
lowercase characters differently.

241-6001-118 15.1RSUP
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This symbol separates items from which you may select one; for
example, ON|OFF indicates that you may specify ON or OFF.

Three dots in acommand indicate that the parameter may be repeated
more than once in succession.

The term absolute pathname refers to the full specification of a path starting
from the root directory. Absolute pathnames always begin with the slash (/)
symbol. A relative pathname takes the current directory as its starting point,

and starts with any a phanumeric character (other than /).

Related documents
See the following documents for related information:

Course slides; MDM SNMP Surveillance Tool kit
241-6001-100 Preside MDM Installation
241-6001-101 Preside MDM Engineering Guide
241-6001-303 Preside MDM Administrator Guide
241-6001-310 Preside MDM Server Reference Guide
241-6001-801 Preside MDM Overview

Internet Standard RFC 1155, Sructure and Identification of
Management Information for TCP/IP-based internets

Internet Standard RFC 1156, Management | nfor mation Base for Network
Management of TCP/IP-based internets

Internet Standard RFC 1157, A simple Network Management Protocol
(SNMP)

Internet Standard RFC 1213, MIB base for Network Management of
TCP/1P-based internets (MIBI1)
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Chapter 1
Introduction

This section provides an overview of the SNMP Surveillance Adapter and
how it works. It contains the following topics:

*  “About the SNMP Surveillance Adapter” (page 19)

»  “Architecture of the SNMP Surveillance Adapter” (page 20)
* “DCD output” (page 24)

» “Devicesurveillance” (page 25)

« “Devicediscovery” (page 28)

About the SNMP Surveillance Adapter
The SNMP Surveillance Adapter collects surveillance data from selected
devices. It allows surveillance of Simple Network Management Protocol
(SNMP) devicesto be fully data-driven, and it can run on a Solaris platform
without HP Openview.

The SNMP Surveillance Adapter

* ishased on the common data collection daemon (DCD) framework
defined by the libDcd library

» does not require additional code for support of a new device

» handles responses to polling requests which include discovery, state
verification, reachability, and trap-based requests; thisresponse-handling
process is specified through device-specific configuration data

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



20 Chapter 1 Introduction

» dlowsalarmsto beissued using the configuration language for handling
responses to polling requests

» trandatestrapsinto alarms; this translation process is specified through
device-specific configuration data

e can monitor severa device types through the same DCD process
e canrun on the same workstation as other DCD processes
» can handle devices with multiple addresses

e can process SNMPv1 and SNMPv2 traps

Architecture of the SNMP Surveillance Adapter

The SNMP Surveillance Adapter consists of adata collection daemon, trap
server, and SMDR Management Data Router. For a diagram of the SNMP
Surveillance Adapter and itemsinvolved, see“ Overview of the SNMP
Surveillance Adapter” (page 22). For descriptions of the itemsinvolved, see
the following sections:

« “Datacollection daemon (DCD)” (page 20)

e “Trap reporter (TRep)” (page 23)

e “Trap server (TSVR)” (page 23)

e “SNMP Management Data Router (SMDR)” (page 23)

*  “General Management Data Router (GMDR)” (page 24)
*  “Fault toolset” (page 24)

For more information about these servers, see the 241-6001-310 Preside
MDM Server Reference Guide.

Data collection daemon (DCD)
The SNMP Surveillance Adapter is based on a data collection daemon
(DCD). The DCD can be generic or device-specific. Unless otherwise
specified, the DCD referred to throughout this document is the generic DCD.
It performs the following functions:

»  pollsthe devices using the SNMP protocol to

— discover the devices and their subcomponents

241-6001-118 15.1RSUP
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— verify subcomponent states
— verify device reachability

notifies the SNMP Management Data Router (SMDR) when thereis a
new component, when a component is deleted, and when thereisa
change in state of a component

converts traps received from the trap server (TSVR) to alarms and
forwards the darmsto SMDR

maintains a device seed file containing a list of devices, with their [P
addresses and community strings, that is used to rediscover these devices
upon restart

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP
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Figure 1
Overview of the SNMP Surveillance Adapter
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Trap reporter (TRep)
The trap reporter (TRep) receives trap information from SNMP devices and
forwardsthisinformation to the trap server (TSVR). TRep normally bindsto
UDP port 162 and cannot co-exist with another process also required to bind
to the same port.

TRep'sonly responsibility isto empty this UDP port input buffer as fast as
possible so that no information is discarded. TSVR creates TRep and
monitors the state of its connection with TRep. TSVR recreates TRep if it
dies. TRep monitorsthe state of its connection with TSVR and stopsif TSVR
dies.

Trap server (TSVR)
The trap server (TSVR) receives trap information from the trap reporter
(TRep) and forwards thisinformation to the DCD. Before forwarding traps,
TSVR filters the traps according to the DCD filter rules. Thesefilters are
defined by parametersin the following DCD configuration files:

« .agpfor oid filter elements
» .cfgfor addressfilter elements
Onetrap server services all DCDs on aworkstation. For more information

about these servers, see the 241-6001-310 Preside MDM Server Reference
Guide.

SNMP Management Data Router (SMDR)
The SNMP Management Data Router (SMDR) merges SNMP surveillance
data obtained from DCDs and makes it available to the General Management
Data Router (GMDR).

The SMDR performs the following functions:

»  collects surveillance data from generic and device-specific DCDs

» supports REGISTER, GET, CREATE, and ACTION API requests from
GMDR

 forwardsalarmsto GMDR

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP
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e issues proxy alarmsfor the DCD and the device; these dlarms are issued
when a polling state conflicts with the component active alarm list, or
when a device becomes unreachabl e or reachable again

General Management Data Router (GMDR)
The General Management Data Router (GMDR) collects and stores network
surveillance information. This network surveillance information is used by
the Preside Multiservice Data Manager (MDM) Fault toolset. The GMDR
and SMDR filter duplicate alarm information.

Fault toolset
The MDM Fault toolset consists of a set of tools used for fault management
of devicesin the network model. It provides text and graphical displays of
component state and alarm information. With these tools you can detect,
diagnose, and correct faults.

For information about the MDM fault management tools used to display
surveillance information, see the 241-6001-011 Preside MDM Fault
Management User Guide:

DCD output

The data collection daemon (DCD) has the following output:
e “Alarms’ (page 24)

e “State change notifications” (page 25)

* “Logs’ (page 25)

*  “Seedfile’ (page 25)

*  “Server reset notifications” (page 25)

Alarms

The DCD creates dlarmsin standard MDM format, and indi cates the severity
of the alarm. See “Alarm attributes’ (page 203).

241-6001-118 15.1RSUP
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State change notifications
The DCD sends state change notifications every time acomponent is polled.
These notifications contain

e component id
e polled state

e timestamp

e managed state

e customer id. ThisisaVPN-like numeric code of O; ignore.

For more information, see “Alarm attributes’ (page 203).

Logs
The DCD outputstoalogfile or produces standard output (stdOut) depending
on the command line option. For more information, see “Log files”
(page 247).

Seed file

The DCD appends addressing information to the seed file when new devices
are discovered. The DCD recreates the seed file every two hours by default.
Thistime period is configurable; see the 241-6001-310 Preside MDM Server
Reference Guide.

Server reset notifications
The DCD sends server event natifications that impact more than single
components. For more information, see “ Server reset notifications’

(page 248).

Device surveillance

One of the functions that the Preside Multiservice Data Manager (MDM)
performsis surveillance of SNMP devices. Asthe figure “ Overview of the
SNMP Surveillance Adapter” (page 22) shows, surveillance information can
be transferred directly from an SNMP device or indirectly through a

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP
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collection workstation running the data collection daemon (DCD) and trap
server (TSVR). The SNMP Surveillance Adapter obtains this information
using two methods:

*  “Polling” (page 26)
e “Trapreception” (page 27)

Polling
The following steps describe the process of SNMP Surveillance Adapter
polling of SNMP devices:

1 The DCD obtains configuration and state information through polling.
With polling, the DCD initiates the information flow. It conducts this
polling process regularly to maintain the synchronization of
configuration and state information between the device and the DCD.

The DCD sends different types of polling requests to the device.
Discovery requests are sent once every 12 hours. State verification
reguests are sent once every 5 minutes. Reachability requests are sent
once every 30 seconds. Trap-based requests are sent when triggered by a
trap. The frequencies of these requests are configurable. For details, see
“Polling request groups’ (page 83).

The device SNMP agent gathers the requested configuration and state
information and sends aresponse back to the DCD. If the DCD receives
information on a state change, a changed or deleted component, or anew
component, it sends a state change notification to SMDR. The SMDR
must be registered with the DCD.

2 The SMDR collects the surveillance information that it receives from
DCDs. It calculates raw component states and forwards them to the
GMDR server.

Using the GMDR Administration Tool, the GMDR server must be
registered with the SMDR server in order for GMDR to obtain
surveillance information from SMDR. The SMDR can send the same
surveillance information into multiple GMDR servers on several
workstations by having the GMDR servers registered with SMDR.

241-6001-118 15.1RSUP
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3

The GMDR server distributes the alarms and state information to MDM
applications such as the Network Viewer Tool and to external
applications through GMDR’s application interface.

Trap reception
Thefollowing steps describe the process of SNM P Surveillance Adapter trap
reception for SNMP devices.

1

The DCD receives trap information through the trap server (TSVR). For
event notification from traps, the device initiates the information flow.

Asthe device generatestraps, it forwardsthem to the TSVR. The TSVR
forwards the traps to the appropriate DCDs.

The DCD trandlatesthetrapsinto MDM alarmsand forwardsthemto the
SMDR.

The DCD translates traps into three types of alarms:
SET: These alarms are added to the active alarm list (AAL).

CLEAR: These alarms cause the removal of corresponding active SET
alarms.

MSG: These message alarms have no impact on the AAL.
The SMDR then recalcul ates state information from the new AAL.

Based on the contents of the trap, a state poll or a discovery poll can be
triggered; see “Polling request groups’ (page 83).

The SMDR sends surveillance information to the GMDR. The GMDR
needs to be registered with the SMDR server in order for GMDR to
obtain surveillance information from SMDR. The SMDR can send the
same surveillance information into multiple GMDR servers on several
workstations by registering the GMDR servers with SMDR.

The GMDR server distributesthe alarms and statusinformationto MDM
applications such as the Alarm Display and Network Viewer Tools, and
to external applications through GMDR’s application interface.

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP
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Device discovery

The data collection daemon (DCD) performs the following types of device
discovery:

e “Trap-based discovery” (page 28)
e “Manual discovery” (page 28)

* “Seedfilediscovery” (page 28)

*  “Polling discovery” (page 29)

* “IPdiscovery” (page 29)

Trap-based discovery
When atrap isreceived from anew device, device discovery istriggered. The
DCD extractsthe | P address and community string from thetrap and attempts
to discover the device. A new device installed in the network will be
discovered if it is configured to send traps and accept SNM P requests from
the management workstation.

Manual discovery
Device discovery can be manually initiated using the dcdAddNode script.
Thisdiscovery doesnot require arestart of the DCD process. Thisisthe script
for operators to use when adding a device to the network. For syntax and
parameters, see “dcdAddNode” (page 52).

Seed file discovery
The DCD maintains adevice seed file that contains alist of devices and their
| P addresses and community strings. Whenthe DCD process starts or restarts,
the seed fileisread and all of the identified devices are automatically
rediscovered. The DCD process updates the seed file every two hours. For
more information, see the 241-6001-310 Preside MDM Server Reference
Guide.

Note: Do not edit the seed file. Use the manual discovery method to
discover new devices.
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Polling discovery
If the MIB of adevice that has already been discovered contains the
information required to discover other devices, thisinformation can be polled.
Discovery of these other devices can be triggered from the response-handling
configuration associated with these requests.

IP discovery
IP discovery allows devices that are managed by Simple Network
Management Protocol (SNMP) to be discovered. A request is sent to the
SNMP Surveillance Adapter by querying devices directly to determine their
type. IP discovery allowsthe discovery of neighbouring devices scanning the
routing tables of devices as they are encountered. For more information, see
241-6001-011 Preside MDM Fault Management User Guide.
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Chapter 2

Installing and starting the SNMP Surveillance
Adapter

This section explainshow to install and start the SNM P Surveillance Adapter.
It contains the following topics:

e “System requirements’ (page 31)

* “DCD names’ (page 31)

e “Setting up SNMP Surveillance Adapter” (page 33)
e “Using the DCD in verification mode” (page 34)

e “Starting the DCD server” (page 35)

System requirements

Thereareanumber of factorsthat affect system requirementsfor surveillance
of SNMP devices. For details, see 241-6001-101 Preside MDM Engineering
Guide

DCD names

The SNMP Surveillance Adapter is based on a generic data collection
daemon (DCD). There are three different types of names for any DCD, as
follows:

e “DCD server name’ (page 32)
e “DCD executable name” (page 32)
e “DCD process name” (page 32)

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



32 Chapter 2 Installing and starting the SNMP Surveillance Adapter

Note: The DCD executable name is also the default process name. This
process name can be modified. This customizing is strongly
recommended because it allows you to distinguish between DCDs.

DCD server name
The DCD server name refersto the name of the DCD server entered through
the Server Administration tool. Configuring the DCD with the this tool
requiresyou to enter the server namein the Descriptive namefield of the New
Server dialog.

DCD executable name
The DCD executable name is the name of the file found in
/opt/MagellanNM S/bin which contains the executable code. The executable
nameis specified in the startup command; it isgendcd for the generic DCD.

DCD process name
The DCD process name is used in the process global optionsfile (.cfg), seed
file (.sed) and log file (.log). The DCD executable name is the default DCD
process name, but this process name can be modified. When several instances
of the DCD run on aworkstation, each must be given a distinctive process
name. Thiscan be accomplished using the -n and/or -N command line options
where:

-n <nanme extension> specifiesaname extension to append to the data
collection daemon (DCD) executable name to form the process name. This

parameter can be used, for example, to distinguish between multiple DCDs

monitoring the same device types for different network regions.

For example, if the command is the following:
[ opt/ Magel | anNM5/ bi n/ gendcd -n regl

Then the <process name> is. gended regl

-N <nane prefix> specifiesanamemodifier to replacethegen substring
at the beginning of the executable name to form the process name. This
parameter can be used, for example, to distinguish between multiple DCDs
monitoring different device types. It allows you to create a device-specific
name to replace the gendcd string.
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For example, if the command is the following:
[ opt/ Magel | anNM5/ bi n/ gendcd - N devx

Then the <process name> is. devxdcd

For more information, see “ Starting the DCD server” (page 35).

Setting up SNMP Surveillance Adapter

CAUTION

Risk of difficulty obtaining fault information

Do not install the SNMP Surveillance Adapter on the
same workstation as the HP OpenView desktop feature.
Installing HP OpenView and the DCD that is part of the
SNMP Surveillance Adapter is not supported.

1 Install the Preside Multiservice Data Manager software on the
workstation. See the 241-6001-100 Preside MDM Installation.

2 Start the SNMP Management Data Router (SMDR) if it is not already
running. Use the Server Administration tool to start it. For details, see the
following:

e 241-6001-310 Preside MDM Server Reference Guide
*  241-6001-303 Preside MDM Administrator Guide

3 Use the GMDR Administration tool to add the SMDR to the GMDR.
Depending on your network architecture plan, you can add the SMDR to
one or more GMDRs. The GMDR can be local, remote or subordinate. For
details, see the following:

e 241-6001-102 Preside MDM Planning Guide
e 241-6001-303 Preside MDM Administrator Guide

4  Use the Server Administration tool to start the trap server (TSVR) if it is
not already running. For details, see the following items:

. 241-6001-310 Preside MDM Server Reference Guide
e 241-6001-303 Preside MDM Administrator Guide

5 Use the Server Administration tool to start the data collection daemon
(DCD) server. See “Starting the DCD server” (page 35).
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6  Selectone of the following procedures to identify the DCD to which SMDR
is to connect; the second procedure is recommended:

* Add an entry to the server list configuration file /opt/MagellanNMS/
cfg/smdr.svr. For details, see 241-6001-310 Preside MDM Server
Reference Guide

*  Run the script smdrCreateServer. This is the recommended
procedure. For details, see 241-6001-310 Preside MDM Server
Reference Guide. The following command example enables the
interaction of SMDR and DCD on the local host

[ opt/ Magel | anNVB/ bi n/ sndr Cr eat eSer ver gendcd_ot t
| ocal host

Note: The gendcd_ott parameter in this example represents the
process name of this DCD. This command requires the DCD process
name, not the DCD server name. For details, see “DCD names” (page 31)

Using the DCD in verification mode

You can run the data collection daemon (DCD) infile verification mode. This
feature can be used for debugging purposes. In this mode, the DCD readsthe
files, issues associated error logsif there are any, and stops with afinal log,
thus acting as a configuration file compiler

To run the DCD in verification mode, type the following command from a

UNIX window:
[ opt/ Magel | anNVB/ bi n/ gendcd [-N <nanme prefix>] [-n
<name extension>] -v [-i]

where:

-N <nane prefix> specifiesanamemodifier to replacethegen substring
at the beginning of the executable name. This forms the process name. This
modification also appliesto the log file, seed file, and configuration file. Use
this parameter to select the configuration files to be verified by the DCD
process.

-n <name extension> gpecifiesaname extension to append to the DCD
executable name to form the process name. This extension also appliesto the
logfile, seedfile, and configuration file. Use this parameter when two or more
DCD servers of the same type are running on the same workstation
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-v causes DCD to runin file verification mode.

-i causesthesystemtodisplay logsinthe UNIX window instead of sending
them to alog file. This optional parameter allows you to see the error logs
directly to verify the configuration files.

Starting the DCD server
To start the generic data collection daemon (DCD), type

/ opt / Magel | anNMS/ bi n/ gendcd [-N <name prefix>]
[-n <nane extension>]

where:

-N <nane prefix> specifiesanamemodifier to replacethegen substring
at the beginning of the executable name to form the process name. This
modification also appliesto the log file, seed file, and configuration file.

-n <name extension> gpecifiesaname extension to append to the DCD
executable name to form the process name. This extension also appliesto the
logfile, seedfile, and configuration file. Usethis parameter when two or more
DCD servers of the same type are running on the same workstation.

For more parameter options, see the 241-6001-310 Preside MDM Server
Reference Guide.

Example 1
To start the DCD with a name extension of regl, type

[ opt/ Magel | anNVB/ bi n/ gendcd -n regl

The process name becomes gendcd_r egl. Three default configuration file
names change as follows:

e optionsfile gendcd_regl.cfg
» logfile:gendcd_regl. | og
» seedfile: gendcd_regl. sed
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Example 2
To start the DCD with a name prefix of devx, type

[ opt/ Magel | anNVB/ bi n/ gendcd - N devx

The process name becomes devxdcd. Three default configuration file names
change as follows:

e optionsfile devxdcd. cfg
« logfile: devxdcd. | og
» seedfile: devxdcd. sed
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Chapter 3
Configuring the SNMP Surveillance Adapter

This section explains how to configure the SNM P Surveillance Adapter. It
contains the following topics:

*  “Configuration files’ (page 37)
* “Run-timeoptions’ (page 41)
» “DCD action scripts’ (page 52)

*  “Configuring a new device type with SNMP Surveillance Adapter”
(page 57)

e “Configuring the Network Model and Network Viewer” (page 58)

Configuration files

The SNMP Surveillance Adapter uses different types of configuration files
with preset options. These options can be modified. For configuration files
used and their options, see the following sections:

e “Required file updates’ (page 38)

e “Configuration files and directories’ (page 38)
e “Processglobal optionsfile (.cfg)” (page 39)

» “Agent profilefile (.agp)” (page 40)

* “Polling configuration file (.pol)” (page 40)

» “Traptrandation file (.tra)” (page 40)

o “Seedfile(.sed)” (page 40)
 “Logfile(.log)” (page4l)
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Required file updates
The search priority for each file is as ordered from 1 to 3 in the table
“Configuration files and directories’ (page 39). If arequired configuration
fileis not in the customer directory location, the directory for other Nortel
Networks packages is searched next, and the Preside Multiservice Data
Manager directory is searched last.

This meansthat customer changes take priority. A customer fileisused even
if adefault file with the same name exists.

CAUTION

Risk of losing default file updates

If a customer defines or modifies afile, it isthe
customer’s responsibility to update this file when new
loads are installed. The customer file must be updated
with any new material present in anewly installed
version of the default file supplied by Nortel Networks.

Configuration files and directories
The following table lists configuration files used by the SNMP Surveillance
Adapter, and provides the directory locations for each file. For file priority
information, see “Required file updates’ (page 38).

Note: Thedefinitionsfor the Preside Multiservice DataManager (MDM)
Network Model schema are stored in the Types configuration files. For
locations of these files, see “Network model Typesfiles’ (page 58).
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Table 1

Configuration files and directories

file

Configuration Origin

Search path

Process global
options

1) customer

2) other Nortel Networks
packages

3) MDM

/opt/MagellanNMS/cfg/dcd/<process name>.cfg
/opt/MagellanNMS/ext/lib/cfg/dcd/<process name>.cfg
lopt/MagellanNMS/lib/cfg/dcd/<process name>.cfg

Agent profile

1) customer

2) other Nortel Networks
packages

lopt/MagellanNMS/cfg/dcd/<profile name>.agp
/opt/MagellanNMS/ext/lib/cfg/dcd/<profile name>.agp
/opt/MagellanNMS/lib/cfg/dcd/<profile name>.agp

3) MDM
Polling 1) customer /opt/MagellanNMS/cfg/dcd/<profile name>.pol
configuration . )
2) other Nortel Networks /opt/MagellanNMS/ext/lib/cfg/dcd/<profile name>.pol
packages lopt/MagellanNMS/lib/cfg/dcd/<profile name>.pol
3) MDM
Trap 1) customer /opt/MagellanNMS/cfg/dcd/<profile name>.tra
translation 2) other Nortel Networks /opt/MagellanNMS/ext/lib/cfg/dcd/<profile name>.tra
packages lopt/MagellanNMS/lib/cfg/dcd/<profile name>.tra
3) MDM
Seed lopt/MagellanNMS/cfg/<process name>.sed
Log /opt/MagellanNMS/data/<process name>.log

options file.

Note 1: The process name is the DCD executable name with optional modifications by the -n and
-N parameters. The default process name is gendcd.

Note 2: The profile name is the name specified in the agentProf option in the process global

Process global options file (.cfg)

The process global optionsfile (.cfg) specifies run-time options that are
applied globally to all device types. One .cfg file can name many agent
profiles; this causes the corresponding agent profile (.agp) filesto be
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subsequently read. For most configuration parametersin the .cfg file, the
default values are adequate. You normally specify only the following run-
time optionsin thisfile:

»  addressfilters, if required
»  agent profiles supported by the data collection daemon (DCD) process

For details, see “ Run-time options’ (page 41).

Agent profile file (.agp)
Theagent profilefile (.agp) specifiesrun-timeoptionsfor agiven devicetype.
For most configuration parameters, the default values are adequate. Specify
the following run-time options in this file:

» deviceidentification, which includes device type, trap OID filter
elements, agent type, and top-level component category. These device
identification parameters are mandatory.

» timers, which arethe default value overridesfor the specified devicetype.
Most of the time the default values are adequate.

For details, see “Run-time options’ (page 41).

Polling configuration file (.pol)
The polling configuration file (.pol) specifies polling requests to send for a
given device type, and commands to handle the response. For details, see
“Polling and response-handling” (page 83).

Trap translation file (.tra)
Thetrap trandation file (.tra) specifies rulesto trandate traps into alarms for
agiven device type. There must be one trap translation record for each trap

type.

The syntax for trandlation rulesis similar to the syntax for response-handling
commands. For details, see “Trap trandation configuration” (page 197).

Seed file (.sed)
The seed file (.sed) contains addressing information for known devices. This
includesalist of devicesand their | P addresses and community strings. When
the DCD process starts or restarts, the seed fileisread and all of theidentified
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devices are automatically rediscovered. The DCD process appends new
addressing information when a new deviceis discovered, and it updates the
seed file every two hours.

Log file (.1oQ)
Thelog file (.log) is not a configuration file, but it contains logs identifying
which configuration fileswere read and errors detected while reading thefiles
if any. For more information, see “Log files’ (page 247).

Run-time options
You can modify run-time optionsin the configuration file (.cfg) and/or in the
agent profile (.agp) file. Thetablesin “ Summary of run-time options”
(page 43) list the configuration parameters and the files in which they can be
edited.

Some configuration parameters can also be specified in the data collection
daemon (DCD) startup command. If you specify the same configuration
parameter in both the startup command and the run-time optionsfile, the
value in the run-time optionsfile is used.

There are global default values for the configuration parameters specified in
the DCD framework code. The values can be modified in the run-time options
.cfgfilefor all devices, and the.agp filefor aspecific device. If device-specific
definitions are not defined in the .agp file, the generic DCD usesthevaluesin
the .cfg file.

Thereisonelinein the run-time optionsfilefor each configuration parameter
that you override. The format of each lineis

<keywor d>: <val ue>

where:

keywor d isthe configuration parameter

val ue isthevalueyou assign to the configuration parameter

Configuration parameters that can be edited in the run-time options file
include the following:
e “addrFilter” (page 44)

e “agentProf” (page 45)
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+  “agentType’ (page 45)

+  “autoObjDel” (page 46)

« “cache” (page 46)

+  “cfgPollint” (page 46)

« “congLevel” (page 46)

«  “defaultComm” (page 46)
«  “defaultPort” (page 47)

«  “deviceType’ (page 47)

. “disableGetBulk” (page 47)
+  “dynamicType’ (page 47)
+  “ignoreTrapComm” (page 48)
«  “maxStPollint” (page 48)

«  “minStPollInt” (page 48)

«  “multiPollAddr” (page 48)
«  “multiTrapAddr’ (page 49)
«  “nodeType’ (page 49)

«  “objDelInt” (page 49)

«  “oidFilter” (page 49)

« “pollFile” (page 49)

«  “portOverride” (page 50)

«  “reachAddrTry” (page 50)
«  “reachPollint” (page 50)

+  “seedFilelnt” (page 50)
“snmpRespint” (page 50)

«  “simpRetrCnt” (page 51)

« “snmpVersion” (page51)

+  “stPollDelay” (page 51)
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« “trapDisabled” (page 51)
» ‘“transFile” (page 51)
e “useAgentAddr” (page 52)

Summary of run-time options
Some run-time options can be modified in the configuration file (.cfg) only.
Some run-time options can be modified in the agent profile file (.agp) only.
Some run-time options can be modified in the both the .cfg file and the .agp
file. The following three tableslist the configuration parameters that can be
modified, and shows the files in which they can be modified.

Table 2

Configuration parameters that can be modified in
the .cfg file only

addrFilter agentProf
autoObjDel conglLevel
defaultComm ignoreTrapCom
objDellnt seedFilelnt
snmpRetrCnt trapDisabled
useAgentAddr

Table 3

Configuration parameters that can be modified in
the .agp file only

agentType deviceType
multiPollAddr multiTrapAddr
nodeType portOverride
reachAddrTry snmpVersion
stPollDelay dynamicType

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



44 Chapter 3 Configuring the SNMP Surveillance Adapter

Table 4
Configuration parameters that can be modified in
both the .cfg and .agp files
cache cfgPollint
defaultPort disableGetBulk
maxStPollint minStPollint
oidFilter pollFile
reachPollint snmpRespint
transFile
addrFilter

The addrFilter option is a character string that you use to filter the IP
addresses of devices monitored by thisDCD. The DCD rejects any trap or
API request that does not pass this filter. Address filters are used to split the
network devices between several DCD processes. The size of your network
can be areason to update addrFilter. You can have multiple occurrences of
addrFilter if you want to cover more than one subnetwork.

The format of addrFilter depends on your address plan.

Classless subnet addressing
If your address plan is based on classless addressing, the format of addrFilter

IS
a.b.c.d/n

where:

a.b.c.d isanyvalidIP address
n isthe number of bitsin the specified address that must be matched for the
filter to succeed

For example, an | P address will match the address filter, 47.128.154.215/12
if its first twelve bits match the first twelve bits of the address
47.128.154.215.
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Classful subnet addressing
If your address plan is based on classful addressing, the format of addrFilter
is:

<l Pel enment >[ . <l Pel enent >[ . <I Pel enent >[ . <I Pel enent >] ] ]
where:
| Pel enent represents one of the four positions of an IP address and can be
in one of the following formats:
 * acceptsall values between 0 and 255
* integer acceptsonly thisvalue, which must be between 0 and 255
* integer-integer accepts only thisrange, which must be between 0 and
255
The default value of this parameter isto accept al IP addresses.

Example for classful subnet addressing
addrFilter: 55.123.10-40.*

This IP address filter would accept any address that has all of the following
characteristics:

* thefirst two elements are 55.123
* thethird element is avaue between 10 and 40

» thefourth element is avaue between 0 and 255

agentProf
The agentProf parameter specifies an agent profile namein the configuration
(.cfg) file. Thisnameis used to derive the agent profile (.agp) file name. The
.agp file contains device-specific configuration parameter definitions. You can
have multiple occurrences of agentProf.

agentType
The agentType parameter is a string used in the polling (.pol) configuration
filetoidentify the type of device agent to build. This parameter has no default
value and must be defined in the agent profile (.agp) configuration file.
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autoObjDel
The autoObjDel parameter is aflag that indicates whether devices are
automatically deleted if they fail to respond to polls within the time interval
defined by the parameter objDelInt. Its default valueis TRUE.

cache
The cache parameter specifies the name and value of an entry stored in the
process cache. It is useful to store permanent information required in the
response-handling process. The cache parameter can be defined in the .agp
fileto store device-specific information, or in the .cfg fileto storeinformation
that appliesto al device types. The syntax of this option isnot case-sensitive:
cache: <entry nane>: <entry val ue>

cfgPollint
The cfgPollInt parameter represents the time, in seconds, between
consecutive discovery polls of adevice. A discovery poll isthe polling
process that discovers which subcomponents are part of the device and their
attributes. The default value of this parameter is 43,200 (12 hours).

conglLevel
The congLevel parameter specifies the maximum number of congested
replies before the client (SMDR) is cut off. This parameter protects against
slow, disconnected, or non-communicating clients. Its default value is 5,000.

defaultComm
The defaultComm parameter can be used to override the community string
contained in traps, which is useful in asituation where the community string
contained in thetrap is different than the string required for device discovery.
The defaultComm parameter can supply avalue other than the initialized
“public”. This option must be specified in the configuration (.cfg) file, and it
appliesto all devices monitored by the process. The syntax is
def aul t Conmm <default community string>

Note: To use the defaultComm parameter, the ignoreTrapComm
parameter must be set to TRUE.
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defaultPort
The defaultPort parameter specifies a value used for the device SNMP agent
port number. The default value of this parameter is 161.

deviceType
The deviceType parameter specifies the integer value assigned to this device
type. This parameter has no default value and must be defined in the agent
profile (.agp) configuration file.

Device type values defined by customers must be within the range of 900 to
999. Values equal to or below 899 are reserved for Nortel Networks
development.

disableGetBulk
The disableGetBulk parameter can instruct the DCD to use GETNEXT
requests instead of GETBULK requests; possible values are TRUE or
FALSE. Use this parameter for devices that only partially implement the
SNMPV2 protocol and do not support the GETBULK request. It can be
specified in the agent profile (.agp) configuration file. To disable the
GETBULK request, specify TRUE.

dynamicType
The dynamicType parameter represents dynamic subcomponents that are
deleted from the Network Model. The dynamic subcomponents are
discovered through traps and alarms.The dynamic subcomponents are added
to the Network Model when they are out of service (OOS) or in-service
troubled (1STB). When the subcomponent’s state changes to in-service
(INSV) or unknown (UNK), it is removed from the Network Model.

When the SMDR server connectsto the GenDCD server, GenDCD passesthe
dynamic information and the alarm to SMDR. Each time SMDR receives an
alarm from GenDCD, it checks the dynamic information from the alarm
attribute list. When the dynamic subcomponent state changesinto ISV or
UNK, it is deleted from the component tree in SMDR and an notification is
sent to GMDR. When the dynamic subcomponent is deleted, the
TRANSIENT delete notification is sent to GMDR. The Network Model can
overrule this notification, but the SMDR cannot force the Network Model to
do so.
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The DynamicType runtime option must be specified in the configuration
(.agp) file. Thisoption does not support wildcards, and it isnot case sensitive.
An example of adynamicType runtime option is dynani cType:

| SP; SECURI TY.

ignoreTrapComm
TheignoreTrapComm parameter can be used to override the community
string contained in traps, which is useful in a situation where the community
string contained in the trap is different than the string required for device
polling. The ignoreTrapComm parameter instructs the DCD to use the
process default community string. This string isinitialized to “public” but it
can be modified by the defaultComm parameter. This option must be
specifiedinthe configuration (.cfg) file, and it appliesto all devicesmonitored
by the process. To activate this option, specify TRUE.

maxStPollint

The maxStPollInt parameter represents the normal time interval, in seconds,
between consecutive state polls of adevice. A state poll isthe polling process
that verifies the state of subcomponents that were already discovered.The
default value of this parameter is 300 (5 minutes).

minStPollInt

The minStPollInt parameter represents the minimum time interval, in
seconds, between consecutive state polls of adevice. Although several events,
such astraps, can cause state pollsto occur more frequently than the interval
specified in the parameter maxStPollInt, state polls are not allowed to occur
more frequently than the value of this parameter. Its default valueis 30.

multiPollAddr
The multiPoll Addr parameter allows the existence of multiple polling
addressesfor adevice. Polling addresses are contained in incoming traps, and
they are used to send polling requests. To alow multiple polling addresses,

specify TRUE with this parameter in the .agp devicefile. The default valueis
FALSE.
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multiTrapAddr

ThemultiTrapAddr parameter allowsthe existence of multipletrap addresses
for adevice. Trap addresses can be contained in incoming traps, but they are
not used for polling. To allow multipletrap addresses, specify TRUE with this
parameter in the .agp devicefile. The default valueis FALSE.

nodeType

The nodeType parameter definesthe category name for the device. Thisnode
typeisused asthefirst token of each component identifier for thisdevicetype.
For example, SSGis the category for Shasta devices.

objDellnt

The objDelInt parameter represents atime interval, in seconds. If the
parameter autoObjDel isset to TRUE and adevice does not respond to polling
in the time interval defined by objDelInt, the device is deleted. The default
value of this parameter is 259,200 (3 days).

oidFilter

pollFile

The oidFilter parameter specifies a character string passed to the trap server
to filter traps forwarded to this process. There can be many OIDs (object
identifiers); thefirst one should be the enterprise OID. All possibletraps must
match an oidFilter. This parameter has no default val ue and must be specified
in the agent profile (.agp) file.

The value of an oidFilter attributeis an OID expression used to match the
beginning of one or several trap OIDs. Each matching trap OID issaid to pass
this oidFilter.

For more information, see “ Trap identification” (page 201).

The pollFile parameter specifies the name of the configuration file used to
drive SNMP polling and response handling for these devices. Use this
parameter in the following situations only:

»  sharing poll files between several profiles

*  debugging
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For recommended polling file paths, see the table “ Configuration files and
directories’ (page 39).

portOverride
The portOverride parameter can be used to override agent port numbers; an
agent port is a device port to which SNMP requests are sent. When the
portOverride parameter is set to TRUE, the agent port numbers contained in
incoming traps are systematically ignored and the val ue of defaultPort isused
instead. The default of this configuration parameter is TRUE.

reachAddrTry
The reachAddrTry parameter specifies the maximum number of polling
addressesto betried before the device is considered unreachable. The default
valueis 2, which meansthat if the current polling addressfails, only one other
polling address will be tried.

Note: If the actual number of available polling addressesislessthan the
maximum number of addresses specified with this parameter, then only
the actual number of polling addresses will betried.

reachPollint
The reachPollInt parameter represents the time, in seconds, between
consecutive reachability polls. A reachability poll isthe polling process that
verifies whether the deviceis till reachable. The default value of this
parameter is 30.

seedFilelnt
The seedFilelnt parameter represents the time, in seconds, between
consecutive seed file refreshes. Its default value is 7,200 (2 hours).

snmpRespint
The snmpResplnt parameter represents the waiting time, in seconds, for a
response to an SNMP request. Its default valueis 10.

The value of this parameter must be high enough to prevent SNM P response
timeout in normal operating conditions. However, the value must not be
excessively high becauseit also determinesthelength of timeto detect device
unreachability with the following formula:
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time = reachAddrTry x (snmpRetrCnt + 1) x snmpResplnt

snmpRetrCnt
The snmpRetrCnt parameter specifies the maximum number of retriesfor an
SNMP request. Its default valueis 2.

snmpVersion
The snmpVersion parameter specifies the SNMP version required to
communicate with a specific device; options are v1 and v2. This parameter
can be specified in the agent profile (.agp) configuration file. The specified
SNMP versionisoverridden if messages with adifferent version are received
from the device. Its default valueisvl.

stPollDelay
The stPollDelay parameter specifies the waiting time, in seconds, before
polling a subcomponent after atrap has been received against it. This allows
transient problemsto be cleared before polling requests are sent. The default
valueisb.

trapDisabled
The trapDisabled is an option that is set by default to disable trap-based
discovery when the DCD process receives a trap from a device. Although
trap-based discovery is often avery useful feature, it can be difficult to
support. It can also produce inefficient behaviors in some situations, for
example, when acommon trap OID is shared by many device types. The
trapDisabled option allows the DCD to ignore traps from devices it has not
yet discovered. To enable trap discovery, specify FAL SE with this parameter.
To disable trap discovery, specify TRUE with this parameter.

transFile
The transkile parameter specifies the name of the configuration file
containing the information used to trandate traps into alarms. Use this
parameter in the following situations only:

»  sharing translation files between several profiles
*  debugging

For recommended trap file paths, see the table “ Configuration files and
directories’ (page 39).
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useAgentAddr

The useAgentAddr option indicates whether or not the DCD uses the IP
address contained in the trap as the address of the device. By default, the IP
address associated with the trap is the address associated with the sender
process. However, the trap agent address can be set to a val ue other than the
sender’s address. If you specify TRUE with this parameter, the DCD will use
the IP address contained in the trap instead of the sender’s address as the
address of the device.

Note: This parameter only appliesto SNMPv1 traps.

DCD action scripts

Action scripts can be used to issue action requests to the data collection
daemon (DCD). The following scripts are available:

e “dcdAddNode” (page 52)

+  “dcdQueryNodeName” (page 53)
«  “dcdTriggerPoll” (page 54)

« “dcdAddAddress’ (page 55)

« “dcdDeleteAddress’ (page 56)

dcdAddNode

The dcdAddNode script issues arequest to an appropriate DCD to discover a
device. The syntax of this script is

[ opt/ Magel | anNM5/ bi n/ dcdAddNode <nodeType> <devName>
<address> <conmmuni ty> <port> <devType>

where:

nodeType isthe category name for the device. For example, MPA is the
category for a Passport 4460 device.

devNarre isthe name of the device. For example, NEWDEVI CE1 can be the
device name for any device.
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Note: Inthe dcdAddNode script, the nodeType and devName parameters
do not need to be correct. The DCD can discover the device based on the
other parameters in the script; it then discovers the real device name by
polling this device.

addr ess isthe|P address of the device.
comuni ty isthe community string of the device.
port isthe port number of the device SNMP agent.

devType isthevalue of the devicetype. Thisvalue must match the valuein
the corresponding agent profile configuration file. Devicetype values defined
by customers must be within the range of 900 to 999. Values equal to or below
899 arereserved for Nortel Networks devel opment. For exampl e, the devType
valuefor Passport 4460 devicesis 6; the value for an iBWA 5100 deviceis 20
to 29 inclusive.

Example
The following exampl e represents the dcdAddNode script for a Passport

4460:
dcdAddNode MPA NEWDEVI CE1 48.222.5.111 public 161 6

Note: For information on the addNode API request, see “Add node”
(page 241).

dcdQueryNodeName
The dcdQueryNodeName script issuesarequest toaDCD toretrieve adevice
name based on the supplied |P address. The DCDs can identify all the nodes
matching the supplied | P address and community string pair. The syntax of
this scriptis

[ opt/ Magel | anNVB/ bi n/ dcdQuer yNodeNanme <addr ess>
<communi ty> <devType>

where:
addr ess isthelP address of the device.

comuni ty isthe community string of the device.
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devType isthevalue of the device type.

Example
The following exampl e represents the dcdQueryNodeName script for an
iBWA 5100 device:

dcdQuer yNodeNanme 48.222.5.111 public 20

Note: For information on the queryNodeName API request, see “ Query
node name” (page 240).

dcdTriggerPoll
ThedcdTriggerPoll script issues arequest to the DCD to rediscover adevice.
The four optional parameters included in this script are used to enable on
demand polling. You cannot enter one of the optional parameters without
entering the parameter or parametersthat precedeit. The syntax of this script
is

/ opt/ Magel | anNM5/ bi n/ dcdTri gger Pol | <nodeType>
<devNane> [<del ay time> [<group nunber> [ <conponent
type> [ <di stance nunber>]]]]

where:
nodeType isthe category name for the device.
devName isthe device name.

del ay time isaninteger expression that specifiesthe delay, in seconds,

beforethe request is scheduled. If the value of this parameter is0, the request
is scheduled with the current time and is added to the ready request queue. If
the value of this parameter is greater than O, the current time isincreased by
the specified value and the request is added to the ready request queue. If this
parameter is not specified, none of the following parameters can be specified.

group nunber istheidentifier of the polling request group that must be
scheduled on demand. The only group number that cannot be specified isthe
trap polling group.If this parameter is not specified, neither of the following
parameters can be specified.
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conponent type isaninteger expression that identifies the request that
must be scheduled on demand. When you specify this parameter, only the
reguest group with the matching attributeis scheduled. If this parameter is not
specified, the following parameter cannot be specified.

i nstance nunber isastring expression that specifies the instance to be
added to each polled variable table OID to poll asingle row. Thisvalue must
be entered in OID format unlessthe table has only oneinteger in theindex. If
this parameter is not specified, the entire table is polled.

Example
dcdTri ggerPol | SSG SHASTA10 10 4 1 4.2

In the example, the Shasta device will be polled using a request defined for
group 4, component type 1 and only the row indexed by 4.2 will be polled.
This request is scheduled with adelay of 10 seconds.

Note: For information on the poll API request, see “triggerPoll”
(page 241).

dcdAddAddress
The dcdAddAddress script issues arequest to add an address to an existing
device SNMP agent through the APl ACTION request addAddr. Thisrequest
isrouted by the Preside Multiservice Data Manager (MDM) serversto the
appropriate DCD process.

Note: This script can only be used on a device that has the multiple
polling or multiple trap address option enabled. For details, see
multiPoll Addr and multiTrapAddr in “Run-time options” (page 41).

The syntax of this script is

[ opt/ Magel | anNV5S/ bi n/ dcdAddAddr ess <nodeType>
<devNane> <address> <comuni ty> <address type>

where:

nodeType isthe category name of the device. For example, SSGisthe
category for a Shasta device.
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devName isthe name of the device. For example, NNEO could be the device
name for an iBWA 5100 device.

addr ess isthelP addressto add.
communi ty isthe community string in the address.

address type isthetype of address, specified as either poll or trap. A
polling address is an address to which polling requests can be sent, and from
whichtrapscan bereceived. A trap addressisan addressfrom which trapscan
be received. Polling requests cannot be sent to a trap address.

Example
dcdAddAddress CI'S REA ON1 48.222.5. 111 public poll

Note: For information onthe addAddress API request, see“Add address”
(page 245).

dcdDeleteAddress
The dcdDelete Address script issues arequest to remove an address from an
existing device SNMP agent through the APl ACTION request deleteAddr.
Thisrequest is routed by the MDM servers to the appropriate DCD process.
The syntax of this script is

[ opt/ Magel | anNVMB/ bi n/ dcdDel et eAddr ess <nodeType>
<devNane> <address> <communi ty> <address type>

where:

nodeType isthe category name of the device. For example, SSGisthe
category for a Shasta device.

devNare isthe name of the device. For example, NEW BWA1 can be the
device name for an iIBWA 5100 device.

addr ess isthelP addressto remove.

comuni ty isthe community string in the address.
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Configuring
Adapter

address type isthetype of address, specified as either poll or trap. A
polling address is an address to which polling requests can be sent, and from
which trapscan bereceived. A trap addressisan addressfrom which trapscan
be received. Polling requests cannot be sent to a trap address.

Note: You canremoveall of theaddressesfor thisdeviceat onceby using
awildcard (*) in place of the parameters for |P address, community
string, and address type. If you use this option, all addresses for this
device will be removed except the current active polling address.

Example
dcdDel et eAddress CI'S REG ON1 48.222.5.111 public poll

Note: For information on the deleteAddress APl request, see “ Delete
address” (page 246).

anew device type with SNMP Surveillance

Use this procedure to configure a new device type with the SNMP
Surveillance Adapter so that traps are monitored and viewed through Preside
Multiservice Data Manager (MDM) fault management tools.

1 Write the required .agp, .pol, and .tra files.

2 If necessary, edit the data collection daemon (DCD) run-time options file
in /opt/MagellanNMS/cfg/dcd/<process name>.cfg. For details, see “Run-
time options” (page 41).

3 Perform the following tasks for each DCD process that will manage the
devices:

a. Inthe process configuration file (.cfg), add the line
agent Prof: <profile name>
This enables retrieval of the device’s .agp file.

b. Restart the process.

4 To verify the validity of the configuration files used by a given DCD
process, perform the following tasks from a Unix window:

a. Execute the command:
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/ opt/ Magel | anNMS/ bi n/ gendcd [-n <name ext>] [-N
<name prefix>] -i -v

For details, see “Using the DCD in verification mode” (page 34).
b. Fix any errors identified.

5 To configure the SMDR server and add an entry for the DCD, open the
server list configuration file:

: <host nane>: <process nane>:::

Configuring the Network Model and Network Viewer

The Preside Multiservice Data Manager (MDM) model schema defines the
component types that can be modeled, the informational attributes of these
components, how these components can be inter-connected through links,

and how these components can be organized into an organization structure.

This section contains the following topics:

*  “Network model Typesfiles’ (page 58)

e “Customizing the Network Model schema’ (page 59)
e “Individua Typesfiles’ (page 61)

e “Customizing the Network Viewer” (page 62)

*  “Creating custom node icon pixmaps’ (page 63)

Network model Types files
The definitions in the MDM Network Model schema are stored in a number
of ASCII configuration files called Network Model Types files. These files
are specific to, and delivered with, each new MDM release. The filelocations
aredifferent for MDM originals, second-party customized files, and personal
customized files.

MDM original Types files
The following list describes each Types file delivered with MDM:
» /opt/MagellanNM S/lib/model/types/ty pes.atdf

This attribute types definition file defines what types of attributes can be
assigned to the modul e, subcomponents, and links.
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« Jopt/MagellanNM S/lib/model /types/ty pes.mtdf

This module and subcomponent types definition file defines the types of
components that can be created in the model, how they are contained in
one another, and what attributes they support.

*  /opt/MagellanNM S/lib/model /types/ty pes.Itdf

Thislink typesdefinition file definesthetypes of linksthat can be created
in the model, what are their legal endpoints, and what attributes they
support.

» /opt/MagellanNM S/lib/model/types/ty pes.otdf

This organi zation types definition file defines what types of organization
structures can be created in the model, and what types of modules and
links they are allowed to organize.

Other Nortel Networks packages’ Types files
You can customize the Network Model schema by using second-party

customized files or by creating your own customized files. The second-party
customized files are created by other Nortel Networks groups and are
available in the /opt/MagellanNM S/ext/lib/model /types directory.

Customer Types files

If you create your own version of the schemafiles, use the same extensions as
described in the preceding list (.atdf, .mtdf, .Itdf, and .otdf).and store thefiles
in the /opt/MagellanNM S/data/model /types/ directory. Your customized
typesfiles areincremental and need only contain the description of entities
added or modified. The resulting model schemaisthe union of all three sets
of schemafiles. Your customized .types file are loaded last so they override
the specification of the other areas.

Customizing the Network Model schema
You can customize the MDM Network Model schema. The allowed changes
are asfollows:

e adding new attribute types
e adding new module, subcomponent, and link types

»  adding new organization structure types
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» changing the criticality, explanation and label of existing module types
» adding new legal attributes and legal names to existing module types

» changing the criticality, explanation, sub-type, and label of existing
subcomponent types

» adding new legal attributes and legal names to existing subcomponent
types
»  changing the criticality, explanation, and label of existing link types
» adding new legal attributes and legal endpoints to existing link types
If you customize the Network Model schema, the changes are stored in
separate typesfiles from those provided by MDM. Thesefilesare asfollows:
» Jopt/MagellanNM S/data/model/types/<file name>.atdf
Thisisthe customized attribute types definition file.

* Jopt/MagellanNM S/data/model/types/<file name>.mtdf

This s the customized module and subcomponent types definition file.

» /opt/MagellanNM S/data/model /ty pes/<file name>.Itdf
Thisisthe customized link types definition file.

» /opt/MagellanNM S/data/model /ty pes/<file name>.otdf

This is the customized organization types definition file.

There can be multiple files of each type. All of thesefiles are loaded as part
of the schema. Some schema changes impact multiple files. The following
paragraphs describe these changes.

Adding new attribute typesin the types.atdf fileimplies adding their namesto
the appropriate module, subcomponent, and link legal attributeslistsin
types.mtdf and types.Itdf.

In previous versions of the Network Model Schema, you could restrict the
model by specifying allowed name patterns for modul es and subcomponents,
legal endpoint typesfor links, and the allowed module and link types for an
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organizational structure type. Although it is still possible to define legal
names and link endpoint types, it may not be the case in the future. The
current MDM delivered schema does not use these definitions. You can now
give modules and subcomponents almost any name. Links of any type can
now be created between any ENDPOINT subcomponents. Finally, all
organization structure types can contain instances of all module and link

types.

After you make any changes, you need to rel oad the schema changes. To do
so, rel oad the current model or, if appropriate, re-create the model inthe usual
manner. Model s loaded from an image file (Fast Load format) do not use the
modified types because the types they were built with are contained in the
image. To access the new types, you need to reload the model fromits ASCII/
portableformat. If thetype definitions cannot be read, the model doesnot load
and an error message is sent to the System Log display. It is recommended
that you use the makecurrent macro (/opt/MagellanNM S/cfg/macros/nms/
makecurrent <model hame>) when loading a model after changing the
schema. More diagnostic information may be displayed.

Alternatively, you can load the schema changes without rel oading the model.
This method has the advantage of being non-disruptive to surveillance. To
load the schema without rel oading the model, use the following command:

[ opt/ Magel | anNMB/ bi n/ poprest -u

where:
-u specifies the update option.

If the schema changes cannot be loaded using this method, error messages
display and the current model is not validated

Individual Types files
The formats of theindividual Typesfilesare basically the same asthe master
typesfiles. Itistherefore useful tolook at them for examples of how to define
aNetwork Model Schematype. For syntax and examples of these files, see
the 241-6001-015 Preside MDM Network Model Administrator Guide.
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Customizing the Network Viewer
The Network Viewer displays modulesin one of two different ways: atype
(or flag) icon, and a Shelf icon used in the Shelf Dialog. You cannot create a
Shelf Dialog icon for customized modul e types because this icon needs
extensive code support. Modules of a custom-created type are usually
displayed with the Unknown Type flag icon.

Unknown

This section describes how to configure the Network Viewer to display these
custom modules with their own distinct type icons.

Note: Thefile /opt/MagellanNM S/data/nvs/icons is available for you to
store your own icons.

Node icons in the Network Viewer are defined as XPM 3 pixmaps. Each
pixmap is identified by aresource line. Another resource line identifies the
modul e type to which the icon corresponds. The following example
demonstratesthis through the Embedded Router typeicon (ERTR nodetype).

This icon, whose shape resembl es a sphere with a pipe going through it, has
atriangle inset mark to indicate its rel ationship with an Access Module
(whose general shapeisalso atriangle). Theicon has a 3-D appearance due
to the top and bottom drop shadows, and it is colored according to the current
node state. The shape of the icon can also be quite complex as XPM pixmaps
support the so-called transparent color.
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Creating custom node icon pixmaps
Anideal tool for working with XPM pixmapsis the CDE Icon Editor tool
(dticon). Thistool is suited to the task of creating node icons because of its
ability to assign symboalic colors, called Dynamic Colorsin the Icon Editor
color palette, which is crucial to nodeicons.

For details about how to use the I con Editor to create and modify nodeicons,
see the 241-6001-015 Preside MDM Network Model Administrator Guide.
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Chapter 4

Understanding the device integration process

This section explains the device integration process, and describes what you
need to know to plan the integration before writing the configuration files. It
contains the following topics:

“How to model a device” (page 65)
“How to design polling” (page 71)
“How to design trap translation” (page 75)

How to model a device
The device model must be done correctly because all the subsequent steps are
based on the model. The following sections describe the device modeling
process:

“Purpose of a device model” (page 66)

“First steps’ (page 67)

“Initial model” (page 68)

“Model refinement” (page 70)

“Choosing the polled components’ (page 71)

Note: If the SNMP Integrator was being used for a device, adevice
model was already created for the device. Thisdevice model can be used

as abasis for the device model required by the SNMP Surveillance
Adapter.
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Purpose of a device model
The objective of the device modeling activity isto understand the device by
collecting information from the device's technical documentation and
supported M1Bs. Device modeling activity triesto answer the following
questions:

e What isthe device physical and logical structure?
e Which services does this device provide?

»  What are the device components? How are they related to each other?
What will be the form taken by their component identifiers?

To create an effective device model, you must determine the principle user
groups of the device surveillance information. These principle user groups
include the following:

»  operators monitoring network behavior
» field technicians repairing faulty equipment

e network OSS archiving information output and producing reports on
network behavior

The device model created should resemble these users' perception of the
device structure. This enables the effective relating of information produced
with the corresponding equipment component.

Modeling adeviceislogically the first activity required. It does not make
sense to do anything else, such as writing configuration files, before gaining
asufficient understanding of the device. Theresulting device model, however,
can change later if one of the following occurs:

»  The MIB does not support the model selected. The establishment of the
model ed rel ationships between componentsis not possible if the datais
not in the MIB.

«  New components or services are introduced.
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First steps
Before you start to define a device model, select or obtain the values of the
following device-level attributes:

e nodetype
e devicetype

. agent type

Node type
The node type (or device category) is the component category associated at

the top level of the device model with the device itself. The node typeisa
short character string, preferably two to five characters, occurring at the start
of each component identifier associated with one of the device components.
The node type selects the icon representing these devices in the Network
Viewer, and it is also the root of the network model configuration for these
devices. Although the same node type can be used for devicesthat are closely
related, a separate node type should be used for each class of devices
reguiring a significantly different device model.

If you are modeling a new version of a device that is already supported, use
the node type associated with the version that is already supported.
Otherwise, select anode type that is not already being used for another
device.

Device type
The device type is a number associated with a device type and version. This

number is mainly used to select the DCD profile, which isaset of DCD
configuration files, used to support adevice. Different device modelsrequire
different devicetype numbers; different versions of adevice may also require
different device type numbersif the polling configurations are not
compatible.

For devices supported by Nortel Networks, the allocation of device type
valuesis controlled by the Preside Multiservice Data Manager SNMP Base
Team. Thisteam has allocated some value ranges to other teams devel oping
configurations for many devices. The range reserved for configurations that
arefully developed by customersis from 900 to 999.
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If you are modeling a new version of a device that is already supported, you
can use its device type temporarily. However, if you determine that your
polling configuration is not compatible with the configuration currently used
for this device, you should obtain a new device type. If you are modeling a
new device, obtain a new device type.

Agent type

The agent typeisthe namein the polling configuration file associated with the
list of polling request types declared for the device. Create anameto identify
the device type and version. For example, the profile name could be used.

Initial model
As afirst approximation, a device model can be produced based on device
physical and/or functional knowledge. Thisinitial model isastarting point; it
will be subsequently refined through validation against device MIBs and
network operational practices. The following figure shows an example of an
initial model for afictitious device.

Figure 2

Initial model example
DEV
SHELF SNMP ENV SECURITY
P AP WR FAN
MEWM \RTR PALH\ATM
o
V(‘I CH CH
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where:

The component category DEV is associated with the deviceitself. The
device includes a maximum of four shelves, an additional board on
which the SNMP device agent is running, and another additional board
on which an environment monitor is running. Examples of environment
factors that can be monitored include intrusion and high temperature.
The instance associated with this component is the device name.

The component category SHEL Fisassociated with shelves. Theinstance
is specified by a number from 1 to 4. The form for the shelf component
identifier is: DEV <device name> SHELF <range from 1 to 4>. Each
shelf containsone controller processor, up to 8 application processors, up
to 2 power supplies and afan.

Note: Some level of uniquenessis required for the device category, but
reuse of subcomponent categories from one device model to the other is
recommended for subcomponents that have the same role conceptually.

The component category SNM Pisassociated with the SNMP board. The
component instance is $ because there can only be one instance of this
component. The component identifier of the SNMP board isDEV XYZ
SNMP §.

The component category ENV and theinstance $ are associated with the
environment monitor.

The component category SECURITY (instance $) is not associated with
any physical component. It iscreated to be thetarget of alarmsassociated
with traps reporting security violations, such asthe authenticationFailure
generic trap. The SECURITY label isthe best choice for these types of
traps. Any security violation isimportant enough to require the network
operator to be notified; therefore a MESSAGE alarm is not an optimal
choice. However the device is not malfunctioning in any way; therefore
a SET alarm against the device itself is not the correct choice.

The category CP and the instance $ are associated with the control
processor. It can have a component identifier such as DEV OTTAWA
SHELF 3 CP $. Each control processor has two memory banks and a
routing process runs on it. Other processes may also run on the control
processor, but this oneis identified to show that all components are not
necessarily physical.

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



70 Chapter 4 Understanding the device integration process

e The category AP and theinstances 1 to 8 are associated with the
application processor. These processors can support several types of
interfaces: serial port (PO) supporting multiple virtual circuits (VC),
channelized DSL, channelized E1, and ATM.

The example shows that relationships between component types are often
based on physical or logical containment. These relationships directly define
the component identifier syntax. They also define the state propagation rules.
These relationships must eventually be encoded in Network Model
configuration files.

When physical components are involved, choosing instance values based on
the physical location of the components enables the visual identification of a
troubled component. The device model then becomes more useful for its
intended users.

Model refinement
This section describes how to refine the model by removing components that
are not required or cannot be supported.

Some components may not be required because their existence or their state
isimplicit, and their presence in the device model is not beneficial. For
example, the existence and state of the SNMP component can be assumed.
The fact that we are able to manage the device provesthat it isin-service. If
no trap is issued against this component, removing it simplifies the model
without losing any information.

Although some components may exist, do not include them in the device
model if the MIB does not contain information about them, and no trap is sent
to signal astate change. In the example, thismay apply to the FAN or the VC
components if the device MIB does not contain information about them.

The model structure must be supported by the information availablein the
MIB. For example, to identify a DS1 channel, you must identify the channel
instance for the DS1 channel aswell as each parent instance (DS1, AP,
SHELF, DEV). You may have to scan several MIB tables during device
discovery and cache some information to be retrieved when required. If this
is not possible, modify the model to match what the MIB can support. In the
example, if you cannot determine the shelf instance associated with a power
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supply, model these PWR components under the device itself even though
they are associated with individual shelves. Selecting an instance value for
these components may then become difficult.

Choosing the polled components
After you create and refine the initial model, you must decide which
components will be discovered as part of device discovery, and have their
state periodically monitored. These componentsarereferred to as managed or
polled components. You must also decide which components will only be
discovered when alarms resulting from trap trandlation will be raised against
them. These components are referred to as dynamic components. The
decision to only discover a component dynamically may be based on one of
the following reasons:

It isnot necessary to monitor this component unlessit reports a problem.
In the example, this could apply to the ENV, PWR, MEM and RTR
components.

This component isalogical entity used to report acategory of problems;
the SECURITY component is one of these.

This component is not very important operationally.
This component is not likely to fail.

There are so many instances of this component that monitoring them
continuously would degrade the performance of the device or the
surveillance system. In the example, this may apply to the CH
components.

These components are created and destroyed frequently, making them
unfit for inclusion in a stable device model. In the example, this could
apply to the VC components.

After you decide which components can and will be polled, you are ready to
design the polling operation for this device type.

How to design polling
The following sections describe the polling design process:

“Purpose of a polling design” (page 72)
“Device names’ (page 72)
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e “Component discovery” (page 73)
o “State verification” (page 74)

Purpose of a polling design
The polling design processidentifieswhich MIB variables or tablesare polled
to produce the information to discover the polled components and compute
their respective state. This process tries to answer the following questions:

* How isthe device name defined? Can it be modified, and if so, how?

*  What MIB information is required to define the component hierarchy,
such as the instances associated with components at all levels? From a
given subcomponent, how are the instances associated with its parent
components determined?

*  Which MIB information is required to compute the state of each
component? If several variables are involved for a component, what are
the state computation rules?

Polling isafundamental part of managing an SNMP device. It isthe only way
to discover which components are present. In most SNMP agent designs, the
trap flow does not provide areliable and sufficient information flow to
monitor the health of these components. The purpose of the trapsisto trigger
additional polling requeststo verify the impact of problems reported. Polling
is often the only way to find out when a reported problem is resolved.

Device names
The device nameis a string that contains the device category, a space, and a
device instance identification respectively. Thisnameis used by all the
Preside Multiservice Data Manager MDM tools and processes to uniquely
identify the device. The device name should enabl e easy identification of the
device for theintended users of the surveillance information. The device
instance identification must comply with the following rules:

e maximum length is 35 characters

» contentsinclude only uppercase |etters, digits, periods, dashes, and
underscores
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SNMP devices often use the SysName MIB variable to identify each device.
When thisis done, the device discovery request must handle the following
situations:

»  SysName has not been defined yet.

»  SysName contents do not produce a valid device name. You can use
MAKENAME operator to sanitize the contents.

»  SysName contents have been modified since they were last polled.

The SNMP Surveillance Adaptor does not require SysName to be used to
name the device. Other possible options are:

. aname obtained from another MIB variable

e ahard-coded name supplied by the user who is likely using the
dcdAddNode script

* anetwork host name discovered using the HOSTNAME operator

Component discovery
SNMP s not designed to produce a device hierarchical representation. A
device MIB ismainly composed of one-dimensional tableswhich sometimes
reference other tables by using index values from other tables. When adevice
is highly structured, rebuilding the structure from such tablesis challenging.

Polling must be designed to enable component discovery. This requires
identification of the MIB tables in which each of the polled components are
enumerated, and identification of which variables are needed to define each
component instance and its parent components instance. If the required
information is not availablein asingle table, additional polling requests may
be required to previoudly scan other tables and cache some of their
information.

In the previous example, aMIB table may list all the device PO components.
Each table entry contains the index of a parent AP component in the
corresponding table. The AP table may not be indexed by the slot number,
whichwaschosen astheinstance for the AP components, but thisinformation
may be available in each entry of the AP table. Then when the PO tableis
scanned, the instance of the AP parent component is not directly available.
Only theindex of thetable which containsthe required valueisavailable. The
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problem can be solved by caching the required information when scanning
the APtablein theform of cache entrieswith a*AP<index>" key and avalue
specifying the component identifier of the AP component (including the slot
number instance value). When the AP index is obtained from the PO table
entry, the PO component identifier can be formed by retrieving the string
cached against the “AP<index>" key and appending to it “PO” and whatever
instance value applies to this PO component. This component identifier can
then be stored in another cache entry to be subsequently used to define VC
component identifiers.

When components are discovered, there may also be a requirement to
discover some of their attributes and store those as component properties so
that the information can be retrieved by other processes. An example of this
might be the serial number of control and application processorsthat may be
required by some inventory application. When designing the polling activity,
the known additional polling requirements should be included, however, it is
usually simple to handle new requirements of this type when they are
discovered.

State verification
Designing state verification consists mainly of

e identifying the MIB variables or tables containing the information
required to compute each component state

» formulating rulesto produce astate valuefrom any possible combination
of these values

The following states are valid:

* INSV: the component is functioning properly, and isinService.

*  0OS: the component cannot perform its intended function, and is
outOf Service.

e |STB: the component is functional, but has one or more problems that
should be addressed, and is InServiceTroubled.
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UNK: the values of the polled variables form a combination that is not
considered possible, and the component state is unknown. This stateis
also assigned to all the components of a device that is currently
unreachable, but the component state is not then defined by a polling
response.

How to design trap translation
The following sections describe the trap translation design process:

“Traps and alarms’ (page 75)
“Inventory” (page 77)
“Translation rules’ (page 77)
“Alarm attributes’ (page 77)

Note: If the SNMP Integrator was being used for adevice, adevice
model and trap translations were already designed for the device. These
trap translations can be used as a basis for the trap translation design
required by the SNMP Surveillance Adapter. Although the basic design
can be reused, the translations must be rewritten for the new language.
You may also choose to improve or modify the original design.

Traps and alarms
An SNMP trap is an asynchronous message sent by the device to inform the
management applications of the occurrence of important device events. Inthe
original SNMP design, the purpose of atrap wasto trigger additional polling
activities to establish the precise nature and impact of the event. Most traps
report the occurrence of problems. Some traps report the resolution of a
problem or some other operational information. A trap is composed of the
following elements:

a header which contains

— addressing information

— problem identification codes (SNMPv1)
— security information (SNMPv3)

alist of variables which are values extracted from the MIB to supply
additional information about the event reported
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Note: All SNMPv2 traps contain two implicit variables always inserted
asthefirst two inthelist: sysUptime and notificationl D. Thereforeif the
SNMPv1 and SNMPv2c of the same trap are compared, thefirst variable
in the SNMPv1 trap (index 0) isthe third variable (index 2) in the
SNMPv2c trap. The position of each subsequent variable is also shifted
by two.

Preside Multiservice Data Manager (MDM) alarms are a so device event
reports. Alarms are created or forwarded by surveillance processesto provide
information about

» theoccurrence of problems (SET alarms)
» theresolution of problems (CLEAR alarms)

»  other operational information (MSG aarms)

An alarm contains a set of attributes describing the nature of the event
reported and the component that is directly affected. A SET alarmis
considered active if no CLR alarm has yet been received to signal the
resolution of the problem it reports. For each component, MDM maintains an
active alarm list from which the component’s raw state is calculated. The
alarm flow may be the main information source used to monitor a customer’s
network. This alarm flow must provide an accurate representation of the
network’s health.

This process of designing trap translation triesto identify the rules and the
information required to translate traps into alarms. This process requires a
good understanding of the following:

» theimpact of different hardware failues on the services provided by the
device

» theservice-critical aspects of the device from a customer perspective

» theseverity of problemsidentified by traps received
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Inventory

You must determine which traps can be sent by the device. Theseinclude the
following:

generic traps

traps defined in astandard M1B supported by the device agent, such asa
repeater MIB or aframerelay MIB

any trap defined in aproprietary MIB supported by the device agent

When this inventory is complete, you must determine the contents of these
traps. Thisisthe main source of information available to the trap tranglation
process.

Translation rules
To generate each alarm attribute, use the following information sources:

trap variables (main information source)

cached information discovered by polling; however, you must provide
for the possibility that thisinformation may not have been discovered yet
when the trap is received

device documentation from published MIBs or from other technical
documents

device development or support group

Several traps can be translated into the same alarm if they describe the same
event. Conversely, the sametrap can betransated into one of several possible
alarms based on the contents of some variables.

Alarm attributes
For each trap type, you must define a rule to produce each of the required
alarm attributes. See the following alarm attributes.

Note: For more information and other alarm attributes, see “Alarm
attributes’ (page 203).
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Component identifier
The component identifier attribute i s often obtained from cached information

based on MIB tableindexes stored in trap variables. It isimportant to raisethe
alarm against the correct component so that the source of the problemis
clearly identified and the alarm has the correct state impact. Occasionally the
nature of thetrapitself directly identifiesthe affected component; thisis often
true when there is a single instance of a component on the device, such asa
single fan or power supply.

Timestamp
Traps usually do not contain variables that can be used to generate a

timestamp. The corresponding rule is then omitted and the workstation time
isused.

Fault code
The fault code value normally comes from the fault code allocation plan

designed during this device integration task. This fault codeis an eight
hexadecimal character code used as an index into the alarm Nortel Networks
technical publication (NTP) to access contextual information for each alarm.
Usually thefirst four characters identify afault code range assigned to a
specific device type, and the last four charactersidentify the problem using a
device-specific coding.

For each device type, you must design afault code allocation plan used to
generate values for this attribute. For details, see “Fault_code’ (page 205).

Trap translation records can a so be introduced by customers to

»  supplement those defined by Nortel Networksfor a given device. Follow
the conventions listed in “Fault_code” (page 205) to avoid duplicating
fault codes.

» trandate traps received from a device fully supported by the customer.
Follow the conventions listed in “ Customer-defined alarms” (page 205).

Severity

For CLEAR alarms, the severity should be“cleared”. For MESSAGE alarms,
severity can be anything but “cleared”, including “indeterminate”. For SET

alarms, severity must be “critical”, “major”, “minor” or “warning”. Alarms

with “critical” or “major” severity put componentsin the OOS state. A

“critical” severity indicates that operator intervention is required, while a
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“major” severity normally indicates that the problem may be automatically
corrected. Alarmswith “minor” or “warning” severity put componentsin the
ISTB state unless a more severe alarm is a so active against the same
component.

Comment, alarm type, probable cause
The trap often does not contain any explicit information to define the

comment, alarm type, and probabl e cause attributes. These attributes must be
hard-coded based on information obtained from the device documentation or
the device group. The comment attribute should contain a brief and
meaningful description of the problem, supplemented by run-time dataif itis
available from the trap variable. The Nortel Networks technical publication
(NTP) normally contains a more detailed description.

Event
Normally, the event attribute value is based on the following rules:

e |f thetrap signals the occurrence of aproblem, itisa SET alarm.

e |fthetrap signalstheresolution of aproblem, itisaCLEAR aarm. Then
the fault code selected is the same as the fault code assigned to the
corresponding SET alarm.

» |If thetrap only contains additional information useful for the network
operator, it should be MESSAGE alarm which does not impact the
component state.

Exceptions to these rules are as follows:

» |If the problem reported is not important or can be quickly fixed by the
device auto-correcting itself, then MESSAGE may be a better choice.
The information is still made available, and it does not draw the
operator’s attention away from problems requiring intervention.

«  |f theinformation conveyed by the trap is about some component (or the
device itself) being restarted or reinitialized, CLEAR is a better choice.
The clearScope attribute should be defined to causethe removal of all the
alarms active against this component and its subcomponents before the
restart.
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Clear scope
Normally, a CLEAR alarm removes a SET alarm active against the same

component and having the same fault code. It can be necessary to widen the
scope of some CLEAR alarms so that they can be used to remove more than
one active SET alarm. The clrScope alarm attribute is used to do this; it only
appliesto CLEAR aarms. The two main options are as follows:

» clearBase: the CLEAR aarm only applies to the same component, but it
clearsal the alarms currently active against this component.

» clearHier: the CLEAR aarm applies to the component and all its
subcomponents. All alarms active against one of those components are
cleared. An obvious example of this option isthe alarm generated by a
cold start trap. Such an alarm should clear the alarms active against all
the device components.

Alarm age
The AlmAgeMin and AlmAge attributes allow old outstanding alarmsto be

cleared. These attributes cause an alarm to be discarded if it does not reoccur
after a specified period of time. The AImAgeMin setting isin minutes. The
AlmAge setting isin hours. Use one of these attributes if a SET alarm is not
expected to be cleared by atrap signaling the resolution of the problem.

The minimum value allowed for the AImAgeMin setting is four minutes and
the minimum value allowed for the AImAge attribute is one hour.

If the same alarm isissued against the same component before it has reached
this aging time limit, the waiting period isreset. The alarm is cleared only
after it has been active for the specified period from the last repetition.

The SNMP Surveillance Adapter adds the AImAgeMin or AImAge attribute
to the alarm obtained from the trap translation. When an alarm with the
AlmAgeMin or AlmAge attribute is stored in the SNMP Management Data
Router (SMDR), SMDR creates a timer for the alarm. When the alarm has
aged, the timer triggers SMDR to clear the alarm and SMDR issues the
corresponding CLEAR alarm.
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Note: Use aging attributes only for alarms issued against dynamic
components, which are componentsthat are not polled. Activealarmsfor
polled components are cleared by the first polling operation that
discovers the component state is back to normal. This discovery usually
occurs long before the alarm has aged.

Integrating a device driver for use with IP Discovery

A data collection daemon (DCD) driver that needs to become visible to the
Internet Protocol (IP) Discovery application needs to add one or both of the
following flags, embedded in a comment line, to the agent profile (.agpfile):

e #sysObjectID:
o #dispType:

Note: The flags are case sensitive.

The #sysObjectlD: flag indicates which sysObjectID(s) the agent will
manage. Theformat for aline specifying the #sysObjectI D: flag isasfollows:

#sysObjectld: <sysObjectlD>[;<sysObjectID...]

There may be more than one sysObjectID linein an agent profile. Each
sysObjectI D corresponds to one or more sysObjectl Ds that the agent is
managing. The sysObjectID value cannot have awildcard (*) init, but it may
have a partial match to the sysObjectID. Therefore, a sysObjectID value of
1.3.6 matches all values beginning with the prefix 1.3.6. If the sysObject| D of
adeviceis unavailable or not meaningful for discovery, but the device type
needs to be visible to the IP Discovery application for use with the Discover
As functionality, then specify a sysObjectID value of “none”. For example,
#sysObjectID:none.

The#disType: flag specifiesthe device type associated with the agent profile.
The value of the flag is displayed on the IP Discovery user interface as the
device type for this driver. If the #dispType: flag is missing from the agent
profile, but the sysObjectID flag is present, then the value specified by the
agentType configuration parameter is used to identify the device type for a
driver. If the disTypeflag is present, but the sysObjectI D flag is missing, then
avalue of “none” is assumed for sysObjectl D used during discovery. Spaces
are not permitted in the value specified for the dispType: flag.
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The#disType: flag isalso useful for dispatcher profile processing. If thisflag
isused intwo or more different agent profileswith identical dispType values,
then it creates amethod to identify the agent profiles with one unique device
type. Multiple profiles referenced by a common dispatcher profile may be
grouped and managed under a common descriptive name, by specifying a
common dispType value.

Only agent profiles which include one of these flags are visible to the IP
Discovery process. By adding or omitting these flags, device integration
groups can control which device types are visible to the IP Discovery
application.

For more information, see the 241-6001-011 Preside MDM Fault
Management User Guide.
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Chapter 5
Polling and response-handling

This section describesthe command format and rulesfor polling and response
handling. It contains the following topics:

*  “Polling request groups’ (page 83)

*  “Response-handling process’ (page 85)
»  “Polling class declarations’ (page 87)

» “Directives’ (page 91)

Note: The examplesin this section are specific to a particular release
level of the SNMP Surveillance Adapter framework and a specific
release level of adevice. Actual system output can change due to
framework enhancements and device updates.

Polling request groups
The SNMP Surveillance Adapter is based on a generic data collection
daemon (DCD) that collects traps from SNMP devices. The DCD also polls
the devices regularly to maintain its synchronization of configuration and
state information with the devices. If the DCD receivesinformation on astate
change, a changed or deleted component, or a new component, it sends a
notification to SMDR.

The DCD sends different types of polling requests at different at preset time
intervals. Thesetimeintervals can be modified. See thefollowing sectionsfor
types of polling requests sent and their time intervals.

» “Discovery requests’ (page 84)
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e “State verification requests’ (page 84)
»  “Reachability requests’ (page 84)
*  “Trap-based requests’ (page 85)

The also sends out polling requests on demand, instead of at preset time
intervals. See“ On-demand requests’ (page 85) for more information.

Discovery requests
Discovery requests are a set of polling requests used to scan the MIB tables
and create discovered components. By default, discovery requests are sent
every 12 hours. To reset this value, see cfgPollint in “Run-time options”
(page 41). In addition to the default, the discovery requests are sent when

» configuration changes are detected by polling

e anoperator regquests device discovery using dcdAddNode, or device
rediscovery using dedTriggerPoll

» traptrangdation or response handling triggers the rediscovery

e reconnection triggers the rediscovery

State verification requests
State verification requests are a set of polling requests used to scan the MIB
tables and refresh the component states. State change notifications and proxy
alarms are issued by SMDR if required. By default, component states are
refreshed every five minutes. To reset this value, see MaxStPollint in “Run-
time options’ (page 41). In addition, component states are also refreshed
when

e anoperator requests state verification
e traptrandation triggers state verification

Reachability requests
A reachability request is a single request used to verify if the deviceis till
reachable. It usually polls asingle variable, which is often sysName so that
this request can also be used to detect device name changes. The response-
handling command block does not need to do anything; the purpose of this
request is to receive aresponse. The presence of areachability request is
mandatory; otherwise device reachability cannot be established or verified.
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By default, thisrequest is sent every 30 seconds. To reset this value, see
reachPollInt in “Run-time options’ (page 41).

Trap-based requests
When the DCD receives atrap that impacts a polled component state, this
component is polled immediately to confirm the state change. No request has
to be defined to do this; the polling request sent is the corresponding state
polling request modified to poll a single component.

On-demand requests
The on-demand polling group is different from the other four polling groups
because the requests in the on-demand group are scheduled to be sent out at
specific times. They are scheduled by the Poll command

e thePoll command, in response to handling or trap trandation
configurations

» thedcdTrigger script or corresponding APl action request

Response-handling process
When aresponseis received, the following process occurs through the DCD:

1 IftheMETHOD attributeistable, the DCD first checksif the end of the
table has been reached. If the end is reached, the response is discarded.
The DCD deletes the components of thistypethat are no longer found in
thetable.

2 The DCD verifies the responses to determine if any requested variables
aremissing. If variables are missing, an error log isissued and the
response is discarded.

3 Theresponse information is extracted and stored in aresponse-handling
context. The first response-handling command block is executed in this
context. |f thereis more than one block, thisblock must select the correct
block through Next or UseBlock commands.
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Response-handling tasks
Configuration datain each polling class declaration specifies how responses
to polling requests are handled. This response-handling configuration
language allows the following tasks to be data driven:

extracting data from the reply. The configuration data describing the
request already specifies which variables the reply should contain. This
task consists of retrieving the information from the response and is
handled by the framework when creating the context.

deciding whether or not to discard the response. Sometimes the response
should be ignored, such as when atable entry correspondsto a
component that is not modelled.

deciding how to handle the response. The response contents may
determine which way the response is handled. For example, there can be
an entry from a port table grouping several port types, each of whichis
handled a specific way.

assembling the component identifier. This task often requires the most
work. Thetask can involve accessing information previously discovered,
extracting and parsing response information, and assembling several
parts of the component identifier string.

computing the component new state. The values of some response
variables are used to compute a new state and update the component.

storing some component properties. Thistask involves storing the values
of some response variables. Client processes can use the queryProperty
requests to access these variables.

caching some information. This task involves storing some of the
discovered information to handle subsequent responses.

triggering device rediscovery. If response information indicates that the
device configuration has changed, a new discovery polling cycle can be
triggered.
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Polling class declarations
In the DCD framework, the polling configuration file (<profile name>.pal)
describes the contents of al the polling requests sent to devices of agiven
type. This polling configuration file contains two types of top-level
declarations:

» polling class, introduced by the keyword CLASS. Each of these
declarations defines a separate polling request type.

*  agent type, introduced by the keyword TY PE. Each of these declarations
specifiesthe list of polling requests sent to the associated device type.
Thelist of polling requests consists of polling class names.

The following sections describe polling class declarations:
e “Structure of a CLASS declaration” (page 87)
« “Example of a CLASS declaration” (page 90)

Structure of a CLASS declaration
A CLASS declaration must be associated with each polling request sent to a
device. It hasthe following structure:

CLASS <cl ass nane>

{

REQGROUP <gr oup nunber >
COWPTYPE <conponent type number >
METHOD single | table

<pol | ed vari abl e decl arati ons>

<conmmand bl ocks |ist>

}

Class name
The CLASS name is the name associated with the request declared. This

nameisused in TY PE declarationsto refer to the request. The name must be
unique within the .pol file containing the CLASS declarations; it can take the
form of any character string without spaces. The recommended practiceisto
use a name describing what the request does, such as mib2DeviceDiscovery.
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Group number
The group number identifiesthe polling request group, including the declared

request, as follows:

e O discovery

» 1. state verification

e 2 reachability check
e 3:trap-based polling

e  4: on-demand polling

The value that identifies trap-based polling never occursin CLASS
declarations, but it isused internally when such arequest is derived from the
state verification request with the same COMPTY PE value.

Component type number
The component type number is assigned to the components associated with

the declared request. Within arequest group, requests are sent in the order
defined by this number. When a polled component is created by a discovery
reguest, a component property is also created and contains this value; the
name of this property is NortelMomsObjectTypel d. Discovery and state
verification requests associated with the same components should have the
same COMPTY PE value.

The component type number assigned to the device (top level) component
must be the lowest COMPTY PE value for each agent type. This makesit the
first discovery request sent, and allows the DCD to identify the discovery
reguest dealing with thistop-level component. The Compld command
contained in a device discovery request is handled differently compared to
Compld commands in other requests.

Method declaration
This request attribute specifies whether the SNMP request sent isa GET

(single) request or aGETNEXT (table) request. For SNMPv2 devices,
GETBULK requests are used instead of GETNEXT requests to reduce the
load on the device as well as the communication costs. Optionally, the
configuration may require GETNEXT requests to also be sent to SNMPv2
devices. See “disableGetBulk” (page 47).
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Polled variables
This section of the CLASS declaration lists all the variables polled by the
request. A polled variable has the following syntax:

<vari abl e name> <variable A D>

where:

variabl e name isany identifier subsequently used to represent the value
returned in the response in this request command block. You do not need to
use the name associated with the same variable in the device MIB, athough
an abbreviated version is recommended for mnemonic purposes.

variabl e O D isan SNMP object identifier in numeric format. ThisOID
iseither the OID of the MIB variableinstancerequired (METHOD single), or
the OID of the MIB table column scanned (METHOD table). When atableis
polled, all the variables must refer to table columnsindexed by the same
variable(s).

Command blocks

Command blocks specify how to perform the required tasks when aresponse
to arequest described by this CLASS declarationisreceived. Thelist of tasks
to perform is often short and each task isrelatively simple.

Commands forming commands blocks each start on a new line and have the
following syntax:

<comrand name>: <command argunent |ist>

where:

comand nane identifies the command to be executed. For supported
commands, see “ Response-handling commands” (page 93).

command argunent |ist isalistof expressionsthat specify the value of
each parameter required by the command. For descriptions of parameters
reguired by each command, see “ Response-handling commands’ (page 93).
For syntax of the expressions used, see “ Command expressions used by the
SNMP Surveillance Adapter” (page 125) and “ Operators used by the SNMP
Surveillance Adapter” (page 131).

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



90 Chapter 5 Polling and response-handling

If more than onelineisrequired for acommand, each additional line must be
introduced by a“‘\" at the end of the previousline. Theline break can occur at
any place where a blank character could occur. Thefirst non-blank character
of the continuation lineis always separated by exactly one blank from the last
non-blank character of the previousline, excluding the terminating ‘\'.

Command blocks are separated by blank lines. Each block specifiesone of the
alternate ways in which the response can be handled. For most responses,
only one block is required.

Example of a CLASS declaration
The following polling class declaration defines a request to update the state
property of previously discovered board components. Thisupdateis
performed through polling of the corresponding table.

CLASS edgeBoardSt at e

{

}

REQGROUP 1
COVPTYPE 3
METHOD t abl e

# polling variabl es
boar d 1.3.6.1.4.1.562.12.1.1.1.1. 1
status 1.3.6.1.4.1.562.12.1.1.1.1.8

# response handling command bl ock
Assi gn: name CACHE( CAT("BOARD', board))
Di scover: EMPTY(nane)
Conpl d: nane
State: [ EQ'status, 1) ? INSV \
EQ status, 2) ? OOS \
UNK ]

This response-handling command block contains the following commands:

1 Searchthecachefor an entry created previously with the name BOARD
concatenated with the value of the board polled variable. Thisentry must
have been created in thelast discovery polling cycle. If theentry isfound,
assign the corresponding value to the local variable name. If the entry is
not found, the value assigned to the name is the empty string.
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Directives

2 If thevalue of name is the empty string, schedule a discovery polling
cycle. Thiscycleis required because the table contains a previously
undiscovered entry. Discard the response and discover the component
first.

3 Define the component identifier as the current value of name.

4 Update the component state based on the value of the status polled
variable. If the valueis 1, the component isin service. If thevalueis 2,
the component is out-of-service. If the valueis other than 1 or 2, the new
state is unknown.

The polling configuration file (<profile name>.pol) can contain include
directives. Includedirectivesinstruct the DCD toincludefile declarationsthat
are contained in another file. They can be used to ensure that several agent
types use common declarationsto do certain tasks. Include directives have the
following syntax:

#include <file name>
where:
file name identifiesthefileto beincluded. If <fi | e name> does not
include the directory path, a search priority is used. If adirectory path is
included, the search priority is not used. For more information about the
search priority, see “Configuration files and directories’ (page 38).
Included files can also contain include directives:

» Filesincluded in .pol files using this directive can only contain complete
CLASS or TY PE declarations.

e Includedirectivesmust precedeall CLASSand TY PE declarationsin the
file.
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When aninclude directiveis used to introduce common CLASS declarations,
the corresponding CLASSNAME must be added to the TY PE declaration so
that common polling classes are used by the corresponding agent type(s). For
example, if thefile common.pol definesthe common polling classes abcdDisc
and abcdState, these classes can beincluded in the file xyz.pol asfollows:

#i ncl ude common. pol
CLASS <decl arations specific to xyz. pol >

TYPE xyzAgent

{
CLASSNAME <xyz. pol specific class name>

CLASSNAME abcdDi sc
CLASSNAME abcdSt at e
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Chapter 6
Response-handling commands

This section describes SNM P Surveillance Adapter commands. It contains
the following topics:

e “Summary of response-handling commands’ (page 95)
e  “Next command” (page 96)

e “UseBlock command” (page 98)
e “Quit command” (page 100)

e “Logcommand” (page 102)

e “Discover command” (page 104)
e “Poll command” (page 106)

e “Assign command” (page 107)

e “Compid command” (page 109)

e “State command” (page 114)

e “Cache command” (page 116)

e “Property command” (page 119)
e “Alarm command” (page 120)

e “addAddr command” (page 121)
e “clearAddr command” (page 122)
e  “NewDev command” (page 123)
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Note: The command examples in this section are specific to a particular
release level of the SNMP Surveillance Adapter framework and a
specific releaselevel of adevice. Actua system output can change dueto
framework enhancements and device updates.
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Summary of response-handling commands

The following table lists commands that can be used in a response-handling

command block.

Table 5

Response-handling commands
Command Purpose
Next To conditionally jump to the beginning of the next block
UseBlock To conditionally execute commands in the current block
Quit To conditionally stop processing the response
Log Toissue alog
Discover To conditionally schedule a new discovery polling cycle and stop

processing the response

Poll To conditionally schedule a new state polling cycle
Assign To assign a string value to a local variable
Compid To assign a value to the component identifier
State To update the component state
Cache To create or update a cache entry
Property To create or update a component property
Alarm To issue an alarm triggered by polling results
addAddr To add an address to a device's SNMP agent
clearAddr To remove an address from a device’s SNMP agent
NewDev To discover a new device immediately
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Next command

The Next command is used to jump to the next block if an associated
condition indicates that the current block does not apply to this response
instance. The configuration data that describes how to handle the response
can be divided into command blocks. Each block specifies an aternate
method of handling the response.

Note: The Next and the UseBlock commands both allow you to select the
correct command block to handle aresponse. However, the conditionsin
these two commands have opposite effects. The Next command jumpsto
the next block if the condition evaluatesto true. The UseBlock command
continues to execute commands in the same block if the condition

evaluates to true.
Syntax

Next: <condition>
Parameters

condi ti on A Boolean expression that indicates the condition for the next
jump. If this condition is met, the jJump to the next block occurs. If this
condition is not met, the process continues with the commands in the same
block.

Example
Thefollowing polling class declaration discovers deviceinterfaces by polling
the MIB-II interfaces table. The class contains several response-handling
blocksthat are each designed to handle a different interface type. The correct
block is selected by a sequence of Next commands that test the value of the
if Type response variable.

CLASS i f Tabl eConf
{
REQGROUP 0
COVPTYPE 3
METHOD t abl e

i f1 ndex 1.3.6.1.2.1.2.2.1. 1
i f Type 1.3.6.1.2.1.2.2.1. 3
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Next: NE(ifType, 30)
# block for DS3 interfaces

Next: NE(ifType, 39)
# bl ock for SONET interfaces

Next: NE(ifType, 18)
# block for DS1 interfaces
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UseBlock command

The UseBlock command is used to conditionally execute commands in the
current block. If the condition specified is met in a block, the process
continues to execute commands in the same block.

Note: The Next and UseBlock commands both allow you to select the
correct command block to handle aresponse. However, the conditionsin
these two commands have opposite effects. The Next command jumpsto
the next block if the condition evaluatesto true. The UseBlock command
continues to execute commands in the same block if the condition

evaluates to true.
Syntax

UseBl ock: <condition>
Parameters

condi ti on A Boolean expression that indicates the condition for the
current block. If this condition is met, the process continues with the
commands in the same block. If this condition is not met, the process jumps
to the next block.

Example
Thefollowing polling class declaration discovers deviceinterfaces by polling
the MIB-II interfaces table. The class contains several response-handling
blocksthat are each designed to handle a different interface type. The correct
block is selected by a series of UseBlock commands that test the value of the
if Type response variable.

CLASS i f Tabl eConf
{
REQGROUP 0
COVPTYPE 3
METHOD t abl e

i f1ndex 1.3.6.1.2.1.2.2. 1.1
i f Type 1.3.6.1.2.1.2.2.1.3
UseBl ock: EQifType, 30)

# block for DS3 interfaces
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UseBl ock: EQifType, 39)
# bl ock for SONET interfaces

UseBl ock: EQifType, 18)
# block for DSl interfaces
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Quit command

The Quit command is used to stop the processing of aresponse in specific
conditions. When the specified condition is met in aresponse-handling block,
the Quit command causes the system to stop processing the response at this
point. For example, you can use the Quit command to discard responses that
contain either of the following types of data:

e dataabout atable entry that is associated with a component that is not
modelled

e datathat cannot be handled before an associated response is processed

Syntax

Quit: <condition>

Parameters

condi ti on A Boolean expression that indicates the condition for quitting.
If this condition is met, processing of the current response stops.

Example

Thefollowing polling class declaration discovers deviceinterfaces by polling
the MIB-II interfaces table. Entries that describe the ATM interface are
ignored because of the Quit command.

CLASS i f Tabl eConf

{

REQGROUP 0
COMPTYPE 3
METHOD t abl e

i f1ndex 1.3.6.1.2.1.2.2. 1.1
i f Type 1.3.6.1.2.1.2.2.1.3
Quit: EQifType, 37)

UseBl ock: EQifType, 30)

# block for DS3 interfaces

UseBl ock: EQifType, 39)
# bl ock for SONET interfaces
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UseBl ock: EQifType, 18)
# block for DS1 interfaces
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Log command

The Log command is used to issue alog when an unexpected or notable
situation isidentified while processing a response. You can also use this
command for debugging purposes, even while in the field.

Syntax

Log: <log |evel > <l og contents>

Parameters
l og | evel Anexpressionthat specifiesthelevel at whichthelogisissued.
Possible values are MAJOR, MINOR, ERRORS, and INFO.

| og contents An expression that evaluatesto a string specifying the
contents of the issued log.

Note: Processing of this command has been optimized so that if log level
isnot currently selected, the log contents parameter is not eval uated.

Example
Thefollowing polling class declaration discovers deviceinterfaces by polling
the MIB-II interfaces table. The Log command is used to identify the
interfaces found, or to deal with unexpected interface types.

CLASS i f Tabl eConf
{
REQGROUP 0
COVPTYPE 3
METHOD t abl e

i flndex 1.3.6.1.2.1.2.2.1.1
i f Type 1.3.6.1.2.1.2.2.1.3
Quit: EQifType, 37)

UseBl ock: EQifType, 30)

Log: "M NOR' SPCAT("Interface" iflndex, "is DS3")
# block for DS3 interfaces

UseBl ock: EQifType, 39)
Log: "M NOR' SPCAT("Interface" iflndex, "is SONET")
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# block for SONET interfaces

UseBl ock: EQifType, 18)
Log: "M NOR' SPCAT("Interface" iflndex, "is DS1")
# block for DS1 interfaces

Log: “ERRORS" \
SPCAT (“Unexpected interface type:”, ifType)

Note: SPCAT adds a space between the concatenated strings.
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Discover command

The Discover command is used to stop the processing of a response and
schedule a new discovery polling cycle. This command causes the device to
be rediscovered immediately instead of during the next discovery polling
cycle, which may be up to 12 hourslater. Immediate rediscovery is necessary
if the device configuration changes, as can be indicated by the contents of
some responses.

Syntax

Di scover: <condition> [<profile nanme>]

Parameters
condi ti on A Boolean expression that indicates the condition for
rediscovery. If this condition is met, the data collection daemon (DCD)
schedules a new discovery polling cycle and stops processing the response.

profile name An optiona parameter that specifies a different agent
profileto usein the discovery. This parameter is used to replace the current
agent profileif itisnot appropriate for the device. For example, anetwork can
have several versions of devices of the same type supporting different MIBs.
This option is used to switch to the correct agent profile when polling has
discovered which MIB version a device supports.

Note 1: The profile name is the name specified in the agentProf option
in the process global options (.cfg) file, and it is used to derive the agent
profile (.agp) file name.

Note2: If theprofilename doesnot refer to an existing profile, thedevice
is put in the unmanaged state. In this state, polling stops and traps are
discarded.
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Example
The following reachability polling request detects device name changes by
polling the MIB-11 sysName variable. In this example, rediscovery is
performed if the current device name differs from the name derived from the
contents of sysName. The MAKENAME operator processes the sysName
contents to produce a device name in an acceptable format.

CLASS edgeReachability
{

REQGROUP 2

COVPTYPE 2

METHOD si ngl e

# polled vari abl es
sysName 1.3.6.1.2.1.1.5.0

# response handling configuration
Di scover: NE(DEVNAME(), MAKENAME(sysNane))
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Poll command

The Poll command is used to schedule a new state polling cycle. This
command causes a state polling cycle to start immediately instead of at the
next scheduled state polling cycle, which may be up to five minuteslater. This
command ismostly intended for usein trap trand ation records, but it can also
be used in response-handling command blocks if required.

Syntax
Pol | : <condition> [<delay tinme> [<group number>
[ <conponent type> [<instance nunber>]]]]

Parameters
condi ti on A Boolean expression that indicates the condition for
rescheduling. If this condition is met, the data collection daemon (DCD)
schedules a new state polling cycle.

del ay time isaninteger expression that specifies the delay, in seconds,

beforetherequest is scheduled. If the value of this parameter is0, the request
is scheduled with the current time and is added to the ready request queue. If
the value of this parameter is greater than 0O, the current time isincreased by
the specified value and the request is added to the ready request queue. If this
parameter is not specified, none of the following parameters can be specified.

group nunber istheidentifier of the polling request group that must be
scheduled on demand. The only group number that cannot be specified isthe
trap polling group.If this parameter is not specified, neither of the following
parameters can be specified.

conponent type isaninteger expression that identifies the request that
must be scheduled on demand. When you specify this parameter, only the
request group with the matching attributeis scheduled. If this parameter isnot
specified, the following parameter cannot be specified.

i nstance nunber isastring expression that specifies the instanceto be
added to each polled variable table OID to poll asingle row. Thisvalue must
be entered in OID format unlessthe table has only oneinteger in theindex. If
this parameter is not specified, the entire table is polled.
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Assign command
The Assign command isused to create or update variables. The configuration
data language that describes response handling provides this command to
simplify the computation of required character strings or conditional
expressions. The Assign command divides this computation task among
several commands.

Syntax

Assi gn: <variabl e name> <expression>

Parameters
vari abl e name The name given to the variable. The scope of the created
or updated variable is the context created to handle the current response. It
exists only while the current response is processed.

expressi on Any alowed expression that evaluates to a character string.

Example
The following polling class declaration discovers entriesin a port table. The
first Assign command isused to assign astring to the namelocal variable. The
second Assign command is used to append to the local variable information
computed by the previous command.

CLASS edgePor t Conf
{
REQGROUP 0
COVPTYPE 4
METHCOD t abl e

# polling variabl es

board 1.3.6.1.4.1.562.12.1.1.2. 1.1
port 1.3.6.1.4.1.562.12.1.1.2.1.2
status 1.3.6.1.4.1.562.12.1.1.2.1.6

# response handling command bl ock
Assign: nanme [ EQboard, 1) ?\
SPCAT( DEVNAME( ) , “ N\BOARD $") \
SPCAT( DEVNAME(), "BOARD', SUBS(board, 1) ]
Assi gn: name SPCAT(name, "PO', port)
Conpl d: nane
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Cache: SPCAT("PORT", board, port) nanme

Thefirst Assign command assigns a string that depends on the value of the
board polled variable. If thisvariableis 1, the string is obtained by the
concatenation of the device name and the string constant “NWBOARD $". If
this board polled variableisnot 1, the string is obtained by the concatenation
of the device name, the string constant “BOARD”, and the value of the board
polled variable minus 1.

The second Assign command appendsto thelocal variabl e the string constant
PO and port number contained in the port polled variableto thelocal variable.
SPCAT adds a space between the concatenated strings. The namevariable can
subsequently be used to define the component identifier, create the cached
entry, or perform other functions.
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Compid command
Note: This command must not be confused with the Comp_id rule used
in trap translation to define the component identifier attribute of the
resulting alarm.

The Compid command is used to identify a component associated with a
response. Subsequent commands, such as the State and Property commands,
implicitly apply to the component identified by the last Compid command
executed for this response.

The Compid command can also identify a device that is represented by a
proxy agent. A proxy agent can collect device information and report the
device's state to the manager.

The Compid command execution starts with argument validation. If the
component identifier isnot valid, alogisissued and the responseis discarded.

The type of request determines what happens if the component does not
already exist. See the table “ Operations triggered by component status and

request type” (page 111).

Syntax

Conpi d: <expression> [<proxy flag>]

Parameters
expressi on Anexpression that evaluates to a character string which is
used as the component identifier associated with the response.

proxy flag Anoptional parameter that indicatesif the deviceis
represented by a proxy agent. Values allowed are “ standard” and “proxy”.
The“standard” valueindicatesthat thisisareal device; “proxy” indicatesthat
this deviceis represented by a proxy agent. The default is“ standard”.

Note: The proxy flag parameter can only be used for the deviceitself (top
node); it cannot be used for subcomponents of the device.
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Example
Thefollowing polling class declaration is arequest to poll the interface table
for state updates. The Compid command identifies the affected component.

CLASS m b2InterfState
{
REQGROUP 1
COVPTYPE 1
METHOD t abl e

i f1ndex 1.3.6.1.2.1.2.2.1.1
i fAdm nStatus 1.3.6.1.2.1.2.2.1.7
ifQperStatus 1.3.6.1.2.1.2.2.1.8.

Assi gn: nanme CACHE(CAT(“iflndex”, iflndex))
Di scover: EMPTY(nane)
Conpi d: nane
State: [OR(EQifOperStatus, 2), \
NE(i f Admi nStatus, 1)) ? OOS\
AND( EQ(i f Qper Status, 1), \
EQi fAdmi nStatus, 1)) ? INSV \
UNK]
}

Operations
Thefollowing table shows the operationstriggered by the Compid command.
These operations depend on the origin of the request and whether or not the
component already existsin the response.
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Table 6
Operations triggered by component status and request type
Origin of request | Status of Operations triggered by the Compid command
componentin
response
state and component does not « new discovery polling cycle is scheduled

reachability groups already exist . . .
ty group y « processing of the response is terminated

component exists « pointer to a component is recorded for subsequent
commands
discovery group component does not + component is created

(except the device already exist

discovery request) « component type and SNMP table instance

properties are created

component exists « pointer to a component is recorded for subsequent
commands

(Sheet 1 of 3)
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Table 6 (Continued)

Operations triggered by component status and request type

Origin of request | Status of
component in
response

Operations triggered by the Compid command

device discovery component identifier
is the device name

Polling agent verification:

If another polling agent already exists for the same
device name and has established device
reachability, the current polling agent is deleted to
stop processing of the request. Therefore the DCD
avoids polling the same device through multiple
sessions.

If the other polling agent has not yet established
device reachability, it is deleted because the
current agent has received a response from the
device. If the device name of the current agent is
changed, the existing components and
subcomponents are deleted. They are recreated
under a new name by the discovery cycle, starting
with the current response.

Reachability verification:

If the polling agent is marked as unreachable, the
status is changed to reachable.

If the polling agent is marked as unreachable but
the device component already exists, a device
reachable notification is sent to the client
processes.

Device component creation:

If the device component does not already exist, it
is created.

If the device component does not already exist, the
following component properties are added:
component type, IP address, community string,
remote port.

(Sheet 2 of 3)
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Table 6 (Continued)
Operations triggered by component status and request type

Origin of request | Status of Operations triggered by the Compid command
component in
response

device discovery component identifier « component is created
is not the device

name e component type and SNMP table instance

properties are created

(Sheet 3 of 3)
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State command

The State command is used to define the state of the component currently
associated with the response. This command is applied only when the
Compid command has already been executed for the current response
instance. The current response instance does not refer to a previous response
to the same request. The component state is updated if required. A state
notification is sent to client processes whether or not the state has changed.

Note: A state notification isnot sent to client processesif the statewasin
service (INSV) and remains INSV, and no SET/CLEAR alarm was
issued in the interval.

Syntax
State: <expression>

Parameters
expressi on Anexpression that evaluatesto one of the allowed component
state values. Possible values are INSV (in service), OOS (out-of-service),
ISTB (in-servicetroubled), NEX (not existing), and UNK (unknown); seethe
following note. Use of the NEX value is not recommended. A better
alternative for this situation is to use the Quit command before the Compid
command is executed.

Note: Consider consequences carefully before hard-coding the state of a
component. In particular, it is strongly recommended not to set the state
to UNK (unknown). Reachability is determined when the Compid
command isissued in apolling configuration file. If the State command
isissued to set the state to UNK, the reachability can be reset to
unreachable for proxy devices. This situation could cause the DCD to
cycle the node from INS to UNK continuously, which is a problem
because the General Management Data Router (GMDR) treats any UNK
node as an unmanaged node.

Example
Thefollowing polling class declaration is arequest to poll the interface table
for state updates. The State command defines the state of the component.

CLASS m b2InterfState

{
REQGROUP 1
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}

COVPTYPE 1
METHOD t abl e

i flndex 1.3.6.1.2.1.2.2.1.1
ifAdminStatus 1.3.6.1.2.1.2.2.1.7
ifQperStatus 1.3.6.1.2.1.2.2.1.8.

Assi gn: nanme CACHE(CAT(“iflndex”, iflndex))
Di scover: EMPTY(nane)
Conpi d: nane
State: [OR(EQifOperStatus, 2), \
NE(i f Admi nStatus, 1)) ? OOS \
AND( EQ(i f Oper Status, 1), \
EQi f Admi nStatus, 1)) ? INSV \
UNK]

In this example, the device cache is searched for the component identifier
associated with this value of ifindex. The cache entry should have been
created by the corresponding discovery request.

In the case of a new component, there is no cache entry; the device
configuration has changed and must be rediscovered. Use the Discover
command to trigger this rediscovery. Otherwise, the affected component is
identified using the Compld command, and a state based on the
administrative and operational statusindicators is computed.
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Cache command

The Cache command is used to create or update a cache entry. A cache stores
information computed from responses so that it is available to process future
responses or traps. The cache is an information store that islocal to each
polling agent or device. It isrecreated by each discovery polling cyclefor this
device.

For example, the cache can be used to store component identifiers of
subcomponents that are discovered by the discovery palling cycle. This
enables the corresponding request of the state polling cycle to retrieve the
identifiersinstead of recomputing them. A subsequent failure of the cache
search indicates that the table contains an undiscovered component.

The Cache command appears similar to the Property command, but caches
differ from propertiesin several ways. See “Property command” (page 119)
for these differences.

Syntax
Cache: <entry nane> <entry val ue> [<keep fl ag>]
Parameters
entry name A character string that is used as a key to search the cache
store.

entry val ue A character string that specifies the value that can be
retrieved. If this parameter evaluates to an empty string, no cache entry is
created; if acache entry exists, it is destroyed.

keep flag Anoptional parameter that can be used to specify what happens
to the cache entry when a new discovery polling cycle starts. The values
allowed are “keep” and “clean”. If the parameter is absent in a response-
handling command block, it defaultsto “clean”.

Note: These flag values must be specified in double-quotes, for example:

Cache: SPCAT("PORT", board, port) nane "keep"

Normally all the device cache entries are deleted before a discovery polling
cycle startsto berecreated by the discovery requests. The keep flag parameter
saves some cache entries from being destroyed before rediscovery.
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Example
The following polling class declaration discovers entriesin a port table. The
Cache command creates a cache entry.

CLASS edgePor t Conf
{
REQGROUP 0
COWTYPE 4
METHOD t abl e

# polling variabl es

board 1.3.6.1.4.1.562.12.1.1.2. 1.1
port 1.3.6.1.4.1.562.12.1.1.2.1.2
status 1.3.6.1.4.1.562.12.1.1.2.1.6

# response handling command bl ock
Assign: nanme [ EQboard, 1) ? /
SPCAT( DEVNAME( ) , “NWBQARD $") /
SPCAT( DEVNAME(), "BQOARD', SUBS(board, 1)) ]
Assi gn: name SPCAT(name, "PO', port)
Conpl d: nane
Cache: SPCAT("PORT", board, port) nanme

The first Assign command assigns a string that depends on the value of the
board polled variable. If thisvariableis 1, the string is obtained by the
concatenation of the device name and the string constant “NWBOARD $'. If
this board polled variableisnot 1, the string is obtained by the concatenation
of the device name, the string constant “BOARD”, and the value of the board
polled variable minus 1.

The second Assign command appendsto thelocal variabl e the string constant
PO and port number contained in the port polled variableto thelocal variable.
SPCAT adds a space between the concatenated strings. The namevariable can
subsequently be used to define the component identifier, create the cached
entry, or perform other functions.

The Cache command is used to store this component identifier against a key
formed the concatenation of “PORT”, the value of board, and the value of
port. The keep flag parameter is not present, so it defaultsto “clean” which
causes the entry to be deleted before rediscovery.
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If it was necessary to keep the cache entry created when a new discovery
polling cycle starts, this Cache command would have to include an explicit
keep flag, for example:

Cache: SPCAT("PORT", board, port) nane "keep"
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Property command
The Property command is used to create or update component properties.
Each component hasa property list which can store configuration information
discovered through polling for this component. Client processes can retrieve
thisinformation through queryProperty APl requests.

The Property command appears similar to the Cache command. However,
properties differ from cachesin the following ways:

»  Properties are stored at the component level, while cache entries are
stored at the device level.

*  Properties exist until the component is del eted, while cache contents are
reset before each device rediscovery unless prevented by the optional
keep flag parameter.

* Properties can be accessed by any client process, while cache contents
can only be accessed by response-handling or trap translation
commands.

Syntax

Property: <property nane> <property val ue>

Parameters
property name A character string that specifies the name of the property
to be created or updated.

property val ue A character string that specifiesthe new or updated value
of the property.

Example
The standard properties are created automatically. The Property command is
used in specific circumstances. For example, you can use the Property
command to create properties such as version type if several versions of the
same device are being supported.
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Alarm command
Theaarm command isused toissuean alarm asaresult of polling operations.
The command causes the data collection daemon (DCD) to simulate atrap
sent by the device. This extends the list of traps sent by the device. A
corresponding trap translation record must be configured.

For example, an alarm can beissued if a polled variable exceeds a specified
threshold. This alarm has the same effect as atrap with the supplied specific
code and variable list.

Syntax
Alarm <condition> <trap code> <variable |ist>

Parameters
condi ti on A Boolean expressionthat indicatesthe conditionfor thealarm.
If this condition is met, the alarm is issued.

trap_code The specific code of the trap that identifies the trandation
record to use.

Note: If the deviceis currently identified as an SNMPv2 device, an
SNMPVv2 trap issimulated. Thetrap notification OID isthen given by the
following string in the trap file:

enterprise_QOD.0.trap_code

variable list A listof trap variables. Each variableis created with a
string type and an object identifier (OI D) equal to 0.n. These variables can be
included in the alarm comment, for example. They can also be used to
generate the other alarm attributes.

Example
The following declaration is arequest to send a conditional alarm that is
generated by the trap trandation record associated with code 1234:

Alarm GT(errCount, errMax) 1234 errCount err Max

In this example, an alarm is sent if the errCount variable has a value higher
than errMax. The errCount and errMax variables are passed astrap variables
probably to be included in the alarm comment.
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addAddr command

The addAddr command is used to add an address to adevice’'s SNMP agent,
for adevice that can have multiple polling and trap addresses.

Note: This command can only be used on adevice that has the multiple
polling or multiple trap address option enabled. For details, see
multiPoll Addr and multiTrapAddr in “ Run-time options” (page 41).

Syntax
addAddr: <addr> <com® <poll| | trap>

Parameters
addr isthe|P address of the device.

comm isthe community string of the device.

poll | trap isthetype of address, specified as either poll or trap. A
polling address is an address to which polling requests can be sent, and from
which traps can be received. A trap addressis an address from which only
traps can be received. Polling regquests cannot be sent to atrap address.

Example
The following polling class declaration adds an address to adevice.

CLASS ci scoDevSet upConf
{

REQGROUP 0

COVPTYPE 2500

METHOD t abl e

# polling configuration
i pAdEnt Addr 1.3.6.1.2.1.4.20.1.1

# Skip current address

Next: EQi pAdEnt Addr, DEVADDR())

addAddr: i pAdEnt Addr DEVCOMM ) "pol I "

Log: "INFO' CAT("Adding ip address", ipAdEnt Addr)

}

In this example, an IP address is defined by ipAdENtAddr. Thisvariableis
then used to add a polling address to the device.
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clearAddr command

The clearAddr command is used to remove an address from adevice's SNMP
agent. An agent can have multiple polling and trap addresses.

Syntax

cl ear Addr: <addr> <comm® <poll | trap>

Parameters
addr isthe|P address of the device.

comm isthe community string of the device.

poll | trap isthetype of address, specified as either poll or trap. A
polling address is an address to which polling requests can be sent, and from
which trapscan bereceived. A trap addressisan addressfrom which trapscan
be received. Polling requests cannot be sent to a trap address.

Note: You canremoveall of the addressesfor thisdeviceat onceby using
awildcard (*) in place of the parameters for |P address, community
string, and address type. If you use this option, all addresses for this
device will be removed except the current active polling address.

Examples
The following declaration is a request to remove a polling address from the
device agent:

clearAddr: 1.3.6.1.2.1.4.20.1.1 public poll

The following declaration is arequest to remove all trap addresses from the
device:

clearAddr: * * trap
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NewDev command

The NewDev command causes a new device to be discovered immediately.
This command is useful in a situation where one device maintains tables of
addressing information for other devices. The NewDev command triggers
discovery of these other devices from the polling configuration file.

Syntax

NewDev: <addr> <conme <profil e nanme>

Parameters
addr isthe|P address of the device.

comm isthe community string of the device.

profile nane isaparameter that specifiesthe agent profileto useinthe
discovery. This parameter is specified in the agentProf option in the process
global options (.cfg) file, and it is used to derive the agent profile (.agp) file
name.

Example
The following declaration is arequest to discover a new device:

CLASS mi b2DevConf

{
REQGROUP 0
COVPTYPE 1
METHOD t abl e

# polling configuration
i pRouteDest .1.3.6.1.2.1.4.21.1.1

# Skip current address

Next: EQ(i pRout eDest, DEVADDR())

NewDev: i pRout eDest DEVCOMM ) "mi b2"

Log: "INFO' CAT ("Addi ng new device", ipRouteDest)
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Chapter 7

Command expressions used by the SNMP
Surveillance Adapter

This section describes command expressions used by the SNMP Surveillance
Adapter. It contains the following topics:

e “Command expression types’ (page 125)
e “Congtants’ (page 126)

*  “Variables’ (page 128)

*  “Conditional expressions’ (page 129)

See also “Operators used by the SNMP Surveillance Adapter” (page 131).

Note: The examplesin this section are specific to a particular release
level of the SNMP Surveillance Adapter framework and a specific
release level of adevice. Actual system output can change due to
framework enhancements and device updates.

Command expression types
Most of the SNMP Surveillance Adapter command arguments are
expressions that are evaluated before being passed to the command.
Expressions always evaluate to strings. Expressions can subsequently be
converted to integers or booleans if the context requires conversion.

The maximum length of a string resulting from an expression evaluation is
1023 characters. If an expression evaluates to alonger string, it is truncated
and alog isissued. Expressions can be split between several linesif required.
A new line can be started wherever a space can be inserted.
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Constants

The SNMP Surveillance Adapter uses four types of expressions:

e “Congtants’ (page 126)

*  “Variables’ (page 128)

*  “Conditional expressions’ (page 129)

e “Operators used by the SNMP Surveillance Adapter” (page 131)

Constant expressions produce the corresponding value directly. There are
three constant types:

e “Numeric constants’ (page 126)
e “String constants’ (page 126)
» “Predefined constants” (page 127)

Numeric constants

Numeric constants are used to encode integer values. The syntax isadecimal
integer representation which can also be negative. The range covers signed
values from -(283-1) to 253-1.

The following are valid numeric constants:

42
0
- 123456

The following numeric constants are not valid:

-123, 456
-123 456

String constants

String constants are used to encode character string values. The syntax isa
sequence of characters between double quotes. The following characters are
supported:

« dl printable characters except " and \
* \n(carriage return)
o \t(tab)
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*  \\(back dlash)
* \" (double quote)

The following are valid string constants:

"Character String"

"123, 456" (cannot be used if an integer is required)
(enpty string)

"a" (single character string)

"\nError:\t" (escaped characters)

Note: A command line break can occur within a string constant. If more
than one lineisrequired for acommand, each additional line must be
introduced by a*‘\’ at the end of the previousline. The line break can
occur at any place where a blank character could occur. The first non-
blank character of the continuation line is always separated by exactly
one blank from the last non-blank character of the previous line,
excluding the terminating ‘\’.

Predefined constants
For convenience, the following string values are predefined as constants:

»  boolean constants, which are used in conditional expressions

TRUE "1
FALSE "o"

e component state constants, which are used in the State command

| NSV "insv"
(003 "oos"
| STB "isth"
UNK "unk"
NEX "nex"

» timestamp format constants, which are used as parameters for the
TIMESTAMP operator to describe the input format; see“ St ri ng
operators” (page 177)

Note: Predefined constant names are not case sensitive. Two constant
names with only case differences refer to the same constant.
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Variables

Variables are identifiers that are associated with character strings. The scope
of avariableisthe set of commands used to process asingle response or trap.
The value of avariable extracted or computed for a given response is not
accessible for subsequent responses unlessit is specifically stored in the
cache.

Note: Variable names are not case sensitive. Two variable names with
only case differences refer to the same variable.

There are three variable types:

e “Polled variables’ (page 128)

e “Trapvariables’ (page 129)

e “Local variables’ (page 129)

Polled variables

Polled variables are accessible in all command blocks associated with a
polling class. The request declaration contains the name and object identifier
(OID) of objectsthat are polled by this request. When the responseis
received, the value of each of these objectsis extracted, converted to a
character string, and associated with a variable by name. The associated
variable has the name given to the object in the request declaration.

This process allows command expressions to access object values by using
the configured polled object name, and it ensures that a value has been
returned for each polled object. Otherwise, the request is considered to have
failed; an ERROR log isissued and the response is discarded.
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Trap variables
Trap variables are accessible in all command blocks associated with the
translation of aspecific trap. Each trap containsavarbind list. When atrap is
received, the value of each varbind is extracted, converted to a character
string, and associated with a variable that does not have a name. These
variables can subsequently be

e accessed through the VAR operator; see “ Context access operators’
(page 132)

» given names through the Name rule; see “Name” (page 214)

Local variables
The Assign command associates alocal variable name with the string
obtained by evaluating an expression. This variable can then be used in
expressions to access the value of this string. The value of alocal variableis
accessiblein all command blocks only after it has been computed using the
Assign command. For details, see “Assign command” (page 107).

Conditional expressions
A conditional expression isalist of <conditions, value> pairs; the optional
last pair has an implicit condition with avalue of TRUE. The expression
returns avalue associated with thefirst pair that has a condition evaluating to
TRUE. If none of the conditions evaluate to TRUE, the empty string is
returned as the value of the conditional expression.

A conditional expression has the following syntax:
[ <pai r>*]
where <pair> has the syntax:

<expressi on> ? <expressi on>

Thevalue of thefirst expression is converted to aboolean value. 0 and " * are
converted to FAL SE; all other strings are converted to TRUE. Thisfirst value
determinesif the second expression isevaluated. If it isnot, then the next pair
is evaluated. Optionally, the first expression and the’? can be omitted from
thelast pair.
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The following expressions are valid conditional expressions;
[EQ (state, 1) ? INSV EQ (state, 2) ? OOS UNK]

[EQ (board, 1) ? SPCAT (DEVNAME (), "NWBOARD $") \
SPCAT (DEVNAME (), "BOARD', SUBS (board, 1))]
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Chapter 8

Operators used by the SNMP Surveillance

Adapter

The SNMP Surveillance Adapter uses command expressions which include
congtants, variables, conditional expressions, and operators. This section
describes the operators used by the SNMP Surveillance Adapter.

Most devicesonly requireasmall proportion of the many operators supported
for response-handling configuration. Other operators provide rarely-used
functionality that some devices may require. The SNMP Surveillance
Adapter supports operators in the following categories:

e “Context access operators’ (page 132)
e “Ultility operators’ (page 148)

e “Arithmetic operators’ (page 152)

e “Relational operators’ (page 158)

e “Boolean operators’ (page 172)

» “Bit operators’ (page 175)

e “String operators’ (page 177)

See also “Operator syntax” (page 132).

Note: The examplesin this section are specific to a particular release
level of the SNMP Surveillance Adapter framework and a specific
release level of adevice. Actual system output can change due to
framework enhancements and device updates.
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Operator syntax

An expression is most often in the form of an operator call, which has the
following syntax:

<operat or name>(<argl>, <arg2>, ...)

where:

argl isthefirst argument
arg2 isthe second argument
and so on.

The syntax is easy to write, parse, and extend if more operators are required.
Each argument isitself an expression; this allows complex expressionsto be
written. To simplify overly complex expressions, use local variables to
evaluate partial expressions.

Context access operators

Context access operators are used to extract information from either a polled
object or the polling agent. Specifically, these operators are used to extract
contextual information from

» thedevice associated with the current operation
e thetrap being translated

e the SNMP response processed

+ thedevice cache

» theprocess cache

For atable showing all of the context access operators, see “ Summary of
context access operators’ (page 133).

For details and examples of each context access operator, see the following
sections:

*  “VAROID" (page 135)

+  “VARTYPE” (page 136)
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«  “VARINDEX” (page 136)
«  “DEVNAME’ (page 137)
.« “NODETYPE” (page 139)
«  “DEVTYPE" (page 139)

.« “DEVCOMM” (page 139)
- “DEVADDR’ (page 140)

«  “DEVPORT” (page 140)

. “DEVOID” (page 141)

.« “DEVREACH” (page 141)
«  “CACHE’ (page 142)

«  “PCACHE’ (page 142)

«  “VAR’ (page 143)

«  “VAR?2’ (page 144)

« “GENERIC’ (page 145)

. “SPECIFIC’ (page 146)

«  “VERSION” (page 146)

«  “TRAPOID” (page 147)

«  “SYSUPTIME’ (page 148)

Su mmary of context access operators
The following table lists each context access operator, its required argument
format, and the contents of the string it returns.
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Table 7
Context access operators

Context access operator

String contents returned

VARQO D( <pol | ed var>)

VARTYPE( <pol | ed var >)

VARI NDEX( <pol | ed var >)

DEVNAVE( )
NODETYPE( )

DEVTYPE()

DEVCOVM )
DEVADDR( )
DEVPORT( )

DEVA X()

DEVREACH( )

CACHE( <search key>)

PCACHE( <search key>)

VAR(<vari abl e | D>)

VAR2(<vari abl e | D>)

GENERI ()

OID of this polled variable

polled or trap variable is one of the following: integer, string,
objectld, address, integer64

variable table index, which is the concatenation of all index
values required to access this specific variable instance in the
MIB table that contains it

device name currently associated with the polling agent

node type of the device, which is the first token of the device
name or the Preside Multiservice Data Manager device
category

device type, which is the numeric identifier associated with the
polling agent profile

community string currently associated with the polling agent
IP address currently associated with the polling agent

remote port number currently associated with the polling agent
format

enterprise OID currently associated with the polling agent,
which is the first OID declared using the oidFilter option in the
.agp file

"1" if the polling agent is currently reachable, or "O" if it is not
reachable

value associated with the cache entry if found, or empty string
if it is not found

value associated with the cached entry if found, or empty string
if it is not found

value of the specified trap variable if found, or empty string if it
is not found

value of the specified trap variable if found, or empty string if it
is not found

generic code of the trap currently translated

(Sheet 1 of 2)
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Table 7
Context access operators (Continued)

Context access operator String contents returned

SPECI FI () specific code of the trap currently translated

VERSI ON() SNMP version flag of the trap as “0” or “1”

TRAPQO () enterprise OID for SNMPVL1 trap, or notification OID for

SNMPV2 trap
SYSUPTI ME() timestamp in header of SNMPv1 trap, or value of the first

variable in SNMPV2 trap

(Sheet 2 of 2)

VAROID

This section describes the VAROID operator.

Syntax
VARO D( <pol | ed var >)

Arguments
This operator requires the polled variable name. Thisisthe name specifiedin
this variable declaration at the beginning of the polling class declaration.

Function
This operator returns a string containing the object identifier (OID) of this
variable in the SNM P response being processed.

Errors
The following errors are possible with this operator:

» theargument is not a variable name
* thevariable does not exist

» thevariable has no OID, which meansit is not a polled variable
With all errors, an error log isissued and an empty string is returned.

Example
If the declaration of an SNMP request scanning the interface table contains
the variable declaration

| f Oper St at us 1.3.6.1.2.1.2.2.1.8
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Then VAROID(IfOperstatus) could return the value
"1.3.6.1.2.1.2.2.1.8.25"

where “25" represents the index of the specific instance returned in the MI1B
table being scanned.

VARTYPE
This section describes the VARTY PE operator.

Syntax
VARTYPE( <pol | ed var>)

Arguments
This operator requires the polled variable name. Thisisthe name specified in

this variable declaration at the beginning of the polling class declaration.

Function
This operator returns a string containing the type of the variable as one of

“integer”, “string”, “objectid”, “address”, or “integer64” .
Errors

The following errors are possible with this operator:

» theargument is not a variable name

» thevariable does not exist
With all errors, an error log isissued and an empty string is returned.

Example
If the declaration of an SNMP request scanning the interface table contains

the variable declaration
| f Oper St at us 1.3.6.1.2.1.2.2.1.8
Then VARTY PE(IfOperStatus) would return the value
"integer"

VARINDEX
This section describes the VARINDEX operator.

Syntax
VARI NDEX( <pol | ed var >)
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Arguments
This operator requires the polled variable name. Thisisthe name specifiedin

this variable declaration at the beginning of the polling class declaration.

Function
This operator returns a string containing the variable index. Thisisthe MIB

table index of the variable instance contained in the SNM P response being
processed.

Errors
The following errors are possible with this operator:

» theoperatorisusedin atrap trandation expression; thereisno associated
SNMP request

» theargument is not a variable name
* thevariable does not exist

» thevariableisnot apolled variable
With all errors, an error log isissued and an empty string is returned.

Example
If the declaration of an SNMP request scanning the interface table contains

the variable declaration
| f Oper St at us 1.3.6.1.2.1.2.2.1.8

And if the OID associated with this variable in the response processed is
| f Oper St at us 1.3.6.1.2.1.2.2.1.8.25

Then VARINDEX (IfOperStatus) would return the value
" ogn

DEVNAME
This section describes the DEVNAME operator.

Syntax
DEVNAME( )

Arguments
There are no arguments required.
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Function
This operator returns a string containing the name currently associated with

the device. This name normally contains the node type, and it may have been
defined by any of the following:

» thecontents of aseed file entry

e aparameter supplied to the dcdAddNode script

« information obtained from the device through polling

» thelP address and the community string extracted from atrap received

from adevice that has not yet been discovered

Errors
This function does not produce any error logs.

Example
If al of the following conditions are true:

» thenodeType associated with adeviceis XYZ
» thedevice has been discovered through trap-based discovery

» thedevice's real name has not yet been discovered through polling

Then DEVNAME() could return
"XYZ PUBLI C_45. 130. 40. 12"

NODETYPE
This section describes the NODETY PE operator.

Syntax
NODETYPE( )

Arguments
There are no arguments required.

Function
This operator returnsa string containing the node type of the device, whichis

the component category associated at the top level with the device itself.

Errors
This function does not produce any error logs.
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Example
For an iBWA 5100 base station device, NODETY PE() returns

" RBSE"

DEVTYPE
This section describes the DEVTY PE operator.

Syntax
DEVTYPE()
Arguments
There are no arguments required.

Function
This operator returns a string containing the device type, which isthe number
associated with the device profile used to manage the device.

Errors
This function does not produce any error logs.

Example
For a Passport 4460 device, DEVTY PE() returns
" n

DEVCOMM
This section describes the DEVCOMM operator.

Syntax
DEVCOMM )
Arguments
There are no arguments required.

Function
This operator returns a string containing the device community string.

Errors
This function does not produce any error logs.
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Example
In most cases, DEVCOMMY() returns

"public"

DEVADDR
This section describes the DEVADDR operator.

Syntax
DEVADDR( )

Arguments
There are no arguments required.

Function
This operator returns a string containing the | P address currently used to poll
the device. Thisstring isin a.b.c.d format.

Errors
This function does not produce any error logs.

Example
DEVADDR() could return
"45,135.43. 17"

DEVPORT
This section describes the DEVPORT operator.

Syntax
DEVPORT( )

Arguments
There are no arguments required.

Function
This operator returns a string containing the UDP port number of the SNMP
agent on the device.

Errors
This function does not produce any error logs.
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Example
In most cases, DEVPORT() returns

"161"

DEVOID
This section describes the DEVOID operator.

Syntax
DEVO ()

Arguments
There are no arguments required.

Function
This operator returns a string containing the first object identifier (OID)
specified by an oidFilter option in the agent profile configuration file.

Errors
This function does not produce any error logs.

Example
For a Passport 4460 device, DEVOID() returns
"1.3.6.1.4.1.335.1.4"

This string is the sysOid of these devices.

DEVREACH
This section describes the DEVREACH operator.

Syntax
DEVREACH( )

Arguments
There are no arguments required.

Function

This operator returns a string containing “1” if the deviceis currently
responding to SNMP requests meaning that it is reachable, and “0” if the
deviceisnot responding and so is unreachable.

Errors
This function does not produce any error logs.

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



142 Chapter 8 Operators used by the SNMP Surveillance Adapter

Example
For devicesthat are currently responding to polling requests, DEVREACH()
returns

"

CACHE
This section describes the CACHE operator.

Syntax
CACHE( <search key>)

Arguments
This operator requires a character string containing the key of the required

entry in the device cache.

Function

This operator searches the device cache for an entry with the specified key. If
the entry is found, the cached value is returned; otherwise an empty string is
returned.

Errors
The following errors are possible with this operator:
* theargument is missing

* theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
If a device cache contains an entry defined by the response-handling
command

Cache: "Iflndex 25" "CI'S OIT50 CARD 10 PO 4"
Then CACHE(“IfIndex 25”) would return
"Cl'S OIT50 CARD 10 PO 4"

PCACHE
This section describes the PCACHE operator.

Syntax
PCACHE( <sear ch key>)
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VAR

Arguments
This operator requires a character string containing the key of the required
entry in the DCD process cache.

Function

This operator searches the process cache for an entry with the specified key.
If the entry isfound, the cached value is returned; otherwise an empty string
isreturned.

Errors

The following errors are possible with this operator:

* theargument is missing

» theevaluation of the argument fails

With all errors, an error log isissued and an empty string is returned.

Example

If a process cache contains an entry defined by the process configuration file
Cache: "Addr region":"South Mntreal"

Then PCACHE(*Addr region”) would return

"South Montreal "

This section describes the VAR operator.

Syntax
VAR(<vari abl e | D>)

Arguments
This operator requires a character string specifying the index (starting at 0),
or the object identifier (OID) of atrap variable.

Function

This operator searches the list of trap variables for the specified variable and
if thevariableisfound, itsvalueis converted to a string representation which
isthe value returned. If the variable is not found, an empty string is returned.
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VAR2

Note: If VAR isused for an SNMPv2 trap with an argument specifying
theindex of avariable, the first two default variables are skipped so that
VAR(O0) returnsthe third variable in the list. Thisthird variableisthe
same as the first variable in the corresponding SNMPv1 trap.

Errors
The following errors are possible with this operator:

* theargument is missing
» theevaluation of the argument fails

» theindex specified is higher than the number of variablesin the list
With all errors, an error log isissued and an empty string is returned.

Example
If ageneric linkDown trap isreceived, VAR(0) will return the contents of the

first trap variable which isthe IfIndex of thelink interface that is going down.

This section describes the VAR?2 operator.

Syntax
VAR2(<vari abl e | D>)

Arguments
Thisoperator requiresthe character string specifying either theindex (starting

at 0), or the abject identifier (OID) of atrap variable.

Function

This operator searchesthe list of trap variables for the specified variable and
if thevariableisfound, itsvalueis converted to a string representation which
is the value returned. If the variable is not found, an empty string is returned.

Note: If VARZ2 isused for an SNMPv2 trap with an argument specifying
the index of avariable, the first two default variables are not skipped so
that VAR2(0) returns the sysUptime. ThissysUptimeis always stored in
the first variable of an SNMPv2 trap.
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Errors
The following errors are possible with this operator:

e theargument is missing
e theevauation of the argument fails

» theindex specified is higher than the number of variablesin the list
With all errors, an error log isissued and an empty string is returned.

Examples
For SNMPv2 traps only:

*  VAR2(0) returnsthe sysUpTime variable
*  VAR2(1) returnsthe trap notification object identifier (OID)
*  VAR2(n), wherenisavalue greater than 1, returnsthe same variable as

VAR(N-2)

GENERIC
This section describes the GENERIC operator.

Syntax
GENER C()

Arguments
There are no arguments required.

Function

This operator returns a string contai ning the generic code of thetrap currently
translated. It can only be used with SNMPv1 traps. If it isused with SNMPv2
traps, an empty string is returned.

Errors
The following errors are possible with this operator:
« thisfunction is called from the response-handling code

e thecurrent trap isan SNMPv2 trap

With all errors, an error log isissued and an empty string is returned.
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Example
If the trap currently trandated is a generic linkDown trap, GENERIC()
returns

"o

SPECIFIC
This section describes the SPECIFIC operator.

Syntax
SPECI FI ()
Arguments
There are no arguments required.

Function

Thisoperator returnsastring containing the specific code of thetrap currently
translated. It can only be used with enterprise SNMPv1 traps, and it requires
ageneric code of 6. If the generic codeis other than 6, the specific code of the
trap isundefined. If thisfunction isused with SNM Pv2 traps, an empty string
isreturned.

Errors

The following errors are possible with this operator:

» thisfunction is called from the response-handling code
e thecurrent trap isan SNMPv2 trap

» thecurrent trap isageneric trap
With all errors, an error log isissued and an empty string is returned.

Example
If the trap currently translated is a Passport 4400 systemReset trap,
SPECIFIC() returns

" g

VERSION
This section describes the VERSION operator.

Syntax
VERSI ON()
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Arguments
There are no arguments required.

Function
This operator returns a string containing the SNMP version flag of the trap
where:

e “0" means SNMPv1l
e “1" means SNMPv2
Errors

The possible error with this operator is that the function is called from the
response-handling code.

With all errors, an error log isissued and an empty string is returned.
Example
For a generic linkDowntrap, VERSION() would return

"o

TRAPOID
This section describes the TRAPOID operator.

Syntax
TRAPQO DX()

Arguments
There are no arguments required.

Function
This operator returns a string containing the enterprise object identifier (OID)
for an SNMPv1 trap, and the notification OID for an SNMPv2 trap.

Errors
The possible error with this operator is that the function is called from the
response-handling code.

With all errors, an error log isissued and an empty string is returned.
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Example
For a Shasta SNMPv1 trap, TRAPOID() would return

"1.3.6.1.4.1.3199.10.1"

SYSUPTIME

This section describes the SY SUPTIME operator.
Syntax
SYSUPTI ME()
Arguments
There are no arguments required.

Function

This operator returns a string containing the timestamp contained in the
header of an SNMPV1 trap, or the value of the first variable of an SNMPv2
trap. Thisfirst variable is aways the value of the SysUpTime MIB variable.

Errors
The possible error iswith this operator is that the function is called from the
response-handling code.

With all errors, an error log isissued and an empty string is returned.

Example
For any trap, SY SUPTIME() returns a value such as
"1357654"

This value is the number of seconds since the last device restart.

Utility operators

Utility operators are used for convenience. These operators
»  provide access to useful UNIX procedures
» replace more complex expressions that may be used often

For atable showing all of the utility operators, see “ Summary of utility
operators’ (page 149).
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For details and examples of each utility operator, see the following sections:
«  “HOSTNAME’ (page 149)

«  “IFTNAME" (page 150)

«  “IFTCOMP’ (page 151)

Summary of utility operators

Table 8
Utility operators

The following table lists each utility operator, its required argument format,
and the contents of the string it returns.

Utility operator

String contents returned

HOSTNAME
(<I'P addr>)

I FTNAMVE( <nun®)

| FTCOVP( <nun®)

Bl TSTR( <nun®)

buffer containing the host name based on the IP address. If the
host name does not exist, the string will be empty.

value of the expression
CAT(“iflndex”, <nunp)

The | FTNAME operator is a convenience operator used to
process entries from the device interface table.

value of the expression
CACHE( | FTNAME( <nun®))

The | FTCOWP operator is a convenience operator used to
process entries from the device interface table.

value of the expression
CACHE( | FTNAME( <nun®) )

The | FTCOVP operator is a convenience operator used to
process entries from the device interface table.

HOSTNAME

This section describes the HOSTNAME operator.

Syntax
HOSTNAME (<I P addr >)
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Arguments
This operator requires a character string specifying the device IP address in
ab.c.d format.

Function

The network host tables are searched using the UNIX procedure
gethostbyaddr. The corresponding host nameisreturned if found. Otherwise,
the operator returns an empty string.

Errors
The following errors are possible with this operator:

* theargument is missing
» theevaluation of the argument fails

* thelPaddressisinvalid
With all errors, an error log isissued and an empty string is returned.

Example
HOSTNAME("45.135.23.17") could return

" PARI S24"

IFTNAME
This section describes the IFTNAME operator.

Syntax
| FTNAVE( <nun®)

Arguments
This operator requires acharacter string representing an interface table index.

Function
The convenience operator used in the processing of entriesfrom theinterface
table returns the value of the expression “ CAT (“ifIndex”, <num>)" where:

num isthe value of the argument supplied

Errors
The following errors are possible with this operator:

* theargument is missing
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e theevauation of the argument fails
With all errors, an error log isissued and an empty string is returned.
Example

IFTNAME("25") returns
"i flndex25"

IFTCOMP
This section describes the IFTCOMP operator.

Syntax
| FTCOVP( <nun®)

Arguments
This operator requires acharacter string representing an interface table index.

Function

The convenience operator used in the processing of entriesfrom theinterface
table returns the value of the expression “CACHE(IFTNAME(<num>))
where:

num isthe value of the argument supplied

Errors
The following errors are possible with this operator:

* theargument is missing

» theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
If a device cache contains an entry defined by the response handling

command

Cache: | FTNAME(25) "CI'S OIT50 CARD 10 PO 4"
then IFTCOMP(25) would return

Cl'S OrT50 CARD 10 PO 4
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Arithmetic operators

Arithmetic operators are used to perform numeric calculations on string
argumentsthat are integer values, possibly signed, in decimal format. All
calculations are done in 64-hit integer arithmetic. If conversion of one of the
arguments to the corresponding integer value fails, alog isissued and the
empty string is returned.

For atable showing all of the arithmetic operators, see “ Summary of
arithmetic operators’ (page 152).

For details and examples of each arithmetic operator, see the following
sections:

« “ABS’ (page 153)

*  “NEG” (page 154)

* “ADD” (page 154)

* “SUBS’ (page 155)

*  “MULT" (page 156)

e “DIVIDE" (page 157)

* “REM” (page 158)

Summary of arithmetic operators
The following table lists each arithmetic operator and the contents of the
string it returns.

Table 9
Arithmetic operators
Arithmetic operator String contents returned
ABS( <ar g>) absolute value of the integer value represented by the
argument
NEQ <ar g>) product of the integer value represented by the argument and
-1
ADD( <ar gl>, <arg2>) sum of the integer values represented by the arguments
(Sheet 1 of 2)
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Table 9
Arithmetic operators (Continued)
Arithmetic operator String contents returned
SUBS(<argl>, <arg2>) difference between the integer value represented by the first
argument and the integer value represented by the second
argument
MULT(<ar gl>, <arg2>) product of the integer value represented by the first argument

Dl VI DE( <ar gl>,

REM <ar gl>, <arg2>) remainder of the division of the integer value represented by

and integer value represented by the second argument

<arg2>) truncated value of the division of the integer value represented
by the first argument by the integer value represented by the
second argument

the first argument by the integer value represented by the
second argument

The value of the result is defined by the expression
<argl> - MJULLT(D VI DE(<argl>, <arg2>), <arg2>)

(Sheet 2 of 2)

ABS

This section describes the ABS operator.

Syntax
ABS( <ar g>)

Arguments
This argument required for this operator is a character string representing an
integer value that may be signed.

Function
The operator returns a character string representing the corresponding
absol ute value.

Errors
The following errors are possible with this operator:

e theargument is missing
» theevauation of the argument fails

» theargument cannot be converted to an integer value
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With all errors, an error log isissued and an empty string is returned.
Example
ABS(*-12345") returns

"12345"

NEG

This section describes the NEG operator.

Syntax
NEG( <ar g>)

Arguments
This operator requires a character string representing ainteger value that may
be signed.

Function
This operator returns a character string representing the signed inverted
integer value.

Errors
The following errors are possible with this operator:

e theargument is missing
* theevaluation of the argument fails

» theargument cannot be converted to an integer value
With all errors, an error log isissued and an empty string is returned.

Example

NEG(-12345) returns
"12345"

NEG(“2468") returns
"-2468"

ADD
This section describes the ADD operator.
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SUBS

Syntax
ADD( <ar g1>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isa character string representing an integer value that may be
signed

e arg2 isa character string representing an integer value that may be
signed

Function
The operator returns a character string representing the sum of the two

arguments.

Errors
The following errors are possible with this operator:

e anargumentismissing
» theevaluation of an argument fails

e anargument cannot be converted to an integer value
With all errors, an error log isissued and an empty string is returned.

Example
ADD("-35", 5) returns

"_30"

This section describes the SUBS operator.

Syntax
SUBS( <ar gl1>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isa character string representing an integer value that may be
signed

e arg2 isa character string representing an integer value that may be
signed
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MULT

Function
The operator returns a character string representing the subtraction of the

second argument from the first.

Errors
The following errors are possible with this operator:

e anargumentismissing
» theevaluation of an argument fails

e anargument cannot be converted to an integer value
With all errors, an error log isissued and an empty string is returned.

Example
SUBS(*-35", 5) returns

"_ 40"

This section describes the MULT operator.

Syntax
MULT(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isa character string representing an integer value that may be
signed

e arg2 isa character string representing an integer value that may be
signed

Function
This operator returns a character string representing the product of the two

arguments.

Errors
The following errors are possible with this operator:

e anargumentismissing

e theevauation of an argument fails
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e anargument cannot be converted to an integer value
With all errors, an error log isissued and an empty string is returned.

Example
MULT("“-35", 5) returns

"-175"

DIVIDE
This section describes the DIVIDE operator.

Syntax
DI VI DE( <argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isa character string representing an integer value that may be

signed

e arg2 isa character string representing an integer value that may be
signed

Function

This operator returns a character string representing the truncated quotient of
the first argument divided by second.

Errors
The following errors are possible with this operator:

e anargument is missing
e theevauation of an argument fails
e anargument cannot be converted to an integer value

e thevalue of the second argument is 0
With all errors, an error log isissued and an empty string is returned.

Example
DIVIDE(*-35", 3) returns

"_10"
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REM
This section describes the REM operator.

Syntax
REM <ar gl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isa character string representing an integer value that may be

signed

e arg2 isa character string representing an integer value that may be
signed

Function

The operator returns a character string representing the integer remainder of
the division of the first argument by the second.

Note: The value returned is always defined by the expression:

SUBS(<argl> MJILT( DI VIDE(<argl> <arg2>), <arg2>))

Errors
The following errors are possible with this operator:

e anargumentismissing
e theevauation of an argument fails
e anargument cannot be converted to an integer value
e thevalue of the second argument is 0
With all errors, an error log isissued and an empty string is returned.
Example
REM(“-35", 3) returns
n_gn

Relational operators

Relational operators are used to test if their arguments meet a specific
condition. If the condition is met, the value returned is 1. If the condition is
not met, the value returned is 0.

241-6001-118 15.1RSUP



Chapter 8 Operators used by the SNMP Surveillance Adapter 159

For EQ, NE, GT, LT, GE, and LE operators, if both arguments represent
numerical values, a numeric comparison is performed. Otherwise, lexical
ordering based on ASCI| character codes is tested.
The following example shows anumerical comparison:

EQ " 001", "1")
A value of 1 isreturned because the numerical values are equal ; the condition
ismet. Thisis different from the following example:

EQ " 12, 345", 12345")
A value of 0 isreturned because the first argument is not a numerical value
and the character strings are not identical; the condition is not met.

For atable showing all of therelational operators, see“ Summary of relational
operators’ (page 160).

For details and examples of each relational operator, see the following
sections:

*  "EQ" (page 160)

«  “NE’ (page 161)

. “GT” (page162)

«  “LT” (page 163)

«  “GE’ (page 164)

« “LE’ (page 165)

«  “EMPTY” (page 166)
«  “NUM” (page 167)

.«  “HEX” (page 168)

«  “ALNUM" (page 168)
« “LEFT” (page 169)

«  “RIGHT” (page 170)
«  “IN” (page 171)
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Summary of relational operators
The following table lists each relational operator and the condition it tests.

Table 10
Relational operators

Relational operator

Condition verified

EQ <argl>, <arg2>)
NE( <ar gl1>, <arg2>)
GlI(<argl>, <arg2>)
LT(<argl>, <arg2>)
GE(<argl>, <arg2>)

LE(<argl>, <arg2>)

EMPTY( <ar g>)
NUM <ar g>)
HEX( <ar g>)
ALNUM <ar g>)

LEFT(<argl>, <arg2>)
Rl GHT(<ar g1>, <arg2>)

I N(<argl>, <arg2>)

if the two arguments are equal

if the two arguments are not equal

if the first argument is greater than the second argument
if the first argument is less than the second argument

if the first argument is greater than or equal to the second
argument

if the first argument is less than or equal to the second
argument

if the argument is an empty string
if the argument represents a numerical value
if the argument contains only hexadecimal characters

if the argument contains only alphanumeric characters (letters
or digits)

if the second argument is the leading part of the first argument

if the second argument is the terminating part of the first
argument

if the second argument is a substring of the first argument

EQ

This section describes the EQ operator.

Syntax

EQ <argl>, <arg2>)

Arguments

This operator requires two arguments where:

e argl isacharacter string

241-6001-118 15.1RSUP




Chapter 8 Operators used by the SNMP Surveillance Adapter 161

NE

e arg2 isacharacter string

Function

The operator returns“1” if the two arguments are equal. The operator returns
“0" otherwise. If both arguments can be converted to numerical values, a
numerical comparison is performed. Otherwise, lexical ordering based on
ASCII character codes is tested.

Errors
The following errors are possible with this operator:

e anargument ismissing

» theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.

Example
EQ(“001", 1) returns

L

because the numerical values are equal.

EQ("12,345", “12345") returns
"o

because the first argument is not a numerical value and the character strings
arenot identical.

This section describes the NE operator.

Syntax
NE( <ar g1>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string
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Function
This operator returns“1” if the two arguments are not equal. Otherwise, the

operator returns“0”. If both arguments can be converted to numerical values,
anumerical comparison is performed. Otherwise, lexical ordering based on
ASCII character codes is tested.

Errors
The following errors are possible with this operator:

e anargumentismissing
» theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.
Example
NE(“001", 1) returns
"o

because the numerical values are equal.

NE(*12,345", “12345") returns
L

because the first argument is not a numerical value and the character strings
arenot identical.

GT
This section describes the GT operator.

Syntax
GT(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string
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LT

Function
This operator returns“1” if the first argument is greater than the second. The

operator returns “0” otherwise. If both arguments can be converted to
numerical values, a numerical comparison is performed. Otherwise, lexical
ordering based on ASCII character codes is tested.

Errors
The following errors are possible with this operator:

e anargumentismissing
» theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.
Example
GT(“001", -5) returns
wqn

because the first numerical value is greater than the second.

GT(*12,345", “12345") returns
"o

because the first argument is not numerical and the ASCII code of *; (44) is
less than the ASCII code of ‘3’ (51).

This section describes the LT operator.

Syntax
LT(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string
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GE

Function
This operator returns “1” if the first argument is less than the second. The

operator returns “0” otherwise. If both arguments can be converted to
numerical values, a numerical comparison is performed. Otherwise, lexical
ordering based on ASCII character codes is tested.

Errors
The following errors are possible with this operator:

e anargumentismissing
» theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.
Example
LT(*001" -5) returns
"o

because the first numerical value is not less than the second.

LT(*12,345", “12345") returns
L

because the first argument is not numerical and the ASCII code of *; (44) is
less than the ASCII code of ‘3’ (51).

This section describes the GE operator.

Syntax
GE(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string
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LE

Function

This operator returns “1” if the first argument is greater than or equal to the
second. The operator returns “0” otherwise. If both arguments can be
converted to numerical values, anumerical comparison is performed.
Otherwise, lexical ordering based on ASCII character codes is tested.

Errors
The following errors are possible with this operator:

e anargument is missing

» theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.

Example
GE(“001", -5) returns

"

because the first numerical value is greater than the second.

GE(*12,345", “12345”) returns
"o

because the first argument is not numerical and the ASCII code of *; (44) is
less than the ASCII code of ‘3’ (51).

This section describes the LE operator.

Syntax
LE(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string
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Function
This operator returns “1” if the first argument is less than or equal to the

second. The operator returns “0” otherwise. If both arguments can be
converted to numerical values, anumerical comparison is performed.
Otherwise, lexical ordering based on ASCII character codesis tested.

Errors
The following errors are possible with this operator:

e anargumentismissing
» theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.
Example
LE(*001", -5) returns
"o

because the first numerical value is greater than the second.

LE("12,345", “12345") returns
L

because the first argument is numerical and the ASCII code of ‘' (44) isless
than the ASCII code of ‘3’ (51).

EMPTY
This section describesthe EMPTY operator.

Syntax
EMPTY( <ar g>)

Arguments
This operator requires a character string.

Function
This operator returns “1” if the argument is an empty string. Otherwise, the

operator returns“0”.
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NUM

Errors
The following errors are possible with this operator:

e theargument is missing

e theevauation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
EMPTY (“ABCD”) returns

"

because the argument is not an empty string.

EMPTY (“”) returns
wqn

This section describes the NUM operator.

Syntax
NUM <ar g>)

Arguments
This operator requires a character string.

Function
Thisoperator returns“1” if the argument can be converted to an integer val ue.

Otherwise, the operator returns “0”.

Errors
The following errors are possible with this operator:

* theargument is missing

» theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
NUM (“-1234") returns

L
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NUM(“12,345") returns
" "
HEX

This section describes the HEX operator.
Syntax
HEX( <ar g>)
Arguments
This operator requires a character string.

Function
This operator returns“1” if the argument contains only hexadecimal
characters. Otherwise, the operator returns“0”.

Errors
The following errors are possible with this operator:
* theargument is missing

* theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.
Example
HEX(*AaBbCcD") returns
wq
HEX(*AB-CD") returns
"

ALNUM
This section describes the ALNUM operator.

Syntax
ALNUM <ar g>)

Arguments
This operator requires a character string.
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Function
This operator returns“1” if the argument contains only a pha-numerical

characters. Otherwise, the operator returns“0”.
Errors
The following errors are possible with this operator:
e theargument is missing
» theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.
Example
ALNUM(“123ABcd”) returns
wqn

ALNUM(*12,345")
The comma here causes the operator to return

"

ALNUM(* ABCD")
The leading space here causes the operator to return

e

LEFT
This section describes the LEFT operator.

Syntax
LEFT(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string

Function
This operator returns“1” if the second argument formsthe leading part of the

first.
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Errors
The following errors are possible with this operator:

e anargumentismissing

e theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.

Example
LEFT(*ABCDE”", “AB”) returns
wqn

LEFT(*ABCDE", “ A”)
The leading space in the second argument causes the operator to return

"

RIGHT
This section describes the RIGHT operator.

Syntax
Rl GHT( <ar g1>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string

Function
This operator returns“1” if the second argument forms the last part of the
first.

Errors
The following errors are possible with this operator:

e anargument is missing

» theevaluation of an argument fails

With all errors, an error log isissued and an empty string is returned.
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Example

RIGHT(*ABCDE”, “DE”") returns
wyn

RIGHT(*ABCDE”", “de") returns
" "

This section describes the IN operator.

Syntax
I N(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isacharacter string

e arg2 isacharacter string

Function
This operator returns“1” if the second argument forms a substring of thefirst.

Errors
The following errors are possible with this operator:
e anargumentismissing

» theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.
Example
IN(“ABCDE", “BC") returns
wqn

I N(HABCDEH , “ A")
The leading space in the second argument that is not present in the first
argument causes the operator to return

e
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Boolean operators

Boolean operators are used to combine Boolean valuesin order to produce
another Boolean value. Although all arguments are strings, or converted to
strings, they are first converted to Boolean values before the operator is
applied. "0" and the empty string are converted to FALSE. All other strings
are converted to TRUE.

For atable showing all of the Boolean operators, see “ Summary of Boolean
operators’ (page 172).

For details and examples of each Boolean operator, see the following
sections:

*  “NOT” (page 173)

*  “AND” (page 173)

+ “OR’” (page 174)

Summary of Boolean operators

Table 11
Boolean operators

The following table lists each Boolean operator and the value returned for
different arguments.

Boolean operator

Value returned

NOT( <ar g>) TRUE if its argument evaluates to FALSE

FALSE if its argument evaluates to TRUE
AND( <ar g1>, ) TRUE if all the arguments evaluate to TRUE

FALSE if any arguments evaluate to FALSE

This operator accepts a variable number of arguments.
OR(<argl>, J) TRUE if at least one of the arguments evaluates to TRUE

FALSE if all of the arguments evaluate to FALSE

This operator accepts a variable number of arguments.
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NOT

This section describes the NOT operator.
Syntax
NOT( <ar g>)
Arguments
This operator requires a character string.

Function
This operator returns TRUE if the argument is FALSE. Otherwise, the

operator returns FALSE.
Errors
The following errors are possible with this operator:
* theargument is missing
» theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.
Example
NOT( IN(*ABCD”, “bc")) returns
TRUE
NOT(EMPTY (*ABCD”")) returns
TRUE

AND
This section describes the AND operator.

Syntax
AND( <argl>, ...)

Arguments
This operator accepts a variable number of argumentswhich are al character
strings converted to Boolean values.

Function
This operator returns TRUE if all of the arguments evaluate to TRUE.

Otherwise, the operator returns FAL SE.
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OR

Errors
The following errors are possible with this operator:

e anargumentismissing

e theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.

Example
AND(IN(*ABCDEFG”, “BC"), RIGHT(“ABCDEFG”, “FG")) returns

TRUE

This section describes the OR operator.

Syntax
OR(<argl> ...)

Arguments
Thisoperator acceptsavariable number of argumentswhich are all character

strings converted to Boolean values.

Function
This operator returns TRUE if one of the arguments evaluates to TRUE.

Otherwise, the operator returns FAL SE.

Errors
The following errors are possible with this operator:

e anargument is missing

* theevaluation of an argument fails
With all errors, an error log isissued and an empty string is returned.

Example
OR(IN(“ABCDEFG”, “BC"), IN(*ABCDEFG", “BB)) returns

TRUE
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Bit operators
Bit operators are used to perform bit-wise operations on integer values
corresponding to string arguments that areinteger valuesin decimal form. Bit
operations are applied to 64-bit integer values. If conversion of an argument
to the corresponding integer value fails, alog isissued and the empty string
is returned.

For atable showing all of the bit operators, see “ Summary of bit operators’
(page 175).

For details and examples of each bit operator, see the following sections:

+  “BITAND” (page 175)

+  “BITOR” (page 176)

Summary of bit operators
The following table lists each bit operator and the string it returns.

Table 12
Bit operators

Bit operator String returned

Bl TAND( <argl>, <arg2>) value obtained by ANDing each bit of integer value
corresponding to <argl> with the corresponding bit of the
integer value corresponding to <arg2>

Bl TOR(<argl>, <arg2>) value obtained by ORing each bit of integer value
corresponding to <argl> with the corresponding bit of the
integer value corresponding to <arg2>

BITAND
This section describes the BITAND operator.

Syntax
Bl TAND( <ar g1>, <ar g2>)
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Arguments
This operator requires two arguments where:

e argl isacharacter string representing an integer value that may be

signed

e arg2 isacharacter string representing an integer value that may be
signed

Function

This operator returns a character string representing the integer value
obtained by ANDing each bit of the integer value corresponding to the first
argument with the matching bit of the integer value corresponding to the
second argument.

Errors
The following errors are possible with this operator:

e anargument is missing
» theevaluation of an argument fails

e anargument cannot be converted to an integer value

With all errors, an error log isissued and an empty string is returned.

Example

BITAND(*10", “1") returns
e

BITAND(“10", “3") returns
" on

BITOR
This section describes the BITOR operator.

Syntax
Bl TOR(<ar g1>, <arg2>)
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Arguments
This operator requires two arguments where:

e argl isacharacter string representing an integer value that may be

signed

e arg2 isacharacter string representing an integer value that may be
signed

Function

This operator returns a character string representing the integer value
obtained by ORing each bit of the integer value corresponding to the first
argument with the matching bit of the integer value corresponding to the
second argument.

Errors
The following errors are possible with this operator:

e anargument is missing
» theevaluation of an argument fails

e anargument cannot be converted to an integer value

With all errors, an error log isissued and an empty string is returned.

Example

BITOR(“10”, “1") returns
nipn

BITOR(“107, “3") also returns
nipn

String operators

String operators are used for string manipulation; their arguments are never
modified. The result is a newly-allocated string value.

For atable showing all of the string operators, see “ Summary of string
operators’ (page 178).

For details and examples of each string operator, see the following sections:

e “CAT” (page 179)
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e “SPCAT” (page 180)

« “LENGTH” (page 181)

«  “TRIM” (page 182)

« “UPPER” (page 182)

« “LOWER’ (page 183)

« “OIDTOSTR" (page 184)

«  “MAKENAME’ (page 184)
« “REPLACE” (page 185)

«  “TRANSLATE’ (page 186)
«  “TOKEN" (page 187)

«  “MATCH" (page 189)

« “SUBSTRING” (page 190)

«  “TIMESTAMP’ (page 191)
«  “BITSTR" (page 192)

«  “HEXSTR" (page 194)

Summary of string operators
The following table lists each string operator and the string it returns.

Table 13

String operators
String operator String returned
CAT(<argl>, <arg2>, ...) concatenation of the arguments
SPCAT(<argl>, <arg2>, ...) concatenation of the arguments with space

character inserted between each consecutive
argument pair

LENGTH( <ar g>) length of the string defined by its argument
TRI M <ar g>) copy of its argument without leading and trailing
spaces

(Sheet 1 of 2)
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Table 13
String operators (Continued)

String operator

String returned

UPPER( <ar g>)

LONER( <ar g>)

O DTOSTR( <t abl e i ndex string>)

MAKENAME( <ar g>)

REPLACE( <argl>, <arg2>, <arg3>,
<start>, <count>)

TRANSLATE( <ar g1>,
<ar g3>)

TOKEN( <ar g1>, <arg2>,
<count >)

MATCH( <ar g1>,

SUBSTRI N <ar g1>,
<ar g3>)

Tl MESTAMP( <ar g1>,

<arg2>,

<start >,

<arg2>, <arg3>)

<ar g2>,
<ar g2>)
Bl TSTR(<argl>, <arg2>)

HEXSTR( <argl>, <arg2>)

copy of its argument in which each lowercase letter
has been replaced by the corresponding uppercase
letter

copy of its argument in which each uppercase letter
has been replaced by the corresponding lowercase
letter

character string that corresponds to the table
instance index string supplied

valid device name converted from the supplied
name

string replacement based on the specified substring

string replacement based on the specified
characters

substring extraction based on the specified tokens

substring extraction based on the matching pattern

substring extraction based on the specified
positions

a timestamp in the standard Preside Multiservice
Data Manager format

a binary string replacement based on the specified
octet string

a hexidecimal value converted from the specified
integer value

(Sheet 2 of 2)

CAT

This section describes the CAT operator.

Syntax
CAT(<argl>,

<arg2>, ...)
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Arguments
This operator accepts avariable number of argumentswhich are all character

strings.

Function
This operator returns a string formed by the concatenation of al the
arguments.

Errors
The possible error with this operator isthat the evaluation of an argument
fails.

With all errors, an error log isissued and an empty string is returned.

Example
CAT(*AB”,"”,“CD"," EF") returns

"ABCD EF"

In this string returned, there is no space between the first argument (AB) and
the third argument (CD) because the second argument is an empty string.
Note there is a space at the start of the fourth argument ( EF). This spaceis
part of the original fourth argument and is maintained throughout the
concatenation.

SPCAT
This section describes the SPCAT operator.

Syntax
SPCAT(<argl>, <arg2> ...)

Arguments
This operator accepts a variable number of argumentswhich are al character

strings.

Function

The operator returns a string formed by the concatenation of the arguments
with a space inserted between each argument pair.

Note: If an argument is an empty string, no space isinserted before it.

241-6001-118 15.1RSUP



Chapter 8 Operators used by the SNMP Surveillance Adapter 181

Errors
The possible error with this operator isthat the evaluation of an argument

fails.

With all errors, an error log isissued and an empty string is returned.
Example

SPCAT(“AB”,“",“CD", " EF") returns

"AB CD EF"

In this string returned, the second argument isignored because it is an empty
string. Therefore there is one space between the first argument (AB) and the
third argument (CD). Note there are two spaces between the third and fourth
arguments. One of these spaces is the space added between arguments. The
other space isat the start of the fourth argument ( EF). This spaceis part of
the original fourth argument and is maintained throughout the concatenation.

LENGTH
This section describesthe LENGTH operator.

Syntax
LENGTH( <ar g>)

Arguments
This operator requires a character string.

Function
This operator returns a string representing an integer value that is the length

of the argument, including leading and trailing spaces.

Errors
The following errors are possible with this operator:

e theargument is missing

e theevauation of the argument fails

With all errors, an error log isissued and an empty string is returned.
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TRIM

UPPER

Example
LENGTH(“ABDC") returns

" g

This section describes the TRIM operator.

Syntax
TRI M <ar g>)
Arguments
This operator requires a character string.

Function

Thisoperator returnsastring obtained from itsargument by removing leading
and trailing white space characters (space, tab, carriage-return, new line,
vertical tab, and form-feed).

Errors
The following errors are possible with this operator:

* theargument is missing

» theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
TRIM(* AB CD “)returns

"AB CD"

In this string returned, there are no leading or trailing spaces; they have been
trimmed from the original string. Note the space between the AB and CD is
contained within the original string and is maintained throughout the
trimming operation.

This section describes the UPPER operator.

Syntax
UPPER( <ar g>)
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Arguments
This operator requires a character string.

Function
This operator returns a string obtained from its argument by replacing each
lowercase letter with the corresponding uppercase | etter.

Errors
The following errors are possible with this operator:

e theargument is missing

» theevauation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
UPPER(*123abc456DE”) returns

"123ABCA56DE"

LOWER
This section describes the LOWER operator.

Syntax
LOVER( <ar g>)

Arguments
This operator requires a character string.

Function
This operator returns a string obtained from its argument by replacing each
uppercase |etter with the corresponding lowercase | etter.

Errors
The following errors are possible with this operator:

* theargument is missing

» theevaluation of the argument fails

With all errors, an error log isissued and an empty string is returned.
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Example
LOWER(*123abc456DE”) returns

"123abc456de"

OIDTOSTR
This section describes the OIDTOSTR operator.

Syntax
O DTCSTR(<t abl e i ndex string>)

Arguments
This operator requires a character string representing part of atable element

object identifier (OID).

Function

This operator returns a character string obtained by translating the argument.
The argument should represent a string-valued MIB table index. The OID
segment corresponding to such atable index has the following form:

[<l ength>].<ascii code 1> <ascii code 2>........
<ascii code n>

Theinitial element isalength indication, which is optional. This operator
expects an argument in this format and returns the corresponding character
string.

Errors
The following errors are possible with this operator:
* theargument is missing

» theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
OIDTOSTR(“6.78.111.114.116.101.108") returns

"Nortel"

MAKENAME
This section describes the MAKENAME operator.
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Syntax
MAKENAME( <ar g>)

Arguments
This operator requires a character string.

Function
This operator returns a valid device name derived from its argument by

e removing leading and trailing white space characters
e changing all lettersto uppercase

» replacing all characterswhich are not |etters, digits, dashes (-),
underscores () or periods (.) by underscores ()

e truncating the string to 16 characters
»  pre-pending the node type followed by a space

Errors
The following errors are possible with this operator:

* theargument is missing

» theevaluation of the argument fails
With all errors, an error log isissued and an empty string is returned.

Example
AniBWA 5100 base station MAKENAME(* Abcd 123+def=4567 *“)
returns

"RBSE ABCD 123_DEF 456"

REPLACE
This section describes the REPLACE operator.

Syntax
REPLACE(<argl>, <arg2>, <arg3>, <start>, <count>)

Arguments
The operator requires five arguments where:

* argl isthesource character string

* arg2 isthecharacter string that will be replaced

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



186 Chapter 8 Operators used by the SNMP Surveillance Adapter

e arg3 isthecharacter string that will be substituted

e start isacharacter string translated to a positive integer value
specifying the first digjoint occurrence to replace

e count isacharacter stringtrand ated to aninteger value specifying how
many occurrences to replace (-1 means all the digjointed occurrences
from the occurrence specified by the fourth parameter to the end of the
string)

Function
This operator returns a character string derived from the first argument in

which some disjointed occurrences of the character string defined by the
second argument have been replaced by the character string defined by the
third argument. The fourth and fifth arguments specify which occurrencesare
replaced.

Errors
The following errors are possible with this operator:

e anargumentismissing
e theevauation of an argument fails
e thesecond argument is an empty string

» thefourth or fifth argument is not avalid integer value
With all errors, an error log isissued and an empty string is returned.

Example

REPLACE(" ababababababababababa’, “baba’, “ X", 2, 1) returns
"ababaXbabababababa"

REPL ACE(" ababababababababababa’, “baba’, “ X", 1,2) returns
"aXXbabababababa"

REPLACE(" ababababababababababa’, “baba’, “ X" ,2, -1) returns
" ababaXXXX"

TRANSLATE
This section describes the TRANSLATE operator.
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Syntax
TRANSLATE( <argl1>, <arg2>, <arg3>)

Arguments
This operator requires three arguments where;

e argl isthesourcecharacter string
e arg2 isthecharacter string containing the charactersto replace
e arg3 isthecharacter string containing the characters to substitute

Function
This operator returns a character string derived from the first argument by

replacing each character occurring in the second argument by the character at
the corresponding position in the third argument.

Note 1: Characters from the source string are trandated from left to
right.

Note 2: If the second argument islonger than the third, charactersin the
second argument with no corresponding charactersin the third argument
are deleted.

Note 3: If the second argument is shorter than the third, charactersin the
third argument with no corresponding character in the second are
ignored.

Errors
The following errors are possible with this operator:
e anargumentismissing

e theevauation of an argument fails
With all errors, an error log isissued and an empty string is returned.

Example
TRANSLATE(*SSG/OTT30 CARD/1PO/5”, “/”, “ ) replaces slashes (/) by

spaces and returns
"SSG OIT30 CARD 1 PO 5"

TOKEN
This section describes the TOKEN operator.
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Syntax
TOKEN( <argl1>, <arg2>, <start>, <count>)

Arguments
The operator requires four arguments where:

e argl isthesourcecharacter string
e arg2 isthecharacter string containing the token delimiters

e start isacharacter string translated to a positive integer value
specifying the first token to extract

e count isacharacter stringtrand ated to aninteger value specifying how
many tokensto extract (-1 means all the tokens from the token specified
by the third parameter to the end of the string)

Function
This operator returns a character string containing one or many tokens

extracted from the first argument. Tokens are defined as substrings separated
by one or many delimiters defined by the second argument. The tokensto
extract are specified by the third and fourth arguments.

Note: If many tokens are extracted, the delimiters separating them are
also included in the result.

Errors
The following errors are possible with this operator:

e anargumentismissing
e theevaluation of an argument fails
e thesecond argument is an empty string

e thethird or fourth argument is not avalid integer value
With all errors, an error log isissued and an empty string is returned.

Example
TOKEN(* SSG OTT30 CARD 1 PO 5", “ “, 3, 2) returns

"CARD 1"
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TOKEN(*1.3.6.1.4.1.512.1.1.35",“.”, 10, -1) returns

"3.5"

This could be an index in aMIB table.

MATCH

This section describes the MATCH operator.

Syntax

MATCH( <ar g1>, <arg2>, <arg3>)

Arguments
This operator requires three arguments where:

argl isthe source character string

arg2 isacharacter string representing a pattern. This pattern must
contain at least one brace which is a subpattern used to extract a
substring. A braceis bracketed by “\\(* and “\\)" (note the double ‘\’
required to introduce a single back-dash).

Note: The MATCH operator supports Basic Regular Expressions as
documented by the UNIX man pages (man -s5 regex).

arg3 isacharacter string translated to an integer value specifying
which brace is used to extract the result (brace counting starts at 0)

Function
The pattern is applied to the source string. The operator returns the substring
matching the brace specified by the third argument.

Errors
The following errors are possible with this operator:

an argument is missing

the evaluation of an argument fails

the second argument is an empty string

the second argument is not avalid pattern
the third argument is not avalid integer value

the third argument specifies a brace that does not exist in the pattern

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



190 Chapter 8 Operators used by the SNMP Surveillance Adapter

With all errors, an error log isissued and an empty string is returned.

Example
MATCH(*SSG OTT30 CARD 1 PO 5","\\(CARD [0-9]*\\)", O) returns

"CARD 1"

SUBSTRING
This section describes the SUBSTRING operator.

Syntax
SUBSTRI N <argl>, <arg2>, <arg3>)

Arguments
This operator requires three arguments where:

e argl isthesource character string

e arg2 isacharacter string translated to an integer value specifying a
character index, starting at O, either counted from the beginning or the
end of the first argument

e arg3 isacharacter string trandated to an integer value specifying how
many charactersto extract. If this argument produces a negative value,
extraction is from the end of the first argument.

Function
This operator extracts from the first argument the substring specified by the

second and third arguments.

Errors
The following errors are possible with this operator:

e anargumentis missing.
e theevauation of an argument fails

e thesecond or third argument is not avalid integer value
With all errors, an error log isissued and an empty string is returned.

Example
SUBSTRING(str, 0, 3) returns the first three characters of str.
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SUBSTRING(str, 0, -3) returns the last three characters of str.

SUBSTRING(str, 2, 5) returns five characters from str starting at the third
(index = 2).

SUBSTRING(str, 3, 9999) returns all but the first three characters of str.
SUBSTRING(str, 3, -9999) returns all but the last three characters of str.

TIMESTAMP
This section describes the TIMESTAMP operator.

Syntax
TI MESTAMP( <ar g1>, <arg2>)

Arguments
This operator requires two arguments where:

e argl isthecharacter string containing the source timestamp
e arg2 isacharacter string identifying the format of the first argument
(named constants have been defined for each of the supported formats)

Function
The timestamp contained in the first argument is converted in a timestamp
suitable for inclusion into an Preside Multiservice Data Manager alarm.

Errors
The following errors are possible with this operator:

e anargumentis missing.

e theevaluation of an argument fails

» thefirst argument isan empty string

» theformat specified by the second argument is not supported

» thefirst argument format does not match the second argument

With all errors, an error log isissued and an empty string is returned.
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Example
TIMESTAMP(“ Tue Sep 01 08:17:52 1992", UNIXFORMAT) returns

"1992 09 01 08 17 52"

TIMESTAMP(* TUE SEP 01 08:17:52 1992” , UPPERUNIXFORMAT) also
returns

"1992 09 01 08 17 52"
TIMESTAMP(*1992-09-01 08:17:52", SEPFORMAT) also returns
"1992 09 01 08 17 52"
TIMESTAMP(*08:17:52", TIMEFORMAT) could return
"2001 01 24 08 17 52"
where today’s date has been added to the time supplied by the first argument.
The following formats are al so supported:

»  EPOCHFORMAT inwhich the first argument must represent an integer
value that is the number of seconds since 1970-01-01 00:00:00

*  SNMPV2FORMAT inwhich the first argument is converted to a data
structure representing a timestamp according to an SNMPv2 convention

BITSTR
This section describes the BITSTR operator.

Syntax
Bl TSTR(<argl>, <arg2>)

Arguments
This operator requires two arguments where:

e argl istheexpression that will be converted

e arg2 isanexpressionidentifying the format of the first argument. Two
formats are supported: “ octetstring” and “ positive”.

— If theformat is“ octetstring”, the value of the first argument will be
treated as an octet string.

— If theformat is “positive”, the value of the first argument will be
treated as a positive decimal integer.
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Function
The octet string or the positive integer contained in the first argument is

converted to a binary string.

Errors
The following errors are possible with this operator:

» theevauation of an argument fails because the first argument cannot be
evaluated asa positiveinteger value and the val ue of the second argument
is“positive”

» theformat specified by the second argument is not supported
With all errors, an error log isissued and an empty string is returned.

Example
BITSTR(strvar, “octetstring”) returns
"0000010101110000"

if strvar isapolled variable that isin octet string format with avalue of x05 70

BITSTR(strvar, “positive”) returns

"0000000000000000000000000000000000000000000000000000
0000000100001"

if strvar isapolled variable that is a positive integer with avalue of 17

Limitations
This operator hasalength limit of 127 octets. Octets after the 127th octet will

not be converted.

If an octet string containsNUL L octets, thefirst NULL octet and all following
octetswill be discarded in thereturned value of all operatorsexcept BITSTR.
To have all NULL octets converted, you must use one for the following
variables, for the first argument of the BITSTR operator:

e apolled variable
e avaiableinatrap PDU after the“Name” rule
» one of the VAR/VAR2 operatorsin the trap translation file
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e avariablethat isassigned an expression that is composed of a polled
variable, avariablethat followsthe*“Name’ rulein atrap PDU, or one of
the VAR/VAR2 operators in the trap trandation file

HEXSTR
This section describes the HEXSTR operator.

Syntax
HEXSTR( <ar gl>, <arg2>)

Arguments
This operator requires two arguments where:

* argl istheexpression that will be converted

e arg2 isanexpressionidentifying the format of the first argument. Two
formats are supported: “ octetstring” and “ positive”.

— If theformat is“ octetstring”, the value of the first argument will be
treated as an octet string.

— If theformat is “positive”, the value of the first argument will be
treated as a positive decimal integer.

Function
The expression contained in the first argument is converted to a hexadecimal

string.
Errors
The following errors are possible with this operator:

e theevauation of an argument fails because the first argument cannot be
evaluated asa positiveinteger value and the val ue of the second argument
is“positive”

» theformat specified by the second argument is not supported
With all errors, an error log isissued and an empty string is returned.

Example
HEXSTR(strvar, “octetstring”) returns

"0570"
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if strvar isapolled variable or atrap’s varbind that isin octet string format
with avalue of x05 70

HEXSTR(strvar, “positive”) returns

" 0000000000000001F"

if strvar isapolled variable or atrap’s varbind that is a positive integer with a
value of 31
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Chapter 9
Trap translation configuration

This section describes the rules for trap translation. It contains the following
topics:

e “Traptrandation file” (page 197)

» “Directives’ (page 198)

» “Trandlation records’ (page 199)

e “Trap identification” (page 201)

*  “Rulelabels’ (page 203)

e “Alarm attributes’ (page 203)

e “Flow control” (page 213)

e “Variable definition” (page 214)

e “Specia actions’ (page 215)

e “Expressionsused in trandation records’ (page 223)
*  “Functions used in trandation records’ (page 229)

Trap translation file

Thetrap trandlation file is aconfiguration file. It consists of several trap
translation records. Each record is separated from the next record by a blank
line.
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The trap translation configuration file islocated in one of the following
directories:

1 /opt/MagellanNM S/cfg/ded/
Thisisthe directory where customers should create their files, or store
modified copies of default files.

2 lopt/MagellanNM S/ext/lib/cfg/dcd/
Thisisthe directory where other Nortel Networks packages should
install their configuration files.

3 /opt/MagellanNM S/lib/cfg/ded/
Thisisthe directory for Preside Multiservice Data Manager (MDM)
installation from the CD-ROM.

The search priority for the trap trandlation file is as ordered in thislist. If a
required trap translation file is not in the customer directory location, the
directory for other Nortel Networks packagesis searched next, and the MDM
directory is searched last.

This meansthat customer changes take priority. A customer fileisused even
if adefault file with the same name exists.

CAUTION

Risk of losing default file updates

If acustomer defines or modifies afile, it isthe
customer’s responsibility to update this file when new
loads are installed. The customer file must be updated
with any new material present in anewly installed
version of the default file.

For more information about configuration files for the SNMP Surveillance
Adapter, see “Configuration files” (page 37).

Directives

The trap translation configuration file (.tra) can contain include directives.
Include directives instructs the compiler to include trap trandation records
that are contained in another file. They have the following syntax:

#i ncl ude <file nane>
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where:

file nane identifiesthefileto beincluded. If <fi | e name> does not
include the directory path, a search priority is used. If adirectory pathis
included, the search priority is not used. For more information about the
search priority, see “Trap translation file” (page 197).

Included files can also contain include directives:

e Filesincluded in .trafiles using this directive can only contain complete
translation records.

* Include directives must precede all trap translations records declared in
thefile.

They can be used to ensure that several device profilestrand ate the sametrap
into the same alarm. For example, the following files can be included in any
trafileto provide acommon way to handle generic traps:

* genRestart.trafor coldStart and warmStart traps
e genLink.trafor linkUp and linkDown traps
* genAuth.trafor authenticationFailure traps

These files can be found in /opt/MagellanNM S/lib/cfg/dcd.

Translation records
Translation records arerequired in the trap translation configuration file. This
section describes the following:
*  “Function of trandation records’ (page 199)
e “Format of trandlation records’ (page 200)

e “Example of atranslation record” (page 200)

Function of translation records
Trap tranglation records contain information that the SNMP Surveillance
Adapter usesto translate traps into Preside Multiservice Data M anager
alarms. Tranglation records allow the trap tranglation process to be fully data-
driven.

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



200 Chapter 9 Trap translation configuration

Each record specifies the rules to trand ate one type of trap. The type of trap
isidentified by object identifiers (OIDs) and codes. A default translation
record can be provided to trandate traps for which no translation record is
defined.

Format of translation records
A trap trandation record isagroup of lines separated from the next record by
ablank line. Each record has the following format:

e Trap_oid. Thefirst line associates the record with one of the following:
— thedefault translation
— anenterprise OID for SNMPv1 traps
— anotification OID for SNMPv2 traps

» Trap_code. The second line specifies the associated trap code using one
of the following:

— ageneric code for SNMPv1 generic traps
— agpecific code for SNMPv1 enterprise traps
— thestring “v2" for SNMPv2 traps or INFORMS

* Rulelabel and expression. Each subsequent line specifiesarule used for
one of the following functions:

— obtaining one of the alarm attributes
— performing flow control

— defining variables

— performing special actions

Example of a translation record
The following is an example of atranslation record:

Trap_oid: 1.3.6.1.2.1

Trap_code: -1, -2

Conp_id: E DEVNAME()

Faul t _code: E [ EQUGENERI C(), 0) ? "C0000000" \
" C0000001"]

Severity: S cleared

Event: S clear

241-6001-118 15.1RSUP



Chapter 9 Trap translation configuration 201

Al niType: S operat or

ProbCause: S operational Conditions

Conment: E [EQUGENERIC(),0) ? "Cold start trap" \
"Warm start trap"]

ClrScope: S clearHer

Di scover: E TRUE

For an explanation of this example, see “ Expression examples’ (page 227).

Trap identification
The following rules are used to identify traps:

e “Trap_oidrule” (page 201)
e “Trap_coderule’ (page 202)

Trap_oid rule
Thisruleisthefirst line of each trandation record. It is used to associate the
record either with the default translation or with an OID. Thetrap_oid rule
has the following format:

Trap_oi d: DEFAULT | <notification QD> | <enterprise
a D>

where:

DEFAULT identifies arecord used to trandate atrap for which there is no
translation record defined. This record is useful as a catch-all for new traps
showing up in anew device version.

notification O D isanidentification associated with translation records
for SNMPv2 traps.

enterpri se O D isanidentification associated with translation recordsfor
SNMPV1 traps. This can be replaced by the keyword ALL, which causes the
translation record to be used by default for any enterprise OID. Using
wildcards for generic traps allows a single trap trand ation configuration file
to be used for all device types supported at the MIB-I1 level.

Note: A trandlation record using the keyword ALL haslower priority
than another record with aspecified enterprise OI D for traps carrying this
OID.
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Example
This example defines two trap trand ation records for cold start traps:

Trap_oid: ALL
Trap_code: -1

Trap_oid: 1.3.6.1.4.1.562.12
Trap_code: -1

All cold start traps, except those carrying an enterprise OID of
1.3.6.1.4.1.562.12, will use the first translation record.

Trap_code rule
Thisrule isthe second line of each trandation record. For SNMPv1 traps, it
is used to specify the associated trap code. For SNMPv2 traps, thisrule only
indicates that the record is designed to handle SNMPv2 traps which cannot
have trap codes. The trap_code rule has the following format:

Trap_code: <code>[, <code>, <code>, ...] | V2
where:
code isaninteger value that specifies the associated trap code as follows:

» apositiveor null valueisassociated with the specific code of an SNMPv1

enterprise trap

e anegative value is associated with an SNMPv1 generic trap by the
relation
<trap code> = -(<generic code> + 1)

This avoids ambiguity between the generic code 0 and a specific code O,
which are both valid.

The Trap_code rule can contain a comma-separated list of trap codes. This
avoidsthe duplication of almost identical translation recordsfor different but
similar traps.

For SNMPv1 traps, the GENERIC and SPECIFIC functions can be used in
the trandation record to generate specific code values for an attribute if
required. For details, see “Functions used in trandlation records’ (page 229).
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Examples
These first two examples specify multiple associated trap codes. The third

exampleisfor SNMPv2 traps.
Trap_code: -3, -4
Trap_code: 6, 7, 8, 11, 12
Trap_code: V2

Rule labels

A rule label identifies the function performed by the rule. Each of these
translation record lines has the following syntax:

<rul e | abel > <E-expres> | <S-expres> | <V-expres> |
<C-expres> | <P-expres>

For information about the expression formats, see “ Expressions used in
translation records’ (page 223).

The following categories of rule labels are supported:

e “Alarm attributes’ (page 203)

e “Flow control” (page 213)

*  “Variable definition” (page 214)

» “Specia actions’ (page 215)

Alarm attributes
The following rule labels identify the alarm attribute generated:

e “Comp_id" (page 204)

e “Alm_time" (page 204)
* “Fault_code’ (page 205)
* “Event” (page 206)

*  “Severity” (page 206)

e “Comment” (page 207)
e “AlmType’ (page 208)
“ProbCause” (page 208)

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



204 Chapter 9 Trap translation configuration

e “ClrScope’ (page 210)

* “RelComp” (page 210)

e “Custld” (page 211)

e “Notifld" (page 211)
“AlmAgeMin” (page 211)
“AlmAge’ (page 212)

Comp_id
The Comp_id rule produces the alarm component identifier in internal
Preside Multiservice Data Manager (MDM) format. The MDM format is a
list of component (<category>, <instancevalue>) pairsthat uniquely identify
the component in the network. Each pair is separated from the next by ablank
character. The category is also separated from the instance value by a blank
character.

This attribute is mandatory. If it is not defined by the translation record, the
trap is discarded.

Note: Thisrule must not be confused with the Compid command used in
response-handling to identify a component associated with aresponse.

Example
Conp_i d: E SPCAT (DEVNAMVE(), "PO', index)

Thisrule uses the E-expression to create the alarm component identifier from
the discovered device name (returned by DEVNAME()), “PO” category, and
port index. SPCAT adds a space between the concatenated strings.

Alm_time
The Alm_time produces the alarm timestamp in Preside Multiservice Data
Manager (MDM) format. The MDM format is a character string with the
format “YYYY MM DD HH MM SS’. The TIMESTAMP operator can be
used to convert atrap variable containing atimestamp in another format.

Thisattribute is not mandatory. If the translation record does not defineit, the
SNMP Surveillance Adapter defines the alarm time according to the
workstation time.

241-6001-118 15.1RSUP



Chapter 9 Trap translation configuration 205

Fault_code
The Fault_code produces the alarm fault code which is also known as the
NTP index. Thisfault codeis an eight hexadecimal character code assigned
to the type of problem reported by the alarm. Usually thefirst four characters
identify afault code range assigned to a specific device type, and the last four
characters identify the problem using a device-specific encoding.

This attribute is mandatory in each translation record. If it is not defined by
the trandation record, the trap is discarded.

The following conventions are recommended for alarms defined by Nortel
Networks:

* use"“C’ asthefirst character; thisisthe range reserved for the SNMP
Surveillance Adapter

» usethe value of the selected device type as the next three digits

» usethelast four digitsto identify the problem

Example
Fault _code: E "C1310001"

Thisrule usesthe E-expression to create afault code. C representsthe SNMP
Surveillance Adapter; 131 is the device type value for a BPS 2000 device;
0001 is the code assigned to the RMON aarm.

Customer-defined alarms
The SNMP Surveillance Adapter has a CD (customer-defined) 1abelling

feature. If you create an alarm code with only six digits, CD isautomatically
added to the start of the six-digit code. This enables the code to be easily
recognized in any alarm list. For example, an alarm code of 123456 becomes
CD123456.

The following conventions are recommended for customer-defined alarms:

e usesix digits so that CD will be automatically added to the start of the
code

» usethefirst two digits of the six-digit code to define the selected device
type; these should match the last two digits of the device type, for
example, use 05 for devType 905
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Event

» usethelast four digitsto identify the problem

Alarm Help allows you to create a fault code and a description for an alarm.
CDXXXXXX isaready supported. To create an alarm fault code and
description, see the 241-6001-804 Preside MDM Workstation Utilities User
Guide.

The Event rule specifies which one of the following types of information the
alarm reports:

» theoccurrence of a problem (SET)

» theresolution of aproblem reported previously (CLEAR)

» some other information for the network operator (MESSAGE)
Thetranslation record should define this attribute. If it isomitted, MESSAGE

is used and the alarm generated will not have the required impact on the
component state.

Example
Event: E "set"

This rule uses the E-expression to identify the alarm as a SET alarm.

Severity

The Severity rule specifies the alarm severity. The value of this rule must be
one following:

« critical

* mgor

* minor

e warning

* cleared
The“cleared” value is mandatory for, and can only be used in, CLEAR
alarms.
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* indeterminate
The “indeterminate” value can only be used in MESSAGE alarms. Note
that MESSAGE alarms can have any value except “cleared”.

The trand ation record should define this attribute. If it is omitted,
“indeterminate” isused. If thealarmisaSET alarm, an “indeterminate’ value
can cause the alarm to be subsequently rejected.

When aSET alarmisgenerated for an SNMP device component, thealarmis
put on the active alarm list (AAL) which is mapped to a corresponding
Preside Multiservice Data Manager (MDM) component state. The following
table shows the mapping between the AAL contents and MDM raw
component states.

Table 14
Comparison of AAL contents and MDM component states
Active alarm list Raw component states
contents
no alarms in-service (INSV)

only warning and/or minor in-service troubled (ISTB)
alarms

any major or critical out-of-service (OOS)
alarms

Example
Severity: E "nmmjor"

This rule uses the E-expression to identify the severity of a SET alarm as
“ mq' Or" i

Comment
The Comment rule produces an attribute which contains textual information
intended for the network operator. The comment is usually abrief description
of the event reported.

If thisrule is omitted, the alarm has no comment attribute.
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Example
Conment: E "Link down trap"

This rule uses the E-expression to explain that alink down trap caused the
alarm.

AlmType
The AlmTyperule produces an attribute which classifiesthe reported event in
one of the following OSI-defined categories:

e communications
e qualityOfService
e processing
e equipment

e environment

e security
e operator
e debug

* unknown

If thisruleis omitted, “unknown” is assigned to the alarm attribute.

Example
Al nType: E "comuni cati ons"

This rule uses the E-expression to classify the alarm as a communications
problem.

ProbCause
The ProbCause rule produces an attribute which classifies the reported
problem. The possible values are a subset of an OSI-defined enumeration, as
listed in the following table.

If thisruleis omitted, the category probCauseUnknown is assigned to the
aarm attribute.
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Values for ProbCause from OSl-defined enumeration

lossOfSignal
localTransmissionError
degradedSignal
lanError
queueSizeExceeded
thresholdCrossed
atOrNearCapacity
corruptData
softwareProgramError
outOfMemory
configurationError
processorProblem
receiverFailure
inputDeviceError
adapterError
infoModification
denialOfService
otherOperational
otherPhysical
nonRepudiationFailure
delayedinfo
operationalCondition

inactiveVirtualCircuit

lossOfFrame
remoteTransmissionError
commSubsystemFailure
dteDcelnterfaceError
bandwidthReduced
performanceDegraded
storageCapacityProblem
cpuCyclesLimitExceeded
softwareProgramTermination
underlyingResourceUnavailable
powerProblem
datasetModemError
transmitterFailure
ioDeviceError
duplicatelnfo
infoOutOfSequence
outOfService
cableTamper
authenticationFailure
unauthorizedAccess
keyExpired

debugging

networkServerintervention

framingError
callEstablishmentError
commProtocolError
responseTimeExcessive
retransmissionRateReduced
congestion
versionMismatch
softwareError

fileError
applicationSubsystemFailure
timingProblem
multiplexorProblem
outputDeviceError
equipmentFailure
infoMissing
unexpectedinfo
proceduralError
intrusionDetection
breachOfConfidence
otherSecurityService
outOfHoursActivity

probCauseUnknown

Example

ProbCause: E "l ossOf Signal "

This exampleisfrom alink down trap. The rule uses the E-expression to
classify alink down trap as aloss of signal.
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ClrScope
Normally, the scope of a CLEAR alarm is restricted to the component
identified by the Comp_id attribute. The SET alarm that is cleared has the
same fault code attribute as this CLEAR aarm. However, the ClrScoperule
provides for exceptions.

The ClrScope rule produces an optional attribute that should only be used for
CLEAR aarms. If present, the ClrScope attribute indicates that the alarm is
intended to clear more than a SET alarm with the same fault code currently
active on the same component. The following values are valid:

» clearBase: Thisclearsal the SET aarms currently active against this
component.

» clearHier: Thisclears all the SET alarms currently active against this
component, its subcomponents and all its related components.

* clearNCSBase: This clearsthe SET alarms currently active against this
component if their fault codes match the NCS pattern of thisalarm fault
code.

An FF pair of digits on an odd position boundary matches any pair of
digits; any other digits must match exactly. The FF pair must beginin the
first, third, fifth, or seventh position. For example, “ 1234FFFF" clearsall
alarms with afault code that begins with “1234”. The pattern
“5678FF12" clears all darmswith afault code that begins with "5678"
and ends with “12”.

» clearNCSHier: Thisclearsthe SET alarms currently active against this
component, its subcomponents, and all its related components if their
fault codes match the NCS pattern of this alarm fault code.

Example
ClrScope: S clearHier

Thisexampleisfrom acold start trap. The rule uses the S-expression to clear

all alarms against the component identified by the Comp_id attribute and all
its subcomponents.

RelComp
Note: Thisruleonly appliesto Passport. Consider implications carefully
before using it for other devices.
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The RelComp rule produces an optional attribute which contains the
component identifier of arelated component. This requires that any
hierarchical clear applied to the identified related component also be applied
to this component.

If thisrule is omitted, the alarm has no related component attribute.

Custld

Note: This attribute has historical value only and can be ignored. It is
related to an old VPN convention.

The Custld rule produces an optional attribute assigning acustomer-identifier
numerical tag to the component associated with the alarm.

If therule is omitted, an attribute with avalue of O is created.

Notifld
The Notifld rule produces an attribute that is a number identifying a specific
instance of atrap/alarm among a group of similar ones. This value should
uniquely identify an alarm on a per-device basis.

If theruleisomitted, the SNMP Surveillance Adapter generatesavalue. If the
trap contains a usable variable, a supplied attribute is recommended because
it improves handling of redundant alarm feeds. However, traps do not often
contain such variables.

AlmAgeMin
The AlmAgeMin rule allows old outstanding alarms to be cleared. It causes
an alarm to be discarded if it does not reoccur after a specified period of time.

If the same alarm isissued against the same component before it has reached
this aging time limit, the waiting period isreset. The alarm is cleared only
after it has been active for the specified period from the last repetition.

The SNMP Surveillance Adapter adds the AImAgeMin attribute to the alarm
obtained from the trap tranglation. When an alarm with the AImAgeMin
attribute is stored in the SNMP Management Data Router (SMDR), SMDR
creates atimer for the alarm. When the alarm has aged, the timer triggers
SMDR to clear thealarm and SMDR issuesthe corresponding CLEAR alarm.
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The AImAgeMin attribute setting isin minutes. The minimum value allowed
for the attribute is four minutes.

Note: Use aging attributes only for alarms issued against dynamic
components, which are componentsthat are not polled. Activealarmsfor
polled components are cleared by the first polling operation that
discovers the component state is back to normal. This discovery usually
occurs long before the alarm has aged.

Example
Al mAgeM n: E 6

Therule usesthe E-expression to set the alarm aging timeto six minutes. This
causes the CLEAR alarm to be issued six minutes after the SET alarm is
issued. If thetrap isresent after three minutes, the original time period restarts
and thetrap isdiscarded six minutes after the resend, or nine minutes after the
original issue.

AlmAge
The AlmAge rule allows old outstanding alarms to be cleared. It causes an
alarm to be discarded if it does not reoccur after a specified period of time.

If the same alarm isissued against the same component before it has reached
this aging time limit, the waiting period is reset. The alarm is cleared only
after it has been active for the specified period from the last repetition.

The SNMP Surveillance Adapter adds the AImAge attribute to the alarm
obtained from the trap trand ation. When an alarm with the AImAge attribute
is stored in the SNMP Management Data Router (SMDR), SMDR creates a
timer for the alarm. When the alarm has aged, the timer triggers SMDR to
clear the alarm and SMDR issues the corresponding CLEAR alarm.

The AlmAge attribute setting isin hours. The minimum value alowed for the
attribute is one hour.

Note: Use aging attributes only for alarms issued against dynamic
components, which are componentsthat are not polled. Activealarmsfor
polled components are cleared by the first polling operation that
discovers the component state is back to normal. This discovery usually
occurs long before the alarm has aged.
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Flow control

Next

Example
Al mAge: E 6

The rule uses the E-expression to set the alarm aging time to six hours. This
causesthe CLEAR aarm to beissued six hours after the SET alarm isissued.
If thetrap isresent after three hours, the original time period restarts and the
trap is discarded six hours after the resend, or nine hours after the original
issue.

The following rule labels perform flow control of the translation record:

*  “Next” (page 213)
*  “Quit” (page 214)

The Next rule is used to jump to the next trap translation record in the
configuration file. This rule causes the SNMP Surveillance Adapter to stop
executing the rules in the current trap trand ation record and start executing
thefirst rule in the next record associated with the same (Trap_oid,
Trap_code) pair. The rule syntax is:

Next: E <E-expression>

where:

E- expr essi on producesaBoolean value specifying if the jump to the next
record occurs. If thereis no next record for the same (Trap_oid, Trap_code)
pair, this rule has the same effect as reaching the end of a trandation record,;
an alarm is created based on the attributes already defined.

If the jump to the next record occurs, thisrecord istreated as an extension of
the current record. The next record

e hasaccessto the same trap variables

e canuse aname associated with atrap variable by the current record

» canusealocal variable accessible in the current record

e doesnot have to recompute alarm attributes already computed by the
current record
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Quit

The Quit rule performs the same function as the Quit command used for
response handling; see “Quit command” (page 100). These Quit functions
conditionally stop the trap translation process and no alarm is generated. The
rule syntax is:

Qit: E <E-expression>

Variable definition

Name

Assign

The following rule labels define variables in the trandl ation record:
e “Name’ (page 214)
e “Assign” (page 214)

The Name rule associates a variable name with atrap variable. This
association enables the trap variable to be used in E-expressionsin the same
way that polled variables are used in response-handling expressions. Therule
syntax is:

Name: <variabl e name> {<variable O D> | <variable
i ndex>}

Example
Nanme: port 3

Thisruleassociatesthe port variable namewith the fourth trap variabl e (index
= 3). The alarm component identifier can be subsequently produced by:

Conp_id: E SPCAT(nane, "PO', port)

For more information, see “Comp_id" (page 204).

The Assign rule performs the same function and syntax as the Assign
command used for response handling; see “Assign command” (page 107).
These Assign functions associate a string value with a variable that has a
scope which is the translation of the current trap. Therule syntax is:

Assi gn: <variabl e name> <expressi on>
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Special actions

The following rule labels perform special actionsin the translation record:
e “Discover” (page 215)

e “Poll” (page 215)

* “Cache’ (page 216)

e “Accumulate’ (page 217)

Discover

Poll

The Discover ruleis similar the Discover command used for response
handling; see “Discover command” (page 104). Both the rule and the
command conditionally trigger a discovery polling cycle. However, therule
does not stop trap translation while the command does stop processing of the
current response. Therule syntax is:

Di scover: E <E-expression>

Example
Di scover: E TRUE

This exampleisfrom acold start trap. The rule uses the E-expression to
trigger device rediscovery when a cold start trap occurs.

The Poll ruleis similar to the Discover rule; both rules conditionally trigger
polling cycles. The Poll rule conditionally triggers a state polling cycle. The
rule syntax is:

Pol | : E <E-expression> [<delay tine> [<group nunber>
[ <component type> [ <di stance nunber>]]]]

where:

nodeType isthe category name for the device.

devNane isthedevice name.

del ay time isaninteger expression that specifies the delay, in seconds,
beforetherequest is scheduled. If the value of this parameter is0, the request

is scheduled with the current time and is added to the ready request queue. If
the value of this parameter is greater than 0, the current time is incremented
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Cache

by the specified value and the request is added to the ready request queue. If
this parameter is not specified, none of the following parameters can be
specified.

group nunber istheidentifier of the polling request group that must be
scheduled on demand. The only group number that cannot be specified isthe
trap polling group.If this parameter is not specified, neither of the following
parameters can be specified.

conponent type isaninteger expression that identifies the request that
must be scheduled on demand. When you specify this parameter, only the
request group with the matching attributeis scheduled. If this parameter isnot
specified, the following parameter cannot be specified.

i nstance nunber isastring expression that specifies the instanceto be
added to each polled variable table OID to poll asingle row. Thisvalue must
be entered in OID format unlessthe table has only oneinteger in theindex. If
this parameter is not specified, the entire table is polled.

Example
Pol | : E TRUE

This exampleisfrom areset event trap. The rule uses the E-expression to
trigger a state polling cycle when this trap occurs to establish the impact of
the event reported.

The Cache rule issimilar to the Cache command used for response handling;
see “ Cache command” (page 116). Both the rule and the command create or
update a device cache entry. However, the optional keep flag parameter
defaultsto “keep” for the Cache rule and “clean” for the Cache command.
Therule syntax is:

Cache: <entry nane> <entry val ue> [<keep fl ag>]

Example
Cache: SPCAT(cid, fc) notif

This rule can be used to cache the Notification ID assigned by the
configuration record to a SET alarm with afault code of “fc” raised against
the component identified by “cid”. In this example, a subsequent trap
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signaling the resol ution of the problem using only the Notification ID
contained in the original trap can retrieve this cache entry and generate the
correct CLEAR alarm.

Accumulate
The Accumulate rule counts traps within a specified time interval. The
repetition count may decrease when atrap is received out of the specified
interval. The repetition count may also increase when anew trap is received
within theinterval. When the repetition count reaches the specified threshold,
an internal trap is sent. Theinternal trap is processed immediately after the
current trap is processed. The trandlation rule specifies a code used to define
the trap specific code (V1) or the trap notification objectID (OID) (V2). The
trap variable list contains the component ID, repetition count, interval and
threshold1.

Note: Use the Accumulate rule after the Comp_id rule. Otherwise, the
Accumulate rule does not know which component theincremental trapis
against.

Therule syntax is:

Accunul ate: <trap code> <interval > <threshol d1>
[I ncremental <threshol d2>] [setd ear
<t hr eshol d3>] [retai n]

where:

trap code isthe specified code for SNMPv1 or the last OID element for
SNMPV2 of theinternal trap sent when thresholdl is reached. The trap code
value cannot be zero.

i nterval isthetimeinterva monitored in seconds. The interval value
cannot be zero.

t hr eshol d1 isthe number of trap repetitions required within the specified
interval to cause an internal trap to be sent. The threshold1 value cannot be
zero.
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| ncrement al <t hreshol d2> iswhen thresholdl is reached, and the
internal trap is sent. The repetition count also keeps its current value, and
threshol d2 is added to the previousthreshol d to define the next new threshold.
Each time the new threshold isreached, an internal trap is sent. The value for
threshold2 must be supplied if incremental is present. The value for
threshold2 is the number of trap repetitions that are added to the previous
threshold to define the next new threshold. “ Incremental” isnot case sensitive.
The threshold2 value cannot be zero.

set C ear <t hreshol d3> iswhenaseparate clear threshold isdefined and
aninternal clear trap is sent. The internal trap will be sent after thresholdl is
reached at least once, and enough traps become older than the specified
interval to reduce the count to clear threshold3. If the setClear parameter is
supplied, threshold3 must be present. “setClear” is not case sensitive. The
value for threshold3 must be less than threshol d1.

ret ai n iswhen the connection between GenDCD and the managed devices
islost or when the device is down. The accumulate trap’s count is not set to
zero. Theincremental count does not change when the retain parameter is not
presented, and GenDCD clears thisincremental count. You can use this
optional parameter in any order with the Incremental and setClear optional
parameters.

Optional parameters
In the Accumulate rule, the parameters [Incremental <threshold2>] and

[setClear <threshold3>] are optional. The different combinations of using
these parameters consist of four modes. These modes specify the behaviour
of the trap accumulation after threshold1 is reached.

*  <once> isthe default mode when <Incremental> and <setClear> are not
specified. When thresholdl is reached, the internal trap is sent, and the
repetition count returnsto zero. The next trap restarts the counting from
one. When the repetition count reaches zero, the accumulation object is
destroyed, and no internal trap is sent. See “ Once mode example’

(page 219) for more information.

* <l ncrenent al >triggerstheinternal trap each timethe new incremental
threshold is reached. The repetition count keeps its current value and
continuesto grow if the accumulation trap isreceived within theinterval.
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When the count goes below its previous set threshold before it has taken
effect, an internal trap istriggered. See “Incremental mode example”
(page 219) for more information.

» <set d ear >istriggered oncethe repetition count reaches thresholdl at
least once, and decreases to reach threshold3. After threshold3 is
reached, the repetition count stays at its current value and increasesif the
accumulation trap is received. After the count reaches the set threshold
again, the clear threshold is becomes valid. When the clear threshold is
reached, an internal trap is sent. See “ setClear mode example”

(page 220) for more information.

* <lIncrenental > and<set C ear> combination. When the
<Incremental> parameter is used with the <setClear> parameter, the
functionality of both modes are combined. The threshold2 defines the
next incremental threshold and threshold3 defines the clear threshold.
Using these two parameters together is optional. See “ setClear and
incremental modes example” (page 220) for more information.

Once mode example
Accumul ate: 32 60 12

Thisruletriggersaninternal trap with trap code 32 if one component receives
12 traps within 60 seconds. When GenDCD executes thisrule, it creates an
accumulation object if it does not exist. If the accumulation object does exist,
it increases the repetition count for the existing accumulation object. if the
repetition count of this object reachesthreshold 12, aninternal trap is created
and this accumulation object is destroyed.

Incremental mode example
Accunul ate: 32 60 12 Increnental 4

When you execute this rule, the accumulation object is created and the
repetition count is recorded. Thisrulefirst triggers an internal trap with trap
code 32 if one component receives 12 traps within 60 seconds, but the
accumulation object is not destroyed. Each time a new threshold is reached
within 60 seconds, an internal trap is sent with the sametrap code 32. the new
incremental threshold is defined by the current threshold plus four. For
example, when first threshold 12 is reached, the next new threshold is 16 (12
+ 4). This means that when one component receives 16 traps within 60
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seconds, it sendsanother internal trap with trap code 32. Then anew threshold
20 (16 + 4) isdefined. A new trap is sent each time this new condition is met.
If the repetition count falls down, nothing happens.

setClear mode example
Accumul ate: 32 60 12 setCl ear 4

When you execute thisrule, it creates the accumulation object. Thisrule first
triggers an internal trap with trap code 32 when one component receives 12
traps within 60 seconds, but the accumulation object is not destroyed. Each
time the repetition count falls down and reaches four within 60 seconds, an
internal trap is sent with trap code 32. A clear trap istriggered when the
repetition count falls down to four within 60 seconds. If the repetition count
continues going up within 60 seconds, nothing happens.

Incremental and setClear modes example
Accunul ate: 32 60 12 Increnental 4 setClear 2

When you execute thisrule, it creates the accumulation object to track the
repetition count. This rule triggers one trap with trap code 32 when one
component receives 12 traps within 60 seconds. The accumulation object
stays, and a new set threshold is defined by adding the current threshold to
Incremental parameter 4. For example, a new set threshold is defined by 16
(12 + 4), and aclear threshold is set by setClear parameter 2. When the new
set threshold 16 is reached within 60 seconds, anew internal trap is sent with
trap code 32. Each time a new set threshold (for example, 20, 24, 28) is
reached within 60 seconds, anew internal set trap is sent. When the repetition
count decreaseswithin 60 seconds, aclear internal trap issent if the repetition
count reaches setClear threshold2.

setClear and incremental modes example
Accumul ate: 32 60 12 setClear 2 Increnental 4

This exampleisthe same as “Incremental and setClear modes example”
(page 220). The order of the setClear and Incremental parameters makes no
difference. GenDCD ignores the order of the parameters, and treats them as
the same command because they have the same Accumulation parameters.
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retain example
Accurmul ate 32 60 3 Increnental 2 setClear 1 retain

In this example, the count stays if the device islost.
Accumul ate 32 60 3 Increnental 2 setClear 1
In this example, the count is set to the default value of zero.
Accurul ate 32 60 3 retain Increnental 2 setClear 1

This exampleis the same as the first example. It does not matter where the
retain parameter is located.

SNMPv1 internal trap translation record example
Trap_oid: ALL
Trap_code: -5
Conp_id: E DEVNAME()
Faul t _code: S C0000004
Severity: S warning
Event: S nessage
Al niType: S security
ProbCause: S authenticationFailure
Conment: S Authentication failure trap
Accunul ate: 32 60 12 Increnental 4 setC ear 2

Trap_oid: 1.2.3.4.5.*
Trap_code: 32

Conp_i d: E VAR(0)

Faul t _code: S C0000099
Assign: count VAR(1)

Severity: E[ EQcount, 2) ? "cl eared" \

EQ count, 12) ? "warni ng" \

EQ count, 16) ? "mnor" \

EQ count, 20) ? "mgjor" \

GI(count, 20) ? "critical" ]

Event: E [ LE(count, 2) ? "clear” \
GI(count, 2) ? "set" ]

Al niType: S conmuni cati ons

ProbCause: S authenticationFailure

Comrent: S This is aninternal trap translation record
exanpl e.
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In the first block, the -5 Trap_code identifies an authenticationFailure. The
Accumulate rule indicates the triggering of an internal trap with Trap_code
32 when GenDCD receives an authenticationFailure trap 12 times within 60
seconds. Each time the new set threshold (for example, 16, 20, 24, or 28) is
reached, anew internal trap is sent with Trap_code 32. When the repetition
count increases, the alarm severity changes from warning to critical. When
the repetition count decreases to two within 60 seconds, a clear internal trap
issent with Trap_code 32. Theinternal trap trand ation record clearstheaarm
that was previously sent.

The second block contains the internal trap translation record, which is sent
with Trap_code 32. The alarm’s severity is dependent on the second variable
for the trap variablebindings. The internal trap contains the variablebindings
of compid, count, interval and threshold. Therefore, the second variable
VAR(1) returns the repetition count value with the higher count, and the
alarm’s severity changes from warning to minor, and then to critical. When
the device has too many authenticationFailure traps, the device isset to a
different state according to the repetition count of the authentication traps.
The Event attribute may be clear or set based upon the count variable. When
the setClear threshold isreached after the set internal trap is sent, theinternal
trap trandation record clearsthe previous alarm. This occurs because thetrap
translation block takes the clear value for the Event attribute when the
repetition count is less than or equal to two.The Comp_id attribute comes
from the first variable of the internal trap variablebindings. You can usually
use the same compid as the variable in the internal trap by reading the first
variablein the trap variablebindings using VAR(0), as shown in the example.
Aninternal trap istriggered against the same component when the component
receives enough incremental traps.

SNMPv2 internal trap translation record example
Trap_oid: 1.3.6.1.6.3.1.1.5.5
Trap_code: v2
Conp_id: E DEVNAME()
Faul t _code: S C0000004
Severity: S warning
Event: S nessage
Al niType: S security
ProbCause: S authenticationFailure
Coment: S Authentication failure trap
Accunul ate: 32 60 12 Increnental 4 setClear 2
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Trap_oid: 1.2.3.4.5.0.32
Trap_code: v2

Conp_i d: E VAR(0)

Faul t _code: S C0000099
Assi gn: count VAR(1)

Severity: E[ EQcount, 2) ? "cl eared" \

EQ count, 12) ? "warni ng" \

EQ count, 16) ? "mnor" \

EQ count, 20) ? "mgjor" \

GI(count, 20) ? "critical" ]

Event: E [ LE(count, 2) ? "clear” \
GT(count, 2) ? "set" ]

Al niType: S conmuni cati ons

ProbCause: S authenticationFailure

Comrent: S This is aninternal trap translation record
exanpl e.

In this example, the last element of the Trap_oid is used in the Accumulate
rule. Theinternal trap record isidentified by
<Enterprise_OID>.0.<trap_code>. VAR(0) skips the two standard variables
and begins from the compid variable. If you want to read starting from the
SysUpTime variable, use the VAR2() function.

Expressions used in translation records

The SNMP Surveillance Adapter framework supports the following
expression formats:

* “E-expression” (page 224)
*  “Sexpression” (page 224)
*  “V-expression” (page 225)
e “C-expression” (page 225)
* “P-expression” (page 226)

See also “Expression examples’ (page 227).
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Note: Although V-expressions and C-expressions are supported for
backwards compatibility, E-expressions can be used for al of the same
functions. The E-expression format is the ssimpler and recommended
format. The SNMP Surveillance Adapter cannot use P-expressions
because they require device-specific code.

E-expression
The power of the expressions defined for polling and response handling is
made available for trap trangation through E-expressions. The syntax is:

E <expressi on>
where:

expr essi on isanexpression using the syntax and the operators defined for
response handling.

Example
Fault _code: E [ EQGENERI C(),0) ? "Q0000000" \

" C0000001"]

This exampleisfrom atrandation record for warm and cold start traps. The
E-expression is used to select the alarm fault code based on the trap generic
code.

CAUTION

Cannot always access cached information
E-expressions can access cache entries where
information discovered by the last discovery polling
cycleis stored. However, a discovery polling cycle
cannot always be performed before any given trap is
received. Therefore, trap translation records that depend
on cached information should be written to handle the
possible unavailability of the information.

S-expression
The S-expression format directly specifies the character string that is the
expression value. The syntax is:

S <character string>
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This S-expression is equivalent to the E-expression:
E “<character string>"

Example
S nessage

This S-expression can be used to produce avalue for the event alarm attribute.
MESSAGE isavalid event state for an alarm.

V-expression
Note: Although V-expressions are available, E-expressions can be used

for the same functions. The E-expression format is the simpler and
recommended format.

The V-expression format specifies that the expression value is the value of a
trap variable converted to a character string. The syntax is:

V {1]|S] G <variable objectld>
This V-expression is equivalent to the E-expression:
E VAR(<vari abl e objectld>)

where:

I'| S| O indicatesthe variable type. Use one of these three letters. |

represents the integer, S represents the string, and Orepresents the object
identifier.
Example
Coment: V S 1.3.6.4.1.562.12.1.3.1.6.0
This V-expression is equivalent to the E-expression:
Conment: E VAR(1.3.6.4.1.562.12.1.3.1.6.0)

C-expression
Note: Although C-expressions are available, conditional E-expressions
can be used for the same functions. The E-expression format is the
simpler and recommended format.
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The C-expression format specifies that the expression value is the value
produced by selecting one of several possible results based on the value of a
trap variable. The syntax is:

C <vari abl e objectld> <sel ect >=<val ue>
[; <sel ect >=<val ue>] *

This C-expression is equivalent to the E-expression:

E [ EQ (VAR(<vari abl e obj ect1d>) <sel ect1>) ? <val uel>\
EQ (VAR(<vari abl e object!|d> <sel ect2>) ? <val ue2> \

This expression can be simplified and optimized by assigning the value of the
“VAR (<variable objectld>)" to alocal variable first.

where:

vari abl e objectld istheobjectidentifier of thetrap variable used asa
selector. This variable must be an integer variable.

sel ect isoneof the possible values for the trap variable, or “D” for a
default selection.

val ue isthe corresponding string value to be returned by the expression.

Example
Event: C 1.3.6.4.1.562.12.1.3.1.7.0 1=set; 2=clear; \
D=nessage

This C-expression is equivalent to the E-expression:
Assign: event VAR(1.3.6.4.1.562.12.1.3.1.7.0)

Event: E [EQ (event,1) ? "set" \
EQ (event,2) ? "clear" \
"message” ]

P-expression
The P-expression format can only be used by device-specific data collection
daemons (DCDs). This format specifies that the expression value is returned
by adevice-specific procedure. This expression isbased on the rule label and
gains access to the trap contents. The syntax is:

P
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Example

Conp_id: P

ThisP-expression can be used to call adevice-specific procedure to derive the
component identifier attribute from the trap contents. The SNMP
Surveillance Adapter cannot do this because it does not have any device-
specific code.

Expression examples

Note: Some examplesin this chapter contain numbersat the start of each
line. These numbers are not part of the actual request; they have been
added for clarity purposesto refer to individual lines.

Translation record example 1.

1 Trap_oid: 1.3.6.1.2.1

Trap_code: -1, -2

Conp_i d: E DEVNAME()

Faul t _code: E [ EQ{GENERIC(),0) ? "C0000000" \

" C0000001"]

Severity: S cleared

Event: S clear

Al nType: S oper at or

ProbCause: S operational Conditions

Comment: E [EQ GENERIC(),0) ? "Cold start trap" \
"Warm start trap"]

10 ClrScope: S clearHer

11 Di scover: E TRUE

A WN

© 00 ~NO U

Translation record example 1 isfrom arepeater trap configuration file, and it
definesthetrangdlation rulesfor cold and warm start traps. Negative trap codes
identify these traps as generic by the rule (code=-(generic+1)). The
expressions in this record are used to

define the alarm component identifier as the name currently associated
with the device (line 3)

select the alarm fault code based on the trap generic code (line 4). If the
generic codeis 0 (cold start trap), the fault code is CO000000; otherwise
the fault code is CO000001.

set the alarm severity to “cleared” (line 5)

set the alarm event typeto CLEAR (line 6)
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define the alarm type as operator (line 7)
define the alarm probabl e cause as operational Conditions (line 8)
select the alarm comment based on the trap generic code (line 9)

specify that thisalarm clearsall alarmscurrently active against the device
and its components (line 10)

specify that this alarm triggers a new discovery polling cycle (line 11)

Translation record example 2:

1 Trap_oid: 1.3.6.1.2.1.22

Trap_code: 1

Conp_i d: E DEVNAME()

Fault _code: S C0510001

Nanme: state 1.3.6.1.2.1.22.1.1.2
Severity: E [EQstate,2) ? "cleared" "major"]
Event: E [EQ(state,2) ? "clear" "set"]
Al nType: S conmuni cati ons

9 ProbCause: S out Of Service

10 Comment: E VAR(1.3.6.1.2.1.22.1.1.3)
11 Pol|: E TRUE

O~NO O WN

Translation record example 2 isfrom arepeater trap configuration file, and it
definesthe trand ation rules for arepeater health trap. The expressionsin this
record are used to

define the alarm component identifier as the name currently associated
with the device (line 3). The alarm israised against the device even when
it signals a port failure because the trap does not identify any
subcomponent.

select the alarm fault code based on the device type (line 4). The device
type is 051, and the code assigned to this alarm is 0001.

associate the name “ state” with the trap variable reporting the new
repeater state (line 5)

set the alarm severity to “cleared” if the state variable has the value 2;
otherwise a“major” SET alarm is generated (lines 6 and 7)

define the alarm type as communications (line 8)

define the alarm probabl e cause as outOf Service (line 9)
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e copy the alarm comment from the corresponding trap variable (line 10)

»  gpecify that thisalarm triggers a new state polling cycle (line 11). This
cycle can establish the impact of the problem reported.

Functions used in translation records

The SNMP Surveillance Adapter framework uses various functions to access
information in the trap being trandated. For information about these
functions, see the following sectionsin “ Context access operators”

(page 132):
*  “VAR” (page 143)

*  “VAR2" (page 144)
* “GENERIC" (page 145)
» “SPECIFIC” (page 146)
*  “VERSION" (page 146)
*  “TRAPOID" (page 147)
* “SYSUPTIME" (page 148)
Note 1: A trap translation record can be associated with several trap

codes. Inthistype of record, the GENERIC and SPECIFIC functions can
be used to generate code-specific values for an attribute if required.

Note 2: Thereisalso a PROC function which is used to support P-
expressions for device-specific data collection daemons (DCD). This
operator is not intended for use in trap tranglation rules for the SNMP
Surveillance Adapter.
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Chapter 10

Troubleshooting the SNMP Surveillance

Adapter

This section describes tools and methods for troubleshooting the SNMP
Surveillance Adapter and associated components. It contains the following
topics:

“Debugging tools’ (page 231)

“DCD API requests’ (page 236)
“Logfiles’ (page 247)

“Server reset notifications” (page 248)
“Workstation verification” (page 249)
“Common error symptoms” (page 250)

Debugging tools

The SNMP Surveillance Adapter isbased on adata collection daemon (DCD)
which has input and output processes. Debugging can come from several
sources which enables tracking of input, output, and internal events. The
following tools can be used for debugging purposes:

“-v command line option” (page 232)
“Trap sniffer” (page 232)

“Trap server trace” (page 234)

“DCD API” (page 235)

“SMDR API” (page 235)
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+ “GMDRAPI” (page 236)
 “GMDR Administration tool” (page 236)

-v command line option
See “Using the DCD in verification mode” (page 34).

Trap sniffer
The trap sniffer is adiagnostic tool used to record all traps emitted with
specified object identifiers (Ol Ds) and/or from specified addresses. The trap
sniffer can indicate if there are any traps being emitted by some devices that
are not being handled correctly by their corresponding data collection
daemon (DCD) processes.

Startup command
Use an Preside M ultiservice DataManager workstation to start the trap sniffer

process. You must be logged in asroot to run the trap sniffer process. Before
you run the trap sniffer process, enter the following command:

unmask 077
The startup command for the trap sniffer processis:
[ opt/ Magel | anNMB/ bi n/ t snf <command |ine options>

where command line options are:

-a <ip address filter> Thisparameter specifiesip addresses where
all traps emitted are recorded. The default is"*", which represents all
addresses. The syntax isthe same as the syntax of the addrFilter DCD option;
see addrFilter in “Run-time options” (page 41).

-d <l ogging levels (FATAL, SNO MAJOR, M NOR, | NFO, TRACE,
ALL) > This parameter specifies thelog level. More than one level can be
specified. Thedefaultis" FATAL, SNO, ERRORS, MAJOR, M NCR, | NFO'. The
syntax is the same as the syntax of the -d DCD command line parameter; see
the 241-6001-310 Preside MDM Server Reference Guide.

-h <di splay hel p menu> Thisparameter specifiesthat the help menu
be displayed.
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-i <send | ogs to stdout> Thisparameter specifiesthat logs be
displayed as standard output (stdout). The syntax is the same asthe syntax of
the -i DCD command line parameter; see “Using the DCD in verification
mode” (page 34).

-1 <log file | ocation> Thisparameter specifiesthelog filelocation.
The default is /opt/MagellanNM S/data/tsnf.l og.

-o <enterprise oid filter> Thisparameter specifiesenterprise OIDs
for thetrap sniffer torecord. Thedefaultis"*", which representsall traps. The
syntax is:

-0 <enterprise OAD> -n <profile name>

-0 <enterprise O D> specifiesthe enterprise OID of the device type.
For example, iBWA 5100 base stations are
-0 1.3.6.1.4.1.562.21.1.1.

Trap log formats
The log output format for SNMPv1 traps is different from the format for

SNMPV2 traps, as shown in the log output tables. Note the following
comparisons of the two tables:

» Eachlineof log output startswith entries of <log level> <log date> <log
time>. These are not shown in the tables for clarity purposes.

* Inthefirst line, SNMPv1 output has the sender and agent addresses,
SNMPV2 output has the I P address and notification OID instead.

* Inthe second line, SNMPv1 output has the enterprise OID and the
generic and specific codes; SNMPv2 does not have this output.

»  Theformat of the next two lines are the samefor SNMPv1 and SNMPv2
traps.

SNMPv1 log output

PDU. Sender Addr=<ip address> Agent Addr=<ip address>
PDU. QO d=<enterprise oid> Gen=<generic code> Spec=<specific code>

PDU. Tine=<trap tinestanp> Comunity=<comunity string>

(Sheet 1 of 2)
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SNMPv1 log output

VAR Q d=<vari abl e oi d> Type=<vari abl e type> Val =<val ue>

(Sheet 2 of 2)

SNMPv2 log output

PDU. Addr=<ip address> Notification O D=<notification oid>
PDU. Tine=<trap tinestanp> Comunity=<comunity string>

VAR Q d=<vari abl e oi d> Type=<vari abl e type> Val =<val ue>

Trap server trace
Thetrap server (TSVR) trace utility is adiagnostic tool for the trap server
process. This utility can be used to extract useful contents of atrap and send
these contentsto alog file so that aproblem can beisolated quickly. It enables
you to capture trap contents before trap server processing, and provides a
trace of events that occurred within the trap server.

Starting the trap server trace utility
Use this procedure to turn the trap server trace utility on and off. It is not

normally necessary to stop and restart the trap server.
1 Ifthe trap server is not already running, use one of the following methods
to start it:

»  Start the Preside Multiservice Data Manager Server Administration
tool. Select the trap server to start.

*  Open a Unix window and use the same window for the entire
procedure. From the command line within the Unix window, type

tsvr
2 To determine the trap server process identification number, type
ps -ef | grep tsvr

3 Toturn on the trap server trace utility, type
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DCD API

kill -USRl1 <tsvr process id>
Press the Return key. The following response appears in the log file:
trap trace flag is on

When the trap server receives a trap, it will output some useful contents
of the trap to the trap server log file. To view these trap contents, see the
log file named tsvr.log.

To turn off the trap server trace utility, type

kill -USRl1 <tsvr process id>

Press the Return key. The following response appears:
trap trace flag is off

Note: This same kill command is used to turn the trace utility on and off.
If the utility was off, the command will turn it on. If the utility was on, the
command will turn it off. To verify the state of the utility, see the response
in the log file.

The DCD application programming interface (API) can be used to

discover the database contents of components

monitor DCD output including alarms, state change notifications, and
server notifications

For details, see“DCD API requests’ (page 236).

SMDR API

The SNMP Management Data Router (SMDR) API can be used to

discover the database contents of components

monitor SMDR output including alarms, state change notifications, and
server notifications

The same commands are supported for DCD APl and SMDR API. The
startup command for SMDR APl is

[ opt/ Magel | anNMS/ bi n/ sndr api
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GMDR API
The General Management Data Router (GMDR) API can be used to

* identify componentsthat are currently known
+ listactivealarms
e tracedataproduced by GMDR

e determine which SMDR servers are connected

The startup command for GMDR API is
/ opt/ Magel | anNMS/ bi n/ gndr api

GMDR Administration tool
The GMDR Administration tool is a graphical user interface (GUI) that is
easier to use than the GMDR API. The information provided by the GUI is
less detailed but it may suffice. This GUI can be used to

» list server processes and their connection states

» list known components and their states

e provide a statistics summary

»  determine which SMDR servers are connected

The GMDR Administration tool is normally started from the Preside
Multiservice Data Manager toolset. The startup command is

/ opt/ Magel | anNMS/ bi n/ gndr admi n

DCD API requests

The data collection daemon (DCD) Application Programming Interface
(API) issimilar to the Alarm and Status API; see the 241-6001-203 Preside
MDM Alarm and Satus API Reference Guide. The DCD API ismainly
intended for debugging use. Injection (Inbound API) is not supported.
Additional DCD-specific actions are supported. The following DCD API
requests are available:

* “Register” (page 237)
o “Get” (page 237)
e “Create” (page 238)
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e “Action” (page 238)

Action requests include database reset, component delete, query
property, query node name, poll, add node, delete node, unmanage node,
manage node, add address, and del ete address.

See also “ Startup command” (page 237).

Startup command

To start the DCD AP, type
/ opt/ Magel | anNMS/ bi n/ dcdapi -serv <process name>

where:

process nane isthe DCD executable name modified by the -n or -N
parameters. For example, gendcd -n regl creates a process name of
gendcd_regl.

Register

Get

Theregister request isused by the client process, for examplethe API session,
to register itself with the DCD. A user identification is required, and the
password is ignored.

Example
_cmd: register
_user_id: myNane

The get request is used by the client processto retrieve information currently
stored in the DCD internal database. This information can include nodes,
links, and server statistics.

Example
Thefollowingisan API request for the component identifier and theraw state
of the RBSE MONTREAL device and al of its subcomponents.

_cnd: get

_obj _class: node

_obj _id: conpld NI RBSE MONTREAL
_scope: all

_attr_id: rawState
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Thefollowingisan API request for the component identifier and theraw state
of al the devices, subcomponents, and linksin the DCD database.

_cmd: get

_obj _class: network

_obj _id: networkld S conpRoot
_scope: all

_attr_id: rawState

Create
The create request is used by the client process to inform the DCD of its
interest for some event types. Thisrequest can create asievefor alarms, state
change notifications, or server reset notifications.

Examples
Thefollowing isan API request to create asieve for alarms.

_cnd: create
_obj _class: sieve
_attr: eventFilter SS eventType EQ S alarm

Thefollowing APl isarequest isto create asieve for state change
notifications.

_cnd: create
_obj _class: sieve
_attr: eventFilter SS eventType EQ S rawsSt at eChange

Action
An action request isused by aclient processto ask the DCD to perform atask.
DCD action requests include the following:

e “Databasereset” (page 239)

e “Component delete” (page 239)
e “Query property” (page 239)

e “Query node name’ (page 240)
« ‘“triggerPoll” (page 241)

e “Addnode’ (page 241)

* “Delete node’” (page 244)

e “Unmanage node’ (page 244)
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e “Manage node’ (page 244)
e “Add address’ (page 245)
* “Delete address’ (page 246)

Database reset
The database reset (dbReset) request should be used wisely becauseit is
associated with high process and device costs. Thisrequest is used to

» recreate the seed file
e clear the component database

*  restart discovery from the seed file

Example
The following is an API request to reset the DCD component database.

_cmd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: resetDB

Component delete
The componentDelete request is used to delete a component and al its
subcomponents from the component database. The component deletion is
propagated to clients of the DCD server and may be reflected in the network
model. However, the component will return in the next polling cycleif itis
till in the MIB.

Example
Thefollowing isan API request to delete a card and the subordinate portsin

a Passport 4400 switch from the component database.

_cnd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: conponentDel ete
_attr: conmpld NI MPA TORONTO CARD 4

Query property
The queryProperty request is used to

»  search the property list of a specified component
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e return the specified property value if found

This API request now supports as many properties and/or components as
required per request.

Example
The following is an API request to find the | P address of a Shastadevice.

_cmd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: queryProperty
_attr: conpld NI SSG OTTAWA
_attr: propNane S I p Address

Note 1. Multiple propName lines can be specified to retrieve multiple
properties at one time; if no propName lineis specified, al available
properties arereturned. Similarly, multiple compld lines can be specified
to retrieve properties from multiple components.

Note 2: The specified component name can represent a wild-carded
module name. For example, "CES*" or "EM CENTER*" will retrieve
properties from all matching modules currently reporting to the
surveillance stack.

Query node name
The queryNodeName request is used to query the DCDs to abtain a device
name based on the supplied |P address. The DCDs can identify all the nodes
matching the supplied | P address and community string pair.

Note: A dedQueryNodeName action script is also available; see
“dcdQueryNodeName” (page 53).

Example
Thefollowing exampleisan API request to find the device name of aniBWA

5100 device.

_cmd: action

_obj _class: server

_obj _id: serverld S GVDR
_action_type: queryNodeNane
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_attr: nodeAddress S 47.129. 32. 153
_attr: nodeCommunity S public
_attr: nodeDevi ceType | 20

triggerPoll
Thepoll request isused to start anew discovery polling cyclefor the specified
device.

Note: A dedTriggerPoll action script is also available; see
“dedTriggerPoll” (page 54).

Example
Thefollowing isan API request to start a new on-demand polling cyclefor a

Shasta device.

_cnd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: triggerPoll
_attr: conpld NI SSG OTTAWA
_attr: delayTime | 10

_attr: groupNunber | 4
_attr: conpType | 1

_attr: instNunmber S 4.1

Add node
Note: A dcdAddNode action script is also available; see* dcdAddNode”
(page 52).

The addNode request is normally used to create a new polling object
(DcdAgent) based on the supplied parameters; discovery of the
corresponding deviceisthen attempted. However, if an existing polling obj ect
already hasthe same name and/or the same address asthe values supplied, the
action performed by the DCD depends on the following factors:

1 Isthedevice name the same as an existing DcdAgent?
2 Doesthe device type match an existing DcdAgent?

3 Doesthe device address (IP address and community string) match an
existing DcdAgent?

4  Istheexisting DcdAgent in a managed state?
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5 Isthe multiple address option enabled for the type of device specified?
6 Istheexisting agent reachable?

The following table shows how these factors affect the DCD action

performed.
1) Same | 2) Device | 3)Address | 4) DcdAgent | 5) Multi- | 6) Agent DCD action
name? |type matches? | managed? |address |reachable?|performed
matches? enabled?
Yes No Replace
DcdAgent; see
Scenario A in the
following section
Yes Yes Yes None; see
Scenario B
Yes Yes No No None; see
Scenario C
Yes Yes No Yes Yes addAddress; see
Scenario D
Yes Yes No Yes No Yes None; see
Scenario E
Yes Yes No Yes No No Replace
DcdAgent; see
Scenario F
No Yes No None; see
Scenario G
No Yes Yes Replace
DcdAgent; see
Scenario H
No No addNode; see
Scenario |
Scenarios
Thefollowing explanations correspond to the scenarios shownin the previous
table.
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Scenario A:  Thisrequest isfor an agent profile change; the old agent is
deleted and anew oneis created.

Scenario B: Thisrequest isaduplicate; it isignored.
Scenario C:  The device is unmanaged; this request isignored.
Scenario D:  Thisrequest is treated as an addAddress request.

Scenario E:  Thisrequest isfor an address change for adevicethat is
reachable; it isrejected.

Scenario F: Thisrequest is for an address change for adevice that is
managed but not reachable; the old agent is deleted and anew one is created.

Scenario G:  Thisrequest isfor a device name change for an unmanaged
device; it isrejected.

Scenario H: Thisrequest isfor a device name change; the old agent is
deleted and anew oneis created.

Scenariol:  Thisisanormal manual discovery request in which neither the
name nor the address are currently known; a new agent is created.

Example
Thefollowing is an API request to create a DcdAgent object for a Passport

4460 device.

_cnd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: addNode

_attr: compld NI MPA CAL

_attr: nodeAddress S 47.130.96. 35
_attr: nodeCommunity S public
_attr: nodePort | 161

_attr: nodeDeviceType | 6
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Delete node
The deleteNode request is used to delete adevice's corresponding DcdAgent
object and its associated components from the DCD database, and may be
reflected in the network model. However, the object and components will
return if atrap is received from the device and trap-based discovery is
enabled.

Example
The following is an API request to delete a DcdAgent object for a Passport
4460 device.

_cmd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: del et eNode
_attr: conmpld NI MPA CAL

Unmanage node
The unManageNode request is used to put the DCD agent associated with a
devicein an “unmanaged” state. In this state, the DCD

» gtops polling the specified device
o discardstraps received from the device
* putsthe device and it subcomponentsin an UNKNOWN state

» freesthe socket used to poll the device

Example
The following is an API request for the DCD to stop managing a Passport
4400 device.

_cnd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: unManageNode
_attr: conmpld NI MPA DEV1

Manage node
The manageNode request is used to return adevice's DCD agent to the
“managed” state.
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Example
Thefollowing is an API request for the DCD to rediscover a Passport 4400
device.

_cmd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: manageNode
_attr: conpld NI MPA DEV1

Add address
The addAddressrequest is used to add apolling or trap address to the address
list for the specified device. The DCD rejects thisrequest if one of the
following conditions occurs:

»  Thedevice profile does not allow this action.

*  The specified address has aready been assigned to another device, and
this other device is currently using the address for polling.

The following attributes must be specified in the request:
* devicename

+ |Paddress

e community string

e addresstype (“poll” or “trap”)

Note: A dcdAddAddress action script is also available; see
“dcdAddAddress’ (page 55).

Example
Thefollowing isan API request for the DCD to add an address to a Passport
4460 device.

_cmd: action

_obj _class: server

_obj _id: serverld S dcd
_action_type: addAddress

_attr: conpld NI MPA DEV4

_attr: nodeAddress S 47.20.137.84
_attr: nodeConmunity S public
_attr: nodeAddr Type S poll
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Delete address
The deleteAddress request is used to remove a polling or trap address from
the address list for the specified device. The DCD rejects this request if one
of the following conditions occurs:

The deviceis not found.
The specified address is not found.
The specified address is currently being used for polling.

The following attributes must be specified in the request:

device name

IP address
community string
address type

Note: A dedDeleteAddress action script is also available; see
“dcdDeleteAddress’ (page 56).

Note: You canremoveall of the addressesfor thisdeviceat once by using
awildcard (*) in place of the parameters for |P address, community
string, and address type. If you use this option, all addresses for this
device will be removed except the current active polling address.

Example
Thefollowing is an API request for the DCD to delete an address from the

address list for Passport 4460 device.

_cmd: action

_obj _class: server

_obj __id: serverld S dcd
_action_type: del et eAddress
_attr: conpld NI MPA DEV4

_attr: nodeAddress S 47.20.137.84
_attr: nodeConmunity S public
_attr: nodeAddr Type S trap
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Log files
Logs are issued by the SNMP Surveillance Adapter to signal the occurrence
of error conditions and major events. Additional information can be included
as an option. Logs can also be issued from response handling and trap
translation records.
Messages sent to log files are grouped into different levels. You can select the
appropriate level on the process command lineto obtain the required message
details from the following log files:
 “DCD logfiles’ (page 247)
e “SMDRlogfiles’ (page 247)
e  “TSVRIogfiles’ (page 248)
You can also cause a process to dynamically start or stop issuing logs at all
levels, see “USR signals’ (page 248).
DCD log files
For information about data collection daemon (DCD) exit codes and error
messages, see the 241-6001-310 Preside MDM Server Reference Guide.
Note: By default, the DCD errors are captured in the log file
/opt/MagellanNM S/data/<process name>.log
where:
process nanme isthe DCD executable namewith optional modificationsby
the -n and -N parameters. The default process nameis gendcd.
SMDR log files

For information about the SNMP Management Data Router (SMDR) exit
codes and error messages, see the 241-6001-310 Preside MDM Server
Reference Guide.

Note: By default, the SMDR errors are captured in the log file
/opt/MagellanNM S/data/smdr.log
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TSVR log files
For information about trap server (TSVR) error messages, see the
241-6001-310 Preside MDM Server Reference Guide.

By default, the TSVR errors are captured in the following log files:

« Jopt/MagellanNM S/dataltsvr.log
Thisfile contains trap server error logs.

» Jopt/MagellanNM S/dataltsvrrep.log
Thisfile contains trap reporter (TRep) error logs.

Note: To eliminate overhead, only FATAL, ERROR, and MAJOR
messages are issued by TSVR and TRep.

USR signals
USR signals are used to record logs of particular levels as follows:

e USR1signal isused to start recording ALL log levels.

» USR2signal isused to go back to recording only the log levels selected
at the start of the process.

Server reset notifications

The DCD sends server reset notifications reporting events that impact more
than single components. These notifications often result from an action
request being executed by the DCD; the server reset notification then reports
this event. These notifications include

* databasereset
Thisreset istriggered by an API action request. All information is
deleted from the component database, and the DCD rediscovers all
devices. For information on the API request, see “ Database reset”

(page 239).

e component deletion
Thisdeletionistriggered by an API action request or component removal
detection while polling. The component and its subcomponents are
deleted from the component database and may be reflected in the
network model. For information on the API request, see “ Component
delete” (page 239).
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* lost device
This notification is triggered by the device becoming unreachable. All
active dlarms are deleted, and the device and component polling states
are set to UNKNOWN.

* reconnected device
This notification is triggered by the device becoming reachable again.
The device is being rediscovered.

e devicemanaged state
This notification is triggered by an action request to stop or restart
monitoring adevice. Thepolling and trap transl ation stopsor restarts. For
more information, see For information on the API requests, see
“Unmanage node” (page 244) and “Manage node” (page 244).

» discovery state done
This notification is triggered the first time that the polling cycle of a
device is compl eted.

Workstation verification

mnsd

See the following sections for methods used to verify workstations:
e “mnsd’ (page 249)

* “IPCregistration” (page 249)

*  “snoop” (page 250)

e “netstat” (page 250)

mnsd isthe Preside Multiservice DataManager server. Itisrequired for server
processesto register their service names. The command to usefor verification
is

ps -ef | grep mmsd

IPC registration

All processes must be “alive” and registered with IPC. Thelog
" COVENDPO NT CREATION I | | egal name used" indicatesthat thetarget
server is not registered with IPC. The command to use for verification is

i pcnon -p

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



250 Chapter 10 Troubleshooting the SNMP Surveillance Adapter

snoop
Usethe UNIX utility snoop to verify the arrival of traps on the workstation at
port 162. The command to use for verification is

snoop <device | P address> port 162

netstat
Use the netstat command to determine whether or not port 162 is bound by
the trap server reporter (TRep). Before starting the trap server (TSVR), the
following command should indicate that the port is unbound:

netstat -a | grep "snnp-trap”

If the port is bound, make sure that no other running process requires port
162. For example, is HP-Openview running?

Common error symptoms

See the following sections for most likely causes and suggested corrective
actions for common error symptoms:

* “Alarmsare displayed for some devices but not others’ (page 250)
* “Noaarmsare being received” (page 251)

Alarms are displayed for some devices but not others
The most likely cause for Preside Multiservice Data Manager (MDM) to
display some alarms but not others, and the order in which you should
troubleshoot them are as follows:

e Physical IP connectivity has been lost between the MDM workstation
running the DCD process and the device that should be sending traps.
The IP link may be broken or the devices may be down.

At the workstation running the DCD software, use the PING command
to determine if connections to the devices are alive. For example:
ping 37.208.155.55.

e Trap subscription is not set up on some of the devices that should be
sending traps to the workstation running the DCD.

*  The State command has been issued to set the state of a device to UNK
(unknown). Consequently the GMDR may consider the device as
unmanaged. For details, see “ State command” (page 114).
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No alarms are being received
The most likely causes and the order in which you should troubleshoot them
are asfollows:

Thedeviceisusingacommunity string other than “public”. For example,
an EdgeLink MUX device may have its community string set to
“snmp_trap”. This creates a situation in which the community string on
received traps is different than the string used to poll the device.

Make surethedeviceisusing “public’ asacommunity string. If it isnot,
perform the following steps:

— Edit the configuration (.cfg) file in the customer location
/opt/MagellanNM S/cfg/ded

—  Set theignoreTrapComm parameter to TRUE. For more
information, see “ignoreTrapComm” (page 48).

— Make sure the defaultComm parameter is set to “ public”. For more
information, see “ defaultComm” (page 46).

The trap server isnot running or cannot bind to UDP port 162. Only one
application can bind to port 162 at atime. Check for other applications
running on the port.

The device profileis not configured or is invalid. Verify configuration
files using the -v command line option.

I P connectivity to the MDM workstation is lost because of link failure.
Use the PING command to determine if the connection to the
workstation is aive.

Trap subscription is not set up for any of the devices that should send
traps to the workstation running the MDM integration software.

The correct |P address, or host name, of the SMDR server is not
registered with the GMDR Administration tool.

For more information, see the 241-6001-303 Preside MDM
Administrator Guide.

Connectivity between SMDR and the DCD is not enabled.
The GMDR server has exited.
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Appendix A
Generic SNMP device support

This section explains how to integrate generic SNMP devices into Preside
Multiservice Data Manager. The generic SNMP device profile provides the
framework for integrating generic SNMP devices that don't require the
extensive configuration and modeling required for specific SNMP devices.
This section describes the generic device model, the generic SNMP device
profile, the configuration files, and how to configure generic SNMP devices.
See the following sections for more information:

e “Generic device moddl” (page 257)

e “Generic SNMP device profile” (page 254)

e “Generic DCD configuration files” (page 264)

e “Configuring generic SNMP devices’ (page 271)
«  “Maodifying configuration files” (page 272)

e “Starting the GenDCD process’ (page 273)

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



254 Appendix A Generic SNMP device support

Generic SNMP device profile
Generic SNMP devices can be integrated into Preside Multiservice Data
Manager (MDM) using a set of configuration files. These files define a
generic SNMP device profile for the SNMP devices that are used by the
Generic Data Collection Daemon (GenDCD) process.

MDM uses the data collected by the GenDCD and provides surveillance
information for these generic SNMP devices through the fault toolset. This
information can also be made available to AP or NSP through an MDM
Device Adaptor (MDMDA). “SNMP Fault Management Architecture’
(page 255) illustrates the architecture and its option to provide datato AP and
NSP.

The generic SNMP device profile enables adevice to be deployed in a
network on atemporary or permanent basiswithout the detailed modeling and
configuration files. All configuration files required by the generic profile are
integrated into MDM fault base, and are therefore immediately available and
do not require any cartridge installation (See “ Generic DCD configuration
files’ (page 264)). The only devicesexcluded arethose that do not support the
system group and or the interface table originally defined in RFC1213.
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Figure 3
SNMP Fault Management Architecture
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SNMP supported
SNMPv1 and SNMPv2c are supported for both polling and trap translation.

Minimum and optional requirements
The minimal MIB requirements for the generic device SNMP agent are the
system group and the interface table originally defined in RFC1213. If the
device does not support these, it cannot use the generic profile.

Optionally, if the interface table extension originaly defined by RFC1573 is
also supported, the ifName column of this table extension can be used to
provide more meaningful names for the device interfaces. If additional IP
addresses are defined in the ipAddEntAddr table originally defined in
RFC1213, those addresses are added to the list of 1P addresses that may
appear in traps sent by the device.

Traps supported
Only the ColdStart, WarmStart, LinkDown, LinkUp and
AuthenticationFailure generic traps are separately translated. A single default
translation handles all the other traps. See “ generic.tra’ (page 268) for more
information on traps.
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Generic device model
This section describes the generic device model and its behavior.

» “Device model components’ (page 257)
» “Devicebehavior options’ (page 258)
e “Duplicate IP address detection” (page 262)

Device model components

The device model consists of three components asillustrated in the “ Generic
device model” (page 257) diagram below.

Figure 4
Generic device model

GEN
SECURITY IF

PPT 3203 002 AA

The GEN component type is associated with a component representing the
deviceitself. Itsinstanceisthe device name, which can be obtained in several
ways. See“Device name” (page 259).

The SECURITY component typeis associ ated with an instance-less dynamic
component created when an authenticationFailure generic trap is received.

The IF component type is associated with one of the device interfaces. By
default, theinstance valueisthe corresponding val ue of iflndex. The customer
can provide amore useful instance value in the ifName MIB table.
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Device behavior options
The generic profile can be used for awide range of devices with varying
reguirements from customers. Several options are available to provide
flexibility to the generic profile.

“Device name” (page 259)

“Interface name” (page 259)

“Interface raw state” (page 260)

“Cold and warm start traps handling” (page 261)

The default value selected for each of these options produces a behavior
compatible with how Preside Multiservice Data Manager (MDM) manages
other devices.

The options can be enabled at either the process level or the profile level.

If enabled at the process level, the options are specified in a customized
version of the process options (.cfg) configuration file and only apply to
the devices monitored using the generic profile by the corresponding
GenDCD instance. In this case, copy /opt/MagellanNMS/lib/cfg/ded/
genericded.cfg into the directory /opt/Magel lanNM S/cfg/ded and modify
it to enable the required options.

If enabled at the profile level, the options are specified in a customized
version of the profile option (.agp) file and apply to all GenDCD
instances using this customized profile. In this case, copy /opt/
MagellanNMS/lib/cfg/dcd/generic.agp into the directory /opt/
MagellanNM S/cfg/decd and modify it to enable the required options.

If an option is specified in both the .cfg and .agp files, the agp
specification, which is read last, applies.

Note: These options are not designed as a substitute for MDM SNMP
Surveillance Adapter capabilities. If more flexibility isrequired, a
separate set of configuration files, possibly based on thefilesincluded in
the generic profile, may need to be devel oped.
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Device name
For many cartridges, the device name is derived from the contents of the

sysName MIB variable. This may not be possible or desirable for some
generic devices. The generic profile offers the following alternative ways to
define the device name:

» thedevice nameis derived from the sysName MIB variable; thisisthe
default behavior if the option is not specified

» thedevice nameis defined using the device's | P address
* thedevice name is obtained from the network hosts tables

» thedevice nameisthe name supplied in the Discovery command. With
this option, the name will not be modified by GenDCD. (The source of
thisdiscovery commandisthe | P Discovery tool or the operator using the
dcdAddNode macro or an API session).

To use one of these alternative waysto define the device name, create an entry
with the key NAME_SOURCE in the process cache. The value of this entry
canbe SY SNAME, IPADDRESS, HOSTNAME or COMMAND to select the
corresponding behavior. For example, in the .cfg or .agp file, the following
line specifies that device names are defined using each device address:

Cache: NAME_SOURCE: | PADDRESS

When no explicit selection is made for this option, the device names are
derived from the sysName variable. When the selected way to define the
device namefailsfor agiven device (for example, the sysNamevariableisleft
undefined in the device MIB), the device |P addressis used.

Interface name

The instance associated with each |F component is the corresponding value
of ifindex (by default). Thisnameis not useful to an operator or field engineer
to identify the corresponding physical or logical component.

Some SNM P devices support an interface table extension originally defined
by RFC1573 including an ifName field that can be used to provide a more
useful name. The generic profile attempts to poll this table extension and
looks for ifName values of the form “|F <better name>". When such avalue
isfound, <better name> is used as the component instance instead of the
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ifindex value. It should contain only valid characters (letters, digits, dashes,
periods, and underscores). Invalid characters are replaced by underscores and
only thefirst 20 characters of <better name> are used.

Note: Devicesthat do not support the interface table extension appear to
have an empty table to GenDCD and this customization is not available.

Interface raw state

Traditionally in MDM, the raw state of acomponent that is not functional is
OOS. If this state is not entered after receiving an alarm, aproxy alarmis
issued to account for this state in the Alarm Display.

SNMP often identifies whether a component is non-functional dueto afault,
or operator intervention. For components that are disabled by the operator,
some customers do not want an alarm, although this is incompatible with
normal MDM practice. However, when the target system is AP or NSP,
norma MDM practice may be ignored.

For IF components, the generic profile followsthe MDM practice by default;
however, it can be configured to satisfy this “no alarm if administratively
disabled” requirement by defining the proper process cache entry. The key for
this cache entry is“O0S_FOR_ADMIN_DOWN?” and the possible values
are“YES’ and “NO”. Therefore, if either the .cfg or agp file contain the
following line, alarms are not issued when an interface is disabled by the
operator:

Cache: OOS_FOR_ADM N_DOMN: NO
If this cache entry does not exist or if itsvalueis YES, the MDM normal

practice is followed:

» theraw state of apolled interface is set to OOSif either ifOper Satus or
ifAdminStatus does not have the value up; a proxy alarmisissued if no
active dlarm aready exists

» alinkDown trap isimmediately trandated to a SET alarm against the
corresponding | F component
If this cache entry exists and has the value NO:

» polling an interface produces one of the following results:
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— ifOperSatus and ifAdminStatus are up: the raw stateis set to INSV.
A proxy CLEAR alarm may beissued by SMDR to clear the
currently active alarms.

— ifOperSatusistesting or ifAdminSatusisnot up: theraw stateis set
to UNK. All active alarms against this interface are discarded.

— all other combinations of ifOper Satus and ifAdminSatus: the raw
state is set to OOS. A CRITICAL SET alarm isissued against the
interface.

» thereception of alinkDown trap causes a polling request for the
corresponding interface to be scheduled. No alarm isissued.

Note: Theinterface problem may be corrected before the polling request
is executed. In this case, the problem is not reported if the reply to the
polling request shows the interface back to normal.

Cold and warm start traps handling
When devices restart, the system raises a CLEAR alarm at the device level.

These alarms usually have ahierarchical scope associated with them because
any problem that may have existed on the device before the restart may have
been fixed while the device was unreachable. Problems existing after the
restart should cause new traps or should be discovered by subsequent polling
activities.

Some customers require a SET alarm when a ColdStart or WarmStart trap is
received. Thismay be necessary because arestart may have been caused by a
hidden problem. The SET alarm also increases the visibility of the restart
event since CLEAR aarms are not easily visiblein AP or NSP,

The generic profile uses the trap accumul ation feature to detect and report
repetitions of ColdStart or WarmStart traps. A SET alarm isissued within 30
minutes if the trap is repeated. The alarm severity depends on the repetition
count as follows:

e 2:minor
3 maor

e 4 and more: critical
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When no additional trap has been received for the last 30 minutes, these
alarms are automatically cleared. Optionally, the customer may configure the
generic profileto also issue a SET alarm when an isolated ColdStart or
WarmStart trap is received by defining the proper process cache entry.

The key for the cache entry isALARM_ALL_RESTARTS and the possible
values are YES and NO. Therefore, a SET alarm (WARNING severity) is
issued when a non-repeated ColdStart or WarmStart trap isreceived if either
the .cfg or the .agp file contains the following line:

Cache: ALARM ALL_RESTARTS: YES

Duplicate IP address detection
Many cartridges have recently been modified to detect duplicate | P addresses
inthe network. The generic profile cannot use exactly the sametechnique that
has been used by these cartridges since:

» inthe case of ageneric cartridge, thereis no fixed system OID expected
from all the devices

« theMIB originally defined by RFC1213 has no mandatory variable that
can be used to identify the hardware instance

Therefore, the system OID isread from the MIB and stored in the device
cache when the device is discovered. Subsequently, each time the node
discovery or the reachability request is executed, thisvariableisread from the
MIB and compared to the cached value; if the two values differ, theinvalid
OID (0999 0002) alarmisissued

The system group of RFC1213 contains a sysLocation variable that could be
used to identify the hardware instances; however, this variable can be (and
sometimes is) left undefined. The generic profile polls this variable and, if it
is defined, usesit in the same way other cartridges use device specific MIB
variables recording the device serial number, that is

» thevariableisinitially read and stored in the device cache

e subsequently, thisvariableis polled and if new values are found for both
this variable and the device name, the new hardware SET alarm (0999
0003) isissued with a CRITICAL severity; however, if only the value of
thisvariable changes, the alarm issued hasa WARNING severity and the
new value replaces the old one in the cache
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If sysLocation is not defined then new hardware verification is not done and
| P address duplication between the device and another with the same system
OID is not detected.
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Generic DCD configuration files
Four configuration files are required by the GenDCD process using the
generic device profile:

» “genericdcd.cfg” (page 265)

» “generic.agp” (page 266)

e “generic.pol” (page 267)

e “generic.tra’ (page 268)

Theconfiguration filesareincluded inthe Preside M ultiservice DataManager
(MDM) fault base, and therefore are directly available to MDM users. The

generic device profile defined can be easily customized to modify GenDCD
behavior asto

*  how the device and interface names are obtained
*  how the Cold and Warm Start traps are handled
» which raw state is associated with an interface disabled by the network

operator

See"“Devicebehavior options” (page 258) for information on how thegeneric
device profile can be tailored to meet customer requirements.
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genericdcd.cfg
Thisfile defines the run-time options applying to the GenDCD process using
the generic device profile. The file default version is:
/opt/MagellanNMS/lib/cfg/dcd/genericded.cfg

It containsthe following linesthat specify that thisGenDCD instance usesthe
generic device profile and behavior options with their default values.

agent Prof: generic

# devi ce nane option, the supported val ues are:

# SYSNAME - use the device sysNane variable (default)
# | PADDRESS - use the device address

# HOSTNAME - use the network host nanme

# COMVAND - use the name supplied in the discovery

# conmand

Cache: NAME_SOURCE: SYSNAME

# interface raw state cal cul ati on option,

# the supported val ues are:

# YES - raw state is OOSif interface disabled by operator
# NO - rawstate is UNKif interface disabled by operator
Cache: OOS_FOR _ADM N_DOMN: YES

# issue SET alarmfor all restarts option, the supported
# val ues are:

# YES - SET alarns will be issued for isolated traps

# NO - SET alarnms will only be issued for repeated traps
Cache: ALARM ALL_RESTARTS: NO
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generic.agp
This file defines the run-time options applying to the generic SNMP device
profile. The default version of thisfileis

/opt/MagellanNMS/lib/cfg/dcd/generic.agp
It contains the following lines:

# sel ect the agent type | abel ed “generic” in the .pol file
agent Type: generic

# use 1 as the device type

devi ceType: 1

# use “CGEN’' as the type for the top | evel conponent
nodeType: CEN

# accept any trap

oidFilter: 1.3.6.*

# enable multiple trap addresses support

mul ti TrapAddr: TRUE

# ignore port number encoded in traps if any
portOverride: TRUE

# decl are the SECURI TY component as dynarmic

dynam cType: SECURI TY

# provide | P Discovery with a sysCbjectlD

# applying to any device

# syshjectlD: .1.3.6
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generic.pol
Thisfile defines the polling requests used by the generic profile device. This
fileislocated at:
/opt/MagellanNMS/lib/cfg/dcd/generic.pol

Note: Thisfileis not intended to be modified by customers.
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generic.tra
Thisfile definesthetrap translation rules used by the generic profile. Thisfile
islocated at

/opt/MagellanNMS/lib/cfg/dcd/generic.tra

All the translation records in this file have a SNM Pv1 and a SNMPv2c
version.

Only the ColdStart, WarmStart, LinkDown, LinkUp and
AuthenticationFailure traps are independently supported. The alarms
generated are described below and are the same as the alarms generated by
most cartridges for these traps. All other traps are translated by the same
default trandation record generating a MESSAGE aarm containing a
comment text attribute reporting the trap OID and specific code for SNMPv1
traps or the trap notification OID for SNMPv2 traps.

Inaddition, thisfile containstranslation recordsfor internally generated traps:
* invalid system OID detected

*  new hardware detected

» ColdStart trap accumulation

e WarmStart trap accumulation

»  AuthenticationFailure trap accumulation

ColdStart trap

Thistrap istrandated into a CLEAR alarm against the device with fault code
C0000000 and has ahierarchical scope; that is, all of the device's currently
active dlarms are cleared by this alarm. The trap also causes the device to be
rediscovered.

Thistrap also contributesto trap accumulation record that causes SET alarms
to be issued with the same fault code and an increasing severity if thetrapis
repeated during a30-minuteinterval. The severity of the alarm dependson the
repetition count in this 30-minute interval asfollows:

e two trapsin 30 minutes. minor severity

» threetrapsin 30 minutes: major severity
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« four traps or more in 30 minutes: critical severity

Additionally, if the ALARM_ALL_RESTARTS process cache flag is set to
YES, thefirst trap in the repetition sequence also causes a SET alarm with a
warning severity to be issued.

The trap accumulation feature also clears any SET alarm issued if no
additional trap has been received for 30 minutes.

WarmStart trap
Thistrap is alwaystranslated into a CLEAR alarm against the device with

fault code CO000001 and has a hierarchical scope; that is, all of the device's
currently active alarms are cleared by thisalarm. Thistrap also causes a new
state polling cycle.

This trap also contributes to a trap accumulation record that causes SET
alarmsto be issued with the same fault code and an increasing severity if the
trap is repeated during a 30-minute interval.

e two trapsin 30 minutes. minor severity
e threetrapsin 30 minutes: major severity

» four traps or more in 30 minutes: critical severity

Additionally, if the ALARM_ALL_RESTARTS process cache flag is set to
YES, thefirst trap in the repetition sequence also causes a SET alarm with a
warning severity to be issued.

The trap accumulation feature also clears any SET alarm issued if no
additional trap has been received for 30 minutes.

LinkDownStart trap
If theOOS_FOR_ADMIN_DOWN processcacheflagissetto Y ES, thistrap

istranslated into a SET alarm with a critical severity and a CO000002 fault
code against the corresponding interface component.

If thisflag is set to NO, an alarm is not generated, but a state polling request
for the corresponding interface table entry is scheduled. The data contained
in the reply can cause an alarm to be issued against this interface.
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LinkUp trap

Thistrap isawaystranslated into a CLEAR alarm against the corresponding
IF component. If the component wasin UNK state because the “no alarm if
administratively disabled” optionis selected, this CLEAR aarm returnsit to
the INSV raw state.

AuthenticationFailure trap
This alarm is always tranglated into a MESSAGE alarm with a C0000004

fault code against the instance-less SECURITY component.

This trap also contributes to a trap accumulation record that causesa SET
alarm to be issued with the same fault code and an increasing severity if the
trap isrepeated during a10-minuteinterval . The severity of thealarm depends
on the repetition count in this 10-minute interval as follows:

e threetrapsin 10 minutes: warning severity

e six trapsin 10 minutes: minor severity

e ninetrapsin 10 minutes; major severity

e 12trapsor morein 10 minutes: critical severity

The trap accumulation feature also clears any SET alarm issued if only one
trap has been received in 10 minutes.
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Configuring generic SNMP devices

You can configure a generic SNMP device with the SNMP Surveillance
Adapter so that traps are monitored and viewed through Preside Multiservice
Data Manager (MDM) Fault tool set.

Prerequisites

For information on when and why you would use the generic device profile,
see “ Generic SNMP device profile” (page 254) and “Generic device model”

(page 257).

Procedure steps
1 Perform the following tasks on the device:

a.

Verify that the SNMP device meets the minimum requirements to be
managed with the generic profile (see “Minimum and optional
requirements” (page 256)).

Configure the device’s SNMP agent to send traps to each
workstation where a DCD will be running unless the device supports
the MIB required for IP discovery to take care of this task.

If the sysName is used to derive the device name, define it in the
device MIB.

If protection against duplicate IP addresses is required, define
sysLocation in the device MIB.

If mnemonic naming of interfaces is required and the device SNMP
agent supports the interface table extension, define the
corresponding ifName entries in the device MIB.

2 Modify the configuration files, if necessary. See “Modifying configuration
files” (page 272).

3 Start the GenDCD process. See “Starting the GenDCD process”
(page 273).

4  Using the IP Discovery tool, trigger the discovery of the device. See “IP
discovery” (page 29).
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Modifying configuration files

The Generic (SNMP) Data Collection Daemon (GenDCD) processis
compatible with the way Preside Multiservice Data Manager handles non-
SNMP devices. To modify the defaults, changes can be made in the
genericded.cfg or generic.agp filesto add the lines required to select the non-
default behavior.

If the modifications apply to all GenDCD instances using the generic profile
on the same workstation, modify the generic.agp. If separate GenDCD
instances using the generic profile have different behavior, modify the
respective .cfg file. See “ Generic DCD configuration files’ (page 264) and
“Device behavior options’ (page 258).

Procedure steps

1 Copy the default file version required from /opt/MagellanNMS/lib/cfg/dcd
to /opt/MagellanNMS/cfg/dcd.

2 Add the lines required using a text editor.
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Starting the GenDCD process

The GenDCD process must be started since it is not associated with the
installation script of a corresponding cartridge.

Prerequisites
The SMDR process to which the new GenDCD process is reporting must be
running. See the 241-6001-310 Preside MDM Server Reference Guide for
information on how to create a SMDR server and connect it to the GMDR
processes.

Procedure steps

1 Startthe Server Administration tool. See the 241-6001-303 Preside MDM
Administrator Guide.

2 Add a new GenDCD server with the following command line:
[ opt/ Magel | anNM5/ bi n/ gendcd - N generic

3 On the workstation on which SMDR is running, use the
smdrCreateServer command to connect SMDR to the new GenDCD
process. See the 241-6001-303 Preside MDM Administrator Guide.
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Appendix B

Repeater examples

This section contains examples of devicemodel and filedesignsfor arepeater
device using the SNMP Surveillance Adapter. It contains the following
topics:

“About repeaters’ (page 275)

“Network model configuration” (page 277)

“SNMP Surveillance Adapter configuration” (page 282)
“<process name>.cfg file” (page 282)

“rptr.agp file” (page 283)

“rptr.pol file” (page 283)

“rptr.trafile” (page 297)

About repeaters

A repeater is amultiple ports device that repeats on al the other ports any
input received on one of those ports; it is also often called aHub. No address-
based routing is performed. The ports are not considered independent
interfaces becausethey do not have individual addressesand MIB-I1 interface
table is not supported. Repeaters were initially supported by RFC 1368,
which was subsequently replaced by RFC 1516 and later replaced by

RFC 2108.
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RFC 1516
RFC 1516 has the following characteristics:

* RFC 1516 models the device with a set of port groups. The group table
defines each group. The port table defines all the ports from all the
groups.

e The port grouping mechanism isleft unspecified. It could, for example,
correspond to separate physical boards.

e Only onefault signaling trap isdefined: repeater health trap. When group
or port failureis signaled, the instance is not identified; thisis amajor
design problem. Thetrap is sent only if device overall operationa status
changes. For example, a second port failureis not signaled if it occurs
while the repeater is already in port failure state.

Therefore trap flow isinsufficient to monitor the device. You must rely on
polling with more frequent state polling cycles.

Repeater device model
The following figure is a hierarchical representation of the device model for
arepeater.
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This device model consists of three layers:
»  top component (device)
— name from sysName (1213)
— state from rptrOperStatus (1516)
e port group
— component instance from rptrGroupl ndex (1516)

— state from rptrGroupOper Status (1516)

e port
— component instance from rptrPortlndex (1516)
— state from rptrPortAdminStatus, rptrPortAutoPartitionState,
rptrPortOperStatus (1516)
e security

— component instance: $
— dynamic component used to report “security” alarms

— not polled

Network model configuration

Three configuration files are required to add this device model to the Preside
Multiservice Data Manager (MDM) Network Model schema:

* RPT_types.mtdf specifies the component hierarchy for this device
model.

* RPT_types.otdf specifiesinwhich network model organizationsthistype
of device can occur.

Note: Thisfileisno longer required for MDM release versions 12.5 or
higher.

e RPT.xpm defines the device icon.

These files are installed as follows:

e .mtdf and .otdf: /opt/MagellanNM S/ext/lib/model /types
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e .xpm: /opt/MagellanNM S/ext/lib/nds/pixmaps

Note: The .Itdf and .atdf configuration files are not required because we
are not introducing new link or attribute types.
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RPT_types.mtdf
The following declarations define repeater modul e and subcomponent types.
This file contains declarations for the device category (RPT), port group
category (GRP), port category (PO), and security respectively.

Modul e_type: RPT

Legal _name: ..*

Label : Repeater

Verbatimstart Explanation:
Repeaters are identified by
their nodul e nane (string).

Ver bat i m end:

Fl ag: BACKBONE

Criticality: 4

Info_attribute: INFO

Info_attribute: NODE_PI XMAP RPT. xpm

Subconponent _type: GRP

I n_nodul e: RPT

Parent: RPT

Legal _name: ..*

Label : Repeater port group

Verbatimstart Explanation:
The instance of a Repeater G oup
is an integer (rptrG ouplndex)

Ver bat i m end:

Subt ype: ORDI NARY

Criticality: 3

Subconponent _type: PO

I n_nodul e: RPT

Parent: CRP

Verbatimstart Explanation:
The instance of a Repeater Port
is an integer (rptrPortlndex)

Ver bat i m end:

Legal _name: ..*

Label : Repeater port

Subt ype: ENDPO NT

Criticality: 2

Subconponent _type: SECURI TY
I n_nodul e: RPT
Parent: RPT
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Verbatimstart Explanation:
The SECURI TY conponent has
no instance

Ver bat i m end:

Legal _name: ..*

Label : Device security

Subt ype: DYNAM C

Criticality: 3

RPT_types.otdf

Note: Thisfileisno longer required for MDM release versions 12.5 or
higher.

The following declarations allow repeater devicesin al the organizations
defined in /opt/MagellanNM S/ext/lib/model /types/types.otdf
Organi zation_type: GENERIC
Modul e_types: RPT

Organi zation_type: DEFAULT
Modul e_types: RPT

Organi zation_type: MAGELLAN
Modul e_types: RPT

(ot her organizations)
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RPT.xpm: device icon definition
The following declarations define the icon used in the Network Viewer.

/*

XPM */

static char * RPT_xpni] = {

/* width height ncolors cpp [x_hot y_hot] */
"21 21810 0",

/* colors */

"O
"+
"@
"#

S
S
S
S
S
S
S
S

none m none ¢ none",

select Color mwhite ¢ #737373737373",
backgr ound m bl ack ¢ #949494949494" ,

i conCol or 1 m bl ack ¢ bl ack",

bot t onShadowCol or m bl ack ¢ #636363636363,
i conG ay6 m bl ack ¢ #636363636363"

t opShadowCol or m white c #bdbdbdbdbdbd",

i conGray8 m bl ack ¢ #212121212121",

/* pixels */

. X@#@@#####++++. Y
. XQOOo# Qo #H++++. . ",
. XCOQHH# QO ++++. . ",
. XCOgHH## QA ++++. . ",
. X Qoo +++. . . ",
. XQagH###Ht Qo+, ... ",

O+ +++++++++, 0 "
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SNMP Surveillance Adapter configuration

To configure ageneric DCD process to monitor repeaters, four configuration
files are required:

»  “<process name>.cfg file” (page 282) specifies process global
parameters

«  “rptragpfile’ (page 283) specifies configuration parameters specific to
repeaters

«  “rptr.pol file" (page 283) defines which polling requests to send to
repeaters and how to handle responses

o “rptrtrafile’ (page 297) specifies how traps received from repeaters are
translated into alarms

Note: Thesefiles could be installed in /opt/MagellanNM S/ext/lib/cfg/
dcd

<process name>.cfg file

The only options required in the process options configuration file are the
following:

e anaddressfilter (if the surveillance network deployment requiresit)

e thelist of profiles supported

The process run-time options configuration file should define the following
parameters:

addrFilter: 45.136.30-50.* #Mntreal region
agentProf: rptr

OR

addrFilter: 45.136.30.50/12 #Montreal region
agentProf: rptr

Note: Default values are acceptable for the other parameters.
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rptr.agp file

rptr.pol file

The following example shows an agent profile (.agp) configuration file.

nodeType: RPT
devi ceType: 51

oidFilter: 1.3.6.1.2.1.22 #snnpDot3RptrMgt A D
oidFilter: 1.3.6.1.2.1 # for generic traps
maxSt Pol | I nt: 120 # refresh states every 2 mnutes

agent Type: rptr

This .agp configuration file contains the following specifications:

The device type (first token of the component identifiers) assigned to
those devicesis"RPT".

The device type assigned to the specified devicesis 51. Thisdevice type
valueisused in seed files, the dcdAddNode script, alarm fault codes, and
other aress.

Two OID filter elements are defined for this profile:

— Thefirst isthe object identifier of the branch defined by RFC 1516
which will match the OID of traps defined by this MIB.

— The second isthe MIB-I1 OID used to match generic traps OID.

Because the device trap flow isinsufficient, faster state polling intervals
are specified (2 minutesinstead of 5).

The agent type is "rptr"; thisis the name of the corresponding TY PE
declaration in the .pol configuration file.

The CLASS declaration of a polling (.pol) configuration file

defines the polling requests required

specifies how to handle responses

The TY PE declaration of a.pol configuration file enumerates the polling
requests associated with the agent type.

Device polling configuration
This section provides the MIB definitions and the corresponding device
discovery and device state declarations.
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MIB definitions
rptr Qper St at us OBJECT- TYPE

SYNTAX | NTEGER {

other(1), -- undefined or unknown status
ok(2), -- no known failures
rptrFailure(3), -- repeater-related failure
groupFai lure(4), -- group-related failure
portFailure(5), -- port-related failure
general Failure(6) -- failure, unspecified type
}
DESCRI PTI ON

"The rptrOper St at us obj ect indi cates the operati onal

state of the repeater. The rptrHeal t hText object may
be consul ted for nore specific information about the
state of the repeater’s health. In the case of

mul tiple kinds of failures (e.g., repeater failure
and port failure), the value of this attribute shall
reflect the highest priority failure in the
following order, listed highest priority first:
rptrFailure(3) groupFailure(4) portFail ure(5)
general Failure(6)."

o={rptrRptrinfo 2}

Device discovery

N

CLASS rptrNodeDi sc

REQGROUP 0
COVPTYPE 0

METHOD si ngl e

sysName 1.3.6.1.2.1.1.5.0
oper St at us 1.3.6.1.2.1.22.1.1.2.0

Conpl d: [EMPTY(sysNanme) ? DEVNAME() \
MAKENAME( sysNane) ]

State: [EQoperStatus, 2) ? INSV \
OR( EQoperStatus, 4), EQoperStatus, 5))\
? 1 STB
OR( EQoperStatus, 3), EQoperStatus, 6))\
? O0s \
UNK ]
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Note: Some examplesin this appendix contain numbers at the start of
each line. These numbers are not part of the actual request; they have
been added for clarity purposesto refer to individual lines.

This device discovery exampleisthe polling request declaration contained in
the configuration file rptr.pol that is used to discover the device component
itself.

Lines 1 to 3 define the request attributes:

e Line1: the request declared isin the discovery group

e Line2: the request is associated with the component type O (device)

e Line3: an SNMP GET request is used

Lines 4 to 5 define the polled variables:

e Line4: the sysName variable (RFC 1213) is polled for the device name

* Line5: the rptrOperStatus variable (RFC 1516) is polled for the device
overal state

Lines 6 to 7 specify the commands to execute to handle responses to this

request:

* Line6: the device component identifier is computed as follows:

— If the system name is not defined, continue using the name initialy
assigned to the device by the dcdAddNode request or by trap based
discovery; otherwise, use a sanitized version of the system name.

e Line7: the device state is defined as InService, InServiceTroubled or
OutOf Service depending on the polled device operational status
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Device state
CLASS rptrNodeSt at e
{
1 REQGROUP 1
COVPTYPE O
3 METHOD single

N

4 oper Status 1.3.6.1.2.1.22.1.1.2.0

ol

Conpl d: DEVNAME()

6 State: [EQoperStatus, 2) ? INSV \
OR(EQ oper Status, 4), EQoperStatus, 5))\
? 1STB \
OR(EQ oper Status, 3), EQoperStatus, 6)) \
? O0s \
UNK]

}

This device state exampl e is the polling request declaration contained in the
configuration file rptr.pol. It is used to verify the state of the device
component itself.

Lines 1 to 3 define the request attributes:

* Line1: the request declared isin the state group

* Line2: the request is associated with the component type O (device)

e Line3: an SNMP GET request is used

Line 4 defines the only polled variable which is the rptrOperStatus variable
(RFC 1516) polled for the device overall state.

Lines 5 to 6 specify the commands to execute to handle responses to this
request:

e Line 6: the device component identifier is defined as the device name
currently associated with the polled object

* Line7: the device state is defined as InService, InServiceTroubled or
OutOf Service depending on the polled device operational status
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Group component polling configuration
This section provides the MIB definitions and the corresponding group
discovery and group state declarations.

MIB definitions

rpt r G oupl ndex OBJECT- TYPE
SYNTAX | NTEGER (1.. 1024)
DESCRI PTI ON
"Thi s object identifies the group within the repeater
for which this entry contains i nformati on. This val ue
is never greater than rptrG oupCapacity.”
i={rptrGoupEntry 1}

rptrG oupQper St at us OBJECT- TYPE
SYNTAX | NTEGER { other (1), operational (2),
mal f uncti oni ng(3), notPresent(4),
under Test (5), resetlnProgress(6) }
DESCRI PTI ON
"An object that indicates the operational status of
the group. A status of notPresent(4) indicates that
the group is tenporarily or permanently physically
and/or logically not a part of the repeater. It is
an i npl enentation-specific matter as to whether the
agent effectively renpves notPresent entries from
the table. A status of operational (2) indicates that
the group is functioning, and a status of
mal functioni ng(3) indicates that the group is
mal functioning in sone way."
c:={rptrGoupEntry 4}
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Group discovery
CLASS r ptr G oupDi sc
{
1 REQGROUP 0O
COVPTYPE 1
3 METHOD tabl e

N

4 groupl ndex 1.3.6.1.2.1.22.1.2.1.1.1
groupQOper St at us 1.3.6.1.2.1.22.1.2.1.1.5

¢

Quit: EQ groupQper Status, 4)
Assi gn: nane SPCAT( DEVNAME(), "GRP', groupl ndex)
Conpl d: nane
Cache: SPCAT("GROUP', groupl ndex) nane
0 State: [ EQ groupOperStatus, 2) ? INSV \
OR( EQgroupQOper Status, 3), \
EQ groupOper St atus, 5), \
EQ groupQOper Status, 6)) ? OO0S\
UNK ]

= O 0o ~NO

}
This group discovery example isthe polling request declaration contained in
the configuration file rptr.pal. It is used to discover the port group
components.
Lines 1 to 3 define the request attributes:
» Line1: the request declared isin the discovery group
* Line2: the request is associated with the component type 1
e Line3:an SNMP GETNEXT request is used

Lines 4 to 5 define the polled variables:

* Line4: the rptrGrouplndex variable is polled for the group component
instance

e Line5: the rptrGroupOperStatus variable is polled for the group overall
state
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Lines 6 to 10 specify commands executed to handl e responses to this request:

Line 6: if the operation status is 4 (absent), the response is discarded
because the group does not really exist

Line 7: the string obtained by appending the token GRP and the value of
the group index to the device name is assigned to the local variable name

Line 8: the component identifier is defined as the value of name

Line 9: the value of name is cached in a cache entry whose nameis
“GROUP” followed by the group index; this cache entry contains the
component identifier retrieved later to process responses to the
corresponding state requests

Line 10: the component state is computed from the operational status

Group state

CLASS rptrGoupState
{
1 REQGROUP 1
COMPTYPE 1
3 METHOD t abl e

N

4 gr oupl ndex 1.3.6.1.2.1.22.1.2.1.1.1
gr oupQper St at us 1.3.6.1.2.1.22.1.2.1.1.5

a1

Quit: EQ groupOperStatus, 4)
Assi gn: name CACHE( SPCAT(" GROUP", groupl ndex))
Di scover: EMPTY( nane)
Conpl d: nane
0 State: [ EQ groupOperStatus, 2) ? INSV \
OR( EQ(groupQper Status, 3), \
EQ groupQOper Status, 5), \
EQ groupQOper Status, 6)) ? O0S \
UNK ]

P O 00 ~NO®

}

This group state example is the polling request declaration contained in the
configuration file rptr.pol. It is used to verify the state of the port group
components.
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Lines 1 to 3 define the request attributes:

* Line1: the request declared isin the state group

* Line2: the request is associated with the component type 1
e Line3:an SNMP GETNEXT request is used

Lines 4 to 5 define the polled variables.

* Line4: the rptrGrouplndex variable is polled for the group component
instance

e Line5: the rptrGroupOperStatus variable is polled for the group overall
state

Lines 6 to 10 specify the commands to execute to handl e responses to this

request:

e Line6: if the operation statusis 4 (absent), the response is discarded
because the group does not really exist

» Line7: the string obtained by searching the cache for an entry whose
name is GROUP followed by the group index is assigned to the local
variable name

» Line8: if the cache search failed, name contains an empty string which
means this response is dealing with a newly configured group. A new
discovery polling cycleis scheduled and the response is discarded.

e Line9: the component identifier is defined as the value of name

e Line 10: The component state is computed from the operational status
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Port component polling configuration
This section provides the MIB definitions and the corresponding group
discovery and group state declarations.

MIB definitions
rptrPortlndex OBJECT- TYPE

SYNTAX | NTEGER (1.. 1024)
DESCRI PTI ON
"This object identifies the port within the group
for which this entry contains information. This
val ue can never be greater than
rptrGroupPort Capacity for the associated group.”
o= { rptrPortEntry 2}

rptrPortAut oPartitionState OBJECT- TYPE
SYNTAX | NTEGER { not AutoPartitioned(1),
autoPartitioned(2) }
DESCRI PTI ON
"The autoPartitionState flag indi cates whether the
port is currently partitioned by the repeater’s
auto-partition protection. The conditions that
cause port partitioning are specified in partition
state machine in Section 9 [IEEE 802.3 Std]. They
are not differentiated here."

o= { rptrPortEntry 4}

rptrPort Adm nSt at us OBJECT- TYPE
SYNTAX | NTEGER { enabl ed(1), disabled(2) }
DESCRI PTI ON
"Setting this object to disabled(2) disables the
port. A disabled port neither transmts nor
recei ves. Once disabled, a port nust be
explicitly enabled to restore operation. A port
whi ch is disabl ed when power is |ost or when a
reset is exerted shall remain disabl ed when nor mal
operation resunmes. The adnmin status takes
precedence over auto-partition and functionally
operates between the auto-partition nechani smand
the AU /PMA. Setting this object to enabl ed(1)
enabl es the port and exerts a BEG N on the port’s
auto-partition state nachine. (In effect, when a
port is disabled, the value of
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rptrPort AutoPartitionState for that port is
frozen until the port is next enabled. Wen the
port becones enabl ed, the

rptrPort AutoPartitionState becones

not Aut oPartitioned(1l), regardless of its pre-

di sabling state.)"

={ rptrPortEntry 3}

rptr Port Oper St at us OBJECT- TYPE

SYNTAX | NTEGER { operational (1), notOperational (2),
not Present (3) }

DESCRI PTI ON
"This object indicates the port’s operational
status. The notPresent(3) status indicates the
port is physically renmoved (note this may or may
not be possi bl e dependi ng on the type of port.) The
operational (1) status indicates that the port is
enabl ed (see rptrPortAdm nStatus) and wor ki ng,
even though it mght be auto-partitioned (see
rptrPort AutoPartitionState). If this object has
the val ue operational (1) and rptrPortAdni nSt at us
is set to disabled(2), it is expected that this
object’s value will soon change to
not Oper ational (2)."

={ rptrPortEntry 5}
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Port discovery
CLASS rptrPortDi sc

{
1 REQGROUP 0
2 COVPTYPE 2
3 METHOD t abl e
4 gr oupl ndex 1.3.6.1.2.1.22.1.3.1.1. 1
5 port | ndex 1.3.6.1.2.1.22.1.3.1.1.2
6 port Oper St at us 1.3.6.1.2.1.22.1.3.1.1.5
7 por t Adnst at us 1.3.6.1.2.1.22.1.3.1.1. 3
8 portPartitionSt 1.3.6.1.2.1.22.1.3.1.1. 4
9 Quit: EQ portQperStatus, 3)

10 Assign: name SPCAT( DEVNAME(), "GRP", grouplndex,\
"PO', portlndex)
11 Conpld: nane
12 Cache: SPCAT(“PORT”, grouplndex, portlndex) nane
13 State: [ AND( EQ portPartitionSt, 1), \
EQ (portOperStatus, 1), \
EQ port AdnStatus, 1) ) ? INSV\
ocs ]
}

This port discovery example is the polling request declaration contained in
the configuration file rptr.pol. It is used to discover the port components.
Lines 1 to 3 define the request attributes:

e Line1: the request declared isin the discovery group

e Line2: the request is associated with the component type 2

e Line3: an SNMP GETNEXT request is used

Lines 4 to 8 define the polled variables:

* Lines4to5: the group and port index variables (RFC 1516) are polled
for the group and port component instances

* Lines6to8: theoperational, administrative and partition status variables
(RFC 1516) are polled for the port state
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Lines 9 to 13 specify the commands to execute to handl e responses:

Line9: if the operation status is 3 (absent), the response is discarded
because the port does not really exist

Line 10: the string obtained by appending the token GRP, the group
index, the token PO and the port index to the device name is assigned to
name

Line 11: the component identifier is defined as the value of name

Line 12: the value of name is cached in a cache entry whose nameis
“PORT” followed by the group and the port indices; therefore, thiscache
entry contains the component identifier which will be retrieved later to
process the responses to the corresponding state requests

Line 13: the component state is computed from the status variables

Port state

CLASS rptrPort State

{
1 REQGROUP 1
2 COWPTYPE 2
3 METHCOD t abl e
4 gr oupl ndex 1.3.6.1.2.1.22.1.3.1.1.1
5 port | ndex 1.3.6.1.2.1.22.1.3.1.1.2
6 por t Adnft at us 1.3.6.1.2.1.22.1.3.1.1.3
7 port Oper St at us 1.3.6.1.2.1.22.1.3.1.1.5
8 portPartitionSt 1.3.6.1.2.1.22.1.3.1.1. 4
9 Quit: EQ portOperStatus, 3)
10 Assign: nane CACHE( SPCAT( "PORT", grouplndex,\

port | ndex))
11 Discover: EMPTY(nane)
12 Compld: nane
13 State: [ AND( EQ portPartitionSt, 1), \
EQ port Oper Status, 1), \
EQ port AdnStatus, 1) ) ? INSV\
OGS |
}
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This port state example is the polling request declaration contained in the
configuration filerptr.pol. It isused to verify the state of the port components.
Lines 1-3 define the request attributes:

* Line1: the request declared isin the state group

* Line2: the request is associated with the component type 2

e Line3: an SNMP GETNEXT request is used

Lines 4-8 define the polled variables:

e Lines4to5: the group and port index variables are polled for the group
and port component instances

e Lines6to8: theoperational, administrative, and partition statusvariables
are polled for the port state

Lines 9 to 13 specify the commands to execute to handle respones to this

request:

* Line9: if the operation statusis 3 (absent), the response is discarded
because the port does not really exist

» Line 10: the string obtained by searching the cache for an entry whose
name is PORT, followed by the group index and the port index is
assigned to name

e Line11: if the cache search failed, name contains an empty string which
means this response is dealing with a newly configured port. A new
discovery polling cycleis scheduled and the response is discarded.

e Line 12: the component identifier is defined as the value of name

e Line 13: the component state is computed from the status variables

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



296 Appendix B Repeater examples

Other polling configuration file declarations
This section provides examples of reachability and agent type declarations.

Reachability
CLASS rptrReachability
{
1 REQGROUP 2
COMPTYPE 0
3 METHOD si ngl e

N

4 sysNanme 1.3.6.1.2.1.1.5.0

5 Conpl d: [ EMPTY(sysNane) ? DEVNAME() \
MAKENAME( sysNane) |
}

This exampleis the polling declaration contained in the configuration file
rptr.pol that is used to verify the reachability of the device. The fact that a
response is received aready establishes the device reachability. In this
example, the request is also used to detect device name changes.

Lines 1 to 3 define the request attributes:

* Line1: therequest declared isin the reachability group

* Line2: the request is associated with the component type O

e Line3: an SNMP GET request is used
Line 4 defines the only polled variable: sysName

Line 5 recomputes the device name based on sysName contents; if a change
of name is detected, a new discovery polling cycleis schedul ed.
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Agent type
The agent type declaration isincluded in the polling configuration file.

TYPE rptr

{

}

rptr NodeDi sc

CLASSNAME r pt r GroupDi sc
CLASSNAME rptrPortDi sc
CLASSNAME r pt r NodeSt at e
CLASSNAME r ptr G oupSt at e
CLASSNAME: rptrPort State
CLASSNAME rptr Reachability

This declaration lists al the polling request class names associated with the
specified agent type.

The name of the agent type is the token following the TY PE keyword. This
agent type name is associated with an agent profile in the .agp configuration

file.

rptr.tra file

The trap trandlation (.tra) file specifies how to translate each trap into an

alarm.

Cold and warm start traps

A WDN PR

o ol

10
11

Trap_oid: 1.3.6.1.2.1
Trap_code: -1, -2
Conp_id: E DEVNAME()
Faul t _code: E [ EQUGENERI C(), 0) ? "C0000000" \
" C0000001"]
Severity: S cleared
Event: S clear
Al nType: E [EQQGENERIC(), 0) ? "equipnent" \
"operator"]
ProbCause: E [EQQGENERIC(), 0) 2\
"equi pnent Fai l ure" \
"operati onal Conditions"]
Comment: E[EQ(GENERIC(), 0) ? "Cold start trap" \
"Warmstart trap"]
ClrScope: S clearHier
Di scover: E TRUE

Preside MDM SNMP Surveillance Adapter Guide 15.1RSUP



298 Appendix B Repeater examples

Thistrap trand ation record contained in the rptr.tra configuration file defines
the trandation rules for the cold and warm start traps.

* Line1: thetrap object identifier (OID) isthe RFC 1213 OID

» Line2: two trap codes are associated with this translation record;
negative trap codes identify the traps as generic traps by the rule
(code = -(generic+1))

« Line 3 defines the alarm component identifier as the device name

e Line4 selectsthe alarm fault code based on the trap generic code

e Line5 setsthe dlarm severity as “cleared”

e Line6 setsthe dlarm event type as CLEAR

e Line7 selects the alarm type based on the trap generic code

e Line 8 selects the alarm probabl e cause based on the trap generic code
* Line9 selects the alarm comment based on the trap generic code

» Line 10 specifiesthat thisalarm isintended to clear al alarms currently
active against the device and its components

» Line11 specifiesthat this alarm causes a new discovery polling cycleto
be scheduled

Authentication failure trap
1 Trap_oid: 1.3.6.1.2.1
Trap_code: -5
Conp_id: E SPCAT(DEVNAME(), “SECURITY $")
Fault _code: S C0000004
Severity: S nmmjor
Event: S set
Al nType: S security
ProbCause: S authenticationFailure
9 Comment: S Authentication failure
10 Age: 1

O~NO O~ WN

SECURITY component justification:
Authentication failures are significant events; the network operator
must be made aware of them. However, raising the alarms against the
device component is not satisfactory since the device itself is not
malfunctioning in any manner.
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Thistrap trand ation record contained in the rptr.tra configuration file defines
the trandation rules for the authentication failure trap.

e Line1l: thetrap OID isthe RFC 1213 OID

» Line2 associatesthe authentication failure trap code with thistrandation
record. The negative trap code identifies the trap as a generic trap by the
rule
(code = -(generic+1))

« Line 3 defines component impacted by the alarm as the SECURITY
component under the device

* Line4 defines the alarm fault code as C0000004

e Line5 setsthe dlarm severity as“major”

e Line 6 setsthe dlarm event type as “ set”

* Line7 selects“security” asthe alarm type

» Line 8 selects authenticationFailure as the alarm probable cause
*  Line9 definesthe alarm comment

» Line 10 specifies that the alarm must be cleared if it is still active after
one hour

Health trap

This section provides the MIB definition and trap trandation record for a
health trap.

MIB definition
rptrHeal th TRAP- TYPE

ENTERPRI SE snnpDot 3Rpt r Mgt

VARI ABLES { rptrOperStatus }

DESCRI PTI ON
"The rptrHealth trap conveys information related to
the operational status of the repeater. This trap
is sent either when the val ue of rptrQperStatus
changes, or upon conpl etion of a non-disruptive
test. The rptrHealth trap nust contain the
rptrQper Status object. The agent may optionally
i nclude the rptrHeal thText object in the varBind
list. See the rptrQOperStatus and rptrHeal t hText
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objects for descriptions of the information that is
sent. The agent nust throttle the generation of
consecutive rptrHealth traps so that there is at
| east a five-second gap between traps of this type.
When traps are throttled, they are dropped, not
queued for sending at a future tine. (Note that
"generating" a trap nmeans sending to all configured
recipients.)"

=1

Example

1 Trap_oid: 1.3.6.1.2.1.22

Trap_code: 1

Conp_id: E DEVNAME()

Fault _code: S C0510001

Nanme: state 1.3.6.1.2.1.22.1.1.2
Severity: E[ EQstate, 2) ? "cleared" "mgjor"]
Event: E[ EQstate, 2) ? "clear" "set" ]
Al nType: S conmuni cati ons

9 ProbCause: S out O Service

10 Coment: E VAR(1.3.6.1.2.1.22.1.1.3)

11 Poll: E TRUE

O~NO O WN

This trap trandation record defines the trangl ation rules for the RFC 1516
repeater health trap.

Line 1: thetrap OID isthe RFC 1516 OID
Line 2: the trap code identifies the trap specific code

Line 3: thealarmisraised against the deviceitself even whenit signalsa
port failure because the trap does not identify any subcomponent

Line 4: the fault code identifies the device type (“051") and assigns
“0001" to the problem reported by the health trap

Line 5: the name state is associated with the trap variable reporting the
new repeater state

Lines6to 7: aCLEAR alarm is generated if the state variable has the
value 2 (0k); otherwise a“major” SET alarm is generated

Lines8to 9: the alarm type and probabl e cause attributes are hard-coded
to communications and outOf Service respectively
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e Line 10: thecomment attributeis directly copied from the corresponding
trap variable

* Line11: anew state poll cycleis scheduled to establish the impact of the
problem reported

Group change trap
This section provides an example of a MIB definition and trap translation
record for a group change trap.

MIB definition
r pt r G oupChange TRAP- TYPE

ENTERPRI SE snnpDot 3Rpt r Mgt

VARI ABLES { rptrG oupl ndex }

DESCRI PTI ON

This trap i s sent when a change occurs in the group
structure of a repeater. This occurs only when a
group is logically or physically renoved from or
added to a repeater. The varBind list contains the
identifier of the group that was renoved or added.
The agent nust throttle the generation of
consecutive rptrGoupChange traps for the same
group so that there is at least a five-second gap
between traps of this type. \Wen traps are
throttled,they are dropped, not queued for sending
at a future tinme. (Note that "generating" a trap
means sending to all configured recipients.)"

=2
Example
1 Trap_oid: 1.3.6.1.2.1.22
2 Trap_code: 2
3  Conp_id: E DEVNAME()
4 Fault _code: S C0510002
5 Severity: S warning
6 Event: S nessage
7 Al niType: S oper at or
8 ProbCause: S ot her Operati onal
9 Comment E SPCAT(" G oup", VAR(0), \

"has been added or del eted")

10 Discover: E TRUE
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This trap trandation record defines the translation rules for the RFC 1516
repeater group change trap issued when a group is added or deleted.

Line 1: thetrap OID isthe RFC 1516 OID
Line 2: the trap code identifies the trap specific code

Line 3: the alarm is raised against the device itself because the group
component either does not exist anymore or is not yet discovered

Line 4: the fault code identifies the device type (“051") and assigns
“0002" to the event reported by thistrap

Lines5to 6: an MSG alarm with a severity set to “warning” is generated

Lines7 to 8: the alarm type and probabl e cause attributes are hard-coded
to operator and other Operational respectively

Line 9: the trap variable specifying the index of the group affected is
included in the alarm comment attribute

Line 10: anew discovery polling cycleis scheduled

Reset event trap
This section provides an example of a MIB definition and trap translation
record for areset event trap.

MIB definition

rptrReset Event TRAP- TYPE
ENTERPRI SE snnpDot 3Rpt r Mgt
VARI ABLES { rptrOperStatus }
DESCRI PTI ON
"The rptrReset Event trap conveys information
related to the operational status of the repeater.
This trap is sent on conpletion of a repeater reset
action. A repeater reset action is defined as a
transition to the START state of Fig. 9-2 in
section 9 [|I EEE 802.3 Std], when triggered by a
managenent comand (e.g., an SNWP Set on the
rptrReset object). The agent nust throttle the
generation of consecutive rptrResetEvent traps so
that there is at least a five-second gap between
traps of this type. Wen traps are throttled,
they are dropped, not queued for sending at a future
time. (Note that "generating" a trap neans sending
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to all configured recipients.) The rptrReset Event
trap is not sent when the agent restarts and sends
an SNMP col dStart or warnStart trap. However, it is
recommended that a repeater agent send the
rptrQper Status object as an optional object withits
coldStart and warnStart trap PDUs. The

rptrQper Status object nust be included in the
varbind list sent with this trap. The agent may
optionally include the rptrHealthText object as

wel | . "

11 =3

Example

1 Trap_oid: 1.3.6.1.2.1.22

Trap_code: 3

Conp_id: E DEVNAME()

Fault _code: S C0510003

Nanme: state 1.3.6.1.2.1.22.1.1.2
Severity: E[ EQstate,2) ? “cleared” “major”]
Event: E [ EQstate, 2) ? “clear” “set” ]
Al niType: S oper at or

9 ProbCause: S ot her Operati onal

10 Comment: S Device reset event

11 Poll: E TRUE

O~NO O~ WN

This trap trandation record defines the trangl ation rules for the RFC 1516
repeater reset event trap.

Line 1: thetrap OID isthe RFC 1516 OID
Line 2: the trap code identifies the trap specific code
Line 3: the alarm israised against the device itself

Line 4: the fault code identifies the device type (“051") and assigns
“0003” to the event reported by the reset event trap

Line 5: the name state is associated with the trap variable reporting the
resulting repeater state

Lines6to 7: aCLEAR aarmis generated if the state variable has the
value 2 (0k); otherwise a“magjor” SET alarm is generated

Lines81to 9: the alarm type and probabl e cause attributes are hard-coded
to operator and otherOperational respectively
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e Line 10: the comment attribute is hard-coded

» Line11: anew state poll cycleis scheduled to establish the impact of the
event reported
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Appendix C
Dispatcher profile examples

This section contains file designs for a dispatcher profile using the SNMP
Surveillance Adapter. It contains the following topics:

*  “About dispatcher profiles’ (page 305)

*  “Network model configuration” (page 307)

* “SNMP Surveillance Adapter configuration” (page 307)
»  “<process name>.cfg file" (page 308)

o “disp.agpfile’ (page 309)

e “disp.pol file" (page 310)

o ‘“disp.trafile’ (page 314)

Note: This appendix contains an example of a dispatcher profile that a
DCD would use to manage several types of Cisco devices.

About dispatcher profiles
A dispatcher profile isonly used to discover the correct device type of the
device at agiven address by polling the device system object identifier (OID).
When the correct device type isfound, the corresponding profile is activated
and the dispatcher polling agent structure is destroyed.

The dispatcher profile should be the first profile listed in the global run-time
options (.cfg) configuration file. This ensuresthat it is selected when several
profiles could be selected for an incoming trap. The default trand ation may
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berequiredif atrapisreceived before the correct device type has been found.
This default translation record can simply discard the trap or issue a
MESSAGE aarm.

What is a dispatcher profile?
A dispatcher profile should be one of the profiles configured in a data
collection daemon (DCD) supporting several devicetypes. A dispatcher
profile usually contains only:

e adevicediscovery request
» areachability request
» adefault trap trandation record

Why use a dispatcher profile?
A dispatcher profile finds out through polling which type of SNMP device
corresponds to a specified |P address. A dispatcher profile creates a polling
agent that corresponds to the device type identified.

Trap-based discovery
Trap-based discovery can be used for traps that are shared by several device

types. If the correct profile cannot be identified based on the trap header, the
following activities should occur:

1 Dispatcher profileis selected; thiswill find out which profile appliesto
the device.

2 Thedeviceis unmanaged if it is unsupported.

When trap-based discovery is enabled, some traps can be sent by devices of
more than one type supported on the same DCD. When the DCD receives one
of these traps from a device that has not been discovered, it cannot decide
which device profile to activate. A dispatcher profileis activated and the
profile polls the device to find out which profile appliesto it.

If, after inspection, the dispatcher profile finds that this DCD does not have
the profile required to manage the device, the agent structure should be
unmanaged. When an agent is unmanaged, it isnot polled. No UDP socket is
allocated to it and the traps received from it are discarded. The dispatcher
profile puts an agent using it into unmanaged state by selecting a profile that
this DCD does not support.
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Device type selection errors
There are other circumstances in which adispatcher profile may be useful. If

device polling reveals that the profile being used is not the correct one,
activating the dispatcher profilesothat it findsthe correct profile can solvethe
problem.

The following are device type selection errors:
» seed file or dcdAddNode specifies the wrong device type

» deviceisreconfigured so that its device type changes

Network model configuration
A network model configuration is not required for a dispatcher profile
because it should never be used to create a component.

SNMP Surveillance Adapter configuration
The SNMP Surveillance Adapter requires configuration to use a dispatcher
profile. Four configuration files are required.

Configuration files required
To configure a generic data collection daemon (DCD) processto use a
dispatcher profile, the following configuration files are required:

*  “<process name>.cfg file” (page 308). Thisfile specifies process global
parameters.

« “disp.agpfile’ (page 309). Thisfile specifies configuration parameters
specific to the dispatcher profile.

» “disp.pol file" (page 310). Thisfile defines which polling requests are
sent by the dispatcher profile and how to handle responses.

« ‘“disp.trafile’ (page 314). Thisfile concernstrapsthat are received from
the device while the dispatcher profile is active. The file specifies how
these traps are trandlated into alarms.
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File locations
These configuration files are stored in the normal location, which isone of the
following directories:

1 /opt/MagellanNM S/cfg/dcd/
Thisisthedirectory for customersto create their files, or store modified
copies of default files.

2 lopt/MagellanNM S/ext/lib/cfg/dcd/
Thisisthe directory for other Nortel Networks packages to install their
configuration files.

3 /opt/MagellanNM S/lib/cfg/ded/
Thisisthe directory for Preside Multiservice Data Manager installation
from the CD.-ROM

<process name>.cfg file
The only options required in the process run-time options configuration file
are the following:

e anaddressfilter (if the surveillance network deployment requiresit)

e thelist of profiles supported

The process run-time options configuration file should define the following
parameters:

addrFilter: 45.136.30-50.* #Mntreal region
agent Prof: disp
agentProf: .....

OR

addrFilter: 45.136.30.50/12 #Montreal region
agent Prof: disp
agentProf: .....

Note: Default values are acceptable for the other parameters.
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disp.agp file

The following example shows an agent profile (.agp) configuration file.

nodeType: GEN
devi ceType: 51
oidFilter: 1.3.
oidFilter: 1.3.
agent Type: disp

4.1.9 # all the Cisco traps
2.1

6. 1.
6. 1. # for generic traps

This .agp configuration file contains the following specifications:

The node type used is“ GEN”; this does not matter because this profile
never creates a component.

The device type mainly used in the dcdAddNode script is 51.
At least two object identifier (OID) filter elements must be defined:

— Thefirstisthe OID of the MIB branch assigned to Cisco. Other
filters should also be defined for other MIB branches shared by the
different device types.

— The second isthe MIB-I1 OID used to match generic traps OID.
More OID filter elements should be defined to handle the standard
MIBs supported on Cisco devices.

The agent typeis“disp”. Thisisthe name of the corresponding TY PE
declaration in the .pol configuration file.
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disp.pol file

The CLASS declaration of apolling (.pol) configuration file specifies
* devicediscovery
*  devicereachability

The TY PE declaration of a.pol configuration file specifies the polling
requests associated with the disp agent type.

Device discovery
CLASS di spDevDi sc

{
1 REQGRCUP 0
2 COVPTYPE 0

3 METHOD si ngl e
4 sysOd 1.3.6.1.2.1.1.2.0

5 Next: LEFT(sysOd, "1.3.6.1.4.1.9.1")
6 Log: "MAJOR' SPCAT(sysQ d, \

"is not a Cisco product")
7 Di scover: TRUE unsupported

8 Assign: prodNum TOKEN(sysGd, ".", 9, 1)

9 Next: NE(prodNum 6)

10 Log: "M NOR' "Ci sco3000 product identified"
11 Di scover: TRUE cis3k

12 Next: NE(prodNum 8)
13 Log: "M NOR' "Ci sco7000 product identified"
14 Di scover: TRUE cis7k

15 Next: AND(NE(prodNum 173), NE(prodNum 181), \
NE( pr odNum 182))

16 Log: "M NOR" "Ci sco 12000 product identified"

17 Di scover: TRUE cisl12k

18 Log: "MAJOR' SPCAT("Cisco product", sysGd, \
"i's not supported")
19 Di scover: TRUE unsupported
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Note: Some examplesin this appendix contain numbers at the start of
each line. These numbers are not part of the actual request; they have
been added for clarity purposesto refer to individual lines.

This device discovery exampleisthe polling request declaration contained in
the configuration file disp.pol that is used to discover the device type.

Lines 1 to 3 define the request attributes:

e Line1: the request declared isin the discovery group

e Line2: the request is associated with the component type O (device)

e Line3: an SNMP GET request is used

Line 4 is described as follows:

e Line4: definesthe polled variable (sysOid from RFC 1213)

Lines 5 to 19 specify commands executed to handl e responses to this request:

» Lineb5: verifiesif the system OID is part of the ciscoProducts branch and
jumpsto the next block if it is

* Line6:issuesa“major” log because the deviceis not a Cisco product

* Line7: usesthe Discover command with an undefined profile. This
causes the agent for thisdeviceto be put in the unmanaged state in which
it is not polled, and the traps received are discarded.

e Line8: extracts the OID element after ciscoProducts (1.3.6.1.4.1.9.1)
from sysOid and placesit in the prodNum variable

e Line9: jJumpsto the next block if the product number is not 6
e Line10: issuesa“minor” log stating that the deviceis a Cisco 3000

e Line 11: executes the Discover command with the cis3K profile. This
causes a new agent structure with this profile to beinitialized. The
current agent structure is destroyed.

e Line12: jumpsto the next block if the product number isnot 8

* Line13:issuesa“minor” log stating that the deviceis a Cisco 7000
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e Line 14: executes the Discover command with the cis7K profile. This
causes a new agent structure with this profile to be initialized. The
current agent structure is destroyed.

* Line15: jumpsto the next block if the product number isnot 173, 181 or
182

* Line16: issuesa“minor” log stating that the deviceis part of the Cisco
12000 series

e Line 17: executes the Discover command with the cis12k profile. This
causes a new agent structure with this profile to beinitialized. The
current agent structure is destroyed.

e Line18: issuesa“major” log stating that the device is not one of the
Cisco products supported

» Line19: executes the Discover command with a profile name that is not
defined. This causes the agent for this device to be put in the unmanaged
statein which it is not polled, and the trapsit sends are discarded.

Reachability
CLASS di spReachability
{
1 REQGROUP 2
2 COMPTYPE 0O
3 METHOD si ngl e
4 sysG d 1.3.6.1.2.1.1.2.0
5 Log: "I NFO' SPCAT(DEVNAME(), "is reachabl e")

}

This exampleisthe polling declaration contained in the configuration file
disp.pol that is used to verify the reachability of the device. The fact that a
response is received aready establishes the device reachability. In this
example, the request is only used to issue an INFO log if thislog level is
selected.

Lines 1 to 3 define the request attributes:
* Line1: the request declared isin the reachability group
* Line2: the request is associated with the component type O
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e Line3: an SNMP GET request is used

Lines4to 5 are described as follows:

» Line4: definesthe only polled variable; thisis not used but is defined
because a request must have at |east one polled variable

* Line5:issuesthelog if the level is selected

Agent type
The agent type declaration isincluded in the polling configuration file.

TYPE di sp

{
CLASSNAME di spDevDi sc

CLASSNAME di spReachabi lity
}

This declaration lists al the polling request class names associated with the
specified agent type.

The name of the agent type is the token following the TY PE keyword. This
agent type name is associated with an agent profile in the .agp configuration
file.
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disp.tra file

Thetrap translation (.tra) file only contains a default translation record. This
record specifies how to translate atrap into an alarm.

Default translation record

Trap_oi d: DEFAULT

Trap_code: 0

Conp_id: E DEVNAME()

Fault _code: S C0009999

Severity: indetermnate

Event: nessage

Next: E NE(VERSION(), 1)

# This is an SNMPv2 trap

Comment: E SPCAT("SNWPv2 trap received; OD", \
TRAPO () )

[EnY

©O© 0O ~NOO UL WN

10 Trap_oid: DEFAULT

11 Trap_code: O

12 Next: E EQQGENERI C(), 6)

13 # This is a SNWPvl generic trap

14 Comment: E CAT("SNWMPvl generic (", GENERIC(), ") \
trap received."

15 Trap_oid: DEFAULT
16 Trap_code: O

17 #This is an enterprise SNWPvl trap

18 Comment: E CAT("SNMPv1 enterprise trap received; \
aD ", TRAPO D(), \
"Specific code: ", SPECIFIC())

This translation record is only required if atrap is received from the device
while this profile is activated, but before a response to the device discovery
reguest has been received and processed.

e Lines1,2, 10,11, 15, 16: identify the three translation blocks as default
translations

» Lines3to 6: definethe component id, fault code, severity, and event type
for the three blocks

e Line7: jJumpsto the next block if it is not an SNMPv2 trap
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Line 9: defines the comment attribute for an SNMPv2 trap

Line 12: jumpsto the next block if it is an enterprise trap

Line 14: defines the comment attribute for an SNMPv1 generic trap
Line 18: defines the comment attribute for an enterprise SNMPv1 trap
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