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About this document

The following topics are discussed in this section:

*  “Who should read this document and why” (page 29)
*  “What you need to know” (page 29)

e “What's new in this document” (page 32)

» “Text conventions’ (page 33)

* “Related documents’ (page 34)

Who should read this document and why

This document contains reference information on the Preside Multiservice
Data Manager (MDM) servers.

Thisdocument isaimed at system administrators who specializein managing
networks.

What you need to know
Users of this document require the following knowledge and skills:
» working knowledge of UNIX, the Solaris operating environment, the

DPN network and the network control system (NCS), and the Passport
network

»  knowledge of Preside Multiservice Data Manager (MDM) and how to
work with the MDM user interface

Preside MDM Server Reference Guide 14.3RSUP
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How this document is organized

The 241-6001-310 Preside MDM Server Reference Guide contains the
following sections:

e “Server Daemon (SVMDMN)” (page 35)

e “Multi-nodal Name Server (MNSD)” (page 43)

»  “Backup Controller (NSCTLBCK)” (page 53)

e “Context Server (CTXSVR)” (page 63)

*  “Customer Database Server (CDBSERVER)” (page 67)

» “DPN DBNL Auto-disabling Daemon (DBNLWatch)” (page 69)
e “DPN Management Data Router (DMDR)” (page 79)

e “DPN NCS Communications Manager (NCSMGR)” (page 95)
e “DPN PM File Access Server (PFAS)” (page 105)

e “DataManager Agent (DMA)" (page 111)

e “Data Synchronization Server (DATASYNCSERVER)” (page 137)
e “DataViewer Agent (PMAGENT)” (page 143)

» “DataViewer Data Collection Daemon (PMDCD)” (page 147)
* “End-to-end Server (ETESERVER)” (page 151)

* “General Management Data Router (GMDR)” (page 155)

*  “Host Group Directory Server (HGDS)” (page 179)

* “Injected Management Data Router (IMDR)” (page 191)

«  “IPVPN Global Server (IPVPNSERVER)” (page 201)

e “Log Collector (OAMC)” (page 205)

“MDMWeb GMDR Agent (GMDRAGENT)” (page 209)
“MDMWeb NM Agent (NMAGENT)” (page 211)

“MDMWeb RTAC agent (RTCAGENT)” (page 213)

“MDP DPN File Collector (MDPCOL)" (page 215)

“MDP DPN File Manager (MDPDPNMGR)” (page 217)

241-6001-310 14.3RSUP



About this document 31

“MDP Disk Manager (MDPDISKMGR)” (page 221)

“MDP File Mover Manager (MDPFMMGR)” (page 225)
“MDP Passport Data Model Manager (MDPDMM)” (page 229)
“MDP Passport File Manager (MDPPPMGR)” (page 233)
“MDP File Prober Manager (MDPFPMGR)” (page 237)

“MDP Statistics Retrieval System (MDPSRS)” (page 241)
“MDP Vector File Manager (MDPVSSMGR)” (page 245)
“Multi-nodal Name Server Agent (MNSDAGENT)” (page 249)
“Network Configuration Database Server (NCDSVR)” (page 253)
“Network Data Access Mediator (NDAM)” (page 259)
“Network Model Coordinator (DNMNMC)” (page 275)
“Network Model Editing server (EDSERVER)” (page 279)
“Network Model Server (NMSERVER)” (page 283)

“Network Model Surveillance Updater (SURNUP)” (page 289)
“Network Time Protocol Daemon (XNTPD)” (page 303)

“Nodal Provisioning Configuration Manager (CONFIGMAN)”
(page 309)

“Passport 4400 Backup Provider (PBCKPP4400)” (page 313)
“Passport 4400 Restore Provider (PRSTPP4400)” (page 319)
“Passport 4460 Backup Provider (PBCKPP4460)” (page 325)
“Passport 4460 Restore Provider (PRSTPP4460)” (page 331)
“Passport Backup Provider (PBCKPP)” (page 337)

“Passport Command Access Server (PPAccessServer)” (page 341)
“Passport Communications Manager (FDTM)” (page 345)
“Passport Configuration Model Server (PCMYS)” (page 359)
“Passport Management Data Router (FMDR)” (page 367)
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e “Passport Nodal Provisioning Configuration Server (PCSERVER)”
(page 393)

»  “Passport Restore Provider (PRSTPP)” (page 397)

e “Passport Shelf View Agent (PSVAGENT)” (page 401)

»  “Performance Measurement Stream Processor (PMSP)” (page 407)
* “Rea Time Alarm Collector (RTACCOL)" (page 423)

e “Restore Controller (NSCTLRST)” (page 429)

e “SNMP DataCollection Daemon (GENDCD/PP4400DCD)” (page 433)
e “SNMPIP Discovery server (IPDSVR)” (page 463)

e “SNMP Management Data Router (SMDR)” (page 467)

e “SNMP Trap Server Daemon (TSVR)” (page 479)

e “Secure FTP Daemon (launchSecureFTPD)” (page 483)

*  “VPN Monitor Extractor (V PNMonitorExtractor)” (page 485)

*  “VPN Monitor Server (VPNMonitorServer)” (page 491)

e “Session Servers’ (page 495)

*  “Servers controlled by HP OpenView” (page 503)

e “Server ports’ (page 535)

e “Server names, executables, and suggested names’ (page 539)

What's new in this document
This document has been updated to include the following:

* Added an appendix “ Server names, executables, and suggested names’
(page 539) containing server names, executabl es, and suggested names
for all servers.

e Includedtheinformation from the Backup Server chapter in the“ Backup
Controller (NSCTLBCK)” (page 53) chapter. Deleted the Backup Server
chapter.
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Combined the information from the Database Synchronization
Controller chapter into the “ Data Synchronization Server
(DATASYNCSERVER)” (page 137) chapter. Deleted the Database
Synchronization Controller chapter.

Deleted the following chapters: Open View Alarm Trandator (OVAT)
and Open View Data Access Mediator (OVDAM). Combined these two
chaptersin one new chapter called “ Servers controlled by HP
OpenView” (page 503).

Deleted the chapter MDM Workstation Surveillance Servers chapter.

Text conventions
This document uses the following text conventions:

nonproportional spaced plain type

Nonproportional spaced plain type represents system generated text or
text that appears on your screen.

nonproportional spaced bold type

Nonproportional spaced bold type representswordsthat you should type
or that you should select on the screen.

italics

Statements that appear in italicsin a procedure explain the results of a
particular step and appear immediately following the step.

Words that appear initalicsin text are for naming.

[optional_parameter]

Words in square brackets represent optional parameters. The command
can be entered with or without the words in the square brackets.
<general_term>

Wordsin angle brackets represent variableswhich areto be replaced with
specific values.
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UPPERCA SE,|lowercase

In Preside Multiservice DataManager (MDM), uppercase and lowercase
lettersthat appear in UNIX commands and parameters must be matched
exactly. The system matches upper and lowercase characters differently.

This symbol separates items from which you may select one; for
example, ON|OFF indicates that you may specify ON or OFF. If you do
not make a choice, a default of ON is assumed.

Three dots in acommand indicate that the parameter may be repeated
more than once in succession.

The term absolute pathname refers to the full specification of a path starting
from the root directory. Absolute pathnames always begin with the dlash (/)
symbol. A relative pathname takes the current directory as its starting point,
and starts with any a phanumeric character (other than /).

Related documents
See the following documents for related information:

241-6001-011 Preside MDM Fault Management User Guide
241-6001-015 Preside MDM Network Model Administrator Guide
241-6001-203 Preside MDM Alarm and Status API Reference Guide
241-6001-303 Preside MDM Administrator Guide

241-6001-304 Preside MDM Configuration Management Administrator
Guide

241-6001-308 Preside MDM Network Configuration Database
Administrator Guide
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Chapter 1
Server Daemon (SVMDMN)

This section contains information on the Server daemon. See the following
topics for more information:

*  “About the Server daemon” (page 35)

»  “Managing the Server daemon” (page 36)
* “Exit codes’ (page 37)

»  “Error messages’ (page 38)

About the Server daemon

The server daemon (SVMDMN) works with the Server Administration tool
and the UNIX operating system to monitor and manage all of the other
Preside Multiservice Data Manager (MDM) servers. The SYMDMN server
performs the following functions:

o starts MDM servers when the workstation is rebooted
e restarts MDM servers when they exit abnormally

e communicates with the Server Administration tool to enable user
interaction

Preside MDM Server Reference Guide 14.3RSUP
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Figure 1
SVMDMN data flow diagram
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requests, event

commands and
requests

UNIX Process
management
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Managing the Server daemon

The SYMDMN server operates automatically. The SYMDMN server is
started automatically by the Solaris operating system when theworkstationis
rebooted. Other Preside Multiservice Data Manager (MDM) servers can be
monitored, started, and stopped through the Server Administration tool.

For more information, see the following:

*  “Suggested namein Server Administration” (page 36)
e “Startup command” (page 37)

Suggested name in Server Administration
The SYMDMN server does not contain an entry in
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileis the configuration file for
the SYMDMN server.
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Startup command

Exit codes

The startup command for the SYMDMN server has the following syntax:

[ opt/ Magel | anNMB/ bi n/ svmdm [ -noapi] [-noipc] \
[-nolog] [-nopoll] [-cfg <path>] [-1og <path>] \
[-err <path>] [-poll <i>] [-hosts <n>] \

[ -debug <n>] \

[-h]

where:

-nol og disableslogging to disk

-nopol | disables polling for defunct children

-cfg <pat h> specifiesanon-standard server manager configuration file
-1 og <pat h> gpecifies anon-standard server manager log file

-err <pat h> specifiesanon-standard server manager error file

-pol | <i> specifiesthe palling interval to reap dead child processes

-hosts <n> gpecifies an admin tool support limit

Exit codes for the SYMDMN server are shown in the following table.

Table 1
Exit codes for the SVMDN server
Exit code Description
50 Help invoked
50 Told to terminate
254 Failed to register service (MNSD not coming up)
255 Could not open config file
255 Failed to initialize IPC
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Error messages

Error messages for the SYMDMN server are shown in the following table.

Table 2

Error messages for the SYMDMN server

Error message

Meaning and action

build_server_list(): Fatal: Failed
to open config file for reading

register_api_service(): Failed to
initialize IPC

Fatal, could not register service
(MNSD not coming up?)

register_api_service(): Failed to
register API service

path_is_valid(): Command
length exceeds 1024 bytes -
rejected

path_is_valid(): Command path
exceeds 255 bytes - rejected

path_is_valid(): Cannot start
command path - rejected

path_is_valid(): Cannot execute
command path - rejected

set_time_stamp(): Failed to get
time of day

log_to_file(): Failed to open log
file for append

notify_clients(): Failed to init
event PDU

Fatal, could not read configuration file.
Check /opt/MagellanNMS/cfg/SVMList.cfg

Fatal, could not initialize IPC environment.
Is MNSD starting? Check the logs for
MNSD errors.

Check the logs for MNSD errors.

Check the logs for MNSD errors.

UNIX has a command line length limit.
Specify a shorter command line.

UNIX has a path length limit. Specify a
shorter path in the command.

Executable image specified by the
command cannot be found. Correct the
command.

The image specified by the command is
not executable. Either correct the file’s
permissions or specify a different
command.

Try again. If the problem persists, contact
your System Administrator.

Verify permissions for log file. Also verify
that there is available disk space. If
problem persists, contact your System
Administrator.

Try again. If the problem persists, contact
your System Administrator.

(Sheet 1 of 5)
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Table 2 (continued)

Error messages for the SYMDMN server

Error message

Meaning and action

generate_dpn_alarm(): Failed
to generate ACTIVATE CLEAR
30100000 MDM log

generate_dpn_alarm(): Failed
to generate OOS SET
30100000 MDM log

api_handler(): Message
received when -noapi set

api_handler(): Too many
administrators

api_handler(): Unexpected
command in pdu header

api_handler(): IPC message
recv'd from endpoint not in
client list

api_handler(): Lost connection
from unknown client

api_handler(): Unexpected ipc
status encountered

pdu_get_handler(): Unknown
get command encountered

dump_all_servers(): Failed to
init pdu struct for
dump_all_servers

dump_server(): Invalid server
index (out of range)

dump_server(): Failed to
initialize PDU struct -
dump_server()

dump_logs(): Failed to start log
file - does not exist or no read
perms

Try again. If the problem persists, contact
your System Administrator.

Try again. If the problem persists, contact
your System Administrator.

Disregard this message.

Close some Server Administration tool
windows.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

Try again. If problem persists, contact your
System Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

Check file permissions for log file and
available disk space. If all appears O.K.,
contact your System Administrator.

(Sheet 2 of 5)
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Table 2 (continued)

Error messages for the SYMDMN server

Error message

Meaning and action

dump_logs(): Failed to open log
file for reading

dump_logs(): Failed to seek to
position in log file

dump_logs(): Failed to init pdu
struct - dump_logs()

pdu_set_handler(): Unknown
set command encountered

set_notify(): Request for events
when already registered

set_notify(): Request for no
more events when not
registered

set_state(): Server title not
found

set_state(): Request to stop
server that is not running

set_state(): Request to start
server that is already running

set_state(): Unexpected state
specified

start_server(): Failed to execv
new server

start_server(): Failed to fork
new process

add_server(): Server already
exists

add_server(): Failed to start file

Check file permissions for log file and
available disk space. If all appears O.K.,
contact your System Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

Give new server a different name and/or
command.

New command cannot be found. Correct
the command.

(Sheet 3 of 5)
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Table 2 (continued)

Error messages for the SYMDMN server

Error message

Meaning and action

add_server(): Bad execute
permissions

add_server(): Failed to save list
to disk

change_server(): Specified
server name not found

change_server(): Cannot

change a permanent server’s
name

change_server(): Server name
already exists

change_server(): Cannot
change path of permanent entry

change_server(): Failed to start
new path

change_server(): Bad execute
permissions

change_server(): Failed to save
changed list to disk

delete_server(): Specified
server title not found

delete_server(): Cannot delete
a permanent server

delete_server(): Cannot delete
a running server

New command is not executable. Change
permissions or change command.

Verify write permission to .cfg file. Verify
disk space availability. If problem persists,
contact your System Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

Pick a unique server name and try again.

If problem persists, contact your System
Administrator.

Command cannot be found. Correct the
command.

Command is not accessible. Change
permissions or change the command.

Verify write permission to .cfg file. Verify
disk space availability. If problem persists,
contact your System Administrator.

If problem persists, contact your System
Administrator.

If problem persists, contact your System
Administrator.

Stop the server first, then delete the server.

(Sheet 4 of 5)
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Table 2 (continued)
Error messages for the SYMDMN server

Error message Meaning and action

delete_server(): Failed to save Verify write permission to .cfg file. Verify
modified list to disk disk space availability. If problem persists,
contact your System Administrator.

write_config_file(): Failed to Verify write permission to .cfg file. Verify
open the config file for writing  disk space availability. If problem persists,
contact your System Administrator.

(Sheet 5 of 5)
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Chapter 2

Multi-nodal Name Server (MNSD)

This section contains the following information on the Multi-nodal Name
server (MNSD):

“About the MNSD” (page 43)
“Managing the MNSD server” (page 45)
“Configuration” (page 46)

“Exit codes’ (page 50)

“Error messages’ (page 50)

About the MNSD

There are two types of Multi-nodal Name (MNSD) servers that provide the
following capabilities:

level 1 MNS server

provides software processes that are running on the same workstation
with a place to register so that they can communicate with one another.
The MNSD isaserver that processes register their name on so that other
processes can look them up to establish inter-process communication.

level 2 MNS server

provides a few applications (Server Administration, Service Selection)
with alist of available host names to select from.
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Figure 2
MNSD Level 1data flow diagram
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Figure 3
MNSD Level 2 data flow diagram
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Managing the MNSD server
Level 1 serversareimplicitly started by the Server Administration tool. They
should never be manually started.

For level 2 servers, usethe MDM Server Administration tool to enter or edit
the startup command and to start, stop, and set options for the server. Any

changes you make to the server startup command or options take effect when
theserver isrestarted. To configure the M ulti-nodal Naming Service domains,
see 241-6001-303 Preside MDM Administrator Guide for more information.

For more information, see the following:

*  “Suggested namein Service Administration” (page 46)
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e “Startup command” (page 46)

Suggested name in Service Administration
The recommended name for the MNSD level 2 server isMNSD Level 2.

Configuring MNSD with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The command to start an MNSD server has the following syntax:

[ opt/ Magel | anNVB/ bi n/ msd [ <l evel > <host name>. . . ]

where:

<l evel > specifiesthe MNSD server level. If you omit this parameter, level
1isused by default. For alevel 2 server, enter 2. You should always use 2.

<host nane>. .. arethehost names of the workstations. For level 2 or
above, the host names are specified for each additional workstation that
contains processes to communicate with the level 1 processes.

For an explanation of how to set up MNS domainswith level 2 MNS servers,
see the section on configuring Multi-nodal Naming Service domainsin
241-6001-303 Preside MDM Administrator Guide.

Configuration

To allow deployment across a communication firewall, you need to override
the Preside Multiservice Data Manager (M DM) dynamic port allocation and
predetermine the TCP/UDP port number to be used by MDM processes. For
more information on configuring TCP/UDP port numbers, see 241-6001-303
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Preside MDM Administrator Guide. For alist of the port numbers used by
MDM servers, see” Server ports’ (page 535). To predetermine TCP/UDP port
numbers, use the following methods:

»  Configure arange of TCP/UDP port numbers that MDM processes will
be allowed to bind. See “ Configuring a range of TCP/UDP ports’

(page 48).

e Configure the TCP/UDP port numbers that a specific MDM server
should bind. See “ Configuring named-service TCP/UDP ports’

(page 48).

The second method is preferable because it provides the most direct control,
particularly across firewalls where communications occur with only alimited
number of well-known MDM services (for example, GMDR for alarm
access). You can use both methods simultaneously. If you do so, you do not
need to constrain the port numbers configured by name to the range
configuration.

Note: Thereisno guarantee that the port numbers and ranges configured
using these methods will only be allocated by the intended MDM
processes(if an MDM processat al). If an MDM process cannot allocate
a corresponding name-assigned port number (for example, if the port
number is aready in use), the MDM process terminates.

UDP port numbers 5502 and 5503 are reserved for the MNSD daemon.
Always allow communication to and from these ports through the firewall if
MDM processes on either side need to communicate.

Port numbers configured by MDMWeb agents cannot be configured using
these methods. If you do not use the default ports, specify the ports on the
agent command lines. For more information, refer to 241-6001-117 Preside
MDMWeb Installation Guide.
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Configuring a range of TCP/UDP ports
Port range configuration appliesto both TCP and UDP. To activate port range
configuration, create the file
/opt/MagellanNMS/cfg/private/l PCPortRange.cfg. Any linesin thisfile that
start with a# sign (comments) or are empty areignored. Thefile must contain
aline with the following format:

<port range lower limt> <port range upper limt>

where:

<port range lower |inmt>and<port range upper |init> arethe
lower and upper range limits. These limits must be large enough to alow all
Preside Multiservice Data Manager (MDM) processes to allocate the ports
they need. As ageneral rule, assume 3 ports per server and 2 ports per
client/utilities to be run at the same time on the workstation.

You can configure the firewall to allow communications with portsin a
specified range. This range must have values above 1024 as the 1-1024 port
rangeisreserved for standard well-known | P services such as FTP and Telnet
(seeman servi ces for moreinformation). For example, the following
contents for the port-mapping file restricts the TCP/UDP service port
numbers used by MDM processes from 11200 to 11699 (500 ports):

# al l owed TCP/ UDP port range for MDM processes
11200 11700

Thefirewall canthen be configured to allow communicationsto and from this
port range. Remember to allow communicationswith MNSD at port numbers
5502 and 5503.

Configuring named-service TCP/UDP ports
The named-service configurationissimilar to the port range configuration. To
activate named-service configuration, create the file
/opt/MagellanNMS/cfg/private/l PCNameMap.cfg. Any linesin this file that
start with a# sign (comments) or are empty areignored. Thefile must contain
aline with the following format:

<servi ce name> <port nunber>

where:
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<servi ce nanme> isthename of the service.
<port nunber > isthe number of the port.

Asaguide, aprototype file, /opt/MagellanNMSlib/IPCNameMap.cfg, lists
the supported Preside Multiservice Data Manager (MDM) service namesin
comments.

Note: Since the IPCNameMap.cfg file is scanned every time a new
serviceiscreated, for efficiency reasons, it isrecommend that you do not
copy the entire prototype file to the /opt/MagellanNM Scfg/private
directory. Instead, create thefile with only those entries you want to map.
Read and analyze the prototype file carefully before you configure your
own port mappings. Thisfileoutlines server inter-dependenciesthat must
be obeyed to allow the MDM communicationsto be carried out properly
through the firewall.

You can configure the firewall to allow communications with ports mapped
in thefile. The specified port numbers must have values above 1024 as the
1-1024 port range is reserved for standard well-known | P services such as
FTPand Telnet (seeman ser vi ces for moreinformation). For example, the
following contents for the name-mapping file restricts the TCP/UDP service
port numbers used by the GMDR server (Surveillance server, Alarm& Status
API) to the value 11201:

# Surveill ance/ Al ar n&St at us APl service
GVDR 11201

Thefirewall canthen be configured to allow communicationsto and from this
port. Remember to allow communicationswith MNSD at UDP port numbers
5502 and 5503.

Note: Some MDM services cannot be mapped to a TCP/UDP port
number by name. For exampl e, the FDTR service names are constructed
at runtime and cannot be explicitly configured in advance in aname-map
file. Only the port-range mechanism applies to these services.
Consequently, some MDM capabilities, such as Passport and DPN
Network Access, cannot be supported through a firewall with the name-
mappi ng mechanism al one (use the port range mechanism aswell). Refer
to the prototype IPCNameMap.cfg file for the list of supported services.
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Exit codes

Exit codes for the MNSD server are shown in the following table.

Table 3
Exit codes for the MNSD server

Exit code Description

50 The server exits under the following conditions:
- invalid command line
- could not initialize the IPC environment
- could not open MNSD database

Error messages

Error messages for the MNSD server are shown in the following table.

Table 4

Error messages for the MNSD server

Error message

Meaning and action

mnsd: bad scope specified

mnsd <level>: could not
ipc_init()

mnsd <level>: could not init
object database

(Sheet 1 of 2)

Fatal, invalid command line option. Revise
the server configuration with the Server
Administration tool.

Fatal, could not initialize the IPC
environment. Make sure the MNSD level 1
is running.

Fatal, the MNSD database cannot be
opened. Check the permission of the
/opt/MagellanNMS/cfg/private/mns* files
and the directory.
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Table 4 (continued)
Error messages for the MNSD server

Error message Meaning and action

mnsd <level>: could not Fatal, could not register MNSD service

ipc_register() name. MNSD level 1 may not be running or

or another MNSD of that level may be already
running.

mnsd <level>: could not register
gateway service

mnsd <level>: No legal A level 2 or above MNSD is missing

hostnames given hostnames on the command line. Revise
the server configuration with the Server
tool.

(Sheet 2 of 2)
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Chapter 3
Backup Controller (NSCTLBCK)

This section contains information on the Backup Controller. This server can
be configured to provide basic backup capabilities. It can aso be configured
to provide extended backup capabilities for Passport 6000, Passport 7000,
Passport 15000, and Passport 20000. In this case, it isreferred to asthe
Backup Server. Only one server can be configured. See the following topics
for more information:

e “Backup Controller” (page 53)
e “Backup Controller as Backup Server” (page 56)

Backup Controller
The Backup Controller receives requests from Passport/SNM P Backup tools
(GUI and CLI) and connects to the appropriate Backup Provider. See the
diagram “Backup Controller data flow diagram” (page 54) for anillustration
of data flow.

See 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide for more information.

See the following section “Managing the Backup Controller” (page 54) for
more information on the Backup Controller.
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Figure 4
Backup Controller data flow diagram
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Managing the Backup Controller
Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the server. Any changes you make to the
server startup command or options take effect when the server is restarted.
See 241-6001-303 Preside MDM Administrator Guide for instructionsto use
the Server Administration tool.

For more information, see the following:

e “Suggested namein Server Administration” (page 55)
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e “Backup Controller startup command” (page 55)

Suggested name in Server Administration
The recommended name is Backup Controller.

Configuring the Backup Controller with the Server Administration tool
reguires you to enter the server name in the Descriptive namefield of the
Server Administration dialog for new servers. This name also identifies the
server in file /opt/MagellanNM S/cfg/SVMList.cfg. Thisfile lists the servers
that are to be started automatically when the workstation is rebooted.

Backup Controller startup command
The startup command for the Backup Controller is as follows:

[ opt/ Magel | anNVB/ bi n/ nsctl bck [-p <port_no>]
[-c <renote_mapping fil e>]

[-h]

Use the following table to substitute command parameters:

Parameter Definition

-p <port_no> is the port number the Backup Controller
uses. The default port is 5000.

-c <renmote_mapping _file> isthe name of the remote mapping file.
The default remote mapping file is
/opt/MagellanNMS/cfg/Controller.cfg
This file only needs to be changed if the
Backup Provider is running on a
different workstation than the Backup
Controller.

-h displays command line usage
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Backup Controller as Backup Server

The -notification option on the command line of the server iswhat changes
the Backup Controller into a Backup Server. When you run the Backup
Controller as the Backup Server, al the functionality of the Backup
Contraller, described in “Backup Controller (NSCTLBCK)” (page 53), is
available. For more information, refer to 241-6001-807 Preside MDM
Passport/SNMP Devices Backup and Restore User Guide.

The -notification option turns on the alarm-triggered backup function. The
-notification option is required by the Backup Server to notify the Data
Synchronization Server, so if the Backup Server is not turned on, automatic
synchronization of the MDM Administration Database cannot occur.

The Backup Server retrieves and stores the view and journal filesto be
available for node “restore” operations, and also for database
synchronization.

The Backup Server retrieves and backs up the following:

« journa log files as soon as they are activated on the Passport, aswell as
the committed view associated with them

* thecurrent view, if it exists

* theAV list of the current view

Therefore, in the event of amajor disruption that requires a Passport to be
replaced, the MDM Restore tool would be able to trigger a software
download, restore the last committed view and its associated journal log files,
and activate to restore the latest current view on a replacement Passport. To
be properly restored, the replacement Passport would need to have the same
name as the original Passport. For additional information on Passport node
recovery, see 241-6001-807 Preside MDM Passport/SNMP Devices Backup
and Restore User Guide.

For database synchronization, the Backup Server provides the following
specific roles:

* managestheretrieval and storage of the views and journal files for
synchronizing. The Backup Server receives Passport alarms from
GMDR, queues them, and performs the backup.

241-6001-310 14.3RSUP



Chapter 3 Backup Controller (NSCTLBCK) 57

notifies the Data Synchronization Server each time a backup happensto
trigger the updates to the Administration Database. The notifications
contain the detail s of the device's current view, journals, timestamps and
state. Thisinformation is stored to disk so that the Data Synchronization
Server can determine the current state of each device upon start-up.

For additional information on database synchronization, see 241-6001-400
Preside MDM Administration Database User Guide.

The Backup Server can be triggered to perform a backup in the following
ways:

on alarm with journaling supported

For Passport nodes that support journaling, ajournal log fileis created
during each activation and contains a delta of the configuration changes
between the current and edit views.

The Passport alarm generated after a confirm prov, commit prov, reset of
the Passport switch, or MDM reconnect to the Passport triggers the
Backup Server to start abackup for those Passports that belong to groups
that are specified in the DataSync.cfg file to be backed up on alarm.

on alarm for complete view (with journaling not supported)
Passports that do not support journaling only send out a confirm prov
alarm to trigger the Backup Server to backup recently created view files.

on demand through a scheduled cron job
Backups can be done on demand through the command line. You can
define a cron job for scheduled backups.

Thefigure“Backup Server architecture” (page 58) shows the backup process.
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Figure 5
Backup Server architecture
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Configuration
The DataSync.cfgfileisassociated with the Backup Server. Thisfile specifies

the following:

»  Passport groups that you want to backup, user 1D, and encrypted
password.

»  whether backup on alarm is supported

»  whether you want to synchronize the Administration Database
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«  DBSyncController Name lets you specify the DBSyncController which
isresponsible for the Passport.

For information on how to configure the Backup Server, refer to
241-6001-807 Preside MDM Passport/SNMP Devices Backup and Restore
User Guide.

Managing the Backup Server
Use the Server Administration tool to enter or to edit the startup command
and to start, stop, and configure this server to start automatically when the
workstation isrebooted. Any changes you make to the startup command or to
the configuration file become active whenever the daemon is restarted. See
241-6001-303 Preside MDM Administrator Guide for instructionsto use the
Server Administration tool.

For more information, see the following:
e “Suggested namein Server Administration” (page 59)
e “Startup command” (page 59)

Suggested name in Server Administration
The recommended name for the server is Backup Controller.

Configuring the Backup Server with the Server Administration tool requires
you to enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The following is the startup command for the Backup Server.

[ opt/ Magel | anNM5/ bi n/ nsct | bck -notification
[-p <port_no>]
[-c <renopte_mapping fil e>]
[ - gndrhost <host nane>]
[ - nbof bck <#>]
[-DB_Synch_port <port_no>]
[-h]

Use the following table to substitute command parameters:
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Parameter Definition

-p <port_no> is the port number the Backup Server

uses. The default port is 5000.

-c <renote_mappi ng_fil e> isthe name of the remote mapping file.

The default remote mapping file is
/opt/MagellanNMS/cfg/Controller.cfg This
file only needs to be changed if the
Backup Provider is running on a different
workstation than the Backup Controller.

-gmdr host <host nane> is the host where GMDR is running. The

default is localhost.

- nbof bck <#> is the maximum number of parallel

backups. The default is 5.

-DB_Synch_port <port_no> is the port for communication with the

-h

DBSyncController. The default is 5050.

displays command line usage

Backup Server interdependencies
The Backup Server has the following interdependencies:

GMDR server. The Backup Server receives alarms from the GMDR
server. If the GMDR runs on adifferent host than the Backup Server, you
need to specify the GMDR host in the Backup Server command.

Passport Backup Provider. You need to start the Passport Backup
Provider before the Backup Controller.

Data Sync Server. The Backup Controller notifies the Data Sync Server
each time a backup occurs, to trigger the updates to the database.

Backup Site. The Backup Server retrieves and backs up journal log files
as soon asthey are created on the Passport, aswell asthe committed view
associated with them, and the AV list of the current view and compares
thisinformation to the contents of the disk at the Backup Site.
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Backup Server exit codes
Exit codes for the Backup Server are shown in “Exit codes for the Backup

Server” (page 61).

Table 5
Exit codes for the Backup Server
Exit code Description
21 Lost connection to GMDR

Backup Server error messages
Log files are stored at the following location:

/opt/MagellanNM S/data/Backup _Data/PA SSPORT/journal Backup.log.
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Chapter 4
Context Server (CTXSVR)

This section contains information on the MDM Context server (CTXSVR).
See the following topics for more information:

e “About the CTXSVR server” (page 63)

e “Managing the CTXSVR server” (page 64)
* “Interdependencies’ (page 65)

* “Exit codes’ (page 65)

e “Error messages’ (page 65)

About the CTXSVR server

The CTXSVR server providesaway for processes running on the workstation
to communicate with each other by putting values into context, or by getting
values that have been previoudly put into context. The CTXSVR server
maintains the (key, content) pairs and responds to requests to put and get the
values.

Therearetwo sets of contexts: USER and WORK STATION. Theworkstation
contexts are a set of (KEY, VALUE) pairsthat are available to all the
applications on the workstation; for example, default service selections. The
user contexts are aset of (KEY, VALUE) pairs per active user sessionswhich
are available to the user sessions applications. For example, hot context. A
valueis“in context” when it isthe VALUE of aparticular (KEY, VALUE),
pair.
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A set of functionsisprovided for sending requeststo the CTXSVR server and
decoding the responses.

The context server actually maintains two sets of contexts:

» theworkstation context, which is available to all applications on the
workstation, and is usually persistent across workstation reboots (for
example, default service selections)

e theuser session contexts (one per active user session), whichis only
availableto the user session’s applications (for example, Hot Component
context)

Figure 6
CTXSVR data flow diagram

|
|
\—L Applications

PUTrequestsand | |responses to PUT
GET requests requests and GET

requests

Managing the CTXSVR server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor the CTXSVR. Any changes you make to the
startup command or options take effect when the CTXSVR is restarted. See
241-6001-303 Preside MDM Administrator Guide for instructionsto use the
Server Administration tool.

For more information, see the following:
*  “Suggested namein Server Administration” (page 65)
e “Startup command” (page 65)
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Suggested name in Server Administration
The recommended name for the CTXSVR is Context Server.

Configuring CTXSVR with the Server Administration tool requires you to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The command to start the CTXSVR server has the following syntax:

[ opt/ Magel | anNMB/ bi n/ ct xsvr

Interdependencies
There are no interdependencies.

Exit codes

The CTXSVR server exitswhen the Context server’send point is not created.
Exit codes for the CTXSVR server are shown in the following table.

Table 6
Exit codes for the CTXSVR

Exit code Description

244 Could not initialize IPC system

48 Could not register service name (already running?)

Error mesSsages
Error messages for the CTXSVR are shown in the following table.

Table 7
Error messages for the CTXSVR
Error message Meaning and action
CTXSVR: Unable to write Non fatal, could not write entries to disk.
workstation context variable Check the access mode on
entry to disk /opt/MagellanNMS/cfg/private/CTXSvr.cfg
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Chapter 5
Customer Database Server (CDBSERVER)

This section contains information about the Customer Database Server
(CDBSERVER). Seethefollowing sections for information about this server:

*  About the CDBSERVER (page 67)
* Managing the CDBSERVER (page 67)
* Interdependencies (page 68)

About the CDBSERVER

The Customer Data Server (CDBSERVER) provides users with accessto a
database that contains custom information for a customers network. A
customer creates this database.

The database can contain any information that the customer wishesto
maintain. Typically a customer uses the database to store information about
specific componentsin the network, such as phone numbers, circuit numbers,
and port numbers. An example of the information stored in the database, is
the number of aport on an interface card on a Passports, and the telephone
number, physical address, and e-mail address of the customer whose
equipment is connected to that port.

Managing the CDBSERVER
See the following topics for information about managing the CDBSERVER:

»  Configuration (page 68)
*  Suggested name in Server Administration (page 68)
e Start-up command (page 68)
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Configuration
Configuring the CDBSERVER is part of alarger task: Creating a Customer
Database. For procedures to set up and maintain a Customer Database, see
241-6001-804 Preside MDM Workstation Utilities User Guide.

Suggested name in Server Administration
The recommended name for CDBSERV ER to enter in the Server
Administration tool is Cust Data Server.

Configuring the CDBSERVER with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the CDBSERVER server has the following
syntax:

[ opt/ Magel | anNMB5/ bi n/ cdbser ver <dat abase>
where:
<dat abase> isthe full path name of the customer database you wish to
create
example:

[ opt/ Magel | anNVB/ bi n/ cdbserver /usr/db/
Apr _29 Cust Dat a

Interdependencies
None.
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Chapter 6

DPN DBNL Auto-disabling Daemon
(DBNLWatch)

This section contains information on the DBNL auto-disabling daemon
(DBNLWatch). See the following topics for more information:

e “About DBNLWatch” (page 69)

» “Managing the DBNLWatch” (page 70)
* “Interdependencies’ (page 73)

*  “Configuration” (page 73)

“Exit codes’ (page 75)

e “Error messages’ (page 76)

About DBNLWatch

In networks that only contain Passport switches, this daemon is not required,
and should not be started.

The DBNLWatch auto-disabling daemon monitors alarms from the DPN
switches in the network. When it detects the presence of a DBNL activation
alarm or aDBNL heartbeat alarm indicating that a DBNL has been activated,
it sets up awatch on the DBNL. Using a set of utilities (dbnifindam,
dbnlcheck, dbnldisable, and dbnlenable) DBNLWatch obtains information
about changes in the status of the primary network link and the DBNL and
writes them to alog file. Optionally, it deactivates the DBNL when the
primary link returnsto service and remainsin service for a specified time

period.
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It also providesresponsesto queriesabout DBNL s being watched from utility
dbnlapi.

Managing the DBNLWatch

Use the Server Administration tool to enter or to edit the startup command
and to start, stop, and to configure thisdaemon to start automatically when the
workstation isrebooted. Any changes you make to the startup command or to
the configuration file become active whenever the daemon is restarted. For
instructions to use the Server Administration tool, see 241-6001-303 Preside
MDM Administrator Guide for instructions.

For more information see the foll owing:
e “Suggested namein Server Administration” (page 70)
e “Startup command” (page 72)

Suggested name in Server Administration
The recommended name for the Auto-disabling server daemon is
DBNL Watch.

Configuring DBNLWatch with the Server Administration tool requiresyou to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.
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Figure 7

DBNL auto-disabling server daemon data flow diagram
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e “Suggested namein Server Administration” (page 70)
e “Startup command” (page 72)

Startup command
The startup command for the DBNL auto-disabling daemon is as follows:

[ opt/ Magel | anNVB/ bi n/ dbnlwatch [-v] [-n] \

[-host <GVDR host name>] [-serv <GVDR service nane>] \
[-log <log file prefix>] \

[-cfg <configuration fil ename>]

where:

-v gpecifiesthe verbose option, and provides detailed information in thelog
files output by DBNLWatch.

-n specifiesthat no log files are to be output. If this parameter is omitted,
log files are output.

-host <host nane> isthe name of the host that is running the GMDR
server and isto supply DBNL alarm information. This parameter is only
required if the GMDR server is not running on the same workstation as
DBNLWatch. If this parameter is omitted, the default localhost (this
workstation) is used.

-serv <service name> isthe service name for the GMDR server. This
parameter is only required if the service name of the server isnot GMDR. If
this parameter is omitted, the default GMDR is used.

-log <log file prefix> specifiesan aternate stem to the name of the
filein which logs are output. If this parameter is omitted, the default stem
/opt/MagellanNM S/data/ DBNLWatch.log is used.

-cfg <configuration filenane specifiesthefull pathname of a
configuration file containing parametersfor DBNLWatch. If this parameter is
omitted, the default /opt/MagellanNM S/cfg/DBNLWatch.cfg is used.
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Interdependencies
DBNLWatch requires that

the network access servers (HGDS and NCSMGR) be configured and
running

the mediation serversthat provide alarm information (DM DR and
GMDR) be configured and running

the Network Model has been properly configured, iscommitted (startup),
and contains information about DPN modul es node names and their
nams_ids

DBNLWatch does not require the use of another user’s session servers (CMC
and CMCFun) because it startsits own session servers.

Configuration

The following file isinvolved in configuring the DBNLWatch:

/opt/MagellanNM S/cfg/DBNLWatch.cfg

This file contains parameters for the following items:

settings for the timers and counters used by DBNLWatch and the
dbnlfindam, dbnlcheck, dbnldisable, and dbnlenable utilities

login information for the primary OA and backup OA through which
DBNLWatch sends commands to the NCS

Once the file has been configured, DBNLWatch must be started using the
Server Manager Administration tool to make the configuration active.

The parameters in the file are shown in the following table:
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Table 8

Parameters in file DBNLWatch.cfg

Name

Description

Defaults

CheckTimer

CheckTries

DisableTimer

EnableWait

EnableTries

EnableTimer

DisableTries

MaxWatchTime

interval in seconds between each check to
determine if the primary network link is up
or down

number of successive checks showing
that the primary network link is up before
the DBNL can be declared unnecessary
and disabled

interval in seconds between attempts to
disable a DBNL

period of time in seconds that DBNLWatch
waits after disabling the DBNL before it
attempts to re-enable the DBNL port

number of attempts at disabling the DBNL
before DBNLWatch goes back to checking
if the primary network link is up

interval in seconds between attempts to
enable a DBNL port before DBNLWatch
goes back to checking if the primary
network link is up

number of attempts at enabling the DBNL
port before DBNLWatch goes back to
checking to see if the primary link is up

maximum length of time in hours that a
DBNL can be watched DBNLWatch
ceases to watch the DBNL, as measured
from the arrival of the DBNL enable alarm
or the most recent DBNL heartbeat alarm.

Note: A new watch will start on the DBNL
if DBNLWatch receives a DBNL heartbeat
alarm.

30 seconds

5 checks

30 seconds

5 seconds

5 attempts

30 seconds

5 attempts

48 hours

(Sheet 1 of 2)

241-6001-310 14.3RSUP




Chapter 6 DPN DBNL Auto-disabling Daemon (DBNLWatch) 75

Table 8 (continued)
Parameters in file DBNLWatch.cfg

Name Description Defaults

MonitorOnly boolean (0 or 1) indicating whether DBNLs 0
can be monitored and disabled or just (monitoring
monitored. This only appliesto DBNLs that and disabling
are enabled because of AM or AM cluster is allowed)
isolation.

MonitorBWOD  boolean (0 or 1) indicating whether DBNLs 0 (ignored)
that are activated by the NCS bandwidth
on demand (BWOD) feature are tracked or
ignored

PrimaryOAAuth the OA name, NCS_capability_id, and None
password required to log on to the primary
OA in the NCS and send commands to
NCS

BackupOAAuth the OA name, NCS_capability_id, and None
password required to log on to the backup
OA in the NCS and send commands to
NCS. Thisis the OA that is used to access
the NCS if the primary OA fails.

If no backup OA is configured in the NCS
comment out the BackupOAAuth entry in
the file.

(Sheet 2 of 2)

Exit codes
Exit codes for the DBNLWatch are shown in the following table.

Table 9
Exit codes for the DBNLWatch
Exit code Description
1 GMDR communication failure
2 Command Access Session server problems
(Sheet 1 of 2)
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Table 9 (continued)
Exit codes for the DBNLWatch

Exit code Description

53 Could not post service (already running)
56 Configuration file error

(Sheet 2 of 2)

Error messages

When an error occurs, messages are displayed in the System L og Display and
written to the OAM log. Error messages for the DBNLWatch are showninthe
following table.

Table 10

Error messages for the DBNLWatch
Error message Meaning and action
DBNLWatch - Invalid The configuration file contains an error.
configuration file Edit the configuration file, correct the error,

then restart DBNLWatch.

DBNLWatch - Invalid Primary
authentication in configuration
file

DBNLWatch - Invalid Backup

OA Authentication in
configuration file

DBNLWatch - Configuration
does not specify a primary OA
authentication

DBNLWatch - Could notregister DBNLWatch is probably already running
query service on this workstation.

DBNLWatch - Could not There is a communication problem with the

connect to the GDMR server. GMDR server. Use the Server
Administration tool to verify that the GMDR
server is up and running and is reachable.

(Sheet 1 of 2)
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Table 10 (continued)
Error messages for the DBNLWatch

Error message Meaning and action

DBNLWatch - Failed to register
with the GMDR server

DBNLWatch - Failed to create
Alarm Sieve

DBNLWatch - Error with Alarm
Sieve to the GMDR server

DBNLWatch - Lost connection
to the GMDR server

DBNLWatch - Failed to launch  There is a problem with one of the session
private session servers servers CMC or CMCFun started by
DBNLWatch. Restart DBNLWatch.

DBNLWatch - Lost one of the
session servers

(Sheet 2 of 2)
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Chapter 7
DPN Management Data Router (DMDR)

This section contains information on the DPN Management Data Router
(DMDR). See the following topics for more information:

e “About the DMDR server” (page 79)

* “Managing the DMDR server” (page 80)
* “Interdependencies’ (page 84)

*  “Configuration” (page 84)

e “Exit codes’ (page 88)

e “Error messages’ (page 88)

About the DMDR server

In networks that only contain Passport switches, this server is not used and
should not be started.

The DMDR server processes raw data received from the CCIF process,
calculates the state of the DPN components monitored by NCS OAs, and
forwards this processed information to its GMDR client servers.

At startup, the DMDR server sends requests to the NCSMGR server, to be
connected to the OAs in its OA group.

At runtime, the DMDR server converts surveillance datato internal protocol
(API format), filtersinformation based onitsclients CNMID, handles L ocal
Clear requests received from the GMDR server, and creates proxy alarms
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when the state of components is changed by a status record. Optionally, the
DMDR server fully records the active alarmsin memory so that anew client
can be given an up-to-date active alarm list (AAL) when it registers.

The DMDR server can aso optionally record selected types of status records
in memory to support clients' GET requests.

Figure 8
DMDR data flow diagram
MDM Workstation
commands responses
get OA group Local Clear alarms, logs, state changes
information requests (processed data)
HGDS

OA group

information

connection

alarms, logs, state changes
(raw data)

connection
information

Managing the DMDR server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor DMDR. Any changesyou maketo the startup
command or options take effect when DMDR isrestarted. For instructionsto
use the Server Administration tool, see 241-6001-303 Preside MDM
Administrator Guide.
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See the following for more information:
*  “Suggested namein Server Administration” (page 81)
e “Startup command” (page 81)

Suggested name in Server Administration
The recommended name for the DMDR server is DMDR_<OA _name>. An
example of an entry for aDMDR server is.

DVDR_GROUPA

where:
GROUPA isthe OA group name used by the DMDR server.

Configuring DM DR with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The command to start a DMDR server has the following syntax:

[ opt/ Magel | anNMS/ bi n/ dndr \

-Cc <capability D>\

-g <QA group nane> \

-p <password> \

[-a] \

[-b <nmeg congestion threshol d>] \
[-d] \

[-e <exceptions file name>] \
[-f]

[-1 <reconnection delay |length>] \
[-n <NCSMER host name>] \

[-t <status record type>]...\
[-x] \

[-B] \

[-C<CNM D file nanme>] \

[-L]
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[-P <executable location>] \
[-n
[-h

—_

where:

-c <capability 1 D> specifiesthe capability ID used to connect to OAs
-g <A group nane> specifiesthe name of the DMDR OA group

-p <password> specifiesthe password used to connect to OAs

-a suppresses full recording of active alarmsin memory by the DMDR
server. Active alarms are fully recorded if this parameter is omitted

-b <msg congestion threshol d> specifiesthe number of congested
repliesbeforetheclient iscut off. If msg congestion threshold isnot specified,
the default value of 1000 is used.

-d putsthe DMDR server into debugging mode. Thisoptionisnot intended
for usein thefield.

-e <exceptions file name> specifiesthe absolute path of afile
specifying the alarm exceptions database contents. The DM DR server uses
the file /opt/MagellanNM S/cfg/DM DRAlarmExcep.cfg if this parameter is
omitted.

-f clearsany SET alarm indicating that a component that is out of service
when a status record is received indicating that the component is back in
service but no corresponding CLEAR alarm has been received.

-1 <reconnection del ay | ength> specifies, in seconds, the length of
time the DMDR server waits before checking for lost modules when it
reconnects to an OA. A value of 30 secondsis used by default.

-n <NCSMGR and HGDS host name> specifies ahost name on which the
NCSMGR and HGDS servers are running. This parameter is not
recommended for usein the field. By default, the local host name is used.
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-t <status record type> specifiesatype of statusrecord that must be
stored in memory by the DM DR server. This parameter can be repeated for
different status record types. The possible values are CM (common
subsystem), PROC (PE status), NL (Network link), TRK (trunk), X25 (X.25
gateway), X75 (X.75 gateway) or all (all of the above). Status records are not
stored if this parameter is omitted.

-x suppresses client authentication. This parameter is not intended for use
in thefield. By default, client authentication is performed for each client.

- B specifies that babbler alarms are forwarded to clients. This parameter is
optional. If it is present, the -a option cannot be used. If it is not present,
babbler alarms are discarded by default.

-C<CNM D file name> specifiesthe absolute path of afile specifying the
CNMID of components allocated to a Virtual Private Network (VPN). The
DMDR server uses thefile /opt/MagellanNM S/cfg/DMDRCnmid.cfg if this
parameter is omitted. This file can be built using the utility
/opt/MagellanNM S/bin/dmdrcid. For information on this utility, see
“Configuring file /opt/MagellanNM S/cfg/DMDRCnmid.cfg” (page 87).

- L turnsoff population of DMDR’sinternal database with information about
links. If this option is not specified, the DM DR server defaults to generating
link information.

- P <executabl e | ocati on> specifieswherethefile containing DMDR
executable code islocated. Thisparameter isnot intended for useinthefield.
By default, thefile /opt/MagellanNM S/bin/dmdr contains DM DR executable
code.

- m discards control down, office, and PE summary status records from
Legacy DataModules (LDMs) and Legacy Expansion Modules (LEMs) if the
MPA in which they are located does not exist in the DMDR server’sinternal
database.

- h displaysthe help information.
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LDMsand LEMs are cards that fit into Passport 4400 series devices and are
equipped with ports for services like X.25, ITI, FR, TR, SNA. LDMsand
LEMs generate four types of statusrecords: call control down status records,
office status records, PE summary status records, and PE status records. Only
PE statusrecordscarry afield that identifiesthe component that originated the
record, the others do not. If you specify the -m option, DMDR discards all
records except PE status records. When DMDR receives a PE status record
DMDR uses the PE type contained in the PE status record to create a
component identifier for the LDM or LEM in itsinternal database. Once
DMDR has created the component identifier in itsinternal database, the
DMDR server keeps al types of status records that it receives.

Interdependencies
The DMDR server relies on the HGDS and NCSMGR servers.

Configuration
The following files are involved in configuring the DMDR server:

e Jopt/MagellanNM S/cfg/HGDS.cfg

containsalist of the groups of DPN OAs, the membersin each group, and
the communi cations parameters required to access each OA

» /opt/MagellanNM S/cfg/DMDRAlarmExcep.cfg

contains action codes that identify the exceptions (special processing)
required by exception alarms

e /opt/MagellanNM S/cfg/DMDRCnmid.cfg
contains lines of datathat specify the CNMID for VPN components

Configuring file /opt/MagellanNMS/cfg/HGDS.cfg
The Host Group Directory Information file
/opt/MagellanNM S/cfg/HGDS.cfg contains alist of the groups of DPN OAs,
the membersin each group, and the communi cations parameters required to
access each OA. The communications parameters are OA name, DNA, CUG
index, packet size, X.75 use, and RPOA number.
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Note: Thisfile also contains information about Passport groups.
However, the DMDR server only usesfieldsthat apply to groups of DPN
OAs.

Before any DMDR server is started from the Server Manager Administration
tool or, if after areboot, before system initialization, file

/opt/MagellanNM S/cfg/HGDS.cfg must reside on each workstation running
the DMDR server. The file must be updated on all workstations on which it
residesif any changes are made to the DPN addresses or grouping. For a
description of thisfile, see “HGDS server information file” (page 180).

Configuring file /opt/MagellanNMS/cfg/DMDRAlarmExcep.cfg
The alarm exceptionsfile, /opt/MagellanNM S/cfg/DMDRA larmExcep.cfg,
contains action codes that identify the exceptions required by exception
alarms. The file /opt/MagellanNM S/cfg/DM DRAlarmExcep.cfg enables the
DMDR server to manage these exceptions as required.

Each line in an alarm exceptions file has the following syntax:
<type> <fault code> <action> <comment >
where:

type specifiesthealarmtype; oneof SET, CLR, MSG or COM. A linewith
the type COM s treated as a comment, therefore is ignored.

fault code isastring 8 characterslong or less, formed of hexadecimal
digits, the single character wildcard (?), or the end-of-string wildcard (*). If
the string is fewer than 8 characters|ong, the string must be terminated by an
end-of-string wildcard.

The single character wildcard (?) matches any single character in the alarm
fault code.

The end-of-string wildcard (*) matches any sequence of characters up to the
end of the alarm fault code. It can only occur at the end of the character string.

If the fault code of an alarm matches several entries, the entry that matches
the longest initial portion of the alarm fault code without wildcards is used.
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action isanumerica code defining the action for the DMDR server to
take. For alist of the codes and the action applied for each code, seethetable
“Codes and actions applied by the DMDR server” (page 86).

comment  isany text occurring on the line after the action code. It istreated
as a comment, therefore isignored. Lines beginning with an exclamation
mark (!) are also treated as comments and are ignored.

The alarm exceptions file must contain four entries with action codes 20, 21
and 22 present in the file originally installed; otherwise, the corresponding
alarms is not be processed correctly. The user can add entries with action
codes 1, 30, 31, 32 and 33 to customize processing of some alarms.

The following is an example of an Alarm Exception file;

CLR 10164020 20 DBNL deactivation
CLR 10164021 21 DBNL activation
CLR FFFFFFFF 22 NCS Undefi ne
CLR FFFFFFFF 22 NCS Undefi ne
Table 11
Codes and actions applied by the DMDR server
Code Action Impact
0 no exception normal processing
1 discard the alarm can be applied to any alarm

type. It will have no impact on
component states and will not
be forwarded to DMDR
clients.

20 special processing for the Dial Codes 20 to 22 are reserved
Backup Network Link (DBNL) for special purposes alarms.
deactivation alarm 1016 4020

21 special processing for the DBNL
activation alarm 1016 4021

22 special processing for the NCS
Undefine alarms 04FF FFFF and
07FF FFFF

(Sheet 1 of 2)
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Table 11 (continued)
Codes and actions applied by the DMDR server

Code Action Impact
30 set the severity of this alarm to Codes 30 to 32 only apply to
CRITICAL SET alarms. The alarm
. . severity is normally derived
31 sMe;\‘t]rJ)eRseventy of this alarm to from the NCS severity
attribute specified by the
32 set the severity of this alarm to switch. Action codes 30 to 33
MINOR specify this severity directly.
33 set the severity of this alarm to
WARNING
(Sheet 2 of 2)

Configuring file /opt/MagellanNMS/cfg/DMDRCnmid.cfg

File /opt/MagellanNM S/cfg/DMDRCnmid.cfg specifies the CNMID
(Customer Network Management Identifier) for each component

The syntax of each linein thefile /opt/MagellanNM S/cfg/DMDRCnmid.cfg
is:

. . <Conponent name>: <Conponent CNM D>:

For exampl e, the following lines preload CNMID information for the ports of
PM MODO1 PE 10 PI 12

::PM MODQOL PE 10 PI
::PM MODQOL PE 10 PI
::PM MODOL PE 10 PI
::PM MODOL PE 10 PI

File /opt/MagellanNM S/cfg/DMDRCnmid.cfg needs to be configured if a
component is reactivated, or if aDMDR server isrestarted. To configure file
/opt/MagellanNM S/cfg/DMDRCnmid.cfg, the following script can be
executed to extract the information from the NRS database:

12 PO 1: 36:
12 PO 2: 25:
12 PO 3: 3:
12 PO 4: 6:

[ opt/ Magel | anNVB/ bi n/ dndrcid \
[-d <provisioning date>] \

[-k <provisioning key>] \

[-o0 <fil enane>]

where:
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-d <provisioning date> isasix-digit numeric date string in the form
of YYMMDD. This option selects provisioning files with an activation date
closest to the date specified without exceeding it.

-k <provisioning key> isanaphanumeric string of up to 6 characters,
that specifiesakey. The provisioning files selected by thisoption are, for each
modul e, the most recent file matching this key.

The -k and -d options are mutually exclusive; if both are used, an error
message is printed and the script terminates. If neither the -k nor the -d option
isused, the file with the lexically highest file name is selected for each
module.

-o <fil ename> specifiesanoutput file. Anoutput fileisrequired when the
user wants to write the script results to another filename. If an output fileis
not specified, the script results are written to file

/opt/MagellanNM S/cfg/DMDRCnmid.cfg by default.

Exit codes
Exit codes for the DMDR server are shown in the following table.

Table 12
Exit codes for the DMDR server
Exit code Description
1 Failed for a reason that is explained in the logs
51 Lack of memory
55 Bad command line arguments
59 IPC unit failed, DMDR s trying to register with IPC
(interprocess communication) and it doesn’t work.

Error messages

When an error occurs, messages are displayed in the System Log Display and
written to the OAM log. The error messages for the DM DR server are shown
in the following table:
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Table 13

Error messages for the DMDR server

Error message

Meaning and action

DMDR -- Invalid reconnection
delay length argument

DMDR -- Invalid command line
argument

DMDR -- Missing mandatory
argument

DMDR -- Manager failed to
connectto NCS Manager; error:
<error code>

DMDR -- Lost connection to
NCS communication manager;
exiting

DMDR -- Handler failed to

connectto NCS Manager; error:
<error code>

DMDR -- Bad NCS message

DMDR -- Failed to create
DMDR network service; error:
<error code>

DMDR -- Bad CCIF message

DMDR -- Unexpected message
from CCIF

Invalid specification of the reconnection
delay length on the command line: DMDR
prints help text for command line and exits.

Invalid parameter on the command line:
DMDR prints help text for command line
and exits.

Missing mandatory parameter on the
command line: DMDR prints its command
line help message and exits.

DMDR connection manager failed to
connect to NCS Manager and exits.

DMDR lost connection to the NCS
Manager and exits.

A DMDR connection handler failed to
connect to NCS Manager; connection to
the associated OA will not be re-
attempted.

No action on this NCS Manager internal
error.

DMDR failed to create the service endpoint
for CCIFs and exits.

The CCIF message with an invalid status is
discarded.

DMDR is trying to connect to an OA and
the communication manager receives an
unexpected message; no action, the
specific communication handler will also
be notified of the problem and take the
proper action.

(Sheet 1 of 6)
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Table 13 (continued)
Error messages for the DMDR server

Error message Meaning and action

DMDR -- OA connection failed: DMDR is trying to connect to an OA and
cannot send NCS message; cannot send the request to NCS Manager;
OA: <OA name> connection to this OA will be retried later.

DMDR -- <diagnostic message> NCS manager cannot establish connection
to requested OA; connection to this OA will
be retried later.

DMDR -- Lost connection to OA Connection to an OA was lost and will be
<OA name> retried later.

DMDR -- connected to OA <OA DMDR has established communication
name> with this OA.

DMDR --incompatible CNMIDs, DMDR capability ID and password are
current: <cnmid> received from authenticated differently by this OA,
OA <OA name>: DMDR takes no action but this
<cnmid> discrepancy should be fixed.

DMDR -- Failed to connect to DMDR exits because it cannot connect to
HGDS HGDS to query for the names of the OAs it
must connect to.

DMDR -- Lost HGDS DMDR exits because it cannot ensure that
connection it has received all the OA names.

DMDR -- Error response from  DMDR exits on the error response from the

HGDS Host Group Directory Server.

DMDR -- HGDS error DMDR exits on the internal error reported
by the Host Group Directory Server.

DMDR -- Received no The OA group used is empty; DMDR exits.

destination OA names from

HGDS

DMDR -- Failed to create DMDR failed to create the endpoint for a

DMDR authentication endpoint; client authentication; the authentication

error: <error code> and the client registration fail and must be
retried.

(Sheet 2 of 6)
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Table 13 (continued)

Error messages for the DMDR server

Error message

Meaning and action

DMDR -- Authentication failed:
no OA connection available

DMDR -- Authentication failed:
cannot send NCS message

NCS message - length too small
<length>

NCS alarm record - oversize
alarm received

NCS alarm record - bad
component ID

NCS alarm record - bad FAULT
CODE

NCS alarm record - bad event
type

NCS alarm record - bad severity

NCS status record - length too
small

NCS status record - type
<record type> : missing device
mnemonic

NCS status record - not enough
space for record;

NCS status record -
unsupported category

NCS status record - <record
type>: bad record length

DMDR is not currently connected to any
OA and cannot authenticate a client; the
authentication and the client registration
fail and must be retried.

DMDR cannot send an authentication
request; the authentication and the client
registration fail and must be retried.

Rejected incoming message is too small to
be either an alarm or a status record.

Rejected incoming alarm is larger that the
maximum size.

Rejected incoming alarm has an invalid
component ID.

Rejected incoming alarm has an invalid
fault code.

Rejected incoming alarm has an invalid
event type.

Rejected incoming alarm has an invalid
severity.

Rejected incoming status record is too
small.

The device mnemonic is missing from an
incoming status record; rejected.

A status record is only partially contained
in an incoming gross status record;
rejected.

Rejected incoming status record has an
invalid category.

Rejected incoming status record has an
invalid length.

(Sheet 3 of 6)
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Table 13 (continued)

Error messages for the DMDR server

Error message

Meaning and action

DMDR -- cannot open file <file
name>

DMDR -- Bad character in fault
code from excep file: <code>

DMDR -- Action code not
allowed for MSG alarm: <line
contents>

DMDR -- Action code not
allowed for CLR alarm: <line
contents>

DMDR -- Action code not
allowed for SET alarm: <line
contents>

DMDR -- lllegal alarm type:
<line contents>

DMDR -- '*" embedded in fault
code: <line contents>

DMDR -- Bad character in fault
code from alarm; <character>

DMDR -- DBNL activation
action on non-link component

DMDR -- DBNL deactivation
action on non-link component

DMDR failed to open the alarm exceptions
specification file; the alarm exceptions
database will be left empty.

The fault code read contains an invalid
character; exception specification rejected.

The alarm exceptions specification file
contains this invalid line: line ignored.

The alarm exceptions specification file
contains this invalid line: line ignored.

The alarm exceptions specification file
contains this invalid line: line ignored.

The alarm exceptions specification file
contains this invalid line: line ignored.

The alarm exceptions specification file
contains this invalid line: line ignored.

An incoming alarm contains an invalid

character; should not happen in the alarm
exception manager since alarm fault code
are validated when the alarm is received.

An alarm for a component that is not a link
has a fault code that the alarm exceptions
database associates with the DBNL
activation action: the alarm is handled as
an ordinary CLR alarm.

An alarm for a component that is not a link
has a fault code that the alarm exceptions
database associates with the DBNL
deactivation action: the alarm is handled
as an ordinary CLR alarm.

(Sheet 4 of 6)
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Table 13 (continued)

Error messages for the DMDR server

Error message

Meaning and action

DMDR -- UNDEFINE alarmon a
non-module component

DMDR -- Invalid status record
type argument.

DMDR -- Options -A and -B are
incompatible.

DMDR -- Handler failed to
connectto NCS Manager; error:
<error code>

DMDR -- cannot send
connection request to OA <OA
name>

NCS alarm record - bad
component ID <compid>
FAULT_CODE = <fault code>

NCS alarm record - bad event
type <type> FAULT_CODE =
<fault code>

NCS alarm record - bad FAULT
CODE <fault code>

NCS alarm record - bad severity
<sev> FAULT_CODE = <fault
code>

NCS alarm record - oversize
alarm received <size>
FAULT_CODE = <fault code>

NCS message - length too small
<length>

An alarm for a component that is not a
module has a fault code that the alarm
exceptions database associates with the
NCS UNDEFINE action: the alarm is
handled as an ordinary CLR alarm.

Invalid specification of a status record type
to store; ignored.

Incompatible options are set by the
command line; -a is ignored.

A DMDR connection handler failed to
connect to NCS Manager; connection to
the associated OA will not be re-
attempted.

NCS manager cannot establish connection
to requested OA; connection to this OA will
be retried later.

Rejected incoming alarm has an invalid
component ID.

Rejected incoming alarm has an invalid
event type.

Rejected incoming alarm has an invalid
fault code.

Rejected incoming alarm has an invalid
severity.

Rejected incoming alarm is larger that the
maximum size.

Rejected incoming message is too small to
be either an alarm or a status record.

(Sheet 5 of 6)
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Table 13 (continued)

Error messages for the DMDR server

Error message

Meaning and action

NCS status record - [NETLINK]:
old record length <length>

NCS status record - [TRUNK]:
old record length <length>

DMDR -- bad CNMID in file <file
name> -- <cnmid>

DMDR --invalid COMP ID in file
<file name> -- <compid>

DMDR -- invalid line in file <file
name> -- <line>

DMDR -- Fault Code too long:
<code>

Rejected incoming network link status
record has a pre-G33 length.

Rejected incoming trunk status record has
a pre-G33 length.

Invalid CNMID value in a line in the CNMID
file; line ignored.

Invalid componentid in a line in the CNMID
file; line ignored.

Invalid line in the CNMID file; line ignored.

The alarm exceptions specification file
contains a line with an invalid fault code;
line ignored.

(Sheet 6 of 6)
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Chapter 8

DPN NCS Communications Manager
(NCSMGR)

This section contains information on the DPN NCS Communications
Manager (NCSMGR). See the following topics for more information:

e “About the NCSMGR” (page 95)

e “Managing the NCSMGR server” (page 97)
* “Interdependencies’ (page 99)

*  “Configuration” (page 99)

“Exit codes’ (page 103)

e “Error messages’ (page 104)

About the NCSMGR

In networks that only contain Passport switches, this server is not used and
should be turned off.

The NCSMGR server isresponsible for setting up and maintaining
connections to Workstation Management Data Interfaces (WS-MDI) on the
OAson DPN switches that run the Network Control System (NCS).

The NCSMGR server creates the communication channel interface (CCIF)
process that is used to manage avirtua circuit. The CCIF process maintains
the connection to NCS established over the virtua circuit on the X.25 link to
the DPN network.
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At startup, the NCSMGR server receives connection requests from other
Preside Multiservice Data Manager (MDM) servers and applications, to set
up virtual circuitsto specific NCS OAs. The NCSMGR server createsa CCIF
process for each request. The CCIF process sets up the virtual circuit on the
X.25 link to the DPN network. The CCIF process returns the connection
response to the NCSMGR server. The NCSMGR server forwards thisdatato
theclient.

At runtime, MDM servers and applications communicate directly with the
CCIF processfor direct data transfer.
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Figure 9
NCSMGR data flow diagram
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Managing the NCSMGR server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the server. Any changes you make to the
server startup command or optionstake effect when the server isrestarted. For
instructions to use the Server Administration tool, see 241-6001-303 Preside
MDM Administrator Guide.
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For more information, see the following:
*  “Suggested namein Server Administration” (page 98)
e “Startup command” (page 98)

Suggested name in Server Administration
The recommended name for the DPN NCS Communications Manager is
DPN NCS Comms Mgr.

Configuring NCSMGR with the Server Administration tool requires you to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The command to start the NCSMGR server has the following syntax:

[ opt/ Magel | anNVB/ bi n/ ncsngr [-prefix <prefix_string>]
where:
-prefix specifiesaprefix of up to eight characters that NCSMGR/CCIF
usesto identify the MDI client connection. If you do not use the -prefix
option, Preside Multiservice Data Manager (MDM) identifiesitself uniquely
to an NCS OA when creating new M DI connections by using a string built
from the first eight characters of the host name, plus the link and channel
numbers. However in some cases the host name is not unique for the first
eight characters and this can cause the NCS connection to fail. The -prefix
command allows you to substitute a unique string in place of the host name.
This command starts the NCSMGR server with the following hard defaults:
e Maximum number of CCIFsalowed (0 .. 90). Default: 90
e Maximum number of dest table entries (0 .. 256). Default: 64
e CCIF executable name to exec. Default: /opt/MagellanNM S/bin/ncscci f
e Transaction pseudo-end period (1 .. 60). Default: 3

e Maximum transaction number (8 .. 256). Default: 64
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To run the NCSMGR server with different default values, the following
startup command should be used:

[ opt/ Magel | anNMS/ bi n/ ncsngr
[ opt/ Magel | anNMS/ cf g/ NCSCom cf g

See “Configuration” (page 99) for details onfile
/opt/MagellanNM S/cfg/NCSCom.cfg.

Interdependencies
The NCSMGR server relies on the HGDS server.

Configuration

The following files are involved in configuring the NCSMGR server:

/opt/MagellanNM S/cfg/HGDS.cfg

containsalist of the groupsof DPN OAs, the membersin each group, and
the communi cations parameters required to access the NCSin each DPN
OA. See “HGDS server information file” (page 180).

Note: Thisfile also containsinformation about Passport groups.
However, the NCSMGR server only uses fields that apply to groups of
DPN OAs.

/opt/MagellanNM S/cfg/NCSLink.cfg

contains service parameters used for setting up SV Csover X.25 linksto
the network. See “Configuring file
/opt/MagellanNM S/cfg/NCSLink.cfg” (page 100).

/opt/MagellanNM S/cfg/NCSCom.cfg

contains runtime parameters used by NCSMGR server. The parameter
valuesin this file override the hard default values used by NCSMGR
server. Thisfileisonly activated when the file name isincluded in the
startup command. See “Configuring file NCSCom.cfg” (page 101).
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Configuring file /opt/MagellanNMS/cfg/NCSLink.cfg
File /opt/MagellanNM S/cfg/NCSL ink.cfg contains service parameters used
for setting up SV Cs over X.25 links to the network. The contents of thisfile
requires modification under either of the following conditions:

e Thefirst X.25 link that the Preside Multiservice Data Manager (MDM)
software begins searching on to set up an SV C connection for network
access is anything other than link 1. The default version of the
NCSLink.cfg file provided with the MDM software sets the search
startup link number to link 1.

Link numbers are assigned to portswhen setting up interfaceswith Sun’s
X.25 Administration tool. To view the current link-to-port assignments,
log in asroot, enter /opt/SUNWconn/bin/x25tool & to launch the X.25
Administration tool, then from the main window, select Create/Modify
with the Links menu button.

e Morethantwo X.25 links have been configured for network accesson the
workstation. The default version of this file provided with the MDM
software searches amaximum of 2 linksfor an X.25 link on which to set
up an SVC. Thereisno conflict if there are 2 links or less, only if there
are more than 2.

Obey the following rules when configuring thisfile;
*  Never insert information about a Frame Relay link into thisfile.

*  You must enter the parametersin the order in which they are shown in
“Fileformat” (page 100). Start the entry and separate each field with a
colon ().

*  When making modifications, do not modify the file provided with the
MDM software. Instead copy thefileto directory /opt/MagellanNM S/cfg
then modify the copied file. When searching for the file, the MDM
softwarefirst looksin /opt/MagellanNM S/cfg and usesthefile, if it finds
it. It the software does not find the file, it then looks in directory
/opt/MagellanNM S//lib/cfg.

File format
File /opt/MagellanNM S/cfg/NCSLink.cfg consists of one statement in the
form:

D pl:p2:
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where:

pl isthelogical link number to usefirst for X.25 VC setup. You assigned
link numbers when setting up ports and interfaces with Sun’s X.25
Administration tool. The link number that you specify must correspond to a
port for alow-speed interface (ZSHO, ZSH1) or ahigh-speed interface (HIHO,
HIH1...) and it must be an X.25 interface; it cannot be an Ethernet interface
or aFrame Relay Interface.

p2 isthe maximum number of X.25 links available. When attempting to set
up avirtua circuit, the software tries to set up an SV C on one of the available
x25 links in a round-robin fashion starting with the link specified by P1.

Example
The NCSLink.cfg file supplied with the Preside Multiservice Data Manager

(MDM) software /opt/MagellanNM S/lib/cfg/NCSLink.cfg has the following
statement in it:

1102
This statement causesthe MDM softwareto start at link 1 when attempting to

set up an SV C on an X.25 connection to the network, and will search a
maximum of two links in round-robin fashion to try and set up an SVC.

Configuring file NCSCom.cfg
File/opt/MagellanNM S/cfg/NCSCom.cfg contains key parameters needed to
allow the Preside Multiservice Data Manager (MDM) workstation to
communicate with NCS.

Note: For new installations that only have one X.25 link to the DPN
network, it should not be necessary to add an entry to file NCSCom.cfg.
Thisfileis designed to contain asingle entry that consists of the five
following parameters:

<pl>:i<p2>:<p3>:<:pd>:<p5>:

If the file does not contain an entry, the software pretends that thereisan
entry with the following values:
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<pl> = 90, <p2> = 64, <p3> = /opt/MagellanNMSbin/ncsccif, <p4>
=3,<p5> =64

For new installations that only have one X.25 link to the DPN network, these
default values should be sufficient. After installation is complete and the
network expands, it may become necessary to modify the valuesin thisfile.

Adding parameters to the NCSCom.cfg file
Theformat is:

D pl: p2: p3: p4: p5:

where:

pl isthe maximum number of CCIFsallowed. A communications channel
interface (CCIF) is asoftware modul e that manages a single communications
channel to NCS. A CCIFisrequired for each active virtual circuit. Set this
value to anumber greater than or equal to the maximum number of
simultaneous virtual circuits required by the DPN Network Operator tool set
from this integrated workstation to NCS. A value of 0 means no virtual
circuits may be set up to NCS.

p2 isthemaximum number of destination tableentries. Thedestination table
contains an entry for each DPN operation center that isto be accessed by this
Preside Multiservice Data Manager (MDM) workstation. Set the value to a
number greater than or equal to the maximum number of operations agent
entries that will be placed in file /opt/MagellanNM S/cfg/HGDS.cfg.

p3 isthe CCIFfilename. This name may be changed at softwareinstallation
to agree with the UNIX directory and pathname where the CCIF moduleis
installed.

p4 isthetransaction-quiet flush period. Thisisthetimein seconds before a
transaction is flushed. Some commands, such asthe NM TEST command,
give aperiodic response. All of the data for a particular response may arrive
at the MDM, but are not necessarily bevisibleto the user sincethetransaction
isnot ended. Thistimer indicatesthat if no new datahasarrivedin X seconds,
the data which has already arrived isto be displayed on the screen.
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Exit codes

p5 isthe maximum transaction number. Thisvalue should be set greater than
or equal to the maximum number of simultaneous transactions which may be
opened to NCS.

You can add your own comments at the end of the entry. Type # followed by
the comment text.

Note: The order in which parameters are entered into fieldsis critical.
The entry begins and ends with acolon (;) and each field in the entry is
separated from the next field by a colon. You can specify a default value
by entering two colons (::), which is equivalent to leaving afield empty.
For example:

:4:100::5:40:
is the same as:

:4:100:/opt/MagellanNM S'bin/ncsccif: 5: 40:

Exit codes for the NCSMGR server are shown in the following table.

Table 14
Exit codes for the NCSMGR server

Exit code Description

1 The server exits under the following conditions:
- out of memory
- failed to use IPC service
- invalid command line arguments
- invalid configuration parameter
- given CCIF (ncsccif) file not executable
- destination table full
- invalid or duplicate destination definition entry

(Sheet 1 of
2)
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Table 14 (continued)
Exit codes for the NCSMGR server

Exit code Description

35 Failed to run ncsccif

62 Terminated due to licensing problem (see MDM Logs). Look at
the System Log Display tool for logs about licensing problems,
then take the corrective action for the log, as recommended in
the Error Messages section for this server.

(Sheet 2 of
2)

Error messages
Error messages for the NCSMGR server are shown in the following table

Table 15
Error messages for the NCSMGR server

Error message Meaning and action

NCSMGR - Unable to establish The NCSMGR server licensing context

a licensing context initialization failed. Verify that files
LIClicenses.cfg and LICcustName.cfg
existin directory /etc/opt/Magellan and that
they can be read.

NCSMGR - License request A run-time license cannot be allocated to

failed : <reason> the NCSMGR server for the product,
release, and customer indicated. Verify
that file /etc/opt/Magellan/LIClicenses.cfg
contains a valid license key for running

NCSMGR.
NCSMGR - License warning: The license required to run NCSMGR is
<reason> about to expire. Contact Nortel Networks
immediately.
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Chapter 9

DPN PM File Access Server (PFAS)

Thissection containsinformation onthe DPN PM File Access Server (PFAS).
See the following topics for more information:

“About the PFAS server” (page 105)
“Managing the PFAS server” (page 106)
“Configuration” (page 107)
“Interdependencies’ (page 107)

“Exit codes’ (page 107)

“Error messages’ (page 107)

About the PFAS server

In networks that only contain Passport switches, this server is not used and
should not be started.

The PFAS performs the following main functions:

manages upl oading and downloading of files between the Preside
Multiservice Data Manager (MDM) workstation and DPN packet
modules (PMs)

manages backup and restoration of M CFs from a backup directory on a
disk on the MDM workstation

establishes X.25 VC connectionsto the PA ICON of a packet moduleto
manage uploads and/or downloads of files
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There are two versions of the PFAS server:

* astandard PFAS server, which is used for retrieving and modifying
service data files on DPN modules

» asoftware download server; a PFAS server, which is set up to download
software to DPN modules

Managing the PFAS server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the server. Any changes you make to the
server startup command or options take effect when the server is restarted.
Seein 241-6001-303 Preside MDM Administrator Guide for more
information for instructions to use the Server Administration tool.

For more information, see the following:
e “Suggested namein Server Administration” (page 106)
e “Startup command” (page 106)

Suggested name in Server Administration
The recommended name for the standard PFAS server isDPN PFAS. The
recommended name for the software download server is DPN PFAS SW
Download.

Configuring PFAS with the Server Administration tool requires you to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The startup command for the PFAS server has the following syntax:

[ opt / Magel | anNVB/ bi n/ pf as
Note: If you are going to be performing software downloading, start a
second instance of the PFAS server using the following command:

[ opt/ Magel | anNVB/ bi n/ pfas -n swdl d
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Configuration

Configuring the PFAS server involves provisioning a PA ICON on the
DPN-100 switch to which the PFAS server communicates and setting
parameters in file /opt/MagellanNM S/cfg/PFA..cfg. For the instructions to
perform these configuration tasks, see the section on provisioning file access
server customization in 241-6001-304 Preside MDM Configuration
Management Administrator Guide.

Interdependencies

Exit codes

The PFAS server relies on the NCSMGR server. The PFAS server must be
running on the same workstation as the NCSMGR server.

When a server failsfor any of the reasonslisted, the exit codeisdisplayed in
the message area of the Server Administration tool. Thereason for thefailure
isdisplayed in the System Log Display and logged in the OAM log. Exit
codes for the PFAS server are shown in the following table.

Table 16
Exit codes for the PFAS server
Exit code Description
50 Failed to register with MNSD, failed to register service name.

This exit code notifies the server process starting PFAS to
stop automatic restart of PFAS.

62 Terminated due to licencing problem (see MDM Logs). Look
at the System Log Display tool for logs about licencing
problems, then take the corrective action for the log, as
recommended in the Error Messages section for this server.

Error messages

Error messages are generated if the PFAS server failsto obtain a Preside
Multiservice Data Manager (MDM) license. Error messages for the PFAS
server are shown in the following table.

Preside MDM Server Reference Guide 14.3RSUP



108 Chapter 9 DPN PM File Access Server (PFAS)

Table 17
Error messages for the PFAS server

Error message Meaning and action

PFAS - Unable to establisha  The PFAS server licensing context

licensing context initialization failed. Verify that files
LIClicenses.cfg and LICcustName.cfg
existin directory /etc/opt/Magellan and that
they can be read.

PFAS - License request failed : A run-time license cannot be allocated to

<reason> the PFAS server for the product, release,
and customer indicated. Verify that file
/etc/opt/Magellan/LIClicenses.cfg contains
a valid license key for running PFAS

PFAS- License warning: The license required to run PFAS is about
<reason> to expire. Contact Nortel Networks
immediately.
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Figure 10
PFAS data flow diagram
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Chapter 10
Data Manager Agent (DMA)

This section contains information on the Data Manager Agent (DMA). See
the following topics for more information:

*  “About the Data Manager Agent” (page 111)
*  “Configuration” (page 124)

* “Managing the DMA server” (page 131)

* “Interdependencies’ (page 133)

“Exit codes’ (page 133)

e “Error messages’ (page 133)

About the Data Manager Agent

Depending on the startup parameters you use when configuring the server, the
DMA server can be used to perform the following functions:

 “MDM server darm distribution through GMDR” (page 112)

* “MDM server darm distribution through NCS’ (page 112)

e “Workstation surveillance using NCS status probing” (page 117)
“Global alarm clearing for DPN” (page 119)

e “Globa alarm clearing for Passport” (page 122)
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MDM server alarm distribution through GMDR
For thisfunction, the DMA server sends Preside Multiservice Data Manager
(MDM) server alarms generated by the MDM server applications managed by
the Server Daemon (SVMDMN), through an IMDR server to the GMDR
server. The DMA server routes workstation server alarms from one
workstation to another through the GMDR server. MDM server alarm
distribution through GMDR takes place as follows:

1
2

The SYMDMN server detects a change of statein one of the servers.

If the change of stateindicatesafault condition such asaserver stopping,
the SVMDMN server generates a SET alarm and sends it to the DMA
server.

The DMA server sends an MDM server alarm to the IMDR server.
The darmis sent from the IMDR server to the GMDR server.

The GMDR server makesthe alarm availableto the Alarm Display where
the user seesit. The GMDR server also sends the alarm to other GMDR
serversin the GMDR hierarchy. In the example shown in the figure
“DMA dataflow diagram for MDM server alarm distribution through
GMDR” (page 114), the GMDR server on workstation A sends MDM
alarms to GMDR server on workstation B.

The GMDR server on workstation B makes the alarm avail able to the
Alarm Display on workstation B.

If the SVMDMN server detects that the stopped server has been
restarted, the SVMDMN server generatesaCL R alarm and sendsit to the
DMA server.

The CLR aarm is propagated to the other GMDR servers, and the alarm
is cleared from the Alarm Display.

MDM server alarm distribution through NCS
Preside Multiservice DataManager (MDM) server alarm distribution through
NCS applies to DPN-only or DPN/Passport networks.
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For thisfunction, the DMA server routes workstation server alarms from one
workstation to another through the Network Control System (NCS). The
DMA server sends the alarmsto the NCS through an X.25 connection on the
Control Device Manager for an OA. MDM server alarm distribution through
NCS takes places as follows:

1 The SVMDMN server detects a change of state in one of the servers.

2 If the change of state indicates a fault condition such as the server
stopping, the SYMDMN server generatesa SET alarm and sendsit tothe
DMA server.

3 The DMA server sendsthe server alarms to the NCS through an X.25
connection. The connection point isa Control Device Manager on an
Operations Agent (OA) in the NCS.
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Figure 11

DMA data flow diagram for MDM server alarm distribution through GMDR
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10

11

If aworkstation is set up for surveillance, the alarm is sent to the
workstation’s DMDR server through the CCIF process. In the example
shown in the figure “DMA data flow diagram for server alarm
distribution through NCS’ (page 116), workstation B is set up for
surveillance.

The darm is sent from the DMDR server to the GMDR server.

The GMDR server makes the alarm available to the Alarm Display on
workstation B.

If the SYMDMN server detects that the stopped server has been
restarted, the DMA server generatesa CLR alarm and sendsit to the OA.

The DMA server sendsthe CLR alarm to the NCS through an X.25
connection.

The NCS distributes the CLR alarm to all OAsin the NCS hierarchy.

The CLR aarmis sent from the DM DR server, to the GMDR server,
where is made available to the Alarm Display.

The NCS distributes the alarm sent by the MDM workstation to all OAs
in the NCS hierarchy.
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Figure 12
DMA data flow diagram for server alarm distribution through NCS
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Workstation surveillance using NCS status probing

For this function, the DMA server sends the status probing interval to the
NCSin the call-setup packets that the DMA server usesto set up the SVC to
the NCS over the X.25 link. At a scheduled interval, the NCS polls the
workstation. If the NCS does not receive areply from the workstation, it
raises an alarm, which it distributes throughout the NCS.

Workstation surveillance using NCS status probing applies to DPN-only and
DPN/Passport networks.

The probing sequence takes place as follows:

1 TheNCSissuesastatus probeto the Preside M ultiservice Data M anager
(MDM) workstation periodically, depending upon what the probing
interval is set to. The probing interval is set in the startup command
parameters of the DMA server. For information on setting the probing
interval, see “ Startup command” (page 131).

2 The DMA server repliesto each NCS status probe with an
acknowledgment (ACK) to the OA. The NCS generatesan alarm if there
isno reply before the next status probe is issued.

3 Theadarmisrouted through the NCS hierarchy, to ensure that all MDM
workstations connecting to the OAs on therouting hierarchy will receive
thealarm.

4  Theworkstation alarm can then be displayed by MDM surveillancetools,
if required by the user. In the example shown in the figure “DMA data
flow diagram for workstation surveillance using NCS status probing”
(page 118), the Alarm Display in workstation B displaysthe workstation
alarm.

Preside MDM Server Reference Guide 14.3RSUP



118 Chapter 10 Data Manager Agent (DMA)

Figure 13

DMA data flow diagram for workstation surveillance using NCS status probing
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Global alarm clearing for DPN
Global alarm clearing applies to DPN-only or DPN/Passport networks.

For this function, you enter a global alarm clear request from the Alarm
Display and the alarm is cleared throughout the Network Control System.
Global alarm clearing takes place as follows:

1

The user issues aglobal aarm clear request. In the example shownin the
figure “DMA data flow diagram for DPN global alarm clearing”

(page 121), the user at workstation A issues aglobal alarm clear request
from the Alarm Display.

The global alarm clear request is forwarded to the GMDR server in
workstation A.

The global alarm clear request is forwarded to other GMDR serversin
the GMDR hierarchy. In the example shown in the figure“DMA data
flow diagram for DPN global alarm clearing” (page 121), the global
alarm clear request is forwarded to the GMDR server in workstation B.
The GMDR server forwards the request to the DMA server.

The DMA server determines the hierarchy of OAs from itsinternal
database.

The DMA server sends the global alarm clear request through the top
level OA inthe managed region, to the OAsin thelowest layer of the OA
hierarchy. The connection from the workstation is a Management Data
Interface (MDI) on the top level OA for the managed region.

Some of the OAs have an Active Alarm Database (AAL), depending on
the configuration of the OAs.

The OAs on the lowest layer of the DPN network remove alarms from
their AALs, if they have an AAL. They also send an ACK back to the
DMA server and a CLR to the next OA up the hierarchy.

The ACK informs the DMA server that the OA found an alarm in the
AAL, andthe CLRtellsthe next OA upthe hierarchy toremovetheaarm
fromits AAL.

If the DMA server receives an ACK from at least one bottom layer OA,
it assumes that the global alarm clearing function is successful.

Onreceivinga CLR from alower OA, an OA clearstheaarm initsown
AAL if it hasan AAL, and sends a CLR to the next OA up the hierarchy.
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10 One or more of the following fault conditions may occur:

If the DMA server does not receive an ACK from any lowest level OA,
then step 3through step 7 are performed for the next-lowest level of OAs.
If the DMA server receives an ACK from at least one OA, the DMA
server assumes that the global alarm clearing function is successful.

Subsequently, if the DM A server doesnot receive an ACK from any next-
lowest level OA, then step 3through step 7 are performed for the layer of
OAsabovethe next-lowest level, if thereissuch layer. If the DMA server
receivesan ACK from at least one OA, the DMA server assumesthat the
global alarm clearing function is successful.

If the DMA server does not receive an ACK from any OA in any layer,
the DMA server assumes that the global alarm clearing function is not
successful. Through the GM DR servers, and through the Alarm Display,
the DMA server notifies the user that global alarm clearing was not
successful.

Information to identify the hierarchy of OAsis stored in the DMA database.
If the user changes the OA structure, the DMA server must be restarted to
rediscover the hierarchy of OAswherethe alarmsareremoved fromthe AAL.

241-6001-310 14.3RSUP



Chapter 10 Data Manager Agent (DMA) 121

Figure 14
DMA data flow diagram for DPN global alarm clearing
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Global alarm clearing for Passport
Alarms can be globally cleared in a Passport network. To clear alarms, a
global alarm clear request is made from the Alarm Display or the Component
Information Viewer and is cleared throughout the Passport network. Global
alarm clearing takes place as follows:

1 Theuserissuesaglobal alarm clear request. In the example shown in
“DMA dataflow diagram for Passport global alarm clearing” (page 123),
the user at workstation A issues a global alarm request from the Alarm
Display (or Component Information viewer or ManClear macro).

2 Thegloba alarm clear request is forwarded to the GMDR server in
workstation A.

3 Thegloba aarm clear request is forwarded to other GMDR serversin
the GMDR hierarchy and DMA servers. Inthe exampleshownin“DMA
data flow diagram for Passport global alarm clearing” (page 123), the
global alarm clear request is forwarded to the GMDR server in
workstation B. The GMDR server forwards the request to the DMA
server.

4  TheDMA server authenticateswith the Passport group specified through
its configuration file.

5 The DMA server sendsthe global alarm clear request to the targeted
Passport. The connection from the workstation to the Passport uses a
FMIP session. The request is encoded in ASCII over FMIP,

6 Thetargeted Passport removesthe alarm from its AAL, if it hasan AAL
set up. Passport sends back an OK response in the case of successand a
CLRaarmisissued on all NMIS sessions, which include FMIP sessions.

7 Inthe case of afailure, through the GMDR servers and through the top
level application (see“ DMA dataflow diagram for Passport global alarm
clearing” (page 123)), the DMA server notifiesthe user that global alarm
clearing was not successful with specific reasons.

8 If successful, the CLR alarm comes in the system through the
FDTR/FMDR connected to that Passport. The alarm is cleared out of
FMDR(s) database, and then it isforwarded to all GMDR(s) and cleared
out of GMDR(s) databases and reflected in the top level applications.
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Figure 15
DMA data flow diagram for Passport global alarm clearing
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Configuration

Thissection describesthe configuration fil es associated with the DM A server.
These filesare asfollows:

“File /opt/MagellanNM S/cfg/DmaOA .cfg” (page 125)

Thisfileis used for workstation server alarm distribution through NCS
and workstation surveillance using NCS status probing.

“File /opt/MagellanNM S/cfg/DmaClrOA.cfg” (page 126)
Thisfileisused for DPN global alarm clearing.

“File /opt/MagellanNM S/cfg/DmaClrPP.cfg” (page 129)
Thisfileis used for Passport global alarm clearing.

Configuring thesefilesisinsufficient to allow the DMA server to perform all
of itsfunctions. Additional configuration tasks need to be performed. Also,
the DMA server supports more functionsthan just those associated with these
configuration files. For proceduresto set up thefull set of functions associated
with the DMA server, see the following:

Preside Multiservice Data Manager (MDM) server alarm distribution
through GMDR

To set up server alarm distribution through GMDR, see 241-6001-303
Preside MDM Administrator Guide.

MDM server alarm distribution through NCS and workstation
surveillance using NCS status probing

To set up server alarm distribution through NCS and workstation
surveillance using NCS status probing, see 241-6001-303 Preside MDM
Administrator Guide.

Global alarm clearing for DPN and Passport

To set up global alarm clearing for DPN and Passport, see 241-6001-303
Preside MDM Administrator Guide.
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File /opt/MagellanNMS/cfg/DmaOA.cfg
File/opt/MagellanNM S/cfg/DmaOA.cfg isused for server alarm distribution
through NCS and for workstation surveillance using NCS status probing.

More than just configuring thisfile is required to set up server alarm
distribution through NCS or workstation surveillance using NCS status
probing. Configuring these functions includes the following main steps:

« editing file /opt/MagellanNM S/cfg/DmaOA .cfg to add the information
that the DMA server needs to connect to the NCS

» dtarting the DMA server with arguments in its startup command to
perform server alarm distribution and optionally, to have the NCS probe
the workstation.

For theinstructions to configure these functions, see the section on setting up
server alarm distribution through NCS and workstation surveillance using
NCS status probing in 241-6001-303 Preside MDM Administrator Guide.

File DmaOA .cfg contains key parameters needed to allow the DMA server to
communicate with the Control Device Manager in the NCS. Specifically, the
parameters permit avirtual circuit (VC) to be established between your
Preside Multiservice Data Manager (MDM) workstation and the Control
Device Manager.

File/opt/MagellanNM S/cfg/DmaOA .cfg contains only one entry. Additional
entries are ignored.
The format for an entry in thisfileis asfollows:

:DDD ... D:OO...O AAA ... A CC PPP: X R RPQA:

where:
D isthe Destination mnemonic. Maximum 12 characters

O isthe mnemonic of the NCS OA (OA name) containing the destination’s
Control Device Manager. Thismnemonic must match theinformation entered
into the Name field of an OA Member that is defined in file
/opt/MagellanNM S/cfg/HGDS.cfg. Maximum 12 characters.
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A isthe DNA of the Control Device Manager. Maximum 16 characters
Note: Thisis not the same as the DNA of the MDI access DNA.

C isthe CUG index of the Control Device Manager. Maximum 2 digits

P isthe packet size on the VC. (Use 128, 256, or 512). Maximum 3 digits

X specifies whether the call isto be routed over X.75. CanbeY or N.
If N, then R and RPOA are ignored.

R specifies whether the calls are to be routed over the X.75 facilities of a
Remote Private Operating Agency (RPOA). Canbe Y or N. If N, the RPOA
isignored.

RPOA isthe RPOA identifier code. 4 (BCD) digits.

Note: Theorder inwhich parameters are entered into thefieldsiscritical.
The entry must begin and end with acolon (;) and each field in the entry
must be separated from the next field by a colon. There are no default
values for the parameters.

Thefollowing isan example of afileentry. For thisexample, there should also
be an OA Member defined in file /opt/MagellanNM S/cfg/HGDS.cfg with a
Name field containing the entry CORENCS.

: CORENCSI F: CORENCS: 3021015008: 01: 512: N

Note: This example only contains six parameters because the call does
not have to be routed over X.75.

File /opt/MagellanNMS/cfg/DmaClrOA.cfg
File /opt/MagellanNM S/cfg/DmaCIrOA.cfg is used for DPN global alarm
clearing.
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More just than configuring thisfileis required to set up global alarm clearing
for DPN. Configuring global alarm clearing involves the following main
steps:

* adding an entry to file opt/MagellanNM S/cfg/DmaClrOA.cfg that
provides the Preside Multiservice Data Manager (MDM) software with
the information required to log in to the top level OA in the region
managed through this workstation.

The NCS Capability ID and password used to log in must have access
privileges that are sufficient to permit global alarm clearing.

e using the Server Administration tool to start the DMA server with the -c
option

» using the GMDR Administration tool to set up the GMDR server to
access the DMA server as one of is subservers

For the instructionsto set up global alarm clearing for DPN, see
241-6001-303 Preside MDM Administrator Guide.

File DmaClrOA.cfg contains the configuration parameters required to
establish avirtual circuit to the top level OA in the managed region for alarm
clearing requests. Thisfile should only contain one entry. Only thefirst entry
is recognized, any others are ignored.

The format for an entry inthisfileis
. DDDDDDDDDDDD: T : PPPPPPPPPPPP:

where:

D isthe OA Destination mnemonic. The OA Destination mnemonic
corresponds to the OAMember field defined for the top level OA inthe
managed area as defined in file /opt/MagellanNM S/cfg/HGDS.cfg. In file
HGDS.cfg, the OA Member contains the name of the Management Data
Interface (MDI) on the OA. The Preside Multiservice Data Manager (MDM)
workstation connects to this OA to send global alarm clearing request
messages to NCS. This mnemonic must match the OA Member for the top
level OA entered in file /opt/MagellanNM S/cfg/HGDS.cfg. Maximum 12
characters. See also “ The OA definition section” (page 182).

Preside MDM Server Reference Guide 14.3RSUP



128 Chapter 10 Data Manager Agent (DMA)

I isthe NCS capability id. Maximum 12 characters. The id must have the
following capability, level, and impact:

NAMS Network Service
OA/Device None

Application/Line  None

Switching Network None
Device None
Line None

P isapassword that has the NCS capability id. Maximum 12 characters.

Thefollowing isan example of afileentry. For thisexample, there should also
be an OA Member named CORENCS infile
/opt/MagellanNM S/cfg/HGDS.cfg.

: CORENCSI F: CORENCS: axyl t:
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File /opt/MagellanNMS/cfg/DmacClrPP.cfg
File /opt/MagellanNM S/cfg/DmaClrPP.cfg is used for Passport global alarm
clearing.

Setting up global alarm clearing for Passport involves configuring thisfileand
following these main steps:

adding one or more entries to file opt/MagellanNM S/cfg/DmaClrPP.cfg
to provide the DMA server with the information required to connect to

each Passport group.
It is highly recommended to add one group per FMDR configured. For

each group of Passports monitored by a FMDR, that same group should
be added to the DmaClrPPcfg file.

The Passport group user | D and password used to log in must have access
privileges that are sufficient to permit global alarm clearing. At a
minimum, the user ID must have systemAdministration privilege, a
customer 1D of 0, and a scope of device or higher.

using the Server Administration tool to start the DMA server with the -f
option to allow Passport global clear.

Optionally, the command line option -t can be configured to customize
the inactivity period timer, and the command line option -n can be used
to disable automatic connection attemptsto IMDR.

using the GMDR Administration tool to set up the GMDR server to
access the DMA server asone of is subservers.

Typically, one DMA server should be configured along with the FDTM
server.

For the instructions on how to set up global alarm clearing for Passport, see
241-6001-303 Preside MDM Administrator Guide.
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The /opt/MagellanNM S/cfg/DmaClrPP.cfg contains the parameters to
configure global alarm clearing for Passport. The format for entriesto thisfile
arein the following format:

: G oupNane: User | D: Passwor d:

wher e:

G oupNane isthe Passport group name. The Passport group name
corresponds to the FGroup field definition with its included Passport
members as defined in file /opt/MagellanNM S/cfg/HGD S.cfg. The DMA
server connectsto all Passport groups indicated in this file to send global
alarm clearing request messages to the targeted Passport. Maximum 12
characters.

User | d isthePassport group userid. At aminimum, the user id must have
systemAdministration impact and scope of device or higher and a customer
ID of 0. Maximum 8 characters.

Passwor d isa password that corresponds to the user id. Maximum 8
characters.

Thefollowing isan example of afileentry. For thisexample, there should also
be a Passport group entry named ALL infile
/opt/MagellanNM S/cfg/HGDS.cfg.

. ALL: user: passwor d:
As soon as asyntax error is found in thefile, it is displayed in the MDM
System Log Display and DMA exits.
Oncethefileisread by the DMA server, each password is removed and an
encrypted one is added in the forth field. The above example would become:
:ALL: user:: 72ei | RnW 7{s{ A6hgg7:
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Managing the DMA server
Use the Server Administration tool to enter or edit the startup command, and
to start, stop, or set optionsfor the server. Any changes you maketo the server
startup command or options take effect when the server is restarted. For
instructions to use the Server Administration tool, see 241-6001-303 Preside
MDM Administrator Guide for more information.

See the following information:
*  “Suggested server namein Server Administration” (page 131)
e “Startup command” (page 131)

Suggested server name in Server Administration
The recommended name for the DMA server is DMA.

Configuring DMA with the Server Administration tool requires you enter to
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The command syntax for the DMA server is as follows:

/opt/MagellanNM S/bin/dma [-g <IMDR service name>] \
[-h <IMDR host>]

[-d [<filename>]] [-c [<filename>]] \

[-I <link number>] [-p <pr_time int>] [-f]

[-t <interval>] [-a <interval>] [-n]

where:

-g <I MDR service nane> specifiesthe IMDR service name, and is
required if you want to distribute thealarmsto aIMDR server with adifferent
service name from IMDR. When you use this option, alarms are distributed
totheIMDR server, running with theIMDR servicename. If thisoptionisnot
specified, the default service name IMDR is used.
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-h <I MDR Host > specifiestheMDR hosthame, and isrequired if you want
to distribute alarms to a IMDR server running on a remote workstation. The
alarms are distributed to the IMDR server with the service name provided in
the -g option. If not specified, the local host is used by default.

-n disables automatic connection attemptsto IMDR

-f enables Passport global clearing. Thefile
/opt/MagellanNM S/cfg/DmaClrPP.cfg must be present and filled.

-t <interval > Thisoptionis associated with Passport global clearing. It
indicates the period of idle time (in minutes) before DMA disconnects all
opened Passport connections. The default is 10 minutes. The possible range
is[1-99]; otherwise, theinterval isrestored to default values.

-a <interval > Thisoptionis associated with Passport global clearing. It
indicates the waiting period (in minutes) before DMA re-attempts a
connection to aPassport group in case of failure. The default is5 minutes. The
possible range ig[1-99]; otherwise, the interval is restored to default values.

-d [<fil enane>] gspecifiesthenameof afilethat containsthe parameters
needed to establish a connection to an OA for server alarm distribution
through NCS and workstation surveillance. If you specify the -d option
without afile name, the default file /opt/MagellanNM S/cfg/DmaOA .cfg is
used.

-c [<filenane>] specifiesthe name of thefilethat containsthe
parameters needed establish aV C to the top level OA in the managed region
for global alarm clearing. If you enter the -c option without a filename, the
default file /opt/MagellanNM S/cfg/DmaCIrOA .cfg is used.

-1 <link nunber> iseither Oor 1. If you do not specify this parameter,
the DMA server uses link 0. You can force the DMA server to use link 1
instead.

-p <probing interval > specifiesthat status probing isto be performed
for workstation surveillance using NCS status probing. The <probing
interval> istheinterval in minutes at which NCS probes the workstation and
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it must be an integer with a minimum value of 1. If you do not specify the
<probing interval> parameter, the default NCS status probe time interval of
five minutes is used.

If you start the DMA server with no parameters, it uses the -g option only.

Interdependencies

Exit codes

On workstations that use the DNP global alarm clearing feature or that send
their workstation status to the DPN network (workstation surveillance),
NCSMGR servers are also required in addition to the DMA server.
Otherwise, the GMDR server may be used as a clearing server by other
GMDR servers.

On workstations that use the Passport global alarm clearing feature, HGDS

and FDTM are also required in addition to the DMA server; otherwise, the
GMDR server may be used as a clearing server by other GMDR servers.

Exit codes for the DMA server are shown in the following table.

Table 18
Exit codes for the DMA server
Exit code Description
50 The server has exited because of one of the following
conditions:

invalid command line arguments
no control Device Manager in the DmaOA.cfg file
failed to use IPC service

out of memory

X.25 failure
53 Communication resource error
56 Bad configuration file.

Error messages

Error messages for the DMA server are shown in the following table:
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Table 19

Error messages for the DMA server

Error message

Meaning and action

Problem with ipc_init

information is provided

DMA server

Alarm not found

configured

EM/<NODE_NAME>

authenticate with
EM/<NODE_NAME>

Problem with Server Object

Check DmaOA.cfg file if MDI
Failed to connect to IMDR for

workstation server surveillance

Cannot communicate with the

Global Clear service not

The DMA server has insufficient
capabilities to clear alarms on

The DMA server was unable to

Fatal, could notinitialize IPC system. Make
sure MNSD is running by means of the
Server Administration tool.

Fatal, could not register the DMA service.
Another DMA is probably running, verify
the server configuration by means of the
Server Administration tool.

Fatal, error in
/opt/MagellanNMS/cfg/DmaOA.cfg.

Non-fatal, start IMDR server by means of
the Server Administration tool.

The DMA server is not running and/or is
not connected to GMDR.

The alarm has already been cleared.

The DMA server is running and connected
to GMDR, but the command line option for
Passport Global Clear is not turned on or
the DmaClIrPP.cfg file is not present.

The User ID specified in the DMA
configuration file has insufficient
capabilities regarding Global clearing.

Authentication failed for that particular
Passport.

(Sheet 1 of 2)
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Table 19 (continued)

Error messages for the DMA server

Error message

Meaning and action

The DMA server’s configuration
does not allow communication
with EM/<NODE_NAME>

The DMA server is unable to
reach Passport
EM/<NODE_NAME>

The DMA server cannot
connect to the Passport
Communications Manager
Server (FDTM).

The DMA server cannot
connect to the Host Group
Directory Services server
(HGDS).

The Active Alarm List feature is
not activated on
EM/<NODE_NAME>

Internal error

This could happen for the following
reasons: 1) authentication fails for the
whole group for the User ID provided in the
DMA configuration file (either the User ID
is not defined on the switch or the
password provided is incorrect) 2) the
Passport is not part of any group defined in
the DMA server configuration file 3) the
FDTM server is down, or 4) the HGDS
server is down. This message is sent as
soon as there is a problem connecting to
the group.

The Passport is unreachable.

The FDTM server is not running.

The HGDS server is down.

The AAL feature has not been activated on
the switch.

An internal protocol error occurred or there
are cross versions of GMDR-DMA servers.

(Sheet 2 of 2)
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Chapter 11

Data Synchronization Server
(DATASYNCSERVER)

This section contains information about the Data Synchronization Server
(DATASYNCSERVER). See the following topics for more information:

*  “About the DATASYNCSERVER" (page 137)

e “Configuring the DATASYNCSERVER" (page 140)
e “Starting the DATASYNCSERVER” (page 142)

* “Interdependencies’ (page 142)

About the DATASYNCSERVER

The DATASYNCSERVER ensures that the administration database is in
synchronization with the information on the Passport. In addition, it supports
the Passport Backup and Restore and Data Synchronization Administration
tools. The Database Synchronization Controller resides on the
DATASYNCSERVER and receives information from the Backup Server
when a backup has occurred. The following steps occur when a backup or
restore has occured.

1 TheBackup Server initiates a backup request and sends a probe to the
Passports to collect aview.

2 When the Backup Server finishesretrieving a new view and journal log
files from the Passports, and storing them to local disk, it notifies the
Database Synchronization Controller.
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3 The Database Synchronization Controller triggers the FPS and PCS
serversto retrieve the view from amount point specified by the Backup
Server, and trandates the view information into an ASCII form
compatible with what isin the administration database.

4  The Database Synchronization Controller compares the journal file and
view information stored in the database, against what was collected by
the backup server and updates the information in the database
accordingly.

5 Usersof the tools access the contents of the database to perform
provisioning and circuit management operations.

The following diagram illustrates the servers associated with the
administration database.
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Figure 16
Data flow diagram for Data Synchronization Server
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Configuring the DATASYNCSERVER

Use the Server Administration tool to add the DATASY NCSERVER to the
server list and to configure the DataSync.cfg configuration file. Thisfile
specifieswhether the DBSyncController isnotified when the deviceisbacked
up and the name of the DBSyncController to notify when a device is backed

up.

For more information, refer to:

e “Adding the DATASYNCSERVER to the server list” (page 140)
e “Configuring the DATASYNCSERVER" (page 140)

e “Starting the DATASYNCSERVER” (page 142)

Adding the DATASYNCSERVER to the server list

Prerequisites
If you are using only the Backup and Restore tool, verify that the following
three servers are running:

e Context Server
e MNSD Agent
* PP NP Config Server

Note: If you are also using the Data Synchronization Administration
tool, verify that, in addition to the previous three servers, the PP
Command Access Svr isrunning.

Procedure steps
1 Inthe Preside MDM window, select System -> Administration -> Server
Administration to open the Server Administration tool.

2 From the Security menu, select the Authorize command.

3 Inthe SVM Enter Authorization Password dialog box, type a valid
password and click OK.

4 From the Edit menu, select New Server.
The SVM New Server Selection window displays.

5 Expand the server categories to locate the Data Sync Server in this list.
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10
11

Select the server and click Select Server.

The SVM Edit Server dialog displays with the fields pre-filled with default
information.

In the Startup command field, type the following command, as follows:

[ opt/ Magel | anNVB/ bi n/ dat aSyncSer ver
[ - hel p]

Enable the Automatic startup at reboot time option.
Click OK.

A confirmation dialog displays.

Click Yes to accept this information.

Click Close.

Configuring the DATASYNCSERVER
If you have a database, you must configure the DATASY NCSERVER.

Procedure steps

1
2

~N o o b~ W

9
10

In the SVM Server window, select the Data Sync Server entry.
Right click and select Server Configuration.

The Configuration Editor displays.

Expand the Embedded Servers selection.

Select DBSyncController.

Verify that the Enabled field is set to True.

From the File menu, select Save.

Select the Data Sync Server entry again and right click to select Edit
Configuration and then DBSync Controller.

Enter values in the displayed fields. For information on these fields, refer
to 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide and 241-6001-400 Preside MDM Administration
Database User Guide.

Note: You must enter values for the authentication fields.
From the File menu, select Save.

From the File menu, select Exit.
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Starting the DATASYNCSERVER

You can either use the command line, as described earlier, to start the
DATASYNCSERVER or use the following procedure.

Procedure steps
1 Inthe SVM Server window, right-click on the Data Sync Server entry.

2 From the pop-up menu, select Start.

The Data Synchronization Server starts.

Interdependencies
To support the Current View mode of backup/database synchronization, you
must add the -notification option to the command line for the Backup
Controller using the Server Administration tool. For more information, refer
to “Backup Controller (NSCTLBCK)” (page 53).

Exit Codes
The exit codes for the DATASY NCSERVER are shown in the following
table.
Table 20
Exit codes for the DATASYNCSERVER
Exit codes Description
50 Recoverable application error. Server will restart.
100 Fata application error. Server will not restart
143 Server killed via kill signal
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Chapter 12
Data Viewer Agent (PMAGENT)

This section contains information about the Data Viewer Agent
(PMAGENT). This section contains the following information:

* About the PMAGENT (page 143)
* Managing the PMAGENT (page 145)

About the PMAGENT

The Data Viewer application lets you collect and display real-time
performance information for Passort and SNMP devices in the network. For
details on using the Data Viewer, see 241-6001-031 Preside MDM
Performance Management User Guide. Figure 17shows the architecture of
the Data Viewer within MDM.
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Figure 17
Data Viewer architecture
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The PMAGENT provides information to the graphical user interface (GUI).
The agent parses metric files based on the prefix of the component name and
then builds atree that the GUI can query. When a request for polling occurs,
the agent sets up communication to the device and starts polling for the
requested values. The agent sends the values to the GUI where they are

displayed.

The agent al so collects stati stic attributes from Passport network components
using the Generic Prober (GP) server through Internal Program Interface
(IPI). The agent starts and establishes a connection to the GP server. The GP
server alows the agent to connect to a specific Passport module and specify
alist of component/attribute pairs to be monitored during a polling interval.
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The agent collects statistic attributes from SNMP components using
PMDCD.

Managing the PMAGENT
See the following sections for information to manage the PMAGENT:

Configuration (page 145)
Suggested name in Server Administration (page 146)
Start-up command (page 146)

Configuration
Theinformation for the metric file is extracted from the map file located in /
opt/MagellanNM S/lib/cfg/pmr/pmrtype.map. You can customizethisfileand
override the default settings. To customize, first copy the pmrtype.map file
from the directory /opt/MagellanNM Slib/cfg/pmr/ into the directory /opt/
MagellanNM S/cfg/pmr. Then make your changesin /opt/MagellanNM S/cfg/
pmr. You can copy themap fileto adifferent directory, but you need to specify
the location of the .map file when starting the PM agent from the command
line. For details, see Start-up command (page 146).

The supported options for the agent file are as follows:

<device prefix>
where <device prefix> specifiesthe device prefix asknow by MDM. The
device prefix is EM for Passport devices.

<metric file>

where <metric files> specifies the full path name of the metric file. One
or more metric files can be specified. If you specify more than one metric
fileis specified, use a semicolon (;) to separate the metric file names.

<Passport type>

where <Passport type> is the Passport family type of the Passport
devices. Thisinformation must be the same as the PPTypefield in the/
opt/MagellanNM S/lib/cfg/PPTypeConfig.cfg file.

<service name>
where <service name> is PMDCD for SNMP devices.
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You can specify one or more map files. Each map file contains at least one
device type definition. The following are the search paths for the map files:

* /opt/MagellanNM S/cfg/pmr (defined by you)

» /opt/MagellanNM S/ext/lib/cfg/pmr (defined by second-party
developers)

» /opt/MagellanNM S/lib/cfg/pmr (defined in MDM software)
The PM agent loads all the map fileswith the .map extension using the search
paths. If amap file or a map entry associated with adevice type is already

loaded, it is not replaced by the same map file or map entry in the other
directories, asfollows:

« Mapfileor map entry found in /opt/MagellanNM S/cfg/pmr are loaded

e Mapfileor map entry found in /opt/MagellanNM S/ext/lib/cfg/pmr or /
opt/MagellanNM S/lib/cfg/pmr are ignored.

Suggested name in Server Administration
The recommended name to use for the PMAGENT in the Descriptive
Information field of the Server Administration tool is. Data Viewer Agent.

Start-up command
The command to start the PMAGENT is:
[ opt/ Magel | anNM5/ bi n/ pmagent [-map <config fil e path>]
where:

<config file path>isthelocation of an optional pmrtype.map file. For
information about this file, see Configuration (page 145).
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Chapter 13

Data Viewer Data Collection Daemon
(PMDCD)

This section containsinformation on the Data Viewer data collection daemon
(PMDCD). This section contains the following information:

e “About the PMDCD” on page 147
* “Managing the PMDCD” on page 148

About the PMDCD

The Data Viewer application lets you collect and display real-time
performance information for Passport and SNM P devicesin the network. For
details on using the Data Viewer, see 241-6001-031 Preside MDM
Performance Management User Guide.

The PMDCD provides ameans to collect fault information from SNMP
devicesinthe network and provideit to the Data Viewer Agent, which inturn
provides the information to users of the Data Viewer tool. The figure Data
Viewer architecture (page 148) shows the architecture of the Data Viewer
within MDM.
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Figure 18
Data Viewer architecture
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Managing the PMDCD
See the following sections for information to managed the PMDCD:

»  Configuration (page 148)
*  Suggested name in Server Administration (page 149)
e Startup command (page 149)

Configuration
A default PMDCD configuration file
/opt/MagellanNM S/lib/cfg/pmr/pmdcd.cfg is provided with the Preside
MDM software.
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To customi ze the Data Viewer data collection configuration file, copy thefile
pmdcd.cfg from the directory /opt/MagellanNM S/lib/cfg/pmr into the
directory /opt/MagellanNM S/cfg/pmr. M ake the configuration changesto the
file pmdcd.cfg in the directory /opt/MagellanNM S/cfg/pmr. You can also
copy the configuration file to a different directory instead of using the
directory /opt/MagellanNM S/cfg/pmr. If you copy the configuration fileto a
directory other than /opt/MagellanNM S/lib/cfg/pmr or

/opt/MagellanNM S/cfg/pmr, specify the location of the configuration file
when starting PMDCD using the command line option -cfg. For details about
starting the PMDCD, see Startup command (page 149).

The supported options for the configuration file are as follows:

* logFile<logfile>
where <log file> specifies the name of the file into which the logs are
written. The default log fileis /opt/MagellanNM S/data/pmdcd.log.

e snmpTimeOut:<time out value in seconds>
where <time out value in seconds> specifies the number of seconds the
process waits for a response from the device. The default is 30 seconds.

»  sysName:<device prefix>:<oid>
where <device prefix> specifies the prefix for the device and <oid>
specifiesthe oid valueto usefor reachability requests onthe deviceswith
the specified device prefix. Thereis no default setting for this option.

Suggested name in Server Administration
The recommended name to use in the Descriptive Information field of the

Server Manager Administration tool when starting thisserver is: Data Viewer
DCD.

Startup command
Use the following command to start the PMDCD:

/ opt/ Magel | anNMS/ bi n/ pndcd [-cfg <config fil epath>]
where:

<config file path> isthe absol ute path name to acustomized configurationfile
pmdcd.cfg. For information about this file, see Configuration (page 148).
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Chapter 14
End-to-end Server (ETESERVER)

This section contains information on the end-to-end server (ETESERVER).
See the following topics for more information:

e “About the ETESERVER server” (page 151)
* “Managing the ETESERVER” (page 152)

* “Interdependencies’ (page 153)

* “Exit codes’ (page 153)

About the ETESERVER server

The ETESERVER acts as an intermediary between the end-to-end
provisioning applications and the MDM Command Console Functional
Process (CMCFUN) server.
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Figure 19
ATM data flow diagram
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Managing the ETESERVER

Use the Server Administration tool to enter or to edit the startup command
and to start, stop, and configure this server to start automatically when the
workstation isrebooted. Any changes you make to the startup command or to
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the configuration file become active whenever the server is restarted. For
instructions to use the Server Administration tool, see 241-6001-303 Preside
MDM Administrator Guide.

For more information, see the following:
*  “Suggested namein Server Administration” (page 153)
e “Startup command” (page 153)

Suggested name in Server Administration
The recommended name for the server is End-to-End Server.

Configuring ETESERV ER with the Server Administration tool requires you
to enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The startup command for the ETESERVER is as follows:

[ opt/ Magel | anNM5/ bi n/ et eserver [-p <portno>]

where:

-p <portno> specifiesthe TCP port number for listening to incoming
reguests. Thedefault valueis 6600. This port number must not be used by any
other process.

Interdependencies

The ETESERVER depends on the HGDS, CM, and CMCFUN servers. The
ATM tool and the IP VPN server depend on the ETESERVER.

Exit codes
Exit codes for the ETESERVER are shown in the following table.
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Table 21

Exit codes for the ETESERVER

Exit code

Description

51
55
59
60

Out of memory.
Bad argument on command line.
Could not initialize IPC system.

Could not register service. (Is the server running?)
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Chapter 15
General Management Data Router (GMDR)

This section contains information on the General Management Data Router
(GMDR). See the following topics for more information:

e “About the GMDR server” (page 155)

» “Surveillance datarouting” (page 156)

e “Alarm Acknowledgment” (page 161)

*  “Alarm-based and State-based surveillance” (page 162)
e “Hierarchical GMDR servers’ (page 162)

e “Surveillance data storage” (page 166)

e “Component criticality mapping” (page 166)
e “Managing the GMDR server” (page 168)

e “Configuration” (page 172)

e “Interdependencies’ (page 175)

“Exit codes’ (page 175)

“Error messages’ (page 175)

About the GMDR server

The GMDR server is mandatory, regardless of the types of nodesin your
network. It performs the following functions:

»  collects surveillance information from DPN and Passport devicesin the
network through a number of access servers (FMDR, NCSMGR)
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e assignscriticality valuesto the componentsit managesusinginformation
stored in criticality schema and override configuration files.

» storesthe alarms and surveillance information in a common format

» suppliesthe alarms and surveillance data to fault tools and servers
according to filtering criteria supplied by the client application. This
criteriaincludes the criticality of a component and the criticality
threshold set by the client of the GMDR server.

e dispatches manual alarm clear requests

e manages alarm acknowledgment. The GM DR server processes ack and
unack requests, and sends an ackStateChange notification to the
SURNUP server for each request. The ackStateChange notification tells
the SURNUP server when to ack or unack the component state. The
GMDR server sends the resulting alarm up to clients and forwards the
request down to any GMDR server at the next level in the hierarchy.

»  accepts alarms from equipment that is not supported by Preside
Multiservice Data Manager (MDM), such as external modems. These
alarms and state change notifications are supplied to the GMDR server
through the Injected Management Data Router (IMDR).

Instead of using the IMDR to inject alarmsinto GMDR, consider
injecting alarms through to the IMDR server through the IMDR API.
Using IMDR and the IMDR API has a number of advantages. These
include:

— ThelMDR API accepts component deletions.

— TheIMDR API accepts component property queries. Thisletsyou
obtain information about an injecting component. For example, the
component’s |P address.

Surveillance data routing
The GMDR server receives data from the following sources:

* the FMDR server. The GMDR server usesthe FMDR server to receive
alarm and state change event notifications from Passport components and
to retrieve the initial state of the Passport components. See “ Passport
Management Data Router (FMDR)” (page 367) for a description of the
FMDR server.
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the DMDR server. The GMDR server uses the services of the DMDR
server to collect surveillance information from DPN and other devices.

Because the Meridian | Management interface information also comes
through the NCS, the DMDR server is also needed to make this
information available to the GMDR server.

the SMDR server. The GMDR server uses the services of the SMDR
server to collect surveillance information for devices that are managed
through the SMDR-based DCD. See “SNMP Management Data Router
(SMDR)” (page 467) for adescription of the SMDR server.

an inbound alarm API. The GMDR server accepts alarms from
equipment that is not supported by Preside Multiservice Data Manager
(MDM). These are supplied to the GMDR server through an inbound
alarm API. For adescription of this API, see 241-6001-203 Preside
MDM Alarm and Satus API Reference Guide.

Instead of using the inbound alarms API to inject alarmsinto GMDR
consider injecting alarmsthrough to the IMDR server through theIMDR
API. Using IMDR and theIMDR API hasanumber of advantages. These
include:

— ThelMDR API accepts component deletions.

— ThelMDR API accepts component property queries. This allows
you to obtain information about an injecting component. For
example, the component’s IP address.

asubordinate GMDR server that islocated on this workstation or on
another workstation. This situation can occur when hierarchical GMDR
servers are used. For an explanation of the term subordinate GMDR
server see “Hierarchical GMDR servers’ (page 162).

You can use the GMDR Administration tool to set acriticality threshold
so that only information for components having a high enough criticality
isreported by a subordinate GMDR. For theinstructionsto set a
threshold when configuring access to a subordinate GMDR server, see
241-6001-303 Preside MDM Administrator Guide.
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Resynchronization-based automatic component deletion
Components are automatically deleted from the GM DR when a disconnected
FMDR, SMDR, or subordinate GMDR is reconnected with the GMDR - this
isreferred to as resynchronization-based automatic component deletion. For
disconnects that are the result of administrator action, the components are
deleted on the GMDR and the GMDRs downstream clients and are also
deleted from the network model and fault applications using the fault API or
EPI. For disconnects that are the result of communication failure, the
components stay in the unknown state until the component indicates no
alarms; the component is then eligible for deletion. Exceptions to
resynchronization-based automatic component deletion include:

e partia view sub-servers
Components not deleted on a server can be deleted by a client of this
server if the client has multiple data providers for a switch and one, or
more, of these data providers provides only a partial view of the switch.

e component discovered by event, only
Componentsthat exist in the network can be del eted throughout the fault
stack. Most components discovered by event, only, have already been
removed from the network model because the network model recognizes
these components as dynamic.

» components with historical alarms
Componentswith historical alarms aretagged as eligiblefor deletion but
arenot deleted. After aresynchronization of servers, if the component no
longer has any alarms, the component is deleted. This situation only
occursif the disconnect is due to network congestion; the active alarms
become historical alarms.

e asever using pre-release R14.1 MDM software and any server above
this server in the fault stack; unless one of the servers above this server
in the fault stack is aredundant server using release R14.1, or greater,
MDM software

Thefigure “GMDR dataflow diagram” (page 159) illustrates the data flow
through the GM DR server to its various clients.
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Figure 20
GMDR data flow diagram
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Figure 21
Flow of surveillance data in a network containing DPN-100 and Passport switches
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GMDR sub-server administration
To alow the GMDR server to collect surveillance datafrom the FMDR
DMDR, and SMDR servers, and from a subordinate GMDR server that runs
on this workstation, you must use the GMDR Administration tool to specify
the server name, host, registration user id and password for each FMDR,
DMDR, SMDR, and subordinate GMDR server that will supply GMDR with
surveillance data. The configuration datais stored in file
/opt/MagellanNM S/cfg/GM DR.cfg. You can change or modify the
connections through the GMDR Administration tool.

GMDR sub-server connections
When the GMDR server isinitiaized, it automatically connectsto al of the
servers defined in thefile. If the GMDR server fails to connect to a server, it
continuesto retry every 30 seconds until stopped by user action. If theuser id
and passwords are not valid, the connection to the server is dropped and error
messages are sent to the Preside Multiservice Data Manager (MDM) log and
to the message window of the GMDR Administration tool.

Alarm Acknowledgment

The GMDR server performs the following functions for Alarm
Acknowledgment (acknowledging and unacknowledging active alarms):

»  processes new ackAlarm client requestsin the form of an APl ACTION,
for acknowledging and unacknowledging alarms, whereby the resulting
alarmsare sent up to all clients. Acknowledgment attributes are added to,
or updated in, the relevant active alarms.

» forwards ack or unack requests down to other GMDR serversin the
hierarchy, so that each lower level GMDR can reflect the same
acknowledgment information

e time stamps ack and unack requestsif no ackTime s provided, and
forwards these requests including the time stamp to any other GMDR at
the next level down in the hierarchy

e ensuresthat acknowledged or unacknowledged alarms are discarded as
duplicates, or not discarded as duplicates, as necessary

» issuesan ackStateChange notification when the effect of acknowledging
an alarm causes a component state to become acknowledged
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»  issues an ackStateChange notification when the effect of
unacknowledging an alarm causes a component state to become
unacknowledged

*  issues an ackStateChange notification when the effect of clearing an
alarm causes a component state to become acknowledged

*  issuesan ackStateChange notification when the effect of receiving anew
alarm causes a component state to become unacknowledged

There may be instances where alarm acknowledgement is not persistent. For
example, if anadarmistemporarily lost dueto theloss of GMDR connection,
the alarm may reappear without alarm acknowledgement.

You can use the GMDR Administration tool to configure, monitor, and
perform administrative tasks on all of the GMDR serversinyour network. For
instructionsto usethe GMDR Administration tool, see 241-6001-303 Preside
MDM Administrator Guide for the instructions to use this tool.

Alarm-based and State-based surveillance

Hierarchical

Alarm Acknowledgment provides alink between alarm-based surveillance
and state-based surveillance. If the Ack Alarms dialog isinvoked from an
alarm list menu item, an ackAlarm request is sent to the GMDR server for
each selected alarm (alarm-based application). If the Ack Alarmsdialogis
invoked from a menu item, an ackAlarm request is sent to the GMDR server
for every active alarm for the current component (state-based application).

The API protocol used to inform GMDR of an alarm acknowledgment or
unacknowledgment, is based on the Local Clearing protocol, where GMDR
forwardsthe ACTION to any other GMDR servers below it in the hierarchy.
The GMDR API provides these new alarm attribute valuesto its clients via
GET requestsand NOTIFY actions. For additional information on API
protocol, see 241-6001-203 Preside MDM Alarm and Satus API Reference
Guide.

GMDR servers

You can deploy several GMDR serversin a hierarchy as shown in the sample
deployment in the figure “ Sample deployment of GMDR serversin a
hierarchy” (page 165). The hierarchy shown in thisfigureisonly intended as
asample, many other arrangements are possible.
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For more information, see the following:

“Advantages’ (page 163)
“Naming hierarchical GMDR servers’ (page 164)

Advantages
The ability to set up a hierarchy of GMDR servers provides a number of
advantages, as follows:

A large network can be divided into regions to gather and manage
surveillance information on aregional basisor it can be divided into
groups according to the equipment type to gather and manage
surveillance information on an equipment basis.

Central surveillance can be established by setting up atop GMDR server
at a convenient location that gathers surveillance information from
subordinate GMDR serversin each of the regions (or functional areas).

Using the criticality mapping capabilities of GMDR, it is possible to set
acriticality threshold on a connection to a subordinate GMDR server to
filter out dlarms and state changes, such that only those for the most
important components managed by the subordinate GMDR server are
reported. This can greatly reduce the amount of information the superior
GMDR server has to manage.

It is not necessary to inject alarms from equipment that is not supported
by Preside Multiservice DataManager (MDM) into every GMDR server
in the network to have the alarms appear on more than one workstation.
Alarmsinjected into the network at a subordinate GMDR server through
an inbound alarm Applications Programming Interface (API) are
automatically propagated up the hierarchy to the top GMDR server.

Instead of using the inbound alarms API to inject alarmsinto GMDR
consider injecting alarmsthrough to the IMDR server through the IMDR
API. Using IMDR and theIMDR API hasanumber of advantages. These
include:

— theIMDR API accepts component deletions

— theIMDR API accepts component property queries. Thisletsyou
obtain information about an injecting component. For example, the
component’s | P address.
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Naming hierarchical GMDR servers
A GMDR server can run on aworkstation by itself or can run on the same
workstation as one or more GMDR servers that are subordinate to it. When
the GMDR server and its subordinate(s) run on the same workstation, the
servers require different names to distinguish one from the other.

The GMDR server that has a subordinate GMDR server reporting to it, also
known as the superior GM DR server, uses the default name GMDR and the
subordinates must be named GMDR_<name>, where <name> is a unique
name that differentiates the subordinate server from its superior and from any
other subordinate that runs on the same workstation. For example, if a
superior server and a subordinate run on the same workstation, the superior
server must use the default name GM DR and the subordinate could be named
after the region or functional areait manages: GMDR_SOUTHWEST.

You must enter the names of the subordinate GMDR servers into the Name
field of the Add Server dialog box when setting up the servers that feed
surveillance information to aworkstation. For more information on
configuring GMDR to access the surveillance servers, see 241-6001-303
Preside MDM Administrator Guide.
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Figure 22

Sample deployment of GMDR servers in a hierarchy
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Surveillance data storage
GMDR provides short-term storage of datafrom both DPN-100 and Passport
switches. The GMDR database is reset each time GMDR isinitialized. The
GMDR database stores the following information:

» thecurrent raw state for DPN components and the current raw state and
OSl state for Passport components. No state history is provided.

e darms. Duplicate alarms are automatically discarded.

The maximum number of stored alarmsis specifiedinthe GMDR startup
command. When the maximum number of stored alarmsis reached and
anew alarmis received, the oldest non-active alarm is discarded. If the
database contains only active alarms, theincoming alarm is compared to
the oldest alarm. If the oldest alarm in the database has a higher severity,
the incoming alarm is discarded. To prevent a single component from
filling the database to capacity, the maximum number of alarmsto be
stored for a single component can be specified in the GMDR startup
command.

Component criticality mapping
The GMDR server automatically assigns acriticality value to each
component it manages. Thisvalueisin the 0 to 255 range. A GMDR client (a
superior GMDR server, the SURNUP server, or an API client) can set a
criticality threshold for receiving alarms and state change information from a
GMDR server. Alarmsand changesfrom componentswhose criticality values
are lower than the threshold are filtered out so that the GMDR client only
receives alarms and state changes from the most important (critical)
components.

Component criticality is configured with the three following files:

e adefault component criticality schema file provided with the Preside
Multiservice Data Manager (MDM) software
(/opt/MagellanNM Slib/cfg/GMDRCiriticality.cfg).

Thisfile cannot be modified.
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e acustomized component criticality schemafile
(/opt/MagellanNM S/cfg/GMDRCriticality.cfg).

You can create this file to complement or modify the configuration
specified by the default component criticality schemafile.

* acustomized component criticality overridesfile
(/opt/MagellanNM S/cfg/GMDRCritOverrides.cfg)

You can create this file and fill it with exceptions for individual
components whose criticality values do not match the values assigned in
the default and customized component criticality files.

Whenever the system isrestarted, the GMDR database is reset, or the GMDR
server receives aHUP signal, the contents of these files are read in the
following order:

»  default component criticality schemafile
*  customized component criticality schemafile

e customized component criticality override file

GMDR appends the mapped criticality value to most of the information
records it providesto its clients (raw and OS| states GETs and change
notifications and alarms but not DPN-100 Status Records). The clients can
therefore filter on the criticality value to control the information they get.

A criticality mapping that is based only on the configuration filesis
sometimes insufficient and must be adjusted in real time because of an
ambiguous schema or component model. For example, for DPN-100 links.
These links are important and should therefore have fairly high criticality
values. However software deduces states of these links from their terminating
ports, which are also used for access purposes and are therefore normally
assigned a much lower criticality value. When the criticality threshold is set
to avalue greater than the criticality value assigned in the configuration files,
information about these portsis not reported. As aresult, information about
thelinksis not reported either. To avoid this situation, GMDR performs a
criticality auto-adjustment. If alink is created and attached to a
sub-component that is assigned a lower criticality value, GMDR
automatically raisesthat sub-component’s criticality, and those of its parents,
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as needed, to that of the links. The same applies for a newly created sub-
component that is assigned a higher criticality value than that of its parent.
When GMDR auto-adjusts the criticality of these components, it re-emits
their alarms and raw state information so that alarms and states which were
previously filtered out are reported to the client for which the threshold was
set. Criticality auto-adjustment can be disabled with the -E option in the
server’s startup command.

Managing the GMDR server

In order for the Preside Multiservice DataManager (MDM) clientsto retrieve
surveillance data from GMDR, you must configure the servers for network
access, surveillance access and provisioning access to Passports, as described
in 241-6001-303 Preside MDM Administrator Guide.

After softwareinstallation, GMDR isin the Server Administration server list.
However, the GDMR server is configured to startup using the default startup
command. You can change this by editing the GMDR server, as described in
241-6001-303 Preside MDM Administrator Guide. After editing the server
parameters you can use the Server Administration tool to manually start the
server, or you can edit the parametersfor all of the Passport servers. For more
information on configuring MDM servers for Passport switches, see
241-6001-303 Preside MDM Administrator Guide. Then reboot the
workstation to start the servers automatically.

For more information, see the following:
e “Suggested namein Server Administration” (page 168)
e “Startup command” (page 169)

Suggested name in Server Administration

The recommended names for GMDR servers are as follows:

* GMDRfor the superior GMDR server on theworkstation. If thereisonly
one GMDR server on the workstation, thisis the name it will use.

*  GMDR_<name> for any subordinate GMDR servers that run on the
workstation.
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Configuring DBNLWatch with the Server Administration tool requiresyou to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The command to start up the GMDR server has the following syntax:

opt / Magel | anNVS/ bi n/ gndr \
n <service nanme>] \
a <al arm si ze>]
b <nsg congestion threshold>] \
-A <max al arns per conponent >]
C <GWDR*. cfg path>] \
S <: host nnae: server nane: useri d: passwd: >]

<criticality schema file path>] \
<criticality overrides file path>] \

[-P <hash table size>]

where:

[-n <service nanme>] specifiesthe alternative service name, prefixed
with GMDR _, of asubordinate GMDR server to be started. This option only
needs to be specified when two or more GMDR servers are running on the
workstation and you wish to start asubordinate GM DR server. Thisparameter
isthe unique namefor the subordinate GM DR server. Omitting this parameter
starts the superior GMDR server on this workstation.

[-a <al arm DB si ze>] specifiesthe maximum number of alarmsto
store. The default value is 2000.
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CAUTION

Risk of performance degradation

Do not specify values greater than 10,000. High values can
lead to degradation of workstation performance and an
increase in response time due to the large amount of
memory and time needed to scan the very long alarm list
associated with alarge number of alarms.

[-b <msg congestion threshol d>] specifiesthe number of congested
replies before the client is cut off. If this option is not specified, the default
value of 10,000 is used. The maximum allowable is 50,000.

[-A <max al arns per conponent >] specifiesthe maximum number of
alarmsto store per component. The default valueis50. Maximum valueisthe
alarm database size.

[-C <GWDR*. cfg path>] specifiesan aternate GMDR.cfgfile. The
default configuration file path is /opt/MagellanNM S/cfg/ GMDR* .cfg.

[-S <: host name: server name: useri d: passwd: >] specifies the host
name the server name, the userid, and the password of aPreside Multiservice
Data Manager (MDM) server from which GMDR obtains surveillance
information. This option performs the same function as the GMDR
Administration tool. Use the GMDR Administration tool to set up GMDR
server to obtain surveillance information from an MDM server. For
information about the GMDR Administration tool, see 241-6001-303 Preside
MDM Administrator Guide.

[-x] disablesthe storage of historical alarms

[-D] clearsdiscarded SET alarms

[-Q turnsoff optimization of queries. By default, GMDR optimizes
queries when criticality thresholding is applied (assuming that all criticalities
are properly ordered in the component tree). This option turns the
optimization off, and forces GMDR to avoid pruning its search when it finds

a component with alower criticality.

[-E] disablesauto-adjustment of alarm criticality
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[-m<criticality schema file path>] specifiesafiletouseasthe
custom criticality mapping schemainstead of the default file
(/opt/MagellanNM S/cfg/GMDRCriticality.cfg). This option can be used if
multiple GMDR servers are to run on the same workstation but with different
criticality mappings.

[-o <criticality overrides file path>] gspecifiesthefiletouse
as the custom criticality override instead of the default file
(/opt/MagellanNM S/cfg/GMDRCritOverrides.cfg). This option can be used
if multiple GMDR servers are to run on the same workstation but with
different criticality mappings.

[-h] displaysthe syntax of the GMDR server’s startup command.

[-H resynchronizes only active alarms from a sub server.

[-R forwards raw state change notifications resulting from a
resynchronization only to SurNUp clients.

[-s] doesnotforward OSl state change notificationsto any client.
[-f] disablesthe resynchronization-based deletion of components.

[-P <hash table size>] specifiesthe size of the hash tablesin GMDR. This
valueis expressed as a power of 2.

The following table lists the command line options that are related to
congestion and resynchronization of the GMDR server.
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Table 22

GMDR command line options related to resynchronization and
notification congestion

Option

Description

-a <nb>

-b <nb>

-A <nb>

-T <minutes>

Controls the number of alarms that GMDR can store.
The priority is given to an active alarm list. The default
is 2000, and the maximum is 50,000.

Controls the number of congestion buffers allowed for
a client. The default is 10,000.

Controls the maximum number of alarms that can be
stored per component. The default is 50.

If this option is set, it resynchronizes only active
alarms from a a sub server. By default, it
resynchronizes active and historical alarms.

If this option is set, it forwards raw state change
notifications resulting from a resynchronization only to
SurNUp clients. Raw state change notifications are
explicated towards GMDR clients only if no
supporting alarm or OSI state change notification is
not available. By default, all clients can get all state
change notifications.

If this option is set, OSI state change notifications are
not forwarded to any client.

If this option is set, GET requests from GMDR clients
are optimized to avoid sending UNKNOWN middle
components.

Specifies the number of minutes to throttle Resynch
Done natifications to clients after a completed
resynchronization. The default is 2 minutes.

D:\Profiles\mbuchan\My
Documents\WebWorks\FrameSource\6_310\gmdr.fm

Configuration

The criticality threshold used for filtering alarms and state change
information from a subordinate GMDR server is configured with the GMDR
Administration tool. For more information on the GMDR Administration
tool, see 241-6001-303 Preside MDM Administrator Guide.
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However, the criticality value assigned to a component is governed by three
configuration files:

» adefault component criticality schema file provided with the Preside
Multiservice Data Manager (MDM) software which cannot be modified.

» thetwo customizable configuration files described in the following
sections:

— “Customized component criticality schemafile” (page 173)
— “Customized component criticality overridesfile” (page 174)

Customized component criticality schema file
The customized file component criticality schemafile
(/opt/MagellanNM S/cfg/GMDRCiriticality.cfg) contains customized
criticality mappings and is loaded after the default component criticality
schema file that is provided with the Preside Multiservice Data Manager
(MDM) software (/opt/MagellanNM S/lib/cfg/GMDRCriticality.cfg). The
customized mappings therefore override the defaults provided with MDM.

Before creating a customized component criticality schemafile, look at the

default component criticality filein

/opt/MagellanNM S/lib/cfg/GM DRCiriticality.cfg. The default file shows the
default criticality values assigned to components and thefileformat issimilar
to the one used in the customized component criticality file.

Thefile format is as follows:

Component _type: <conponent type>
Criticality: <criticality val ue>

where:

conmponent type isthecomponent type being given acriticality mapping.
Its value can be specified as follows:

<modul e type or *> identifiesamodule type (For example: EM for
Passport). If asingle asterisk (*) is used, this entry specifies the default
criticality mapping for all modulesand their subcomponentswhosecriticality
is not mapped by other means, such as by an entry in the customized
components criticality overridesfile.
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<nodul e type>-<l ast subconponent type or *> identifiesa
subcomponent type (For example: EM-PO for a DPN-100 port normally
identified as EM <> PE <> Pl <> PO <>). If the subcomponent portion is
specified asasingle asterisk (*), the mapping appliesto all subcomponents of
this module whose criticality is not mapped by other means.

<link type or *> identifiesalink type (For example: PTK, for a Passport
trunk). If an asterisk isused (asin *:) the mapping applies to all otherwise
unspecified link types.

Note: All types are specified in upper case.

criticality value isanumber between 0 and 255. The higher the
number the greater the component’s criticality.

Customized component criticality overrides file
The component criticality overridesfile
(/opt/MagellanNM S/cfg/GM DRCritOverrides.cfg) contains specific
component criticality mappings in the following format:

Conponent : <conponent nanme>
Criticality: <criticality val ue>

where:

conponent nane isthe name of the component whose criticality is being
specified. The component name must be specified in uppercase letters. For
modules, it is specified in the usual way with space separators (For example:
PM TOTO PE3PI 3PO 1). For links, it isalso specified in the usual way with
space and colon separators (For example: NL:PM TOTO PE 3Pl 3PO 1:PM
TITI PE5SPI 5PO 2)).

criticality value isanumber between O and 255. The higher the
number the greater the component’s criticality.

Note: Criticality auto-adjustment mode is always forced while the
customized component criticality overridesfileis being loaded. Thereis
therefore no need to specify all the componentsin ahierarchy to raisethe
bottom one’s mapping. GM DR automatically adjusts the mapping of the
parent as needed. However, when you specify alink in the customized
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component criticality overridesfile, you also need to specify
immediately before the link entry, the endpoints of the link. The
endpoints must be overridden to the same extent as the link.

Interdependencies

The GMDR server is always required by and relies on the FMDR, IMDR,
DMDR, SMDR, and subordinate GMDR servers for surveillance data.

Exit codes
Exit codes for the GMDR server are shown in the following table.:

Table 23
Exit codes for the GMDR server

Exit code Description

51 Out of memory

55 Bad arguments on command line

59 Could not initialize IPC system

60 Could not register service (already running?)

62 Terminated due to licencing problem (see MDMLogs). Look
at the System Log Display tool for logs about licencing
problems, then take the corrective action for the log, as
recommended in the Error Messages section for this server.

Error mesSsages
Error messages for the GMDR server are shown in the following table.
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Table 24
Error messages for the GMDR server

Error message

Meaning and action

GMDR - Could not open configuration file.
GMDR - Configuration file read error.
GMDR - Configuration file write error.
GMDR - Invalid server specification.
GMDR - Circular server specification.
GMDR - Duplicate server specification.

GMDR - Could not load Criticality Schema file
/opt/MagellanNMS/cfg/GMDRCriticality.cfg

GMDR - Could not load Criticality Override file
/opt/MagellanNMS/cfg/GMDRCritOverrides.cfg

GMDR - Syntax error at/around line <> in
Criticality Schema file
/opt/MagellanNMS/cfg/GMDRCriticality.cfg

GMDR - Syntax error at/around line <> in
Criticality Override file
/opt/MagellanNMS/cfg/GMDRCritOverrides.cfg

GMDR - Invalid command line argument.
GMDR - Alarm size value out of range.
GMDR - Alarms per component out of range.

GMDR - <server name> : invalid password or
userid.

GMDR - <server name> : lost connection.

GMDR - <server name> : reconnected.

GMDR - Communications error: passthrough
request.

GMDR - <server name> : communications error.

Fatal, could not access configuration file.
Check the access modes on
/opt/MagellanNMS/cfg/GMDR*.cfg.

Fatal, error in the configuration. Revise
/opt/MagellanNMS/cfg/GMDR*.cfg.

Fatal, error in the Component Criticality
configuration. Revise the configuration and
access modes.

Fatal, invalid command line arguments. Revise
the server configuration with the Server
Administration tool.

Non-fatal, could not connect to server due to
authentication. Revise the server configuration
in GMDR Administration tool

Non-fatal, communication problems with the
server.

(Sheet 1 of 3)
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Table 24 (continued)
Error messages for the GMDR server

Error message Meaning and action

GMDR - <client name> : killed connection due to Non-fatal, client is too slow for query or query
congestion. too wide.

GMDR - active alarm discarded, alarm buffer full.

GMDR - active alarm discarded, alarm buffer full
for <client name>.

GMDR - Cannot allocate licensing context The GMDR server licensing context
initialization failed. Verify that files
LIClicenses.cfg and LICcustName.cfg exist in
directory /etc/opt/Magellan and that they can
be read.

GMDR - License refused: <reason> A run-time license cannot be allocated to the
GMDR server for the product, release, and
customer indicated. Verify that file
/etc/opt/Magellan/LIClicenses.cfg contains a
valid license key for running GMDR.

GMDR - License warning: <reason> The license required to run GMDR is about to
expire. Contact your System Administrator
immediately.

GMDR - License not confirmed: <reason> There is a problem with the license required to

run GMDR, it has most likely expired. Contact
your System Administrator immediately.

GMDR - active alarm discarded, alarm buffer full. The alarm buffer is filled with active alarms;
discard the incoming alarm if it is not a SET
alarm otherwise discard the oldest alarmin the
buffer.

GMDR - <client name> : killed connection due to The specified client is discarded.
congestion.

GMDR - server could not create STATUS sieve : CREATE sieve request rejected.
<reason>

(Sheet 2 of 3)
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Table 24 (continued)
Error messages for the GMDR server

Error message Meaning and action

GMDR - server could not delete STATUS sieve : DELETE sieve request rejected.
<reason>

GMDR - server status event notification Sieve deleted.
communications error.

(Sheet 3 of 3)
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Chapter 16
Host Group Directory Server (HGDS)

This section contains information on the Host Group Directory server
(HGDS). See the following topics for more information:

*  “About the HGDS server” (page 179)

* “HGDS server information file” (page 180)
e “Managing the HGDS server” (page 185)

* “Interdependencies’ (page 186)

“Exit codes’ (page 186)

e “Error messages’ (page 187)

About the HGDS server

HGDS provides information to Preside Multiservice Data Manager (MDM)
that describes how the OA sand Passport switchesin the network are grouped.
How the OAs and the Passport switches are grouped is part of the system
configuration. For information about groups, see

e configuring serversfor DPN serversin 241-6001-303 Preside MDM
Administrator Guide for more information about OA groups

» configuring MDM servers for Passport switches in 241-6001-303
Preside MDM Administrator Guide for more information about Passport
groups

For Passport access, the HGDS maps Passport groups to their member hosts,
Passport hostnamesto their | P addresses, and providesthisinformation to the
FMDR server andtothe FDTR process. The FMDR server and FDTR process
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usethisinformation to login to Passport switches and manage the connections
to them. For DPN access, the HGDS server defines the X.25 access
parameters for each OA. It also groups OAs for use by the DMDR server for
surveillance. Thedatafor the mappingsis provided inthe HGDS Information
file (/opt/MagellanNM S/cfg/HGD S.cfg).

Theinformation in the file /opt/MagellanNM S/cfg/HGDS.cfg is made active
by restarting the HGDS server with the Server Administration tool. The
related servers DMDR, FDTM, FMDR and NCSMGR also need to be
restarted for the information in the file /opt/MagellanNM S/cfg/HGDS.cfg to
be made active. For theinstructions to configure these servers and start them
in the correct order, see the roadmap to Preside MDM serversin
241-6001-303 Preside MDM Administrator Guide.

Figure 23
HGDS data flow diagram
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HGDS server information file

File /opt/MagellanNM S/cfg/HGDS.cfg must reside on each workstation that
isrunning the HGDS before Preside Multiservice Data Manager (MDM)
system initialization. The file must be updated on all workstations on which
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it residesif any changes are made to the Passport |P addresses, OA
configurations, or groupings. The recommend way to update the HGDS.cfg
fileisthrough the Host Group Administration application. For more
information, see the 241-6001-303 Preside MDM Administrator Guide.

For more information, see the following:

* “Fileformat” (page 181)

e “The Passport host definition section” (page 181)

e “The OA definition section” (page 182)

e “The Passport group definition section” (page 183)
e “The OA group definition section” (page 183)

File format
File/opt/MagellanNM S/cfg/HGDS.cfg is divided into two sections. Thefirst
section contains records that list the hosthame and corresponding | P address
of each Passport node in the network, or OA accessinformation. The second
section contains records that list the group names and their corresponding
member hostnames.

Note: The member definition section must precede the group definition
section.

Thefilerecordsarein ASCI| format and contain two or morefields. Eachline
inthe file may contain only one field, so that each record may take up several
linesin the file. Each record is followed by a blank line. Comments are
preceded by an asterisk (*).

The Passport host definition section
This section consists of aseries of records that map a Passport hostnametoits
IP address. The records in this section have the following format:

FMenber: <host nane>
| PAddr ess: <I P_address>

where:
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host nane isanuppercase character string 1to 12 characterslong that isthe
official host name of the Passport node, as stored in the service data for the
node.

| P_address istheInternet Protocol address assigned to the Passport node
during system configuration. The I P address consists of four numerical fields,
1to 3 digitslong, separated by periods. An example of an IP addressis
10.125.40.3.

The OA definition section
This section of the file consists of a series of records that maps the DPN
hosthame to its DNA, and that define the communi cations parameters
required to access the OA member. The OA member is also called the
destination mnemonic.

The recordsin the OA definition section have the following format:

OAMenber: <OA (MDIMDI) nane>

Nanme: <OA nane>

DNA: <MDl access DNA>

CUG <MDl access CUG i ndex>

Pkt Sz: <MDl packet size>

X75: <Y if calls can go over X. 75 otherw se N>
RPCA: <t he RPQA nunber (optional)>

where:

OAMenber isaname used to identify the connection on the management
datainterface (MDI) of the operationsagent (OA). It isan uppercase character
string 1 to 12 characters long that isthe official host name of the DPN node,
as stored in the service data for the node.

NAME isthe name of the operations agent on which the MDI islocated. Itis
the mnemonic for the operations agent consisting of up to 12 a phanumeric
characters.

DNA isthe data network address used to access the MDI. It isavalid DN
consisting of up to 15 decimal digits.

CUG istheindex number of the closed user group (CUG) to which the
WS-MDI belongs. It isavalid two-digit CUG index.
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Pkt Sz isthe default size for data packets transmitted between the Preside
Multiservice Data Manager (MDM) workstation and the MDI. It is 128, 256
or 512. The default is 256.

X75 istheindication (y or n) that calls pass over an X.75 connection.

RPOA isthe number used to identify a Recognized Private Operations
Agency. Thisisonly used for X.75 connections.

The Passport group definition section
This section of the file consists of a series of records that map the Passport
members to a Passport group. The recordsin this section have the following
format:

FG oup: <group_name>
Menber: <host nanme>
Menber: <host nanme>
Menber: <host nanme>

Menber: <host nanme>

where:

group_name isan uppercase character string 1 to 12 characterslong. A
group name must be unique system-wide. If the name has more than oneword
separate the words with an underscore.

host nane isanuppercase character string 1to 12 characterslong that isthe
official host name of the Passport node, as stored in the service data for the
node and defined as a member in the Passport definition section of thefile.

The OA group definition section
This section of the file consists of a series of records that maps OA members
to an OA group. Therecords in this section have the following format:

QCAG oup: <OA group name>
Menber: <OA nenber nane as above>
Menber: <OA nenber nane as above>

Menber: <OA nenber nane as above>
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where:

OAG oup isthename of the group of DPN switchesto which an OA member
belongs. It is an uppercase character string 1 to 12 characterslong. A group
name must be unique system-wide. If the name has more than one word,
separate the words with an underscore.

Menber isamember name as defined in the field OAMember, at the
beginning of thisfile. A group can have more than one member.

Example
Thefigure “A sample HGDS information file” (page 185) shows a sample

HGDS Information file. The sample file shows one group called ALLOA.
This group contains three members: TOP, EUROPE and AMERICA.
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Figure 24
A sample HGDS information file

OAMenber: TOP
NAMVE: TOP
DNA: 12345678
CUG 03

Pkt Sz: 510
X75: N

OAMenber: EURCPE
NAME: EURCA

DNA: 18234567
CUG 03

Pkt Sz: 512

X75: Y

RPQA: 1234

QAMenber: AMERI CA
NAMVE: AMOA

DNA: 18723456

CUG 03

Pkt Sz: 512

X75: N

CAG oup: ALLCA
Menber: TOP
Menmber : EURCPE
Menmber: AMERI CA

Managing the HGDS server
Usethe Server Administration tool to edit the HGDS server entry to enter the

startup command, set the server options, and to specify that the server should
be started automatically at reboot time. For instructions to use the Server
Administration tool, see 241-6001-303 Preside MDM Administrator Guide.
For more information, see the following:

e “Suggested namein Server Administration” (page 186)

e “Startup command” (page 186)
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Suggested name in Server Administration
The recommended name for the HGDS server is Host Group Directory.

Configuring HGDS with the Server Administration tool requires you to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The command to start the HGDS server has the following syntax:

[ opt/ Magel | anNMB/ bi n/ hgds [-cfg <HGDS config_fil e>]

where:

-cfg <HGDS config_file> isthecomplete path of the HGDS
configurationfile. If you do not specify afile path, Preside Multiservice Data
Manager (MDM) uses the file /opt/MagellanNM S/cfg/HGDS.cfg.

Enter the startup command in the Startup command field of the Server
Administration dialogs of the Server Manager Administration tool. See
241-6001-303 Preside MDM Administrator Guide for the instructions to
enter the server startup command.

Interdependencies

The HGDS server does not rely on any other optional Preside Multiservice
Data Manager (MDM) servers.

Exit codes

HGDS also outputs useful diagnostic messages (for example, messages
warning of syntax errorsin the configuration fil€) to the System Log Display.
Exit codes for the HGDS server are shown in the following table.
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Table 25

Exit codes for the HGDS server

Exit code

Description

0
1
2
3
50
51

52

53

54

55
56

57
58
59
60
61
100

Successful exit. Do not restart the server.

Failure. Restart the server.

Internal error.

Could not register service name (already running?).
Do not restart (for backward compatibility)

Memory resource error (For example, not enough memory). No
restart.

Disk resource error (For example. not enough space, no file).
No restart.

Communication resource error (For example, cannot connect
or register). No restart.

Timeout/deadlock/congestion (For example, too much
congestion). No restart.

Bad command line arguments. No restart.

Bad configuration file or environment. No restart. See the OAM
logs for more information

Fork exec failure. No restart.

Manual server shutdown (admin?). No restart.
ipc_init unsuccessful. No restart.

ipc service cannot be registered. No restart.
Exit signal received. No restart.

Other unclassified errors. Restart the server.

D:\Profiles\mbuchan\My
Documents\WebWorks\FrameSource\6_310\hgds.fm

Error messages

Error messages for the HGDS server are shown in the following table.

Preside MDM Server Reference Guide 14.3RSUP



188 Chapter 16 Host Group Directory Server (HGDS)

Table 26
Error messages for the HGDS server

Error message Meaning and action

HGDS: Could not allocate node Fatal, internal errors (memory), the server
lists. will restart.

HGDS: Could not locate
configuration file.

HGDS: Could not allocate
attribute.

HGDS: Could not allocate node.

HGDS: Bad command line Fatal, invalid command line arguments.

argument. Revise server configuration with the
Server Administration tool.

HGDS: Could not register Fatal, could not register the service name.

service. Server may already be running. Revise

server configuration with the Server
Administration tool

HGDS: Could not open Fatal, configuration file cannot be opened.
configuration file. Check command line and file access
modes

(/opt/MagellanNMS/cfg/HGDS.cfg).

HGDS: Bad value in Fatal, syntax error in the configuration file
configuration file (line = <line correct at the indicated line (or just above).
no>).

HGDS: Missing attribute in
configuration file (line = <line
no>).

HGDS: Entry out of order in
configuration file (line = <line
no>).

HGDS: Bad member reference
in configuration file (line = <line
no>).

(Sheet 1 of 2)
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Table 26 (continued)
Error messages for the HGDS server

Error message Meaning and action

HGDS: Group without members
in configuration file (line = <line
no>).

HGDS: Unknown entry in
configuration file (line = <line
no>).

HGDS: No members defined in
configuration file (line = <line
no>).

HGDS: Too many members for
a group in configuration file (line
= <line no>).

HGDS: Group name too long in
configuration file (line = <line
no>).

HGDS: Duplicate Group defined
in configuration file (line = <line
no>).

HGDS: Duplicate Host defined
in configuration file (line = <line
no>).

(Sheet 2 of 2)

Preside MDM Server Reference Guide 14.3RSUP



190 Chapter 16 Host Group Directory Server (HGDS)

241-6001-310 14.3RSUP



191

Chapter 17
Injected Management Data Router (IMDR)

This section contains information on the I njected Management Data Router
(IMDR). See the following topics for more information:

e “About the IMDR server” (page 191)

«  “IMDRAPI" (page 193)

o “State calculation” (page 194)

e “Managing the IMDR server” (page 194)
e “Interdependencies’ (page 196)

e “Configuration” (page 196)

“Exit codes’ (page 196)

e “Error messages’ (page 197)

About the IMDR server

The IMDR server performs the following functions:

» collectssurveillancedataincluding alarmsand state notificationsthat are
injected into it from other surveillance processes though the IMDR API.

+ storesaarms and state notificationsin itsinternal database
o calculatesaraw state for each component in the internal database

» updatestheraw state each time an alarm or a state notification is received
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e providesthe calculated raw stateto clients, suchas GMDR. Theraw state
(or external state or state from the network) is the state computed by the
Surveillance Data Servers (GMDR, DMDR, FMDR, IMDR), for the
component on the basis of network management information received for
the component. Possible raw state values are:

UNK (unknown): MDM has not heard from the component and does
not know its state.

INSV (in-service): The component isknown to be working properly.
OOS (out-of-service): The component is not working.

TRB (troubled): The component is known to be in-service, but
experiencing some difficulties. For example, the component is
overloaded.

NEX (non-existent)

For details on how IMDR determines the raw state see * State
calculation” (page 194). IMDR providestheraw state to clients (for
example, GMDR, IMDR API clients) in the following ways:

raw state change notifications

alarms (raw state is embedded in alarms)

e supports property requests from clients, such as GMDR
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Figure 25
IMDR data flow diagram
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The IMDR server supports an applications programming interface (API)
which provides a set of special servicesfor client processesto inject dlarms
and state notifications into IMDR. These special services are as follows:

» REGISTER requestsfor injection clients are equipped with amandatory
userCapability attribute with avalue of mdinject to identify the client as
aninjection client. Therequest can also contain auserDiscClean attribute
to indicate whether datainjected by the client must be deleted should the
client be disconnected.

» CREATE sieves are provided for local clear and property request
notifications. These notifications replace the corresponding ACTION
reguests that IMDR would send to its subservers.

» ACTION requestsare provided for injection. Theseinclude: inject alarm,
inject raw state, and inject property.
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For information about the services provided by the IMDR API, see
241-6001-203 Preside MDM Alarm and Status API Reference Guide.

State calculation
IMDR calculates araw state for each component stored in itsinternal
database. The raw state is based on thelist of active alarmsfor acomponent,
asfollows:

» If there are no active alarms for a component, its raw stateis calcul ated
asINS (in service)

» If all the active alarms for a component have a severity of WARNING,
theraw stateis calculated as TRB (troubled)

e Inall other cases the raw state is calculated as OOS (out of service)
IMDR updatesthe raw state each time an alarm or a state changeis received.

Raw state information can also be injected to IMDR. Raw state injection
directly specifies the raw state of a component.

If theinjected raw state does not agree with the raw state cal culated from the
active alarms stored against a component IMDR's internal database, IMDR
raises a proxy alarm. For information about how IMDR deals with injected
raw states that do not match active alarms stored in its own internal database,
and proxy alarmsraised by IMDR, see 241-6001-501 Preside MDM Proxy
Alarms Reference Guide.

If the injected raw state is worse than the calculated raw state, a proxy SET
alarmiscreated. If theinjected raw stateisbetter than the cal culated raw state,
aproxy CLEAR alarmiscreated which clearssome or al of the active alarms
in IMDR’s internal database, so that the calculated raw state agrees with the
injected raw state.

Managing the IMDR server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor IMDR. Any changes you make to the startup
command or options take effect when IMDR isrestarted. For instructions to
use the Server Administration tool, see 241-6001-303 Preside MDM
Administrator Guide.
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For more information, see the following:
*  “Suggested namein Server Administration” (page 195)
e “Startup command” (page 195)

Suggested name in Server Administration
The recommended name for the IMDR server isIMDR for the first IMDR
server on the workstation. Additional IMDR servers should be named
IMDR_<suffix>. For example: IMDR_EAST.

Configuring IMDR with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The command to start an IMDR server has the following syntax:

/opt/ Magel |l anNVB/ bin/indr [-a] [-B] [-n <suffix>] \
[-b <buffer size>]

where:

-a preventsactive alarms from being fully recorded in the IMDR server’'s
internal database. When this option is specified, approximately 1 Kbtye less
memory is used for each alarm. A disadvantage to specifying thisoption is
that IMDR does not supply GMDR with an active alarm list when a
connection to the GMDR is established.

If thisoption isnot specified, the IMDR server fully records active alarms by
default. The -B option overridesthe -aoption. So, if you specify the-aoption
and the -B option, the -a option isignored

- B specifiesthat babbler alarms are to be forwarded to the GMDR server. A
babbler alarm has the same component ID, fault code, and severity as an
active alarm, but isissued &t alater time.

If this option is not specified, babbler alarms are discarded by default.
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-n <suffix> specifiesasuffix to be added to the IMDR server name. This
option isrequired to uniquely identify an IMDR server when more than one
IMDR server is running on the same workstation. When this option is
specified, the server name becomes IMDR followed by an underscore,
followed by the suffix. For example, IMDR_EAST.

If -nisspecified <suffix>must also be specified. If thisoptionisnot specified,
the server name defaultsto IMDR.

-b <buffer size> specifiesthe number of messages that can be stored
before congestion occurs. If buffer sizeis not specified, the default value of
1000 is used.
Example: Start an IMDR server called IMDR_EAST:

[ opt/ Magel | anNM5/ bi n/ i ndr -n EAST

Interdependencies

The GMDR server must be set up with the GMDR Administration tool to
receive information injected into the IMDR server.

Configuration

Exit codes

There are no configuration files to set up for the IMDR server.

When aserver fails, an exit codeisdisplayedin the message areaof the Server
Administration tool. Thereason for thefailureisdisplayed in the System Log
Display and logged in the Preside Multiservice Data Manager (MDM) log.
Exit codes for the IMDR server are shown in the following table.

Table 27
Exit codes for the IMDR server
Exit code Description
51 allocation of memory to construct a new data object has
failed
55 the command line contains an invalid argument
59 this process failed its registration (ipc_init) with IPC
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Error messages
There are two categories of error messages for the IMDR server:

e error messages displayed in the System Log Display
These messages are shown in the table “ Error messages from IMDR that
are sent to the System Log Display” (page 197).

» error messages returned to the client application such as GMDR that
makes areguest to IMDR through the IMDR API.

These messages are shown in the table “ Error messages from IMDR in
response to aclient request” (page 198).

Table 28
Error messages from IMDR that are sent to the System Log Display

Error message Meaning and action

IMDR -- Invalid command One of the command line arguments is invalid.
line argument

IMDR -- Options -aand -B  Partial alarm recording and babbler alarm
are incompatible transmission are incompatible options; the -a
option is ignored.

<IMDR name> -- Killed Connection has been dropped to a client process
client connection due to  because of congestion.
congestion

<IMDR name> -- A protocol error identified by <code> has caused
Unexpectedly lost client  a client connection to be dropped.

connection; error code:

<code>
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Table 29

Error messages from IMDR in response to a client request

Error message

Meaning and action

ACCESS_DENIED Not
sieve owner

SYNTAX_ERROR

INVALID_ACTION_TYPE

INVALID_ATTRIBUTE_
NAME

INVALID_ATTRIBUTE_
VALUE <attribute>

INVALID_ATTRIBUTE_
VALUE compld attribute
name

INVALID_ATTRIBUTE_
VALUE eventFilter
attribute name

INVALID_ATTRIBUTE_
VALUE eventFilter
attribute type

INVALID_ATTRIBUTE_
VALUE repFilter attribute
name

INVALID_ATTRIBUTE_
VALUE repFilter attribute
value

INVALID_SCOPE

INVALID_OBJECT_
CLASS

INVALID_OBJECT_ID

A client has attempted to delete or modify a sieve
created by another client.

IMDR has received a request with an invalid
command name.

IMDR has received an ACTION request with an
invalid action type.

IMDR has received a CREATE request with an
invalid attribute name.

IMDR has received a CREATE request with an
attribute containing an invalid value.

The component ID attribute in a component
delete ACTION request has no value.

A filter present in a CREATE request uses an
attribute name on which filtering is not
supported.

A filter present in a CREATE request uses a
value type that is not supported.

An attribute used in a repFilter expression of a
CREATE request is not supported.

The value type specified in a repFilter
expression of a CREATE request is invalid.

IMDR has received a request with an invalid
scope.

IMDR has received a request with an invalid
object class.

IMDR has received a request with an invalid
object ID.

(Sheet 1 of 3)
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Table 29 (continued)

Error messages from IMDR in response to a client request

Error message

Meaning and action

MISSING_ATTRIBUTE
<attribute>

MISSING_ATTRIBUTE_
VALUE

MISSING_ATTRIBUTE_
VALUE component ID

MISSING_ATTRIBUTE_
VALUE property name

NO_SUCH_OBJECT_ID

OUT_OF_SEQUENCE
REGISTER required

OUT_OF_SEQUENCE
DEREGISTER required

NOT_SUPPORTED Filter
operator

NOT_SUPPORTED
obj_id
NOT_SUPPORTED
sup_obj_id

NOT_SUPPORTED
ref_obj_id

APPLICATION_ERROR
Multiple eventType
eventFilter

APPLICATION_ERROR
Missing eventType
eventFilter

A required attribute is missing from a CREATE
request.

A required attribute is missing in an ACTION
request received by IMDR.

The component ID is missing in a property
request ACTION received by IMDR.

The property hame is missing in a property
request ACTION received by IMDR.

The object ID specified in a request received by
IMDR does not exist.

The request received by IMDR cannot be
processed before the client has registered.

The client is already registered and must
deregister or disconnect before registering
again.

An operator used in a filter expression is not
supported.

A CREATE request contains an object ID (not
supported).

A CREATE request contains a superior object ID
(not supported).

A CREATE request contains a reference object
ID (not supported).

A filter present in a CREATE request uses
several event types (not supported).

A CREATE request does not identify the event
type for which it is intended.

(Sheet 2 of 3)

Preside MDM Server Reference Guide 14.3RSUP




200 Chapter 17

Injected Management Data Router (IMDR)

Table 29 (continued)

Error messages from IMDR in response to a client request

Error message

Meaning and action

APPLICATION_ERROR
Maximum number of
sieves reached

APPLICATION_ERROR
Cleared alarm not found

APPLICATION_ERROR
Action not allowed

APPLICATION_ERROR
Component does not exist

APPLICATION_ERROR
invalid or missing
parameters

APPLICATION_ERROR
no process to query

APPLICATION_ERROR
admState attribute
duplicated

APPLICATION_ERROR
internal error

A new sieve cannot be created because the
maximum number of sieves has already been
reached.

The alarm specified in a local clear ACTION
request cannot be found.

An ACTION request is received from a client
which is not allowed to make such requests.

A property request ACTION has been received
for a component that is not present in IMDR
component tree.

Required parameters in an ACTION request are
missing or invalid.

A property request ACTION cannot be satisfied
since the component specified is not monitored
by an injecting client supporting these requests.

The administrative state attribute is specified
more than once in a CREATE request.

A request cannot be satisfied because of an
internal IMDR error (should not happen).

(Sheet 3 of 3)
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Chapter 18
IP VPN Global Server (IPVPNSERVER)

This section contains information on the IP VPN Global server
(IPVPNSERVER). See the following topics for more information:

e “About the IPVPNSERVER" (page 201)

e “Managing the IPVPNSERVER” (page 202)
* “Interdependencies’ (page 203)

* “Exit codes’ (page 203)

About the IPVPNSERVER

The IPVPNSERVER provides the main functionality of the IP VPN Global
Update tool. The server communicates with the IP VPN database to store,
update and list customer VPN-related information. The server uses the end-
to-end server to communicate with Passport switches and to send
provisioning commands to them.
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Figure 26
IP VPN Global Update tool data flow diagram
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Managing the IPVPNSERVER

Use the Server Administration tool to enter or to edit the startup command
and to start, stop, and configure this server to start automatically when the
workstation is rebooted. Any changes you make to the startup command or to
the configuration file become active whenever the daemon is restarted. See
241-6001-303 Preside MDM Administrator Guide for instructionsto use the

Server Administration tool.

See the following:

e “Suggested namein Server Administration” (page 202)

e “Startup command” (page 203)

Suggested name in Server Administration

The recommended name for the server is IPVPNSERVER.
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Configuring IPVPNSERVER with the Server Administration tool requires
you to enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command

The startup command for the IP VPN Global server isasfollows:

/ opt/ Magel | anNMS/ bi n/ i pvpnserver [-p <portno>] [-1o0g]
where:
[-p <portno>] specifiesthe TCP port number for listening to incoming

reguests. Thedefault valueis 6800. This port number must not be used by any
other process.

[ -1 o0g] specifieswhether you want logging turned on. If you do not enter this
option, logging is not turned on.

Interdependencies

Exit codes

The IPVPNSERVER depends on the CMCFUN server. The IP VPN Global
Update tool and the IP VPN server depend on the end-to-end server.

Exit codes for the IPVPNSERVER are shown in the following table.

Table 30
Exit codes for the IPVPNSERVER
Exit code Description
65 The IPVPNSERVER is connected to the End-to-end server,

and the End-to-end server goes down.

66 Could not connect to the end-to-end server
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Chapter 19
Log Collector (OAMC)

This section contains information on the Log Collector (OAMC). See the
following topics for more information:

e “About the OAMC server” (page 205)

*  “Managing the OAMC server” (page 206)
* “Exit codes’ (page 207)

*  “Error messages’ (page 207)

About the OAMC server

The OAMC server isthe Preside Multiservice Data Manager (MDM) server
responsiblefor collecting MDM generated logs and making them availableto
the System Log Display tool. See 241-6001-303 Preside MDM Administrator
Guide for more information on using the System L og Display tool.
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Figure 27
OAMC data flow diagram
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Managing the OAMC server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor OAMC. Any changesyou maketo the startup
command or optionstake effect when OAMC isrestarted. See 241-6001-303
Preside MDM Administrator Guide for the instructions to use the Server
Administration tool.

For more information, see the following:
e “Suggested namein Server Administration” (page 206)
e “Startup command” (page 207)

Suggested name in Server Administration
The recommended name for the OAM server is Log Collector.
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Configuring OAM C with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The startup command for the OAMC server has the following syntax:

[ opt/ Magel | anNM5/ bi n/foant [-f <log file name>] \
[-p <printer name>] [-t <printing tineout>] \
[-h <nb I ogs>]

where:
-f <log file nane> isafileinwhichto store all logs received
-p <printer name> isaprinter whereto send al logs received

-t <printing timout> isthetimeinbetween sendingthereceivedlogs
to the printer (default 3600 seconds)

-h <nb 1 ogs> isthe number of received logs to keep in memory (default
25)

Exit codes
Exit codes for the OAMC server are shown in the following table:

Table 31
Exit codes for the OAMC server

Exit code  Description

1 Invalid command line arguments

50 Miscellaneous errors

Error mesSsages
Error messages for the OAMC server are shown in the following table.
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Table 32

Error messages for the OAMC server

Error message

Meaning and action

Could not create OAM
Collection service

Could not open log file “<file
name>"

Fatal, could not register the service. MNSD
is not up or server is already running.

Fatal, could not open log file. Check the
file's access mode.
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Chapter 20
MDMWeb GMDR Agent (GMDRAGENT)

This section contains information about the MDMWeb GMDR Agent
(GMDRAGENT) . See the following sections for information about the

agent:
»  “About the GMDRAGENT"” (page 209)
e “Managing the GMDRAGENT"” (page 209)

*  “Interdependencies’ (page 210)

About the GMDRAGENT
MDMWeb software is an add-on package to Preside MDM software.
MDMWeb allows users on a PC or on a UNIX workstation to perform fault
management operations on devices in the network and to run commands on
the devices.

The GMDRAGENT provides an interface between the MDM Web tools and
the GMDR server to access alarm information, alarm counts, and status
counts for devices in the network.

If the network is partitioned into managed regions, the GMDRAGENT can be
configured to collect information from the devicesin aregion from the
NDAM server instead of the GMDR server.

Managing the GMDRAGENT

See the following sections for information to manage the MDM Web
Command Access Agent:

*  “Configuration” (page 210)
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e “Suggested namein Server Administration” (page 210)
e “Start-up command” (page 210)

Configuration
Installing the M DM Web software with the Install Anywheretool, as described
in 241-6001-100 Preside MDM Installer Guide, automatically adds the
information needed to configure and start the GMDRAGENT when the
workstation reboots.

If you want instructionsto install and configure M DMWeb and start all of the
agents manually, including the GMDRAGENT, see 241-6001-117 Preside
MDMWeb Installation Guide.

Suggested name in Server Administration
The recommended name for the GMDRAGENT to enter in the Server
Manager Administration took is MDMWeb GMDR Agent.

Configuring the GMDRAGENT with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the GMDRAGENT has the following syntax:

/ opt/ Magel | anNVB/ bi n/ gndr agent
Interdependencies

The GMDRAGENT requiresthat the Preside MDM base softwareisinstalled
and configured, and that the following servers are configured and running:

« GMDRor NDAM. The

* GMDRAGENT obtainsinformation from a GMDR server in networks
that are not partitioned into separately managed regions, or from the
NDAM server in networks that are partitioned.
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Chapter 21
MDMWeb NM Agent (NMAGENT)

This section contains information about the MDMWeb Network Model
Agent (NMAGENT). Seethe following sections for information about the

agent:
e “About the NMAGENT server” (page 211)
e “Managing the NMAGENT” (page 211)

* “Interdependencies’ (page 212)

About the NMAGENT server

MDMWeb software is an add-on package to Preside MDM software.
MDMWeb allows users on a PC or on a UNIX workstation to perform fault
management operations on devices in the network and to run commands on
the devices.

The NMAGENT provides an interface between the MDM Web tools and
Preside MDM Network Model server to provide information about the states
of components and devices in the network.

Managing the NMAGENT

See the following sections for information to manage the MDM Web
Command Access Agent:

e “Configuration” (page 212)
*  “Suggested namein Server Administration” (page 212)
e “Start-up command” (page 212)
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Configuration
Installing the M DM Web software with the Install Anywheretool, as described
in 241-6001-100 Preside MDM Installer Guide, automatically adds the
information needed to configure and start the NMAGENT when the
workstation reboots.

If you want instructionsto install and configure M DMWeb and start all of the
agents manually, including the NMAGENT, see 241-6001-117 Preside
MDMWeD Installation Guide.

Suggested name in Server Administration
The recommended name for the NMAGENT to enter in the Server Manager
Administration tool is MDMWeb NM Agent.

Configuring the NMAGENT with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the NMAGENT t has the following syntax:

[ opt/ Magel | anNVB/ bi n/ nngent

Interdependencies

The NMAGENT requires that the Preside MDM base software is installed
and configured, and that the NM SERV ER server is configured and running.
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Chapter 22
MDMWeb RTAC agent (RTCAGENT)

This section contains information about the MDMWeb Real Time Alarm
(RTAC) Collection Agent (RTCAGENT). See the following sections for
information about the agent:

*  “About the RTACAGENT server” (page 213)
e “Managing the RTCAGENT” (page 213)
* “Interdependencies’ (page 214)

About the RTACAGENT server

MDMWeb software is an add-on package to Preside MDM software.
MDMWeb allows users on a PC or on a UNIX workstation to perform fault
management operations on devices in the network and to run commands on
the devices.

The RTCAGENT provides an interface between the MDM Web tools and the
real time alarm collection (RTAC) server to access archived information
about dlarms for devicesin the network.

Managing the RTCAGENT

See the following sections for information to manage the MDM Web
Command Access Agent:

e “Configuration” (page 214)
e “Suggested namein Server Administration” (page 214)
e “Start-up command” (page 214)
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Configuration
Installing the M DM Web software with the Install Anywheretool, as described
in 241-6001-100 Preside MDM Installer Guide, automatically adds the
information needed to configure and start the RTCAGENT when the
workstation reboots.

If you want instructionsto install and configure M DMWeb and start all of the
agents manually, including the RTCAGENT, see 241-6001-117 Preside
MDMWeD Installation Guide.

Suggested name in Server Administration
The recommended name for the RTCAGENT to enter in the Server Manager
Administration took isMDM Web RTAC Agent.

Configuring the RTCAGENT with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the RTCAGENT has the following syntax:

/ opt/ Magel | anNVB/ bi n/ rt acagent

Interdependencies

The RTCAGENT requiresthat the Preside MDM base software isinstalled
and configured, and that the following servers are configured and running:

e RTAC server
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Chapter 23
MDP DPN File Collector (MDPCOL)

This section describes the information required to control the Management
Data Provider (MDP) DPN-100 File Collector server using the Multiservice
Data Manager (MDM) Server Administration (SVM) tool.

See the following sections of information about this server:
*  About the MDPCOL server (page 215)

* Managing the MDPCOL server (page 215)
e Interdependencies (page 216)

About the MDPCOL server

The Management Data Provider (MDP) DPN-100 File Collector
(MDPCOLLI) controls the collection of DPN-100 data files from DPN-100
switches.

The DPN-100 switch must be configured as an MDP spooling site.

For more information about MDPCOL, see 241-6001-309 Preside MDM
Management Data Provider User Guide.

Managing the MDPCOL server

Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPCOL server. Any
changes that you make to the startup command take effect when the
MDPCOL server isrestarted. See 241-6001-303 Preside MDM Administrator
Guide for the instructions to use the Server Administration tool.
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Configuration
The MDPCOL can be configured using the MDP Configuration tool
(gmdpconfig) or by editing the file /opt/Magel lanM DP/cfg/mdp/
MDPDPNMgr.cfg.

Suggested name in Server Administration
The recommended name for the MDPCOL server is MDP DPN Collector
n where n corresponds to the file collector number.

Registeringthe MDPCOL server with the Server Administration tool requires
that the server name be used as the Descriptive namein the Server
Administration dialog. The Server Administrationtool storesthisinformation
in the file /opt/MagellanNM S/cfg/SVMList.cfg.

Start-up command
The command to start the MDPCOL server has the syntax of one of the
following:

/ opt / Magel | anMDP/ bi n/ mdpcol -pid <Pl D>
[ opt/ Magel | anMDP/ bi n/ mdpcol -pid <PID> -v

/ opt / Magel | anMDP/ bi n/ mdpcol -pid <Pl D>
#<file_collector>

/ opt / Magel | anMDP/ bi n/ mdpcol -pid <Pl D>
/ opt / Magel | anMDP/ dat a/ ndp/ spool

where:

<PID> isaunique protocolID for each DPN-100 file collector

-v is verbose logging

<file_collector> is an integer. The first file collector should be numbered 1,
the next file collector should be numbered 2, and so on.

/opt/MagellanM DP/data/mdp/spool is the destination directory for the
collected DPN data

Interdependencies

If collected DPN-100 data files are to be converted to published format (PF)
or bulk dataformat (BDF), the MDPCOL server requiresthat the MDP DPN-
100 File Manager (mdpdpnmgr) be active.
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Chapter 24
MDP DPN File Manager (MDPDPNMGR)

This section describes the information required to control the Management
Data Provider (MDP) DPN File Manager server using the Multiservice Data
Manager (MDM) Server Administration (SVM) tool.

See the following sections for information about this server:

*  About the MDPDPNMGR server (page 217)

*  Managing the MDPDPNMGR server (page 218)

e Interdependencies (page 218)

e Error Messages (page 219)

About the MDPDPNMGR server
The Management Data Provider (MDP) DPN File Manager controls

» theconversion of DPN raw datato published format (PF) or bulk data
format (BDF)

» thestorage of converted data

e thecreation of raw data backups

For more information about the MDPDPNMGR, see 241-6001-309 Preside
MDM Management Data Provider User Guide.
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Managing the MDPDPNMGR server
Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPDPNMGR server.
Any changes that you make to the startup command take effect when the
MDPDPNMGR server isrestarted. See 241-6001-303 Preside MDM
Administrator Guide for the instructions to use the Server Administration
tool.

Configuration
The MDPDPNMGR can be configured using the MDP Configuration tool
(gmdpconfig) or by editting the file /opt/MagellanM DP/cfg/mdp/
MDPDPNMgr.cfg.

Suggested name in Server Admininstration
The recommended name for the MDPDPNMGR server is MDP DPN File
Manager.

Registering the MDPDPNMGR server with the Server Administration tool
requires that the server name be used as the Descriptive name in the Server
Administration dialog. The Server Administration tool stores this
information in the file /opt/MagellanNM S/cfg/SVM List.cfg.

Start-up command
The command to start the MDPDPNMGR server has the following syntax:

/ opt / Magel | anMDP/ bi n/ ndpdpnnygr

Interdependencies

The MDPDPNMGR server requires that aMDP DPN Collector server be
activeto collect DPN datafor conversion.

The MDPDPNMGR server requires that the MDP Disk Manager server be
active to control MDP disk space.

If converted DPN datafiles are to be transferred to a customer host for down-
stream processing, the MDPDPNMGR server requires the MDP File Mover
Manager server to be active.
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Error Messages

MDPDPNMGR error messages are written to file
/opt/MagellanM DP/data/mdp/admin/
MDPDPNMgr(Sun|Mon|Tue|Wed|Thu|Fri|Sat)_YYYYMMDD.log.

MDPDPNMGR error messages are not written to the OAM Log Collector.

Table 33 describes the MDPDPNMGR error messages.

Table 33

Error messages for the MDPDPNMGR server

Error message

Meaning and action

Another instance of this
program is already
running.

Some programs can only have one instance
running to preserve file integrity. Stop the first
instance of a program before starting another.

Diskmanager is not
running.

The disk manager must be running before the
File Managers will start. Configure the disk
manager. If it is configured but not started, start it
using SVM.

Database is corrupt.

Stop and restart the File Manager. If you are
running the BDF Converter, use the -force
option.

Duplicate file received
from switch.

No action required.

Current configuration
does not process all file

types.

If you do not wish to process the file type
specified, you can ignore this message.

Started processing file.

MDP has started processing the raw file.

FINISHED processing file
successfully.

MDP has successfully completed processing the
raw file.

Finished processing file,
errors occurred.

This message indicates the number of errors
found in the raw file.

Processed records,
unsupported records, and
error records.

This message indicates the number of: records,
unsupported records, and error records found in
a file.
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Chapter 25
MDP Disk Manager (MDPDISKMGR)

This section describes the information required to control the Management
Data Provider (MDP) Disk Manager server (MDPDISKMGR) using the
Multiservice Data Manager (MDM) Server Administration (SVM) tool. See
the following sections for information about this server:

*  About the MDPDISKMGR server (page 221)

*  Managing the MDPDISKMGR server (page 222)
e Interdependencies (page 223)

e Error Messages (page 223)

About the MDPDISKMGR server

The MDPDISKMGR monitorsthe MDP host datadisk space. If the available
disk space nears the configured threshold, logs and alarms are generated. If
the available disk space exceeds the configured threshold, data conversion is
halted.

The MDPDISKMGR also launches a process each day at 0100hrsto remove
obsolete datafiles. Datafiles are determined to be obsolete by exceeding the
retention period for their respective directories.

For more information about MDPDISKMGR, see 241-6001-309 Preside
MDM Management Data Provider User Guide.
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Managing the MDPDISKMGR server

Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPDISKMGR. Any
changes that you make to the startup command take effect when the
MDPDISKMGR isrestarted. See 241-6001-303 Preside MDM Administrator
Guide for the instructions to use the Server Administration tool.

Configuration
The MDPDISKMGR server can be configured using the MDP Configuration
tool (gmdpconfig) or by editting the file /opt/MagellanM DP/cfg/mdp/
MDPClean.cfg.

Suggested name in Server Administration
The recommended name for the MDPDISKMGR server is MDP Disk
Manager.

Registering the MDPDISKMGR server with the Server Administration tool
requires that the server name be used as the Descriptive name in the Server
Administration dialog. The Server Administration tool stores this
information in the file /opt/MagellanNM S/cfg/SVM List.cfg.

Start-up command
The command to start the MDPDISKMGR server has the following syntax:

/ opt / Magel | anMDP/ bi n/ mdpdi skngr
[-freespace <space>]

[-1ogl evel <loglevel >]

[-help | -h]

where:
[-freespace <space>]

This optional parameter specifies the amount of available disk space to be
retained on an MDP host. The default is 100000K.

[-1ogl evel <loglevel >]

This optional parameter specifiesthe level of logsto be reported. The default
level is4.

[-help | -h]
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This optional parameter lists the command options.

Interdependencies
The MDPDISKMGR server does not depend on any other MDM server.

Error Messages
MDPDISKMGR error messages are written to file

/opt/MagellanM DP/data/mdp/admin/
MDPDiskMgr(Sun|Mon|Tue|Wed|Thu]Fri|Sat)_YYYYMMDD.log.
MDPDISKMGR error messages are not written to the OAM Log Collector.

Table 34 describes the MDPDISKMGR error messages.

Table 34

Error messages for the MDPDISKMGR server
Error message Meaning and action
Diskmanager is not This message is generated by MDP File
running Managers.

The disk manager must be running before the
File Managers will start. Configure the disk
manager using gmdpconfig. If it is configured but
not started, start it using SVM.
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Chapter 26
MDP File Mover Manager (MDPFMMGR)

This section describes the information required to control the Management
Data Provider File Mover Manager (MDPFMMGR) server using the
Multiservice Data Manager (MDM) Server Administration (SVM) tool.

See the following sections for information about this server:
*  About the MDPRMMGR server (page 225)

*  Managing the MDPRMMGR server (page 226)

» Interdependencies (page 227)

e Error Messages (page 227)

About the MDPRMMGR server

The MDPRMMGR monitors the MDP host for converted data files. When
closed converted datafiles are discovered, these files are transferred (using
FTP) to customer hosts for network billing and performance analysis.

Also transferred to customer hosts from the MDP host are data files from
these MDP applications. Statistics Retrieval System (SRS), outage
calculation, availability calculation, and file processing audits.

The File Mover Manager controls multiple File Mover processes. Each MDP
file type (a combination of switch type and datatype) has a dedicated File
Mover process. This dedicated File Mover can transfer multiple instances of
a specific file type and can use a maximum of three concurrent FTP sessions
to transfer filesto a maximum of three customer hosts.

Preside MDM Server Reference Guide 14.3RSUP



226 Chapter 26 MDP File Mover Manager (MDPFMMGR)

If the FileMover Manager fails, any File Mover processesrunning at that time
will continueto run. If the File Mover Manager and File Mover processesfail
at the same time (for example, complete workstation shutdown), the File
Mover Manager ensures that the appropriate File Mover processes are
restarted.

If the File Mover Manager is shutdown, any File Mover processes running at
that time are al so shutdown.

For moreinformation about the MDP File Move Manager, see 241-6001-309
Preside MDM Management Data Provider User Guide.

Managing the MDPRMMGR server
Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPRMMGR. Any
changes that you make to the startup command take effect when the
MDPRMMGR is restarted. See 241-6001-303 Preside MDM Administrator
Guide for the instructions to use the Server Administration tool.

Configuration
The MDPRMMGR server can be configured using the MDP Configuration
tool (gmdpconfig) or by editing file /opt/MagellanM DP/cfg/mdp/
MDPMover.cfg.

Suggested name in Server Administration
The recommended name for the MDPRMMGR server is MDP File Mover
Manager.

Registering the MDPRMMGR server with the Server Administration tool
requires that the server name be used as the Descriptive name in the Server
Administration dialog. The Server Administration tool stores this
information in the file /opt/MagellanNM S/cfg/SVM List.cfg.

Start-up command
The command to start the MDPRMMGR server has the following syntax:

/ opt / Magel | anMDP/ bi n/ mdpf rmgr
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Interdependencies
The MDPRMMGR server does not depend on any other MDM server.

Error Messages

MDPRMMGR error messages are written to file
/opt/MagellanM DP/data/mdp/admin/MDPFMMgr_YYYYMMDD.log.

MDPRMMGR error messages are not written to the OAM Log Collector.
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Chapter 27

MDP Passport Data Model Manager
(MDPDMM)

This section describes the information required to control the Management
Data Provider (MDP) Data Model Manager (MDPDMM) server using the
Multiservice Data Manager (MDM) Server Administration (SVM) tool.

See the following sections for information about this server:
*  About the MDPDMM server (page 229)

* Managing the MDPDMM server (page 230)

e Interdependencies (page 231)

e Error Messages (page 231)

About the MDPDMM server
The Management Data Provider (MDP) stores a data model for each unique
Passport data model available in the network. These data models are used to
convert Passport performance metrics from FMIP to bulk dataformat (BDF).

The datamodels on the MDP host are controlled by the DataModel Manager.
The MDP file prober identifies Passport data models on the Passport switch
and queries the Data Model Manager to determine if the data model already
existson the MDP host. If the datamodel does not exist onthe MDP host, the
MDPDMM retrieves the data model before the collected Passport
performance metrics are converted.

The MDPDMM also checksthe MDP disk space to confirm that the avail able
disk space is adeguate to collect the Passport data.
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For more information about the MDPDMM and data models, see
241-6001-309 Preside MDM Management Data Provider User Guide.

Managing the MDPDMM server

Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set optionsfor the MDPDMM. Any changes
that you make to the startup command take effect when the MDPDMM s
restarted. See 241-6001-303 Preside MDM Administrator Guide for the
instructions to use the Server Administration tool.

Configuration
The MDPDMM server does not require configuration.

Suggested name in Server Administration
The recommended name for the MDPDMM server is MDP Data Model
Manager.

Registering the MDPDMM server with the Server Administration tool
requires that the server name be used as the Descriptive name in the Server
Administration dialog. The Server Administrationtool storesthisinformation
in the file /opt/MagellanNM S/cfg/SVMList.cfg.

Start-up command
The command to start the MDPDMM server has the following syntax:

/ opt / Magel | anMDP/ bi n/ ndpdmm
[-port <port>]

[-1ogl evel <0-4>]

[ - spool free <n>]

where:
[-port <port>]

isthe port for mdpdmm to listen on. By default, a port is dynamically
allocated. Thisoptionisonly required to support pre-14.3 clientsusing afixed

port.
[-1ogl evel <0-4>]
specifiesthe level of 1ogs reported. The default level is 3.

[ -spool free <n>]
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is the amount of free space that must exist in the /opt/MagellanM DP/data/
mdp/spool directory for mdprober. Default setting is 50M.

Interdependencies
The MDPDMM server does not depend on any other MDM server.

Error Messages

MDPDMM error messages are written to file
/opt/MagellanM DP/data/mdp/adminMDPDMM_YYYYMMDD.log.

MDPDMM error messages are not written to the OAM Log Collector.
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Chapter 28
MDP Passport File Manager (MDPPPMGR)

This section describes the information required to control the Management
Data Provider Passport File Manager (MDPPPMGR) server using the
Multiservice Data Manager (MDM) Server Administration (SVM) tool.
See the following sections for information about this server:

*  About the MDPPPMGR server (page 233)

*  Managing the MDPPPMGR server (page 234)

e Interdependencies (page 234)

e Error Messages (page 235)

About the MDPPPMGR server
The MDPPPMGR controls

» theconversion of Passport raw performance metric data to published
format (PF) or bulk dataformat (BDF)

» thestorage of converted data
e thecreation of raw data backups

For more information about the MDP Passport File Manager, see
241-6001-309 Preside MDM Management Data Provider User Guide.
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Managing the MDPPPMGR server

Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPPPMGR server. Any
changes that you make to the startup command take effect when the
MDPPPMGR server isrestarted. See 241-6001-303 Preside MDM
Administrator Guide for the instructions to use the Server Administration
tool.

Configuration
The MDPPPMGR can be configured using the MDP Configuration tool
(gmdpconfig) or by editing the file /opt/Magel lanM DP/cfg/mdp/
MDPPPMgr.cfg.

Suggested name in Service Administration
The recommended name for the MDP Passport File Manager server isMDP
PP File Manager.

Registering the MDPPPMGR server with the Server Administration tool
requires that the server name be used as the Descriptive name in the Server
Administration dialog. The Server Administration tool stores this
information in the file /opt/MagellanNM S/cfg/SVM List.cfg.

Start-up command
The command to start the MDPPPMGR server has the following syntax:

[ opt / Magel | anMDP/ bi n/ mdpppngr

Interdependencies

The MDPPPMGR server requiresthat the M DP PP Prober Manager server be
active to collect Passport data for conversion.

The MDPPPMGR server requires that the MDP Disk Manager server be
active to control MDP disk space.

If converted Passport data files are to be transferred to a customer host for
down-stream processing, the MDPPPMGR server requires the MDP File
Mover Manager server to be active.
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Error Messages

MDPPPMGR error messages are written to file
/opt/MagellanM DP/data/mdp/admin/
MDPPPMgr(Sun|Mon|Tue|Wed|Thu|Fri|Sat)_YYYYMMDD.log.

MDPPPMGR error messages are not written to the OAM Log Collector.

Table 35 describes the MDPPPMGR error messages.

Table 35

Error messages for the MDPPPMGR server

Error message

Meaning and action

Another instance of this
program is already
running.

Some programs can only have one instance
running to preserve file integrity. Stop the first
instance of a program before starting another.

Diskmanager is not
running.

The disk manager must be running before the
File Managers will start. Configure the disk
manager. If it is configured but not started, start it
using SVM.

Database is corrupt.

Stop and restart the File Manager. If you are
running the BDF Converter, use the -force
option.

Duplicate file received
from switch.

No action required.

Current configuration
does not process all file

types.

If you do not wish to process the file type
specified, you can ignore this message.

Started processing file.

MDP has started processing the raw file.

FINISHED processing file
successfully.

MDP has successfully completed processing the
raw file.

Finished processing file,
errors occurred.

This message indicates the number of errors
found in the raw file.

Processed records,
unsupported records, and
error records.

This message indicates the number of: records,
unsupported records, and error records found in
a file.
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Chapter 29
MDP File Prober Manager (MDPFPMGR)

This section describes the information required to control the Management
Data Provider (MDP) File Prober Manager (MDPFPMGR) server using the
Multiservice Data Manager (MDM) Server Administration (SVM) tool.
See the following sections for information about this server:

*  About the MDPFPMGR server (page 237)

* Managing the MDPFPMGR server (page 238)

e Interdependencies (page 239)

e Error Messages (page 239)

About the MDPFPMGR server

Passport spooled datais collected by the Management Data Provider (MDP)
using the File Prober. The File Prober establishes a proxy file transfer
protocol (FTP) connection from a Passport switch to an MDP and transfers
closed spool datafiles. An FTP sessionisinitiated for each Passport datatype.

The File Probers are automatically launched at scheduled intervals.

The File Probers are controlled by the File Prober Manager (MDPFPMGR).
The File Prober Manager provides

» ease of configuration using the MDP Configuration tool

* improved error recovery

» confirmation of Passport and MDP host connectivity before attempting
data collection
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e security protection using encrypted passwords

The File Prober Manager obtains Passport network information from the
Preside Multiservice Data Manager (MDM) Host Group Directory Server
(HGDS). For more information about the HGDS, see 241-6001-310 Preside
MDM Server Reference Guide.

For more information about MDPFPM GR, see 241-6001-309 Preside MDM
Management Data Provider User Guide.

Managing the MDPFPMGR server

Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPFPMGR server. Any
changes that you make to the startup command take effect when the
MDPFPMGR server isrestarted. See 241-6001-303 Preside MDM
Administrator Guide for the instructions to use the Server Administration
toal.

Configuration
The MDPFPMGR can be configured using the MDP Configuration tool
(gmdpconfig) or by editing the file /opt/Magel lanM DP/cfg/mdp/
M DPFPSched.cfg.

Suggested name in Server Administration
The recommended name for the MDPFPMGR server is MDP PP Prober
Manager.

Registering the MDPFPM GR server with the Server Administration tool
requires that the server name be used as the Descriptive name in the Server
Administration dialog. The Server Administrationtool storesthisinformation
in thefile /opt/MagellanNM S/cfg/SVMList.cfg.

Start-up command
The command to start the MDPFPMGR server has the following syntax:

/ opt / Magel | anMDP/ bi n/ mdpf pngr
[ -max_concurrent <np]
[-1oglevel <0-4>]
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where:
[ -max_concurrent <np]

is the maximum number of concurrent probers allowed. The default number
is2. The maximum limit is 128.

[-1oglevel <0-4>]

specifiesthe level of 1ogs reported. The default level is 3.

Interdependencies

The MDPFPMGR requires that the MDP Data Model Manager server and
HGDS be active.

If collected Passport datafiles are to be converted from FMIP to BDF, the
MDPFPMGR server requires that the MDP PP File Manager be active.

If converted Passport data files are to be transferred to a customer host for
down-stream processing, the MDPFPMGR server requires the MDP File
Mover Manager server to be active.

Error Messages

MDPFPMGR error messages are written to file
/opt/MagellanM DP/data/mdp/admin/
mdprober/<datatype>/
mdprober_<Passport_nodename>_YYYYMMDD.log.

MDPFPMGR error messages are not written to the OAM Log Collector.

Table 36 describes the MDPFPMGR error messages.

Table 36
Error messages for the MDPFPMGR server

Error message Meaning and action

Failed to connect to host. Check connectivity to host including userID/
password.

FTP failed. Retry FTP connection.
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Table 36

Error messages for the MDPFPMGR server

Error message

Meaning and action

Failed to connect to
switch.

Check connectivity to switch including userlD/
password.

FMIP communication
error.

There is a problem with the FMIP communication
between a Passport and the MDP workstation. If
the problem persists, contact Nortel Networks
Customer Support.
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Chapter 30
MDP Statistics Retrieval System (MDPSRS)

This section describes the information required to control the Management
Data Provider Statistics Retrieval System (MDPSRS) server using the
Multiservice Data Manager (MDM) Server Administration (SVM) tool.

e “About the MDPSRS server” (page 241)

e “Managing the MDPSRS server” (page 242)
* “Interdependencies’ (page 242)

e “Error Messages’ (page 243)

About the MDPSRS server

The MDPSRS polls Passport switches for non-spooled real-time statistical
information. Statistic records are converted to bulk dataformat (BDF) and
transferred to a performance or billing host for down-stream processing.

Valid statistics are limited to the operational attributes of a Passport
component. Two types of statistics can be reported, raw attributes and delta
values. Raw attributes are retrieved from the Passport and written to the BDF
file. Deltavalues indicate the difference between the value of araw attribute
from the previous poll and the value of the raw attribute from the current poll.

You select the Passport components and attributes to poll using the MDP
Configuration tool.

SRS can be used with Passport Enterprise software release 5.0, or higher, or
any software release for Passport Carrier/Wireless.
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For more information about MDP SRS, see 241-6001-309 Preside MDM
Management Data Provider User Guide.

Managing the MDPSRS server
Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPSRS server. Any
changes that you make to the startup command take effect when the MDP
SRS server isrestarted. See 241-6001-303 Preside MDM Administrator
Guide for the instructions to use the Server Administration tool.

For more information, see the following:
e “Configuration” (page 242)

e “Suggested namein Server Administration” (page 242)
e “Start-up command” (page 242)

Configuration
The MDPSRS can be configured using the MDP Configuration tool
(gmdpconfig) or by editing the file /opt/Magel lanM DP/cfg/mdp/
MDPSRS.cfg.

Suggested name in Server Administration
The recommended name for the MDP Statistics Retrieval System server is
MDP SRS.

Registering the MDP SRS server with the Server Administration tool requires
that the server name be used as the Descriptive namein the Server
Administration dialog. The Server Administration tool stores this
information in the file /opt/MagellanNM S/cfg/SVMList.cfg.

Start-up command
The command to start the MDPSRS server has the following syntax:

/ opt / Magel | anMDP/ bi n/ ndpsr s

Interdependencies
The MDP SRS server requires that the HGDS and FDTM servers by active.
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If SRS data files are to be transferred to a customer host for down-stream
processing, the MDP SRS server requires the MDP File Mover Manager
server to be active.

Error Messages
MDP SRS error messages are written to file

/opt/MagellanM DP/data/mdp/admin/
MDPSRS(Sun|Mon|Tue|Wed|Thu]Fri|Sat)_YYYYMMDD.log.
MDP SRS error messages are not written to the OAM Log Collector.

Table 37 describes the MDPSRS error messages.

Table 37
Error messages for the MDPSRS server

Error message Meaning and action

The specified component Either the component name is incorrect or the
does not exist on the component is not provisioned on the Passport.
specified Passport.

System busy. The Passport was unable to send polled
information due to traffic congestion. Increase
the polling interval or reduce the number of
components polled.

FMIP communication There is a problem with the FMIP communication

error. between a Passport and the MDP workstation. If
the problem persists, contact Nortel Networks
Customer Support.

Another instance of this  This program can only have one instance
program is already running to preserve file integrity. Stop the first
running. instance of a program before starting another.
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Chapter 31

MDP Vector File Manager (MDPVSSMGR)

This section describes the information required to control the Management
Data Provider Vector File Manager (MDPV SSMGR) server using the
Multiservice Data Manager (MDM) Server Administration (SVM) tool.

See the following sections for information about this server:

About the MDPVSSMGR server (page 245)
Managing the MDPV SSMGR server (page 246)
Interdependencies (page 246)

Error Messages (page 247)

About the MDPVSSMGR server
The Management Data Provider (MDP) Vector File Manager controls

determination of accounting record billing file type
aggregation and correlation of records

the conversion of Vector raw datato bulk dataformat (BDF)
the storage of converted data

the creation of raw data backups

For more information about MDP Vector File Manager, see 241-6001-309
Preside MDM Management Data Provider User Guide.
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Managing the MDPVSSMGR server

Use the Server Administration (SVM) tool to configure the server startup
command and to start, stop, and set options for the MDPV SSMGR server.
Any changes that you make to the startup command take effect when the
MDPVSSMGR server isrestarted. See 241-6001-303 Preside MDM
Administrator Guide for the instructions to use the Server Administration
tool.

For more information, see the following:

» Configuration (page 246)

e Suggested name in Server Administration (page 246)
e  Start-up command (page 246)

Configuration
The MDPVSSMGR can be configured using the MDP Configuration tool
(gmdpconfig) or by editing the file /opt/Magel lanM DP/cfg/mdp/
MDPV SSMgr.cfg.

Suggested name in Server Administration
The recommended name for the MDP Vector File Manager server is MDP
VSS File Manager.

Registering the MDPV SSMGR server with the Server Administration tool
requires that the server name be used as the Descriptive name in the Server
Administration dialog. The Server Administration tool stores this
information in the file /opt/MagellanNM S/cfg/SVMList.cfg.

Start-up command
The command to start the MDPV SSMGR server has the following syntax:

/ opt / Magel | anMDP/ bi n/ ndpvssngr

Interdependencies

The MDPV SSMGR server requires that the MDP Disk Manager server be
active to control MDP disk space.
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If converted Vector data files are to be transferred to a customer host for
down-stream processing, the MDPV SSMGR server requires the MDP File
Mover Manager server to be active.

Error Messages

MDPVSSMGR error messages are written to file
/opt/MagellanM DP/data/mdp/admin/
MDPVSSMgr(Sun|Mon|Tue|Wed|Thu|Fri|Sat)_YYYYMMDD.log.

MDPVSSMGR error messages are not written to the OAM Log Collector.

Table 38 describes the MDPV SSMGR error messages.

Table 38

Error messages for the MDPVSSMGR server

Error message

Meaning and action

Another instance of this
program is already
running.

Some programs can only have one instance
running to preserve file integrity. Stop the first
instance of a program before starting another.

Diskmanager is not
running.

The disk manager must be running before the
File Managers will start. Configure the disk
manager. If it is configured but not started, start it
using SVM.

Database is corrupt.

Stop and restart the File Manager. If you are
running the BDF Converter, use the -force
option.

Duplicate file received
from switch.

No action required.

Current configuration
does not process all file
types.

If you do not wish to process the file type
specified, you can ignore this message.

Started processing file.

MDP has started processing the raw file.

FINISHED processing file
successfully.

MDP has successfully completed processing the
raw file.
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Table 38

Error messages for the MDPVSSMGR server

Error message

Meaning and action

Finished processing file,
errors occurred.

This message indicates the number of errors
found in the raw file.

Processed records,
unsupported records, and
error records.

This message indicates the number of: records,
unsupported records, and error records found in
a file.
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Chapter 32

Multi-nodal Name Server Agent
(MNSDAGENT)

This section contains information on the multi-nodal name server agent
(MNSDAGENT). See the following topics for more information:

e “About the MNSDAGENT" (page 249)
* “Managing MNSDAGENT” (page 250)
* “Interdependencies’ (page 251)

* “Exit codes’ (page 251)

About the MNSDAGENT

The MNSDAGENT functionality is similar to the multi-nodal name server
(MNSD), with the exception that it contains an interface for Preside
Multiservice DataManager (MDM) Javaapplicationsto use. MNSDAGENT
isthe only agent with afixed port. When a client needs to communicate with
an agent, the client contactsthe MNSDAGENT to look up the agent’s current
port. MNSDAGENT communicates with the MNSD server which stores port
information. The JAVA/Web agent servers register their name and port
number with the MNSD server. The JAVA/Web applications (clients) know
how to communicate with the MNSDAGENT. When they want to establish
communication with other agents (such as gmdragent, nmagent), they request
the port number from the MNSDAGENT. The MNSDAGENT retrieves the
information from the MNSD server and returnsit to the client.

Note: JAVA/Web applications cannot communicate directly with the
MNSD server.
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The MNSDAGENT provides Javaclients with access the mnsd server for the
purpose of looking up server ports. Asaresult, the serversthat the Javaclients
communicate with do not have to run on afixed port. Rather, ports can be
dynamically allocated at startup.

The MNSDAGENT communicates with MDM's context server to set and
retrieve MDM context information for Java clients.

Figure 28
Mnsdagent data flow diagram
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Managing MNSDAGENT

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the server. Any changes you make to the
server startup command or options take effect when the server is restarted.
See 241-6001-303 Preside MDM Administrator Guide for instructionsto use
the Server Administration tool.

For more information, see the following:
*  “Suggested namein Server Administration” (page 251)
e “Startup command” (page 251)
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Suggested name in Server Administration
The recommended name for the multi-nodal name server agent is
MNSD Agent.

Configuring MNSDAGENT with the Server Administration tool requiresyou
to enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The startup command for MNSDAGENT is as follows:

[ opt/ Magel | anNVB/ bi n/ mnsdagent [-p <portno>]
where:
-p <portno> specifiesthe TCP port number for listening to incoming

requests. Thedefault valueis 5934. This port number must not be used by any
other process.

Interdependencies
MNSDAGENT depends on the MNSD server.

Exit codes
Exit codes for the MNSDAGENT are shown in the following table.

Table 39
Exit codes for the MNSDAGENT
Exit code Description
51 Out of memory.
55 Bad argument on command line.
59 Could not initialize IPC system.
60 Could not register service. (Is the server running?)
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Chapter 33

Network Configuration Database Server
(NCDSVR)

This section contains information on the Network Configuration Database
server (NCDSVR). See the following topics for more information:

e “About the NCDSVR” (page 253)

* “Managing the NCDSVR” (page 254)
* “Interdependencies’ (page 256)

* “Exit codes’ (page 256)

e “Error messages’ (page 257)

About the NCDSVR

The NCDSVR provides access to an internal database that contains service
configuration data which must be unique across all DPN and Passport
switches in the network. Unique items stored in this database include: data
network addresses (DNAS), network administrator identifiers (NAMSIDs),
gateway identifiers (GATEWAY _ID), and | P addresses.
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Figure 29
NCD data flow diagram
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Managing the NCDSVR

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor the NCDSVR. Any changes you make to the
startup command or options take effect when the NCDSVR isrestarted. See
241-6001-303 Preside MDM Administrator Guide for the instructionsto use

the Server Administration tool.
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Seedlso...
*  “Suggested namein Server Administration” (page 255)
e “Startup command” (page 255)

Suggested name in Server Administration
The recommended name for the NCDSVRis:

NCD Server <dat abase nane>

where:

<dat abase name> isthe name of the NCD database you specified when
you created an NCD database for this server by means of the ncd create
command

Configuring NCDSV R with the Server Administration tool requires you to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The startup command for the NCDSVR is as follows:

/ opt/ Magel | anNMS/ bi n/ ncdsvr -ncd <dat abase nanme> \
[-log [<log_file>]] \

[ - debug]

[-h]

where:
-ncd <dat abase name> gpecifies the name of the NCD database

associated with the NCDSVR that isto be started. This parameter is
mandatory and no default is provided.

[-log [<log_file>]] specifiesthelogfileforthe NCDSVR. If -logis
specified without alog file name, the default log file name used is
ncdsvr.NCD_<target NCD>.log.

[ - debug] outputs debug messages.
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[-h] outputs command usage information.

Note 1: Entering the command without any parameters or options
outputs command usage information (a simplified version of the -
h option).

Note2: If thespecified NCD database <database name> isalready being
used by an existing NCDSVR, an error message isoutput which indicates
that the specified NCD database isin use, and the NCDSVR is not
started.

Interdependencies
Before starting the NCDSVR, you must create the NCD database by means
of the ncd_create command as described in the installation section in
241-6001-308 Preside MDM Network Configuration Database
Administrator Guide.

Exit codes
When aserver failsfor any of the reasons listed, the exit codeisdisplayedin
the message area of the Server Manager Administration tool. The reason for
thefailureisdisplayedinthe System Log Display and loggedin the OAM log.
Exit codes for the NCDSVR are shown in the following table.

Table 40
Exit codes for the NCDSVR

Exit code Description

1 Error: command line syntax errors.

2 Error: specified target NCD has not been created yet.

3 Error: server “NCD_<database name>" has already been
started.

4 Error: cannot open the log file.

5 Error: server’s version does not match the target NCD database
version.

10 Warning: administrator attention is required (For example too
many clients).

(Sheet 1 of 2)
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Table 40 (continued)

Exit codes for the NCDSVR

Exit code Description

11 Signal 1 (hangup) received.

50 Signal 2 (interrupt), 3 (quiO, or 15 (software termination
received). The SVMDN process will not attempt to restart the
server automatically.

62 Terminated due to licencing problem (see MDMLogs). Look at
the System Log Display tool for logs about licencing problems,
then take the corrective action for the log, as recommended in
the Error Messages section for this server.

(Sheet 2 of 2)

Error messages

Error messages for the NCDSVR are shown in the following table.

Table 41

Error messages for the NCDSVR

Error message

Meaning and action

context

<reason>

(Sheet 1 of 2)

NCD - Cannot allocate licensing

NCD - License refused:

The NCDSVR licensing context
initialization failed. Verify that files
LIClicenses.cfg and LICcustName.cfg
existin directory /etc/opt/Magellan and that
they can be read.

A run-time license cannot be allocated to
the NCDSVR for the product, release, and
customer indicated. Verify that file
/etc/opt/Magellan/LIClicenses.cfg contains
a valid license key for running NCD.
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Table 41 (continued)

Error messages for the NCDSVR

Error message

NCD - License warning:
<reason>

NCD - License not confirmed:
<reason>

Meaning and action

The license required to run NCD is about to
expire. Contact Nortel Networks
immediately.

There is a problem with the license
required to run NCD, it has most likely
expired. Contact Nortel Networks
immediately.

(Sheet 2 of 2)
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Chapter 34
Network Data Access Mediator (NDAM)

This section contains information on the Network Data Access Mediator
(NDAM). See the following topics for more information:

*  “About the NDAM server” (page 259)

e “Managing the NDAM server” (page 262)

* “Interdependencies’ (page 265)

*  “Configuration” (page 265)

e “Secure mode authentication configuration” (page 271)
“Exit codes’ (page 273)

e “Error messages’ (page 273)

About the NDAM server

The NDAM server provides management data from Passport switches to
client applications.

The NDAM server performs the following functions to provide management
datato aclient application:

*  receives requests for information from one or more client applications

*  extracts state, alarm, and component information from the Preside
Multiservice Data Manager (MDM) software by means of the Network
Model Server (NM SERVER) and the General Management Data Router
(GMDR). The GMDR the server is the prime source of thisinformation.
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» filtersthe data according to component types and device names. When
the client application registers with the NDAM server, the registration
request includes information that the NDAM server usesto locate files
that contain criteriato filter management data for the client application.
For a description of these files, see “Configuration” (page 265).

» forwardsthefiltered datato the client application

The NDAM server can therefore act as distributor of management data for
applications such as HP Openview Desktop for Preside Multiservice Data
Manager (MDM). It can also act as afilter between two hierarchical GMDR
servers. Finaly, it can act in place of a GMDR server to perform type and
regional filtering for fault clients.

See thefigure “NDAM server data flow diagram” (page 262) for a data flow
diagram for the NDAM server. The itemsin the diagram and their functions
are asfollows:

* Devicesarethe network devices from which the MDM software collects
management data.

» Datacollectors are specialized data collection processes. Each process
collects alarms and state change notifications for agroup of devices that
belong to afamily of products such as DPN, or Passport. The data
collection processes compute the raw states of the devices and their
components, maintain alist of the active alarms for the devices, and
forward the raw states to the GMDR server. Examples of the data
collection processesfor Passport devices are the FMDR, FDTM, and the
FDTR servers.

» GMDRisanMDM server that consolidatesthealarmsand raw statesthat
it receives from the data collectors and makes them available to other
MDM servers, including the SURNUP server and the NDAM server.
Although the figure “NDAM server data flow diagram” (page 262)
shows only one GMDR server, there can be several GMDR servers that
are arranged into a hierarchy, in which each GMDR server provides the
alarms and raw states to another GM DR server.

«  SURNUPisan MDM server that calculates component states based on
algorithms and the alarms and raw statesthat the GM DR server provides
to SURNUP. The SURNUP server keeps the Network Model up to date
with the calculated state information.

241-6001-310 14.3RSUP



Chapter 34 Network Data Access Mediator (NDAM) 261

» The Network Model is arepository for the management data collected
and calculated by the MDM servers. The Network Model contains a
current view of the devices and componentsin the network and their
states.

When using the Network Viewer or other fault tools, the usual practiceis
to organize the Network Model into sites and regions, as described in
241-6001-015 Preside MDM Network Model Administrator Guide.
However, if you are not using the Network Viewer and other fault tools
it is not necessary for you to perform this organization step. All that is
necessary isto have the GMDR, SURNUP, and NMSERVER running
with sufficient shared memory to accommodate the Network Model.

* NMSERVER isan MDM server that provides access to the Network
Model. The NMSERVER provides NDAM with the current component
states from the Network Model.

«  NDAM isan MDM server that provides management data for Passport
devices. MDM collects this management data and makes it available to
client applications that run on the HP Openview platform.

e Access servers are processes running on HP OpenView that:
— send requests for management data to the NDAM server
— trandatetheinformation they receiveinto aform that the application

can use

Examples of these servers are the Postmaster Daemon (PMD) server, the
OpenView Alarm Translator (OVAT), and the OpenView Data Access
Mediator (OVDAM) servers that supply management data to HP Openview
applications such as the Event Browser.

Preside MDM Server Reference Guide 14.3RSUP



262 Chapter 34 Network Data Access Mediator (NDAM)

Figure 30
NDAM server data flow diagram
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Managing the NDAM server
Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor NDAM. Any changesyou maketo the startup
command or optionstake effect when NDAM is restarted. See 241-6001-303
Preside MDM Administrator Guide for the instructions to use the Server
Administration toal.
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For more information, see the following:
*  “Suggested namein Server Administration” (page 263)
e “Startup command” (page 263)

Suggested name in Server Administration
The recommended name for the NDAM server isNDAM.

Startup command
The startup command for the NDAM server has the following syntax:

[ opt/ Magel | anNM5/ bi n/ ndam \

[-b size]

[-g [<GVDR service nane>@ <GVDR host >]
[ - m <NMBERVER host >]

[-n <NDAM name>]

[-s]

[-Fl

where:
[-b size]

is the maximum number of messages that NDAM stores for each of its client
applications. The default is 10 000 messages and the maximum is 50 000
messages.

[-g [<GVDR service nane>@ <GVDR host >]

specifiesthe service name of the GMDR server that the NDAM server usesas
the source of management data and the name of the host on which the GMDR
server isrunning. By default, the GMDR service nameis GMDR, and the
default GMDR host is the host name of the workstation that is currently set
by the administrator of the Service Selection tool

[ -m <NVBERVER host >]

specifies the name of the host that runs the NM SERV ER used by the NDAM
server to access the Network Model. By default, the NMSERVER host isthe
host name of the workstation that is currently set by the administrator of the
Service Selection toal. If the special value“~" is specified (the quotes are
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mandatory), NDAM does not attempt to maintain a connection to the
NMSERVER. Thisis needed when NDAM isused asainter-GMDR filter or
as areplacement for GMDR since no Network Model information is needed
in those cases.

[-n <NDAM namne>]

is an alternate service name for the NDAM server. This option only needsto
be specified when two or more NDAM servers are running on the same
workstation. By default, the service namefor the NDAM server isNDAM. To
configure NDAM as a proxy for a GMDR server, specify GMDR asthe
NDAM service name. You will then also need to configure awildcard
authentication if NDAM isalso running in secure mode. Inthismode, NDAM
actsjust like GMDR towards its clients, with two exceptions. The GMDR
Administrationtool and theinbound API, which must be connected to thereal
underlying GMDR server. The Alarm and Status API repFilter, replnfo,
repScope, repOClass, and repOid sieve attributes are not available because
NDAM does not have an object model of its own these filters can be applied
to.

[-s]

indicates that NDAM should runin secure mode. NDAM then only provides
datato clients that register with auser ID and password that matches one of
the configured ones. NDAM also performs automatic filtering on this client
connection as configured for each valid authentication. See “ Secure mode
authentication configuration” (page 271) for more details on valid
authentication configurations.

[-F]

indicates that NDAM should perform component type filtering using fully
qualified type specifications. By default, NDAM only compares on the first
and last component categories. All typeset files used in this mode must be
fully qualified too (the typesets provided with Preside Multiservice Data
Manager (MDM) are only specified in using the default first-last method) as
no mix specifications are allowed. Glob style pattern matching is supported.

241-6001-310 14.3RSUP



Chapter 34 Network Data Access Mediator (NDAM) 265

Interdependencies

To provide client applications with management data, the NDAM server
requires access to the following servers:

e datacollectors (FMDR and FDTM)

+  SURNUP
* NMSERVER
+ GMDR

Configuration

When an application sends the NDAM server aregistration request, the
reguest includesinformation that the NDAM server usesto locate fileswhich
contain criteria for filtering management data for the client application. The
registration request messages can also contain additional filtering criteria
from the client application.

The NDAM server looksfirst at atypeset file for the criteriato filter
management data according to the component type, then at adeviceset filefor
the criteriato filter management information according to the device name.
See the following sections for information about the two files:

e “Typeset configuration files’ (page 265)
» “Deviceset configuration files” (page 269)

Typeset configuration files
A typeset configuration file specifiesfiltering criteriathat the NDAM server
usesto filter data according to component types for a client application.
Typeset files are named:
NDAM <t ypeset nanme>.typ

where:
typeset nane

isthe name of a set of device types. For example, NDAM_ALL_EM.typ
contains default filters that are used for all Passport devices.
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The PresideMultiservice DataManager (MDM) software providesatemplate
typeset filein directory /opt/MagellanNM S/lib/cfg. Do not modify thefilein
the /opt/MagellanNM S/lib/cfg directory. If you wish to modify thefile for
your purposes, copy the lines you wish to modify out of the templatefileinto
anew file that has the same name in directory /opt/MagellanNM S/cfg. Then
modify the new file. It is not necessary to include the entire contents of the
templatefile, only the lines you wish to modify.

The syntax used in atypeset fileis specified in one of two ways:

» asfirst and last category only (default)

e fully qualified (with the -F command line option)

The syntax for the default first-last category mode is as follows:

# <string>

introduces a comment. An example of acomment is aline that contains the
words EM #Passport Module,. In this line, #Passport Module is a comment
that the software ignores.

#i ncl ude <fil ename>

treats the contents of thefile specified inthefile name asif the contents of the
fileare part of thistypeset file. Theinclude statement letsyou specify typesets
insidetypeset files. For example, you can create atypeset file for ageographic
region that includes typeset files for the cities within the region.

<devi ce type>

passes module level datafor devices of the specified type. For example, aline
containing the entry EM passes data for all Passport modules.

*

passes module level datafor devices of all types

<devi ce type>-<last subconponent type>
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passes data for subcomponents of a specified device and subcomponent type.
For example, EM-DS1 passes data for all DS1 subcomponents of all EM
devices. See 241-6001-015 Preside MDM Network Model Administrator
Guide for the list of allowed subcomponent types.

<devi ce type>-*

passes data for all subcomponents of a specified device type. For example,
EM-* passes data for all subcomponents of EMs.

<link type>:

passes data for links of the specified link type. for example PTK: passes data
for al links of type PTK

passes data for all types of links.

! *

rejects module level datafor all types of devices.
I <devi ce type>

rejects module level datafor all devices of the specified type. For example,
IEM rejects datafor all EM modules.

I <devi ce type>-<last subconponent type>

rejectsdatafor subcomponents of a specified device and subcomponent type.
For example, 'EM-DSL rejects data for all DS1 subcomponents of EMs.,

I <devi ce type>-*

rejects data for all subcomponents of the specified device type. For example,
IEM-* rejects datafor all subcomponents of EMs.

| % _*
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rejects data for all subcomponents of all device types.
I<link type>:

rejectsdatafor links of the specified type. For example, ! PTK: rejects datafor
al PTK links (trunks).

I*:
rejects data for types of links.

The syntax for the fully-qualified mode (-f option) isnearly identical for link,
module and wild card specifications (*). In fully qualified mode,
subcomponents are specified using all the intermediate categories (with

GL OB style pattern matching supported). For example, the default mode
specification of EM-FRAMER is equivalent in fully qualified mode to EM-
*FRAMER. On the other hand, it is possible to distinguish in fully qualified
mode between a Passport FrUni Framer (EM-FRUNI-FRAMER) and an
Unacknowledged Trunk Framer (EM-TRK-UNACKED-FRAMER). Note
that all typeset files provided with MDM are specified using the default mode
and that is not possible to use both types of specifications at once.

The software examines the contents of atypeset file starting at the top of the
fileand filterswhen it findsamatch. Therefore when creating afile, you need
to put the most specific entriesabove any wild card (*) entries. If the software
does not find a match for an entry in the file, it rejects data from the
component by default. For example, say thereisatypeset filethat containsthe
following lines:

EM

EM LP
PTK:

MPA

I MPA- PE
MPA- *

When the NDAM filters data, it passes datato the client for Passport devices,
L Ps and trunks, Passport 4400 (MPA) devices, and all subcomponents except
PEs. Say we invert the order of the last two linesin the file like this:

MPA- *
I MPA- PE
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With the linesinverted, the software passesinformation from all PEs because
the software reads line | abelled MPA-* first, and passes information from all
MPA subcomponentsincluding MPA- PEs. Thelast lineis actually of no use.

Deviceset configuration files
A deviceset configuration file specifies the filtering criteria that the NDAM
server uses to filter data according to device names for aclient application.
Deviceset files are named:
NDAM <devi ceset _nane>. dev

where:

devi ceset _nane

isthe name of a set of devices. For example, EUROPE_Passport.
The syntax used in a deviceset fileis as follows:

# <string>

isacomment. For example in aline that contains the words EM NODEX5 #
a Passport module, # a Passport module is a comment that the software
ignores.

#i nclude <file nanme>

treatsthe contents of thefile specified inthefile name asif the contents of the
file are part of this deviceset file. The include statement lets you specify
devicesetsinside deviceset files. For example, you can create a deviceset file
for a geographic region that includes deviceset files for the cities within the
region.

<devi ce type> <devi ce nane>

includes the specified device type and device name in the set of devices for
which the NDAM server passes management data to the client application.
The device specified by the device type and the device name must be present
in the Network Model to obtain information to filter. For example, assuming
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that device EM NODER99 is present in the Network Model, the line EM
NODER99 includesNODER99 in the set of devicesfor which NDAM passes
management data to the client application.

<devi ce type> <nane prefix>*

includes all devices with specified device type whose name begins with the
specified prefix in the set of devices. For example, EM NODER?* includesall
EMs whose node name begins with NODER.

<devi ce type> *

passes management data for all the devices of the specified type that are
present in the Network Model to the client application

includes all of the devices in the Network Model in the device set
I <devi ce type> <devi ce nane>

excludes the specified device type and device name from the device set
defined by the previous linesin thefile

I <devi ce type> <name prefix>*

excludes al the devices of the specified type whose name starts with the
specified name prefix from the device set defined by the previouslinesin the
file

I <devi ce type> *

excludes al of the devices of the specified device type from the device set
defined by the previous linesin thefile

The software examines the contents of the deviceset file starting at the top of
the file and filters when it finds a match. Therefore when creating afile, you
need to put the most specific entries above any wild card (*) entries. If the
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software does not find amatch for an entry in thefile, NDAM rejects data
from the component by default. For example, say there is atypeset file that
contains the following lines:

EM NODEX5
I EM NODEX*
EM *

When the NDAM server reads the file it creates a device set that includes all
Passport switchesin the network model, except the deviceswhose names start
with NODEX. However, EM NODEXS5 isincluded because the software
encountersthe line EMNODEX 5 before it encounters the exclude statement
IEM NODEX *.

Say weinvert the two first lineslike this:

I EM NODEX*
EM NCDEX5
EM *

With the first two lines inverted, the software excludes data from NODEX5
because it finds a match for the 'EM NODEX* entry first.

Links are considered part of the device set if at least one of their endpointsis
on adevice accepted by thefilter type and device sets.

Secure mode authentication configuration

The authentication information for NDAM running in secure (-s) modeis
stored in file /opt/MagellanNM S/cfg/private/NDAM .passwd with aformat
similar to the Unix password file (man -s4 passwd). The user name and
password are encoded in the usual fields. The comment (also known as
GECOS) fieldisused. The password information inthefile must be encrypted
so it isnot possible to add entriesto it by hand. The ndamuser utility is
provided for this purpose and it has the following command line syntax:

[ opt/ Magel | anNM5/ bi n/ ndanmuser <user nane> \
[ <password> [<typeset(.typ) and devi ceset (. dev)
names. .. >]]

where:

<user nane>
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isx for aglobal wildcard, %<SERVICE_NAME> for a service specific
wildcard, or another string for the corresponding authentication. A SERVICE
NAME must be in uppercase letters. Specific wildcards accept any user
authentication registered on the corresponding service if a matching non-
wildcard authenti cation does not exist. Service specific wildcards may or may
not have a password specified. The global wildcard accepts any
authentication from any service if there is no matching specific nor service
specific wildcard authentication. The global wildcard usually has no
password associated with it (x) in order to allow MDM fault tools to access
the GMDR data

Note: If NDAM isused in the context of HP Openview Desktop for
Preside Multiservice Data Manager (MDM), a proper wildcard
authentication must be configured in NDAM.

<passwor d>
isavalid password or x to indicate that no password is necessary.
<typeset>.typ or <deviceset>. dev

are either Component Type or Device filterset names. The name must not
specify the standard prefix NDAM _but must have a suffix of .typ” for
typesets or .dev for devicesets. The corresponding files must exist as
/opt/MagellanNM S/cfg/NDAM _<typeset>.typ or

/opt/MagellanNM S/lib/cfg/NDAM _<typeset>.typ for typeset files and
/opt/MagellanNM S/cfg/NDAM _<deviceset>.dev for devicesets. If the files
do not exist at the time of running the ndamuser utility, awarning will be
issued to remind you of this. Multiple typesets and devicesets can be
specified. They will be used as forced filters for the connections registered
with the corresponding authentication.

The ndamuser utility can be used to add new authentications and to change
existing ones. To delete authentications, you must use a UNIX text editor to
edit the NDAM password file and remove the corresponding line. The
nmdamuser utility cannot be used for deleting authentications. You cannot
manually enter new authentication in the NDAM password file because the
password must be encrypted. You must use the ndamuser utility for this
purpose.
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Exit codes
Exit codes for the NDAM server as shown in the following table.

Table 42
Exit codes for the NDAM server

Exit code Description

51 Memory resource error. For example, not enough memory.
No restart.

55 Invalid command line argument

59 ipc_init unsuccessful. No restart.

60 IPC service cannot be registered. No restart.

62 Terminated due to licensing problem (see MDM Logs). Look
at the System Log Display tool for logs about licensing
problems, then take the corrective action for the log, as
recommended in the Error Messages section for this server.

Error messages
Error messages for the NDAM server are shown in the following table.

Table 43

Error messages for the NDAM server
Error message Meaning and action
NDAM - Unable to The NDAM server licensing context initialization
establish a licensing failed. Verify that files LIClicenses.cfg and
context LICcustName.cfg exist in directory

/etc/opt/Magellan and that they can be read.

NDAM - License request A run-time license cannot be allocated to the

failed: NDAM server for the product, release, and
customer indicated. Verify that file
/etc/opt/Magellan/LIClicenses.cfg contains a
valid license key for running NDAM.

NDAM - License warning: The license required to run FDTM is about to
expire. Contact Nortel Networks immediately.

(Sheet 1 of 2)
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Table 43 (continued)

Error messages for the NDAM server

Error message

Meaning and action

NDAM - Reloading
current configuration files

NDAM - Could not load
filter description file <filter
file name>

NDAM - Invalid command
line argument:
<argument>

NDAM - <client name> :
killed client connection
due to congestion.

NDAM - <client name> :
unexpectedly lost client
connection.

NDAM - Connected to
GMDR Server <GMDR
name> on <hostname>.

NDAM - Connected to NM
Server on <hostname>

NDAM - Dropping client
<client name> due to
server loss.

The NDAM server has received a HUP signal
and has reloaded its filter configuration files.

The NDAM server cannot read the file. The file
may be non-existent, incorrect, or have invalid
access rights.

The specified command line argument passed to
the NDAM server cannot be recognized. The
server will not restart automatically.

The connection to the named client has been
forced down due to excessive congestion. Verify
whether the client is blocked

The connection from the named client has been
lost unexpectedly.

The NDAM server has successfully connected to
the assigned GMDR server.

The NDAM server has connected successfully to
the assigned NMSERVER.

There has been an unexpected loss of
connection to the named server (GMDR or
NMSERVERI).

(Sheet 2 of 2)

241-6001-310 14.3RSUP




275

Chapter 35
Network Model Coordinator (DNMNMC)

This section contains information on the Network Model Coordinator
(DNMNMC). See the following topics for more information:

*  “About the DNMNMC server” (page 275)

*  “Managing the DNMNMC server” (page 276)
*  “Configuration” (page 277)

* “Interdependencies’ (page 277)

“Exit codes’ (page 277)

e “Error messages’ (page 278)

About the DNMNMC server

The DNMNMC is the fault server responsible for coordinating access to the
Network Model. The Network Model is stored in a shared memory segment
that is used by a number of applications. The DNMNMC server ensures that
applications that connect to the shared memory are informed when other
applications make changes to the model, so that they may take appropriate
action.

For example, before a network population tool reads in anew model, it must
obtain alock from the DNMNMC server. Fault tools will be informed of the
lock, so that they do not attempt to read the model whileitisbeing read into
shared memory. The DNMNMC server also provides a change notification

service, so that if one application makes a change to the model, for example
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adding or deleting a component, the other applications can take appropriate
action, for example, updating their displays to include or remove the
component, respectively.

Figure 31
DNMNMC data flow diagram
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Managing the DNMNMC server

Use the MDM Server Administration tool to enter or edit the startup
command and to start, stop, and set optionsfor DNMNMC. Any changesyou
make to the startup command or options take effect when DNMNMC is
restarted. See 241-6001-303 Preside MDM Administrator Guide for
instructions to use the Server Administration tool.

See the following:
*  “Suggested namein Server Administration” (page 276)
e “Startup command” (page 277)

Suggested name in Server Administration
The recommended name for the DNMNMC server is DNMNMC.
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Configuring DMNNMC with the Server Administration tool requires you to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command

The command to start the DNMNMC server has the following syntax:
[ opt/ Magel | anNM5/ bi n/ dnmmnc [-s <shm si ze in NMB>]

where:

-s <shmsize in MB> isthe maximum amount of shared memory to
reserve. This number must be less than or equal to the maximum shared
memory segment size configured in the workstation kernel.

If this option is not specified, the DNMNMC server reserves the largest
possible shared memory segment available up to 24 Mbyte. To alocate a
segment that is larger than 24 Mbyte, you need to specify the -s option.

Configuration

For information on configuring shared memory, see 241-6001-303 Preside
MDM Administrator Guide.

Interdependencies

Exit codes

The DNMNMC server isresponsible for initializing the shared memory
segment for a Network Model. Therefore the DNMNMC server must be
started before any other application that uses the model. Thisis ensured by
positioning its entry in the file /opt/Magel lanNM S/cfg/SVMList.cfg
(Network Model Coordinator) before the other servers that use the model
(DPN Network Model Updater, Network Model Server and Network Model
Editing Server). Stopping the DNMNMC server using the Server
Administration tool will cause all Network Model applications and serversto
exit.

Exit codes for the DNMNMC server are shown in the following table.
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Table 44
Exit codes for the DNMNMC server
Exit code Description
1 Could not reserve the shared memory segment.
2 Model could not be loaded.
55 Invalid command line argument.

Error messages
Error messages for the DNMNMC server are shown in the following table.

Table 45
Error messages for the DNMNMC server

Error message Meaning and action

Invalid command line argument. Fatal, invalid command line argument
provided. Revise the server configuration
with the Server Administration tool.

Unable to initialize shared Fatal, unable to reserve the shared

memory. memory segment. The segment may be
owned by another user (root).

NM Coordinator: Model is Fatal, model load failed and is assumed to

suspect. Exiting. be corrupted. Verify the model
configuration.
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Chapter 36
Network Model Editing server (EDSERVER)

This section contains information on the Network Model Editing server
(EDESERVER). See the following topics for more information:

e “About the EDESERVER” (page 279)

* “Managing the EDESERVER” (page 280)
* “Interdependencies’ (page 281)

* “Exit codes’ (page 282)

e “Error messages’ (page 282)

About the EDESERVER
The EDSERVER lets you edit Network Models from the Network Viewer
(NV). The EDSERVER, along withthe NMSERV ER, must be running to use
NV in edit mode. Security must also be configured and there are multiple
levels of security possibilities.
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Figure 32
EDSERVER data flow diagram
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Managing the EDESERVER

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the EDSERVER. Any changes you make to
the server startup command or options take effect when the EDSERVER is
restarted. See 241-6001-303 Preside MDM Administrator Guide for
instructions to use the Server Administration tool.

For more information, see the following:
*  “Suggested namein Server Administration” (page 281)
e “Startup command” (page 281)
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Suggested name in Server Administration
The recommended name for the EDSERVER is NM Edit Server.

Configuring EDSERV ER with the Server Administration tool requiresyou to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command

The command to start the EDSERVER has the following syntax:

[ opt/ Magel | anNMB/ bi n/ edserver [-p <password>] [-L] [-
h]

Variable definitions

Variable Definition

-p <password> is a password, or the full path of the file that
contains the encrypted password. Password files
are stored in the directory
/opt/MagellanNMS/cfg/private. The password
must be provided to NV when entering edit
mode. If set, you must provide the specified
password to be allowed to edit the model.

-L specifies local model editing only. Only users
running NV on the same workstation as the
EDSERVER can edit Network Models.

-h displays the help menu

The default values for the EDSERV ER are remote access permission without
a password.

Interdependencies
The EDSERVER relies on the DNMNMC server, and is always set up to run
with the NMSERVER.
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Exit codes
Exit codes for the EDSERVER are shown in the following table.

Table 46
Exit codes for the EDSERVER

Exit code Description

1 Lost or no DNMNMC

2 Network Model load failed

3 Could not initialize the IPC environment
55 Invalid command line

Error messages
The error messages for the EDSERVER are shown in the following table.

Table 47

Error messages for the EDSERVER
Error message Meaning and action
Lost connection to Network Fatal, lost DNMNMC. Make sure the
Model Coordinator server is running. The original cause for

this may be an invalid network model being
loaded or insufficient shared memory

space.
Could not register with Network Fatal, could not connect to DNMNMC.
Model Coordinator Make sure the server is running.
- Or -

No Network Model Coordinator

Invalid Network Model Fatal, a corrupt Network Model was
loaded. Verify the model configuration.
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Chapter 37
Network Model Server (NMSERVER)

This section contains information on the Network Model server
(NMSERVER). See the following topics for more information:

e “About the NMSERVER” (page 283)

* “Managing the NMSERVER” (page 284)
* “Interdependencies’ (page 285)

* “Exit codes’ (page 286)

e “Error messages’ (page 286)

About the NMSERVER
The NMSERVER is the Preside Multiservice Data Manager (MDM) server
responsible for handling the API requests from the Network Model Provider.
It also provides Network Model information to the fault tools. The
NMSERVER is designed to give access to information about the active
surveillance Network Model. The NMSERVER communicates with the
Network Model Provider through the IPI interface, which isan IPC version
of the API protocol as documented in the ESI primer.

The NMSERVER provides different kinds of information about the active
surveillance model such as:

» themodel topology

» theraw and network states of the network components

» thenetwork and raw state notifications of the network components
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»  the component attributes and their values

Note: The maximum number of sieves that can be handled by the
NMSERVER isfixed at 50.

Figure 33
NMSERVER data flow diagram
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Managing the NMSERVER

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the NM SERV ER. Any changes you make to
the server startup command or options take effect when the NMSERVER is
restarted. See 241-6001-303 Preside MDM Administrator Guide for
instructions on using the Server Administration tool.
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For more information, see the following:
e “Suggested namein Server Administration” (page 285)
e “Startup command” (page 285)

Suggested name in Server Administration
The recommended name for the NMSERVER is NM Server.

Configuring NMSERV ER with the Server Administration tool requires you
to enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The command to start the NMSERVER has the following syntax:

[ opt/ Magel | anNVB/ bi n/ nnserver \
[-t <nunber of replies per thread pass>] \
[-c <nmessage congestion threshol d>]

where:

-t <nunber of replies per thread pass> isthethread concurrence
factor in terms of numbers of replies forwarded before the next thread takes
over (default 0).

-c <nmessage congestion threshol d> isthenumber of messages
buffered due to congestion before the client connection is automatically
dropped (default 3000).

Interdependencies
The NMSERVER relies on the Network Model Coordinator (DNMNMC)
server to control access to the active surveillance model. The DNMNMC
server must run on the sameworkstation asthe NMSERVER. The DNMNMC
server must be started before the NMSERVER is started.
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The NMSERVER also relies on the Surveillance Network Model Updater
(SURNUP) to provideits state notifications services. The NM SERV ER must
run onthe sameworkstation asthe SURNUP server. Therefore, we advisethat
the SURNUP server be started before the NMSERVER.

The NMSERVER isused by the following items:

Exit codes

Network Model AP

Network Viewer

Component Information Viewer
RNCS Alarm

Accounting Gateway

Network Status Bar
Component Status Display

The exit codes for the NMSERVER are shown in the following table.

Table 48
Exit codes for the NMSERVER
Exit code Description
1 lost or no DNMNMC
2 Network Model load failed
3 could not initialize the IPC environment
55 invalid command line

Error messages
The error messages for the NMSERVER are shown in the following table.
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Table 49

Error messages for the NMSERVER
Error message Meaning and action
Lost connection to Network Fatal, lost DNMNMC.

Model Coordinator . .
Make sure the server is running. The

original cause for this may be an invalid
network model being loaded or insufficient
shared memory space.

Could not register with Network Fatal, could not connect to DNMNMC.
Model Coordinator Make sure the server is running.

- Or -
No Network Model Coordinator

Invalid Network Model Fatal, a corrupt Network Model was
loaded. Verify the model configuration
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Chapter 38

Network Model Surveillance Updater
(SURNUP)

This section contains information on the Surveillance Network Model
Updater. See the following topics for more information:

e “About the SURNUP server” (page 289)

e “Startup options’ (page 292)

*  “Managing the Surveillance Network Model Updater” (page 293)
* “Interdependencies’ (page 299)

e “Configuration” (page 299)

“Exit codes’ (page 300)

e “Error messages’ (page 300)

About the SURNUP server

The SURNUP server isthe Preside Multiservice Data Manager (MDM)
server responsible for keeping the active Network Model up to date with
current component state information. The SURNUP server receives
component state information from a GMDR server that maps states,
component status, and alarms from the network into araw component state.
The SURNUP server takes the raw state value for a component and
determines an overall state that takes into account the criticality of the
component and the states of itsrelated components. Whenever acomponent’s
overall state changes, the SURNUP server propagates the new stateto related
components and recomputes their overall states if necessary.
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The SURNUP server is also responsible for adding new components to the
Network Model when state notifications arrive for components that do not
exist in the model. Thisis called auto-population. Components of certain
types are added to the model permanently. These are the same components
that may be created in the model using the Network Viewer. Other
components are added to the model only temporarily, for the period of time
that they are experiencing a problem. These are called dynamic components.
For more information on components and attributes, see 241-6001-015
Preside MDM Network Model Administrator Guidefor alist of all component
types, indicating which are dynamic.

Whenever the SURNUP server makes a change to the model, such as a state
update or a component addition or deletion, it informs the Network Model
surveillance display applications (Component Information Viewer, and
Component Status Display) so that they may update their displays.

The SURNUP server receives new ackStateChange notifications from the
GMDR server when components become acknowledged or unacknowledged.
The SURNUP server propagates these notifications and updates the Network
Model. The NV, CSD and NSB receive the required notifications from the
Network Model. The SURNUP server maps the notifications to the action of
manual ly acknowledging or unacknow!edging anetwork state from one of the
state-based surveillance tools such as NV or CSD.

The SURNUP server aso has an option that allows obsolete components to
be removed from the network model. A command line option provides the
flexibility to decide on the level of component deletion (see “Obsolete
component deletion options’ (page 293)). In order to receive component
delete notifications, SURNUP asksfor server reset notificationsfrom GMDR
when it connectsto GMDR. When a server reset component delete
notification isreceived, the component del etetype attribute valueis extracted.
If the type is permanent, then the component is removed from the network
model, unlessit is overridden by the command line option. If the attribute
does not exists, then the delete notification is treated as transient, and the
component is not removed from the network model.

Components are automatically deleted from the network model when a
disconnected GMDR isreconnected - thisisreferred to as resynchronization-
based automatic component deletion. For GMDR disconnects that are the
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result of administrator action, the components are del eted on any downstream
GMDRs and are a so deleted from the network model and fault applications
using the fault API or EPI. For GMDR disconnects that are the result of
communication failures, the components stay in the unknown state until the
component indicates no alarms; the component is then eligible for deletion.

While an editing session or operation is being performed on the network
model, component deletions are not applied. The events are queued and
applied when the editing session or operation is finished.

Figure 34
SURNUP data flow diagram
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Startup options
You can use the startup command to specify the following options:

e “Auto-population options’ (page 292)
e “State-determination options’ (page 292)

See “ Startup command” (page 294) for a detailed description of the startup
options.

Auto-population options
Whenever the SURNUP server receives state information for a component
that is not in the Network Model, it automatically adds the component to the
model. Auto-population can be controlled by the following options.

« -Aldl]

* -A b[ackbone]

* -An[on€]

e -A gubcomp]

These options do not affect dynamic components, which will continue to be

temporarily added to the model while they are in the out-of-service or in-
service-troubled states.

See “ Startup command” (page 294) for a detailed description of the auto-
popul ation options.

State-determination options
State-determination can be controlled by the following options.

. N
. C
.

The -N option specifies how the SURNUP server determines overall state for
organizational nodes (for example, regionsand sites) for the caseinwhich the
node has an out-of-service subcomponent.
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The -C option specifies customer network manager (CNM) mode. In this
mode, unknown subcomponents are forced to the in-service state if one or
more of their parentsis set to the in-service state (For example, at initial
popul ation). The-C option al so turns auto-popul ation off, but auto-population
can be turned back on by including the -A all option in the start up command.

See “ Startup command” (page 294) for a detailed description of the -N, and -
C options.

Obsolete component deletion options
Whenever the SURNUP server receives acomponent del ete notification from
GMDR, it can automatically delete the component from the network model.
Obsolete component deletion has the following options:
« -DIal]
« -Ddl,nl
 -Dn[on€]
e -D gubcomp]
« -D subcomp], nl

. s

Component deletion in SURNUP and the network model appliesto all types
of componentsin the network model: ordinary, optional, endpoint, optional
endpoint, and dynamic.

See “ Startup command” (page 294) for a detailed description of the obsolete
component del ete options.

Managing the Surveillance Network Model Updater

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for SURNUP. Any changes you make to the
server startup command or options take effect when SURNUP is restarted.
See 241-6001-303 Preside MDM Administrator Guide for instructionsto use
the Server Administration tool.
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For more information, see the following:
e “Suggested namein Server Administration” (page 294)
e “Startup command” (page 294)

Suggested name in Server Administration

The recommended name for the Network Maodel Surveillance Updater is
SURNUP.

Configuring SURNUP with the Server Administration tool requires you to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The startup command syntax for the SURNUP server has the following
syntax:

[opt/ Magel | anNVB/ bi n/ surnup [-C [-U [-V] [-N \
[-ATall]l |-A n[one] |-A b[ackbone] |-A s[ubconp] \
[-Dall [nl] |-Dn[one] |-D s[ubconp] [nl] \

[-H <GVDR host nane>]] [-d <NMfiles directory> \
|-i <instances directory> \

[-t <types directory>]] [-] <GVDR service nane>] [-P] \
[-T <criticality threshold>] \
[-11 [-a] [-e] [-9]

where:

- C sdlectsthe customer network management (CNM) mode.
Autopopulation isturned off, and theinitia statesfor subcomponents are set
to in service when their parent component isup. If this option is not used, the
initial states for these subcomponents are unknown.

To use the -C parameter with autopopulation turned on, type in parameter -A
immediately after the -C parameter.
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- U stopsthe SURNUP server from producing state change notifications to
UNKNOWN that arethe result of |0sing aconnection to anetwork node. This
option should be specified in networks that contain very large nodes (that
have in the order of thousands of subcomponents) to reduce communications
loads.

CAUTION

Risk of displaying inaccurate component states

Do not specify the -U option if Network Viewers from
software releases of 10.1 or lower have been used to
monitor the current Network Model. If you do, the
Network Viewer will display inaccurate subcomponent
states.

-V selectsthe customer network management (CNM) mode.
Autopopulation isturned on, and theinitial states for subcomponents are set
toin service when their parent component is up. If this option is not used, the
initial states for these subcomponents are unknown.

This option is the equivalent of entering the -C option along with the
-Alal] option.

- N changesthe way the SURNUP server determines the overall state for
organizational nodes (for example, regions and sites) when the node has an
out-of -service subcomponent. It allowsoperatorsthat aremonitoring at ahigh
level to be made directly aware of sites and regionsthat contain modul es that
are out of service.

If you do not enter the -N option and an organizational node has at least one
subcomponent that is out-of-service, the state of the node is set to in-service
trouble. The criticality (severity) of the trouble isthe highest criticality of al
troubled subcomponents.

If you enter the -N option and an organizational node has at |east one
subcomponent that is out of service (O0S), the state of the nodeis OOS. The
criticality of the outage is the highest criticality of all OOS subcomponents.

-A[all] directsthe SURNUP server to auto-popul ate components of any
component type. Thisisthe default.
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-A n[one] directsthe SURNUP server not to auto-popul ate components of
any type

- A b[ackbone] directsthe SURNUP server to auto-populate only
backbone subcomponents and network links and trunks. No module level
components will be auto-popul ated when this option is turned on. Backbone
subcomponents are defined with the BACK BONE flag in the Network M odel
schema.

Example:
PM: subcomponents down to and including PI.

NM: subcomponents down to and including SCAN.
EM: subcomponents such as shelves, cards, trunks, and DPN gateways

This includes dynamic subcomponents at the same levels as the above
backbone subcomponents; for example, REDS and OFFICE under PM, and
VOLUME and FQ under NM.

- A s[ubconp] directsthe SURNUP server to only autopopulate
subcomponents of existing modules.

-D [all] directsthe SURNUP server to automatically delete components
from the network model on receiving acomponent del etion notification with
the permanent del ete attribute. The extent of deletion depends on the level of
component deletion notification, as follows:

e onmodules, ahierarchical deleteincluding all linksis performed
e onamodulelevel link, the deletion is performed

e onsubcomponents, a hierarchical deleteincluding al link end-pointsis
performed

e onasubcomponent link, the deletion is performed
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-D all, nl directsthe SURNUP server to automatically delete
components from the network model on receiving a component deletion
notification with the permanent delete attribute. Links and their end-points
are not deleted. The extent of deletion depends on the level of component
deletion notification, as follows:

* onmodules, ahierarchical delete including all linksis performed
e onamodulelevel link, the link and end-points are not deleted

e on subcomponents, a hierarchical delete is performed except for link
end-points and the parent components of the end-points

e onasubcomponent link, the link and end-points are not deleted

-D n[one] directsthe SURNUP server not to delete components of any
type (including modul es, subcomponents, and links).

Note: Thisdoesnot include dynamic components del etion when the state
changesto INSV.

-D s[ubconp] directsthe SURNUP server to automatically delete only
components representing subcomponents and links from the network model
on receiving a component deletion notification with the permanent delete
attribute. Thisisthe default component del etion option. The extent of deletion
depends on the level of component deletion notification, as follows:

e onmodules, the deletion is not performed
e onamodulelevel link, the link and end-points are not deleted
e on subcomponents, a hierarchical delete including all linksis performed

e onasubcomponent link, the link and end-points are not deleted
Note: Modules are never automatically deleted from the network model.

-D s[ubconp], nl directsthe SURNUP server to automatically delete
only components representing subcomponents from the network model on
receiving a component deletion notification with the permanent delete
attribute. Links and their end-points are not deleted. The extent of deletion
depends on the level of component deletion notification, as follows:

» onmodules, the deletion is not performed
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e onamodulelevel link, the link and end-points are not deleted

*  onsubcomponents, a hierarchical delete is performed except for link
end-points and the parent components of the end-points

»  onasubcomponent link, the link and end-points are not deleted
Note: Modules are never automatically deleted from the network model.

- H if specified, names the Preside Multiservice Data Manager (MDM)
workstation that runs the GMDR server to be used as a data source. If this
optionisnot specified, theworkstation-wide service sel ection for surveillance
isused.

-d <NM files directory> directsthe SURNUP server to use network
model types and instances filesin <NM files directory>

-i <instances directory> directsthe SURNUP server to use network
model instances files in <instances directory>

-t <types directory> directsthe SURNUP server to use network
model typesfilesin <types directory>

-1 <GWDR Servi ce name> specifiesthe GMDR service name to connect
to

-T <criticality threshol d> specifiesthe minimum component
criticality value that acomponent must have if the GMDR server isto supply
SURNUP with state change information for that component. Only
information about components with a GMDR component criticality value
higher or equal to the threshold are reported to SURNUP, and are therefore
managed by SURNUP. The GMDR component criticality specified with this
option is not the same as the Network Modél criticality.

-1 generatesall logs for missing components (default off)
-q generatesthefirst log for a missing component (default off)

-e printsall error logs on standard output
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- S any component GMDR does not know about is deleted from SURNUP.
Thisonly occursif GMDR has heard from the device which contains the
UNK component. If GMDR has not heard from the device, it will not delete
any subcomponents.

Interdependencies
The SURNUP server relies on the Network Model Coordinator (DNMNMC)
server to control access to the active Network Model and broadcast state
change notifications. The DNMNMC server must run on the same
workstation as the SURNUP server. The DNMNMC server must be started
before the SURNUP server is started.

The SURNUP server relies on the General Management Data Router
(GMDR) server to provide it with raw state information and component
deletion information. Note that the GM DR server does not have to run on the
sameworkstation asthe SURNUP server. Preside Multiservice DataManager
(MDM) workstation-wide service selection allows the SURNUP server to
communicate with GMDR servers that run on other workstationsin aLAN,
unlessthe-H optionisused. For detailson establishing level 2 MNS domains,
see the section on configuring the Multi-nodal Naming Service domainsin
241-6001-303 Preside MDM Administrator Guide. For details on selecting
remote services, see the section on using the Service Selection tool in
241-6001-303 Preside MDM Administrator Guide.

When the SURNUP server starts and there is an active network model, it
automatically loads the committed model unless either the -i or -d optionis
specified, in which case the corresponding model is loaded instead.

Configuration

Configuring the SURNUP server consists solely of optional parameters and
the presence of valid Network Model instance files. Network Model files are
expected to reside in the file system directory

/opt/MagellanNM S/data/model/nmf.

Run-time options are specified using the Server Administration tool. For
more information, see 241-6001-303 Preside MDM Administrator Guide.
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Exit codes

Exit codes for the SURNUP server are shown in the following table.

Table 50
Exit codes for the SURNUP server

Exit code  Description

0 Help invoked

1 Lost or no DNMNMC.

2 Could not load the Network model.

3 Unlikely, problem with Network Model.

6 An input/output error has occurred because the program is
trying to do something illegal with the hardware, for example,
trying to free a chunk of memory more than once.This may
result in the pointer referencing an invalid memory address
and generating an exit code 11. The pointer could also
reference a valid memory address that was already used for
something else. This results in a memory corruption, resulting
in almost any kind of error, such as exit code 6.

11 A segmentation error has occurred because a program has
tried to access an invalid memory address.

50 Another SURNUP server is already running. SURNUP aborts
with a core dump when it runs out of memory. A log containing
the following message is generated before SURNUP aborts:
SURNUP: Ran out of memory.

55 Invalid arguments

62 Terminated due to licencing problem (see MDM Logs). Look at
the System Log Display tool for logs about licencing problems,
then take the corrective action for the log, as recommended in
the Error Messages section for this server.

Error messages

Error messages for the SURNUP server are shown in the following table.
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Table 51

Error messages for the SURNUP server

Error message

Meaning and action

SURNUP: Could not connect to
IPI Service “<service>" on host
H<host>"

SURNUP: Problem Manager
Interface: SURNUP cannot
connect to EMNMSERV

SURNUP: Lost connection to
Network Model Coordinator.

SURNUP: Invalid state received
from data manager/IPI server
for <component> : <state>

SURNUP: Invalid state received
from problem manager for
<component> : <state>

SURNUP: Ran out of memory.

SURNUP: Model load warning.
Object not created:
<Network Model warning>

SURNUP: Failed to register ipc
service.

SURNUP: Invalid startup option

SURNUP: Failed to connect to
NM Coordinator.

Not fatal, SURNUP could not connect to its
data server (For example, GMDR). Make
sure the server is running and host/service
selection is setup correctly

Not fatal. Make sure the server is running
and host/service selection is setup
correctly.

Fatal, SURNUP lost connection
DNMNMC. Make sure the server is
running. The original cause for this may be
an invalid network model being loaded or
insufficient shared memory space.

Unlikely, can be ignored, not fatal.

Unlikely, can be ignored, not fatal.

The server will restart abort (w core dump)
and restart.

Not fatal, problems while loading the
Model. Investigate the message and
ignore if not major.

Fatal, another SURNUP is probably
running or MNSD is down. Revise the
server configuration.

Fatal, bad command line option. Revise
the server configuration with the Server
Administration tool.

Fatal, the Network Model Coordinator is
down. Revise the server configuration with
the Server Administration tool.

(Sheet 1 of 2)
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Table 51 (continued)

Error messages for the SURNUP server

Error message

SURNUP: Failed to initialize
model data.

SURNUP: Invalid data file
directory: <type directory> or
<instance directory>

<component>

SURNUP: Component not
found in NW model:
<component>

SURNUP - Unable to establish
a licensing context

SURNUP - License request
failed: <reason>

SURNUP - License warning:
<reason>

SURNUP: Invalid componentid:

Meaning and action

Fatal, the model could not be loaded.
Check the model configuration

Unlikely, fatal, invalid run time
environment.

Not fatal, unrecognized component name
received from GMDR. Generated only if -I
or -g provided on the command line.

Not fatal, parent component not in model.
Generated only if -| or -q provided on the
command line.

The SURNUP server licensing context
initialization failed. Verify that files
LIClicenses.cfg and LICcustName.cfg
existin directory /etc/opt/Magellan and that
they can be read.

A run-time license cannot be allocated to
the SURNUP server for the product,
release, and customer indicated. Verify
that file /etc/opt/Magellan/LIClicenses.cfg
contains a valid license key for running
SURNUP.

The license required to run SURNUP is
about to expire. Contact Nortel Networks
immediately.

(Sheet 2 of 2)
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Chapter 39
Network Time Protocol Daemon (XNTPD)

This section contains information about the network time synchronization
protocol daemon (XNTPD). See the following topics:

e About the XNTPD (page 303)

* Managing the XNTPD (page 304)
* Interdependencies (page 306)

» Exit codes (page 306)

e Error messages (page 306)

About the XNTPD

The XNTPD usesthetime of day from atiming source to set the time of day
of theinternal clock onaUNIX workstation. Thetime of day isused asatime
stamp for such things as billing records that are sent to a billing host, or for
alarms coming from a device in the network. such as a Passport switch.

The daemon can use the time of day from any different timing sources, each
with adifferent level of accuracy. The timing source can be:

» theinterna clock in the workstation. Thisis the least accurate timing
source.

» aclock in another workstation on the same LAN or WAN. This can be
more accurate than using the internal clock, if the other workstation on
the LAN or WAN uses aradio clock asitstiming source

* anexterna tuner that obtains the time of day from aradio station
connected to an atomic clock
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e aclock that can be accessed through the internet

In addition to obtaining the time of day, the XNTPD can also supply thetime
of day to:

»  another workstation on the LAN or WAN. The XNTPD can act as a peer
to other workstationson the LAN or WAN, or asamaster of the XNTPD
on another workstation.

e aPassport switch. Actually, a Preside MDM workstation is the only
possible source of the time of day to Passport switchesin the network.

There are many ways to configure a workstation running the XNTPD to
access atiming source and to distribute the time of day to other workstations
and devices in the network. To understand the many possible configurations
and for proceduresto set up the configurations, seethe chapter Synchronizing
the Network Time in 241-6001-303 Preside MDM Administrator Guide.

Managing the XNTPD

The the following sections for the information to manage the XNTPD:
»  Configuration (page 304)

*  Suggested name in Server Administration (page 304)

e Start-up command (page 305)

* NTS.cfg configuration file (page 305)

Configuration
The Solaris operating system starts the XNTPD automatically whenever the
workstation reboots.

Starting the XNTPD is part of a much large task: configuring time
synchronization in a network. For information on how to plan, install, and
configure network time synchronization, seethe section called Network Time
Synchronization in 241-6001-303 Preside MDM Administrator Guide.

Suggested name in Server Administration
The recommended name for the XNTPD to enter in the Server Manager
Administration tool is Network Time Sync.
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Start-up command
The syntax of the command to start the XNTPD is:

[ opt/ Magel | anNVB/ bi n/ xnt pd

Configuration
Configuring the XNTPD is beyond the scope of this section. To understand
the many possible configurations of the XNTPD and for procedures to set up
the configurations, see the chapter Synchronizing the Network Time in
241-6001-303 Preside MDM Administrator Guide.

NTS.cfg configuration file
Each Preside Multiservice Data Manager (MDM) workstation running
XNTPD in anetwork must have a/opt/MagellanNM S/cfg/NTS.cfg fil e that
definesits servers, its peers, and their |P addresses. Thisfile also containsthe
statement drift file /opt/MagellanNM S/cfg/NTSdrift.cfg. The NTSdrift.cfg
fileisan internal datafile used by the XNTPD protocol.

You can use the ntsinstall program to configure or modify the file. The file
consists of a series of lines, one for each server or peer defined on the
workstation. Each linein the file conforms to the following syntax:

<node_t ype> <| P_address>\
[versi on <XNTP_version>] [#<conment >]

where:

<node_t ype>

identifiesthe line as defining a server or apeer. For instructionsto determine
the servers and peers of a Preside Multiservice Data Manager (MDM)
workstation.

<| P_addr ess>

isthe IP address of the server or peer

[versi on <XNTP_versi on>]
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isan optional field that is used for specifying the version of XNTP software
that is running on the server or peer. You only need to specify the version if
the server or peer isrunning version 1 or version 2 XNTP software. If you are
not sure of the version you are running, omit this parameter.

#<comment >
isan optiona field for adding comments

You can insert blank lines into the file. You can also include comments,
provided you precede them with a# symbol.

Interdependencies
None

Exit codes

For exit codes produced by the XNTPD, their meanings, and corrective
action, see Table 52.

Table 52
Exit codes for the XNTPD
Exit code
50 The time of day on the MDM workstation is more than 20

units out of step with the time of day supplied by the time
source. To solve fix the problem log in as root, use the Date
command to reset the time of day to the correct value, then
restart the XNTPD with the Server Manager Administration
Tool.

Any code The Server Manager Daemon (SVMDMN) automatically

other than 50 attempts to restart the XNTPD up to 15 times. There is no
need to intervene unless the XNTPD fails to restart and stay
running after the 15th attempt, at which point the XNTPD
exits with an exit code of 50. If this happens, take the
corrective action defined for an exit code of 50.

Error messages

For error messages produced by the XNTPD, their meanings, and corrective
action see Table 52.
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Table 53
Error messages for the XNTPD
Error message Meaning and action
MDM XNTPD terminated There is a time difference greater than

Please correct the MDM clock and start the 1000 seconds between the time source and the
MDM XNTP daemon by the server manager local clock in the workstation. This message can
tool appear under the two following circumstances:

The time of day for the XNTPD has been
modified while the workstation that is running the
Preside MDM software and the time source are
out of sync.

The time setting on the XNTPD has been reset.
For example, daylight savings time has kicked in.

To solve the problem, log in as root, run the Date
command to reset the time of day to the correct
value, then restart the XNTPD with the Server
Manager Administration Tool.
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Chapter 40

Nodal Provisioning Configuration Manager
(CONFIGMAN)

This section contains information on the Nodal Provisioning Configuration
Manager (CONFIGMAN), and contains the following topics:

*  “About the Configuration Manager” (page 309)
*  “Managing the CONFIGMAN server” (page 310)
* “Exit codes’ (page 311)

About the Configuration Manager

The Configuration Manager (CONFIGMAN) provides configuration services
for the nodal provisioning interface and the CES SV C service provisioning
interface. The interface sends requests and updated service data through
CONFIGMAN and PCSERVER to the Passport device. See* Passport Nodal
Provisioning Configuration Server (PCSERVER)” (page 393) for more
information. CONFIGMAN also communicates with the Host Group
Directory server (HGDS) to obtain alist of managed Passport devices.

When you create or modify a service template, you can specify the Passport
software version range applicable to the connected Passport device. By
specifying the range, CONFIGMAN uses the nodal provisioning version
checking tool to filter out non-applicable service templates. Based on the
deviceVersion node element specified in the service template XML file,
COMFIGMAN sends only valid templates to be displayed in the Nodal
Provisioning window.
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Figure 35
CONFIGMAN data flow diagram
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Managing the CONFIGMAN server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for CONFIGMAN. Any changes you make to
the startup command or options take effect when CONFIGMAN isrestarted.
See 241-6001-303 Preside MDM Administrator Guide for theinstructionsto
use the Server Administration tool.

service data

See the following information:
*  “Suggested namein Server Administration” (page 310)
e “Startup command” (page 311)

Suggested name in Server Administration
Therecommended namefor the CONFIGMAN server is NP Config Manager.
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Configuring the Configuration Manager with the Server Administration tool
reguires you to enter the server name in the Descriptive namefield of the
Server Administration dialog for new servers. This name also identifies the
server in file /opt/MagellanNM S/cfg/SVMList.cfg. Thisfile lists the servers
that are to be started automatically when the workstation is rebooted.

Startup command

Exit codes

Use the following command to start CONFIGMAN.

/ opt/ Magel | anNMS/ bi n/ confi gman
[ - Dcshost =<I P addr ess>| <host nane>]
[-Dog=<log filenane>] [-Dcfg=<config filenane>]
[-D ogview=true] [-Dverbose=true] [-Dhel p=true]

where:

- Dcshost =<I P addr ess>| <host nane> specifies either the | P address
or the host name of the Passport Configuration server (PCSERVER)

-Dl og=<l og filename> letsyou redirect errorsto alogfile

- Dcf g=<config fil ename> specifiesthenameof aconfigurationfilethat
has default values for CONFIGMAN parameters and user preferences

- Dl ogvi ew=t rue opens the Configuration Manager logging application,
whichisagraphical window that displaysall generated messagesand letsyou
save the messagesto afile

- Dverbose=t rue causesall logging messages to be written to STDOUT

- Dhel p=true displaysinformation about the configman command

Exit codes for when CONFIGMAN terminates under its own control are
shown in the following table. CONFIGMAN can terminate with other exit
codesiif it crashes or is stopped by the Server Administration tool.
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Table 54

Exit codes for CONFIGMAN

Exit code

Description

0
50
51
55
56
61
65
100

Successful exit

Failed to initialize

Memory resource error

Invalid argument

Unable to locate JRE path

Exit signal received

context server (CTXSVR) unavailable

Other unclassified errors
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Chapter 41

Passport 4400 Backup Provider
(PBCKPP4400)

This section contains information about the Passport 4400 Backup Provider
(PBCKPP4400). Seethe following sections for information about this server:

»  “About the PBCKPP4400" (page 313)
*  “Managing the PBCKPP4400" (page 315)
* “Interdependencies’ (page 317)

About the PBCKPP4400

The PBCKPP4400 sends requests to a Passport 4400 device to obtain a
backup image in response to a request from the Backup Server (a backup
controller).

See Figure 36 for a dataflow diagram that shows the items related to the
PBCKPP4400.

Hereis an abridged version of the backup process:

1 A user setsup arequest to perform a backup using the Passport/SNMP
Backup and Restore tool or the command line interface. The toal or
command line sends this request to the Backup Server (a controller)

2 TheBackup Server sends arequest to a backup provider. If the Passport
being backed up is a Passport 4400, the controller sends the request to a
PBCKPP4400.

3 The PBCKPP4400 formats the request for the Passport 4400 and
forwards it to the Passport 4400.
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4 The Passport 4400 provides access to the image, and the Backup
Provider routes a copy of the image to the backup site specified by the
Backup Server.

Figure 36
Dataflow diagram for the PBCKPP4400
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Managing the PBCKPP4400

See the following sections for information about managing the
PBCK PP4400:

e “Configuration” (page 315)
e “Suggested namein Server Administration” (page 315)
e “Start-up command” (page 315)

Configuration
Configuring the Passport 4400 Backup Provider is part of amuch larger task:
Configuring Passport/SNMP Backup and Restore. For the instructions to do
this, see 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide.

Suggested name in Server Administration
The recommended name to enter in the Server Manager Administration tool
for the PBCKPP4400 is PP4400 Backup Provider.

Configuring the PBCK PP4400 with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the PBCK PP4400 has the following syntax:

[ opt/ Magel | anNMB/ bi n/ pbckpp4400
[-m<interface_mapping file>] [-p <port_no>]

where:

interface_mappi ng_fil e isthenameof theinterfacemappingfile. This
optiona fileis required when your system has multiple network interfaces.
The default interface mapping file is /opt/MagellanNM S/cfg/ifmap.cfg.

If the fileifmap.cfg existsin directory /opt/MagellanNM S/cfg and is
popul ated with valid mapping information, it is not necessary to specify the
- moption. Thisfileis used by default.
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port _no isthe port number that the Provider uses.
The default port for the PBCKPP4400 is port 5030.

Interface mapping file (ifmap.cfg)
The Provider host machine can have multiple network interfaces. For
example, the system can have one interface to the LAN and other interfaces
to the WAN where the Passport 4400/4460 devicesreside. In this
configuration the Passport 4400/4460 devices cannot see the | P address of the
interface to the LAN. In this situation you need to configure the Provider to
use the correct interface address for the TFTP connection. You do this by
creating an interface mapping file.

The Passport 4400 and Passport 4460 Providers can use theinterface mapping
fileto determinethe | P address used asthe TFTP server address. The Passport
4400/4460 device connects to the TFTP server address for TFTP file
transfers. Each line in the interface mapping file defines the mapping of the
host address and the Passport 4400/4460 address or addresses. The host
addressisthe TFTP server address.

The interface mapping file is named ifmap.cfg.

The format of ifmap.cfgis
<interface | P address> <device | P address(es)>
where:

interface | P address isthelP address of theinterface to be used and
has the format n.n.n.n.

device | P address(es) isthelP addresses of the devices and hasthe
format n.n.n.n. You can match a group of devices by using the wildcard
character (*).

You can include comments in the interface mapping file by inserting an
octothorpe (#) at the beginning of the line. You can also include blank lines.
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Example
The following example shows an interface mapping file for a host machine

that has three network interfaces: one connectsto the LAN and the other two
are connected to separate networks of Passport 4400/4460 devices.

# I nterface mapping file

#Thelast entry istheinterface addressto the LAN,
# which needsto map to any device address.

# Thislast entry can be omitted.

131.147.0.1 131.147.*
131.148.0.1 131.148.*
3212311 *

Interdependencies

The Preside MDM software must beinstalled and configured, and the Backup
Server (controller) must be configured and running.
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Chapter 42

Passport 4400 Restore Provider
(PRSTPP4400)

This section contains information about the Passport 4400 Restore Provider
(PRSTPP4400). See the following sections for information about this server:

»  “About the PRSTPP4400" (page 319)
»  “Managing the PRSTPP4400” (page 320)
* “Interdependencies’ (page 323)

About the PRSTPP4400

The PRSTPP4400 sends a backup image to a Passport 4400 image in
response to a request from the Restore Controller.

See “Dataflow diagram for the PRSTPP4400" (page 320) for a dataflow
diagram that shows the items related to the PRSTPP4400.

Hereis an abridged version of the restore process:

1 A user setsup areguest to perform arestore using the Passport/SNMP
Backup and Restore tool or the command line interface. The toal or
command line sends this request to the Restore Controller.

2 The Restore Controller sends arequest to a Restore Provider. If the
Passport being restored up is a Passport 4400, the controller sends the
request to a PRSTPP4400.

3 The PRSTPP4400 obtains the backup image from the distribution site
and forwardsit to the Passport 4400.
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Figure 37
Dataflow diagram for the PRSTPP4400
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Managing the PRSTPP4400
Seethefollowing sectionsfor informati on about managing the PRSTPP4400:

e “Configuration” (page 321)
*  “Suggested namein Server Administration” (page 321)
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e “Start-up command” (page 321)

Configuration
Configuring the Passport 4400 Restore Provider is part of amuch larger task:
Configuring Passport/SNMP Backup and Restore. For the instructions to do
this, see 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide.

Suggested name in Server Administration
The recommended name to enter in the Server Manager Administration tool
for the Passport 4400 Restore Provider is PP4400 Restore Provider.

Configuring the PRSTPP4400 with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the PRSTPP4400 has the following syntax:

[ opt/ Magel | anNMS/ bi n/ pr st pp4400
[-m<interface_mapping file>] [-p <port_no>]

where:

i nterface_mappi ng_fil e isthenameof theinterfacemappingfile. This
optional fileis required when your system has multiple network interfaces.
The default interface mapping file is /opt/MagellanNM S/cfg/if map.cfg.

If the fileifmap.cfg existsin directory /opt/MagellanNM S/cfg and is
popul ated with valid mapping information, it is not necessary to specify the
- moption. Thisfileis used by default.

port _no isthe port number that the Provider uses.
The default port for the PRSTPP4400 is port 5031.
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Interface mapping file (ifmap.cfg)
The Provider host machine can have multiple network interfaces. For
example, the system can have one interface to the LAN and other interfaces
to the WAN where the Passport 4400/4460 devicesreside. In this
configuration the Passport 4400/4460 devices cannot see the | P address of the
interface to the LAN. In this situation you need to configure the Provider to
use the correct interface address for the TFTP connection. You do this by
creating an interface mapping file.

The Passport 4400 and Passport 4460 Providers can use theinterface mapping
fileto determinethe | P address used asthe TFTP server address. The Passport
4400/4460 device connects to the TFTP server addressfor TFTP file
transfers. Each line in the interface mapping file defines the mapping of the
host address and the Passport 4400/4460 address or addresses. The host
addressisthe TFTP server address.

The interface mapping file is named ifmap.cfg.

The format of ifmap.cfgis
<interface | P address> <device |P address(es)>

where:

interface | P address isthelP address of theinterface to be used and
has the format n.n.n.n.

devi ce | P address(es) isthelP addresses of the devices and hasthe
format n.n.n.n. You can match a group of devices by using the wildcard
character (*).

You can include comments in the interface mapping file by inserting an
octothorpe (#) at the beginning of the line. You can also include blank lines.

Example

The following example shows an interface mapping file for a host machine
that has 3 network interfaces: one connectsto the LAN and the other two are
connected to separate networks of Passport 4400/4460 devices.
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# Interface mappingfile

# Thelast entry istheinterface addressto the LAN,
# which needsto map to any device address.

# Thislast entry can be omitted.

131.147.0.1 131.147.*
131.148.0.1 131.148.*
3212311 *

Interdependencies

The Preside MDM software must beinstalled and configured, and the Restore
Controller must be configured and running.
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Chapter 43

Passport 4460 Backup Provider
(PBCKPP4460)

This section contains information about the Passport 4460 Backup Provider
(PBCKPP4460). Seethe following sections for information about this server:

«  “About the PBCKPP4460" (page 325)
*  “Managing the PBCKPP4460" (page 327)
* “Interdependencies’ (page 329)

About the PBCKPP4460

The PBCKPP4460 sends requests to a Passport 4460 device to obtain a
backup image in response to a request from the Backup Server (a backup
controller).

See “Dataflow diagram for the PBCKPP4460” (page 326) that shows the
itemsrelated to the PBCK PP4460.

Hereis an abridged version of the backup process:

1 A user setsup arequest to perform a backup using the Passport/SNMP
Backup and Restore tool or the command line interface. The toal or
command line sends this request to the Backup Server (a controller).

2 TheBackup Server sends arequest to a backup provider. If the Passport
being backed up is a Passport 4460, the controller sends the request to a
PBCK PP4460.

3 The PBCKPP4460 formats the request for the Passport 4460 and
forwards it to the Passport 4460.
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4 The Passport 4460 provides access to the image, and the Backup
Provider routes a copy of the image to backup site specified by the
Backup Server

Figure 38
Dataflow diagram for the PBCKPP4460
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Managing the PBCKPP4460

See the following sections for information about managing the
PBCK PP4460:

e “Configuration” (page 327)
e “Suggested namein Server Administration” (page 327)
e “Start-up command” (page 327)

Configuration
Configuring the PBCKPP4460 is part of a much larger task: Configuring
Passport/SNM P Backup and Restore. For the instructions to do this, see
241-6001-807 Preside MDM Passport/SNMP Devices Backup and Restore
User Guide.

Suggested name in Server Administration
The recommended name to enter in the Server Manager Administration tool
for the Passport 4460 Backup Provider is PP4460 Backup Provider.

Configuring the PBCK PP4460 with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the PBCK PP4460 has the following syntax:
[ opt/ Magel | anNVB/ bi n/ pbckpp4460
[-m<interface_mapping file>] [-p <port_no>]

where:

interface_mappi ng_fil e isthenameof theinterfacemappingfile. This
optiona fileis required when your system has multiple network interfaces.
The default interface mapping file is /opt/MagellanNM S/cfg/ifmap.cfg.

If the fileifmap.cfg existsin directory /opt/MagellanNM S/cfg and is
popul ated with valid mapping information, it is not necessary to specify the
- moption. Thisfileis used by default.
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port _no isthe port number that the Provider uses.
The default port for the PBCKPP4460 is port 5040.

Interface mapping file (ifmap.cfg)
The Provider host machine can have multiple network interfaces. For
example, the system can have one interface to the LAN and other interfaces
to the WAN where the Passport 4400/4460 devicesreside. In this
configuration the Passport 4400/4460 devices cannot see the | P address of the
interface to the LAN. In this situation you need to configure the Provider to
use the correct interface address for the TFTP connection. You do this by
creating an interface mapping file.

The Passport 4400 and Passport 4460 Providers can use theinterface mapping
fileto determinethe | P address used asthe TFTP server address. The Passport
4400/4460 device connects to the TFTP server address for TFTP file
transfers. Each line in the interface mapping file defines the mapping of the
host address and the Passport 4400/4460 address or addresses. The host
addressisthe TFTP server address.

The interface mapping file is named ifmap.cfg.

The format of ifmap.cfgis
<interface | P address> <device | P address(es)>
where:

interface | P address isthelP address of theinterface to be used and
has the format n.n.n.n.

device | P address(es) isthelP addresses of the devices and hasthe
format n.n.n.n. You can match a group of devices by using the wildcard
character (*).

You can include comments in the interface mapping file by inserting an
octothorpe (#) at the beginning of the line. You can also include blank lines.
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Example
The following example shows an interface mapping file for a host machine

that has 3 network interfaces: one connectsto the LAN and the other two are
connected to separate networks of Passport 4400/4460 devices.

# I nterface mapping file

#Thelast entry istheinterface addressto the LAN,
# which needsto map to any device address.

# Thislast entry can be omitted.

131.147.0.1 131.147.*
131.148.0.1 131.148.*
3212311 *

Interdependencies

The Preside MDM software must beinstalled and configured, and the Backup
Server (controller) must be configured and running.
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Chapter 44

Passport 4460 Restore Provider
(PRSTPP4460)

This section contains information about the Passport 4460 Restore Provider
(PRSTPP4460). See the following sections for information about this server:

»  “About the PRSTPP4460" (page 331)
»  “Managing the PRSTPP4460" (page 332)
* “Interdependencies’ (page 335)

About the PRSTPP4460

The PRSTPP4460 sends a backup image to a Passport 4460 in response to a
reguest from the Restore Controller.

The “Dataflow diagram for the PRSTPP4460” (page 332) shows the items
related to the PRSTPP4460.

Hereis an abridged version of the restore process:

1 A user setsup areguest to perform arestore using the Passport/SNMP
Backup and Restore tool or the command line interface. The toal or
command line sends this request to the Restore controller.

2 The Restore Controller sends arequest to a Restore Provider. If the
Passport being restored up is a Passport 4460, the controller sends the
request to a PRSTPP4460.

3 The PRSTPP4460 obtains the backup image from the distribution site
and forwardsit to the Passport 4460.
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Figure 39
Dataflow diagram for the PRSTPP4460
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Managing the PRSTPP4460
Seethefollowing sectionsfor informati on about managing the PRSTPP4460:

e “Configuration” (page 333)
*  “Suggested namein Server Administration” (page 333)
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e “Start-up command” (page 333)

Configuration
Configuring the Passport 4460 Restore Provider is part of amuch larger task:
Configuring Passport/SNMP Backup and Restore. For the instructions to do
this, see 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide.

Suggested name in Server Administration
The recommended name to enter in the Server Manager Administration tool
for the Passport 4460 Restore Provider is PP4460 Restore Provider.

Configuring the PRSTPP4460 with the Server Administration tool requires
that you enter the server name in the Descriptive name field of the Server
Administration dialog. The Server Administration tool writes this
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
The start-up command to start the PRSTPP4460 has the following syntax:

[ opt/ Magel | anNMS/ bi n/ ppr st p4460
[-m<interface_mapping file>] [-p <port_no>]

where:

i nterface_mappi ng_fil e isthenameof theinterfacemappingfile. This
optional fileis required when your system has multiple network interfaces.
The default interface mapping file is /opt/MagellanNM S/cfg/if map.cfg.

If the fileifmap.cfg existsin directory /opt/MagellanNM S/cfg and is
popul ated with valid mapping information, it is not necessary to specify the
- moption. Thisfileis used by default.

port _no isthe port number that the Provider uses.
The default port for the PRSTPP4460 is port 5041.
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Interface mapping file (ifmap.cfg)
The Provider host machine can have multiple network interfaces. For
example, the system can have one interface to the LAN and other interfaces
to the WAN where the Passport 4400/4460 devicesreside. In this
configuration the Passport 4400/4460 devices cannot see the | P address of the
interface to the LAN. In this situation you need to configure the Provider to
use the correct interface address for the TFTP connection. You do this by
creating an interface mapping file.

The Passport 4400 and Passport 4460 Providers can use theinterface mapping
fileto determinethe | P address used asthe TFTP server address. The Passport
4400/4460 device connects to the TFTP server addressfor TFTP file
transfers. Each line in the interface mapping file defines the mapping of the
host address and the Passport 4400/4460 address or addresses. The host
addressisthe TFTP server address.

The interface mapping file is named ifmap.cfg.

The format of ifmap.cfgis
<interface | P address> <device |P address(es)>

where:

interface | P address isthelP address of theinterface to be used and
has the format n.n.n.n.

devi ce | P address(es) isthelP addresses of the devices and hasthe
format n.n.n.n. You can match a group of devices by using the wildcard
character (*).

You can include comments in the interface mapping file by inserting an
octothorpe (#) at the beginning of the line. You can also include blank lines.

Example

The following example shows an interface mapping file for a host machine
that has 3 network interfaces: one connectsto the LAN and the other two are
connected to separate networks of Passport 4400/4460 devices.
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# Interface mappingfile

# Thelast entry istheinterface addressto the LAN,
# which needsto map to any device address.

# Thislast entry can be omitted.

131.147.0.1 131.147.*
131.148.0.1 131.148.*
3212311 *

Interdependencies

The Preside MDM software must beinstalled and configured, and the Restore
Controller must be configured and running.
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Chapter 45
Passport Backup Provider (PBCKPP)

This section contains information on the Passport Backup Provider
(PBCKPP) . See the following topics for more information:

*  “About the Passport Backup Provider” (page 337)
e “Managing the PBCKPP” (page 338)
* “Interdependencies’ (page 339)

About the Passport Backup Provider

The Backup Controller communicates to the Passport Backup Provider,
which sends arequest to the Passport device to back up the most current view
and/or journa files. The new files are stored on the backup site.

See 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide.
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Figure 40
Passport Backup Provider dataflow diagram
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Managing the PBCKPP

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the server. Any changes you make to the
server startup command or options take effect when the server is restarted.
See 241-6001-303 Preside MDM Administrator Guide for instructionsto use
the Server Administration tool.

For more information, see the following:
e “Suggested namein Server Administration” (page 339)
e “Startup command” (page 339)
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Suggested name in Server Administration
The recommended name is PP Backup Provider.

Configuring the PBCK PP with the Server Administration tool requiresyouto
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The startup command for the PBCKPP is as follows:

[ opt/ Magel | anNVB/ bi n/ pbckpp [-p <port_no>]

Use the following table to substitute command parameters:

Parameter Definition

-p port_no is the port number the Restore Provider uses.
The default port is 5020.

Interdependencies
The PBCK PP must be started before the Backup Controller when using the* -
notification” option, for example:

[ opt/ Magel | anNMS/ bi n/ pbckpp
[ opt/ Magel | anNMB5/ bi n/ nsct | bck -notification
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Chapter 46

Passport Command Access Server
(PPAccessServer)

This section contains information on the Passport command access server
(PPAccessServer). See the following topics for more information:

*  “About the PPAccessServer” (page 341)

*  “Managing the PPAccessServer” (page 342)
* “Interdependencies’ (page 343)

* “Exit codes’ (page 344)

About the PPAccessServer

The PPAccessServer acts as an intermediary between Circuit Viewer and the
MDM Command Console Functional Process (CMCFUN) server.
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Figure 41
ATM data flow diagram
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Managing the PPAccessServer
Use the Server Administration tool to enter or to edit the startup command
and to start, stop, and configure this server to start automatically when the
workstation isrebooted. Any changes you make to the startup command or to
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the configuration file become active whenever the server is restarted. For
instructions to use the Server Administration tool, see 241-6001-303 Preside
MDM Administrator Guide.

For more information, see the following:
*  “Suggested namein Server Administration” (page 343)
e “Startup command” (page 343)

Suggested name in Server Administration
The recommended name for the server is PP Command Access Svr.

Configuring PPAccessServer with the Server Administration tool requires
you to enter the server name in the Descriptive namefield of the Server
Administration dialog for new servers. Thisname also identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The startup command for PPA ccessServer is as follows:

[ opt/ Magel | anNM5/ bi n/ et eserver -n PPAccessServer
-p <portno>

where:
-n this mandatory parameter specifies the server name

-p <portno> thismandatory parameter specifiesthe TCP port number for
monitoring incoming requests. The default port value is 6601.

If you use a number other than the default, ensure that the alternate port
number is not used by any other processes. Also ensure that the port number
matches the port number specified in the Circuit Viewer configuration file
/opt/Nortel/CMT/cfg/CtViewer.cfg.

Interdependencies

The PPAccessServer depends on the HGDS, CM, CMCFUN, and
ETESERVER servers. The Circuit Viewer tool depends on PPAccessServer.
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Exit codes
Exit codes for the PPA ccessServer are shown in the following table.

Table 55
Exit codes for the PPA ccessServer
Exit code Description
51 Out of memory.
55 Bad argument on command line.
59 Could not initialize IPC system.
60 Could not register service. (Is the server running?)
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Chapter 47
Passport Communications Manager (FDTM)

This section contains information on the Passport Communi cations M anager
(FDTM). See the following topics for more information:

e “About the FDTM server” (page 345)

» “Managing the FDTM server” (page 346)

» “Loading Passport modelsin shared memory” (page 351)
* “Interdependencies’ (page 352)

“Exit codes’ (page 352)

e “Error messages’ (page 353)

About the FDTM server

In networksthat only contain DPN switches, this server isnot used and should
not be started.

The FDTM server creates and manages the Passport datatrandation (FDTR)
processes. The FDTR process allows the workstation to communicate with a
Passport switch. The FDTM server also provides userid and password
authentication service when userslog in to the Passport switch through the
Connection Manager. This serviceis not visible to the user.

FDTM performs command line option validation. If FDTM incursan invalid
option, it issues alog message and then terminates. Correct any invalid
command line options and restart the FDTM server.
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Figure 42
FDTM data flow diagram
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Managing the FDTM server
After software installation, the FDTM server isin the Server Administration
tool’s server list, but it is not started automatically by the server daemon
(SVMDMN). Use the Server Administration tool to edit the FDTM server
entry, enter the startup command, set the server options, and specify that the
server should be started automatically at reboot time. See 241-6001-303
Preside MDM Administrator Guide for instructions to use the Server
Administration tool.

After editing the server parameters, you can use the Server Administration
tool to manually start the server, or you can edit the parameters for al of the
Passport servers. See the section on configuring MDM servers for Passport
switchesin 241-6001-303 Preside MDM Administrator Guide. Then, reboot
the workstation to start the servers automatically.

For more information, see the following:

»  “Effective management of Passport connections” (page 347)
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e “Suggested namein Server Administration” (page 348)
e “Startup command” (page 348)

Effective management of Passport connections
Passport switches allow alimited number of connections for data and
command access. Because of this, they are a valuable resource to operations
personnel who manage the network. Thisis especially true for casesinwhich
anetwork isglobal in scope and ismanaged from severa different operations
centers. In such cases, operators tend to start tools such as the Command
Console or the Data Viewer then leave the tools running around the clock.
However, this method can quickly exhaust all available Passport connections
and make it impossible to access a particular Passport switch at atime when
that accessisvital.

To alleviate this situation, the FDTM server has an argument in its startup
command that allows an administrator to specify a connection timeout (-
connTimeOut). This argument specifies the length of time that an idle
connection to a Passport switch remains active beforeiit is dropped. This
scheme allows the FDTM serversto free up Passport connections when they
are not in use, thereby ensuring that connections to Passports are always
available when they are needed.

The connection timeout works as follows. If, for example, auser starts the
Command Console tool, logs on to a Passport group and sends a series of
commands to Passport X; and after awhile shifts focus to Passport Y. If we
assume the value of -connTimeOut to be 15 minutes, the user’s connection to
Passport X dropsif no further commands are sent to Passport X within 15
minutes. If, after spending time on other Passports, the user again sends
commands to Passport X, the connection is established again. In the interim,
other users have the opportunity to gain access to Passport X. The dropping
and re-establishment of the connection is transparent to the user.

The default value for the -connTimeOut argument is 0 minutes. This value
means that the connection never timesout. If usersare experiencing difficulty
in obtaining Passport connections, consider setting the -connTimeOut
argument to a value other than the default (0).
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If you have added a new Passport switch to a new group or to an existing
group, it is not necessary for you to restart the FDTM server to update the
server with the new group information. I nstead, enter the following command
to run the passport.kick program and update the server with the new group
information:

/ opt/ Magel | anNMB/ bi n/ passport. ki ck

Suggested name in Server Administration
The recommended name for the FDTM server is PP Comms Manager.

Configuring FDTM with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
Enter the command in the Startup command field of the Server
Administration dialogs in the Server Administration tool. See the section on
editing a server in 241-6001-303 Preside MDM Administrator Guide for a
description of how to enter the server startup command.

The command to start the FDTM server has the following syntax:

[ opt/ Magel | anNMS/ bi n/ f dt m \

[-connTi meQut <timeout_length>] [-h] \
[ - numAut hNodes] <nunber _of _nodes>] \

[ -numAut hRet ri es <number _of _retries>] \
[-of fset <offset_time> [-positiveOfset]] \
[ - keyBase <base_val ue>] \

[ - numvodel s <nunber _of _nodel s>] \

[ -segBase <base_address>] \

[-segSi ze <segnent _size>] \
[-connHeartBeat Tine <interval _tinme>] \
[-megTransTime <waiting tine>] \

[-ping <ping_tine>]

[ - maxPP <power of 2>]

[ - congest Buf fer <buffer_size>]
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where:

« -connTimeOut, -h, -numAuthNodes, -numAuthRetries, -offset, and
-maxPP are for normal usage

* -keyBase, -numModels, -segBase, and -segSize are for model loading;
See “L oading Passport models in shared memory” (page 351) for more
information.

e -connHeartBeatTime, -msgTransTime, -ping, and -congestBuffer arefor
network engineering

[-connTi meQut <timeout | ength>] isthelength of timethat a
connection used by the Command Console or the Data Viewer remains active
between successive requests sent to a Passport. The timeout_length range is
0 to 90 minutes, and the default is 0. Specifying a value of 0 means that
connections will not time out.

[-h] displaysinformation about the startup command

- numAut hNodes <numnber _of _nodes> specifies the number of Passport
switches that the FDTM server uses to authenticate the userid and password
supplied toit through the FMDR server. The software choosesthe switches at
random from within the Passport group. The number_of nodesrangeis1to
10 nodes, and the default value is 3.

-numAut hRet ri es <nunber _of retries>] specifiesthe maximum
number of attempts that the FDTM server makes to authenticate the userid
and password supplied inthe FDTM server’s startup command. At each
attempt, the FDTM server selects a different set of switches from within the
Passport group. The number_of_retriesrangeis0to 90, and the default value
is3.

[-of fset <offset time>] isthenumber of minutesfrom the network
time. A value between -720 and 720 represents the range of -12 hoursto +12
hours. A time offset between 0 and 720 minutes (+12 hours) representsatime
ahead of UTC (or east of the prime meridian). A time offset value between O
and -720 minutes (-12 hours) represents atime behind UTC (or west of the
prime meridian).
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The following exampl es assume the network timeis UTC:

* Ifyouareinalocation that uses UTC, set the time zone offset to O (the
default value).

* |If you areinacountry east of the prime meridian, add 60 minutes to the
minimum time zone offset (0) for each hour you are ahead of UTC. For
example, if your time zoneistwo hours ahead of UTC, set thetime zone
offset to 120.

e Ifyouareinacountry west of the prime meridian (for example, the
United States), subtract 60 from the minimum time zone offset (0) for
each hour you are behind UTC. For example, if your time zoneis four
hours behind UTC, set the time zone offset to -240.

For backwards compatibility, <offset_time> has the range of -720 to 1440
minutes.

If you arein alocation with atime zone greater than 12 hours ahead of UTC,
see the option [-positiveOffset]. This option indicates that the val ue specified
as <offset_time> for the -offset option is to be considered avalid time zone
offset ahead of UTC even though it is greater than 720. Use [-positiveOffset]
for Australia (GMT +13) and New Zealand (GMT +14). For example, if you
arein acountry east of the prime meridian, 13 hours ahead of UTC, set the
time zone offset to 780 (13x60), and include the [-positiveOffset] on the
command line to indicateit is a positive offset.

[ - keyBase <base_val ue>] isthebasevauefor keys, which areassigned
to memory segments as the segments are created. There is potential for key
conflicts between different applications creating shared memory segments.
Therefore, you need to manage the key ranges of the applicationsthat are on
the same workstation.

[ - numvbdel s <nunber _of nodel s>] isthe maximum number of
modelsthat you can load simultaneously. The default valuefor this parameter
is9.

[ - segBase <base_address>] isthebaseaddressin FDTR process
memory to which the segment ismapped. Thedefault valuefor this parameter
is 0xD0O00000O. This parameter israrely used; you only need to useit if you
cannot use the default value.
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[-segSi ze <segnent _si ze>] isthesize, in megabytes, of each memory
segment. The default value for this parameter is 20.

[ - connHeartBeat Ti me <interval _time>] isthenumber of seconds
between each heartbeat. The default value for this parameter is 30.

[-megTransTime <waiting_time>] isthenumber of secondsthe
Preside Multiservice Data Manager (MDM) workstation waits for aresponse
from a Passport module. The default value for this parameter is 20.

[-ping <ping_time>] isthenumber of seconds used to determineif a
Passport moduleis reachable. The ping time is used when connecting to a
Passport group. Itsrangeis 1 to 60 seconds, and the default is 2 seconds.

[ - maxPP <power of 2>] isthe maximum number of Passports allowed
by agroup in the HGDS.cfg file. Specify this number as a power of 2, for
example, 4, 8, 16, 32, and so on. If you do not set this option in the fdtm
startup command, or if you specify an invalid number, then adefault value of
2048 is used.

[-congest Buf fer <buffer size>] setsthenumber of messages that
will be stored in the outgoing message queue to a client. When this queue
overflows, FDTR tears down the connection to the client. The default is 2000.

Loading Passport models in shared memory

A Passport model is a representation of the Passport component hierarchy.
Applications use Passport models for message translation. The Passport
model library residesin shared memory and lets you have one model used by
multiple applications. Passport models are updated dynamically in shared
memory as upgraded Passport software appears in the network. This ability
lets you manage updated Passports without stopping FDTM and all FDTRs.
Therefore, there is no service interruption on the other Passportsin the
network.

More than one model can be loaded in shared memory at the same time. See
“Startup command” (page 348) for the command line parameters that are
associated with Passport models.
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Using shared memory for Passport models reduces memory resources. In
addition, while amodel remainsin shared memory, you do not have to wait
for it to rebuild when any application needsto useit again. Thefirst time that
amodel is parsed and loaded, an image of the model is created in afile that
has anaming convention of sursdd<xxx>.act.img. Thisimagefileisplacedin
/opt/MagellanNM S/cfg/PassportSchema. Subsequent loads of thismodel are
very fast because the image file is used when it exists.

When an application that needs a new model is started, the application exits
if the number of loaded models equal's the number of models allowed in
shared memory. You need to terminate all tools that are using any one model
so that the model has no users. Then when you invoke the required application
again, the old model with no usersis del eted and the required model isloaded
inits place.

Interdependencies

Exit codes

If you areusing a LAN configuration, you need to run the FDTM server on
the LAN-selected workstation. The FDTM server must also be running on
any workstation on which you want to run the FMDR server.

FDTM also outputs useful diagnostic messages to the MDM Log Display.
Exit codes for the FDTM server are shown in the following table.

Table 56
Exit codes for the FDTM server

Exit code Description

0 Successful exit. Do not restart the server.

1 Failure. Restart the server.

50 Do not restart (for backward compatibility).

51 Memory resource error (For example, not enough memory). No
restart.

52 Disk resource error (For example, not enough space, no file).
No restart.

(Sheet 1 of 2)
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Table 56 (continued)
Exit codes for the FDTM server

Exit code

Description

53

54

55
56
57
58
59
60
61
62

100

Communication resource error (For example, cannot connect
or register). No restart.

Timeout/deadlock/congestion (For example, too much
congestion). No restart.

Bad command line arguments. No restart.

Bad configuration file or environment. No restart.
Fork exec failure. No restart.

Manual server shutdown (admin?). No restart.
ipc_init unsuccessful. No restart.

ipc service cannot be registered. No restart.

Exit signal received. No restart.

Terminated due to licencing problem (see MDM Logs). Look at
the System Log Display tool for logs about licencing problems,
then take the corrective action for the log, as recommended in
the Error Messages section for this server.

Other unclassified errors. Restart the server.

(Sheet 2 of 2)

Error messages

Error messages for the FDTM server are shown in the following table.

Table 57

Error messages for the FDTM server
Error message Meaning and action
FDTM - Cannot allocate a The FDTM server licensing context
licensing context initialization failed. Verify that files

LIClicenses.cfg and LICcustName.cfg
existin directory /etc/opt/Magellan and that
they can be read.

(Sheet 1 of 6)
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Table 57 (continued)
Error messages for the FDTM server

Error message

Meaning and action

FDTM - License refused:
<reason>

FDTM - License warning:
<reason>

FDTM - License not confirmed:
<reason>

FDTM Invalid offset parameter
in command line (0-1440)

FDTM Invalid ping parameter in
command line (1-60)

FDTM invalid directory on watch
option on command line

FDTM failed to set descriptor
limit, using default

FDTM failed to get descriptor
limit, using default

FDTM service already exists

FDTM terminated unable to
access anymore memory

FDTR failed to set descriptor
limit, using default

FDTR service already exists

A run-time license cannot be allocated to
the FDTM server for the product, release,
and customer indicated. Verify that file
/etc/opt/Magellan/LIClicenses.cfg contains
a valid license key for running FDTM.

The license required to run FDTM is about
to expire. Contact Nortel Networks
immediately.

There is a problem with the license
required to run FDTM, it has most likely
expired. Contact Nortel Networks
immediately.

Fatal, invalid command line argument.
Revise configuration with the Server
Administration tool.

Unlikely, non fatal, could not augment file
descriptor limit.

Fatal, could not register the service name.
Server may already be running. Revise
server configuration with the Server
Administration tool.

Fatal, memory allocation problems.
Restart the server.

Unlikely, non fatal, could not augment file
descriptor limit.

Contact your System Administrator.

(Sheet 2 of 6)
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Table 57 (continued)
Error messages for the FDTM server

Error message Meaning and action

FDTR cannot access anymore Memory exhausted, fatal. If this is

memory occurring frequently, you probably don't
have enough RAM for your Preside
Multiservice Data Manager (MDM).

FDTR destroyed connectionto An FDTR client wasn't handling FDTR

client, congestion problem output fast enough and was dropped by
the server. This can occur if a user “locks”
or otherwise freezes a display that is being
dynamically updated with data from a
Passport connection. For example,
cmcemd output.

Get failed because no value for If the problem persists, contact your
identifier System Administrator support.

Get failed because attribute is
not a fedUnsigned_c

Get failed because component
name is empty

Failed to allocate shared The default workstation shared memory

memory segment - errno: 22 segment size is smaller than the size of the
segment being created by MDM. Check
the default segment size for the
workstation in /etc/system, for example,
set shmsys:shminfo_shmmax=10485760.

Either restart FDTM and use the -segSize
option to decrease the segment size that

you are creating, or use a utility to increase
the default segment size. See the section
on setting the amount of shared memory in
the kernel in 241-6001-303 Preside MDM
Administrator Guide for information on the
utility.

(Sheet 3 of 6)
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Table 57 (continued)

Error messages for the FDTM server

Error message

Meaning and action

FDTM: Fdtm could not load the
Passport model. Check
segment size or number of
models in use

<Passport SDD Model error>

<Sdd filename> could not be
parsed.

ERROR: syntax error at or near
line <line number> on token
*123* in <sdd filename>

FDTM: Model loader exited
abnormally. Model not loaded.
Check sdd file <sdd filename>

APPLICATION_ERROR 1111
FDTR cannot connect to <host>

APPLICATION_ERROR 1112
FDTR lost connection to

APPLICATION_ERROR 1114
FDTR cannot connect to the
Group Directory Service

APPLICATION_ERROR 1117
FDTR only supports one client

APPLICATION_ERROR 1118
FDTR received an invalid logon
from client

If accompanied by the previous message,
follow the previous procedure. Otherwise,
it means that all available segments are in
use. Either free an existing model and
launch the application again, or restart
FDTM and use the -numModels option to
increase the number of models that can be
in use at the same time.

Problem with the Passport SDD file.

Either there is an error in the
sursdd<version>.act.file or the parser
cannot parse a new feature.

Gives the location of an error in the sdd file.

Parsing error.

The specified Passport is out of service or
not reachable for some reason. Verify the
state of the Passport and take corrective
actions if required.

FDTR has lost connection to client - you
should already have seen a problem
somewhere else in the system.

Check that the Host Group Directory
Server has been configured to run by
means of the Server Administration tool.

Contact your System Administrator.

Contact your System Administrator.

(Sheet 4 of 6)
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Table 57 (continued)

Error messages for the FDTM server

Error message

Meaning and action

APPLICATION_ERROR 1119
FDTR received an invalid
request from client

APPLICATION_ERROR 1120
FDTR received an invalid
response from device

APPLICATION_ERROR 1121
FDTR communication
congestion to device <host>

APPLICATION_ERROR 1122
FMIP connection locked or
down, command terminated

APPLICATION_ERROR 1123
FDTR client is already
registered

APPLICATION_ERROR 1125
FDTR is unable to read the
schema

APPLICATION_ERROR 1128
FDTR Group does not contain
device

APPLICATION_ERROR 1132
FDTR - Invalid event type in
alarm

Somewhat unusual, non fatal. If seen
frequently, report to your System
Administrator

Can occur when the latest version of the
sursdd file hasn’t been installed in
/opt/MagellanNMS/cfg/PassportSchema.
Ensure that the file is at the highest release
level of all Passports running in the
network.

The FDTR process has had to wait an
unreasonable length of time for the
Passport to respond to a command; this
usually indicates that the Passport is
heavily loaded for some reason. If you
believe this to be unusual, investigate the
Passport to discover the source of the
heavy load.

Can occur if FMIP connections are locked
or otherwise disabled on the Passport.
Verify that no one inadvertently disabled
FMIP connections.

Contact your System Administrator.

Verify that files in the
/opt/MagellanNMS/cfg/PassportSchema
directory are readable by anyone.

Can occur when requests are made for
Passports that aren’t in a particular group.
Ensure that Passport related servers are
restarted whenever groups are modified,
or Passports are removed from groups.

Contact your System Administrator.

(Sheet 5 of 6)
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Table 57 (continued)

Error messages for the FDTM server

Error message

Meaning and action

APPLICATION_ERROR 1134
FDTR - Invalid scn event from
device

APPLICATION_ERROR 1136
FDTR - Invalid group requested

APPLICATION_ERROR 1137
FMIP connection not
responding

APPLICATION_ERROR 1138
FMIP authentication failed on
specified device

APPLICATION_ERROR 1139
FDTR received an invalid
component name from client

APPLICATION_ERROR 1143
FDTR - can't authenticate on
nodes: <X><state> <Y> <state>
<Z> <state>...

Attempted authentication on
<A> of <B> available modules.

Contact your System Administrator.

Can occur when changes have been made
to the Passport group configuration and
Passport servers haven't been restarted.
Ensure that Passport related servers are
restarted whenever groups are modified.

If the problem persists, contact your
System Administrator.

Ensure that the userids/passwords are
consistent across all Passports in your
defined Passport groups.

Contact your System Administrator.

The FDTR process is unable to
authenticate on one or more Passport
switches.

where:

<X>, <Y>, and <Z> are the hostnames of
the Passport switches on which
authentication failed

<state> is the state of the connection when
authentication failed. This state is one of:
unpingable, no FMIP, bad UID/pw
(userid/password), can’t connect, or lost
connection.

<A> represents the number of switches on
which authentication was attempted

<B> represents the number of switches in
the passport group.

(Sheet 6 of 6)
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Chapter 48

Passport Configuration Model Server (PCMS)

This section contains information about the Passport Configuration Model
Server (PCMS). See the following topics for more information:

“About the PCM S server” (page 359)
“Managing PCMS’ (page 362)
“Interdependencies’ (page 363)
“Exit codes’ (page 363)

“Error messages’ (page 364)

About the PCMS server

The PCM Sserver centralizesthe control of the Passport provisioning models.
This server |oads the Passport models into shared memory so that other
Passport provisioning server (FPS) can access the same models. The PCMS
performs the following services:

allocates the shared memory segmentsin the desired size
loads multiple Passport provisioning models into shared memory

centralizes control of the shared models. Retrieves modél files (SDD and
CDL) from Passport when the models for the requested versions are not
present on the Preside Multiservice Data Manager (MDM) workstation.

generates all model files required by Preside MDM applications from
SDD and CDL
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» lets FPSretrieve the information from the shared memory and shared
model. This enables FPS to use this information to attach to and access
the shared model.

»  supports suspense mode. The PCM S postpones the PCM S's termination
and prevents new FPSs accessing PCMS. The PCM S only terminates
when all the FPSs release the shared models.

» displaysthelogsusing Preside MDM Log Display tool. See
241-6001-303 Preside MDM Administrator Guide.

For each Passport model request, one of the following occurs:

e |f themodel isloaded in shared memory, the shared memory ID is
returned in thereply. FPS attachesto the shared memory and the Passport
model information can be accessed.

»  |f the Passport model is not available, PCM S searches for the model file
fromthe disk. If it isfound, it is loaded into shared memory.

»  |If the Passport model is not available, and cannot be found on the disk,
PCM S invokes fmsgetmod to upload the SDD and CDL model from
Passport. This generates model files that can be used by different
applications and loads the model required by FPS in shared memory.

« |f thefile cannot be loaded due to heap exhausted, FPS loads the model
into itslocal memory.
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Figure 43
PCMS data flow diagram
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Managing PCMS
Use the Server Administration tool to enter or edit the startup command and
to start and set options for the server. Any changes you make to the server
startup command or options take effect when the server is restarted. See
241-6001-303 Preside MDM Administrator Guide for instructions to use the
Server Administration tool.

For more information, see the following:
*  “Suggested namein Server Administration” (page 362)
e “Startup command” (page 362)

Suggested name in Server Administration
The recommended name for the PCM S name is PP Config Model Server.

Configuring PCM S with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The startup command for the PCMS is as follows:

[ opt/ Magel | anNM5/ bi n/ pcns [ - nun®f Mbdel s <n>]
[ -model Si ze <s>] [-prel oadMbdel s <vi><v2>...]

Variable definitions

Variable Definition

n is the number of models to be loaded. The
default is 2.

S is the model size in Mbyte. The default is 20
Mbyte.

vl, v2 is the Passport version number
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Stopping PCMS and retrieving shared memory
The pcmsmon utility terminates the PCM S or retrieves the shared memory
available and the Passport shared model’s information. The command is as
follows:

[ opt/ Magel | anNMB/ bi n/ pcnsnon [ -stop] [-query]
Stop terminates the PCMS;
[ opt/ Magel | anNMB/ bi n/ pcnsnon - st op
Query retrieves the shared memory status and model information:
[ opt/ Magel | anNMB/ bi n/ pcnsnon [ - query]
An example of the query command output is as follows:
Passport Configuration Mddel Server state: RUNNI NG
Shared heap available: 6 M

Nunber of nodel s | oaded: 2
Versi on CDO106A - Size: 17 Mo Current access: 2 Total access: 5
Ver si on CD0222A - Size: 17 Mo Current access: 1 Total access: 20

PCMSS postpones the termination until all attached models are released. The
Server Administration tool automatically restarts PCMS.

Interdependencies

You can configure the PCM S server and shared memory size using
Quickstart. PCM S interacts with the Passport provisioning stack (FPS).

Exit codes
Exit codes for the PCM S server are shown in the following table.

Table 58

Exit codes for the PCM S
Exit code Description
0 Successful exit
51 Memory resource error. Failed to allocate shared memory.
52 Unable to remove an existing shared memory resource.
(Sheet 1 of 2)
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Table 58 (continued)

Exit codes for the PCM S

Exit code Description

55 Invalid argument

59 Unable to initialize interprocess communication.

60 Unable to register its service. The PCMS may already be

running.

61 Exit signal received

62 Terminated due to invalid MDM key.

100 Other unclassified errors. Restart the server.

(Sheet 2 of 2)

Error messages

The following PCM S error messages are logged to the MDM System Log

display.

Table 59
Error messages for PCMS

Error message

Meaning

Cannot upload/generate model version
<version>. <Reason>.

Unable to start. Failed to register with the MDM
name server. Another Passport Configuration
Model Server is probably running.

The PCMS cannot retrieve the Passport
model file or the models used by MDM
applications cannot be generated. For this
PCMS error, the provisioning application will
load the model in its local memory space.

The PCMS cannot register with MDM'’s name
server. The likely cause is that another PCMS
server is running.

(Sheet 1 of 2)
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Table 59

Error messages for PCMS
Error message Meaning
Cannot activate model version <version>. Not The PCMS cannot activate the model version
enough memory left in the reserved shared into its shared memory segment. There is not
memory segment. Only <size> Mb left out of enough room for the additional model in the
<size> Mb reserved. reserved shared memory segment. Stop and

restart the PCMS server to release the
memory taken by old models using the
pcmsmon utility. You can also increase the
memory size reserved for PCMS by running
PCMS with the “-numOfModels” and “-
modelSize” options on the server command

line.
The Passport Configuration Model Server has The PCMS server received a termination
been suspended. It no longer accepts any request from the administrator. The PCMS
requests. server waits for all existing Passport

provisioning server (FPS) connections to
terminate before exiting. In the mean time, the
PCMS no longer accepts any requests. For
this PCMS error, the provisioning application
loads the model in its local memory space.

Unable to start. Failed to allocate/initialize <size> The requested size is probably larger than the
Mb of shared memory. shared memory segment sized defined in the
file /etc/system.

(Sheet 2 of 2)

When the shared model is not avail able, the following warning messages will
be displayed by Nodal Provisioning or Embedded Nodal Provisioning when
opening aview. The following Passport provisioning stack (FPS) error
messages are al so generated:
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Table 60
Error messages for FPS

Error message

Meaning

Cannot connect to the Passport Configuration
Model Server.

The Passport Configuration Model Server is not
running. The FPS application will load the model

into its local memory

Cannot activate model version <version>. Not
enough memory left in the reserved shared
memory segment. Only <size> Mb left out of

<size> Mb reserved. The model version <version>

is loaded into local memory.

The model version <version> is loaded into
the local memory.

The PCMS server is not running. The FPS
application will load the model into its memory.

There is not enough room for the additional
model in the reserved shared memory
segment. The FPS application will load the
model into its memory. Stop and restart the
PCMS server to release the memory taken by
old models by using the pcmsmon utility. You
can also increase the memory size reserved
for PCMS by running PCMS with the “-
numOfModels” and “-modelSize” options on
the server command line.
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Chapter 49
Passport Management Data Router (FMDR)

This section contains information on the Passport Management Data Router
(FMDR). See the following topics for more information:

*  “About the FMDR server” (page 367)

* “FMDR functionality” (page 368)

* “Managing FMDR servers’ (page 375)

* “FMDR configuration” (page 375)

e “Additional configuration for recurrent state walk” (page 381)

e “Additional configuration for alarm exception handling” (page 383)
e “Additional configuration for circuit monitoring” (page 384)

« “Interdependencies’ (page 386)

e “Exit codes’ (page 387)

e “Error messages’ (page 388)

About the FMDR server

In networksthat do not contain Passport devices, the FMDR server isnot used
and should not be started.

The FMDR server isresponsible for routing alarm and state change
notification event reports from a group of Passport switchesto GMDR
server(s). A separate FMDR server isrequired for each surveillance group in
the network. Itisgood practiceto have at least two FMDR serverson different
workstations or network access paths running for each surveillance group in

Preside MDM Server Reference Guide 14.3RSUP



368 Chapter 49 Passport Management Data Router (FMDR)

the network. In this way, data retrieval is maintained if connectivity to the
network islost by one of the servers. FM DR uses the group specified in the
FMDR server startup command. Seethefigure“ FMDR server configuration”

(page 368).
Figure 44
FMDR server configuration
— GMDR
FMDR_G1 FMDR_G2
Passport group Passport group
G1 G2

FMDR functionality

FMDR performs the following functions:

connects to a group of Passport devices for surveillance
collects surveillance information from the Passport devices
stores the surveillance information for the Passport devices
supplies the surveillance information to its GMDR clients

detects new or obsol ete components on Passport devices and notifiesits
GMDR clients

supports automatic deletion of dynamic components on Passport devices
and notifiesits GMDR clients

applies customer network management identifier (CNMID) filtering of
surveillance information

supports get requests, manual alarm clear requests, database reset
reguests, resynch requests, component del ete requests, and query
property requests from its GMDR clients
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Thefigure “FMDR data flow diagram” (page 369) illustrates some of these
functions.

Figure 45
FMDR data flow diagram

GMDR

requests for responses
component
states/notification alarms,

of alarms and state changes
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\J request for
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names of responses,
membersin notification of
group alarms and
commands state changes

creation of FDTRs
as required to
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(one per FMDR)

Passport access
A surveillance group is defined solely to provide access to the Passport
devices connected to the FMDR server. Surveillance groupsare defined in the
Host Group Directory Server information file. For more information on
configuring MDM servers for Passport switches, see 241-6001-303 Preside
MDM Administrator Guide.
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FMDR servers automatically log on to a group of Passport devices during
system initialization using the userid and password specified in the server
startup command. The FMDR server manages each Passport device in the
group, using the group member information supplied by the HGDS server.

FMDR does not talk directly to the Passport device; it asksthe FDTM server
for an FDTr process for Passport access (see “ Passport Communications
Manager (FDTM)” (page 345) for moreinformation). The FDTr processalso
issues alost connectivity proxy alarm when the connection to a Passport
device is down for more than one minute. FMDR and FDTr automatically
attempt to re-establish any failed connections.

CAUTION

Inability to connect to Passport switches

Do not define groups for surveillance access that contain
more than 60 Passport switches. Doing so may cause
difficulty in connecting to all of the switches in the group
to obtain surveillance information.

Detection of Passport family
In order to use the correct Passport SDD file for data translation, the FDTR
process associated with an FMDR server determines the Passport family of
each Passport deviceinthe group. FM DR also determinesthe Passport family
of each Passport devicein the group in order to use the correct state walk
configuration files and alarm exceptions files. Passport family is determined
by the version name of the Passport software loaded on the Passport device.

This allows FMDR to manage Passport of different families within the same
group. FMDR/FDTr also adapts automatically to new Passport versions as
they appear in the network.

Surveillance events and state walk
Passports provide the following surveillance information to FMDR:

e anaarm notification flow
e an OSl state change natification flow

» explicit OSl state information on components
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FMDR initializes or resynchronizes its surveillance database through an
explicit statewalk of the Passport devicesinitsgroup. By default, FMDR will
state walk up to 10 Passport devicesin its group in parallel. The maximum
number of concurrent state walks can be overridden through startup options
(see“ Startup command” (page 376) for moreinformation). The statewalk is
driven by the state walk configuration files. See“FMDR state walk
configuration” (page 379) for more information.

The state walk allows FMDR to learn about component existence, to extract
current component OSl state, to extract other information attributes like
customer id, and to extract the active alarms.

Note: Active alarmsmay be obtained from the Passport switch only if the
Passport Active Alarm List feature (Passport release PCR 5.1) isinstalled
and provisioned on Passport.

Detection of obsolete components, that is, componentsin the FM DR database
that no longer exist in the network, is done after the state walk compl etes.
Obsolete components are deleted from the FM DR database and notification
of thedeletionissent to all clients. Depending on the startup options specified
for the server SURNUP, the obsolete component deletions may be reflected
in the active network model (see “ Startup options’ (page 292).

Detection of dynamic componentsthat should be del eted occurs after the state
walk is completed (see “ Dynamic components’ (page 373). These
components are deleted from the FMDR database and notification of the
deletion issent to all clients.

A state walk istriggered automatically by the following events:

» initial connection to a Passport by the FMDR

*  reconnection to a Passport by the FMDR

» when aPassport Confirm Provisioning CLR alarm (sent after activation
of new provisioning is confirmed) is received from a Passport
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Note: By default, post-activation state walks will not be triggered less
than 15 minutes after the last walk on the target Passport device in order
to avoid over-stressing it. The post-activation state walk delay can be
overridden through the startup options (see “ Startup command”

(page 376) for more information).

Although the automatic statewalks are sufficient to properly initialize the
surveillance database, a state walk is also triggered through the following
administrative actions available from the GMDR administration tool:

e resynchronization action on the FMDR server or a specific module
*  reset subserver database on the FMDR server

e delete component action on a Passport module

For more information, see the GMDR Administration tool, as described in
241-6001-303 Preside MDM Administrator Guide

Note: The resynchronization action triggers a state walk on all the
Passportsin agroup of a specified Passports, unless thereis already a
state walk in progress for the Passport.

FMDR may be configured such that a state walk on a particular Passport or
the whole group is performed at regular intervals. See “Additional
configuration for recurrent state walk” (page 381) for more information.

Note: By default, there are no recurrent state walks.

FMDR may be configured to use a polling mechanism to monitor circuit level
components. With circuit monitoring, a state walk is performed only on the
specified circuit components and only at specified polling times. For more
information, see “Additional configuration for circuit monitoring”

(page 384).

Note: By default, there is no circuit monitoring.

Between state walks FMDR relies on the OSl SCN notification flow and
alarm notification flow from the Passport to accurately maintain state and
alarm information for the Passport devicesin its group. These events are
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forwarded on to the clients of FMDR. In addition, FMDR will automatically
generate proxy alarms to represent out of service (OOS) or troubled
components without sufficient device alarms.

FMDR may be configured to handle specific alarmsin a special way, either
by ignoring an alarm, or by changing the severity of a SET or MSG aarm.
See “Additional configuration for alarm exception handling” (page 383) for
more information. In thisway, an alarm that is considered to be more
important than is indicated through it severity may be mapped to amore
critical state or vice versa

Dynamic components
In FMDR, Passport components are classified as ordinary or dynamic. A
component that is classified asordinary isnever deleted dueto its current raw
state. A component that is classified as dynamic is deleted when it does not
have atroubled raw state and has no links or subcomponents associated with
it.

Components are classified in the following way:

e dl linksand modulesin FMDR are always ordinary

e asubcomponent that is discovered through a state walk is ordinary by
default unless classified explicitly as dynamic in the FMDR
configuration file (see “FMDR state walk configuration” (page 379))

» asubcomponent that is discovered through circuit polling is ordinary by
default unless classified explicitly as dynamic in the FMDR
configuration file (see “FMDR state walk configuration” (page 379))

* asubcomponent that is discovered only through eventsis dynamic

Link autopopulation and deletion
FMDR can create and maintain the state for link components based on
information from alarms and SCNs, and information gathered during a state
walk. From information on the following endpoints, TRK, DPNGATE and
MPANL, FMDR creates the following link types:

»  Passport DPRS/PORS Trunks (PTK)
»  DPNGate Trunks (TK)
*  Network Links (NL)
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« DPRSDial Backup Network Links (DBNL)

»  DPRS Bandwidth on Demand Links (BWOD)

» DPRSDial Network Links (DNL)

*  Multiservice Passport Access Network Links (MPANL)

FMDR can also be configured through server startup optionsto perform ATM
link autopopulation. The link is created based on the ATMIF's
“remoteAtminterfacel abel” attribute value on the Passport with alink type
specified on the server startup command line. See “ Startup command”
(page 376) for more information.

Note: The ATMIF component’s “remoteAtminterfacelabel” attributeis
expected to have been given the full component name of the peer ATMIF
component in MDM format, for example, EM/<RemoteName>
ATMIF/<instance>.

If FMDR detects and creates a new link with an endpoint that is already an
endpoint of an existing link, then the existing link is considered obsolete. As
with obsolete component detected after a state walk, obsolete links are
deleted from the FM DR database and notification of the deletion is sent to all
clients.

Note: Link autopopulation can be disabled through command line
options (see “ Startup command” (page 376) for more information).

Data filtering by Customer Network Management Identifier
(CNMID)
The FMDR server filters out alarm events based on the CNMID obtained
from the Passport node during authentication of the userid and password.
Therefore, the GMDR server only receives dlarmsthat are valid against the
CNMID that is returned from the Passport node for the specified userid and
password.

Administrative actions
The FMDR server supports the following administrative actions.

e reset database
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e delete component

e trigger resynchronization

They are available to the administrator through GMDR Administration tool,
as described in 241-6001-303 Preside MDM Administrator Guide.

Managing FMDR servers
Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor FMDR. Any changes you make to the startup
command or options take effect when FMDR isrestarted. For instructionsto
use the Server Administration tool, see 241-6001-303 Preside MDM
Administrator Guide.

If you have removed a Passport switch from a surveillance group, you must
stop and restart the MDM serversfor Passport switches, including the FMDR
server for the modified surveillance group.

If you have added a new Passport switch to a new group or to an existing
Passport group, you do not need to restart the FMDR server to update the
server with the new group information. Instead, you can invoke the following
command to run the passport.kick utility and update the server with the new
group information:

/ opt/ Magel | anNVB/ bi n/ passport. ki ck

For moreinformation on configuring MDM serversfor Passport switches, see
241-6001-303 Preside MDM Administrator Guide.

For the GMDR server to use the services of the FMDR server, it must send
the userid and password for the FMDR group to the FMDR server. For more
information about supplying userids and passwords, see the section
describing the GMDR Administration tool in 241-6001-303 Preside MDM
Administrator Guide.

FMDR configuration

This section covers:
e “Suggested namein Server Administration” (page 376)
e “Startup command” (page 376)
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 “FMDR state walk configuration” (page 379)

For additional configuration information, see the following sections:

» “Additional configuration for recurrent state walk” (page 381)

» “Additional configuration for alarm exception handling” (page 383)
» “Additional configuration for circuit monitoring” (page 384)

Suggested name in Server Administration
The recommended service namefor FMDRisFMDR_<group_name> where
<group_name> is the surveillance group name specified on the command
line. An example of an entry for an FMDR server isFMDR_G1 where Gl is
the group from which the FMDR server will retrieve data.

Configuring FMDR with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

The service name also needs to be specified when configuring a GMDR
server to access the FMDR server.

Startup command
The command to start an FM DR server has the following syntax:

[ opt/ Magel | anNVB/ bi n/ f ndr \

-g <G oupNanme> -u <userid> \

-p <password> \

[-1 <naneO At nLi nk>]\

[-b <size of the nmessage buffer>] \

[-c <state wal k configuration file name>] \

[-e <al arm exceptions file nane>] \

[-h]

[-s] \

[ -w <maxi mum nunber of concurrent state wal ks>] \
[-L] \

[-S <tiner interval >] \

[-T <post-activation state wal k delay in seconds>] \
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[ - X <maxi mum nunber of sieves>] \
[-M<CID>]... \
(-9

where:

-g <G oupNane> isthename of the FMDR group that the FMDR server is
managing

-u <userid> istheuserid used to log on to the Passport switches defined
in the group. At minimum, the userid must have passive impact on the
Passports, and a customer 1D of 0. You must also have a scope of device or
higher to obtain active alarms. Active alarms may be obtained from the
Passport switch only if the Passport Active Alarm List feature (Passport
release PCR 5.1) isinstalled and provisioned on Passport.

-p <password> isthe password used to log on to the Passport switches
defined in the group or the full path name of the file that contains the
encrypted password. Password files are stored in the directory
/opt/MagellanNM S/cfg/private.

-1 <nameOf At nLi nk> turns on automatic generation of ATM topology
(links). The argument nameOfAtmLink is an arbitrary name to represent the
links. Just as TRK is used to represent Trunks, here you need to specify your
own value. “AL” or “ATK” are the recommended values.

-b <size of the nessage buffer> gspecifiesthe number of congested
repliesbeforethe clientiscut off. If this parameter isnot specified, the default
value of 5,000 is used. The maximum allowable is 50,000.

-c <state wal k configuration file name> gspecifiesthefull
pathname of a state walk configuration file.

FMDR selects the appropriate state walk configuration files for the Passport
families. If you usethis option to load a particular configuration file, you will
override the FM DR-sel ected configuration files. As a consequence, FMDR
will use the specific configuration file that you have loaded for all Passports
in the group.
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-e <al arm exceptions file name> specifiesthefull pathname of a
file specifying the alarm exceptions.

FMDR selectsthe appropriate alarm exceptionsfilesfor the Passport families.
If you use this option to load a particular alarm exceptions file, you will
override the FM DR-sel ected files. As a consequence, FMDR will use the
specific alarm exceptionsfile that you have loaded for all the Passportsin the

group.
- h displaysthe help menu

-s enablescircuit monitoring. Withthisparameter, thetimer waits 3 minutes
before checking whether a circuit should be polled. Use the -S parameter
instead of the -s parameter when you want the timer interval to be avalue
other than 3 minutes. See “Additional configuration for circuit monitoring”
(page 384) for an example of how the timer interval influences how often
polling occurs.

-w isthe maximum number of concurrent state walks. The defaultis 10 state
walks.

- L turns off automatic generation of link information.

- X <maxi mum nunber of sieves> specifiesthe maximum number of
sieves. If not specified, the FMDR server defaults to 360.

-S <tinmer interval > enablescircuit monitoring. The timer interval is
an integer value that represents how long (in minutes) the timer waits before
checking whether a circuit should be polled. Use the -S parameter instead of
the -s parameter when you want the timer interval to be different fromits
default value of 3 minutes. See “Additional configuration for circuit
monitoring” (page 384) for an example of how the timer interval influences
how often polling occurs.

-T <post-activation state wal k del ay i n seconds> specifiesa
delay, in seconds, between state walks after an activation-confirm alarm. The
default delay is 900 seconds (15 minutes). A new state walk will not occur if
one has already occurred within the specified post-configuration state walk
delay time. To change the default, specify a new value (in seconds). If you
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specify a zero, the post-configuration statewal ks are disabled (no state walks
after an activation). If you specify one (1), the post configuration state walks
occur immediately. If you specify x>= 300, the post configuration throttle is
x seconds. If you specify anegative value or between 2 to 299 inclusively, the
values areinvalid and the FMDR server will not restart.

-M<Cl D> causesthe FMDR server to use customer identifier O for filtering
purposes for a specified CID. When a client authenticates with FMDR, the
Passport returns a CID. If the CID returned by the Passport matches a CID
specified with the -M option, FMDR allowsfilters on CID O for that client.
Thefiltering is not of the wild-card type where information about all
componentsis passed through, asisdone for the netman user. Thefiltering on
CID Oisexplicit; only information for components whose CID has explicitly
assigned as CID 0 will be passed through. You can specify more than one -M
option in the startup command.

- O disablesthe automatic deletion of dynamic components. All components
act as ordinary componentsif this option is used. Redundant FMDRs

associated with the same Passport must have this option set consistently, that
is, all FMDRsmust enablethe feature, or all FMDRs must disablethefeature.

Note: The command line option -B (babbler) isignored inthisrelease. If
any FMDR entry in the Server Administration tool uses this option,
remove this option. For more information about the Server
Administration tool, see 241-6001-303 Preside MDM Administrator
Guide.

FMDR state walk configuration
Files /opt/MagellanNM S/lib/cfg/FMDR_[ ppclppe]legacy].cfg specify the
Passport components for which information will be retrieved when FDMR
performs a state walk. A record in thisfile has the form:

<tag name fornmat>: <conponent nane format>
| SDYNAM C:
QUERY: <query type>

RETRI EVE: <attribute identifier>
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RETRI EVE: <attribute identifier>

where:

tag name format specifiesthe state walk behaviour of components and
can be one of the following:

e OBJECT isfor normal state walk behaviour.

e OBJECT_DYN isonly for endpoint components. If the state comes back
in-service, astate walk is performed only on the component specified in
the component name format, and its children.

e OBJECT_CIRCU T identifiesacircuit onwhich you can perform circuit
monitoring. See “Additional configuration for circuit monitoring”
(page 384) for more information.

conmponent name format specifies the component typesin the <full
component name>, and whether the component is named. For example, EM
SHELF CARD * specifiesthe full name of acard component. In this
example, the asterisk (*) indicates that the component may have a name; for
example, EM A1 SHELF CARD 0. A dollar sign ($) indicates that the
component is not named; for example, EM A1 SHELF.

| SDYNAM C specifies that instances of this component classthat are
discovered during a statewalk behave as dynamic components. If thistagis
not specified in arecord, then the components behave as ordinary
components.

query type specifiesany special query properties and can be one of the
following:

e GET_NEXT_COWP isusedfor thecomponentsthat can take advantage of
more efficient state walks using get_next capability. Do not edit the
information in these records.

e NO_COWPRESS isusedfor the componentsthat cannot take advantage of
more efficient state walks using a compressed query. Do not edit the
information in these records.
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attribute identifier isoneofthefollowing:

* OOl _STATE retrievesal OSI states - operational, administrative, and
usage

e OSI_STATUS retrievesall OSl status - alarm, procedural, unknown,
availability, control, and standby

e CUSTOMER I D retrievesthe customer id

e | NTERFACE_NAME_ATM retrievesthe interface name (LP) for an ATM
interface

e | NTERFACE_NAME_FRAMER retrieves the interface name (LP) for a
Framer

e LOG CAL_PROCESSCR retrievesthe LP for an application
e CARD TYPE retrievesthe card type for acard
* | NSERTED_CARD TYPE retrievesthe inserted card type for a card

A comment line starts with an asterisk (*).

If you need to customize thisfile, first copy it into file
/opt/MagellanNM S/cfg/FMDR_[ppc|ppellegacy].cfg, then modify the file.

Note: Isisrecommended that you do not customize these files.

Additional configuration for recurrent state walk

File /opt/MagellanNM S/cfg/FMDRStateWalk_<group>.cfg can be
configured to schedul e the triggering of automatic state walks. As part of its
name, this file uses the name of the Passport group that the FM DR server
manages. For example, for server FMDR_WESTREGION, the filename is
FMDRStateWa k WESTREGION.cfg. You need to use a separate file for
each FMDR server that is to run automatic state walks.
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Thisfileis optional, and can contain multiple entries to trigger state walks.
(The existence of the file on startup of the FMDR enables recurrent state
walks.) Each entry in the file must be separated by ablank line. The format of
an entry in thisfileis asfollows:

START_TI ME: [<day>] [ <hh:m n>]
| NTERVAL: [ DAl LY] VEEKLY]| <hour s>]
MODULE: [ALL | <npdul e nane>]

where:

<day> istheday of theweek at whichthe statewalks areto begin.Valuesare
Sun, Mon, Tue, Wed, Thu, Fri, and Sat. If this parameter is omitted, the
current day is used as the day to begin triggering statewalks.

<hh: mi n> isthetime of day at which state walks are to begin. Values are
from 00:00 (midnight) to 23:59 (one minute before midnight). If this
parameter is omitted, state walks begin at 00:00.

DAl LY| VEEKLY]| <hour s> isthe frequency at which the state walks are to
be triggered once the START_TIME isreached. Values are DAILY,
WEEKLY, or the number of hours, for example, 2. If this parameter is
omitted, state walks are triggered DAILY.

ALL | <nodul e name> specifies the module on which the state walk isto
be performed. Valuesare AL L or the name of aprovisioned Passport module.
If this parameter is omitted the state walk is performed on all modules
managed by the FM DR server. More than one module can be specified, but
each module name must be entered on a different line, and must be preceded
by MODULE:

Example
To trigger a state walk every two hours and obtain the states of modules EM
NODEAO03 and EM NODEAO04 starting at 00:00 hours of the current day, the
file contains the following entries:

START: 00: 00

| NTERVAL: 2
MODULE: EM NODEAO03
MODULE: EM NODEAO4
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Note: By default, post-activation and recurrent state walks will not be
triggered less than 15 minutes after the last walk on the target Passport
device in order to avoid over-stressing it.

Additional configuration for alarm exception handling

The handling of alarm eventsin FMDR can be controlled by the FMDR alarm
exceptions configuration file; however, thisfile only appliesto real alarms
and cannot be used for proxy alarms.

File /opt/MagellanNM S/cfg/FMDRAlarmExcep_[ppc|ppe].cfg specifies the
actions that are to be taken when certain alarms are received.

Note: If the file does not exist in /opt/MagellanNM S/cfg/, then copy
/opt/MagellanNM S/lib/cfg/FMDRAlarmEXxcep_[ppc|ppe].cfg to
/opt/MagellanNM S/cfg/FMDRAlarmExcep_[ppc|ppe].cfg and modify
it.

A record in the file has the form:
<event type> <fault code> <action>

where:
event type iSMSG, SET, or CLR
fault code isthe8-digit number that identifies the type of alarm

action isacodeidentifying the special action that isto be taken for this
alarm. The possible action codes are as follows:

CODE  MEANING

0 no action (not an exception); that is, allow the alarm to pass
1 ignore alarm; that is, throw the alarm away

30 set severity to CRITICAL

31 set severity to MAJOR
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CODE  MEANING

32 set severity to MINOR

33 set severity to WARNING

Note: There are other action codes that are used internally by FMDR.

A comment line starts with an exclamation mark (1).

Additional configuration for circuit monitoring
FMDR optionally uses a polling mechanism to perform circuit monitoring.
With circuit monitoring, a state walk is performed only on the specified
circuit components and only at specified polling times.

To enable circuit monitoring, use either the -sor -S option when you start the
FMDR server. See “ Startup command” (page 376) for more information.

Note: Do not monitor too many circuits from the same FMDR process
because circuit monitoring can overload the FMDR process and
associated FDTR process. The number of circuits you can monitor
depends on the characteristics of your installation, such asthe number of
Passports and the number of circuits per Passport. If you use circuit
monitoring, it is recommended that you start monitoring a small number
of circuits and gradually increase the number.

You can only perform circuit monitoring on certain components. If you
request circuit monitoring for other components, no information is shown for
those components.

You can perform circuit monitoring on the following components:

« EM MPANL DLCI

e EM FRUNI DLCI

e EM FRNNI DLCI

« EM FRMUX DLCI

« EM FRATM DLCI
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 EMFRDTEDLCI

« EMGVCIFDLCI

« EMAPPNDLCI

« EMATMIFVCC

 EMATMIFVPC

 EMATMIFVPT

* EMATMIFVPTVCC

 EMVRIPBGP

* EM VRIPBGP PEER

* EMVRIPNHRP

File /opt/MagellanNM S/cfg/FMDR_pollingSurveillance.cfg contains
information for performing circuit monitoring state walks. Thisfile contains
apolling list that describes the subcomponent types or the specific

subcomponent instancesthat arein acircuit. The polling list aso includesthe
minimum time interval that elapses between query responses.

When you change the contents of thisfile, you do not need to restart the
FMDR server to update the server with the new information. Instead, you can
enter thefollowing command to run the passport.kick program and update the
server with the new information:

/ opt/ Magel | anNMB/ bi n/ passport. ki ck

The format of an entry in thisfileisasfollows:

where;

| NSTANCE: <conponent/instance format>
| NTERVAL: <polling interval >

conponent /i nst ance format specifiesthe component name and
instance. You can specify aspecific instance or use the wildcard character (*)
to specify aset of instances.
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pol ling interval specifiestheminimum interval, in minutes, between
guery responses. The exact polling interval is determined by this parameter,
thetimer interval (which defaultsto 3 minutes), and the response time of the
switch. You can assign a different value to the timer interval with the

-S <timer interval> parameter in the FMDR startup command. See “ Startup
command” (page 376).

See the following example of FMDR_pollingSurveillance.cfg for more
information on how the timing of polling requestsis determined.

Example
| NSTANCE: EM NODEA FRUNI 10 DLCI *
| NTERVAL: 10

| NSTANCE: EM NCDEA FRUNI 11 DLCI 30
| NTERVAL: 15

| NSTANCE: EM NODEB ATM F 1 VCC *
I NTERVAL: 5

Inthisexample, thefirst two instances use the same timer because they are on
the same node. Assume that the timer uses the default interval of 3 minutes.

Inthefirst instance, thetimer starts at 10 minutes and checks every 3 minutes
to see whether it istime for polling to occur. If it isn't time, the value of
INTERVAL isreduced by 3. In thisexample the timer checksfor polling at 3
minuteintervals and sets INTERVAL to 7, 4, and 1 without polling. After the
next 3minuteinterval, INTERVAL isset to -2 and apolling request is sent to
NODEA, if possible. “If possible” meansthat afull state walk isnot in
progress. If afull state walk isin progress, circuit monitoring is postponed
until the state walk is complete. When a response to the polling request is
received, INTERVAL is set back to 10 and the process begins again.

In the second instance, INTERVAL changesto 12, 9, 6, 3, and 0. When
INTERVAL becomes 0, apolling request is sent to NODEA, if possible.

Interdependencies
The FMDR server relieson the HGDS server for host and group information.
FMDR aso reliesonthe FDTM server to provide an FDTr process, and relies
on the FDTT to provide connection and data trandlation management. For
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Exit codes

more information on the serversrequired to support Passport network access,
surveillance, and provisioning access, see 241-6001-303 Preside MDM
Administrator Guide.

Exit codes for the FMDR server are shown in the following table.

Table 61
Exit codes for the FMDR server

Exit code Description

0 Successful exit. Do not restart the server.

1 Failure. Restart the server.

50 Do not restart (for backward compatibility)

51 Memory resource error (For example, not enough memory).
No restart.

52 Disk resource error (For example, not enough space, no file).
No restart.

53 Communication resource error (For example, cannot connect
or register). No restart.

54 Timeout/deadlock/congestion (For example, too much
congestion). No restart.

55 Bad command line arguments. No restart.

56 Bad configuration file or environment. No restart.

57 Fork exec failure. No restart.

58 Manual server shutdown (admin?). No restart.

59 ipc_init unsuccessful. No restart.

60 ipc service cannot be registered. No restart.

61 Exit signal received. No restart.Other
unclassified errors. Restart the server.

100 Query problem to HGDS.
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Error messages

Error messages output to the System Log Display for the FMDR server are
shown in the following table:

Table 62
Error messages for the FMDR server

Error message

Meaning and action

FMDR_<name> -- Invalid command line
argument.

FMDR_<name> -- Missing mandatory
argument

FMDR_<name> -- Options -a and -B are
incompatible.

FMDR_<name> -- Killed client <client>
connection due to congestion.

FMDR_<name> -- Unexpectedly lost client
<client> connection; error code: <code>

FMDR_<name> -- Failed to connect to
HGDS.

FMDR_<name> -- Lost HGDS connection.

FMDR_<name> -- Error response from
HGDS.

FMDR_<name> -- connection to FDTM
failed... retry in 2 minutes.

Fatal. Correct the command line arguments in the
definition for the server with the Server
Administration tool.

Fatal. One of the following is missing from the
command line:

-g <passport group>
-u <user id>
-p <password>

Correct the command line arguments in the definition
of the server with the Server Administration tool.

Fatal. Correct the command line arguments in the
definition of the server with the Server Administration
tool.

Non-fatal. Check the logs for the problems relating to
<client>.

Non-fatal. Check the logs for problems relating to
<client>.

Fatal. Check the status of the HGDS server with the
Server Administration tool.

Fatal. Check the status of the HGDS server with the
Server Administration tool.

Fatal. Check the HGDS.cfqg file for invalid entries.

Non-fatal. Check the status of the FDTM server with
the Server Administration tool. Restart FDTM, if
necessary.

(Sheet 1 of 5)
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Table 62 (continued)
Error messages for the FMDR server

Error message

Meaning and action

FMDR_<name> -- error from FDTM:
<error>.

FMDR_<name> -- comm error with FDTM.

FMDR_<name> -- lost connection to
FDTM.

FMDR_<name> -- could not connect to
FDTR: <name>

FMDR_<name> -- could not create session
with FDTR: <name>

FMDR_<name> -- is now connected to
<fdtr>.

FMDR_<name> -- lost connection to
<fdtr>.

FMDR_<name> -- error response from
<fdtr>: <error>.

FMDR_<name> -- unknown response type
from <fdtr>.

FMDR_<name> -- error response from
<fdtr>.

FMDR_<name> -- error response on state
walk for <component>: <error>.

FMDR_<name> -- Unable to find
FMDR_[ppc|ppellegacy].cfg file.

Fatal. Check the status of the FDTM server with the
Server Administration tool.

Fatal. Check the status of the FDTM server with the
Server Administration tool. Try restarting the FDTM
server.

Fatal. Check the status of the FDTM server with the
Server Administration tool. Restart FDTM, if
necessary.

Fatal. Check the logs for the FDTR problem.

Fatal. Check the logs for the FDTR problem.

Message only.

Fatal. Check the logs for the FDTR problem.

Fatal. Check the logs for the FDTR problem.

Fatal. Check the logs for the FDTR problem.

Fatal. Check the logs for the FDTR problem.

Non-fatal. The state walk has been discontinued for
this component. Check the FDTR logs for additional
information.

Fatal. Ensure that there is an
FMDR_[ppc|ppe|legacy].cfg file in directory
lopt/MagellanNMS/lib/cfg.

(Sheet 2 of 5)
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Table 62 (continued)
Error messages for the FMDR server

Error message

Meaning and action

FMDR_<name> -- Unable to find
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- no interval specified at
line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- Unrecognized label at
line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- <instance>is not alegal
type for circuit monitoring at line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- Interval is not a positive
integer at line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- no instance specified at
line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- Second INSTANCE
definition at line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- Second INTERVAL
definition at line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

Non-fatal. FMDR has been started with circuit
monitoring enabled but the circuit monitoring cfg file
does not exist. Without the file, no components can
be circuit monitored.

Create the file; it can be empty.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

(Sheet 3 of 5)
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Table 62 (continued)
Error messages for the FMDR server

Error message

Meaning and action

FMDR_<name> -- Invalid instance type:
<instance> at line <x> in file
/opt/MagellanNMS/cfg/FMDR_pollingSurv
eillance.cfg

FMDR_<name> -- EM <nodename> is not
a member of this group.

FMDR <name> -- EM <module name>:
Either the module name on switch does not
match the module name in the HGDS
server or the on switch boot activation is
not complete.

FMDR <name> -- error response on state
walk for <instance> APPLICATION
ERROR 1120 Fdtr received an invalid
response from device Sw. Component is
owned by another customer.

FMDR <name> -- Unable to retrieve the
Active Alarm List from module <instance>,
proxy alarms will be generated.

FMDR <name> -- The Active Alarm List
from node <instance> was retrieved.

Non-fatal. The entry is skipped due to the error found
when parsing the entry in the file. Correct the entry
and use the passport.kick utility to trigger FMDR to
reparse and restart circuit monitoring.

Non-fatal. The FMDR server is reporting on module
EM/<nodename> which is not defined in group
<name> in /opt/MagellanNMS/cfg/HGDS.cfg. This is
likely caused by a mismatch between the name
provisioned on a Passport and the name entered in
the HGDS.cfg file. Correct the HGDS.cfg file to
match the name provisioned on the switch and
restart HGDS, FDTM, and FMDR_<name> servers.

Non-fatal. If the name given to the switch does not
match the name that is specified in the
lopt/MagellanNMS/cfg/HGDS.cfg file, update the
HGDS.cfg file, and then stop and restart the FMDR
server. If the names are matching, a state walk will
be done automatically once the switch has fully
activated.

Non-fatal. FMDR is using the -M command line
option with a value different than 0. FMDR cannot
discover the Passport family type (see “Detection of
Passport family” (page 370)). FMDR will use the
default schemas for state walk, and it will not be able
to retrieve any active alarm list.

Non-fatal. The Passport supports the Active Alarm
List feature, but FMDR cannot obtain the active
alarms because too many FMDRs requested the
alarms at the same time. Proxy alarms are generated
to represent the out-of-service components.

Non-fatal. The previous log message was
generated. FMDR completed two state walks on the
module, and it retrieved the active alarm list from the
Passport.

(Sheet 4 of 5)
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Table 62 (continued)
Error messages for the FMDR server

Error message

Meaning and action

FMDR <name> -- State walk started for
every module of the group.

FMDR <name> -- State walk started on
module EM <module name>.

FMDR <name> -- State walk on module
EM <module name> cancelled.

FMDR <name> -- Walk already in progress
or pending for module EM <module
name>.

FMDR <name> -- The babbler option (-B)
was specified for this FMDR. This option is
no longer supported and will be ignored.

FMDR <name> -- There was at least one
query failure during the nodal state walk
because of the following errors: <reason>.
The reason could be 1121, 1122, 1137 and
their combinations.

Non-fatal. One state walk has started for each
module of the FMDR group.

Non-fatal. One state walk has started for the module.

Non-fatal. The state walk in progress on the module
was cancelled. The log is displayed for the following
reasons:

- loss of connectivity to the switch while a state walk
is in progress

- manually triggering a Reset Database of FMDR,
using GMDR Admin, while a state walk is in progress
on that node

- using GMDR Admin to delete a module while a
state walk is in progress on that node

- the name of the switch does not match the name of
the /opt/MagellanNMS/cfg/HGDS.cfg file.

Non-fatal. A resynchronization was triggered on the
module while it is currently being state walked.

Non-fatal. The option is ignored. FMDR execution
continues.

Note: The command line option -B (babbler) is
ignored in this release. If any FMDR entry in the
Server Administration tool uses this option, remove
this option. For more information about the Server
Administration tool, see 241-6001-303 Preside MDM
Administrator Guide.

Non-fatal. Check the error summary for the FDTM
server to diagnose the problem.

(Sheet 5 of 5)
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Chapter 50

Passport Nodal Provisioning Configuration
Server (PCSERVER)

This section contains information on the Passport Configuration server
(PCSERVER). See the following topics for more information:

e “About the PCSERVER” (page 393)
* “Managing the PCSERVER” (page 394)
* “Exit codes’ (page 395)

About the PCSERVER

The PCSERVER isused by the Nodal Provisioning and the Circuit Emulation
Service (CES) switched virtual circuit (SVC) interfaces. The PCSERVER
creates and manages the Passport Configuration Providers (FPS), which
provide configuration access to Passport devices. For each open connection
request received from the Configuration Manager, the PCSERVER creates a
new FPSto handle configuration requests for a particular Passport. For more
information on the Configuration Manager, see “Nodal Provisioning
Configuration Manager (CONFIGMAN)” (page 309).
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Figure 46
PCSERVER data flow diagram
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Managing the PCSERVER

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the PCSERVER. Any changes you make to
the startup command or optionstake effect when the PCSERVER isrestarted.
See 241-6001-303 Preside MDM Administrator Guide for instructionsto use
the Server Administration tool.

For more information, see the following:
*  “Suggested namein Server Administration” (page 395)
e “Startup command” (page 395)
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Suggested name in Server Administration

The recommended name for the PCSERVER is PP NP Config Server.

Configuring the PCSERV ER with the Server Administration tool requires
you to enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command

Exit codes

Use the following command to start the PCSERVER.

[ opt/ Magel | anNMB/ bi n/ pcserver [-port <port nunber>]
[-log [<log filenane>]] [-h]

where:

-port <port nunber> specifiesthe port number that the PCSERVER
uses. If you specify this parameter, the port number you specify must be the
same as the configuration server port number in the CONFIGMAN startup
command. For more information, see the -Dcsport parameter in “ Startup
command” (page 311). If you do not specify this parameter, PCSERVER
dynamically sets up the port based on the specificationsin the configuration
file /opt/MagellanNM S/cfg/private/| PCNameMap.cfg . If thereisno
configuration file, PCSERV ER determines the appropriate port number.

-log [<log filename>] letsyou redirect errorstoalogfile. If thelog
file has more than 20,480 entries, the file is copied to <log filename>.old.

- h displaysinformation about the pcserver command.

Example
In the following example, errors are not directed to alog file and the port
number is obtained from a configuration file.

[ opt / Magel | anNVB/ bi n/ pcserver

Exit codes for when the PCSERVER terminates under its own control are
shown in the following table. The PCSERVER can terminate with other exit
codesif it crashes or is stopped by the Server Administration tool.
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Table 63

Exit codes for the PCSERVER

Exit code

Description

0
50
51
53
55
59
61
62
100

Successful exit

Unable to connect to Connection Manager
Memory error

Communication error - port already used
Invalid argument

Unable to initialize IPC

Exit signal received

Terminated due to licensing problem

Other unclassified errors
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Chapter 51
Passport Restore Provider (PRSTPP)

This section contains information on the Passport Restore Provider
(PRSTPP). See the following topics for more information:

*  “About the Restore Provider” (page 397)
»  “Managing the Restore Provider” (page 398)

About the Restore Provider

The Restore Controller and Restore Provider are responsible for restoring the
backed up views to the Passport.

See 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide.
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Figure 47
Restore Provider data flow diagram
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Managing the Restore Provider

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the server. Any changes you make to the
server startup command or options take effect when the server is restarted.
See 241-6001-303 Preside MDM Administrator Guide for instructionsto use
the Server Administration tool.

For more information, see the following:
e “Suggested namein Server Administration” (page 399)
e “Startup command” (page 399)
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Suggested name in Server Administration

The recommended name is Restore Provider.

Configuring the Restore Provider with the Server Administration tool
requires you to enter the server name in the Descriptive namefield of the
Server Administration dialog for new servers. This name also identifies the
server in file /opt/MagellanNM S/cfg/SVMList.cfg. Thisfile lists the servers
that are to be started automatically when the workstation is rebooted.

Startup command

The startup command for the Restore Provider is as follows:
[ opt/ Magel | anNVB/ bi n/ prstpp [-p <port_no>]

Use the following table to substitute command parameters:

Parameter Definition

port_no is the port number the Restore Provider uses.
The default port is port 5021.
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Chapter 52
Passport Shelf View Agent (PSVAGENT)

This section contains information about the Passport Shelf View Agent
(PSVAGENT). See the following topics for more information:

e “About the PSVYAGENT" (page 401)

*  “Suggested namein Server Administration” (page 402)
e “Startup command” (page 403)

e “PSVAGENT schemafiles’ (page 404)

e “Error messages’ (page 404)

About the PSVAGENT
The PSVAGENT isaserver that gathers and sends Passport informationto the
Passport Shelf Display and MDMWeb tools. PSYAGENT provides an
interface to MDM serversthat send commands to devicesin the network and
receive responses to those commands.

PSVAGENT gathers information from several sources including the
Multiservice Data Manager (MDM) network model, the alarm stream for
GMDR, and from the Passport device through the MDM Passport command
stack. Since PSVAGENT requires information from various sources, the
following servers must be running:

»  Passport Communications Manager (FDTM)
*  FMIP Management Data Router (FMDR)
»  General Management Data Router (GMDR)
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Host Group Directory Server (HGDS)

Network Model Coordinator (DNMNMC)

Surveillance Network Model Updater (SURNUP)

Network Model Server (NM Server)

Command Functional Process (CMCFUN) local to the session
Connection Manager (CM) local to the session

NMS Log Callector (OAMC)

NMS Context Server (CTXSVR)

Multi-nodal Name Server (MNSD)

Multi-nodal Name Server Agent (MNSDAGENT)

Using the MDM Service Selection facility, the following minimum set of
MDM servers must always be local for the Passport Shelf Display tool to
operate:

Command Functional Process (CMCFUN) local to the session
Connection Manager (CM) local to the session

NMS Context Server (CTXSVR)

Multi-nodal Name Server (MNSD)

Multi-nodal Name Server Agent (MNSDAGENT)

Suggested name in Server Administration
The recommended name for the PSVAGENT is PP Shelf View Agent.

Configuring PSVAGENT with the Server Administration tool requiresyou to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.
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Startup command
The startup command for the PSVAGENT is asfollows:

[ opt/ Magel | anNM5/ bi n/ psvagent \
[-h]?] \

[-wal k <fil ename>] \

[-trigger <filenanme>] \

[-link <filenanme>] \

[ -gmdr _host <host nanme>] \
[-nm_host <hostnane>] \
[-acc_host <hostnane>] \
[-cc-tinme <timeout>]

where:

[-h]?] displaysthe syntax and command options for the PSVAGENT's
startup command.

[-wal k <filenane>] walkstheschemafile (optiona).
[-trigger <filename>] triggersthe schemafile (optional).
[-1ink <filenane>] linksthe schemafile (optional).

[-gndr _host <hostnanme>] identifiesthe GMDR host to which you
want to connect.

[-nm host <hostname>] identifiesthe Network Model host to which
you want to connect.

[-acc_host <hostname>] identifiesthe Passport Access host to which
you want to connect.

[-cc-time <tinmeout>] setsthesleeptimeout, in seconds, before
attempting server connections. The default sleep time is 10 seconds.
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PSVAGENT schema files
PSVAGENT uses the following schemafiles:
e PSV_Wialk.cfg

This configuration file identifies the Passport components and attributes
required as input to the Passport Shelf Display tool.

e PSV_Trigger.cfg identifies which alarmstrigger a new state walk of the
Passport.

» PSV_Link.cfg specifiesthe links for Passport componentsin the
component navigation panel of the Passport Shelf Display tool.

The default copy of these configuration files are located in the
/opt/MagellanNM S/lib/cfg directory. User customized copies of these files
are located in the /opt/MagellanNM S/cfg directory.

Error mesSsages
The following PSVAGENT error messages are logged to the MDM System

Log display.
Table 64
Error messages for PSVAGENT
Error message Meaning
Failed to register PSV service with IPC The psvagent is already running and does not
need to be started again.
Failed to register CCAGENT service with IPC An older version of ccagent is currently
running.
The psvagent could not connect to GMDR on The Passport Shelf Display fails to connect to
<hostname>. GMDR.

The psvagent could not connect to the NM Server The Passport Shelf Display fails to connect to
the NM Server.
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Table 64
Error messages for PSVAGENT

Error message

Meaning

The psvagent could not connect to or lost its
previous connection to the cmcfun session.

An error was found in the PSV_Walk.cfg file.

An error was found in the PSV_Trigger.cfg file.

An error was found in the PSV_Link.cfg file.

The lock/unlock command failed.

The Passport Shelf Display fails to connect to
the cmcfun server. The psvagent only runs
when an MDM session is active and,
consequently, the session specific Passport
Command stack processes are also running.
This error usually indicates an invalid or
nonexistent session.

An error occurred during the parsing of the
configuration file.

The Lock or Unlock command fails to execute.
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Chapter 53

Performance Measurement Stream Processor
(PMSP)

The Performance M easurement Stream Processor (PM SP) server isused only
inaSuccession Network solution. If you have a Succession Network solution,
see the following sections for information about the PM SP server:

*  “About the PMSP server” (page 407)
*  “Suggested namein Server Administration” (page 414)
e “Start-up command” (page 415)

e “Error messages’ (page 417)

About the PMSP server

The PMSP server collects and converts PM statistics from Passport
processors and ATM interfaces. Performance measurement information is
required for network planning and engineering.

Note: To usethisapplication, Passportsrequire Passport softwareversion
PCR4.1, or later.

The process of collecting, transferring and converting PM statistics includes

1 At5-minute intervals the Passport AtmCore, AtmNetworking, and PCS
applications on Passport processor cards and ATM interfaces collect PM
statistics and data with the data type of rtStats that is generated by the
Passport Data Collection System (DCS).
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2 Each Passport switch sends the PM statistics to the resident Passport
DCS where records of the rtStats data type are created for each
application.

3 The Passport data collection system (DCS) forwards collected PM
statistics to Preside Multiservice Data Manager (MDM) as a stream of
fast management information protocol (FMIP) encoded binary data. The
PM statistics are transferred to Preside MDM at 5-minute intervals.

5-minute intervals are synchronized to five minutes after the hour and
beginning with the nearest 5-minute time increment (time of day on the
Passport and on Preside MDM must be synchronized).

Note: PM statistics data cannot be spooled.

4  Preside MDM converts the PM statisticsto ASCIl comma separated
values (CSV) data format.

5 5-minuteinterval data can be stream transferred to SuperNode Data
Manager (SDM)sin CSV format on registered network connections
using TCP sockets.
5-minute interval data can be written to CSV files on the Preside MDM
platform.

6  Onthe hour and half-hour, the data for all 5-minute intervals during the
past 30-minute interval are aggregated.

7  30-minute interval data can be stream transferred to SDMsin CSV
format on registered network connections using TCP sockets.
30-minute interval data can bewritten to CSV files on the Preside MDM
platform.

This section includes descriptions of

e “5-minuteinterval data’ (page 409)

e “30-minuteinterval data’ (page 410)

e “Connectivity” (page 412)

e “Compensating for network time changes’ (page 414)
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5-minute interval data
This section describes several considerations with the 5-minute interval data
and includes

e “Missing data” (page 409)
e “Records out of time synchronization” (page 409)

For detailed information on 5-minute interval data, refer to the customer-
specific documentation.

Missing data

When values are missing from the attribute fiel ds, there will be consecutive
commas in the CSV-format record with no value in between. Missing values
should be arare occurrence, although it can occur if the number of interfaces
being reported exceeds the engineering latency. That is, when growth
scenarios cause more ATM interfaces to be added, if theinitially configured
PM Stream Processor latency isto small to handle the extra processing
reguirements, some raw information may not be processed intime. Of course,
the latency configuration should be adjusted if this condition persists.

If no records are received during the data collection period for a particular
ATM interface, a5-minute interval ATM interface record is not generated for
that ATM interface for that interval. If arecord contains corrupted data, the
PM Stream Processor writes the entire raw FMIP record to file
/opt/MagellanNM S/data/pmsp/ppc_5Smin.err. Thisfile can be used to recover
partial data or to help determine the reason for the corruption.

Records out of time synchronization
If arecord does not belong to the current interval, a 5-minute interval ATM

interface record is not generated for that record as it has already missed its
five-minute interval period.

If the record belongs to an interval for which 30-minute interval data
processing is currently in progress, the record is incorporated into the
respective 30-minute interval data. The PM Stream Processor issues a
warning that indicates that a record from a previous 5-minute interval has
been received from a particular Passport switch. Thiswarning isdisplayed on
the System L og Display tool and only onewarning isissued for each Passport
switch for each occurrence. See “ Error messages’ (page 417).
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At the end of each 5-minuteinterval, Preside MDM sets atimer according to
the value of the -ppexpire command line option. This value is the latency
time-out. Any records received from Passport switches during that time-out
window are accepted into the 5-minute interval data. Any records received
after the timer expires are discarded as the 5-minute interval data, and
included in the 30-minute data for the current 30-minute interval. If the 30-
minute interval CSV stream is complete, the record is counted in the next
interval or possibly discarded and logged for the 30-minute interval.

If the record does not belong to the current interval and its 30-minute interval
CSV data stream has already been completed, the record is discarded only if
the -nosync option has not been specified.

30-minute interval data
The PM Stream Processor creates a single 30-minute interval data stream
every half hour on the hour and the half hour. This data stream summarizes
the PM statistics from the 5-minute interval ATM interface records on a per
ATM interface basis. The 30-minuteinterval record caninclude datafrom six
5-minute intervals.

For detailed information on 30-minute interval data, refer to the customer-
specific documentation.

Using the temporary autosave file
After itis compiled, the 30-minuteinterval record is written to the following

temporary binary file

[ opt / Magel | anNM5/ dat a/ pnsp/
<30-m nute port>_PPC 30m n. aut osave

Because the 30-minute interval record is resident in memory, the temporary
file servesasabackup in case Preside MDM is shut down or loses power. The
presence of thisfile in the /opt/MagellanNM S/data/pmsp directory indicates
that the 30-minute interval has not expired and that the data for the interval
has not been sent to the SuperNode Data Manager (SDM).

If the TCP socket sessions from Preside MDM are interrupted, and Preside
MDM and the PM Stream Processor are restarted and re-establish
connectivity during the same 30-minute interval, the contents of the autosave
file are repopulated into memory and the PM Stream Processor continues
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aggregating PM statistics for the remainder of the 30-minute interval. If
Preside MDM and the PM Stream Processor are restarted after the expiry of
the 30-minute interval, the previously open 30 minute autosave fileis closed
and a new oneis opened for the new 30-minute interval period.

The contents of the autosave file are written to an ASCI| based historical file
/opt/MagellanNM S/data/pmsp/

<30-minute port>_PP_30MIN_PM_YYYYMMDDThhmmss.csv. The
timestamp in the filename of the historical file represents the end time of the
30-minuteinterval to which thefile belongs. The contents of the historical file
areidentical to the CSV data stream which is sent to the SDM, with the
exception of the timestamp and record lengths, which are not included in the
historical file.

SDM processing for the 30-minute interval record
After expiry of the 30-minute interval and incorporation of the last 5-minute

interval record, the PM Stream Processor transmits the contents of the
30-minute interval record to the SuperNode Data Manager (SDM) asa CSV
data stream. Transmission occurs over the dedicated 30-minute TCP socket.
The format of the 30-minute interval data stream isidentical to the 5-minute
interval CSV datastream. The TCP socket that is used for the 30-minute data
is separate from the TCP socket used for the 5-minute data.

Upon successful transmission of the 30-minute interval record to the SDM,
the SDM sends a successful transmission acknowledgement flag to the PM
Stream Processor. The PM Stream Processor then del etes the 30-minute auto-
save file /opt/MagellanNM S/data/pmsp/ppc_30min.autosave.

The PM Stream Processor allocates a configurable interval (based on the
value of the -ppexpire command line option) from the start of transmission of
the 30-minute CSV data stream (that is, 30 seconds after the end of the 30-
minute interval) for the receipt of the successful transmission
acknowledgement flag from the SDM. If the PM Stream Processor does not
receive the flag within this period, it assumes that the SDM has not received
the 30-minute CSV data stream. The PM SP then creates an historical file/opt/
MagellanNM S/data/pmsp/

<30-minute port>_PP_30MIN_PM_YYYYMMDDThhmmss.csv.
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Connectivity
The Passport switch and the SuperNode Data Manager (SDM) are connected
through Internet Protocol (1P) to Preside M ultiservice DataManager (MDM).
The Passport switch, the SDM, and Preside MDM are time synchronized.

WARNING

Loss of connectivity

Timing between the Passport, Preside MDM, and the
SDM must be properly synchronized before connections
can be established. For information and procedures to
configuring timing, see 241-6001-303 Preside MDM
Administrator Guide

This section includes
e “Connectivity to SDM” (page 412)
e “Connectivity to the Passport switch” (page 412)

*  “Recovery from loss of connectivity” (page 413)

Connectivity to SDM
The SuperNode Data Manager (SDM) establishes two TCP socket

connections with the PM Stream Processor. The connections support the
transmission of the 5- and 30-minute data, one connection for each datatype.

When a TCP socket connection is established, the PM Stream Processor
sends a start flag (which represents the length of the header) and a header
(which details the attribute field ordering of the 5-minute ATM interface
record and the 30-minute interval record). The header is sent once to the
SDM. The PM Stream Processor does not include the header in any of the
subsequent CSV data streams sent for the subsequent intervals.

Connectivity to the Passport switch
When the PM Stream Processor is started, it sets up an NMIS/FMIP session

on abest effort basis on the Passport switch. The NMIS/FMIP session isused
for thetransmission of statistics data between the Passport switch and Preside
Multiservice Data Manager (MDM). The PM Stream Processor then enables
the rtStats and disables al other streams. The objective of this second event

isto prevent these streams from transmitting during the NMIS/FMI P session.
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In the event that an NMIS/FMIP session cannot be established, the PM
Stream Processor generates an error message for that switch and the error
message is displayed on the System log display tool.

Preside MDM a so establishes a separate NMIS/FMIP session for
surveillance of the Passport switch. Surveillance is possible by enabling
alarm and SCN data streams. Preside MDM disables the rtSats data stream
for the surveillance session so that there is no interaction with statistics
transmission sessions. Passport supports up to 35 concurrent NMIS/FMIP
sessions.

Recovery from loss of connectivity
If Preside Multiservice Data Manager (MDM) |oses connectivity with the

SuperNode Data Manager (SDM) during transmission of the 30-minute data
stream, the SDM immediately attempts to re-establish the connection using
the same TCP sockets.

When successfully connected, the SDM sends an 1SO timestamp
(YYYYMMDDThhmmss) on the 30-minute TCP socket. This timestamp
indicates whether or not the SDM wants the interrupted 30-minute data CSV
stream transmission. If requested, the PM Stream Processor re-transmits the
30-minute historical files (which are created later than the timestamp) in the
/opt/MagellanNM S/data/pmsp directory in chronological order.

The SDM isresponsible for the management of any duplicate records
received in the case of loss of connectivity with Preside MDM workstation.
Upon successful retransmission to the SDM, the PM Stream Processor
deletes the successfully transmitted historical files from the
/opt/MagellanNM S/data/pmsp directory.

If the SDM does not want the interrupted historical data, the PM Stream
Processor deletes the 30-minute historical filesin the
/opt/MagellanNM S/data/pmsp directory.

If Preside MDM loses connectivity to a Passport switch, the PM Stream
Processor attempts to re-establish the connection and set up anew NMIS/
FMIP session at 5-second intervals. If Preside MDM loses connectivity
during transmission of statisticsrecords, the singlerecord inthe NMIS buffer
islost. The interface between the Passport NMIS and Passport DCSis flow-
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controlled so that only one record is handled by NMIS at any time. The
remaining records are queued in DCS and are transmitted when the PM
Stream Processor re-establishes the connection and sets up the new NMIS/
FMIP session.

In the event that an NMIS/FMIP session cannot be established, the DCS
continues to collect statistics records until the DCS queue for the rtStats data
typeisfull. When the queueis full, the DCS discards any additional records
until the queue begins to empty.

Compensating for network time changes
If the network time changes (for example, because of a change to Daylight
Savings Time) the PM Stream Processor takes no special action, but the
switch back from Daylight Savings Time does require additional
management. When this seasonal time change occurs, for the hour of time
that istypically repeated (in North America, this hour usually falls between
1:00 and 2:00 am) CSV files have the same names as similar files produced
an hour earlier, prior to the time change.

This potential problem requires that the OSS application either move or
rename the ol der files before the new ones with the same name are created.
The application can also wipe out the older files if they were left in their
original location. This potential problem appliesto both SDM and Preside
MDM-createdfiles. For detail s concerning seasonal time changes, refer to the
customer-specific documentation.

However, if there is areguirement for network time to be changed, it is
recommended that the change occur after the transmission of the 30-minute
interval data has been successfully completed and before the receipt of the
datafrom thefirst 5-minuteinterval (that is, prior to 5 minutesand 35 minutes
past the hour).

Note: If thetime on the network is changed, the time on the Preside
Multiservice Data Manager (MDM) must also be changed to remain
synchronized with the network.

Suggested name in Server Administration

Therecommended namefor the Performance M easurement Stream Processor
isPMSP.
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Configuring PM SP with the Server Administration tool requires you to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file /opt/
MagellanNM S/cfg/SVMList.cfg. Thisfilelists the serversthat are to be
started automatically when the workstation is rebooted.

Start-up command

Use the Server Administration tool to automate PM SP startup and
monitoring. Using the Server Administration tool ensures reactivation of the
PM SP after process or platform failure. For more information about the
Server Administration tool, see 241-6001-303 Preside MDM Administrator
Guide.

Note: Multipleinstance of the PM SP can be running on a Preside MDM
platform. They must be launched on separate 5-minute and 30-minute

ports.

Command syntax
The syntax of the PMSP command is

[ opt/ Magel | anNMB/ bi n/ pnsp

-g <Passport group nane>

-u <Passport userl| D>

-p <Passport userl| D passwor d| passwor dFi | e. pwd]
[-5port <5 mnute TCP port>]

[-30port <30 minute TCP port>]

[ - ppexpire <seconds>]

[-savefil e -hgds|-shel f]

[ - nosync]

[-hl|-help]

where:
-g <Passport group name>

isthe name of the Passport group, asdefined in file HGDS.cfg, to collect data
from. Only one Passport group can be specified.

-u <Passport userl D>
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isthe userID required to access the Passports in the Passport group. All
Passports in the Passport group must use the same userID.

-p <Passport userlD password>
isthe userID required to access the Passports in the Passport group. All
Passports in the Passport group must use the same userID. If you provide a

password in the command line, this password is treated as a plain text
password.

passwor dFi | e. pwd

isthefile that contains an encrypted password. If you provide afile, the
contents of the file must only be the encrypted password. For more
information on passwords, see the section on setting MDM server passwords
in NN10600-605 Passport - MDM Network Security: Operations.

[-5port <5 minute TCP port>]

this optional parameter specifies the TCP port used for transmitting the
5-minute CSV data stream. The default port is 1646.

[-30port <30 minute TCP port>]

this optional parameter specifies the TCP port used for transmitting the
30-minute CSV data stream. The default port is 1647.

[ - ppexpire <seconds>]

this optional parameter specifies the time available for data collection after
the 5-minute interval has started. The minimum is 5 seconds, the maximum
is 270 seconds, and the default is 15 seconds.

[-savefile -hgds|-shelf]

this optional parameter specifies that 5- and 30- minute streamed PM
statisticsarewrittento filesin directory </opt/Magellan/data/pmsp/<Passport
group name>/closedNotSent/> on the Preside MDM platform.

Note: If -savefile is specified, -hgds or -shelf must be specified.
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There are two options for CSV file names. The file names of the CSV files
saved on the Preside MDM platform can be based on the Passport group name
from HGDS.cfg (-hgds). Onefileis saved for the Passport group. Optionally,
the file name can be based on the Passport shelf name from the PM statistic
record (-shelf). In this case, afileis saved for each Passport hode in the

Passport group.
[ -nosync]

this optional parameter specifiesthat PM SPwill still processthe record, even
though its timestamp falls out of the 5-minute collection interval or the 30-
minute aggregate interval.

[-h]-help]
this optional parameter provides alist of these options.

Error messages

The PMSP forwards its error and warning messages to the System Log
Display tool in rea time. The following tables provide a description of the
errors generated by the PM SP.

» “Fatal error messages’ (page 418)
*  “Non-fatal error messages’ (page 419)
*  “Warning messages’ (page 421)

See 241-6001-303 Preside MDM Administrator Guide for information on
using the System Log Display tool.
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Table 65
Fatal error messages

Error message

Description

invalid conmand |ine
argunent: <arg>

<what ar gunent >

error fromFDITM <error>

| ost connection to:
<servi ce>

coul d not connect to FDTR
(host <host nane>)

coul d not create session
with FDTR <servi cenane>

error response from
<servi ce>

unknown response from
<service>

Fail ed to connect to HGDS

out of menory: <for_what>

m ssi ng mandat ory ar gunent :

The command line passed to the PMSP is not recognized.
The invalid argument is presented in place of <arg>. Verify
the command line argument is applicable to the PMSP.

Indicates that a required command line argument was
missing. Verify that all mandatory arguments are used.

Indicates that the PMSP received an error from Passport
Communications Manager (FDTM) server. See
241-6001-303 Preside MDM Administrator Guide for
information on using the <error> string to determine the
problem.

The PMSP has lost a connection to the service indicated.
Verify that the service is running. See 241-6001-303
Preside MDM Administrator Guide for details.

The PMSP could not connect to FDTR. See 241-6001-303
Preside MDM Administrator Guide for details.

The PMSP cannot open a RTSTATS session with FDTR.
See 241-6001-303 Preside MDM Administrator Guide for
details.

The PMSP has encountered an error response from one of
its required services. See 241-6001-303 Preside MDM
Administrator Guide for details.

The PMSP has encountered an unknown response from
one of its required services. See 241-6001-303 Preside
MDM Administrator Guide for details.

The PMSP cannot connect to the Host Group Directory
Service. Verify that the service is running. See
241-6001-303 Preside MDM Administrator Guide for
detalils.

The PMSP is unable to allocate critical memory. The
memory is required for the component indicated in
<for_what>. Verify that the machine has sufficient memory
resources to run the PMSP.

(Sheet 1 of 2)
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Table 65 (continued)
Fatal error messages

Error message

Description

internal error: <where>

i mproper perm ssions on
directory: <dir>

TCP error: <error>

cannot create backup disk
stream

commerror with FDTM

value is out of range
<val ue>

cannot restart process with
execve. Check -P command
line option.

An internal error has occurred. Verify that the executable is
not corrupted.

Indicates that the PMSP cannot read and write to the
directory specified. Change the permissions on the
directory or run the PMSP under the proper user (for the
directory).

Indicates that the PMSP has failed to use a required TCP
service. Verify that the service indicated in <error> is
available to the PMSP.

The PMSP cannot create the service to backup historical
data. Check permissions on the pmsp directory, check for
number of available file descriptors. Check for available
memory.

Communication error with FDTM.

ppexpire value is out of range.

Cannot re-execute program.

(Sheet 2 of 2)

Table 66
Non-fatal error messages

Error message

Description

connection to FDTM fai l ed:
retry in 2 mnutes

TCP war ni ng: <war ni ng>

The PMSP cannot contact FDTM. FDTM is likely not
running or not responding. It will retry in 2 minutes.

Indicates that the PMSP cannot use a desired TCP service.
The service is not essential to the operation of the PMSP.
The details of the unavailable service is available in
<warning>.

(Sheet 1 of 2)
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Table 66 (continued)
Non-fatal error messages

Error message

Description

cannot open aggregate
aut osave file: <filenanme>

failure to wite to
aggregat e autosave file:
<reason>

cannot open csv historical
file: <filename>

failure to wite to csv
historical file: <reason>

corrupt historical csv

file: <reason>

cannot access directory:
<dir>

TCPCQut put Stream | ost
connection: <reason>

failed to renove historical
data file ... aborting
historical data transfer

i nproper date/time on
hi storical file:

cannot get file status:
<fil ename>

read csv historical
<fil enane>

cannot
file:

Coul d not renane
<filenamel> to <fil enane2>

<fil enanme>

The PMSP cannot open the autosave file and therefore
cannot read or write its contents. Verify the permissions on
the file are correct.

The PMSP cannot write to the autosave file. Check the
available disk space.

The PMSP cannot open the historical data file and therefore
cannot read or write its contents. Verify the permissions on
the file are correct.

The PMSP cannot write to the historical csv file. Check the
available disk space.

The PMSP cannot read from the historical csv file. Check
the contents of the csv file.

The PMSP cannot read the directory specified in <dir>.
Check the permissions on the directory.

The PMSP has lost connection or terminated connection
with the client for the reason specified.

This is related to the “Recovery from loss of connectivity.”
After re-transmitting a historical file to SDM after
reconnecting, it could not delete the file. Check permission.

The date/time format of historical file is wrong. Check the
file.
Cannot get file status of the file. Check the file.

Cannot read csv historical file. Check file permission.

Cannot rename file. Check the files.

(Sheet 2 of 2)
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Table 67
Warning messages

Error message Description
unrecogni zed record format Unrecognized record format from Passport.
(<what >)

connection to FDTM failed  Re-try connection to FDTM.
retry inlmnute (retry
<nunber > of <numnber>).
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Chapter 54
Real Time Alarm Collector (RTACCOL)

This section contains information on the Real Time Alarm Collector Server
(RTACCOL). See the following topics for more information:

*  “About the RTACCOL server” (page 423)

*  “Configuration” (page 425)

*  “Managing the RTACCOL server” (page 425)
» “Deleting alarm records’ (page 426)

e “Interdependencies’ (page 426)

e “Exit Codes’ (page 427)

About the RTACCOL server

The RTACCOL server isthe server responsible for collecting all alarms
[DPN, Passport, Preside Multiservice Data Manager (MDM)], and other
devices generating alarms) and storing them in files, one file per day. The
RTACCOL server is started by the Server Administration tool.

The RTACCOL server reads the configuration file
/opt/MagellanNM S/cfg/RTAC.cfg to determine the following:
» whereto retrieve the Record Definition Files (RDFs)

» whereto storethe files

» which characters to use to separate fields and to replace new line
characters
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See “Configuration” (page 425) for a description of the RTACCOL server
parameters.

The RTACCOL server collects and processes each alarm received from the
GMDR server. It reads the configuration file

/opt/MagellanNM S/cfg/RTAC.cfg to locate the RDF. Each darm received is
converted to the alarm syntax, as defined by the Record Definition File
(RDF), alardf in the /opt/MagellanNM S/data/rtac/rdf directory. See
“RTAC_DATA_DIR” (page 425) for information on the directory path for the
RDF.

Each alarm takes the following format:

<val ue of field 1><sep><val ue of fiel d2><sep><val ue of
field n>

Note: The order of the fieldsis defined by the RDF.
where:
<sep> is defined under RTAC_FIELD_DELIMITER.
See“RTAC_FIELD_DELIMITER” (page 425) for additional information.

The server reads the configuration file, /opt/MagellanNM S/cfg/RTAC.cfg, to
determine where to store the alarm files. See “RTAC_DATA_DIR”

(page 425) for information on the directory path where alarm fields are
stored.

Each alarm received is saved in thefile corresponding to the date of thealarm
(alarms.<yyyy>-<mm>-<dd>) and stored in a directory as defined in the
configuration file, RTAC.cfg.

You can retrieve the short-term historical alarms collected by the RTACCOL
server by using the Query Historical Alarmtool available from the MDM tool
set or by using the rtacsrch command line. For information about these
methods, see 241-6001-011 Preside MDM Fault Management User Guide.
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Configuration
The RTACCOL server configuration file, RTAC.cfg, contains the parameters
for the RTACCOL server. The configuration file, RTAC.cfg, can be found in
the /opt/MagellanNM S/cfg directory.

The following describes each RTACCOL server parameter contained in the
configuration file /opt/MagellanNM S/cfg/RTAC.cfg.

RTAC _DATA _DIR
Directory containing the alarm files. This parameter defines the absolute
directory path where the alarm files are stored. The default is
/opt/MagellanNM S/datalrtac/data.

RTAC_RDF_DIR
Directory containing the Record Definition File (RDF) for the RTAC server.
This parameter defines the absolute directory path where the RDF file for
RTAC can be found. The default is /opt/MagellanNM S/data/rtac/rdf.

RTAC_FIELD_DELIMITER
This parameter defines the field delimiter used to separate each field of an
alarm record. The default is the delete character.

RTAC_NEWLINE _DELIMITER
This parameter defines the character used to replace newlinein multipleline
fields. The default is| .

Managing the RTACCOL server

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor the RTACCOL server. Any changesthat you
make to the startup command or options take effect when you restart the
RTACCOL server. See 241-6001-303 Preside MDM Administrator Guidefor
instructions to use the Server Administration tool.

For more information, see the following:
*  “Suggested namein Server Administration” (page 426)
e “Startup command” (page 426)
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Suggested name in Server Administration
The recommended name for the real time alarm collector server is Real Time
Alarm Col.

Configuring the RTACCOL server with the Server Administration tool
requires you to enter the server name in the Descriptive namefield of the
Server Administration dialog for new servers. This name also identifies the
server in file /opt/MagellanNM S/cfg/SVMList.cfg. Thisfile lists the servers
that are to be started automatically when the workstation is rebooted.

Startup command
The command to start the RTACCOL server has the following syntax:

[ opt/ Magel | anNVB/ bi n/ rtaccol [-h]
[-filecl eanup <nunber of days>]

Note: It isrecommended that you specify the command option
-filecleanup <number of days> to ensure that files with data that was
modified <number of days> ago are deleted.

Variable definitions

Variable Definition

-h is the option to display information about the
startup command.

-filecl eanup files with data that was modified the specified

<nunber of days> number of days ago are deleted. The file system

modification date is used to determine which files
to remove. Obsolete files are removed once per
day at midnight.

Deleting alarm records

In order to avoid disk space problems, it isrecommended that the -filecleanup
option be specified in the command line. Alarm files (alarms.<yyyy>-<mm>-
<dd>) can also be deleted manually.

Interdependencies
The RTACCOL server relies on the GMDR server to send it all alarms.
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Exit Codes
Exit codes for the RTACCOL server are shown in the following table.

Table 68
Exit codes for the RTACCOL server

Exit code Description

0 Normal success (should never happen)
1 Major errors were found

2 Terminated because of signal received
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Chapter 55
Restore Controller (NSCTLRST)

This section contains information on the Restore Controller (NSCTLRST).
See the following topics for more information:

e “About the NSCTLRST” (page 429)
e “Managing the NSCTLRST"” (page 430)

About the NSCTLRST

The Restore Controller and Restore Provider are responsible for restoring the
backed up views to the Passport.

See 241-6001-807 Preside MDM Passport/SNMP Devices Backup and
Restore User Guide.
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Figure 48
Restore Controller data flow diagram
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Managing the NSCTLRST

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the server. Any changes you make to the
server startup command or options take effect when the server is restarted.
See 241-6001-303 Preside MDM Administrator Guide for instructionsto use
the Server Administration tool.

For more information, see the following:
e “Suggested namein Server Administration” (page 431)
e “Startup command” (page 431)
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Suggested name in Server Administration
The recommended name is Restore Controller.

Configuring the NSCTLRST with the Server Administration tool requires
you to enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

Startup command
The startup command for the NSCTLRST is asfollows:

[ opt/ Magel | anNVB/ bi n/ nsctlrst [-p <port_no>]
[-c <renpte_mapping fil e>]

Use the following table to substitute command parameters:

Parameter Definition

port_no is the port number the NSCTLRST uses. The
default port is port 5001.

renot e_mappi ng_file isthe name of the remote mapping file.
The default remote mapping file is
/opt/MagellanNMS/data/nst/Controller.cfg.
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Chapter 56
SNMP Data Collection Daemon
(GENDCD/PP4400DCD)

This section contains information on the SMDR-based data collection
daemon (DCD). Thisincludes generic DCDs and device-specific DCDs such
as the Passport 4400 DCD. See the following topics for more information:

e “About the DCD server” (page 433)
e “Managing the DCD server” (page 434)
* “Interdependencies’ (page 437)
e “Configuration” (page 437)
e “Action scripts’ (page 441)
e “Exit codes’ (page 443)
e “Error messages’ (page 444)
Note: For more information on the generic DCD and the SNMP

Surveillance Adapter process, see 241-6001-118 Preside MDM SNMP
Surveillance Adapter Guide.

About the DCD server

The DCD server is a process whose purpose is to collect surveillance data
from selected devices.

The DCD performs the following functions:

»  pollsthe devices using the SNMP protocol
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» notifies SMDR when there is anew component, when a component is
deleted, and when there is a change in state of a component

» convertstrapsreceived from TSVR to alarms and forwards the alarmsto
SMDR

* maintains adevice seed file containing alist of devices, with their IP
addresses and community strings, that is used to rediscover these devices
upon restart

Figure 49
DCD data flow diagram

alarms and
surveillance data

alarms and
surveillance data
polling

SMDR-based
DCD
responses
polling requests\
Device

Managing the DCD server
Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set options for the DCD. Any changes you make to the
startup command or options take effect when the DCD is restarted. See
241-6001-303 Preside MDM Administrator Guide for the instructions to use
the Server Administration tool.

-

SNMP traps

For more information, see the following:
e “Suggested namesin Server Administration” (page 435)
e “Startup command” (page 435)
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Suggested names in Server Administration
Configuring the DCD with the Server Administration tool requires you to
enter the server name in the Descriptive name field of the Server
Administration dialog for new servers. Thisname a so identifiesthe server in
file/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat areto
be started automatically when the workstation is rebooted.

The three types of names for the DCD are as follows:

TheDCD server name refers to the name of the DCD server entered
through the Server Administration tool.

» The DCD executable nameis specified in the startup command and is
device-specific. The executable name is represented by the parameter
<dcd name>.

* The DCD process nameisthe DCD executable name with an optional
name extension appended to it. This name extension (-n) differentiates
two or more DCD servers, used by SMDR, of the same type that are
running on the same workstation. The DCD process nameis represented
by the parameter <process name> which is <dcd name>_ [<name
extension>].

Example
If the command is the following:

[ opt/ Magel | anNM5/ bi n/ gendcd -n regl
Then the <process name> is:

gendcd_regl

Startup command
The command to start the DCD has the following syntax:

[ opt/ Magel | anNMB5/ bi n/ <dcd nanme> [-N <nane prefix>]
[-n <nane extension>] [-b <congestion buffer size>]
[-v] [-d <log levels list>]

where:
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<dcd nanme> isthe executable name of the DCD. This nameisbased on the
device being supported, as follows:

* gendcd for the generic DCD
*  pp4400dcd for the Passport 4400 devices

-N <nane prefix> specifiesanamemodifier to replacethegen substring
for the gendcd at the beginning of the executable name to form the process
name. This modification also applies to the log file, seed file, and
configuration file. For example, if you specify -N devx, the process name
becomes devxdcd. The default names of the files become devxdcd.log,
devxdcd.sed, and devxdcd.cfg respectively.

-n <name extension> specifiesaname extension to append to the DCD
executable name. This extension also appliesto the log file, seed file,
configuration file, and process name. Use this parameter when two or more
DCD servers of the same type are running on the same workstation. For
example, you can use this parameter to run two Passport 4400 DCDs on the
same workstation.

-b <congestion buffer size> specifiesthe maximum number of
congested repliesbeforetheclient iscut off. Thisoption protectsagainst slow,
disconnected, or non-communicating clients, such aswhen a client has
disconnected or cannot communicate with the DCD. If this option is not
specified, the default value of 5,000 is used. The default valueis adequate for
most installations.

-v causesthe DCD torunin file verification mode. In this mode, the DCD
reads the files, issues associated error logs if there are any, and stops with a
final log.

Note: You can aso use the -i parameter with the -v parameter. The -i
parameter causesthe systemto display logsin the UNIX window instead
of sending themto alog file.

-d <log levels list> definesDCD log levels.
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Interdependencies
The DCD relies on the trap server daemon (TSVR) and the SNMP
Management Data Router (SMDR).

Configuration
There are no mandatory configuration files to manually set up for device-
specific DCDs. The configuration files for the device-specific DCDs are
already set up. There are two configuration files that you can edit, the run-
time options file and the seed file.

Seedso...

* “Run-timeoptionsfile” (page 437)

o “Seedfile” (page 440)
Run-time options file

You can use thisfile to override the default values of some configuration
parameters. Itslocation is /opt/MagellanNM S/cfg/dcd/<process name>.cfg.

where:

<process name> isthe DCD executable name with a name extension if
there isone. In the following example, the process nameis gendcd_regl:
[ opt/ Magel | anNVB/ cf g/ dcd/ gendcd_regl. cfg

You can override some configuration parameters by specifying them as
optionsin either the run-time optionsfile or in the DCD startup command. If
you specify the same configuration parameter in both places, the value in the
run-time optionsfile is used.

Thereisonelinein the run-time optionsfilefor each configuration parameter
that you override. The format of each lineis

<keywor d>: <val ue>
where:

keywor d isthe configuration parameter
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val ue isthevaueyou assign to the configuration parameter

Thefollowing list shows the configuration parametersthat you can edit in the
run-time options file.

Note: Thedefaultsinthefollowinglist apply tothe DCD library and may
not be the same as the defaults selected for a device-specific DCD. For
more run-time options that apply to the generic DCD, see 241-6001-118
Preside MDM SNMP Surveillance Adapter Guide.

e addrFilter, which is a character string that you use to filter the IP
addresses of devices monitored by this DCD. The DCD rejects any trap
or request that does not passthisfilter. Addressfiltersare used to split the
network devices between several DCD processes. The size of your
network can be areason to update addrFilter. You can have multiple
occurrences of addrFilter if you want to cover more than one subnetwork.

The format of addrFilter is
<l Pel enment >[ . <l Pel enent >[ . <I Pel enent >[ . <I Pel enent >] ]]
where:

| Pel enent represents one of the four positions of an IP address and
can be in one of the following formats:
— * acceptsall values between 0 and 255
— integer accepts only this value, which must be between 0 and 255
— integer-integer accepts only this range, which must be between 0
and 255
The default value of this parameter isto accept al IP addresses.

e autoObjDel, which is aflag that indicates whether devices are
automatically deleted if they fail to respond to polls within the time
interval defined by the parameter objDelInt. Its default value is TRUE.
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cfgPollint, which represents the time, in seconds, between consecutive
configuration polls of adevice. A configuration poll isthe polling
process that discovers which subcomponents are part of the device and
their configuration attributes. The default value of this parameter is
43200 (12 hours).

congLevel, which specifies the maximum number of congested replies

beforetheclient (SMDR) iscut off. This parameter protects against slow,
disconnected, or non-communicating clients, such as when a client has
disconnected or cannot communicate with the DCD. Its default valueis
5000.

maxStPollInt, which represents the normal time interval, in seconds,
between consecutive state polls of adevice. A state poll isthe polling
process that verifies the state of already discovered subcomponents.The
default value of this parameter is 300 (5 minutes).

minStPollInt, which represents the minimum time interval, in seconds,
between consecutive state polls of a device. Although several events,
such as traps, can cause state polls to occur more frequently than the
interval specified in the parameter maxStPollint, state polls are not
allowed to occur more frequently than the value of this parameter. Its
default value is 30.

objDellnt, which represents atime interval, in seconds. If the parameter
autoObjDel is set to TRUE and a device does not respond to polling in
thetime interval defined by objDellnt, the deviceis deleted. The default
value of this parameter is 259200 (3 days).

reachPolllnt, which represents the time, in seconds, between consecutive
reachability polls. A reachability poll isthe polling process that verifies
whether the deviceis still reachable. The default value of this parameter
is 30.

seedFilelnt, which represents the time, in seconds, between consecutive
seed file refreshes. Its default value is 7200 (2 hours).

snmpRespl nt, which represents the waiting time, in seconds, for a
response to an SNMP request. Its default valueis 10.
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Seed file

Note: Thevalue of thisparameter must be high enough to prevent SNMP
response timeout in normal operating conditions. However, the value
must not be excessively high becauseit al so determinesthelength of time
to detect device unreachability (this value times the number of request
retries plus 1).

snmpRetrCnt, which specifies the maximum number of retries for an
SNMP request. Its default valueis 2.

trapDisabled is an option that is set by default to disable trap discovery
when the DCD process receives atrap from adevice. If adevice can use
different addressesin the traps it sends, trap discovery may attempt to
poll for different devices that do not exist. To enable trap discovery,
specify FALSE with this parameter. To disable trap discovery, specify
TRUE with this parameter.

useAgentAddr, which is aan option that indicates whether or not the
DCD uses the | P address contained in the trap as the address of the
device. By default, the IP address associated with the trap is the address
associated with the sender device. However, the trap agent address can be
set to avalue other than the sender’s address. If you specify TRUE with
this parameter, the DCD will use the | P address contained in the trap
instead of the sender’s address as the address of the device.

Note: Editing the seed file is not recommended. Instead you can use the
dcdAddNode script or | P Discovery to discover new devices.

This configuration file lists the connection information for each device that
has been discovered. Itslocation is/opt/MagellanNM S/cfg/<process
name>.sed.

<process nane> isthe DCD executable name with a name extension if
there isone. In the following example, the process nameis gendcd_regl:

[ opt/ Magel | anNVB/ cf g/ gendcd_r egl. sed

Thisfileis optional and if it doesn't exist, the DCD builds one. Using the
configuration parameter seedFilelnt, the DCD periodically refreshesthisfile
with alist of the devices that are currently discovered. The DCD reads the
seed file upon restart and tries to discover the devices listed in thefile.
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Thereisoneline for each device in the seed file. The format of eachlineis

<devi ce nane>: <| P address>::<port nunber>: <devi ce type>
<encrypted community string>

Example
MPA BRANCH1:45.236.4.120::161:5:ssY gjL 7wj 715

You can discover anew device without having to wait for atrap from the new
device by using the dcdAddNode script. See “dcdAddNode’ (page 441) for
more information.

Action scripts
Use these scripts when you need to issue action requests to the DCD:

e “dcdAddNode” (page 441)
e “dcdTriggerPoll” (page 442)
For other action scripts related to generic DCD and adding multiple

addresses, seethefollowing topicsin the 241-6001-118 Preside MDM SNMP
Surveillance Adapter Guide:

e dcdAddAddress
e dcdDeleteAddress

dcdAddNode

The dcdAddNode script i ssues arequest to connect adeviceto an appropriate
DCD and for the DCD to monitor the device. The syntax of this script is

[ opt/ Magel | anNVB/ bi n/ dcdAddNode <nodeType> <devNanme>
<addr > <conmuni ty> <port> <devType>

where:

nodeType isthe category name for the device. For example, MPA is the
device category for Passport 4400.

devName isthe name of thedevice. For example, NEWA400 can bethedevice
name for the Passport 4400.
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addr isthe|P address of the device.
comuni ty isthe community string of the device.
port isthe port number of the device SNMP agent.

devType isthevaue of the devicetype. Thisvalue must match thevaluein
the corresponding agent profile configuration filefor devices supported by the
SNMP Surveillance Adapter. Device type values defined by customers must
be within the range of 900 - 999. Val ues equal to or below 899 are reserved
for Nortel Networks development. The following list shows values for
specific devices:

e Passport 4400=5
— exception: Passport 4460 = 6

Example
dcdAddNode MPA NEWA400 48.222.5.111 public 161 5

dcdTriggerPoll
The dcdTriggerPoll script issues arequest to the DCD to rediscover adevice.
The syntax of this script is

/ opt/ Magel | anNVMB/ bi n/ dcdTri gger Pol | <nodeType>
<devNane> [<del ay tine> [ <group nunber> [ <conponent
type> [ <di stance nunber>]]]]

where:
nodeType isthe category name for the device.
devNare isthe device name.

del ay time isaninteger expression that specifiesthe delay, in seconds,

beforetherequest is scheduled. If the value of this parameter is0, the request
is scheduled with the current time and is added to the ready request queue. If
the value of this parameter is greater than O, the current time isincreased by
the specified value and the request is added to the ready request queue. If this
parameter is not specified, none of the following parameters can be specified.
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Exit codes

group nunber istheidentifier of the polling request group that must be
scheduled on demand. The only group number that cannot be specified isthe
trap polling group.If this parameter is not specified, neither of the following
parameters can be specified.

conmponent type isaninteger expression that identifies the request that
must be scheduled on demand. When you specify this parameter, only the
request group with the matching attributeis scheduled. If this parameter isnot
specified, the following parameter cannot be specified.

i nstance nunber isastring expression that specifies the instanceto be
added to each polled variable table OID to poll asingle row. Thisvalue must
be entered in OID format unlessthe table has only oneinteger in theindex. If
this parameter is not specified, the entire table is polled.

Exit codes for when the DCD process terminates under its own control are
shown in the following table. The DCD can terminate with other exit codesif
it crashes or is stopped by the Server Administration tool.

Table 69
Exit codes for the DCD
Exit code Description
4 The -v option was used and the process was terminated

after verification of configuration files completed.

5 One of the mandatory configuration files cannot be
processed, or some mandatory configuration parameters
are undefined.

6 Registration with MNSD failed.
7 Software error
8 Memory allocation failed.
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Error messages
This section contains error messages in the DCD library. All of these error
messages apply to the generic DCD. Some of these error messages could
apply to the device-specific DCDs, such as Passport 4400.

Error messages for the DCD fall into the following general categories:

FATAL, for errors that are fatal to the operation of the DCD. This
category of message always causes the DCD to terminate. It isgenerally
caused by afaulty workstation setup or a bad process configuration. See
the table “FATAL messages for the DCD” (page 445).

SNO (should not occur), when the DCD experiences an error situation
that should not occur (probably asoftware error). The error islogged and
the DCD tries to continue executing. If an error of this type occurs
repeatedly, report it to your Nortel Networksrepresentative. Seethetable
“SNO (should not occur) messages for the DCD” (page 446).

ERROR, when the DCD experiences an error situation that is probably
caused by an invalid configuration or switch input. The cause needsto be
identified and corrected. See the table “ ERROR messages for the DCD”

(page 448).

MAJOR, when the DCD signals the occurrence of an important event
(usually not an error), such as the establishment or the loss of the
connection with aserver. Seethetable“MAJOR messagesfor the DCD”

(page 461).

MINOR, when the DCD signals the occurrence of aminor event which
isusually not an error. The DCD does not issue these |ogs by defaullt.

INFO, when the DCD issues logs that contain processing information
usually used for debugging. The DCD does not issue these logs by
defaullt.

TRACE, when the DCD issues logs that contain information used for
tracing the sequence of procedure entries and exits. The DCD does not
issue these logs by default.
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Table 70

FATAL messages for the DCD

Message

Meaning and action

Cannot read API
dictionary file: <filename>

Invalid address filter

IPC initialization failed

No DcdBuffer available

No valid agent profile

out_of_memory

Undefined trap filter

The DCD.dict file cannot be found/opened; it was
not installed properly. Report the problem to your
Nortel Networks representative.

The address filter specified in the run-time
options file is invalid. Fix the addrFilter
specification in the file.

MNSD is not running or else it rejected the DCD
registration; Preside Multiservice Data Manager
(MDM) is not properly installed. Fix MDM
installation.

No DCD buffer was available from the DCD free
buffer list. This should only happen for a trap that
has an unusually high number of variables.
Disable translation of this trap as a temporary
work-around. Report the problem to your Nortel
Networks representative.

No valid device profile was found. Verify validity
of configuration files.

DCD is not able to allocate memory for some
data structure. Review the workstation
engineering.

The device-specific trap filter is not defined. This
is a software error. Verify the oid filter definitions
in the configuration files.
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Table 71

SNO (should not occur) messages for the DCD

Message

Meaning and action

Add address failed.
unknown address type

Bad argument count

Bad command type:
<command type>

Cannot bind trap variable
<variable index>

Cannot compute instance

Cannot create proxy trap
for agent <device name>

Missing response
variable for object <object
name>

NULL trap pointer
received

Packet decoding failed for
agent <device name>

A software error occurred in the process of
adding a DCD address. If this message occurs
repeatedly, report it to your Nortel Networks
representative.

There is a software error in the DCD software. If
this message occurs repeatedly, report it to your
Nortel Networks representative.

There is a software error in the SNMP response
handling software. If this message occurs
repeatedly, report it to your Nortel Networks
representative.

There is a software error in the proxy trap
creation software. If this message occurs
repeatedly, report it to your Nortel Networks
representative.

A polled variable is missing in an SNMP
response. Report the problem to your Nortel
Networks representative.

There is a software error in the proxy trap
creation software. If this message occurs
repeatedly, report it to your Nortel Networks
representative.

A polled variable is missing in an SNMP
response. Report the problem to your Nortel
Networks representative.

There is a software error in the proxy trap
reception software. If this message occurs
repeatedly, report it to your Nortel Networks
representative.

There is a software error in the process
communication software. If this message occurs
repeatedly, report it to your Nortel Networks
representative.
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Table 71 (continued)
SNO (should not occur) messages for the DCD

Message

Meaning and action

Packet decoding failed for
trap, err=<error code>

Recvfrom failed for agent
<device hame>

Remove address failed.
Unknown address type

Undefined SNMP Probe
Method

Undefined translation
function used

Unknown address type

Wrong command line
parser

The creation of the
internal trap for agent
failed.

The binding of the
SNMPv2 <nth> variable
failed.

The binding of the
SNMPv1 <nth> variable
failed.

There is a software error in the trap reception
software. If this message occurs repeatedly,
report it to your Nortel Networks representative.

There is a software error in the response
reception software. If this message occurs
repeatedly, report it to your Nortel Networks
representative.

A software error occurred in the process of
removing a DCD address. If this message occurs
repeatedly, report it to your Nortel Networks
representative.

The polling configuration file contains an invalid
line. Fix the file.

The trap translation configuration file contains an
invalid line. Fix the file.

A software error occurred in the DCD address
process. If this message occurs repeatedly,
report it to your Nortel Networks representative.

There is an internal software problem. Report the
problem to your Nortel Networks representative.

The internal trap for the agent cannot be created
when using the Accumulate rule. No action
required. You cannot recreate the internal trap.

The Accumulate rule cannot bind the specified
SNMPV?2 variable. No action required.

The Accumulate rule cannot bind the specified
SNMPV1 variable. No action required.
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Table 72

ERROR messages for the DCD

Message

Meaning and action

Add address failed.
Multiple address is
disallowed

Add address failed. The
address is in use

Address <addr> rejected
by address filter, line
<lineNo>

Argument of VAROID is
not a variable name

Argument of VARTYPE is
not a variable name.

Bad address type:
<addrtype>, line <lineNo>

Bad command label
(<label name>), line <line
number>

Bad component id: <id
name>

Bad component state:
<state name>

Bad declaration (<decl
label>) line <line number>

Bad log level: <level
name>

Bad numerical value

Multiple addresses are not allowed for the device
type.

The address is currently an active polling
address for a device while an attempt is being
made to reassign it to another device.

The given address <addr> failed the address
filter at line number <lineNo>. Fix the
configuration file.

VAROID operator argument is not a variable
name. Fix the configuration file.

VARTYPE operator argument is not a variable
name. Fix the configuration file.

The address type is illegal at line number
<lineNo>. Fix the configuration file.

This command type is not defined. Fix the
configuration file.

The argument of a compld command is not a
valid component identifier.Fix the configuration
file.

The argument of a state command is not a valid
state. Fix the configuration file.

Invalid record type. Fix the configuration file.

The first argument of a log command is not a
valid log level. Default log level INFO was used.
Fix the configuration file.

Invalid integer string found. Fix the configuration
file.
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Table 72 (continued)
ERROR messages for the DCD

Message Meaning and action

Bad numerical value Invalid integer string found. Fix the configuration
<integer string> file.

Bad pattern: error: <error Operator MATCH given an invalid pattern. Fix
number> the configuration file.

Bad selector, line <line Invalid selector value in conditional trap
number> translation rule. Fix the configuration file.

Bad timestamp: Operator TIMESTAMP given a timestamp
<timestamp string> argument that does not match the format

specified. Fix the configuration file.

Bad timestamp format: Operator TIMESTAMP given an invalid format

<format string> selector. Fix the configuration file.

Bad translation Invalid trap translation command. Fix the
command, line <line configuration file.

number>

Bad translation Trap translation command contains invalid

expressiontype, line<line expression. Fix the configuration file.
number>

Bad variable name Variable name contains invalid character. Fix the
(<name string>) on line  configuration file.
<line number>

Bad variable number or  NAME command variable selector is not a
OID in Name command  number or an OID. Fix the configuration file.

Brace index out-of-range MATCH operator given a brace index higher than
the number of braces in the pattern. Fix the
configuration file.

Cannot bind socket A socket cannot be allocated for polling a newly
address for agent <device discovered device. Review the workstation
name> engineering.

Cannot evaluate code in  Evaluation of expression producing trap code in
Alarm command, Alarm command failed. Fix the configuration file.
line:<line number>
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

Cannot evaluate
condition in Alarm
command, line:<line
number>

Cannot evaluate
condition in Discover
command, line:<line
number>

Cannot evaluate
condition in Next
command, line:<line
number>

Cannot evaluate
condition in Poll
command, line:<line
number>

Cannot evaluate
condition in Quit
command, line:<line
number>

Cannot evaluate
condition in UseBlock
command, line:<line
number>

Cannot evaluate content
in Log command,
line:<line number>

Cannot evaluate
expression in Compld
command, line:<line
number>

Evaluation of condition expression in Alarm
command failed. Fix the configuration file.

Evaluation of condition expression in Discover
command failed. Fix the configuration file.

Evaluation of condition expression in Next
command failed. Fix the configuration file.

Evaluation of condition expression in Poll
command failed. Fix the configuration file.

Evaluation of condition expression in Quit
command failed. Fix the configuration file.

Evaluation of condition expression in UseBlock
command failed. Fix the configuration file.

Evaluation of content expression in Log
command failed. Fix the configuration file.

Evaluation of identifier expression in Compld
failed. Fix the configuration file.
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

Cannot evaluate
expression in State
command, line:<line
number>

Cannot evaluate level in
Log command, line:<line
number>

Cannot evaluate name in
Cache command,
line:<line number>

Cannot evaluate name in
Property command,
line:<line number>

Cannot evaluate value in
Assign command,
line:<line number>

Cannot evaluate value in
Cache command,
line:<line number>

Cannot evaluate value in
Property command,
line:<line number>

Cannot evaluate value in
trap translation
command, line:<line
number>

Cannot evaluate variable
in Alarm command,
line:<line number>

Cannot find variable in
Name command, line:
<line number>

Evaluation of state expression in State command
failed. Fix the configuration file.

Evaluation of level expression in Log command
failed. Fix the configuration file.

Evaluation of name expression in Cache
command failed. Fix the configuration file.

Evaluation of name expression in Property
command failed. Fix the configuration file.

Evaluation of value expression in Assign
command failed. Fix the configuration file.

Evaluation of value expression in Cache
command failed. Fix the configuration file.

Evaluation of value expression in Property
command failed. Fix the configuration file.

Evaluation of value expression in trap translation
rule command failed. Fix the configuration file.

Evaluation of one of the value expressions in
Alarm command failed. Fix the configuration file.

Variable corresponding to Name command
variable selector does not exist. Fix the
configuration file.
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

Cannot get socket for
agent <device name>

cannot open <file name>

Cannot open seed file
<filename> for refreshing

Cannot open trap
translation cfg file <file
name>

Component id not defined

Delimiters string is empty

Duplicate class name
<class name>, line <line
number>

Duplicate object name
<object name>, line <line
number>

Duplicate type name
<type name>, line <line
number>

Error reading <file
name>, line <line
number>

Error reading option file:
<filename>

A socket cannot be allocated for polling a newly
discovered device. Review the workstation
engineering.

The file cannot be found or opened because it
was not installed correctly. Report the problem to
your Nortel Networks representative.

The DCD cannot open the seed file to rewrite its
contents. Verify the file and subdirectories
permissions.

The specified file cannot be found or opened
because it was not installed correctly. Report the
problem to your Nortel Networks representative.

The component identifier must have been
defined by a Compld command before a State or
Property command can be used. Fix the
configuration file.

The TOKEN operator is given an empty
delimiters argument. Fix the configuration file.

The polling configuration file contains a duplicate
CLASS declaration. Fix the configuration file.

The polling configuration file contains a duplicate
polling variable declaration. Fix the configuration
file.

The polling configuration file contains a duplicate
TYPE declaration. Fix the configuration file.

Error when reading <filename> at line <line
number>. The file may be corrupted. Report the
problem to your Nortel Networks representative.

The contents of the run-time options file are
corrupted. Restore the file contents.
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Table 72 (continued)
ERROR messages for the DCD

Message Meaning and action

Error reading seed file: The contents of the seed file are corrupted.

<filename> Restore the file contents.

Error response from An SNMP request cannot be sent to the device;

sendRequestPDU for probably due to transient workstation

<device hame> communication problems. If this message occurs
repeatedly, review the workstation engineering.

Error response from This is an internal software error. Report it to your

SNMP_Bind_Null Nortel Networks representative.

Error return from This is aninternal software error. Report it to your

SNMP_Create_Request Nortel Networks representative.

Error return from This is an internal software error. Report it to your
SNMP_Encode_Packet  Nortel Networks representative.

Error writing to seed file  The DCD cannot write to the seed file. Verify the

<filename> disk space and file permissions.

Failed to evaluate Evaluation of an argument expression in an
operator argument operator call failed. Fix the configuration file.
Failure to send SNMP An SNMP request cannot be sent to the device;
request, Agent <device>, probably due to transient workstation

Error Number <error communication problems. If this message occurs
code> repeatedly, review the workstation engineering.

Handling command failed Evaluation of an SNMP response handling
command failed. Fix the configuration file.

Ignored input on line <line A command line contains additional text after the

number> required parameters. This additional text is
ignored.

Incomplete conditional A conditional expression is not terminated by the

expression, line <line required closing square bracket. Fix the

number> configuration file.

Incomplete decimal A - (minus sign) is not followed by decimal digits.

constant, line <line Fix the configuration file.

number>

(Sheet 6 of 14)

Preside MDM Server Reference Guide 14.3RSUP



454 Chapter 56 SNMP Data Collection Daemon (GENDCD/PP4400DCD)

Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

Incomplete string
constant, line <line
number>

Invalid argument
delimiter, line <line
number>

Invalid argument number
in call to <operation
name>, line <line
number>

Invalid command line
parameter: <char>

Invalid conditional
expression, line <line
number>

Invalid IP address:
<addr>

Invalid IP address:
<addr>, line <lineNo>

Invalid line (<line
number>) in <file name>

Invalid line (<line
number>) in run-time cfg

Invalid line type in trap
translation data file: line
<line number>

Invalid line (<line
number>) in TYPE
declaration

Invalid METHOD
(<method label>), line
<line number>

A quoted string is not terminated by the required
closing quote. Fix the configuration file.

Operator arguments are not separated by a
comma (,). Fix the configuration file.

The required number of arguments are not
supplied in an operator call. Fix the configuration
file.

There is an invalid option in the command line.
Fix the command line.

There is a syntax error at line <line number>.
Report the problem to your Nortel Networks
representative.

An invalid IP address was given. Check the
address and correct it.

An invalid IP address was given at line number
<lineNo>. Fix the configuration file.

There is a syntax error at line <line number> in
file <file name>. Fix the configuration file.

There is an invalid line in the run-time
configuration file. Fix the file.

The trap translation file contains an invalid line.
Fix the configuration file.

The polling configuration file contains an invalid
line. Fix the configuration file.

The polling configuration file contains a CLASS
declaration with an invalid METHOD
specification. Fix the configuration file.
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

Invalid OID in trap
translation data file, line
<line number>

Invalid OID <oid string>,
line <line number>

Invalid option <option
label> on line <line
number>

Invalid symbol in
expression <a symbol>,
line <line number>

Invalid syntax in trap
translation data file: line
<line number>

Left parenthesis missing
in operator call, line <line
number>

Logical line starting at line
<line number> too long.

Missing class name, line
<line number>

Missing community string
in seed file line: <line
number>

Missing device type in
seed file line: <line
number>

Missing elements in
CLASS declaration <line
number>

The trap translation configuration file contains a
translation record with an invalid OID. Fix the
configuration file.

The polling configuration file contains a CLASS
declaration with an invalid variable OID. Fix the
configuration file.

There is an invalid option in the .cfg or .agp
configuration file. Fix the configuration file.

Response handling expression syntax error at
line <line number>. Fix the configuration file.

There is a missing label or colon (:) in front of a
trap translation command. Fix the configuration
file.

There is a syntax error at line <line number>. Fix
the configuration file.

The line at <line number>, including the
continuation lines, exceeds the maximum length.
Fix the configuration file.

A CLASSNAME declaration is not followed by a
polling class name. Fix the configuration file.

The seed file entry is missing the community
string. Fix the configuration file.

The seed file entry is missing the device type. Fix
the configuration file.

A mandatory declaration is missing from a polling
class declaration. Fix the configuration file.
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

Missing elements in
TYPE declaration <line
number>

Missing left brace, line
<line number>

Missing mandatory option
in file <file name>

Missing node address in
seed file line: <line
number>

Missing node name in
seed file line: <line
number>

Missing remote port in
seed file line: <line
number>

Missing right brace, line
<line number>

Missing type name, line
<line number>

Multiple polling address is
disallowed in seed file
line: <lineNo>

Negative PDU string
variable length

A mandatory declaration is missing in a polling
type declaration. FIx the configuration file.

An opening left brace is missing from a polling
configuration file declaration. Fix the
configuration file.

An agent profile configuration file is missing from
some mandatory options. Fix the configuration
file.

The seed file contains an invalid line. Fix the file.

The seed file contains an invalid line. Fix the file.

The seed file contains an invalid line. Fix the file.

The last record in a polling configuration file is not
terminated by a right brace. Fix the configuration
file.

The polling configuration file contains a TYPE
declaration that is not followed by a type name.
Fix the configuration file.

The seed file contains multiple entries with the
same node name but different addresses, while
multiple polling address is not allowed for this
type of device. Fix the seed file.

This is an internal software error. Report it to your
Nortel Networks representative.
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Table 72 (continued)
ERROR messages for the DCD

Message Meaning and action

Node address rejected by A line in the seed file contains a device address

filter in seed file line: <line that is rejected by the configured DCD address

number> filter. Either the line has been manually added to
the wrong seed file, or the address filter needs to
be modified to accept this address.

No Such Variable, object The polling request configuration for this object
type = <type> type uses a polling variable that does not exist.
Fix the configuration file.

Pattern string is empty The pattern string passed to the MATCH
response handling operator is empty. Fix the

problem.
Profile <file name> A profile name given to a Discover response
required for <device handling command is not defined. Fix the
name> not defined problem.
Read error on polling The polling configuration file is corrupt. Fix the
configuration file, line file.
<line number>
Read error on trap The trap translation configuration file is corrupt.

translation data file, line  Fix the file.
<line number>

Referenced variable does The polling variable name given to a VARTYPE
not exist or VAROID response handling operator does not
exist. Fix the problem.

Referenced variable has  The polling variable name given to an VAROID
no OID response handling operator is a local variable
and has no OID. Fix the problem.

Registration with trap The DCD cannot register with the MDM trap
server failed: <error msg> server. Verify the workstation configuration.

Removed address failed. The address to be removed is not found.
No such address in agent
address list
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

Reply received, no
request associated with
agent <device name>

Response and
snmpRequest Id
mismatch

String too long, truncated,
line <line number>

Substring to replace is
empty

Timestamp string is
empty

Trap discarded, no
translation available

Unexpected left brace,
line <line number>

The "Accumulate” rule is
not written correctly in
<line>.

The mode is not correctin
<line>.

A reply to an SNMP request has been received
from the device after the request data structure
has been destroyed. If this message occurs
frequently, consider increasing the value of the
Dcd_SnmpResplnt configuration parameter.

A reply to an SNMP request has been received
from the device after the request data structure
has been destroyed. If this message occurs
frequently, consider increasing the value of the
Dcd_SnmpResplnt configuration parameter.

The string produced by a response handling/trap
translation command exceeds the maximum
length. Report the problem to your Nortel
Networks representative.

The REPLACE response handling operator is
called with an empty second argument. Fix the
problem.

The TIMESTAMP response handling operator is
called with an empty timestamp argument. Fix
the problem.

A trap has been received for which no translation
is defined, and there is also no default
translation. If this message occurs repeatedly,
report it to your Nortel Networks representative.

The polling configuration file contains a record
that has more than one left brace. Fix the
problem.

There is an unexpected command label on aline.
Ensure that the Accumulate rule is correctly
written.

There is an unknown command mode for the
Accumulate rule. Correct the command mode.
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Table 72 (continued)
ERROR messages for the DCD

Message Meaning and action

The "setClear" is already setClear is defined. Remove this setClear.
defined.

The "Incremental” is Incremental is defined. Remove this Incremental.
already defined.

The mode is not correctin  There is an unknown command mode for the
the Accumulate rule in Accumulate rule. Correct the command mode.
<line>.

The <trap code>isnotthe The trap code in the Accumulate rule cannot be
correct expression in evaluated. Ensure that the trap code is correct.
<line>.

The <trap code>is hota The trap code in the Accumulate rule should be
numerical character in numerical. Change the trap code to a number.
<line>.

The <interval> is not the  The interval in the Accumulate rule cannot be
correct expression in evaluated. Ensure that the interval is correct.
<line>.

The <interval> is not the  The interval for the Accumulate rule should be
numerical character in numerical. Change the interval to a number.
<line>.

The <threshold1>is not  The <threshold1> in the Accumulate rule cannot
the correct expression in  be evaluated. Ensure that the <threshold1> is
<line>. correct.

The <threshold1>isnota The <threshold1> in the Accumulate rule should
numerical character in be numerical. Change <threshold1> to a
<line>. number.

The <threshold2>is nota The <threshold2> in the Accumulate rule should
numerical character in be numerical. Change <threshold2> to a
<line>. number.

The <threshold3>isnota The <threshold3> in the Accumulate rule should
numerical character in be numerical. Change <threshold3> to a
<line>. number.
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

The <trap code> in the
Accumulate rule is a
negative number in
<line>.

The <interval>is 0 or a
negative number in
<line>.

The <threshold1> in the
Accumulate rule is 0 or a
negative number in
<line>.

The <threshold2> in the
Accumulate rule is 0 or a
negative number in
<line>.

The <threshold3> in the
Accumulate rule is a
negative number in the
<line>.

The <threshold3> in the
Accumulate rule is equal
or greater than the
<threshold1> in <line>.

The <compid> is not
defined when the
Accumulate is used.
Define the <compid>
before using the
Accumulate rule.

The <node> is not the top
component in <line>.

The trap code in the Accumulate rule should be
greater than zero. Ensure that the trap code is
greater than zero.

The interval in the Accumulate rule should be
greater than zero. Ensure that the interval is
greater than zero.

The <threshold1> in the Accumulate rule should
be greater than zero. Ensure that <threshold1> is
greater than zero.

The <threshold2> in the Accumulate rule should
be greater than zero. Ensure that <threshold2> is
greater than zero.

The <threshold3> in the Accumulate rule should
be greater than zero. Ensure that <threshold3> is
greater than zero.

The <threshold3> in the Accumulate rule cannot
be greater than or equal to the rule’s
<threshold1>. Ensure that <threshold3> is less
than and not equal to <threshold1>.

Ensure that the Compld has been defined before
using the Accumulate rule. Define the Compld
before using the Accumulate rule.

The <node> is not the top component in <line>.
The Accumulate object can only be the attribute
of the top component. This <node> is the wrong
node.
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Table 72 (continued)

ERROR messages for the DCD

Message

Meaning and action

The <agent> does not
exist. The internal trap
cannot be created.

The top component
<node> cannot be found.

This component
<component name>
doesn't belong to this
agent.

The agent must exist when using the Accumulate
rule. In this case, the agent does not exist which
results in the creation of a failed internal trap.

The Accumulate rule cannot find the top
component likely because the top component is
the wrong top node.

The DCD has received a trap for the wrong
device. Check the configuration files to ensure
that it contains the correct devices.
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Table 73

MAJOR messages for the

DCD

Message

Meaning and action

<anAddr> is added to
<anAgent> polling
address list

<anAddress>is added to
<anAgent> trap address
list.

<anAgent>is deleted

cannot open option file:
<filename>

Cannot open seed file
<filename> for reading

Configuration files
verification completed

An IP address is added to a device polling
address list.

An IP address is added to a device trap address
list.

A device of this name is deleted.

The DCD cannot open the run-time options file.
This is not necessarily a problem since, if default
values or command line options are used for all
configuration parameters, this file is not needed.

The DCD cannot open the seed file in read
mode. This is not necessarily a problem since, if
no devices have been discovered yet, this file is
not needed.

The -v option was used and verification of
configuration files completed.
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Table 73 (continued)

MAJOR messages for the DCD

Message

Meaning and action

<dcd name> is starting

Device <devName> at
<ipaddr> is replaced by
Device <devName>

Lost Trap Server
connection

reading <file name>

reading option file:
<filename>

reading polling cfg file:
<filename>

Reading trap translation
cfg file <file name>

Registration with trap
server completed

The DCD process is starting.

The old device at the IP address is replaced by
the new device.

The connection with the trap server daemon
(TSVR) has been lost. DCD periodically tries to
restore this connection; until it is successful, no
traps are received from the devices.

The DCD is starting to read the configuration file.

The DCD is starting to read the identified
run-time options file.

The DCD is starting to read the identified polling
configuration file.

The DCD is starting to read the identified trap
translation configuration file.

The DCD has registered, or re-registered, with
the trap server daemon (TSVR).
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Chapter 57
SNMP IP Discovery server (IPDSVR)

This section contains information on the SNMP | P Discovery server
(IPDSVR). See the following topics for more information.

*  “About the SNMP IP Discovery server” (page 463)
* “Managing the IPDSVR server” (page 464)

* “Interdependencies’ (page 465)

* “Exit codes’ (page 466)

About the SNMP IP Discovery server
The SNMP IP Discovery (IPDSVR) server monitors the changes to the
properties of SNMP devices. SNMP-managed devices can be viewed and
monitored through the IP Discovery graphical-user interface (GUI). The
following device properties are displayed:

» thelP address of the device

e the Read Community string used to communicate with the device, and
» the SNMP version used to communicate with the device

The devcacheis located in the directory /opt/MagellanNM S/cfg/ipm. The
refresh interval specified in the command line option for this server
determines how often the device property changes are updated in the

devcache and in the IP Discovery GUI. For more information, see “ Startup
command” (page 464).
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The svmadm tool starts the IPDSV R server. Once the server is started, it
establishes a connection with the GMDR server and synchronizes with any
changes to the existing SNMP-managed devices. The IPDSVR server
periodically queries the GMDR server for information about discovered
devices. It populates and updates a seed file called the devcache with this
device information

Managing the IPDSVR server
Use the MDM Server Administration tool to enter or edit the startup
command and to start, stop, and set options for the IPDSVR server. Any
changes you maketo the startup command or options become activewhen the
IPDSVR server isrestarted. See the 241-6001-303 Preside MDM
Administrator Guide for instructions to use the Server Administration tool.

See the following:
e “Suggested namein Server Administration” (page 464)
e “Startup command” (page 464)

Suggested name in Server Administration
The recommended name for the IPDSVER server is SNMP | P Discovery Svr.

Startup command
The startup command for the IPDSVR is:

/opt/ Magel | anNMS/ bi n/ i pdsvr [-h] [-i <refresh_int>]

where:
[-h] displays the command usage.

[-i <refresh_int>] specifies the refresh interval in seconds. The default value
is 600 seconds or 10 minutes.

Setting up the refresh interval for IPDSVR
Therefresh interval for IPDSV R determines how often the server queriesthe

GMDR for device properties, and updates the devcache file when device
properties have changed for SNMP devices.
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Criteria to consider before specifying the refresh interval
Querying GMDR for device properties consumes CPU and GM DR resources.

Before deciding on arefresh interval, consider the following questions:

»  How soon should a device property change be propagated to the GUI?

*  How frequently do these changes occur in the user network?

*  How critical is CPU and GMDR resource utilization in the user
environment?

The duration of the refresh interval value affects the following:

*» GMDR server performance

e CPU utilization

« theamount of time for device property changes to appear in GUI

The default value for the refresh interval is 10 minutes. If the user does not

require notification of device property changes, the user can set the refresh

interval to 0 to prevent the querying of devices. With this configuration,

property changes are not updated in the devcache and | P Discovery GUI. This
is not arecommended configuration.

Interdependencies
The IPDSVR server depends on the GMDR server.
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Exit codes
Exit codes for the IPDSVR server are shown in the following table:

Table 74
Exit codes for the IP Discovery server
Exit code Description
1 Error values returned from GMDR EPI
4 Error connecting to GMDR or GMDR interface
not connected
50 Another instance already running
55 Invalid command line argument
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Chapter 58
SNMP Management Data Router (SMDR)

This section contains information on the SNM P Management Data Router
(SMDR). See the following topics for more information:

e “About the SMDR server” (page 467)

* “Managing the SMDR server” (page 469)

* “Interdependencies’ (page 470)

e “Configuration” (page 470)

e “Action script smdrCreateServer” (page 472)
e “Action script smdrDeleteServer” (page 472)
e “Proxy alarms’ (page 473)

e “Exit codes’ (page 474)

e “Error messages’ (page 474)

About the SMDR server
The SMDR isresponsible for merging the SNMP surveillance data obtained
from SMDR-based DCDs (data collection daemons) and making it available
to the General Management Data Router (GMDR).
SMDR performs the following functions:

» collects surveillance data from SMDR-based DCDs

» supports REGISTER, GET, CREATE, and ACTION API requests from
GMDR
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» forwards aarms and raw state change notificationsto GMDR

» issues proxy aarmswhen apolling state indicates that a component is
down while the active alarm list is empty, or when a device becomes
unreachable or reachable again

» clearsoutstanding active alarms when the polling state indicates the
component isup

e automatically deletes components when a disconnected SMDR is
reconnected with aDCD - thisis referred to as resynchronization-based
automatic component deletion. For SMDR disconnectsthat arethe result
of administrator action, the componentsare deleted onthe SMDR and the
GMDR and are a so deleted from the network model and fault
applications using the fault API or EPI. For SMDR disconnects that are
theresult of communication failure, the components stay in the unknown
state until the component indicates no alarms; the component is then
eligible for deletion. Exceptions to resynchronization-based automatic
component del etion include:

partial view sub-servers

Components not deleted on a server can be deleted by aclient of this
server if the client has multiple data providers for a switch and one,
or more, of these data providers provides only a partial view of the
switch.

component discovered by event, only

Componentsthat exist in the network can be deleted throughout the
fault stack. Most components discovered by event, only, have
already been removed from the network model because the network
model recognizes these components as dynamic.

components with historical alarms

Components with historical alarms are tagged as eligible for
deletion but are not deleted. After aresynchronization of servers, if
the component no longer has any alarms, the component is deleted.
This situation only occurs if the disconnect is due to network
congestion; the active alarms become historical alarms.

aserver using pre-release R14.1 MDM software and any server
above this server in the fault stack; unless one of the servers above
this server in the fault stack is a redundant server using release
R14.1, or greater, MDM software
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Figure 50
SMDR data flow diagram
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Managing the SMDR server
Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor SMDR. Any changes you make to the startup
command or options take effect when SMDR isrestarted. See 241-6001-303
Preside MDM Administrator Guide for the instructions to use the Server
Administration tool.

For more information, see the following:
e “Suggested namein Server Administration” (page 470)
e “Startup command” (page 470)
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Suggested name in Server Administration
The recommended name for the SNMP Management Data Router is SMDR.

Configuring SMDR with the Server Administration tool requiresyou to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.

Startup command
The command to start SMDR has the following syntax:

[ opt/ Magel | anNMS/ bi n/ sndr  \
[-b <congestion buffer size>] \

[-f]

where:

[-b <congestion buffer size>] specifiesthe maximum number of
congested replies beforethe client iscut off. Thisoption protectsagainst slow,
disconnected, or non-communicating clients, such as when a client has
disconnected or cannot communicate with SMDR. If this option is not
specified, the default value of 5,000 is used. The default value is adequate for
most installations.

[-f] disablesthe resynchronization-based deletion of components.

Interdependencies

SMDR relies on the SMDR-based DCD (data collection daemon) for the
device that is being supported.

Configuration

There are no mandatory configuration files to manually set up for SMDR.
Therearetwo configuration filesthat you can edit. See the following sections:

*  “Run-timeoptionsfile” (page 471)
o “Server list configuration file” (page 471)
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Run-time options file
You can use thisfile to override the default values of configuration
parameters. Its location is /opt/MagellanNM S/cfg/smdr.cfg.

You can override some configuration parameters by specifying them as
optionsin either the run-time optionsfile or in the SMDR startup command.
If you specify the same configuration parameter in both places, the valuein
the run-time optionsfileis used.

Thefollowing list shows the configuration parametersthat you can edit in the
run-time options file.

» congLevel, which specifies the maximum number of congested replies
before the client is cut off. This option protects against slow,
disconnected, or non-communicating clients, such as when a client has
disconnected or cannot communicate with SMDR. Its default valueis
5,000.

*  maxServers, which specifies the maximum number of server processes.
Its default valueis 60.

»  maxSieves, which specifies the maximum number of sievesthat SMDR
is dlowed to create. Its default value is 360.

Server list configuration file
This configuration file identifies the DCD from which SMDR obtains its
surveillance data. Itslocation is/opt/MagellanNM S/cfg/smdr.svr.

You can use an editor such asvi to add entriesto thisfile. Then restart SMDR
to connect to the new servers. You can connect to a new server without
stopping and starting SMDR by using the smdrCreateServer script; see
“Action script smdrCreateServer” (page 472) for more information. You can
disconnect from a server without stopping and starting SMDR by using the
smdrDeleteServer script; see “Action script smdrDel eteServer” (page 472)
for more information.

Thereisoneline for each server in the server list configuration file. The
format of each lineis

: <host name>: <server nane>: <user id>:<password>:
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where user id and password are optional and can be left empty.

Example
:host24d: pp4400dcd:::

Action script smdrCreateServer

This script sends arequest to SMDR to connect to the named DCD. The
syntax of thisscriptis

[ opt/ Magel | anNM5/ bi n/ sndr Cr eat eSer ver <nane> \
<host >

where:
nane isthe DCD process name, for example gended_ott

host istheworkstation name or | P address of the workstation where the
DCD resides

Example
sndr Cr eat eServer pp4400dcd host 24aa

Action script smdrDeleteServer

This script sends arequest to SMDR to disconnect from the named DCD and
toremovethe DCD fromthe SMDRs server list configuration file. The syntax
of thisscriptis

[ opt/ Magel | anNM5/ bi n/ sndr Del et eSer ver <nane> \
<host >

where:

nane isthe DCD processname, for examplei di _generi cdcd; thisname
is case sensitive and must match the name recorded in the server list
configuration file

host isthe workstation name or |P address of the workstation where the
DCD is (or was) running, for example host 33xx; thisnameis case sensitive
and must match the name recorded in the server list configuration file
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Example

sndr Del et eServer idi _genericdcd host 33xx

Proxy alarms

Note: This script can aso be used to remove a DCD process that is not
running from the SMDRs server list.

If the DCD is running, the DCD processis hot stopped. This script only
causes the SMDR to disconnect from the DCD.

Most alarms are trandlations of traps. In addition to this type of alarm there
areproxy alarms, which occur asaresult of polling. Proxy alarmsoccur under
the following circumstances:

When reachability polling fails, SMDR issues the proxy aarm
09990001.

A proxy SET alarmisissued when connectivity to thedeviceislost. This
alarm carries a state of UNKNOWN and del etes the current active
alarms.

A proxy CLR alarmisissued when connectivity to the deviceisregained
and puts the device back in service (INSV).

State or configuration polling indicates that the state of a component is
different from what the active alarms indicate. If SMDR receives a state
change notification (SCN) that is not compatible with the component’s
active dlarm ligt, it issues the proxy alarm 09990013.

A proxy SET alarmisissued when a state change notification indicates
that the node isin aworse state than indicated by the active alarm list.

A proxy CLR aarmsisissued when a state change notification indicates
that the node isin a better state than indicated by the active alarm list.
This alarm clears the active alarms that are not compatible with the new
state.
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Exit codes

A proxy CLR aarm can be issued when aproxy SET alarm isissued as
aresult of apolling reply and atrap is subsequently received that
identifiesthe problem. Inthis case, the proxy CLR aarm clearsthe proxy
SET alarm before anormal SET alarm isissued.

Exit codes for when SMDR terminates under its own control are shownin the
following table. SMDR can terminate with other exit codesif it crashesor is
stopped by the Server Administration tool.

Table 75
Exit codes for SMDR
Exit code Description
5 One of the mandatory configuration files cannot be

processed, or some mandatory configuration parameters
are undefined.

Registration with MNSD failed.
Software error

Memory allocation failed.

Error messages
Error messages for SMDR fall into the following general categories:

FATAL, for errorsthat arefatal to the operation of SMDR. This category
of message always causes SMDR to terminate. It is generally caused by
afaulty workstation setup or a bad process configuration. See the table
“FATAL messages for SMDR” (page 475).

SNO (should not occur), when SMDR experiences an error situation that
should not occur (probably a software error). The error islogged and
SMDR triesto continue executing. If an error of thistype occurs
repeatedly, report it to your Nortel Networksrepresentative. Seethetable
“SNO (should not occur) messages for SMDR” (page 475).
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*  ERROR, when SMDR experiences an error situation that is probably
caused by an invalid configuration or switch input. The cause needsto be
identified and corrected. See the table “ERROR messages for SMDR”

(page 476).

*  MAJOR, when SMDR signals the occurrence of an important event
(usually not an error), such as the establishment or the loss of the
connection with a server. See the table “MAJOR messages for SMDR”

(page 478).

Table 76
FATAL messages for SMDR
Message Meaning and action
IPC initialization failed MNSD is not running or else it rejected the

SMDR registration; Preside Multiservice Data
Manager (MDM) is not properly installed.
Fix MDM installation.

Table 77

SNO (should not occur) messages for SMDR
Message Meaning and action
Could not find/create SMDR cannot create a new component in its
comp: <component component tree. This is an internal software
name> error. Report it to your Nortel Networks

representative.

Reachability event for An incoming alarm that is reporting device
non-device unreachability has a component identifier that

does not represent a device. This is an internal
software error. Report it to your Nortel Networks
representative.

Reachability SET alarm  An incoming alarm that is reporting device

received from server unreachability has been received before the
corresponding server notification. This is an
internal software error. Report it to your Nortel
Networks representative.
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Table 78

ERROR messages for SMDR

Message

Meaning and action

attribute name not a
token: <attribute value>

ERROR ALARM SIEVE
CREATE for server:
<server name>

ERROR GET ALARM
request for server:
<server name>

ERROR GET RAW
STATE request for
server: <server name>

Error reading option file:
<filename>

ERROR SERVER
RESET SIEVE CREATE
for server: <server name>

Invalid address filter
<filter> from server
<server name>

Invalid command line
parameter: <char>

SMDR does not support non-tokenized attributes
in GET replies. This is an internal software error.
Report it to your Nortel Networks representative.

The server rejected an SMDR CREATE request
for an alarm sieve. Either SMDR is trying to
connect to a server of an unsupported type (not
a DCD) or this server has already created the
maximum number of sieves it can support.

The server rejected an SMDR GET request for

alarms. SMDR should only send this request to
hierarchical SMDR subservers (unsupported). If
this requestis sentto a DCD, itis rejected but the
server connection process continues.

The server rejected an SMDR GET request for
components and states. SMDR is probably trying
to connect to a server of an unsupported type, or
a communication problem has occurred. Delete
this server from the server list configuration file,
restart SMDR, and use the smdrCreateServer
script to add the server again.

The contents of the run-time options file are
corrupted. Restore the file contents.

The server rejected an SMDR CREATE request
for a raw state sieve. Either SMDR s trying to
connect to a server of an unsupported type (not
a DCD) or this server has already created the
maximum number of sieves it can support.

The server has specified an invalid address filter
in its reply to an SMDR registration request. This
is an internal software error. Report it to your
Nortel Networks representative.

There is an invalid option in the command line.
Fix the command line.

(Sheet 1 of 2)
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Table 78 (continued)
ERROR messages for SMDR

Message Meaning and action

Invalid line (<line The run-time options file contains an invalid line.
number>) in run-time cfg  Fix the file.

Invalid option <option The run-time options file contains an invalid
label> on line <line option. Fix the file.

number>

SMDR - Circular server  SMDR is trying to connect to itself. There is a bad

specification entry in server list configuration file or the
smdrCreateServer script has been used
incorrectly.

SMDR - Communications A server has rejected a passthrough request.

error (<error code>): This is an internal communication problem.

passthrough request Report it to your Nortel Networks representative.

SMDR - Configuration file The contents of the server list configuration file

read error are corrupted. Restore the file contents.

SMDR - Configuration file SMDR cannot write to the server list

write error configuration file. Verify the file permissions and
disk capacity.

SMDR - Could not open  SMDR cannot open the server list configuration
configuration file file. Verify the file permissions.

SMDR - Duplicate server SMDR is being told to connect to a server twice.

specification This can be caused by a duplicate entry in the
server list configuration file (delete the duplicate
entry in this case) or else by using the
smdrCreateServer script for a server that is
already listed in the server list configuration file.

SMDR - Invalid server Either the host name or the server name
specification specification is missing from an entry in the
server list configuration file.

(Sheet 2 of 2)
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Table 79

MAJOR messages for SMDR

Message

Meaning and action

cannot open option file:
<filename>

reading option file:
<filename>

SMDR s starting

SMDR - <client name>:
killed client connection
due to congestion

SMDR - <client name>:
unexpectedly lost client
connection.

lost connection

SMDR - <server name>:

SMDR cannot open the run-time options file. This
is not necessarily a problem since, if default

values or command line options are used for all
configuration parameters, this file is not needed.

SMDR is starting to read the identified run-time
options file.

The process is starting.

The specified client connection has been
dropped due to congestion.

The specified client connection has been lost.

The specified server connection has been lost.
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Chapter 59
SNMP Trap Server Daemon (TSVR)

This section contains information on the SNMP Trap Server Daemon
(TSVR). Seethe following topics for more information:

e “About the TSVR” (page 479)

* “Managing the TSVR” (page 480)
* “Interdependencies’ (page 481)

* “Exit codes’ (page 481)

e “Error messages’ (page 482)

About the TSVR

Thetrap server daemon (TSVR) receivestrap information from devices, such
asthe Passport 4400, that are managed in Preside M ultiservice DataManager
(MDM) using an SMDR-based DCD (data collection daemon) and forwards
thetrapsto aregistered DCD. Beforeforwarding thetrapstothe DCD, TSVR
filters them according to the filter rules of the DCD.
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Figure 51
TSVR data flow diagram
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Managing the TSVR

Use the Server Administration tool to enter or edit the startup command and
to start, stop, and set optionsfor TSVR. Any changes you make to the startup
command or options take effect when TSVR isrestarted. See 241-6001-303
Preside MDM Administrator Guide for instructions to use the Server
Administration tool.

-

SNMP traps

For more information, see the following:
e “Suggested namein Server Administration” (page 480)
e “Startup command” (page 481)

Suggested name in Server Administration
The recommended name for the trap server daemon is SNMP Trap Server.

Configuring TSV R with the Server Administration tool requires you to enter
the server name in the Descriptive name field of the Server Administration
dialog for new servers. This name also identifies the server in file
/opt/MagellanNM S/cfg/SVMList.cfg. Thisfileliststhe serversthat are to be
started automatically when the workstation is rebooted.
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Startup command

The command to start TSV R has the following syntax:

[ opt/ Magel | anNVB/ bi n/ t svr \

[-a <ip address>] \

[-b <congestion buffer size>] \
[-p <port number>]

where:

-a <ip address> specifiestheaddressthat the TSV R bindsto. When you
usethiscommand, the TSV R bindsto the specified address only, not all of the
addresses on the port.

-b <congestion buffer size> specifiesthe maximum number of
congested repliesbeforetheclient iscut off. Thisoption protectsagainst slow,
disconnected, or non-communicating clients, such as when a client has
disconnected or cannot communicate with TSVR. If this option is not
specified, the default value of 5,000 is used. The default valueis adequate for
most installations.

-p <port nunber> specifiesthe port number that receivesthe SNMP
traps. The default value is 162.

Interdependencies

Exit codes

TSVR relies on the SMDR-based DCD (data collection daemon) for the
device that is being supported.

Exit codes for TSVR are shown in the following table.

Table 80
Exit codes for TSVR
Exit code Description
51 Out of memory.
55 Bad arguments on the command line.

(Sheet 1 of 2)

Preside MDM Server Reference Guide 14.3RSUP



482 Chapter 59 SNMP Trap Server Daemon (TSVR)

Table 80 (continued)
Exit codes for TSVR

Exit code Description

57 Unable to fork TSVRREP child process.

59 Cannot initialize IPC system.

60 Cannot register service (probably already running)
(Sheet 2 of 2)

Error messages
Error messages for TSVR are shown in the following table.

Table 81

Error messages for TSVR

Error message Meaning and action

TSVR -- Invalid The command line has an invalid option.
command line

argument

TSVR -- Killed client The client connection was terminated due to either a
connection due to client that exceeded the congestion buffer size or a

congestion client that has no further communication.

TSVR -- The client has disconnected without issuing a
Unexpectedly lost disconnect request, or the communication path with
client connection. the client has been terminated.
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Chapter 60
Secure FTP Daemon (launchSecureFTPD)

This section contains information about the Secure FTP Daemon. See the
following sections for information about the launchSecureFTPD daemon:

*  About the Secure FTP Daemon (page 483)
*  Managing the Secure FTP Daemon (page 483)
* Interdependencies (page 484)

About the Secure FTP Daemon

The Secure FTP Daemon is responsible for encrypting and decrypting
passwords transferred by means of FTP Protocol between a Passport in the
network and the Preside MDM workstation.

The Secure FTP daemon is used primarily to ensure that the password a
Passport uses to log in to a Preside MDM workstation for downloading
softwareis secure.

Managing the Secure FTP Daemon
This section contains information about the following topics:

e Configuration (page 484)
e Suggested name in Server Administration (page 484)
e  Start-up command (page 484)
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Configuration
Configuring and starting the Secure FTP Daemon is part of a much larger
task: configuring | P security. Configuring | P security involvesnot just Preside
MDM, but also other devicesin the network, and is beyond the scope of this
section. For the instructionsto plan, configure, and install 1P Security, see

NN10600-607 Passport - MDM Network Security: Secure Communications
Configuration.

Suggested name in Server Administration
The recommended name for the Secure FTP Daemon to enter in the Server
Manager Administration tool is Secure FTP Daemon.

Configuring the Secure FTP Daemon with the Server Administration tool
requires that you enter the server name in the Descriptive name field of the
Server Administration dialog. The Server Administration tool writesthis
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command

The start-up command to start the Secure FTP Daemon has the following
syntax:

[ opt/ Magel | anNVB/ bi n/ | aunchSecur eFTPD

Interdependencies
None
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Chapter 61
VPN Monitor Extractor (VPNMonitorExtractor)

This section contains information about the VPN Monitor Extractor
(VPNMonitorExtractor). See the following topics for information about this
server:

*  About the VPN Monitor Extractor (page 485)

* Managing the VPN Monitor Extractor (page 487)
* Interdependencies (page 489)

»  Exit codes (page 489)

About the VPN Monitor Extractor

The VPN Monitor Extractor server works in conjunction with the VPN
Monitor Server as part of the VPN Monitor tool for monitoring virtual private
networks (VPN). For details about the VPN Monitor Server, see VPN
Monitor Server (VPNMonitorServer) (page 491).

The VPN Monitor Extractor collects VPN service data from the MDM
Administration Database and delivers the datato the VPN Monitor server and
client. The figure VPN Monitor data flow diagram (page 486) provides a
graphical representation of the data flow from the MDM Administration
database source to the VPN Monitor Client.
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Figure 52
VPN Monitor data flow diagram
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Database polling
At startup, the extractor retrieves all of the VPN service-related datain the
MDM Administration database.

After theinitial VPN datacollection, the extractor regularly pollsthe database
to check for any changesin the VPN data. If the extractor determinesthat the
I P services have been modified since the last pall, the extractor notifies the
VPN Monitor servers and clients of these changes.

Automatic polling

The default polling interval is 30 minutes. However, the timer for anew poll
begins only when the current poll is complete. If you need, you can change
the polling interval by changing the -sleep parameter on the startup command
for the extractor server.

Manual polling

The network administrator can manually trigger apoll using the“kick” script.
The kick script causes polling to begin immediately. If apoll isin progress
when you execute the kick script, the manual poll begins after the poll in
progess completes. The script has the following syntax:

[ opt/ Magel | anNMS/ bi n/ VPNMoni t or Ext r act or . ki ck

Redundancy
The VPN Monitor extractor can deliver VPN related data to more than one
instance of a VPN Monitor server. Because the extractor supports
communication with multiple servers on different workstations, if one server
fails, then you can connect to the redundant VPN Monitor server.

If required, a second extractor can be set up on a different workstation to
deliver the VPN datato a different set of serversfor full redundancy.

Log file
The /opt/MagellanNM S data/l og/VPNMonitor Extractor/
VPNMonitor Extractor.log file captures the Extractor’s events.

Managing the VPN Monitor Extractor

This section contains information about the following topics:

e Configuration (page 488)
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e Suggested name in Server Administration (page 488)
e Start-up command (page 488)

Configuration
The VPN Monitor Extractor uses the /opt/MagellanNMS/cfg/dba/
dbaccess.cfg to locate and access the MDM Administration database.

To change the default settings of this configuration file, use the MDM
Database Administration tool. For details, see the procedure for setting
configuration options in 241-6001-400 Preside MDM Administration
Database User Guide.

Suggested name in Server Administration
The recommended namefor the VPN Monitor Extractor to enter in the Server
Manager Administration tool is VPN Monitor Extractor.

Configuring the VPN Monitor Extractor server with the Server
Administration tool requiresthat you enter the server name in the Descriptive
name field of the Server Administration dialog. The Server Administration
tool writes thisinformation into the /opt/MagellanNM S/cfg/SVMList.cfg
file. Thisfile lists the servers that are to be started automatically when the
workstation reboots.

Start-up command

The start-up command to start the VPN Monitor Extractor server has the
following syntax:

[ opt/ Magel | anNMS/ bi n/ VPNMoni t or Ext ract or |\
-dbuser <string>|-dbu <string>\
-dbpassword <string>|-dbp <string>\
[-port <number>] \

[-sl eep <period>] \

[-help|-h]

where:

- dbuser <string>|-dbu <string> specifiestheMDM Administration
database user ID. If the user ID is not encrypted, specify the user ID itself. If
theuser 1D isencrypted, specify thefile namethat containsthe encrypted user
ID.
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-dbpassword <string>|-dbp <string> specifiesthe MDM
Administration database password. If the password is nhot encrypted, specify
the password itself. If the password is encrypted, specify the file name that
contains the encrypted password. For details about password encryption, see
NN10600-605 Passport - MDM Network Security: Operations.

[-port <number>] specifiesthe TCP port number that the VPN Monitor
Extractor usesto listen for communication with the client. Do not usethis port
number for any other process. The VPN Monitor Extractor registers this port
with the MDM context server. If you do not specify a port number, the server
dynamically assigns an available port number.

[-sl eep <period>] specifiesthetimeinterval (in minutes) between
database polls. The allowable range is from 1 to 10000 minutes. The default
interval is 30 minutes.

[ - hel p| - h] displaysthe parameters on the Extractor start-up command.

Interdependencies
TheMDM Administration Database must beinstalled and running beforeyou
start the VPN Monitor Extractor.

Exit codes
For exit codes produced by the VPN Monitor Extractor server, their
meanings, and corrective action, see Table 82.

Table 82
Exit codes for the VPN Monitor Extractor server
Exit Code Meaning and corrective action
50 Do not restart server.
53 Communication failure.
55 Invalid command line argument.
56 Configuration directory does not exist.
58 Normal exit.
(Sheet 1 of 2)
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Table 82 (continued)
Exit codes for the VPN Monitor Extractor server

Exit Code Meaning and corrective action
59 Missing virtual machine.

60 Port number is already in use.
(Sheet 2 of 2)
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Chapter 62
VPN Monitor Server (VPNMonitorServer)

This section contains information about the VPN Monitor server
(VPNMonitorServer). See the following topics for information about the
VPN Monitor server:

*  About the VPN Monitor Server (page 491)

*  Managing the VPN Monitor Server (page 492)
* Interdependencies (page 493)

» Exit codes (page 493)

About the VPN Monitor Server

The VPN Monitor Server works in conjunction with the VPN Monitor
Extractor as part of the VPN Monitor tool for monitoring virtual private
networks (VPN). For information about the VPN Monitor Extractor, see VPN
Monitor Extractor (VPNMonitorExtractor) (page 485).

The VPN Monitor Server receives VPN basic service information and
associated components from the VPN Monitor Extractor, aswell as
component raw state information from NDAM. Based on the basic service
definitions and the raw state of the basic service components, the VPN
Monitor Server calculates the status of basic services and forwards this
information to the VPN Monitor Client. For details about VPN basic services
and their component makeup, see the VPN Monitor sectionin 241-6001-011
Preside MDM Fault Management User Guide.
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The figure VPN Monitor data flow diagram (page 486) provides a graphical
representation of the flow of datafrom the MDM Administration database
source to the VPN Monitor Client.

Log files

The/opt/MagellanNM S data/l og/VPNMonitor Server/VPNMonitor Server.log
file captures the server’'s events.

Managing the VPN Monitor Server

This section contains information about the following topics:
e Suggested name in Server Administration (page 492)
e  Start-up command (page 492)

Suggested name in Server Administration
The recommended name for the VPN Monitor Server to enter in the Server
Manager Administration tool is VPN Monitor Server.

Configuring the VPN Monitor Server with the Server Administration tool
requires that you enter the server name in the Descriptive name field of the
Server Administration dialog. The Server Administration tool writesthis
information into the /opt/MagellanNM S/cfg/SVMList.cfg file. Thisfilelists
the servers that are to be started automatically when the workstation reboots.

Start-up command
You can start the VPN Monitor Server from the Server Administration tool
(svmadm) or from the command line. From the command line, the start-up
command for the VPN Monitor Server has the following syntax:

[ opt/ Magel | anNVB/ bi n/ VPNMoni t or Server \
[-extractorHost <host Name>] \

[-port <portNunpk] \

[ - ndam <servi cenane@ost >]

[-h]
where:
[ - extractor Host <host Nanme>] specifiesthe host nameor IP address of

the machine running the extractor service. If you do not specify this
parameter, localhost is used as the default.
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[-port <portNunj specifiesthe TCP port number that the VPN Monitor
Server uses to listen for communication with the client. Do not use this port
number for any other process. The VPN Monitor Server registers this port
with the MDM context server. If you do not specify a port number, the server
dynamically assigns an available port number.

[ - ndam <servi cenane@ost >] specifiesthe NDAM service name and
host. If you do not specify a service name, the server triesto find an NDAM
process on the local machine with the service name “NDAM”.

[-h] displaysthe parameters on the VPN Monitor Server start-up

command.

Interdependencies
The VPN Monitor Server requires the following processes to be up and

Exit codes

running:

* VPN Monitor Extractor

«  NDAM

The NDAM server must be started with the -F option to ensure
component type filtering using fully qualified type specifications.

For exit codes produced by the VPN Monitor server, their meanings, and
corrective action, see Table 83.

Table 83

Exit codes for VPN Monitor Server

Exit Code Meaning and corrective action

10 Incompatible database schema version.
11 Extractor cannot connect to database.
12 No database connection established.
13 Lost database connection.

14 Cannot open a file.

(Sheet 1 of 2)
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Table 83 (continued)

Exit codes for VPN Monitor Server

Exit Code

Meaning and corrective action

23
50
51
52
53
55
56

58
60
62
63

Communication problems connecting to a server.
Do not restart server.

Memory failure. Out of memory.

DIsk failure. Cannot find file.

Communication failure.

Invalid command argument or option

Configuration directory/file does not exist or is
configured incorrectly.

Normal exit.
Port Number already in use.
Invalid license.

Invalid user ID.

(Sheet 2 of 2)

241-6001-310 14.3RSUP




495

Chapter 63
Session Servers

This section contains information on the session servers. See the following
topics for more information:

*  “About the session servers’ (page 495)

e “Command Functional Process (CMCFUN)” (page 496)
»  “Connection Manager (CM)" (page 497)

* “Generic Prober (GP)” (page 501)

About the session servers
The following servers are session servers:

e “Command Functional Process (CMCFUN)” (page 496)
e “Connection Manager (CM)" (page 497)
e “Generic Prober (GP)” (page 501)

Session servers are started automatically when the user logs on to a user
account that is set up to run the default Preside Multiservice Data M anager
(MDM) user environment, or when a command macro uses the cmecwrap
command. Session servers do not have an entry in the file
/opt/MagellanNM S/cfg/SVMList.cfg. Session servers cannot be started by
the Server Administration tool.

Seethefigure” Session Serversdataflow diagram” (page 499) for adataflow
diagram of the Session servers.
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Command Functional Process (CMCFUN)

The CMCFUN server forwards operator commands to Passport and to DPN
devices for execution.

Error messages do not appear on the System Log Display; they are sent to the
Command Console, RNCS or CMCCMD (CMC command). CMCCMD
enablesthe operator commands to Passport and DPN devicesto be sent using
amacro.

For more information, see the following:
* “Interdependencies’ (page 496)
e “Exit codes’ (page 496)

e “Error messages’ (page 497)

CMCFUN startup command
The CMCFUN server is usually started automatically as part of a Preside
Multiservice Data Manager (MDM) user session (upon login for MDM
enabled users, when starting the Preside MDM window), or when starting a
remote network communication system (RNCS) session.

CMCFUN needsto be started manually to enable command macros and other
non-user driven tasks. In this context, CMCFUN supports the following
command line option:

-t <m nutes>

If the specified number of minutes expires with no active commands being
processed, CMCFUN automatically terminates to free up the network
resources and connections reserved for it.

Interdependencies
The CMCFUN server relies on the CM server.

Exit codes
Exit codes for the CMCFUN server are shown in the following table.
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Table 84
Exit codes for the CMCFUN server
Exit code Description
0 help invoked or explicitly terminated
51 not enough memory
53 could not register service (is another CMCFUN for this

DISPLAY already running?)

59 could not initialize IPC environment (is MNSD running?)

Error messages
None; error messages are sent to the command console, RNCS, or the
cmeemd program.

Connection Manager (CM)
The Connection Manager (CM) server manages all network connections
originating from user sessions. The CM server establishes connectionsto
DPN and Passport devices, and stores all connection and authenti cation data.
The authentication information is shared within a user logon session.

The CM server establishes DPN connectivity through the NCSMGR server,
and establishes Passport connectivity through the FDTM server.

Initial network information is obtained from the NCSMGR server for DPN
and from the FDTM server for Passport.

The FDTM server creates FDTR processes to communicate with a Passport
switch. The NCSMGR server creates CCIF processes to communicate with
the DPN NCS.

When a network connection is established, the CM server returnsthe FDTR
or CCIF service name to its CM client. The CM client can then use the
servicesof the CCIF or FDTR to communi cate with Passport or DPN devices.
An example of aCM client isthe CMCFUN server, as shown in the figure
“Session Servers data flow diagram” (page 499).
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For more information, see the following:

“CM startup command” (page 500)
“Interdependencies’ (page 500)

“Connection Manager Server configuration” (page 500)
“Exit codes’ (page 500)

“Error messages’ (page 501)
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Figure 53
Session Servers data flow diagram
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CM startup command
The CM server is started automatically with the
/opt/MagellanNM S/bin/nmssession file, when the user logs on.

For information on setting up UNIX accounts for MDM, see 241-6001-303
Preside MDM Administrator Guide.

The CM server isrestarted if it exits during a user session. The CM server is
terminated when the user logs out. The administrator may optionally
configure the CM server so that authentications are not saved by the CM
server.

Interdependencies
The CM server relies on the NCSMGR, FDTM and HGDS servers. All
Preside Multiservice Data Manager (MDM) provisioning tools, and the
CMCFUN and Generic Prober serversrely on the CM server.

Connection Manager Server configuration
To configure the CM server so that authentications are not stored, do the
following:
1 Login as root.
2 Run the following command:
touch /opt/ Magel | anNVS/ cf g/ CMNoAut h. cfg
3 Set the file permissions to 644:

chnod 644 /opt/ Magel | anNVS/ cf g/ CVMNoAut h. cf g

This only needsto be performed once per workstation, and will configure all
future CM servers running on the workstation.

To revert to the default configuration so that authentications are stored, you
enter the following command in a UNIX window:
rm /opt/ Magel | anNVS/ cf g/ CMNoAut h. cf g

Exit codes
Exit codes for the CM server are shown in the following table.
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Table 85
Exit codes for the CM server

Exit code Description

51 Not enough memory
59 Could not initialize IPC environment (is MNSD running?)
60 Could not register service (is another CMCFUN for this

DISPLAY already running?)

Error messages
Error messages for the CM server are shown in the following table.

Table 86
Error messages for the CM server

Error message Meaning and action

CM: Could not register service. Is there another CM server running with
the service name CM_DISPLAY (where
display is the value of the DISPLAY
environment variable)?”

Generic Prober (GP)

The GP server provides application specific real time probing of Passport
component statistics. The client may specify the component name and
attributes to probe, as well as the probing frequency. The GP server will set
up a connection to the specified Passport and retrieve the specified attributes
in the required frequency and returns the data to the client.

For more information, see the following:
* “Interdependencies’ (page 501)

* “Exit codes’ (page 502)
*  “Error messages’ (page 502)
Interdependencies

The GP server relies on the CM server, the HGDS server, and the
FDTM/FDTR servers.
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Exit codes
Exit does for the GP server are as follows:

Table 87
Exit codes for the GP server
Exit code Description
0 not enough memory
51 help invoked
59 could not initialize the IPC environment
60 could not register service (already running?)

Error messages
Error messages for the GP server are shown in the following table.

Table 88
Error messages for the GP server
Error message Meaning and action
Generic Prober 9132 : prober  Recreate the prober.
%s error.
Generic Prober 9139 : Leave an orphan FMIP connection.
disconnect to network node %s
failed.

Generic Prober 9152 : server Restart Generic Prober.
cannot access anymore
memory.

Generic Prober 9154 : server  The corresponding probers need to be
lost an FDTR. recreated.

Generic Prober 9161 : server No prober is created before auto
lost connection to HGDS. reconnect.

Generic Prober 9171 : server No prober is created before auto
lost connection to CM. reconnect.
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Chapter 64
Servers controlled by HP OpenView

This section contains information on the HP OpenView servers: Open View
Alarm Trangdlator (OVAT) and OpenView Data Access Mediator (OVDAM).
See the following topics for more information:

e “Open View Alarm Translator (OVAT)” (page 504)
e “Open View Data Access Mediator (OVDAM)” (page 514)
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Open View Alarm Translator (OVAT)

The OVAT provides trap information from Passport switches to client
applications.

The OVAT server performs the following functions:

sendsrequestsfor alarm information to aNetwork Access Data M ediator
(NDAM) server on a Preside Multiservice Data Manager (MDM)
workstation

translates the received alarms into trap format

sends the traps to the PostMaster Daemon (PM D) for broadcasting to
registered HP OpenView applications

See the following sections for more information on the OVAT server.

Data flow

“Dataflow” (page 504)
“Interdependencies’ (page 504)
“Configuration” (page 505)
“Exit codes’ (page 510)
“OVAT logs’ (page 510)

OVAT receives alarm information from NDAM, translates it to traps, and
sendsthetrap information to PMD. Seethefigure* OVDAM server dataflow
diagram” (page 516) for anillustration on the flow of datato and from OVAT.

Interdependencies

To provide HP OpenView applications with trap information, the OVAT
server requires access to the following servers:

NDAM
PMD
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Configuration
See the following sections for information on the OVAT configuration files:

e “Local registration file” (page 505)
e “Runtime configuration file” (page 505)

Local registration file
Theinstallation process createsand installsthelocal registration file using the
path /etc/opt/OV/share/lrf/nortel Ovat.Irf. Do not modify thisfile.

Each daemon process running under HP OpenView and controlled by the
OpenView Supervisor process Management Daemon (OV SPMD) requires
thislocal registration file.

Runtime configuration file
OVAT does not support command line parameters, however, you can specify
runtime optionsin the runtime configuration file. To modify the runtime
configuration, edit the file/etc/opt/OV/share/conf/C/nortel/nms/odn/ovat.cfg.

You can make the following modifications to the runtime configuration file
by specifying

e runtime options

o dternate NDAM servers

« component typesfilters for Preside Multiservice Data Manager (MDM)
data

* device set filtersfor MDM data

» exclusionsto device set and component typesfilters

» filterstoincludein the CREATE sieve request for alarms

Although the order of changesin the runtime configuration file does not

matter, it isrecommended that all lines pertaining to one attribute be grouped
together for ease of use.
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Runtime options
You can modify the following runtime options.

logL evel

LogLevel specifiesthe type of information to savein alogfile. By
default, FATAL, SNO, ERRORS, and MAJOR levels arelogged in the
file /var/opt/OV/share/log/ovat.trace. To modify the logL evel, use the
following command:

| ogLevel : <list of |evels>
where:
<list of levels> isatleast oneof thefollowing:

FATAL
logs errors fatal to OVAT operation

SNO
(should not occur) logs errors caused by unexpected conditions

ERRORS
logs all other errors

MAJOR
logs major events

M NOR
logs minor events

I NFO
logs information messages

TRACE
logs functional call tracing

ALL
logs all of the above message levels
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e interactiveLog
Interactivelog directs the log information to standard output rather than
alog file. By default, the interactivel og option is off. To modify the
interactivelog option use the following command:

interactivelLog: <on|off>

where:
<on> turnson the interactivel og option.

<of f > turns off the interactivel og option.

Alternate NDAM servers

You can specify alternate NDAM servers. If the primary NDAM server incurs
aconnection failure, OVDAT cyclesthrough thelist of alternate NDAM
serversto find one that accepts the connection request. To specify an alternate
NDAM server, use the following command:

ndanfer ver: <name>@thost >

where:
<nanme> isthe name of the server to act as an alternate to NDAM.

<host > isthelocation of the server specified by a host name or an IP
address.

Component type filters

Component type filters specify which typesets to use when filtering Preside
Multiservice Data Manager (MDM) datafrom NDAM to OVDAM. The
typeset name isincluded during OV DAM registration with NDAM. Typesets
are defined inthe NDAM typeset configuration file (for detail s, see “ Typeset
configuration files” (page 265)). To specify atypeset filter, use the following
command:

conpTypeSet: <typeset name>

where:

<typeset nanme> isthename of aset of device types.

Preside MDM Server Reference Guide 14.3RSUP



508 Chapter 64 Servers controlled by HP OpenView

You can exclude some components from the set defined by the compTypeSet
line by using the following command:

conpExcl uded: <NMS conponent type>

where:

<MDM component type> isat least one of the following:

e <device type>
excludes from the typeset all devices of the specified type. For example,
if you specify a device type of EM, all Passport module data are
excluded.

e <device type>-<l ast subconponent type>
excludes from the typeset all subcomponents of the specified device and
subcomponent type. For example, if you specify EM-DSL, al DS1
subcomponents data for all EM devices are excluded.

e <device type>-*
excludesfrom thetypeset all subcomponentsof the specified devicetype.
For example, if you specify EM-*, data for al subcomponents of EMs
are excluded.

e <link type>:
excludes from the typeset the specified link type. For example, if you
specify PTK:, datafor al links of type PTK are excluded

. *-

excludes from the typeset all link types.

Device set filters

Device set filters specify which device sets to use when filtering Preside
Multiservice Data Manager (MDM) datafrom NDAM to OVDAM. The
device set nameisincluded during OVDAM registration with NDAM.
Device sets are defined in the NDAM device set configuration file (for
details, see“Deviceset configurationfiles’ (page 269). To specify adevice set
filter, use the following command:

devi ceSet: <devi ce set nane>

where:

<devi ce set nanme> isthename of aset of devices.
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You can exclude some devices from the set defined by the deviceSet line by
using the following command:

devi ceExcl uded: <excl uded devi ce>

where:

<excl uded devi ce> isatleast one of the following:

e <device type> *
excludes from the device set all devices of the specified type

e <device type> <nane prefix>*
excludesfrom the device set all devices of the specified type whose name
starts with the specified name prefix

e <device type <device nanme>
excludes from the device set the specified device type and device name

Filters

You can specify filtersto include in the CREATE serverequest for alarms. To
do so, use the following command:

filter: <attribute> <operator> <type> <val ue>

where:

<attribute> isthename of an attribute.
<oper at or > isavalid operator for filtering.
<t ype> isthe attribute value type.

<val ue> isthe attribute value.

Thefilter line causes OVAT to add the following line to the CREATE request
sent to NDAM:

_attr: evenFilter SS <attribute> <operator> <type> <val ue>

See 241-6001-203 Preside MDM Alarm and Status APl Reference Guide for
expressions that you can use asfilters.
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Exit codes
Exit codes for the OVAT server are shown in the following table.
Table 89
Exit codes for the OVAT server
Exit code Description
1 Registration with OVSPMD failed
2 Registration with MNSD failed
3 Software error
4 Termination required by OVSPMD
5 Memory allocation error
6 Configuration file access error
OVAT logs

Certain errors and events cause OVAT to issues logs. Log messages are
written to /var/opt/OV/share/log/ovat.trace. Each log messageis prefaced by
one of the following log levels:

FATAL

An error situation prevents OVAT from functioning. A FATAL logis
always followed by OVAT termination. For details about OVAT FATAL
logs, see “FATAL logsissued by the OVAT server” (page 511).

SNO
An error that should not occur (possibly a software error). The error is
logged and, if possible, OVAT continues. Report these errorsif the recur.

ERRORS

An error situation that is likely due to invalid configuration or input. For
details about OVAT ERRORS logs, see “ERRORS logs issued by the
OVAT server” (page 511).

MAJOR

OVAT is signaling the occurrence of an important event (not usually an
error). For details about OVAT MAJOR logs, see “MAJOR logsissued
by the OVAT server” (page 513).
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The following table details FATAL logs.

Table 90
FATAL logs issued by the OVAT server

FATAL Log message

Description

Failed to register with OVSPMD

Invalid API dictionary config file

Invalid runtime config file

Memory allocation failed

OVAT registration with OVSPMD failed. The ovstop
and ovstart utilities should be used to restart all the
workstation daemons.

OVAT failed to process the configuration file
/opt/OV/nortel//nms/odn/ovcfg/conf/ovatDict.cfg.
Verify that the file exists and that it and the
directories on its path have the required access
permission.

The file ovat.cfg contains invalid entries. Additional
details may be available in ERRORS logs. Correct
the runtime configuration file.

OVAT cannot allocate memory for some data
structure. Review the workstation engineering.

The following table details ERRORS logs.

Table 91

ERRORS logs issued by the OVAT server

ERRORS Log message

Description

Alarm sieve creation failed on <NDAM
name>; error code: <code>

Cannot add trap variable, memory
allocation failure

NDAM rejected OVAT attempt to create a sieve for
alarms notifications. OVAT disconnects from this
server and tries the next server in the list in 15
seconds.

A request to add a variable to an event notification
has been rejected due to memory allocation failure.
If possible, terminate some applications to increase
available memory.

(Sheet 1 of 3)
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Table 91 (continued)

ERRORS logs issued by the OVAT server

ERRORS Log message

Description

Cannot create notification, interface not
connected

Cannot create notification, memory
allocation failure

Cannot open the log file: <log file name>

Cannot open session for SNMP receive
interface

Cannot open session for SNMP send
interface

Connection attempt rejected to <NDAM
name>

Failure to send: <reason>

Invalid line (<line number>) in runtime
config

Invalid NDAM server specification:
<specification>

name>

No NDAM server defined

Lost connection with NDAM server <NDAM

OVAT is not currently connected to PMD and cannot
create an event notification. OVAT continues to
process NDAM input and tries to establish the
connection.

A request to create an event notification has been
rejected due to memory allocation failure. If
possible, terminate some applications to increase
available memory.

The logging interface cannot open the log file. Some
directory on the path to the log file probably does not
have the correct permissions set. Correct and
restart OVAT.

Connection with PMD cannot be established. OVAT
cannot receive messages. OVAT continues to
process NDAM input and tries to establish the
connection.

Connection with PMD cannot be established. OVAT
cannot send event notifications. OVAT continues to
process NDAM input and tries to establish the
connection.

NDAM rejected OVAT attempt to connect. OVAT
tries the next server in the list in 15 seconds.

An event notification cannot be sent.

The contents of the identified line in the ovat.cfg
runtime configuration file is invalid. Correct and
restart OVAT.

An ndamServer specification in ovat.cfg has an
invalid value. Correct and restart OVAT.

OVAT lost connection with the identified server.
OVAT tries to connect to the next server in the list in
15 minutes.

There is no valid ndamServer specification in
ovat.cfg. Correct and restart OVAT.

(Sheet 2 of 3)
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Table 91 (continued)
ERRORS logs issued by the OVAT server

ERRORS Log message

Description

Registration with <NDAM name> failed;
error code: <code>

SNMP receive interface connection lost

SNMP send interface connection lost

OVAT attempt to register with the identified server
failed. OVAT tries the next server in the list in 15
seconds.

Connection with PMD has been lost; OVAT cannot
receive messages. OVAT continues to process
NDAM input and tries to reestablish the connection.

Connection with PMD has been lost; OVAT cannot
send event notifications. OVAT continues to
process NDAM input and tries to reestablish the
connection.

(Sheet 3 of 3)

The following table details the MAJOR logs.

Table 92
MAJOR logs issued by the OVAT server

MaJOR Log message

Description

Registration with <NDAM name>
completed

No device set defined

No component type est defined

OVAT has successfully registered with the identified
NDAM server.

There is no device set defined in ovat.cfg (this is not
necessarily an error). NDAM forwards information
about all the devices in the network model.

There is no component set defined in ovat.cfg (this
is not necessarily an error). For each device, NDAM
forwards information about all the component in the
network model.
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Open View Data Access Mediator (OVDAM)

The OVDAM server provides Preside Multiservice Data Manager (MDM)
management data to applications running on a Hewlett-Packard (HP)
OpenView platform.

The OVDAM server performs the following functions:

sends requests for node and link information to a Network Data Access
Mediator (NDAM) server on an MDM workstation

translates the node and link data received from NDAM to aformat
suitable for the HP OpenView database (OVDB). For OVDAM to
distinguish the various types of Passport nodes, it retrieves network
model datafrom NDAM. Two network model attributes, PP_TY PE and
PP_SHELF_TYPE are used by the OVDAM server to identify the type
of Passport node. This enables the display of unique icons on the
OpenView submap to differentiate between Passport nodes belonging to
the 6000,7000, and 15000 series.

sends the trand ated datato OVDB

sends notifications about object creation, deletion, and modification to
the OpenView PostMaster Daemon (PMD) which, in turn, broadcasts
thisinformation to registered applications

creates the OpenView Simple Network Management Protocol (SNMP)
configuration database entries which are used to enable SNMP access to
monitored devices

See the following sections for more information on the OVDAM server.

“Dataflow” (page 515)
“Interdependencies’ (page 517)
“Configuration” (page 517)

“ State propagation” (page 528)
“Exit codes’ (page 528)
“OVDAM logs’ (page 529)
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Data flow

OVDAM obtains Passport management datafrom an NDAM server that runs
on a Preside Multiservice Data Manager (MDM) workstation. The figure
“OVDAM server dataflow diagram” (page 516) illustrates the data flow
through the MDM and HP OpenView systems. For details about the flow of
datathrough MDM tothe NDAM server, see“Network Data Access M ediator
(NDAM)” (page 259).

OVDAM requests node and link information from NDAM, trand ates the
information, and sends the translated data to OV DB for storage. In addition,
OVDAM sends event notifications to PMD which, in turn, delivers these
notifications to registered applications.

HP OpenView applications do not interact directly with OVDAM. For
applications to receive information from OVDAM, you need to configure
OVDAM to create thefieldsrequired by the HP OpenView applications. Once
OVDAM creates and stores these fields in OV DB, the information becomes
available to HP OpenView applications.
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Figure 54
OVDAM server data flow diagram
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Interdependencies

To provide HP OpenView applications with management data, the OVDAM
server requires access to the following servers:

«  NDAM
« PMD

OVDAM also requires access to the following databases:
« OVDB
* OV SNMP configuration database

Configuration

See the following sections for information on the OVDAM configuration
files:

* “Local registration file” (page 517)

» “Fieldsregistration file” (page 518)

e “Runtime configuration file” (page 518)

« “Datatranslation configuration file” (page 523)

You cannot modify all of the OVDAM configuration files. You can modify

runtime configuration and datatranslation files, but you must not modify the
registration files.

Although command line parameters are not supported for OV DAM, you can
specify runtime options in the runtime configuration file.

Local registration file
Theinstallation process createsand installsthelocal registration fileusing the
path /etc/opt/OV/sharellrf/nortel Ovdam.Irf. Do not modify thisfile.

Each daemon process running under HP OpenView and controlled by the
OpenView Supervisor Process Management Daemon (OV SPMD) requires
thislocal registration file.
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Fields registration file
Theinstallation process creates and installs the fields registration file in the
file /etc/opt/OV/share/fields/C/nortel Ovdam.fields. This registration file
contains instructions for registering fields. Do not modify thisfile.

Thefieldsregistration file registers with OV DB those fields created by
OVDAM for OVDAM’s own use. Registration of fields for use with other
applications must be done by those applications. If other applications do not
register the fields, then OVDAM is not able to create them.

Runtime configuration file
OVDAM does not support command line parameters, however, you can
specify runtime options in the runtime configuration file. To modify the
runtime configuration, edit thefile
/etc/opt/OV/share/conf/C/nortel/nms/odn/ovdam.cfg.

You can make the following modifications to the runtime configuration file
by specifying

e runtime options

» adternate NDAM servers

» component typesfilters for Preside Multiservice Data Manager (MDM)
data

e device set filtersfor MDM data

» exclusionsto device set and component typesfilters

Although the order of changesin the runtime configuration file does not
matter, it isrecommended that all lines pertaining to one attribute be grouped
together for ease of use.

Runtime options
You can modify the following runtime options.

* logLevel
LogLevel specifiesthe type of information to savein alog file. By
default, FATAL, SNO, ERRORS, and MAJOR levels are logged in the
file /var/opt/OV/share/log/ovdam.trace. To modify the logL evel, use the
following command:
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| ogLevel : <list of |evels>

where:
<list of levels> isatleastoneof thefollowing:

FATAL
logs errors fatal to OVDAM operation

SNO
(should not occur) logs errors caused by unexpected conditions

ERRCRS
logs all other errors

MAJOR
logs major events

M NOR
logs minor events

I NFO
logs information messages

TRACE
logs functional call tracing

ALL
logs all of the above message levels

interactivel og

Interactivelog directs the log information to standard output rather than
alog file. By default, the interactivel og option is off. To modify the
interactivelog option use the following command:
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i nteractiveLog: <on|off>

where:
<on> turnson the interactivel og option
<of f > turns off the interactivel_og option

+ stateSelection

StateSel ection specifies the Preside Multiservice Data Manager (MDM)
state to be used as a default when generating the corresponding OV DB
object state. If needed, you can override the default for aspecified MDM
node typein the datatranglation configuration file (see “Datatranslation
configuration file” (page 523)). By default, the propagated state is used
for top level objects such as nodes and links and the raw stateis used for
all other objects. To modify the stateSel ection option, use the following
command:

stat eSel ection <defaul t|raw propagat ed>

where:

<defaul t > uses the propagated state for top |evel
objects and the raw state for all other objects

<raw> usestheraw state for all objects
<pr opagat ed> usesthe propagated state for all objects

e restartDelay
RestartDelay specifiesthe length of time OVDAM waits before deleting
nodes that were created by an OVDAM process and that have a state
IGNORED_STATE &fter an OVDAM restart, a network model change,
or aconnectionto anew NDAM. By default, OV DAM waits 90 minutes.
To modify the restartDelay option, use the following command:

restartDel ay: <duration of del ay>

where:

<dur ati on of del ay> isthelength of timein minutesthat OVDAM
waits before deleting IGNORED_STATE nodes
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Alternate NDAM servers

You can specify alternate NDAM servers. If the primary NDAM server incurs
aconnection failure, OVDAM cycles through the list of alternate NDAM
serversto find one that accepts the connection request. To specify an aternate
NDAM server, use the following command:

ndanter ver: <name>@thost >

where:
<name> isthe name of the server to act as an aternate to NDAM

<host > isthelocation of the server specified by a host name or an IP
address

Component type filters

Component type filters specify which typesets to use when filtering Preside
Multiservice Data Manager (MDM) datafrom NDAM to OVDAM. The
typeset name isincluded during OV DAM registration with NDAM. Typesets
are defined inthe NDAM typeset configuration file (for details, see “ Typeset
configurationfiles’ (page 265)). By default, the compTypeSet specifiedinthe
ovdam.cfgfileisPP_Mod_and_Link. This setting restricts management data
to the node and link level to preserve resources. If needed, you can modify
this setting, but first evaluate how much data you require. Additional
requirements may cause performace to degrade. To specify atypeset, use the
following command:

conpTypeSet: <typeset name>

where:
<t ypeset nanme> isthename of aset of devicetypes.

You can exclude some components from the set defined by the compTypeSet
command by using the following command:
conpExcl uded: <NMB conponent type>

where:
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<MDM component type> isat least one of the following:

e <device type>
excludes from the typeset all devices of the specified type. For example,
if you specify a device type of EM, all Passport module data are
excluded.

e <device type>-<l| ast subconponent type>
excludes from the typeset all subcomponents of the specified device and
subcomponent type. For example, if you specify EM-DSL, all DS1
subcomponents data for all EM devices are excluded. This option is not
applicableif only rnodes and links are being modelled.

e <device type>-*
excludesfrom thetypeset all subcomponents of the specified devicetype.
For example, if you specify EM-*, data for al subcomponents of EMs
are excluded. This option is not applicable if only nodes and links are
being modelled.

e <link type>:
excludes from the typeset the specified link type. For example, if you
specify PTK:, datafor al links of type PTK are excluded.

° * -

excludes from the typeset all link types

Device set filters

Device set filters specify which device sets to use when filtering Preside
Multiservice Data Manager (MDM) datafrom NDAM to OVDAM. The
device set nameisincluded during OVDAM registration with NDAM.
Device sets are defined in the NDAM device set configuration file (for
details, see “Deviceset configuration files’ (page 269)). To specify a device
set filter, use the following command:

devi ceSet: <devi ce set nane>

where:
<devi ce set nanme> isthename of aset of devices

You can exclude some devices from the set defined by the deviceSet
command by using the following exclude command:

devi ceExcl uded: <excl uded devi ce>
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where:

<excl uded devi ce> isatleast one of the following:

<device type> *
excludes from the device set all devices of the specified type

<devi ce type> <nane prefix>*
excludesfrom the device set all devices of the specified type whose name
starts with the specified name prefix

<devi ce type <devi ce nane>
excludes from the device set the specified device type and device name

Data translation configuration file
Thedatatransl ation configuration files contain two types of records. Onetype
of record is the object correspondence record which specifies the OVDB
object class that corresponds to an Preside Multiservice Data M anager
(MDM) network model node or link type. Another type of record isthe object
translation record which specifies the fields contained in a created OVDB
object and how they are obtained. You only need to modify this configuration
fileif, for some object types, you want to generate the OVDB state using a
different MDM state than that selected by defaullt.

Datatrandation configuration files have a .tcf extension and are found under
the following paths:

/opt/OV /nortel/nms/odn/ovcfg/conf
The .tcf filesin this path are defined by the system. Do not modify.

/etc/opt/OV /share/conf/C/nortel/nms/odn
To modify data tranglation configuration files, use the .tcf filesin this
path.

You define each record by aset of consecutivelines. Separate each record
with a blank line. Each record line defines an attribute of the record and
has the following format:
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<attribute type>: <attribute definition>

The following example shows two records. The first record is an object
correspondence record and assigns the MDM node type EM-DSL to
OVDB object class DS1. The second record is an object trandlation
record and specifies the two fieldsin the OV DB class Passport DS1 and
how they are obtained.

Example:
nodeType: EM-DS1
objectClass: Passport:DS1

objectClass; Passport DS1
fieldDef: isNortelMomsElement B F TRUE
fieldDef: isNortelMomsObjectManaged B F TRUE

Object correspondence record
The object correspondence record creates a correspondence between a

Preside Multiservice DataManager (MDM) network model node or link type
and an OV DB object class. Thisrecord consists of the following lines:

e nodeType (mandatory)

You must include the MDM object type specification line to define the
MDM network node or link type. This specification line has the
following format:

nodeType: <node_type>or |inkType: <link_type>
where:

<node_t ype> foradeviceisthefirst token of itscomponent identifier.
For a subcomponent, the node typeis created from the first and last
component category tokens from the component identifier separated by
adash (-). For example, the node type of the subcomponent EM NODEX
LP2DS10isEM-DSL.

<link_type> foralink isthe first token of its component identifier
(that is, the token before the first colon (5)).
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objectClass (mandatory)

You must include an OV DB object class specification line to define the
class of the OVDB abject. This specification line has the following
format:

obj ect d ass: <OVDB cl ass>

where:

<OVDB cl ass> isany character string not beginning with ablank or tab
character. OVDB classes are defined by the types of devicesin HP
OpenView.

stateSel ection (optional)

The state selection line is optional. Use this line to specify which MDM
state is to be used to determine the OV DB object state. If you do not
specify this option, then the OVDB state is derived from the MDM
default state selection or from the state selection specified in the runtime
configuration file. The state selection line has the following format:

stateSel ection: [raw | propagated]

If more than one object correspondence record is found with the same
MDM abject type specification (for example, if there is more than one
datatranglation file), only the last specification applies.

If OVDAM receives information for an MDM object that has no object
correspondence records, OVDAM discards the information.

Object translation record

The object trandlation record specifies the fields in a created OVDB object
and how these fields are created. There are two partsto this record. The first
part specifiesthe OV DB object class. The second part definesthe fieldsto be
created and how the fields' values are obtained.
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The object class line establishes alink between one object translation record
and one or more object correspondencerecords. Thisline hasthe same format
as the object correspondence record’s objectClass line:

obj ect d ass: <OVDB cl ass>

where:

<OVDB cl ass> isany character string not beginning with a blank or tab
character. OV DB classes are defined by thetypes of devicesin HP OpenView.

A field definition line defines one field to be created in the OVDB for an
object of the specified class. Specify afield definition line for each field that
needs to be created in OVDB. The field definition line has the following
format:

fieldDef: <field_nane> <val ue_expr>

where:

<field_name> specifiesthe name of the OVDB field. If the field name
contains spaces, enclose the name in double quotes (*)

<field_type> specifiesthetypeof field asB (Boolean), E (enumeration),
| (integer), or S(string). If you use the enumeration field type, the value_expr
must produce an integer. The integer is then matched with the corresponding
constant in the enumeration.

<val ue_expr > isanexpressionthat specifieshow to obtainthefield value.
This expression has a token that indicates a retrieval mode followed by the
information needed to obtain the val ue. You can abbreviatetheretrieval mode
up to asingleletter. Theretrieval modes and their required information are as
follows:

« P (property) followed by the property name
The value of the property is obtained by sending NDAM a GetComplnfo
action request for the specified property. If the value of the property
cannot be obtained from NDAM, the OVDB field is not created.

*  F (fixed) followed by the fixed value
Specify the fixed value.
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| (identifier) followed by a substring of the Preside Multiservice Data
Manager (MDM) component identifier
Use the following format:

identifier (ClID|EP1| EP2|[<category>]

where:
Cl D isthevalue extracted from the full component identifier.

EP1 and EP2 arethe vaues of the first and second link endpoaints.

<cat egory> istheMDM component category. If category isspecified,
the value includes all the category/value pairs up to and including the
specified category. If the specified category does not exist in the selected
identifier substring, the complete substring is used. For example, if the
component identifierisNL:EM NODE21 DPNGATE 8:PM A1234 PE 4
Pl 4 PO 1 and the identifier retrieval expressionis| EP2 PE, then the
returned valueis PM A1234 PE 4.

Some fields are created automatically so you do not need to define them. For
example, when OVDAM creates an object in OV DB, thefollowing fields are
automatically created:

OV DB selection name (same as the component identifier)
object class (defined by the first line of the record)

parent object

device name

MDM translated raw state

MDM translated propagated state

OVDB object state

Data translation records are used to create object fieldsin the following
circumstances:

object creation
When anew OV DB object is created, queries are sent for the fields with
aretrieval mode of property. The other fields are immediately created.
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e object recreation
If astate change notification isreceived for an OV DB object currently in
the state IGNORED _STATE, then its fields are recreated.

* OVDB refresh
When OVDAM receives an HUP signal, queries are sent to refresh the
contents of al fields with aretrieval mode of property.

State propagation

Exit codes

Although both Preside Multiservice Data Manager (MDM) and HP
OpenView compute object states based on the raw state of their components
or endpoints, they use different algorithms. MDM propagates the state of
subcomponents to parent components until the state of the deviceis
established. As aresult, every component has araw state based on active
alarms and a propagated state based on the component’s raw state and the
propagated state of the subcomponents. HP OpenView computes the state of
an object from the states of those objects that areincluded in the submap and
that are owned by that object.

Since methodol ogies differ, MDM and HP OpenView propagated states can
differ. It isrecommended that you can make configuration changes that allow
all devices, links and components to show a state compatible with the MDM
propagated state. To do so, make the following modifications:

» turn off state propagation in HP OpenView applications (submap
symbols)

e usethe OVDAM stateSelection option with MDM propagated states to
define OV DB object states

If you cannot turn off HP OpenView state propagation for reasons of
compatibility with data collected from other sources, it isbest to use OVDAM
default MDM state selection (raw state for components; propagated state for
devices and links). In this case, only devices can have submaps and state
propagation must be turned off for links.

Exit codes for the OVDAM server are shown in the following table.
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Table 93
Exit codes for the OVDAM server

Exit code Description

N o o b~ WON P

Registration with OVSPMD failed
Registration with MNSD failed
Software error

Termination required by OVSPMD
Memory allocation error
Configuration file access error

OVDB connection failed

OVDAM logs

Certain errors and events cause OVDAM to issues logs. Log messages are
written to the file /var/opt/OV/share/log/ovdam.trace. Each log message is
prefaced by one of the following log levels:

FATAL

An error prevents OVDAM from functioning. A FATAL logisaways
followed by OVDAM termination. For details about OVDAM FATAL
logs, see “FATAL logsissued by the OVDAM server” (page 530).

SNO
An error that should not occur (possibly a software error). The error is
logged and, if possible, OVDAM continues. Report these errors if they
recur.

ERRORS

An error that islikely dueto invalid configuration or input. For details
about OVDAM ERRORS logs, see “ERRORS logs issued by the
OVDAM server” (page 531).

MAJOR

OVDAM issignaling the occurrence of an important event (not usually
an error). For details about OVDAM MAJOR logs, see “MAJOR logs
issued by the OVDAM server” (page 534).
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The following table details OVDAM FATAL logs.

Table 94
FATAL logs issued by the OVDAM server

FATAL Log message

Description

Failed to find DB <field name> field

Failed to register with OVSPMD

Invalid runtime config file

Invalid translation config data

IPC initialization failed

Memory allocation failed

OVDAM cannot retrieve a OVDB basic field
definition. Reload the field definitions in OVDB. If the
problem persists, report it since part of the
installation has not been done correctly.

OVDAM registration with OVSPMD failed. The
ovstop and ovstart utilities should be used to restart
all the workstation daemons.

The file ovdam.cfg contains invalid entries.
Additional details may be available in ERRORS
logs. Correct the runtime configuration file.

OVDAM did not find any valid translation
configuration file (.tcf). Verify the existence and the
accessibility of those fields and restart OVDAM.

OVDAM registration with MNSD failed. Either
NMSD is not running or another OVDAM process
(started from the command line) is already running.
Correct the problem and restart OVDAM.

OVDAM cannot allocate memory for some data
structure. Review the workstation engineering.

The following table details ERRORS logs.
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Table 95

ERRORS logs issued by the OVDAM server

ERRORS Log message

Description

Cannot add trap variable, memory
allocation failure

Cannot create notification, interface not
connected

Cannot create notification, memory
allocation failure

Cannot extract endpoint for <component
name>

Cannot open data translation file <file
name>

Cannot open the log file: <log file name>

Cannot open session for SNMP receive
interface

Cannot open session for SNMP send
interface

Connection attempt rejected to <NDAM
name>

A request to add a variable to an event notification
has been rejected due to memory allocation failure.
If possible, terminate some applications to increase
available memory.

OVDAM is not currently connected to PMD and
cannot create an event notification. OVDAM
continues to process NDAM input and tries to
establish the connection.

A request to create an event notification has been
rejected due to memory allocation failure. If
possible, terminate some applications to increase
available memory.

The identified component is not a link, therefore the
endpoint name required by the configured
translation does not exist.

OVDAM cannot open the specified data translation
file. Verify the access permissions associated with
this file and the directories in its path.

The logging interface cannot open the log file. Some
directory on the path to the log file probably does not
have the correct permissions set. Correct and
restart OVDAM.

Connection with PMD cannot be established.
OVDAM cannot receive messages. OVDAM
continues to process NDAM input and tries to
establish the connection.

Connection with PMD cannot be established.
OVDAM cannot send event notifications. OVDAM
continues to process NDAM input and tries to
establish the connection.

NDAM rejected OVDAM attempt to connect.
OVDAM tries the next server in the list in 15
seconds.

(Sheet 1 of 3)
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Table 95 (continued)

ERRORS logs issued by the OVDAM server

ERRORS Log message

Description

Failure to send: <reason>

Field type does not match line <line
number> in mediation config file

Invalid default state selection: <selection>

Invalid line <line number> in mediation
configuration file

Invalid line (<line number>) in runtime
config

Invalid NDAM server specification:
<specification>
Lost connection with NDAM server <NDAM

name>

Network change sieve creation failed on
<NDAM name>: error code: <code>

No database object translation record
found

No NDAM server defined

No object correspondence record found

An event notification cannot be sent.

The OVDB field name and type specified in the
identified line of the .tcf configuration file currently
processed do not match those registered with
OVDB.

The stateSelection option in ovdam.cfg has an
invalid value. Correct and restart OVDAM.

The contents of the identified line in the .tcf
configuration file currently processed is invalid.
Correct and restart OVDAM.

The contents of the identified line in the ovdam.cfg
runtime configuration file is invalid. Correct and
restart OVDAM.

An ndam Server specification in ovdam.cfg has an
invalid value. Correct and restart OVDAM.

OVDAM lost connection with the identified server.
OVDAM tries to connect to the next server in the list
in 15 minutes.

NDAM rejected OVDAM attempt to create a sieve
for network change notifications. OVDAM will
disconnect from this NDAM server and try the next
NDAM server in the list in 15 seconds.

OVDAM has found no valid object translation record
(listing the fields to include in a given OVDB object)
in the .tcf configuration files read; a FATAL log is
also issued and OVDAM terminates.

There is no valid ndamServer specification in
ovdam.cfg. Correct and restart OVDAM.

OVDAM has found no valid object correspondence
record (associating an Preside Multiservice Data
Manager (MDM) object type with an OVDB object
type) in the .tcf configuration files read; a FATAL log
is also issued and OVDAM terminates.

(Sheet 2 of 3)
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Table 95 (continued)

ERRORS logs issued by the OVDAM server

ERRORS Log message

Description

OpiDblnterf::<procedure name>: <reason>

Registration with <NDAM name> failed;
error code: <code>

Read error on mediation configuration file,

line <line number>

SNMP receive interface connection lost

SNMP send interface connection lost

State change sieve creation failed on
<NDAM name>; error code: <code>

Synchronize action failed on <NDAM
name>; error code: <code>

Invalid call to a procedure of the OVDB interface.
This is usually due to a configuration error for some
field of the database object (for example, the use of
an unregistered field name). A separate log was
probably issued when the configuration file was
read.

OVDAM attempt to register with the identified server
failed. OVDAM tries the next server in the list in 15
seconds.

A read error has occurred trying to read the
specified line in a .tcf configuration file.

Connection with PMD has been lost; OVDAM
cannot receive messages. OVDAM continues to
process NDAM input and tries to reestablish the
connection.

Connection with PMD has been lost; OVDAM
cannot send event notifications. OVDAM continues
to process NDAM input and tries to reestablish the
connection.

NDAM rejected OVDAM attempt to create a sieve
for state change notifications. OVDAM tries the next
server in the list in 15 seconds.

NDAM rejected OVDAM synchronization request.
OVDAM disconnects from this NDAM server and
tries the next server in the list in 15 seconds.

(Sheet 3 of 3)

The following table details the MAJOR logs.
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Table 96

MAJOR logs issued by the OVDAM server

MaJOR Log message

Description

Reading config file <file name>

Registration with <NDAM name>
completed

No device set defined

No component typeset defined

OVDAM is starting to process the contents of the
identified file. Therefore, all subsequent ERRORS
logs about configuration file errors apply to this file.

OVDAM has successfully registered with the
identified NDAM server.

There is no device set defined in ovdam.cfg (this is
not necessarily an error). NDAM forwards
information about all the devices in the network
model.

There is no component set defined in ovdam.cfg
(this is not necessarily an error). For each device,
NDAM forwards information about all the
component in the network model.
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Appendix A
Server ports

The following table lists MDM servers, the ports that they bind to, and
whether TCP or UDP is used as the transport protocol. The table also
indicates other serversthat the server communicateswith and the port number
used to make that connection. If abind port is not listed for a server, that
means that that server binds to a dynamic port.

Table 97
MDM servers and bind ports
Server Bind Transport Connections to other servers
port protocol
(TCP or
UDP
backup controller (nsctlbck) 5000 TCP
backup provider (pbckpp) 5020 TCP FTP on port 20 (TCP)
FTP on port 21 (TCP)
backup server (nsctlbck-notification) 5000 TCP
5050 TCP
configuration manager (configman) 6767 TCP pcserver on 6760 (TCP)
MDM context server (ctxsvr)
dbnl auto-disabling daemon (dbnlwatch)
data collection daemon (DCD) 161 UbP
data management agent (dma)
DPN management data router (dmdr)
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Table 97
MDM servers and bind ports

(mdsdagent)

network configuration database server
(ncd server)

NCS communication manager (ncsmgr)
network data access mediator (ndam)
network model server (nmserver)

MDM log collector (OAMC)

Openview alarm translator (ovat)

Openview data access mediator (ovdam)

Server Bind Transport Connections to other servers

port protocol
(TCP or
UDP

network model coordinator (dnmnmc)

end-to-end server (eteserver) 6600 TCP

network model editing server (edserver)

Passport communication manager Passport FMIP on 5928 (TCP)

(FDTM)

Passport management data router

(FMDR)

general management data router

(GMDR)

host group directory server (HGDS)

injected managment data router (IMDR)

IP VPN global server (ipvpnserver) 6800 TCP

multinodal name service (mnsd) 5502 UDP
5503 UDP
rando UDP
m

multinodal name service agent 5934 TCP
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Table 97
MDM servers and bind ports
Server Bind Transport Connections to other servers
port protocol
(TCP or
UDP

Passport configuration model server
(pcms)

Passport configuration server (pcserver) 6760  TCP
PM file access server (pfas)

data viewer data collection daemon

(pmdcd)

performance measurement stream 1646 TCP

processor (pmsp) 1647 TCP

Passport command access server 6601 TCP

(ppaccessserver)

Passport shelf view server agent mnsdagent on 5934 (TCP)
(psvagent)

restore controller (nsctlrst) 5001 TCP

restore provider 5021 TCP

real time alarm collection (rtaccol)
session servers (CMCFUN, CM, GP)
SNMP management data router

surveillance network model updater
(surnup)

server daemon (svmdmn)
trap server daemon (tsvr) 162 UDP

workstation surveillance server (sfm)

network time sync (xntp) 123 TCP
123 UDP
Apache 8080 TCP
8081 TCP
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Table 97
MDM servers and bind ports
Server Bind Transport Connections to other servers
port protocol
(TCP or
UDP
DBSyncController (dbsynccontr) 5757 TCP backup server on 5050 (TCP)

pcserver on 6760 (TCP)
Interbase on 3060 (TCP) or
Oracle 1521 (TCP)

interBase 3060 TCP
Oracle 1521  TCP
workstation telnet (telnetd) 23 TCP
workstation ftpd (ftpd) 20 TCP
21 TCP
workstation nfsd (nfsd) 2049 UbP
2049 TCP
workstation rpc (rpcbind) 111 UDP
111 TCP
workstation print service (Ipsched) 515 TCP
secure FTP (mdmftpd) 2374  TCP
RADIUS server 1812 UbP ns-slapd on 389 (TCP)
1645 UDP
secure shell daemon (sshd) 22 TCP
Passport Managed Object Agent 1570 TCP Orbix trader on 15001 (TCP) or
1591- TCP next available
1640
MDP administrator (mdpconfigd) 1099 TCP
MDP file prober (mdpropber) FTPD on 20 (TCP)and 21
Passport 4400 configurator 80 TCP
workstation trivial file transfer (tftpd) 69 UDP
SDM succession pserver 3197 TCP
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Appendix B

Server names, executables, and suggested

names

Thistablelists all server names, their executables, and suggested name in
Server Administration.

Table 98

Server name, executables, and suggested name

Server name Executable Suggested name in Server
Administration

Backup Controller nsctlbck Backup Controller

Context Server ctxsvr Context Server

Customer Database Server cdbserver Cust Data Server

DPN DBNL Auto-disabling Daemon dbnlwatch DBNL Watch

DPN Management Data Router dmdr DMDR_<OA Name>

DPN NCS Communications ncsmgr DPN NCS Comms Mgr

Manager

DPN PM File Access Server pfas DPN PFAS

DPN PM File Access Software pfas DPN PFAS SW Download

Download

Data Manager Agent dma DMA

Data Synchronization Server dataSyncServer Data Sync Server

Data Viewer Agent pmagent Data Viewer Agent

(Sheet 1 of 4)
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Table 98

Server name, executables, and suggested name (continued)

Server name Executable Suggested name in Server
Administration

Data Viewer Data Collection pmdcd Data Viewer DCD

Daemon

End-to-End Server eteserver End-to-End Server

General Management Data Router  gmdr GMDR

Host Group Directory Server hgds Host Group Directory

IP VPN Global Server ipvpnserver IPVPNSERVER

Injected Management Data Router  imdr IMDR

Log Collector oamc Log Collector

MDMWeb GMDR Agent gmdragent MDMWeb GMDR Agent

MDMWeb NM Agent nmagent MDMWeb NM Agent

MDMWeb RTAC Agent rtcagent MDMWeb RTAC Agent

MDP DPN File Collector mdpcol MDP DPN Collector

MDP DPN File Manager mdpdpnmgr MDP DPN File Manager

MDP Disk Manager mdpdiskmgr MDP Disk Manager

MDP File Mover Manager mdpfmmgr MDP File Mover Manager

MDP Passport Data Model Manager mdpdmm MDP Data Model Manager

MDP Passport File Manager mdppmgr MDP PP File Manager

MDP Passport File Prober Manager mdpfpmgr MDP PP File Prober Manager

MDP Statistics Retrieval System mdpsrs MDP SRS

MDP Vector File Manager mdpvssmgr MDP VSS File Manager

Multi-nodal Name Server Agent mnsdagent MNSD Agent

Multi-nodal Name Server Level 2 mnsd 2 MNSD Level 2

Network Configuration Database ncdsvr NCD Server

Server

Network Data Access Mediator ndam NDAM

(Sheet 2 of 4)
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Table 98
Server name, executables, and suggested name (continued)

Server name Executable Suggested name in Server
Administration

Network Model Coordinator dnmnmc NM Coordinator

Network Model Edit Server edserver NM Edit Server

Network Model Server nmserver NM Server

Network Model Surveillance Updater surnup NM Surv Updater

Network Time Protocol Daemon xntpd Network Time Sync

Nodal Provisioning Configuration configman NP Config Manager

Manager

Passport 4400 Backup Provider pbckpp4400 PP4400 Backup Provider

Passport 4400 Restore Provider prstpp4400 PP4400 Restore Provider

Passport 4400 Data Collection pp4400dcd, N/A

Daemon pp4400dcd_<group>

Passport 4460 Backup Provider pbckpp4460 PP4460 Backup Provider

Passport 4460 Restore Provider prstpp4460 PP4460 Restore Provider

Passport Backup Provider pbckpp PP Backup Provider

Passport Command Access Server eteserver PP Command Access Svr

Passport Communications Manager fdtm PP Comms Manager

Passport Configuration Model pcms PP Config Model Server

Server

Passport Management Data Router fmdr FMDR_<Group Name>

Passport Nodal Provisioning pcserver PP NP Config Server

Configuration Server

Passport Restore Provider prstpp PP Restore Provider

Passport Shelf View Agent psvagent PP Shelf View Agent

Performance Measurement Stream pmsp PMSP

Processor

Real Time Alarm Collection rtaccol Real Time Alarm Col

(Sheet 3 of 4)
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Table 98

Server name, executables, and suggested name (continued)

Server name Executable Suggested name in Server
Administration
Restore Controller nsctlrst Restore Controller
SNMP Data Collection Daemon gendcd gendcd_<group>
SNMP IP Discovery Server ipdsvr SNMP [P Discovery Svr
SNMP Management Data Router smdr SMDR
SNMP Trap Server tsvr SNMP Trap Server
Server Daemon svmdmn N/A
Secure FTP Daemon launchSecureFTPD Secure FTP Daemon
VPN Monitor Extractor VPNMonitorExtractor VPN Monitor Extractor
VPN Monitor Server VPNMonitorServer VPN Monitor Server
Workstation Surveillance Server sfm Workstation Surv

(Sheet 4 of 4)
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Index

C

CDBSERVER 67
CM 497
CMCFUN 496
CONFIGMAN 309
CTXSVR 63

D

DBNLWATCH 69
DMA 111
DMDR 79
DNMNMC 275

E
EDSERVER 279
ETESERVER 151

F
FDTM 345
FMDR 367

G

GENDCD 433
GMDR 155
GMDRAGENT 209
GP 501

H
HGDS 179

I
IMDR 191
IPVPNSERVER 201

L
launchSecureFTPD 483

M

MDPCOL 215
MDPDISKMGR 221
MDPDMM 229
MDPDPNMGR 217
MDPFMMGR 225
MDPFPMGR 237
MDPPPMGR 233
MDPSRS 241
MDPVSSMGR 245
MNSD 43
MNSDAGENT 249

N

NCD 253
NCSMGR 95
NDAM 259
NMAGENT 211
NMSERVER 283
NSCTLBK 53
NSCTLRST 429
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PCMS 359
PCSERVER 393
PFAS 105
PMAGENT 143
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PMSP 407
PPAccessServer 341
PRSTPP 397
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Session servers
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SMDR 467

SURNUP 289

SVMA ipvpnserver 201

SVMDMN 35

T
TSVR 479

V
vpnmonsServer 491

X
XNTPD 303

241-6001-310 14.3RSUP






Preside Multiservice Data Manager
Server Reference
Guide

R14.3

Copyright © 2003 Nortel Networks.
All Rights Reserved.

NORTEL, NORTEL NETWORKS, the globemark design, the
NORTEL NETWORKS corporate logo, PRESIDE, DPN, and
PASSPORT are trademarks of Nortel Networks. UNIX is a
trademark licensed exclusively through X/Open Company Ltd.

Publication: 241-6001-310
Document status: Standard
Document version: 14.3RSUP
Document date: December 2003
Printed in Canada

NCRTEL
NETWORKS



	Publication history
	Contents
	About this document
	Who should read this document and why
	What you need to know
	How this document is organized
	What’s new in this document
	Text conventions
	Related documents

	Server Daemon (SVMDMN)
	About the Server daemon
	Managing the Server daemon
	Suggested name in Server Administration
	Startup command

	Exit codes
	Error messages

	Multi-nodal Name Server (MNSD)
	About the MNSD
	Managing the MNSD server
	Suggested name in Service Administration
	Startup command

	Configuration
	Configuring a range of TCP/UDP ports
	Configuring named-service TCP/UDP ports

	Exit codes
	Error messages

	Backup Controller (NSCTLBCK)
	Backup Controller
	Managing the Backup Controller

	Backup Controller as Backup Server
	Configuration
	Managing the Backup Server
	Backup Server interdependencies
	Backup Server exit codes
	Backup Server error messages


	Context Server (CTXSVR)
	About the CTXSVR server
	Managing the CTXSVR server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes
	Error messages

	Customer Database Server (CDBSERVER)
	About the CDBSERVER
	Managing the CDBSERVER
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies

	DPN DBNL Auto-disabling Daemon (DBNLWatch)
	About DBNLWatch
	Managing the DBNLWatch
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Configuration
	Exit codes
	Error messages

	DPN Management Data Router (DMDR)
	About the DMDR server
	Managing the DMDR server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Configuration
	Configuring file /opt/MagellanNMS/cfg/HGDS.cfg
	Configuring file /opt/MagellanNMS/cfg/DMDRAlarmExcep.cfg
	Configuring file /opt/MagellanNMS/cfg/DMDRCnmid.cfg

	Exit codes
	Error messages

	DPN NCS Communications Manager (NCSMGR)
	About the NCSMGR
	Managing the NCSMGR server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Configuration
	Configuring file /opt/MagellanNMS/cfg/NCSLink.cfg
	Configuring file NCSCom.cfg

	Exit codes
	Error messages

	DPN PM File Access Server (PFAS)
	About the PFAS server
	Managing the PFAS server
	Suggested name in Server Administration
	Startup command

	Configuration
	Interdependencies
	Exit codes
	Error messages

	Data Manager Agent (DMA)
	About the Data Manager Agent
	MDM server alarm distribution through GMDR
	MDM server alarm distribution through NCS

	Workstation surveillance using NCS status probing
	Global alarm clearing for DPN
	Global alarm clearing for Passport

	Configuration
	File /opt/MagellanNMS/cfg/DmaOA.cfg
	File /opt/MagellanNMS/cfg/DmaClrOA.cfg
	File /opt/MagellanNMS/cfg/DmaClrPP.cfg

	Managing the DMA server
	Suggested server name in Server Administration
	Startup command

	Interdependencies
	Exit codes
	Error messages

	Data Synchronization Server (DATASYNCSERVER)
	About the DATASYNCSERVER
	Configuring the DATASYNCSERVER
	Adding the DATASYNCSERVER to the server list
	Configuring the DATASYNCSERVER
	Starting the DATASYNCSERVER
	Interdependencies
	Exit Codes


	Data Viewer Agent (PMAGENT)
	About the PMAGENT
	Managing the PMAGENT
	Configuration
	Suggested name in Server Administration
	Start-up command


	Data Viewer Data Collection Daemon (PMDCD)
	About the PMDCD
	Managing the PMDCD
	Configuration
	Suggested name in Server Administration
	Startup command


	End-to-end Server (ETESERVER)
	About the ETESERVER server
	Managing the ETESERVER
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes

	General Management Data Router (GMDR)
	About the GMDR server
	Surveillance data routing
	Resynchronization-based automatic component deletion
	GMDR sub-server administration
	GMDR sub-server connections

	Alarm Acknowledgment
	Alarm-based and State-based surveillance
	Hierarchical GMDR servers
	Advantages
	Naming hierarchical GMDR servers

	Surveillance data storage
	Component criticality mapping
	Managing the GMDR server
	Suggested name in Server Administration
	Startup command

	Configuration
	Customized component criticality schema file
	Customized component criticality overrides file

	Interdependencies
	Exit codes
	Error messages

	Host Group Directory Server (HGDS)
	About the HGDS server
	HGDS server information file
	File format
	The Passport host definition section
	The OA definition section
	The Passport group definition section
	The OA group definition section

	Managing the HGDS server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes
	Error messages

	Injected Management Data Router (IMDR)
	About the IMDR server
	IMDR API
	State calculation
	Managing the IMDR server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Configuration
	Exit codes
	Error messages

	IP VPN Global Server (IPVPNSERVER)
	About the IPVPNSERVER
	Managing the IPVPNSERVER
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes

	Log Collector (OAMC)
	About the OAMC server
	Managing the OAMC server
	Suggested name in Server Administration
	Startup command

	Exit codes
	Error messages

	MDMWeb GMDR Agent (GMDRAGENT)
	About the GMDRAGENT
	Managing the GMDRAGENT
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies

	MDMWeb NM Agent (NMAGENT)
	About the NMAGENT server
	Managing the NMAGENT
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies

	MDMWeb RTAC agent (RTCAGENT)
	About the RTACAGENT server
	Managing the RTCAGENT
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies

	MDP DPN File Collector (MDPCOL)
	About the MDPCOL server
	Managing the MDPCOL server
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies

	MDP DPN File Manager (MDPDPNMGR)
	About the MDPDPNMGR server
	Managing the MDPDPNMGR server
	Interdependencies
	Error Messages

	MDP Disk Manager (MDPDISKMGR)
	About the MDPDISKMGR server
	Managing the MDPDISKMGR server
	Interdependencies
	Error Messages

	MDP File Mover Manager (MDPFMMGR)
	About the MDPRMMGR server
	Managing the MDPRMMGR server
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies
	Error Messages

	MDP Passport Data Model Manager (MDPDMM)
	About the MDPDMM server
	Managing the MDPDMM server
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies
	Error Messages

	MDP Passport File Manager (MDPPPMGR)
	About the MDPPPMGR server
	Managing the MDPPPMGR server
	Configuration
	Suggested name in Service Administration
	Start-up command

	Interdependencies
	Error Messages

	MDP File Prober Manager (MDPFPMGR)
	About the MDPFPMGR server
	Managing the MDPFPMGR server
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies
	Error Messages

	MDP Statistics Retrieval System (MDPSRS)
	About the MDPSRS server
	Managing the MDPSRS server
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies
	Error Messages

	MDP Vector File Manager (MDPVSSMGR)
	About the MDPVSSMGR server
	Managing the MDPVSSMGR server
	Interdependencies
	Error Messages

	Multi-nodal Name Server Agent (MNSDAGENT)
	About the MNSDAGENT
	Managing MNSDAGENT
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes

	Network Configuration Database Server (NCDSVR)
	About the NCDSVR
	Managing the NCDSVR
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes
	Error messages

	Network Data Access Mediator (NDAM)
	About the NDAM server
	Managing the NDAM server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Configuration
	Typeset configuration files
	Deviceset configuration files

	Secure mode authentication configuration
	Exit codes
	Error messages

	Network Model Coordinator (DNMNMC)
	About the DNMNMC server
	Managing the DNMNMC server
	Suggested name in Server Administration
	Startup command

	Configuration
	Interdependencies
	Exit codes
	Error messages

	Network Model Editing server (EDSERVER)
	About the EDESERVER
	Managing the EDESERVER
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes
	Error messages

	Network Model Server (NMSERVER)
	About the NMSERVER
	Managing the NMSERVER
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes
	Error messages

	Network Model Surveillance Updater (SURNUP)
	About the SURNUP server
	Startup options
	Auto-population options
	State-determination options
	Obsolete component deletion options

	Managing the Surveillance Network Model Updater
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Configuration
	Exit codes
	Error messages

	Network Time Protocol Daemon (XNTPD)
	About the XNTPD
	Managing the XNTPD
	Configuration
	Suggested name in Server Administration
	Start-up command

	Configuration
	NTS.cfg configuration file

	Interdependencies
	Exit codes
	Error messages

	Nodal Provisioning Configuration Manager (CONFIGMAN)
	About the Configuration Manager
	Managing the CONFIGMAN server
	Suggested name in Server Administration
	Startup command

	Exit codes

	Passport 4400 Backup Provider (PBCKPP4400)
	About the PBCKPP4400
	Managing the PBCKPP4400
	Configuration
	Suggested name in Server Administration
	Start-up command
	Interface mapping file (ifmap.cfg)

	Interdependencies

	Passport 4400 Restore Provider (PRSTPP4400)
	About the PRSTPP4400
	Managing the PRSTPP4400
	Configuration
	Suggested name in Server Administration
	Start-up command
	Interface mapping file (ifmap.cfg)

	Interdependencies

	Passport 4460 Backup Provider (PBCKPP4460)
	About the PBCKPP4460
	Managing the PBCKPP4460
	Configuration
	Suggested name in Server Administration
	Start-up command
	Interface mapping file (ifmap.cfg)

	Interdependencies

	Passport 4460 Restore Provider (PRSTPP4460)
	About the PRSTPP4460
	Managing the PRSTPP4460
	Configuration
	Suggested name in Server Administration
	Start-up command
	Interface mapping file (ifmap.cfg)

	Interdependencies

	Passport Backup Provider (PBCKPP)
	About the Passport Backup Provider
	Managing the PBCKPP
	Suggested name in Server Administration
	Startup command

	Interdependencies

	Passport Command Access Server (PPAccessServer)
	About the PPAccessServer
	Managing the PPAccessServer
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes

	Passport Communications Manager (FDTM)
	About the FDTM server
	Managing the FDTM server
	Effective management of Passport connections
	Suggested name in Server Administration
	Startup command

	Loading Passport models in shared memory
	Interdependencies
	Exit codes
	Error messages

	Passport Configuration Model Server (PCMS)
	About the PCMS server
	Managing PCMS
	Suggested name in Server Administration
	Startup command
	Stopping PCMS and retrieving shared memory

	Interdependencies
	Exit codes
	Error messages

	Passport Management Data Router (FMDR)
	About the FMDR server
	FMDR functionality
	Passport access
	Detection of Passport family
	Surveillance events and state walk
	Dynamic components
	Link autopopulation and deletion
	Data filtering by Customer Network Management Identifier (CNMID)
	Administrative actions

	Managing FMDR servers
	FMDR configuration
	Suggested name in Server Administration
	Startup command
	FMDR state walk configuration

	Additional configuration for recurrent state walk
	Additional configuration for alarm exception handling
	Additional configuration for circuit monitoring
	Interdependencies
	Exit codes
	Error messages

	Passport Nodal Provisioning Configuration Server (PCSERVER)
	About the PCSERVER
	Managing the PCSERVER
	Suggested name in Server Administration
	Startup command

	Exit codes

	Passport Restore Provider (PRSTPP)
	About the Restore Provider
	Managing the Restore Provider
	Suggested name in Server Administration
	Startup command


	Passport Shelf View Agent (PSVAGENT)
	About the PSVAGENT
	Suggested name in Server Administration
	Startup command
	PSVAGENT schema files
	Error messages

	Performance Measurement Stream Processor (PMSP)
	About the PMSP server
	5-minute interval data
	30-minute interval data
	Connectivity
	Compensating for network time changes

	Suggested name in Server Administration
	Start-up command
	Command syntax

	Error messages

	Real Time Alarm Collector (RTACCOL)
	About the RTACCOL server
	Configuration
	Managing the RTACCOL server
	Suggested name in Server Administration
	Startup command

	Deleting alarm records
	Interdependencies
	Exit Codes

	Restore Controller (NSCTLRST)
	About the NSCTLRST
	Managing the NSCTLRST
	Suggested name in Server Administration
	Startup command


	SNMP Data Collection Daemon (GENDCD/PP4400DCD)
	About the DCD server
	Managing the DCD server
	Suggested names in Server Administration
	Startup command

	Interdependencies
	Configuration
	Run-time options file
	Seed file

	Action scripts
	dcdAddNode
	dcdTriggerPoll

	Exit codes
	Error messages

	SNMP IP Discovery server (IPDSVR)
	About the SNMP IP Discovery server
	Managing the IPDSVR server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes

	SNMP Management Data Router (SMDR)
	About the SMDR server
	Managing the SMDR server
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Configuration
	Run-time options file
	Server list configuration file

	Action script smdrCreateServer
	Action script smdrDeleteServer
	Proxy alarms
	Exit codes
	Error messages

	SNMP Trap Server Daemon (TSVR)
	About the TSVR
	Managing the TSVR
	Suggested name in Server Administration
	Startup command

	Interdependencies
	Exit codes
	Error messages

	Secure FTP Daemon (launchSecureFTPD)
	About the Secure FTP Daemon
	Managing the Secure FTP Daemon
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies

	VPN Monitor Extractor (VPNMonitorExtractor)
	About the VPN Monitor Extractor
	Managing the VPN Monitor Extractor
	Configuration
	Suggested name in Server Administration
	Start-up command

	Interdependencies
	Exit codes

	VPN Monitor Server (VPNMonitorServer)
	About the VPN Monitor Server
	Managing the VPN Monitor Server
	Suggested name in Server Administration
	Start-up command

	Interdependencies
	Exit codes

	Session Servers
	About the session servers
	Command Functional Process (CMCFUN)
	CMCFUN startup command
	Interdependencies
	Exit codes
	Error messages

	Connection Manager (CM)
	CM startup command
	Interdependencies
	Connection Manager Server configuration
	Exit codes
	Error messages

	Generic Prober (GP)
	Interdependencies
	Exit codes
	Error messages


	Servers controlled by HP OpenView
	Open View Alarm Translator (OVAT)
	Data flow
	Interdependencies
	Configuration
	Local registration file
	Runtime configuration file

	Exit codes
	OVAT logs
	Open View Data Access Mediator (OVDAM)
	Data flow
	Interdependencies
	Configuration
	Local registration file
	Fields registration file
	Runtime configuration file
	Data translation configuration file

	State propagation
	Exit codes
	OVDAM logs

	Appendix�A Server ports
	Appendix�B Server names, executables, and suggested names
	Index

