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USA requirements only

Federal Communications Commission (FCC) Compliance Notice: Radio Frequency Notice

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to

Part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy. If it is not installed and used in accordance with the instruction manual, it may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause harmful interference, in which
case users will be required to take whatever measures may be necessary to correct the interference at their own expense.

European requirements only

EN 55 022 statement

This is to certify that the Nortel Networks Contivity 4600 is shielded against the generation of radio interference in
accordance with the application of Council Directive 89/336/EEC, Article 4a. Conformity is declared by the application
of EN 55 022 Class A (CISPR 22).

Warning: This is a Class A product. In a domestic environment, this product may cause radio interference, in which
case, the user may be required to take appropriate measures.

Achtung: Dieses ist ein Gerit der Funkstorgrenzwertklasse A. In Wohnbereichen konnen bei Betrieb dieses Gerites
Rundfunkstorungen auftreten, in welchen Fillen der Benutzer fiir entsprechende Gegenmafinahmen verantwortlich ist.

Attention: Ceci est un produit de Classe A. Dans un environnement domestique, ce produit risque de créer des
interférences radioélectriques, il appartiendra alors a 1’utilisateur de prendre les mesures spécifiques appropriées.

To maintain compliance with FCC radio frequency emission limits, shielded cables are required to connect equipment to
other Class A certified devices and the use of quadshield, RG-6/U type CATV cable is required for connection to the
CATYV system. Any changes or modifications may void the user’s authorization to operate this equipment.

Compliance is dependent upon the use of shielded Nortel Networks Contivity 4600.

EC Declaration of Conformity

This product conforms (or these products conform) to the provisions of the R&TTE Directive 1999/5/EC.
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Japan/Nippon requirements only

Voluntary Control Council for Interference (VCCI) statement

CO&REIL. FRUEEEFEREES IR GRS (VCC 1) OHHE
WKEDIISA AHBRENEETY, CORBEZFERRTHEAT S LEHK
HEEZGIZRITIENHDET., COBBITIMERENEY KL
HEDBERINDIENHVET,

Taiwan requirements

Bureau of Standards, Metrology and Inspection (BSMI) statement

LEHEAE:
EREENERES ERENRRPEAN, TESERH
HETE TIERNT. HAEEE R T 5 HiF.

Canada requirements only

Canadian Department of Communications Radio Interference Regulations

This digital apparatus (Contivity 4600) does not exceed the Class A limits for radio-noise emissions from digital
apparatus as set out in the Radio Interference Regulations of the Canadian Department of Communications.

Réglement sur le brouillage radioélectrique du ministére des Communications

Cet appareil numérique (Contivity 4600) respecte les limites de bruits radioélectriques visant les appareils numériques
de classe A prescrites dans le Reglement sur le brouillage radioélectrique du ministere des Communications du Canada.

Nortel Networks Inc. software license agreement

NOTICE: Please carefully read this license agreement before copying or using the accompanying software or installing
the hardware unit with pre-enabled software (each of which is referred to as “Software” in this Agreement). BY
COPYING OR USING THE SOFTWARE, YOU ACCEPT ALL OF THE TERMS AND CONDITIONS OF THIS
LICENSE AGREEMENT. THE TERMS EXPRESSED IN THIS AGREEMENT ARE THE ONLY TERMS UNDER
WHICH NORTEL NETWORKS WILL PERMIT YOU TO USE THE SOFTWARE. If you do not accept these terms
and conditions, return the product, unused and in the original shipping container, within 30 days of purchase to obtain a
credit for the full purchase price.

1. License grant. Nortel Networks Inc. (“Nortel Networks”) grants the end user of the Software (“Licensee”) a personal,
nonexclusive, nontransferable license: a) to use the Software either on a single computer or, if applicable, on a single
authorized device identified by host ID, for which it was originally acquired; b) to copy the Software solely for backup
purposes in support of authorized use of the Software; and c) to use and copy the associated user manual solely in
support of authorized use of the Software by Licensee. This license applies to the Software only and does not extend to
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Nortel Networks Agent software or other Nortel Networks software products. Nortel Networks Agent software or other
Nortel Networks software products are licensed for use under the terms of the applicable Nortel Networks Inc. Software
License Agreement that accompanies such software and upon payment by the end user of the applicable license fees for
such software.

2. Restrictions on use; reservation of rights. The Software and user manuals are protected under copyright laws.
Nortel Networks and/or its licensors retain all title and ownership in both the Software and user manuals, including any
revisions made by Nortel Networks or its licensors. The copyright notice must be reproduced and included with any
copy of any portion of the Software or user manuals. Licensee may not modify, translate, decompile, disassemble, use
for any competitive analysis, reverse engineer, distribute, or create derivative works from the Software or user manuals
or any copy, in whole or in part. Except as expressly provided in this Agreement, Licensee may not copy or transfer the
Software or user manuals, in whole or in part. The Software and user manuals embody Nortel Networks’ and its
licensors’ confidential and proprietary intellectual property. Licensee shall not sublicense, assign, or otherwise disclose
to any third party the Software, or any information about the operation, design, performance, or implementation of the
Software and user manuals that is confidential to Nortel Networks and its licensors; however, Licensee may grant
permission to its consultants, subcontractors, and agents to use the Software at Licensee’s facility, provided they have
agreed to use the Software only in accordance with the terms of this license.

3. Limited warranty. Nortel Networks warrants each item of Software, as delivered by Nortel Networks and properly
installed and operated on Nortel Networks hardware or other equipment it is originally licensed for, to function
substantially as described in its accompanying user manual during its warranty period, which begins on the date
Software is first shipped to Licensee. If any item of Software fails to so function during its warranty period, as the sole
remedy Nortel Networks will at its discretion provide a suitable fix, patch, or workaround for the problem that may be
included in a future Software release. Nortel Networks further warrants to Licensee that the media on which the
Software is provided will be free from defects in materials and workmanship under normal use for a period of 90 days
from the date Software is first shipped to Licensee. Nortel Networks will replace defective media at no charge if it is
returned to Nortel Networks during the warranty period along with proof of the date of shipment. This warranty does not
apply if the media has been damaged as a result of accident, misuse, or abuse. The Licensee assumes all responsibility
for selection of the Software to achieve Licensee’s intended results and for the installation, use, and results obtained
from the Software. Nortel Networks does not warrant a) that the functions contained in the software will meet the
Licensee’s requirements, b) that the Software will operate in the hardware or software combinations that the Licensee
may select,

c) that the operation of the Software will be uninterrupted or error free, or d) that all defects in the operation of the
Software will be corrected. Nortel Networks is not obligated to remedy any Software defect that cannot be reproduced
with the latest Software release. These warranties do not apply to the Software if it has been (i) altered, except by
Nortel Networks or in accordance with its instructions; (ii) used in conjunction with another vendor’s product, resulting
in the defect; or (iii) damaged by improper environment, abuse, misuse, accident, or negligence. THE FOREGOING
WARRANTIES AND LIMITATIONS ARE EXCLUSIVE REMEDIES AND ARE IN LIEU OF ALL OTHER
WARRANTIES EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Licensee is responsible for the security of its
own data and information and for maintaining adequate procedures apart from the Software to reconstruct lost or altered
files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL NORTEL NETWORKS OR ITS LICENSORS BE LIABLE FOR
ANY COST OF SUBSTITUTE PROCUREMENT; SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES; OR ANY DAMAGES RESULTING FROM INACCURATE OR LOST DATA OR LOSS OF USE OR
PROFITS ARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE SOFTWARE, EVEN IF
NORTEL NETWORKS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
SHALL THE LIABILITY OF NORTEL NETWORKS RELATING TO THE SOFTWARE OR THIS AGREEMENT
EXCEED THE PRICE PAID TO NORTEL NETWORKS FOR THE SOFTWARE LICENSE.

5. Government licensees. This provision applies to all Software and documentation acquired directly or indirectly by or
on behalf of the United States Government. The Software and documentation are commercial products, licensed on the
open market at market prices, and were developed entirely at private expense and without the use of any U.S.
Government funds. The license to the U.S. Government is granted only with restricted rights, and use, duplication, or
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disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c)(1) of the Commercial
Computer Software—Restricted Rights clause of FAR 52.227-19 and the limitations set out in this license for civilian
agencies, and subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause of DFARS
252.227-7013, for agencies of the Department of Defense or their successors, whichever is applicable.

6. Use of software in the European Community. This provision applies to all Software acquired for use within the
European Community. If Licensee uses the Software within a country in the European Community, the Software
Directive enacted by the Council of European Communities Directive dated 14 May, 1991, will apply to the examination
of the Software to facilitate interoperability. Licensee agrees to notify Nortel Networks of any such intended
examination of the Software and may procure support and assistance from Nortel Networks.

7. Term and termination. This license is effective until terminated; however, all of the restrictions with respect to
Nortel Networks’ copyright in the Software and user manuals will cease being effective at the date of expiration of the
Nortel Networks copyright; those restrictions relating to use and disclosure of Nortel Networks’ confidential information
shall continue in effect. Licensee may terminate this license at any time. The license will automatically terminate if
Licensee fails to comply with any of the terms and conditions of the license. Upon termination for any reason, Licensee
will immediately destroy or return to Nortel Networks the Software, user manuals, and all copies. Nortel Networks is not
liable to Licensee for damages in any form solely by reason of the termination of this license.

8. Export and re-export. Licensee agrees not to export, directly or indirectly, the Software or related technical data or
information without first obtaining any required export licenses or other governmental approvals. Without limiting the
foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without first obtaining all
export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer, or divert any such
Software or technical data, or any direct product thereof, to any country to which such exports or re-exports are restricted
or embargoed under United States export control laws and regulations, or to any national or resident of such restricted or
embargoed countries; or (ii) provide the Software or related technical data or information to any military end user or for
any military end use, including the design, development, or production of any chemical, nuclear, or biological weapons.

9. General. If any provision of this Agreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This Agreement will
be governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Nortel Networks Inc., 2375 N. Glenville Dr.,
Richardson, TX 75082.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS AGREEMENT, UNDERSTANDS IT, AND
AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN NORTEL NETWORKS AND
LICENSEE, WHICH SUPERSEDES ALL PRIOR ORAL AND WRITTEN AGREEMENTS AND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMS WILL BE ENFORCEABLE AGAINST

NORTEL NETWORKS UNLESS NORTEL NETWORKS GIVES ITS EXPRESS WRITTEN CONSENT,
INCLUDING AN EXPRESS WAIVER OF THE TERMS OF THIS AGREEMENT.
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Preface

This guide takes you through the necessary tasks to get your Nortel Networks*
Contivity* 4600 up and running. Topics include:

* Introducing the Contivity VPN switch
¢ Cabling and LEDs

* Rack mounting

¢ Changing hardware configurations

*  Assigning a system identity

* Using the recovery diskette

Complete details for configuring and monitoring the Contivity 4600 are in
Configuring the Contivity VPN Switch.

Warning: The Contivity 4600 weighs about 60 pounds and should
& always be carried by two people.

Conventions

This guide refers to the Contivity 4600 as the switch. It assumes that you are
familiar with Web browsers and their general operation.

Installing the Contivity 4600



14 Preface

Related publications

The following list shows associated documentation located on the CD. It will help
you configure and manage the switch.

Contivity VPN Switch Release Notes provide the latest information, including
known problems, workarounds, and special considerations for the Contivity
VPN Switch.

Configuring the Contivity VPN Switch provides complete details on how to
configure, monitor, and troubleshoot the switch.

Configuring the Contivity VPN Client provides information on installing the
client, creating custom icons, and using certificates on a client.

Contivity VPN Client Release Notes provide the latest information, including
known problems, workarounds, and special considerations for the Contivity
VPN Client.

Getting Started with the Contivity xxxx or Installing the Contivity xxxx
provides complete details to help you set up and get started using your switch.

Managing the Contivity Stateful Firewall describes firewall concepts, how to
configure and monitor the firewall, and the firewall commands that you can
use from the command line interface.

Reference for the Contivity VPN Switch Command Line Interface provides an
introduction to the Contivity Command Line Interface (CLI), describes the
three command modes, and defines the available commands. This document
helps you to configure switches from the command line and to create scripts
for provisioning switches.
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Text conventions

This guide uses the following text conventions:

angle brackets (< >)

bold Courier text

braces ({})

brackets ([ ])

ellipsis points (. . . )

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
ping <ip address>, you enter
ping 192.32.10.12

Indicates command names, options, and text that you
need to enter.

Example: Use the dinfo command.
Example: Enter show ip {alerts|routes}.

Indicate required elements in syntax descriptions where
there is more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you must enter either
show ip alertsor show ip routes, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interface [-alerts], you can enter
either show ip interface or

show ip interface -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<parameter> <value>]...,
you enter ethernet/2/1 and as many
parameter-value pairs as needed.

Installing the Contivity 4600
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italic text

plain Courier
text

separator ( ->)

vertical line ( | )

asterisk (*)

Indicates new terms, book titles, and variables in
command syntax descriptions. Where a variable is two
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid routes, valid route isone
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.
Example: Set Trap Monitor Filters

Shows menu paths.

Example: Protocols -> IP identifies the IP option on the
Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you enter either

show ip alerts or show ip routes, but not
both.

Indicates a trademark. See the Title Page for trademark
information.
Example: Contivity*

Nortel Networks, the Nortel Networks logo, the Globe
mark and Contivity are trademarks of Nortel Networks.
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Acronyms

This guide uses the following acronyms:

CSU/DSU
DIMM
DTE
ERC
FTP
HSSI
HTTP
1P
IPMI
LAN
LED
PCI
PDN
SCSI
SNMP
TCP
URL
VPN
WAN

Channel Service Unit/ Digital Service Unit
Dual inline memory module

Data Terminal Equipment

Express Routing Code

File Transfer Protocol

high speed serial interface

HyperText Transfer Protocol

Internet Protocol

Intelligent Platform Management Interface
Local area network

Light emitting diode

Peripheral component interconnect

Public data network

Small computer system interface

Simple Network Management Protocol
Transmission Control Protocol

Uniform Resource Locator

Virtual private network

Wide area network

Installing the Contivity 4600
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Hard-copy technical manuals

You can print updates of selected technical manuals and release notes free,
directly from the Internet. Go to the www.nortelnetworks.com/documentation
URL. Find the product for which you need documentation. Then locate the
specific category and model or version for your hardware or software product.
Use Adobe* Acrobat Reader* to open the manuals and release notes, search for
the sections you need, and print them on most standard printers. Go to Adobe
Systems* at the www.adobe.com URL to download a free copy of the Adobe
Acrobat Reader*.

You can purchase selected documentation sets, CDs, and technical publications
through the Internet at the www .fatbrain.com/documentation/nortel/ URL.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

Europe, Middle East, and Africa | (33) (4) 92-966-968
(800) 2LANWAN or (800) 252-6926
Asia Pacific (61) (2) 9927-8800
(

China 800) 810-5000

North America

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call is routed to a technical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the www12.nortelnetworks.com/ URL and click
Express Call Routing at the bottom of the page.

311641-A Rev 00
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Chapter 1
The Contivity 4600

Introduction

The Contivity 4600 is capable of providing scalable, secure, manageable virtual
private network (VPN) access for up to 5000 simultaneous users across the public
data network (PDN). Figure 1 shows the front view of the Contivity 4600.

Figure 1 Front view of the Contivity 4600 switch

=8 ]

Contivity 4600

CS460001A
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20 Chapter 1 The Contivity 4600

Physical specifications and operating environment

Table 1 lists the physical specifications and operating environment needed by the
switch.

Table 1 Physical specifications and operating environment

Operating Environment

Physical
Depth 17 in (43.2 cm)
Width 17 in (43.2 cm)
Height 14 in (35.6 cm)
Weight 60 Ibs (27.2 kQ)
Electrical

Voltage 100 - 240 V~

Current 3.0A

Frequency 50/60Hz

Temperature 0 to 40 degrees C
Relative Humidity
Operating 10 - 90% noncondensing
Storage 10 - 95% noncondensing
BTU/hr output 2457 btu<IT>/hr @ 240V~
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Components and accessories

Table 2 lists all of the components and accessories of the Contivity 4600. If for
any reason you have not received all of the materials listed, please contact Nortel
Networks Customer Service.

Table 2 Components list

Description Quantity
Contivity 4600 1
Molded serial cable DB9/DB25-to-DB9/DB25 1
Contivity extranet switch CD-ROM 1
Recovery diskette 1

IP Address configuration utility diskette 1
Installing the Contivity 4600 (this manual) 1
Contivity VPN Switch Release Notes 1
Mounting brackets and hardware 2
Options: Optional
e 10/100BASE-TX LAN interface

e Dual V.35 interface

¢ Single V.35 interface

¢ Single X.21 interface

e T1 CSU/DSU interface

e HSSlinterface

e Hardware accelerator

¢  Memory

Note: Power cords are ordered separately.
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Optional sliding rail bracket set

Table 3 lists the components of the optional sliding rail bracket set.

Table 3 Optional sliding rail bracket set

Description Quantity

Slides

Slide locking brackets

Extender brackets

E- N \C T I \C I I\

Screws, #8-32 x 3/8 long, 100-degree flathead,
Phillips, black

Screws, #8-32 x 3/8 long, PPH steel zinc 14

If for any reason you have not received all of the materials listed above, contact
Nortel Networks Customer Support.
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Healthcheck entries

Note: The hardware Healthcheck entries shown in Table 4 are
nd supported. The range parameters are unknown and left to the Intelligent

Platform Management Interface (IPMI) firmware delivered on the

system board.

Table 4 Healthcheck entries

Item

Description

Chassis intrusion

Indicates that the box has been opened

Normal temperature range

Board temperature limit unknown

Critical temperature range

Processor temperature

Voltage 12V plus

Voltage out of range

Voltage 2.5VA

Voltage out of range

Voltage 2.5VB

Voltage out of range

Voltage 3.3 plus

Voltage out of range

Voltage 5V plus

Voltage out of range

Chassis fan

Fan not functional

Chassis fan 2

Fan not functional

CPU 1 fan Fan not functional
CPU 2 fan Fan not functional
CPU2 CPU non-operational

Dual power supply

Redundant supply fault
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Chapter 2
Cabling the Switch

This chapter describes the cables that you must use with the switch, including
pinouts for both LAN and WAN connections. Additionally, illustrations show the
power connectors, the serial connector, and the LAN connector. The LAN port
and 10/100BASE-TX LAN interface card LEDs are illustrated, and
accompanying tables describe the LED status indicators.

Connecting the cables

Use the following procedure to connect the switch’s cables.

Note: If you have a unit with LAN/WAN cards in Slots 1 through 6,
connect the LAN/WAN and serial port cables before you plug the
switch’s power cord into the outlet. This ensures proper power
sequencing upon power up.

1 Connect the 10/100BASE-TX LAN RJ-45 connector to the switch.
2 Optionally, connect the LAN or WAN card cables.

3 Connect the power cords to the back of the switch and to the electrical outlet.
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Figure 2 shows the back view of the Contivity 4600.

Figure 2 Back view of the Contivity 4600
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Power cord requirements

Warning: Do not modify the AC power cords or use them if they are

& not the exact type that is required for your power outlet. Connect the
LAN and serial port cables before you plug the switch’s power cord into
the outlet.

Caution: You should protect your switch by plugging it into a
@ surge suppressor. For power source redundancy, connect one power cord
to a backup power supply, and the other power cord into the main power

supply.

Current rating
The power cords must be rated for the available AC voltage, and must have a

current rating that is at least 125 percent of the switch's current rating as stated in
Chapter 1.

Wall outlet connector

The power cords must terminate in a male plug with appropriate grounding. The
power cords must have certification marks from an acceptable regional agency.

Power supply connector

The connector that you plug into the switch power supply AC receptacle must be
an IEC 320, Sheet C13, female.

Cord length and flexibility

The power cord must be less than 4.5 meters (14.7 feet) long, and it must be a
flexible HAR (harmonized) cord or VDE-certified cordage to comply with the
switch's safety certifications.
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LAN interface connections

At least one LAN interface connection is for Web management.

100BASE-TX connections require Category 5, twisted-pair wire. The
100BASE-TX specification supports 100 Mb/s transmission over two pairs
of Category 5 twisted-pair Ethernet wiring, one pair each for transmit and
receive operations.

The maximum recommended cable segment length is 100 meters between a
100BASE-TX repeater and a workstation (due to signal timing requirements).
This wiring scheme complies with the EIA 568 wiring standard.

Figure 4 shows the switch connector's 10/100BASE-TX pinouts.

Figure 3 10/100BASE-TX pinouts

TxD+TxD-RxD+RxD-
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10BASE-T connections can use Category 3, 4, or 5 twisted-pair wiring. The
LAN connectors on the rear of the switch are RJ-45 straight through.
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Dual V.35 WAN interface (optional)

The dual V.35 WAN connectors are located on a PCI card that offers two separate
DB26S connectors that provide the signals needed to interface to V.35 equipment.
Included in the accessory box are two cables that map the DB26S signals to a
DSU (digital service unit/channel service unit) between the WAN connection and
the switch. This section documents the connector and cables used with the V.35
WAN synchronous adapters.

Figure 4 shows the dual V.35 interface.

Figure 4 Dual V35 interface

CS260016A

The cables provided with the WAN PCI card enable the WAN adapter to function
as DTE (Data Terminal Equipment). Table 5 shows the DB26S-to-V.35 cable
pinouts.
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Table 5 DB26S-to-V.35 cable pinouts (dual interface)

Standard-wired end . Pair # & Special-wired end
. Signal name .

26-pin male conductor |34-pin male
2 TDA pair 1A P
14 TDB pair 1B S
3 RDA pair 2A R
16 RDB pair 2B T
24 ETA pair 3A U
1 ETB pair 3B w
17 RCA pair 4A \Y
9 RCB pair 4B X
15 TCA pair 5A Y
12 TCB pair 5B AA
4 RTS pair 6A (¢}

pair 6B no conn
5] CTS pair 7A D

pair 7B no conn
6 DSR pair 8A E

pair 8B no conn
8 DCD pair 9A F

pair 9B no conn
20 DTR pair 10A H

pair 10B no conn
7 SGND pair 11A B

pair 11B no conn
1 CGND pair 12A A

pair 12B no conn

Note the following information about the V.35 DTE cable construction:

1. Braid must enter and make contact inside the metal connector hood. V.35 conn strain relief must be
conductive.

2. All hoods must be metal. V.35 strain relief must be conductive.
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Single WAN interface V.35/X.21 (optional)

The V.35/X.21 WAN connector is located on a PCI card that offers a separate
connector that provides the signals needed to interface to V.35/X.21. Included in
the accessory box are two cables that map the signals to a standard V.35
connector. You need a CSU/DSU (channel service unit/digital service unit)
between the WAN connection and the switch. This section documents the
connector and cables used with the V.35 and/or those used with X.21 WAN
synchronous adapters.

The cables provided with the WAN PCI card enable the WAN adapter to function
as DTE (Data Terminal Equipment). Figure 5 shows the single V.35/X.21 WAN
interface.

Figure 5 Single V.35/X.21 WAN interface (single interface)

Table 6 on the following page shows the DB28S-to-V.35 cable pinouts. Table 7
shows the DB28S-to-X.21 cable pinouts.
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Table 6 DB28S-t0-V.35 cable pinouts

Standard-wired end . Pair # & Special-wired end
. Signal name . Notes
28-pin male conductor |34-pin male
2 TXDA pair 1A P
14 TXDB pair 1B S
3 RXDA pair 2A R
16 RXDB pair 2B T
15 TXCA pair 3A Y
12 TXCB pair 3B AA
17 RXCB pair 4A \
9 RXCB pair 4B X
24 SCTEA pair 5A U
11 SCTEB pair 5B w
4 RTSA pair 6A C
19 RTSB pair 6B no conn Note 2
5) CTSA pair 7A D
13 CTSB pair 7B no conn Note 2
6 DSRA pair 8A E
22 DSRB pair 8B J
20 DTRB pair 9A H
23 DTRB pair 9B no conn Note 2
8 DCDA pair 10A F
10 DCDB pair 10B no conn Note 2
18 LL pair 11A L
21 RL pair 11B N
25 ™ pair 12A NN
26 MO<-SIGNAL GROUND pair 12B B Note 3
27 M1<-SIGNAL GROUND pair 13A B Note 3
28 M2 pair 13B no conn Note 2
1 SHIELD pair 14A A Note 1
7 SIGNAL GROUND pair 14B B Note 3

The following notes apply to the Single V.35 DTE cable:

1. At each end, the cable shield and connector shell must connect respectively to pin A of the 34-pin
connector and pin 1 of the standard 28-pin connector.

. The term “no conn” means the wire is not connected to a pin in the 34-pin connector.
. Wires 12B, 13A, and 14B connect to pin B in the 34-pin connector.

. Unused pins in the 34-pin connector need not be present.

. Do not connect Shield to Signal Ground because these are separate signals.

. The pair suffix A or B refers to an individual wire within a twisted pair.

(o) ING ) I SOV o)
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Table 7 shows the DB28S-to-X.21 cable pinouts.

Table 7 DB28S-to-X.21 cable pinouts

Standard-wired end . Pair ## & Special-wired end

. Signal name . Notes
28-pin male conductor |37-pin male
2 TXDA pair 1A 2
14 TXDB pair 1B 9
3 RXDA pair 2A 4
16 RXDB pair 2B 11
15 TXCA pair 3A 6
12 TXCB pair 3B 13
17 RXCB pair 4A pair 5a Note 5
9 RXCB pair 4B pair5b Note 5
24 SCTEA pair 5A pairda Note 5
11 SCTEB pair 5B pairdb Note 5
4 RTSA pair 6A 3
19 RTSB pair 6B 10
5 CTSA pair 7A 12
13 CTSB pair 7B no conn
6 DSRA pair 8A no conn Note 2
22 DSRB pair 8B no conn Note 2
20 DTRB pair 9A no conn Note 2
23 DTRB pair 9B no conn Note 2
8 DCDA pair 10A no conn Note 2
10 DCDB pair 10B no conn Note 2
18 LL pair 11A no conn Note 2
21 RL pair 11B no conn Note 2
25 ™ pair 12A no conn Note 2
26 MO pair 12B no conn Note 2
27 M1 pair 13A no conn Note 2
28 M2<-SIGNAL GROUND pair 13B 8 Note 3
1 SHIELD pair 14A 1 Note 1
7 SIGNAL GROUND pair 14B 8 Note 3

The following notes apply to the Single X.21 DTE cable:

1. At each end, the cable shield and back shell must connect to pin 1 of the connector.

2. "no conn" means the wire is not connected to a pin in the 15-pin connector.

3. Wires 13B and 14B connect to pin 8 in the 15-pin connector.

4. Unused pins in the 15-pin connector need not be present.

5. Wires of pair 4 connect to wires of pair 5, but not to any pins in the DA-15. Do NOT interconnect Shield to
Signal Ground — they are separate signals.

6. The pair suffix A or B refers to an individual wire within a twisted pair.
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T1 CSU/DSU WAN interface

Note: The T1 CSU/DSU WAN interface cable is not supplied by Nortel
Networks.

This cable has 8-pin male connectors on each end. The T1 CSU/DSU WAN
crossover cable crosses the blue wire pair with the orange wire pair. This is
different from the commonly available crossover cable used for 10BaseT, which
crosses the green wire pair with the orange wire pair.

Figure 6 shows the T1 CSU/DSU interface.

Figure 6 T1 CSU/DSU interface
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Table 8 shows the T1 CSU/DSU cable pinouts.

Table 8 T1 CSU/DSU cable pinouts

Standard-wired . Special-wired
. Pair # &

end Signal name end Notes
. conductor .

28-pin male 8-pin male

1 RXDA->TXDA wht/org pair 2A 5

2 RXDB>TXDA orange pair 2B 4

3 not used wht/grn pair 3A 3

4 TXDB<-RXDB blue pair 2B 2

6 TXDA<-RXDA wht/blu pair 1A 1

7 not used green pair 3B 6

8 not used wht/brn pair 4A 7

9 not used brown pair 4B 8

The cable will operate properly if pins 3, 6, 7, and 8 are not connected.

Warning: Do not use Ethernet cable. The T1 CSU/DSU will appear to
work, but will not work to specifications. Data may be corrupted.
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T3 HSSI interface (optional)

The single T3 WAN connection is located on a PCI card that has a 50-pin SCSI II
female connector that provides the signals needed to interface to a T3 modem or
modem eliminator. Included in the accessory box is a cable that maps the T3
signals out to a 50-pin SCSI II male connector.

Figure 7 shows the T3 HSSI interface.

Figure 7 T3 HSSI interface
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Table 9 shows the T3 HSSI cable pinouts.

Table 9 T3 HSSI cable pinouts

50-pin SCSI male | Signal names | 50-pin SCSI male

GND
RCB
CAB
RDB
LCB
STB
GND
TAB

TTB

LAB

TDB
LBB

13 GND
19 GND
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Table 9 T3 HSSI cable pinouts (continued)

24 TESTB 24
25 GND 25
26 GND 26
27 RCA 27
28 CAA 28
29 RDA 29
30 LCA 30
31 STA 31
32 GND 32
33 TAA 33
34 TTA 34
35 LAA 35
36 TDA 36
37 LBA 37
38 GND 38
44 GND 44
49 TESTA 49
50 GND 50
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Chapter 3
Rack Mounting

This chapter describes how to mount the Contivity 4600 into a chassis
rack. Included are standard rack-mounting considerations that Nortel
Networks recommends.

Warning: The Contivity 4600 weighs about 60 pounds and should
& always be carried by two people

Rack-mount installation procedure

Following are standard rack-mounting considerations that Nortel Networks
recommends you follow:

* The maximum recommended ambient temperature is 40 degrees
Centigrade. Additionally, make sure the internal temperature of the rack
does not exceed 40 degrees.

* Do not block the power supply vents or otherwise restrict airflow when
installing the switch in a rack.

*  Make sure that your rack is properly stabilized so that it will not tip over
under the weight of the switch and other devices.

e Make sure that the electrical branch circuits are capable of handling the
switch and other units in the rack before installing and powering up the
switch.

* Ensure that a reliable Earthing path is maintained in the rack system. The
Switch is intended to be connected to an Earth ground.

You must have two people available when installing the rack-mount brackets.
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Use the rack-mounting hardware that came with your switch to complete the
following steps:

1
2
3
4

Install the long bottom mounting brackets onto the rack.
Install the side mounting brackets onto the unit.
Slide the unit into the rack on top of the horizontal bottom mounting brackets.

Secure the unit’s vertical rack-mount brackets to the vertical rack rails.

Figure 8 shows mounting brackets being attached to a switch in preparation of a
rack-mount installation. Position the brackets with the rack-mount bracket facing
outward.
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Figure 8 Attaching mounting brackets to a Contivity 4600
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Chapter 4
Changing the Hardware Configurations

This section describes how to install or replace hardware components for the
Contivity 4600.

Warning: Only Nortel Networks trained service personnel should
& change existing hardware configurations. Improper handling of internal
components or assemblies, with the power connected, could cause severe

injury.

Caution: Wear an antistatic band when handling electronic components
@ for the switch to avoid damaging them.

Warning: Turn off the switch and unplug both power cords before
& installing LAN and WAN cards or system memory.

Opening the Contivity 4600

To replace power supplies, replace hard disk drives, or access the diskette drive
for system recovery operations, you must remove the switch’s front bezel.

Note: Removing the front bezel on the Contivity 4600 activates the
chassis intrusion alarm on power only. This intrusion is reported to the
system log file.

The first few times you remove the front bezel it might seem to resist removal.
This is simply because the ball stud and sockets are new. After a few times,
removal is easier. Remove the switch front bezel as follows:
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1

Insert a flat-head screwdriver into the slots on the lower left and right sides of
the chassis, and pry the bezel forward.

Slide your fingers between the front bezel and the switch.

Pull the bezel forward firmly, separating the ball studs on the bezel from the
sockets on the chassis.

Figure 9 shows you how to remove the front bezel from the Contivity 4600.
You do not need to turn off the switch to remove the front bezel when
installing a power supply or hard disk drive.
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Figure 9 Removing the Contivity 4600 front bezel

Using a Phillips screwdriver,
rotate screws a quarter turn
counter-clockwise (top right
and left corners), then seperate
ball stud on bezel from
socket on chassis (middle
of both sides and bottom
right and left corners).
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Figure 10 shows the Contivity 4600 front components.

Figure 10 Contivity 4600 front components
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Contivity 4600 system board layout

This section shows the Contivity 4600 system board. Figure 11 shows a sample
Contivity 4600 system board, including the Dual Inline Memory Modules
(DIMMs) and peripheral component interconnect (PCI) slots.

Figure 11 Sample Contivity 4600 system board
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Installing Contivity 4600 LAN/WAN and hardware
accelerator cards

This section describes how you install option cards in the switch option card
slide-out tray. The following procedure is for Nortel Networks trained service
personnel only.

1 Turn off the switch and unplug both power cords from the power source.
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2 Unscrew the four slotted thumb-screws securing the slide-out tray. Pull out
the tray by gripping it with the screws. It will only pull out halfway.

Remove the filler panel screw and pull out the slot filler panel.

Slide the option card into the intended slot. Make sure the card seats firmly
and evenly in the card slot. If the card is not seated properly, it will not work.
Populate the slots from Slot 1 to Slot 6 (top to bottom), in that order, as shown
in Figure 12.

Figure 12 Installing Contivity 4600 LAN/WAN and hardware accelerator cards

\
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Secure the option card in the tray with the slot filler panel screw.

Push in the tray by gripping it with the screws. Tighten the four slotted
thumb-screws securing the slide-out tray.

7 Plug in both power cords to the power source and turn on the switch.

Caution: Be careful when inserting option cards into the Contivity

@ 4600, because the slide-out tray is not fully supported once pulled out.
You should support the back of the tray with your hand while inserting
an option card.
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Installing Contivity 4600 DIMMs

Figure 6 shows you how to unlock a DIMM in the Contivity 4600, and remove or
install a DIMM. Install a DIMM in the next available slot (for example, if the
DIMM #1 slot is populated, then add the next DIMM to the DIMM #2 slot).

To install a DIMM in the Contivity 4600, follow these steps:
1 Turn off the switch and unplug both power cords from the power source.

2 Unscrew the four slotted thumb-screws securing the slide-out tray. Pull out
the tray by gripping it with the screws. It will only pull out halfway.

3 Unscrew the slide-out tray at the back of the unit and pull it out using the
thumb screws.

4 Remove the support bracket by loosening the two secured captive screws and
the rear Phillips screw.

Press down the locking levers on both sides of the next available DIMM slot.

Place a new DIMM in the slot, making sure to properly position the DIMM's
alignment keys, as shown in Figure 6.

Figure 13 Installing Contivity 4600 DIMMs
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7 Pull up the locking levers on both sides of the next available DIMM, and snap
the DIMM into its socket.

8 Replace the support bracket by tightening the two secured captive screws and
the rear Phillips screw.

9 Push in the slide-out tray and tighten the thumb-screws.

Replacing a Contivity 4600 power supply

To remove the power supply:

1 Remove the front bezel as shown in Figure 9.

2 Use a flat-head screwdriver to unscrew the top and bottom power supply
screws, as shown in Figure 14.
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Figure 14 Removing a Contivity 4600 power supply
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3 Grab the handle and pull the power supply firmly, until the device disengages.
Be careful of the sharp sheet-metal edges.

4 Insert the new power supply. Make sure it seats firmly in its socket and is
locked in. Be sure the green power LED on the front of the power supply is
on.

Secure the power supply screws tightly with a screwdriver.

Replace the front bezel.
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Replacing a Contivity 4600 hard disk drive

Figure 15 shows you how to replace Contivity 4600 hard disk drives for the
switch.

@ Caution: Hard disks are not hot-swappable.

To replace a hard disk drive, you must do the following:
Software

First save any data that has not yet been saved to the hard disk from the disk
cache:

1 Use your Web browser to navigate to the switch, and go to the Admin—>File
System display.

2 Click the button “Prepare selected device for removal.”
Hardware

Next, remove the switch’s front bezel as shown in Figure 9, and then follow these
steps:

1 Insert and turn the hard disk drive key to the right. The LED becomes a “U”
for unlocked.

Note: Turning the key shuts off the power to the hard disk drive.

2 Pull the handle to remove the hard disk drive, as shown in Figure 15.
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Figure 15 Removing a Contivity 4600 hard disk drive
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3 Insert the replacement hard drive fully, and lock it by turning the key
clockwise. Make sure the hard disk drive LED shows the proper drive
number.

4 Replace the front bezel.
If you need to reload the software on the disk, see Chapter 5, “Using the
Recovery Diskette,” for information on using the recovery diskette. Refer to

Configuring the Contivity VPN Switch for detailed information on how to assign a
system identity, configure, and manage your switch.

Enable the switch by following these steps:

1 Use your Web browser to navigate to the switch, and go to the Admin—->File
System display.

2 Click on the drive and click the Enable button.
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Chapter 5
Assigning a System Identity

This section describes how to assign a management IP address, subnet mask, and
optional default gateway address to your switch. The management IP address is
used for all system services, such as HTTP, FTP, and SNMP. The Management IP
address enables you to manage the switch from a Web browser.

Table 10 describes the choices you have when first configuring the required
switch parameters.

Table 10 |Initial configuration options

Initial configuration Result Advantages/
method disadvantages
IP Address Configuration Sets management IP Utility diskette makes initial
Utility (recommended) address, subnet mask, and | configuration easy
default gateway (optional)
Serial Interface Must connect the serial
Configuration Menu interface cable
(optional)

The IP Address Configuration Utility, which comes with your switch, searches for
the serial numbers of unconfigured switches. It then displays a table for you to
enter the Management IP address, subnet mask, and default gateway (optional).

To configure the switch from the Serial Interface Configuration menu, you must
first connect the serial interface cable to the switch. Then you can use a terminal
emulation application, such as HyperTerminal*, to enter the management IP
address, subnet mask, and default gateway (optional).
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Startup configuration requirements

This section describes the fields that you must complete with either the IP Address
Configuration utility or the Serial Interface Configuration menu procedure.

Management IP address

Enter a management IP address for the system. You need this address to manage
all system services, such as HTTP, FTP, and SNMP. This address must be
accessible from one of the switch's private physical interfaces. Therefore, the
management IP address must map to the same network as one of the private
interfaces.

For example, if you plan to assign IP address 10.2.3.3 with subnet mask
255.255.0.0 to the private physical interface, then the management IP address
must reside in the 10.2 network.

Carefully record the management IP address. Later, during the Quick Start or
the Guided Configuration, you will be asked to supply IP addresses for the
physical interfaces.

Subnet mask

The subnet mask defines how many bits of the IP address represent the network
the device is on and how many bits represent the host’s ID on the network.

The device uses the subnet mask to determine which IP addresses are directly
reachable on the network and which ones must be routed through a gateway. A
sample IP address is 10.2.3.3 with a subnet mask of 255.255.0.0. This indicates
that all hosts with addresses 10.2.n.n, where n is any number O - 255, are directly
reachable.

Default gateway

The default gateway is where packets are routed onto the private or public
network if there is not a specific route in the routing table to the desired location.
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IP Address Configuration utility

Use this utility for the initial switch configuration.

Requirements

To assign the switch a Management IP address with this utility, you need a PC
running Windows* 95, Windows 98, Windows NT*, or Windows 2000 with a
functioning TCP/IP stack. The PC must be running on the same subnet as the
switch you are configuring and be connected to an operational network
connection.

If your environment does not match these requirements, then you must use the
Serial Interface configuration.

To test the function of your TCP/IP stack, send a ping command to any host.

Running the IP Address Configuration utility

The program ExtNetIP.exe is on a diskette labeled /P Address Configuration
Utility that accompanies the switch. You can copy the utility to your hard disk and
execute it from there, or you can load it from the diskette drive. The ExtNetIP.exe
program launches the IP Address Configuration utility, which allows you to
assign a management IP address and subnet mask to the switch. To run
ExtNetIP.exe:

1 Insert the diskette into the A: drive and select Start — Run, and then type:

a:\ExtNetIP.exe

or open the My Computer icon on the desktop and open the 3% Floppy (A:)
drive, and then double-click on the icon shown in Figure 16.
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Figure 16 ExtNeplP.exe icon
ExtnEtp. exe

The display shown in Figure 17 appears while the program searches for an
unconfigured switch.

Figure 17 Serial number search display

Configuration Utility

Lg; Searching far Extranst Switches

to Caonfigure. .

The program automatically enters the serial number for the first available
switch into the table of Contivity switches.As shown in Figure 18, a menu
appears that allows you to enter the following and allow HTTP management:

e Management IP address
e Management IP subnet mask

*  Gateway IP address (optional)
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Figure 18 Extranet address configuration utility display
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2 Assign a management IP address and subnet mask to the switch; the
default gateway address is optional and can be added later (refer to
“Startup configuration requirements” at the beginning of this chapter for
descriptions of the required fields).

3 If you have more than one switch, click Search to automatically add the
additional switch serial numbers. To verify the switches that have been
discovered, you can refer to the serial number on the bar code on the bottom
of the switch.

4 Click Apply to configure the management IP address, subnet mask,
and default gateway on the switch. The Extranet Address Configuration utility
display disappears.

After the switch has completed updating its configuration with the
management IP address, subnet mask, and optional default gateway, your
default Web browser automatically opens the switch Welcome screen.

Note: If you move the switch from one network to another, change the
Management IP address and subnet mask accordingly.

You can obtain help from the extNetIP.hlp file, which is the IP Address
Configuration Utility Help file.
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Because you need to have Microsoft Internet Explorer Version 5.0, the ie5
subdirectory contains the ie5setup.exe file. This file starts the Internet Explorer
installation procedure, then links to the Microsoft Web site to download the full
Internet Explorer Version 5.0 software. Therefore, you must have Internet access
when you run this setup program in order to complete the Internet Explorer
installation.

You can install this browser or use a different browser of your choice. Refer to
Configuring the Contivity VPN Switch for more details on getting the switch up
and running.

Note: Nortel Networks recommends that you use the ExtNetIP.exe (the
IP Address Configuration Utility). As noted above, you can then assign
the necessary IP addressing details to begin managing your switch.

Serial Interface configuration

You can use the following procedure to access the switch from its serial interface.
This interface allows you to give the switch a management IP address and subnet
mask so that you can use a Web browser for management.

An alternative to the Serial Interface configuration is to use the Nortel Networks
IP Address Configuration utility, which Nortel Networks recommends for an
initial configuration (refer to “Chapter 3, Startup Configuration Requirements”
section in Configuring the Contivity VPN Switch for additional information).

Note: The Serial Interface configuration procedure is typically only
necessary in a system recovery situation.

Your terminal emulator must use the following communications parameters:

* 9600 baud
* 8 data bits
e 1 stop bit
* No parity

¢ No flow control
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Connect the serial cable (supplied with your switch) from the switch’s serial
port to a terminal or a communications port of a PC.

Power on the terminal or PC.

Using a terminal emulation program, such as HyperTerminal on the PC, press
Enter. The Welcome screen appears and you are prompted to supply a user
name and password.

Welcome to the Contivity Extranet Switch
Copyright 1999,2000,2001 Nortel Networks

Version: V03_61.01

Creation date: Jul. 7, 2001, 20:51:06
Date: 07/27/2001

Unit Serial Number: 17563

Please enter the administrator's user name: admin

Please enter the administrator's password: setup

-p

Note: The factory default user name is admin and the default password
is setup.

Note: Before moving the switch from one network to another, change
the management IP address, subnet mask, and default gateway.

Otherwise, you will need to follow the Serial Interface configuration
procedure to access your switch because it will not be accessible from a
Web browser with an invalid address.

Note: Before proceeding, verify that you have selected a management
IP address routable on the subnet attatched to the private interface of the

switch and have this information available.
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4  After the user name and password have been entered, the following menu
appears:

Main Menu: System is currently in NORMAL mode.

1) Interfaces

2) Administrator

3) Default Private Route Menu

4) Default Public Route Menu

5) Create A User Control Tunnel (IPsec) Profile
6) Restricted Management Mode FALSE
7) Allow HTTP Management TRUE

8) Firewall Options

9) Shutdown

B) System Boot Options

P) Configure Serial Port

C) Controlled Crash

L) Command Line Interface

R) Reset System to Factory Defaults
E) Exit, Save and Invoke Changes

Please select a menu choice (1 - 9,B,P,C,L,R,E):

5 Enter 1 and press Enter to enter the Interface menu:
Interface Menu

0) Slot 0, Port 1, Private LAN
Management IP Address = 11.0.0.100
Subnet Mask = 255.0.0.0
Interface IP Address = 11.0.0.10 (Subnet Mask = 255.0.0.0)
Speed/Duplex = AutoNegotiate

1) Slot 1, Port 1, Public LAN
IP Address = 192.168.1.20
Subnet Mask = 255.255.255.0
Speed/Duplex = AutoNegotiate

R) Return to the Main Menu.

Please select a menu choice:_

6 Select 0 and press Enter to enter the Slot 0, Port 1, Private LAN menu and
add the management IP address.
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The default settings appear, followed by the Configuration menu for the
management IP address. The Old Management IP Address field is blank on a
new switch.

Slot 0, Port 1, Private LAN
Interface IP Address =
Subnet Mask = 0.0.0.0
Speed/Duplex = AutoNegotiate

* Type 0.0.0.0 to delete.

0ld Management IP Address =
New Management IP Address =

If you are prepared to assign a management IP address to the private interface,
do so at this time at the New Interface IP Address prompt and press Enter. If
you do not wish to assign a private IP address at this point, simply press Enter.

0ld Interface IP Address
New Interface IP Address

The subnet mask menu will appear next. Enter the desired subnet mask and
press Enter.

0ld Subnet Mask
New Subnet Mask

0.0.0.0

The Interface Configuration menu appears. Select the menu option desired
and press Enter.

Follow the screen prompts. The descriptions of the fields required to complete
this procedure are in the “Startup configuration requirements” section at the
beginning of this chapter.

After you complete the configuration, type E and press Enter to save the
settings and Exit. You can then manage the switch from a Web browser.

Note: This administrator’s password is also the primary administrator’s
nd password. This password guarantees access to the switch via the serial

port or a Web browser. This administrator’s user ID (default=admin) and
password (default=setup) combination is also called the primary
administrator. This person always has access to all screens and controls,
including the serial port and the recovery disk. There can be only one
primary administrator.
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For detailed information on configuring and managing the switch, refer to
Configuring the Contivity VPN Switch, Chapter 3, “Configuring the Switch,”
which describes topics such as:

* Licensing

e The IP Address Configuration utility
e Serial Interface configuration

»  Startup configuration requirements

e The Web browser

e Preparing for configuration

e  The Welcome screen

* LAN and WAN interfaces

e Using T-1 with integrated CSU/DSU
*  The hardware encryption accelerator
e Using Network Time Protocol (NTP)
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Chapter 6
Using the Recovery Diskette

Remove the switch's front bezel. Insert the recovery diskette into the drive and
press the Reset button on the back of the switch. This supplies the switch with a
minimal configuration utility that allows you to view the switch from a Web
browser.

At your Web browser, enter the management IP address of your switch. The
Recovery Diskette display shown in Figure 19 appears, which allows you to:

* Restore the factory default configuration or the backup configuration.
» Reformat the switch’s hard disk.

e Apply a new software version to the switch.

e Perform file maintenance.

*  View the Event log.

* Restart the system.
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Figure 19 Recovery diskette display

Recovery Disk - Netscape
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NERTEL Recovery Diskette
NETWORKS

The Recovery Diskette allows you to teset or restore the files on yout Switch. Use these faatures cantiously, as they delete o testore the major settings inside the Switch.

Diskette Software Version: V02 63.14
Tiskete Scftware Build Date: et 16 2000, 224516
Hard Disk Software Version: V0Z_63.21
System Serial Number; 324

Option Action
Restote Restore Factory Configuration
Restore (" Restore original factory settings. This option tesets the Switch's confizuration file to the original values it had when shipped from the factory, The system software and internal LDAP

tatabase entties will not be aftered.
Important: Ifyou chooge this option. the Switch will need to be teconfimuted g if it were new,

Resture Backups

Restore a backup image from one of the selected servers. When restoring backup files, all confisuration files, infernal IDAP databases, and system software will be restored from the selected backup
directory. This option should only he used to restore (or install) a complete system image to the Switch, and should not be used as a method of upgrading the Switch

Naote: To uparade the Contivity Extranet Switch, use the Admin->Unarades feature of the management intesface.

Host Path UserID Password Confirm Password
O |

Reformat hard disk Formats the hard diskin the Switch. Use this option cautiously. It will destroy all the infosmation on the Switch's hard disk

Reformat

Ay niew vetsion Changes the version of soflwate executing on the Switch. Use this option to change to other software wersions which exist on the Switch's hard disk. To tetrieve new versions, use the
Admin->Tiperades feature of the management interface. When applying & new software version, the cusrent version will be preserved under 2 unigue name

Apphy Select the desired softwate version:

(o version selected) =

Pexfosm file maintenance Presents alisting of ditectoies and files on the Switch,

View eventlog The Eventlog allows you to see system Events that have occured on the Switch, This log should be used to resolve problems that ocout when trying to use the vaious options of the Recovery

diskette
View

Restart system Totestart the system, remove the diskette and press the Reset hutton on the back of the Switeh

Refresh

¢

Dacument: Dane B AN YA
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1 Restore the configuration:

To restore the factory default configuration or the backup configuration, select
the hard disk drive to which you want to restore the system files, either ide0
(drive 0) or idel (drive 1), and then do one of the following:

= Restore the factory configuration by selecting Restore Factory Configuration,
then click Restore to return the switch to its original factory default
configuration. This erases data contained in flash memory and also in the
configuration file.

Warning: Selecting this option requires you to rebuild your entire
& switch configuration again from scratch.

An online message specifies the result of the Factory Configuration reset
action.

= Or you can restore the switch’s previously backed-up configuration by
clicking Restore. If you previously chose to automatically back up the file
systems, then the backup server host (or IP address) and path name, user ID,
and password appear in the table.

Click the radio button of the preferred backup server. The backed-up file
system, including software image and configuration files, from the latest
backup copy residing on the designated server will be restored onto the hard
drive of your switch.

You can use the same backup server for multiple switches. Each switch
creates a unique directory based on its serial number. The following example
shows the host, path, and serial number (where the serial number [SN] is five
digits):

C:/software/backup/v101/SN01001

The serial number is used to differentiate backup configurations of multiple
switches that are saved on the same backup server. The serial number
uniquely identifies each switch’s backup data.

A blank row in the server backup field always appears to allow you to
manually enter a backup server in case you did not configure automatic
backup server locations.

Installing the Contivity 4600



68 Chapter 6 Using the Recovery Diskette

Alternatively, a new factory default software image and file system can be
restored to the switch’s hard disk. Specify the name or address and path of the
network file server onto which the software from the Nortel Networks CD has
been installed.

Note: This will restore the disk to an operable but “clean” condition

=*|  with configuration values will be at factory defaults.

2

To view your switch’s serial number when the switch is operational, click
Status—System from the navigational menu. The serial number is also listed
on the bar code label on the back of the switch.

Click Reformat if you must reformat the hard disk, for example if you:

— Have problems restoring your configuration that are not caused by the
network or the file/backup server from which the file restoration is being
retrieved.

— Want to reconfigure the switch from scratch.

— Install a new disk.

@ Caution: Selecting this option will completely wipe out anything that

previously resided on the hard disk.

An online message indicates whether the reformatting of the hard disk was
successful.

Click the drop-down list box to view the available software image and file
systems that are stored on the hard disk and select the image version that you
want to activate. Then click on Apply.

Click Files to bring up the File Maintenance display, which allows you to
view the entire hard disk file system.

Click View to display the Event Log beneath the Recovery diskette display.
This is especially useful if a Restore operation fails.

Set the boot disk by clicking the drop-down list box to select the hard disk
drive from which you want to boot the switch, either ide0 (drive 0) or idel
(drive 1). Then click Set.
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7 Click Synchronize to immediately synchronize the primary and secondary
disks. Thereafter, the disks will automatically synchronize every hour.

8 Upgrade the system boot software by clicking the drop-down list box to select
a drive onto which you want to update the system boot software. Click
Upgrade to rewrite the boot software onto the hard disk. You would do this if
the system boot sector were to become corrupted.

9 Restart the system by removing the diskette and pressing the Reset button on
the back of the switch. Then reposition your Web browser to the Management
IP address, and click on Reload or Refresh from your browser menu to access
the management page of the software running on the hard disk.
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